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F2EF TFFMEF WEBUI

e %3 W “2.1 %3 WEBUI”
o 5T “22 EMSHFKHT
o 5 W “23 WHKER”

e 6 W “24IRHAE”

2.1 % WEBUI

Fijjn] BMC Web $t1H, i&HATA T 5:
1. TJF Web W %7, fEHbEEE URL X4, W AEEERW BMC # 1P Hibksk 4%,

2. FE B HHORMAMN P AMEE, GRZEREH Web, I [ & S04 B BRI & £
MR, “Bx” @HWTEAR.

MegaRAC SP-X

English

_| Remember Username

& 1. &g WEBUI

7 2. ZIFR A A5 )T

U g1l
Chrome 119.0.6045.106 2% & A
Firefox 60.2.2 B AR
3. BIRESE BMC IP &2 B/ — AN LEERpAHE, HEE “HH” M “4k8:38 BMC IP” L4k

© Copyright Lenovo 2024 3



i ot e 3034536340 o 2 D B [+ s et o 1 Jud b Jak (<} ® 0O

44 Warning: Potential Security Risk Ahead

- 1 4 N N Frefan detected 8 polenal security Seeat and ded nof contres to F0LI43. 3814 @
AL Warning: Potential Security Risk Ahead ot i sk, aftichers Could try 16 thesl ivfosmation Bk your pimsndy, ermal, o
A et card sk

Fireicn detected & potential security thieat and did met continue to 10.243,38, 242, if
¥OU VISt thes site. attackers could try to Mesd informabon ke your pasywords. emals. or

ST chd e [ oo i S

Lem meee

/’ S8 25 M I e e el ) oy 4
Click this button T i sty i vk Srusbes bCEas i 0 1 ngred

o v MDA, P PRAGH SELF SEONED) CERT Click this butten

4. WMHREE KBS BMC WEBUI, BRI\ P& RN R

User: admin

Password: admin

HR: I Lenovo K&MNM, M/ 22 H KE S BMC WEBUI I 5 SUBINE S, #HY
BE BHUETE Lenovo ISG HHMM, BP# N £ AN N\AFT, BIFRPNEG P,

MegaRAC SP-X

Password should be changed for default user and
should have a minimum of 8 characters.

Submit
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MegaRAC SP-X b2 SR A B . ot A YT 2 K 2
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2. “HEMRE” A F IR, i b A
BN TRBIIRM TP WS T,

Firmware Information

1.04.230914{BUILD

IDigos0)

Sep 157023 13229200 UTC
Hast Online

Ll Logs & Reporis

» IPMIEvent Log

%» Audit Log

B2 HAEARE

3. TIREMAEZABRDTEE: WA, B, [
S, RFIREL. AP WEETE,

System |mventory
English v | @BIOS = Refresh A admin ~

FRU Information

4. PSR R 24 AT U B _E A B Y
b’ Loga & Reports Wik, 5 H T,

@ Settings # Home - Dashboard

LA

H Remote Control

Image Redirection

Fower Control

Maintenance

Sign out
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Sensor Reading ..«

H3 #EEH

24 HIRHR

e AP RAERMEBRRAERHERLE. RZBUGOUT, UAMERER#HIR:

1 WSRO BRI PR 6 P A, B MR 2 R i IR 55 A KA MR S5, U2 Bl AR SO 3
M. BSHTH:

Image Verification unsuccessful, Please check if you uploaded the

correct Imageln crder to try upgrading again you need to reset
the device. Press OK to reset the device now,

2. HAWHE R B ASHH B BoR R H R O TR, A — 28, BSHTA:

Select Firmware Image

Please choose firmware file to upgrade

WARMNING:Flease note that after entering the update mode, the widgets, other web
pages and services will not work. All the open widgets will be automatically closed.

If the upgradation is cancelled in the middle of the wizard, the device will be reset
only for BMC BOOT,and APP components of Firmware,
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Dashboard

B4 REHR
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IS
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4.1 BREUFTE & =28

WIS “RaGEE” . “ERAERGIRE” . “EWARST fl “CHAMNEES” o A
X BEER A2 B R R X BeAn 28 43 A B B AR AL AR IR

R BA RS T RR:

[ Critical Sensors (0)

-
. e HE | .
R A RE W T R
[ Discrete Sensor States (65)
SENsor Mame State
& ACP_State SO0 "Working
M BMC_Time_Jump Mo state defined
@ CPu_Ao Presence Detécted
@ cPu_al Prasends Detedted
@ CPU_ED Presence Detected

B A5 R A RS T B R

I Narmal Sensors (53

Sensor Mame Reading Behavior

I CPUDDR_VRTempl
I CPUDDR_VATempZ
I CPu_DTS Temp

I CPU_TControd

I CPU_Temp

AFEAEBA AT R A R A8 a0 T B
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[l Disabled Sensors (11)

Kinbet_Temp KNVMel_Temp ®M_2 slotl_Temp XM_2_Slot:_Temp
ROCP_OPT_Temp R5¥5_FAND Speed H5V5_FANL_Speed X5Y5_FANE_Speed
MSVS_FANI_Speed XSYS_FANA_Speed XSYS_FANS_Speed

42 ERBEBFHAEFEE

M CEBAEREES” B CIEWAL RS PRI R e A . BE)E R R B A SR g i AR A AR
By 4 S /DN A R A

Sensor detail

[ CPUDDR_VRTemp? Sensor Information

FA P T DLE I B ety SR OSCRRAE HERE AR A R, O S R R AR R A

Sensor Name

CFUDDR_VRTemp2

Upper Non-recoverable

125

Upper Critical

105

Upper Non-critical
100

Lower Non-critical

Lower Critical

Lower Non-recoverable

Retain Threshold Values
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AT AL B — LR ASAE B

Systemn Inventory

Processor Info

HanteedHby  Mate] etk Bl e Fyiseesie Tppe Wb e e ety [EE T
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Available FRU Devices

ElS

FRU Device ID |0 »
o
FRU Device Name h
2
-
Chassis Information 5
B
Chassis Information 8
Area Format Version g
10
Chassis Type Rack Moun 11
12
Chassis Part Number 000000000 13
14
Chassis Serial Number Q12343678 15
234567890| 16
17
Chassis Extra 18

19 ~

&5 a/AR FRU 1% &

FRU Device ID R21FH /7 M FHi5|3& F &P FRU
Device ID, PAEF L&Y FRU 85,

6 E FRU (BlizEH®RHEHF) SR
Jﬂzﬁgi? BMC ] FRU & %15 E. FRU W %78 FRU BREREARER. IAEE. EHER

o 4

FARAE B
DC-SCM 15 &
AR B
HERER
CPU 1§ B
DIMM 15 8
PCIE k{5 &
1 8 A5 B

PSU 15 &
OCP f5 8

A FRU 5 82 B #2500 0E S8 5 B8, TR

4 w

ME FRU

Chassis Information
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ET7TE BEMHKE

e 17 W “7.1IPMI R&FEMHHE (SEL) 7

e B 18 W “7.2 H¥%H

—+= 9
PIINY

71 1IPMI R&EHBFE (SEL)
T R % A LR R B A B 3, BT H BB 5 A AT e A TR

ipmitool sel list

HSLsrAx HUT:

Event Log: 94 out of 94 event entries

o 1Dz 24 SYS FANE esent sensor of type (D42

Fan logged a device removed device absent

o 1D: 93 SYS_FAN4_Present sensor of type

Fan logged a device removed device absent

o ID: 92 SYS_FAN3_Present sensor of type  ©

Fan logged a device removed device absent

1. P AT DLAE S 8T BMC B & P fe R A R sk A% Jk 2 2 W i e S 1, DA TR B A 2 1

Filter by type

All Events v

All Sensors v

All Events
System Event Records
OEM Event Records

BIOS Generated Events

SMI Handler Events
System Management Software Events

Terminal Mode Remote Console softwars Events

System Software - OEM Events
| q Remote Console Software Events

2. APy “WBREfE B LA R A B i, WA lsd “ FTREMFH

ZDownload Event Logs

ries

PASCACTC A R #7354

Il Clear Event Logs
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7.2 EHEE
ikﬁﬁﬁ%ﬁﬁﬁﬁi)ﬁ BEAE H &, WIF/edl, KVM B 5t, WEBUI B5%, & 458 H fu H 548 H

it o

Filter by Date (o] @

Audit Log: 3 out of 3 event entries

December 2023

o 10: 2 December 26th 2023, 4:52:45 pm  HSI500W3-ENGE  adviserd: adviserd - - [2751 : 2928 INFO)kvm Login from IP-10.119.174.242 user:admin -

° 10: 1 December 26th 2023, 4:52:35 prm  HS350KVI-ENGE  spi_restservice: spr_restservice - - [3786 : 3766 INFO | htips Legin from 1P:10.119.174.242 user:admin

o 10: 3 May Sth 2018, 6:02:00 pm HS3SONVI-ENGE  spo_restsenvice: spa_restaervice - - [3766 : 3766 INFO https Login from IP:10,119.175.248] useradmin

o

BEA,  FH P AT DA A 3 £ H R O e B A A% H

Filter by Date  11/07/2023 11:42 &AM @ - 11072023 11:42 AM (o]

£ Heovember 2023 >
Su Mo Tu We Th Fr 5a ofloutof
-] n g 9 10 11
Iz 13 14 15 16 1T 18
19 20 M 22 23 24 35

26 27 ] 29 30
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WU 4 BMC WAL, -

H 3 Fin i 1|)
AR F P iR 55
KVM R inik &
HERE

TLS % &

SSL & &

A 5 H R )
W 4% 5 B

PAM Jifi 7 % &
F 6 B 0% 0k A
ik 55

SMTP & &
iRk g

IPMI # 1
1 B SR

Settings

-
D

=
e

§ U

&6 RE

520 BT “8.1 HBIFNE
520 U “8.2 SRR P RS
%22 W “8.3 KVM Rini%®E”
%22 7 “8.4 HEKHE”

% 23 W “8.5 TLS % #”
%24 71 “8.6 AMEENFE”
%27 T O“8.7 4IE”

% 30 W “8.8 PAM Jii)¥i%E”
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e 830 7 “8.9 FAHFMIHmIERME
o 83270 “8.10 k%

o %32 7 “8.11 SMTP % H®”

e %33 7 “8.12 SSL % H#”

o 347 “8.13 HEE”

o %35 7 “8.14 IPMI #1”

o 536 71 “8.15 Mk Bl K Mg

8.1 B HA F &% [H]
1. HWmE
fii Fl Rk sp s R FR A IX . 76 BMC L% B H A isiE]

' 3 Serprembes 903 ¥
o Me Te We TH B 3 |
Raia, Tangrar - Mo T, D23 4=05:4T AM CMT-0300 -03) - Antarctica/Rothera =]

2. BRI B ZhECE
BMC % HZECENE, A 2 fiktE%E X NTP fil PTP,

[ r——

Bl E PTP B T:

8.2 SMER A P AR S5

BMC " DL E M B E RSy, W LDAP/E-directory. Active Directory 3 RADIUS,
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External User Services

& an AW

LDAPE-diréctony Settings Active Diréctory Settings RADIUS Settings

F P AT DA H AL LDAP Bt K% Active Directory.

LDAP/E-directory Settings Active directory Settings

& 2 m X

General Settings Role Groups

General Settings Role Groups
General LDAP Settings General Active Directory Settings
©
Enable LDAP/E-Directory Authentication
Encryption Type Enable Active directory Authentication
° No Encryption ssL StartTLs
Secret Username
Common Name Type
@ 'Paddress FQDN
Server Address. Secret Password
Port
User Domain Name
a1
Bind DN
Domain Controller Server Address 1
Password
Domain Controller Server Address 2
Search Base
Attribute of User Login Domain Controller Server Address 3
e v

BMC i& X F 5T H 5 3% 5 RADIUS,

RADIUS Settings

. o

General RADIUS Settings Advanced RADIUS Settings

General RADIUS Settings Advanced RADIUS Settings

(2] RADIUS Authorization Q

Enable RADIUS Authentication

Radius configuration

Server Address
Administrator
Port
P Operator
Secret
User
Enable KVM Access
No Access

Enable VMedia Access

%8 E.KE
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8.3 KVM B #riRE

L [ 2 1) 45 FE X R 0 s v AR AT — A B A B 7 I B R e ) A R B . R
CHHLG W DL b

o AN R bR SR
o Al AR

o0t BRARAR SR A L BB R A0 L B IA B IR S5 A% . BER BRI, ISR R E N A
X7 %, BT Windows B H A K Linux.

Y Pk BN, RS AR KVM 5485 728 0 i 55 4 A8 hn . BT KVM Bt
o YE I, WREN T EALE BRI IR A

KVM Mouse Setting

Mouse Mode Configuration

Minuse Mode
a Absolute Positioning [Windows)

Otheer Mode (SLES-11 OS5 installation)

8.4 HRIRE
Sh B T AL B0 H b Y H S g

SEL Log Settings Policy

Log Palicy

Linear Storage Policy -ﬂ Circular Storage Policy

EE CRHARASHR” WERARGEFMHE, TR H B3 RPN THIERH
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Advanced Log Settings

7

System Log
Laseasl Log

Remate Log

Port Type
upp TP

File Size

S0000
Rotate Count

Remate Log Server

Remate Served Port

0

Enabile Audit Log

8.5 TLS R E
SE U AT TLS BhsOm s B i, P o DUk IR SO AT AL R
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TLS Settings

TLS Settings

TLS Pratocol Options
TLS L3 anly

G TLS 1.3 s TLS 1.2 cnly

Cryptographic Mode Options

&) High Security

Compatible

86 NMEEMIRE

1. B “mR B R, 0 AE T S BUE & PR EAE . R, W2 BOR DL
TERA R,

e CD/DVD

o B

o MHE

WA PRI 2 B A HWEE . H P DN A R @ R i R R AL & A W iR,
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General Settings

Click here to go to LocalMedia or Remote Media.,

MOTE:
= When the multiple Image redirection feature Is enabled, the mount C0/DVD and Harddisk checkbox
will b enabled anby on the success of the mount $03tus of CO/IND and Harddisk,
= When the multiple Image redirecticn features are disabled, the meunt CO/OVD and Harddisk
checkbox will be enabled only when the user starts media redirsction sudcesshully.
= When the Local Media or Remote Media License ks explred, the Local Media or Remate Media
checkbax will be in ditabled state.

Lecal Media Support
Remote Media Support
Maunt CD/OVD

Server Address for CO/DVD Images

Capaii P of Mot fasme

Share Type for CO/OVD
nfs cifs encrypted nfs

Same settings for Harddisk Images
Mount Harddisk

Server Address for Harddlsl:lma!ﬁ
2. EHEM T BB FEE MK E CD/DVD g & 35 & R,

%8 F.XHE 25



VMedia Instance Settings

L 7]

COJ/OVD device instances

0 W
Mard disk instances

9 w
Remate KVM CDJIVD device instances

o w
Remobe KVM Hard disk instances

':I w

Power Save Mode

3. LR AL B H5Viewer I AE BMC R “ B FUS FIARR T 3H,

Remote Session

Click hidre 1o go to Rémole Contral,

KVM Single Port Application

Heyboard Language

Auto Detect (AD) v

Retry Count

3

Retry Time Interval(Seconds)

10
Server Monitor OFF Feature Status

Autamatically OFF Server Manitor, When KVM Launches

26 ThinkSystem HS350X V3 BMC /58



8.7 MEIRE

U vUHE L, P e E R E A LAN #OEE,

1. /% BMC IP filitE: AP v DAEAL & e BMC W45 8., Bl IP Hilk, IPv4 3% IPv6
J& Hl. DHCP s# % IP il VLAN,

Network IP Settings

Enable LAN

LAN Interface

ethd

MAC Address

I0:2E:1E0SATIF]

Enable IPv4
Enable IPv4 DHCP

1Pwd Address
10.245.36.107

1Pwd Subnet
433.255.255.0

1P Gateway

10.245.36.1

Enable IPvé
Enable IPvE DHCP

1PvE Index

o
LI/

2. PRI ERLE . H P DAL B E SR K,

= LAN,

W

A i % B & 45 B LAN #1 OCP NIC 3t

%8 E.KE
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Network Bond Configuration

Enable Bonding
Auto Configuration

Bond Interface

ethi

Bond Mode

active-backup

3. MBI rh I £ 9 £ 3% 11 DAASE DAy R T L R 0 o R AP W AR S

Network Link Configuration

LAM Interface

eth
Auto Negotiation

Link Speed

1000 Mbps

Duplex Mode

FULL Duplex

NCS Interface

Disabled

4. P HER 5 T A DNS M55 Fii 2 # DNS.

28 ThinkSystem HS350X V3 BMC /58



DNS Configuration

DM Enabled

miDMS Enabled

FGSE Wame SE“I.'Iil'IS
ﬂ Automatic Manisal

Host Hame

HS350K03-EMGE
BMC Registration Settings

BMC Interface:

athid
Register BME

Registration method:
& nsupdate DHCP Client FOON Hostname

BME Interface:

ethl

Register BML

Registration method:
ﬂ Hsupdate DHCP Clent FOON Hastname

5. 6 r b B 3L TR NCST A BN H 3l e R % 7% 4 ek T 3 DI e s

%8 . XE 29



Sideband Interface (NC-5I)

NCSI Mode
ﬂ Auto Failover Mode Maniaal Switch Mode

HCSH Interfase
¢thl b
Packaga 1D

0 |actioe b

Chann| Humber

0 (package 0} active w

8.8 PAM i 1&g &

ULV T RCE PAM W7, DAMEAE BMC b P INIE. BEIUHE 2 B8 BMC H SRR I AT H
PAM HBRYFISE, i IF 330 BT % i PAM AT DL SE L /e

PAM Authentication Order

IPMI

ACTIVE DIRECTORY

RADIUS

89 ¥FEEMHImEFMN

BMC X #F IPMI “F & $FF &5 /F (PEF) ZhfiE. Z%IRET Dk B & A4 5o s S5 F sole sl 4 H
(SEL) I y#AE SR, Hlan s Ji#RME. SNMP [aPF (PET) LAk,
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Platform Event Filters

1. BEAb 2R B A OB B A S5 1 07 0% 2% PR AT AT RS R o T DU IRk Sk A6 A o 39 ) 2 O 32 2%
FH. R PH 15 &R 4 -6,

| 2 » » >
> > > >
| 4 > » >
> oy - S

2. WA BN OOEC B A SR mE AT A, W DL SR A B BRI I R R R R R H . B
2ZH 60 MR A,

Q I al Q
al Q Q Q
4 Q a Q

3. W E/RTACHEEMN LAN BisMmel FH, 72L& S8 m#i i) LAN HAs%%H.
®ZA 15 MR,
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LAN Destinations

|~ ~ R =
o ot A L
g o A

8.10 RS
TH RS BMC FiEfF MRS HI#, ML B3R AH %05 R AR AE B, FUE 453 R
7 B0 SR 55

-a

8.11 SMTP iz &

BMC X F7ER B FFBHEIS SMTP KX B4, FH /e DAE e 50 B SMTP I 5% B A 5%
[T
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SMTP Settings

LAM Interface

ethd W

Sender Email 1D

l-'-'riman_,r SMTP Support

Primary Server Hame

Primary Server IP

F'linlal',l SMTP port

L

Primary Secure SMTP part

465
Primary SMTP Authentication

Primary Lisername

Primary Password

8.12 SSL i &

1. &F SSLiE-: &/ bR SSLIEHMEARFER, A2 ERUTFE,
2. ARG SSL b : EAESRIEF AR 4, HEAR, AR AL T BB 1 b
3. bAf SSLb45: MUH R VFH & BB EOHIES, R R L B I/E

%8 E.KHE 33



SSL Settings

=

View SSL certificate

View SSL Certificate

“ <

Generate SSL certificate Upload SSL certificate

Generate SSL Certificate

Current Certificate Information
Certificate Version
3

Serial Number

2F207A612C8FA0CT22F8633108D11974944C2EAG

Signature Algorithm

sha256WithRSAEncryption

Public Key

(2048 bit)

Issuer Common Name (CN)

HS350X V3

Issuer Organization (0)

Lenovo

Issuer Organization Unit (OU)

Service Processors

Issuer City or Locality (L)

Morrisville

Issuer State or Province (ST)

North Carolina

leciar Canntms (0

Common Name (CN)

Organization (0)

Organization Unit (OU)

City or Locality (L)

State or Province (ST)

Upload SSL Certificate

Country (C)

Email Addres Current Certificate

Sat Jan 1 00:00:24 2022

New Certificate
Valid for

Current Private Key

Key Length
Sat Jan 100:00:23 2022

2048 bits
New Private Key

Trusted CA Support

Current trusted CA certificate

Sat Jan 1 00:00:24 2022

Trusted CA Certificates

B save

8.13 A EHE

BEAL 275 24 BT BMC R P A P R AL

34 ThinkSystem HS350X V3 BMC f /51



User Mana gen"r_n',

& &
& &
e &

B NP NR)E, ATDMESE AP BECE, Gl ., UiaEE., R0 4t U AR .
#E: WRHAPEYES, W TREFIE, BOUEIE m AN,

User Management Configuration

Usermamae

Logped-In Pasiwond

Change Pazsword

Enable User Acceas

Username

admin

Logged-In Password

8.14 IPMI # 0O
IPMI 1 % B R,

B TFRammg, ) K, BAERT2280 IPMI over LAN ZhfE, F /W i@id OEM IPMI iy

Sa=biik i)

%8 E.KE
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IPMI Interfaces

IPMI Interfaces
ﬂ IPMI Chver LAN IPMI Over KCS

8.15 1k /= 8{%E K k&

U BT Y T %4 R PR T B R B PR o 3B I T R K P B SR (N B R Y
Hﬂ‘) o

Account Lockout Policy

Lockout Policy Configuration
Enable Lockaut Policy

Attempt Times ;

3 w

Resel Time [Min) :

5

Lockout Time (Min) ;

L
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FOE mZEERH
BMC I #fi ] LAN # 037 h, s Ha5 KVM Al SOL:

Remote Control

H5Viewer

Click here to go to Remote Session Settings

Serial Over LAN

e %37 7 “9.1 H5Viewer KVM”
e %5 38 711 “9.2 H5Viewer SOL (Serial Over LAN) ”

9.1 H5Viewer KVM

i%“?@KNM”%@?FﬂhmﬁKNM £ KVM ] DL Sl — e flE, .
FF Uy Ao % 1k AT

B O R b A IR

RIE TN R,

>3 1) A0 53

HL PR

BAEESIH .

X% SR A0 2R B

J8 3 KVM:
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(F B, heipssi10.245. 38 242 viewer. himi] H -9 ':?r_ —

« £
Videnw  Mowiew Optiomie Kobosds Sendlane HeEaae  VWdes Beterd »  Powoie  AilveUseni e Hep e ' m-
Sy Tl AL :
3 Remote VM 10241661561 - 1624 x 68 | - Google Chrome L - o x
A Mot secure | s I 656 e wes ienl
- Exm @coimage: eeomseriie (048 (IR -
Videow Moustw Ogtioesw Kiybesrdw SeadWayse HotKeyiw VidesRecordw Powsrw  ActiveUsersw  Help - EEmen

pRecE g
Record Settings

& Applicaions  Places  Files L] Mon 0113 @ W O

W BT ERE RSTS8R0S PR T R AR L Bl S A 3 KR CPU AL BRINTR], AR
e AT N 43 BE R B EAE 1024x768 DA R, DA “IHEMT”

9.2 H5Viewer SOL (Serial Over LAN)
F P A PLJE ) Serial Over LAN DA M WEBUI iZf2 iR & 4%

J& 3 SOL:
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F10E BREEERM

Irmage Redirection

= =

1. ASHim % :

BMC % 3 7£ BMC H . CD/DVD/HDD W% DL HAE A 645 . sbahagf i BMC N
A RGN

WS HEshae, WHEMEH BMC BA MM (W SPI NAF) , BN MR A 2D
PSS A 5
BEAE B T 7B AE BMC I BT AT R

Local Media

2. AL MAR

BMC X ##¥zfE N CD/DVD/HDD B3 #0/r it BMC LAN #:H, AXHEZER, 1§
S 24 T “8.6 MIREEMIKE

BEAEF T R AL B A AT AR

Remote Media
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FNME BHREH

U GO B R 24 B EAL R JEIRAS . P R DLAE B T P s ) AL R R
5% ) HL YR

T I IR

KA T AT I B

TR,

ACPI %]

Power Control -

Power Actions

Host is currently on
Power Off
Pawer On

Power Cycle

o Hard Reset

ACPI Shutdown

BEAL, P P 3 T 5 R B T IV ol DA JBE 9 3 T 90 B AT LR A . R )RR BN 0 B 60 43
%CPO

Power Action Interval (2]

Please enter a value of power control interval (0 = 60 Min), 0 means no interval

Power ON Interval

0
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F12F %

BBk 435 BMC 43 AIoc, F P W) DLAE DL DU Bk B4k Y BMC R 5 & BT e

ke

_ B i o
[~ O
&

I+
_U

%45 7T “12.1 B ELE”

%46 U “12.2 IEBLE”

%46 T “12.3 FEEWARALE

%47 W “12.4 BEHFER”

%49 T “12.5 [EMEHE B

- %49 W “12.5.1 ¥H BMC [EH”

- %53 W “12.5.2 ®H BIOS &

% 55 T “12.6 REFHCE AR ) BRIAEE”
%56 T “12.7 RAF RS54 Bdg >

%58 1 “12.8 REEHR”

121 20 ERE
W T T4 BMC &0 B E, 2 7 DLk b i 28 550 B DA 4540 I8 B8 96 T 3R S 1k
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Backup Configuration

Check All

SHMP

KV

Netwaork & Services
1PN

NTP
Authentication

S5YSLOG

122 MEBRE

SO DO TR /O SO PR A P TC B SO . P T LR AR T B £ A0 S AR L
R E

Restore Configuration

Config File

123 BHRENE
APt DA AE S0 S5 4 A B 7 0o S AT RO
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Firmware Image Location

Image Location T'ype
o Web Uplaad dur ing flash TFTP Server SFTP Server

124 BE#HEE
G U 1K 5 A B R A,

e BMC [fFMRAAE B, %5 Build H . Build I FFE 24 RA,

o BMG == W5 iR A< Fin il By W AR BROAK o

o BIOS F:WA& f A< Fin il Bly W AR B A<

e CPLD FEffiA: &% MB CPLD fil DC-SCM CPLD,
o TEARIE AR IR A FE I AR TR

o PSUO = [A {4 hg A< Fn 4 Bl ] 74 R A

o PSUL 3 [f] £ i A< Fin i Bl ] 4 W AS

e ME [ fFRRA,

®o12 E. 4
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Firmware Information

Active Firmware

Active Image ID

1

Build Date

Sep 152023

Build Time

13:29=:00 UTC

Primary BMC Firmware version

1.04.220914(BUILD IDxigesnz))

Secondary BMC Version

0.13.221206

BIOS Version

1.04.0

B10S Backup Image Version

NfA

ME CPLD Version

2.02.01

DC-5CM CPLD Version

0.04.01

FBP1 CPLD Version

06

FEP2 CPLD Version
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FBPE CPLD Vigia

™

FEPJ CPLD ¥erslon

o

REP CPLD Werslon

51T pord miaary by weersian

PSS secondary by werson

PSR primary Ty version

PRUL dEcond iy Pw vt

HE P winshos

.12

12.5 B E#

Xk BMC FPFERRE, HP s ERIREACE, EEME, R5Hd “ITREEER D
TSI E) BMC [ fF A1 BIOS [, ETHOU R aH — A& B Ras,

Firmware Update

Note:

Following are the Firmware update methods and components supported in this page.
= Dual Firmware update.
* BIOS Firmware update

Select Firmware Image

Start firmware update

WARNING:Please note that after entering the update mode, the widgets, other web pages and services will not work. All the open
widgets will be automatically closed. If the upgradation is cancelled in the middle of the wizard, the device will be reset only for BMC
BOOT,and APP components of Firmware.

12.5.1 B BMC E#
1. EHFEFTEEH K BMC B

12 ®E. 4 49



. 10244 18 242 - n o
o - . Fpr—
-
Firmware Update ) Pecent « B eme  BEeE
@ o

I Cwveep

D Cooevants

- Dowwasd
B = L

0 P

b § ey o=
- - e

B -

=== B a

# Other Lazataem JRATSp—

2 sryes reanhma 610 ME A

84_sryes_reanbums 611M8  18%0

2. EBFHFEWEH K BMC ROM, " #%EFH BMC ROM1. BMC ROM2 i T 2% 5% [F] s 4 F
XP4 BMC ROM —i# T2,

B
MegaPAC SP-X A
“ @ iR Nps10.245,36,242/6 renance/fimware e _w

Select Firmware Image

Irvigy_fw_BMC_igctddm-1.07_anyoi_noarchima “

y 1.Click the update button

Frotocol Type: HTTFS

The: dwal imnage formation 1o be used for f

pdate i displayed as follows, To confl rreage b be boated from

hapon Resat,

haose ‘Dual Image Config nader Maintenance.

wrrent Active Image Image-1

Image to be Updated
Image L b

Inactive Image

e 2
Both Images 2.Select the update image

the individual items marked as preserve/owersvite in the table below.

fi. Click "Edit Préderve

WO Oper

S.Na Priesaroe Configuration Iem Predierve Status
1 50R Ovenwrite
r FRU OvenaTite
3 SEL Ovenarite
4 1PMI Cvenwrite

3. Huly “AEB|NAE” TFARGE. RAK BN, WhiNgkEL,
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MogaBAC T x| #+
== O & TR PO B BT e e e e Lpate_we i

W e LT e PI e LpGRRGR AOw. You @il POE B 2 35 ATeen BERE LPEd T SISAst and reas. Do o wank 03 connnas

s L)

4. FOUR L EME AL A

m
MegaBas 5P x | +
At Ll - Tl oips sl S D rainbenancafimaan._ugdate_size

Processing...
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5. BBRALR hBURORIINAFIE ST, S “aNAE” , RigHd AL o REEHR BRI
B, BTN

L L "} it 18140 3 1

Chcking T will phart o schanl prrede operson, sy P vianege i wriien wih e new frremess image
T AP TR TP eI (gl . S0 SNl e 1 LTS
Do yom whik B0 procesd?

6. EH NG, BMC ¥ H3) EH)E3):

Farrmpie et s Deoe (allpd. 0ae It Culfenl LELIES, Rl BPER B REW BEVIISS S0 & Dbt o Seules

(-]
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12.5.2 E 37 BIOS E#
1. EHEFREHEH N BIOS iRA:

-

[re———— =]+
PR, T 850 0.5 P " - - L s ]

= g v @ Deeben 0 sbea
-
Firrwane Updabe ) it E . I
rae— - - -
T AL e
e
IO D, AL U e
= Sy AL O
— -l e i - ]
8 e ariem  rosseer
P L BRAE i
A et PV, 8 b w1
—— T-Click the update BUTTON - L3 8 Lok T

AT andles LT T
B b - UL ] AL e M
| LITT T T

=3 Bree & | cmeisis nam 1

i 4 st S B g S i e R S 5 S AR B Wt mae b g = “ wihlislilis = AW =B i
g o 4 ot o send, Sk oggrastine i aenesiied i e misiin ol Fherminaed, Sareivviny sl aenen pailee s e LB OTT R Tr e
e P e | BB s mos
+ O Lo atis A Lk B PTG -
2 Select the BIOS that needs 1o be flah  ———t® =Tt T T
e Y nEE e
T T e b
B BB e Ay
w Drwliil ah LIANL 0 2
= P =

,.--"'EI

Ak thee Button

2. EBFFEHEHK BIOS ROM, BIOS ROM ] 7 I b B %k 56 37 «

ML S X
e 0@ Tl Feps 1040 MM e s

AP0 St o Wi 0 Mlashl

3. btk BIOS 5 85, T RHKHINRIHIFHd “4k8”

®o12 E. 4
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B
MegaRAC SP-X % |+

&« C @ i1 htps-10.245.36.242/# mainter

pdate methods

wents supported in this page,

& BIOS Firfiware u

Select Firmware Image

Preparing to flash...
List of Components
#  Component Name Existing Version Uploaded Version Upgrade Frogress
1 BIOS esheD8a_201.0 eshc0Ba_2.01.0

In progress...

BI0S FW Position

&/ BIDS ROMO BIOE ROML

BI05 Image Flash Region
*/ Flash Full 32MB

Flash BIOS And Presorve State

BIOS Update Mode
*/ Real-time Mede: Flash BIOS Immediately

Delay Mode: Flash BIOS Automatically, after Server Power OFF

o

hitre-ifin 4% IR Jddigmaintanancaiackon canfin

4. THRFEFRAEE RS, TR RERSHRIEEFIN BIOS 58 2% 1EH,

ing 100%:

54 ThinkSystem HS350X V3 BMC i /51



MegaRaC SP-X w4

= 0 @1 §, https-/10.245. 36,2428 mairntenance firrmwane_update wizand

The device has been updated successiully.

126 REBEGEENMEH RIAMRE

“PREucE” JmH TEEMN P S BMC B sm 80\ BMC N R EREMEE, wT Lk
B 3% H A I AE DL R BE /B 55 BMIC L E .

“‘W%%F%ﬁﬁdﬁﬁ” GO AT 08 B AR fT B B A . B AR CORBIE” T I £ T S Y
e & 24

12 E. 4P 55



Preseme Eﬂ‘l’lflgu ration

Restore Factory Defaults

Ther Sl cherchine Coovpaamor L Bl be pravenins covnuph the Frone SperEion Yo CH ke

R 1 e o et st

ShiE

[

e AR WREH)TBONRE” TOE b, WURESA GBS WS R, BMC CROmEBOA

BEIIFAHEE,

12.7 RERS[HE

HahiZikdl, BMC Rt EdR. Wak)E, BdlR B3l T 2.

Save Server Data

Save Server Data

7]

Click the buttan, and BMC stars to collect data. After collection, data will be downloaded a u!ﬂ-ll‘l-?ltii’.&llr.

X Download Server Data

1. Bl “TEMRSHEIE” A, R)F%M FFDC & T,
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O B s 10 IS 6 JAR & mainten and e T

[
o
a
=
®
-3
n

u i 1438 13_T8_16_49 4% ear
_ D e
Sawe Server Data

o sl dosmiosd

Sanee Server Data (7]

G 0 R, el B SLBATS o T LS P (TN, 00 el e i)
ey

3. T#M FFDC U R HE A 40 T Fin:
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Extract + mini ffdec 2023 12 28 16 49... o]

{3t | Location: | )¢

.. 437.0 kB Folder

Bl conf 5.5 MB Folder 28 +=A 2023, 16:49
Bl extlog 5.2 kB Folder 28 +=8 2023, 16:02
.:rrFu 59,6 kB Folder 20 +=8 2023, 23:39

128 REEER

BT A T 2R REEHE AP %, &SRR P Ui G n] 5 & S04 B R P i
FIRCRR . erp B RS R A B, XS A B
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System Administrator

Usemama

sysadmin

Enable User Access

Change Password

Password

Confirm Passwornd

%12 =4 59
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BI13E X
W o 24 0 P

-

= = O QO & o nope IS M B el ) e 0 =
Dashboard
L

2 Click Sign out Button

O O

F o 0 & o= rops /10,243 38 343 Fogoun o 2 =

& b6 BaA. 36343

upishd yoag bler bo Sapa oat oF B Seqpann f ge, i Ol el o clack

Candrd

e [
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Lenovo (United States), Inc.

80071 Development Drive

Morrisville, NC 27560

U.S.A.

Attention: Lenovo Director of Licensing
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