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Summary of changes in the REST API for v4.1

Lenovo XClarity Administrator v4.1 supports enhancements to the Open REST API.

For information about enhancements to the REST API in other releases, see REST APIs in the XClarity
Administrator online documentation in the XClarity Administrator online documentation.

This documentation includes new methods and parameters that apply to the current XClarity Administrator
release and later. If you are using an earlier release of XClarity Administrator, you can use the REST AP/
Reference PDF for a list of methods and parameters that apply to that specific release. To find PDFs for the
release that you need, see PDF files in the XClarity Administrator online documentation.

The following methods were added or updated in this release.

¢ Virtual appliance management

GET /aicc. Added the is_clean response attribute to return information about whether initial setup has
not been started on the virtual appliance. Added the hideUnmanagedChassis response attribute to
return whether to hide the chassis that are not explicitly managed.

(New) GET /aicc/service/sftp/locks. Returns a list of all SFTP service locks.

(New) POST /aicc/service/sftp/locks. Starts (enable) the SFTP service for a specific function and
acquire an SFTP service lock by creating a lock ID.

(New) GET /aicc/service/sftp/locks/{id}. Returns information about a specific SFTP service lock.

(New) DELETE /aicc/service/sftp/locks/{id}. Releases a specific SFTP service lock by deleting a specific
lock ID and, if all locks are deleted, stop (disable) the SFTP service (unless dbgshell account exist on
the Lenovo XClarity Administrator instance).

e Firmware updates

POST /compliancePolicies. The exportWithPackages value was added to the action query parameter
to compress the specified compliance policy .xml file and the update files used by the policy into a .zip
file and downloads the .zip file to the local system. A job is created to export a compliance policy with
or without packages.

PUT /compliancePolicies. When the action=import query is specified, a job is created to import the
compliance policy with or without packages.

e Security

GET /IdapClientSettings. Added the groupFilters response attribute to return the groups search filters
to customize the authentication process when configuring XClarity Administrator with an external LDAP
server . Added the userFilters response attribute to return the users search filters to customize the
authentication process when configuring XClarity Administrator with an external LDAP server . Added
the searchLimit response attribute to return the number of in-search results that can be retrieved in an
LDAP search operation using user and group filters. Added the timeout response attribute to return the
amount of time, in seconds, to complete an LDAP search operation before timing out.

PUT /IdapClientSettings. Added the groupFilter, searchFilter, searchSizeLimit, and timeoutLimit
request attributes to manually configure the LDAP search parameters.
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Chapter 1. Lenovo XClarity Administrator REST APlIs

Lenovo XClarity Administrator provides a set of easy-to-use APIs that can be used to access XClarity
Administrator data and services from applications running outside of the XClarity Administrator framework.

The REST APIs allow for easy integration of XClarity Administrator capabilities into other software, whether
the software is running on the same system as the XClarity Administrator server, or on a remote system
within the same network. These APIs are based on the REST architecture and are accessed via the HTTPS
protocol.

Attention: The content type that you specify in the HTTP header must match the format of data that you
specify in the request body. If there is a mismatch, XClarity Administrator returns an error code because it
cannot parse the data. For example, when sending JSON format, if you specify Content-Type:application/x-
www-form-urlencoded, you will receive an error code. The default content type for all requests is “application/
json; charset=UTF-8.”

The following documentation includes new methods and parameters that apply to the XClarity Administrator
Version 4.1 and later. If you are using an earlier version of XClarity Administrator, you can use the REST AP/
Reference PDF for a list of methods and parameters that apply to that specific release. To find PDFs for the
release that you need, see PDF files in the XClarity Administrator online documentation.

REST API authorization and authentication

When programming with the Lenovo XClarity Administrator REST APIs, you must authenticate using a user
ID and password. The user ID must have the correct authorization to perform the intended task.

You can use Lenovo XClarity Administrator web interface or CLI to configure the authorizations that provide
access to Lenovo XClarity Administrator tasks and resources (see Managing user accounts in the Lenovo
XClarity Administrator online documentation).

Note: If you encounter a temporary HTTP connection error, attempt to log in to Lenovo XClarity
Administrator again.

Important: When running automated scripts, if you want the session to respect the inactivity timeout, add

the X-NOT-USER-INPUT field with a value of checkSession to the request header of each request. Adding
this header implies that the session times out based on the inactivity timeout value. If the session times out,
the session is not renewed, although active requests for uploading and downloading data are not canceled.

REST API response codes

The Lenovo XClarity Administrator REST APIs use the HTTP protocol for sending and retrieving data. Client
code using the REST APIs makes an HTTP request to the Lenovo XClarity Administrator server and
processes the HTTP response accordingly. Included with the HTTP response data is the HTTP response
code. The response code provides some indication as to the success of the HTTP request and can provide
information on how to handle the included response data.

The following table lists some of the most common response codes.

Code Description Comments
200 OK The request completed successfully.
201 Created One or more new resources were successfully created.

© Copyright Lenovo 2015, 2024 1


https://pubs.lenovo.com/lxca/printable_doc.html
https://pubs.lenovo.com/lxca/users_manage.html

Code Description Comments

202 Accepted The request has been accepted for processing, but the processing has not yet
completed. The request might or might not be acted upon, depending on the
results of the processing.

203 Found The URL changed. The response header returns the correct URL in the Location
field.

204 No Content The request completed successfully, but no response content is returned.

206 Partial Content The part, but not all, of the request completed successfully.

307 Temporary Redirect The URL changed for this REST API. The response header returns the correct URL
in the Location attribute.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

405 Method Not Allowed | A specified resource is invalid. A descriptive error message is returned in the
response body.

406 Not Supported A specified resource is not supported or not available for connection. A
descriptive error message is returned in the response body.

408 Request Timeout The orchestrator server did not receive a required request in a specific amount of
time. A descriptive error message is returned in the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

412 Precondition failed Specified data is invalid because of missing values. A descriptive error message is
returned in the response body.

413 Request Entity Too Clients might impose limitations on the length of the request URI, and the request

Large URl is too long to be handled. A descriptive error message is returned in the
response body.

423 Locked The source or target resource is locked. A descriptive error message is returned in
the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

503 Service Unavailable The server is not ready to handle the request.

Status messages

The status message attributes identify the success or failure of an REST API operation.

Some POST, PUT, PATCH, and DELETE requests include status-message attributes in the response body to
describe the success or failure of the request, using the following JSON structure.
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Most GET requests that are successful (2xx response code) do not include status-message attributes. Some
GET requests that fail (response codes other than 2xx) include status-message attributes in the response
body to describe the failure of the request, using the following JSON structure.

Attributes Type Description
result String Results of the request. This can be one of the following values.
e success. The request completed successfully.
e failed. The request failed. A descriptive error message was
returned.
* warning. The request completed with a warning. A descriptive
error message was returned.
messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned for a failed REST API request.

"id": "FQXHMSS10023",

"text": "The request to change the log level of com.apache to ERROR was not successful.”,
"explanation”: "The log level requested could not be changed.",

“text": "Please retry the action.",

{
"result": "failed",
"messages": [{
“recovery": {
ol
}
}H
}
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Chapter 2. Virtual-appliance management

The following resources are available for managing the Lenovo XClarity Administrator virtual appliance.

/aicc

Use this REST API to retrieve or configure information about the Lenovo XClarity Administrator virtual
appliance.

HTTP methods
GET, PUT

GET /aicc

Use the method to retrieve information about the Lenovo XClarity Administrator, such as NTP server settings,
date and time settings, services that are currently running, and the build level.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/aicc

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

Response body

Attributes Type Description
appliance Object Information about the current instance of the XClarity Administrator
virtual appliance
build String Current build level
date String Current date and time
name String Current appliance name
runlevel Integer Current state of the appliance. This can be one of the following
values.

® 0. The appliance is halted.
¢ 3. The appliance is operating normally.
e 6. The appliance is restarting.

status String Current status of the appliance. The value is always “Normal.”

© Copyright Lenovo 2015, 2024 5



Attributes Type Description
uuid String UUID of the appliance
version String Current version number
appliance_states Object List of all available appliance states
description String Appliance-state description
runlevel Integer Appliance-state value
date Object Information about the current date on the XClarity Administrator
date_time String Date and time
parts Array Information about the current time
yyyy Integer Year
mm Integer Month
dd Integer Day
hours Integer Hour
mins Integer Minute
secs Integer Second
time_format String Time format. This can be one of the following values.
e 12, (default). 12-hour clock
® 24.24-hour clock
timezone String Current time zone
timezone_id String Time zone ID
timezones Object Information about all available time zones
daylight_saves Integer Amount of time to be added to local standard time to get the current
time. This can be one of the following values.
e 3600000. If use_daylight is true, adds 3600000 milliseconds (one
hour).
e 0. fuse_daylight is false, adds 0 milliseconds.
display_name String Time zone name
id String Time zone ID
offset Integer Coordinated Universal Time (UTC) offset (for example, -5 or +4)
uses_daylight Boolean Indicates whether daylight saving time is used. This can be one of the
following values.
¢ true. Daylight saving time is used.
¢ false. Daylight saving time is not used.
utc_offset_raw Integer UTC offset (for example, -5 or +4)
utc_offset_w_dst Integer UTC offset adjusted for daylight saving time, if applicable (for
example, -5 or +4)
uses_daylight Boolean Identifies whether daylight saving time is used. This can be one of the
following values.
e true. Daylight saving time is used.
¢ false. Daylight saving time is not used.
utc_offset Integer UTC offset (for example, -5 or +4)
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Attributes Type Description
utc_offset_raw Integer UTC offset (for example, -5 or +4)
utc_offset_w_dst Integer UTC offset adjusted for daylight saving time, if applicable (for
example, -5 or +4)
hideUnmanagedChassis Boolean Indicates whether to hide chassis that were not explicitly managed by
a user. This can be one of the following values.
¢ true. Hide chassis that were not explicitly managed.
¢ false. (default) Show chassis that were not explicitly managed.
This attribute is supported in XClarity Administrator v4.1 and later.
is_clean Boolean Indicates whether initial setup has not been started on the virtual
appliance. This can be one of the following values.
¢ true. Initial setup has not been started.
e false. Initial setup has been started or completed.
This attribute is supported in XClarity Administrator v4.1 and later.
network_interfaces Array List of XClarity Administrator network interfaces
id String Network ID (such as “eth0” or “eth1”)
ip_addresses Array IPv4 and IPv6 addresses for this interface
assign_method String Assignment method used for this IP address. This can be one of the
following values.
e static
e dhcp
¢ auto
ip String IPv4 or IPv6 address
ip_linklocal Boolean Indicates whether this address is an IPv6 link local address. This can
be one of the following values.
e true. This address is an IPv6 link local address.
¢ false. This address is not an IPv6 link local address.
prefix_length Integer Prefix length (in bits) for this IP address
version Integer IP version of this address. This value is either “4” or “6”.
mac_address String MAC address
role Array of Roles that are performed by this interface. This can be one or more of
strings the following values.
¢ none
* management
e osdeployment
rpf String
ntp Object Information about the NTP server that is associated with XClarity
Administrator.
servers Array of | List of NTP servers
objects
authenticated Boolean | Indicates whether the XClarity Administrator is authenticated with the

NTP server. This can be one of the following values.

e true. XClarity Administrator is authenticated with the NTP server.

e false. XClarity Administrator is not authenticated with the NTP
server.
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Attributes

Type

Description

server

String

IP address or hostname of the NTP server

version

Integer

Version of the NTP server. This can be one of the following values.

¢ 1. No key authentication is required.

e 3. NTPv3 is used, and key authentication is required. You must
specify the authentication key and index for the NTP server for M-
MD5 or SHA1 or both using the v3_key, v3_key_type, and v3_
key_index parameters.

v3_key

String

Key value specified in /etc/ntp/keys

v3_key_index

Integer

Key-index value specified in /etc/ntp/keys

v3_key_type

String

Key-type value specified in /etc/ntp/keys. This can be one of the
following values.

¢ M. M-MD5 authentication

e SHA1. SHA1 authentication

preferredDisplayName

String

Property to use to displayed the device names in the user interface.
This can be one of the following values.

¢ byDefault. Displays the value that is provided by XClarity
Administrator.

userDefinedName

dnsHostname

hostname

ipv4Address

¢ serialNumber

If the selected property is not applicable or is applicable but there is
no value available for a device, then byDefault is used.

preferredSortGridState

Boolean

Indicates whether to sort the inventory and groups data using the

value set for the preferredDisplayName attribute. This can be one of

the following values.

¢ true. Sorts the inventory and groups data alphabetically using the
preferredDisplayName attribute.

¢ false. Sorts alphabetically using byDefault.

service_states

Object

List of all available service states

description

String

Service-state description

state

Integer

Service-state value

services

Array

List of the XClarity Administrator services

id

String

Service ID

initd

String

Service name

pid

Integer

Process ID

state

Integer

Current state of the service. This can be one of the following values.
¢ 0. The service is running.

1. The service is stopped but PID file exists.

2. The service is stopped but lock file exists.

3. The service is not running.

4. The current state of the service is unknown.

7]

ubscriptions

Array

List of subscriptions

id

Integer

Subscription ID
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Attributes Type Description

Administrator.

through DHCP.

If monitor_uri is set to “/aicc” or

“n

monitor_uri String Network-related resource that is to be monitored by XClarity
, every /aicc URI is monitored.

If monitor_uri is set to “”, IP change notifications are received

submonitor_uri String

uri String Resource to which XClarity Administrator writes a POST when
XClarity Administrator detects a change in monitored resource.

The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.

The following example is returned if the request is successful.
{
"appliance": {
"build": "686",
"date": "686",
“name": "LXCA - 10.240.61.98",
"runlevel": 3,
"status": "Normal",
"uuid": "963602b8-edaf-4183-hf18-e842dh92f610",
"version": "2.99.99"
b
"appliance_states": [{
"description”: "Halt the appliance",

"runlevel": 0
I
{
"description”: "Reboot the appliance”,
“runlevel": 6
H,
"date": {
"date_time": "August 6, 2018 11:29:41 AM EDT",
"parts": {
"yyyy": 2018,
“mm": 8,
“dd": 6,
“hours": 11,
"mins": 29,
"secs": 41
1

"time_format": "12",
“timezone": "Eastern Standard Time",
"timezone_id": "America/New_York",
“timezones": [{
“daylight_saves": 0,
“display_name": "Greenwich Mean Time",
“id": "Africa/Abidjan",
"offset": 0,
"uses_daylight": false,
"utc_offset_raw": 0,
"utc_offset_w_dst": 0

“daylight_saves": 0,
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"display_name": "Mountain Standard Time",
"id": "MST",
"offset": -25200000,
"uses_daylight": false,
"utc_offset_raw": -25200000,
"utc_offset_w_dst": -25200000
3,
"uses_daylight": true,
"utc_offset": -18000000,
"utc_offset_raw": -18000000,
"utc_offset w_dst": -14400000
5
"hideUnmanagedChassis": true,
"is_clean": false,
"id": "eth0",
"ip_addresses": [{
"assign_method": "static"
"ip": "fe80:0:0:0:215:5dff:fe3f:f143%eth0",
"ip_linklocal": "true",
"prefix_length": 64,

"version": 6

}

{
"assign_method": "none",
"ip": "0::0%0",
"ip_linklocal": "false",
“prefix_length": 64,
"version": 6

H,

"mac_address": "00:15:5D:3F:F1:43",

"role": ["management","osdeployment"],
“rpf": "RFC3704Strict"

H,
"ntp": {
"servers": [{
"authenticated": true,
"server": "time-a.nist.gov",
"version": 3
"v3_key": "123456789012345678901234567890abcdefabcd”,
"v3_key_index": 3,
"v3_key_type": "M",
I
{
"authenticated": true,
"server": "us.pool.ntp.org”,
"version": 3,
"v3_key": "123456789012345678901234567890abcdefabcd"
"v3_key_index": 1,
"v3_key_type": "SHA1",
H
}

preferredDisplayName": "byDefault",
“preferredSortGridState": true,
"service_states": [{
"description": "Service is running",
"state": 0
I
{

"description": "Special purpose state used to trigger restart through REST",
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"state": 191

H,

"services": [{
"id": "core",
“initd": "xhmc-core",
"pid": 1962,
"state": 0

"id": "xcat",
"initd": "xcatd",
"pid": 18247,
"state": 0
H,
"subscriptions": [{
"id": 1,
"monitor_uri": "/aicc",
“submonitor_uri": "/ntp",

"uri": "/ntpNotification"

||_id||: 2,

"monitor_uri": "/aicc/network/interfaces",

"submonitor_uri": "",
"uri": "/netchangenotsec"

}
}

PUT /aicc

Use this method to configure Lenovo XClarity Administrator settings (such as NTP server settings, date and
time settings, and services that are currently running), change the virtual appliance name, and restart or

shutdown the virtual appliance.

Note: Restarting or shutting down the virtual appliance causes any outstanding jobs to be interrupted and
stopped. Before calling PUT /aicc to shut down or restart the virtual appliance, use GET /tasks to check for

any outstanding jobs.

Authentication

Authentication with username and password is required.

Request URL

PUT https://{management_server_IP}/aicc

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
appliance Optional | Object Information about the current instance of the XClarity
Administrator virtual appliance
name Optional | String Name of the virtual appliance
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Re-

quired /
Attributes Optional | Type Description
runlevel Optional | Integer Appliance run level. This can be one of the following
values.
e 0. Shut down
* 6. Restart
date Optional | Object Information about the current date and time on XClarity
Administrator
parts Optional | Array Current date and time
yyyy Optional | Integer Year
mm Optional | Integer Month
dd Optional | Integer Day
hours Optional | Integer Hour
mins Optional | Integer Minute
secs Optional | Integer Second
time_format Optional | String Time format. This can be one of the following values.
e 12. (default). 12-hour clock
e 24.24-hour clock
timezone_id Optional | String Time zone ID
hideUnmanagedChassis Optional | Boolean | Indicates whether to hide chassis that were not explicitly
managed by a user. This can be one of the following
values.
¢ true. Hide chassis that were not explicitly managed.
e false. (default) Show chassis that were not explicitly
managed.
This attribute is supported in XClarity Administrator v4.1
and later.
ntp Optional | Object Information about the NTP server that is associated with
XClarity Administrator
servers Optional | Array of List of NTP servers
objects
server Required | String IP address or hostname of the NTP server
sync Required | Boolean | Indicates whether XClarity Administrator synchronizes
with the NTP server specified with the server attribute.
version Optional | Integer Version of the NTP server. This can be one of the

following values.

¢ 1. No key authentication is required.

e 3. NTPv3 is used, and key authentication is required.
You must specify the authentication key and index for
the NTP server for M-MD5 or SHA1 or both using the
v3_key, v3_key_type, and v3_key_index parameters.
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Attributes

Re-
quired /
Optional

Type

Description

v3_key

Optional

String

Authentication key. This can be one of the following

values.

e For the M-MD5 key, specify an ASCII string.

e For the SHA1 key, specify a 40-character ASCII string,
including only 0-9 and a-f.

Note: The key index and authentication key must match

the key ID and password values set on the NTP server.

See the documentation for your NTP server for

information about setting the key ID and key index.

v3_key_index

Optional

String

Authentication key index

Note: The key index and authentication key must match
the key ID and password values set on the NTP server.
See the documentation for your NTP server for
information about setting the key ID and password.

v3_key_type

Optional

String

Authentication key-type. This can be one of the following
values.

e M. M-MD5 authentication

e SHA1. SHA1 authentication

preferredDisplayName

Optional

String

Property to use to displayed the device names in the user
interface. This can be one of the following values.

e byDefault. Displays the value that is provided by
XClarity Administrator.

userDefinedName

dnsHostname

hostname

ipv4Address

e serialNumber

If the selected property is not applicable or is applicable
but there is no value available for a device, then
byDefault is used.

preferredSortGridState

Optional

Boolean

Indicates whether to sort the inventory and groups data

using the value set for the preferredDisplayName

attribute. This can be one of the following values.

¢ true. Sorts the inventory and groups data
alphabetically using the preferredDisplayName
attribute.

e false. Sorts alphabetically using byDefault.

services

Optional

Array

List of the XClarity Administrator services

id

Optional

String

Service ID
To obtain the service IDs, use GET /aicc.

state

Optional

Integer

Current state of the service. This can be one of the
following values.
e 191. Restart the service.

vaSettings

Optional

Object

Cryptographic and certificate settings for this XClarity
Administrator instance.
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Re-
quired /

Attributes Optional | Type

Description

certificate Optional | String

Apache server certificate readiness. This can be one of

the following values.

e ready

¢ not available. The OS deployment role is not enabled
for any XClarity Administrator network interfaces ( see
Configuring network access in the Lenovo XClarity
Administrator online documentation).

¢ NA. (default) The certificate is not generated.

cryptographicMode Optional | String

Cryptographic mode. This can be one of the following

values.

e COMP. (default) This mode is compatible with older
firmware versions, browsers, and other network clients
that do not implement strict security standards that are
required for compliance with NIST SP 800-131A.

¢ NIST. This mode is designed to comply with the NIST
SP 800-131A standard.

e NA.

For more information about these settings, see Setting the

cryptography mode and communication protocols in the

Lenovo XClarity Administrator online documentation.

tisMode Optional | String

Minimum TLS protocol version to use for client
connections. This can be one of the following values.

e tls1.2. TLS v1.2 and later can be used

e tls1.3. TLS v1.3 and later can be used

* NA

For more information about these settings, see Setting the
cryptography mode and communication protocols in the
Lenovo XClarity Administrator online documentation.

The following example sets an NTPv1 server.
{

The following example sets an NTPv3 server using both M-MD5 and SHA1 authentication.

"ntp": {
"servers": [{
"server": "1.1.1.2",
"version": 1
H
}
}
{
"ntp": {
"servers": [{
"server": "time-a.nist.gov",
"version": 3

"v3_key": "123456789012345678901234567890ahcdefabcd"”,

"v3_key_index": 3,
"3 key type": "M",

“server": "us.pool.ntp.org”,
"version": 3,

"v3_key": "123456789012345678901234567890abcdefabcd”

"v3_key index": 1,
"v3_key type": "SHA1",
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H

}
}
The following example synchronizes XClarity Administrator with the NTP server.
{
"ntp": {
"servers": [{
“server": "time-a.nist.gov",
“sync": "true"
3
}
}

The following example sets the clock setting and time zone.
{
"date": {
"time_format": "24",
"timezone_id": "America/ New_York"

}
}
The following example sets the date and time.
{
"dat9": {
"partS ", {
"yyyy": 2014,
n dd n . 7’
"mm": 5’
"hours": 2,
"mins": 10,
“secs": 24
}
}
}
The following example restarts network services.
{
"services": [{
"id": "network",
"state": 191
3
}
The following example shuts down the virtual appliance.
{
"appliance": {
“runlevel": 0
}
}
The following example restarts the virtual appliance.
{
"appliance": {
“runlevel”: 6
}
}

The following example changes the virtual appliance name.

Chapter 2
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"appliance": {
"name": "myAppliance"

}
}

The following example displays the device names and sorts tables in the web interface using the IPv6
address of the device.

{

"preferredDisplayName”: "ipvéAddress",

"preferredSortGridState": true

}

The following example hides chassis that are not explicitly managed.

{
}

"hideUnmanagedChassis":

Response codes

true

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

None

/aicc/network/host

Use this REST API to retrieve or configure information about the Lenovo XClarity Administrator host.

HTTP methods

GET, PUT

GET /aicc/network/host

Use the method to retrieve the Lenovo XClarity Administrator host settings.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/aicc/network/host

Query parameters

None

Request body

None

16  Lenovo XClarity Administrator REST API Guide




Response codes

Code Description Comments

200 OK The request completed successfully.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

following values.

Attributes Type Description
domain_name String Domain name of the virtual appliance
dns_servers Array IP addresses that is used to resolve DNS queries
ip String IP address of the DNS entry
priority Integer Relative priority of the DNS entry
hostname String Hostname of the virtual appliance
proxy Array Information about the proxy server
enabled Boolean Indicates whether the proxy server is enabled. This can be one of the

e true. The proxy server is enabled.
e false. The proxy server is disabled.

ip String IPv4 or IPv6 address of the proxy server

isPasswordSet Boolean Indicates whether the password is set for the proxy server. This can
be one of the following values.

e true. The password is set.

e false. The password is not set.

port Integer Port number of the proxy server

userid String User ID used to access the proxy server

The following example is returned if the request is successful.
{
"domain_name": "",
"dns_servers": [{
“ip": "10.240.0.10",

"priority": 1

1

{
"ip": "10.240.0.11",
"priority": 2

H,

"hostname": "localhost",

"proxy": {
"enabled": false,
“ipte ",
"isPasswordSet": false,
"port": 0,
"userid": ""

}

1}
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PUT /aicc/network/host

Use this method to configure the Lenovo XClarity Administrator host settings.

Authentication

Authentication with username and password is required.

Request URL

PUT https://{management_server_IP}/aicc/network/host

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
domain_name Optional | String Domain name of the virtual appliance
dns_servers Optional | Array of IP addresses to be used to resolve DNS queries
objects
ip Required | String IP address of the DNS entry
priority Required | Integer Relative priority of the DNS entry
hostname Optional | String Hostname of the virtual appliance
proxy Optional | Array of Information about the proxy server
objects
enabled Required | Boolean | Indicates whether the proxy server is enabled. This can
be one of the following values.
e true. The proxy server is enabled.
¢ false. The proxy server is disabled.
ip Required | String IPv4 or IPv6 address of the proxy server
password Required | String Password for the user ID
port Required | Integer Port number of the proxy server
userid Required | String User ID used to access the proxy server

The following example sets the hostname.
{

}

"hostname": "my_host"

The following example sets the domain name.
{

}

"domain_name": "my_domain"

The following example configures the DNS servers.
{

"dns_servers": [{
"ip": "1.1.1.10",
"priority": 1
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The following example configures the proxy server.

{
“ip": "2.2.2.20",
"priority": 2
I
{
"ip": "3.3.3.30",
"priority": 3
H
}
{
"proxy": {
"enabled": true,
"ip": "1.1.1.1",
"password”: "password",
"port": 11,
"userid": "userid"
}
}

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

None

/aicc/network/hostname

Use this REST API to retrieve the Lenovo XClarity Administrator hostname.

HTTP
GET

methods

GET /aicc/network/hostname

Use this method to return the Lenovo XClarity Administrator hostname.

Authentication

Authentication is not required.

Request URL

GET https://{management_server_IP}/aicc/network/hostname

Query parameters

None
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Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Parameters Type Description
hostname String XClarity Administrator hostname

The following example is returned if the request is successful.

{

"hostname": "localhost"

}

/aicc/network/interfaces/{id}

Use this REST API to retrieve or configure information about the Lenovo XClarity Administrator network

interfaces.

HTTP methods
GET, PUT

GET /aicc/network/interfaces/{id}

Use the method to retrieve the information about a specific Lenovo XClarity Administrator network interface.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/aicc/network/interfaces/{id}

where {id} is the network interface ID, such as eth0 or ethi.

Query parameters

None

Request body

None

Response codes

Code Description
200 OK
404 Not found
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Code Description Comments

200 OK The request completed successfully.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description
id String Network interface ID (such as “eth0” or “eth1”)
ip_addresses Array of Information about the IP addresses
objects
assign_method String Assignment method used for this IP address. This can be one of the
following values.
o static
e dhcp
e auto
ip String IPv4 or IPv6 address
ip_linklocal String Identifies whether this address is an IPv6 link local address. This can
be one of the following values.
e true. This address is an IPv6 link local address
e false. This address is not an IPv6 link local address
prefix_length Integer Prefix length (in bits) for this IP address
version Integer Type of IP address. This can be one of the following values.
e 4. |Pv4 addresses
* 6. |Pv6 addresses
mac_address String MAC address
role Array of Roles that are performed by this network interface. This can be one or
strings more of the following values.
* none
* management
e osdeployment
Note: The first network interface (for example, eth0), is always set to
management. If a second network interface (for example, eth1) is
added, you can use it for OS deployment.
rpf String Reverse path forwarding settings on the network interface. This can

be one of the following values.

¢ Disabled. Reverse path forwarding is disabled.

e RFC3704Strict. Checks the source address of the incoming
packet against the Forwarding Information Base (FIB). If packet is
received on the interface that would be use to forward the traffic to
the source of the packet, then the packets are allowed to pass
through. Otherwise, the packages are discarded.

e RFC3704Loose. Checks the source address of the incoming
packet against the Forwarding Information Base (FIB). If the source
address is reachable from any interface on that route, the packets
are allowed to pass through. Otherwise, the packages are
discarded.

The following example is returned if the request is successful.
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II_idII: "ethU",
"ip_addresses": [{

1,

||m

"assign_method": "static",

“ip": "fe80:0:0:0:5054:ff:fe03:4da9%2",

"ip_linklocal": "true",
"prefix_length": 64,
"version": 6

"assign_method": "static",
"ip": "10.243.2.189",
"ip_linklocal": "false",
"prefix_length": 20,
"version": 4

"assign_method": "dhcp",
"ip": "0::0%0",
"ip_linklocal": "false",
"prefix_length": 64,
"version": 6

ac_address": "52:54:00:03:4D:A9",

“role": ["management"],
“rpf": "RFC3704Strict"

1

PUT /aicc/network/interfaces/{id}

Use this method to configure the settings for a specific network interface.

Authentication

Authentication with username and password is required.

Request URL
PUT https://{management_server_IP}/aicc/network/interfaces/{id}

where {id} is the network interface ID, such as eth0 or eth1.

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
id Required | String Network interface ID (such as “eth0” or “eth1”)
ip_address Required | Array Information about the IP addresses
assign_method Required | String Assignment method used for this IP address. This can be
one of the following values.
¢ static
e dhcp
e auto
22  Lenovo XClarity Administrator REST API Guide




Re-
quired /
Attributes Optional | Type Description

ip Required | String IPv4 or IPv6 address

prefix_length Required | Integer Prefix length (in bits) for this IP address

version Required | Integer IP version of this address. This can be one of the
following values.

° 4

* 6

role Required | Array of Roles that are performed by this network interface. This
strings can be one or more of the following values.

* none

* management

¢ osdeployment

Note: The first network interface (for example, eth0), is
always set to management. If a second network interface
(for example, eth1) is added, you can use it for OS
deployment.

The following example sets DHCP IPv6 address and static IPv4 address for the ethQ interface using PUT
/aicc/network/interfaces/eth0.
{

"id": "eth0",

"ip_addresses": [{
"assign_method": "dhcp",
"version": 6

1

{

"assign_method": "static",
“ip": "1.1.1.1°,
"prefix_length": 24,
"version": 4

H,

“role": ["management"]

}

The following example sets an IPv6 address using auto configuration for the eth1 interface using PUT /aicc/
network/interfaces/eth1.

{

"id": "eth1",

“ip_addresses": [{
"assign_method": "auto",
"version": 6

H

"role": ["osdeployment"”]

}

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.
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Code Description Comments

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive

perform the request.

error message is returned in the response body. Ensure that you have privileges to

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
result String Results of the request. This can be one of the following values.

e success. The request completed successfully.

¢ failed. The request failed. A descriptive error message was
returned.

e warning. The request completed with a warning. A descriptive
error message was returned.

messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of | Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.
{
"result": "success",
"messages”: [{
"id": "FQXHMNMOOOOTI",
"text": "The network specified configuration has been set successfully."”,
"recovery": {
"text": ",
“url": ™"
}

,
explanation": "The user has set a new network configuration."

1

/aicc/network/ipdisable

Use this REST API to retrieve or modify the IP address enablement state.

HTTP methods
GET, PUT
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GET /aicc/network/ipdisable

Use the method to retrieve the enablement state of IPv4 and IPv6 addresses.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/aicc/network/ipdisable

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
ip_status Array of Information about the enablement state for IPv4 and IPv6 addresses
objects
ip_version Integer Type of IP address. This can be one of the following values.
® 4 |Pv4 addresses
® 6.|Pv6 addresses
ip_disable Integer Indicates whether the IP addresses are enabled or disabled. This can

be one of the following values.
e 0. Enable the specified addresses.
¢ 1. Disable the specified addresses.

The following example is returned if the request is successful.

{

"ip_status": [{
"ip_disable": 0,
"ip_version": 4

I

{

"ip_disable": 0,
"ip_version": 6
H
}
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PUT /aicc/network/ipdisable

Use this method to enable or disable IPv4 or IPv6 addresses. You must enable or disable the IP addresses

one at a time.

Authentication

Authentication with username and password is required.

Request URL

PUT https://{management_server_IP}laicc/network/ipdisable

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
ip_version Required | Integer Type of IP address. This can be one of the following
values.
* 4.|Pv4 addresses
® 6. IPv6 addresses
ip_disable Required | Integer Indicates whether the IP addresses are enabled or
disabled. This can be one of the following values.
e 0. Enable the specified addresses.
¢ 1. Disable the specified addresses.

The following example enables IPv4 addresses:
{

“ip_version" : 4,

“ip_disable" : 0
}

The following example disables IPv4 addresses:
{

“ip_version" : 4,

“ip_disable" : 1
}
Response codes
Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None
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/aicc/network/routes

Use this REST API to retrieve or configure information about Lenovo XClarity Administrator routes.

HTTP methods
GET, PUT

GET /aicc/network/routes

Use the method to retrieve information about all Lenovo XClarity Administrator routes.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management _server_IP}/aicc/network/routes

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
routes Array Information about network routes
destination String Destination IPv4 or IPv6 address for this route. This attribute is not
returned for default routes.
dev String Device that is used to connect to the device that is specified by
nexthop (either “eth0” or “eth1”). This attribute is not returned for
default routes.
ip_version Integer IP version of this route. This value is either “4” or “6”
nexthop String IP address of the router that is used to forward packets to the address
that is specified by destination
prefix_len Integer Number of bits in the network mask, or the prefix that is to be applied
to the device that is specified by destination to get the subnet. This
can be one of the following values.
e 0. Default route.
e 32. If the value of ip_version is 4, this indicates a host route.
e 128. If the value of ip_version if 6, this indicates a host route.
All other values are network routes.
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The following example is returned if the request is successful.

{

"routes": [{
"dev": "eth0",
"destination": "100.10.10.10",
"ip_version": 4,
"nexthop": "192.168.56.1",
"prefix_len": 32

I

{
"dev": "eth0",
"destination”: "10.10.10.0",
"ip_version": 4,
"nexthop": "192.168.56.1",
“prefix_len": 24

1

{
"ip_version": 4,
“nexthop": "10.0.3.2",
"prefix_len": 0

}

{
"dev": "ethl",
"destination”: "2001:db7:1::",
"ip_version": 6,
"nexthop": "2002:97b:c2bb:83d:5054:ff:fe2c:eefe”,
“prefix_len": 64

}

{
"dev": "ethl",
"destination": "2002:97b:face:83d:5054:ff:fe2c:eefe”,
"ip_version": 6,
"nexthop": "2002:97b:c2bb:83d:5054:ff:fe2c:eefe",
"prefix_len": 128

H

}

PUT /aicc/network/routes

Use this method to configure the Lenovo XClarity Administrator route settings.

Authentication

Authentication with username and password is required.

Request URL

PUT https://{management_server_IP}/aicc/network/routes

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
routes Required | Array Information about network routes
destination Optional | String Destination IPv4 or IPv6 address for this route
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Re-

quired /
Attributes Optional | Type Description

dev Required | String Interface to be used to connect to the device that is
specified by nexthop (either “eth0” or “eth1”)

ip_version Required | Integer IP version of this route. This value is either “4” or “6.”

nexthop Required | String IP address of the router to be used to forward packets to
the address that is specified by destination

prefix_len Optional | Integer Number of bits in the network mask, or the prefix that is to

be applied to the device that is specified by destination

to get the subnet. This can be one of the following values.

e 0. Default route.

e 32. If the value of ip_version is 4, this indicates a host
route.

e 128. If the value of ip_version if 6, this indicates a host
route.

All other values are network routes.

The following example sets the IPv4 default route.

{
"routes": [{
"ip_version": 4,
"nexthop": "192.168.56.1",
"prefix_len": 0
3
}
The following example sets an IPv4 route.
{
"routes": [{
"destination”: "100.10.10.10",
"dev": "eth0",
"ip_version": 4,
"nexthop": "192.168.56.1",
"prefix_len": 32
3
}
The following example sets the default IPv6 route.
{
"routes": [{
"ip_version": 6,
"nexthop": "2002:97b:c2bh:83d:5054:ff:fe2c:eefe”,
"prefix_len": 0
3
}
The following example sets an IPv6 route.
{
"routes": [{
"destination": "2002:97b:c2bb:83d::",
"dev": "eth1",
"ip_version": 6,
"nexthop": "2002:97b:c2bh:83d:5054:ff:fe2c:eefe”,
"prefix_len": 64
3
}
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Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None

/aicc/service/sftp/locks

Use this REST API to return a list of all SFTP service locks or start (enable) the SFTP service for a specific
function and create a lock ID.

Note: This REST API requires Lenovo XClarity Administrator v4.0.0 or later.

HTTP methods

GET, POST

GET /aicc/service/sftp/locks

Use this method to return a list of all SFTP service locks. The SFTP service is disabled by default.

Note: This REST API requires Lenovo XClarity Administrator v4.1.0 or later.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management _server_IP}/aicc/service/sftp/locks

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

204 No Content The request completed successfully, but no response content is returned.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has

failed. A descriptive error message is returned in the response body.
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Code Description

Comments

403 Forbidden

The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

500 Internal Server Error

An internal error occurred. A descriptive error message is returned in the response

body.

Response body

Attributes

Type

Description

id

String

Lock ID. The ID is a 32 character string containing numbers and
letters.

component

String

Predefined Lenovo XClarity Administrator component ID. This can be
one of the following values.

CN. Console

CP. Server configuration patterns

CR. Virtual appliance

DI. Discovery and Inventory

DM. Data management

DS. Debug Shell

EM. Events and monitoring

FC. Operating-system deployment

JM. Jobs management

MF. Metric data collection and forwarders
MI. Data migration

NM. Network management

RC. Remote Control

SE. Security

SP. Switch ports

SS. Service and support

ST. Storage management

TS. ThinkServer and Thinksystem management
UP. Updates

Ul. User Interface

creationTimestamp

String

Timestamp when the lock was created

This timestamp is specified using ISO-8601 format (for example,
2019-05-02T19:28:14.0002). For information about ISO-8601 format,
see the W3C Date and Time Formats webpage.

expirationTimeOut

Integer

Number of seconds after which the lock expires
When the lock expires, the lock ID is deleted and if there are no other
locks, the SFTP service is stopped (disabled).

The following example is returned if the request is successful.

[{
"id": "AB3LANSL6N9D8FVLSDLS0S223ISNLSE3",
"component”: "UP",
"creationTimestamp": "2022-09-09T01:46:082",
"expirationTimeOut": 1200

I8

{

"id": "FE3LANSL6N9D8FVLSDLS0S223ISNLSE3",

"component”: "UP",

"creationTimestamp": "2022-09-09T01:46:122",
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"expirationTimeOut": 1200
H

POST /aicc/service/sftp/locks

Use this method to start (enable) the SFTP service for a specific function and acquire an SFTP service lock
by creating a lock ID.

Notes:

¢ You must be a member of a user group to which the predefined Supervisor role is assigned.
¢ This REST API requires Lenovo XClarity Administrator v4.1.0 or later.

Authentication

Authentication with username and password is required.

Request URL
POST https://{management_server_IP}/aicc/service/sftp/locks

Query parameters
None

Request body

Re-
quired /
Attributes Optional | Type Description

component Required | String Predefined Lenovo XClarity Administrator component ID.
This can be one of the following values.

¢ CN. Console

CP. Server configuration patterns

CR. Virtual appliance

DI. Discovery and Inventory

DM. Data management

DS. Debug Shell

EM. Events and monitoring

FC. Operating-system deployment

JM. Jobs management

MF. Metric data collection and forwarders
MI. Data migration

NM. Network management

RC. Remote Control

SE. Security

SP. Switch ports

SS. Service and support

ST. Storage management

TS. ThinkServer and Thinksystem management
UP. Updates

Ul. User Interface

expirationTimeOut Required | Integer Amount of time, in seconds, after which the lock expires
When the lock expires, the lock ID is deleted and if there
are no other locks, the SFTP service is stopped
(disabled).

The following example starts the SFTP service for the updates function and deletes the lock ID after 20
minutes.
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“component”: "UP",
"expirationTimeOut": 1200

}
Response codes

Code Description Comments

201 Created One or more new resources were successfully created.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If the SFTP service is successfully locked, the lock ID is returned in the location field in response header, for

example:
location:/aicc/service/sftp/locks/FE3LANSL6N9D8FVLSDLS0S223ISNLSE3

Response body

Attributes Type Description
messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of | Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.
{
"result": "success",
"messages": [{
"id": "FQXHMSE0001I",

"explanation": "",
"text": "The request completed successfully.",
"recovery": {
“text": "Information only. No action is required.",
"URL": ""
}
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1

/aicc/service/sftp/locks/{id}

Use this REST API to return information about a specific SFTP service lock or release a specific SFTP service
lock.

Note: This REST API requires Lenovo XClarity Administrator v4.0.0 or later.

HTTP methods
GET, DELETE

GET /aicc/service/sftp/locks/{id}
Use this method to return information about a specific SFTP service lock.
Note: This REST API requires Lenovo XClarity Administrator v4.1.0 or later.

Authentication

Authentication with username and password is required.

Request URL
GET https://{management _server_IP}/aicc/service/sftp/locks/{id}

where {id} is the ID of the SFTP service lock. To obtain the lock ID, use GET /aicc/service/sftp/locks.

Query parameters
None

Request body
None

Response codes

Code Description Comments
200 OK The request completed successfully.
401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has

failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

34  Lenovo XClarity Administrator REST API Guide



Response body

Attributes Type Description

id String Lock ID. The ID is a 32 character string containing numbers and
letters.

component String Predefined Lenovo XClarity Administrator component ID. This can be
one of the following values.

CN. Console

CP. Server configuration patterns

CR. Virtual appliance

DI. Discovery and Inventory

DM. Data management

DS. Debug Shell

EM. Events and monitoring

FC. Operating-system deployment

JM. Jobs management

MF. Metric data collection and forwarders
MI. Data migration

NM. Network management

RC. Remote Control

SE. Security

SP. Switch ports

SS. Service and support

ST. Storage management

TS. ThinkServer and Thinksystem management
UP. Updates

Ul. User Interface

creationTimestamp String Timestamp when the lock was created

This timestamp is specified using ISO-8601 format (for example,
2019-05-02T19:28:14.0002). For information about ISO-8601 format,
see the W3C Date and Time Formats webpage.

expirationTimeOut Integer Number of seconds after which the lock expires
When the lock expires, the lock ID is deleted and if there are no other
locks, the SFTP service is stopped (disabled).

The following example is returned if the request is successful.

{
"id": "AB3LANS5L6N9D8FVLSDLS0S223ISNLSE3",
“component”: "UP",
"creationTimestamp": "2022-09-09701:46:08Z",
"expirationTimeOut": 1200

}

DELETE /aicc/service/sftp/locks/{id}

Use this method to release a specific SFTP service lock by deleting a specific lock ID and, if all locks are
deleted, stop (disable) the SFTP service (unless dbgshell account exist on the Lenovo XClarity Administrator
instance).

Notes:

¢ You must be a member of a user group to which the predefined Supervisor role is assigned.
¢ This REST API requires Lenovo XClarity Administrator v4.1.0 or later.

Authentication

Authentication with username and password is required.
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Request URL

DELETE https://{management_server_IP}/aicc/service/sftp/locks/{id}

where {id} is the ID of the SFTP service lock. To obtain the lock ID, use GET /aicc/service/sftp/locks.

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

messages Array of Information about one or more messages
objects

id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.

{
"result": "success",
"messages": [{
"id": "FQXHMSE00011I",

"explanation": "",

"text": "The request completed successfully.",
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“recovery": {

“text": "Information only. No action is required.",

"URL": nn

1

/aicc/subscriptions

Use this REST API to retrieve or add a Lenovo XClarity Administrator subscriptions. When you add a
subscription, you will receive notifications for all network related changes.

HTTP methods
GET, POST

GET /aicc/subscriptions

Use the method to retrieve information about all Lenovo XClarity Administrator subscriptions.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management _server_IP}/aicc/subscriptions

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

id Integer Subscription ID

monitor_uri String Network-related resource that is to be monitored by XClarity

Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URI is monitored.

If monitor_uri is set to “”, IP change notifications are received
through DHCP.
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Attributes Type Description

submonitor_uri String Subresource to be monitored by XClarity Administrator. You will
receive notifications for only this resource

uri String Resource to which XClarity Administrator writes a POST when

XClarity Administrator detects a change in monitored resource
The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.

The following example is returned if the request is successful.

({
Il.idll: 1’
"monitor_uri": "/aicc/network/interfaces",

“submonitor_uri": "",

"uri": "/osdeployment/rest/internal/event/aicc"
|8
{
"id": 2,
"monitor_uri": "/aicc",
“submonitor_uri": "/ntp",
"uri": "/ntpNotification"
8
{
"id": 3,
"monitor_uri": "/aicc/network/interfaces",
“submonitor_uri": "",
“uri": "/netchangenotsec"
}H

POST /aicc/subscriptions

Use the method to add a subscription to Lenovo XClarity Administrator.

Authentication

Authentication with username and password is required.

Request URL
POST https://{management _server_IP}/aicc/subscriptions

Query parameters

None
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Request body

Re-
quired /
Attributes Optional | Type Description
monitor_uri={URI} Optional | String Network-related resource that is to be monitored by
XClarity Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URl is
monitored.
If monitor_uri is set to “”, IP change notifications are
received through DHCP.
submonitor_uri={URI} Optional | String Subresource to be monitored by XClarity Administrator.

You will receive notifications for only this resource.
This can be one of the following values.
e address

e DDNSenabled
DNSenabled
dnsHostnames
domainName
embeddedHypervisorPresence
gateway
globallPv6enabled
hostConfig
hostMacAddresses
hostname

id

ipInterfaces
ipv4Addresses
IPv4assignments
IPvdDHCPmode
IPv4enabled
ipv4ServiceAddress
ipv6Addresses
IPv6assignments
IPv6DHCPenabled
IPv6enabled
ipv6ServiceAddress
IPv6statelessEnabled
IPv6staticEnabled
IPversionPriority
isConnectionTrusted
isRemotePresenceEnabled
label

macAddresses
mgmtProclPaddress
name

prefix
prilPv4userDNSserver
prilPv6userDNSserver
scope
seclPv4userDNSserver
seclPv6userDNSserver
serviceHostName
seclPv6userDNSserver
seclPv4userDNSserver
source

subnet

type
terlPv4userDNSserver
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Re-

quired /
Attributes Optional | Type Description
¢ terlPv6userDNSserver
uri={URI} Required | String Resource to which XClarity Administrator writes a POST

when XClarity Administrator detects a change in
monitored resource

The specified URI must be able to accept POST requests,
where the body of the POST matches the JSON PUT to
monitor_uri.

The following example adds a subscription that monitors all network-related changes.

{
"monitor_uri": "/aicc",
"uri": "/testsubscriber"
}
The following example adds a subscription that monitors all NTP-related network changes.
{
"monitor_uri": "/aicc",
“submonitor_uri": "/ntp",
"uri": "/ntpNotification"
}
Response codes
Code Description Comments
201 Created One or more new resources were successfully created.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
id Integer Subscription ID
monitor_uri String Network-related resource that is to be monitored by XClarity
Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URI is monitored.
If monitor_uri is set to “”, IP change notifications are received
through DHCP.
submonitor_uri String Subresource to be monitored by XClarity Administrator. You will
receive notifications for only this resource
uri String Resource to which XClarity Administrator writes a POST when
XClarity Administrator detects a change in monitored resource
The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.

40 Lenovo XClarity Administrator REST API Guide




The following example is returned when a subscription is created that monitors all network-related changes.

{
"id": 2,
"monitor_uri": "“/aicc",
"submonitor_uri": "",
"uri": "/ntpNotification"
}
The following example is returned when a subscription is created that monitors all NTP-related network
changes.
{
"id": 6,

"monitor_uri": "/aicc",
"submonitor_uri": "/ntp",
"uri": "/ntpNotification"

/aicc/subscriptions/{id}

Use this REST API to retrieve information about or delete a specific Lenovo XClarity Administrator
subscription.

HTTP methods
GET, DELETE

DELETE /aicc/subscriptions/{id}
Use the method to a specific Lenovo XClarity Administrator subscription.

Authentication
Authentication with username and password is required.

Request URL
DELETE https://{management_server_IP}/aicc/subscriptions/{id}

where {id} is the subscription ID. To obtain the subscription ID, use the GET /aicc/subscriptions method.

Query parameters

None

Request body
None

Response codes

Code Description Comments
200 OK The request completed successfully.
404 Not found A specified resource cannot be found. A descriptive error message is returned in

the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

None

GET /aicc/subscriptions/{id}

Use this method to return information about a specific Lenovo XClarity Administrator subscriptions.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/aicc/subscriptions/{id}

Query parameters

None

Request body
None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
id Integer Subscription ID
monitor_uri String Network-related resource that is to be monitored by XClarity
Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URI is monitored.
If monitor_uri is set to “”, IP change notifications are received
through DHCP.
submonitor_uri String Subresource to be monitored by XClarity Administrator. You will
receive notifications for only this resource
uri String Resource to which XClarity Administrator writes a POST when

XClarity Administrator detects a change in monitored resource
The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.

The following example is returned if the request is successful.

{
"id": 2,
"monitor_uri": "/aicc",
"submonitor_uri": "/ntp",
"uri": "/ntpNotification"
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/FQDNConfigRequest

Use this REST API to modify the management server’s fully-qualified domain name (FQDN) and DNS
configuration on managed devices with IMM2, XCC, and CMM or validates communication between the
management server and managed devices using the set values.

Important: You must be a member of a user group to which the predefined Supervisor role is assigned.

Note: This REST API requires Lenovo XClarity Administrator v4.0.0 or later.

HTTP methods
POST

POST /FQDNConfigRequest

Use this method to modify the management server’s fully-qualified domain name (FQDN) and DNS
configuration on managed devices with IMM2, XCC, and CMM or validates communication between the
management server and managed devices using the set values.

This method starts a job that runs in the background to perform the operation. The response header includes
a URl in the form /tasks/{task_id} (for example, /tasks/12) that represents the job that is created to perform
this request. You can use GET /tasks/{job_list} to monitor the status and progress of the job. If a job was not
successfully started, refer to the response code and response body for details.

Attention: A successful response indicates that the request was successfully created and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Important: You must be a member of a user group to which the predefined Supervisor role is assigned.

Note: This REST API requires Lenovo XClarity Administrator v4.0.0 or later.

Authentication

Authentication with username and password is required.

Request URL

POST https://{management _server_IP}/FQDNConfigRequest

Query parameters

Re-
quired /
Parameter Optional | Description
validationOnly={Boolean} Optional | Indicates whether to validate communication or push FQDN and DNS

configuration to managed devices. This can be one of the following
values.

¢ true. Validates and returns a list of UUIDs for applicable managed
devices to modify the management server’s FQDN and DNS
configuration.

e false. (default) Modifies the management server’'s FQDN and DNS
configuration on managed devices

The following example validates communication with managed devices.
POST https://192.0.2.0/FQDNConfigRequest?validationOnly=true
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The following example modifies the management server’s FQDN and DNS configuration on managed

devices.
POST https://192.0.2.0/FQDNConfigRequest

Request body

If validationOnly=false, specify the following attributes in the request body. Otherwise, there is no request

body.

Re-
quired /
Optional

Attributes Type

Description

dns_action Required | String

Indicates the action to use to modify DNS entries on
managed devices. This can be one of the following
values.

¢ NONE. No action is taken.

e ADD. Appends entries if different than existing. This is
applicable only if fqdnEnabled is set to true.

¢ UPDATE. Replace existing with given entries. This is
applicable only if fqdnEnabled is set to true.

e DELETE. Removes DNS entries that matches with the
given entries. This is applicable only if fqdnEnabled is
set to false.

e DELETE_ALL. Removes all DNS entries. This is
applicable only if fqdnEnabled is set to false.

dns_servers Required | Array of

objects

Information about IP addresses that are used to resolve
DNS queries

ip Required | String

IP address of the DNS entry

priority Required | Integer

Relative priority of the DNS entry into available slots
This is applicable only if fqdnEnabled is set to true.

fgqdn Required | String

Fully qualified domain name of the management server

fqdnEnabled Required | Boolean

Indicates whether to use the management servers’ FQDN
to communicate with managed devices.

* true

* False.

uuids Required | Array of

strings

List of UUIDs of managed devices for which FQDN and
DNS configuration to be modified

The following example adds the management server’s FQDN and DNS configuration to three specific

managed devices.
{
"dns_action": "ADD",
“dns_servers": [{
"ip": "192.0.2.10",
"priority": 1

“ip": "192.0.2.11",
"priority": 2
H,
"fqdn": "labs.company.com",
“fqdnEnabled": true,

"uuids": [ "20220629175643902E1606DE5E262002", "14DEE51A0682433FB1D5B4A6B5DB282F",

"20220629175643902E1606DE5E262002" ]
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Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

The following attribute is returned if the request is successful and validationOnly=true. Otherwise, no
response is returned.

Attributes

Type Description

uuids

Array of List of UUIDs of managed devices for which FQDN and DNS
strings configuration was updated

The following example is returned if the request is successful.

{

"uuids": [ "20220629175643902E1606DE5E262002", "14DEE51A0682433FB1D5B4A6B5DB282F",
"20220629175643902E1606DE5E262002" ]
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Chapter 3. Discovery and management

The following resources are available for performing discovery, manage, and unmanage functions.

/csvRequest
Use this REST API to manage devices using a bulk-import CSV file.

HTTP methods
POST

POST /csvRequest

Use this method to manage devices using a bulk-import CSV file.

Notes:

¢ The bulk import file must be in a comma-delimited CSV format.

¢ When managing switches using bulk import, HTTPS is enabled on the switch, and NTP clients on the
switch are configured to use the NTP settings from the management server. To change these setting, use
POST /manageRequest.

For information about downloading a template (Excel or CSV format) and completing the bulk import file, see
Managing systems in the Lenovo XClarity Administrator online documentation.

Authentication

Authentication with username and password is required.

Request URL

POST https://{management_server_IP}/csvRequest

Query parameters
Re-
quired /
Parameters Optional | Description
validationOnly={Boolean} Optional | Indicates whether to only validate the bulk-import (CSV) file. This can

be one of the following values.

¢ true. Validates the contents of the bulk-import CSV file, but does
not manage the devices.

¢ false. (default) Manages devices that are defined in the bulk-import
CSV file.

The following example validates the bulk-import CSV file.
POST https://192.0.2.0/csvRequest?validationOnly=true

The following example manages devices that are defined in the bulk-import CSV file.
POST https://192.0.2.0/csvRequest
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Request body

Use the “multipart/form-data” media type to import the CSV file. Use the attributes in the following table as
the multipart name in the body. For more information about the multipart/form-data media type, see
Returning Values from Forms: multipart/form-data webpage.

Request example

HTTP Header
Content-Type: multipart/form-data; boundary=AaB03x

Request body

--RaB03x
Content-Disposition: form-data; name="uploadedfile"; filename="bulk_manage.csv"
Content-Type: application/octet-stream

--AaB03x--

Response codes

Code Description Comments

200 OK The request completed successfully.

201 Created One or more new resources were successfully created.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If this POST method results in a job getting started, the response header includes a URI in the form /augusta/
discovery/jobs/{job_id} (for example, /augusta/discovery/jobs/12) that represents the job that is monitored
by the management server. You can use GET /csvRequest/jobs/{job_id} to determine the status of the job.

If a job was not successfully started, refer to the response code and response body for details.

Note: A successful response indicates that the request was successfully transmitted and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Response body
Table 1. Validate in the bulk-import file

The following is response body is returned when validateOnly=true. A JSON object is returned for each row
in the bulk-import file.
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Table 1. Validate in the bulk-import file (continued)

Attributes Type Description

currentlP String IP address or hostname for the device

currentUserName String User name for authenticating to the device, if applicable

displayName String Device display name

failedValidationMessages Array of Input errors for the device
strings

roleGroups Array of List of role groups that are permitted to view and manage the device.
strings To get a list of available role groups, use GET /roleGroups.

You can specify only role groups to which the current user belongs.

If you do not specify the roleGroups attribute, the default roles
groups are assigned. You can obtain the list of default role group
using GET /resourceAccessControl.

If you specify roleGroup with an empty or null value, role groups are
not assigned.

Note: If you add devices to a managed chassis, the new devices will
belong to the same role groups as the chassis.

managedAuthentication Boolean | Indicates whether to use local authentication instead of XClarity
Administrator managed authentication. For more information about
managed and local authentication, see Managing the authentication
server in the Lenovo XClarity Administrator online documentation.
This can be one of the following values.

e true. Use XClarity Administrator managed authentication.

¢ false. Use local authentication.

rowNumber Integer Row in the CSV file in which the device input is specified

serialNumber String Device serial number

storedCredentialsID String Stored credential ID that is associated with the device, if applicable.
To find the stored credential ID, use GET /storedCredentials.

type String Device type. This can be one of the following values.
Chassis.

Filler

Rack

Server

Storage

Switch

The following example is returned when validateOnly=true.

[{
"currentIP": "10.243.3.37",
"currentUsername": "USERID",
"displayName": null,
"failedValidationMessages": [],
"roleGroups": ["LXC-SUPERVISOR","LXC-HW-ADMIN",]
"rowNumber": 2,
"serialNumber": null,
"storedCredentialsId": null,
"type": "flexchassis",
"managedAuthEnabled": null

I
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"currentIP": "",

"currentUserName": "JOHN",

"displayName": "Serverl"

"failedValidationMessages": ["Missing IP address or hostname","Invalid device type"],
“roleGroups": "",

"managedAuthentication": false,

"rowNumber": 1,

"serialNumber": "",

"storedCredentialsID": null,

"type": "Server"

1

Table 2. Manage devices in the bulk-import file

The following is response body is returned when validateOnly=false.

Attributes Type Description
result String Results of this operation. This can be one of the following values.
® success
e warning
¢ failure
statusCode String Response code
statusDescription String Response description
messages Array of Information about zero or more messages
objects
id String Message identifier of a returned message
explanation String Additional information to clarify the reason for the message
recovery String User actions that can be taken to recover from the event
recoveryUrl String Link to the help system for more information, if available
text String Message text associated with the message identifier

The following example is returned when validateOnly=false.

{
"result": "failure"
"statusCode": 400,
"statusDescription”: "There was an error parsing the input to the bulk import request.”,
"messages”: [{
"id": "FQXDM0558G",
"explanation”: "Field \"ManagedAuthEnabled\" is not allowed when field \"Type\" has
value \"flexchassis\".",
"recovery”: "Correct the default values that are specified in the bulk import dialog and
the data on line 5 of the CSV file, and try again.",

“recoveryUrl": "",
"text": "A field was specified that is not compatible with the value of another field."

"id": "FQXDMO557G",
"explanation”: "Field \"StoredCredentialsId\" is not allowed when field \"NewPassword\"
is specified."”,
“recovery”: "Correct the default values entered in the bulk import dialog and/or the data
on line 6 of the CSV file and try again.",

"recoveryUrl": "",
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"text": "Incompatible fields were specified."

H

/csvRequest/jobs/{job_id}

Use this REST API to monitor the status of a management request management request using a bulk-import
CSV file.

HTTP methods
GET

GET /csvRequest/jobs/{job_id}
Use this method to monitor the status of a management request using a bulk-import CSV file.

Authentication

Authentication with username and password is required.

Request URL
GET https://{management_server_IP}/csvRequest/jobs/{job_id}

where fjob_id} is the job ID that was returned by the POST /csvRequest method.

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Attributes Type Description
progress Double Percentage complete of the bulk management job. This can be one of
the following values.
e 0.0. Created.
e 50.0. In progress.
e 100.0. Complete.
results Array of Results of the bulk management jobs
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID
messageAttributes String This can be one of the following values.
e device IP if not null
e device serial number if not null
e device UUID
progress Long Percentage complete of the management job. If the job is complete,
“JOB_DONE” is returned
result String Result of the request. This can be one of the following values.
¢ INCOMPLETE. The request is not complete.
e SUCCESS. The request was successful.
e FAILED. The request failed.
resultLongDescription String Detailed description of the result
resultShortDescription String Summarized description of the result
status Object Status details about the list of management steps
description Array of List of message descriptions
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID for the set of management steps
percentage Long Percentage complete of the set of management steps
state String State of the set of management steps. The can be one of the following
values.
e Error
¢ Running
¢ Running_Complete
substatus Array of Results of each of the task in the management job
objects
completed Boolean | Indicates whether the task completed. This can be one of the
following values.
¢ true. The step has completed.
e false. The task has not completed.
id String Name of the management step
longDescription String Long message description
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Attributes Type Description

messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”

messagelD String Message ID of the management step

progress Integer Progress of the management step

shortDescription String Short message description

started Boolean | Indicates if the management step has started. This can be one of the

following values.
e true. The step has started.
e false. The step has not started.

status Object Status details about the individual management step
percentage Integer Percentage complete of the management step
state String State of the management step. This can be one of the following
values.
e ERROR
e PENDING
¢ RUNNING
e RUNNING_COMPLETE
substatus Array of Results of each of the subtask in the management job
objects
userAction String Any user action that is required
taskid Integer Task ID
time_spent Long Duration of the task in milliseconds
uuid String uuID
status Status of the management job. This can be one of the following
values.
¢ 0. Created.
e 50. Incomplete.
e 100. Done.

e 101. Done_Warnimg.

The following example is returned if the request is successful.
{
"progress": 17.647058823529413,
"results": [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.rest.messages”,
"messageID": "0509_LONG",
"messageParameters": "10.243.3.55"
"progress": 17.647058823529413,
“result": "INCOMPLETE",
“resultLongDescription”: "Management job is incomplete”,
"resultShortDescription": "Incomplete"”,
"status": {
"description”: [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1014 LONG"
H,
“percentage”: 17.647058823529413,
“state": "Running",
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"substatus": [{
“completed”: true,
"id": "STARTING",
“longDescription”: "Starting device management job",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1000_SHORT",
“progress”: 100,
“shortDescription": "Starting",
“started": true,
"status": {
"percentage”: 100,
"state": "Complete"

H
"userAction": ""
b
{
“completed”: true,
"id": "NETWORK_CHOICE",
“longDescription”: "Choosing best network path to manage the device",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
“messageID": "1001_SHORT",
“progress”: 100,
“shortDescription": "Network choice"”,
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"
I3
“userAction": ""
I
{
“completed”: true,
“id": "DESCRIPTOR",
“longDescription”: "Creating hardware descriptor”,
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1002_SHORT",
“progress”: 100,
“shortDescription": "Descriptor”,
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"”
H
"userAction": ""
1
{
"completed": true,
“id": "LOGIN",
“longDescription”: "Logging in to device",
“messageID": "1003_SHORT",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
“progress”: 100,
“shortDescription": "Login",
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"
5
"userAction": ""
I
{
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“completed": true,
"id": "DUPLICATE_CHECK",
"longDescription”: "Checking for duplicates of device management",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1004 SHORT",
"progress”: 100,
"shortDescription": "Duplicate check"”,
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"

}

,
userAction":

"completed": false,
"id": "INVENTORY",
"longDescription”: "Collecting device inventory",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1005_SHORT",
"progress": 0,
"shortDescription": "Inventory",
"started": true,
"status": {
“percentage": 0,
"state": "Running",
"substatus": [{
"completed": false,
"id": "INV_CHASSIS",
“longDescription”: "Collecting chassis inventory",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1006_SHORT",
“progress": 0,
"shortDescription”: "Chassis inventory",
“started": true,
"status": {
“percentage”: 0,
“state": "Running"

}

b
userAction":

"completed": false,
"id": "INV_NODES",
"longDescription”: "Collecting node inventory",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1007_SHORT",
“progress": 0,
"shortDescription”: "Node inventory",
"started": true,
"status": {

“percentage”: 0,

“state": "Running"

}

,
userAction":

"completed”: false,

"id": "INV_IOMS",

"longDescription”: "Collection I/0 module inventory",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
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"messageID": "1008_SHORT",
“progress": 0,
"shortDescription”: "I/0 module inventory",
"started": true,
"status": {
"percentage"”: 0,
"state": "Running"

b
"userAction": ""
}H
5
"userAction": ""
h
{
"completed": false,
“id": "INTEROP_CHECK",
"longDescription”: "Verifying device interoperability",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1009_SHORT",
“progress": 0,
“shortDescription": "Interoperability check"”,
“started”: false,
"status": {
"percentage”: 0,
"state": "Pending"
I3
"userAction": ""
1
{

“completed”: false,
"id": "CONFIGURATION",
“longDescription”: "Configuring device for management",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
“messageID": "1010_SHORT",
“progress": 0,
“shortDescription": "Configuration",
"started": false,
"status": {
"percentage": 0,
"state": "Pending",
"substatus": [{
"completed": false,
"id": "CFG_NTP",
"progress": 0,
"longDescription”: "Configuring NTP",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1011 SHORT",
"started": false,
"status": {
"percentage": 0,
"state": "Pending"
5
"shortDescription": "NTP",
"userAction": ""

"completed": false,

"id": "CFG_DNS_UPD",

"longDescription”: "Updating DNS servers ip addresses on CMM as part of the manage chassis
process.",

"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages”,
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"messageID": "1067_SHORT",
“progress": 0,
"shortDescription”: "Updating DNS servers ip addresses on CMM",
"started": false,
"status": {
"percentage”: 0,
"state": "Pending"

}

b
userAction":

“completed": false,
"id": "CFG_SECURITY",
“longDescription”: "Configuring security”,
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1012_SHORT",
“progress": 0,
"shortDescription”: "Security",
"started": false,
"status": {

“percentage”: 0,

“state": "Pending"

}

userAction":

"completed": false,
"id": "CFG_CMGMT",
"longDescription”: "Putting device under centralized management",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1013_SHORT",
“progress": 0,
"shortDescription”: "Centralized management"”,
"started": false,
“status": {
“percentage”: 0,
“state": "Pending"

}

userAction":
H
}

userAction":

"completed": false,
"id": "CFG_CABINET",
"longDescription”: "Configuring Hardware location",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1097_SHORT",
"progress": 0,
"status": {
"percentage": 0,
"state": "Pending"
H
"shortDescription": "Configuring Hardware location",
"started": false,
"userAction": ""
H
1,
“taskid": 371,
"time_spent": 117527,
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"uuid": "48331a223hf34fha90732b379b837h9c"

H,
"status": "INCOMPLETE"

/discovery
Use this REST API to retrieve a list of devices discovered by SLP discovery.

HTTP methods
GET

GET /discovery

Use this method to return a list of devices discovered by SLP discovery.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/discovery

Query parameters

Re-
quired /
Parameters Optional | Description
refresh={Boolean} Optional | Starts the SLP broadcast job to discover and update the list of

discovered devices. This can be one of the following values.

¢ true. Rediscovers and updates the list of discovered devices.

¢ false. (Default) Returns list of devices that were already
discovered.

The following example returns a list of discovered devices.
GET https://192.0.2.0/discovery

The following example discovers new devices and then returns an updated list of discovered devices.
GET https://192.0.2.0/discovery?refresh=true

Request body
None

Response codes

None

Response body

The attributes in the response body vary depending on the type of device that is discovered.

Attributes Type Description
chassisList Array of Information about each chassis that was discovered
objects
cmmDisplayName String Chassis name that is provided by the CMM
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Attributes Type Description
cmms Array of Information about the CMMs in the chassis
objects
cmmDisplayName String Name of the CMM
firmware Array of Information about the CMM firmware
objects
build String Firmware build
date String Firmware date
name String Firmware name
type String Firmware type
name String Hostname of the CMM
serialNumber String Serial number of the CMM
slots Array of Bay in the chassis where the CMM is installed
integers
type String Resource type. This value is always CMM.
uuid String UUID of the CMM
displayName String Chassis name that is defined by the user
fruNumber String FRU part number for the chassis
hostname String Hostname of the chassis
ipAddresses Array of All IPv4 and IPv6 addresses for the chassis
strings
machineType String Chassis machine type
managementPorts Array of List of management ports in the chassis
objects
enabled Boolean | Indicates whether the port enabled. This can be one of the following
values.
e true. The port is enabled.
¢ false. The port is disabled.
port Integer Port number
protocol String Protocol that is running on the port (for example, http, https, or
snmpv3)
model String Chassis model
name String Chassis name
securityDescriptor Object Information about the authentication enablement and support the
associated stored credentials for a managed device
managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can

be one of the following values.
¢ true. The device uses managed authentication.
¢ false. The device uses local authentication.
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Attributes Type Description
managedAuthSupported Boolean Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This can be one of the
following values.
¢ true. This device supports managed authentication.
¢ false. This device does not support managed authentication
roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.
This can be one of the following values.
e true. The resource is can be access by all role group.
e false. The resource is restricted to specific role groups.
storedCredentials Object Information about the stored credential that is associated with this
device, if applicable
description String Description of the stored credential
id String ID of the stored credential
userName String Name of the stored credential
uri String Chassis URI
serialNumber String Serial number for the chassis
status Array Current status of the chassis
message String Message
name String Name
type String Resource type. This value is always Chassis.
uuid String UUID for the chassis
discoverylnProgress Boolean Identifies whether the devices are being discovered
lastUpdateElapsedTime Double Amount of time since the last update
nodelList Array List of all rack and tower servers that were discovered
displayName String Name of the rack or tower server
enclosureFormFactor String (IMM, IMM2, XCC, or XCC2 only) Form factor of the chassis. This can
be one of the following values.
e dense-computing
e edge-computing
¢ rack-tower
firmware Array of List of firmware on the rack or tower server
objects
build String Build level
date String Date
version String Build version
fruNumber String FRU number
hostname String Hostname of the rack or tower server
ipAddresses Array of All IPv4 and IPv6 addresses for the rack or tower server
Strings
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Attributes Type Description

machineType String Machine type of the rack or tower server
managementProcessor String Type of management controller. This can be one of the following
values.

¢ integrated-management-module
¢ integrated-management-module2
¢ lenovo-xclarity-controller

¢ chassis-management-module

managementPorts Array of List of management ports in the rack or tower server
objects
enabled Boolean | Indicates if the port is enabled. One of the following values can be
returned:

e true. The port is enabled.
e false. The port is not enabled.

port Integer Port number

protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the rack or tower server
name String Name of the rack or tower server
securityDescriptor Object Information about the authentication enablement and support the

associated stored credentials for a managed device

managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can
be one of the following values.

¢ true. The device uses managed authentication.

¢ false. The device uses local authentication.

managedAuthSupported Boolean | Indicates whether the device supports the ability to choose whether

managed authentication is to be used. This can be one of the

following values.

¢ true. This device supports the ability to choose managed
authentication.

e false. This device does not support the ability to choose managed
authentication.

roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.

This can be one of the following values.
¢ true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.

storedCredentials Object Information about the stored credential that is associated with this
device, if applicable

description String Description of the stored credential
id String ID of the stored credential
userName String Name of the stored credential
uri String Server URI
serialNumber String Serial number for the rack or tower server.
status Object Current status.
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Attributes Type Description
manageable Boolean Indicates whether the rack or tower server is manageable. This can be
one of the following values.
e true. The port is enabled.
e false. The port is not enabled.
message String Message
name String Name
subType String
type String Resource type. This can be one of the following values.
¢ Rack-Tower Server. Converged, NeXtScale, System x or
ThinkSystem server
¢ Lenovo ThinkServer. ThinkServer server
uuid String UUID of the rack and tower server
rackswitchList Array of List of all top-of-rack switches that were discovered
objects
displayName String Name of the top-of-rack switch
hostname String Hostname of th