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Summary of changes in the REST API for v4.0

Lenovo XClarity Administrator v4.0 supports enhancements to the Open REST API.

For information about enhancements to the REST API in other releases, see REST APIs in the XClarity
Administrator online documentation in the XClarity Administrator online documentation.

This documentation includes new methods and parameters that apply to the current XClarity Administrator
release and later. If you are using an earlier release of XClarity Administrator, you can use the REST AP/
Reference PDF for a list of methods and parameters that apply to that specific release. To find PDFs for the
release that you need, see PDF files in the XClarity Administrator online documentation.

The following methods were added or updated in this release.
¢ Virtual appliance management

— (New) POST /FQDNConfigRequest. Modifies the management server’s fully-qualified domain name
(FQDN) and DNS configuration on managed devices with IMM2, XCC, and CMM, or validates
communication between the management server and managed devices using the set values.

¢ Inventory

— GET /nodes and GET /nodes/{uuid_list}. Added the agentVersion response attribute to return the
version of the XClarity management agent that is running on edge devices. Added the deviceDrivers
response attribute to return information about device drivers. Added the pciDevices.
pciSegmentNumber response attribute to return the PCl segment number, if supported. Added the
fipsMode, fruPartNumber, memoryMetrics and securityStateString response attributes under the
memoryModules.additionallnfo object. Added os_country, os_language, os_name, and os_version
response attributes under the osinfo object. Added the udcVersion response attribute to return the
version of the management agent that is installed on edge devices. Changed the value IMM3v1 to XCC
for the mgmtProcType attribute. Changed the value XCC to BMC-Primary and value XCC-Backup to
BMC-Backup for the firmware.type attribute. Added the securityMode response attribute to return
the current security mode that is set on servers with XCC2. Added the systemGuardEnabled response
attribute to return whether System Guard is enabled on servers with XCC2. Added the
BundleRepoAvailableSpacelnKB response attribute to return the amount of available space in the
repository. Added the value XCC2 for the mgmtProcType attribute.

— PUT /nodes/{uuid}. Added the systemGuardEnabled request attribute to enable or disable System
Guard on servers with XCC2.

— (New) GET /nodes/{uuid}/bundleRepoAvailableSpacelnKB. Returns the amount of space that is
available in repository on the baseboard management controller for an ThinkSystem server with XCC2

— (New) GET /nodes/{uuid}/systemGuardSetting. Returns the System Guard settings for a specific
ThinkSystem server with XCC2.

— (New) PUT /nodes/cryptoSettings. Modifies the current cryptographic settings on specific managed
servers with XCC2.

— (New) PUT /nodes/systemGuardSetting. Enables or disables System Guard on one or more managed
servers with XCC2.

— (New) PUT /nodes/tlsSettings. Enables or disables System Guard on one or more managed servers
with XCC2.

— GET /storage and GET /storage/{uuid_list}. Added the enclosures.canisters.ethPorts and
enclosures.canisters.fcPorts response attribute to return information about Ethernet and Fibre
Channel ports. Added enclosures.drives.firmwareVersion response attribute to return the firmware
version. Changed the enclosures.drives.size, storageNodeCapacityList.blockStorage.available,
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storageNodeCapacityList.blockStorage.size, and storageNodeCapacityList.blockStorage.used
to TiB.

GET /switches and GET /switches/{uuid_list}. Deprecated the connectedDrives response attribute.

Security

(New) GET /certificatePolicy. Returns the certificate policy type for the management server.
(New) PUT /certificatePolicy. Modifies the certificate policy type for the management server.

GET /cryptoSettings. Added the value TLSv1.3 to the minTIsVersionClient, minTIsVersionOsDeploy,
and minTIsVersionServer response attributes.

PUT /cryptoSettings. Deprecated the applyToManagedDevices request parameter. To modify the
current cryptographic setting for managed servers with XCC2, use PUT /nodes/cryptoSettings. Added
the value TLSv1.3 to the minTIsVersionClient, minTIsVersionOsDeploy, and minTIsVersionServer
response attributes.

The following REST APIs are deprecated.
— GET /cryptoSettings/jobs. Use GET /tasks instead.
— GET /cryptoSettings/jobs/{id}. Use GET /tasks/{job_list} instead.

OS deployments

PUT /hostPlatforms. Added the osCredentials response attribute to return the OS credentials for the
operating system.

GET /osdeployment/globalSettings. Added the licenseKeys.win10 and licenseKeys.win11 response
attribute to return the license keys for those operating systems. Removed the licenseKeys.win2012r1
response attribute.

PUT /osdeployment/globalSettings. Added the licenseKeys.win10 and licenseKeys.win11 request
attribute to set license keys for those operating systems. Removed the licenseKeys.win2012r1
request attribute.
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Chapter 1. Lenovo XClarity Administrator REST APlIs

Lenovo XClarity Administrator provides a set of easy-to-use APIs that can be used to access XClarity
Administrator data and services from applications running outside of the XClarity Administrator framework.

The REST APIs allow for easy integration of XClarity Administrator capabilities into other software, whether
the software is running on the same system as the XClarity Administrator server, or on a remote system
within the same network. These APIs are based on the REST architecture and are accessed via the HTTPS
protocol.

Attention: The content type that you specify in the HTTP header must match the format of data that you
specify in the request body. If there is a mismatch, XClarity Administrator returns an error code because it
cannot parse the data. For example, when sending JSON format, if you specify Content-Type:application/x-
www-form-urlencoded, you will receive an error code. The default content type for all requests is “application/
json; charset=UTF-8.”

The following documentation includes new methods and parameters that apply to the XClarity Administrator
Version 4.0.0 and later. If you are using an earlier version of XClarity Administrator, you can use the REST AP/
Reference PDF for a list of methods and parameters that apply to that specific release. To find PDFs for the
release that you need, see PDF files in the XClarity Administrator online documentation.

REST API authorization and authentication

When programming with the Lenovo XClarity Administrator REST APIs, you must authenticate using a user
ID and password. The user ID must have the correct authorization to perform the intended task.

You can use Lenovo XClarity Administrator web interface or CLI to configure the authorizations that provide
access to Lenovo XClarity Administrator tasks and resources (see Managing user accounts in the Lenovo
XClarity Administrator online documentation).

Note: If you encounter a temporary HTTP connection error, attempt to log in to Lenovo XClarity
Administrator again.

REST API response codes

The Lenovo XClarity Administrator REST APIs use the HTTP protocol for sending and retrieving data. Client
code using the REST APIs makes an HTTP request to the Lenovo XClarity Administrator server and
processes the HTTP response accordingly. Included with the HTTP response data is the HTTP response
code. The response code provides some indication as to the success of the HTTP request and can provide
information on how to handle the included response data.

The following table lists some of the most common response codes.

Code Description Comments

200 OK The request completed successfully.

201 Created One or more new resources were successfully created.

202 Accepted The request has been accepted for processing, but the processing has not yet

completed. The request might or might not be acted upon, depending on the
results of the processing.

203 Found The URL changed. The response header returns the correct URL in the Location
field.
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Code Description Comments

204 No Content The request completed successfully, but no response content is returned (for
example, a successful DELETE request).

206 Partial Content The part, but not all, of the request completed successfully.

307 Temporary Redirect The URL changed for this REST API. The response header returns the correct URL
in the Location attribute.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

405 Method Not Allowed | A specified resource is invalid. A descriptive error message is returned in the
response body.

406 Not Supported A specified resource is not supported or not available for connection. A
descriptive error message is returned in the response body.

408 Request Timeout The orchestrator server did not receive a required request in a specific amount of
time. A descriptive error message is returned in the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

412 Precondition failed Specified data is invalid because of missing values. A descriptive error message is
returned in the response body.

413 Request Entity Too Clients might impose limitations on the length of the request URI, and the request

Large URI is too long to be handled. A descriptive error message is returned in the
response body.

423 Locked The source or target resource is locked. A descriptive error message is returned in
the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

503 Service Unavailable The server is not ready to handle the request.

Status messages

The status message attributes identify the success or failure of an REST API operation.

Some POST, PUT, PATCH, and DELETE requests include status-message attributes in the response body to
describe the success or failure of the request, using the following JSON structure.

Most GET requests that are successful (2xx response code) do not include status-message attributes. Some
GET requests that fail (response codes other than 2xx) include status-message attributes in the response
body to describe the failure of the request, using the following JSON structure.
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Attributes Type Description
result String Results of the request. This can be one of the following values.
e success. The request completed successfully.
¢ failed. The request failed. A descriptive error message was
returned.
e warning. The request completed with a warning. A descriptive
error message was returned.
messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned for a failed REST API request.

"text": "The request to change the log level of com.apache to ERROR was not successful.”,

{
“result": "failed",
"messages": [{
"id": "FQXHMSS10021",
"explanation”: "The log level requested could not be changed.",
"recovery”: {
“text": "Please retry the action.”,
“url":
}
H
}
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Chapter 2. Virtual appliance management

The following resources are available for managing the Lenovo XClarity Administrator virtual appliance.

/aicc

Use this REST API to retrieve or configure information about the Lenovo XClarity Administrator virtual
appliance.

HTTP methods
GET, PUT

GET /aicc

Use the method to retrieve information about the Lenovo XClarity Administrator, such as NTP server settings,
date and time settings, services that are currently running, and the build level.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/aicc

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

Response body

Attributes Type Description
appliance Object Information about the current instance of the XClarity Administrator
virtual appliance
build String Current build level
date String Current date and time
name String Current appliance name
runlevel Integer Current state of the appliance. This can be one of the following
values.

® 0. The appliance is halted.
¢ 3. The appliance is operating normally.
e 6. The appliance is restarting.

status String Current status of the appliance. The value is always “Normal.”
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Attributes Type Description
uuid String UUID of the appliance
version String Current version number
appliance_states Object List of all available appliance states
description String Appliance-state description
runlevel Integer Appliance-state value
date Object Information about the current date on the XClarity Administrator
date_time String Date and time
parts Array Information about the current time
yyyy Integer Year
mm Integer Month
dd Integer Day
hours Integer Hour
mins Integer Minute
secs Integer Second
time_format String Time format. This can be one of the following values.
e 12, (default). 12-hour clock
® 24.24-hour clock
timezone String Current time zone
timezone_id String Time zone ID
timezones Object Information about all available time zones
daylight_saves Integer Amount of time to be added to local standard time to get the current
time. This can be one of the following values.
e 3600000. If use_daylight is true, adds 3600000 milliseconds (one
hour).
e 0. fuse_daylight is false, adds 0 milliseconds.
display_name String Time zone name
id String Time zone ID
offset Integer Coordinated Universal Time (UTC) offset (for example, -5 or +4)
uses_daylight Boolean Indicates whether daylight saving time is used. This can be one of the
following values.
¢ true. Daylight saving time is used.
¢ false. Daylight saving time is not used.
utc_offset_raw Integer UTC offset (for example, -5 or +4)
utc_offset_w_dst Integer UTC offset adjusted for daylight saving time, if applicable (for
example, -5 or +4)
uses_daylight Boolean Identifies whether daylight saving time is used. This can be one of the
following values.
e true. Daylight saving time is used.
¢ false. Daylight saving time is not used.
utc_offset Integer UTC offset (for example, -5 or +4)
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Attributes Type Description
utc_offset_raw Integer UTC offset (for example, -5 or +4)
utc_offset_w_dst Integer UTC offset adjusted for daylight saving time, if applicable (for
example, -5 or +4)
network_interfaces Array List of XClarity Administrator network interfaces
id String Network ID (such as “eth0” or “eth1”)
ip_addresses Array IPv4 and IPv6 addresses for this interface
assign_method String Assignment method used for this IP address. This can be one of the
following values.
o static
e dhcp
¢ auto
ip String IPv4 or IPv6 address
ip_linklocal Boolean | Indicates whether this address is an IPv6 link local address. This can
be one of the following values.
e true. This address is an IPv6 link local address.
¢ false. This address is not an IPv6 link local address.
prefix_length Integer Prefix length (in bits) for this IP address
version Integer IP version of this address. This value is either “4” or “6”.
mac_address String MAC address
role Array of Roles that are performed by this interface. This can be one or more of
strings the following values.
* none
e management
e osdeployment
rpf String
ntp Object Information about the NTP server that is associated with XClarity
Administrator.
servers Array of List of NTP servers
objects
authenticated Boolean | Indicates whether the XClarity Administrator is authenticated with the
NTP server. This can be one of the following values.
e true. XClarity Administrator is authenticated with the NTP server.
e false. XClarity Administrator is not authenticated with the NTP
server.
server String IP address or hostname of the NTP server
version Integer Version of the NTP server. This can be one of the following values.
¢ 1. No key authentication is required.
* 3. NTPv3 is used, and key authentication is required. You must
specify the authentication key and index for the NTP server for M-
MD5 or SHA1 or both using the v3_key, v3_key_type, and v3_
key_index parameters.
v3_key String Key value specified in /etc/ntp/keys
v3_key_index Integer Key-index value specified in /etc/ntp/keys
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Attributes Type Description

v3_key_type String Key-type value specified in /etc/ntp/keys. This can be one of the
following values.

¢ M. M-MD5 authentication

¢ SHA1. SHA1 authentication

preferredDisplayName String Property to use to displayed the device names in the user interface.
This can be one of the following values.

e byDefault. Displays the value that is provided by XClarity
Administrator.

userDefinedName

dnsHostname

hostname

ipv4Address

¢ serialNumber

If the selected property is not applicable or is applicable but there is
no value available for a device, then byDefault is used.

preferredSortGridState Boolean | Indicates whether to sort the inventory and groups data using the

value set for the preferredDisplayName attribute. This can be one of

the following values.

¢ true. Sorts the inventory and groups data alphabetically using the
preferredDisplayName attribute.

e false. Sorts alphabetically using byDefault.

service_states Object List of all available service states
description String Service-state description
state Integer Service-state value
services Array List of the XClarity Administrator services
id String Service ID
initd String Service name
pid Integer Process ID
state Integer Current state of the service. This can be one of the following values.

e 0. The service is running.
e 1. The service is stopped but PID file exists.

e 2 The service is stopped but lock file exists.
¢ 3. The service is not running.
* 4. The current state of the service is unknown.
subscriptions Array List of subscriptions
id Integer Subscription ID
monitor_uri String Network-related resource that is to be monitored by XClarity

Administrator.
If monitor_uri is set to “/aicc” or

, every /aicc URI is monitored.

If monitor_uri is set to “”, IP change notifications are received
through DHCP.

submonitor_uri String

uri String Resource to which XClarity Administrator writes a POST when
XClarity Administrator detects a change in monitored resource.

The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.
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The following example is returned if the request is successful.

{
"appliance": {
"build": "686",
"date": "686",

"name": "LXCA - 10.240.61.98",
"runlevel": 3,
"status": "Normal",
"uuid": "963602b8-edaf-4183-hf18-e842dh92f610",
"version": "2.99.99"
}

appliance_states": [{
"description": "Halt the appliance”,

“runlevel": 0
5
{
"description”: "Reboot the appliance”,
“runlevel": 6
M,
"date": {
"date_time": "August 6, 2018 11:29:41 AM EDT",
"parts": {
"yyyy": 2018,
“mm": 8,
"dd": 6,
“hours": 11,
“mins": 29,
“secs": 41
5
"time_format": "12",
"timezone": "Eastern Standard Time",
"timezone_id": "America/New_York",
"timezones": [{
“daylight_saves": 0,
“display_name": "Greenwich Mean Time",
"id": "Africa/Abidjan",
"offset": 0,
"uses_daylight": false,
“utc_offset_raw": 0,
"utc_offset_w_dst": 0
1,
{
“daylight_saves": 0,
“display_name": "Mountain Standard Time",
“jd": "MST",
"offset": -25200000,
"uses_daylight": false,
"utc_offset_raw": -25200000,
“utc_offset_w_dst": -25200000
H,
"uses_daylight": true,
"utc_offset": -18000000,
"utc_offset_raw": -18000000,
"utc_offset_w_dst": -14400000
}

network _interfaces": [{
Il_idll: Ilethﬂll’
"ip_addresses": [{
"assign_method": "static"
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“ip": "fe80:0:0:0:215:5dff:fe3f:f143%eth0",
"ip_linklocal": "true",
“prefix_length": 64,

"version": 6

I

{
"assign_method": "none",
"ip": "0::0%0",
"ip_linklocal": "false",
"prefix_length": 64,
"version": 6

H,

"mac_address": "00:15:5D:3F:F1:43",

"role": ["management","osdeployment"],
“rpf": "RFC3704Strict"

H,
"ntp": {
"servers": [{
"authenticated": true,
"server": "time-a.nist.gov",
"version": 3
"v3_key": "123456789012345678901234567890abcdefabcd",
"v3_key_index": 3,
"v3_key_type": "M",
I
{
"authenticated": true,
"server": "us.pool.ntp.org”,
"version": 3,
"v3_key": "123456789012345678901234567890abcdefabcd"
"v3_key_index": 1,
"v3_key_type": "SHA1",
H
}

preferredDisplayName": "byDefault”,

“preferredSortGridState": true,

"service_states": [{
"description": "Service is running",
"state": 0

I

{
"description": "Special purpose state used to trigger restart through
"state": 191

H,

"services": [{

"id": "core",

"initd": "xhmc-core",

"pid": 1962,

"state": 0

"id": "xcat",
"initd": "xcatd",
"pid": 18247,
"state": 0

H,

"subscriptions”: [{
"id": 1,
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"monitor_uri": "/aicc",
“submonitor_uri": "/ntp",

"uri": "/ntpNotification"
1
{
"id": 2,
"monitor_uri": "/aicc/network/interfaces",
"submonitor_uri": "",
"uri": "/netchangenotsec"
H
}
PUT /aicc

Use this method to configure Lenovo XClarity Administrator settings (such as NTP server settings, date and
time settings, and services that are currently running), change the virtual appliance name, and restart or

shutdown the virtual appliance.

Note: Restarting or shutting down the virtual appliance causes any outstanding jobs to be interrupted and

stopped. Before calling PUT /aicc to shut down or restart the virtual appliance, use GET /tasks to check for

any outstanding jobs.

Authentication

Authentication with user name and password is required.

Request URL

PUT https://{management_server_IP}/aicc

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
appliance Optional | Object Information about the current instance of the XClarity
Administrator virtual appliance
name Optional | String Name of the virtual appliance
runlevel Optional | Integer Appliance run level. This can be one of the following
values.
¢ 0. Shut down
* 6. Restart
date Optional | Object Information about the current date and time on XClarity
Administrator
parts Optional | Array Current date and time
yyyy Optional | Integer Year
mm Optional | Integer Month
dd Optional | Integer Day
hours Optional | Integer Hour
mins Optional | Integer Minute
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Attributes

Re-
quired /
Optional

Type

Description

Secs

Optional

Integer

Second

time_format

Optional

String

Time format. This can be one of the following values.
e 12. (default). 12-hour clock
e 24.24-hour clock

timezone_id

Optional

String

Time zone ID

ntp

Optional

Object

Information about the NTP server that is associated with
XClarity Administrator

servers

Optional

Array of
objects

List of NTP servers

server

Required

String

IP address or hostname of the NTP server

sync

Required

Boolean

Indicates whether XClarity Administrator synchronizes
with the NTP server specified with the server attribute.

version

Optional

Integer

Version of the NTP server. This can be one of the

following values.

¢ 1. No key authentication is required.

e 3. NTPv3 is used, and key authentication is required.
You must specify the authentication key and index for
the NTP server for M-MD5 or SHA1 or both using the
v3_key, v3_key_type, and v3_key_index parameters.

v3_key

Optional

String

Authentication key. This can be one of the following

values.

e For the M-MD?5 key, specify an ASCII string.

e For the SHA1 key, specify a 40-character ASCII string,
including only 0-9 and a-f.

Note: The key index and authentication key must match

the key ID and password values set on the NTP server.

See the documentation for your NTP server for

information about setting the key ID and key index.

v3_key_index

Optional

String

Authentication key index

Note: The key index and authentication key must match
the key ID and password values set on the NTP server.
See the documentation for your NTP server for
information about setting the key ID and password.

v3_key_type

Optional

String

Authentication key-type. This can be one of the following
values.

e M. M-MD5 authentication

e SHA1. SHA1 authentication

preferredDisplayName

Optional

String

Property to use to displayed the device names in the user
interface. This can be one of the following values.

e byDefault. Displays the value that is provided by
XClarity Administrator.

userDefinedName

dnsHosthame

hosthame

ipv4Address

¢ serialNumber

If the selected property is not applicable or is applicable
but there is no value available for a device, then
byDefault is used.
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Re-
quired /
Attributes Optional | Type Description

preferredSortGridState Optional | Boolean | Indicates whether to sort the inventory and groups data

using the value set for the preferredDisplayName

attribute. This can be one of the following values.

¢ true. Sorts the inventory and groups data
alphabetically using the preferredDisplayName
attribute.

e false. Sorts alphabetically using byDefault.

services Optional | Array List of the XClarity Administrator services

id Optional | String Service ID
To obtain the service IDs, use GET /aicc.

state Optional | Integer Current state of the service. This can be one of the
following values.
¢ 191. Restart the service.

vaSettings Optional | Object Cryptographic and certificate settings for this XClarity
Administrator instance.

certificate Optional | String Apache server certificate readiness. This can be one of

the following values.

e ready

¢ not available. The OS deployment role is not enabled
for any XClarity Administrator network interfaces ( see
Configuring network access in the Lenovo XClarity
Administrator online documentation).

¢ NA. (default) The certificate is not generated.

cryptographicMode Optional | String Cryptographic mode. This can be one of the following

values.

e COMP. (default) This mode is compatible with older
firmware versions, browsers, and other network clients
that do not implement strict security standards that are
required for compliance with NIST SP 800-131A.

e NIST. This mode is designed to comply with the NIST
SP 800-131A standard.

e NA.

For more information about these settings, see Setting the

cryptography mode and communication protocols in the

Lenovo XClarity Administrator online documentation.

tlsMode Optional | String Minimum TLS protocol version to use for client
connections. This can be one of the following values.

e tls1.2. TLS v1.2 and later can be used

e tls1.3. TLS v1.3 and later can be used

e NA

For more information about these settings, see Setting the
cryptography mode and communication protocols in the
Lenovo XClarity Administrator online documentation.

The following example sets an NTPv1 server.

{
"ntp": {
"servers": [{
"server": "1.1.1.2",
"version": 1
H
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}

The following example sets an NTPv3 server using both M-MD5 and SHA1 authentication.
{

ntp": {
"servers": [{
"server": "time-a.nist.gov",
"version": 3

"v3_key": "123456789012345678901234567890abcdefabcd”,
"v3_key_index": 3,
"3 key type": "M",

3
{
"server": "us.pool.ntp.org”,
"version": 3,
"v3_key": "123456789012345678901234567890abcdefabcd”
"v3_key_index": 1,
"v3_key_type": "SHA1",
3

}

The following example synchronizes XClarity Administrator with the NTP server.
{

"ntp": {
"servers": [{
"server": "time-a.nist.gov",
"sync": "true"
}]
}
}
The following example sets the clock setting and time zone.
{
"date": {
"time_format": "24",
“timezone_id": "America/ New_York"
}
}
The following example sets the date and time.
{
"date": {
"parts": {
"yyyy": 2014,
"dd": 7,
"“mm": 5,
"hours": 2,
"mins": 10,
"secs": 24
}
}
}

The following example restarts network services.
{
"services": [{
"id": "network",
"state": 191
}H
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}

The following example shuts down the virtual appliance.

{
"appliance": {
“runlevel”: 0
}
}
The following example restarts the virtual appliance.
{
"appliance": {
"runlevel": 6
}
}
The following example changes the virtual appliance name.
{
“appliance": {
"name": "myAppliance"”
}
}

The following example displays the device names and sorts tables in the web interface using the IPv6
address of the device.
{

“preferredDisplayName”: "ipvéAddress"”.
"preferredSortGridState": true
}

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

None

/aicc/network/host

Use this REST API to retrieve or configure information about the Lenovo XClarity Administrator host.

HTTP methods
GET, PUT

GET /aicc/network/host

Use the method to retrieve the Lenovo XClarity Administrator host settings.
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Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/aicc/network/host

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
domain_name String Domain name of the virtual appliance
dns_servers Array IP addresses that is used to resolve DNS queries
ip String IP address of the DNS entry
priority Integer Relative priority of the DNS entry
hostname String Hostname of the virtual appliance
proxy Array Information about the proxy server
enabled Boolean | Indicates whether the proxy server is enabled. This can be one of the
following values.
¢ true. The proxy server is enabled.
e false. The proxy server is disabled.
ip String IPv4 or IPv6 address of the proxy server
isPasswordSet Boolean | Indicates whether the password is set for the proxy server. This can
be one of the following values.
e true. The password is set.
¢ false. The password is not set.
port Integer Port number of the proxy server
userid String User ID used to access the proxy server

The following example is returned if the request is successful.
{

"domain_name": "",

“dns_servers": [{
“ip": "10.240.0.10",
"priority": 1

I

{
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"ip": "10.240.0.11",

"priority": 2
H,
"hostname": "localhost",
"proxy": {
"enabled": false,
ipt: ",
"isPasswordSet": false,
“port": 0,
"userid": ""
}
1}
PUT /aicc/network/host

Use this method to configure the Lenovo XClarity Administrator host settings.

Authentication

Authentication with user name and password is required.

Request URL

PUT https://{management_server_IP}/aicc/network/host

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
domain_name Optional | String Domain name of the virtual appliance
dns_servers Required | Array IP addresses to be used to resolve DNS queries
ip Required | String IP address of the DNS entry
priority Integer String Relative priority of the DNS entry
hostname Optional | String Hostname of the virtual appliance
proxy Array Array Information about the proxy server
enabled Boolean | Boolean | Indicates whether the proxy server is enabled. This can
be one of the following values.
e true. The proxy server is enabled.
e false. The proxy server is disabled.
ip String String IPv4 or IPv6 address of the proxy server
password String String Password for the user ID
port Integer Integer Port number of the proxy server
userid String String User ID used to access the proxy server

The following example sets the hostname.

{
}

"hostname": "my_host"
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The following example sets the domain name.

"domain_name": "my_domain"

The following example configures the DNS servers.

"dns_servers": [{

"ip": "1.1.1.10",
"priority": 1

"ip": "2.2.2.20",
"priority": 2

"ip": "3.3.3.30",
"priority": 3

The following example configures the proxy server.

||proxg||: {

{

}

{
h
{
})
{
H

}

{
}

}

“enabled": true,
Ilipll: II1.1.1.1II’

"password": "password",

"port": 11,
"userid": "userid"

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None

/aicc/network/hostname

Use this REST API to retrieve the Lenovo XClarity Administrator hostname.

HTTP methods

GET

GET /aicc/network/hostname

Use this method to return the Lenovo XClarity Administrator hostname.
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Authentication

Authentication is not required.

Request URL

GET https://{management _server_IP}/aicc/network/hostname

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Parameters Type Description

hostname String XClarity Administrator hostname

The following example is returned if the request is successful.
{

}

"hostname": "localhost"

/aicc/network/interfaces/{id}

Use this REST API to retrieve or configure information about the Lenovo XClarity Administrator network
interfaces.

HTTP methods
GET, PUT

GET /aicc/network/interfaces/{id}
Use the method to retrieve the information about a specific Lenovo XClarity Administrator network interface.

Authentication

Authentication with user name and password is required.

Request URL
GET https://{management _server_IP}/aicc/network/interfaces/{id}

where {id} is the network interface ID, such as eth0 or ethl.

Query parameters
None
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Request body

None

Response codes

Code Description
200 OK
404 Not found
Code Description Comments
200 OK The request completed successfully.
404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.
500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
id String Network interface ID (such as “eth0” or “eth1”)
ip_addresses Array of Information about the IP addresses
objects
assign_method String Assignment method used for this IP address. This can be one of the
following values.
¢ static
e dhcp
¢ auto
ip String IPv4 or IPv6 address
ip_linklocal String Identifies whether this address is an IPv6 link local address. This can
be one of the following values.
¢ true. This address is an IPv6 link local address
¢ false. This address is not an IPv6 link local address
prefix_length Integer Prefix length (in bits) for this IP address
version Integer Type of IP address. This can be one of the following values.
® 4. |Pv4 addresses
® 6.|Pv6 addresses
mac_address String MAC address
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Attributes Type

Description

role Array of
strings

Roles that are performed by this network interface. This can be one or
more of the following values.

* none

e management

e osdeployment

Note: The first network interface (for example, eth0), is always set to
management. If a second network interface (for example, eth1) is
added, you can use it for OS deployment.

rpf String

Reverse path forwarding settings on the network interface. This can

be one of the following values.

¢ Disabled. Reverse path forwarding is disabled.

* RFC3704Strict. Checks the source address of the incoming
packet against the Forwarding Information Base (FIB). If packet is
received on the interface that would be use to forward the traffic to
the source of the packet, then the packets are allowed to pass
through. Otherwise, the packages are discarded.

e RFC3704Loose. Checks the source address of the incoming
packet against the Forwarding Information Base (FIB). If the source
address is reachable from any interface on that route, the packets
are allowed to pass through. Otherwise, the packages are
discarded.

The following example is returned if the request is successful.

[{

"id": "eth0",

"ip_addresses": [{
"assign_method": "static",
“ip": "fe80:0:0:0:5054:ff:fe03:4da9%2",
"ip_linklocal": "true",
"prefix_length": 64,
"version": 6

1

{

"assign_method": "static",
“ip": "10.243.2.189",
"ip_linklocal": "false",
"prefix_length": 20,
"version": 4

1

{

"assign_method": "dhcp",
"ip": "0::0%0",
"ip_linklocal": "false",
"prefix_length": 64,
"version": 6

H,

"mac_address": "52:54:00:03:4D:A9",

“role": ["management"],

“rpf": "RFC3704Strict"

H

PUT /aicc/network/interfaces/{id}

Use this method to configure the settings for a specific network interface.

Authentication

Authentication with user name and password is required.
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Request URL

PUT https://{management_server_IP}/aicc/network/interfaces/{id}

where {id} is the network interface ID, such as eth0 or eth1.

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
id Required | String Network interface ID (such as “eth0” or “eth1”)
ip_address Required | Array Information about the IP addresses
assign_method Required | String Assignment method used for this IP address. This can be
one of the following values.
e static
e dhcp
e auto
ip Required | String IPv4 or IPv6 address
prefix_length Required | Integer Prefix length (in bits) for this IP address
version Required | Integer IP version of this address. This can be one of the
following values.
e 4
e 6
role Required | Array of Roles that are performed by this network interface. This
strings can be one or more of the following values.

* none

¢ management

¢ osdeployment

Note: The first network interface (for example, eth0), is
always set to management. If a second network interface
(for example, eth1) is added, you can use it for OS
deployment.

The following example sets DHCP IPv6 address and static IPv4 address for the ethQ interface using PUT

/aicc/network/interfaces/eth0.
{
"id": "etho"
"ip_addresses": [{
"assign_method": "dhcp",

"version": 6

I

{
"assign_method": "static",
"ip": "1.1.1.1",
"prefix_length": 24,
"version": 4

H,

“role": ["management"]
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The following example sets an IPv6 address using auto configuration for the eth1 interface using PUT /aicc/
network/interfaces/eth1.

{

"id": "ethl",

ip_addresses™: [{

"assign_method": "auto",

"version": 6

}H

"role": ["osdeployment"]

}

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

Attributes Type Description
result String Results of the request. This can be one of the following values.
e success. The request completed successfully.
¢ failed. The request failed. A descriptive error message was
returned.
e warning. The request completed with a warning. A descriptive
error message was returned.
messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.
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"result": "success",
"messages": [{
"id": "FQXHMNMOOOOTI",
"text": "The network specified configuration has been set successfully.",
“recovery": {
"teXt": Illl,
Ilurlll: nn
}

explanation": "The user has set a new network configuration."

1

/aicc/network/ipdisable

Use this REST API to retrieve or modify the IP address enablement state.
HTTP methods

GET, PUT

GET /aicc/network/ipdisable

Use the method to retrieve the enablement state of IPv4 and IPv6 addresses.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/aicc/network/ipdisable

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Attributes Type Description
ip_status Array of Information about the enablement state for IPv4 and IPv6 addresses
objects
ip_version Integer Type of IP address. This can be one of the following values.
® 4 |Pv4 addresses
® 6.|Pv6 addresses
ip_disable Integer Indicates whether the IP addresses are enabled or disabled. This can
be one of the following values.
e 0. Enable the specified addresses.
¢ 1. Disable the specified addresses.

The following example is returned if the request is successful.

{

"ip_status": [{
"ip_disable": 0,
"ip_version": 4

1

{

"ip_disable": 0,
"ip_version": 6
H
}

PUT /aicc/network/ipdisable

Use this method to enable or disable IPv4 or IPv6 addresses. You must enable or disable the IP addresses

one at a time.

Authentication

Authentication with user name and password is required.

Request URL

PUT https://{management_server_IP}/aicc/network/ipdisable

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
ip_version Required | Integer Type of IP address. This can be one of the following
values.
® 4. |Pv4 addresses
® 6.|Pv6 addresses
ip_disable Required | Integer Indicates whether the IP addresses are enabled or

disabled. This can be one of the following values.
¢ 0. Enable the specified addresses.
¢ 1. Disable the specified addresses.

The following example enables |IPv4 addresses:
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"ip_version" : 4,

“ip_disable" : 0
}
The following example disables IPv4 addresses:
{
"ip_version" : 4,
“ip_disable" : 1
}
Response codes
Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None
/aicc/network/routes

Use this REST API to retrieve or configure information about Lenovo XClarity Administrator routes.

HTTP methods

GET, PUT

GET /aicc/network/routes

Use the method to retrieve information about all Lenovo XClarity Administrator routes.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management _server_IP}/aicc/network/routes

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.
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Response body

Attributes

Type

Description

routes

Array

Information about network routes

destination

String

Destination IPv4 or IPv6 address for this route. This attribute is not
returned for default routes.

dev

String

Device that is used to connect to the device that is specified by
nexthop (either “eth0” or “eth1”). This attribute is not returned for
default routes.

ip_version

Integer

IP version of this route. This value is either “4” or “6”

nexthop

String

IP address of the router that is used to forward packets to the address
that is specified by destination

prefix_len

Integer

Number of bits in the network mask, or the prefix that is to be applied
to the device that is specified by destination to get the subnet. This
can be one of the following values.

e 0. Default route.

e 32. If the value of ip_version is 4, this indicates a host route.

e 128. If the value of ip_version if 6, this indicates a host route.

All other values are network routes.

The following example is returned if the request is successful.

{

"destination": "100.10.10.10",

"destination”: "2001:db7:1::",

"nexthop": "2002:97h:c2bb:83d:5054:ff:fe2c:eefe”,

"destination": "2002:97b:face:83d:5054:ff:fe2c:eefe”,

"nexthop": "2002:97b:c2bbh:83d:5054:ff:fe2c:eefe”,

“routes": [{
"dev": "eth0",
“ip_version": 4,
"nexthop": "192.168.56.1",
"prefix_len": 32

I8

{
"dev": "ethd",
"destination": "10.10.10.0",
"ip_version": 4,
“nexthop": "192.168.56.1",
"prefix_len": 24

b

{
"ip_version": 4,
“nexthop": "10.0.3.2",
"prefix_len": 0

I8

{
"dev": "eth1",
"ip_version": 6,
"prefix_len": 64

1

{
"dev": "eth1",
"ip_version": 6,
"prefix_len": 128

}H

Chapter 2. Virtual appliance management 27



PUT /aicc/network/routes

Use this method to configure the Lenovo XClarity Administrator route settings.

Authentication

Authentication with user name and password is required.

Request URL

PUT https://{management_server_IP}/aicc/network/routes

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
routes Required | Array Information about network routes

destination Optional | String Destination IPv4 or IPv6 address for this route

dev Required | String Interface to be used to connect to the device that is
specified by nexthop (either “eth0” or “eth1”)

ip_version Required | Integer IP version of this route. This value is either “4” or “6.”

nexthop Required | String IP address of the router to be used to forward packets to
the address that is specified by destination

prefix_len Optional | Integer Number of bits in the network mask, or the prefix that is to
be applied to the device that is specified by destination
to get the subnet. This can be one of the following values.
e 0. Default route.
e 32. If the value of ip_version is 4, this indicates a host

route.
e 128. If the value of ip_version if 6, this indicates a host
route.

All other values are network routes.

The following example sets the IPv4 default route.
{
"routes": [{
"ip_version": 4,
"nexthop": "192.168.56.1",
“prefix_len": 0
1
{

H
}

The following example sets an IPv4 route.
{
"routes": [{
"destination”: "100.10.10.10",
"dev": "eth0",
"ip_version": 4,
"nexthop": "192.168.56.1",
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"prefix_len": 32

}
{
3
}
The following example sets the default IPv6 route.
{
"routes": [{
"ip_version": 6,
"nexthop": "2002:97h:c2bh:83d:5054:ff:fe2c:eefe”,
"prefix_len": 0
}7
{
}H
}
The following example sets an IPv6 route.
{
“routes": [{
"destination": "2002:97b:c2bb:83d::",
"de\l": "ethl",
"ip_version": 6,
"nexthop": "2002:97b:c2bh:83d:5054:ff:fe2c:eefe”,
"prefix_len": 64
H,
{
}
}

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

None

/aicc/subscriptions

Use this REST API to retrieve or add a Lenovo XClarity Administrator subscriptions. When you add a
subscription, you will receive notifications for all network related changes.

HTTP methods
GET, POST
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GET /aicc/subscriptions

Use the method to retrieve information about all Lenovo XClarity Administrator subscriptions.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/aicc/subscriptions

Query parameters
None

Request body
None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body

Attributes Type Description

id Integer Subscription ID

monitor_uri String Network-related resource that is to be monitored by XClarity
Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URI is monitored.
If monitor_uri is set to “”, IP change notifications are received
through DHCP.

submonitor_uri String Subresource to be monitored by XClarity Administrator. You will
receive notifications for only this resource

uri String Resource to which XClarity Administrator writes a POST when
XClarity Administrator detects a change in monitored resource
The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.

The following example is returned if the request is successful.

{
"id": 1,
"monitor_uri": "/aicc/network/interfaces",
“submonitor_uri": "",
"uri"
|8
{
"id": 2,
“monitor_uri": "/aicc",
30
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"submonitor_uri": "/ntp",
"uri": "/ntpNotification"

I8
{
"id": 3,
"monitor_uri": "/aicc/network/interfaces",
"submonitor_uri": "",
"uri": "/netchangenotsec"
H

POST /aicc/subscriptions

Use the method to add a subscription to Lenovo XClarity Administrator.

Authentication

Authentication with user name and password is required.

Request URL

POST https://{management_server_IP}/aicc/subscriptions

Query parameters
None
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Request body

Re-
quired /
Attributes Optional | Type Description
monitor_uri={URI} Optional | String Network-related resource that is to be monitored by
XClarity Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URl is
monitored.
If monitor_uri is set to “”, IP change notifications are
received through DHCP.
submonitor_uri={URI/} Optional | String Subresource to be monitored by XClarity Administrator.

You will receive notifications for only this resource.
This can be one of the following values.
e address

e DDNSenabled
DNSenabled
dnsHostnames
domainName
embeddedHypervisorPresence
gateway
globallPv6enabled
hostConfig
hostMacAddresses
hostname

id

iplnterfaces
ipv4Addresses
IPv4assignments
IPvdDHCPmode
IPv4enabled
ipv4ServiceAddress
ipv6Addresses
IPv6assignments
IPv6DHCPenabled
IPv6enabled
ipv6ServiceAddress
IPv6statelessEnabled
IPv6staticEnabled
IPversionPriority
isConnectionTrusted
isRemotePresenceEnabled
label

macAddresses
mgmtProclPaddress
name

prefix
prilPv4userDNSserver
prilPv6userDNSserver
scope
seclPv4userDNSserver
seclPv6userDNSserver
serviceHostName
seclPv6userDNSserver
seclPv4userDNSserver
source

subnet

type
terlPv4userDNSserver
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Re-

quired /
Attributes Optional | Type Description
¢ terlPv6userDNSserver
uri={URI} Required | String Resource to which XClarity Administrator writes a POST

when XClarity Administrator detects a change in
monitored resource

The specified URI must be able to accept POST requests,
where the body of the POST matches the JSON PUT to
monitor_uri.

The following example adds a subscription that monitors all network-related changes.

{
“monitor_uri": "/aicc",
“uri": "/testsubscriber"
}
The following example adds a subscription that monitors all NTP-related network changes.
{
"monitor_uri": "/aicc",
"submonitor_uri": "/ntp",
"uri": "/ntpNotification"
}
Response codes
Code Description Comments
201 Created One or more new resources were successfully created.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
id Integer Subscription ID
monitor_uri String Network-related resource that is to be monitored by XClarity
Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URI is monitored.
If monitor_uri is set to “”, IP change notifications are received
through DHCP.
submonitor_uri String Subresource to be monitored by XClarity Administrator. You will
receive notifications for only this resource
uri String Resource to which XClarity Administrator writes a POST when
XClarity Administrator detects a change in monitored resource
The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.
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The following example is returned when a subscription is created that monitors all network-related changes.

{
"id": 2,
"monitor_uri": "/aicc",
"submonitor_uri": "",
"uri": "/ntpNotification"
}
The following example is returned when a subscription is created that monitors all NTP-related network
changes.
{
"id": 6,

“monitor_uri": "/aicc",
“submonitor_uri": "/ntp",

uri": "/ntpNotification"

/aicc/subscriptions/{id}

Use this REST API to retrieve information about or delete a specific Lenovo XClarity Administrator
subscription.

HTTP methods
GET, DELETE

DELETE /aicc/subscriptions/{id}
Use the method to a specific Lenovo XClarity Administrator subscription.

Authentication
Authentication with user name and password is required.

Request URL
DELETE https://{management_server_IP}laicc/subscriptions/{id}

where {id} is the subscription ID. To obtain the subscription ID, use the GET /aicc/subscriptions method.

Query parameters

None

Request body
None

Response codes

Code Description Comments
200 OK The request completed successfully.
404 Not found A specified resource cannot be found. A descriptive error message is returned in

the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

None

GET /aicc/subscriptions/{id}

Use this method to return information about a specific Lenovo XClarity Administrator subscriptions.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management _server_IP}/aicc/subscriptions/{id}

Query parameters

None

Request body
None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
id Integer Subscription ID
monitor_uri String Network-related resource that is to be monitored by XClarity
Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URI is monitored.
If monitor_uri is set to “”, IP change notifications are received
through DHCP.
submonitor_uri String Subresource to be monitored by XClarity Administrator. You will
receive notifications for only this resource
uri String Resource to which XClarity Administrator writes a POST when

XClarity Administrator detects a change in monitored resource
The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.

The following example is returned if the request is successful.

{
"id": 2,
"monitor_uri": "/aicc",
"submonitor_uri": "/ntp",
"uri": "/ntpNotification"
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/FQDNConfigRequest

Use this REST API to modify the management server’s fully-qualified domain name (FQDN) and DNS
configuration on managed devices with IMM2, XCC, and CMM or validates communication between the
management server and managed devices using the set values.

Important: You must be a member of a user group to which the predefined Supervisor role is assigned.
Note: This REST API requires Lenovo XClarity Administrator v4.0.0 or later.

HTTP methods
POST

POST /FQDNConfigRequest

Use this method to modify the management server’s fully-qualified domain name (FQDN) and DNS
configuration on managed devices with IMM2, XCC, and CMM or validates communication between the
management server and managed devices using the set values.

This method starts a job that runs in the background to perform the operation. The response header includes
a URI in the form /tasks/{task_id} (for example, /tasks/12) that represents the job that is created to perform
this request. You can use GET /tasks/{job_list} to monitor the status and progress of the job. If a job was not
successfully started, refer to the response code and response body for details.

Attention: A successful response indicates that the request was successfully transmitted and accepted by
the management server. It does not indicate that the operation that is associated with the job was
successful.

Important: You must be a member of a user group to which the predefined Supervisor role is assigned.

Note: This REST API requires Lenovo XClarity Administrator v4.0.0 or later.

Authentication

Authentication with user name and password is required.

Request URL
POST https://{management_server_IP}/FQDNConfigRequest

Query parameters

Re-
quired /
Parameter Optional | Description
validationOnly={Boolean} Optional | Indicates whether to validate communication or push FQDN and DNS
configuration to managed devices. This can be one of the following
values.

¢ true. Validates and returns a list of UUIDs for applicable managed
devices to modify the management server’s FQDN and DNS
configuration.

¢ false. (default) Modifies the management server’'s FQDN and DNS
configuration on managed devices
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The following example validates communication with managed devices.
POST https://192.0.2.0/FQDNConfigRequest?validationOnly=true

The following example modifies the management server’s FQDN and DNS configuration on managed
devices.
POST https://192.0.2.0/FQDNConfigRequest

Request body

If validationOnly=false, specify the following attributes in the request body. Otherwise, there is no request
body.

Re-
quired /
Attributes Optional | Type Description

dns_action Required | String Indicates the action to use to modify DNS entries on

managed devices. This can be one of the following

values.

e NONE. No action is taken.

e ADD. Appends entries if different than existing. This is
applicable only if fqdnEnabled is set to true.

¢ UPDATE. Replace existing with given entries. This is
applicable only if fqdnEnabled is set to true.

e DELETE. Removes DNS entries that matches with the
given entries. This is applicable only if fqdnEnabled is
set to false.

e DELETE_ALL. Removes all DNS entries. This is
applicable only if fqdnEnabled is set to false.

dns_servers Required | Array of Information about IP addresses that are used to resolve
objects DNS queries

ip Required | String IP address of the DNS entry

priority Required | Integer Relative priority of the DNS entry into available slots
This is applicable only if fqdnEnabled is set to true.

fqdn Required | String Fully qualified domain name of the management server

fgdnEnabled Required | Boolean | Indicates whether to use the management servers’ FQDN
to communicate with managed devices.

e true

e False.

uuids Required | Array of List of UUIDs of managed devices for which FQDN and
strings DNS configuration to be modified

The following example adds the management server’s FQDN and DNS configuration to three specific
managed devices.
{

"dns_action": "ADD",
"dns_servers": [{
“ip": "192.0.2.10",

"priority": 1

5

{
"ip": "192.0.2.11",
"priority": 2

3,

“fqdn": "labs.company.com",
"fgdnEnabled": true,
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"uuids": [ "20220629175643902E1606DE5E262002", "14DEE51A0682433FB1D5B4A6B5DB282F",
"20220629175643902E1606DE5E262002" ]

}

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

The following attribute is returned if the request is successful and validationOnly=true. Otherwise, no
response is returned.

Attributes

Type Description

uuids

Avrray of List of UUIDs of managed devices for which FQDN and DNS
strings configuration was updated

The following example is returned if the request is successful.

{

“uuids": [ "20220629175643902E1606DE5E262002", "14DEE51A0682433FB1D5B4A6B5DB282F",
"20220629175643902E1606DE5E262002" ]
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Chapter 3. Discovery and management

The following resources are available for performing discovery, manage, and unmanage functions.

/csvRequest
Use this REST API to manage devices using a bulk-import CSV file.

HTTP methods
POST

POST /csvRequest

Use this method to manage devices using a bulk-import CSV file.

Notes:

¢ The bulk import file must be in a comma-delimited CSV format.

¢ When managing switches using bulk import, HTTPS is enabled on the switch, and NTP clients on the
switch are configured to use the NTP settings from the management server. To change these setting, use
POST /manageRequest.

For information about downloading a template (Excel or CSV format) and completing the bulk import file, see
Managing systems in the Lenovo XClarity Administrator online documentation.

Authentication

Authentication with user name and password is required.

Request URL

POST https://{management_server_IP}/csvRequest

Query parameters
Re-
quired /
Parameters Optional | Description
validationOnly={Boolean} Optional | Indicates whether to only validate the bulk-import (CSV) file. This can

be one of the following values.

¢ true. Validates the contents of the bulk-import CSV file, but does
not manage the devices.

¢ false. (default) Manages devices that are defined in the bulk-import
CSV file.

The following example validates the bulk-import CSV file.
POST https://192.0.2.0/csvRequest?validationOnly=true

The following example manages devices that are defined in the bulk-import CSV file.
POST https://192.0.2.0/csvRequest
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Request body

Use the “multipart/form-data” media type to import the CSV file. Use the attributes in the following table as
the multipart name in the body. For more information about the multipart/form-data media type, see
Returning Values from Forms: multipart/form-data webpage.

Request example

HTTP Header
Content-Type: multipart/form-data; boundary=AaB03x

Request body

--RaB03x
Content-Disposition: form-data; name="uploadedfile"; filename="bulk_manage.csv"
Content-Type: application/octet-stream

--AaB03x--

Response codes

Code Description Comments

200 OK The request completed successfully.

201 Created One or more new resources were successfully created.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If this POST method results in a job getting started, the response header includes a URI in the form /augusta/
discovery/jobs/{job_id} (for example, /augusta/discovery/jobs/12) that represents the job that is monitored
by the management server. You can use GET /csvRequest/jobs/{job_id} to determine the status of the job.

If a job was not successfully started, refer to the response code and response body for details.

Note: A successful response indicates that the request was successfully transmitted and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Response body
Table 1. Validate in the bulk-import file

The following is response body is returned when validateOnly=true. A JSON object is returned for each row
in the bulk-import file.
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Table 1. Validate in the bulk-import file (continued)

Attributes Type Description

currentlP String IP address or hostname for the device

currentUserName String User name for authenticating to the device, if applicable

displayName String Device display name

failedValidationMessages Array of Input errors for the device
strings

roleGroups Array of List of role groups that are permitted to view and manage the device.
strings To get a list of available role groups, use GET /roleGroups.

You can specify only role groups to which the current user belongs.

If you do not specify the roleGroups attribute, the default roles
groups are assigned. You can obtain the list of default role group
using GET /resourceAccessControl.

If you specify roleGroup with an empty or null value, role groups are
not assigned.

Note: If you add devices to a managed chassis, the new devices will
belong to the same role groups as the chassis.

managedAuthentication Boolean | Indicates whether to use local authentication instead of XClarity
Administrator managed authentication. For more information about
managed and local authentication, see Managing the authentication
server in the Lenovo XClarity Administrator online documentation.
This can be one of the following values.

e true. Use XClarity Administrator managed authentication.

¢ false. Use local authentication.

rowNumber Integer Row in the CSV file in which the device input is specified

serialNumber String Device serial number

storedCredentialsID String Stored credential ID that is associated with the device, if applicable.
To find the stored credential ID, use GET /storedCredentials.

type String Device type. This can be one of the following values.
Chassis.

Filler

Rack

Server

Storage

Switch

The following example is returned when validateOnly=true.

[{
"currentIP": "10.243.3.37",
"currentUsername": "USERID",
"displayName": null,
"failedValidationMessages": [],
"roleGroups": ["LXC-SUPERVISOR","LXC-HW-ADMIN",]
"rowNumber": 2,
"serialNumber": null,
"storedCredentialsId": null,
"type": "flexchassis",
"managedAuthEnabled": null

I
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"currentIP": "",

"currentUserName": "JOHN",

"displayName": "Serverl"

"failedValidationMessages": ["Missing IP address or hostname","Invalid device type"],
“roleGroups": "",

"managedAuthentication": false,

"rowNumber": 1,

"serialNumber": "",

"storedCredentialsID": null,

"type": "Server"

1

Table 2. Manage devices in the bulk-import file

The following is response body is returned when validateOnly=false.

Attributes Type Description
result String Results of this operation. This can be one of the following values.
® success
e warning
¢ failure
statusCode String Response code
statusDescription String Response description
messages Array of Information about zero or more messages
objects
id String Message identifier of a returned message
explanation String Additional information to clarify the reason for the message
recovery String User actions that can be taken to recover from the event
recoveryUrl String Link to the help system for more information, if available
text String Message text associated with the message identifier

The following example is returned when validateOnly=false.

{
"result": "failure"
"statusCode": 400,
"statusDescription”: "There was an error parsing the input to the bulk import request.”,
"messages”: [{
"id": "FQXDM0558G",
"explanation”: "Field \"ManagedAuthEnabled\" is not allowed when field \"Type\" has
value \"flexchassis\".",
"recovery”: "Correct the default values that are specified in the bulk import dialog and
the data on line 5 of the CSV file, and try again.",

“recoveryUrl": "",
"text": "A field was specified that is not compatible with the value of another field."

"id": "FQXDMO557G",
"explanation”: "Field \"StoredCredentialsId\" is not allowed when field \"NewPassword\"
is specified."”,
“recovery”: "Correct the default values entered in the bulk import dialog and/or the data
on line 6 of the CSV file and try again.",

"recoveryUrl": "",
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"text": "Incompatible fields were specified."

H

/csvRequest/jobs/{job_id}

Use this REST API to monitor the status of a management request management request using a bulk-import
CSV file.

HTTP methods
GET

GET /csvRequest/jobs/{job_id}
Use this method to monitor the status of a management request using a bulk-import CSV file.

Authentication

Authentication with user name and password is required.

Request URL
GET https://{management_server_IP}/csvRequest/jobs/{job_id}

where fjob_id} is the job ID that was returned by the POST /csvRequest method.

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Attributes Type Description
progress Double Percentage complete of the bulk management job. This can be one of
the following values.
e 0.0. Created.
e 50.0. In progress.
e 100.0. Complete.
results Array of Results of the bulk management jobs
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID
messageAttributes String This can be one of the following values.
e device IP if not null
e device serial number if not null
e device UUID
progress Long Percentage complete of the management job. If the job is complete,
“JOB_DONE” is returned
result String Result of the request. This can be one of the following values.
¢ INCOMPLETE. The request is not complete.
e SUCCESS. The request was successful.
e FAILED. The request failed.
resultLongDescription String Detailed description of the result
resultShortDescription String Summarized description of the result
status Object Status details about the list of management steps
description Array of List of message descriptions
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID for the set of management steps
percentage Long Percentage complete of the set of management steps
state String State of the set of management steps. The can be one of the following
values.
e Error
¢ Running
¢ Running_Complete
substatus Array of Results of each of the task in the management job
objects
completed Boolean | Indicates whether the task completed. This can be one of the
following values.
¢ true. The step has completed.
e false. The task has not completed.
id String Name of the management step
longDescription String Long message description
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Attributes Type Description

messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”

messagelD String Message ID of the management step

progress Integer Progress of the management step

shortDescription String Short message description

started Boolean | Indicates if the management step has started. This can be one of the

following values.
e true. The step has started.
e false. The step has not started.

status Object Status details about the individual management step
percentage Integer Percentage complete of the management step
state String State of the management step. This can be one of the following
values.
e ERROR
e PENDING
¢ RUNNING
e RUNNING_COMPLETE
substatus Array of Results of each of the subtask in the management job
objects
userAction String Any user action that is required
taskid Integer Task ID
time_spent Long Duration of the task in milliseconds
uuid String uuID
status Status of the management job. This can be one of the following
values.
¢ 0. Created.
e 50. Incomplete.
e 100. Done.

e 101. Done_Warnimg.

The following example is returned if the request is successful.
{
"progress": 17.647058823529413,
"results": [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.rest.messages”,
"messageID": "0509_LONG",
"messageParameters": "10.243.3.55"
"progress": 17.647058823529413,
“result": "INCOMPLETE",
“resultLongDescription”: "Management job is incomplete”,
"resultShortDescription": "Incomplete"”,
"status": {
"description”: [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1014 LONG"
H,
“percentage”: 17.647058823529413,
“state": "Running",
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"substatus": [{
“completed”: true,
"id": "STARTING",
“longDescription”: "Starting device management job",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1000_SHORT",
“progress”: 100,
“shortDescription": "Starting",
“started": true,
"status": {
"percentage”: 100,
"state": "Complete"

H
"userAction": ""
b
{
“completed”: true,
"id": "NETWORK_CHOICE",
“longDescription”: "Choosing best network path to manage the device",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
“messageID": "1001_SHORT",
“progress”: 100,
“shortDescription": "Network choice"”,
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"
I3
“userAction": ""
I
{
“completed”: true,
“id": "DESCRIPTOR",
“longDescription”: "Creating hardware descriptor”,
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1002_SHORT",
“progress”: 100,
“shortDescription": "Descriptor”,
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"”
H
"userAction": ""
1
{
"completed": true,
“id": "LOGIN",
“longDescription”: "Logging in to device",
“messageID": "1003_SHORT",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
“progress”: 100,
“shortDescription": "Login",
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"
5
"userAction": ""
I
{
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“completed": true,
"id": "DUPLICATE_CHECK",
"longDescription”: "Checking for duplicates of device management",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1004 SHORT",
"progress”: 100,
"shortDescription": "Duplicate check"”,
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"

}

,
userAction":

"completed": false,
"id": "INVENTORY",
"longDescription”: "Collecting device inventory",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1005_SHORT",
"progress": 0,
"shortDescription": "Inventory",
"started": true,
"status": {
“percentage": 0,
"state": "Running",
"substatus": [{
"completed": false,
"id": "INV_CHASSIS",
“longDescription”: "Collecting chassis inventory",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1006_SHORT",
“progress": 0,
"shortDescription”: "Chassis inventory",
“started": true,
"status": {
“percentage”: 0,
“state": "Running"

}

b
userAction":

"completed": false,
"id": "INV_NODES",
"longDescription”: "Collecting node inventory",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1007_SHORT",
“progress": 0,
"shortDescription”: "Node inventory",
"started": true,
"status": {

“percentage”: 0,

“state": "Running"

}

,
userAction":

"completed”: false,

"id": "INV_IOMS",

"longDescription”: "Collection I/0 module inventory",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
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"messageID": "1008_SHORT",
“progress": 0,
"shortDescription”: "I/0 module inventory",
"started": true,
"status": {
"percentage"”: 0,
"state": "Running"

b
"userAction": ""
}H
5
"userAction": ""
h
{
"completed": false,
“id": "INTEROP_CHECK",
"longDescription”: "Verifying device interoperability",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1009_SHORT",
“progress": 0,
“shortDescription": "Interoperability check"”,
“started”: false,
"status": {
"percentage”: 0,
"state": "Pending"
I3
"userAction": ""
1
{

“completed”: false,
"id": "CONFIGURATION",
“longDescription”: "Configuring device for management",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
“messageID": "1010_SHORT",
“progress": 0,
“shortDescription": "Configuration",
"started": false,
"status": {
"percentage": 0,
"state": "Pending",
"substatus": [{
"completed": false,
"id": "CFG_NTP",
"progress": 0,
"longDescription”: "Configuring NTP",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1011 SHORT",
"started": false,
"status": {
"percentage": 0,
"state": "Pending"
5
"shortDescription": "NTP",
"userAction": ""

"completed": false,

"id": "CFG_DNS_UPD",

"longDescription”: "Updating DNS servers ip addresses on CMM as part of the manage chassis
process.",

"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages”,
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"messageID": "1067_SHORT",
“progress": 0,
"shortDescription”: "Updating DNS servers ip addresses on CMM",
"started": false,
"status": {
"percentage”: 0,
"state": "Pending"

}

b
userAction":

“completed": false,
"id": "CFG_SECURITY",
“longDescription”: "Configuring security”,
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1012_SHORT",
“progress": 0,
"shortDescription”: "Security",
"started": false,
"status": {

“percentage”: 0,

“state": "Pending"

}

userAction":

"completed": false,
"id": "CFG_CMGMT",
"longDescription”: "Putting device under centralized management",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1013_SHORT",
“progress": 0,
"shortDescription”: "Centralized management"”,
"started": false,
“status": {
“percentage”: 0,
“state": "Pending"

}

userAction":
H
}

userAction":

"completed": false,
"id": "CFG_CABINET",
"longDescription”: "Configuring Hardware location",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1097_SHORT",
"progress": 0,
"status": {
"percentage": 0,
"state": "Pending"
H
"shortDescription": "Configuring Hardware location",
"started": false,
"userAction": ""
H
1,
“taskid": 371,
"time_spent": 117527,
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"uuid": "48331a223hf34fha90732b379b837h9c"

H,
"status": "INCOMPLETE"

/discovery
Use this REST API to retrieve a list of devices discovered by SLP discovery.

HTTP methods
GET

GET /discovery

Use this method to return a list of devices discovered by SLP discovery.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/discovery

Query parameters

Re-
quired /
Parameters Optional | Description
refresh={Boolean} Optional | Starts the SLP broadcast job to discover and update the list of

discovered devices. This can be one of the following values.

¢ true. Rediscovers and updates the list of discovered devices.

¢ false. (Default) Returns list of devices that were already
discovered.

The following example returns a list of discovered devices.
GET https://192.0.2.0/discovery

The following example discovers new devices and then returns an updated list of discovered devices.
GET https://192.0.2.0/discovery?refresh=true

Request body
None

Response codes

None

Response body

The attributes in the response body vary depending on the type of device that is discovered.

Attributes Type Description
chassisList Array of Information about each chassis that was discovered
objects
cmmDisplayName String Chassis name that is provided by the CMM
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Attributes Type Description
cmms Array of Information about the CMMs in the chassis
objects
cmmDisplayName String Name of the CMM
firmware Array of Information about the CMM firmware
objects
build String Firmware build
date String Firmware date
name String Firmware name
type String Firmware type
name String Hostname of the CMM
serialNumber String Serial number of the CMM
slots Array of Bay in the chassis where the CMM is installed
integers
type String Resource type. This value is always “CMM.”.
uuid String UUID of the CMM
displayName String Chassis name that is defined by the user
fruNumber String FRU part number for the chassis
hostname String Hostname of the chassis
ipAddresses Array of All IPv4 and IPv6 addresses for the chassis
strings
machineType String Chassis machine type
managementPorts Array of List of management ports in the chassis
objects
enabled Boolean | Indicates whether the port enabled. This can be one of the following
values.
e true. The port is enabled.
¢ false. The port is disabled.
port Integer Port number
protocol String Protocol that is running on the port (for example, http, https, or
snmpv3)
model String Chassis model
name String Chassis name
securityDescriptor Object Information about the authentication enablement and support the
associated stored credentials for a managed device
managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can

be one of the following values.
¢ true. The device uses managed authentication.
¢ false. The device uses local authentication.
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Attributes Type Description
managedAuthSupported Boolean Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This can be one of the
following values.
¢ true. This device supports managed authentication.
¢ false. This device does not support managed authentication
roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.
This can be one of the following values.
e true. The resource is can be access by all role group.
e false. The resource is restricted to specific role groups.
storedCredentials Object Information about the stored credential that is associated with this
device, if applicable
description String Description of the stored credential
id String ID of the stored credential
userName String Name of the stored credential
uri String Chassis URI
serialNumber String Serial number for the chassis
status Array Current status of the chassis
message String Message
name String Name
type String Resource type. This value is always “Chassis.”
uuid String UUID for the chassis
discoverylnProgress Boolean Identifies whether the devices are being discovered
lastUpdateElapsedTime Double Amount of time since the last update
nodelList Array List of all rack and tower servers that were discovered
displayName String Name of the rack or tower server
enclosureFormFactor String (IMM, IMM2, XCC, or XCC2 only) Form factor of the chassis. This can
be one of the following values.
e dense-computing
e edge-computing
* rack-tower
firmware Array of List of firmware on the rack or tower server
objects
build String Build level
date String Date
version String Build version
fruNumber String FRU number
hostname String Hostname of the rack or tower server
ipAddresses Array of All IPv4 and IPv6 addresses for the rack or tower server
Strings
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Attributes Type Description

machineType String Machine type of the rack or tower server
managementProcessor String Type of management controller. This can be one of the following
values.

¢ integrated-management-module
¢ integrated-management-module2
¢ lenovo-xclarity-controller

¢ chassis-management-module

managementPorts Array of List of management ports in the rack or tower server
objects
enabled Boolean | Indicates if the port is enabled. One of the following values can be
returned:

e true. The port is enabled.
e false. The port is not enabled.

port Integer Port number

protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the rack or tower server
name String Name of the rack or tower server
securityDescriptor Object Information about the authentication enablement and support the

associated stored credentials for a managed device

managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can
be one of the following values.

¢ true. The device uses managed authentication.

¢ false. The device uses local authentication.

managedAuthSupported Boolean | Indicates whether the device supports the ability to choose whether

managed authentication is to be used. This can be one of the

following values.

¢ true. This device supports the ability to choose managed
authentication.

e false. This device does not support the ability to choose managed
authentication.

roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.

This can be one of the following values.
¢ true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.

storedCredentials Object Information about the stored credential that is associated with this
device, if applicable

description String Description of the stored credential
id String ID of the stored credential
userName String Name of the stored credential
uri String Server URI
serialNumber String Serial number for the rack or tower server.
status Object Current status.
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Attributes Type Description
manageable Boolean Indicates whether the rack or tower server is manageable. This can be
one of the following values.
e true. The port is enabled.
e false. The port is not enabled.
message String Message
name String Name
subType String
type String Resource type. This can be one of the following values.
¢ Rack-Tower Server. Converged, NeXtScale, System x or
ThinkSystem server
¢ Lenovo ThinkServer. ThinkServer server
uuid String UUID of the rack and tower server
rackswitchList Array of List of all top-of-rack switches that were discovered
objects
displayName String Name of the top-of-rack switch
hostname String Hostname of the top-of-rack switch
ipAddresses Array of All IPv4 and IPv6 addresses for the top-of-rack switch
Strings
machineType String machine type of the top-of-rack switch
managementPorts Array of This array is always empty.
objects
model String Model of the top-of-rack switch
name String Name of the top-of-rack switch
0s String Operating system. This can be one of the following values.
e CNOS
e ENOS
securityDescriptor Object Information about the authentication enablement and support the
associated stored credentials for a managed device
managedAuthEnabled Boolean Indicates whether the device uses managed authentication. This is
always false for top-of-rack switches, meaning that local
authentication is used.
managedAuthSupported Boolean Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This is always false for top-of-
rack switches, meaning that local authentication is used.
roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.
This can be one of the following values.
e true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.
storedCredentials Object Information about the stored credential that is associated with this
device, if applicable
description String Description of the stored credential
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Attributes Type Description

id String ID of the stored credential
userName String Name of the stored credential
uri String Switch URI
serialNumber String Serial number for the top-of-rack switch.
status Object Current status.
manageable Boolean | Indicates whether the top-of-rack switch is manageable. This can be

one of the following values
¢ true. The switch is manageable.
¢ false. The switch is not manageable.

message String Message
name String Name
type String Resource type. This value is always “Rackswitch.”
uuid String UUID of the top-of-rack switch
storagelist Array of Information about each storage device that was discovered
objects
displayName String Name of the storage device
hostname String Hostname of the storage device
ipAddresses Array of All IPv4 and IPv6 addresses for the storage device
strings
firmware Array of List of firmware on the storage device
objects
build String Build level.
date String Date
version String Build version
fruNumber String FRU number
machineType String Machine type of the storage device
managementPorts Array of List of management ports in the storage device
objects
enabled Boolean | Indicates if the port is enabled. This can be one of the following
values.

e true. The port is enabled.
¢ false. The port is not enabled.

port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the storage device.
name String Name of the storage device.
serialNumber String Serial number for the storage device
status Object Current status
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Attributes Type Description
manageable Boolean Indicates whether the storage device is manageable. This can be one
of the following values.
¢ true. The storage device is manageable.
¢ false. The storage device is not manageable.
name String Name
type String Resource type. This value is always “Lenovo Storage.”
uuid String UUID of the storage device
wwnn String WWNN of the storage device
xhmcList Array Information about each XClarity Administrator management server
that was discovered.
hostname String Hostname of the XClarity Administrator management server
ipAddresses Array of All IPv4 and IPv6 addresses for the management server
strings
managementPorts Array of List of management ports in the top-of-rack switch
objects
enabled Boolean Indicates if the port is enabled. This can be one of the following
values.
e true. The port is enabled.
e false. The port is not enabled.
port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
name String Name of the management server
software Array of Information about the XClarity Administrator version
objects
version String Version of XClarity Administrator that is installed
status Object Current status
manageable Boolean Indicates whether the management server is manageable. This can be
one of the following values.
¢ true. The management server is manageable.
¢ false. The management server is not manageable.
manager-uuid String UUID of the management server
type String Resource type This value is always “Domain Manager.”
uuid String UUID of the management server

The following example is returned if the request is successful.

{
"chassislist": [{
"cmmDisplayName": "chassis-2",
"cmms": [{
"cmmDisplayName": "chassis-2",
"firmware": [{
"build": "1AON18B",
“date": "2017-10-24",
“name": "CMM Firmware",
“type": "CMM Firmware"
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H,
"name": "chassis-2",
“serialNumber": "Y011BG781093",
"slots": [1],
“type": "CMM",
"uuid": "3d316351852111e78e4fbed8ach88dcf"”
H,
"displayName": "chassis-2",
"fruNumber": "81Y2893",
"hostname": "chassis-2",
"ipAddresses": ["10.240.60.50", "fe80::2e0:ecff:fe43:2c8h", "fe80::2e0:ecff:fed43:2¢8¢c",
"fd55:faaf:elab:210f:2e0:ecff:fed3:2c8b"],
“machineType": "7893",
"managementPorts": [{
"enabled": false,
“port": 80,
“protocol”: "http"

“enabled": true,
“port": 161,
“protocol": "snmpv3"
H,
"model": "92X",
"name": "chassis-2",
"securityDescriptor": {
“managedAuthEnabled”: false,
“managedAuthSupported": false,
“publicAccess": false,
“roleGroups": [],
"uri": "chassis/5422200a92d34460b5c34c86f1d9ca9c”
1
"serialNumber": "100B2AA",
"status": {
“message": "Unmanaged",
“name": "UNMANAGED"
1
"type": "Chassis",
"uuid": "5422200a92d34460b5c34c86f1d9ca9c”
H,
"discoveryInProgress": false,
"lastUpdateElapsedTime": 1198900,
"nodelist": [{
"displayName": "né",
"enclosureFormFactor": "rack-tower",
"firmware": [{
“build": "TC0024A",
"date": "2016/08/29",
“version": "3.50"

},

{
"build": "TBE126Q",
"date": "2016/11/18",
"version": "2.21"

H,

"fruNumber": "01KN187 "

"hostname": "cximmnodeé",

“ipAddresses": ["10.240.62.156", "fdea:14a7:304b:40::3:6",
"fd55:faaf:elab:210f:a94:efff:fe38:f5al1", "fe80::a94:efff:fe38:f5a1"],

“machineType": "8869",
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"managementProcessor": "integrated-management-module2",
"managementPorts": [{

"enabled": true,

"port": 5988,

"protocol": "cimxml-http"

I
{
"enabled": true,
"port": 623,
"protocol”: "rmcp"
H,
Ilmodelll: "ACA",
Ilname": "nb",

"securityDescriptor": {

"managedAuthEnabled": true,

"managedAuthSupported”: true,

"publicAccess": false,

“roleGroups”: [],

"uri": "nodes/0d5d0374dd3511e6b1e20894ef38f59c"
I
"serialNumber": "J1192GG",
"server-type": "Rack-Tower Server",
"status": {

"manageable": true,

"message": "Unmanaged",

"name": "UNMANAGED"
}

subType": "",
“type": "Rack-Tower Server",
"uuid": "0d5d0374dd3511e6h1e20894ef38f59¢c"

H,

"rackswitchList": [{

"displayName": "lci-medium-10g-sw01",

"hostname": "lci-medium-10g-sw01",

“ipAddresses": ["10.240.62.159", "fdea:14a7:304b:40:0:0:4:3"],

"machineType": "7159",

"managementPorts": [],

"model": "HCD (G8272)",

"name": "lci-medium-10g-sw01",

"os": "ENOS",

"securityDescriptor": {

"managedAuthEnabled": false,
"managedAuthSupported": false,

"roleGroups": [],

"publicAccess": false,

"uri": "switches/5C2719BC02553v5E885460D41B2E217CF"

b
"serialNumber": "Y053311192MY",
"status": {

"manageable": true,

"name": "UNMANAGED"

I
"type": "Rackswitch",
"uuid": "5C2719BC025535E885460D41B2E217CF",
M,
"storagelist": [],
"xhmelist": [{

"hostname": "lci-lxca-eald4a7304b",

“ipAddresses": ["10.240.62.163", "fdea:14a7:304h:40::1:2", "fe80::20c:29ff:fe23:1742"],

"managementPorts": [{
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}

"enabled": true,

“port": 443,

“protocol”: "https"
H,

"name": "LXCA - 172.20.250.48",

"software": [{
“version": "1.0"

M

"status": {
“manageable": true,
“manager-uuid": null

1

“type": "Domain Manager",

"uuid": "e75f3h1c87784420aelecfThfdébh3d8e”

/discoveryConfigSettings

Use this REST API to retrieve information about and enable or disable the global discovery setting.

HTTP

methods

GET, PUT

GET /discoveryConfigSettings

Use this method to return information about the global discovery setting.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/discoveryConfigSettings

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive

error message is returned in the response body. Ensure that you have privileges to

perform the request.
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Code Description Comments

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
autoDiscoveryEnabled Boolean Indicates whether you can automatically discover baseboard

management controllers using the SLP discovery method. This can be
one of the following values.

¢ true. Automatic discovery using SLP is enabled.

¢ false. Automatic discovery using SLP is disabled.

registerRequestEnabled Boolean Indicates whether XClarity Administrator accepts discovery requests
from a baseboard management controller when the management
controller uses DNS to find XClarity Administrator instances.

¢ true. Management controller can register with XClarity
Administrator as a discovered device.

¢ false. Management controller cannot register with XClarity
Administrator as a discovered device.

The following example is returned if the request is successful.
{

"autoDiscoveryEnabled": true,
"registerRequestEnabled": true

}

PUT /discoveryConfigSettings

Use this method to enable or disable automatically discovering baseboard management controllers using the
SLP discovery method.

Authentication

Authentication with user name and password is required.

Request URL
PUT https://{management_server_IP}/discoveryConfigSettings

Query parameters
None

Request body
You can specify one of the following attributes in the request body.
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Re-

quired /
Attributes Optional | Type Description
autoDiscoveryEnabled Required | Boolean | Indicates whether you can automatically discover

baseboard management controllers using the SLP
discovery method. This can be one of the following
values.

¢ true. Enables automatic discovery using SLP.

¢ false. Disables automatic discovery using SLP.

registerRequestEnabled

Required | Boolean | Indicates whether XClarity Administrator accepts
discovery requests from a baseboard management
controller when the management controller uses DNS to
find XClarity Administrator instances.

¢ true. Management controller can register with XClarity
Administrator as a discovered device.

¢ false. Management controller cannot register with
XClarity Administrator as a discovered device.

The following example disables automatic SLP discovery.

{
}

"autoDiscoveryEnabled": false

The following example accepts discovery requests from a baseboard management controller.

{
}

"registerRequestEnabled": true

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body
None
/discoverRequest

Use this REST API to discover the manageable devices.

HTTP methods

POST
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POST /discoverRequest

Use this method to discover manageable devices. The response header includes a URI that is associated
with a job that indicates that a task was started.

Attention: This REST API does not support SLP discovery for the Lenovo ThinkSystem DB-series FC SAN
switches and NVIDIA Mellanox switches. Use POST /manageRequest?discovery=true instead.

Authentication
Authentication with user name and password is required.

Request URL
POST https://{management _server_IP}/discoverRequest

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
ipAddresses Required | Array of List of IP addresses for each device to be discovered
strings

The following example discovers a manageable device.
[{

1

"ipAddresses":["10.243.2.233"]

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If this POST method results in a job getting started, the response header includes a URI in the form
/discoverRequest/jobs/{job_id} (for example, /discoverRequest/jobs/12) that represents the job that is
monitored by the management server. You can use GET /discoverRequest/jobs/{job_id} to determine the
status of the job. If a job was not successfully started, refer to the response code and response body for
details.
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Note: A successful response indicates that the request was successfully transmitted and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Response body

None

/discoverRequest/jobs/{job_id}

Use this REST API to monitor the status of a discovery request.

HTTP methods

GET

GET /discoverRequest/jobs/{job_id}

Use this method to monitor the status of a discovery request.

Authentication

Authentication with user name and password is required.

Request URL
GET https://{management_server_IP}/discoverRequest/jobs/{job_id}

where {job_id} is the job ID that was returned by the POST /discoverRequest method.

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.
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Response body

Attributes Type Description
progress Double Percentage complete of the discovery job. This can be one of the
following values.
¢ 0.0. Created.
e >0.0. In progress.
e 100.0. Complete.
result Integer Result of the job. This can be one of the following values.
¢ 0. Created.
e 50. In progress.
¢ 100. Complete.
chassisList Array of Information about each chassis that was discovered
objects
cmmDisplayName String Chassis name that is provided by the CMM
cmms Array of Information about the CMMs in the chassis
objects
cmmDisplayName String Name of the CMM
firmware Array of Information about the CMM firmware
objects
build String Firmware build
date String Firmware date
name String Firmware name
type String Firmware type
name String Hostname of the CMM
serialNumber String Serial number of the CMM
slots Array of Bay in the chassis where the CMM is installed
integers
type String Resource type. This value is always CMM.
uuid String UUID of the CMM
displayName String Chassis name that is defined by the user
fruNumber String FRU part number for the chassis
hostname String Hostname of the chassis
ipAddresses Array of All IPv4 and IPv6 addresses for the chassis
strings
machineType String Chassis machine type
managementPorts Array of List of management ports in the chassis
objects
enabled Boolean Indicates whether the port enabled. This can be one of the following
values.
e true. The port is enabled.
e false. The port is disabled.
port Integer Port number
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Attributes Type Description

protocol String Protocol that is running on the port (for example, http, https, or
snmpv3)
model String Chassis model
name String Chassis name
securityDescriptor Object Information about the authentication enablement and support the

associated stored credentials for a managed device

managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can
be one of the following values.

¢ true. The device uses managed authentication.

¢ false. The device uses local authentication.

managedAuthSupported Boolean Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This can be one of the
following values.

¢ true. This device supports managed authentication.

¢ false. This device does not support managed authentication.

roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.

This can be one of the following values.
¢ true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.

storedCredentials Object Information about the stored credential that is associated with this
device, if applicable

description String Description of the stored credential
id String ID of the stored credential
uri String Chassis URI
serialNumber String Serial number for the chassis
status Array Current status of the chassis
message String Message
name String Name
type String Resource type. This value is always Chassis.
uuid String UUID for the chassis
rackswitchList Array of List of all top-of-rack switches that were discovered
objects
displayName String Name of the top-of-rack switch
firmware Array A list of firmware on the top-of-rack switch
build String Build level
date String Date
version String Build version
fruNumber String FRU number
hostname String Hostname of the top-of-rack switch
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Attributes Type Description
ipAddresses Array of All IPv4 and IPv6 addresses for the top-of-rack switch
Strings
machineType String Machine type of the top-of-rack switch
managementPorts Array of List of management ports in the top-of-rack switch
objects
enabled Boolean Indicates if the port is enabled. This can be one of the following
values.
e true. The port is enabled.
¢ false. The port is not enabled.
port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the top-of-rack switch
name String Name of the top-of-rack switch
os String Operating system. This can be one of the following values.
e CNOS
e ENOS
securityDescriptor Object Information about the authentication enablement and support the
associated stored credentials for a managed device
managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can
be one of the following values.
¢ true. The device uses managed authentication.
¢ false. The device uses local authentication.
managedAuthSupported Boolean | Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This can be one of the
following values.
¢ true. This device supports the ability to choose managed
authentication.
¢ false. This device does not support the ability to choose managed
authentication.
roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.
This can be one of the following values.
¢ true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.
storedCredentials Object Information about the stored credential that is associated with this
device, if applicable
description String Description of the stored credential
id String ID of the stored credential
uri String Server URI
serialNumber String Serial number for the top-of-rack switch
status Object Current status
manageable Boolean Indicates whether the top-of-rack switch is manageable. This can be

one of the following values.
¢ true. The switch is manageable.
¢ false. The switch is not manageable.
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Attributes Type Description
message String Message
name String Name
type String Resource type. This value is always Rackswitch.
uuid String UUID of the top-of-rack switch
serverList Array List of all rack and tower servers that were discovered
displayName String Name of the rack or tower server
enclosureFormFactor (IMM, IMM2, XCC, or XCC2 only) Form factor of the chassis. This can
be one of the following values.
¢ dense-computing
e edge-computing
¢ rack-tower
firmware Array of List of firmware on the rack or tower server
objects
build String Build level
date String Date
version String Build version
fruNumber String FRU number
hostname String Hostname of the rack or tower server
ipAddresses Array of All IPv4 and IPv6 addresses for the rack or tower server
Strings
machineType String Machine type of the rack or tower server
managementProcessor String The type of management controller. This can be one of the following
values.
¢ integrated-management-module
¢ integrated-management-module2
¢ lenovo-xclarity-controller
¢ chassis-management-module
managementPorts Array of List of management ports in the rack or tower server
objects
enabled Boolean | Indicates if the port is enabled. One of the following values can be
returned:
e true. The port is enabled.
e false. The port is not enabled.
port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the rack or tower server
name String Name of the rack or tower server
securityDescriptor Object Information about the authentication enablement and support the
associated stored credentials for a managed device
managedAuthEnabled Boolean Indicates whether the device uses managed authentication. This can

be one of the following values.
¢ true. The device uses managed authentication.
¢ false. The device uses local authentication.
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Attributes Type Description
managedAuthSupported Boolean Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This can be one of the
following values.
¢ true. This device supports the ability to choose managed
authentication.
¢ false. This device does not support the ability to choose managed
authentication.
roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.
This can be one of the following values.
e true. The resource is can be access by all role group.
e false. The resource is restricted to specific role groups.
storedCredentials Object Information about the stored credential that is associated with this
device, if applicable
description String Description of the stored credential
id String ID of the stored credential
uri String Server URI
serialNumber String Serial number for the rack or tower server
status Object Current status
manageable Boolean Indicates whether the rack or tower server is manageable. One of the
following values can be returned.
e true. The port is enabled.
¢ false. The port is not enabled.
message String Message
name String Name
subType String
type String Server type. This can be one of the following values.
¢ Edge Server. ThinkSystem SE server
¢ Rack-Tower Server. Converged, NeXtScale, System x or
ThinkSystem SD, SR, or ST server
¢ Lenovo ThinkServer. ThinkServer server
uuid String UUID of the rack and tower server
storageList Array of Information about each storage device that was discovered
objects
displayName String Name of the storage device
hostname String Hostname of the storage device
ipAddresses Array of All IPv4 and IPv6 addresses for the storage device
strings
firmware Array of List of firmware on the storage device
objects
build String Build level
date String Date
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Attributes Type Description
version String Build version
fruNumber String FRU number
machineType String Machine type of the storage device
managementPorts Array of List of management ports in the storage device
objects
enabled Boolean Indicates if the port is enabled. One of the following values can be
returned.
¢ true. The port is enabled.
e false. The port is not enabled.
port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the storage device
name String Name of the storage device
serialNumber String Serial number for the storage device
status Object Current status
manageable Boolean Indicates whether the storage device is manageable. This can be one
of the following values.
¢ true. The storage device is manageable.
¢ false. The storage device is not manageable.
name String Name
type String Resource type. This can be one of the following values.
e Lenovo Storage
e IBM Tape
uuid String UUID of the storage device
wwnn String WWNN of the storage device
xhmclList Array Information about each XClarity Administrator management server
that was discovered
hostname String Hostname of the XClarity Administrator management server
ipAddresses Array of All IPv4 and IPv6 addresses for the management server
strings
managementPorts Array of List of management ports in the top-of-rack switch
objects
enabled Boolean | Indicates if the port is enabled. This can be one of the following
values.
e true. The port is enabled.
¢ false. The port is not enabled.
port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
name String Name of the management server
software Array of Information about the XClarity Administrator version
objects
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Attributes Type Description
version String Version of XClarity Administrator that is installed
status Object Current status
manageable Boolean Indicates whether the management server is manageable. This can be
one of the following values.
¢ true. The management server is manageable.
¢ false. The management server is not manageable.
manager-uuid String UUID of the management server
type String Resource type This value is always Domain Manager.
uuid String UUID of the management server

The following example is returned if the request is successful for a chassis.

{
"progress”: 100,
“result": 100,
"chassislist": [{
"cmmDisplayName": “chassis-2",
"ecmms": [{
"cmmDisplayName": "chassis-2",
"firmware": [{
“build": "1A0N18B",
"date": "2017-10-24",
"name": "CMM Firmware",
"type": "CMM Firmware"
H,
"name": "chassis-2",
"serialNumber": "Y011BG781093",
“slots": [1],
“type": "CMM",

"uuid": "3d316351852111e78e4fhed8ach88dcf"

H,

"displayName": "chassis-2",
"fruNumber": "81Y2893",
"hostname": "chassis-2",

"ipAddresses”: ["10.240.60.50", "fe80::2e0:ecff:fe43:2c8h", "fe80::2e0:ecff:fe43:2¢8¢c",
"fd55:faaf:elab:210f:2e0:ecff:fed3:2¢8h"],

"machineType": "7893",
"managementPorts": [{
"enabled": false,

"port": 80,
"protocol": "http"

"enabled": true,
“port": 161,
“protocol”: "snmpv3"

H,

"model": "92X",

"name": "chassis-2",

"securityDescriptor": {
"managedAuthEnabled": false,
"managedAuthSupported": false,
"publicAccess": false,
“roleGroups”: [],

"uri": "chassis/5422200a92d34460b5c34c86f1d9ca9c”
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1,
"serialNumber": "100B2AA",
"status": {
“message": "Unmanaged",
“name": "UNMANAGED"
1
"type": "Chassis",
"uuid": "5422200a92d34460b5c34c86f1d9ca9c”
H,
"rackswitchlist": [],
"serverlist": [],
"storagelist": [],
"xhmelist": []

|

The following example is returned if the request is successful for a ThinkServer server.

[{
"progress": 100.0,
"result": 100,
"chassislist": [],
"rackswitchlist": [],
"serverlist": [{
"displayName": "né",
"enclosureFormFactor": "rack-tower",
“firmware": [{
"build": "TC0O024A",
“date": "2016/08/29",
“version": "3.50"

1,

{
"build": "TBE126Q",
"date": "2016/11/18",
"version": "2.21"

H,

"fruNumber": "01KN187

"hostname": "cximmnodeé",
“ipAddresses": ["10.240.62.156", "fdea:14a7:304b:40::3:6",

"fd55:faaf:elab:210f:a94:efff:fe38:f5al1", "fe80::a94:efff:fe38:f5al1"],

"machineType": "8869",
"managementProcessor”: "integrated-management-module2",
"managementPorts": [{

"enabled": true,

“port": 5988,

“protocol”: "cimxml-http"

"enabled": true,
“port": 623,
“protocol”: "rmcp"
H,
"model": "ACA",
“"name": "né",
"securityDescriptor": {
“managedAuthEnabled”: true,
“managedAuthSupported": true,
“publicAccess": false,
“roleGroups": [],
"uri": "nodes/0d5d0374dd3511e6h1e20894ef38f59¢"
1
"serialNumber": "J11926G",
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"server-type": "Rack-Tower Server",
"status": {
"manageable": true,
"message”: "Unmanaged",
"name": "UNMANAGED"
}

subType":
"type": "Rack-Tower Server",
"uuid": "0d5d0374dd3511e6hle20894ef38f59¢"
M,
“storagelist": [],
"xhmelist": []

1

The following example is returned if the request is successful for a rack switch.
{
“progress": 100.0,
"result": 100,
"chassislist": [],
"rackswitchList": [{
"displayName": "lci-medium-10g-sw01",
"firmware": [{
"date": null,
"build": "Level 1.0",
“version": "1.0"
H,
“fruNumber": null,
"hostname": "lci-medium-10g-sw01",
"ipAddresses": ["10.240.62.159", "fdea:14a7:304b:40:0:0:4:3"],
"machineType": "7159",
"managementPorts": [{
"enabled": false,
"port": 443,
"protocol": "https"

I

{
"enabled": true,
"port": 80,
"protocol": "http"

H,

"model": "HCD (G8272)",
“name": "lci-medium-10g-sw01",
"0s": "ENOS",
"securityDescriptor": {
"managedAuthEnabled": false,
"managedAuthSupported”: false,
“roleGroups": [],
“publicAccess"”: false,
"uri": "switches/5C2719BC02553v5E885460D41B2E217CF"
I
"serialNumber": "Y05J311192MY",
"status": {
"manageable": true,
“name": "UNMANAGED"
I
"type": "Rackswitch",
"uuid": "5C2719BC025535E885460D41B2E217CF",
M,
"serverlist": [],
"storagelist": [],
"xhmelist": []
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|

/manageRequest

Use this REST API to manage devices that have been discovered.

The devices must have been discovered using the POST /discoverRequest method.
HTTP methods

POST

POST /manageRequest

Use this method to manage devices. The response header includes a URI that is associated with a job that
indicates that a task was started.

Authentication

Authentication with user name and password is required.

Request URL

POST https://{management_server_IP}/manageRequest

Query parameters

Re-
quired /
Parameters Optional | Description
discovery={Boolean} Optional | Indicates whether to discover endpoints as part of this management

request. This can be one of the following values.

e true. Discovers endpoints as part of this request.

¢ false. (default) Does not discover endpoints as part of this request.
The devices must have been previously discovered using the POST
/discoverRequest method.

The following example discovers and manages endpoints.
POST https://192.0.2.0/manageRequest?discovery=true

The following example manages endpoints have endpoints that have been discovered.
POST https://192.0.2.0/manageRequest

Request body
Table 3. Discover and manage a device
Re-
quired /
Attributes Optional | Type Description
enableHttps Optional | Boolean | (Rack switches running ENOS only) Indicates whether to
enable HTTPS on the switch. This can be one of the
following values.
e true. (default) Enable HTTPS.
¢ false. Do not enable HTTPS.
enablePassword Optional | String (Rack switches running ENOS only) “Enable” password
that is used to enter Privileged Exec Mode on the switch
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Table 3. Discover and manage a device (continued)

Re-
quired /
Optional

Attributes Type

Description

forceManage Optional | Boolean

Indicates whether to force management of the device.
This can be one of the following values.

¢ true. Force management.

¢ false. Do not force management.

Notes: Use this force-management option only if you
previously attempted to manage the device and
management was not successful due to one of the
following error conditions.

¢ |f the managing XClarity Administrator failed and
cannot be recovered.

Note: If the replacement XClarity Administrator
instance uses the same IP address as the failed
XClarity Administrator, you can manage the device
again using the RECOVERY_ID account and password
(if applicable) and the Force management option.

¢ [If the managing XClarity Administrator was taken down
before the devices were unmanaged.

¢ If the devices were not unmanaged successfully.

Attention: Devices can be managed by only one XClarity
Administrator instance at a time. Management by multiple
XClarity Administrator instances is not supported. If a
device is managed by one XClarity Administrator, and you
want to manage it with another XClarity Administrator,
you must first unmanage the device from the original
XClarity Administrator, and then manage it with the new
XClarity Administrator.

ipAddresses Required | Array of

strings

List of device IP addresses or fully-qualified domain
names

newPassword Optional | String

(Chassis and servers only) New password to be used for
managed authentication

password Required | String

Current password to access the device

recoveryPassword Optional | String

Recovery password to be used for the device

replaceNtpConfiguration Optional | Boolean

(Rack switches only) Indicates whether to replace the
NTP configuration and time zone on the switch with
settings that are defined for XClarity Administrator. This
can be one of the following values.

¢ true. (default) Replace the NTP and time zone settings.
¢ false. Do not replace the NTP and time zone settings.

securityDescriptor Required | Object

Information about the authentication enablement and
support the associated stored credentials for a managed
device
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Table 3. Discover and manage a device (continued)

Re-
quired /
Attributes Optional | Type Description
identityManagementSystem Required | String (Servers only) Information about the identity (in the
if identity-management system) that is associated with this
identity- device, if applicable
Manage-
ment-
System-
Enabled
is “true”
address Required | String IP address or hostname where the user account is stored
as defined in CyberArk. This is typically the IP address of
the Lenovo XClarity Controller or external LDAP server (if
applicable).
appld Optional | String Application ID from CyberArk
If you specify the applD, you must also specify safe and
folder.
folder Optional | String Folder from CyberArk
If you specify the applD, you must also specify safe and
folder. If the onboarded account is not in a folder, specify
an empty string.
name Optional | String Type of the identity-management system. This value is
always CyberArk
safe Optional | String Safe from CyberArk
If you specify the applD, you must also specify safe and
folder.
username Required | String Name of the user account for the device
identityManagementSyste- Optional | String Indicates whether to use an identity-management system
mEnabled for authentication. This can be one of the following
values.
¢ true. An identity-management system is to
authenticate this device.
¢ false. An identity-management system is not used to
authenticate this device. In this case, either manually
entered credentials or stored credentials must be
used.
Note: |dentity management systems can be used to
authenticate only ThinkSystem and ThinkAgile servers.
managedAuthSupported Required | Boolean | Indicates whether the device supports the ability to
for choose whether managed authentication is to be used.
Think- This can be one of the following values.
Server e true. This device supports the ability to choose
devices managed authentication.
¢ false. This device does not support the ability to
choose managed authentication.
managedAuthEnabled Required | Boolean | Indicates whether the device uses managed
for authentication. This can be one of the following values.
devices e true. The device uses managed authentication.
other ¢ false. The device uses local authentication.
than
Think-
Server
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Table 3. Discover and manage a device (continued)

Re-
quired /
Attributes Optional | Type Description
publicAccess Optional | Boolean
roleGroups Optional | Array of List of role groups that are permitted to view and manage
strings the device. To get a list of available role groups, use GET
/roleGroups.
You can specify only role groups to which the current
user belongs.
If you do not specify the roleGroups attribute, the default
roles groups are assigned. You can obtain the list of
default role group using GET /resourceAccessControl.
If you specify the roleGroups attributes= with an empty
or null value, role groups are not assigned.
Note: If you add devices to a managed chassis, the new
devices will belong to the same role groups as the
chassis.
storedCredentials Required | Object Information about the stored credential that is associated
if with this device, if applicable
manage- Note: RackSwitch devices support only stored
dAu- credentials for authenticating to the switches. Manual
thEna- user credentials are not supported.
bled is
set to
true
description Optional | String Description of the stored credential
id Required | String ID of the stored credential
userName Optional | String Name of the stored credential
type Required | String Type of device to be managed. This can be one of the
following values.
e Chassis
e Edge Server. ThinkSystem SE server
e |IBM Tape. IBM tape library
¢ Lenovo ThinkServer
¢ Lenovo Storage
¢ Rackswitch
e Rack-Tower Server. ThinkSystem SD, ThinkSystem
SR, or ThinkSystem ST, System x, Converged, or
NeXtScale server
username Required | String User ID to be used to access the device
Note: RackSwitch devices support only stored
credentials (using the storedCredentials attribute) for
authenticating to the switches. Manual user credentials
using the username and password attributes are not
supported and must be empty or null..

The following example discovers and manages a server when managed authentication is enabled and uses

CyberArk for authentication. (when discovery=true).

{
"ipAddresses": ["192.0.2.0"],
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"forceManage": true,
"password”: null,
"securityDescriptor": {
"identityManagementSystem": {
“address" : "192.0.2.0",
"appld": "LXCA",
“name" : "CyberArk",
"safe": "Test",
"username": "USERID"
1,
"identityManagementSystemEnabled
"managedAuthEnabled": true,
"managedAuthSupported”: true,
"publicAccess": false,
"storedCredentials":null

: true,

}

type": "Rack-Tower Server",
"username”: null

1

The following example discovers and manages a chassis when managed authentication is enabled. (when
discovery=true).

[{
"ipAddresses": ["10.243.3.192", "fd55:faaf:elab:2021:5ef3:fcff:fe25:ed4e7"],
"password": "PasswOrd",
“recoveryPassword": "CME44ibm",
"securityDescriptor": {
"managedAuthEnabled": true
1
“type": "Chassis",
"username": "USERID"
H

The following example discovers and manages a server when managed authentication is enabled using an
identity management system (when discovery=true).

[{
“ipAddresses": ["10.243.3.192","fd55:faaf:elab:2021:5ef3:fcff:fe25:ede7"],
"password": ""
"securityDescriptor": {
"IMSCredentialsId": "1234",
"managedAuthEnabled": true
I
“"type": "Server",
"username": ""
H

The following example discovers and manages a chassis when managed authentication is disabled using a
stored credential (when discovery=true).
[{
"ipAddresses": ["10.243.3.192","fd55:faaf:elah:2021:5ef3:fcff:fe25:ede7"],
"password": "",
"securityDescriptor": {
"managedAuthEnabled": false
"storedCredentials": {
"id": "2853"
}
5
"type": "Chassis",
"username": ""

|
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Table 4. Manage a discovered device

Attributes

Re-
quired /
Optional

Type

Description

displayName

Optional

String

(Rack switches only) Name of the device

enableHttps

Optional

Boolean

(Rack switches running ENOS only) Indicates whether to
enable HTTPS on the switch. This can be one of the
following values.

e true. (default) Enable HTTPS.

e false. Do not enable HTTPS.

enclosureFormFactor

Optional

String

(IMM, IMM2, XCC, or XCC2 only) Form factor of the
device. This can be one of the following values.

e rack-tower

e dense-computing

enablePassword

Optional

String

(Rack switches running ENOS only) “Enable” password
that is used to enter Privileged Exec Mode on the switch

firmware

Optional

Array of
strings

Information about installed firmware

build

Required

String

Build number

date

Required

String

Release date

version

Required

String

Version number

forceManage

Optional

Boolean

Indicates whether to force management of the device.
This can be one of the following values.

¢ true. Force management.

¢ false. Do not force management.

Notes: Use this force-management option only if you
previously attempted to manage the device and
management was not successful due to one of the
following error conditions.

¢ |f the managing XClarity Administrator failed and
cannot be recovered.

Note: If the replacement XClarity Administrator
instance uses the same IP address as the failed
XClarity Administrator, you can manage the device
again using the RECOVERY_ID account and password
(if applicable) and the Force management option.

¢ |f the managing XClarity Administrator was taken down
before the devices were unmanaged.

¢ [f the devices were not unmanaged successfully.

Attention: Devices can be managed by only one XClarity
Administrator instance at a time. Management by multiple
XClarity Administrator instances is not supported. If a
device is managed by one XClarity Administrator, and you
want to manage it with another XClarity Administrator,
you must first unmanage the device from the original
XClarity Administrator, and then manage it with the new
XClarity Administrator.

fruNumber

Optional

String

(Rack switches only) FRU number

hostname

Optional

String

(Rack switches only) hostname of the device
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Table 4. Manage a discovered device (continued)

Re-
quired /
Attributes Optional | Type Description
ipAddresses Required | Array of List of device IP addresses or fully-qualified domain
strings names
ipv4Addresses Optional | Array of (Rack switches only) List of IPv4 IP addresses
strings
ipv6Addresses Optional | Array of (Rack switches only) List of IPv6 IP addresses
strings
machineType Required | String Machine type
for
Think-
System
servers;
other-
wise,
optional
managementPorts Optional | Array List of device management ports
for
switches;
other-
wise,
required
enabled Required | Boolean | Indicates whether the port enabled. This can be one of
the following values.
¢ true. The port is enabled
¢ false. The port is disabled
port Required | Integer Port number
protocol Required | String Protocol that is running on the port. See the GET
/discoverRequest/jobs/{job_id} response body for the
supported protocols for the device's management ports.
managementProcessor Required | String (Chassis and servers only) Type of management
for controller. This can be one of the following values.
Think- ¢ integrated-management-module
System ¢ integrated-management-module2
devices; ¢ |enovo-xclarity-controller
other- e chassis-management-module
wise,
optional
model Optional | String (Rack switches only) Model of the device
name Optional | String (Rack switches only) Name of the device
newPassword Optional | String (Chassis and servers only) New password to be used for
managed authentication
os Required | String (Rack switches only) Firmware type. This can be one of
for the following values.
CNOS e CNOS
and e ENOS
ENOS
switches
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Table 4. Manage a discovered device (continued)

Re-
quired /
Attributes Optional | Type Description
password Required | String Current password to access the device
recoveryPassword Optional | String Recovery password to be used for the device
replaceNtpConfiguration Optional | Boolean | (Rack switches only) Indicates whether to replace the
NTP configuration and time zone on the switch with
settings that are defined for XClarity Administrator. This
can be one of the following values.
¢ true. (default) Replace the NTP and time zone settings.
¢ false. Do not replace the NTP and time zone settings.
securityDescriptor Required | Object Information about the authentication enablement and
support the associated stored credentials for a managed
device
identityManagementSystem Required | String (Servers only) Information about the identity (in the
if identity-management system) that is associated with this
identity- device, if applicable
Manage-
ment-
System-
Enabled
is “true”
address Required | String IP address where the user account is stored as defined in
CyberArk. This is typically the IP address of the Lenovo
XClarity Controller or external LDAP server (if applicable).
appld Optional | String Application ID from CyberArk
If you specify the applD, you must also specify safe and
folder.
If you do not specify applD, Lenovo XClarity
Administrator uses the paths that are already defined to
identify the onboarded accounts in CyberArk (see GET
/identityManagementSystems/cyberark/paths)
folder Optional | String Folder from CyberArk
If you specify the applID, you must also specify safe and
folder. If the onboarded account is not in a folder, specify
an empty string.
name Optional | String Type of the identity-management system. This value is
always CyberArk.
safe Optional | String Safe from CyberArk
If you specify the applID, you must also specify safe and
folder.
username Required | String Name of the user account for the device
uri Optional | String Device URI
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Table 4. Manage a discovered device (continued)

Re-
quired /
Attributes Optional | Type Description
identityManagementSyste- Optional | String Indicates whether to use an identity-management system
mEnabled for authentication. This can be one of the following
values.
e true. An identity-management system is to
authenticate this device.
¢ false. An identity-management system is not used to
authenticate this device. In this case, either manually
entered credentials or stored credentials must be
used.
Note: |dentity management systems can be used to
authenticate only ThinkSystem and ThinkAgile servers.
managedAuthSupported Required | Boolean | Indicates whether the device supports the ability to
for choose whether managed authentication is to be used.
Think- This can be one of the following values.
Server ¢ true. This device supports the ability to choose
devices managed authentication.
e false. This device does not support the ability to
choose managed authentication.
managedAuthEnabled Required | Boolean | Indicates whether the device uses managed
for authentication. This can be one of the following values.
devices ¢ true. The device uses managed authentication.
other ¢ false. The device uses local authentication.
than
Think-
Server
publicAccess Optional | Boolean | Indicates whether the device can be accessed by all role
groups. This can be one of the following values.
¢ true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.
roleGroups Optional | Array of List of role groups that are permitted to view and manage
strings the device. To get a list of available role groups, use GET
/roleGroups.
You can specify only role groups to which the current
user belongs.
If you do not specify the roleGroups attribute, the default
roles groups are assigned. You can obtain the list of
default role group using GET /resourceAccessControl.
If you specify the roleGroups attribute with an empty or
null value, role groups are not assigned.
Note: If you add devices to a managed chassis, the new
devices will belong to the same role groups as the
chassis.
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Table 4. Manage a discovered device (continued)

Re-
quired /
Attributes Optional | Type Description
storedCredentials Required | Object Information about the stored credential that is associated
if with this device, if applicable
manage- Note: RackSwitch devices support only stored
dAu- credentials for authenticating to the switches. Manual
thEna- user credentials are not supported.
bled is
set to
true
description Optional | String Description of the stored credential
id Required | String ID of the stored credential
userName Optional | String Name of the stored credential
serialNumber Optional | String (Rack switches only) Serial number for the device
status Optional | Object (Rack switches only) Current status
manageable Optional | String Indicates whether the top-of-rack switch is manageable.
This can be one of the following values.
¢ true. The port is manageable.
¢ false. The port is not manageable.
message Optional | String Message
name Optional | Boolean | Name
replaceNtpConfiguration Optional | Boolean | (Rack switches only) Indicates whether to replace the
NTP configuration and time zone on the switch with
settings that are defined for XClarity Administrator. This
can be one of the following values.
¢ true. (default) Replace the NTP and time zone settings.
¢ false. Do not replace the NTP and time zone settings.
subType Required | String Device subtype. This can be one of the following values.
for ¢ Lenovo ThinkSystem DB Series Switches
Think- ¢ NVIDIA Mellanox Switches
System
DB
series
and
NVIDIA
Mellanox
switches
server-type Optional | String (Servers only) Type of server to be managed. This can be
one of the following values.
e Edge Server. ThinkSystem SE server
¢ ITE. Flex System server
¢ Lenovo ThinkServer. ThinkServer server
¢ NeXtScale. NeXtScale server
¢ Rack-Tower Server. ThinkSystem SD, ThinkSystem
SR, or ThinkSystem ST, System x, Converged, or
NeXtScale server
e SCU. storage device.
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Table 4. Manage a discovered device (continued)

Re-
quired /
Attributes Optional | Type Description

type Required | String Type of device to be managed. This can be one of the
following values.

e Chassis

e Edge Server. ThinkSystem SE server

IBM Tape. IBM tape library

Lenovo ThinkServer

Lenovo Storage

Rackswitch

Rack-Tower Server. ThinkSystem SD, ThinkSystem
SR, or ThinkSystem ST, System x, Converged, or
NeXtScale server

username Required | String User ID to be used to access the device

Note: RackSwitch devices support only stored
credentials (using the storedCredentials attribute) for
authenticating to the switches. Manual user credentials
using the username and password attributes are not
supported and must be empty or null.

uuid Optional | String UUID for the device

The following example manages a discovered chassis (when discovery=false).
[{
“ipAddresses": ["10.243.3.55"],
“managementPorts": [{
"enabled": false,
"port": 80,
"protocol”: "http"
Y, oo {
"enabled": true,
"port": 161,
"protocol”: "snmpv3"
H,
“password": "xxxxxxxx",
“recoveryPassword": "xxxxxxxx",
"securityDescriptor" : {
"managedAuthEnabled”:false,
"storedCredentials": {
"description":"A valid user"
"id":" ED895B48D50D4E34B5DAF1F697CATS8B3"
"userName":"userl",
}
}
“type": "Chassis",
"username": "USERID",
"uuid": "48331a223hf34fba90732b379b837h9c"

|

The following example discovers and manages a ThinkSystem server using an identity management system

(when discovery=true).
[{
"displayName": "Cosmo-157",
"enclosureFormFactor": "rack-tower",
"firmware": [{
"build": "CDI352T",

Chapter 3. Discovery and management 83



"date": "2020-04-25",
"version": "4.20"

hA
"build": "TEE155I",
"date": "2020-03-27",
"version": "2.60"

H,

"forceManage": true,
"fruNumber": "00MX680",
"hostname": "XCC-7Y02-0123456789",
"ipAddresses": [
"192.0.2.0",
"fd55:faaf:elah:2021:a94:efff:fedf:5769",
"fe80::a94:efff:fed4f:5769"
1,
"machineType": "7Y02",
"managementPorts": [{
"enabled": true,
"port": 5989,
"protocol”: "cimxml-https"
Yoo, {
"enabled": true,
"port": 623,
"protocol”: "rmcp"
H,
"managementProcessor": "lenovo-xclarity-controller",
"model": "RCZ000",
"name": "Cosmo-157",
"password": null,
“recoveryPassword": "",
"securityDescriptor": {
"identityManagementSystem": {
"address" : "192.0.2.0",
"appld": "LXCA",
“name" : "CyberArk",
"safe": "Test",
"username": "USERID"
I
"identityManagementSystemEnabled": true,
"managedAuthEnabled": true,
"managedAuthSupported”: true,
"publicAccess": false,
"storedCredentials":null
I
"serialNumber": "123456789",
"status": {
"manageable": true
"message”: "Unmanaged"”,
"name": "UNMANAGED",,

}

subType": "",
"server-type": "Rack-Tower Server",
"type": "Rack-Tower Server",
"username": null,
"uuid": "a6df710c8h7d11e78c2786fa5e924c8¢c"
}H

The following example manages a discovered ThinkSystem server (when discovery=false).
[{

"enclosureFormFactor": "rack-tower",
"displayName": "Electron-SIT-2",
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“firmware": [{
"date": "2018-05-10",
"build": "TEI325I",
"version": "1.80"
b oA
"date": "2018-04-24",
"build": "TEE123G",
"version": "1.40"
H,
"forceManage": true,
"fruNumber": "01G6T946",
"hostname": "Electron-SIT-2",
“ipAddresses": ["10.240.211.155","2002:97h:c2bb:830:10:240:211:155",
"fe80::a94:efff:fed1:be01"],
"machineType": "7X19",
"managementPorts": [{
"protocol”: "cimxml-https",
"port": 5989,
“"enabled": true
S {
"protocol”: "rmcp",
"port": 623,
"enabled": true
H,
"managementProcessor": "lenovo-xclarity-controller”,
"model": "257000",
"name": "Electron-SIT-2",
"newPassword": null,
"password": null,
“recoveryPassword":
"securityDescriptor": {
"managedAuthEnabled": false,
"roleGroups": [LXC-ADMIN,LXC-HW-MANAGER],
"storedCredentials": {
“description”: "test 211.155",
"id": "2852",
"userName": "test"

un
’

5
"uri": "nodes/fbb43c13103511e785f2e4a2ced78753"
5
"serialNumber": "ELEC0G604G",
"server-type": "Rack-Tower Server",
"status": {

"name": "UNMANAGED",

"message”: "Unmanaged",

"manageable": true

}

subType": "",
"type": "Rack-Tower Server",
"username”: null,
"uuid": "fbb43c13103511e785f2ed4a2ced78753",
H

The following example manages a discovered ThinkServer device (when discovery=false).
[{
"displayName": "SN#10.240.197.14",
"firmware": [{
"build": "Level 1",
"date": null,
"version": "1.1"

1,
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"forceManage": true,
"fruNumber": null,
"hostname": "10.240.197.14",
"ipAddresses": ["10.240.197.14"],
"machineType": "TOF0",
"managementPorts": [{

"enabled": true,

"port": 443,

“protocol”: "https"

hoA
"enabled": true,
"port": 80,
"protocol”: "http"
H,
"model": ""
"name": "SN#10.240.197.14",
"password": "",

"securityDescriptor”: {
"managedAuthSupported”: false,
"managedAuthEnabled": false,
"storedCredentials": {

"id": "353"
}
}

serialNumber": ,
"status": {
"name": "UNMANAGED",
"manageable": true
I
“type": "Lenovo ThinkServer",
"username": "",
"uuid": "fbb43¢13103511e785f2e4a2ced78753"

1

The following example discovers and manages a rack switch running ENOS (when discovery=true).
[{
"enableHttps": true,
"enablePassword": ""
"ipAddresses": ["10.243.3.192","fd55:faaf:elah:2021:5ef3:fcff:fe25:ede7"],
"password": "",
“replaceNtpConfiguration": true
"securityDescriptor": {
"managedAuthEnabled": false
"storedCredentials": {

"id": "352"
}
I
"type": " Rackswitch ",
"username": ""

1

The following example manages a discovered rack switch (when discovery=false).
[{

"displayName": "Gryphon",

"enableHttps": true,

“enablePassword": ""

"forceManage": true,

“fruNumber": “XXXXXXX

"hostname": "IBM2-40f2e9h8163d",

"ipAddresses": [

"10.243.6.68",
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"fd55:faaf:elab:2021:42f2:e9ff:feb8:163d",
"fe80::42f2:e9ff:febh8:163d"

1,

"ipv4Addresses”: ["10.243.6.68"],

"ipvéAddresses": |
"fd55:faaf:elab:2021:42f2:e9ff:feh8:163d",
"fe80::42f2:e9ff:feb8:163d"

]

machineType": "1234",

Ilmodelll: "IBM"’
"name": "Gryphon",
"05": "ENOS"’

"password": "DEF",

"securityDescriptor": {
"managedAuthEnabled": false,
"roleGroups": [LXC-ADMIN,LXC-HW-MANAGER],
"storedCredentials": {

"id": "352"

h
"uri": "switches/2376f7c628fh11elb72b5cf3fc3c1448"
I
"recoveryPassword": null,
"serialNumber": "IBM0152",
"status": {

"message": "Unmanaged",

“name": "UNMANAGED",

"manageable": true
1
“replaceNtpConfiguration": true,
“type": "Rackswitch",

"username”: "",
"uuid": "fc3058cadf8b11d48c9b9blb1ib1b1b58"

1

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If this POST method results in a job getting started, the response header includes a URI in the form
/manageRequest/jobs/{job_id} (for example, /manageRequest/jobs/12) that represents the job that is
monitored by the management server. You can use GET /manageRequest/jobs/{job_id} to determine the
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status of the job. If a job was not successfully started, refer to the response code and response body for
details.

Note: A successful response indicates that the request was successfully transmitted and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Response body

Attributes Type Description

joblD ID of the task (job) that was created to manage the device
statusCode Return code

statusDescription Description of the return code

result String Results of the request. This can be one of the following values.

e success. The request completed successfully.

¢ failed. The request failed. A descriptive error message was
returned.

e warning. The request completed with a warning. A descriptive
error message was returned.

messages Array of Information about one or more messages
objects
explanation String Additional information to clarify the reason for the message
id String Message identifier of a returned message
recovery Array of | Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available
text String Message text associated with the message identifier

The following example is returned if the request is successful.

{
"jobID":"42",
"statusCode":201
"statusDescription":"Bulk job 138 was created successfully.",
"result":"success",
"messages":[],
}

/manageRequest/jobs/{job_id}

Use this REST API to monitor the status of a management request.

HTTP methods
GET

GET /manageRequest/jobs/{job_id}

Use this method to monitor the status of a management request.

Authentication
Authentication with user name and password is required.
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Request URL

GET https://{management_server_IP}/manageRequest/jobhs/{job_id}

where {job_id} is the job ID that was returned by the POST /manageRequest method.

Query parameters

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description
progress Double Percentage complete of the bulk management job. This can be one
of the following values.
e 0.0. Created.
e >0.0. In progress.
e 100.0. Complete.
result Integer Result of the job. This can be one of the following values.
¢ 0. Created.
e 50. In progress.
e 100. Complete.
results Array of Result of the bulk management jobs
objects
messageBundle String Location where messages.properties can be found if it is not located

in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”

messagelD

String Message ID (“0509_LONG”)

messageAttributes

String Message arguments. This can be one of the following values.
e device IP if not null

e device serial number if not null

e device UUID

progress

Long Percentage complete of the management job. If the job is complete,
“JOB_DONE” is returned.
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Attributes Type Description
result String Result of the request. This can be one of the following values.
e success. The request was successful.
¢ failed. The request failed.
resultLongDescription String Long description result
resultShortDescription String Short description result
status Object Status details about the list of management steps
description Array of List of message descriptions
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID for the set of management steps
percentage Long Percentage complete of the set of management steps
state String State of the set of management steps. The can be one of the
following values.
e ERROR
¢ RUNNING
¢ RUNNING_COMPLETE
substatus Array of Results of each of the task in the management job
objects
completed Boolean | Indicates whether the task completed. This can be one of the
following values.
e true. The step has completed.
e false. The task has not completed.
id String Name of the management step
longDescription String Long message description
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.lxca.discovery.bundle.tasks.messages.”
messagelD String Message ID of the management step
progress Long Progress of the management step
shortDescription String Short message description
started Boolean | Indicates if the management step has started. This can be one of the
following values.
e true. The step has started.
¢ false. The step has not started.
status Object Status details about the individual management step
description Array of | List of message descriptions
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID for the set of unmanagement steps
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Attributes Type Description
percentage Long Percentage complete of the management step
state String State of the management step. This can be one of the following
values.

e ERROR

e PENDING

¢ RUNNING

¢ RUNNING_COMPLETE

userAction String User action that is required
summary Object Information about the job summary

This summary consists of the following types of information:

¢ Description. Describes issues that occurred.

e Actions. Describes whether the job completed successfully, and
if not, lists the steps that the user can perform to resolve the
issue. You must provide enough information so that the user can
resolve the issue without help from the Lenovo Support.

e Severity. Describes severity of the job.

The job summary is optional for a job that completes successfully;

however, it is good practice to set the summary, even when the

severity is informational.

actionArgs Array of | List of action arguments for the message

strings
actionBundleKey String Bundle in which the user action is declared
actionBundleName String Bundle in which the translated user action is located
actionText String User action to use if there is no translation
descriptionArgs Array of | List of arguments for the message

strings
descriptionBundleKey Bundle in which the message description is declared
descriptionBundleName String Bundle in which the translated message description is located
descriptionText String Message description to use if there is no translation
severity String Severity of the subtask. This can be one of the following values.

¢ Informational. The request started or ended successfully.

e Warning. The request completed, but there are some problems
that you must be aware of . You can decide if action is needed.

e Critical. The request failed. Action is needed now and the scope
is broad (perhaps an imminent outage to a critical resource will
result).

taskid Integer Task ID
time_spent Long Duration of the task in milliseconds
uuid String UUID associated with the management
status Status of the management job. This can be one of the following

values.

e 0. Created.

e 50. Incomplete.

e 100. Done.

¢ 101. Done_Warnimg.
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The following example is returned if the request is successful.

{
“progress": 100,
"result": 100,
"results": [{

"messageBundle”: "com.lenovo.lxca.discovery.bundle.rest.messages”,
"messageID": "0509_LONG",
"messageParameters": "10.243.9.106",
"progress": 100,
"result": "SUCCESS",
"resultLongDescription”: "The management job has completed successfully”,
“resultShortDescription”: "Success”,
"status": {
"description": [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
“messageID": "1028_LONG"
H,
"percentage”: 100,
"state": "Complete"
"substatus": [{
“completed": true,
“id": "STARTING",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1000_SHORT",
“longDescription”: "Starting endpoint management job",
“progress”: 100,
“shortDescription": "Starting",
“started”: true,
"status": {
"description": [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1028_LONG"
H,
"percentage”: 100,
"state": "Complete"”

}

,
userAction":

“completed”: true,
"id": "CONFIGURATION",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
“messageID": "1010_SHORT",
“longDescription”: "Configuring endpoint for management",
“progress”: 100,
“shortDescription": "Configuration",
"started": true,
"status": {
"substatus": [{

"completed": true,

"id": "CFG_NTP",

"longDescription”: "Configuring NTP",

"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages”,

"messageID": "1011_SHORT",

"progress": 100,

"shortDescription": "NTP",

"started": true,

"status": {

"description": [{
“messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages"
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"messageID": "1028_LONG"
H,
“percentage”: 100,
"state": "Complete"
}

userAction": "[{\"format\":[\"paragraph\"],\"text\":\"The problem might be caused by

the device momentary loosing connection to the management server during

the management process. Either attempt to manage the device again, or
manually set the management NTP server and time zone information using
the management-controller interface.\"},
{\"format\":[\"paragraph\"],\"text\":\"The management-controller firmware
for the device might not support the management NTP server settings or
the time zone that is currently set in the management server. Update the
management-controller firmware to the latest version, and then either
attempt to manage the device again, or manually set the management NTP
server and time zone information using the management-controller
interface.\"}]",

}
{
"completed": true,
"id": "CFG_SECURITY",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1012 SHORT",
"longDescription”: "Configuring security”,
"progress": 100,
“shortDescription”: "Security”,
"started": true,
"status": {
"description": [{
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1028_LONG"
H,
“percentage”: 100,
"state": "Complete"
I8
"userAction": ""
M,

"description": [{
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1028 LONG"

H,

"percentage”: 100,

"state": "Complete"

}
H,
"summary": {

"actionArgs": [],

"actionBundleKey": "",

"actionBundleName": ""

"actionText": "",

"descriptionArgs": [],

"descriptionBundleKey": "1028 LONG",

"descriptionBundleName": “"com.lenovo.lxca.discovery.bundle.tasks.messages"”,

"descriptionText": "The management job has completed successfully”,

"severity": "Informational”,

userAction":

}
1
“taskid": 99,
"time_spent": 43456,
"uuid": "89h98fbf943f11eb6hbh84ff1e2236596d"
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H,
"status": "DONE"

/unmanageOffline

Use this REST API to retrieve information about and configure settings for automatically unmanaging devices
that are offline for specific amount of time.

HTTP methods
GET, PUT

GET /unmanageOffline

Use this method to return settings for automatically unmanaging devices that are offline for specific amount
of time.

Note: Automatic unmanagement of offline devices is supported for Flex System chassis, switches, Lenovo
Flex System servers, Lenovo System x servers, ThinkAgile, and ThinkSystem servers.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/unmanage0ffline

Query parameters

None

Request body
None

Response codes

Code Description Comments

200 OK The request completed successfully.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Parameters Type Description

offlinePeriod Integer Amount of time, in hours, that devices must be offline before they are
automatically unmanaged
This value can be from 1 — 24 hours. The default is 24 hours.

unmanageOffline Boolean | Indicates whether Lenovo XClarity Administrator automatically

unmanages devices that are offline for the a specific amount of time.

This can be one of the following values.

e true. Enables automatic unmanagement of offline devices.XClarity
Administrator checks for offline devices every hour. If a device is
offline for at least the amount of time specified by offlinePeriod,
XClarity Administrator automatically unmanages that device.

¢ false. Disables automatic unmanagement of offline devices.
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The following example is returned if the request is successful.

{
"offlinePeriod": 24,
"unmanageOffline": "false"

}

PUT /unmanageOffline

Use this method to configure settings for automatically unmanaging devices that are offline for specific

amount of time.

Note: Automatic unmanagement of offline devices is supported for Flex System chassis, switches, Lenovo
Flex System servers, Lenovo System x servers, ThinkAgile, and ThinkSystem servers.

Authentication

Authentication with user name and password is required.

Request URL

PUT https://{management_server_IP}/unmanage0ffline

Query parameters

None
Request body
Re-
quired /
Parameter Optional | Type Description
offlinePeriod Optional | Integer Amount of time, in hours, that devices must be offline
before they are automatically unmanaged
This value can be from 1 — 24 hours. The default is 24
hours.
unmanageOffline Required | Boolean [ Indicates whether Lenovo XClarity Administrator

automatically unmanages devices that are offline for the a

specific amount of time. This can be one of the following

values.

¢ true. Enables automatic unmanagement of offline
devices.XClarity Administrator checks for offline

devices every hour. If a device is offline for at least the

amount of time specified by offlinePeriod, XClarity
Administrator automatically unmanages that device.

¢ false. Disables automatic unmanagement of offline
devices.

The following example configure automatic unmanagement settings.

{
"offlinePeriod": 48,

"unmanageOffline": "true"
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Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None
/unmanageRequest

Use this REST API to unmanage devices.
HTTP methods
POST

POST /unmanageRequest

Use this method to unmanage one or more target devices. The response header indicates the URI of a job
that is associated with a new task that has been started.

Authentication
Authentication with user name and password is required.

Request URL

POST https://{management_server_IP}/unmanageRequest

Query parameters

None
Request body
Required
Attributes /Optional Type Description
endpoints Required | Array Information about one or more devices to be unmanaged
ipAddresses Required | Array of IP addresses for the device
strings
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Required
/
Attributes Optional | Type Description

type Required | String Type of device. This can be one of the following values:
¢ Chassis

e Edge Server. ThinkSystem SE server

IBM Tape. IBM tape library

Lenovo ThinkServer

Lenovo Storage

Rackswitch

Rack-Tower Server. ThinkSystem SD, ThinkSystem
SR, or ThinkSystem ST, System x, Converged, or
NeXtScale server

uuid Required | String UUID for the device

forceUnmanage Optional | Boolean Indicates whether to force the unmanagement of a device.

This can be one of the following values.

¢ true. Force unmanagment even if the device is not
reachable.

e false. (default) Do not force unmanagement.

Important: When unmanaging demo hardware, set this

attribute to true.

Request example

The following is an example of a request that is submitted to unmanage a chassis.

{
“endpoints":[{
“ipAddresses" : ["10.243.4.144"],
"type":"Chassis",
"uuid":"63E29269BB634AB9A610D6FBFCE2B28F"
H,
“forceUnmanage":true
}

The following is an example of a request that is submitted to unmanage a rack switch.
{
"endpoints":[{
"ipAddresses":["10.241.139.100"],
"type":"Rackswitch",
"uuid":"F6F5A2630C244FDD9DE5376812C55480"
M,
"forceUnmanage":false

}

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.
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Code Description Comments

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If this POST method results in a job getting started, the response header includes a URI in the form
/unmanageRequest/jobs/{job_id} (for example, /unmanageRequest/jobs/12) that represents the job that is
monitored by the management server. You can use GET /JunmanageRequest/jobs/{job_id} to determine the
status of the job. If a job was not successfully started, refer to the response code and response body for
details.

Note: A successful response indicates that the request was successfully transmitted and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Response body

None

/unmanageRequest/jobs/{job_id}

Use this REST API to monitor the status of an unmanagement request.
HTTP methods
GET

GET /unmanageRequest/jobs/{job_id}

Use this method to monitor the status of an unmanagement request that was made using the POST
/unmanageRequest method.

Authentication
Authentication with user name and password is required.

Request URL
GET https://{management_server_IP}/unmanageRequest/jobs/{job_id}

where {job_id} is the job ID that was returned by the POST /JunmanageRequest method.

Query parameters

None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.
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Code Description Comments

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

progress Double Percentage complete of the bulk management job. This can be one
of the following values.

e 0.0. Created.

* >0.0. In progress.

e 100.0. Complete.

result Integer Result of the job. This can be one of the following values.
¢ 0. Created.

e 50. In progress.

e 100. Complete.

results Array of Results of the bulk unmanagement jobs
objects
messageBundle String Location where messages.properties can be found if it is not located

in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”

messagelD String Message ID (“0509_LONG”)

messageAttributes String This can be one of the following values.
e devicelP if not null

e deviceserial number if not null

e deviceUUID

progress Long Percentage complete of the unmanagement job. If the job is
complete, “JOB_DONE?” is returned.

result String Result of the request. This can be one of the following values.
e success. The request was successful.
¢ failed. The request failed.

resultLongDescription String Long description result
resultShortDescription String Short description resul.
status Object Status details about the list of management steps
description Array of List of message descriptions
objects
messageBundle String Location where messages.properties can be found if it is not located

in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”

messagelD String Message ID for the set of unmanagement steps

percentage Long Percentage complete of the set of unmanagement steps
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Attributes Type Description
state String State of the set of unmanagement steps. The can be one of the
following values.
¢ RUNNING
¢ RUNNING_COMPLETE
e ERROR
substatus Array of | Results of each of the task in the unmanagement job
objects
completed Boolean | Indicates whether the unmanagement step completed. This can be
one of the following values.
¢ true. The step has completed.
¢ false. The step has not completed.
id String Name of the unmanagement step
longDescription String Long message description
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID of the unmanagement step
progress Long Progress of the unmanagement step
shortDescription String Short message description
started Boolean | Indicates whether the unmanagement step has started. This can be
one of the following values.
e true. The step has started.
¢ false. The step has not started.
status Object Status details about the individual management step
description Array of List of message descriptions
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID for the set of unmanagement steps
percentage Long Percentage complete of the unmanagement step
state String State of the unmanagement step. This can be one of the following
values.
e ERROR
e PENDING
¢ RUNNING
¢ RUNNING_COMPLETE
userAction String Any user action that is required.
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Attributes Type Description

summary Object Information about the job summary
This summary consists of the following types of information.

e Description. Describes issues that occurred.

e Actions. Describes whether the job completed successfully, and
if not, lists the steps that the user can perform to resolve the
issue. You must provide enough information so that the user can
resolve the issue without help from the Lenovo Support.

¢ Severity. Describes severity of the job.

The job summary is optional for a job that completes successfully;
however, it is good practice to set the summary, even when the
severity is informational.

actionArgs Array of | List of action arguments for the message
strings
actionBundleKey String Bundle in which the user action is declared
actionBundleName String Bundle in which the translated user action is located
actionText String User action to use if there is no translation
descriptionArgs Array of List of arguments for the message
strings
descriptionBundleKey String Bundle in which the message description is declared
descriptionBundleName String Bundle in which the translated message description is located
descriptionText String Message description to use if there is no translation
severity String Severity of the subtask. This can be one of the following values.
¢ Informational. The request started or ended successfully.
e Warning. The request completed, but there are some problems
that you must be aware of . You can decide if action is needed.
e Critical. The request failed. Action is needed now and the scope
is broad (perhaps an imminent outage to a critical resource will
result).
time_spent Long Duration of the task in milliseconds.
taskid Integer Task ID
uuid String UUID associated with the unmanagement.
status Status of the management job. This can be one of the following
values.
e 0. Created.
e 50. Incomplete.
e 100. Done.

e 101. Done_Warnimg.

The following example is returned if the request is successful.
{
“progress": 100.0,
"results": [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.rest.messages”,
"messageID": "0509_LONG",
"messageParameters": "10.240.72.172",
"progress": 100.0,
"result": "SUCCESS",
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"resultLongDescription”: "The unmanagement job has completed successfully",
“resultShortDescription”: "Success”,
"status": {
"description": [{
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1028_LONG"
H,
“percentage": 100.0,
“state": "Complete",
“substatus": [{
"completed”: true,
"id": "STARTING",
“longDescription”: "Starting device unmanagement job",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1000_SHORT",
"progress": 100.0,
"shortDescription”: "Starting",
“started": true,
"status": {
"percentage”: 100.0,
"state": "Complete"

}

"userAction": ""
5
{
“"completed”: true
"id": "CFG_CABINET",
"longDescription”: "Configuring Hardware location",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1097_SHORT",
“progress": 100.0,
"shortDescription": "Configuring Hardware location",
"started": true,
"status": {
“percentage”: 100.0,
"state": "Complete"
3
"userAction": "",
H

5

"summary": {
"actionArgs": [],
"actionBundleKey":
“actionBundleName":
“actionText": "",
"descriptionArgs”: [],
"descriptionBundleKey": "1028 LONG",
"descriptionBundleName": "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"descriptionText": "The unmanagement job has completed successfully”,
"severity": "Informational"”,

}

"time_spent": 234216,

"taskid": 18725,

"uuid": "46920c143355486f97c19a34abc7d746"

H,
"status": "DONE"
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/ipDuplication

Use this REST API to check whether the specified IP addresses are duplicate in the same subnet.

HTTP methods

GET

GET /ipDuplication

Use this method to check whether the specified IP addresses are duplicate in the same subnet.

Authentication

Authentication with user name and password is required.

Request URL
GET https://{management _server_IP}/ipDuplication

Query parameters

Parameters

Re-
quired /
Optional | Description

IPs={IP_addresses}

Required | List of IP addresses to check for duplication

The following example checks whether the two IP addresses are duplicate.
GET https://192.0.2.0/ipDuplication?IPs=10.243.9.18,10.243.3.171

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response

body.

Chapter 3. Discovery and management 103



Response body

Attributes Type Description
duplicateln String Identifies the environment in which the IP address is duplicate. This
can be one of the following values.
e network. A duplicate IP address was found in the same network.
e managed. A managed device uses the same IP address.
¢ in_managed. A device that is currently in the management process
uses the same IP address.
IP String IP address
available Boolean Indicates whether the IP address is not duplicates and can be used.

This can be one of the following values.
e true. The IP address is not duplicate and can be use.
¢ false. The IP address is duplicate and cannot be use.

The following example is returned if the request is successful.

[

{
"duplicateIn": "network",
"IP": "10.243.3.170",
"available": false
I
{
"IP": "10.243.3.171",
"available": true
}
]
/ipSettings

Use this REST API to retrieve information about whether Lenovo XClarity Administrator checks for duplicate
IP addresses in the same subnet and to enable or disable checking for duplicate IP addresses.

HTTP methods
GET, PUT

GET /ipSettings

Use this method to return information about whether Lenovo XClarity Administrator checks for duplicate IP

addresses in the same subnet.

To retrieve a list of duplicate IP addresses in the same subnet, use GET /ipDuplication.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/ipSettings

Query parameters

None
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Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes

Type Description

duplicatelpCheck

Boolean | Indicates whether checking for duplicate IP addresses in the same
subnet is enabled or disabled. This can be one of the following values.
¢ true. Checks for duplicate IP addresses.

When enabled, XClarity Administrator raises an alert if you attempt
to change the IP address of XClarity Administrator or manage a
device that has the same IP address as another device that is
under management or another device found in the same subnet.

¢ false. Does not check for duplicate IP addresses.

The following example is returned if the request is successful.

{

"duplicateIpCheck": true
}
PUT /ipSettings

Use this method to enable or disable checking for duplicate IP addresses in the same subnet.

Authentication

Authentication with user name and password is required.

Request URL
PUT https://{management_server_IP}/ipSettings

Query parameters

None

Chapter 3. Discovery and management 105




Request body

Attributes

Re-
quired /
Optional | Type Description

duplicatelpCheck

Optional | Boolean | Indicates whether checking for duplicate IP addresses in
the same subnet is enabled or disabled. This can be one
of the following values.

¢ true. Checks for duplicate IP addresses.

When enabled, XClarity Administrator raises an alert if
you attempt to change the IP address of XClarity
Administrator or manage a device that has the same IP
address as another device that is under management
or another device found in the same subnet.

e false. Does not check for duplicate IP addresses.

The following example enables checking for duplicate IP addresses in the same subnet.

{ "duplicateIpCheck": true
}
Response codes
Code Description Comments
200 OK The request completed successfully.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

None
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Chapter 4. Inventory

The following resources are available for performing inventory functions.

/cabinet/view

Use this REST API to retrieve or modify the numbering order preference for devices in racks (cabinets).

HTTP methods

GET, PUT

GET /cabinet/view

Use this method to return the numbering order preference for devices in racks (cabinets).

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management _server_IP}/cabinet/view

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Parameters Type Description
topToBottomView Boolean Indicates the rack numbering order preference. This can be one of the

following values.

e true. Devices numbers are ordered from the top to the bottom (for
example, 1 -52).

¢ false. Devices numbers are ordered from bottom to the top (for
example, 52 - 1).

The following example is returned if the request is successful.

{

"topToBottomView": true

}

© Copyright Lenovo 2015, 2023
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PUT /cabinet/view

Use this method to modify the numbering order preference for devices in racks (cabinets).

Authentication

Authentication with user name and password is required.

Request URL

PUT https://{management_server_IP}/cabinet/view

Query parameters

None
Request body
Re-
quired /
Parameter Optional | Type Description
topToBottomView Required | Boolean | Indicates the rack numbering order preference. This can

be one of the following values.

e true. Devices numbers are ordered from the top to the
bottom (for example, 1 - 52).

e false. Devices numbers are ordered from bottom to
the top (for example, 52 - 1).

The following example sets the device-order preference to top to bottom.

{

"topToBottomView": true

}

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None
/canisters

Use this REST API to retrieve properties and metrics for all Flex System storage controllers (canisters). Each
controller represents one of the storage controllers in a Flex System storage device.

HTTP methods

GET

GET /canisters

Use this method to return properties for all Flex System storage controllers (canisters).
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Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/canisters

Query parameters

Re-
quired /
Parameters Optional | Description
excludeAttributes={attributes} Optional | Returns a response that excludes the specified attributes for each
resource. You can specify one or more attributes that are listed in the
response body, separated by a comma.
Notes:
¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.
e The response is filtered based on attribute name, not the attribute
value.
e Base attributes cannot be excluded.
includeAttributes=<attributes} Optional | Returns a response that includes the base attributes and the specified

attributes for each resource. You can specify one or more attributes

that are listed in the response body, separated by a comma.

Notes:

e The response is filtered based on attribute name, not the attribute
value.

e |f this attribute is not specified, all attributes are returned by
default.

The following example returns ipv4Addresses and ipv6Addresses properties in addition to the base

properties.

GET https://192.0.2.0/canisters?includeAttributes=ipv4Addresses,ipvbAddresses

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Attributes Type Description
canisterList Array List of all storage- controllers
See GET /canisters/{uuid} Object Detailed information about the individual storage controller

The following example is returned if the request is successful.

{ "canisterlist": [{

"cabinetName": "Ixcm-test",

"chassisList": [,
"complexList": [,
"height": 52,
"location": ""
"nodeList": [{

"complexNodeCount": -1,

"iteminventory”: {

“activationKeys": [],
"accessState": "Online",
"addinCardSlots": 0,
"arch": "x86_64",
"backedBy": "real",
"bladeState": 0,
"bootMode": {
"currentValue": "unspecified",
"possibleValues": ["uefi","bios"]
|3
"bootOrder": {
"bootOrderList": [{
"bootType": "SingleUse",
"currentBootOrderDevices": ["default"],
"possibleBootOrderDevices": ["setup","network","hd","cd","default"]

1.
"uri": "nodes/5CF902D17961E511843E3C18A001C6A0/bootOrder”

|3
"cmmDisplayName": "*,
"cmmHealthState": "Critical",
"complexID": -1,
"contact": ""
"description": "chassis RD650",
"domainName": "labs.lenovo.com",
"driveBays": 2,
"drives": [{
"bay": 2,
"capacity": 250,
"interfaceType": "SATA",
"mediaType": "HDD",
"raidPresence": "Non-RAID drive",
"speed": "3.0 Gb/s",
"state": "active"

|3

{
"bay": 1,
"capacity": 250,
"interfaceType": "SATA",
"mediaType": "HDD",
"raidPresence": "Non-RAID drive",
"speed": "3.0 Gb/s",
"state": "active"

11,

Lenovo XClarity Administrator REST API Guide



"embeddedHypervisorPresence": false,

"encapsulation": {},
"errorFields": [],
"excludedHealthState": "Critical",
"expansionCards": [],
"expansionCardSlots": 0,
"expansionProducts": [],
"expansionProductType": "",
"fans": [],
"firmware": [{

"build": "",

"date": "",

"name": "PSU 2",

"role": ""

"status": "ACTIVE",

"type": "PSU 2",

"version": "0.0.0"

"build": ||||,
"date": n ||,

"name": "System Manager (BMC)",

"role": "",
"status": "ACTIVE",

"type": "System Manager (BMC)",

"version": "1.42.78800"
}]l
"flashStorage": [],
IIFRUII: n II,

“fruSerialNumber": "8SSB20A05917R2SH56G004J",

"FQDN": "",
"hasOS": false,
"height": 2,
"hostMacAddresses": "",
"hostname": "RD650",
"ipInterfaces": [,
"ipv4Addresses": ["10.243.2.201"],
"ipv6Addresses": [],
"isConnectionTrusted": "true",
"isITME": false,
"isRemotePresenceEnabled": true,
"isScalable": false,
"lanOverUsb": "disabled",
"leds": [{
"color": "Red",
"conditions": "Fault",
"location": "MotherBoard",
"name": "LED FAN FAULT 5",

"state": "Off"

|3

b

{
"color": "Red",
"conditions": "Fault",
"location": "MotherBoard",
"name": "LED FAN FAULT 6",
"state": "Off"

11,

"location": {

"lowestRackUnit": 51,
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Illocationll. nn

- ’
"rack": "Ixcm-test",
Ilroomll. nn

}

logicallD": -1,
"macAddress": "00:8C:FA:E7:FE:4A,00:8C:FA:E7:FE:4B",
"machineType": "70D0",
"manufacturerld": "",
"manufacturer": "LENOVO",
"memoryModules": [{
"capacity": 8,
"displayName": "DIMM 1",
"model": "",
"manufacturer": "Samsung",
"partNumber": "M393A1G40DB0-CPB",
"serialNumber": "411e26be",
"slot": 1,
"speed": 1600,
"speedMBs": 0,
"type": "RDIMM",
"voltage": "1.2V"
1,
"memorySlots": 0,
"mgmtProclPaddress": "10.243.2.201",
"mgmtProcType": "UNKNOWN",
"model": "0026UX",
"name": "RD650",
"nist": {
"currentValue": "Nist_800_131A_Strict",
"possibleValues": ["Nist_800_131A_Strict","unsupported”,"Nist_800_131A_Custom",
"Compatibility"]
}

overallHealthState": "Critical",

"partNumber": "*,

"powerStatus": 8,

"productName": "RD650",

"parent": {

"uri": "cabinet/83094B8D-4709-4254-8E28-2C571816FE81",
"uuid": "83094B8D-4709-4254-8E28-2C571816FE81"

13

"partitionID": -1,

"pciCapabilities": [,

"pciDevices": [],

"ports": [],

"posID": ",

"powerAllocation": {
"maximumAllocatedPower": 0,
"minimumAllocatedPower": 0

|3

"powerCappingPolicy": {

"cappingACorDCMode": "UNKNOWN",
"cappingPolicy": "UNKNOWN",
"currentPowerCap": 0,
"maxPowerCap": -1,
"maximumPowerCappingHotPlugLevel": -1,
"minimumHardCapLevel": -1,
"minPowerCap": -1,
"minimumPowerCappingHotPlugLevel": -1,
"powerCappingAllocUnit": "watts"

|3

"powerSupplies": [{
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"dataHandle": 0,
"description": "Power Supply 1",
"firmware": [,
"hardwareRevision": "01",
"healthState": "GOOD",
"inputVoltagelsAC": false,
"inputVoltageMax": 0
"inputVoltageMin": 0,
"leds": [{

"color": "Amber",

"location": "FRU",

"name": "FAULT",
"state": "Off"

b

{
"color": "Green",
"location": "FRU",
"name": "OUT",
"state": "On"

}]!

"manufactureDate": "2014-01-11",
"manufacturerld": "LITEON",
"model": "PS-2551-6L-LF",
"name": "005V",

"parent": {},

"powerAllocation": {
"totallnputPower": 0,
"totalOutputPower": 0

|3

"serialNumber": "005V",

"slots": [0],
"type": "PowerSupply",
"uri": "powerSupply/null",

1,

"primary": false,

"processors": [{

"cores": 6,

"displayName": "",

"family": "Intel Nehalem Family",
"manufacturer": "Genuinelntel",
"productVersion": "Haswell Server Model",
"slot": 1,

"socket": "",

"speed": 1.6

1,

"processorSlots": 0,

"productld": "",

"raidSettings": [,

"secureBootMode": {

"currentValue": "",
"possibleValues": []

|3

"securityDescriptor": {
"managedAuthEnabled": false,
"managedAuthSupported": false,
"publicAccess": false,
"roleGroups": [,

"storedCredentials": {
"description”: ""
"id": "557",
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"userName": "lenovo"

h
"uri": "nodes/5cf902d17961e511843e3c18a001c6a0"
|3
"serialNumber": "MJ03210K",
"slots": [1],
"status": {
"message": "managed”,
"name": "MANAGED"
|3
"subSlots": [],

"subType": "ThinkServer",
"tlsVersion": {
"possibleValues": ["unsupported”,
"TLS_12",
"TLS_11",
"TLS_10"],
"currentValue": "Unknown"
|3
"thinkServerFru": [{
"description": "BackPlane1 FRU",
"deviceName": "12GBP 12xL",
"manufatucturer": "LENOVOQO",
"manufatucturerDate": "Apr 28, 2015",
"partNumber": "SSFO0A47713",
"serial": "8SSSF0A47713V1SH54W0077",
1,
"type": "Lenovo ThinkServer",
"userDefinedName": "RD650",
"userDescription": "",
"uri": "nodes/5CF902D17961E511843E3C18A001C6AQ",
"uuid": "5CF902D17961E511843E3C18A001C6AQ",
"vnicMode": "disabled",
"vpdID": ""
|3
"itemHeight": 2,
"itemLocation":
"itemLocationRack": "Ixcm-test",
"itemLocationRoom": "",
"itemLowerUnit": 51,
"itemName": "SERVER-5CF902D17961E511843E3C18A001C6AQ",
"itemParentUUID": "83094B8D-4709-4254-8E28-2C571816FE81",
"itemSubType": "ThinkServer",
"itemType": "SERVER",
"itemUUID": "5CF902D17961E511843E3C18A001C6A0",
"nodeCount": -1,

“physicallD": -1
11,
"placeholderList": ],
Ilroomll: Illl,

"storagelList": [{
"itemName": "S3200",
"itemUUID": "500COFF0280E8B3C",
"itemParentUUID": "208000COFF280E8B",
"itemLocationRoom": "",
"itemLocationRack": "Ixcm-test",
"itemLocation": "",
"itemLowerUnit": 49,
"itemType": "STORAGE",
"itemHeight": 2,
"itemSubType": "Enclosure",
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"iteminventory": {

"accessState": "Online",

"canisterSlots": 2,

"cmmHealthState": "Critical",

"contact": "Alan Hawkins5",

"description": "mineminemine",

"diskGroups": 3,

"driveBays": 12,

"enclosures": [{

"canisters": [{

"cmmDisplayName": "controller_b",
"controllerld": "B",
“"controllerRedundancyMode": "Active-Active ULP",
“"controllerRedundancyStatus": "Redundant"”,
"disks": 11,
"diskBusType": "SAS",
"diskChannels": 2,
"expansionPorts": [{

"healthReason": "No drive enclosure is connected to this expansion port. This is
normal if this is the last (or only) enclosure in the cabling
sequence of the system.",

"health": "N/A",

"healthRecommendation": "- No action is required.",

"name": "Out Port",

"status": "Disconnected"

1,
"energyMetrics": {

"diskControllerTemperature": ],

"inletAirTemperature": [],

"memoryTemperature": []

b
"failedOverToThisController": "No",
"failOverReason": "Not applicable",
"firmware": {
"backplaneType": "7",
"pbuildDate": "Thu Jun 29 09:26:26 MDT 2017",
"bundleVersion": "GL221R020-14",
"capiVersion": "3.19",
"cpldCodeVersion": "56",
"diskinterfaceHardwareVersion": "3",
"expanderControllerCodeVersion": "3206",
"hardwareVersion": "5.2",
"hostInterfaceHardwareVersion": "2",
"hostInterfaceModuleModel": "6",
"hostinterfaceModuleVersion": "11",
"managementControllerCodeVersion": "GLM221R037-02",
"managementControllerLoaderCodeVersion": "6.27.25440",
"scBootMemoryReferenceCodeVersion": "1.2.1.10",
"storageControllerCodeBaselevel": "GLS221R13-01",
"storageControllerCodeVersion": "GLS221R13-01",
"storageControllerCpuType": "Gladden 1300MHz",
"storageControllerLoaderCodeVersion": "27.016",
|3
"hardwareVersion": "5.2",
"health": "Normal",
"healthReason": "",
"healthRecommendation": "",
"hostPorts": 4,
"networkPorts": {
"addressingMode": "Manual",
"gateway": "10.243.0.1",
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"health": "OK",
"healthReason": "",
"healthRecommendation": ""
"ipAddress": "10.243.9.149",
"ipVersion": 4,
"macAddress": "00:c0:ff:28:04:01",
"name": "mgmtport_b",
"networkMask": "255.255.224.0"

|3
"phylsolation": "Enabled",
"ports": [{
"action": "- If this host port is intentionally unused, no action is required.\n
- Otherwise, use an appropriate interface cable to connect this host
port to a switch or host.\n
- If a cable is connected, check the cable and the switch or host for
problems.",
"actualSpeed": "",
"configSpeed": "Auto",
"health": "N/A",
"media": "FC(-)",
"port": "B3",

"reason": "There is no active connection to this host port.",
"status": "Disconnected",
"targetld": "277000c0ff280e8b",
"topology": "PTP"
}
]
"position": "Bottom",
"powerState": "On",
"systemCacheMemory": 6144,
"serialNumber": "11S00WC050Y010DH677182",
"revision": "0",
"status": "Operational”,

}
.
"drives": [{

"model": "ST2000NM0034 X",

"vendorName": "LENOVO-X",

"status": "Up",

"location": "0.7",

"serialNumber": "Z4H04RK70000R543K1TB",

"healthReason": "The disk may contain invalid metadata.",

"health": "Degraded"”,

"type": "SAS MDL",

"healthRecommendation": "- If the associated disk group is offline or quarantined, contact
technical support. Otherwise, clear the disk's metadata to reuse
the disk.",

"size": "2000.3GB"

|3
]

"enclosurelnfo": {
"diskCount": 11,
"driveBays": 12,
"enclosureld": 0,
"health": "Degraded"”,

“midplaneSerialNumber": "11S00WC065Y010DH67CORF",

"model": "S3200",
"vendorName": "Lenovo",
"status": "Up",

"wwn": "500COFF0280E8B3C"
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"energyMetrics": {
"enclosurePower": []

3
"frus": [{
"description": "SPS Memory Card",
"fruLocation": "LOWER IOM MEMORY CARD SLOT",
"fruStatus": "OK",
"partNumber": "40-00000053",
"serialNumber": "",
"shortName": "Memory Card"
3
.
"location": {
"rack": "Ixcm-test",
"room"; ""
"location": "",
"lowestRackUnit": 49
}

powerSupplies": [{
"health": "OK",
"healthReason": "",
"healthRecommendation": ""
"model": "00WC067",
“position": "Right",
"status": "Up",
"vendorName": ""

"health": "OK",
"healthReason": "",
"healthRecommendation": "",
"model": "00WC067",
"position": "Left",
"status": "Up",
"vendorName": ""
1,
"slots": [*0","1","2","3","4","5" "6","7","8","9","10"]
1,
"enclosureCount": 1,
"excludedHealthState": "Critical",
"healthReason": "A subcomponent of this component is unhealthy.",
"ipv4Addresses": ["10.243.9.148","10.243.9.149"],
"isConnectionTrusted": "true",
"location": {
"rack": "Ixcm-test",
"room": "",
"location":
"lowestRackUnit": 49
b
"machineType": "6411",
"mgmtProclPaddress": "10.243.9.148",
"model": "S3200",
"name": "S3200",
"otherMcStatus": "Operational”,
"overallHealthState": "Critical",
"parent": {
"uri"; ""
"uuid": ""

}

pfu": "ldle",
"productBrand": "Storage",
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"productName": "S3200",
"scsiProductld": "S3200",
"scsiVendorld": "Lenovo",
"securityDescriptor": {
"managedAuthEnabled": false,
"managedAuthSupported": false,
"publicAccess": false,
"roleGroups": [],
"uri": "storage/208000c0ff280e8b"
13
"serialNumber": "280E8B",
"supportedLocales": "English (English), Arabic (. ,gJl), Portuguese (portugués), Spanish (espafiol),
French (frangais), German (Deutsch), Italian (italiano), Japanese (H 7<zE),
Korean (8t=01), Dutch (Nederlands), Russian (pycckuii),
Chinese-Simplified (4 3Z), Chinese-Traditional (Z&&H )",
"systemLocation": ",,Ixcm-test",
"type": "Lenovo Storage",
"uri": "storage/208000COFF280E8B",
"userDefinedName": "S3200",
"userDescription": "mineminemine",
"uuid": "208000COFF280E8B",
"vendorName": "Lenovo",
"virtualPools": 2,
"wwnn": "208000COFF280E8B"

}
Hs
"switchList": [],
"UUID": "83094B8D-4709-4254-8E28-2C571816FE81"

hl

/canisters/{uuid}

Use this REST API to retrieve or update properties for a specific Flex System storage controller (canister).
Each controller represents one of the controllers in a Flex System storage device.

HTTP methods
GET, PUT

GET /canisters/{uuid}
Use this method to return properties for a specific Flex System storage controller (canister).

Authentication
Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/canisters/{uuid}

where {uuid} is the UUID of the storage controller to be retrieved. To obtain the storage-controller UUID, use
the GET /canisters method.
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Query parameters

Parameters

Re-
quired /
Optional | Description

excludeAttributes={attributes}

Optional | Returns a response that excludes the specified attributes for each

resource. You can specify one or more attributes that are listed in the

response body, separated by a comma.

Notes:

¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.

e The response is filtered based on attribute name, not the attribute
value.

* Base attributes cannot be excluded.

includeAttributes=<attributes}

Optional | Returns a response that includes the base attributes and the specified

attributes for each resource. You can specify one or more attributes

that are listed in the response body, separated by a comma.

Notes:

e The response is filtered based on attribute name, not the attribute
value.

e If this attribute is not specified, all attributes are returned by
default.

The following example returns ipv4Addresses and ipv6Addresses properties in addition to the base

properties.

GET https://192.0.2.0/canisters/6ED2CB368C594C66C2BB066D5A3061387?
includeAttributes=ipv4Addresses,ipvéAddresses

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

Attributes Type Description
activationKeys Array List of installed Feature On Demand (FOD) keys
backedBy String This can be one of the following values.

* real. The inventory describes real hardware.
e demo. The inventory describes demo (mock) hardware.
e proxy. A proxy is temporarily serving to provide the inventory.
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Attributes Type Description
bladeState Integer The blade state. This can be one of the following values.
¢ 0. Initializing
e 1. Active
e 2. Discovering
¢ 3. Provisioning
® 4. Provision passed
e 5. Provision failed
® 6. Provisioning failed with isolate
e 7. Preinitialization
e 8.SDR load
e 9. POST initialization
¢ 10. Communications error
e 11, Init failed
¢ 12. Kernel mode
¢ 13. Maintenance mode
* 14, Fire hose dump mode
e 15, Flashing
e 16. No power
e 17. Unknown
e 255. Not Applicable
cmmDisplayName String Display name provided by the CMM
cmmHealthState String Health summary that corresponds to the highest event severity of all
the devices. This can be one of the following values:
e Normal
¢ Non-Critical
e Warning
¢ Minor-Failure
e Major-Failure
* Non-Recoverable
e Critical
¢ Unknown
contact String Contact name
dataHandle Long Time stamp of the last status update
description String Description provided by the CMM
domainName String Domain name
driveBays Integer Total number of drive bays
drives Array Information about the drives
bay Integer Drive bay location
capacity Integer Drive capacity, in GB
errorFields Array of Error codes. This can be one of the following values.
objects e FETCH_SUCCESS
where e FETCH_FAILED
each e NO_CONNECTOR
object e FATAL_EXCEPTION
has e NETWORK_FAIL
<string,
error-
Code}
firmware Array Information about the firmware
build String Firmware build
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Attributes Type Description
date String Firmware date
name String Firmware name
role String Firmware role
status String Firmware status
type String Firmware type
version String Firmware version
FRU String FRU part number
fruSerialNumber String FRU serial number
hostname String Hostname
ipInterfaces Array Information about the storage-controller IP addresses
IPv4assignments Array Information about IPv4 assignments
address String IPv4 address
gateway String IPv4 gateway
id Integer IPv4 assignment ID
subnet String IPv4 subnet mask
type String The type of the IPv4 assignment. This can be one of the following
values.
e INUSE
e CONFIGURED
e ALIAS
¢ UNKNOWN
IPvdDHCPmode String IPv4 address DHCP mode. This can be one of the following values.
e STATIC_ONLY
e DHCP_ONLY
e DHCP_THEN_STATIC
e UNKNOWN
IPv4enabled Boolean | Identifies whether IPv4 is enabled. This can be one of the following
values.
* true. IPv4 is enabled
¢ false. IPv4 is disabled
IPv6assignments Array Information about IPv6 assignments
address String IPv6 address
gateway String IPv6 gateway
id Integer IPv6 assignment ID
prefix Integer IPv6 prefix
scope String Scope of the IPv6 assignment. This can be one of the following

values.

¢ Global

¢ LinkLocal
e Unknown
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Attributes Type Description
source String Source of the IPv6 assignment. This can be one of the following
values.
e DHCP
¢ Statelesss
e Static
e Other
¢ Unknown
type String Type of the IPv6 assignment. This can be one of the following values.
e INUSE
e CONFIGURED
e ALIAS
¢ UNKNOWN
IPv6enabled Boolean | Identifies whether IPv6 is enabled. This can be one of the following
values.
¢ true. IPv6 is enabled
¢ false. IPv6 is disabled
IPv6DHCPenabled Boolean | Identifies whether IPv6 DHCP is enabled. This can be one of the
following values.
e true. [IPv6 DHCP is enabled
e false. |IPv6 DHCP is disabled
IPv6statelessEnabled Boolean | Identifies whether IPv6 stateless is enabled. This can be one of the
following values.
¢ true. |IPv6 stateless is enabled
¢ false. IPv6 stateless is disabled
IPv6staticEnabled Boolean | Identifies whether IPv6 static is enabled. This can be one of the
following values.
¢ true. |IPv6 static is enabled
¢ false. IPv6 static is disabled
name String Interface name (such as eth0)
label String Label
ipv4Addresses Array of The list of IPv4 addresses
strings
ipv4ServiceAddress String IPv4 service address
ipv6Addresses Array of List of IPV6 addresses
strings
ipv6ServiceAddress String IPv6 service address
lanOverUsb String Identifies whether the LAN over USB is enabled or disabled. This can
be one of the following values.
e enabled
e disabled
leds Array Information about storage-controller LEDs
color String LED color. This can be one of the following values.

Red
Amber
Yellow
Green
Blue
Unknown
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Attributes Type Description
location String LED location. This can be one of the following values.
¢ Front panel
¢ Lightpath Card
¢ Planar
e FRU
e Rear Panel
e Unknown
name String LED name
state String LED state. This can be one of the following values.
o Off
e On
e Blinking
* Unknown
location Array Storage-controller location details
location String Location description
lowestRackUnit Integer Lowest rack unit
rack String Rack
room String Room
macAddress String MAC address
machineType String Machine type
manufacturer String Manufacturer
uri String Parent URI
uuid String Parent UUID
manufacturerlD String Manufacturer ID
memoryModules Array Information about the memory modules
capacity Long Capacity
displayName String Display hame
manufacturer String Manufacturer
model String Model
partNumber String Part number
serialNumber String Serial number
slot Integer Slot
speed Long Speed
type String Type
model String Storage-controller model
memorySlots Integer Total number of memory slots
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Attributes Type Description
name String Name that is displayed in the user interface for this device
The value of this attribute is determined by preferredDisplayName
attribute in the GET /aicc method. For example, if the
preferredDisplayName attribute is set to “hostname,” then the value
for this name attribute is the same as the hostname attribute in the
GET /aicc method.
parent Array Parent information for the target device
uri String Parent URI
uuid String Parent UUID
partNumber String Part number
powerStatus Integer Power status. This can be one of the following values.
¢ 0. Unknown
e 5 Off
e 8.0n
e 17. Standby
processors Array Processor details
posID String Position ID
cores Integer Processor cores
family String Processor family
manufacturer String Processor manufacturer
slot Integer Slot number
speed Long Processor speed (GHz)
processorSlots Integer Total number of processor slots
productld String Product ID
productName String Product name
serialNumber String Serial number
serviceHostName String Service hostname
slots Array of Slots occupied
integers
subSlots Array of Sub-slots occupied
integers
subType String Sub-type
type String Resource type. This value is always “ITE.”
uri String Storage-controller URI
userDefinedName String User-defined name for the device
userDescription String User-defined description
uuid String uUuiD
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Attributes Type Description

vnicMode String Indicates whether VNIC mode is enabled. This can be one of the
following values.
¢ enabled. VNIC mode is enabled.
¢ disabled. VNIC mode is disabled.

vpdID String VPD ID

The following example is returned if the request is successful.

{

"cabinetName": "Ixcm-test",
"chassisList": [,
"complexList": [],

"height": 52,

"location":

"nodeList": [{
"complexNodeCount": -1,
"itemInventory": {

"activationKeys": [],
"accessState": "Online",
"addinCardSlots": 0,
"arch": "x86_64",
"backedBy": "real",
"bladeState": 0,
"bootMode": {

}

}

"cmmDisplayName":

“currentValue": "unspecified",
"possibleValues": ["uefi","bios"]

bootOrder": {

"bootOrderList": [{

"bootType": "SingleUse",

"currentBootOrderDevices": ["default"],
"possibleBootOrderDevices": ["setup","network","hd","cd","default"]

1

"uri": "nodes/5CF902D17961E511843E3C18A001C6A0/bootOrder"

"cmmHealthState": "Critical",
"complexID": -1,

"contact":
"description": "chassis RD650",
"domainName": "labs.lenovo.com",

"driveBays": 2,
"drives": [{

"bay": 2,
"capacity": 250,

"interfaceType": "SATA",

"mediaType": "HDD"

"raidPresence": "Non-RAID drive",

"speed": "3.0 Gb/s",
"state": "active"

"bay": 1,
"capacity": 250,

"interfaceType": "SATA",

"mediaType": "HDD"

"raidPresence": "Non-RAID drive",

"speed": "3.0 Gb/s"
"state": "active"
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1

"embeddedHypervisorPresence": false,
"encapsulation": {},

"errorFields": [],
"excludedHealthState": "Critical",
"expansionCards": [],
"expansionCardSlots": 0,
"expansionProducts": [],
"expansionProductType": "",

"fans": [],
"firmware": [{
"pbuild": "",
"date": "",
"name": "PSU 2",
"role": ""
"status": "ACTIVE",
"type": "PSU 2",
"version": "0.0.0"
|3
{
"build": "",
"date": "",
"name": "System Manager (BMC)",
"role": "",
"status": "ACTIVE",
"type": "System Manager (BMC)",
"version": "1.42.78800"
1,
"flashStorage": [],
"FRU": "",
"fruSerialNumber": "8SSB20A05917R2SH56G004J",
"FQDN": "",
"hasOS": false,
"height": 2,
"hostMacAddresses": ""

"hostname": "RD650",
"ipInterfaces": [],
"ipv4Addresses": ["10.243.2.201"],
"ipv6Addresses": [],
"isConnectionTrusted": "true",
"isITME": false,
"isRemotePresenceEnabled": true,
"isScalable": false,
"lanOverUsb": "disabled",
"leds": [{
"color": "Red",
"conditions": "Fault",
"location": "MotherBoard",
"name": "LED FAN FAULT 5",

"state": "Off"

|3

b

{
"color": "Red",
"conditions": "Fault",
"location": "MotherBoard",
"name": "LED FAN FAULT 6",
"state": "Off"

1,

"location": {
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"lowestRackUnit": 51,

"location": ""
"rack": "Ixcm-test",
Ilroomll: nn

}!

"logicallD": -1,

"macAddress": "00:8C:FA:E7:FE:4A,00:8C:FA:E7:FE:4B",
"machineType": "70D0",
"manufacturerld": "",
"manufacturer": "LENOVO",
"memoryModules": [{
"capacity": 8,
"displayName": "DIMM 1",
"model": "",
"manufacturer": "Samsung",
"partNumber": "M393A1G40DB0-CPB",
"serialNumber": "411e26be",
"slot": 1,
"speed": 1600,
"speedMBs": 0,
"type": "RDIMM",
"voltage": "1.2V"
1,
"memorySlots": 0,
"mgmtProclPaddress": "10.243.2.201",
"mgmtProcType": "UNKNOWN",
"model": "0026UX",
"name": "RD650",
"nist": {
"currentValue": "Nist_800_131A_Strict",
"possibleValues": ["Nist_800_131A_Strict","unsupported"”,"Nist_800_131A_Custom",
"Compatibility"]
}

overallHealthState": "Critical",

"partNumber": "",

"powerStatus": 8,

"productName": "RD650",

"parent": {

"uri": "cabinet/83094B8D-4709-4254-8E28-2C571816FE81",
"uuid": "83094B8D-4709-4254-8E28-2C571816FE81"

}

partitionID": -1,
"pciCapabilities": [,
"pciDevices": [],

"ports": [],

"posID": ",

"powerAllocation”: {
"maximumAllocatedPower": 0,
"minimumAllocatedPower": 0

}

powerCappingPolicy": {
"cappingACorDCMode": "UNKNOWN",
"cappingPolicy": "UNKNOWN",
"currentPowerCap": 0,
"maxPowerCap": -1,
"maximumPowerCappingHotPlugLevel": -1,
"minimumHardCapLevel": -1,
"minPowerCap": -1,
"minimumPowerCappingHotPlugLevel": -1,
"powerCappingAllocUnit": "watts"
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"powerSupplies": [{
"dataHandle": 0,
"description": "Power Supply 1",
"firmware": [,
"hardwareRevision": "01",
"healthState": "GOOD",
"inputVoltagelsAC": false,
"inputVoltageMax": 0
"inputVoltageMin": 0,
"leds": [{

"color": "Amber",
"location": "FRU",

"name": "FAULT",
"state": "Off"

b

{
"color": "Green",
"location": "FRU",
"name": "OUT",
"state": "On"

1,

"manufactureDate": "2014-01-11",
"manufacturerld": "LITEON",
"model": "PS-2551-6L-LF",
"name": "005V",
"parent": {},
"powerAllocation": {
"totallnputPower": 0,
"totalOutputPower": 0
b
"serialNumber": "005V",
"slots": [0],
"type": "PowerSupply",
"uri": "powerSupply/null”,
1,
"primary": false,
"processors": [{
"cores": 6,
"displayName": "",
"family": "Intel Nehalem Family",
"manufacturer": "Genuinelntel",
"productVersion": "Haswell Server Model",
"slot": 1,
"socket": "",
"speed": 1.6
1,
"processorSlots": 0,
"productld": "",
"raidSettings": [],
"secureBootMode": {
"currentValue": ""
"possibleValues": []
|3
"securityDescriptor": {
"managedAuthEnabled": false,
"managedAuthSupported": false,
"publicAccess": false,
"roleGroups": [],
"storedCredentials": {
"description”: ""
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Ilidll: II557II,
"userName": "lenovo"

3
"uri": "nodes/5¢cf902d17961e511843e3c18a001c6a0"
}!
"serialNumber": "MJ03210K",
"slots": [1],
"status": {

"message": "managed",
"name": "MANAGED"
|3

"subSlots": [],
"subType": "ThinkServer",
"tiIsVersion": {
"possibleValues": ["unsupported"”,
"TLS_12",
"TLS_11",
"TLS_10"],
"currentValue": "Unknown"
b
"thinkServerFru": [{
"description": "BackPlane1 FRU",
"deviceName": "12GBP 12xL",
"manufatucturer"; "LENOVOQO",
"manufatucturerDate": "Apr 28, 2015",
"partNumber": "SSF0A47713",
"serial": "8SSSF0A47713V1SH54W0077",
1,
"type": "Lenovo ThinkServer",
"userDefinedName": "RD650",
"userDescription": "",
"uri": "nodes/5CF902D17961E511843E3C18A001C6AQ",
"uuid": "5CF902D17961E511843E3C18A001C6AQ",
"vnicMode": "disabled",
"vpdID": ""
2
"itemHeight": 2,
"itemLocation": "",
"itemLocationRack": "Ixcm-test",
"itemLocationRoom": "",
"itemLowerUnit": 51,
"itemName": "SERVER-5CF902D17961E511843E3C18A001C6AQ",
"itemParentUUID": "83094B8D-4709-4254-8E28-2C571816FE81",
"itemSubType": "ThinkServer",
"itemType": "SERVER",
"itemUUID": "5CF902D17961E511843E3C18A001C6A0",
"nodeCount": -1,

“physicallD": -1
1,
"placeholderList": [],
Ilroc)m II: nn s

"storagelList": [{
"itemName": "S3200",
"itemUUID": "500COFF0280E8B3C",
"itemParentUUID": "208000COFF280E8B",
"itemLocationRoom": "",
"itemLocationRack": "Ixcm-test",
"itemLocation": ""
"itemLowerUnit": 49,
"itemType": "STORAGE",
"itemHeight": 2,
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"itemSubType": "Enclosure",
"iteminventory”: {
"accessState": "Online",
"canisterSlots": 2,
"emmHealthState": "Critical",
"contact": "Alan Hawkins5",
"description": "mineminemine”,
"diskGroups": 3,
"driveBays": 12,
"enclosures": [{
"canisters": [{
"cmmDisplayName": "controller_b",
“controllerld": "B",
“controllerRedundancyMode": "Active-Active ULP",
“controllerRedundancyStatus": "Redundant",
"disks": 11,
"diskBusType": "SAS",
"diskChannels": 2,

"expansionPorts": [{
"healthReason": "No drive enclosure is connected to this expansion port. This is

normal if this is the last (or only) enclosure in the cabling
sequence of the system.",
"health": "N/A",
"healthRecommendation": "- No action is required.",
"name": "Out Port",
"status": "Disconnected"
Hs
"energyMetrics": {
"diskControllerTemperature": [],
"inletAirTemperature": [],
"memoryTemperature": []
b
"failedOverToThisController": "No",
"failOverReason": "Not applicable",
"firmware": {
"backplaneType": "7",
"buildDate": "Thu Jun 29 09:26:26 MDT 2017",
"bundleVersion": "GL221R020-14",
"capiVersion": "3.19",
"cpldCodeVersion": "56",
"diskInterfaceHardwareVersion": "3",
"expanderControllerCodeVersion": "3206",
"hardwareVersion": "5.2",
"hostlInterfaceHardwareVersion": "2",
"hostInterfaceModuleModel": "6",
"hostinterfaceModuleVersion": "11",
"managementControllerCodeVersion": "GLM221R037-02",
"managementControllerLoaderCodeVersion": "6.27.25440",
"scBootMemoryReferenceCodeVersion": "1.2.1.10",
"storageControllerCodeBaselevel": "GLS221R13-01",
"storageControllerCodeVersion": "GLS221R13-01",
"storageControllerCpuType": "Gladden 1300MHZz",
"storageControllerLoaderCodeVersion": "27.016",
}
"hardwareVersion": "5.2",
"health": "Normal",
"healthReason": "",
"healthRecommendation": "",
"hostPorts": 4,
"networkPorts": {
"addressingMode": "Manual",
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"gateway": "10.243.0.1",

"health": "OK",

"healthReason": "",
"healthRecommendation": "",
"ipAddress": "10.243.9.149",
"ipVersion": 4,

"macAddress": "00:c0:ff:28:04:01",
"name": "mgmtport_b",
"networkMask": "255.255.224.0"

13
"phylsolation": "Enabled",
"ports": [{
"action": "- If this host port is intentionally unused, no action is required.\n
- Otherwise, use an appropriate interface cable to connect this host
port to a switch or host.\n
- If a cable is connected, check the cable and the switch or host for
problems.",
"actualSpeed": "",
"configSpeed": "Auto",
"health": "N/A",
"media": "FC(-)",
"port": "B3",

"reason": "There is no active connection to this host port.",
"status": "Disconnected",
"targetld": "277000c0ff280e8b",
"topology": "PTP"
|3
.|
"position": "Bottom",
"powerState": "On",
"systemCacheMemory": 6144,
"serialNumber": "11S00WC050Y010DH677182",
"revision": "0",
"status": "Operational”,

}
.
"drives": [{

"model": "ST2000NM0034 X",

"vendorName": "LENOVO-X",

"status": "Up",

"location"; "0.7",

"serialNumber": "Z4H04RK70000R543K1TB",

"healthReason": "The disk may contain invalid metadata."”,

"health": "Degraded",

"type": "SAS MDL",

"healthRecommendation": "- If the associated disk group is offline or quarantined, contact
technical support. Otherwise, clear the disk's metadata to reuse
the disk.",

"size": "2000.3GB"

13

e
enclosurelnfo": {

"diskCount": 11,

"driveBays": 12,

"enclosureld": 0,

"health": "Degraded",

"midplaneSerialNumber": "11S00WC065Y010DH67CORF",

"model": "S3200",
"vendorName": "Lenovo",
"Status": IIUpII,

"wwn": "500COFF0280E8B3C"
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}

energyMetrics": {
"enclosurePower": []

|3

"frus": [{
"description": "SPS Memory Card",
"fruLocation": "LOWER IOM MEMORY CARD SLOT",
"fruStatus": "OK",
"partNumber": "40-00000053",
"serialNumber": "",
"shortName": "Memory Card"

b

-

"location": {
"rack": "Ixcm-test",
"room": ""
"location": "",
"lowestRackUnit": 49

|3

"powerSupplies": [{
"health": "OK",
"healthReason": "",
"healthRecommendation": "",

"model": "00WC067",
"position": "Right",
"status": "Up",
"vendorName": ""

"health": "OK",
"healthReason": "",
"healthRecommendation": "",
"model": "00WC067",
"position": "Left",
"status": "Up",
"vendorName": ""
1,
"slots": ['0","1","2","3","4","5","6","7","8","9","10"]
1,
"enclosureCount": 1,
"excludedHealthState": "Critical",
"healthReason": "A subcomponent of this component is unhealthy.",
"ipv4Addresses": ["10.243.9.148","10.243.9.149"],
"isConnectionTrusted": "true",
"location": {
"rack": "Ixcm-test",
"room": "",
"location":
"lowestRackUnit": 49

|3

"machineType": "6411",
"mgmtProclPaddress": "10.243.9.148",
"model": "S3200",

"name": "S3200",

"otherMcStatus": "Operational”,
"overallHealthState": "Critical",
"parent": {

uri":
"uuid":

|3
||pfu||: “ldle",

132 Lenovo XClarity Administrator REST API Guide



"productBrand": "Storage",
"productName": "S3200",
"scsiProductld": "S3200",
"scsiVendorld": "Lenovo",
"securityDescriptor": {
"managedAuthEnabled": false,
"managedAuthSupported": false,
"publicAccess": false,
"roleGroups": [],
"uri": "storage/208000c0ff280e8b"

}!
"serialNumber": "280E8B",

"supportedLocales": "English (English), Arabic (s gJl), Portuguese (portugués), Spanish (espafriol),
French (francais), German (Deutsch), ltalian (jtaliano), Japanese (HZ<&8),
Korean (8t=04), Dutch (Nederlands), Russian (pycckuit),
Chinese-Simplified (& 3Z), Chinese-Traditional (Z&+X)",

"systemLocation": ",,Ixcm-test",

"type": "Lenovo Storage",

"uri": "storage/208000COFF280E8B",

"userDefinedName": "S3200",

"userDescription": "mineminemine",

"uuid": "208000COFF280E8B",

"vendorName": "Lenovo",

"virtualPools": 2,

"wwnn": "208000COFF280E8B"

}

Hs
"switchList": [],
"UUID": "83094B8D-4709-4254-8E28-2C571816FE81"

}
PUT /canisters/{uuid}

Use this method to modify properties, refresh inventory, or perform a power operation on a specific Flex
System storage controller (canister).

The request body differs depending on the action that you want to perform. You can use this PUT method to
perform the following management actions.

e Table 5 “Modify storage-controller properties” on page 134

e Table 6 “Modify the power state” on page 136

e Table 7 “Refresh the inventory” on page 136

If you specify this attribute, this method starts a job that runs in the background to perform the operation.
The response header includes a URI in the form /tasks/{task_id} (for example, /tasks/12) that represents the
job that is created to perform this request. You can use GET /tasks/{job_list} to monitor the status and
progress of the job. If a job was not successfully started, refer to the response code and response body for
details.

Attention: A successful response indicates that the request was successfully transmitted and accepted by
the management server. It does not indicate that the operation that is associated with the job was
successful.

Authentication
Authentication with user name and password is required.

Request URL
PUT https://{management_server_IP}/canisters/{uuid}
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where {uuid} is the UUID of the storage controller to be retrieved. To obtain the storage-controller UUID, use
the GET /canisters method.

Query parameters

Re-
quired /
Attributes Optional | Description
synchronous={value} Optional | When modifying attributes, indicates when the job ID is returned

¢ true. (default) Returns the job ID and job status after the job is
complete.

¢ false. Returns the job ID immediately. You can use GET /tasks/
{job_list} to monitor the status and progress of the job.

Note: This query parameter applies only when one or more property
parameters are specified in the request body.

The following example returns the job ID and job status immediately.
GET https://192.0.2.0/canisters/6ED2CB368C594C66C2BB066D5A3061387?synchronous=false

Request body

You can specify attributes from one of the following tables in each request.

Table 5. Modify storage-controller properties

Re-
quired /
Attributes Optional | Type Description

contact Optional | String Storage-controller contact information

domainName Optional | String Storage-controller domain name

hostname Optional | String Storage-controller hostname

iplnterfaces Optional | Array Information about the storage-controller IP addresses
Note: If specified, you must also specify the name
attribute.

IPv4DHCPmode Optional | String The IPv4 DHCP mode. This can be one of the following
values.

e STATIC_ONLY

e DHCP_ONLY

e DHCP_THEN_STATIC

e UNKNOWN

IPv4enabled Optional | Boolean | Identifies whether IPv4 is enabled. This can be one of the
following values.

¢ true. IPv4 is enabled

¢ false. IPv4 is disabled

IPv6DHCPenabled Optional | Boolean | Identifies whether IPv6é DHCP is enabled. This can be one
of the following values.

¢ true. |IPv6 DHCP is enabled

¢ false. IPv6 DHCP is disabled

IPv6enabled Optional | Boolean | Identifies whether IPv6 is enabled. This can be one of the
following values.

¢ true. IPv6 is enabled

¢ false. IPv6 is disabled
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Table 5. Modlify storage-controller properties (continued)

Re-
quired /
Attributes Optional | Type Description
IPv6statelessEnabled Optional | Boolean | Identifies whether IPv6 stateless is enabled. This can be
one of the following values.
¢ true. IPv6 stateless is enabled
¢ false. IPv6 stateless is disabled
IPv6staticEnabled Optional | Boolean | Identifies whether IPv6 static is enabled. This can be one
of the following values.
¢ true. |IPv6 static is enabled
¢ false. IPv6 static is disabled
IPv4assignments Optional | Array Information about IPv4 assignments
Note: If specified, you must also specify the id attribute.
address Optional | String IPv4 address
gateway Optional | String IPv4 gateway
id Required | Integer IPv4 assignment ID
subnet Optional | String IPv4 subnet mask
IPv6assignments Optional | Array Information about IPv6 assignments
Note: If specified, you must also specify the id attribute.
address Optional | String IPv6 address
gateway Optional | String IPv6 gateway
id Required | Integer IPv6 assignment ID
prefix Optional | Integer IPv6 prefix
name Required | String IP Interface name
location Optional | Object Information about the storage-controller location
Important: Changes made to the location of the storage
controller that is using this APl method are not reflected in
the rack view.
location Optional | String Location of the storage-controller
userDescription Optional | String Storage-controller description

The following example modifies the hostname, location, and contact information for the target storage
controller:

{
“contact": "new contact",
"hostname":"",
“location": {"location":"new location"}
}
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Table 6. Modify the power state

Re-
quired /
Attributes Optional | Type Description
powerState Optional | String Performs a power operation on the storage controller.

This can be one of the following values.

¢ powerOn. Power on the storage controller

¢ powerOff. Power off the storage controller
immediately

¢ powerCycleSoft. Restart the storage controller
immediately

¢ virtualReseat. Calls the CMM function to simulate
removing power from the bay.

The following example restarts the target storage controller:

{
"powerState": "powerCycleSoft"
}
Table 7. Refresh the inventory
Re-
quired /
Attributes Optional | Type Description
refreshinventory Optional | String Refreshes inventory for the storage controller

The following example refreshes inventory for the target storage controller.

{

"refreshInventory”: "true"
}
Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

The response body provides information about the success or failure of the request. The parameters in the
response body differ depending on the specified request attributes.

Note: A response body is not returned for some requests.

The following example is returned when the "refreshinventory": "true" is specified in the request body to
refresh the device inventory.

{
"statusCode": 200,
"statusDescription”: "The request completed successfully.",
"messages”: [{
"explanation”: "refreshInventory request for target 6ED2CB368C594C66C2BB066D5A306138 has
completed successfully.",
"id": "FQXDM0200",
“recovery": "",
“recoveryUrl": "",
“text": "The request completed successfully.”
3
}
/chassis

Use this REST API to retrieve properties for all Flex System chassis and chassis components.

HTTP methods
GET

GET /chassis
Use this method to return the properties for all Flex System chassis and chassis components.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/chassis
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Query parameters

Parameters

Re-
quired /
Optional

Description

excludeAttributes={attributes}

Optional

Returns a response that excludes the specified attributes for each

resource. You can specify one or more attributes that are listed in the

response body, separated by a comma.

Notes:

¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.

e The response is filtered based on attribute name, not the attribute
value.

* Base attributes cannot be excluded.

formatType={type}

Optional

Returns information in the specified format. This can be one of the
following values.

® json (default)

® csv

If the format type is not specified, JSON format is returned.

Note: To retrieve properties for a large number of devices, use POST
/chassis.

includeAttributes=<attributes}

Optional

Returns a response that includes the base attributes and the specified

attributes for each resource. You can specify one or more attributes

that are listed in the response body, separated by a comma.

Notes:

e The response is filtered based on attribute name, not the attribute
value.

e |[f this attribute is not specified, all attributes are returned by
default.

status={string}

Optional

Returns chassis inventory for all managed or unmanaged chassis.
This can be one of the following values. If no value is specified, all
managed and unmanaged devices are returned.

¢ managed. Return information for only managed chassis.

e unmanaged. Return information for only unmanaged chassis.

The following example returns a CSV file that contains information about all managed chassis.
GET https://192.0.2.0/chassis?status=managed&formatType=csv

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.
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Code Description Comments
409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.
500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body

The attributes that are returned vary based on whether the chassis are managed or unmanaged.

Attributes Type Description
chassisList Array List of managed chassis
See GET /chassis/{uuid_list} Object Detailed information about the individual chassis

The following example is returned if the request is successful and the formatType=json query parameter is

specified.
{

“chassislist": [{
"accessState": "Online",
"accessStateRecords": [{

"health": "SUCESS",

"ipAddress": "10.243.6.68",

"messageBundle": "com.lenovo.Ixca.discovery.bundle.tasks.messages",
"messageDisplay": "Connection is successful",

"messagelD": "1180_SHORT",

"messageParameters": [],
"protocol": "CIM",
"timestamp": 1565785907453,
"username": "USERID"

"health": "SUCESS",
"ipAddress": "fd55:faaf:e1ab:2021:4212:e9ff:feb8:163d",
"messageBundle": "com.lenovo.Ixca.discovery.bundle.tasks.messages",
"messageDisplay": "Connection is successful",

"messagelD": "1180_SHORT",

"messageParameters": [],
"protocol": "CIM",

“timestamp": 1565785907465,

"username": "USERID"

1,

"accountLockoutPeriod": 60,
"activationKeys": [,
"backedBy": "real",
"bladeSlots": 14,
"cmmDisplayName": "Chassis126",
"cmmHealthState": "Critical",
"emms": [{
"accessState": "Online",
"backedBy": "real",
"description": "CMM",
"cmmDisplayName": "SN#Y034BG16F03V",
"cmmHealthState": "Non-Critical",
"dataHandle": 1508187250973,
"errorFields": [],

"domainName": ""

)
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"dnsHostnames": ["Chassis126.labs.lenovo.com",

"fd55:faaf:e1ab:20fc:5ef3:fcff:fe25:dc6d"],
"excludedHealthState": "Warning",
"hostConfig": [{
"DDNSenabled": false,
"DNSenabled": false,
"IPversionPriority": "IPv6ThenlPv4",
"prilPv4userDNSserver": "10.240.0.10",
"prilPv6userDNSserver": "0:0:0:0:0:0:0:0",
"seclPv4userDNSserver": "10.240.0.11",
"seclPv6userDNSserver": "0:0:0:0:0:0:0:0",
"terlPv4userDNSserver": "0.0.0.0",
"terlPv6userDNSserver": "0:0:0:0:0:0:0:0"
Hs
"hostname": "MM5CF3FC25DC6D",
"ipInterfaces": [{
"IPv4assignments”: [{
"address": "10.240.75.191",
"gateway": "10.240.72.1",

"id": 2,
"subnet": "255.255.252.0",
"type": "INUSE"

11,
"IPv4DHCPmode": "STATIC_ONLY",
"IPv4enabled": true,
"IPv6assignments": [{
"address": "fe80:0:0:0:5ef3:fcff:fe25:dc6d",
"gateway": "0:0:0:0:0:0:0:0",
"id": 1,
"prefix": 64,
"scope": "LinkLocal",
"source": "Other",
"type": "INUSE"
11,
"IPv6DHCPenabled": true,
"IPv6enabled": true,
"|Pv6statelessEnabled": true,
"IPv6staticEnabled": true,
"label": "External",
"name": "eth0"
1,
"ipv4Addresses": ["10.240.75.191"],
"ipv6Addresses": ["fe80:0:0:0:5ef3:fcff.fe25:dc6d"],
"firmware": [{
"build": "2PET39C",
"date": "2017-09-13T04: 00: 00Z",
"status": "",
"name": "CMMfirmware",
"role": "",
"type": "CMMfirmware",
"version": "2.5.10"
Hs
"FRU": "68Y7032",
"fruSerialNumber": "Y034BG16F03V"
"leds": [{
"color": "Amber",
"location": "FrontPanel",
"name": "FAULT",
"state": "Off"
1,
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"macAddresses": ["'5C: F3: FC: 25: DC: 6D"],

"machineType": "",

"manufacturer": "IBM",

"manufacturerld": "20301",

"mgmtProclPaddress": "10.240.75.191",

"model": "",

"name": "SN#Y034BG16F03V",

"overallHealthState": "Warning",

"parent": {

"uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"

2

"partNumber": "68Y7029",

"powerAllocation”: {

"maximumAllocatedPower": 20,
"minimumAllocatedPower": 20
|3
"productld": "65",
“role": "primary",
"serialNumber": ""
"slots": [1],
"type": "CMM",
"uri": "emm/4BAF370D9DE211E0B25CF29BFBOE7ESB",
"userDefinedName": "CMM1"
"userDescription": "",
"uuid": "4BAF370D9DE211E0B25CF29BFB9E7ESB"

Hs

"complex": [],

"contact": "http: //liss-bugzilla.labs.lenovo.com",

"dataHandle": 1508188241539,

"description": "IBMFlexSystemChassis",

"displayName": "Chassis126",

"domainName": "",

"encapsulation": {

"encapsulationMode": "notSupported"

}

"energyPolicies": {
"acousticAttenuationMode": "Off",
"hotAirRecirculation": {

"chassisBay": [{
"isExceeded": "N",
"sensorName": "ChassisAmbient",
"sensorValue": 24.0,

"slot": 0,
"subSlot": -1
|3
{
"isExceeded": "N",
"sensorName": "InletTemp",
"sensorValue": 22.5,
"slot": 8,
"subSlot": -1
11,

"maxVariation": 5.0,
"isEnabled": true,

}

powerCappingPolicy": {
"cappingPolicy": "OFF",
"currentPowerCap": 0,
"maxPowerCap": 15030,
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"minPowerCap": 3780
}

3
"errorFields": [],
"excludedHealthState": "Critical",
"fanMuxes": [{
"cmmDisplayName": "FanLogic01",
"cmmHealthState": "Normal",
"dataHandle": 0,
"description": "fanlogiccard",
"FRU": "94Y5805",
"fruSerialNumber": "Y011BG35MO1T",
"hardwareRevision": "6.1",
"leds": [{
"color": "Amber",
"location": "FrontPanel",
"name": "FAULT",
"state": "Off"

powerRedundancyMode": 3

Hs
"machineType":
"manufactureDate": "2113",
"manufacturer": "IBM",
"manufacturerld": "20301",

Ilmodelll: IIII,
"name": "FanLogic01",
"parent": {

"uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"
2
"partNumber": "49Y3276",
"productld": "338",
"productName": "IBMFlexSystemEnterpriseChassisFanLogicCard",
"serialNumber": "",
"status": "Normal",
"slots": [1],
"type": "FanMux",
"uri": "fanMux/E5160099C27611E2A256AAA4CEBCC5DT7",
"uuid": "E5160099C27611E2A256AAA4CEBCC5D7"

1,
"fanMuxSlots": 2,
"fans": [{
"cmmDisplayName": "Fan01",
"dataHandle": 0,
"cmmHealthState": "Normal",
"description": "IBMFanPack",
"errorFields": [,
"firmware": [{
"build": "",
"date": "",
"name": "FanController",
"role"; ""
"status": "",
"type": "FanController",
"version": "226"
Hs

"FRU": "88Y6685",
"fruSerialNumber": "YK10JPB69L24",
"hardwareRevision": "4.0",
“leds": [{

"color": "Amber",
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"location": "FrontPanel",
"name": "FAULT",
"state": "Off"
1,
"machineType": "",
"manufactureDate": "2611",
"manufacturer": "IBM",
"manufacturerld": "20301",

Ilmodelll: IIII,
"name": "Fan01",
"parent": {

"uuid": "E053C9508C244F549011B2518DB71236",

"uri": "chassis/E053C9508C244F549011B2518DB71236"
|8
"partNumber": "88Y6691",

"productld": "342",

"productName": "80mmFanPackforITECooling",

"posID": "11",

"powerAllocation”: {
"maximumAllocatedPower": 75,
"minimumAllocatedPower": 75

}

powerState": "Unknown",
"serialNumber": "",
"slots": [1],
"type": "Fan",
"uri": "fan/C74F88A19DB311EOAB5AF1DE32F87750",
"userDescription": "",
"uuid": "C74F88A19DB311EO0AB5AF1DE32F87750",
"vpdID": "373"
Hs
"fanSlots": 10,
"FQDN": null,
"height": 10,
"hostname": "MM5CF3FC25DC6D",
"isConnectionTrusted": "true",
"inventoryState": "INVENTORY_READY",
"ledCardSlots": 1,
"leds": [{
"color": "Blue",
"location": "FrontPanel",
"name": "Location",

"state": "Off"

}

{
"color": "Amber",
"location": "FrontPanel",
"name": "Information",
"state": "On"

Hs

"location": {
"lowestRackUnit": 1,
"location": "R1",
"rack": "C12",
"room": "8-1W-4"

}

machineType": "7893",
"managerName": "UNKNOWN",
"managerUuid": "UNKNOWN",
"manufacturer": "IBM",
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"manufacturerld": "20301",
"mgmtProclPaddress": "10.240.75.191",

"mmSlots": 2,
"model": "92X",
"name": "Chassis126",
"nist": {

3
"nodes": [{
"accessState": "Online",
"activationKeys": [],
"addinCards": [],
"addinCardSlots": 0,
"arch": "x86",
"backedBy": "real",
"bladeState": 1,
"bladeState_health": "WARNING",
"bladeState_string": "ite-bt-890",
"bootMode": {
"currentValue": "UEFIOnly",
"possibleValues": ["UEFlandLegacy", "UEFIOnly", "LegacyOnly"],
}
"bootOrder": {
"bootOrderList": [{
"bootType": "SingleUse",
"currentBootOrderDevices": ["None"],
"possibleBootOrderDevices": ["None", ... "FloppyDisk"]
1,
"uri": "node/B9A8192D427011E18F04F5F1A3C864EQ/bootOrder"
h
"cmmDisplayName": "Node01",
"cmmHealthState": "Non-Critical",
"complexID": -1,
"contact": "Fred",
"dataHandle": 1508188861461,
"description”: "IBMFlexSystemx240with10Gb",
"driveBays": 8,
"domainName": "labs.lenovo.com",
"dnsHostnames": ["ite-bt-890-imm1.labs.lenovo.com”, "fd55: faaf: elab
"drives": [{
"bay": 1,
"capacity": -1
b
{
"bay": 2,
"capacity": -1
i
"embeddedHypervisorPresence": false,
"encapsulation": {
"encapsulationMode": "notSupported"
3
"errorFields": [{
"IOCompatibilityData": "FETCH_FAILED"
Hs
"excludedHealthState": "Minor-Failure",
"expansionCards": [{
"bay": 2,
"firmware": [{
"revision": "0",
"classifications": [13],
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i

"status": "Active",
"name": "ISP26xxMultiboot",
"role": "Primary",
"softwarelD": "10770240",
"type": "SoftwareBundle",
"pbuild": "0",
"date": "2017-01-27T00: 00: 00Z",
"version": "4.75.04"
1,
"FRU": "69Y1945",
"fruSerialNumber": "Y251NY3A2GTG",
"isAgentless": true,
"manufacturer": "IBM",
"name": "IBMFlexSystemFC51722-port16GbFCAdapter”,
"partNumber": "69Y1944",
"pciBusNumber": "22",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision": "2",
"pciSublD": "240",
"pciSubVendorID": "1077",
"productName": "IBMFlexSystemFC51722-port16GbFCAdapter",
"posID": "2031",
"slotName": "SlotDesig2_Mezzanine2Card",
"slotNumber": "2",
"slotSupportsHotPlug": "false",
"vpdID": "1077",
"uuid": "C940FAA12B4A11E3AED4EFD2C9E10682"

"expansionCardSlots": 2,
"expansionProducts": [],

"expansionProductType":

"faceplatelDs": [{

1

"entityld": O,

"deviceld": 0,

"posID": 0,

"productld": 0,

"name": "systemboard1”,
"vpdID": 0

"deviceld": 0,

"entityld": 0,

"posID": 0,

"productld": 0,

"name": "drivebackplanel”,
"vpdID": 0

"firmware": [{

"date": "2017-03-27T00: 00: 00Z",
"build": "B2E155CUS",

"name": "UEFIFirmware/BIOS",
"role": "Primary",

"status": "Active",

"type": "UEFI",

"version": "2.00"

"build": "1AOQ75I",
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"date": "2016-11-02T00: 00: 00Z",
"name": "IMM2BackupFirmware",
"role": "Backup",
"status": "Inactive",
"type": "IMM2-Backup",
"version": "6.00"
1,
"flashStorage": [],
"FQDN": "ite-bt-890-imm1.labs.lenovo.com",
"FRU": "81Y5128",
"fruSerialNumber": "Y032BG1C2007",
"hasOS": false,
"hostMacAddresses": "5C: F3: FC: 6E: 44: B8, 5C: F3: FC: 6E: 44: BC",
"hostname": "IMM2-5cf3fc6e12fd",
"ipInterfaces": [{
"IPv4assignments": [{
"address": "10.240.75.197",
"gateway": "0.0.0.0",

"id”: O,
"subnet": "255.255.252.0",
"type": "INUSE"

}]!
"IPv4DHCPmode": "STATIC_ONLY",

"IPv4enabled": true,
"IPv6assignments": [{
"address": "fd55: faaf: elab: 20fc: 5ef3: fcff: fe6e: 12fd",
"gateway": "0: 0: O: 0: 0: 0: 0: 0",
"id": 0,
"prefix": 64,
"scope": "Global",
"source": "Static",
"type": "INUSE"

"IPv6DHCPenabled": true,
"IPv6enabled": true,
"IPv6statelessEnabled": true,
"IPv6staticEnabled": true,
"label": "unknown",
"name": "eth0"
1,
"ipv4Addresses": ["10.240.75.197", "169.254.95.118"],
"ipv6Addresses": ["fd55: faaf: elab: 20fc: 5ef3: fcff: fe6e: 12fd"],
"isRemotePresenceEnabled": true,
"isScalable": false,
"isITME": false,
"isConnectionTrusted": "true",
"lanOverUsb": "enabled",
"lanOverUsbPortForwardingModes": [{
"externallPAddress": "",
"state": "disabled",

"type": "DSA"

Hs

"leds": [{
"color": "Yellow",
"location": "FrontPanel",
"name": "Fault",
"state": "Off"

|3

{

"color": "Yellow",
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"location": "Planar",
"name": "DIMM24",
"state": "Off"

1,

"location": {
"location": "R1",
"lowestRackUnit": 1,
"rack": "C12",
"room": "8-1W-4"

|3

"m2Presence": false,

"macAddress": "5C: F3: FC: 6E: 12: FD, 5C: F3: FC: 6E: 12: FE",

"machineType": "8737",
"manufacturer": "IBM",
"manufacturerld": "20301",
"memoryModules": [{
"capacity": 8,
"displayName": "DIMM1",
"manufacturer": "Samsung",
"model": "DDR3",
"partNumber": "M393B1K70CHO0-YH9",
"serialNumber": "8269E8SEC",
"speed": 1333,
"speedMBs": 0,
"slot": 1,
"type": "DDR3"
1,
"memorySlots": 24,
"mgmtProclPaddress": "10.240.75.197",
"mgmtProcType": "IMM2",

"model": "AC1",
"name": "ite-bt-890",
"nist": {

"currentValue": "Unknown",

"possibleValues": ["Compatibility”, "Nist_800_131A_Strict", "unsupported"]

}

onboardPciDevices": [{
"class": "Displaycontroller"”,
"isAgentless": false,
"isAddOnCard": false,
"fodUniquelD": "",
"name"; ",
"pciBusNumber": "4",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision": "0",
"pciSubID": "405",
"pciSubVendorID": "1014",

"portinfo”: {},
"posID": "534",
"vpdID": "102b"
1,
"overallHealthState": "Minor-Failure",
"parent": {
"uuid": "E053C9508C244F549011B2518DB71236",
"uri": "chassis/E053C9508C244F549011B2518DB71236"
}

"partNumber": "95Y4635",

"partitionID": -1,

"pciCapabilities": ["RaidLink", "OOBPCle"],
"pciDevices": [{
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"class": "Displaycontroller”,
"fodUniquelD": "",
"isAddOnCard": false,
"isAgentless": false,
"name": "",
"pciBusNumber": "4",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision": "0",
"pciSubVendorID": "1014",
"pciSubID": "405",
"portinfo": {},
"posID": "534",
"vpdID": "102b"

Hs

"ports": [{
"ioModuleBay": 0,
"portNumber": 1

}

{
"ioModuleBay": 0,
"portNumber": 10

}],

"posID": "20",

"powerAllocation": {
"maximumAllocatedPower": 118,
"minimumAllocatedPower": 75

}

powerStatus": 5,
"powerSupplies": [],
"productName": "IBMFlexSystemx240ComputeNodewithembedded10GbVirtualFabric",
"processors": [{
"cores": 6,
"displayName": "Genuinelntel(R)CPU@2.00GHz",
"family": "INTEL_R_XEON_TM",
"manufacturer": "Intel(R)Corporation”,
"productVersion": "Genuinelntel(R)CPU@2.00GHz",
"slot": 1,
"speed": 2.0
1,
"processorSlots": 2,
"productld": "321",
"raidSettings": [,
"secureBootMode": {
"currentValue": "",
"possibleValues": []
5
"serialNumber": "DSY0123",
"type": "ITE",
"slots": [1],
"status": {
"message": "managed"”,
"name": "MANAGED"
b
"subSlots": [],
"subType": "Blacktip",
"tisVersion": {
"currentValue": "Unknown",
"possibleValues": ["TLS_10", "TLS_11", "TLS_12", "unsupported"]
2
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"uri": "node/B9A8192D427011E18F04F5F1A3C864EQ",
"userDescription": "",
"userDefinedName": "Server1",
"uuid": "B9A8192D427011E18F04F5F1A3C864EQ",
"vnicMode": "disabled",
"vpdID": "256",

1

"passThroughModules": [],

"overallHealthState": "Critical",

"parent": {

"uri": "cabinet/C58EA698-C223-42DA-93C8-38ED810F58A9",

"uuid": "C58EAB98-C223-42DA-93C8-38ED810F58A9"
b
"partNumber": "88Y6660",
“productld": "336",
"posID": "14",
"powerAllocation": {
"allocatedOutputPower": 3780,
"midPlaneCardMaximumAllocatedPower": 38,
"midPlaneCardMinimumAllocatedPower": 38,
"remainingOutputPower": 11250,
"totallnputPower": 16336,
"totalOutputPower": 15030
|3
"powerSupplies": [{
"cmmDisplayName": "PowerSupply01",
"cmmHealthState": "Normal",
"dataHandle": 0,
"description": "PowerSupply",
“firmware": [{

"build": "",

"date": "",

"name": "PowerSupplyFirmware",
"role": ""

"status": "",

"type": "PowerSupplyFirmware",
"version": "0"

1
"FRU": "69Y5817",

"fruSerialNumber": "ZK125116E07T",
"hardwareRevision": "5.0",
"inputVoltagelsAC": true,
"inputVoltageMax": 208,
"inputVoltageMin": 200,
"leds": [{

"color": "Green",

"location": "Planar",

"name": "IN",
"state": "On"

|3

{
"color": "Amber",
"location": "Planar",
"name": "FAULT",
"state": "Off"

1,

"machineType": "",
"manufactureDate": "2411",
"manufacturer": "IBM",
"manufacturerld": "20301",
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"name": "PowerSupply01",

"model": "",

"parent": {
"uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"

}

"partNumber": "69Y5801",

"posID": "60",

"powerAllocation": {
"totallnputPower": 2505,
"totalOutputPower": 1252

5

"powerState": "Unknown",

"productld": "303",

"productName": "IBM2500WPowerSupply",

"serialNumber": "",

"slots": [1],

"type": "PowerSupply",

"userDescription": "",
"uri": "powerSupply/DOA3B8399BFD11E000FDOOFDOOFDOOFD",
"vpdID": "128",
"uuid": "DOA3B8399BFD11E000FDOOFDOOFDOOFD"
1,
"powerSupplySlots": 6,
"productName": "IBMChassisMidplane",
"securityDescriptor": {
"managedAuthEnabled": true,
"managedAuthSupported": true,
"publicAccess": true,
"roleGroups": ["Ixc-admin","Ixc-security-admin"],

"storedCredentials": null,
"uri": "chassis/E053C9508C244F549011B2518DB71236"

3
"SecurityPolicy": {
"cmmPolicyLevel": "LEGACY",
"cmmPolicyState": "ACTIVE"
|3
"serialNumber": "100065A",
"status": {
"message": "MANAGED",
"name": "MANAGED"
|3
"switches": [{
"accessState": "Online",
"attachedNodes": [],
"backedBy": "real",
"cmmDisplayName": "IOModule01",
"cmmHealthState": "Normal",
"dataHandle": 1508187387271,
"description": "EN409310GbEthernetSwitch",

"dnsHostnames": ["SW-Y250VT161664.labs.lenovo.com", "fd55: faaf:

"errorFields": [{
"IOCompatibilityData": "FETCH_FAILED"
1,
"excludedHealthState": "Normal",
"hostname": ""
"ipInterfaces": [{
"IPv4assignments”: [{
"address": "10.240.75.192",
"gateway": "10.240.72.1",
"id": 2,
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"subnet": "255.255.252.0",
"type": "INUSE"
1,

"IPvdDHCPmode": "STATIC_ONLY",

"IPvdenabled": true,
"IPv6assignments": [{

"address": "fd55: faaf: elab: 20fc: al17: f4ff: fe77: 1fef",

"gateway": "0: 0: 0: 0: 0: 0: 0: 0",

"id": 33,
"prefix": 64,
"scope": "Global",
"source": "Stateless",
"type": "INUSE"
1,
"IPv6DHCPenabled": true,
"IPv6enabled": true,
"IPv6BstatelessEnabled": true,
"|Pv6staticEnabled": false,
"label": "",
"name": "ioe0"
1,
"ipv4Addresses": ["10.240.75.192"],
"firmware": [{
"pbuild": "",
"date": "2017-04-24T04: 00: 00Z",
"name": "BootROM",
"status": "Active",
"type": "BootROM",
"version": "7.8.17.0"

I3

{
"build": "",
"date": "2016-11-18T05: 00: 00Z",
"name": "MainApplication2",
"status": "Not-Active",
"type": "MainApplication2",
"version": "7.8.16.0"

1,

"FRU": "49Y4273",
"fruSerialNumber": "Y250VT161664",

"ipv6Addresses": ["fd55: faaf: elab: 20fc: al17: f4ff: fe77

"leds": [{
"color": "Blue",
"location": "FrontPanel",
"name": "Enclosureldentify",
"state": "Off"

|3

{
"color": "Green",
"location": "FrontPanel",
"name": "Power",
"state": "On"

11,

"macAddresses": ["'08: 17: F4: 77: 1F:

"machineType": "",
"manufacturer": "IBM",
"manufacturerld": "20301",

"model": "",
"ntpPushEnabled": false,

EF']

: 1fef", "fe80

1 0: 0: 0: al7: f4ff: fe77: 1fef"],
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"name": "IOModule01",
“ntpPushFrequency": 15,
"overallHealthState": "Normal",
"parent": {
"uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"
}
"partNumber": "49Y4272",
"posID": "23",
"powerAllocation": {
"maximumAllocatedPower": 100,
"minimumAllocatedPower": 100
b
"powerState": "On",
"productld"; "322",
"productName": "IBMFlexSystemFabricEN409310GbScalableSwitch",
"protectedMode": "False",
"serialNumber": "",
"slots": [1],
"stackMode": "Standby",
"type": "Switch",
"userDefinedName": "Switch1",
"userDescription": "",
"uri": "switch/1B33D6CA440EAEE167660817F4771F00",
"uuid": "1B33D6CA440EAEE167660817F4771F00",
"vpdID": "304"
Hs
"switchSlots": 4,
"tlsVersion": {
"currentValue": "TLS_12",
"possibleValues": ["unsupported","TLS_13", "TLS_12","TLS_11"]

b
"type": "Chassis",

"uri": "chassis/E053C9508C244F549011B2518DB71236",
"userDefinedName": "Chassis1",

"userDescription": "",
"uuid": "E053C9508C244F549011B2518DB71236",

"vpdID": "336",
]
}
POST /chassis

Use this method to return the properties for a large number of specific Flex System chassis and chassis
resources.

Note: If you choose formatType=csv, this request creates a file in CSV format and returns the filename in
the request header. You can use to download the file using GET /chassis/{file_name}.csv.

Authentication

Authentication with user name and password is required.

Request URL

POST https://{management_server_IP}/chassis

Query parameters

None
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Request body

Re-
quired /
Attributes Optional | Type Description
formatType Optional | String Returns information in the specified format. This can be
one of the following values.
e json (default)
* csv
uuids Required | String List of device UUIDs, separated by a comma

The following example returns the properties for a two specific Flex System devices.

{
"formatType": "csv",
"uuids": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA,BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB"]
}
Response codes
Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.
404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.
409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If formatType=csv is specified, the response header includes the URI of the downloaded file. If data for a
single chassis is requested, the file name includes the chassis UUID. If multiple chassis are requested, the

file name is allChassis_{unique_ID}.csv. For example:
Status Code:
Location: /chassis/EF6D424FAACA4E5397T1B812AAEEOFT3.csv

201 Created

Response body

If the formatType=csv request attribute is specified, no response body is returned.

If the formatType=json request attribute is specified, the following JSON object is returned. The attributes
that are returned vary based on whether the chassis are managed or unmanaged.

Attributes Type Description
chassisList Array List of managed chassis
See GET /chassis/{uuid_list} Object Detailed information about the individual chassis
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The following example is returned if the request is successful and the formatType=json request attribute is
specified.
{
"chassislist": [{
"accessState": "Online",
"activationKeys": [],
"backedBy": "real",
"bladeSlots": 14,
"cmmDisplayName": "Chassis126",
"cmmHealthState": "Critical",
"cmms": [{
"accessState": "Online",
"backedBy": "real",
"description": "CMM",
“cmmDisplayName": "SN#Y034BG16F03V",
"cmmHealthState": "Non-Critical",
"dataHandle": 1508187250973,
“errorfields": [],
"domainName": "",
"dnsHostnames": ["Chassis126.labs.lenovo.com”, "fd55:faaf:elab:20fc:5ef3:fcff:fe25:dcéd"],
"excludedHealthState": "Warning",
"hostConfig": [{
"DDNSenabled": false,
"DNSenabled": false,
“IPversionPriority": "IPvéThenIPv4",
“prilPv4userDNSserver": "10.240.0.10",
“prilPvéuserDNSserver": "0:0:0:0:0:0:0:0",
"secIPv4userDNSserver": "10.240.0.11",
"secIPvéuserDNSserver": "0:0:0:0:0:0:0:0",
“terIPv4userDNSserver": "0.0.0.0",
“terIPvéuserDNSserver": "0:0:0:0:0:0:0:0"
H,
"hostname": "MM5CF3FC25DCéD",
“ipInterfaces": [{
"IPvd4assignments": [{
"address": "10.240.75.191",
"gateway": "10.240.72.1",

II]'dII: 2’
"subnet": "255.255.252.0",
"tgpe": "INUSE"

H,
"IPv4DHCPmode": "STATIC_ONLY",
"IPvdenabled": true,
"IPvéassignments": [{
"address": "fe80:0:0:0:5ef3:fcff:fe25:dcéd",
"gateway": "0:0:0:0:0:0:0:0",
"id": 1,
"prefix": 64,
"scope": "LinkLocal",
"source": "Other",
"type": "INUSE"
H,
"IPv6DHCPenabled": true,
"IPvéenabled": true,
"IPvéstatelessEnabled": true,
"IPvéstaticEnabled": true,
“label": "External”,
“name": "eth0"
H,
"ipv4Addresses": ["10.240.75.191"],
"ipvéAddresses": ["fe80:0:0:0:5ef3:fcff:fe25:dcéd", ..., fd55:faaf:elab:20fc:5ef3:fcff:fe25:dcéed"],
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“firmware": [{
"build": "2PET39C",
"date": "2017-09-13704:00:002",
"status": "",
"name": "CMM firmware",
“role": "",
"type": "CMM firmware",
"version": "2.5.10"
H,
"FRU": "68Y7032",
“fruSerialNumber": "Y034BG16F03V"
“leds": [{
“color": "Amber",
"location": "FrontPanel",
"name": "FAULT",
"state": "Off"
H,
"macAddresses": ["5C:F3:FC:25:DC:6D"],
“machineType": "",
"manufacturer": "IBM",
"manufacturerId": "20301",
“mgmtProcIPaddress": "10.240.75.191",
"“model": "",
"name": "SN#Y034BG16FO03V",
“overallHealthState": "Warning",
"parent”: {
"uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"
|8
“partNumber": "68Y7029",
“powerAllocation": {
"maximumAllocatedPower": 20,
"minimumAllocatedPower": 20
|8
“productId": "65",
“role": "primary",

"serialNumber": "",
"slots": [1],
Iltupell: IchMII’

“uri": "cmm/4BAF370D9DE211E0B25CF29BFBYETESB",
"userDefinedName": "CMM1"
"userDescription”": ""
"uuid": "4BAF370D9DE211E0B25CF29BFBYETESB"
H,
"complex": [],
"contact”: "http://liss-bugzilla.labs.lenovo.com",
"dataHandle": 1508188241539,
"description”: "IBM Flex System Chassis",
"displayName": "Chassis126",
"domainName": "",
"encapsulation”: {
“encapsulationMode": "notSupported"”
1,
"energyPolicies": {
"acousticAttenuationMode": "Off",
"hotAirRecirculation”: {
"chassisBay": [{
"isExceeded": "N",
"sensorName": "Chassis Ambient",
"sensorValue": 24.0,
"slot": 0,
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"subSlot": -1

I8

{
"isExceeded": "N",
"sensorName": "Inlet Temp",
"sensorValue": 22.5,
"slot": 8,
"subSlot": -1

H,

"maxVariation": 5.0,
“isEnabled": true,
1,
"powerCappingPolicy": {
“cappingPolicy": "OFF",
“currentPowerCap": 0,
"maxPowerCap": 15030,
"minPowerCap": 3780
1,
"powerRedundancyMode"”: 3
I
"errorFields": [],
"excludedHealthState": "Critical”,
"fanMuxes": [{
“cmmDisplayName": "Fan Logic 01",
"cmmHealthState": "Normal",
"dataHandle": 0,
"description": "fan logic card",
"FRU": "94Y5805",
"fruSerialNumber": "Y011BG35M01T",
"hardwareRevision": "6.1",
"leds": [{
"color": "Amber",
“location": "FrontPanel",
"name": "FAULT",
"state": "Off"
H,
"machineType": "",
"manufactureDate”: "2113",
"manufacturer": "IBM",
"manufacturerId": "20301",

"model": IIII,
“name": "Fan Logic 01",
"parent": {

"uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"
1,
"partNumber": "49Y3276",
"productId": "338",
"productName": "IBM Flex System Enterprise Chassis Fan Logic
"serialNumber": "",
"status": "Normal",
"slots": [1],
“type": "FanMux",
“uri": "fanMux/E5160099C27611E2A256AAA4CEBCCS5DT",
"uuid": "E5160099C27611E2A256AAA4CEBCCSDT"

H,
"fanMuxSlots": 2,
"fans": [{

"cmmDisplayName": "Fan 01",
"dataHandle": 0,
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"“cmmHealthState": "Normal",
“description”: "IBM Fan Pack",
“errorFields": [],

“firmware": [{

"huild": ",
"date": IIII,

"name": "Fan Controller",
Ilrole": nn

"Status": IIII’

"type": "Fan Controller",
"version": "226"
H,
"FRU": "88Y6685",
"fruSerialNumber": "YK10JPB69L24",
"hardwareRevision": "4.0",
"leds": [{
“color": "Amber",
“location": "FrontPanel",

"name": "FAULT",
"state": "0ff"
H,
“machineType": "",

"manufactureDate": "2611",
“manufacturer": "IBM",
"manufacturerId": "20301",

Ilmodelll: IIII’
“name": "Fan 01",
“parent": {

"uuid": "E053C9508C244F549011B2518DB71236",

"uri": "chassis/E053C9508C244F549011B2518DB71236"

I8
“partNumber": "88Y6691",
“productId": "342",
“productName": "80mm Fan Pack for ITE Cooling",
“posID": "11",
“powerAllocation™: {
"maximumAllocatedPower": 75,
"minimumAllocatedPower": 75
I8
“powerState": "Unknown",
“serialNumber": "",
"slots": [1],
“type": "Fan",
“uri": "fan/C74F88A19DB311E0AB5AF1DE32F87750",
"userDescription”: "",
“uuid": "CT4F88A19DB311E0ABSAF1DE32F87750",
"vpdID": "373"
H,
“fanSlots": 10,
"FQDN": null,
"height": 10,
"hostname": "MM5CF3FC25DC6D",
"isConnectionTrusted": "true",
"ledCardSlots": 1,
"leds": [{
“color": "Blue",
"location": "FrontPanel",
“name": "Location",
“state": "0ff"
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“"color": "Amber",
"location": "FrontPanel",
"name": "Information",
"state": "On"

H,

"location": {
"lowestRackUnit": 1,
"location": "R1",
"rack": "C12",

"room": "8-1W-4"

I

"machineType": "7893",

"managerName": "UNKNOWN",

"managerUuid": "UNKNOWN",

"manufacturer": "IBM",

"manufacturerId”: "20301",

"mgmtProcIPaddress": "10.240.75.191",

"mmSlots": 2,
"model": "92X",
"name": "Chassis126",
"nist": {

"currentValue": "Compatibility",
"possibleValues": ["Compatibility", ... "unsupported”]
I
"nodes": [{
"accessState": "Online",
"activationKeys": [],
"addinCards": [],
"addinCardSlots": 0,
"arch": "x86",
"backedBy": "real",
"hladeState": 1,
"bladeState_health": "WARNING",
"bladeState _string": "ite-bht-890",
"hootMode": {
“currentValue": "UEFI Only",
“possibleValues": ["UEFI and Legacy", "UEFI Only", "Legacy Only"],
1,
"bootOrder": {
"bootOrderList": [{
"bootType": "SingleUse",
"currentBootOrderDevices": ["None"],
"possibleBootOrderDevices": ["None", ... "Floppy Disk"]
H,
"uri": "node/B9A8192D427011E18F04F5F1A3C864E0/bootOrder"
1,
"cmmDisplayName": "Node 01",
"cmmHealthState": "Non-Critical",
“"complexID": -1,
"contact": "Fred",
"dataHandle": 1508188861461,
"description”: "IBM Flex System x240 with 10Gh",
"driveBays": 8,
"domainName": "labs.lenovo.com",
"dnsHostnames": ["ite-bt-890-imm1l.labs.lenovo.com”, "fd55:faaf:elab:20fc:5ef3:fcff:febe:12fd"]

"drives": [{
"bay": 1,
"capacity": -1

1,

{
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"hay": 2,
"capacity": -1
H,
“embeddedHypervisorPresence": false,
“encapsulation”: {
"encapsulationMode”: "notSupported”

I8
"errorFields": [{
"I0CompatibilityData": "FETCH_FAILED"
H,
“excludedHealthState": "Minor-Failure",
“expansionCards": [{
"hay": 2,
"firmware": [{
"revision": "0",
"classifications": [13],
"status": "Active",
"name": "ISP 26xx Multiboot",
“role": "Primary",
"softwareID": "10770240",
"type": "Software Bundle",
"build": "0",
"date": "2017-01-27T00:00:002",
“version": "4.75.04"
H,
"FRU": "69Y1945",
"fruSerialNumber": "Y251NY3A2GTG",
"isAgentless": true,
"manufacturer": "IBM",
"name": "IBM Flex System FC5172 2-port 16Gb FC Adapter",
"partNumber": "69Y1944",
"pciBusNumber": "22",
"pciDeviceNumber": "0",
"pciFunctionNumber": “0",
"pciRevision": "2",
"pciSubID": "240",
"pciSubVendorID": "1077",
"productName": "IBM Flex System FC5172 2-port 16Gb FC Adapter",
"posID": "2031",
"slotName": "SlotDesig2_Mezzanine 2 Card",
"slotNumber": "2",
"slotSupportsHotPlug": "false",
"ypdID": "1077",
"uuid": "C940FAA12B4A11E3AEDAEFD2C9E10682"
H,
“expansionCardSlots": 2,
"expansionProducts": [],
“expansionProductType": "",
“faceplateIDs": [{
"entityId": 0,
"devicelId": 0,
"posID": 0,
"productId": 0,
"name": "system board 1",

"ypdID": 0

I8

{
"deviceId": 0,
"entityld": 0,
"posID": 0,
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“productId”: 0,
“name": "drive backplane 1",
“ypdID": 0

H,

"firmware": [{
"date": "2017-03-27T00:00:00Z",
"build": "B2E155CUS",
“name": "UEFI Firmware/BIOS",
“role": "Primary",
“status”: "Active",
“type": "UEFI",
"version": "2.00"

"build": "1A0075I",
"date": "2016-11-02T00:00:00Z",
“name": "IMM2 Backup Firmware",
“role": "Backup",
"status": "Inactive",
"type": "IMM2-Backup",
"version": "6.00"
H,
"flashStorage": [],
"FQDN": "ite-bt-890-imml.labs.lenovo.com”,
"FRU": "81Y5128",
"fruSerialNumber": "Y032BG1C2007",
"has0S": false,
"hostMacAddresses": "5C:F3:FC:6E:44:B8,5C:F3:FC:6E:44:BC",
"hostname": "IMM2-5cf3fcéel2fd",
“ipInterfaces": [{
"IPv4assignments": [{
"address": "10.240.75.197",
"gateway": "0.0.0.0",

||,id||: n,
"subnet": "255.255.252.0",
"tgpe": "INUSE"

H,
“IPv4DHCPmode": "STATIC_ONLY",
“IPvdenabled": true,
"IPvéassignments": [{
"address": "fd55:faaf:elab:20fc:5ef3:fcff:febe:12fd",
"gateway": "0:0:0:0:0:0:0:0",
"id": 0,
"prefix": 64,
"scope": "Global",
"source": "Static",
"type": "INUSE"
H,
"IPv6DHCPenabled": true,
"IPvéenabled": true,
"IPvéstatelessEnabled": true,
"IPvéstaticEnabled": true,
"label": "unknown",
“name": "eth0"
H,
"ipv4Addresses”: ["10.240.75.197", "169.254.95.118"],
"ipvéAddresses": ["fd55:faaf:elah:20fc:5ef3:fcff:febe:12fd", "fe80:0:0:0:5ef3:fcff:febe:12fd"],
"isRemotePresenceEnabled": true,
"isScalable": false,
"isITME": false,
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"isConnectionTrusted": "true",
"lanOverUsb": "enabled",
“lanOverUshPortForwardingModes": [{

"externalIPAddress": "",
"state": "disabled",
"type": "DSA"

H,

"leds": [{
"color": "Yellow",
"location": "FrontPanel",
"name": "Fault",
"state": "0Off"

|8

{
"color": "Yellow",
"location": "Planar",
"name": "DIMM 24",
"state": "Off"

H,

"location": {
"location": "R1",
"lowestRackUnit": 1,
"rack": "C12",
"room": "8-1W-4"

I8

"m2Presence"”: false,

"macAddress": "5C:F3:FC:6E:12:FD,5C:F3:FC:6E:12:FE",

“machineType": "8737",

"manufacturer": "IBM",

"manufacturerId": "20301",

“memoryModules”: [{

"capacity": 8,

"displayName": "DIMM 1",
"manufacturer": "Samsung",
"model": "DDR3",

“partNumber": "M393B1K70CHO-YH9",
"serialNumber": "8269ESEC",
"speed": 1333,

"speedMBs": 0,

"slot": 1,

"type": "DDR3"

H,

"“memorySlots": 24,

“mgmtProcIPaddress": "10.240.75.197",

“mgmtProcType”: "IMM2",

Ilmodelll: IIAClII’
"name": "ite-bt-890",
"I‘IiSt"l {

"currentValue": "Unknown",

"possibleValues": ["Compatibility", "Nist_800_131A_Strict", "unsupported"]

h
"onboardPciDevices": [{
"class": "Display controller",
"isAgentless": false,
"isAddOnCard": false,
"fodUniqueID": "",
IlnameII: IIII,
"pciBusNumber": "4",
“pciDeviceNumber": "0",

"pciFunctionNumber": "0",
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“pciRevision": "0",
"pciSubID": "405",
“pciSubVendorID": "1014",
"portInfo": {},

"posID": "534",
"vpdID": "102b"
H,
"overallHealthState": "Minor-Failure",
“parent": {
"uuid": "E053C9508C244F549011B2518DB71236",
"uri": "chassis/E053C9508C244F549011B2518DB71236"
}

"partNumber": "95Y4635",
"partitionID": -1,
“pciCapabilities": ["Raid Link", "00B PCIe"],
"pciDevices": [{

"class": "Display controller”,
“fodUniqueID": "",
"isAddOnCard": false,
"isAgentless": false,
"name": "",

"pciBusNumber": "4",
"pciDeviceNumber": "0",
“pciFunctionNumber": "0",
“pciRevision": "0",
“pciSubVendorID": "1014",
"pciSubID": "405",
“portInfo": {},

"nosID": "534",
"\IdeD": "102b"

H,

"pOI’tS": [{
“ioModuleBay": 0,
"portNumber": 1

},

{

“ioModuleBay": 0,
“portNumber": 10
H,
"poSID": IIZUII’

"powerAllocation”: {
"maximumAllocatedPower": 118,
"minimumAllocatedPower": 75

1,

"powerStatus": 5,

"powerSupplies": [],

“productName": "IBM Flex System x240 Compute Node with embedded 10Gb Virtual Fabric",

"processors": [{

"cores": 6,

"displayName": "Genuine Intel(R) CPU @ 2.00GHz",
"family": "INTEL_R_XEON TM",

"manufacturer": "Intel(R) Corporation”,
“productVersion”: "Genuine Intel(R) CPU @ 2.00GHz",
"slot": 1,

“speed": 2.0

H,

"processorSlots": 2,

"productId": "321",

"raidSettings": [],

"secureBootMode": {
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"currentValue": "",
"possibleValues": []
8
“serialNumber": "DSY0123",
“type": "ITE",
"slots": [1],
"status": {
"message": "managed"”,
"name": "MANAGED"
8
“subSlots": [],
“subType": "Blacktip”,
“tlsVersion": {
"currentValue": "Unknown",

"possibleValues": ["TLS_10", "TLS_11", "TLS_12", "unsupported"]

|8
"uri": "node/B9A8192D427011E18F04F5F1A3C864E0",
"userDescription”: "",
"userDefinedName": "Serverl",
"uuid": "B9A8192D427011E18F04F5F1A3C864E0",
"vnicMode": "disabled",
“ypdID": "256",
H
"passThroughModules": [],
"overallHealthState": "Critical”,
"parent": {

"uri": "cabinet/C58EA698-C223-42DA-93C8-38ED810F58A9",

"uuid": "C58EA698-C223-42DA-93C8-38ED810F58A9"

1,

"partNumber": "88Y6660",

"productId": "336",

"posID": "14",

"powerAllocation": {
“allocatedOutputPower": 3780,
"midPlaneCardMaximumAllocatedPower": 38,
"midPlaneCardMinimumAllocatedPower": 38,
“remainingOutputPower": 11250,
“totalInputPower": 16336,
“totalOutputPower": 15030

1

"powerSupplies": [{

"“cmmDisplayName": "Power Supply 01",
"cmmHealthState": "Normal",
"dataHandle": 0,

“description”: "Power Supply",
“firmware": [{

Ilbu.ildll: IIII’

"date": IIII,

"name": "Power Supply Firmware",
IlroleII: nn

"Status": IIII’

"type": "Power Supply Firmware",
"version": "0"
H,
“FRU": "69Y5817",
“fruSerialNumber": "ZK125116E07T",
“hardwareRevision": "5.0",
“inputVoltageIsAC": true,
“inputVoltageMax": 208,
“inputVoltageMin": 200,
"leds": [{
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"color": "Green",
"location": "Planar",

Ilnamell: IIINII’
"state": "On"

1,

{
"color": "Amber",
“location": "Planar",
"name": "FAULT",
"state": "Off"

H,

“machineType": "",

"manufactureDate": "2411",

"manufacturer": "IBM",

"manufacturerId": "20301",

"name": "Power Supply 01",

"model": "",

“parent”: {
“uri": "chassis/E053C9508C244F549011B2518DB71236"
"uuid": "E053C9508C244F549011B2518DB71236"

1,

"partNumber": "69Y5801",

"posID": "60",

“powerAllocation”: {
“totalInputPower": 2505,
“totalOutputPower": 1252

1,

"powerState": "Unknown",

“productId": "303",

"productName": "IBM 2500 W Power Supply",

"serialNumber": "",

"slots": [1],

“type": "PowerSupply"”,

"userDescription": "",

"uri": "powerSupply/D0A3B8399BFD11E000FDOOFDOOFDOOFD",
"vpdID": "128",

"uuid": "DOA3B8399BFD11E000FDOOFDOOFDOOFD"

H,
"powerSupplySlots": 6,
"productName": "IBM Chassis Midplane",
"securityDescriptor": {
"managedAuthEnabled": true,
"managedAuthSupported”: true,
"publicAccess": true,
"roleGroups": ["lxc-admin","lxc-security-admin"],
"uri": "chassis/E053C9508C244F549011B2518DB71236"
I
"SecurityPolicy": {
“"cmmPolicylevel": "LEGACY",
"cmmPolicyState": "ACTIVE"
I
"serialNumber": "100065A",
"status": {
"message": "MANAGED",
“name": "MANAGED"
I
"switches": [{
"accessState": "Online",
"attachedNodes": [],
"backedBy": "real",
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“cmmDisplayName": "I0 Module 01",
"cmmHealthState": "Normal",

“dataHandle": 1508187387271,

“description”: "EN4093 10Gb Ethernet Switch",

"dnsHostnames": ["SW-Y250VT161664.labs.lenovo.com”, "fd55:faaf:elab:20fc:al7:f4ff:fe77:1fef"],

“errorFields": [{

"I0CompatibilityData": "FETCH_FAILED"
H,
"excludedHealthState": "Normal",
“hostname": "",
“ipInterfaces": [{

"IPv4assignments": [{

"address": "10.240.75.192",

"gateway": "10.240.72.1",

"id" 2y
"subnet": "255.255.252.0",
"tgpe": "INUSE"

H,
"IPv4DHCPmode": "STATIC_ONLY",
"IPvdenabled": true,
"IPvbassignments": [{
"address": "fd55:faaf:elab:20fc:al7:f4ff:fe77:1fef",
"gateway": "0:0:0:0:0:0:0:0",
"id": 33,
"prefix": 64,
"scope": "Glohal",
"source": "Stateless”,
"type": "INUSE"
H,
"IPv6DHCPenabled": true,
"IPvéenabled": true,
"IPvéstatelessEnabled”: true,
"IPvéstaticEnabled": false,
"label": "",
“name": "ioe0"
H,
“ipv4Addresses": ["10.240.75.192"],
“firmware": [{
"build": "",
"date": "2017-04-24704:00:002",
“name": "Boot ROM",
"status": "Active",
"type": "Boot ROM",
"version": "7.8.17.0"

|8

{
"build": "",
"date": "2016-11-18T05:00:00Z",
"name": "Main Application 2",
"status": "Not-Active",
"type": "Main Application 2",
"version": "7.8.16.0"

H,

"FRU": "49Y4273",
"fruSerialNumber": "Y250VT161664",

“ipvéAddresses”: ["fd55:faaf:elab:20fc:al17:f4ff:fev7:1fef", "fe80:0:0:0:a17:f4ff:fe77:1fef"],

"leds": [{
“color": "Blue",
"location": "FrontPanel",
"name": "Enclosure Identify",
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“state": "Off"

},
{
“color": "Green",
“location": "FrontPanel"”,
"name": "Power",
“state": "On"
H,
"macAddresses": ["08:17:F4:7T:1F:EF"],
"machineType": "",

"manufacturer": "IBM",

"manufacturerId": "20301",

"model": "",

“ntpPushEnabled": false,

“name": "I0 Module 01",

"ntpPushFrequency": 15,

"overallHealthState": "Normal",

“parent”: {

“uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"

1,

"partNumber": "49Y4272",

"posID": "23",

“powerAllocation”: {
"maximumAllocatedPower": 100,
"minimumAllocatedPower": 100

1,

"powerState": "On",

“productId": "322",

"productName": "IBM Flex System Fabric EN4093 10Gb Scalable Switch",
"protectedMode”: "False",

"serialNumber": "",

"slots": [1],

"stackMode": "Standby",

"type": "Switch",

"userDefinedName": "Switchl",

"userDescription”: "",

"uri": "switch/1B33D6CA440EAEE16T660817FATTIFO00",
"uuid": "1B33D6CA440EAEE16T66081TFATT1F00",
"ypdID": "304"

H,

"switchSlots": 4,

"tlsVersion": {

“currentValue": "TLS_13",
"possibleValues": ["unsupported”,"TLS 13","TLS 12","TLS_11"]

I

"type": "Chassis",

"uri": "chassis/E053C9508C244F549011B2518DB71236",

"userDefinedName": "Chassisl",

"userDescription”: "",
"uuid": "E053C9508C244F549011B2518DB71236",
"ypdID": "336",

|

/chassis/{file_name}.csv

Use this REST API to download inventory for a large number of specific Flex System chassis and chassis
components in CSV format to the local system.
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HTTP methods
GET

GET /chassis/{file_name}.csv

Use this method to download inventory for a large number of specific Flex System chassis and chassis
components in CSV format to the local system.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/chassis/{file_name}.csv

where <file_name}.csv is the file name of the CSV file that contains inventory data. Use the POST /chassis
method to with the formatType=csv request parameter to create the CSV file. The POST /chassis method
returns the file name in the request header.

Query parameters

None

Request body
None

Response codes

Code Description Comments
200 OK The request completed successfully.
401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has

failed. A descriptive error message is returned in the response body.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body
None

/chassis/{uuid}

Use this REST API to retrieve or modify properties for a specific Flex System chassis and chassis resources.

HTTP methods
GET, PUT

GET /chassis/{uuid_list}

Use this method to return properties for one or more specific Flex System chassis and chassis components.

Note: Only the Ixc-sysmgr user account has authority to perform this action
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Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/chassis/{uuid_list}

where {uuid_list} is one or more UUIDs, separated by a comma, of the chassis to be retrieved. To obtain the
chassis UUIDs, use the GET /chassis method.

Query parameters

Parameters

Re-
quired /
Optional

Description

excludeAttributes={attributes}

Optional

Returns a response that excludes the specified attributes for each

resource. You can specify one or more attributes that are listed in the

response body, separated by a comma.

Notes:

¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.

e The response is filtered based on attribute name, not the attribute
value.

e Base attributes cannot be excluded.

formatType={type}

Optional

Returns information in the specified format. This can be one of the
following values.

e json (default)

® csv

If the format type is not specified, JSON format is returned.

includeAttributes=<attributes}

Optional

Returns a response that includes the base attributes and the specified

attributes for each resource. You can specify one or more attributes

that are listed in the response body, separated by a comma.

Notes:

e The response is filtered based on attribute name, not the attribute
value.

e |[f this attribute is not specified, all attributes are returned by
default.

The following example returns a CSV file that contains information about two specific chassis.
GET https://192.0.2.0/chassis/0E7TD8E1CDF7D11D4ABBOD5D5D5313131,
409583E0BD27B7T019F3758946B036818}?formatType=csv

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.
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Code Description Comments

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

413 Request Entity Too Clients might impose limitations on the length of the request URI, and the request
Large URl is too long to be handled. A descriptive error message is returned in the
response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

accessState String Access state of the chassis. This can be one of the
following values.

¢ Online

e Offline

Partial

Pending

Unknown

accessStateRecords Array of Information about the access-state record for each
objects network interface and protocol that is available for the
chassis

Note: This attribute is present only for chassis that are
offline due to connectivity issues.

health String Connection health state of the chassis. This can be one of
the following values.

e OFFLINE

e PARTIAL

e FAIL

ipAddress String IP address that was used to check the network
connectivity

isTrusted Boolean Indicates whether the connection to the server is trusted.
This can be one of the following values.

¢ true. The connection is trusted.

¢ false. The connection is not trusted.

messageBundle String Location where messages.properties can be found if it is
not located in the default task management bundle

messageDisplay String Translated label that corresponds to the message ID or to
the pre-translated backup string if no message ID is
specified
messagelD String Message ID for the translatable connection error states
messageParameters Array of Attributes for the message if the translated message
strings requires input. A JSON object that points to translated
messages
protocol String Type of the protocol to check connectivity. This can be
one of the following values.
e CIM
e DCS
e REDFISH
e CLI
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Attributes Type Description
timestamp Long Timestamp when connectivity was last checked and
when this record was created
username String User name that was used to check connectivity
accountLockoutPeriod Integer Account lockout duration, in minutes, after certain login
failures occur on the device
The default value is 60 minutes.
activationKeys Array List of Feature On Demand (FOD) keys that are installed
on the CMM
backedBy String This can be one of the following values.
¢ real. The inventory describes real hardware.
e demo. The inventory describes demo (mock)
hardware.
® proxy. A proxy is temporarily serving to provide the
inventory.
bladeSlots Integer Number of blade slots in the chassis
cmmDisplayName String Chassis name
cmmHealthState String Health summary that corresponds to the highest event
severity of all the devices. This can be one of the following
values.
e Normal
¢ Non-Critical
e Warning
¢ Minor-Failure
¢ Maijor-Failure
¢ Non-Recoverable
e Critical
e Unknown
cmms Array Information about CMMs (see GET /cmms)
cmmSlots Integer Number of CMM slots in the chassis
complex Array Information about scalable complexes (see GET
/scalableComplex)
contact String Contact for the chassis
dataHandle Long Time stamp of the last status update
description String Chassis description that was provided by the CMM
domainName String Domain name for the chassis
encapsulation Object Information about encapsulation
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Attributes

Type

Description

encapsulationMode

String

Encapsulation (firewall settings) mode. This can be one of
the following values.

¢ notSupported. Encapsulation is not supported for this
node.

¢ normal. Encapsulation is disabled for this node.The
global encapsulation setting is disabled by default.
When disabled, the device encapsulation mode is set
to “normal” and the firewall rules are not changed as
part of the management process.

¢ encapsulationLite. Encapsulation is enabled for this
node.When the global encapsulation setting is enabled
and the device supports encapsulation, XClarity
Administrator communicates with the device during
the management process to change the device
encapsulation mode to “encapsulationLite” and to
change the firewall rules on the device to limit
incoming requests to those only from XClarity
Administrator.

nonBlockedlpAddressList

Array of
strings

List of non-blocked IP addresses. This attribute is
available only when the encapsulation mode is
“encapsulationLite,”.

energyPolicies

Object

Information about energy policies

accousticAttenuationMode

String

Acoustic attenuation mode. This can be one of the
following values.

e Off

Least attenuation

Low level attenuation

Mid level attenuation

High level attenuation

Most attenuation

Unknown

hotAirRecirculation

Object

Information about hot air recirculation

chassisBay

Array

Chassis bay hot air recirculation details

isExceeded

String

Sensor value exceeded or not

sensorName

String

Sensor name

sensorValue

Double

Sensor value

slot

Integer

Slot occupied

subSlot

Integer

Sub-slot occupied

isEnabled

Boolean

Identifies whether hot-air recirculation is enabled. This
can be one of the following values.

¢ true. Hot-air recirculation is enabled.

¢ false. Hot-air recirculation is disabled.

maxVariation

Double

Hot-air recirculation maximum temperature variation.

powerCappingPolicy

Object

Information about the power-capping policy

cappingPolicy

String

Capping policy. This can be one of the following values.
e OFF

e STATIC

¢ UNKNOWN
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Attributes Type Description
currentPowerCap Long Current power-capping policy level
maxPowerCap Long Maximum power-capping policy level
minPowerCap Long Minimum power-capping policy level
powerRedundancyMode Long Power-redundancy mode
errorFields Array of Error Codes. This can be one of the following values.
objects e FETCH_SUCCESS
that e FETCH_FAILED
contain e NO_CONNECTOR
{string, e FATAL_EXCEPTION
error- e NETWORK_FAIL
Code}
excludedHealthState String Highest severity alert with exclusions. This can be one of
the following values.
e Normal
¢ Non-Critical
e Warning
¢ Minor-Failure
e Major-Failure
* Non-Recoverable
e Critical
¢ Unknown
fanMuxes Array Information about fan logic modules (see GET /fanMuxes)
fanMuxSlots Integer Number of fan mux slots in the chassis
fans Array Information about fans (see GET /fans)
fanSlots Integer Number of fan slots in the chassis
height Integer Chassis height
hostname String Hostname for the chassis
isConnectionTrusted Boolean | Identifies whether the CMM has a trusted connection.
This can be one of the following values.
¢ true. The CMM has a trusted connection.
¢ false. The CMM does not have a trusted connection.
inventoryState String Inventory state. This can be one of the following values.
e INVENTORY_STARTING
e INVENTORY_PARTIAL
e INVENTORY_MINIMAL
¢ INVENTORY_READY
ledCardSlots Integer Number of LED card slots in the chassis
leds Array Information about LEDs
color String LED color. This can be one of the following values.
* Red
e Amber
e Yellow
e Green
¢ Blue
¢ Unknown
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Attributes Type Description
location String LED location. This can be one of the following values.
¢ Front panel
¢ Lightpath Card
¢ Planar
e FRU
¢ Rear Panel
¢ Unknown
name String LED name
state String LED state. This can be one of the following values.
e Off
e On
¢ Blinking
¢ Unknown
location Object Information about the chassis location
location String Location
lowestRackUnit Integer Lowest rack unit
rack String Rack
room String Room
machineType String Chassis machine type
managerName String This value is always set to “UNKNOWN.”
managerUuid String This value is always set to “UNKNOWN.”
manufacturer String Name of the manufacturer
manufacturerlD String ID of the manufacturer
mgmtProclPaddress String IP address used by the Lenovo XClarity Administrator to
manage this resource
model String Chassis model
name String Name that is displayed in the user interface for this device
The value of this attribute is determined by
preferredDisplayName attribute in the GET /aicc
method. For example, if the preferredDisplayName
attribute is set to “hostname,” then the value for this
name attribute is the same as the hostname attribute in
the GET /aicc method.
nist Object Information about NIST
currentValue String Cryptography mode that is set. This can be one of the
following values.
¢ Unknown
e Compatibility
¢ Nist_800_131A_Strict
¢ Nist_800_131A_Custom
possibleValues Array All possible NIST values
nodes Array Information about servers (see GET /nodes)
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Attributes Type Description
overallHealthState String Highest severity of all alerts. This can be one of the
following values.
e Normal
¢ Non-Critical
e Warning
e Minor-Failure
¢ Major-Failure
¢ Non-Recoverable
e Critical
¢ Unknown
partNumber String Chassis part number
passThroughModules Array Information about pass-through modules (see GET
/switches)
posID String Position ID
powerAllocation Object Information about power allocation
allocatedOutputPower Long Allocated output power
midPlaneCardMaximumAllocatedPower Long Maximum power that is allocated to the midplane card
midPlaneCardMinimumAllocatedPower Long Minimum power that is allocated to the midplane card
remainingOutputPower Long Remaining output power
totallnputPower Long Total input power
totalOutputPower Long Total output power
powerSupplySlots Integer Number of power supply slots in the chassis
powerSupplies Array Information about power supplies (see GET
/powerSupplies)
productID String Product ID
securityDescriptor Object Information about the authentication enablement and
support the associated stored credentials for a managed
device
managedAuthEnabled Boolean | Indicates whether the device uses managed
authentication. This can be one of the following values.
¢ true. The device uses managed authentication.
¢ false. The device uses local authentication.
managedAuthSupported Boolean | Indicates whether the device supports the ability to
choose whether managed authentication is to be used.
This can be one of the following values.
¢ true. This device supports the ability to choose
managed authentication.
e false. This device does not support the ability to
choose managed authentication.
publicAccess Boolean | Indicates whether the resource can be accessed by all
role groups. This can be one of the following values.
e true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.
roleGroups Array of List of role groups that are permitted to view and manage
strings this device
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Attributes Type Description
storedCredentials Array of Information about the stored credential that is associated
objects with this device, if applicable
description String Description of the stored credential
id String ID of the stored credential
userName String Name of the stored credential
uri String URI of the device
SecurityPolicy Object Security level to adjust the system towards
cmmPolicylLevel String Policy level that is set on the CMM. This can be one of the
following values.
e LEGACY
e SECURE
cmmPolicyState String Policy state of the CMM. This can be one of the following
values.
e ERROR
¢ UNKNOWN
e ACTIVE
e PENDING
serialNumber String Chassis serial number
status Object
message String MANAGED
name String MANAGED
switches Array Information about switches (see GET /switches)
switchSlots Integer Number of switch slots in the chassis
tlsVersion Object Information about the SSL or TLS protocol
currentValue String SSL or TLS protocol and version that is set. This can be
one of the following values.
e unsupported
e TLS_12.TLSv1.2
e TLS_13.TLSVv1.3
possibleValues Array All possible SSL or TLS protocol values
type String Resource type. This value is always “Chassis.”
uri String URI for the chassis
userDefinedName String User-defined name for the device
userDescription String Chassis description that was defined by the user
uuid String Chassis UUID
vpdID String Vital product data (VPD) ID

The following example is returned if the request is successful and the formatType=json query parameter is
specified.

"accessState": "Online",

"accessStateRecords": [{
"health": "SUCESS",
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"ipAddress": "10.243.6.68",

"messageBundle": "com.lenovo.Ixca.discovery.bundle.tasks.messages”,
"messageDisplay": "Connection is successful",

"messagelD": "1180_SHORT",

"messageParameters": [],

"protocol": "CIM",

"timestamp": 1565785907453,

"username": "USERID"

"health": "SUCESS",
"ipAddress": "fd55:faaf:e1ab:2021:42f2:e9ff:feb8:163d",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageDisplay": "Connection is successful",
"messagelD": "1180_SHORT",
"messageParameters": [],
"protocol": "CIM",
“timestamp": 1565785907465,
"username": "USERID"
3,
"accountLockoutPeriod": 60,
"activationKeys": [],
"backedBy": "real",
"bladeSlots": 14,
"cmmDisplayName": "Chassis126",
"cmmHealthState": "Critical",
"emms": [{
"accessState": "Online",
"backedBy": "real",
"description": "CMM",
"cmmDisplayName": "SN#Y034BG16F03V",
"cmmHealthState": "Non-Critical",
"dataHandle": 1508187250973,
"errorFields": [],
"domainName": "",
"dnsHostnames": ["Chassis126.labs.lenovo.com”,

"fd55:faaf:e1ab:20fc:5ef3:fcff:fe25:dc6d"],
"excludedHealthState": "Warning",
"hostConfig": [{
"DDNSenabled": false,
"DNSenabled": false,
"IPversionPriority": "IPv6ThenlPv4",
"prilPv4userDNSserver": "10.240.0.10",
"prilPv6userDNSserver": "0:0:0:0:0:0:0:0",
"seclPv4userDNSserver": "10.240.0.11",
"seclPv6userDNSserver": "0:0:0:0:0:0:0:0",
"terlPv4userDNSserver": "0.0.0.0",
"terlPv6userDNSserver": "0:0:0:0:0:0:0:0"
Hs
"hostname": "MM5CF3FC25DC6D",
"ipInterfaces": [{
"IPv4assignments": [{
"address": "10.240.75.191",
"gateway": "10.240.72.1",

"id": 2,
"subnet": "255.255.252.0",
"type": "INUSE"

}]!
"IPv4DHCPmode": "STATIC_ONLY",
"IPv4enabled": true,
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"IPv6assignments": [{
"address": "fe80:0:0:0:5ef3:fcff:fe25:dc6d",
"gateway": "0:0:0:0:0:0:0:0",
"id": 1,
"prefix": 64,
"scope": "LinkLocal",
"source": "Other",
"type": "INUSE"
1,
"IPv6DHCPenabled": true,
"IPv6enabled": true,
"|Pv6statelessEnabled": true,
"IPv6staticEnabled": true,
"label": "External",
"name": "eth0"
1,
"ipv4Addresses": ["10.240.75.191"],
"ipv6Addresses": ["fe80:0:0:0:5ef3:fcff:fe25:dc6d"],
“firmware": [{
"pbuild": "2PET39C",
"date": "2017-09-13T04: 00: 00Z",
"status": "",
"name": "CMMfirmware",
"role": "",
"type": "CMMfirmware",
"version": "2.5.10"
1,
"FRU": "68Y7032",
"fruSerialNumber": "Y034BG16F03V"
"leds": [{
"color": "Amber",
"location": "FrontPanel",
"name": "FAULT",
"state": "Off"
11,
"macAddresses": ["'5C: F3: FC: 25: DC: 6D"],
"machineType": "",
"manufacturer": "IBM",
"manufacturerld": "20301",
"mgmtProclPaddress": "10.240.75.191",
"model": "",
"name": "SN#Y034BG16F03V",
"overallHealthState": "Warning",

"parent": {

"uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"

}!
"partNumber": "68Y7029",

"powerAllocation”: {
"maximumAllocatedPower": 20,
"minimumAllocatedPower": 20

})

"productld": "65",

“role": "primary",

"serialNumber": ""

"slots": [1],

"type": "CMM",

"uri": "cmm/4BAF370D9DE211E0B25CF29BFBOE7ESB",

"userDefinedName": "CMM1"
"userDescription": "",
"uuid": "4BAF370D9DE211E0B25CF29BFBOE7E8B"
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1,
"complex": [],
"contact": "http: //liss-bugzilla.labs.lenovo.com",
"dataHandle": 1508188241539,
"description": "IBMFlexSystemChassis",
"displayName": "Chassis126",
"domainName": "",
"encapsulation”: {
"encapsulationMode": "notSupported"
3
"energyPolicies": {
"acousticAttenuationMode": "Off",
"hotAirRecirculation": {
"chassisBay": [{
"isExceeded": "N",
"sensorName": "ChassisAmbient",
"sensorValue": 24.0,

"slot": 0,
"subSlot": -1
b
{
"isExceeded": "N",
"sensorName": "InletTemp",
"sensorValue": 22.5,
"slot": 8,
"subSlot": -1
1,

"maxVariation": 5.0,
"isEnabled": true,
h
"powerCappingPolicy": {
"cappingPolicy": "OFF",
"currentPowerCap": 0,
"maxPowerCap": 15030,
"minPowerCap": 3780
)
3
"errorFields": [],
"excludedHealthState": "Critical",
"fanMuxes": [{
"cmmDisplayName": "FanlLogic01",
"cmmHealthState": "Normal",
"dataHandle": 0,
"description": "fanlogiccard",
"FRU": "94Y5805",
"fruSerialNumber": "Y011BG35MO1T",
"hardwareRevision": "6.1",
"leds": [{
"color": "Amber",
"location": "FrontPanel",
"name": "FAULT",
"state": "Off"

powerRedundancyMode": 3

1,

"machineType": "",
"manufactureDate": "2113",
"manufacturer": "IBM",
"manufacturerld": "20301",

"model": "",
“name": "FanLogic01",
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"parent": {
"uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"
I3
"partNumber": "49Y3276",
"productld": "338",
"productName": "IBMFlexSystemEnterpriseChassisFanLogicCard",
"serialNumber": "",
"status": "Normal",
"slots": [1],
"type": "FanMux",
"uri"; "fanMux/E5160099C27611E2A256AAA4CEBCC5D7",
"uuid": "E5160099C27611E2A256AAA4CEBCC5D7"
1,
"fanMuxSlots": 2,
"fans": [{
“cmmDisplayName": "Fan01",
"dataHandle": 0,
"cmmHealthState": "Normal",
"description": "IBMFanPack",
"errorFields": [],
"firmware": [{

"build": ",
"date": ",

"name": "FanController",
Ilrolell: nn

IIStatUSII: IIII,

"type": "FanController",
"version": "226"

"FRU": "88Y6685",
"fruSerialNumber": "YK10JPB69L24",
"hardwareRevision": "4.0",
"leds": [{
"color": "Amber",
"location": "FrontPanel",
"name": "FAULT",
"state": "Off"
1,
"machineType": "",
"manufactureDate": "2611",
"manufacturer": "IBM",
"manufacturerld": "20301",

Ilmodelll: IIII,
"name": "Fan01",
"parent": {

"uuid": "E053C9508C244F549011B2518DB71236",

"uri": "chassis/E053C9508C244F549011B2518DB71236"
|3
"partNumber": "88Y6691",

"productld": "342",

"productName": "80mmFanPackforlTECooling",

"posID": "11",

"powerAllocation”: {
"maximumAllocatedPower": 75,
"minimumAllocatedPower": 75

}

powerState": "Unknown",
"serialNumber": "",
"slots": [1],

"type": n Fan",
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"uri": "fan/C74F88A19DB311EOAB5AF1DE32F87750",
"userDescription": "",
"uuid": "C74F88A19DB311EOAB5AF1DE32F87750",
"vpdID": "373"
1,
"fanSlots": 10,
"FQDN": null,
"height": 10,
"hostname": "MM5CF3FC25DC6D",
"isConnectionTrusted": "true",
"inventoryState": "INVENTORY_READY",
"ledCardSlots": 1,
"leds": [{
"color": "Blue",
"location": "FrontPanel",
"name": "Location",

"state": "Off"

|3

{

"color": "Amber",
"location": "FrontPanel",
"name": "Information",
"state": "On"

1,

"location": {
"lowestRackUnit": 1,
"location": "R1",
"rack": "C12",
"room": "8-1W-4"

}

"machineType": "7893",
"managerName": "UNKNOWN",
"managerUuid": "UNKNOWN",
"manufacturer": "IBM",
"manufacturerld": "20301",
"mgmtProclPaddress": "10.240.75.191",
"mmSlots": 2,

"model": "92X",
"name": "Chassis126",
"nist": {

"currentValue": "Compatibility",
"possibleValues": ["Compatibility”, ... "unsupported"]
13
"nodes": [{
"accessState": "Online",
"activationKeys": [],
"addinCards": [],
"addinCardSlots": 0,
"arch": "x86",
"backedBy": "real",
"bladeState": 1,
"bladeState_health": "WARNING",
"bladeState_string": "ite-bt-890",
"bootMode": {
"currentValue": "UEFIOnly",
"possibleValues": ["UEFlandLegacy", "UEFIOnly", "LegacyOnly"],
}
"bootOrder": {
"bootOrderList": [{
"bootType": "SingleUse",
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"currentBootOrderDevices": ["None"],
"possibleBootOrderDevices": ["None", ... "FloppyDisk"]

1
"uri": "node/B9A8192D427011E18F04F5F1A3C864E0/bootOrder”

|3
“cmmDisplayName": "Node01",
"cmmHealthState": "Non-Critical",
"complexID": -1,

"contact": "Fred",

"dataHandle": 1508188861461,

"description": "IBMFlexSystemx240with10Gb",
"driveBays": 8,

"domainName": "labs.lenovo.com",

"dnsHostnames": ["ite-bt-890-imm1.labs.lenovo.com", "fd55: faaf: elab
"drives": [{
"bay": 1,
"capacity": -1
|3
{
"bay": 2,
"capacity": -1
1,

"embeddedHypervisorPresence": false,
"encapsulation”: {
"encapsulationMode": "notSupported"
2
"errorFields": [{
"lIOCompatibilityData": "FETCH_FAILED"
1,
"excludedHealthState": "Minor-Failure",
"expansionCards": [{
"bay": 2,
"firmware": [{
"revision": "0",
"classifications": [13],
"status": "Active",
"name": "ISP26xxMultiboot",
"role": "Primary",
"softwarelD": "10770240",
"type": "SoftwareBundle",
"puild": "0",
"date": "2017-01-27T00: 00: 00Z",
"version": "4.75.04"
1,
"FRU": "69Y1945",
"fruSerialNumber": "Y251NY3A2GTG",
"isAgentless": true,
"manufacturer": "IBM",
"name": "IBMFlexSystemFC51722-port16GbFCAdapter”,
"partNumber": "69Y1944",
"pciBusNumber": "22",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision": "2",
"pciSubID": "240",
"pciSubVendorID": "1077",
"productName": "IBMFlexSystemFC51722-port16GbFCAdapter"”,
"posID": "2031",
"slotName": "SlotDesig2_Mezzanine2Card",
"slotNumber": "2",
"slotSupportsHotPlug": "false",

: 20fc: 5ef3

: fcff: fe6e: 12fd"]
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"vpdID": "1077",
"uuid": "C940FAA12B4A11E3AED4EFD2C9E10682"
Hs
"expansionCardSlots": 2,
"expansionProducts": [],
"expansionProductType":
"faceplatelDs": [{
"entityld": 0,
"deviceld": 0,
"posID": 0,
"productld": 0,
"name": "systemboard1",
"vpdID": 0

"deviceld": 0,
"entityld": 0,
"posID": 0,
"productld": 0,
"name": "drivebackplanel”,
"vpdID": 0

Hs

"firmware": [{
"date": "2017-03-27T00: 00: 00Z",
"build": "B2E155CUS",
"name": "UEFIFirmware/BIOS",
"role": "Primary",
"status": "Active",
"type": "UEFI",
"version": "2.00"

b
{
"build": "1AOQ75I",
"date": "2016-11-02T00: 00: 00Z",
"name": "IMM2BackupFirmware",
"role": "Backup",
"status": "Inactive",
"type": "IMM2-Backup",
"version": "6.00"
1,

"flashStorage": [],
"FQDN": "ite-bt-890-imm1.labs.lenovo.com",
"FRU": "81Y5128",
"fruSerialNumber": "Y032BG1C2007",
"hasOS": false,
"hostMacAddresses": "5C: F3: FC: 6E: 44: B8, 5C: F3: FC: 6E: 44: BC",
"hostname": "IMM2-5cf3fc6e12fd",
"ipInterfaces": [{
"IPv4assignments": [{
"address": "10.240.75.197",
"gateway": "0.0.0.0",

"id": 0,
"subnet": "255.255.252.0",
"type": "INUSE"

1,
"IPv4DHCPmode": "STATIC_ONLY",

"IPv4enabled": true,
"IPv6assignments”: [{
"address": "fd55: faaf: elab: 20fc: 5ef3: fcff: fe6e: 12fd",
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"gateway": "0: 0: 0: 0: 0: 0: 0: 0",
"id": 0,
"prefix": 64,
"scope": "Global",
"source": "Static",
"type": "INUSE"
1,
"IPv6DHCPenabled": true,
"IPv6enabled": true,
"IPv6statelessEnabled": true,
"IPv6staticEnabled": true,
"label": "unknown",
"name": "eth0"

ik
"ipv4Addresses": ["10.240.75.197", "169.254.95.118"],

"ipv6Addresses": ["'fd55: faaf: elab: 20fc: 5ef3: fcff: fe6e: 12fd"],

"isRemotePresenceEnabled": true,
"isScalable": false,
"iIsSITME": false,
"isConnectionTrusted": "true",
"lanOverUsb": "enabled",
"lanOverUsbPortForwardingModes": [{
"externallPAddress": ""
"state": "disabled",

"type": "DSA"

1,

"leds": [{
"color": "Yellow",
"location": "FrontPanel",
"name": "Fault",
"state": "Off"

1

{
"color": "Yellow",
"location": "Planar",
"name": "DIMM24",
"state": "Off"

1,

"location": {
"location": "R1",
"lowestRackUnit": 1,
"rack": "C12",
"room": "8-1W-4"

|3

"m2Presence": false,

"macAddress": "5C: F3: FC: 6E: 12: FD, 5C: F3: FC: 6E: 12

"machineType": "8737",
"manufacturer": "IBM",
"manufacturerld": "20301",
"memoryModules": [{
"capacity": 8,
"displayName": "DIMM1",
"manufacturer": "Samsung",
"model": "DDR3",
"partNumber": "M393B1K70CHO0-YH9",
"serialNumber": "8269E8SEC",
"speed": 1333,
"speedMBs": 0,
"slot": 1,
"type": "DDR3"

. FE",
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1,

"memorySlots": 24,
"mgmtProclPaddress": "10.240.75.197",
"mgmtProcType": "IMM2",

"model": "AC1",
"name": "ite-bt-890",
"nist": {

"currentValue": "Unknown",
"possibleValues": ["Compatibility”, "Nist_800_131A_Strict", "unsupported"]

3

"onboardPciDevices": [{
“class": "Displaycontroller”,
"isAgentless": false,
"isAddOnCard": false,
"fodUniquelD": "",
"name": "",
"pciBusNumber": "4",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision": "0",
"pciSubID": "405",
"pciSubVendorID": "1014",

"portinfo": {},
"posID": "534",
"vpdID": "102b"
Hs
"overallHealthState": "Minor-Failure",
"parent": {
"uuid": "E053C9508C244F549011B2518DB71236",
"uri": "chassis/E053C9508C244F549011B2518DB71236"
}

"partNumber": "95Y4635",

"partitionID": -1,

"pciCapabilities": ["RaidLink", "OOBPCle"],

"pciDevices": [{
“class": "Displaycontroller”,
"fodUniquelD": "",
"isAddOnCard": false,
"isAgentless": false,
"name": "",
“pciBusNumber": "4",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision": "0",
"pciSubVendorID": "1014",
"pciSubID": "405",
"portinfo": {},
"posID": "534",
"vpdID": "102b"

1,

"ports": [{
"ioModuleBay": 0,
"portNumber": 1

|3

{
"ioModuleBay": 0,
"portNumber": 10
}],
"posID": "20",
"powerAllocation": {
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"maximumAllocatedPower": 118,
"minimumAllocatedPower": 75
|3
"powerStatus": 5,
"powerSupplies": [],
"productName": "IBMFlexSystemx240ComputeNodewithembedded10GbVirtualFabric",
"processors": [{
"cores": 6,
"displayName": "Genuinelntel(R)CPU@2.00GHz",
"family": "INTEL_R_XEON_TM",
"manufacturer": "Intel(R)Corporation”,
"productVersion": "Genuinelntel(R)CPU@2.00GHz",
"slot": 1,
"speed": 2.0
1,
"processorSlots": 2,
"productld": "321",
"raidSettings": [],
"secureBootMode": {
"currentValue": "",
"possibleValues": []
|3
"serialNumber": "DSY0123",
"type": "ITE",
"slots": [1],
"status": {
"message": "managed",
"name": "MANAGED"
|3
"subSlots": [],
"subType": "Blacktip",
"tiIsVersion": {
"currentValue": "Unknown",
"possibleValues": ["TLS_10", "TLS_11", "TLS_12", "unsupported"]
|3
"uri": "node/B9A8192D427011E18F04F5F1A3C864EQ",
"userDescription": "",
"userDefinedName": "Server1",
"uuid": "B9A8192D427011E18F04F5F1A3C864E0",
"vnicMode": "disabled",
"vpdID": "256",
1
"passThroughModules": [],
"overallHealthState": "Critical",
"parent": {
"uri": "cabinet/C58EA698-C223-42DA-93C8-38ED810F58A9",
"uuid": "C58EAB98-C223-42DA-93C8-38ED810F58A9"
|3
"partNumber": "88Y6660",
"productld": "336",
"posID": "14",
"powerAllocation": {
"allocatedOutputPower": 3780,
"midPlaneCardMaximumAllocatedPower": 38,
"midPlaneCardMinimumAllocatedPower": 38,
"remainingOutputPower": 11250,
"totallnputPower": 16336,
"totalOutputPower": 15030
b
"powerSupplies": [{
"cmmbDisplayName": "PowerSupply01",
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"cmmHealthState": "Normal",
"dataHandle": 0,
"description": "PowerSupply",
"firmware": [{
Ilbuildll: IIII’
"date": "",
"name": "PowerSupplyFirmware",
Ilrolell: IIII,
"status":
"type": "PowerSupplyFirmware",

"version": "0"

1,
"FRU": "69Y5817",

"fruSerialNumber": "ZK125116E07T",
"hardwareRevision": "5.0",
"inputVoltagelsAC": true,
"inputVoltageMax": 208,
“inputVoltageMin": 200,
“leds": [{

"color": "Green",

"location": "Planar",

"name": "IN",
"state": "On"

b

{
"color": "Amber",
"location": "Planar",
"name": "FAULT",
"state": "Off"

Hs

"machineType":

"manufactureDate": "2411",

"manufacturer": "IBM",

"manufacturerld": "20301",

"name": "PowerSupply01",

“model": "",

"parent": {
"uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"

5

"partNumber": "69Y5801",

"posID": "60",

"powerAllocation": {
"totallnputPower": 2505,
"totalOutputPower": 1252

}

powerState": "Unknown",

"productld": "303",

"productName": "IBM2500WPowerSupply",
"serialNumber": "",

"slots": [1],

"type": "PowerSupply",

"userDescription": "",

"uri": "powerSupply/DOA3B8399BFD11E000FDOOFDOOFDOOFD",
"vpdID": "128",

"uuid": "DOA3B8399BFD11E000FDOOFDOOFDOOFD"

"powerSupplySlots": 6,
"productName": "IBMChassisMidplane",
"securityDescriptor": {
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"managedAuthEnabled": true,

"managedAuthSupported": true,

"publicAccess": true,

"roleGroups": ["Ixc-admin","Ixc-security-admin"],

"storedCredentials": null,

"uri": "chassis/E053C9508C244F549011B2518DB71236"
|3
"SecurityPolicy": {

"cmmPolicyLevel": "LEGACY",

"cmmPolicyState": "ACTIVE"
}
"serialNumber": "100065A",
"status": {

"message": "MANAGED",

"name": "MANAGED"

}

switches": [{
"accessState": "Online",
"attachedNodes": [],
"backedBy": "real",
"cmmDisplayName": "IOModule01",
"cmmHealthState": "Normal",
"dataHandle": 1508187387271,
"description": "EN409310GbEthernetSwitch",
"dnsHostnames": ["SW-Y250VT161664.labs.lenovo.com", "fd55: faaf: elab: 20fc: al17: f4ff: fe77: 1fef'],
"errorFields": [{
"lIOCompatibilityData": "FETCH_FAILED"
1,
"excludedHealthState": "Normal",
"hostname": "",
"ipInterfaces": [{
"IPv4assignments”: [{
"address": "10.240.75.192",
"gateway": "10.240.72.1",

"id": 2,
"subnet": "255.255.252.0",
"type": "INUSE"

1,
"IPv4DHCPmode": "STATIC_ONLY",
"IPvdenabled": true,
"IPv6assignments": [{
"address": "fd55:; faaf: elab: 20fc: al17: f4ff: fe77: 1fef",
"gateway": "0: 0: 0: 0: 0: 0: 0: 0",
"id": 33,
"prefix": 64,
"scope": "Global",
"source": "Stateless",
"type": "INUSE"
1,
"IPv6DHCPenabled": true,
"IPv6enabled": true,
"IPv6statelessEnabled": true,
"IPv6staticEnabled": false,
"label": "",
"name": "ioe0"
1,
"ipv4Addresses": ["10.240.75.192"],
"firmware": [{
"build": "",
"date": "2017-04-24T04: 00: 00Z",
"name": "BootROM",
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"status": "Active",
"type": "BootROM",
"version": "7.8.17.0"

"build": "",

"date": "2016-11-18T05: 00: 00Z",
"name": "MainApplication2",
"status": "Not-Active",

"type": "MainApplication2",
"version": "7.8.16.0"

"FRU": "49Y4273",
"fruSerialNumber": "Y250VT161664",
"ipv6Addresses": ["'fd55: faaf: elab: 20fc: al7: f4ff: fe77: 1fef", "fe80: 0: 0: 0: al7
"leds": [{
"color": "Blue",
"location": "FrontPanel",
"name": "Enclosureldentify”,

"state": "Off"

3

{
"color": "Green",
"location": "FrontPanel",
"name": "Power",
"state": "On"

s

"macAddresses": ['08: 17: F4: 77: 1F: EF"],

"machineType": ""

"manufacturer": "IBM",

"manufacturerld": "20301",

"model": ",

"ntpPushEnabled": false,

"name": "IOModule01",

"ntpPushFrequency": 15,

"overallHealthState": "Normal",

"parent": {
"uri": "chassis/E053C9508C244F549011B2518DB71236",
"uuid": "E053C9508C244F549011B2518DB71236"

|3

"partNumber": "49Y4272",

"posID": "23",

"powerAllocation": {
"maximumAllocatedPower": 100,
"minimumAllocatedPower": 100

|3

"powerState": "On",

"productld"; "322",

"productName": "IBMFlexSystemFabricEN409310GbScalableSwitch",

"protectedMode": "False",

"serialNumber": "",

"slots": [1],

"stackMode": "Standby",

"type": "Switch",

"userDefinedName": "Switch1",

"userDescription": "",

"uri": "switch/1B33D6CA440EAEE167660817F4771F00",

"uuid": "1B33D6CA440EAEE167660817F4771F00",

"vpdID": "304"
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}]!
"switchSlots": 4,
"tisVersion": {
"currentValue": "TLS_12",
"possibleValues": ["unsupported”,"TLS_13", "TLS_12","TLS_11"]

}

type": "Chassis",
"uri": "chassis/E053C9508C244F549011B2518DB71236",
"userDefinedName": "Chassis1",
"userDescription": "",
"uuid": "E053C9508C244F549011B2518DB71236",
"vpdID": "336",

}

PUT /chassis/{uuid}

Use this method to modify properties or refresh inventory for a specific Flex System chassis.
Note: You cannot modify properties for a DenseChassis.

The request body differs depending on the action that you want to perform. You can use this PUT method to
perform the following management actions.

e Table 8 “Modify chassis properties” on page 190

Table 9 “Refresh the inventory” on page 191

Table 10 “Configure device authentication” on page 191

Table 11 “Configure the security policy” on page 193

Table 12 “Configure LED states” on page 193

Table 13 “Configure the failover to a back CMM” on page 193

Table 14 “Configure TLS and NIST mode” on page 194

Table 15 “Configure the encapsulation mode” on page 194

This method starts a job that runs in the background to perform the operation. The response header includes
a URl in the form /tasks/{task_id} (for example, /tasks/12) that represents the job that is created to perform
this request. You can use GET /tasks/{job_list} to monitor the status and progress of the job. If a job was not
successfully started, refer to the response code and response body for details.

Authentication

Authentication with user name and password is required.

Request URL
PUT https://{management_server_IP}/chassis/{uuid}

where {uuid} is the UUID of the chassis. To obtain the chassis UUID, use the GET /chassis method.
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Query parameters

Re-
quired /
Attributes Optional | Description
synchronous={value} Optional | When modifying attributes, indicates when the job ID is returned

¢ true. (default) Returns the job ID and job status after the job is
complete.

e false. Returns the job ID immediately. You can use GET /tasks/
{job_list} to monitor the status and progress of the job.

Note: This query parameter applies only when one or more property
parameters are specified in the request body.

The following example returns the job ID and job status after the job is complete.
GET https://192.0.2.0/chassis/6ED2CB368C594C66C2BB066D5A306138?synchronous=true

Request body
You can specify attributes from one of the following tables in each request.

Note: If you specify one or more attributes in Table 8 “Modify chassis attributes” on page 190 (to modify
properties) or Table 9 “Refresh the inventory” on page 191 (to refresh the inventory), this method starts a job
that runs in the background to perform the operation. The response header includes a URI in the form /tasks/
{task_id} (for example, /tasks/12) that represents the job that is created to perform this request. You can use
GET /tasks/{job_list} to monitor the status and progress of the job. If a job was not successfully started, refer
to the response code and response body for details.

Attention: A successful response indicates that the request was successfully transmitted and accepted by
the management server. It does not indicate that the operation that is associated with the job was
successful.

Table 8. Modify chassis attributes

Required /
Attributes Optional Type Description
cmmDisplayName Optional String CMM display name
contact Optional String Chassis contact information
domainName Optional String Chassis domain name
hostname Optional String Chassis hostname
location Optional Array Information about the chassis location
Important: Changes made to the location of the chassis
using this API method are not reflected in the rack view.
location Optional String New location of the chassis
lowestRackUnit Optional Integer Lowest rack unit where the chassis is installed in the rack
rack Optional String Rack location
room Optional String Room location
userDescription Optional String Chassis description

The following example modifies the hostname, location, and contact information for a CMM:
{
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"contact": "new contact",
"h[)stname":"",
"location": {"location":"new location"}

}

Table 9. Refresh the inventory

Required /
Attributes Optional Type Description
refreshinventory Optional String Refreshes inventory for the chassis

If you specify this attribute, this method starts a job that
runs in the background to perform the operation. The
response header includes a URI in the form /tasks/{task_
id} (for example, /tasks/12) that represents the job that is
created to perform this request. You can use GET /tasks/
{job_list} to monitor the status and progress of the job. If a
job was not successfully started, refer to the response
code and response body for details.

Attention: A successful response indicates that the
request was successfully transmitted and accepted by
the management server. It does not indicate that the
operation that is associated with the job was successful.

The following example refreshes inventory for the target chassis.

{
}

"refreshInventory": "true"

Table 10. Configure device authentication and access control

Note: Only users with Ixc-supervisor or Ixc-security-admin privileges can modify the access-control

settings.
Re-
quired /
Attributes Optional | Type Description
securityDescriptor Required | Object Information about the authentication enablement and
support the associated stored credentials for a managed
device
managedAuthEnabled Optional | Boolean | Indicates whether the device uses managed
authentication. This can be one of the following values.
e true. The device uses managed authentication.
¢ false. The device uses local authentication
publicAccess Optional | Boolean | Indicates whether the resource can be accessed by all
role groups. This can be one of the following values.
¢ true. The resource is can be access by all role group.
e false. The resource is restricted to specific role groups.
roleGroups Optional | Array of List of role groups that are permitted to view and manage
strings this device
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Table 10. Configure device authentication and access control (continued)

Re-
quired /
Attributes Optional | Type Description

storedCredentials Required | Object Information about the stored credential that is associated
if with this device, if applicable

manage-
dAu-
thEna-
bled is
set to
true

id Required | String ID of the stored credential to associated with the device
if
manage-
dAu-
thEna-
bled is
set to
true

The following example enables managed authentication and associates a stored credential account with the
device.

{

"securityDescriptor” : {
"managedAuthEnabled" : true,
"storedCredentials": {

"id":"249721...",
}
}
}

The following example disables managed authentication to use local authentication instead.
{
"securityDescriptor” : {
"managedAuthEnabled" : false
}
}

The following example restricts access to the managed device to members of the specified role groups.
{

"securityDescriptor": {
"publicAccess"”: false,
"roleGroups": ["sales-os-admin","corp_fw_admin"]

}

192 Lenovo XClarity Administrator REST API Guide



Table 11. Configure the security policy

Required /
Attributes Optional Type Description
securityPolicy Optional Object Information about the security policy
mmPolicyLevel Required ID of the | Policy level to be used. This can be one of the following
stored values.
creden- e LEGACY
tial to e SECURE
associ-
ated with
the
device

The following example modifies the security policy for a device.
{
"securityPolicy: {
"cmmPolicylevel": "SECURE"
}
}

Table 12. Configure LED states

Required /
Attributes Optional Type Description
leds Optional Object Changes the state of the location LED
name Required String Description of the LED (for example, “Fault” or “Power”.
To obtain the names of LEDs for a specific chassis, use
the GET /chassis/{uuid_list} method.
state Required String State of LED. This can be one of the following values.
o off
e on
¢ blinking

To obtain the current state of the LED, use the GET
/chassis/{uuid_list} method.

The following example turns off the Location LED.

"ledS":[{
“name":"Location",
"state":"off"

1
}

Table 13. Configure the failover to a back CMM

Required /
Attributes Optional Type Description
cmmFailover Optional Boolean | Indicates whether to initiate a failover. This can be one of

the following values.
¢ true. Initiate a failover.
¢ false. Do not initiate a failover.

The following example configures failover to a backup CMM:
{
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"cmmFailover": true

}
Table 14. Configure TLS and NIST mode
Required /
Attributes Optional Type Description
nist Optional Object Information about NIST settings
currentValue Required String Cryptography mode to be used. This can be one of the
following values.
¢ Unknown
e Compatibility
¢ Nist_800_131A_Strict
¢ Nist_800_131A_Custom
tisVersion Optional Object Information about TLS settings
currentValue Required String SSL or TLS protocol and version to be used. This can be
one of the following values.
e unsupported
e TLS_12.TLSv1.2
e TLS_13.TLSv1.3

The following example modifies the cryptographic settings for a device.
{

}

"nist": {"currentValue": "NIST"}

Table 15. Configure the encapsulation mode

Required /
Attributes Optional Type Description
encapsulationMode Optional String Encapsulation mode. This can be one of the following

values.

e normal. Encapsulation is disabled for this node.The
global encapsulation setting is disabled by default.
When disabled, the device encapsulation mode is set
to “normal” and the firewall rules are not changed as
part of the management process.

e encapsulationLite. Encapsulation is enabled for this
node.When the global encapsulation setting is enabled
and the device supports encapsulation, XClarity
Administrator communicates with the device during
the management process to change the device
encapsulation mode to “encapsulationLite” and to
change the firewall rules on the device to limit
incoming requests to those only from XClarity
Administrator.

The following example modifies the encapsulation mode.
{

}

"encapsulationMode”: "encapsulationLite"
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Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

The response body provides information about the success or failure of the request. The attributes in the
response body differ depending on the specified request attributes.

Note: A response body is not returned for some requests.

The following example is returned if the request is successful and the "refreshinventory": "true" request
parameter is specified to refresh the device inventory.

{

"statusCode": 200,
"statusDescription”: "The request completed successfully.",
"messages": [{

"explanation”: "refreshInventory request for target 6ED2CB368C594C66C2BB066D5A306138 has
completed successfully.",

||_id||:

"FQXDMo200",

“recovery": "",
“recoveryUrl": "",
“"text": "The request completed successfully."

1

/cmms

Use this REST API to retrieve properties for all Chassis Management Modules (CMMs). Each chassis
contains up to two CMMs.

HTTP methods

GET

GET /cmms

Use this method retrieve the properties for all CMMs.
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Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/cmms

Query parameters

Parameters

Re-
quired /
Optional | Description

excludeAttributes={attributes}

Optional | Returns a response that excludes the specified attributes for each

resource. You can specify one or more attributes that are listed in the

response body, separated by a comma.

Notes:

¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.

e The response is filtered based on attribute name, not the attribute
value.

e Base attributes cannot be excluded.

includeAttributes=<attributes}

Optional | Returns a response that includes the base attributes and the specified
attributes for each resource. You can specify one or more attributes
that are listed in the response body, separated by a comma.

Notes:
e The response is filtered based on attribute name, not the attribute
value.
e |If this attribute is not specified, all attributes are returned by
default.
Request body
None
Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

Attributes

Type Description

cmmlList

Array List of CMMs

See GET /cmms/{uuid_list}

Object Detailed information for each CMM
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The following example is returned if the request is successful.

{

"cmmList": [{
"accessState": "Online",
"backedBy": "real",
“cmmDisplayName": "SN#Y033BG24B009",
"cmmHealthState": "Non-Critical",
"dataHandle": 1442012140925,
"description": "Chassis Management Module",
"dnsHostnames": ["demobluel.labs.lenovo.com”],
"domainName": "labhs.lenovo.com",
“errorfFields": [],
"excludedHealthState": "Warning",

"firmware": [{
"build": "2PET27F",
"date": "2015-04-08T04:00:00Z",
"name": "CMM firmware",
"role": ""
"status": "",
“"type": "CMM firmware",
"version": "2.5.3"
H,
"FRU": "68YT032",
“fruSerialNumber": "Y033BG24B009",
"hostConfig": [{
"DDNSenahled": false,
"DNSenabled": true,
"IPversionPriority": "IPv4ThenIPvé",

"priIPv4userDNSserver": "10.240.0.10"
"priIPvéuserDNSserver": "0:0:0:0:0:0:0:0",
"secIPv4userDNSserver": "10.240.0.11",
"secIPvéuserDNSserver": "0:0:0:0:0:0:0:0",

"terIPv4userDNSserver": "0.0.0.0",
"terIPvbuserDNSserver": "0:0:0:0:0:0:0:0",
H,
"hostname": "demobluel”,
“ipInterfaces": [{
"IPvdassignments": [{
"address": "10.240.70.134",
"gateway": "10.240.70.1",
“id": 2,
"subnet": "255.255.254.0",
“type": "CONFIGURED"

},

{
"address": "10.240.70.134",
"gateway": "10.240.70.1",
Il_idll: 2’
"subnet": "255.255.254.0",
Iltgpell: IIINusEII

H,

"IPv4DHCPmode": "STATIC_ONLY",
"IPvdenabled": true,
"IPvbassignments": [{
"address": "fe80:0:0:0:5ef3:fcff:fe25:ea57",
“gateway”: "0:0:0:0:0:0:0:0",
II_idII: 1’
“prefix": 64,
“scope": "LinkLocal",
"source": "Other",
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||tupe||: "INUSE"

I

{
"address": "0:0:0:0:0:0:0:0",
"gateway": "0:0:0:0:0:0:0:0",
II_idII: 2’
"prefix": 0,
“"scope": "Global",
"source": "Static",
"type": "CONFIGURED"

H,

"IPvéDHCPenabled": false,
"IPvéenabled": true,
"IPvéstatelessEnabled”: true,
"IPvéstaticEnabled": false
"label": "External",
"name": "eth0",
H,
"ipv4Addresses”: ["10.240.70.134"],
"ipv6Addresses”: ["fe80:0:0:0:5ef3:fcff:fe25:ea57"],
"leds": [{
"color": "Blue",
"location": "FrontPanel",
“name": "Location",

"state": "0Off"
1
{

"color": "Amber",

"location": "FrontPanel",

"name": "FAULT",

"state": "On"
}
{

"color": "Amber",

“location": "FrontPanel",

"name": "Information",

“state": "On"
H,
"macAddresses": ["5C:F3:FC:25:EA:57"],
"machineType": "",
"mgmtProcIPaddress": "10.240.70.134",
"model": ""

"name": "SN#Y033BG24B009",
"overallHealthState": "Warning",
"parent": {
"uri": "chassis/AB582DD17E604572A46T79E24BE2938DE",
"uuid": "AB582DD17E604572A4679E24BE2938DE"
h
"partNumber": "00D7179",
"powerAllocation": {
"maximumAllocatedPower": 20,
"minimumAllocatedPower": 20
I
“productId": "432",
"role": "primary",

"serialNumber": "",
"slots": [1],
"tl_.]pe": "CMM",

"uri": "cmm/2A14E8448B5B11E1B942C430BE6956C4"
"userDefinedName": "CMM1",
"userDescription”: ""
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"uuid": "2A14E8448B5B11E1B942C430BE6956CA",

1
}

/ecmms/{uuid}

Use this REST API to retrieve or modify the properties for a specific Chassis Management Module (CMM).
Each chassis contains up to two CMMs.

HTTP methods
GET, PUT

GET /cmms/{uuid_list}
Use this method retrieve the properties for one or more specific CMMs.

Authentication

Authentication with user name and password is required.

Request URL
GET https://{management_server_IP}/cmms/{uuid_list}

where <UUID_list} is one or more UUIDs, separated by a comma, of the CMMs to be retrieved. To obtain the
CMM UUIDs, use the GET /cmms method.

Query parameters

Re-
quired /
Parameters Optional | Description
excludeAttributes={attributes} Optional | Returns a response that excludes the specified attributes for each
resource. You can specify one or more attributes that are listed in the
response body, separated by a comma.
Notes:
¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.
* The response is filtered based on attribute name, not the attribute
value.
¢ Base attributes cannot be excluded.
includeAttributes=<attributes} Optional | Returns a response that includes the base attributes and the specified
attributes for each resource. You can specify one or more attributes
that are listed in the response body, separated by a comma.
Notes:
e The response is filtered based on attribute name, not the attribute
value.
¢ |[f this attribute is not specified, all attributes are returned by
default.
Request body
None
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Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

Attributes

Type Description

accessState

String Access state of the chassis. This can be one of the following values.
e Online

Offline

Partial

Pending

Unknown

backedBy

String Indicates whether the data is from a real or demo server. This can be
one of the following values.

e real. The inventory describes real hardware.

e demo. The inventory describes demo (mock) hardware.

® proxy. A proxy is temporarily serving to provide the inventory.

cmmDisplayName

String Display name provided by the CMM

cmmHealthState

String Health summary that corresponds to the highest event severity of all
the devices. This can be one of the following values.

¢ Normal

¢ Non-Critical

Warning

Minor-Failure

Major-Failure

Non-Recoverable

Critical

Unknown

dataHandle

Long Time stamp of the last status update

description

String Description that was provided by the CMM

dnsHostnames

Array of List of DNS hostnames
strings

domainName

String User-defined domain name

errorFields Array of Error code. This can be one of the following values.

objects e FETCH_SUCCESS
that e FETCH_FAILED
contain e NO_CONNECTOR
{string, e FATAL_EXCEPTION
error- e NETWORK_FAIL
Code}

200 Lenovo XClarity Administrator REST API Guide




Attributes Type Description
excludedHealthState String Highest severity alert with exclusions. This can be one of the following
values.
¢ Normal
¢ Non-Critical
e Warning
* Minor-Failure
¢ Major-Failure
¢ Non-Recoverable
e Critical
¢ Unknown
firmware Array CMM firmware details
build String Firmware build
date String Firmware date
name String Firmware name
role String Firmware role
status String Firmware status
type String Firmware type
version String Firmware version
FRU String CMM FRU part number
fruSerialNumber String CMM FRU serial number
hostConfig Array Information about host configuration
DDNSenabled Boolean Identifies whether dynamic DNS enabled. This can be one of the
following values.
¢ true. Dynamic DNS is enabled.
e false. Dynamic DNS is disabled.
DNSenabled Boolean | Identifies whether DNS enabled. This can be one of the following
values.
e true. DNS is enabled.
e false. DNS is disabled.
IPversionPriority String IP version priority. This can be one of the following values.
e [Pv6ThenlIPv4
¢ IPv4ThenlPv6
prilPv4userDNSserver String Primary user assigned IPv4 DNS server
prilPv6userDNSserver String Primary user assigned IPv6 DNS server
seclPv4userDNSserver String Secondary user assigned IPv4 DNS server
seclPv6userDNSserver String Secondary user assigned IPv6 DNS server
terlPv4userDNSserver String Tertiary user assigned IPv4 DNS server
terlPv6userDNSserver String Ternary user assigned IPv6 DNS server
hostname String User-defined hostname
ipInterfaces Array Information about the CMM IP interfaces
IPv4assignments Array Information about IPV4 assignments
address String IP address
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Attributes

Type

Description

gateway

String

Gateway

id

Integer

IPv4 assignment ID

subnet

String

Subnet mask

type

String

IPv4 assignment type. This can be one of the following values.
¢ INUSE

CONFIGURED

ALIAS

UNKNOWN

IPv4DHCPmode

String

IPv4 assignment method. This can be one of the following values.
e STATIC_ONLY

e DHCP_ONLY

e DHCP_THEN_STATIC

¢ UNKNOWN

IPv4enabled

Boolean

Identifies whether IPv4 is enabled. This can be one of the following
values.

¢ true. IPv4 is enabled.

e false. IPv4 is disabled.

IPv6assignments

Array

Information about IPV6 assignments

address

String

IPv6 address

gateway

String

Gateway

id

Integer

IPv6 assignment ID

prefix

Integer

IPv6 prefix

scope

String

IPv6 assignment scope. This can be one of the following values.
e Global

¢ LinkLocal

¢ Unknown

source

String

IPv6 assignment source. This can be one of the following values.
e DHCP

Statelesss

Static

Other

[ ]
[ ]
[ ]
e Unknown

type

String

IPv6 assignment type. This can be one of the following values.
e INUSE

e CONFIGURED

e ALIAS

¢ UNKNOWN

IPv6DHCPenabled

Boolean

Identifies whether IPv6é DHCP is enabled. This can be one of the
following values.

e true. IPv6 DHCP is enabled.

e false. IPv6 DHCP is disabled.

IPv6enabled

Boolean

Identifies whether IPv6 is enabled. This can be one of the following
values.

e true. IPv6 is enabled.

¢ false. IPv6 is disabled.

IPv6statelessEnabled

Boolean

Identifies whether IPv6 stateless is enabled. This can be one of the
following values.

¢ true. |IPv6 stateless is enabled.

e false. IPv6 stateless is disabled.
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Attributes Type Description
IPv6staticEnabled Boolean | Identifies whether IPv6 static is enabled. This can be one of the
following values.
¢ true. IPv6 static is enabled.
¢ false. IPv6 static is disabled.
label String Label
name String Name
ipv4Addresses Array of List of IPv4 addresses
strings
ipv6Addresses Array of List of IPv6 addresses
strings
leds Object Information about CMM LEDs
color String LED color. This can be one of the following values.
* Red
e Amber
* Yellow
¢ Green
e Blue
e Unknown
location String LED location. This can be one of the following values.
¢ Front panel
¢ Lightpath Card
* Planar
e FRU
¢ Rear Panel
¢ Unknown
name String LED name
state String LED state. This can be one of the following values.
o Off
e On
e Blinking
¢ Unknown
macAddresses Array of List of MAC addresses
strings
machineType String CMM machine type
manufacturer String Manufacturer
manufacturerld String Manufacturer ID
mgmtProclPaddress String IP address used by the Lenovo XClarity Administrator to manage this
resource
model String CMM model
name String Name that is displayed in the user interface for this device

The value of this attribute is determined by preferredDisplayName
attribute in the GET /aicc method. For example, if the
preferredDisplayName attribute is set to “hostname,” then the value
for this name attribute is the same as the hostname attribute in the
GET /aicc method.
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Attributes Type Description
overallHealthState String Highest severity of all alerts. This can be one of the following values.
¢ Normal
¢ Non-Critical
e Warning
¢ Minor-Failure
e Major-Failure
* Non-Recoverable
e Critical
¢ Unknown
parent Object
uri String Parent URI
uuid String Parent UUID
partNumber String CMM part number
powerAllocation Object
maximumAllocatedPower Long Maximum power that is allocated
minimumAllocatedPower Long Minimum power that is allocated
productID String CMM product ID
role String Role of the CMM. This can be one of the following values.
e primary
* backup
serialNumber String CMM serial number
slots Integer CMM primary slot
type String Resource type. This value is always “CMM”
uri String URI
userDefinedName String User-defined name for the device
userDescription String Description that was defined by the user
uuid String uuIibD

The following example is returned if the request is successful.

{
"cmmlist": [{
"accessState": "Online",
"backedBy": "real",

"cmmDisplayName": "SN#Y010BG494063",
"cmmHealthState": "Non-Critical",

“dataHandle": 1548164031434,

"description”: "Chassis Management Module 2",
"dnsHostnames": ["betacmm12.labs.lenovo.com"”,"fd55:faaf:elab:2021:42f2:e9ff:febf:4e54"],
"domainName": "labs.lenovo.com",

"errorfields": [],

"excludedHealthState": "Warning",

"firmware": [{
"build": "1AON24A",

“date": "2018-09-18T04:00:002",

“name": "CMM firmware",

||r0le||: " ||’

"status": "",
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“type": "CMM firmware",
“version": "2.0.0"
H,
"FRU": "0OFG6T8",
"fruSerialNumber": "Y010BG494063",
"hostConfig": [],
"hostname": "hetacmml2",
“ipInterfaces": [{
"IPvdassignments": [{
"address": "10.243.2.118",
"gateway": "10.243.0.1",

"id": 2,

"subnet": "255.255.224.0",
"type": "INUSE"

3,

"IPvADHCPmode": "STATIC_ONLY",
"IPvdenabled": true,
"IPvbassignments": [{
"address": "0:0:0:0:0:0:0:0",
"gateway": "0:0:0:0:0:0:0:0",
"id": 2,
"prefix": 0,
"scope": "Glohal",
"source": "Static",
"type": "CONFIGURED"
1
{
"address": "fe80:0:0:0:42f2:e9ff:febf:4e54",
"gateway": "0:0:0:0:0:0:0:0",
"id": 1,
"prefix": 64,
"scope": "linkLocal",
"source": "Other",
"type": "INUSE"
H,
"IPv6DHCPenabled": true,
"IPvéenabled": true,
"IPvéstatelessEnabled": true,
"IPvéstaticEnabled": false,
“label": "External”,
“name": "eth0"
H,
"ipv4Addresses”: ["10.243.2.118"],
"ipv6Addresses”: ["fe80:0:0:0:42f2:e9ff:febf:4e54","fd55:faaf:elab:2021:42f2:e9ff:febf:4e54"],
"leds": [{
"name": "FAULT",
"state": "Off",
“color": "Amber",
“location": "FrontPanel"
H,
"macAddresses": ["40:F2:E9:BF:4E:54"],
"machineType": "",
"manufacturer": "LNVO",
"manufacturerId": "19046",
"mgmtProcIPaddress": "10.243.2.118",
"model": "",
"name": "SN#Y010BG494063",
"overallHealthState": "Warning",
"parent”: {
"uri": "chassis/78FB1DD279994B95BDBC4FT5F063D241",
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"uuid": "78FB1DD279994B95BDBC4FT5F063D241"
I
"partNumber": "00KHT19",
"powerAllocation": {
"maximumAllocatedPower": 20,
"minimumAllocatedPower": 20
}!
"productId": "1032",
"role": "primary",

"serialNumber": "",
"slots": [2],
Iltgpell: IICMMII’

"uri": "cmm/FD98426A35CT11E4972EE04173533818",
"userDefinedName": "SN#Y010BG494063",

"userDescription”: "",
"uuid": "FD98426A35CT11E4972EE04173533818"

}
PUT /cmms/{uuid}

Use this method to modify properties , perform a power operation, or refresh inventory for a specific CMM.

The request body differs depending on the action that you want to perform. You can use this PUT method to
perform the following management actions.

e Table 16 “Modify CMM properties” on page 207

e Table 17 “Modifying the power state” on page 209

e Table 18 “Refresh the inventory” on page 209

If you specify this attribute, this method starts a job that runs in the background to perform the operation.
The response header includes a URI in the form /tasks/{task_id} (for example, / tasks/12) that represents the
job that is created to perform this request. You can use GET /tasks/{job_list} to monitor the status and
progress of the job. If a job was not successfully started, refer to the response code and response body for
details.

Attention: A successful response indicates that the request was successfully transmitted and accepted by
the management server. It does not indicate that the operation that is associated with the job was
successful.

Authentication

Authentication with user name and password is required.

Request URL
PUT https://{management_server_IP}/cmms/{uuid}

where {uuid} is the UUID of the CMM. To obtain the CMM UUID, use the GET /cmms method.
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Query parameters

Re-
quired /
Attributes Optional | Description
synchronous={value} Optional | When modifying attributes, indicates when the job ID is returned

¢ true. (default) Returns the job ID and job status after the job is
complete.

¢ false. Returns the job ID immediately. You can use GET /tasks/
{job_list} to monitor the status and progress of the job.

Note: This query parameter applies only when one or more property
parameters are specified in the request body.

Request body

You can specify attributes from one of the following tables in each request.

Table 16. Modify CMM properties

Re-
quired /
Attributes Optional | Type Description
domainName Optional | String Domain name
hostConfig Optional | Array
DDNSenabled Optional | Boolean | Identifies whether Dynamic DNS is enabled. This can be
one of the following values.
¢ true. Dynamic DNS is enabled
e false. Dynamic DNS is disabled
DNSenabled Optional | Boolean | Identifies whether DNS is enabled. This can be one of the
following values.
¢ true. DNS is enabled
¢ false. DNS is disabled
globallPv6enabled Optional | String Global IPv6 enablement
IPversionPriority Optional | String IP version priority. This can be one of the following values.
e |Pv6ThenlIPv4
¢ |IPv4ThenlPv6
prilPv4userDNSserver Optional | String Primary user assigned IPv4 DNS server
prilPv6userDNSserver Optional | String Primary user assigned IPv6 DNS server
seclPv4userDNSserver Optional | String Secondary user assigned IPv4 DNS server
seclPv6userDNSserver Optional | String Secondary user assigned IPv6 DNS server
terlPv4userDNSserver Optional | String Ternary user assigned IPv4 DNS server
terlPv6userDNSserver Optional | String Ternary user assigned IPv6 DNS server
hostname Optional | String Hostname
ipInterfaces Optional | Array Information about the CMM IP addresses
IPv4assignments Optional | Array Information about IPv4 assignments
address Optional | String IPv4 address
gateway Optional | String IPv4 gateway
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Table 16. Modify CMM properties (continued)

Re-
quired /
Attributes Optional | Type Description
id Required | Integer IPv4 assignment ID
subnet Optional | String IPv4 subnet mask
IPv4DHCPmode Optional | String IP address assignment method. This can be one of the
following values.
e STATIC_ONLY
e DHCP_ONLY
e DHCP_THEN_STATIC
e UNKNOWN
IPv4enabled Optional | Boolean Identifies whether IPv4 is enabled. This can be one of the
following values.
e true. IPv4 is enabled
¢ false. IPv4 is disabled
IPv6assignments Optional | Array Information about IPv6 assignments
address Optional | String IPv6 address
gateway Optional | String IPv6 gateway
id Required | Integer IPv6 assignment ID
prefix Optional | Integer IPVv6 prefix
IPv6DHCPenabled Optional | Boolean | Identifies whether IPv6 DHCP is enabled. This can be one
of the following values.
e true. IPv6 DHCP is enabled
¢ false. IPv6 DHCP is disabled
IPv6enabled Optional Boolean Identifies whether IPv6 is enabled. This can be one of the
following values.
e true. IPv6 is enabled
e false. IPv6 is disabled
IPv6statelessEnabled Optional | Boolean | Identifies whether IPv6 stateless is enabled. This can be
one of the following values.
e true. IPv6 stateless is enabled
¢ false. IPv6 stateless is disabled
IPv6staticEnabled Optional | Boolean Identifies whether IPv6 static is enabled. This can be one
of the following values.
e true. IPv6 static is enabled
¢ false. IPv6 static is disabled
name Required | String IP Interface name

The following examples show how to use the PUT method to change CMM configuration settings:

{
“contact": "new contact"”,
"h[)stname":""’
"location": {
}

}
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Table 17. Modifying the power state

Re-
quired /
Attributes Optional | Type Description
powerState Optional | String Performs a power operation on the CMM. This can be one

of the following values.
¢ reset. Restart the CMM.
¢ virtualReseat. Simulates removing power from the bay

The following example restarts the CMM.

{
"powerState":"reset"
}
Table 18. Refresh the inventory
Re-
quired /
Attributes Optional | Type Description
refreshinventory Optional | String Refreshes inventory for the CMM

The following example refreshes inventory for the target CMM.
{

“refreshInventory”: "true"

}

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body
None

/fans
Use this REST API to retrieve properties for all Flex System fans.

HTTP methods
GET
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GET

/fans

Use this method to return properties for all Flex System fans.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/fans

Query parameters
Re-
quired /
Parameters Optional | Description

excludeAttributes={attributes}

Optional | Returns a response that excludes the specified attributes for each

resource. You can specify one or more attributes that are listed in the

response body, separated by a comma.

Notes:

¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.

¢ The response is filtered based on attribute name, not the attribute
value.

e Base attributes cannot be excluded.

includeAttributes=<attributes}

Optional | Returns a response that includes the base attributes and the specified
attributes for each resource. You can specify one or more attributes
that are listed in the response body, separated by a comma.

Notes:
e The response is filtered based on attribute name, not the attribute
value.
e |[f this attribute is not specified, all attributes are returned by
default.
Request body
None
Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Attributes Type Description
fanList Array Information about each fan
See GET /fans/{uuid} Objects Detailed information about a specific fan

The following example is returned if the request is successful.

{
"fanlist": [{

"cmmDisplayName": "Fan 01",

"cmmHealthState": "Normal",

"dataHandle": 0,

"description": "IBM Fan Pack",

“errorFields": [],

“firmware": [{

"build": "",

"date": "",

“name": "Fan Controller",
"role": ""

"status": ""

“"type": "Fan Controller",
"version": "226"

H,

"FRU": "88Y6685",

"fruSerialNumber": "YK10JPB69H61",

"hardwareRevision": "4.0",

"leds": [{

“color": "Amber",
"location": "FrontPanel",
“name": "FAULT",
"state": "Off"

H,

"machineType": "",

"manufactureDate": "2511",

"manufacturer": "IBM",

"manufacturerId”: "20301",

"model": "",

"name": "Fan 01",

"parent": {

"uri": "chassis/FBEF740B178FAEFAA846ET225EE256DC",
"uuid": "FBEF740B178FAEFAA846ET225EE256DC"

1

"partNumber": "88Y6691",

"posID": 373",

"powerAllocation": {
"maximumAllocatedPower": 0,
"minimumAllocatedPower": 0

1

"powerState": "Unknown",

“productId": "342",

"productName": "80mm Fan Pack for ITE Cooling",

"serialNumber": "",

"slots": [1],

“type": "Fan",

"uri": "fan/192C7661981E11E091C2C0AC11247C9B",

"userDescription”: "",

"uuid": "192C7661981E11E091C2C0AC11247C9B",

"ypdID": "11"

H
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/fans/{uuid}

Use this REST API to retrieve properties for a specific Flex System fan.

HTTP methods
GET

GET /fans/{uuid}

Use this method to return properties for a specific Flex System fan.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/fans/{uuid}

where {uuid} is the UUID of the fan to be retrieved. To obtain the fan UUID, use the GET /fans method.

Query parameters

Re-
quired /
Parameters Optional | Description
excludeAttributes={attributes} Optional | Returns a response that excludes the specified attributes for each
resource. You can specify one or more attributes that are listed in the
response body, separated by a comma.
Notes:
¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.
¢ The response is filtered based on attribute name, not the attribute
value.
¢ Base attributes cannot be excluded.
includeAttributes=<attributes} Optional | Returns a response that includes the base attributes and the specified
attributes for each resource. You can specify one or more attributes
that are listed in the response body, separated by a comma.
Notes:
e The response is filtered based on attribute name, not the attribute
value.
¢ [f this attribute is not specified, all attributes are returned by
default.
Request body
None
Response codes
Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
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Code Description Comments

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

cmmDisplayName String Fan name provided by the CMM

cmmHealthState String Health summary that corresponds to the highest event severity of all

fans. This can be one of the following values.
e Normal

¢ Non-Critical

e Warning

¢ Minor-Failure

e Major-Failure

* Non-Recoverable

e Critical

e Unknown

dataHandle Long

description String Description provided by the CMM

errorFields Array of Error codes. This can be one of the following values.
objects e FETCH_SUCCESS
that e FETCH_FAILED
contain e NO_CONNECTOR
{string, e FATAL_EXCEPTION
error- e NETWORK_FAIL
Code}

firmware Array Information about fan firmware

build String The firmware build
date String The firmware date
name String The firmware name
role String The firmware role
status String The firmware status
type String The firmware type
version String The firmware version

FRU String FRU part number

fruSerialNumber String FRU serial number

hardwareRevision String Hardware revision
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Attributes Type Description
LEDs Array Information about fan LEDs
color String LED color. This can be one of the following values.
* Red
¢ Amber
¢ Yellow
e Green
¢ Blue
¢ Unknown
location String LED location. This can be one of the following values.
¢ Front panel
¢ Lightpath Card
¢ Planar
e FRU
¢ Rear Panel
¢ Unknown
name String LED name
state String LED state. This can be one of the following values.
e Off
e On
e Blinking
¢ Unknown
machine type String Machine type
manufactureDate String Manufacture date
manufacturer String Manufacturer
manufacturerlD String Manufacturer ID
model String Model
name String Name that is displayed in the user interface for this device
parent Object
uri String Parent URI
uuid String Parent UUID
partNumber String Part number
posID String Position ID
powerAllocation Object Information about power allocation
maximumAllocatedPower Long Maximum power allocated to the fan
minimumAllocatedPower Long Minimum power allocated to the fa.
powerState String Current power state of the fan. This can be one of the following
values.
e Off
e On
e ShuttingDown
e Standby
¢ Hibernate
¢ Unknown
productID String Product ID
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Attributes Type Description

productName String Product name

serialNumber String Serial number

slots Integer Fan primary slot

type String Resource type. This value is always “Power Supply.”
uri String URI

userDescription String User description

uuid String uuIb

vpdID String VPD ID

The following example is returned if the request is successful.

{

"cmmDisplayName": "Fan 01",
"cmmHealthState": "Normal",
"dataHandle": 0,
"description": "IBM Fan Pack",
"errorFields": [],

"firmware": [{

"huild": "
Ildatell: IIII’

"name": "Fan Controller",
IIrolell: nn

"Status": nn

“"type": "Fan Controller",
"version": "226"

1,
"FRU": "88Y6685",

"fruSerialNumber": "YK10JPB69H61",

"hardwareRevision": "4.0",
"leds": [{
“color": "Amber",
"location": "FrontPanel",
"name": "FAULT",
"state": "0Off"
H,
"machineType": "",
"manufactureDate”: "2511",
"manufacturer": "IBM",
"manufacturerId": "20301",

IlmodelII: IIII’
"name": "Fan 01",
“parent”: {

"uri": "chassis/FBEF740B178FAEFAA846ET225EE256DC",
"uuid": "FBEFT40B178FA4EFAA846ET225EE256DC"

1
"partNumber": "88Y6691",
"posID": "373",
“powerAllocation": {
"maximumAllocatedPower": 0,
"minimumAllocatedPower": 0
}

powerState": "Unknown",
"productId": "342",

"productName": "80mm Fan Pack for ITE

Cooling",
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"serialNumber": "",

"slots": [1],
"type": "Fan",
"uri": "fan/192C7661981E11E091C2C0AC11247C9B",
"userDescription”: "",
"uuid": "192C7661981E11E091C2C0AC11247C9B",
"ypdID": "11"

}

/fanMuxes

Use this REST API to retrieve information about all Flex System fan logic modules (called fan muxes). Fan
muxes enable the CMM to monitor the chassis fans.

HTTP methods
GET

GET /fanMuxes

Use this method to return information about all Flex System fan logic modules (called fan muxes), including
properties and metrics for each of the fan logic modules.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/fanMuxes

Query parameters

Re-
quired /
Parameters Optional | Description
excludeAttributes={attributes} Optional | Returns a response that excludes the specified attributes for each
resource. You can specify one or more attributes that are listed in the
response body, separated by a comma.
Notes:
¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.
e The response is filtered based on attribute name, not the attribute
value.
* Base attributes cannot be excluded.
includeAttributes=<attributes} Optional | Returns a response that includes the base attributes and the specified

attributes for each resource. You can specify one or more attributes

that are listed in the response body, separated by a comma.

Notes:

e The response is filtered based on attribute name, not the attribute
value.

e |[f this attribute is not specified, all attributes are returned by
default.

Request body

None
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Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description
fanMuxList Array List of all fan muxes
See GET /fanMuxes/{uuid} Object Detailed information about each individual fan mux

The following example is returned if the request is successful.

{
“fanMuxList": [{

"cmmDisplayName": “Fan Logic 01",
"cmmHealthState": "Major-Failure",
"dataHandle": 0,
"description": "Fan Logic Module",
"FRU": "81Y2912",
“fruSerialNumber": "31gfbdRUKGmS",
"hardwareRevision": "3.1",
"leds": [{

"color": "Amber",

"location": "FrontPanel",

"name": "FAULT",
"State": Ilonll
H,
"machineType": "",

"manufactureDate": "1011",
"manufacturer”: "IBM",
"manufacturerId": "20301",

Ilmodel": nn
"name": "Fan Logic 01",
"parent": {

"uri": "chassis/48331A223BF34FBA90732B379B837B9C",
"uuid": "48331A223BF34FBA90732B379B837B9C"
1,
"partNumber": "49Y3309",
"productId": "338",
"productName": "IBM Accipiter Fan Logic Mux Card",
"serialNumber": "",
"slots": [1],
"status": "Major-Failure",
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"type": "FanMux",
"uri": "fanMux/5D3EC1A4F2064A2981457AC9A06B56F9",
"uuid": "5D3EC1A4F2064A2981457AC9A06B56F9"

"cmmDisplayName": "Fan Logic 02",
"cmmHealthState": "Major-Failure",
"dataHandle": 0,
"description": "Fan Logic Module",
"FRU": "81Y2912",
"fruSerialNumber": "fL3eXhaYDWoU",
"hardwareRevision": "3.1",
"leds": [{
“color": "Amber",
“location": "FrontPanel",
"name": "FAULT",
"state": "On"
H,
"manufactureDate": "1011",
"manufacturer": "IBM",
"manufacturerId": "20301",
"machineType": "",
"model": "",
"name": "Fan Logic 02",
"parent": {
"uri": "chassis/48331A223BF34FBA90732B379B837B9C",
"uuid": "48331A223BF34FBA90732B379B837B9C"
I
"partNumber": "49Y3309",
"productId": "338",
"productName": "IBM Accipiter Fan Logic Mux Card",
"serialNumber": "",
"slots": [2],
"status": "Major-Failure",
"type": "FanMux",
“uri": "fanMux/9D83BAB5D9AA4ACI1FA8D2E53ADEDSDAOS",
"uuid": "9D83BAB5D9AA4C1FA8D2E53ADED5DADS"

H

/fanMuxes/{uuid}

Use this REST API to retrieve information about a specific Flex System fan logic module (called a fan mux).
Fan muxes enable the CMM to monitor the chassis fans.

HTTP methods
GET

GET /fanMuxes/{uuid}
Use this method to return properties and metrics for a specific Flex System fan logic module (fan mux).

Authentication

Authentication with user name and password is required.

Request URL
GET https://{management_server_IP}/fanMuxes/{uuid}
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where {uuid} is the UUID of the fan to be retrieved. To obtain the fan UUID, use the GET /fanMuxes method.

Query parameters

Parameters

Re-
quired /
Optional | Description

excludeAttributes={attributes}

Optional | Returns a response that excludes the specified attributes for each

resource. You can specify one or more attributes that are listed in the

response body, separated by a comma.

Notes:

¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.

e The response is filtered based on attribute name, not the attribute
value.

e Base attributes cannot be excluded.

includeAttributes=<attributes}

Optional | Returns a response that includes the base attributes and the specified

attributes for each resource. You can specify one or more attributes

that are listed in the response body, separated by a comma.

Notes:

e The response is filtered based on attribute name, not the attribute
value.

¢ If this attribute is not specified, all attributes are returned by
default.

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response

body.
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Response body

Attributes Type Description

cmmbDisplayName String Fan mux name that is provided by the CMM

cmmHealthState String Health summary that corresponds to the highest event severity of all
the devices. This can be one of the following values.

¢ Normal

Non-Critical

Warning

Minor-Failure

Major-Failure

Non-Recoverable

Critical

Unknown

dataHandle Long Time stamp of the last status update

description String Description provided by the CMM

FRU String FRU part number

fruSerialNumber String FRU serial number

hardwareRevision String Hardware revision

leds Array Information about fan mux LEDs

color String LED color. This can be one of the following values.
¢ Red

¢ Amber

¢ Yellow

e Green

¢ Blue

¢ Unknown

location String LED location. This can be one of the following values.
¢ Front panel
¢ Lightpath Card

¢ Planar
e FRU
¢ Rear Panel
e Unknown
name String LED name
state String LED state. This can be one of the following values.
e Off
e On
¢ Blinking
e Unknown
machineType String Machine type
manufacturer String Manufacturer
manufactureDate String Manufacture date
manufacturerlD String Manufacturer ID
model String Fan mux model
name String Name that is displayed in the user interface for this device
parent Object Parent device
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Attributes Type Description
uri String Parent URI
uuid String Parent UUID
partNumber String Part number
productID String Product ID
productName String Product name
serialNumber String Serial number
slots Integer Primary slot
status String Status. This can be one of the following values.
e Normal
¢ Non-Critical
e Warning
¢ Minor-Failure
e Major-Failure
¢ Non-Recoverable
e Critical
¢ Unknown
type String Resource type. This value is always “FanMux.”
uri String URI
uuid String uuiD

The following example is returned if the request is successful.
{
“cmmDisplayName": "Fan Logic 01",
“cmmHealthState": "Major-Failure",
"dataHandle": 0,
"description": "Fan Logic Module",
"FRU": "81Y2912",
“fruSerialNumber": "31gfbdRUKGmS",
"hardwareRevision": "3.1",
"leds": [{
“color": "Amber",
"location": "FrontPanel",
"name": "FAULT",
“state": "On"
H,
"machineType": "",
"manufactureDate”: "1011",
"manufacturer": "IBM",
"manufacturerId": "20301",

Ilmodel": IIII’
"name": "Fan Logic 01",
"parent": {

"uri": "chassis/48331A223BF34FBA90732B379B837B9C",
"uuid": "48331A223BF34FBA90732B379B837B9C"
1
"partNumber": "49Y3309",
“productId": "338",
"productName": "IBM Accipiter Fan Logic Mux Card",
"serialNumber": "",
"slots": [1],
"status": "Major-Failure",

Chapter 4. Inventory 221



“type": "FanMux",

“uri": "fanMux/5D3EC1A4F2064A2981457AC9A06B56F9",
"uuid": "5D3EC1A4F2064A2981457TACIA06B56F9"

/nodes

Use this REST API to retrieve properties for all servers and Flex System storage devices.

HTTP methods
GET

GET /nodes

Use this method to return properties for all servers, Flex System storage devices, and Flex System storage

controllers (canisters).

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/nodes

Query parameters

Re-
quired /
Parameters Optional | Description
excludeAttributes={attributes} Optional | Returns a response that excludes the specified attributes for each
resource. You can specify one or more attributes that are listed in the
response body, separated by a comma.
Notes:
¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.
e The response is filtered based on attribute name, not the attribute
value.
* Base attributes cannot be excluded.
formatType={type} Optional | Returns information in the specified format. This can be one of the
following values.
e json (default)
* csv
If the format type is not specified, JSON format is returned.
includeAttributes=<attributes} Optional | Returns a response that includes the base attributes and the specified

attributes for each resource. You can specify one or more attributes

that are listed in the response body, separated by a comma.

Notes:

e The response is filtered based on attribute name, not the attribute
value.

¢ If this attribute is not specified, all attributes are returned by
default.
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Parameters

Re-
quired /
Optional | Description

mgmtProcType

Optional | Returns a response that includes servers with the specified
baseboard management controller. This can be one of the following
values.

FSP

IMM2

lenovo-AMI-controller

XCC

XCC2

e UNKNOWN

status={string}

Optional | Status. This can be one of the following values.
e unmanaged. Returns unmanaged nodes only
¢ managed. Returns managed nodes only

The following example returns a CSV file that contains information about all managed servers and storage

devices.

GET https://192.0.2.0/nodes?status=managed&formatType=csv

The following example returns only the UUID and type of management controller for all managed servers with

XCCa2.

GET https://192.0.2.0/nodes?status=managed&mgmtProcType=XCC2
&includeAttributes=uuid,mgmtProcType

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response

body.

Response body

Note: GET /nodes returns the canister attribute as a child under the enclosure attribute and also as a peer
to the enclosure attribute (in duplication).For GET /nodes/{uuid_list}, the canister attribute is only returned
as a child under the enclosure attribute.
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Attributes Type Description
nodeList Array List of all servers and storage devices
See GET /nodes/{uuid_list} Object Detailed information about the individual server or storage
device

The following example response lists information about a System x server in JSON format.

{ "nodelist": [{

{

"accessState": "Online",
"accountLockoutPeriod": 0,
"activationKeys": [{
"description": "Lenovo XClarity Controller Enterprise Upgrade”,

1,

"keyUseLimit": 0,

"keyExpirationDate": "NO CONSTRAINTS",

"keyldentiferList": [{
"keyldentifierType": "MT",
"keyldentifier": "7D43J30314EN"

1,

"keyFeatureType": 53,

"keyStatus": "VALID",

"keyUseCount": 0,

"uuid": "",

"description": "Lenovo XClarity Controller Advanced
"keyUseLimit": 0,
"keyExpirationDate": "NO CONSTRAINTS",
"keyldentiferList": [{
"keyldentifierType": "MT",
"keyldentifier": "7D43J30314EN"
1,
"keyFeatureType": 52,
"keyStatus": "VALID",
"keyUseCount": 0,

"uuid": "",

"addinCards": [{
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“class": "Mass storage controller",
"firmware": [{
"build": "0",
"classifications": [10],
"date": "2020-09-04T00:00:00Z",
"name": "MV88SE9230",
"revision": "0",
"role"; ""
"softwarelD": "1D490304",
"status": "Active",
"type": "Firmware",
"version": "2.3.20.1211"

"build": "0",

"classifications": [32773],

"date": "2020-10-30T00:00:00Z",

"name": "Marvell UEFI AHCI Driver & BIOS",
"revision": "0",

"role": "",

"softwarelD": "1D490304",
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"status": "Active",
"type": "Boot ROM",
"version": "0.0.20.1014"
1,
“fodUniquelD": "",
"FRU": "O01PE604",
"fruSerialNumber": "R2SH12R002V",
"isAddOnCard": true,
"isAgentless": false,
"isPLDMUpdateSupported": true
"manufacturer": "Lenovo",

"name": "ThinkSystem M.2 SATA 2-Bay RAID Enablement

"partNumber": "SR17A32467",
"pciBusNumber": "226",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision": "11",
"pciSubID": "304",
"pciSubVendorID": "1d49",
"portinfo”: {},

"posID": "9230",

"productName": "ThinkSystem M.2 SATA 2-Bay RAID Enablement Kit",

"slotNumber": "15",
"slotSupportsHotPlug": "false",
"slotName": "PCle 15",
"vpdID": "1b4b",
A
"class": "Network controller",
"firmware": [{
"build": "0",
"classifications": [13],
"date": "2021-05-19T00:00:00Z",
"name": "Software Bundle",
"revision": "0",
"role": ""
"softwarelD": "17AA4140",
"status": "Active",
"version": "218.0.197.6",
"type": "Software Bundle"
1,
"fodUniquelD": "",
"FRU": "01PE765",
"fruSerialNumber": "LONVOAGOO5R",
"isAgentless": false,
"isAddOnCard": true,
"isPLDMUpdateSupported": true
"manufacturer": "Broadcom Limited",

"name": "Broadcom 57414 10/25GbE SFP28 2-port OCP Ethernet Adapter”,

"pciBusNumber": "33",

"partNumber": "SN37A28311",

"pciDeviceNumber": "0",

"pciFunctionNumber": "1",

"pciRevision": "1",

"pciSubID": "4140",

"pciSubVendorlD": "17aa",

"portinfo": {

"physicalPorts": [{
"logicalPorts": [{

"addresses": "bc:97:e1:af:65:5f",
"logicalPortindex": 1,
"portNumber": 1,

Kit",
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"portType": "ETHERNET",
"vnicMode": false
1,
"peerBay": 0,
"physicalPortindex": 2,
"portNumber": 2,
"portType": "ETHERNET",
"speed": -1.0,
"status": "Down"

1
}

"posID": "16d7",
"productName": "Broadcom 57414 10/25GbE SFP28 2-port OCP Ethernet Adapter",
"slotName": "PCle 9",
"slotNumber": "9",
"slotSupportsHotPlug": "false",
"vpdID": "14e4",
1,
"addinCardSlots": 0,
"arch": "x86",
"assetTag": "Server_1",
"backedBy": "real",
"bladeState": 0,
"bmuParamObject": null,
"bootMode": {
"currentValue": "UEFI Mode",
"possibleValues": ["UEFI Mode","Legacy Mode"]
3
"bootOrder": {
"uri": "nodes/F1F05094A10F11EB940D0A94EFF26C99/bootOrder",
"bootOrderList": [{
"bootType": "USBBootOrder",
"currentBootOrderDevices": [],
"possibleBootOrderDevices": []

b A
"bootType": "HardDiskBootOrder",
"currentBootOrderDevices": ["UEFI:  SLOT15 (E2/0/0) ThinkSystem M.2 VD PORT 0],
"possibleBootOrderDevices": ["UEFI:  SLOT15 (E2/0/0) ThinkSystem M.2 VD PORT 0"]
1l

}

"cimEnabled": false,
"cmmDisplayName": "Management Controller UUID-F1F05094A10F11EB940D0A94EFF26C99",
"cmmHealthState": "Critical",
"contact": ""
"complexID": -1,
"dataHandle": 1649161203268,
"description": "This resource is used to represent a chassis or other physical enclosure for a
Redfish implementation.",
"deviceDrivers": [{
"displayName": "Intel(R) Ethernet Server Adapter I350-T2 #2",
"driverClass": "Net",
"driverClassld": "4D36E97D-E325-11CE-BFC1-08002BE10318",
"driverFiles": [{
"path": "C:\WINOWS\system32\drivers\e1r68x64.sys",
"version": "12.18.11.1"

1,
“installDate": "2022-03-30T19:30:16-07:00",

"instID": "PCN\VEN_8086&DEV_1521&SUBSYS_00A280086&REV_01B9691FFFOE766201",

"locallnfName": "oem27.inf",
"name": "Intel(R) Ethernet Server Adapter 1350-T2 #2",
“releaseDate": "2020-06-14T17:00:00-07:00",
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"version": "12.18.11.1"
1,
"diskDriveSensorinfo": ["Drive 0","Drive 1","Drive 2", ... "Drive
"domainName": "",
"driveBays": 0,
"drives": [,
"embeddedHypervisorPresence": false,
"encapsulation": {
"encapsulationMode": "normal”
b
"errorFields": [
{ "ChassisMounted": "FATAL_EXCEPTION" },
{ "ServerSlots": "FATAL_EXCEPTION" },
{ "FlashDimm": "FATAL_EXCEPTION" },
{ "RackPowerSupplies": "FATAL_EXCEPTION" },
{ "ServerMemoryAndCpuSlots": "FATAL_EXCEPTION" }
1,
"excludedHealthState": "Critical",
"expansionCards": [],
"expansionCardSlots": 0,
"expansionProducts": [],
"expansionProductType": ""
"faceplatelDs": [{
"deviceld": 86,
"entityld": 15,
"fruNumber":"02YE099",
"name": "Rear HDD BP 1",
"partNumber ": "SC57A33653",
"posID": 151,
"productld": 0,
"serialNumber ": "R1SH11P0037",
"vpdID": 112
} .

"deviceld": 83,
“entityld": 15,
"fruNumber":"01CV969",
"name": "HDD BP 1",
"partNumber ": "SB27A00790",
"posID": 144,
"productld": 0,
"serialNumber ": "V1SZ73E004X",
"vpdID": 112
H,

"fans": [{
"name": "Fan 4 Front Tach",
"healthState": "Normal",
"status": "OK",
"description": "Fan Fan 4 Front Tach",
"speed": 8560,
"slots": 4,
"slot": "4"

"name": "Fan 2 Rear Tach",
"healthState": "Normal",

"status": "OK",

"description": "Fan Fan 2 Rear Tach",
"speed": 7696,

"slots": 8,

"slot": "8"

s

"FeaturesOnDemand": {

Mismatch","Drive Key Fault"],
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"tierLevel": 3,
"features": ["RDOC","REMOTE MEDIA","REMOTE CONTROL 6 USERS"]
}

firmware": [{
"build": "D8BT16J",
"classifications": [,
"date": "2021-03-05T00:00:00Z",
"name": "Firmware:BMC",
"revision": "3.01",
"role": "Backup",
"status": "Inactive",
"type": "BMC-Primary",
"version": "3.01"

),
"build": "D8E122K",
"classifications": ],
"date": "2021-08-12T00:00:00Z",
"name": "Firmware:UEFI",
"revision": "2.20",
“role": "Primary",
"status": "Active",
"type": "UEFI",
"version": "2.20"

1,

"flashStorage": [],
"FQDN": "XCC-7D43-J30314EN",
"FRU": "03GX034",
"fruSerialNumber": "03GX034",
"hasOS": false,
"height": 2,
"hostMacAddresses": "BC:97:E1:DD:5B:80,BC:97:E1:DD:5B:81,BC:97:E1:DD:5B:82,BC:97:E1:DD:5B:83,
BC:97:E1:AF:65:5E,BC:97:E1:AF:65:5F",
"hostname": "XCC-7D43-J30314EN",
"ipInterfaces": [{
"name": "Manager Ethernet Interface",
"label": "unknown",
"IPv4enabled": true,
"IPv4DHCPmode": "DHCP_ONLY",
"IPv6enabled": true,
"IPv6DHCPenabled": false,
"IPv4assignments”: [{
"id": 0,
"subnet": "255.255.252.0",
"gateway": "10.240.196.1",
"address": "10.240.197.65",

"type": "INUSE"

1,

"IPv6assignments”: [{
"id": 0,
"scope": "LinkLocal",
"gateway": "0:0:0:0:0:0:0:0",
"source": "Other",
"address": "fe80:0:0:0:a94:efff:fef2:6c98",
"prefix": 64,
"type": "INUSE"

||
"id": 0,

"scope": "LinkLocal",

"gateway": "0:0:0:0:0:0:0:0",

"source": "Other",

"address": "fe80:0:0:0:a94:efff:fef2:6c97",
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"prefix": 64,

"type": "INUSE"
1,
"|Pv6statelessEnabled": true,
"|Pv6staticEnabled": false

"name": "Manager Ethernet Over USB Interface",
"label": "unknown",
"IPvd4enabled": false,
"IPv4DHCPmode": "UNKNOWN",
"IPv6enabled": false,
"IPv6DHCPenabled": false,
"IPv4assignments”: [,
"IPv6assignments”: [{
"id": 0,
"scope": "LinkLocal",
"gateway": "0:0:0:0:0:0:0:0",
"source": "Other",
"address": "fe80:0:0:0:a94.efff:fef2:6c98",
"prefix": 64,
"type": "INUSE"
1,
"|Pv6statelessEnabled": false,
"IPv6staticEnabled": false
Hs
"ipv4Addresses": ["10.240.197.65","169.254.95.118"],
"ipv6Addresses": ["2002:97b:c2bb:830:a94.:efff.fef2:6c97","fe80::a94:efff:fef2:6c97",
"fe80::a94.efff:fef2:6c98"],
"isConnectionTrusted": "true",
"isITME": false,
"isRemotePresenceEnabled": true,
"isScalable": false,
"lanOverUsb": "enabled",
“lanOverUsbPortForwardingModes": [{
"state": "disabled",
"type": "OSDeploy",
"externallPAddress":

Hs

"lastOfflineTimestamp": -1,

"leds": [{
"color": "Amber",
"location": "Planar",
"name": "DIMM 21",
"state": "Off"

o {
"color": "Amber",
"location": "Planar",
"name": "DIMM 20",
"state": "Off"

Hs

"location": {
"location": ""
"lowestRackUnit": 0,
"rack": "",
"room"; ""

}

"logicallD": -1,

"m2Presence": true,
"macAddress": "08:94:EF:F2:6C:97,08:94:EF:F2:6C:98",
"machineType": "7D43",
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"manufacturer": "Lenovo",
"manufacturerld": "Lenovo",
"memoryModules": [{
"capacity": 16,
"displayName": "DIMM 14",
"fruPartNumber": "",
"healthState": "NA",
"MPFA": {
"MPFA_HealthStatus": {
"Major": O,
"Minor": 0
|3
"MPFA_SevereFaults": [{
"errorCnt": 2,
"faultType": 4,
"location": "0",
"timestamp": 1673058061

1l
b
"manufacturer": "SK Hynix",
"model": "DDR4",
"operatingMemoryMode": ["Volatile"],
"partNumber": "HMA82GR7DJR8N-XN",
"present": false,
"serialNumber": "43A4A150",
"speed": 3200,
"speedMBs": 0,
"slot": 14,
"type": "DDR4"

"capacity": 16,

"displayName": "DIMM 32",
"fruPartNumber": "",

"healthState": "NA",

"manufacturer": "SK Hynix",
"MPFA": {3,

"model": "DDR4",
"operatingMemoryMode": ["Volatile"],
"partNumber": "HMA82GR7DJR8N-XN",
"present": false,

"serialNumber": "43A4A1AB",
"slot": 32,

"speed": 3200,

"speedMBs": 0,

"type": "DDR4"

1,

"memorySlots": 0,
"mgmtProclPaddress": "10.240.197.65",
"mgmtProcType": "XCC",

"model": "CTO3WW",

"name": "XCC-7D43-J30314EN",
"nist": {

"currentValue": "Unknown",

"possibleValues": ["Nist_800_131A_Strict","unsupported"”,"Compatibility"]
|3
"onboardPciDevices": [{
“class": "Mass storage controller",
"firmware": [],
"fodUniquelD": "",
"isAddOnCard": false,
"isAgentless": false,
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"isPLDMUpdateSupported": false,
"name": "Onboard SATA Controller",
"pciRevision": "51",
"pciBusNumber": "195",
"pciDeviceNumber": "0",
“pciFunctionNumber": "0",
"pciSubID": "7901",
"pciSubVendorID": "1022",
"portinfo": {},

"posID": "7901",

"vpdID": "1022",

"firmware": [{
"name": "PCIFirmware",
"date": "",
"type": ",
"build": "0",
"version": "",
"role": ""
"status": "",
"classifications": [],
"revision": "0",
"softwarelD": ""
11,
“class": "Display controller",
"fodUniquelD": "",
"isAddOnCard": false,
"isAgentless": false,
"isPLDMUpdateSupported": false,
"name": "",
"pciBusNumber": "98",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision": "42",
"pciSubID": "101",
"pciSubVendorID": "19a2",
"portinfo": {},
"posID": "522",
"vpdID": "102b",
Hs
"osInfo": {
"hostname": "",
"description": "",
"storedCredential": ""
b
"overallHealthState": "Critical",
"parent": {
"uuid": "",
"uri": "cabinet/"
}
"partitionID": -1,
"partNumber": "SB27A74980",
"pciCapabilities": [
"RaidLink",
"O0OB_PCle",
"RaidLinkConfig",
"RaidLinkAlert",
"OOB_PCle_Config",
"O0B_Option_Firmware_Update",
"PreStandardPLDM",
"StandardPLDM",
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]

"Storlib",
n M2 n

pciDevices": [{

"class": "Network controller",
"firmware": [{

"build": "0",

"classifications": [13],

"date": "2021-05-19T00:00:00Z",

"name": "Software Bundle",

"revision": "0",

"role": "",

"softwarelD": "17AA4101",

"status": "Active",

"type": "Software Bundle",

"version": "218.0.197.6"
1,
"fodUniquelD": "",
"FRU": "02YH377",
"fruSerialNumber": "R3CQO08NOOAR",
"isAgentless": false,
"isAddOnCard": true,
"isPLDMUpdateSupported": true,
"manufacturer": "Broadcom Limited",
"name": "Broadcom 57454 10/25GbE SFP28 4-port PCle Ethernet Adapter”,
"partNumber": "SN37A28511",
"pciBusNumber": "1",
"pciDeviceNumber": "0",
"pciFunctionNumber": "1",
"pciRevision": "0",
"pciSegmentNumber": "34",
"pciSublD": "4101",
"pciSubVendorID": "17aa",
"portinfo": {

"physicalPorts": [{

"logicalPorts": [{
"addresses": "bc:97:e1:dd:5b:81",
"logicalPortindex": 1,
"portNumber": 1,
"portType": "ETHERNET",
"vnicMode": false

1,

"peerBay": 0,

"physicalPortindex": 2,

"portNumber": 2,

"portType": "ETHERNET",

"speed": 10.0,

"status": "Up"

H
}

"posID": "1614",

"productName": "Broadcom 57454 10/25GbE SFP28 4-port PCle Ethernet Adapter"
"slotName": "PCle 2",

"slotNumber": "2",

"slotSupportsHotPlug": "false",

"vpdID": "14e4"
1,
"ports": [{
"ioModuleBay": 0,
"portNumber": 2
|
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"ioModuleBay": 0,
"portNumber": 4

1,

"physicallD": 0,

"posID": ",

"primary": false,

"powerAllocation”: {
"maximumAllocatedPower": 1100,
"minimumAllocatedPower": 0

b

"powerCappingPolicy": {
"cappingACorDCMode": "UNKNOWN",
"minimumHardCapLevel": -1,
"cappingPolicy": "UNKNOWN",
"maxPowerCap": -1,
"minimumPowerCappingHotPlugLevel": -1,
"powerCappingAllocUnit": "watts*10/7-3",

"maximumPowerCappingHotPlugLevel": -1,
"currentPowerCap": 0,
"minPowerCap": -1

b

"powerStatus": 8,

"powerSupplies": [{

"cmmDisplayName": "PSU2",
"cmmHealthState": "Unknown",
"dataHandle": 0,

"description": "PSU2",
"excludedHealthState": "Normal",
"firmware": [{

"build": null,

"classifications": [10],

"date": "",

"name": "PSU2",

"role": "OK",

"softwarelD": "PSUACBEGe00",
"status": "OK",

"type": "Firmware",
"version": "4.51"
1,
"FRU": "",
"fruSerialNumber": "",
"hardwareRevision": "",
"healthState": "CRITICAL",
"inputVoltagelsAC": true,
"inputVoltageMax": -1,
"inputVoltageMin": -1,
"leds": [],
"machineType": "",
"manufacturer": "ACBE",
"manufactureDate": "",
"manufacturerld": "",
"model": "",
"name": "PSU2",
"overallHealthState": "Normal",

"parent": {
"uri": "chassis/",
"uuid": ""

}

"partNumber": "SP57A84590",
"pOSID": IIII,
"powerAllocation”: {
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"totallnputPower": 0,
"totalOutputPower": 0

3

"powerState": "Unknown",
"productld": "",

"productName": "",
"serialNumber": "A1DB13J112M",
"slots": [2],

"type": "PowerSupply",
"uri": "powerSupply/",
"userDescription": "",
Iluuidll: IIII,
”VdeD": nn

1,

"processorSlots": 0,

"processorintelSpeedSelect": {
"possibleValues": [],
“currentValue": ""

}

processors": [{
"cores": 16,
"displayName": "AMD EPYC 7313 16-Core Processor",
"family": "AMD_ZEN_PROCESSOR_FAMILY",
"healthState": "NA",
"manufacturer": "Advanced Micro Devices, Inc.",
"maxSpeedMHZ": 3725,
"present": false,
"productVersion": "AMD EPYC 7313 16-Core Processor",
"slot": 1,
"socket": "",
"speed": 3.0,
"tdpWatts": 155

"cores": 16,
"displayName": "AMD EPYC 7313 16-Core Processor",
"family": "AMD_ZEN_PROCESSOR_FAMILY",
"healthState": "NA",
"manufacturer": "Advanced Micro Devices, Inc.",
"maxSpeedMHZ": 3725,
"present": false,
"productVersion": "AMD EPYC 7313 16-Core Processor",
"slot": 2,
"socket": "",
"speed": 3.0,
"tdpWatts": 155
1,
"productld": "664A00",
"productName": "ThinkAgile VX7575 IS",
"raidSettings": [{
"batteryData": ],
"description": "ThinkSystem 440-16i SAS/SATA PCle Gen4 12Gb Internal HBA",
"diskDrives": [{
"bay": 1,
"blockSize": 512,
"capacity": 1000204885504,
"description": "1.00TB 7.2K 6Gbps SATA 2.5 HDD",
"diskState": "JBOD",
"encryptionStatus": null,
"firmware": [{
"build": "0",
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"classifications": [10],

"date": "",

"name": "ST1000NX0423",

"revision": "0",

"role": "",

"softwarelD": "ST1000NX0423",

"status": "Active",

"type": "Firmware",

"version": "LE48"
1,
"FRU": "00YK025",
"healthState": "OK",
"hotSpareType": "None",
"interfaceType": "SATA",
"largestAvailableSize": 512,
"m2Location": "",
"manufacturer": "Seagate",
"mediaType": "HDD",
"model": "ST1000NX0423",
"name": "Disk.1",
"numberOfBlocks": 1953525167,
"partNumber": "D7A01874",
"remainingLife": -1,
"serialNumber": "W470R1YW",
"temperature": 23,

"uuid": "",
o
"bay": 36,
"blockSize": 512,
"capacity": 1000204885504,
"description”: "1.00TB 7.2K 12Gbps SAS 2.5 HDD",
"diskState": "JBOD",
"encryptionStatus": null,
"firmware": [{
"pbuild"; "0",
"classifications": [10],
"date": "",
"name": "ST1000NX0453",
"revision": "0",
"role": "",
"softwarelD": "ST1000NX0453",
"status": "Active",
"type": "Firmware",
"version": "LD4D"
1,

"FRU": "00YK023",
"healthState": "OK",
"hotSpareType": "None",
"interfaceType": "SAS",
"largestAvailableSize": 512,
"m2Location": "",
"manufacturer": "Seagate",
"mediaType": "HDD",
"model": "ST1000NX0453",
"name": "Disk.36",
"numberOfBlocks": 1953525167,
"remainingLife": -1,
"partNumber": "D7A01872",
"serialNumber": "W47396CM",
"temperature": 26,

"uuid"; ""
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1,

"isAddOnCard": true,

"firmware": [{
"build": "0",
"classifications": [],
"date": "",
"name": "",
"revision": "0",
"role": "",
"softwarelD": "",

"StatUS"C (]

"type": "*,
"version": "18.125.04.00"
1,
"model": "SAS3816",
"name": "ThinkSystem 440-16i SAS/SATA PCle Gen4 12Gb Internal HBA",
"pciFirmware": [],
"slotNumber": "10",
"storagePools": [],
"storageVolumes": [],
"uuid": "A2CE6D96864511EA89A9002590EFFF89"

}]!
"releaseName": "amd_rome/milan_21c",
"slots": [],

"secureBootMode": {
"possibleValues": ["Enabled","Disabled"],
"currentValue": "Disabled"
13
"securityDescriptor": {
"managedAuthSupported": true,
"publicAccess": false,
"uri": "nodes/f1f05094a10f11eb940d0a94eff26c99",
"roleGroups": ["Ixc-supervisor"],
"managedAuthEnabled": true,
"storedCredentials": {
"description": "Credentials for null",
"id": "2102",
"userName": "USERID"
1

"identityManagementSystemEnabled": false
}’

"securityMode": "NIST SP 800-131A",
"selLog": true,
"serialNumber": "J30314EN",
"ssoEnabled": true,
"ssdWearThreshold": 10,
"status": {

"message": "managed",

"name": "MANAGED"
|3
"subSlots": [],
"subType": "",
"systemGuardEnabled": {

“lockDownPolicy": "PreventOSBooting",

"osBootPreventing" : true,

"status" : "Noncompliant",

"systemGuardEnabled": true
}  "tlsVersion": {

"currentValue": "TLS_12",

"possibleValues": ["unsupported”,"TLS_12","TLS_11","TLS_10"]
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"type": "Rack-Tower Server",

"userDescription": "",

"userDefinedName":

"uuid": "F1F05094A10F11EB940D0A94EFF26C99",

"vnicMode": "disabled",
"VpdlD”: IIII,

}
I}
POST /nodes

uri": "nodes/F1F05094A10F11EB940D0A94EFF26C99",

Use this method to return properties for a large number of specific servers, Flex System storage devices, and

Flex System storage controllers (canisters).

Authentication

Authentication with user name and password is required.

Request URL

POST https://{management_server_IP}/nodes

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
formatType Optional | String Returns information in the specified format. This can be
one of the following values.
¢ json (default)
e csv
Note: If you choose formatType=csv, this request
creates a file in CSV format and returns the filename in the
request header. You can use to download the file using
GET /nodes/{file_name}.csv.
uuids Required | String List of device UUIDs, separated by a comma

The following example returns properties for two devices in JSON.

{

"uuids": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA,BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB"

}

The following example returns properties for two devices as a CSV file.

{

“formatType": "csv",

"uuids": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA,BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB"]
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Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | Aninternal error occurred. A descriptive error message is returned in the response
body.

Response header

If formatType=csv is specified, the response header includes the URI of the downloaded file. If data for a
single node is requested, the file name includes the node UUID. If multiple nodes are requested, the file name
is allNodes <unique_ID}.csv. For example:

Status Code: 201 Created
Location: /chassis/EF6D424FAACA4E539771B812AAEEOFT3.csv
Response body

If the formatType=csv request attribute is specified, no response body is returned.

If the formatType=json request attribute is specified, the following JSON object is returned.

Note: GET /nodes returns the canister attribute as a child under the enclosure attribute and also as a peer
to the enclosure attribute (in duplication).For GET /nodes/{uuid_list}, the canister attribute is only returned
as a child under the enclosure attribute.

Attributes Type Description
nodelList Array List of all servers and storage devices
See GET /nodes/{uuid_list} Object Detailed information about the individual server or storage
device

The following example is returned if the request is successful.

{
"nodelist": [{
"accessState": "Online",
"activationKeys": [{
"description": "IBM Integrated Management Module Advanced Upgrade",
"keyExpirationDate": "",
"keyFeatureType": 1,
"keyIdentiferlist": [{
"keyIdentifier": "5463KVD0153",
"keyIdentifierType": "MT"
H,
"keyStatus": "VALID",
"keyUseCount": 0,
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"keyUselimit": 0,

"uuid": "8f0f1789295e78f9"
H,
"addinCardSlots": 0,
"addinCards": [{

"FRU": IIN/AII’
"firmware": [{
Ilbu_ild": IIDII’

"classifications": [13],

"date": "2015-04-06T00:00:00Z2",
"name": "LSI MegaRAID Adapter Firmware",
“revision": "0",

“role": "Primary",

"softwareID": "10140454",

"status": "Active",

"type": "Software Bundle",

"version": "24.7.0-0052"

H,

“fodUniqueID": "N/A",

"fruSerialNumber": "Sv42100396",

"isAddOnCard": true,

“isAgentless": true,

"manufacturer": "IBM",

"name": "ServeRAID M5210",

“partNumber": "N/A",

“pciBusNumber": "1",

“pciDeviceNumber": "0",

“pciFunctionNumber": "0",

“pciRevision": "2",

"pciSubID": "454",

“pciSubVendorID": "1014",

"portInfo”: { },

"posID": "5d",

“productName": "ServeRAID M5210",

“slotName": "SlotDesig4_Slot 4",

"slotNumber": "4",

“slotSupportsHotPlug": "false",

"ypdID": "1000"

H,

"arch": "x86",
"backedBy": "real",
"bladeState": 0,
"bootMode": {

“currentValue": "UEFI Mode",

“possibleValues": ["UEFI Mode",

"Legacy Mode"]

1
"bootOrder": {

“bootOrderList": [{
"hootType": "SingleUse",
"currentBootOrderDevices": ["None"],
"possibleBootOrderDevices": ["None",
"PXE Network",

"Disk Drive 0",
"Diagnostics”,
"CD/DVD Rom",
"Boot To F1",
"Hypervisor",

"Floppy Disk"]
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"bootType": "WakeOnLAN",

"currentBootOrderDevices": ["PXE Network", "CD/DVD Rom","Disk Drive 0"],
"possibleBootOrderDevices": ["PXE Network",

“CD/DVD Rom",

"Disk Drive 0",

“Floppy Disk",

"sSATA Port 2",
"sSATA Port 3",
"DSA"]
H,
"uri": "node/425AF828DF7D11D4BOF8ET6767BBBBBB/bootOrder”
I
"cmmDisplayName": "Management Controller UUID-425AF828DF7D11D4B0OF8ET6T767BBBBBB",
"cmmHealthState": "Normal",
"complexID": -1,
“contact": ""
"dataHandle": 1440525606363,
"description": "Chassis",
"dnsHostnames": ["10.243.6.69",
"fd55:faaf:elab:2021:42f2:e9ff:feh8:1585"],
"domainName": ""
"driveBays": 0,
"drives": [],
"embeddedHypervisorPresence": false,
"encapsulation”: {
"encapsulationMode": "normal",
}
“errorFields": [{
"ChassisMounted": "NO_CONNECTOR"
H,
"excludedHealthState": "Normal",
"expansionCardSlots": 0,
"expansionCards": [],
"expansionProductType": "",
"expansionProducts”: [],
"featuresOnDemand": {
"tierLevel": 3,
"features": ["RDOC", "REMOTE CONTROL 6 USERS", "REMOTE MEDIA"]
I
"firmware": [{
"build": "TBE105KUS",
"date": "2015-04-17T00:00:00Z",
"name": "UEFI Firmware/BIOS",
“role": "Primary",
"status": "Active",
"type": "UEFI",
“version": "1.10"

"huild": "TCO009D",
"date": "2015-04-17700:00:00Z2",
“name": "IMM2 Backup Firmware",
"role": "Backup",
"status": "Inactive",
"type": "IMM2-Backup",
“version": "1.71"

H,

"flashStorage": [],
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"FRU": "None",
"fruSerialNumber": "None",
"has0S": false,
"height": 1,
"hostMacAddresses": "40:F2:E9:B8:15:80,40:F2:E9:B8:15:81,40:F2
"hostname": "IMM2-40f2e9b81585",
“ipInterfaces": [{
“IPv4DHCPmode": "STATIC_ONLY",
“IPv4assignments": [{
"address": "10.243.6.69",
"gateway": "0.0.0.0",

" 0,
"subnet": "255.255.240.0",
"tgpe": "INUSE"

H,
"IPvdenabled": true,
"IPv6DHCPenabled": true,
"IPvéassignments": [{
"address": "fd55:faaf:elab:2021:42f2:e9ff:feb8:1585",
"gateway": "0:0:0:0:0:0:0:0",
"id": 0,
"prefix": 64,
"scope": "Global",
"source": "Stateless"”,

"type": "INUSE"

}7

{
"address": "fe80:0:0:0:42f2:e9ff:feb8:1585",
"gateway": "0:0:0:0:0:0:0:0",
"id": 0,
"prefix": 64,
"scope": "LinkLocal",
"source": "Other",
"type": "INUSE"

H,

"IPvéenabled": true,
"IPvbstatelessEnabled": true,
"IPvéstaticEnabled": false,
"label": "unknown",
“name": "eth0"
H,
“ipv4Addresses": ["10.243.6.69",
"169.254.95.118"],
"ipvé6Addresses”: ["fd55:faaf:elab:2021:42f2:e9ff:feh8:1585",
"fe80::42f2:e9ff:febh8:1585"],
"isConnectionTrusted": "true",
"iSITME": false,
"isRemotePresenceEnabled": true,
"isScalable": false,
“lanOverUsb": "enabled",
"leds": [{
“color": "Yellow",
“location": "Unknown",
"name": "Fault",
"state": "0Off"

“color": "Blue",
“location": "Unknown",
“name": "Identify",
"state": "Off"

:£9:B8:15:82,40:F2:E9:B8:15:83",
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{

“"color": "Yellow",
"location": "Planar",
“name": "SDRAID Error",
"state": "0Off"

H,

"location": {
“location": "",
"lowestRackUnit": 0,
"rack": "",

“room": ""

}

"macAddress": "40:F2:E9:B8:15:85,40:F2:E9:B8:15:86",
"machineType": "5463",

"manufacturer": " IBM(WIST)",
"manufacturerId": " IBM(WIST)",
"memoryModules”: [{

“capacity": 4,

"displayName": "DIMM 1",
"manufacturer”: "Unknown",

"model": "DDR4",

"partNumber": "HMA451RTMFR8N-TFTD ",
"serialNumber": "103D4F44",

"slot": 1,
"speed": 2133,
"type": "DDRA"

H,
"memorySlots": 0,
"mgmtProcIPaddress": "10.243.6.69",

Ilmodelll: II452II,
"name": "DaAn5",
"nist": {

"currentValue": "Compatibility",
"possibleValues": ["Compatibility",
"Nist_800_131A Strict"]

}

onboardPciDevices": [{
"firmware": [{

"bu.ild": IIUII’
“classifications”: [0],
"date": IIII’

"name": "PCIFirmware",
“revision": "0",
“role": "Primary",
"softwareID": "1014:405",
"status": "Active",
“type”: Y,
"version":
H,
"fodUniqueID": "",
"isAddOnCard": false,
"isAgentless": false,
"name": "",
"pciBusNumber": "25",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision”: "1",
"pciSubID": "405",
"pciSubVendorID": "1014",
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“portInfo": {

8
"posID": "534"
“ypdID": "102b"
1
{
"firmware": [{

"build": "0",

"classifications": [33024],

"date": "",

"name": "17.0.4.4a",

"revision": "0",

“role": "Primary",

"softwareID": "101404D1",

"status": "Active",

"type": "VPD-VO0",

"version": "17.0.4.43"

H,

“fodUniqueID": "11SBCM957190123456789",
"isAddOnCard": false,

"isAgentless": true,

“name": "Broadcom NetXtreme Gigahit Ethernet Adapter",
“pciBusNumber": "27",
“pciDeviceNumber": "0",
“pciFunctionNumber": "3",

“pciRevision": "1",

“pciSubID": "4d1",

“pciSubVendorID": "1014",

“portInfo": {

"logicalPorts": [{
"addresses": "40F2E9B81583",
"portNumber": 1,
"portType": "ETHERNET",
"vnicMode": false

H,

"peerBay": 0,

"portNumber": 4,

"portType": "ETHERNET"

1

“posID": "1657",

“vpdID": "14e4"
H,

"overallHealthState": "Normal",
"partNumber": "00KC903",
"partitionID": -1,
“pciCapabilities": ["Raid Link",
"00B PCIe",

"Raid Link Config",

"Raid Link Alert",

"00B PCIe Config"],
"pciDevices": [{

"FRU": "N/A",
"firmware": [{
"build": II[)II’

"classifications": [13],

"date": "2015-04-06T00:00:00Z",
"name": "LSI MegaRAID Adapter Firmware",
"revision": "0",

“role": "Primary",
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"softwareID": "10140454",
"status": "Active",
"type": "Software Bundle",
"version": "24.7.0-0052"
H,
“fodUniqueID": "N/A",
"fruSerialNumber": "SV42100396",
"isAddOnCard": true,
"isAgentless": true,
"manufacturer”: "IBM",
"name": "ServeRAID M5210",
“partNumber": "N/A",
"pciBusNumber": "1",
"pciDeviceNumber": "0",
“pciFunctionNumber": "0",
"pciRevision": "2",
"pciSubID": "454",
"pciSubVendorID": "1014",
"portInfo": {

1,
"posID": "5d",

"productName": "ServeRAID M5210",
"slotName": "SlotDesig4_Slot 4",
"slotNumber": "4",
"slotSupportsHotPlug": "false",

"ypdID": "1000"
}
{
"firmware": [{
"build": "0",
"classifications": [33024],
"date": "",

"name": "17.0.4.4a",
“revision": "0",
“role": "Primary",
“softwareID": "101404D1",
“status”: "Active",
"type": "VPD-VO",
“version": "17.0.4.4a3"
H,
“fodUniqueID": "11SBCM957190123456789",
"isAddOnCard": false,
"isAgentless": true,
"name": "Broadcom NetXtreme Gigabit Ethernet Adapter",
"pciBusNumber": "27",
“pciDeviceNumber": "0",
"pciFunctionNumber": "3",
"pciRevision": "1",
"pciSubID": "4d1",
"pciSubVendorID": "1014",
"portInfo": {
"logicalPorts": [{
"addresses": "40F2E9B81583",
"portNumber": 1,
"portType": "ETHERNET",
"ynicMode": false
H,
“peerBay": 0,
“portNumber": 4,
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"portType": "ETHERNET"

|8
"posID": "1657",
"ypdID": "14e4"
H,
"pOftS"Z [{

“ioModuleBay": 0,
“portNumber": 1

})
{
“ioModuleBay": 0,
“portNumber": 4
M,
"pOSID": IIII’

"powerAllocation": {

"maximumAllocatedPower": 660,
"minimumAllocatedPower": 26

h

"powerCappingPolicy": {
“cappingACorDCMode": "DC",
“cappingPolicy": "OFF",
"currentPowerCap": 0,
"maxPowerCap": 319000,

“maximumPowerCappingHotPlugLevel": 367000,

“minPowerCap": 85300,

"minimumHardCapLevel": 246200,
“minimumPowerCappingHotPluglLevel": 268000,
"powerCappingAllocUnit": "watts*10"-3"

1
"powerStatus": 5,
"powerSupplies": [{

"FRU": n ||’

“cmmDisplayName": "Power Supply 1",

"dataHandle": 0,
“description”: "",
“firmware": [],
"fruSerialNumber": "",
"hardwareRevision": "",
“healthState": "CRITICAL",
“inputVoltageIsAC": true,
“inputVoltageMax": -1,
“inputVoltageMin": -1,
"leds": [],

"machineType": "",
“manufactureDate": "",
"manufacturer": "EMER",
"manufacturerId": "",
Ilmodelll: IIII’

“name": "Power Supply 1",
“partNumber": "94Y8136",
"nosID": "'
“powerAllocation": {
“totalInputPower": 0,

"totalOutputPower": 550000

}’
“powerState": "Unknown",
"productld": IIII’

“productName":

"serialNumber": "K118146600A",

"slots": [1],
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"type": "PowerSupply"”,
"uri": "powerSupply/",

"userDescription”: "",

"ouid": ",
"ypdID": "

"FRU": ",

"cmmDisplayName": "Power Supply 2",

"dataHandle": 0,

"description”: "",

“firmware": [],

"fruSerialNumber": "",

"hardwareRevision": "",

"healthState": "CRITICAL",

“inputVoltageIsAC": true,

“inputVoltageMax": -1,

“inputVoltageMin": -1,

"leds": [],

"machineType": "",

"manufactureDate": "",

"manufacturer": "EMER",

"manufacturerld": ""

"model": "",

“name": "Power Supply 2",

"partNumber": "94Y8136",

"posID": "",

"powerAllocation": {
“totalInputPower": 0,
“totalOutputPower": 550000

I

"powerState": "Unknown",

"productId": "",

"productName": "",

"serialNumber": "K1181466087",

“slots": [2],

“type": "PowerSupply",

"uri": "powerSupply/",

"userDescription”: "",
"uuid": "",
"vpdID": "
H,
“processorSlots": 0,
"processors": [{
"cores": 10,
"displayName": "Intel(R) Xeon(R) CPU E5-2650 v3 @ 2.30GHz",
"family": "INTEL_R_XEON_TM",
"manufacturer": "Intel(R) Corporation",
"productVersion": "Intel(R) Xeon(R) CPU E5-2650 v3 @ 2.30GHz",
“slot": 1,
"speed": 2.2999999999999998
H,
"productId": "4D4F00",
"productName": "Lenovo System x3550 M5",
"raidSettings": [{
"description”: "ServeRAID M5210",
"diskDrives": [{
"FRU": "42D0631",
“bhay": 0,
“blockSize": 512,
“description": "AL13SEB300",
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"diskState": "System",
"healthState": "Normal",
“interfaceType": "SAS",
"manufacturer": "IBM-ESXS",
"mediaType": "Rotational",
"model”: "AL13SEB300",
“name": "Disk 0_0",
"number0fBlocks": 585937500,
"partNumber": "42D0628",
"serialNumber": "44P012H5",

"uuid": ""

|8

{
"FRU": "81Y3810",
"bay": 1,
"blockSize": 512,
"description”: "ST9300653SS",
"diskState": "System",
"healthState": "Normal",
“interfaceType": "SAS",
"manufacturer": "IBM-ESXS",
"mediaType": "Rotational",
"model": "ST9300653SS",
"name": "Disk 2_2",
"number0fBlocks": 585937500,
"partNumber": "81Y9667",
"serialNumber": "6XN3J9M9",
"uuid": ""

H,

"firmware": [{
"build": "0",
"classifications": [],
"date": "2015-04-06T00:00:00Z2",
"name": "LSI MegaRAID Adapter Firmware",
"revision": "0",
"role": "Primary",
"softwareID": "10140454",
"status": "Active",
“type”s Y,
"version": "24.7.0-0052"

H,

"isAddOnCard": false,

“name": "ServeRAID M5210",

“slotNumber": "2",

“uuid": "0000000000000000500605B008E48280"
H,
"secureBootMode": {

“currentValue": "Disabled",

"possibleValues": ["Disabled",

“Enabled"]
1,
"serialNumber": "KvD0153",
“slots": [1],
"status": {

“message": "managed",

"name": "MANAGED"
1,
"subSlots": ],
"subType": ""

’

"tlsVersion": {
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"currentValue": "TLS_10",
"possibleValues": ["TLS_10",
"TLS 11",
"TLS 12"]
I
"type": "Rack-Tower Server",
“uri": "node/425AF828DF7D11D4BOF8ET676TBBBBBB",
"userDescription”: ""
"uuid": "425AF828DF7D11D4B0OF8ET6767BBBBBB",
"vnicMode": "disabled",
"ypdID": ""

accessState: "Online",
activationKeys: [],
addinCards: [],
addinCardSlots: 0,
arch: "x86_64",
backedBy: "real",
bladeState: 0,
bootMode: {
possibleValues: [“Legacy Only",
"UEFI and Legacy",
"UEFI Only"],
currentValue: "UEFI and Legacy"
I
bootOrder: {
bootOrderList: [{
hootType: "SingleUse",
currentBootOrderDevices: ["None"],
possibleBootOrderDevices: ["Boot To F1",
“CD/DVD Rom",
“Diagnostics”,
“Floppy Disk",
“Disk Drive 0",
"Hypervisor",
“None",
"PXE Network"]
1,
.
uri: "node/00DD973D1C2CE511B19E3C18A000F4F0/bootOrder"
I
cmmDisplayName: "",
cmmHealthState: "Warning",
complexID: -1,
contact: "",
dataHandle: 0,
description: "chassis RD650",
domainName: "lenovo.com",
driveBays: 2,
drives: [{
hay: 0,
capacity: 953,
interfaceType: "SATA",
mediaType: "HDD",
speed: "6.0 Gh/s",
state: "stopped",
raidPresence: "Regular”

bay: 1,
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capacity: 953,

interfaceType: "SATA",

mediaType: "HDD",

raidPresence: "Regular”,

speed: "6.0 Gb/s",

state: "stopped”
H,
embeddedHypervisorPresence: false,
errorFields: [],
excludedHealthState: "Warning",
expansionCards: [],
expansionCardSlots: 0,
expansionProducts: [],
expansionProductType: "",

fans: [],

firmware: [{
build: "",
date: "",
name: "BIOS",

role: "PRIMARY",
status: "ACTIVE",

type: "BIOS",
version: "PB2TS154"
},
{
build: "",
date: "",
name: "Windows Driver Bundle",
role: "",

status: "ACTIVE",
type: "Windows Driver Bundle",
version: "1.02.0004"

H,
flashStorage: [],
FRU: IIII,

fruSerialNumber: "8SSB20A05917R2SH54D005X",
has0S: false,
height: 2,
hostMacAddresses: "",
hostname: "blah",
ipInterfaces: [],
ipv4Addresses: ["10.35.106.142"],
ipvéAddresses: [""],
isConnectionTrusted: "true",
isITME: false,
isRemotePresenceEnabled: true,
isScalable: false,
lanOverUsh: "disabled",
leds: [{
conditions: "Fault",
color: "Red",
location: "FrontPanel”,
name: "Fault",
state: "Off"

conditions: "Fault",
color: "Red",
location: "PSU",
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name: "PSU1 FAULT",
state: "Off"

H,

location: {
location: "",
lowestRackUnit: 0,

rack: ,
room: ""
I
macAddress: "00:8C:FA:ET:E8:D0,00:8C:FA:E7:E8:D1",
machineType: "RD650",
manufacturer: "LENOVO",
manufacturerId: "",
memoryModules: [{
capacity: 8,
displayName: "DIMM 1",
manufacturer: "Micron Technology",
model: "",
partNumber: "18ASF1672PZ-2G1A2",
serialNumber: "da90356",
slot: 1,
speed: 1866,
type: "RDIMM",
voltage: "1.2v"
H,
memorySlots: 0,
mgmtProcIPaddress: "",
model: "TODROOOSUX",
name: “blah",
nist: {
currentValue: "Nist_800_131A_Strict",
possibleValues: ["Compatibility",
"Nist_800_131A _Custom",
"Nist_800_131A_Strict"]
I
onboardPciDevices: [{
fodUniquelID: "",
isAddOnCard: false,
isAgentless: false,
name: "",
pciBusNumber: "4",
pciDeviceNumber: "0",
pciRevision: "0",
pciSubID: "1051",
pciSubVendorID: "17aa",
pciFunctionNumber: "0",
portInfo: {

},
posID: "73",
vpdID: "1000"
H,
overallHealthState: "Warning",
partitionID: -1,
partNumber: "",
pciCapabilities: [],
pciDevices: [{
fodUniquelID: "",
isAddOnCard: false,
isAgentless: false,

name: "",
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pciBusNumber: "4",
pciFunctionNumber: "0",
pciRevision: "0",
pciSubID: "1051",
pciSubVendorID: "17aa",
pciDeviceNumber: "0",

portInfo: {
}7
posID: "73",
vpdID: "1000"
H,
ports: [],
pOSID5 ||||’

powerAllocation: {

h

maximumAllocatedPower: 0,
minimumAllocatedPower: 0

powerCappingPolicy: {

3

cappingACorDCMode: "UNKNOWN",
cappingPolicy: "UNKNOWN",
currentPowerCap: 0,

maxPowerCap: -1,
maximumPowerCappingHotPluglevel: -1,
minimumHardCaplevel: -1,

minPowerCap: -1minimumPowerCappingHotPluglevel:

powerCappingAllocUnit: "watts",

powerStatus: 8,
powerSupplies: [{

cmmDisplayName: null,
dataHandle: 0,
description: "Power Supply 1",
firmware: [],
FRU: null,
fruSerialNumber: null,
hardwareRevision: "01F",
healthState: "GOOD",
inputVoltageIsAC: false,
inputVoltageMax: 0,
inputVoltageMin: 0,
leds: [{

color: "Green",

location: "FRU",

name: "IN",
state: "On"

|8

{
color: "Amber",
location: "FRU",
name: "FAULT",
state: "0ff"

H,

machineType: null,
manufactureDate: "Feb 5, 2015",
manufacturer: null,
manufacturerId: "DELTA",

model: "DPS-1100EB A",

name: "0F33323D1DG525001X",

-1,
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partNumber: null,

posID: null,

powerAllocation: {
totalInputPower: 0,
totalOutputPower: 0

1,

powerState: null,

productId: null,

productName: null,

serialNumber: "0F33323D1DG525001X",

slots: [0],

type: "PowerSupply”,

uri: "powerSupply/null",

userDescription: null,

uuid: null,

vpdID: null

H,
processors: [{

cores: 8§,

displayName: "",

family: "Intel Nehalem Family",

manufacturer: "GenuinelIntel",

productVersion: "Haswell Server Model",

slot: 1,

speed: 3.4
H,
processorSlots: 0,
productId: "",
productName: "RD650",
raidSettings: [],
secureBootMode: {
currentValue: "",
possibleValues: []
I
"securityDescriptor": {
"managedAuthEnabled": true,
"managedAuthSupported”: false,
"publicAccess": false,
"roleGroups": [],
"storedCredentials": {
"id":"249721...",

"userName":"userl",

"description”:"A valid user"

1,
"uri": "nodes/200b8108289d11e3878e000af725674c"
I
serialNumber: "MJ02SC2F",
slots: [1],
status: {
message: "managed",
name: "MANAGED"
I
subType: "",

subSlots: [],

thinkServerFru: [{
deviceName: "12GBP 8xS",
description: "BackPlanel FRU",
manufatucturer: "LENOVO",
manufatucturerDate: "Dec 24, 2014",
partNumber: "SSFOA47T11",
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serial: "8SSSFOA47711V1SHACRO079"

deviceName: "Riser2U 3x8",
description: "Riserl FRU",
manufatucturer: "LENOVO",
manufatucturerDate: "Dec 15, 2014",
partNumber: "SC50A06667",
serial: "8SSC50A06667V1ISHACEOOIW"
H,
tlsVersion: {
currentValue: "Unknown",
possibleValues: ["TLS_10",
"TLS 11",
"TLS_12"]
1,
type: "Lenovo ThinkServer",
uri: "node/00DD973D1C2CE511B19E3C18A000F4F0",
"userDefinedName": "Serverl",
userDescription: "",
uuid: "00DD973D1C2CE511B19E3C18A000F4F0",
vnicMode: "disabled",
vpdID: ""
H

/nodes/{file_name}.csv

Use this REST API to download inventory for a large number of specific servers, Flex System storage
devices, and Flex System storage controllers (canisters) in CSV format to the local system.

HTTP methods
GET

GET /nodes/{file_name}.csv

Use this method to download inventory for a large number of specific servers, Flex System storage devices,
and Flex System storage controllers (canisters) in CSV format to the local system.

Authentication

Authentication with user name and password is required.

Request URL

GET https://{management_server_IP}/nodes/{file_name}.csv

where {file_name}.csv is the file name of the CSV file that contains inventory data. Use the POST /nodes
method to with the formatType=csv request parameter to create the CSV file. The POST /nodes method
returns the file name in the request header.

Query parameters
None

Request body

None
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Response codes

Code Description Comments
200 OK The request completed successfully.
401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has

failed. A descriptive error message is returned in the response body.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None
/nodes/{uuid}

Use this REST API to retrieve or modify properties and turn LEDs on and off for a specific server or Flex
System storage node.

HTTP methods
GET, PUT

GET /nodes/{uuid_list}

Use this method to return properties for one or more specific servers, Flex System storage devices, and Flex
System storage controllers (canisters).

Authentication
Authentication with user name and password is required.

Request URL
GET https://{management _server_IP}/nodes/{UUID_list}

where {UUID_list} is one or more UUIDs, separated by a comma, of the servers, Flex System storage

devices, and canisters to be retrieved. To obtain the UUIDs, use the GET /nodes and GET /canisters
methods.
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Query parameters

Parameters

Re-
quired /
Optional | Description

excludeAttributes={attributes}

Optional | Returns a response that excludes the specified attributes for each

resource. You can specify one or more attributes that are listed in the

response body, separated by a comma.

Notes:

¢ When the includeAttributes query parameter is specified, the
excludeAttributes query parameter is ignored.

e The response is filtered based on attribute name, not the attribute
value.

* Base attributes cannot be excluded.

formatType={type}

Optional | Returns information in the specified format. This can be one of the
following values.

e json (default)

® csv

If the format type is not specified, JSON format is returned.

includeAttributes=<attributes}

Optional | Returns a response that includes the base attributes and the specified

attributes for each resource. You can specify one or more attributes

that are listed in the response body, separated by a comma.

Notes:

e The response is filtered based on attribute name, not the attribute
value.

¢ |If this attribute is not specified, all attributes are returned by
default.

mgmtProcType

Optional | Returns a response that includes servers with the specified
baseboard management controller. This can be one of the following
values.

FSP

IMM2

lenovo-AMi-controller

XCcC

XCC2

UNKNOWN

status={string}

Optional | Status. This can be one of the following values.
e unmanaged. Returns unmanaged nodes only
¢ managed. Returns managed nodes only

The following example returns a CSV file that contains information about two specific servers.
GET https://192.0.2.0 /nodes/0ETD8ELICDF7D11D4ABB0OD5D5D5313131,
409583E0BD27B7019F3758946B036818?formatType=csv

Request body
None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.
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Code Description Comments

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

413 Request Entity Too Clients might impose limitations on the length of the request URI, and the request

Large URI is too long to be handled. A descriptive error message is returned in the

response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Note: The attributes that are returned vary, depending on the type of server or Flex System storage device
being retrieved.

Attributes Type Description
accessState String Access state of the server. This can be one of the following values.
e Online
e Offline
¢ Partial
¢ Pending
¢ Unknown
accessStateRecords Array of Information about the access-state record for each network interface
objects and protocol that is available for the server
Note: This attribute is present only for rack servers that are offline due
to connectivity issues.
health String Connection health state of the server. This can be one of the following
values.
e OFFLINE
e PARTIAL
e FAIL
ipAddress String IP address that was used to check the network connectivity
isTrusted Boolean | Indicates whether the connection to the server is trusted. This can be
one of the following values.
¢ true. The connection is trusted.
¢ false. The connection is not trusted.
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle
messageDisplay String Translated label that corresponds to the message ID or to the pre-
translated backup string if no message ID is specified
messagelD String Message ID for the translatable connection error states
messageParameters Array of Attributes for the message if the translated message requires input. A
strings JSON object that points to translated messages
protocol String Type of the protocol to check connectivity. This can be one of the
following values.
e CIM
e DCS
e REDFISH
e CLI
timestamp Long Timestamp when connectivity was last checked and when this record
was created
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Attributes Type Description

username String User name that was used to check connectivity

accountLockoutPeriod Integer Account lockout duration, in minutes, after certain login failures occur
on the device
The default value is 60 minutes.

activationKeys Array of List of installed Feature On Demand (FoD) keys
objects

description String FoD key description

keyExpirationDate String Date when the FoD key expires

keyFeatureType Integer FoD feature type

keyldentiferList Array of FoD associative identifier list

objects
keyldentifier String Identifier key value
keyldentifierType String Identifier key type. This can be one of the following values.

e ASIC.
e MAC. MAC address
e MT. Machine type
e UNKNOWN

keyStatus String Status of the FoD key. This can be one of the following values.
¢ UNKNOWN
e OTHER
e VALID
e INVALID
¢ INPROCESS
e EXPIRED
e LIMIT_REACHED
e NEED_VALID_ELSEWHERE
e KEY_NOT_FOUND

keyUseCount Integer Key usage count

keyUseLimit Integer Key usage limit

uuid String Unique identifier for the FoD key

addinCards Array of Information about add-in cards

objects Note: Multiple instances of the same adapter card with different data
(such as the pciFunctionNumber) might be returned in this response.
In the Ul, only one instance of each adapter card (only the first function
number) is listed.

FRU String Add-in card FRU part number
firmware Array of Information about add-in card firmware
objects
build String Firmware build
classifications Array of Firmware type codes
integers
date String Firmware date
name String Firmware name
revision String Firmware revision
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Attributes Type Description
role String Firmware role. This can be one of the following values.
e Primary
e Backup
e Temporary
¢ Permanent
softwarelD Firmware ID
status String Firmware status. This can be one of the following values.
* Active
* Inactive
type String Firmware type, such as UEFI, MP, or DSA
version String Firmware version
fodUniquelD String FoD unique ID
fruSerialNumber String
isAddOnCard Boolean | Identifies whether the device is an add-in card. This can be one of the
following values.
* true. The device is an add-on card
¢ false. The device is not an add-on card
isAgentless Boolean | Identifies whether the device is agentless. This can be one of the
following values.
e true. The device is agentless.
¢ false. The device is not agentless.
Note: If isAgentless is false, some inventory values might be empty.
manufacturer String Add-in card manufacturer
name String Add-in card description
partNumber String Add-in card part number
pciBusNumber String PCI bus number
pciDeviceNumber String PCI device number
pciFunctionNumber String PCI function number
pciRevision String PCI revision number
pciSublD String PCI subsystem ID
pciSubVendorlD String PCI sub-vendor ID
portinfo Object Information about the port
physicalPorts Array of Information about the physical port
objects
portType String Physical port type. This can be one of the following values.

ATM
ETHERNET

FC

FDDI
FRAMERELAY
IB

OTHER
TOKENRING
UNKNOWN
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Attributes Type Description
portNumber Integer Number of the physical port
logicalPorts Array of List of associated logical ports
objects
logicalPortIndex Integer Number of logical ports
portType String Logical port type. This can be one of the following values.
e ATM
e BLUETOOTH
e ETHERNET
e FC
e FDDI
e FRAMERELAY
e IB
¢ INFRARED
e OTHER
¢ TOKENRING
e UNKNOWN
e WIRELESSLAN
portNumber Integer Number of the logical port
addresses String Assigned addresses
vnicMode Boolean | Identifies whether this is a vNIC port. This can be one of the following
values.
e true. This is a vNIC port.
e false. This is not a vNIC port.
peerBay Integer Peer 1/0 Module bay
physicalPortindex Integer Number of physical ports
posID String Device ID
productName String Product name
slotName String Name for add-in card slot
slotNumber String Number for add-in card slot
slotSupportsHotPlug Boolean | Indicates whether the add-in card supports hot plug. This can be one
of the following values.
e true. Hot plug is supported.
¢ false. Hot plug is not supported.
vpdID String VPD ID
addinCardSlots Integer Slot number for the add-in card
arch String Architecture. This can be one of the following values.
* ia64
® ppc
e ppc64
* x86
* x86_64
¢ Unknown
agentVersion String (Edge devices only) Version of the XClarity management agent that is
running on the device
assetTag String (ThinkSystem rack servers only) Name or Tag that represents the

server or other physical enclosure
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Attributes Type Description
backedBy String This can be one of the following values.
¢ real. The inventory describes real hardware.
e demo. The inventory describes demo (mock) hardware.
® proxy. A proxy is temporarily serving to provide the inventory.
bladeState Integer State of the server. This can be one of the following values.
* 0. Initializing
e 1. Active
e 2 Discovering
¢ 3. Provisioning
e 4. Provision passed
e 5. Provision failed
e 6. Provisioning failed with isolate
e 7. Preinitialization
e 8.SDRload
e 9. POST initialization
e 10. Communications error
e 11. Init failed
e 12. Kernel mode
¢ 13. Maintenance mode
e 14, Fire hose dump mode
¢ 15. Flashing
e 16. No power
e 17. Unknown
e 255. Not Applicable
bladeState_health String
bladeState_string String
bootMode Object Information about the boot mode
currentValue String Current boot mode from the baseboard management controller
possibleValues Array of List of possible boot mode values
strings
bootOrder Object Information about the boot order
bootOrderList Array of Boot order attributes
objects
bootType String Boot type. This can be one of the following values.
¢ BootOrder
¢ CDDVDROMBootOrder
¢ HardDiskBootOrder
¢ NetworkBootOrder
* Permanent
¢ SingleUse
¢ USBBootOrder
e WakeOnLan
¢ Unknown
currentBootOrderDevices Array of List of current boot order devices
strings
possibleBootOrderDevices Array of List of possible boot order devices
strings
uri String Boot order URI
BundleRepoAvailableSpacelnKB | Long (servers with XCC2 only) Amount of available space in the repository,
in KB
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Attributes Type Description
canisters Array of (Flex System storage devices only) See GET /canisters for details.
objects
canisterSlots Integer (Flex System storage devices only) Canister slots
cmmbDisplayName String Display name provided by the CMM
cmmHealthState String Health summary that corresponds to the highest event severity of all
the devices
For servers or storage devices in a chassis, this can be one of the
following values.
¢ Normal
¢ Non-Critical
¢ Warning
¢ Minor-Failure
¢ Major-Failure
¢ Non-Recoverable
e Critical
¢ Unknown
For rack servers, this can be one of the following values.
¢ Informational
e Warning
¢ Minor
e Major
e Critical
¢ Fatal
¢ Unknown
complexID Integer Complex ID
contact String Contact
dataHandle Long Time stamp of the last status update
description String Description that was provided by the CMM
deviceDrivers Array of Information about device drivers in the server
objects
displayName String Display name
driverClass String Class
driverClassld String Class ID
driverFiles Array of Information about the device driver files
objects
path String File path
version String File version
installDate String Installation date
instiD String Installation ID
locallnfName String Local INF file name
name String Name
releaseDate String Release date
version String Version
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Attributes Type Description
diskDriveSensorinfo Array of List of disk-drive sensor names
strings
dnsHostnames Array of DNS hosts that are configured in the baseboard management
strings controller
domainName String Domain name
driveBays Integer Drive bays
drives Array of IMM and ThinkServer based servers only Drive details
objects
bay Integer Drive bay
capacity Integer Drive capacity
interfaceType String (ThinkServer servers only) Drive interface type
mediaType String (ThinkServer servers only) Drive media type
raidPresence String (ThinkServer servers only) Type of RAID method. This can be one of
the following values.
e Regular. The drive is part of a RAID.
¢ Non-RAID drive. This drive is not part of a RAID.
speed String (ThinkServer servers only) Drive speed
state String (ThinkServer servers only) Drive state. This can be one of the following
values.

¢ active

e stopped

¢ transitioning

embeddedHypervisorPresence Boolean | This can be one of the following values.
e true
o false
encapsulation Object Information about encapsulation
encapsulationMode String Encapsulation (firewall settings) mode. This can be one of the
following values.

e notSupported. Encapsulation is not supported for this node.

¢ normal. Encapsulation is disabled for this node.The global
encapsulation setting is disabled by default. When disabled, the
device encapsulation mode is set to “normal” and the firewall rules
are not changed as part of the management process.

e encapsulationLite. Encapsulation is enabled for this node.When
the global encapsulation setting is enabled and the device supports
encapsulation, XClarity Administrator communicates with the
device during the management process to change the device
encapsulation mode to “encapsulationLite” and to change the
firewall rules on the device to limit incoming requests to those only
from XClarity Administrator.

nonBlockedlpAddressList Array of List of non-blocked IP addresses. This attribute is available only when
strings the encapsulation mode is “encapsulationLite”.
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Attributes Type Description
errorFields Array of Error codes. This can be one of the following values.
objects e FETCH_SUCCESS
that e FETCH_FAILED
contain e NO_CONNECTOR
{string, e FATAL_EXCEPTION
error- e NETWORK_FAIL
Code}
excludedHealthState String Highest severity alert with exclusions. This can be one of the following
values.
¢ Normal
¢ Non-Critical
e Warning
¢ Minor-Failure
¢ Major-Failure
¢ Non-Recoverable
e Critical
¢ Unknown
expansionCards Array of Information about expansion cards
objects
fodUniquelD String Feature on demand (FoD) unique ID
isAddOnCard Boolean | Identifies whether the device is an add-on card. This can be one of the
following values.
¢ true. The device is an add-on card
¢ false. The device is not an add-on card
isAgentless Boolean | Identifies whether the device is agentless. This can be one of the
following values.
¢ true. The device is agentless.
¢ false. The device is not agentless.
name String Description
pciBusNumber String PCI bus number
pciDeviceNumber String PCI device number
pciFunctionNumber String PCI function number
pciSublD String PCI subsystem ID
pciSubVendorlD String PCI sub-vendor ID
portinfo Object Information about the ports
physicalPorts Array of Information about the physical ports
objects
logicalPorts Array of List of associated logical ports
objects
addresses String Assigned addresses
logicalPortindex Integer Number of logical ports
portNumber Integer Number of the logical port
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Attributes Type

Description

portType String

Logical port type. This can be one of the following values.
e ATM

e BLUETOOTH
ETHERNET

FC

FDDI
FRAMERELAY
IB

INFRARED
OTHER
TOKENRING
UNKNOWN
WIRELESSLAN

vnicMode Boolean

Identifies whether this is a vNIC port. This can be one of the following
values.

e true. Thisis a vNIC port.

¢ false. This is not a vNIC port.

physicalPortindex Integer

Number of physical ports

portType String

Physical port type. This can be one of the following values.
ATM

ETHERNET

FC

FDDI

FRAMERELAY

IB

OTHER

TOKENRING

UNKNOWN

portNumber Integer

Number of the physical port

peerBay Integer

Peer I/0 Module bay

posID String

Device ID

vpdID String

VPD ID

expansionCardSlots Integer

Expansion card slots

expansionProducts Array of

strings

(Servers with blade expanders installed only) List of expansion
hardware. This can be one or more of the following values.

e expansionProducts

e expansionCards

¢ addinCards

* pciExpressCards

expansionProductSlots Integer

(Servers with blade expanders installed only) Expansion product slots

expansionProductType String

Expansion product type. This can be one of the following values.
SEN. StorageExpansionNode

PEN. PciExpansionNode

Expansion card

Addin Card

PCI Express Card

Unknown

fans Array of

objects

(ThinkServer and ThinkSystem rack servers only) Information about
storage backplane assets
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Attributes Type Description
faceplatelDs Array of
objects
deviceld Integer
entityld Integer
fruNumber String (ThinkSystem rack servers only)
name String
partNumber String (ThinkSystem rack servers only)
posID Integer
productld Integer
serialNumber String (ThinkSystem rack servers only)
vpdID Integer
FeaturesOnDemand Object Information about features on demand
features Array of List of features that are active for the tier
strings
tierLevel Integer Tier level of the XClarity Controller feature key that is installed. This
can be one of the following values.
e 0.
¢ 1. XClarity Controller Standard
e 2. XClarity Controller Advanced
e 3. XClarity Controller Enterprise
firmware Array of Server firmware details
objects
build String Firmware build
date String Firmware date
name String Firmware name
role String Firmware role. This can be one of the following values.
e Primary
e Backup
e Temporary
¢ Permanent
status String Firmware status. This can be one of the following values.
¢ Active
¢ Inactive
¢ Pending
type String Firmware type, such as BMC-Primary, BMC-Backup, UEFI, MP, or
DSA
version String Firmware version
flashStorage Array of Information about flash storage
objects
defaultBlockSize Long Flash storage device block size
description String Flash storage description
serialNumber String Flash storage serial number
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Attributes Type Description
firmware Array of Flash storage firmware properties

objects

build String Firmware build

classifications Array of Firmware type codes
integers

date String Firmware date

name String Firmware name

role String Firmware role. This can be one of the following values.

e Primary

e Backup

e Temporary

¢ Permanent

softwarelD String Software identifier
status String Firmware status. This can be one of the following values.
¢ Active

¢ Inactive

type String Firmware type, such as UEFI, MP, or DSA
version String Firmware version
manufacturer String Flash storage manufacturer
maxMediaSize Long Flash storage device media size
name String Flash storage description
partNumber String Flash storage part number
slotNumber Integer Flash storage slot number
uuid String Flash storage UUID
FQDN String Fully qualified domain name
FRU String FRU part number
fruSerialNumber String FRU serial number
hasOS String Identifies whether an operating system is installed. This can be one of
the following values.

e true. Operating system is installed.

e false. Operating system is not installed.
height Integer (Rack Server only) Height of the server
hostMacAddresses String Host MAC address
hostname String Hostname
iplnterfaces Array of Information about the IP addresses of the baseboard management

objects controller
IPv4assignments Array of Information about IPv4 assignments
objects
address String IPv4 address
gateway String IPv4 gateway
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Attributes

Type

Description

id

Integer

IPv4 assignment ID

subnet

String

IPv6 subnet mask

type

String

Type of the IPv4 assignment. This can be one of the following values.
¢ INUSE

e CONFIGURED

e ALIAS

¢ UNKNOWN

IPv4DHCPmode

String

IP address assignment method. This can be one of the following
values.

e STATIC_ONLY

e DHCP_ONLY

e DHCP_THEN_STATIC

e UNKNOWN

IPv4enabled

Boolean

Identifies whether IPv4 is enabled. This can be one of the following
values.

e true. IPv4 is enabled

e false. IPv4 is disabled

IPv6assignments

Array of
objects

Information about IPv6 assignments

address

String

IPv6 address

gateway

String

IPv6 gateway

id

Integer

IPv6 assignment ID

prefix

Integer

IPv6 prefix

scope

String

Scope of the IPv6 assignment. This can be one of the following values.
¢ Global

¢ LinkLocal

¢ Unknown

source

String

Source of the IPv6 assignment. This can be one of the following
values.

e DHCP

Statelesss

Static

Other

Unknown

type

String

Type of the IPv6 assignment. This can be one of the following values.
e INUSE

CONFIGURED

ALIAS

UNKNOWN

IPv6DHCPenabled

Boolean

Identifies whether IPv6 DHCP is enabled. This can be one of the
following values.

¢ true. IPv6 DHCP is enabled

¢ false. IPv6 DHCP is disabled

IPv6enabled

Boolean

Identifies whether IPv6 is enabled. This can be one of the following
values.

¢ true. IPv6 is enabled

¢ false. IPv6 is disabled
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Attributes Type Description
IPv6statelessEnabled Boolean Identifies whether IPv6 stateless is enabled. This can be one of the
following values.
* true. IPv6 stateless is enabled
* false. IPv6 stateless is disabled
IPv6staticEnabled Boolean Identifies whether IPv6 static is enabled. This can be one of the
following values.
¢ true. IPv6 static is enabled
e false. IPv6 static is disabled
label String Label
name String Name
ipv4Addresses Array of List of IPv4 addresses
strings
ipv6Addresses Array of List of IPV6 addresses
strings
isConnectionTrusted Boolean Identifies whether communication with the device is trusted using peer
certificate authentication. This can be one of the following values.
e true. The connection is trusted.
¢ false. The connection is not trusted.
isITME Boolean | Indicates whether the server is a Flex System compute node. This can
be one of the following values.
e true. The node is a compute node.
e false. The node is a rack or tower server, or storage device
isRemotePresenceEnabled Boolean | Indicates whether remote presence is enabled. This can be one of the
following values.
e true. Remote presence is enabled
¢ false. Remote presence is disabled
isScalable Boolean | This can be one of the following values.
e true
e false
lanOverUsb String Identifies whether LAN over USB is enabled. This can be one of the
following values.
e enabled. LAN over USB is enabled.
e disabled. LAN over USB is disabled.
isRemotePresenceEnabled Boolean
isScalable Boolean
isITME Boolean
lanOverUsb String
lanOverUsbPortForwardingMo- Array of Ethernet-over-USB port forwarding mode
des objects This attribute requires Lenovo XClarity Administrator v1.2.0.
externallPAddress String IP address of the port
state String Identifies whether the Ethernet over USB port forwarding mode is
enabled or disabled. This can be one of the following values.
e enabled.
e disabled.
type String Type of LAN over USB port. This can be one of the following values.

e OSDeploy.
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Attributes Type Description
leds Array of Information about server LEDs
objects
color String LED color. This can be one of the following values.
* Red
¢ Amber
¢ Yellow
e Green
¢ Blue
¢ Unknown
conditions String (ThinkServer servers only) LED condition. This can be one of the
following values.
¢ Fault.
e Warning.
location String LED location. This can be one of the following values.
¢ Front panel
e Lightpath Card
¢ Planar
e FRU
¢ Rear Panel
¢ Unknown
name String LED name
state String LED state. This can be one of the following values.
e Off
e On
¢ Blinking
¢ Unknown
location Object Information about the location of the server or Flex System storage
device
location String Location
lowestRackUnit Integer Lowest rack unit
rack String Rack
room String Room
logicallD Integer Logical ID (Scalable complex and partitionEnabled is true)
m2Presence Boolean | Indicates whether the node contains M.2 storage. This can be one of
the following values.
e true. M.2 storage is present.
¢ false. M.2 storage is not present.
macAddress String MAC address
machineType String Server machine type
manufacturer String Manufacturer
manufacturerlD String Manufacturer ID
memoryModules Array of Information about memory modules
objects
additionalinfo Object Additional information about memory modules
appDirectCapacity Integer Capacity, in MiB, that is allocated for AppDirect
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fipsMode String
firmware Object Information about memory module firmware
build String Firmware build
classifications Array of Firmware type codes
integers
date String Firmware date
name String Firmware name
revision String Firmware revision
role String Firmware role. This can be one of the following values.
e Primary
e Backup
e Temporary
¢ Permanent
softwarelD Firmware ID
status String Firmware status. This can be one of the following values.
¢ Active
¢ Inactive
type String Firmware type
version String Firmware version
fruPartNumber String
inaccessibleCapacity Integer Capacity, in MiB, that cannot be accessed due to licensing issues
memoryCapacity Integer Capacity, in MiB, that is allocated for memory
memoryMetrics Object
aitDramStatus String
alarmTrips Object
spareBlock String
temperature String
healthStatusReason String
healthStatusString String
latchedDirtyShutdown- String
Count
latchedDirtyShutdown- String
Status
predictedMedial ifeLeft- String
Percent
securityStateString String
capacity Long Capacity
fruPartNumber String FRU part number, if applicable
healthState String
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displayName String Display name
manufacturer String Manufacturer
MPFA Object Information about memory failure prediction analytics
MPFA_HealthStatus Object Information about health status
Major Integer Number of major health events
Minor Integer Number of warning (minor) health events
MPFA_SevereFaults Array of Information about severe faults
objects
errorCnt Integer Number of errors
faultType Integer Fault type
location String Fault location
timestamp Long Timestamp when the fault occurred
model String Model
operatingMemoryMode Array of Memory operating mode. This can be one of the following values.
strings ¢ Volatile
* Persistent
partNumber String Part number
present Boolean
serialNumber String Serial number
slot Integer Slot
speed Long Number of data-transfer operations that occur in each second, in MT/s
(megatransfers per second)
speedMBs Long Amount of data that is transferred in each second, in MB/s (megabytes
per second)
type String Type
memorySlots Integer Number of memory slots
mgmtProclPaddress String IP address used by Lenovo XClarity Administrator to manage this
resource
mgmtProcType String Type of management controller. This can be one of the following
values.
e FSP
e IMM2
¢ lenovo-AMIi-controller
e XCC
e XCC2
e UNKNOWN
model String Server model
name String Name that is displayed in the user interface for this device

The value of this attribute is determined by preferredDisplayName
attribute in the GET /aicc method. For example, if the
preferredDisplayName attribute is set to “hostname,” then the value
for this name attribute is the same as the hostname attribute in the
GET /aicc method.
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nist Object Information about NIST compliance
currentValue String Cryptography mode to be used. This can be one of the following
values.
e Unknown
e Compatibility
¢ Nist_800_131A_Strict
¢ Nist_800_131A_Custom
possibleValues Array of List of possible values
strings
onboardPciDevices Array Information about on-board PCI devices
class String
firmware Array of Firmware
objects
build String Firmware build
classifications Array of Firmware type codes
integers
date String Firmware date
name String Firmware name
revision Firmware revision
role String Firmware role. This can be one of the following values.
* Primary
e Backup
e Temporary
¢ Permanent
softwarelD String Firmware ID
status String Firmware status. This can be one of the following values.
* Active
¢ Inactive
type String Firmware type, such as UEFI, MP, or DSA
version String Firmware version
fodUniquelD String FoD unique ID
isAddOnCard Boolean | Identifies whether the device is an add-on card. This can be one of the
following values.
¢ true. The device is an add-on card
¢ false. The device is not an add-on card
isAgentless Boolean | Identifies whether the device is agentless. This can be one of the
following values.
¢ true. The device is agentless.
¢ false. The device is not agentless.
name String Description
pciBusNumber String PCI bus number
pciDeviceNumber String PCI device number
pciFunctionNumber String PCI function number
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pciRevision String PCl revision
pciSubID String PCI subsystem ID
pciSubVendorlD String PCI sub-vendor ID
portinfo Object Information about the ports
physicalPorts Array of Information about the physical ports
objects
logicalPorts Array of List of associated logical ports
objects
addresses String Assigned addresses
logicalPortIndex Integer Number of logical ports
portType String Logical port type. This can be one of the following values.

e ATM

e BLUETOOTH

e ETHERNET

e FC

e FDDI

e FRAMERELAY

e IB

e INFRARED

e OTHER

e TOKENRING

¢ UNKNOWN

e WIRELESSLAN

portNumber Integer Number of the logical port
vhicMode Boolean | Identifies whether this is a vNIC port. This can be one of the following
values.

e true. This is a vNIC port.

e false. This is not a vNIC port.
peerBay Integer Peer I/0 Module bay
physicalPortindex Integer Number of physical ports
portNumber Integer Number of the physical port
portType String Physical port type. This can be one of the following values.

e ATM

e ETHERNET

e FC

e FDDI

e FRAMERELAY

e IB

e OTHER

e TOKENRING

e UNKNOWN

posID String Device ID
vpdID String VPD ID

oslnfo Object Information about the operating system that is installed on the server
description String Operating system name and version
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hostname String Hostnhame or IP address of the operating system
os_country String (Lenovo ThinkEdge servers only) Country
os_language String (Lenovo ThinkEdge servers only) Language
0s_name String (Lenovo ThinkEdge servers only) Name
os_version String (Lenovo ThinkEdge servers only) Version
storedCredential String URI of the stored-credential account that is used to access the
operating system (for example, storedCredentials/2653)
overallHealthState String Highest severity of all alerts. This can be one of the following values.
* Normal
¢ Non-Critical
e Warning
¢ Minor-Failure
e Major-Failure
* Non-Recoverable
e Critical
¢ Unknown
parent Object Information about the parent of the server or Flex System storage
device, if applicable
uri String Parent URI
uuid String Parent UUID
parentComplexID String (Scalable complex only) Parent complex ID
parentPartitionUUID String (Scalable complex only) Parent partition UUID
partitionID Integer Partition ID
partitionEnabled Boolean | (Scalable complex only) Indicates whether partition is enabled. This
can be one of the following values.
¢ true. Partition is enabled
¢ false. Partition is disabled
partNumber String Part number
pciCapabilities Array of List of PCI capabilities
strings
pciDevices Array of Information about PCI devices
objects
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Type

Description

class

String

Class (basic function) of the PCI device. This can be one of the
following values.

Bridge

Communication controller
Coprocessor

Display controller

Docking station

Encryption controller

Generic system peripheral
Input device controller
Intelligent controller

Mass storage controller
Memory controller

Multimedia controller
Network controller
Non-Essential Instrumentation
Processing accelerators
Processor

Satellite communications controller
Serial bus controller

Signal processing controller
Unassigned class

Unclassified device

Unknown device

Wireless controller

device

String

(ThinkServer severs only) PCI device name

firmware

Array of
objects

PCI device firmware

build

String

Firmware build

classifications

Array of
integers

Firmware type codes

date

String

Firmware date

name

String

Firmware name

revision

String

Firmware revision

role

String

Firmware role. This can be one of the following values.
e Primary

e Backup

e Temporary

¢ Permanent

softwarelD

String

Firmware ID

status

String

Firmware status. This can be one of the following values.
¢ Active

¢ Inactive

¢ Pending

type

String

Firmware type, such as UEFI, MP, or DSA

version

String

Firmware version

fodUniquelD

String

FoD unique ID

FRU

String

FRU part number
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fruSerialNumber String FRU serial number
isAddOnCard Boolean | Identifies whether the device is an add-on card. This can be one of the
following values.
* true. The device is an add-on card
¢ false. The device is not an add-on card
isAgentless Boolean | Identifies whether the device is agentless. This can be one of the
following values.
¢ true. The device is agentless.
¢ false. The device is not agentless.
isPLDMUpdateSupported Boolean | Identifies whether the Platform Level Data Model updates are
supported. This can be one of the following values.
¢ true. PLDM update is supported.
e false. PLDM update is not supported.
manufacturer String Manufacturer
name String Description
partNumber String Part number
pciBusNumber String PCI bus number
pciDeviceNumber String PCI device number
pciFunctionNumber String PCI function number
pciRevision String PCl revision
pciSegmentNumber String PCI segment number, if supported
pciSublD String PCI subsystem ID
pciSubVendorlD String PCI sub-vendor ID
portinfo Object Information about the ports
physicalPorts Array of Information about the physical ports
objects
logicalPorts Array of List of associated logical ports
objects
addresses String Assigned addresses
logicalPortIndex Integer Number of logical ports
portNumber Integer Number of the logical port
portType String Logical port type. This can be one of the following values.
e ATM
e BLUETOOTH
e ETHERNET
e FC
e FDDI
¢ FRAMERELAY
e IB
e INFRARED
e OTHER
e TOKENRING
¢ UNKNOWN
e WIRELESSLAN
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vnicMode Boolean | Identifies whether this is a vNIC port. This can be one of the following
values.
e true. Thisis a vNIC port.
¢ false. This is not a vNIC port.
peerBay Integer Peer Flex switch bay
physicalPortindex Integer Number of physical ports
portNumber Integer Number of the physical port
portType String Physical port type. This can be one of the following values.
e ATM
e ETHERNET
e FC
e FDDI
e FRAMERELAY
e IB
e OTHER
e TOKENRING
¢ UNKNOWN
speed Long Link speed, in Gbps (for example, 2.5)
status String Link status. This can be one of the following values.
°* up
e down
e unknown
posID String Device ID
productName String PCI device product name
slotName String Name of the PCI device slot
slotNumber String Number of the PCI device slot
slotSupportsHotPlug Boolean | Indicates whether the PCI device supports hot plug. This can be one
of the following values.
¢ true. Hot plug is supported.
e false. Hot plug is not supported.
subClass String (ThinkServer servers only)
subDevice String (ThinkServer servers only)
subVendor String (ThinkServer servers only)
type String (ThinkServer servers only)
uuid String UUID of the PCI device
vpdID String VPD ID
pciExpressCards Array of (Servers with PCI Express cards installed only) Information about the
objects PCl express card
fodUniquelD String Feature on demand (FoD) unique ID
isAddOnCard Boolean | Identifies whether the device is an add-on card. This can be one of the
following values.
¢ true. The device is an add-on card
¢ false. The device is not an add-on card
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isAgentless Boolean | Identifies whether the device is agentless. This can be one of the
following values.
¢ true. The device is agentless.
¢ false. The device is not agentless.
name String Description
pciBusNumber String PCI bus number
pciDeviceNumber String PCI device number
pciFunctionNumber String PCI function number
pciSublID String PCI subsystem ID
pciSubVendorlD String PCI sub-vendor ID
portinfo Object Information about the ports
physicalPorts Array of Information about the physical ports
objects
logicalPorts Array of List of associated logical ports
objects
addresses String Assigned addresses
logicalPortindex Integer Number of logical ports
portNumber Integer Number of the logical port
portType String Logical port type. This can be one of the following values.
e ATM
e BLUETOOTH
e ETHERNET
e FC
e FDDI
e FRAMERELAY
e IB
e INFRARED
e OTHER
e TOKENRING
¢ UNKNOWN
¢ WIRELESSLAN
vnicMode Boolean | Identifies whether this is a vNIC port. This can be one of the following
values.
e true. This is a vNIC port.
¢ false. This is not a vNIC port.
peerBay Integer Peer Flex switch bay
physicalPortindex Integer Number of physical ports
portNumber Integer Number of the physical port
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portType String Physical port type. This can be one of the following values.
e ATM
e ETHERNET
e FC
e FDDI
e FRAMERELAY
e IB
e OTHER
¢ TOKENRING
¢ UNKNOWN
posID String Device ID
vpdID String VPD ID
pciExpressCardSlots Integer (Servers with PCI Express cards installed only) PCI Express card slots
physicallD Integer (Scalable complex only) Position of server in the complex
ports Array of Port information
objects
ioModuleBay Integer Attached 10 module bay number
portNumber Integer Port number
posID String Position ID
powerAllocation Object Information about power allocation.
maximumAllocatedPower Long Maximum power allocated to the server
minimumAllocatedPower Long Minimum power allocated to the server
powerCappingPolicy Object (Rack Server only)
cappingACorDCMode String Capping AC or DC mode. This can be one of the following values.
e AC
e DC
¢ Unknown
cappingPolicy String Capping policy. This can be one of the following values.
e OFF
e STATIC
¢ UNKNOWN
currentPowerCap Long Current power cap
maxPowerCap Long Maximum power capping level
maximumPowerCappingHot- Long Maximum power capping hot plug level
PlugLevel
minPowerCap Long Minimum power capping level
minimumHardCapLevel Long Minimum hard capping level
minimumPowerCappingHot- Long Minimum power capping hot plug level
PlugLevel
powerCappingAllocUnit String Power capping allocation unit
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powerStatus Integer This can be one of the following values.
e 0. Unknown
o 5 Off
e 8.0n
e 17. Standby
powerSupplies Array of (Rack servers only) Information about power supplies
objects
cmmDisplayName String Assigned component name
dataHandle Long Time stamp of the last status update
description String Assigned component description
firmware Array of Information about firmware
objects
build String Firmware build
date String Firmware date
name String Firmware name
role String Firmware role. This can be one of the following values.
e Primary
e Backup
e Temporary
¢ Permanent
status String Firmware status. This can be one of the following values.
e Active
¢ Inactive
type String Firmware type, such as UEFI, MP, or DSA
version String Firmware version
FRU String FRU part number
fruSerialNumber String FRU serial number
hardwareRevision String Hardware revision
healthState String Health state of the server. This can be one of the following values.
e Normal
¢ Non-Critical
e Warning
e Minor-Failure
¢ Major-Failure
¢ Non-Recoverable
e Critical
e Unknown
inputVoltagelsAC Boolean | Identifies whether the input voltage is ac or dc. This can be one of the
following values. The value is valid only if inputVoltageMin and
inputVoltageMax are valid.
e true. ac
¢ false.dc
inputVoltageMax Integer Maximum input voltage. A value of -1 mean it has not been set yet.
inputVoltageMin Integer Minimum input voltage. A value of -1 means it has not been set yet.
leds Array of Information about power-supply LEDs.
objects
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Type

Description

color

String

LED color. This can be one of the following values.
¢ Red

e Amber

Yellow

Green

Blue

Unknown

location

String

LED location. This can be one of the following values.
Front panel

Lightpath Card

Planar

FRU

Rear Panel

Unknown

name

String

LED name

state

String

LED state. This can be one of the following values.
e Off

e On

¢ Blinking

¢ Unknown

machineType

String

Machine type

manufactureDate

String

Manufacture date

manufacturer

String

Manufacturer

manufacturerld

String

Manufacturer ID

model

String

Power-supply model

name

String

User-defined name, if available. Otherwise, this is one of the following
values.

e component name

e serial number

e UUID

partNumber

String

Part number

posID

String

Position ID

powerAllocation

Object

Information about the power allocation

totallnputPower

Long

Total input power

totalOutputPower

Long

Total output power

powerState

String

Current power state of the power supply. This can be one of the
following values.

o Off

On

ShuttingDown

Standby

Hibernate

Unknown

productld

String

Product ID

productName

String

Product name

serialNumber

String

Serial number
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slots Array Power-supply primary slot
type String Resource type. This value is always “PowerSupply.”
uri String URI
userDescription String User description
uuid String UuID
vpdID String VPD ID
primary Boolean | (Scalable complex only) Identifies whether the host platform is the

primary node when the host platform is configured as a scalable
complex. This can be one of the following values.

* true. This is the primary node.

e false. This is not the primary node.

processors Array of Information about processors
objects
cores Integer Number of cores
displayName String Display hame
family String Family
manufacturer String Manufacturer
maxSpeedMHZ Integer Maximum processor speed, in MHz
productVersion String Product version
slot Integer Slot
socket String Socket information. For servers, this is the socket number (for
example, “Socket 17). For scalable complexes, this is the node and
socket number (for example, “Node 1 Socket 1”).
speed Double Speed
(float)
tdpWatts Integer Thermal design power usage, in Watts
processorSlots Integer Number of processor slots
ProcessorintelSpeedSelect Object Information about the Intel processor speed setting
currentValue String Current setting from the baseboard management controller
possibleValues Array of List of possible values
strings
productiD String Product ID
productName String Product name
raidSettings Array Information about RAID devices
batteryData Array
description String RAID devices description
diskDrives Array of XCC-based servers only Information about disk drives
objects
bay Integer Bay or slot number
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blockSize Long Block size
capacity Integer (M.2 drives only) Storage capacity, in KB
description String Description
diskState String Disk-drive state
encryptionStatus Sting Indicates whether the disk drive is encrypted. This can be one of the
following values.
¢ unencrypted. The drive is not encrypted.
¢ locked. The drive is encrypted, and the host is power off.
¢ unlocked. The drive is encrypted, and the host is power on.
firmware Array of (M.2 and NVMS drives only) Information about firmware
objects
build String Firmware build.
classifications Array of Firmware type codes
integers
date String Firmware date.
name String Firmware name.
revision String Firmware revision
role String Firmware role. This can be one of the following values.
e Primary
e Backup
e Temporary
¢ Permanent
softwarelD String Firmware ID
status String Firmware status. This can be one of the following values.
¢ Active
¢ Inactive
type String Firmware type, such as UEFI, MP, or DSA
version String Firmware version.
FRU String FRU
healthState String Device health state
hotSpareType String Type of hot spare drive. This can be one of the following values.
e Global
* None
interfaceType String Interface type
largestAvailableSize Integer
m2Location String (M.2 drives only) Location of M.2 drive and bay
manufacturer String Manufacturer
mediaType String Media type
model String Model
name String Drive name
numberOfBlocks Long Number of blocks
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partNumber String Part number
remainingLife Integer Indicate the amount of life that remains for a solid-state drive (SSD).
This can be one of the following values.
® 0-100. The percent of remaining life
e -1. Unknown (default)
e -2 Information is not available
e -3. The drive is not an SSD
serialNumber String Serial number
temperature Integer Device temperature
uuid String uuIbD
firmware Array of Information about firmware
objects
build String Firmware build
classifications Array of Firmware type codes
integers
date String Firmware date
name String Firmware name
revision String Firmware revision
role String Firmware role. This can be one of the following values.
* Primary
e Backup
e Temporary
¢ Permanent
softwarelD Firmware ID
status String Firmware status. This can be one of the following values.
* Active
¢ Inactive
* Pending
type String Firmware type, such as UEFI, MP, or DSA
version String Firmware version
isAddOnCard Boolean | Identifies whether the RAID adapter is an add-on card. This can be
one of the following values.
¢ true. The RAID adapter is an add-on adapter.
e false. The RAID adapter is an on-board adapter.
name String RAID devices name
slotNumber String RAID adapter slot number
If the RAID adapter is an on-board adapter, this value is null.
storagePools Array of
objects
arrayUid String
arrayStatus String
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combinedRaidLevel String Combined RAID level. This can be one of the following values.
e 0. Striping
¢ 1. Mirroring
¢ 5. Distributed dual-parity
¢ 6. Striping with-parity
¢ 10. Disk mirroring and disk striping (1+0)
e 50. Distributed parity and disk striping (5+0)
e 60. Distributed dual-parity and disk striping (6+0)
e 00.
Note: RAID level 0, 1, or 5 are supported on all serves. RAID level 6,
10, 50, 60, and 00 are supported only on ThinkSystem servers with
XCC version 2.1 and later. (ThinkSystem SR950 requires XCC version
1.4 or later).
diskDrives Array of
objects
bay Integer
blockSize Integer
capacity Long
description String
diskState String
firmware Array of Information about disk-drive firmware
objects
build String Firmware build
classifications Array of Firmware type codes
integers
date String Firmware date
name String Firmware name
revision String Firmware revision
role String Firmware role. This can be one of the following values.
e Primary
e Backup
e Temporary
¢ Permanent
softwarelD String Firmware ID
status String Firmware status. This can be one of the following values.
¢ Active
¢ Inactive
¢ Pending
type String Firmware type, such as UEFI, MP, or DSA
version String Firmware version
FRU String
healthState String
interfaceType String
largestAvailableSize Integer
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m2Location String
manufacturer String
mediaType String
model String
name String
numberOfBlocks Long
remainingLife Integer Indicate the amount of life that remains for a solid-state drive (SSD).
This can be one of the following values.
® 0-100. The percent of remaining life
e -1. Unknown (default)
e -2. Information is not available
e -3. The drive is not an SSD
partNumber String
serialNumber String
uuid String
description String
name String
raidLevel Integer
remainingSpace Integer
storageVolumes Array of
objects
accessPermission String
blockSize Integer
bootable Boolean
description String
drivelndex Integer
health String
isSDRAID String
LUN Integer
name String
numberOfBlocks Long
primaryPartition Integer
removable Boolean
stripeSize Integer
targetType String
volumelD String
volumeStatus String
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volumeType String
volumeOwner String
volumeUID String
totalManagedSpace Long
uuid String RAID devices UUID
secureBootMode Object Information about the secure boot mode
currentValue String Current secure boot mode from the baseboard management controller
possibleValues Array of List of possible boot mode values
strings
securityDescriptor Object Information about the authentication enablement and support the
associated stored credentials for a managed device
managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can
be one of the following values.
¢ true. The device uses managed authentication.
¢ false. The device uses local authentication.
managedAuthSupported Boolean | Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This can be one of the following
values.
¢ true. This device supports the ability to choose managed
authentication.
¢ false. This device does not support the ability to choose managed
authentication.
publicAccess Boolean | Indicates whether the device can be accessed by all role groups. This
can be one of the following values.
¢ true. The resource is can be access by all role group.
e false. The resource is restricted to specific role groups.
roleGroups Array of List of role groups that are permitted to view and manage this device
strings
storedCredentials Array of Information about the stored credential that is associated with this
objects device, if applicable
description String Description of the stored credential
id String ID of the stored credential
userName String Name of the stored credential
uri String URI of the device
securityMode String (servers with XCC2 only) Security Mode. This can be one of the
following values.
e NIST SP 800-131A
e Compatibility Security
e Standard Security
¢ Enterprise Strict Security
selLog Boolean | Indicates whether the SEL log is supported and present on this server.
This can be one of the following values.
e true. SEL log is supported.
e false. SEL log is not supported.
serialNumber String Server serial number
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slots Array of List of occupied slots
integers

ssdWearThreshold Integer (ThinkSystem and ThinkAgile only) SSD remaining-life alert threshold
When this threshold is exceeded, an alert is generated. The default
value is 8% of remaining life.

ssoEnabled Boolean | Indicates whether single sign-on is enabled. This can be one of the
following values.

¢ true. Single sign-on is enabled.

e false. Single sign-on is disabled.

status Object Management status
message String This can be one of the following values.
e managed
e unmanaged
name String This can be one of the following values.
e MANAGED
¢ UNMANAGED
subSlots Array of List of occupied sub-slots
integers
subType String Sub-type
systemGuardSetting Object (servers with XCC2 only) Information about System Guard settings on
the device.
lockDownPolicy String Indicates the behavior when System Guard is enabled. This can be
one of the following values.

e GenerateEventOnly. When any inventory change is detected, an
event is raised, but no other action is taken. This is default behavior
on devices.

¢ PreventOSBooting. When a processor or memory inventory
change is detected, an event is raised. If you attempt to boot into
the OS, you are warned if System Guard detects configuration
changes. In this case, you are prompted to log into the baseboard
management controller if the changes are unexpected; otherwise,
you can continue the boot or shutdown process.

osBootPreventing Boolean | Indicates whether to prevent booting the OS when deviations are
detected between the snapshot and the current inventory (when the
status is noncompliant). This can be one of the following values.

e true. Rebooting the OS is prevented when deviations are detected.

e false. Rebooting the OS is allowed when deviations are detected.

status String Compliance status. This can be one of the following values.

e Compliant. The snapshot matches the current inventory for the
device.

¢ Noncompliant. The snapshot does not match the current inventory
for the device.

systemGuardEnabled Boolean | Indicates whether System Guard is enabled. This can be one of the
following values.

¢ true. System Guard is enabled.

e false. System Guard is disabled.

thinkServerFru Array of (ThinkServer servers only) Information about ThinkServer FRUs
objects
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description String FRU description
deviceName String FRU device name
manufatucturer String FRU manufacturer
manufatucturerDate String FRU manfacuture date
serial String FRU serial number
partNumber String FRU part number
tlsVersion Object Information about the SSL or TLS protocol and version
currentValue String SSL or TLS protocol and version to be used. This can be one of the
following values.
e unsupported
e TLS_12.TLSVv1.2
e TLS 13.TLSv1.3
possibleValues Array of List of possible values
strings
type String Resource type. This can be one of the following values.
e Edge Server. ThinkSystem SE server
¢ ITE. Flex System server
¢ Lenovo ThinkServer. ThinkServer server
¢ NeXtScale. NeXtScale server
e Rack-Tower Server. ThinkSystem SD, ThinkSystem SR, or
ThinkSystem ST, System x, Converged, or NeXtScale server
e SCU. storage device.
udcVersion String (ThinkEdge servers only) Version of the management agent that is
installed on the server
uri String URI
userDefinedName String User-defined name for the device
userDescription String User description
uuid String uuiD
vnicMode String VNIC mode. This can be one of the following values.
¢ enabled
¢ disabled
vpdID String VPD ID

The following example of rack server information in JSON format is returned if the request is successful.

{
{

"accessState": "Online",
"accountLockoutPeriod": 0,

"activationKeys": [{

"description": "Lenovo XClarity Controller Enterprise Upgrade",

"keyUseLimit": 0,

"keyExpirationDate": "NO CONSTRAINTS",

"keyldentiferList": [{

"keyldentifierType": "MT",
"keyldentifier": "7D43J30314EN"

ik

"keyFeatureType": 53,
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"keyStatus": "VALID",
"keyUseCount": 0,

"uuid": "",

"description": "Lenovo XClarity Controller Advanced Upgrade",
"keyUseLimit": 0,
"keyExpirationDate": "NO CONSTRAINTS",
"keyldentiferList": [{
"keyldentifierType": "MT",
"keyldentifier": "7D43J30314EN"
1,
"keyFeatureType": 52,
"keyStatus": "VALID",
"keyUseCount": 0,
"uuid": "",
1,
"addinCards": [{
“class": "Mass storage controller",
“firmware": [{
"build": "0",
"classifications": [10],
"date": "2020-09-04T00:00:00Z",
"name": "MV88SE9230",
"revision": "0",
"role": "",
"softwarelD": "1D490304",
"status": "Active",
"type": "Firmware",
"version": "2.3.20.1211"

"build": "0",
"classifications": [32773],
"date": "2020-10-30T00:00:00Z",
"name": "Marvell UEFI AHCI Driver & BIOS",
"revision": "0",
"role": "",
"softwarelD": "1D490304",
"status": "Active",
"type": "Boot ROM",
"version": "0.0.20.1014"
1,
“fodUniquelD": "",
"FRU": "01PE604",
"fruSerialNumber": "R2SH12R002V",
"isAddOnCard": true,
"isAgentless": false,
"isPLDMUpdateSupported": true
"manufacturer": "Lenovo",
"name": "ThinkSystem M.2 SATA 2-Bay RAID Enablement Kit",
"partNumber": "SR17A32467",
"pciBusNumber": "226",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision": "11",
"pciSublD": "304",
"pciSubVendorID": "1d49",
"portinfo”: {},
"posID": "9230",
"productName": "ThinkSystem M.2 SATA 2-Bay RAID Enablement Kit",

290 Lenovo XClarity Administrator REST API Guide



"slotNumber": "15",
"slotSupportsHotPlug": "false",
"slotName": "PCle 15",
"vpdID": "1b4b",
Yo
"class": "Network controller",
“firmware": [{
"pbuild": "0",
"classifications": [13],
"date": "2021-05-19T00:00:00Z",
"name": "Software Bundle",
"revision": "0",
"role": ""
"softwarelD": "17AA4140",
"status": "Active",
"version": "218.0.197.6",
"type": "Software Bundle"
1,
"fodUniquelD": "",
"FRU": "01PE765",
"fruSerialNumber": "LONVOAGOO05R",
"isAgentless": false,
"isAddOnCard": true,
"isPLDMUpdateSupported": true
"manufacturer": "Broadcom Limited",
"name": "Broadcom 57414 10/25GbE SFP28 2-port OCP Ethernet Adapter”,
"pciBusNumber": "33",
"partNumber": "SN37A28311",
"pciDeviceNumber": "0",
"pciFunctionNumber": "1",
"pciRevision": "1",
"pciSublD": "4140",
"pciSubVendorID": "17aa",
"portinfo": {
"physicalPorts": [{
"logicalPorts": [{
"addresses": "bc:97:e1:af:65:5f",
"logicalPortIndex": 1,
"portNumber": 1,
"portType": "ETHERNET",
"vnicMode": false
1,
"peerBay": 0,
"physicalPortindex": 2,
"portNumber": 2,
"portType": "ETHERNET",
"speed": -1.0,
"status": "Down"

1l
}

"posID": "16d7",

"productName": "Broadcom 57414 10/25GbE SFP28 2-port OCP Ethernet Adapter",
"slotName": "PCle 9",

"slotNumber": "9",

"slotSupportsHotPlug": "false",

"vpdID": "14e4",
Hs
"addinCardSlots": 0,
"arch": "x86",

"assetTag": "Server_1",
"backedBy": "real",
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"bladeState": 0,
"bmuParamObject": null,
"bootMode": {

"currentValue": "UEFI Mode",

"possibleValues": ["UEFI Mode","Legacy Mode"]
|3
"bootOrder": {

"uri": "nodes/F1F05094A10F11EB940D0A94EFF26C99/bootOrder",

"bootOrderList": [{

"bootType": "USBBootOrder",
"currentBootOrderDevices": [],
"possibleBootOrderDevices": []

b
"bootType": "HardDiskBootOrder",
"currentBootOrderDevices": ["UEFI:  SLOT15 (E2/0/0) ThinkSystem M.2 VD PORT 0],
"possibleBootOrderDevices": ["UEFI:  SLOT15 (E2/0/0) ThinkSystem M.2 VD PORT 0"]
1

}

"cimEnabled": false,
"cmmDisplayName": "Management Controller UUID-F1F05094A10F11EB940D0A94EFF26C99",
"cmmHealthState": "Critical",
"contact": ""
"complexID": -1,
"dataHandle": 1649161203268,
"description": "This resource is used to represent a chassis or other physical enclosure for a
Redfish implementation.",
"deviceDrivers": [{
"displayName": "Intel(R) Ethernet Server Adapter 1350-T2 #2",
"driverClass": "Net",
"driverClassld": "4D36E97D-E325-11CE-BFC1-08002BE10318",
"driverFiles": [{
"path": "C:\WINOWS\system32\drivers\e1r68x64.sys",
"version": "12.18.11.1"
1,
"installDate": "2022-03-30T19:30:16-07:00",
"instID": "PCN\VEN_8086&DEV_1521&SUBSYS_00A280086&REV_01B9691FFF9E766201",
"locallnfName": "oem?27.inf",
"name": "Intel(R) Ethernet Server Adapter 1350-T2 #2",
"releaseDate": "2020-06-14T17:00:00-07:00",
"version": "12.18.11.1"

1

"diskDriveSensorinfo": ["Drive 0","Drive 1","Drive 2", ... "Drive Mismatch","Drive Key Fault"],
"domainName": ""
"driveBays": 0,
"drives": [],
"embeddedHypervisorPresence": false,
"encapsulation": {
"encapsulationMode": "normal”

}

"errorFields": [

{ "ChassisMounted": "FATAL_EXCEPTION" },

{ "ServerSlots": "FATAL_EXCEPTION" },

{ "FlashDimm": "FATAL_EXCEPTION" },

{ "RackPowerSupplies": "FATAL_EXCEPTION" },

{ "ServerMemoryAndCpuSlots": "FATAL_EXCEPTION" }
I
"excludedHealthState": "Critical",
"expansionCards": [],
"expansionCardSlots": 0,
"expansionProducts": [],
"expansionProductType": "",
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"faceplatelDs": [{
"deviceld": 86,
"entityld": 15,
"fruNumber":"02YEQ099",
"name": "Rear HDD BP 1",
"partNumber ": "SC57A33653",
"posID": 151,
"productld": 0,
"serialNumber ": "R1SH11P0037",
"vpdID": 112
b o
"deviceld": 83,
"entityld": 15,
"fruNumber":"01CV969",
"name": "HDD BP 1",
"partNumber ": "SB27A00790",
"posID": 144,
"productld": 0,
"serialNumber ": "V1SZ73E004X",
"vpdID": 112
Hs
"fans": [{
"name": "Fan 4 Front Tach",
"healthState": "Normal",
"status": "OK",
"description": "Fan Fan 4 Front Tach",
"speed": 8560,
"slots": 4,
"slot": "4"

"name": "Fan 2 Rear Tach",
"healthState": "Normal",
"status": "OK",
"description": "Fan Fan 2 Rear Tach",
"speed": 7696,
"slots": 8,
"slot": "8"
Hs
"FeaturesOnDemand": {

"tierLevel": 3,

"features": ["RDOC","REMOTE MEDIA","REMOTE
|3
“firmware": [{
"build": "D8BT16J",
"classifications": [],
"date": "2021-03-05T00:00:00Z",
"name": "Firmware:BMC",
"revision": "3.01",
"role": "Backup",
"status": "Inactive",
"type": "BMC-Primary",
"version": "3.01"

o {

"build": "D8E122K",
"classifications": [],

"date": "2021-08-12T00:00:00Z",
"name": "Firmware:UEFI",
"revision": "2.20",

“role": "Primary",

"status": "Active",

"type": "UEFI",

CONTROL 6 USERS"]
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"version": "2.20"
1,
"flashStorage": [,
"FQDN": "XCC-7D43-J30314EN",
"FRU": "03GX034",
"fruSerialNumber": "03GX034",
"hasOS": false,
"height": 2,
"hostMacAddresses": "BC:97:E1:DD:5B:80,BC:97:E1:DD:5B:81,BC:97:E1:DD:5B:82,BC:97:E1:DD:5B:83,
BC:97:E1:AF:65:5E,BC:97:E1:AF:65:5F",
"hostname": "XCC-7D43-J30314EN",
"iplnterfaces": [{
"name": "Manager Ethernet Interface",
"label": "unknown",
"IPv4enabled": true,
"IPv4DHCPmode": "DHCP_ONLY",
"IPv6enabled": true,
"IPv6DHCPenabled": false,
"IPv4assignments”: [{
"id": 0,
"subnet": "255.255.252.0",
"gateway": "10.240.196.1",
"address": "10.240.197.65",

"type": "INUSE"
1,
"IPvBassignments": [{
"id": 0,
"scope": "LinkLocal",
"gateway": "0:0:0:0:0:0:0:0",
"source": "Other",
"address": "fe80:0:0:0:a94:efff:fef2:6c98",
"prefix": 64,
"type": "INUSE"
b o
"id": 0,
"scope": "LinkLocal",
"gateway": "0:0:0:0:0:0:0:0",
"source": "Other",
"address": "fe80:0:0:0:a94:efff:fef2:6c97",
"prefix": 64,
"type": "INUSE"
1,

"IPv6statelessEnabled": true,
"|Pv6staticEnabled": false

"name": "Manager Ethernet Over USB Interface",
"label": "unknown",
"IPv4enabled": false,
"IPvdDHCPmode": "UNKNOWN",
"IPv6enabled": false,
"IPv6DHCPenabled": false,
"IPv4assignments": [],
"IPv6assignments”: [{
"id": 0,
"scope": "LinkLocal",
"gateway": "0:0:0:0:0:0:0:0",
"source": "Other",
"address": "fe80:0:0:0:a94:efff:fef2:6c98",
"prefix": 64,
"type": "INUSE"

294  |enovo XClarity Administrator REST API Guide



11,
"IPv6statelessEnabled": false,
"|Pv6staticEnabled": false
Hs
"ipv4Addresses": ["10.240.197.65","169.254.95.118"],
"ipv6Addresses": ["2002:97b:c2bb:830:a94:efff:fef2:6c97","fe80::a94:efff:fef2:6c97",
"fe80::a94.efff:fef2:6¢98"],
"isConnectionTrusted": "true",
"isITME": false,
"isRemotePresenceEnabled": true,
"isScalable": false,
"lanOverUsb": "enabled",
“lanOverUsbPortForwardingModes": [{
"state": "disabled",
“type": "OSDeploy",
"externallPAddress": ""

Hs

"lastOfflineTimestamp": -1,

"leds": [{
"color": "Amber",
"location": "Planar",
"name": "DIMM 21",
"state": "Off"

b {
"color": "Amber",
"location": "Planar",
"name": "DIMM 20",
"state": "Off"

Hs

"location": {
"location": "",
"lowestRackUnit": 0,
"rack": "",
"room"; ""

}

"logicallD": -1,

"m2Presence": true,
"macAddress": "08:94:EF:F2:6C:97,08:94:EF:F2:6C:98",
"machineType": "7D43",
"manufacturer": "Lenovo",
"manufacturerld": "Lenovo",
"memoryModules": [{
"capacity": 16,
"displayName": "DIMM 14",
"fruPartNumber": "",
"healthState": "NA",
"MPFA": {
"MPFA_HealthStatus": {
"Major": 0,
"Minor": 0
|3
"MPFA_SevereFaults": [{
"errorCnt": 2,
"faultType": 4,
"location": "0",
"timestamp": 1673058061
1
|3
"manufacturer": "SK Hynix",
"model": "DDR4",
"operatingMemoryMode": ["Volatile"],
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"partNumber": "HMA82GR7DJR8N-XN",
"present": false,
"serialNumber": "43A4A150",
"speed": 3200,
"speedMBs": 0,
"slot": 14,
"type": "DDR4"
), o
"capacity": 16,
"displayName": "DIMM 32",
“fruPartNumber": "",
"healthState": "NA",
"manufacturer": "SK Hynix",
"MPFA": {3,
"model": "DDR4",
"operatingMemoryMode": ["Volatile"],
"partNumber": "HMA82GR7DJR8N-XN",
"present": false,
"serialNumber": "43A4A1AB",
"slot": 32,
"speed": 3200,
"speedMBs": 0,
"type": "DDR4"
1,
"memorySlots": 0,
"mgmtProclPaddress": "10.240.197.65",
"mgmtProcType": "XCC",
"model": "CTO3WW",
"name": "XCC-7D43-J30314EN",
"nist": {
"currentValue": "Unknown",
"possibleValues": ["Nist_800_131A_Strict","unsupported","Compatibility"]
3
"onboardPciDevices": [{
“class": "Mass storage controller",
“firmware": [,
"fodUniquelD": "",
"isAddOnCard": false,
"isAgentless": false,
"isPLDMUpdateSupported": false,
"name": "Onboard SATA Controller",
"pciRevision": "51",
"pciBusNumber": "195",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciSubID": "7901",
"pciSubVendorID": "1022",

"portinfo”: {},
"posID": "7901",
"vpdID": "1022",

"firmware": [{
"name": "PCIFirmware",
Ildatell: IIII,

"type": ",

"build": "0",
"version": ""
"role": "",
"status": "",
"classifications": [],

"revision": "0",
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"softwarelD": ""
1,
“class": "Display controller",
"fodUniquelD": "",
"isAddOnCard": false,
"isAgentless": false,

"isPLDMUpdateSupported": false,

"name": "",
"pciBusNumber": "98",
"pciDeviceNumber": "0",
"pciFunctionNumber": "0",
"pciRevision": "42",
"pciSubID": "101",
"pciSubVendorID": "19a2",
"portinfo": {},

"posID": "522",

"vpdID": "102b",

}]!
"osInfo": {
"hostname": "",
"description": "",
"storedCredential": ""
}!
"overallHealthState": "Critical",
"parent": {
"uuid": ""

}

’
[

uri": "cabinet/"

partitionID": -1,

"partNumber": "SB27A74980",
"pciCapabilities": [

],

"RaidLink",

"OOB_PCle",

"RaidLinkConfig",

"RaidLinkAlert",
"O0B_PCle_Config",
"O0B_Option_Firmware_Update",
"PreStandardPLDM",
"StandardPLDM",

"Storlib",

M2

"pciDevices": [{

"class": "Network controller",
"firmware": [{
Ilbuildll: IIOII,
"classifications": [13],

"date": "2021-05-19T00:00:00Z",

"name": "Software Bundle",
"revision": "0",
"role": "",
"softwarelD": "17AA4101",
"status": "Active",
"type": "Software Bundle",
"version": "218.0.197.6"

1,

"fodUniquelD": "",

"FRU": "02YH377",

"fruSerialNumber": "R3CQO8NOOAR",

"isAgentless": false,
"isAddOnCard": true,
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"isPLDMUpdateSupported": true,
"manufacturer": "Broadcom Limited",
"name": "Broadcom 57454 10/25GbE SFP28 4-port PCle Ethernet Adapter",
"partNumber": "SN37A28511",
"pciBusNumber": "1",
"pciDeviceNumber": "0",
"pciFunctionNumber": "1",
"pciRevision": "0",
"pciSegmentNumber": "34",
"pciSublD": "4101",
"pciSubVendorID": "17aa",
"portinfo": {
"physicalPorts": [{
"logicalPorts": [{
"addresses": "bc:97:e1:dd:5b:81",
"logicalPortindex": 1,
"portNumber": 1,
"portType": "ETHERNET",
"vnicMode": false
B
"peerBay": 0,
"physicalPortindex": 2,
"portNumber": 2,
"portType": "ETHERNET",

"speed": 10.0,
"status": "Up"
1
3
"posID": "1614",

"productName": "Broadcom 57454 10/25GbE SFP28 4-port PCle Ethernet Adapter"
"slotName": "PCle 2",

"slotNumber": "2",

"slotSupportsHotPlug": "false",

"vpdID": "14e4"

1,

"ports": [{
"ioModuleBay": 0,
"portNumber": 2

) o
"ioModuleBay": 0,
"portNumber": 4

1,

"physicallD": 0,

"posID": "",

"primary": false,

"powerAllocation": {
"maximumAllocatedPower": 1100,
"minimumAllocatedPower": 0

}

powerCappingPolicy": {
"cappingACorDCMode": "UNKNOWN",
"minimumHardCapLevel": -1,
"cappingPolicy": "UNKNOWN",
"maxPowerCap": -1,
"minimumPowerCappingHotPlugLevel": -1,
"powerCappingAllocUnit": "watts*10/-3",
"maximumPowerCappingHotPlugLevel": -1,
"currentPowerCap": 0,
"minPowerCap": -1

2

"powerStatus": 8,
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"powerSupplies": [{
"cmmDisplayName": "PSU2",
"cmmHealthState": "Unknown",
"dataHandle": 0,

"description": "PSU2",
"excludedHealthState": "Normal",
“firmware": [{

"build": null,

"classifications": [10],

"date": "",

"name": "PSU2",

"role": "OK",

"softwarelD": "PSUACBE6e00",

"status": "OK",

"type": "Firmware",

"version": "4.51"
11,
"FRU": "",
"fruSerialNumber": "",
"hardwareRevision": "",
"healthState": "CRITICAL",
"inputVoltagelsAC": true,
"inputVoltageMax": -1,
“inputVoltageMin": -1,
"leds": [],
"machineType": "",
"manufacturer": "ACBE",
"manufactureDate": "",
"manufacturerld": ""
"model": "",
"name": "PSU2",
"overallHealthState": "Normal",

’

"parent": {
"uri": "chassis/",
i "

1
"partNumber": "SP57A84590",
"pOSID": IIII’
"powerAllocation": {
"totallnputPower": 0O,
"totalOutputPower": 0

2

"powerState": "Unknown",
"productld": "",

"productName": "*,
"serialNumber": "A1DB13J112M",
"slots": [2],

"type": "PowerSupply",
"uri": "powerSupply/",
"userDescription": "",
"uuid": "",
"vpdID": ""

1,

"processorSlots": 0,

"processorintelSpeedSelect": {
"possibleValues": [],
"currentValue": ""

}

"processors": [{
"cores": 16,
"displayName": "AMD EPYC 7313 16-Core

Processor",
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"family": "AMD_ZEN_PROCESSOR_FAMILY",
"healthState": "NA",

"manufacturer": "Advanced Micro Devices, Inc.",
"maxSpeedMHZ": 3725,

"present": false,

"productVersion": "AMD EPYC 7313 16-Core Processor",
"slot": 1,

"socket": "",

"speed": 3.0,

"tdpWatts": 155

"cores": 16,
"displayName": "AMD EPYC 7313 16-Core Processor",
“family": "AMD_ZEN_PROCESSOR_FAMILY",
"healthState": "NA",
"manufacturer": "Advanced Micro Devices, Inc.",
"maxSpeedMHZ": 3725,
"present": false,
"productVersion": "AMD EPYC 7313 16-Core Processor",
"slot": 2,
"socket": "",
"speed": 3.0,
"tdpWatts": 155
1,
"productld": "664A00",
"productName": "ThinkAgile VX7575 IS",
"raidSettings": [{
"batteryData": [],
"description": "ThinkSystem 440-16i SAS/SATA PCle Gen4 12Gb Internal HBA",
"diskDrives": [{
"bay": 1,
"blockSize": 512,
"capacity": 1000204885504,
"description": "1.00TB 7.2K 6Gbps SATA 2.5 HDD",
"diskState": "JBOD",
"encryptionStatus": null,
“firmware": [{

Ilbuildll: IIOII,
"classifications": [10],
"date": "",

"name": "ST1000NX0423",
"revision": "0",

Ilrolell: nn

"softwarelD": "ST1000NX0423",
"status": "Active",

"type": "Firmware",

"version": "LE48"

"FRU": "00YK025",
"healthState": "OK",
"hotSpareType": "None",
"interfaceType": "SATA",
"largestAvailableSize": 512,
"m2Location": "",
"manufacturer": "Seagate",
"mediaType": "HDD",
"model": "ST1000NX0423",
"name": "Disk.1",
"numberOfBlocks": 1953525167,
"partNumber": "D7A01874",
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1,

"remainingLife": -1,

"serialNumber": "W470R1YW",

"temperature": 23,

"uuid": "",

o {

"bay": 36,

"blockSize": 512,

"capacity": 1000204885504,

"description": "1.00TB 7.2K 12Gbps SAS 2.5 HDD",

"diskState": "JBOD",

"encryptionStatus": null,

"firmware": [{
"build": "0",
“classifications": [10],
"date": "",
"name": "ST1000NX0453",
"revision": "0",
"role": "",
"softwarelD": "ST1000NX0453",
"status": "Active",
"type": "Firmware",
"version": "LD4D"

1,

"FRU": "00YK023",

"healthState": "OK",

"hotSpareType": "None",

"interfaceType": "SAS",

"largestAvailableSize": 512,

"m2Location": "",

"manufacturer": "Seagate",

"mediaType": "HDD",

"model": "ST1000NX0453",

"name": "Disk.36",

"numberOfBlocks": 1953525167,

"remainingLife": -1,

"partNumber": "D7A01872",

"serialNumber": "W47396CM",

"temperature": 26,

"uuid": ""

1,

"isAddOnCard": true,

"firmware": [{
"build": "0",
"classifications": ],
"date": "",
"name": "",
"revision": "0",
"role": ""
"softwarelD": ""
"status": "",
"type": "',
"version": "18.125.04.00"

’

1,

"model": "SAS3816",

"name": "ThinkSystem 440-16i SAS/SATA PCle Gen4 12Gb
"pciFirmware": [],

"slotNumber": "10",

"storagePools": [],

"storageVolumes": [],

"uuid": "A2CE6D96864511EA89A9002590EFFF89"

Internal HBA",
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"releaseName": "amd_rome/milan_21c",
"slots": [],
"secureBootMode": {
"possibleValues": ["Enabled","Disabled"],
"currentValue": "Disabled"
5
"securityDescriptor": {
"managedAuthSupported": true,
"publicAccess": false,
"uri": "nodes/f1f05094a10f11eb940d0a94eff26c99",
"roleGroups": ["Ixc-supervisor"],
"managedAuthEnabled": true,
"storedCredentials": {
"description”: "Credentials for null",
"id": "2102",
"userName": "USERID"
1

identityManagementSystemEnabled": false
|3
"securityMode": "NIST SP 800-131A",
"selLog": true,
"serialNumber": "J30314EN",
"ssoEnabled": true,
"ssdWearThreshold": 10,
"status": {

"message": "managed",

"name": "MANAGED"
3
"subSlots": [],
"subType": "",
"systemGuardEnabled": {

"lockDownPolicy": "PreventOSBooting",

"osBootPreventing" : true,

"status" : "Noncompliant",

"systemGuardEnabled": true
}  "tlsVersion": {

"currentValue": "TLS_12",

"possibleValues": ["unsupported”,"TLS_12","TLS_11","TLS_10"]
}

type": "Rack-Tower Server",
"userDescription": "",
"uri": "nodes/F1F05094A10F11EB940D0A94EFF26C99",
"userDefinedName": "",
"uuid": "F1F05094A10F11EB940D0A94EFF26C99",
"vnicMode": "disabled",
"vpdID": "",

}

PUT /nodes/{uuid}

Use this method to modify node properties or perform management actions on a specific the server or Flex
System storage node.

The request body differs depending on the action that you want to perform. You can use this PUT method to
perform the following management actions.

e Table 19 “Modify node properties” on page 304

Table 20 “Modifying the power state” on page 306

Table 21 “Configure device authentication” on page 306

Table 22 “Refresh the inventory” on page 308

Table 23 “Configure the boot order” on page 308

302 Lenovo XClarity Administrator REST API Guide



Table 24 “Configure the TLS protocol and NIST compliance” on page 309
Table 25 “Configure the encapsulation mode” on page 309

Table 26 “Configure LED states” on page 310

Table 27 “Clear the SEL log” on page 310

Table 28 “Modify the asset tag” on page 311

Table 29 “Enable or disable System Guard” on page 311

This method starts a job that runs in the background to perform the operation. The response header includes
a URI in the form /tasks/{task_id} (for example, /tasks/12) that represents the job that is created to perform
this request. You can use GET /tasks/{job_list} to monitor the status and progress of the job. If a job was not
successfully started, refer to the response code and response body for details.

Authentication

Authentication with user name and password is required.

Request URL
PUT https://{management_server_IP}Inodes/{uuid}

where {uuid} is the UUID of the node to be retrieved. To obtain the node UUID, use the GET /nodes method.

Query parameters

Re-
quired /
Parameters Optional | Description
synchronous={Boolean} Optional | When modifying attributes, indicates when the job ID is returned

¢ true. (default) Returns the job ID and job status after the job is
complete.

e false. Returns the job ID immediately. You can use GET /tasks/
{job_list} to monitor the status and progress of the job.

If the powerState=bootToF1 request attribute is specified, indicates

when the job ID is returned.

¢ true. (default) Returns the job ID and job status after the job is
complete.

¢ false. Returns the job ID immediately.

Note: This query parameter applies only when a node-properties

attribute or powerState=bootToF1 attribute is specified in the

request body.

The following example sets synchronous to true.
PUT https://192.0.2.0/nodes/6ED2CB368C594C66C2BB066D5A306138?synchronous=true

Request body
You can specify attributes from one of the following tables in each request.

Note: If you specify one or more request attributes in Table 19 “Modify node properties” on page 304 (to
modify properties), Table 20 “Modifying the power state” on page 306 (to modify the power state), or Table
22 “Refresh the inventory” on page 308 (to refresh the inventory), this method starts a job that runs in the
background to perform the operation. The response header includes a URI in the form /tasks/{task_id} (for
example, /tasks/12) that represents the job that is created to perform this request. You can use GET /tasks/
{job_list} to monitor the status and progress of the job. If a job was not successfully started, refer to the
response code and response body for details.
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Attention: A successful response indicates that the request was successfully transmitted and accepted by
the management server. It does not indicate that the operation that is associated with the job was

successful.

Table 19. Modify node properties

Re-
quired /
Attributes Optional | Type Description
cmmDisplayName Optional | String Chassis name
contact Optional | String The chassis contact information
hostname Optional | String Hostname
ipInterfaces Optional | Array Information about the CMM IP addresses
name Required | String IP Interface name
IPv4enabled Optional | Boolean Identifies whether IPv4 is enabled. This can be one of the
following values.
* true. IPv4 is enabled
¢ false. IPv4 is disabled
IPv6enabled Optional | Boolean Identifies whether IPv6 is enabled. This can be one of the
following values.
* true. IPv6 is enabled
¢ false. IPv6 is disabled
IPv4ADHCPmode Optional | String IPv4 address assignment method. This can be one of the
following values.
e STATIC_ONLY
e DHCP_ONLY
e DHCP_THEN_STATIC
¢ UNKNOWN
IPv6DHCPenabled Optional | Boolean | Identifies whether IPv6 DHCP is enabled. This can be one
of the following values.
¢ true. IPv6 DHCP is enabled
¢ false. |IPv6 DHCP is disabled
IPv6statelessEnabled Optional | Boolean Identifies whether IPv6 stateless is enabled. This can be
one of the following values.
¢ true. |IPv6 stateless is enabled
¢ false. |IPv6 stateless is disabled
IP