Lenovo XClarity Administrator
REST API Guide

Version 4.3




Note

Before using this information and the product it supports, read the general and legal notices in the XClarity
Administrator online documentation.

Fourth Edition (April 2025)

© Copyright Lenovo 2015, 2025.
LIMITED AND RESTRICTED RIGHTS NOTICE: If data or software is delivered pursuant a General Services
Administration “GSA” contract, use, reproduction, or disclosure is subject to restrictions set forth in Contract No.

GS-35F-05925.


https://pubs.lenovo.com/lxca/notices.html
https://pubs.lenovo.com/lxca/notices.html

Contents

Contents . . . ... .........

What’s new in the REST APl forv4.3. . .x

Chapter 1. Lenovo XClarity

Administrator RESTAPIs . . . . ..

REST API authorization and authentication .
REST API response codes
Status messages .

Chapter 2. Virtual-appliance

management. . . . . ... .. ...

/aicc .

GET /aicc

PUT /aicc
/aicc/network/host .

GET /aicc/network/host .

PUT /aicc/network/host .
/aicc/network/hostname .

GET /aicc/network/hostname
/aicc/network/interfaces/{id} .

GET /aicc/network/interfaces/{id} .

PUT /aicc/network/interfaces/{id} .
/aicc/network/ipdisable .

GET /aicc/network/ipdisable .

PUT /aicc/network/ipdisable .
/aicc/network/routes . .

GET /aicc/network/routes .

PUT /aicc/network/routes .
/aicc/service/sftp/locks . .

GET /aicc/service/sftp/locks .

POST /aicc/service/sftp/locks
/aicc/service/sftp/locks/{id} .

GET /aicc/service/sftp/locks/{id}

DELETE /aicc/service/sftp/locks/{id} .
/aicc/subscriptions

GET /aicc/subscriptions.

POST /aicc/subscriptions .
/aicc/subscriptions/{id} .

DELETE /aicc/subscriptions/{id}

GET /aicc/subscriptions/{id} .
/FQDNConfigRequest . .

POST /FQDNConflgRequest

Chapter 3. Management-server

update . . . . . ... .. ... ...

/authCodes

© Copyright Lenovo 2015, 2025

11
16
16
18
19
19
20
20
22
24
25
26
27
27
28
30
30
32
34
34
35
37
37
38
41
41
42
43
43

GET /authCodes.

POST /authCodes .

PUT /authCodes.

PATCH /authCodes
/authCodes/{code}

PUT /authCodes/{code} .

PATCH /authCodes/{code}

/fiIes/managementServer/updates?action:
import&jobid={fjob_id} .

POST /f|Ies/managementServer/updates’7
action=import&jobid={job_id}

/files/stgupdates/repository/import/SELF.

POST /f|Ies/stgupdates/rep03|tory/|mport/
SELF . . .

/f|Ies/stgupdates/rep03|tory/|mport/valldate/
SELF . .

POST /f|Ies/stgupdates/reposﬂoryhmport/
validate/SELF .

/f|Ies/stgupdates/rep03|tory/|mport/SELFOJobld—
{iob_id} . . .

POST /f|Ies/stgupdates/rep03|tory/|mport/
SELF?jobid={job_id} .

/licenseCompliance .

GET /licenseCompliance
/licenseCountries .

GET /licenseCountries
/registration . .

GET /registration

POST /registration .

PUT /registration
/registration/countries .

GET /registration/countries
/registration/details .

GET /registration/details
/managementServer/updates

GET /managementServer/updates.

PUT /managementServer/updates.

POST /managementServer/updates .
/managementServer/updates/{fix_id_list} .

GET /managementServer/updates/{ﬂx id_
list} . -

DELETE /managementServer/updates/{f/x /d
list} .

/notlflcatlonsLlcense . .

GET /notificationsLicense .
/notificationsLicense/warning_period

GET /notificationsLicense/warning_period
/quantityLicense

47
50
55
62
65
65
70

72

73
75

75

77

77

79

80
82
82
83
84
85
85
86
87
88
88
89
89
90
90
94
96
98

98

. 103
. 105
. 105
. 107
. 107
. 109



GET /quantityLicense.

POST /quantityLicense .
/quantityLicense/{id} .

GET /quantityLicense/{id_list} .

DELETE /quantityLicense/{id_list} .

Chapter 4. Discovery and

management. . . . . ... ... ..

/csvRequest . ..

POST /csvRequest.
/csvRequest/jobs/{job_id} .

GET /csvRequest/jobs/{job_id} .
/discovery . -

GET /discovery .
/discoveryConfigSettings . .

GET /discoveryConfigSettings .

PUT /discoveryConfigSettings .
/discoverRequest . .

POST /discoverRequest.
/discoverRequest/jobs/{job_id} .

GET /discoverRequest/jobs/{job /d}
/manageRequest . ..

POST /manageRequest .
/manageRequest/jobs/{bulk_job_id} .

GET /manageRequest/jobs/{bulk_job_id} .

/unmanageOffline . .
GET /unmanageOffline .
PUT /unmanageOffline .

/unmanageRequest . ..
POST /unmanageRequest .

/unmanageRequest/jobs/{job_id} .
GET /unmanageRequest/jobs/{job_id} .

/ipDuplication
GET /|pDupI|cat|on

/ipSettings . ..

GET /ipSettings .
PUT /ipSettings .

Chapter 5. Inventory .........

/cabinet/view.

GET /cabinet/view .

PUT /cabinet/view .
/canisters .

GET /canisters
/canisters/{uuid}

GET /canisters/{uuid} .

PUT /canisters/{uuid} .
/chassis . .

GET /chassis .

POST /chassis

ii  Lenovo XClarity Administrator REST API Guide

. 109
111
. 112
. 112
. 113

. 115
. 115
. 119
. 119
. 126
. 126
. 135
. 135
. 136
. 137
. 138
. 139
. 139
. 149
. 149
. 165
. 165
. 170
. 170
.17
. 172
. 172
. 174
. 174
. 179
. 179
. 180
. 180
. 181

. 183
. 183
. 184
. 184
. 184
. 194
. 194
. 209
. 213
. 213
. 228

/chassis/{file_name}.csv

GET /chassis/{file_name}.csv.
/chassis/{uuid} . .

GET /chassis/{uuid_list} .

PUT /chassis/{uuid}
/cmms .

GET /cmms
/cmms/{uuid} . .

GET /cmms/{uuid_list}

PUT /cmms/{uuid} .
/fans .

GET /fans
/fans/{uuid}

GET /fans/{uuid}.
/fanMuxes . .

GET /fanMuxes .
/fanMuxes/{uuid} .

GET /fanMuxes/{uuid}
/nodes

GET /nodes

POST /nodes .
/nodes/{file_name}j.csv .

GET /nodes/{file_name}.csv .
/nodes/{uuid} .

GET /nodes/{uuid_ //st}

PUT /nodes/{uuid} .
/nodes/{uuid}/bmc. .

PUT /nodes/{uuid}/bmc . .
/nodes/{uu:d}/bundIeRepoAvallabIeSpaceInKB

GET /nodes/{uuid}/
bundleRepoAvailableSpacelnKB .

/nodes/{uuid}/isRAIDReady .

GET /nodes/{uuid}/isRAIDReady
/nodes/{uuid}/maintenanceHistory

GET /nodes/{uuid}/maintenanceHistory.
/nodes/{uuid}/mediaMount .

GET /nodes/{uuid}/mediaMount

PUT /nodes/{uuid}/mediaMount
/nodes/{uuid}/mediaMount/{UID} .

GET /nodes/{uuid}/mediaMount/{uid}

PUT /nodes/{uuid}/mediaMount/{UID} .
/nodes/{uuid}/MPFAData .

GET /nodes{uuid}/MPFAData

POST /nodes/{uuid}/MPFAData.
/nodes/{uuid}/MPFAHealthStatus . .

GET /nodes/{uuid}/MPFAHealthStatus .

PUT /nodes/{uuid}/MPFAHealthStatus .
/nodes/{uuid}/pfaConfigSettings .

GET /nodes/{uuid}/pfaConfigSettings

PUT /nodes/{uuid}/pfaConfigSettings

. 242
. 242
. 243
. 243
. 265
.27
.27
. 274
. 274
. 281
. 285
. 285
. 287
. 288
. 292
. 292
. 294
. 294
. 297
. 208
. 314
. 330
. 330
. 331
. 331
. 388
. 398
. 398
. 400

. 400
. 401
. 401
. 402
. 402
. 404
. 404
. 406
. 410
. 410
. 412
. 414
. 414
. 415
. 417
. 417
. 418
. 419
. 419
. 421



/nodes/{uuid}/ssdWearThreshold .

PUT /nodes/{uuid}/ssdWearThreshold .
/nodes/{uuid}/singleSignOn . .

GET /nodes/{uuid}/singleSignOn .

PUT /nodes/{uuid}/singleSignOn .
/nodes/{uuid}/systemGuardSetting .

GET /nodes/{uu:d}/systemGuardSettlng
/nodes/cryptoSettings .

PUT /nodes/cryptoSettings
/nodes/globalConfigSettings. .

GET /nodes/globalConfigSettings .

PUT /nodes/globalConfigSettings .
/nodes/linkStatusPreference. .

GET /nodes/linkStatusPreference .

PUT /nodes/linkStatusPreference .
/nodes/ssdRemainingLifeStatistics .

POST /nodes/ssdRemalnlnngfeStatlstlcs
/nodes/SMARTData . .

GET /nodes/SMARTData .

POST /nodes/SMARTData.
/nodes/systemGuardSetting . .

PUT /nodes/systemGuardSetting .
/nodes/tlsSettings . .

PUT /nodes/tlsSettings .
/powerSupplies . .

GET /powerSupplies .
/powerSupplies/{uuid} .

GET /powerSupplies/{uuid}
/scalableComplex . .

GET /scalableComplex .
/scalableComplex/{uuid} .

GET /scalableComplex/{uuid}
/storage . .

GET /storage .

POST /storage
/storage/{file_name}.csv .

GET /storage/{file_name}.csv.
/storage/{uuid} . .

GET /storage/{uuid_list} .

PUT /storage/{uuid}
/storage/{uuid}/{controller}

PUT /storage/{uuid}/{controller} .
/switches .

GET /switches

POST /switches .
/switches/{file_name}.csv .

GET /switches/{file_name}.csv .
/switches/{uuid}. .

GET /switches/{uuid_list}

PUT /switches/{uuid} .

© Copyright Lenovo 2015, 2025

. 422
. 422
. 423
. 423
. 424
. 426
. 426
. 427
. 427
. 429
. 430
. 430
. 431
. 432
. 432
. 433
. 433
. 435
. 435
. 436
. 438
. 438
. 440
. 440
. 442
. 442
. 444
. 444
. 449
. 449
. 461
. 461
. 473
. 473
. 479
. 485
. 485
. 486
. 486
. 508
. 511
. 511
. 512
. 512
. 517
. 521
. 521
. 522
. 522
. 534

Chapter 6. Resource-group. . . . .

/resourceGroups .
GET /resourceGroups
PUT /resourceGroups
POST /resourceGroups .
/resourceGroups/{uuid}.
GET /resourceGroups/{uuid} .
PUT /resourceGroups/{UUID}
PATCH /resourceGroups/{uuid}.
DELETE /resourceGroups/{uuid}
/resourceGroups/criteriaProperties .
GET /resourceGroups/criteriaProperties

Chapter 7. Backup and restore . . .

/files/managementServer/data .
POST /f|Ies/managementServer/data
/managementServer/data . .
GET /managementServer/data .
PUT /managementServer/data .
POST /managementServer/data
/managementServer/data/{uuid} .
GET /managementServer/data/{uuid}

DELETE /managementServer/data/{uuid} .

/managementServer/data/repository

GET /managementServer/data/repository .

/managementServer/quiesce .

GET /managementServer/quiesce.

PUT /managementServer/quiesce.
/switches/configurationData .

GET /switches/configurationData .

PUT /switches/configurationData .

POST /switches/configurationData
/switches/{uuid}/configurationData .

GET /switches/{uuid}/configurationData
/switches/configurationData/{file_list} .

GET /switches/configurationData/ffile_list}

list} .

Chapter 8. Server configuration. . .

/config/target/{id} .

GET /config/target/{id} .
/patterns

GET /patterns

POST /patterns .
/patterns/{id} .

GET /patterns/{id} .

POST /patterns/{id}
/patterns/{id}/includeSettings

GET /patterns/{id}/includeSettings

DELETE /swﬂches/conﬁguratlonData/{f/Ie

. 541
. 541
. 543
. 548
. 555
. 555
. 559
. 563
. 567
. 568
. 568

.575
. 575
. 575
. 577
. 577
. 581
. 583
. 588
. 588
. 589
. 591
. 591
. 592
. 592
. 596
. 597
. 597
. 599
. 601
. 604
. 604
. 606
. 606

. 607

.609
. 609
. 609
. 613
. 613
. 615
. 649
. 649
. 651
. 654
. 654



/profiles . .

GET /profiles .

PUT /profiles .
/profiles/fid} .

GET /profiles/{id}

PUT /profiles/{id}

POST /profiles/{id} .

DELETE /profiles/{id} .
/profiles/status .

GET /profiles/status
/profiles/unassign/{id}

POST /profiles/unassign/{id} .

Chapter 9. Firmware update
/compliancePolicies . .
GET /compliancePolicies .
PUT /compliancePolicies .
POST /compliancePolicies.
DELETE /compliancePolicies.
/compliancePolicies/applicableFirmware .

GET /compliancePolicies/
applicableFirmware

/compI|ancePoI|C|es/compareResuIt
GET /compliancePolicies/compareResult .
POST /compliancePolicies/compareResult .
/compliancePolicies/persistedResult
GET /compliancePolicies/persistedResult .

POST /compliancePolicies/
persistedResult . .

/files/compliancePolicies?action= |mport

POST /f|Ies/compllancePoI|C|es?act|on_
import. .

/f|Ies/updateReposﬂones/ﬂrmware/lmport

POST /flles/updateRepOS|tor|es/f|rmware/
import. . .

/f|Ies/updateReposﬂones/ﬂrmware/lmport/
validation .

POST /f|Ies/updateRepOS|tor|es/f|rmware/
import/validate . ..

/updateRepositories/firmware .

GET /updateRepositories/firmware

PUT /updateRepositories/firmware
/updateRepositories/firmware/status .

GET /updateRepositories/firmware/status.
/updateRepositories/firmware/uxsps

GET /updateRepositories/firmware/uxsps.

PUT /updateRepositories/firmware/uxsps.
/updateRepositories/firmware/uxsps/{id_list} .

DELETE /updateRepos|tor|es/f|rmware/uxsps/
{id_list} .

/updatabIeComponents .
GET /updatableComponents .

iv  Lenovo XClarity Administrator REST APl Guide

. 681
. 681
. 686
. 691
. 697
. 699

. 665
. 665
. 667
. 668
. 669
. 671
. 672
. 674
. 674
. 674
. 677
. 677

. 699
. 702
. 702
. 705
. 707
. 707

. 716
. 717

. 718
. 720

721

. 723

. 723
. 725
. 725
. 740
. 745
. 745
. 747
. 747
. 752
. 756

. 757
. 758
. 758

PUT /updatableComponents .

Chapter 10. Operating-system
deployment
/files/osImages?jobld={job_id} .

POST /files/osImages?jobld={job_id}
/hostPlatforms . .

GET /hostPlatforms

PUT /hostPlatforms
/osdeployment/globalSettings . .

GET /osdeployment/globalSettings .

PUT /osdeployment/globalSettings .
/osdeployment/hostSettings . .

GET /osdeployment/hostSettings .

PUT /osdeployment/hostSettings .

POST /osdeployment/hostSettings
/osdeployment/hostSettings/{uuid} .

GET /osdeployment/hostSettings/{uuid}

PUT /osdeployment/hostSettings/{uuid}

DELETE /osdeployment/hostSettlngs/
{uuid} . .. .

/osdeployment/osinfo .

GET /osdeployment/osinfo
/osdeployment/osinfo/{uuid_list} .

GET /osdeployment/osinfo/{uuid_list}
/oslmages . .

GET /oslmages .

POST /osImages

DELETE /oslmages
/oslmages/{file_name} .

GET /osImages/ffile_ name}
/oslmages/fid} .

GET /oslmages/{id}

PUT /osImages/{id}

POST /osImages/{id} .
/oslmages/customSettings . .

POST /osImages/customSettings .
/oslmages/remoteFileServers .

GET /oslmages/remoteFlleServers

POST /osImages/remoteFileServers .
/oslmages/remoteFileServers/{id} .

GET /oslmages/remoteFileServers/{id} .

DELETE /oslmages/remoteFileServers/{id}

PUT /osImages/remoteFileServers/{id} .

Chapter 11. Eventsand alerts. . . . .
Filtering events .
/events .
GET /events
DELETE /events .

. 768

L7777
L7777
. 781
. 781
. 802
. 808
. 808
. 812
. 816
. 816
. 819
. 822
. 825
. 825
. 828

. 831
. 832
. 833
. 836
. 836
. 839
. 839
. 856
. 861
. 862
. 862
. 863
. 863
. 865
. 871
. 875
. 875
. 878
. 878
. 880
. 882
. 882
. 884
. 885

. 889
. 894
. 894
. 901



/events?translations={JSON _filter}

GET /events?translations={JSON_filter}
/events/actions . .

GET /events/actions .

POST /events/actions
/events/actions/{action_name} .

DELETE /events/actions/{action_name}.

GET /events/actions/{action_name} .
/events/acknowledgeAlerts .

GET /events/acknowledgeAlerts

PUT /events/acknowledgeAlerts

DELETE /events/acknowledgeAlerts .
/events/activeAlerts .

GET /events/activeAlerts
/events/activeAlerts/{uuid}

GET /events/activeAlerts/{uuid} .
/events/activeAlerts/helptext/{alert_id} .

GET /events/activeAlerts/ helptext/{alert
id} . .

/events/actlveAIerts/status

GET /events/activeAlerts/status.
/events/activeAlerts/status/{uuid} .

GET /events/activeAlerts/status/{uuid} .
/events/activeAlerts/summary .

GET /events/activeAlerts/summary
/events/activeAlerts/summary/{uuid}

GET /events/activeAlerts/summary/{uuid} .

/events/audit .

GET /events/audit .
/events/config

GET /events/config.

PUT /events/config.
/events/csv/auditLog.

GET /events/csv/auditLog .
/events/csv/eventLog

GET /events/csv/eventLog.
/events/csv/eventsLogs

GET /events/csv/eventsLogs .
/events/exclusionfilters . .

GET /events/exclusionfilters .

POST /events/exclusionfilters

PUT /events/exclusionfilters .
/events/exclusionfilters/{filter_id} .

DELETE /events/exclusionfilters/{filter_id} .

/events/helptext/{event_id}

GET /events/helptext/{event _id}
/events/monitors .

GET /events/monitors

POST /events/monitors .

© Copyright Lenovo 2015, 2025

. 902
. 902
. 909
. 910
. 911
. 913
. 913
. 914
. 915
. 916
. 917
. 918
. 920
. 920
. 926
. 926
. 932

. 932
. 936
. 936
. 938
. 938
. 9
. 9
. 942
. 942
. 943
. 943
. 950
. 950
. 952
. 953
. 953
. 959
. 959
. 965
. 965
. 971
. 97
. 973
. 974
. 975
. 976
. 976
. 976
. 980
. 981

1011

/events/monitors?format=currentFormat&id=
{monitor_id} .

GET /events/monltors’7format_
currentFormat&id={fmonitor_id} .

/events/monitors?format=
currentSubjectFormat&id={monitor_id}.

GET /events/monitors?format=
currentSubjectFormat&id={monitor_id} .

/events/monitors?format=defaultFormat .

GET /events/monitors?format=
defaultFormat.

/events/monitors?format=
defaultSubjectFormat

GET /events/monitors?format=
defaultSubjectFormat.

/events/monitors?format=formatKeys .

GET /events/monitors?format=
formatKeys.

/events/monitors/{monitor_ /d}

GET /events/monitors/{monitor_id}

PUT /events/monitors/{forwarder_id}.

DELETE /events/monitors/{monitor_id} .
/events/monitors/certificate . .

POST /events/monitors/certificate.
/events/notifications . .

GET /events/notifications .

POST /events/natifications
/events/notifications/{pusher_type} .

GET /events/notifications/{pusher_type}

/events/notifications/{pusher_ type}/
subscriptions.
GET /events/not|f|cat|ons/{pusher type}/
subscriptions .
POST /events/not|f|cat|ons/{pusher type}/
subscriptions .

DELETE /events/notlflcatlons/{pusher type}/
subscriptions .

/events/notlflcatlons/{pusher type}/subscrlptlons/
{subscription_ID} . .. .
GET /events/notlflcatlons/{pusher type}/
subscriptions/{subscription_ID} . .

DELETE /events/notifications/{pusher_ type}/
subscriptions/{subscription_id} . .

/events/notifications/{pusher_ type}/subscrlptlons/
{subscription_id}/filters . .
GET /events/notlflcatlons/{pusher type}/
subscriptions/{subscription_ID}/filters .
POST /events/notifications/{pusher_type}/
subscriptions/{subscription_ID}/filters .
DELETE /events/notifications/{pusher_typej}/

subscriptions/{subscription_id}/filters

/events/notifications/{pusher_type}/subscriptions/
{subscription_id}/filters/{filter_name}. e

1039

1039

1041

1041
1042

1042

1045

1045
1046

1046
1049
1049
1080
1108
1108
1109
1110
1110
1115
1116
1116

1117

1117

1122

1125

1126

1126

1130

1131

1131

1135

1137

1138



GET /events/notifications/{pusher_type}/

subscriptions/{subscription_ID}/filters/{filter_

name} .

DELETE /events/not|f|cat|ons/{pusher type}/
subscrlptlons/{subscrlptlon ld}/fllters/{fllter

list} . .
/events/notlflcatlons/subscnpt|ons .

GET /events/notifications/subscriptions

PUT /events/notifications/subscriptions

DELETE /events/notifications/
subscriptions .

id} .

GET /events/notifications/subscriptions/
{subscription_id}.

DELETE /events/notlflcatlons/subscrlptlons/

{subscription_id}.

/events/notlflcatlons/subscrlptlons/{subscrlptlon

id}/filters

GET /events/notlflcatlons/subscrlptlons/
{subscription_id}/filters .

PUT /events/notlflcatlons/subscrlptlons/
{subscription_id}/filters .

DELETE /events/notlflcatlons/subscrlptlons/

{subscription_id}/filters .

/events/notlflcatlons/subscrlptlons/{subscr/pt/on

id}/filters/{filter_name} .

GET /events/notlflcatlons/subscrlptlons/
{subscription_id}/filters/{filter_name} .

DELETE /events/notifications/subscriptions/

{subscription_id}/filters/{filter_list} .
/events/predefinedFilters .

GET /events/predefinedFilters

PUT /events/predefinedFilters

POST /events/predefinedFilters .

DELETE /events/predefinedFilters .
/events/predefinedFilters/{filters_id} .

DELETE /events/predeflnedFlIters/{fllter
list} . .

/events/snmp/mib . .
GET /events/snmp/mib .

Chapter12. Jobs . . . . .. .. ..

/flows/settings .

GET /flows/settings

PUT /flows/settings
/nodes/{uuidj}/jobs/{job-id}

GET /nodes/{uuid}/jobs/{job-id} .

/nodes/{uuid}/jobs/{job- /d}/steps/{member—
id} . ..

GET /nodes/{uu:d}/jobs/{/ob /d}/steps/
{member-id} .

/ nodes/{uwd}/tasks/{task—/d} .
GET /nodes/{uuid}/tasks/{task-id} .

Vi  Lenovo XClarity Administrator REST API Guide

/events/notlflcatlons/subscrlptlons/{subscrlpt/on

1139

1142
1143
1143
1148

1151

1152

1152

1156

1157

1157

1160

1162

1163

1184

1184
1186
1186

/tasks. .
GET /tasks .
PUT /tasks .
/tasks/{job_list} . .
GET /tasks/{job_list} .
PUT /tasks/{job_list} .
DELETE /tasks/{job_list}.
/tasks/{job_id}/notes . .
GET /tasks/{job_id}/notes .
POST /tasks/{job_id}/notes
DELETE /tasks/{job_id}/notes
/tasks/locks .
GET /tasks/locks
/tasks/schedules .
GET /tasks/schedules
POST /tasks/schedules .
/tasks/schedules/{job_id} .
GET /tasks/schedulesfjob_id}
PUT /tasks/schedules/{job_id} . .
DELETE /tasks/schedules/{job_list} .
/tasks/schedules/actions . .
GET /tasks/schedules/actions .
POST /tasks/schedules/actions.

Chapter 13. Remote control. . . .

/remoteaccess/remoteControl .
GET /remoteaccess/remoteControl .

Chapter 14. Security. . . . . . . .

/certificateRevocationList .

GET /certificateRevocationList .

POST /certificateRevocationList
/certificateRevocationList/{CRL_id} .

GET /certificateRevocationList/{CRL_id} .

DELETE /CertlflcateRevocatlonLlst/{CRL
id} .

/certificatePolicy

GET /certificatePolicy.

PUT /certificatePolicy.
/certificateSettings .

GET /certificateSettings .
/certificateSigningRequest .

GET /certificateSigningRequest. .

POST /certificateSigningRequest .
/cryptoSettings . .

GET /cryptoSettings .

PUT /cryptoSettings .
/encapsulationSettings . .

GET /encapsulationSettings .

PUT /encapsulationSettings .



/endpoint/signingCertificate/{id}/{resource} .

GET /endp0|nt/sngnlngCertlflcate/{uwd}/

{resource} .

PUT /endp0|nt/S|gnlngCertlflcate/{uwd}/
{resource} .

/identltyManagementSystems . .
GET /identityManagementSystems
/identityManagementSystems/cyberark .

GET / |dent|tyManagementSystems/
cyberark .

POST /|dent|tyManagementSystems/
cyberark .

PUT / |dent|tyManagementSystems/
cyberark .

/|dent|tyManagementSystems/cyberark/paths
GET / |dentltyManagementSystems/cyberark/

paths .

POST /|dent|tyManagementSystems/
cyberark/paths .

id} .

GET/ |dentltyManagementSystems/cyberark/

paths/{id}

PUT /i |dent|tyManagementSystems/cyberark/

paths/{id}

DELETE /|dentltyManagementSystems/
cyberark/paths/f{id}. .

/ldapClientSettings .

GET /IdapClientSettings.

PUT /IdapClientSettings.
/mutualAuthCertificates.

GET/m utuaIAuthCertlflcates

POST /mutualAuthCertificates .
/mutualAuthCertificates/cyberark/{type} .

GET /m utualAuthCertificates/cyberark/

{type} . - ..
/mutuaIAuthCert|f|cates/cyberark/deta|Is

GET /m utuaIAuthCertlflcates/cyberark/
details. .

/privileges . .

GET /privileges .
/privileges/{id}

GET /privileges/{ID}
/privilegeCategories . .

GET /privilegeCategories .
/privilegeCategories/{id}

GET /privilegeCategories/{ID}
/resourceAccessControl

GET /resourceAccessControl.

PUT /resourceAccessControl.
/roles . .

GET /roles .

POST /roles

© Copyright Lenovo 2015, 2025

/|dentltyManagementSystems/cyberark/paths/

1275

1276

1280
1282
1282
1284

1284

1285

1286
1287

1287

1288

1290

1290

1291

1292
1293
1293
1297
1302
1302
1304
1305

1305
1306

1306
1308
1308
1310
1310
1312
1312
1314
1314
1316
1316
1318
1319
1319
1321

/roles/{id} .

GET /roles/{id}

PUT /roles/{id}
/roleGroups

GET /roleGroups

POST /roleGroups .
/roleGroups/{id} .

PUT /roleGroups/{id} .
/roleGroups/{name} .

GET /roleGroups/{name}

DELETE /roleGroups/{name} .
/ssoSettings . .

GET /ssoSettings .

PUT /ssoSettings .
/serverCertificate .

GET /serverCertificate

PUT /serverCertificate
/serverCertificate/tmp ..

POST /serverCertificate/tmp .
/serverCertificate/details .

GET /serverCertificate/details
/serverCertificate/jobs .

GET /serverCertificate/jobs
/serverCertificate/jobs/{job_id} .

GET /serverCertificate/jobs/{job_id} .

/service/country.

GET /service/country .

PUT /service/country .
/sessions .

GET /sessions

POST /sessions .

DELETE /sessions .
/sessions/{uuid}.

DELETE /sessmns/{uwd}
/signingCertificate . .

GET /signingCertificate .

PUT /signingCertificate .
/signingCertificate/details . .

GET /signingCertificate/details .
/signingCertificate/jobs . .

GET /signingCertificate/jobs .
/signingCertificate/jobs/{job_id}

GET /signingCertificate/jobs/{job_id} .

/singleSignOn .
GET /singleSignOn.
PUT /singleSignOn.
/storedCredentials. .
GET /storedCredentials .
POST /storedCredentials .
/storedCredentials/{id} .

1323
1323
1324
1326
1326
1329
1331
1331
1333
1333
1334
1336
1336
1337
1340
1340
1342
1344
1344
1348
1348
1350
1350
1354
1354
1357
1357
1358
1359
1359
1361
1363
1364
1364
1365
1365
1367
1368
1368
1370
1370
1374
1374
1377
1377
1378
1379
1379
1381
1382

vii



GET /storedCredentials/{id} .

PUT /storedCredentials/{id} .

DELETE /storedCredentials/{id} .
/trustedCertificates .

GET /trustedCertificates.

POST /trustedCertificates .
/trustedCertificates/{id} .

GET /trustedCertificates/{id} .

DELETE /trustedCertificates/{id}
/trustedCertificates/details .

GET /trustedCertificates/details .
/trustedCertificates/details/{id} .

GET /trustedCertificates/details/{id} .
/utils/countries . .

GET /utils/countries
/userAccounts .

GET /userAccounts

POST /userAccounts .
/userAccounts/{id}.

GET /userAccounts/{id} .

PUT /userAccounts/{id} .

DELETE /userAccounts/{id}
/userAccounts/passwordChange .

PUT /userAccounts/passwordChange .
/userAccountSettings .

GET /userAccountSettings.

PUT /userAccountSettings.

Chapter 15. Service and
support. . . . . .. . ... ... ..
/bulletinService . -

GET /bulletinService .

PUT /bulletinService .
/callhome/endPointsPMR .

GET /callhome/endPointsPMR .

DELETE /callhome/endPointsPMR
/callhome/endPointsPMR/{record_id} .

GET /callhome/endPomtsPMR/{record
uid} . .

/callhome/endPomtsPMRStatus . .
GET /callhome/endPointsPMRStatus
/callhome/endPoints/list
GET /callhome/endPoints/list.
/callhome/pmrattach/{record_id} . .
POST /callhome/pmrattach/{record _uid} .
/ffdc/endpoint/{uuid} .
GET /ffdc/endpoint/{uuid} .
/service/callHome/pmr/notes/{ticket_id} .

POST /serwce/calIHome/pmr/notes/{tlcket
id} . -

/semce/oaIIHomeGeneraI

viil  Lenovo XClarity Administrator REST API Guide

1383
1384
1386
1387
1387
1389
1390
1391
1392
1393
1393
1396
1396
1398
1398
1399
1399
1402
1405
1406
1408
1410
1411
1411
1413
1413
1416

PUT /service/callHomeGeneral .
/service/contactMethods . .

GET /service/contactMethods .
/service/customerNumber.

GET /service/customerNumber .

POST /service/customerNumber .
/service/forwarders/settings .

GET /service/forwarders/settings .

PUT /service/forwarders/settings .
/service/tickets . .

GET /service/tickets .

POST /service/tickets.
/service/tickets/{record_id}

GET /service/tickets/{record_id}

PUT /service/tickets/{record_id}

DELETE /service/tickets/{frecord_id_list}
/warranty .

GET /warranty

PUT /warranty
/warranty/settings . .

GET /warranty/settings .

PUT /warranty/settings .

Chapter 16. Metrics . . . . . . . ..
/canisters/metrics . .

GET /canisters/metrics .
/canisters/metrics/{uuid} .

GET /canisters/metrics/{uuid}
/chassis/metrics .

GET /chassis/metrics .
/chassis/metrics/{uuid} .

GET /chassis/metrics/{uuid} .
/fans/metrics . .

GET /fans/metrics .
/fans/metrics/{uuid} .

GET /fans/metrics/{uuid}
/metrics_service/metrics/servers . .

GET /metrics_service/metrics/servers .

POST /metrics_service/metrics/servers.
/metrics_service/metrics/servers/{uuid}

GET /metrics_service/metrics/servers/
{uuid} .

/metrics serwce/subscrlptlons .
GET /metrics_service/subscriptions .
POST /metrics_service/subscriptions

/metrics_service/subscriptions/{id} .

GET /metrics_service/subscriptions/{id}
PATCH /metrics_service/subscriptions/

fid} .
DELETE /metrics servnce/subscrlptlons/

id} .



/nodes/metrics . .

GET /nodes/metrics .
/nodes/metrics/{uuid}

GET /nodes/metrics/{uuid}.
/powerSupplies/metrics . . . .

GET /powerSupplies/metrics .

© Copyright Lenovo 2015, 2025

1498
1499
1506
1507
1513
1513

/powerSupplies/metrics/{uuid} .

GET /powerSupplies/metrics/{uuid} .
/switches/metrics . .

GET /switches/metrics .
/switches/metrics/{uuid}

GET /switches/metrics/{uuid}.

1515
1516
1519
1519
1521
1521



X  Lenovo XClarity Administrator REST API Guide



What’s new in the REST API for v4.3

Lenovo XClarity Administrator v4.3 supports enhancements to the Open REST API.

For information about enhancements to the REST API in other releases, see Summary of changes in the REST
APl in the XClarity Administrator online documentation.

This documentation includes new methods and parameters that apply to the current XClarity Administrator
release and later. If you are using an earlier release of XClarity Administrator, you can use the REST AP/
Reference PDF for a list of methods and parameters that apply to that specific release. To find PDFs for the
release that you need, see PDF files in the XClarity Administrator online documentation.

The following methods were added or updated in this release.

¢ Inventory

GET /chassis and GET /chassis/{uuid_list}. Added the bladeSlotsLabels response attribute to return a
list of labels of all blade slots of the chassis. Added the chassisTypeLocallD response attribute to
return the ID that is assigned to each supported chassis type.

GET /nodes and GET /nodes/{uuid_list}. Added the memoryModules.locationType response attribute
to return whether the DIMM is in a slot or bay. Added the networkAdapters response attribute to
return information about each network adapter. Added the raidsettings.diskDrives.firmware.
updateable response attribute to return whether the drive supports out-of-box updates. Added the
securityModePossibleValues response attribute to return a list of possible security-mode values for
the server. For the securityMode response attribute, added the High Security values for ThinkSystem
V1 and V2 servers. Added the slotLabels response attribute to return a list of labels for the chassis
slots that are occupied by this server

GET /nodes/{uuid}/mediaMount, GET /nodes/{uuid}/mediaMount/{uid}, and PUT /nodes/{uuid}/
mediaMount. If the share type is HTTPS, the username and password are passed only to
ThinkSystem V4 servers. For all other servers, they are omitted.

PUT /nodes/cryptoSettings. For the securityMode response attribute, added the High Security values
for ThinkSystem V1 and V2 servers.

¢ OS deployment

GET /osdeployment/globalSettings. Added the win2025r1 response attribute to return information
about volume-license keys for Microsoft Windows 2025 R1.

PUT /osdeployment/globalSettings. Added the win2025r1 request attribute to configure volume-
license keys for Microsoft Windows 2025 R1.

(New) DELETE /oslmages. Remove one or more OS images, OS image-profiles, and custom files (such
as device drivers, boot files, configuration settings, installation scripts, software, and unattend files)
from the OS images repository.

DELETE /oslmages/{images_list}. This REST APl is deprecated. Use DELETE /oslmages instead.

e Server configuration

POST /patterns. Added support for extended V4 port category patterns (see Extended ThinkSystem V4
port pattern attributes).

GET /patterns/{id}/includeSettings. Added the ExtendedV4Port value for server_template.type
response attribute. Added support for extended V4 port category patterns in the sub_templates
response attribute.

¢ Remote control
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— GET /remoteaccess/remoteControl. For System x (IMM2), a ZIP file is returned. Extract the zip file, and
then run the JAR file to start the remote-control application on the local system. You must provide IP
address, username, and password for XClarity Administrator.
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Chapter 1. Lenovo XClarity Administrator REST APlIs

Lenovo XClarity Administrator provides a set of easy-to-use APIs that can be used to access XClarity
Administrator data and services from applications running outside of the XClarity Administrator framework.

The REST APIs allow for easy integration of XClarity Administrator capabilities into other software, whether
the software is running on the same system as the XClarity Administrator server, or on a remote system
within the same network. These APIs are based on the REST architecture and are accessed via the HTTPS
protocol.

Attention: The content type that you specify in the HTTP header must match the format of data that you
specify in the request body. If there is a mismatch, XClarity Administrator returns an error code because it
cannot parse the data. For example, when sending JSON format, if you specify Content-Type:application/x-
www-form-urlencoded, you will receive an error code. The default content type for all requests is “application/
json; charset=UTF-8.”

The following documentation includes new methods and parameters that apply to the XClarity Administrator
Version 4.3 and later. If you are using an earlier version of XClarity Administrator, you can use the REST AP/
Reference PDF for a list of methods and parameters that apply to that specific release. To find PDFs for the
release that you need, see PDF files in the XClarity Administrator online documentation.

REST API authorization and authentication

When programming with the Lenovo XClarity Administrator REST APIs, you must authenticate using a user
ID and password. The user ID must have the correct authorization to perform the intended task.

You can use Lenovo XClarity Administrator web interface or CLI to configure the authorizations that provide
access to Lenovo XClarity Administrator tasks and resources (see Managing user accounts in the Lenovo
XClarity Administrator online documentation).

Note: If you encounter a temporary HTTP connection error, attempt to log in to Lenovo XClarity
Administrator again.

Important: When running automated scripts, if you want the session to respect the inactivity timeout, add

the X-NOT-USER-INPUT field with a value of checkSession to the request header of each request. Adding
this header implies that the session times out based on the inactivity timeout value. If the session times out,
the session is not renewed, although active requests for uploading and downloading data are not canceled.

REST API response codes

The Lenovo XClarity Administrator REST APIs use the HTTP protocol for sending and retrieving data. Client
code using the REST APIs makes an HTTP request to the Lenovo XClarity Administrator server and
processes the HTTP response accordingly. Included with the HTTP response data is the HTTP response
code. The response code provides some indication as to the success of the HTTP request and can provide
information on how to handle the included response data.

The following table lists some of the most common response codes.

Code Description Comments
200 OK The request completed successfully.
201 Created One or more new resources were successfully created.
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Code Description Comments

202 Accepted The request has been accepted for processing, but the processing has not yet
completed. The request might or might not be acted upon, depending on the
results of the processing.

203 Found The URL changed. The response header returns the correct URL in the Location
field.

204 No Content The request completed successfully, but no response content is returned.

206 Partial Content The part, but not all, of the request completed successfully.

307 Temporary Redirect The URL changed for this REST API. The response header returns the correct URL
in the Location attribute.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

405 Method Not Allowed | A specified resource is invalid. A descriptive error message is returned in the
response body.

406 Not Supported A specified resource is not supported or not available for connection. A
descriptive error message is returned in the response body.

408 Request Timeout The orchestrator server did not receive a required request in a specific amount of
time. A descriptive error message is returned in the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

412 Precondition failed Specified data is invalid because of missing values. A descriptive error message is
returned in the response body.

413 Request Entity Too Clients might impose limitations on the length of the request URI, and the request

Large URl is too long to be handled. A descriptive error message is returned in the
response body.

423 Locked The source or target resource is locked. A descriptive error message is returned in
the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

501 Not Implemented

503 Service Unavailable The server is not ready to handle the request.

Status messages

The status message attributes identify the success or failure of an REST API operation.
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Some POST, PUT, PATCH, and DELETE requests include status-message attributes in the response body to
describe the success or failure of the request, using the following JSON structure.

Most GET requests that are successful (2xx response code) do not include status-message attributes. Some
GET requests that fail (response codes other than 2xx) include status-message attributes in the response
body to describe the failure of the request, using the following JSON structure.

Attributes Type Description
result String Results of the request. This can be one of the following values.
e success. The request completed successfully.
¢ failed. The request failed. A descriptive error message was
returned.
e warning. The request completed with a warning. A descriptive
error message was returned.
messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned for a failed REST API request.

"id": "FQXHMSS10023",

"text": "The request to change the log level of com.apache to ERROR was not successful.",
"explanation”: "The log level requested could not be changed.",

“text": "Please retry the action.”,

{
"result": "failed",
"messages": [{
“recovery": {
"url":
}
H
}
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Chapter 2. Virtual-appliance management

The following resources are available for managing the Lenovo XClarity Administrator virtual appliance.

/aicc

Use this REST API to retrieve or configure information about the Lenovo XClarity Administrator virtual
appliance.

HTTP methods
GET, PUT

GET /aicc

Use the method to retrieve information about the Lenovo XClarity Administrator, such as NTP server settings,
date and time settings, services that are currently running, and the build level.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/aicc

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

Response body

Attributes Type Description
appliance Object Information about the current instance of the XClarity Administrator
virtual appliance
build String Current build level
date String Current date and time
name String Current appliance name
runlevel Integer Current state of the appliance. This can be one of the following
values.

® 0. The appliance is halted.
¢ 3. The appliance is operating normally.
e 6. The appliance is restarting.

status String Current status of the appliance. The value is always “Normal.”
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Attributes Type Description
uuid String UUID of the appliance
version String Current version number
appliance_states Object List of all available appliance states
description String Appliance-state description
runlevel Integer Appliance-state value
date Object Information about the current date on the XClarity Administrator
date_time String Date and time
parts Array Information about the current time
yyyy Integer Year
mm Integer Month
dd Integer Day
hours Integer Hour
mins Integer Minute
secs Integer Second
time_format String Time format. This can be one of the following values.
e 12, (default). 12-hour clock
® 24.24-hour clock
timezone String Current time zone
timezone_id String Time zone ID
timezones Object Information about all available time zones
daylight_saves Integer Amount of time to be added to local standard time to get the current
time. This can be one of the following values.
e 3600000. If use_daylight is true, adds 3600000 milliseconds (one
hour).
e 0. fuse_daylight is false, adds 0 milliseconds.
display_name String Time zone name
id String Time zone ID
offset Integer Coordinated Universal Time (UTC) offset (for example, -5 or +4)
uses_daylight Boolean Indicates whether daylight saving time is used. This can be one of the
following values.
¢ true. Daylight saving time is used.
¢ false. Daylight saving time is not used.
utc_offset_raw Integer UTC offset (for example, -5 or +4)
utc_offset_w_dst Integer UTC offset adjusted for daylight saving time, if applicable (for
example, -5 or +4)
uses_daylight Boolean Identifies whether daylight saving time is used. This can be one of the
following values.
e true. Daylight saving time is used.
¢ false. Daylight saving time is not used.
utc_offset Integer UTC offset (for example, -5 or +4)

6 Lenovo XClarity Administrator REST API Guide




Attributes Type Description
utc_offset_raw Integer UTC offset (for example, -5 or +4)
utc_offset_w_dst Integer UTC offset adjusted for daylight saving time, if applicable (for
example, -5 or +4)
hideUnmanagedChassis Boolean Indicates whether to hide chassis that were not explicitly managed by
a user. This can be one of the following values.
¢ true. Hide chassis that were not explicitly managed.
¢ false. (default) Show chassis that were not explicitly managed.
This attribute is supported in XClarity Administrator v4.1 and later.
is_clean Boolean Indicates whether initial setup has not been started on the virtual
appliance. This can be one of the following values.
¢ true. Initial setup has not been started.
¢ false. Initial setup has been started or completed.
This attribute is supported in XClarity Administrator v4.1 and later.
kernel_parameters Array of Information about each custom kernel parameter
objects
key String Kernel parameter name
value String Kernel parameter value
network_interfaces Array of List of XClarity Administrator network interfaces
objects
id String Network ID (such as “eth0” or “eth1”)
ip_addresses Array IPv4 and IPv6 addresses for this interface
assign_method String Assignment method used for this IP address. This can be one of the
following values.
o static
e dhcp
e auto
ip String IPv4 or IPv6 address
ip_linklocal Boolean | Indicates whether this address is an IPv6 link local address. This can
be one of the following values.
* true. This address is an IPv6 link local address.
¢ false. This address is not an IPv6 link local address.
prefix_length Integer Prefix length (in bits) for this IP address
version Integer IP version of this address. This value is either “4” or “6”.
mac_address String MAC address
role Array of Roles that are performed by this interface. This can be one or more of
strings the following values.
* none
* management
e osdeployment
rpf String
ntp Object Information about the NTP server that is associated with XClarity
Administrator.
servers Array of List of NTP servers
objects
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Attributes

Type

Description

authenticated

Boolean

Indicates whether the XClarity Administrator is authenticated with the

NTP server. This can be one of the following values.

e true. XClarity Administrator is authenticated with the NTP server.

¢ false. XClarity Administrator is not authenticated with the NTP
server.

server

String

IP address or hostname of the NTP server

version

Integer

Version of the NTP server. This can be one of the following values.

* 1. No key authentication is required.

¢ 3. NTPv3 is used, and key authentication is required. You must
specify the authentication key and index for the NTP server for M-
MD5 or SHA1 or both using the v3_key, v3_key_type, and v3_
key_index parameters.

v3_key

String

Key value specified in /etc/ntp/keys

v3_key_index

Integer

Key-index value specified in /etc/ntp/keys

v3_key_type

String

Key-type value specified in /etc/ntp/keys. This can be one of the
following values.

e M. M-MD5 authentication

e SHA1. SHA1 authentication

preferredDisplayName

String

Property to use to displayed the device names in the user interface.
This can be one of the following values.

e byDefault. Displays the value that is provided by XClarity
Administrator.

userDefinedName

dnsHostname

hostname

ipv4Address

¢ serialNumber

If the selected property is not applicable or is applicable but there is
no value available for a device, then byDefault is used.

preferredSortGridState

Boolean

Indicates whether to sort the inventory and groups data using the

value set for the preferredDisplayName attribute. This can be one of

the following values.

¢ true. Sorts the inventory and groups data alphabetically using the
preferredDisplayName attribute.

¢ false. Sorts alphabetically using byDefault.

service_states

Object

List of all available service states

description

String

Service-state description

state

Integer

Service-state value

services

Array

List of the XClarity Administrator services

id

String

Service ID

initd

String

Service name

pid

Integer

Process ID

state

Integer

Current state of the service. This can be one of the following values.
e 0. The service is running.

e 1. The service is stopped but PID file exists.

2. The service is stopped but lock file exists.

3. The service is not running.

4. The current state of the service is unknown.
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Attributes Type Description

subscriptions Array List of subscriptions
id Integer Subscription ID
monitor_uri String Network-related resource that is to be monitored by XClarity

Administrator.
If monitor_uri is set to “/aicc” or “”, every /aicc URI is monitored.

If monitor_uri is set to “”, IP change notifications are received
through DHCP.

submonitor_uri String

uri String Resource to which XClarity Administrator writes a POST when
XClarity Administrator detects a change in monitored resource.

The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.

The following example is returned if the request is successful.

{
"appliance": {
Ilbu,ildll: "686",
"date": "686"’

"name": "LXCA - 10.240.61.98",
"runlevel": 3,
"status": "Normal",
"uuid": "963602b8-edaf-4183-hf18-e842db92f610",
"version": "2.99.99"
}

appliance_states": [{
"description”: "Halt the appliance",

“runlevel": 0
1
{
"description": "Reboot the appliance”,
“runlevel”: 6
H,
"date": {
"date_time": "August 6, 2018 11:29:41 AM EDT",
"parts": {
"yyyy": 2018,
"mm": 8,
"dd": 6,
“hours": 11,
"mins": 29,
"secs": 41
})

"time_format": "12",
"timezone": "Eastern Standard Time",
"timezone id": "America/New York",
"timezones": [{
“daylight_saves": 0,
“display_name": "Greenwich Mean Time",
"id": "Africa/Abidjan",
“offset": 0,
“uses_daylight": false,
"utc_offset_raw": 0,
"utc_offset_w_dst": 0
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{
"daylight_saves": 0,
"display_name": "Mountain Standard Time",
"id": "MST",
"offset": -25200000,
"uses_daylight": false,
"utc_offset_raw": -25200000,
"utc_offset_w_dst": -25200000
H,

"uses_daylight": true,
"utc_offset": -18000000,
"utc_offset_raw": -18000000,
"utc_offset_w_dst": -14400000
I3
"hideUnmanagedChassis": true,
"is_clean": false,
"id": "eth0",
"ip_addresses": [{
"assign_method": "static"
"ip": "fe80:0:0:0:215:5dff:fe3f:f143%eth0",
"ip_linklocal": "true",
"prefix_length": 64,

"version": 6

I

{
"assign_method": "none",
"ip": "0::0%0",
"ip_linklocal": "false",
"prefix_length": 64,
"version": 6

H,

"mac_address": "00:15:5D:3F:F1:43",
“role": ["management"”,"osdeployment"],
“rpf": "RFC3704Strict"

M,

"kernel_parameters": [{
"key": "net.ipvd.tcp_mtu_probing",

"value": "1"
H,
"ntp": {
"servers": [{
"authenticated": true,
"server": "time-a.nist.gov",
"version": 3
"v3_key": "123456789012345678901234567890abcdefabcd",
"v3_key_index": 3,
"v3_key_type": "M",
I
{
"authenticated": true,
“server": "us.pool.ntp.org”,
"version": 3,
"v3_key": "123456789012345678901234567890abcdefabcd"
"v3_key_index": 1,
"v3_key_type": "SHA1",
H
}

preferredDisplayName”: "byDefault”,
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“preferredSortGridState": true,
"service_states": [{
"description": "Service is running",

"state": 0

I

{
"description": "Special purpose state used to trigger restart through REST",
"state": 191

H,

"services": [{
"id": "core",
"initd": "xhmc-core",
"pid": 1962,
"state": 0

1

{
"id": "xcat",
"initd": "xcatd",
"pid": 18247,
"state": 0

H,

"subscriptions": [{
"id": 1,
"monitor_uri": "/aicc",
“submonitor_uri": "/ntp",
"uri": "/ntpNotification"

1

{
"id": 2,
"monitor_uri": "/aicc/network/interfaces",
"submonitor_uri": "",
"uri": "/netchangenotsec"

H

}
PUT /aicc

Use this method to configure Lenovo XClarity Administrator settings (such as NTP server settings, date and
time settings, and services that are currently running), change the virtual appliance name, and restart or
shutdown the virtual appliance.

Note: Restarting or shutting down the virtual appliance causes any outstanding jobs to be interrupted and
stopped. Before calling PUT /aicc to shut down or restart the virtual appliance, use GET /tasks to check for
any outstanding jobs.

Authentication

Authentication with username and password is required.

Request URL

PUT https://{management_server_IP}/aicc

Query parameters

None
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Request body

Re-
quired /
Attributes Optional | Type Description
appliance Optional | Object Information about the current instance of the XClarity
Administrator virtual appliance
name Optional | String Name of the virtual appliance
runlevel Optional | Integer Appliance run level. This can be one of the following
values.
e 0. Shut down
¢ 6. Restart
date Optional | Object Information about the current date and time on XClarity
Administrator
parts Optional | Array Current date and time
yyyy Optional | Integer Year
mm Optional | Integer Month
dd Optional | Integer Day
hours Optional | Integer Hour
mins Optional | Integer Minute
secs Optional | Integer Second
time_format Optional | String Time format. This can be one of the following values.
e 12. (default). 12-hour clock
® 24. 24-hour clock
timezone_id Optional | String Time zone ID
hideUnmanagedChassis Optional | Boolean | Indicates whether to hide chassis that were not explicitly
managed by a user. This can be one of the following
values.
¢ true. Hide chassis that were not explicitly managed.
e false. (default) Show chassis that were not explicitly
managed.
This attribute is supported in XClarity Administrator v4.1
and later.
ntp Optional | Object Information about the NTP server that is associated with
XClarity Administrator
servers Optional | Array of List of NTP servers
objects
server Required | String IP address or hostname of the NTP server
sync Required | Boolean | Indicates whether XClarity Administrator synchronizes
with the NTP server specified with the server attribute.
version Optional | Integer Version of the NTP server. This can be one of the

following values.

¢ 1. No key authentication is required.

e 3. NTPv3is used, and key authentication is required.
You must specify the authentication key and index for
the NTP server for M-MD5 or SHA1 or both using the
v3_key, v3_key_type, and v3_key_index parameters.
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Attributes

Re-
quired /
Optional

Type

Description

v3_key

Optional

String

Authentication key. This can be one of the following

values.

e For the M-MD5 key, specify an ASCII string.

e For the SHA1 key, specify a 40-character ASCII string,
including only 0-9 and a-f.

Note: The key index and authentication key must match

the key ID and password values set on the NTP server.

See the documentation for your NTP server for

information about setting the key ID and key index.

v3_key_index

Optional

String

Authentication key index

Note: The key index and authentication key must match
the key ID and password values set on the NTP server.
See the documentation for your NTP server for
information about setting the key ID and password.

v3_key_type

Optional

String

Authentication key-type. This can be one of the following
values.

e M. M-MD5 authentication

e SHA1. SHA1 authentication

preferredDisplayName

Optional

String

Property to use to displayed the device names in the user
interface. This can be one of the following values.

e byDefault. Displays the value that is provided by
XClarity Administrator.

userDefinedName

dnsHostname

hostname

ipv4Address

e serialNumber

If the selected property is not applicable or is applicable
but there is no value available for a device, then
byDefault is used.

preferredSortGridState

Optional

Boolean

Indicates whether to sort the inventory and groups data

using the value set for the preferredDisplayName

attribute. This can be one of the following values.

¢ true. Sorts the inventory and groups data
alphabetically using the preferredDisplayName
attribute.

e false. Sorts alphabetically using byDefault.

services

Optional

Array

List of the XClarity Administrator services

id

Optional

String

Service ID
To obtain the service IDs, use GET /aicc.

state

Optional

Integer

Current state of the service. This can be one of the
following values.
e 191. Restart the service.

vaSettings

Optional

Object

Cryptographic and certificate settings for this XClarity
Administrator instance.
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Re-
quired /

Attributes Optional | Type

Description

certificate Optional | String

Apache server certificate readiness. This can be one of

the following values.

e ready

¢ not available. The OS deployment role is not enabled
for any XClarity Administrator network interfaces ( see
Configuring network access in the Lenovo XClarity
Administrator online documentation).

¢ NA. (default) The certificate is not generated.

cryptographicMode Optional | String

Cryptographic mode. This can be one of the following

values.

e COMP. (default) This mode is compatible with older
firmware versions, browsers, and other network clients
that do not implement strict security standards that are
required for compliance with NIST SP 800-131A.

¢ NIST. This mode is designed to comply with the NIST
SP 800-131A standard.

e NA.

For more information about these settings, see Setting the

cryptography mode and communication protocols in the

Lenovo XClarity Administrator online documentation.

tisMode Optional | String

Minimum TLS protocol version to use for client
connections. This can be one of the following values.

e tls1.2. TLS v1.2 and later can be used

e tls1.3. TLS v1.3 and later can be used

* NA

For more information about these settings, see Setting the
cryptography mode and communication protocols in the
Lenovo XClarity Administrator online documentation.

The following example sets an NTPv1 server.
{

The following example sets an NTPv3 server using both M-MD5 and SHA1 authentication.

"ntp": {
"servers": [{
"server": "1.1.1.2",
"version": 1
H
}
}
{
"ntp": {
"servers": [{
"server": "time-a.nist.gov",
"version": 3

"v3_key": "123456789012345678901234567890ahcdefabcd"”,

"v3_key_index": 3,
"3 key type": "M",

“server": "us.pool.ntp.org”,
"version": 3,

"v3_key": "123456789012345678901234567890abcdefabcd”

"v3_key index": 1,
"v3_key type": "SHA1",
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https://pubs.lenovo.com/lxca/cryptography_setmode.html
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H

}
}
The following example synchronizes XClarity Administrator with the NTP server.
{
"ntp": {
"servers": [{
“server": "time-a.nist.gov",
“sync": "true"
3
}
}

The following example sets the clock setting and time zone.
{
"date": {
"time_format": "24",
"timezone_id": "America/ New_York"

}
}
The following example sets the date and time.
{
"dat9": {
"partS ", {
"yyyy": 2014,
n dd n . 7’
"mm": 5’
"hours": 2,
"mins": 10,
“secs": 24
}
}
}
The following example restarts network services.
{
"services": [{
"id": "network",
"state": 191
3
}
The following example shuts down the virtual appliance.
{
"appliance": {
“runlevel": 0
}
}
The following example restarts the virtual appliance.
{
"appliance": {
“runlevel”: 6
}
}

The following example changes the virtual appliance name.

Chapter 2
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"appliance": {
"name": "myAppliance"

}
}

The following example displays the device names and sorts tables in the web interface using the IPv6
address of the device.

{

"preferredDisplayName”: "ipvéAddress",

"preferredSortGridState": true

}

The following example hides chassis that are not explicitly managed.

{
}

"hideUnmanagedChassis":

Response codes

true

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

None

/aicc/network/host

Use this REST API to retrieve or configure information about the Lenovo XClarity Administrator host.

HTTP methods

GET, PUT

GET /aicc/network/host

Use the method to retrieve the Lenovo XClarity Administrator host settings.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/aicc/network/host

Query parameters

None

Request body

None
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Response codes

Code Description Comments

200 OK The request completed successfully.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

following values.

Attributes Type Description
domain_name String Domain name of the virtual appliance
dns_servers Array IP addresses that is used to resolve DNS queries
ip String IP address of the DNS entry
priority Integer Relative priority of the DNS entry
hostname String Hostname of the virtual appliance
proxy Array Information about the proxy server
enabled Boolean Indicates whether the proxy server is enabled. This can be one of the

e true. The proxy server is enabled.
e false. The proxy server is disabled.

ip String IPv4 or IPv6 address of the proxy server

isPasswordSet Boolean Indicates whether the password is set for the proxy server. This can
be one of the following values.

e true. The password is set.

e false. The password is not set.

port Integer Port number of the proxy server

userid String User ID used to access the proxy server

The following example is returned if the request is successful.
{
"domain_name": "",
"dns_servers": [{
“ip": "10.240.0.10",

"priority": 1

1

{
"ip": "10.240.0.11",
"priority": 2

H,

"hostname": "localhost",

"proxy": {
"enabled": false,
“ipte ",
"isPasswordSet": false,
"port": 0,
"userid": ""

}

1}

Chapter 2. Virtual-appliance management
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PUT /aicc/network/host

Use this method to configure the Lenovo XClarity Administrator host settings.

Authentication

Authentication with username and password is required.

Request URL

PUT https://{management_server_IP}/aicc/network/host

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
domain_name Optional | String Domain name of the virtual appliance
dns_servers Optional | Array of IP addresses to be used to resolve DNS queries
objects
ip Required | String IP address of the DNS entry
priority Required | Integer Relative priority of the DNS entry
hostname Optional | String Hostname of the virtual appliance
proxy Optional | Array of Information about the proxy server
objects
enabled Required | Boolean | Indicates whether the proxy server is enabled. This can
be one of the following values.
e true. The proxy server is enabled.
¢ false. The proxy server is disabled.
ip Required | String IPv4 or IPv6 address of the proxy server
password Required | String Password for the user ID
port Required | Integer Port number of the proxy server
userid Required | String User ID used to access the proxy server

The following example sets the hostname.
{

}

"hostname": "my_host"

The following example sets the domain name.
{

}

"domain_name": "my_domain"

The following example configures the DNS servers.
{

"dns_servers": [{
"ip": "1.1.1.10",
"priority": 1
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The following example configures the proxy server.

{
“ip": "2.2.2.20",
"priority": 2
I
{
"ip": "3.3.3.30",
"priority": 3
H
}
{
"proxy": {
"enabled": true,
"ip": "1.1.1.1",
"password”: "password",
"port": 11,
"userid": "userid"
}
}

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

None

/aicc/network/hostname

Use this REST API to retrieve the Lenovo XClarity Administrator hostname.

HTTP
GET

methods

GET /aicc/network/hostname

Use this method to return the Lenovo XClarity Administrator hostname.

Authentication

Authentication is not required.

Request URL

GET https://{management_server_IP}/aicc/network/hostname

Query parameters

None
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Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Parameters Type Description
hostname String XClarity Administrator hostname

The following example is returned if the request is successful.

{

"hostname": "localhost"

}

/aicc/network/interfaces/{id}

Use this REST API to retrieve or configure information about the Lenovo XClarity Administrator network

interfaces.

HTTP methods
GET, PUT

GET /aicc/network/interfaces/{id}

Use the method to retrieve the information about a specific Lenovo XClarity Administrator network interface.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/aicc/network/interfaces/{id}

where {id} is the network interface ID, such as eth0 or ethi.

Query parameters

None

Request body

None

Response codes

Code Description
200 OK
404 Not found
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Code Description Comments

200 OK The request completed successfully.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description
id String Network interface ID (such as “eth0” or “eth1”)
ip_addresses Array of Information about the IP addresses
objects
assign_method String Assignment method used for this IP address. This can be one of the
following values.
o static
e dhcp
e auto
ip String IPv4 or IPv6 address
ip_linklocal String Identifies whether this address is an IPv6 link local address. This can
be one of the following values.
e true. This address is an IPv6 link local address
e false. This address is not an IPv6 link local address
prefix_length Integer Prefix length (in bits) for this IP address
version Integer Type of IP address. This can be one of the following values.
e 4. |Pv4 addresses
* 6. |Pv6 addresses
mac_address String MAC address
role Array of Roles that are performed by this network interface. This can be one or
strings more of the following values.
* none
* management
e osdeployment
Note: The first network interface (for example, eth0), is always set to
management. If a second network interface (for example, eth1) is
added, you can use it for OS deployment.
rpf String Reverse path forwarding settings on the network interface. This can

be one of the following values.

¢ Disabled. Reverse path forwarding is disabled.

e RFC3704Strict. Checks the source address of the incoming
packet against the Forwarding Information Base (FIB). If packet is
received on the interface that would be use to forward the traffic to
the source of the packet, then the packets are allowed to pass
through. Otherwise, the packages are discarded.

e RFC3704Loose. Checks the source address of the incoming
packet against the Forwarding Information Base (FIB). If the source
address is reachable from any interface on that route, the packets
are allowed to pass through. Otherwise, the packages are
discarded.

The following example is returned if the request is successful.
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II_idII: "ethU",
"ip_addresses": [{

1,

||m

"assign_method": "static",

“ip": "fe80:0:0:0:5054:ff:fe03:4da9%2",

"ip_linklocal": "true",
"prefix_length": 64,
"version": 6

"assign_method": "static",
"ip": "10.243.2.189",
"ip_linklocal": "false",
"prefix_length": 20,
"version": 4

"assign_method": "dhcp",
"ip": "0::0%0",
"ip_linklocal": "false",
"prefix_length": 64,
"version": 6

ac_address": "52:54:00:03:4D:A9",

“role": ["management"],
“rpf": "RFC3704Strict"

1

PUT /aicc/network/interfaces/{id}

Use this method to configure the settings for a specific network interface.

Authentication

Authentication with username and password is required.

Request URL
PUT https://{management_server_IP}/aicc/network/interfaces/{id}

where {id} is the network interface ID, such as eth0 or eth1.

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
id Required | String Network interface ID (such as “eth0” or “eth1”)
ip_address Required | Array Information about the IP addresses
assign_method Required | String Assignment method used for this IP address. This can be
one of the following values.
¢ static
e dhcp
e auto
22  Lenovo XClarity Administrator REST API Guide




Re-
quired /
Attributes Optional | Type Description

ip Required | String IPv4 or IPv6 address

prefix_length Required | Integer Prefix length (in bits) for this IP address

version Required | Integer IP version of this address. This can be one of the
following values.

° 4

* 6

role Required | Array of Roles that are performed by this network interface. This
strings can be one or more of the following values.

* none

* management

¢ osdeployment

Note: The first network interface (for example, eth0), is
always set to management. If a second network interface
(for example, eth1) is added, you can use it for OS
deployment.

The following example sets DHCP IPv6 address and static IPv4 address for the ethQ interface using PUT
/aicc/network/interfaces/eth0.
{

"id": "eth0",

"ip_addresses": [{
"assign_method": "dhcp",
"version": 6

1

{

"assign_method": "static",
“ip": "1.1.1.1°,
"prefix_length": 24,
"version": 4

H,

“role": ["management"]

}

The following example sets an IPv6 address using auto configuration for the eth1 interface using PUT /aicc/
network/interfaces/eth1.

{

"id": "eth1",

“ip_addresses": [{
"assign_method": "auto",
"version": 6

H

"role": ["osdeployment"”]

}

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.
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Code Description Comments

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive

perform the request.

error message is returned in the response body. Ensure that you have privileges to

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
result String Results of the request. This can be one of the following values.

e success. The request completed successfully.

¢ failed. The request failed. A descriptive error message was
returned.

e warning. The request completed with a warning. A descriptive
error message was returned.

messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of | Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.
{
"result": "success",
"messages”: [{
"id": "FQXHMNMOOOOTI",
"text": "The network specified configuration has been set successfully."”,
"recovery": {
"text": ",
“url": ™"
}

,
explanation": "The user has set a new network configuration."

1

/aicc/network/ipdisable

Use this REST API to retrieve or modify the IP address enablement state.

HTTP methods
GET, PUT
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GET /aicc/network/ipdisable

Use the method to retrieve the enablement state of IPv4 and IPv6 addresses.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/aicc/network/ipdisable

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
ip_status Array of Information about the enablement state for IPv4 and IPv6 addresses
objects
ip_version Integer Type of IP address. This can be one of the following values.
® 4 |Pv4 addresses
® 6.|Pv6 addresses
ip_disable Integer Indicates whether the IP addresses are enabled or disabled. This can

be one of the following values.
e 0. Enable the specified addresses.
¢ 1. Disable the specified addresses.

The following example is returned if the request is successful.

{

"ip_status": [{
"ip_disable": 0,
"ip_version": 4

I

{

"ip_disable": 0,
"ip_version": 6
H
}
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PUT /aicc/network/ipdisable

Use this method to enable or disable IPv4 or IPv6 addresses. You must enable or disable the IP addresses

one at a time.

Authentication

Authentication with username and password is required.

Request URL

PUT https://{management_server_IP}laicc/network/ipdisable

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
ip_version Required | Integer Type of IP address. This can be one of the following
values.
* 4.|Pv4 addresses
® 6. IPv6 addresses
ip_disable Required | Integer Indicates whether the IP addresses are enabled or
disabled. This can be one of the following values.
e 0. Enable the specified addresses.
¢ 1. Disable the specified addresses.

The following example enables IPv4 addresses:
{

“ip_version" : 4,

“ip_disable" : 0
}

The following example disables IPv4 addresses:
{

“ip_version" : 4,

“ip_disable" : 1
}
Response codes
Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None
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/aicc/network/routes

Use this REST API to retrieve or configure information about Lenovo XClarity Administrator routes.

HTTP methods
GET, PUT

GET /aicc/network/routes

Use the method to retrieve information about all Lenovo XClarity Administrator routes.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management _server_IP}/aicc/network/routes

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
routes Array Information about network routes
destination String Destination IPv4 or IPv6 address for this route. This attribute is not
returned for default routes.
dev String Device that is used to connect to the device that is specified by
nexthop (either “eth0” or “eth1”). This attribute is not returned for
default routes.
ip_version Integer IP version of this route. This value is either “4” or “6”
nexthop String IP address of the router that is used to forward packets to the address
that is specified by destination
prefix_len Integer Number of bits in the network mask, or the prefix that is to be applied
to the device that is specified by destination to get the subnet. This
can be one of the following values.
e 0. Default route.
e 32. If the value of ip_version is 4, this indicates a host route.
e 128. If the value of ip_version if 6, this indicates a host route.
All other values are network routes.
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The following example is returned if the request is successful.

{

"routes": [{
"dev": "eth0",
"destination": "100.10.10.10",
"ip_version": 4,
"nexthop": "192.168.56.1",
"prefix_len": 32

I

{
"dev": "eth0",
"destination”: "10.10.10.0",
"ip_version": 4,
"nexthop": "192.168.56.1",
“prefix_len": 24

1

{
"ip_version": 4,
“nexthop": "10.0.3.2",
"prefix_len": 0

}

{
"dev": "ethl",
"destination”: "2001:db7:1::",
"ip_version": 6,
"nexthop": "2002:97b:c2bb:83d:5054:ff:fe2c:eefe”,
“prefix_len": 64

}

{
"dev": "ethl",
"destination": "2002:97b:face:83d:5054:ff:fe2c:eefe”,
"ip_version": 6,
"nexthop": "2002:97b:c2bb:83d:5054:ff:fe2c:eefe",
"prefix_len": 128

H

}

PUT /aicc/network/routes

Use this method to configure the Lenovo XClarity Administrator route settings.

Authentication

Authentication with username and password is required.

Request URL

PUT https://{management_server_IP}/aicc/network/routes

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
routes Required | Array Information about network routes
destination Optional | String Destination IPv4 or IPv6 address for this route
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Re-

quired /
Attributes Optional | Type Description

dev Required | String Interface to be used to connect to the device that is
specified by nexthop (either “eth0” or “eth1”)

ip_version Required | Integer IP version of this route. This value is either “4” or “6.”

nexthop Required | String IP address of the router to be used to forward packets to
the address that is specified by destination

prefix_len Optional | Integer Number of bits in the network mask, or the prefix that is to

be applied to the device that is specified by destination

to get the subnet. This can be one of the following values.

e 0. Default route.

e 32. If the value of ip_version is 4, this indicates a host
route.

e 128. If the value of ip_version if 6, this indicates a host
route.

All other values are network routes.

The following example sets the IPv4 default route.

{
"routes": [{
"ip_version": 4,
"nexthop": "192.168.56.1",
"prefix_len": 0
3
}
The following example sets an IPv4 route.
{
"routes": [{
"destination”: "100.10.10.10",
"dev": "eth0",
"ip_version": 4,
"nexthop": "192.168.56.1",
"prefix_len": 32
3
}
The following example sets the default IPv6 route.
{
"routes": [{
"ip_version": 6,
"nexthop": "2002:97b:c2bh:83d:5054:ff:fe2c:eefe”,
"prefix_len": 0
3
}
The following example sets an IPv6 route.
{
"routes": [{
"destination": "2002:97b:c2bb:83d::",
"dev": "eth1",
"ip_version": 6,
"nexthop": "2002:97b:c2bh:83d:5054:ff:fe2c:eefe”,
"prefix_len": 64
3
}
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Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None

/aicc/service/sftp/locks

Use this REST API to return a list of all SFTP service locks or start (enable) the SFTP service for a specific
function and create a lock ID.

Note: This REST API requires Lenovo XClarity Administrator v4.0.0 or later.

HTTP methods

GET, POST

GET /aicc/service/sftp/locks

Use this method to return a list of all SFTP service locks. The SFTP service is disabled by default.

Note: This REST API requires Lenovo XClarity Administrator v4.1.0 or later.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management _server_IP}/aicc/service/sftp/locks

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

204 No Content The request completed successfully, but no response content is returned.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has

failed. A descriptive error message is returned in the response body.
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Code Description

Comments

403 Forbidden

The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

500 Internal Server Error

An internal error occurred. A descriptive error message is returned in the response

body.

Response body

Attributes

Type

Description

id

String

Lock ID. The ID is a 32 character string containing numbers and
letters.

component

String

Predefined Lenovo XClarity Administrator component ID. This can be
one of the following values.

CN. Console

CP. Server configuration patterns

CR. Virtual appliance

DI. Discovery and Inventory

DM. Data management

DS. Debug Shell

EM. Events and monitoring

FC. Operating-system deployment

JM. Jobs management

MF. Metric data collection and forwarders
MI. Data migration

NM. Network management

RC. Remote Control

SE. Security

SP. Switch ports

SS. Service and support

ST. Storage management

TS. ThinkServer and Thinksystem management
UP. Updates

Ul. User Interface

creationTimestamp

String

Timestamp when the lock was created

This timestamp is specified using ISO-8601 format (for example,
2019-05-02T19:28:14.0002). For information about ISO-8601 format,
see the W3C Date and Time Formats webpage.

expirationTimeOut

Integer

Number of seconds after which the lock expires
When the lock expires, the lock ID is deleted and if there are no other
locks, the SFTP service is stopped (disabled).

The following example is returned if the request is successful.

[{
"id": "AB3LANSL6N9D8FVLSDLS0S223ISNLSE3",
"component”: "UP",
"creationTimestamp": "2022-09-09T01:46:082",
"expirationTimeOut": 1200

I8

{

"id": "FE3LANSL6N9D8FVLSDLS0S223ISNLSE3",

"component”: "UP",

"creationTimestamp": "2022-09-09T01:46:122",
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"expirationTimeOut": 1200
H

POST /aicc/service/sftp/locks

Use this method to start (enable) the SFTP service for a specific function and acquire an SFTP service lock
by creating a lock ID.

Notes:

¢ You must be a member of a user group to which the predefined Supervisor role is assigned.
¢ This REST API requires Lenovo XClarity Administrator v4.1.0 or later.

Authentication

Authentication with username and password is required.

Request URL
POST https://{management_server_IP}/aicc/service/sftp/locks

Query parameters
None

Request body

Re-
quired /
Attributes Optional | Type Description

component Required | String Predefined Lenovo XClarity Administrator component ID.
This can be one of the following values.

¢ CN. Console

CP. Server configuration patterns

CR. Virtual appliance

DI. Discovery and Inventory

DM. Data management

DS. Debug Shell

EM. Events and monitoring

FC. Operating-system deployment

JM. Jobs management

MF. Metric data collection and forwarders
MI. Data migration

NM. Network management

RC. Remote Control

SE. Security

SP. Switch ports

SS. Service and support

ST. Storage management

TS. ThinkServer and Thinksystem management
UP. Updates

Ul. User Interface

expirationTimeOut Required | Integer Amount of time, in seconds, after which the lock expires
When the lock expires, the lock ID is deleted and if there
are no other locks, the SFTP service is stopped
(disabled).

The following example starts the SFTP service for the updates function and deletes the lock ID after 20
minutes.
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“component”: "UP",
"expirationTimeOut": 1200

}
Response codes

Code Description Comments

201 Created One or more new resources were successfully created.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If the SFTP service is successfully locked, the lock ID is returned in the location field in response header, for

example:
location:/aicc/service/sftp/locks/FE3LANSL6N9D8FVLSDLS0S223ISNLSE3

Response body

Attributes Type Description
messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of | Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.
{
"result": "success",
"messages": [{
"id": "FQXHMSE0001I",

"explanation": "",
"text": "The request completed successfully.",
"recovery": {
“text": "Information only. No action is required.",
"URL": ""
}
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1

/aicc/service/sftp/locks/{id}

Use this REST API to return information about a specific SFTP service lock or release a specific SFTP service
lock.

Note: This REST API requires Lenovo XClarity Administrator v4.0.0 or later.

HTTP methods
GET, DELETE

GET /aicc/service/sftp/locks/{id}
Use this method to return information about a specific SFTP service lock.
Note: This REST API requires Lenovo XClarity Administrator v4.1.0 or later.

Authentication

Authentication with username and password is required.

Request URL
GET https://{management _server_IP}/aicc/service/sftp/locks/{id}

where {id} is the ID of the SFTP service lock. To obtain the lock ID, use GET /aicc/service/sftp/locks.

Query parameters
None

Request body
None

Response codes

Code Description Comments
200 OK The request completed successfully.
401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has

failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Attributes Type Description

id String Lock ID. The ID is a 32 character string containing numbers and
letters.

component String Predefined Lenovo XClarity Administrator component ID. This can be
one of the following values.

CN. Console

CP. Server configuration patterns

CR. Virtual appliance

DI. Discovery and Inventory

DM. Data management

DS. Debug Shell

EM. Events and monitoring

FC. Operating-system deployment

JM. Jobs management

MF. Metric data collection and forwarders
MI. Data migration

NM. Network management

RC. Remote Control

SE. Security

SP. Switch ports

SS. Service and support

ST. Storage management

TS. ThinkServer and Thinksystem management
UP. Updates

Ul. User Interface

creationTimestamp String Timestamp when the lock was created

This timestamp is specified using ISO-8601 format (for example,
2019-05-02T19:28:14.0002). For information about ISO-8601 format,
see the W3C Date and Time Formats webpage.

expirationTimeOut Integer Number of seconds after which the lock expires
When the lock expires, the lock ID is deleted and if there are no other
locks, the SFTP service is stopped (disabled).

The following example is returned if the request is successful.

{
"id": "AB3LANS5L6N9D8FVLSDLS0S223ISNLSE3",
“component”: "UP",
"creationTimestamp": "2022-09-09701:46:08Z",
"expirationTimeOut": 1200

}

DELETE /aicc/service/sftp/locks/{id}

Use this method to release a specific SFTP service lock by deleting a specific lock ID and, if all locks are
deleted, stop (disable) the SFTP service (unless dbgshell account exist on the Lenovo XClarity Administrator
instance).

Notes:

¢ You must be a member of a user group to which the predefined Supervisor role is assigned.
¢ This REST API requires Lenovo XClarity Administrator v4.1.0 or later.

Authentication

Authentication with username and password is required.
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Request URL

DELETE https://{management_server_IP}/aicc/service/sftp/locks/{id}

where {id} is the ID of the SFTP service lock. To obtain the lock ID, use GET /aicc/service/sftp/locks.

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

messages Array of Information about one or more messages
objects

id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.

{
"result": "success",
"messages": [{
"id": "FQXHMSE00011I",

"explanation": "",

"text": "The request completed successfully.",
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“recovery": {

“text": "Information only. No action is required.",

"URL": nn

1

/aicc/subscriptions

Use this REST API to retrieve or add a Lenovo XClarity Administrator subscriptions. When you add a
subscription, you will receive notifications for all network related changes.

HTTP methods
GET, POST

GET /aicc/subscriptions

Use the method to retrieve information about all Lenovo XClarity Administrator subscriptions.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management _server_IP}/aicc/subscriptions

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

id Integer Subscription ID

monitor_uri String Network-related resource that is to be monitored by XClarity

Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URI is monitored.

If monitor_uri is set to “”, IP change notifications are received
through DHCP.

Chapter 2. Virtual-appliance management 37



Attributes Type Description

submonitor_uri String Subresource to be monitored by XClarity Administrator. You will
receive notifications for only this resource

uri String Resource to which XClarity Administrator writes a POST when

XClarity Administrator detects a change in monitored resource
The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.

The following example is returned if the request is successful.

({
Il.idll: 1’
"monitor_uri": "/aicc/network/interfaces",

“submonitor_uri": "",

"uri": "/osdeployment/rest/internal/event/aicc"
|8
{
"id": 2,
"monitor_uri": "/aicc",
“submonitor_uri": "/ntp",
"uri": "/ntpNotification"
8
{
"id": 3,
"monitor_uri": "/aicc/network/interfaces",
“submonitor_uri": "",
“uri": "/netchangenotsec"
}H

POST /aicc/subscriptions

Use the method to add a subscription to Lenovo XClarity Administrator.

Authentication

Authentication with username and password is required.

Request URL
POST https://{management _server_IP}/aicc/subscriptions

Query parameters

None
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Request body

Re-
quired /
Attributes Optional | Type Description
monitor_uri={URI} Optional | String Network-related resource that is to be monitored by
XClarity Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URl is
monitored.
If monitor_uri is set to “”, IP change notifications are
received through DHCP.
submonitor_uri={URI} Optional | String Subresource to be monitored by XClarity Administrator.

You will receive notifications for only this resource.
This can be one of the following values.
e address

e DDNSenabled
DNSenabled
dnsHostnames
domainName
embeddedHypervisorPresence
gateway
globallPv6enabled
hostConfig
hostMacAddresses
hostname

id

ipInterfaces
ipv4Addresses
IPv4assignments
IPvdDHCPmode
IPv4enabled
ipv4ServiceAddress
ipv6Addresses
IPv6assignments
IPv6DHCPenabled
IPv6enabled
ipv6ServiceAddress
IPv6statelessEnabled
IPv6staticEnabled
IPversionPriority
isConnectionTrusted
isRemotePresenceEnabled
label

macAddresses
mgmtProclPaddress
name

prefix
prilPv4userDNSserver
prilPv6userDNSserver
scope
seclPv4userDNSserver
seclPv6userDNSserver
serviceHostName
seclPv6userDNSserver
seclPv4userDNSserver
source

subnet

type
terlPv4userDNSserver
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Re-

quired /
Attributes Optional | Type Description
¢ terlPv6userDNSserver
uri={URI} Required | String Resource to which XClarity Administrator writes a POST

when XClarity Administrator detects a change in
monitored resource

The specified URI must be able to accept POST requests,
where the body of the POST matches the JSON PUT to
monitor_uri.

The following example adds a subscription that monitors all network-related changes.

{
"monitor_uri": "/aicc",
"uri": "/testsubscriber"
}
The following example adds a subscription that monitors all NTP-related network changes.
{
"monitor_uri": "/aicc",
“submonitor_uri": "/ntp",
"uri": "/ntpNotification"
}
Response codes
Code Description Comments
201 Created One or more new resources were successfully created.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
id Integer Subscription ID
monitor_uri String Network-related resource that is to be monitored by XClarity
Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URI is monitored.
If monitor_uri is set to “”, IP change notifications are received
through DHCP.
submonitor_uri String Subresource to be monitored by XClarity Administrator. You will
receive notifications for only this resource
uri String Resource to which XClarity Administrator writes a POST when
XClarity Administrator detects a change in monitored resource
The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.
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The following example is returned when a subscription is created that monitors all network-related changes.

{
"id": 2,
"monitor_uri": "“/aicc",
"submonitor_uri": "",
"uri": "/ntpNotification"
}
The following example is returned when a subscription is created that monitors all NTP-related network
changes.
{
"id": 6,

"monitor_uri": "/aicc",
"submonitor_uri": "/ntp",
"uri": "/ntpNotification"

/aicc/subscriptions/{id}

Use this REST API to retrieve information about or delete a specific Lenovo XClarity Administrator
subscription.

HTTP methods
GET, DELETE

DELETE /aicc/subscriptions/{id}
Use the method to a specific Lenovo XClarity Administrator subscription.

Authentication
Authentication with username and password is required.

Request URL
DELETE https://{management_server_IP}/aicc/subscriptions/{id}

where {id} is the subscription ID. To obtain the subscription ID, use the GET /aicc/subscriptions method.

Query parameters

None

Request body
None

Response codes

Code Description Comments
200 OK The request completed successfully.
404 Not found A specified resource cannot be found. A descriptive error message is returned in

the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

None

GET /aicc/subscriptions/{id}

Use this method to return information about a specific Lenovo XClarity Administrator subscriptions.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/aicc/subscriptions/{id}

Query parameters

None

Request body
None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
id Integer Subscription ID
monitor_uri String Network-related resource that is to be monitored by XClarity
Administrator
If monitor_uri is set to “/aicc” or “”, every /aicc URI is monitored.
If monitor_uri is set to “”, IP change notifications are received
through DHCP.
submonitor_uri String Subresource to be monitored by XClarity Administrator. You will
receive notifications for only this resource
uri String Resource to which XClarity Administrator writes a POST when

XClarity Administrator detects a change in monitored resource
The specified URI must be able to accept POST requests, where the
body of the POST matches the JSON PUT to monitor_uri.

The following example is returned if the request is successful.

{
"id": 2,
"monitor_uri": "/aicc",
"submonitor_uri": "/ntp",
"uri": "/ntpNotification"
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/FQDNConfigRequest

Use this REST API to modify the management server’s fully-qualified domain name (FQDN) and DNS
configuration on managed devices with IMM2, XCC, and CMM or validates communication between the
management server and managed devices using the set values.

Important: You must be a member of a user group to which the predefined Supervisor role is assigned.

Note: This REST API requires Lenovo XClarity Administrator v4.0.0 or later.

HTTP methods
POST

POST /FQDNConfigRequest

Use this method to modify the management server’s fully-qualified domain name (FQDN) and DNS
configuration on managed devices with IMM2, XCC, and CMM or validates communication between the
management server and managed devices using the set values.

This method starts a job that runs in the background to perform the operation. The response header includes
a URl in the form /tasks/{task_id} (for example, /tasks/12) that represents the job that is created to perform
this request. You can use GET /tasks/{job_list} to monitor the status and progress of the job. If a job was not
successfully started, refer to the response code and response body for details.

Attention: A successful response indicates that the request was successfully created and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Important: You must be a member of a user group to which the predefined Supervisor role is assigned.

Note: This REST API requires Lenovo XClarity Administrator v4.0.0 or later.

Authentication

Authentication with username and password is required.

Request URL

POST https://{management _server_IP}/FQDNConfigRequest

Query parameters

Re-
quired /
Parameter Optional | Description
validationOnly={Boolean} Optional | Indicates whether to validate communication or push FQDN and DNS

configuration to managed devices. This can be one of the following
values.

¢ true. Validates and returns a list of UUIDs for applicable managed
devices to modify the management server’s FQDN and DNS
configuration.

e false. (default) Modifies the management server’'s FQDN and DNS
configuration on managed devices

The following example validates communication with managed devices.
POST https://192.0.2.0/FQDNConfigRequest?validationOnly=true
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The following example modifies the management server’s FQDN and DNS configuration on managed

devices.
POST https://192.0.2.0/FQDNConfigRequest

Request body

If validationOnly=false, specify the following attributes in the request body. Otherwise, there is no request

body.

Re-
quired /
Optional

Attributes Type

Description

dns_action Required | String

Indicates the action to use to modify DNS entries on
managed devices. This can be one of the following
values.

¢ NONE. No action is taken.

e ADD. Appends entries if different than existing. This is
applicable only if fqdnEnabled is set to true.

¢ UPDATE. Replace existing with given entries. This is
applicable only if fqdnEnabled is set to true.

e DELETE. Removes DNS entries that matches with the
given entries. This is applicable only if fqdnEnabled is
set to false.

e DELETE_ALL. Removes all DNS entries. This is
applicable only if fqdnEnabled is set to false.

dns_servers Required | Array of

objects

Information about IP addresses that are used to resolve
DNS queries

ip Required | String

IP address of the DNS entry

priority Required | Integer

Relative priority of the DNS entry into available slots
This is applicable only if fqdnEnabled is set to true.

fgqdn Required | String

Fully qualified domain name of the management server

fqdnEnabled Required | Boolean

Indicates whether to use the management servers’ FQDN
to communicate with managed devices.

* true

* False.

uuids Required | Array of

strings

List of UUIDs of managed devices for which FQDN and
DNS configuration to be modified

The following example adds the management server’s FQDN and DNS configuration to three specific

managed devices.
{
"dns_action": "ADD",
“dns_servers": [{
"ip": "192.0.2.10",
"priority": 1

“ip": "192.0.2.11",
"priority": 2
H,
"fqdn": "labs.company.com",
“fqdnEnabled": true,

"uuids": [ "20220629175643902E1606DE5E262002", "14DEE51A0682433FB1D5B4A6B5DB282F",

"20220629175643902E1606DE5E262002" ]
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Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

The following attribute is returned if the request is successful and validationOnly=true. Otherwise, no
response is returned.

Attributes

Type Description

uuids

Array of List of UUIDs of managed devices for which FQDN and DNS
strings configuration was updated

The following example is returned if the request is successful.

{

"uuids": [ "20220629175643902E1606DE5E262002", "14DEE51A0682433FB1D5B4A6B5DB282F",
"20220629175643902E1606DE5E262002" ]
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Chapter 3. Management-server update

The following resources are available for performing management-server update functions.

/authCodes

Use this REST API to return a list of authorization code, add one or more license-authorization codes in
Lenovo XClarity Administrator, fetch redeemed licenses key from the Features on Demand web portal,
manage license keys for one or more authorization codes, or modify customer information.

Note: This REST API requires Lenovo XClarity Administrator v3.5.0 or later.

HTTP methods
GET, POST, PUT, PATCH

GET /authCodes

Use this method to return a list of authorization codes in Lenovo XClarity Administrator.

Note: This REST API requires Lenovo XClarity Administrator v3.5.0 or later.

Authentication

Authentication with username and password is required.

Request URL
GET https://{management _server_IP}/authCodes

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.
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Response body

Attributes Type Description
authCodes Array of Information about each license-authorization code
objects
authCode String License-authorization code ID
errorMsg String Message description
featureCode String License feature code
featureDescription String License feature description
keysRedeemed Integer Number of redeemed license-activation keys
keysRemaining Integer Number of available (not redeemed) license-activation keys
lenovoCustomerNumber String Lenovo customer number
licenseKeys Array of Information about each license-activation key
objects
customerNumber String Lenovo customer number associated with the license-activation key
licenseKeyld String License-activation key ID
quantity Integer Number of redeemed licensees
state String License-activation key state. This can be one of the following values.
¢ installed. The license-activation key is installed in XClarity
Administrator.
¢ notinstalled. The license-activation key is not installed.
partNumber String License part number
purchaseOrder String License purchase-order number
salesOrder String License sales-order number
startDate String Date when the authorization code was created and the license
validation period starts
This date is specified using ISO-8601 format (for example, 2019-05-
02). For information about ISO-8601 format, see the W3C Date and
Time Formats webpage.
customerinfo Object Information about the customer that is associated with the license-
authorization codes
companyNamelnEnglish String Customer company name in English
companyNamelnLocallLan- String Customer company name in local language
guage
contactPhoneNumber String Customer phone number
contactEmailAddress String Customer email address
customerAddress String Customer physical address
customerCity String Customer city
customerRegionStateOrPro- String Customer state or region
vince
customerPostalCode String Customer postal code
country String Customer country code
For a complete list of country codes, use GET /licenseCountries.
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Attributes Type Description

firstName String Customer given name
lastName String Customer family name
preferredLanguage String Language code of the preferred language
For a complete list of language codes, use GET /licenseCountries.

The following example is returned if the request is successful.

{

"authCodes": [{

H,

"authCode": "YYATBQ2V37V1100AID2K4",
“errorMsg": "",

"featureCode": "1341 contact",
"featureDescription": "Lenovo XClarity Pro, Per Managed Endpoint w/5 Yr SW S&S",
"keysRedeemed": 50,

"keysRemaining ": 0,
"lenovoCustomerNumber": "1234567890",
"licenseKeys": [],

"partNumber": "5641PX5",
“purchaseOrder": "00000000",
"salesOrder": "999999999",
“startDate": "2020-06-02",

"authCode": "YYATBQ2V37V1100AID2K5",
“errorMsg": "",
“featureCode": "1341 contact",
“featureDescription”: "Lenovo XClarity Pro, Per Managed Endpoint w/5 Yr SW S&S",
"keysRedeemed": 50,
"keysRemaining ": 0,
"lenovoCustomerNumber": "1234567890",
"licenseKeys": [{
“customerNumber": "1234567890",
“licenseKeyId": "00001",
“quantity": 20,
"state": "installed"

“customerNumber": "1234567890",
“licenseKeyId": "00003",
“quantity": 30,
"state": "installed"
1
R
"partNumber": "5641PX5",
“purchaseOrder": "00000000",
"salesOrder": "999999999",
"startDate": "2020-06-02"

"customerInfo": {

"companyNameInEnglish": "Some Company",
"companyNamelInLocallanguage": " Some Company ",
“contactPhoneNumber": "9995551212",
"contactEmailAddress": "jane.doe@somecompany.com"”,
"customerAddress”: "10 Main Street",
"customerCity": "Rockville",
"customerRegionStateOrProvince": "NY",
"customerPostalCode": "12345",

“country": "US",
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“firstName": "Jane",

"lastName": "Doe",
"preferredLanguage”: "EN"
}
}

POST /authCodes

Use this method to add one or more license-authorization codes in Lenovo XClarity Administrator by
retrieving authorization-code data from the Features on Demand web portal and, if the authorization code has
already been redeemed, retrieve its license-activation keys.

Note: This REST API requires Lenovo XClarity Administrator v3.5.0 or later.

Authentication

Authentication with username and password is required.

Request URL
POST https://{management _server_IP}/authCodes

Query parameters
None

Request body
¢ Add a single authorization code

Re-
quired /
Attributes Optional | Type Description
authCode Required | String License-authorization code ID
lenovoCustomerNumber Required | String Lenovo customer number
if You can specify either authCode or
auth- lenovoCustomerNumber, but not both.
Code is
not
specified
retrieveKeys Optional | Boolean [ Indicates whether to retrieve license-activation keys.
This can be one of the following values.
— true. Retrieve license-activation keys.
— false. (default) Do not retrieve license-activation
keys.

The following example adds an authorization code to XClarity Administrator but does not retrieve the
license-activation keys for that code.
{

}

The following example adds an authorization code to XClarity Administrator and retrieves license-

activation keys for that code.
{

"authCode": "YYATBQ2V37V1100AID2K4"

"authCode": "YYATBQ2V37V1100AID2K4"
“retrieveKeys": true
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The following example retrieves license-activation keys for that all authorization codes associated with the

specified Lenovo customer number.

{
“lenovoCustomerNumber": "1234567890",
"retrieveKeys": true

}

¢ Add multiple authorization codesUse the “multipart/form-data” content type to import a CSV file that
contains one or more authorization codes, separated by a comma (for example,
WWGDISQHE24UQKO05MVM1P9,WWMEHFI7SNL7K9L59T60BT,WWTRPECTKOOFNHR8RJUPVT). For
more information about the multipart/form-data media type, see Returning Values from Forms: multipart/
form-data webpage.

The following example imports a CVS file that contains the authorization codes.

Request Header
Content-Type: multipart/form-data; boundary=AaB03x

Request body
--AaB03x
Content-Disposition: form-data; name="fileUpload"; filename="auth_codes.csv"
Content-Type: application/octet-stream
--AaB03x--

¢ Retrieve license-activation keys

Re-
quired /
Attributes Optional | Type Description
authCode Required | Object Information about the authorization code for which you
want to retrieve license-activation keys
authCode Required | String License-authorization code ID
If you specify a Lenovo customer number, specify an
empty string for the authorization code.
lenovoCustomerNumber Optional | String Lenovo customer number
If you specify an authorization code, specify an empty
string for the Lenovo customer number.
retrieveKeys Optional | Boolean | Indicates whether to retrieve license-activation keys.
This value is always true.

The following example fetches the redeemed license-activation keys for a specific authorization code.
{
"authCode": {
"authCode": "YYATBQ2V37V1100AID2K4",
"retrieveKeys": true

}

The following example fetches the redeemed license-activation keys for all authorization codes that are
associated with a specific Lenovo customer number.

{
"authCode": {
"authCode": "",
"lenovoCustomerNumber": "1234567890",
"retrieveKeys": true
}
}
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Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description
authCodes Array of Information about each license-authorization code
objects
authCode String License-authorization code ID
errorMsg String Message description
featureCode String License feature code
featureDescription String License feature description
keysRedeemed Integer Number of redeemed license-activation keys
keysRemaining Integer Number of available (not redeemed) license-activation keys
lenovoCustomerNumber String Lenovo customer number
licenseKeys Array of Information about each license-activation key
objects
customerNumber String Lenovo customer number associated with the license-activation key
licenseKeyld String License-activation key ID
quantity Integer Number of redeemed licensees
state String License-activation key state. This can be one of the following values.
¢ installed. The license-activation key is installed in XClarity
Administrator.
¢ notinstalled. The license-activation key is not installed.
partNumber String License part number
purchaseOrder String License purchase-order number
salesOrder String License sales-order number
startDate String Date when the authorization code was created and the license
validation period starts
This date is specified using ISO-8601 format (for example, 2019-05-
02). For information about ISO-8601 format, see the W3C Date and
Time Formats webpage.
customerinfo Object Information about the customer that is associated with the license-
authorization codes
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Attributes Type Description
companyNamelnEnglish String Customer company name in English
companyNamelnLocallLan- String Customer company name in local language
guage
contactPhoneNumber String Customer phone number
contactEmailAddress String Customer email address
customerAddress String Customer physical address
customerCity String Customer city
customerRegionStateOrPro- String Customer state or region
vince
customerPostalCode String Customer postal code
country String Customer country code
For a complete list of country codes, use GET /licenseCountries.
firstName String Customer given name
lastName String Customer family name
preferredLanguage String Language code of the preferred language
For a complete list of language codes, use GET /licenseCountries.

The following example is returned if the request is successful when a CSV file is used to create multiple

license authorization codes.

{

"authCodes": [{

1,

"authCode": "YYATBQ2V37V1100AID2K4",
“errorMsg": "",

"featureCode": "1341 contact",
"featureDescription”: "Lenovo XClarity Pro,
"keysRedeemed": 0,

"keysRemaining ": 50,
“lenovoCustomerNumber": "1234567890",
“licenseKeys": [],

"partNumber": "5641PX5",
“purchaseOrder": "00000000",
"salesOrder": "999999999",
"startDate": "2020-06-02",

"authCode": "YYATBQ2V37V1100AID2K5",
"errorMsg": "",

"featureCode": "1341 contact”,
"featureDescription": "Lenovo XClarity Pro,
"keysRedeemed": 0,

"keysRemaining ": 50,
"lenovoCustomerNumber": "1234567890",
“licenseKeys": [],

"partNumber": "5641PX5",
"purchaseOrder": "00000000",
"salesOrder": "999999999",
"startDate": "2020-06-02"

"customerInfo": {

"companyNameInEnglish": "Some Company",

Per Managed Endpoint w/5 Yr SW S&S",

Per Managed Endpoint w/5 Yr SW S&S",
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"companyNamelInLocallanguage”: " Some Company ",
"contactEmailAddress”: "jane.doe@somecompany.com",
"contactPhoneNumber": "9995551212",
"customerAddress”: "10 Main Street",
"customerCity": "Rockville",
"customerRegionStateOrProvince": "NY",
"customerPostalCode": "12345",

"country": "US",

"firstName": "Jane",

"lastName": "Doe",

"preferredLanguage”: "EN"

}

The following example is returned if the request is successful when the authCode attribute in the JSON
request body is used to create a single license authorization code and when license keys are fetched
(keyState = retrieve).
{
"authCodes": [{
"authCode": "YYATBQ2V37V1100AID2K5",
“errorMsg": "",
"featureCode": "1341 contact”,
"featureDescription": "Lenovo XClarity Pro, Per Managed Endpoint w/5 Yr SW S&S",
"keysRedeemed": 0,
"keysRemaining ": 50,
"lenovoCustomerNumber": "1234567890",
"licenseKeys": [{
"licenseKeyFile": "00001",
"customerNumber": "1234567890",
“licenseKeyId": "00001",
"quantity": 20,
"state": "installed"

"customerNumber": "1234567890",
“licenseKeyId": "00003",
“quantity": 30,
"state": "installed"
I
R
"partNumber": "5641PX5",
“purchaseOrder": "00000000",
"salesOrder": "999999999",
"startDate": "2020-06-02"
H,
"customerInfo”: {
"companyNameInEnglish": "Some Company",
"companyNamelInLocallanguage": " Some Company ",
"contactEmailAddress”: "jane.doe@somecompany.com",
"contactPhoneNumber": "9995551212",
"customerAddress”: "10 Main Street",
"customerCity": "Rockville",
"customerRegionStateOrProvince": "NY",
"customerPostalCode": "12345",
"country": "US",
"firstName": "Jane",
"lastName": "Doe",
"preferredLanguage”: "EN"
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PUT /authCodes

Use this method to redeem licenses from one or more authorization codes, fetch redeemed license-
activation keys, and modify customer information.

You can perform the following management tasks.
¢ Redeem licenses for one or more authorization codes

Lenovo XClarity Administrator sends a request to the Features on Demand web portal to redeem the
licenses. The web portal creates a license-key file for each authorization code and downloads the files to
the management server. Each license-key file contains the set of redeemed licenses for a specific
authorization code. You can then use the license-key file to apply licenses to the current XClarity
Administrator, or you can import and install the downloaded license key file into another XClarity
Administrator that might not have access to the Features on Demand web portal.

If you specify a single authorization code, you can redeem all or a subset of licenses by specifying the
keysRedeemQty request attribute. You must also specify the authCode attribute,
lenovoCustomerNumber attribute, and set licenseKeys.state to “not installed.”

If you specify a multiple authorization code, all remaining licenses for the specified authorization codes are
redeemed. Use the authCode attribute to identify the license authorization code, and set licenseKeys.
state to “not installed.”

When you redeem licenses for authorization codes, the license-activation keys are retrieved automatically.
¢ Retrieve license keys for one or more authorization codes

You can manually retrieve license-activation keys from the Features on Demand web portal for a license-
authorization code that has redeemed licenses. You must also specify either authorization code or Lenovo
customer number set the retrieveKeys attribute to “true.” If a single license-activation keys is selected,
the key is saved as a .KEY file on the local system. If multiple license-activation keys are selected, the
license-activation key files are compressed into a ZIP file that is saved on the local system. The file
location is returned in the “Location” field in the response header.

After retrieving keys, you can then import and install the keys in XClarity Administrator using POST
/quantityLicense.

¢ Modifying customer information

You can set new values for customer information by using the customerinfo attributes.
Note: This REST API requires Lenovo XClarity Administrator v3.5.0 or later.

Authentication

Authentication with username and password is required.

Request URL
PUT https://{management_server_IP}/authCodes

Query parameters
None

Request body

This request updates the entire resource. If an optional attribute is set to an empty string, that attribute is not
changed. If an idempotent (unchangeable) attribute is modified, an error is thrown.
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Re-

quired /
Attributes Optional | Type Description
authCodes Required | Array of Information about each license-authorization code
objects
authCode Required | String License-authorization code ID
errorMsg Required | String Message description
This attribute is idempotent (cannot be changed).
featureCode Required | Integer License feature code
This attribute is idempotent (cannot be changed).
featureDescription Required | String License feature description
This attribute is idempotent (cannot be changed).
keysRedeemed Required | Integer Number of redeemed license-activation keys
This attribute is idempotent (cannot be changed).
keysRedeemQty Required | Integer Number of redeemed license-activation keys
keysRemaining Required | Integer Number of available (not redeemed) license-activation
keys
This attribute is idempotent (cannot be changed).
lenovoCustomerNumber Required | String Lenovo customer number
licenseKeys Required | Array of Information about each license-activation key
objects
customerNumber Required | String Lenovo customer number associated with the license-
activation key
licenseKeyld Required | String License-activation key ID
This attribute is idempotent (cannot be changed).
quantity Required | Integer Number of redeemed licenses
state Required | String License-activation key state
This attribute cannot be changed.
partNumber Required | String License part number
This attribute is idempotent (cannot be changed).
purchaseOrder Required | String License purchase-order number
This attribute is idempotent (cannot be changed).
retrieveKeys Required | Boolean Indicates whether to retrieve license-activation keys. This
can be one of the following values.
e true. Retrieve license-activation keys.
e false. (default) Do not retrieve license-activation keys.
salesOrder Required | String License sales-order number
This attribute is idempotent (cannot be changed).
startDate Required | String Date when the authorization code was created and the
license validation period starts
This date is specified using ISO-8601 format (for
example, 2019-05-02). For information about ISO-8601
format, see the W3C Date and Time Formats webpage.
This attribute is idempotent (cannot be changed).
customerinfo Required | Object Information about the customer that is associated with

the license-authorization codes
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Re-
quired /

Attributes Optional | Type Description
companyNamelnEnglish Required | String Customer company name in English
companyNamelnLocallLan- Required | String Customer company name in local language
guage
contactPhoneNumber Required | String Customer phone number
contactEmailAddress Required | String Customer email address
customerAddress Required | String Customer physical address
customerCity Required | String Customer city
customerRegionStateOrPro- Required | String Customer state or region
vince
customerPostalCode Required | String Customer postal code
country Required | String Customer country code
firstName Required | String Customer given name
lastName Required | String Customer family name
preferredLanguage Required | String Preferred language

The following example redeems ten of the remaining licenses in an authorization code.

{
"authCodes": [{

"authCode": "YYATBQ2V3T7V1100AID2K4",

“errorMsg": "",
"featureCode": "",
"featureDescription": "",
"keysRedeemed": null,
"keysRedeemQty": "10",

"keysRemaining ": null,

"lenovoCustomerNumber": "1234567890",

"licenseKeys": [{
“customerNumber": "1234567890",
“licenseKeyId": "",
“quantity": 10,

"state": "not installed",

H,

"partNumber":

"purchaseOrder": "",

"retrieveKeys": false,

"salesOrder": ""

"startDate": "",

H,

"customerInfo": {
"companyNameInEnglish": "",
“companyNameInLocallanguage”: "",
"contactPhoneNumber": "",
"contactEmailAddress”: ""
"customerAddress": ""
"customerCity": ""
"customerRegionStateOrProvince": "",

“customerPostalCode": "",

“country": "",

"firstName": "",
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“lastName": "",
“preferredLanguage”:

}

The following example redeems all remaining licenses for two authorization codes.
{
"authCodes": [{

"authCode": "YYATBQ2V37V1100AID2K4",

"errorMsg": "",

"featureCode": "",

“featureDescription”: "",

"keysRedeemed": null,

"keysRedeemQty": null,

"keysRemaining ": null,

"lenovoCustomerNumber": "",

"licenseKeys": [{
"customerNumber": "1234567890",
“licenseKeyId": "",
"quantity": null,
"state": "not installed",

H,

"partNumber": "",

“purchaseOrder": "",

"retrieveKeys": false,

"salesOrder": "",

"startDate": "",

"authCode": "YYATBQ2V37V1100AID2K5",
“errorMsg": "",
"featureCode": "",
"featureDescription": "",
"keysRedeemed": null,
"keysRedeemQty": null,
"keysRemaining ": null,
"lenovoCustomerNumber": "",
"licenseKeys": [{

"customerNumber": "1234567890",

"licenseKeyId": "",

"quantity": null,

"state": "not installed",

H,

“partNumber": "",
"purchaseOrder":
"retrieveKeys": false,

"salesOrder": "",
"startDate": "",

H,

"customerInfo": {
"companyNamelInEnglish": "",
"companyNamelInLocallanguage": "",

"contactPhoneNumber": "",

“contactEmailAddress”: "",
"customerAddress”: ""

"customerCity": "",
"customerRegionStateOrProvince": "",

"customerPostalCode": "",

“country": "",

"firstName": "",

"lastName": "",
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}

“preferredLanguage”:

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response body

Attributes Type Description
authCodes Array of Information about each license-authorization code
objects
authCode String License-authorization code ID
errorMsg String Message description
featureCode String License feature code
featureDescription String License feature description
keysRedeemed Integer Number of redeemed license-activation keys
keysRemaining Integer Number of available (not redeemed) license-activation keys
lenovoCustomerNumber String Lenovo customer number
licenseKeys Array of Information about each license-activation key
objects

customerNumber String Lenovo customer number associated with the license-activation key

licenseKeyld String License-activation key 1D

quantity Integer Number of redeemed licensees

state String License-activation key state. This can be one of the following values.

¢ installed. The license-activation key is installed in XClarity
Administrator.
¢ notinstalled. The license-activation key is not installed.

partNumber String License part number
purchaseOrder String License purchase-order number
salesOrder String License sales-order number
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Attributes Type Description

startDate String Date when the authorization code was created and the license
validation period starts

This date is specified using ISO-8601 format (for example, 2019-05-
02). For information about ISO-8601 format, see the W3C Date and
Time Formats webpage.

customerinfo Object Information about the customer that is associated with the license-

authorization codes

companyNamelnEnglish String Customer company name in English

companyNamelnLocallLan- String Customer company name in local language

guage

contactPhoneNumber String Customer phone number

contactEmailAddress String Customer email address

customerAddress String Customer physical address

customerCity String Customer city

customerRegionStateOrPro- String Customer state or region

vince

customerPostalCode String Customer postal code

country String Customer country code
For a complete list of country codes, use GET /licenseCountries.

firstName String Customer given name

lastName String Customer family name

preferredLanguage String Language code of the preferred language
For a complete list of language codes, use GET /licenseCountries.

The following example is returned if the request is successful when ten of the remaining licenses in a single
authorization code are redeemed
{
"authCodes": [{
"authCode": "YYATBQ2V37V1100AID2K4",
“errorMsg": "",
“featureCode": "1341 contact",
"featureDescription": "Lenovo XClarity Pro, Per Managed Endpoint w/5 Yr SW S&S",
"keysRedeemed": 35,
"keysRemaining ": 15,
“lenovoCustomerNumber": "1234567890",
"licenseKeys": [{
"customerNumber": "1234567890",
“licenseKeyId": "00001",
"quantity”: null,
"state": "not installed",

I

{
"customerNumber": "1234567890",
“licenseKeyId": "00002",
"quantity”: null,
"state": "not installed”,

H,

"partNumber": "5641PX5",
“purchaseOrder": "00000000",
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The following example is returned if the request is successful when all remaining licenses for two

"salesOrder": "999999999",
"startDate": "2020-06-02",

H,

"customerInfo": {
"companyNameInEnglish": "Some Company",
"companyNamelInLocallanguage": "
"contactPhoneNumber": "9995551212",

Some Company ",

"contactEmailAddress”: "jane.doe@somecompany.com",

"customerAddress”: "10 Main Street",
"customerCity": "Rockville",
"customerRegionStateOrProvince": "NY",
"customerPostalCode": "12345",
“country": "US",

"firstName": "Jane",

"lastName": "Doe",
"preferredLanguage”: "EN"

authorization codes are redeemed.

{

"authCodes": [{
"authCode": "YYATBQ2V3T7V1100AID2K4",
“errorMsg": "",
"featureCode": "1341 contact",
"featureDescription": "Lenovo XClarity Pro,
"keysRedeemed": 50,
"keysRemaining ": 0,
“lenovoCustomerNumber": "1234567890",
"licenseKeys": [{
"customerNumber": "1234567890",
“licenseKeyId": "00001",
"quantity": null,
"state": "not installed"

"customerNumber": "1234567890",
"licenseKeyId": "00002",
"quantity": null,
"state": "not installed"
H,
"partNumber": "5641PX5",
“purchaseOrder": "00000000",
"salesOrder": "999999999",
"startDate": "2020-06-02",

"authCode": "YYATBQ2V37V1100AID2K5",
"errorMsg": "",
"featureCode": "1341 contact",
"featureDescription": "Lenovo XClarity Pro,
"keysRedeemed": 50,
"keysRemaining ": 0,
"lenovoCustomerNumber": "1234567890",
"licenseKeys": [{
“customerNumber": "1234567890",
“licenseKeyId": "00113",
"quantity": null,
"state": "not installed"

})

Per Managed Endpoint w/5 Yr SW S&S",

Per Managed Endpoint w/5 Yr SW S&S",
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"customerNumber": "1234567890",
"licenseKeyId": "00114",
"quantity": null,
"state": "not installed"
H,
"partNumber": "5641PX5",
“purchaseOrder": "00000000",
"salesOrder": "999999999",
"startDate": "2020-06-02"
H,
"customerInfo”: {
"companyNamelInEnglish": "Some Company",
"companyNamelInLocallanguage": " Some Company ",
"contactEmailAddress": "jane.doe@somecompany.com"”,
"contactPhoneNumber": "9995551212",
"customerAddress”: "10 Main Street",
"customerCity": "Rockville",
"customerRegionStateOrProvince": "NY",
"customerPostalCode": "12345",
"country": "US",
"firstName": "Jane",
"lastName": "Doe",
"preferredLanguage”: "EN"

PATCH /authCodes

Use this method to install or download license-activation keys for one or more authorization codes.
Note: This REST API requires Lenovo XClarity Administrator v3.5.0 or later.

Authentication
Authentication with username and password is required.

Request URL
PATCH https://{management_server_IP}/authCodes

Query parameters

None

Request body
¢ Install license-activation keys in Lenovo XClarity Administrator

Re-
quired /
Attributes Optional | Type Description
authCodes Optional | Array of | Information about each authorization code
objects
authCode Optional | String License-authorization code ID
licenseKeys Optional | Array of [ Information about each license-activation key
objects
licenseKeyld Optional | String License-key ID
This attribute is idempotent (cannot be changed).
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Re-
quired /
Attributes Optional | Type Description
customerNumber Optional | String Lenovo customer number associated with the license-
activation key
quantity Optional | Integer Number of redeemed licenses
state Optional | String License-key state. This is always installed.

The following example install four license keys in Lenovo XClarity Administrator.

{
"authCodes": [{
"authCode": "YYATBQ2V37V1100AID2K4",
"licenseKeys": [{
“licenseKeyId": "00002",
“state": "installed"
b
{
“licenseKeyId": "00003",
“state": "installed"
}H
3
{
"authCode": "YYATBQ2V37V1100AID2K5",
"licenseKeys": [{
“licenseKeyId": "00025",
“state": "installed"
b
{
“licenseKeyId": "00032",
“state": "installed"
}H
}H
}
¢ Download license-activation keys to the local system
Re-
quired /
Attributes Optional | Type Description
authCodes Optional | Array of | Information about each authorization code
objects
authCode Optional | String License-authorization code ID
licenseKeys Optional | Array of | Information about each license key
objects
licenseKeyld Optional | String License-key ID
This attribute is idempotent (cannot be changed).
state Optional | String License-key state. This is always downloaded.
The name and path of the license-activation keys file on
the local system is returned in the "Location" field in the
response header.

The following example downloads four license keys to the local system.

{

"authCodes": [{
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"authCode": "YYATBQ2V37V1100AID2K4",
"licenseKeys": [{

"licenseKeyId": "00002",

"state": "downloaded"

}
{
“licenseKeyId": "00003",
"state": "downloaded"”
H
|8
{
"authCode": "YYATBQ2V37V1100AID2K5",
"licenseKeys": [{
“licenseKeyId": "00025",
"state": "downloaded"
1
{
“licenseKeyId": "00032",
"state": "downloaded"”
H
}H

}

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response header

When licenseKyes.state=downloaded, a link to the license authorization-keys file is returned in the
Location attribute in the response header.
Location: https://192.0.2.0/filename.zip

Response body
Attributes Type Description
response Array of Information about each license-activation key
objects
result String Request status for the key
filename String File name for the license-activation keys
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Attributes Type Description

result String Results of the request. This can be one of the following values.

e success. The request completed successfully.

¢ failed. The request failed. A descriptive error message was
returned.

e warning. The request completed with a warning. A descriptive
error message was returned.

messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.
{
“response”: [{
"result": "OK",
“filename": "lnvgy_fod_0038_7777777777_anyos_noarch_00000011_1337.key"
H,
"result": "success",
"messages”: [{
"id": "FQXHMSE0001I",
"text": "The request completed successfully.”,
"explanation”: "",
"recovery": {
“text": "Information only. No action is required.",
"URL": "*

1

/authCodes/{code}

Use this REST API to manage licenses for a specific license authorization code or modify customer
information.

Note: This REST API requires Lenovo XClarity Administrator v3.5.0 or later.

HTTP methods
PUT, PATCH

PUT /authCodes/{code}
Use this method to redeem licenses from a single authorization code.
Lenovo XClarity Administrator sends a request to the Features on Demand web portal to redeem the licenses.

The web portal creates a license-key file for each authorization code and downloads the files to the
management server. Each license-key file contains the set of redeemed licenses for a specific authorization

Chapter 3. Management-server update 65


https://fod.lenovo.com

code. You can then use the license-key file to apply licenses to the current XClarity Administrator, or you can
import and install the downloaded license key file into another XClarity Administrator that might not have
access to the Features on Demand web portal.

You can redeem all or a subset of licenses by specifying the keysRedeemQty request attribute. You must
also specify the authCode attribute, lenovoCustomerNumber attribute, and ensure that licenseKeys.state
is set to “not installed.”.

Note: This REST API requires Lenovo XClarity Administrator v3.5.0 or later.

Authentication

Authentication with username and password is required.

Request URL
PUT https://{management_server_IP}/authCodes/{code}

where {code} is the authorization code ID which was sent to you in an electronic proof of entitlement email
when you purchased the licenses.
Query parameters

None

Request body

This request updates the entire resource. If an optional attribute is set to an empty string, that attribute is not
changed. If an idempotent (unchangeable) attribute is modified, an error is thrown.

Re-
quired /
Attributes Optional | Type Description
authCodes Optional | Object Information about a single license-authorization code

authCode Optional | String License-authorization code ID
errorMsg Optional | String Message description

This attribute is idempotent (cannot be changed).
featureCode Optional | String License feature code

This attribute is idempotent (cannot be changed).
featureDescription Optional | String License feature description

This attribute is idempotent (cannot be changed).
keysRedeemed Optional | Integer Number of redeemed license-activation keys

This attribute is idempotent (cannot be changed).
keysRedeemQty Optional | Integer Number of redeemed license-activation keys
keysRemaining Optional | Integer Number of available (not redeemed) license-activation

keys

This attribute is idempotent (cannot be changed).
lenovoCustomerNumber Optional | String Lenovo customer number
licenseKeys Optional | Array of Information about each license-activation key

objects
customerNumber Optional | String Lenovo customer number associated with the license-
activation key
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Re-
quired /
Attributes Optional | Type Description
licenseKeyld Optional | String License-activation-key ID
This attribute is idempotent (cannot be changed).
quantity Optional | Integer Number of redeemed licenses
state Optional | String License-activation key state
This attribute cannot be changed.
partNumber Optional | String License part number
This attribute is idempotent (cannot be changed).
purchaseOrder Optional | String License purchase-order number
This attribute is idempotent (cannot be changed).
retrieveKeys Optional | Boolean | Indicates whether to retrieve license-activation keys. This
can be one of the following values.
¢ true. Retrieve license-activation keys.
e false. (default) Do not retrieve license-activation keys.
salesOrder Optional | String License sales-order number
This attribute is idempotent (cannot be changed).
startDate Optional | String Date when the authorization code was created and the
license validation period starts
This date is specified using ISO-8601 format (for example,
2019-05-02). For information about ISO-8601 format, see
the W3C Date and Time Formats webpage.
This attribute is idempotent (cannot be changed).

The following example redeems ten of the remaining licenses in an authorization code.

{
"authCodes": [{
"authCode": "YYATBQ2V37V1100AID2K4",
“errorMsg": "",
"featureCode": "",
“featureDescription”: "",
"keysRedeemed": null,
"keysRedeemQty": "10",
"keysRemaining ": null,
“lenovoCustomerNumber": "1234567890",
“licenseKeys": [{
"customerNumber": "1234567890",
“licenseKeyId": "",
"quantity": null,
"state": "not installed",
H,
“partNumber": "",
"purchaseOrder": "",
"retrieveKeys": false,
"salesOrder": ""
"startDate": "",
H
}
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Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description
authCodes Array of Information about each license-authorization code
objects
authCode String License-authorization code ID
errorMsg String Message description
featureCode String License feature code
featureDescription String License feature description
keysRedeemed Integer Number of redeemed license-activation keys
keysRemaining Integer Number of available (not redeemed) license-activation keys
lenovoCustomerNumber String Lenovo customer number
licenseKeys Array of Information about each license-activation key
objects
customerNumber String Lenovo customer number associated with the license-activation key
licenseKeyld String License-activation key ID
quantity Integer Number of redeemed licensees
state String License-activation key state. This can be one of the following values.
¢ installed. The license-activation key is installed in XClarity
Administrator.
¢ notinstalled. The license-activation key is not installed.
partNumber String License part number
purchaseOrder String License purchase-order number
salesOrder String License sales-order number
startDate String Date when the authorization code was created and the license
validation period starts
This date is specified using ISO-8601 format (for example, 2019-05-
02). For information about ISO-8601 format, see the W3C Date and
Time Formats webpage.
customerinfo Object Information about the customer that is associated with the license-
authorization codes
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Attributes Type Description
companyNamelnEnglish String Customer company name in English
companyNamelnLocallLan- String Customer company name in local language
guage
contactPhoneNumber String Customer phone number
contactEmailAddress String Customer email address
customerAddress String Customer physical address
customerCity String Customer city
customerRegionStateOrPro- String Customer state or region
vince
customerPostalCode String Customer postal code
country String Customer country code
For a complete list of country codes, use GET /licenseCountries.
firstName String Customer given name
lastName String Customer family name
preferredLanguage String Language code of the preferred language
For a complete list of language codes, use GET /licenseCountries.

The following example is returned if the request is successful.

{

"authCodes": [{

H,

"authCode": "YYATBQ2V3TV1100AID2K4",

“errorMsg": "",
"featureCode": "1341 contact”,

"featureDescription": "Lenovo XClarity Pro, Per Managed Endpoint w/5 Yr SW S&S",

"keysRedeemed": 50,
"keysRemaining ": 0,
“lenovoCustomerNumber": "1234567890",
"licenseKeys": [{
"customerNumber": "1234567890",
“licenseKeyId": "00001",
"quantity": null,
"state": "not installed”,

1,

{
"customerNumber": "1234567890",
“licenseKeyId": "00002",
"quantity": null,
"state": "not installed",

H,

"partNumber": "5641PX5",
“purchaseOrder": "00000000",
"salesOrder": "999999999",
"startDate": "2020-06-02",

"customerInfo": {

"companyNameInEnglish": "Some Company",
"companyNamelInLocallanguage”: " Some Company ",
"contactPhoneNumber": "9995551212",
"contactEmailAddress": "jane.doe@somecompany.com"”,
"customerAddress”: "10 Main Street",
"customerCity": "Rockville",
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"customerRegionStateOrProvince": "NY",
"customerPostalCode": "12345",
"country": "US",

"firstName": "Jane",

"lastName": "Doe",
"preferredLanguage”: "EN"

}
PATCH /authCodes/{code}

Use this method to install or download license-activation keys for a specific authorization code.
Note: This REST API requires Lenovo XClarity Administrator v3.5.0 or later.

Authentication
Authentication with username and password is required.

Request URL
PATCH https://{management_server_IP}/authCodes/{code}/licenseKeys

where {code} is the authorization code ID which was sent to you in an electronic proof of entitlement email
when you purchased the licenses.

Query parameters

None

Request body

¢ [nstall license-activation keys in Lenovo XClarity Administrator

Re-
quired /
Attributes Optional | Type Description
authCodes Optional | Object Information about each authorization code
authCode Optional | String License-authorization code ID
licenseKeys Optional | Array of | Information about each license key
objects
customerNumber Optional | String Lenovo customer number associated with the license-
activation key
licenseKeyld Optional | String License-key ID
This attribute is idempotent (cannot be changed).
quantity Optional | Integer Number of redeemed licenses
state Optional | String License-key state. This is always installed.

The following example install four license keys in Lenovo XClarity Administrator
{
"authCodes": {
"authCode": "YYATBQ2V37V1100AID2K4",
"licenseKeys": [{
"customerNumber": "1234567890",
"licenseKeyId": "00002",
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"quantity": 10,
"state": "installed"

1
{
“customerNumber": "1234567890",
“licenseKeyId": "00003",
“quantity": 10,
“state": "installed"
}
}
}
¢ Download license-activation keys to the local system
Re-
quired /
Attributes Optional | Type Description
authCodes Optional | Object Information about each authorization code
authCode Optional | String License-authorization code ID
licenseKeys Optional | Array of | Information about each license key
objects
licenseKeyld Optional | String License-key ID
This attribute is idempotent (cannot be changed).
state Optional | String License-key state. This is always downloaded.
The name and path of the license-activation keys file on
the local system is returned in the "Location" field in the
response header.

The following example downloads four license keys to the local system.

{
"authCodes": {
"authCode": "YYATBQ2V37V1100AID2K4",
"licenseKeys": [{
“licenseKeyId": "00002",
"state": "downloaded"
1
{
“licenseKeyId": "00003",
"state": "downloaded"
H
}
}

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.
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Code Description Comments

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
response Array of Information about each license-activation key
objects
result String Request status for the key
filename String File name for the license-activation keys
result String Results of the request. This can be one of the following values.

e success. The request completed successfully.

¢ failed. The request failed. A descriptive error message was
returned.

e warning. The request completed with a warning. A descriptive
error message was returned.

messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.
{
"response”: [{
"result": "0K",
"filename": "lnvgy fod 0038 7777777777 _anyos_noarch 00000011 1337.key"
H,
"result": "success",
"messages”: [{
"id": "FQXHMSE0001I",
"text": "The request completed successfully.",
"explanation": "",
“recovery": {
“text": "Information only. No action is required."”,
"URL": ""

1

/files/managementServer/updates?action=import&jobid={job_id}

Use this REST API to import a management-server update into the updates repository.
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HTTP methods
POST

POST /files/managementServer/updates?action=import&jobid={job_id}

Use this method to import a management-server update to the updates repository. Only the user that
created the job has the permission to import the update using the job ID that was returned from that method.

Before you can import an update, you must first create an import job using the POST /managementServer/
updates?action=import method.

You can monitor the status of the import request using the GET /tasks/{job_list} method.

Authentication

Authentication with username and password is required.

Request URL

POST https://{management _server_ IP}/files/managementServer/updates?action=import&jobid={job_id}

Query parameters

Re-
quired /
Parameters Optional | Description
jobid={job_id} Required | The ID of the job that was created to import images using the last
POST /managementServer/updates?action=import method

The following example imports a management-server update using job ID 1.
POST https://192.0.2.0/files/managementServer/updates?action=import&jobhid=1

Request body

Use the "multipart/form-data" media type to import the update package. Use the attributes in the following
table as the multipart name in the body. For more information about the multipart/form-data media type, see
Returning Values from Forms: multipart/form-data webpage.

Re-
quired /
Attributes Optional | Type Description
fileSize Optional | String Size of the update file to be imported (in bytes)
uploadedfile Required | Object Information about the image being imported
fileName Required | String Name of the update file

The following example imports a management-server update.

HTTP Header
Content-Type: multipart/form-data; boundary=AaB03x

Request body
--AaB03x
Content-Disposition: form-data; name="uploadedfiles[]";
filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.chg"
Content-Type: application/octet-stream
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--AaB03x
Content-Disposition: form-data; name="uploadedfiles[]";
filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.tgz"
Content-Type: application/x-compressed

--ARaB03x
Content-Disposition: form-data; name="uploadedfiles[]";

filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.txt"
Content-Type: text/plain

--ARaB03x
Content-Disposition: form-data; name="uploadedfiles[]";

filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.xml"
Content-Type: text/xml

--AaB03x--

Response codes

Code Description Comments

201 Created One or more new resources were successfully created.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

result String Results of the request. This can be one of the following values.

e success. The request completed successfully.

¢ failed. The request failed. A descriptive error message was
returned.

e warning. The request completed with a warning. A descriptive
error message was returned.

messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful. You can use the GET /tasks/{job_list} resource
to monitor the progress of the deployment.
{

“result": "success",

"messages":[]
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The following example is returned if the request is not successful (such as a response code of 409).

{
"result": "failed",
"errorMsg": {
"result": "major",
"messages": [{
"explanation": "The operation failed for an unknown reason. The network connection
might have gone down",
"id": "FQXHMUP2502L",
“recovery": {
"text": "Check the network connection. Retry the operation.'
|3
“text": "The repository operation failed."

H

/files/stgupdates/repository/import/SELF

Use this REST API to import a management-server update into the updates repository without using a job.

HTTP methods
POST

POST /files/stgupdates/repository/import/SELF

Use this method to import a management-server update to the updates repository without using a job.

Authentication

Authentication with username and password is required.

Request URL
POST https://{management_server_IP}/files/stgupdates/repository/import/SELF

Query parameters

None

Request body

Use the "multipart/form-data" media type to import the update package. Use the attributes in the following
table as the multipart name in the body. For more information about the multipart/form-data media type, see
Returning Values from Forms: multipart/form-data webpage. For example:

HTTP Header
Content-Type: multipart/form-data; boundary=AaB03x

Request body
--AaB03x
Content-Disposition: form-data; name="uploadedfiles[]";
filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.chg"
Content-Type: application/octet-stream

--RaB03x
Content-Disposition: form-data; name="uploadedfiles[]";
filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.tgz"
Content-Type: application/x-compressed
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--ARaB03x

Content-Disposition: form-data; name="uploadedfiles[]";
filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.txt"

Content-Type: text/plain

--ARaB03x

Content-Disposition: form-data; name="uploadedfiles[]";
filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.xml"

Content-Type: text/xml

--ARaB03x--

Response codes

Code Description Comments
200 OK The request completed successfully.
409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.
500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
current String
downloadedsize Integer
downloadednum Integer
progress Integer Job progress, where 100 is complete, and less than 100 is in
progress
state String State of the import process. This can be one of the following values.
e success. The request completed successfully.
e error. The request failed. A descriptive error message is returned.
total Integer
totalsize Integer
updates Array
popMsg Array Indicates that some files are not applicable for virtual-appliance
updates repository
result String Result of the request. This can be one of the following values.
* warning
messages Object Information about one or more messages
id String Message identifier of a returned message
explanation String
recovery Array
text String
text String Message text that is associated with the message identifier
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Attributes Type Description

errorMsg Array Information about one or more messages

result String Result of the request. This can be one of the following values.
¢ informational. The request completed successfully.

messages Array Information about one or more messages
id String Message identifier of a returned message
text String Message text that is associated with the message identifier

The following example is returned if the request is successful.
{
"current": "",
"downloadednum": 0
"downloadedsize": 0,
“progress": 0,
"state": "success",
"total": 0,
"totalsize": 1,
"updates”: [],
"popMsg”: {
"result": "warning",
"messages": [{
"id": "FQXHMUP2512F",
“text": "Import complete”,
“explanation”: "The following files are not applicable to the updates
process; they have been discarded: newFile.txt.",
“recovery": {

"text": "Discarded packages are not referenced by any .xml file
currently in Firmware Updates Repository. Ensure your
uploaded files include the correct .xml file."

}

}H

1
"errorMsg": {

"result": "informational",
"messages": [{

"id": "FQXHMUP2500I",

“text": "Repository operation completed successfully."

1

/files/stgupdates/repository/import/validate/SELF

Use this REST API to verify that Lenovo XClarity Administrator has sufficient disk space to import
management-server update files.

HTTP methods
POST

POST /files/stgupdates/repository/import/validate/SELF

Use this method to verify that Lenovo XClarity Administrator has sufficient disk space to import
management-server update files.
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If you specify this attribute, this method starts a job that runs in the background to perform the operation.
The response body includes the ID of the job that was created to perform this request. Use POST /files/
stgupdates/repository/import/SELF?jobid={job_id} to start the import job.. If a job was not successfully
started, refer to the response code and response body for details.

Authentication

Authentication with username and password is required.

Request URL
POST https://{management_server_IP}/files/stgupdates/repository/import/validate/SELF

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
files Required | Array of Information about each file to import
objects
index Optional | String Array index
name Required | String File name
size Required | Long File size
type Optional | String File type. This can be one of the following values.
o text
e binary

The following example check the file size before importing updates.

{
"files": [{
"index": 0,
"name": "filename.txt",
"size": 8192,
"type": "text/plain”
H
}

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response

body.
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Response body

® success. The request completed successfully.
¢ failure. The request failed. A descriptive error message is returned.

Attributes Type Description

current String

downloadednum Integer

downloadedsize Integer

progress Integer Job progress, where 100 is complete, and less than 100 is in progress
state String This can be one of the following values.

total Integer
totalsize Integer
updates Array
errorMsg Array Information about one or more messages
result String Results of the request. This can be one of the following values.
e success. The request completed successfully.
¢ failure. The request failed. A descriptive error message is returned.
¢ informational.
messages Array Information about one or more messages
id String Message identifier of a returned message
text String Message text that is associated with the message identifier

The following example is returned if the request is successful.
{

"Current": IIII’

"downloadednum": 0

“downloadedsize": 0,

“progress”: 0,
"state": "success",
"total": 0,
"totalsize": 0,
“updates”: [],
“errorMsg": {

"result": "informational",
"messages": [{
"id": "FQXHMUP2500I",

"text": "Repository operation completed successfully."

}

/files/stgupdates/repository/import/SELF?jobid={job_id}

Use this REST API to import a management-server update to the updates repository. Only the user that
created the job has the permission to import the update using the job ID that was returned from that method.

HTTP methods
POST
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POST /files/stgupdates/repository/import/SELF?jobid={job_id}

Use this method to import a management-server update to the updates repository. Only the user that
created the job has the permission to import the update using the job ID that was returned from that method.

Before you can import an update, you must first create an import job using the POST /files/stgupdates/
repository/import/validate/SELF method.

You can monitor the status of the import request using the GET /tasks/{job_list} method.

Authentication

Authentication with username and password is required.

Request URL
POST https://{management_server_IP}/files/stgupdates/repository/import/SELF?jobid={job_id}

Query parameters

Re-
quired /
Parameters Optional | Description
jobid={job_id} Required | ID of the job that was created to import images using the last POST
/files/stgupdates/repository/import/validate/SELF method

The following example imports a management-server update using job ID 1.
POST https://192.0.2.0/files/stgupdates/repository/import/SELF?jobid=1

Request body

Use the "multipart/form-data" media type to import the update package. Use the attributes in the following
table as the multipart name in the body. For more information about the multipart/form-data media type, see
Returning Values from Forms: multipart/form-data webpage.

Re-
quired /
Attributes Optional | Type Description
fileSize Optional | String Size of the update file to be imported (in bytes)
uploadedfile Required | Object Information about the image being imported
fileName Required | String Name of the update file

The following example imports a management-server update.

HTTP Header
Content-Type: multipart/form-data; boundary=AaB03x

Request body
--AaB03x
Content-Disposition: form-data; name="uploadedfiles[]";
filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.chg"
Content-Type: application/octet-stream

--ARaB03x

Content-Disposition: form-data; name="uploadedfiles[]";
filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.tgz"
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Content-Type: application/x-compressed

--ARaB03x
Content-Disposition: form-data; name="uploadedfiles[]";

filename="Ilnvgy_sw_lxca_serverrepo2-1.1.1 anyos_noarch.txt"

Content-Type: text/plain

--ARaB03x
Content-Disposition: form-data; name="uploadedfiles[]";

filename="lnvgy_sw_lxca_serverrepo2-1.1.1_anyos_noarch.xml"

Content-Type: text/xml

--RaB03x--

Response codes

e success. The request completed successfully.
¢ failure. The request failed. A descriptive error message is returned.

Code Description Comments

200 OK The request completed successfully.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

current String

downloadednum Integer

downloadedsize Integer

progress Integer Job progress, where 100 is complete, and less than 100 is in progress

state String This can be one of the following values.

total Integer
totalsize Integer
updates Array
errorMsg Array Information about one or more messages
result String Results of the request. This can be one of the following values.
e success. The request completed successfully.
¢ failure. The request failed. A descriptive error message is returned.
¢ informational.
messages Array Information about one or more messages
id String Message identifier of a returned message
text String Message text that is associated with the message identifier

The following example is returned if the request is successful.
{

“current":
“downloadednum”: 0
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"downloadedsize": 0,
“progress": 0,
"state": "success",
"total": 0,
"totalsize": 0,
"updates": [],
"errorMsg": {
"result": "informational",
"messages": [{
"id": "FQXHMUP2500I",

"text": "Repository operation completed successfully."

|

/lic

enseCompliance

Use this REST API to retrieve information about whether Lenovo XClarity Administrator is license compliant.

HTT
GET

P methods

GET /licenseCompliance

Use this method to return information about whether Lenovo XClarity Administrator is license compliant.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/licenseCompliance

Que

ry parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Parameters Type Description
response Array of Information about compliance for each license
objects
compliant Integer Indicates whether XClarity Administrator is compliant with installed

licenses. This can be one of the following values.
¢ 0. XClarity Administrator is not compliant.

e 1. XClarity Administrator is compliant.

e 2. XClarity Administrator is registered.

result String Results of the request. This can be one of the following values.

® success. The request completed successfully.

¢ failed. The request failed. A descriptive error message was
returned.

e warning. The request completed with a warning. A descriptive
error message was returned.

messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of | Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.
{
"response”: [{
"compliant": 1
H,
"result": "success",
"messages": [{
"id": "FQXHMSE0001I",
“"text": "The request completed successfully.",
"recovery”: {
“text": "Information only. No action is required.",
“URL": ""
}

explanation":

}

/licenseCountries

Use this REST API to return a list of countries and languages that can be for customer information associated
with licenses.

Note: This REST API requires Lenovo XClarity Administrator v3.3.0 or later.

HTTP methods
GET
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GET /licenseCountries

Use this REST API to return a list of countries and languages that can be for customer information associated
with licenses.

Note: This REST API requires Lenovo XClarity Administrator v3.3.0 or later.

Authentication

Authentication with username and password is required.

Request URL
GET https://{management_server_IP}/licenseCountries

Query parameters

None

Request body
None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

For XClarity Administrator advanced functions, ensure that you have active
licenses for each managed server that supports the advanced functions.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description
countries Array of Information about each country
objects
desc String Country description
value String Country code
languages Array of Information about each language
objects
desc String Language description
value String Language code

The following example is returned if the request is successful.
{

"countries" :[
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{ "dESC":

"Ch'ina", "\Ial.ue": "CN" }’

{ "desc": "UnitedKingdom", "value": "GB" }
1,
"languages"” :[
{ "desc": "Chinese-traditional”, "value": "ZN" },
{ "desc": "English", "value": "EN" },
]
}
/registration

Use this REST API to return information about the Lenovo XClarity Administrator registration status, register
XClarity Administrator, or import the registration token.

Note: This REST API requires Lenovo XClarity Administrator v3.4.0 or later.

HTTP methods
GET, POST, PUT

GET /registration

Use this method to return information about the Lenovo XClarity Administrator registration status.

Note: This REST API requires Lenovo XClarity Administrator v3.4.0 or later.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management _server_IP}/registration

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response

body.
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Response body

Attributes Type Description
company String Company name
country String Country code for the location of the management server
To obtain the country code, use GET /registration/countries.
deviceCount Integer Number of managed devices
status Integer Indicates status information about whether the system has free

license registered
¢ 0. Not registered
¢ 1. Registered

token String Registration token
If a token is not installed, this value is null.

The following example is returned if the request is successful.

{
"company”: "Some Company",
"country": "us",
"deviceCount": 250,
"status": 1,
“token": "0DF4-0110-E231"
}
POST /registration

Use this method to send a registration request to the Lenovo eSupport website and return the registration
status and token.

Note: This REST API requires Lenovo XClarity Administrator v3.4.0 or later.

Authentication

Authentication with username and password is required.

Request URL

POST https://{management_server_IP}/registration

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
company Required | String Company name
country Required | String Country code for the location of the management server
To obtain the country codes, use GET /utils/countries.
deviceCount Required | Integer Number of managed devices

The following example registers a company for a free license.
{

"company”: "Some Company",
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"Countrg": "us"’
"deviceCount": 250

}

Response codes

body.

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

408 Request Timeout The orchestrator server did not receive a required request in a specific amount of
time. A descriptive error message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response

Response body

None

PUT /registration

Use this method to import the registration token in the management server.

Note: This REST API requires Lenovo XClarity Administrator v3.4.0 or later.

Authentication

Authentication with username and password is required.

Request URL

PUT https://{management_server_IP}/registration

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
token Required | String Free-license registration token

If you registered Lenovo XClarity Administrator using the
REST API, this token is returned by POST /registration. If
you registered using the Lenovo XClarity Registration web
portal, the token is returned when you complete the
registration.

The following example installs the free-license registration token.

{

“"token":

}

"0DF4-0110-E231"
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Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None

/registration/countries

Use this REST API to return a list of country and region codes that can be used during the registration
process.

Note: This REST API requires Lenovo XClarity Administrator v3.4.0 or later.

HTTP methods
GET

GET /registration/countries
Use this method to return a list of country and region codes that can be used during the registration process.
Note: This REST API requires Lenovo XClarity Administrator v3.4.0 or later.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management _server_IP}/registration/countries

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Attributes Type Description

message String Results of the request. This can be one of the following values.
e success. The request completed successfully.
¢ failure. The request failed. A descriptive error message was

returned.
body Array of Information about each country or region
objects
Text String Country or region name
Value String Two-letter ISO 3166 code for the country or region

The following example is returned if the request is successful.

{
"message": "succeed",
"body": {
“Text": "ANGOLA",
"Value": "AQ"
I
{
“Text": "ARGENTINA",
"Value": "AR"
I
{
“Text": "ZAMBIA",
"Value": "ZM"
I
{
"Text": "ZIMBABWE",
"Value": "ZW"
H
}

/registration/details

Use this REST API to return information about the registration settings.
Note: This REST API requires Lenovo XClarity Administrator v3.4.0 or later.

HTTP methods
GET

GET /registration/details
Use this method to return information about the registration settings.

Note: This REST API requires Lenovo XClarity Administrator v3.4.0 or later.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/registration/details
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Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
compliant Integer Indicates whether XClarity Administrator is compliant with installed

licenses. This can be one of the following values.
¢ 0. XClarity Administrator is not compliant.

¢ 1. XClarity Administrator is compliant.

e 2 XClarity Administrator is registered.

freeOfWarning Integer Indicates whether XClarity Administrator is registered and license

warnings are suppressed. This can be one of the following values.

e 0. XClarity Administrator is not registered. License warnings are
displayed.

e 1. XClarity Administrator is registered. Licenses warnings are
suppressed.

The following example is returned if the request is successful.
{

"compliant": 2,

"free0fWarning": 1

/managementServer/updates

Use this REST API to retrieve information about all updates in the management-server updates repository,
retrieve status for all management-server updates that are in progress, or manage management-server
updates in the repository or to apply an update to the management server.

HTTP methods
GET, POST, PUT

GET /managementServer/updates

Use this method to return information about all updates in the management-server updates repository.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/managementServer/updates
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Query parameters

Re-
quired /

Parameters Optional | Description

key={value} Optional | Returns the specified type of information for all management-server

update-related tasks that are in progress. This can be one of the
following values.
e all. (default) Returns all information.
¢ currentVersion. Returns the current version of XClarity
Administrator.
¢ history. Returns the history of management-server updates.
e importDir. Returns the directory for the management-server
updates repository.
¢ size. Returns the repository size (in bytes).
¢ updates. Returns information about all updates packages.
¢ updatedDate. Returns the date when the last update was
performed.
Request body
None
Response codes

Code Description Comments

200 OK The request completed successfully.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

history Object Information about the management-server update history
buildNumber String Update build number
dateApplied String Timestamp when the update was applied
description String Short description of the update
detaillnfo String Detailed description of the update
fileName String Update file name
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Attributes Type Description
flavor String Type of update. This can be one of the following values.
¢ base install. The initial installation of XClarity Administrator code
changes.
¢ license enablement. License for full-function entitlement.
e patch. XClarity Administrator code changes, including new
releases and fix packs
¢ supplemental pack. Firmware-update repository packs, which
contain firmware update packages for all manageable devices.
When imported and applied, the firmware updates are added in the
firmware-updates repository.
installationFailedDate String Timestamp when the update was applied and failed
version String XClarity Administrator version
importDir String Directory of the management-server updates repository
size Object Information about the size of the management-server updates
repository
allotment Long Amount of space that is reserved for the repository
firmwareRepoUsage Long Amount of used space, in bytes, in the firmware updates repository
highusage String Used capacity. This can be one of the following values.
¢ high. 85% capacity or higher
¢ medium. 50% capacity or higher
e low. 49% or lower
selfRepoUsage Long Amount of used space, in bytes, in the XClarity Administrator updates
repository
upperLimitSpace Long Maximum amount of space, in GB, that can be allocated to the
updates repository (including firmware, OS device drivers, and
management server updates)
The minimum size is 50 GB. The maximum size is dependent on the
amount of disk space on the local system.
usedSpace Long Amount of used space
windowsDriverRepoUsage Long Amount of used space, in bytes, in the Windows device-drivers
repository
updatedDate String Timestamp for the last applied update
updates Array of Information about the latest applied update
objects
applied String Applied status. This can be one of the following values.
¢ applied. The update was successfully applied.
¢ not applied. The update was not applied.
buildNumber String Update build number
fixid String ID of the update package
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Attributes Type Description
flavor String Type of update. This can be one of the following values.
¢ base install. The initial installation of XClarity Administrator code
changes.
¢ license enablement. License for full-function entitlement.
e patch. XClarity Administrator code changes, including new
releases and fix packs
¢ supplemental pack. Firmware-update repository packs, which
contain firmware update packages for all manageable devices.
When imported and applied, the firmware updates are added in the
firmware-updates repository.
id Integer ID of the update
payload String File name of the update package
readableName String Detailed description of the update
rebootRequired Boolean | Identifies whether the update requires the management server to be
rebooted. This can be one of the following values.
¢ true. The update requires a reboot.
¢ false. The update does not require a reboot.
releasedate String Date when the update was released
size Long Size of the update package file
status String Update-package status. This can be one of the following values.
e acquired. The entire update package is stored in the repository.
¢ not acquired. The update package was not downloaded to the
repository.
title String Name of the update
version String Version of the update
version String Version of the currently installed updated

The following example is returned if the request is successful.

{

"history": [{
"buildNumber": "173",
"dateApplied": "06-16-2016-19:04",
"description": "base install",
"detailInfo": "Base Install",
"fileName": "Base Install",
“flavor": "base install”,
“installationFailedDate": "06-16-2016-19:04",
"version": "1.2.0"

h

{
"buildNumber": "SWITCH-01",
"dateApplied": "06-16-2016-19:21",
"description": "TBD",
"detailInfo": "Lenovo XClarity Administrator Repository Pack for Flex CMM and Switches",
"fileName": "lnvgy_sw_lxca-fw-cmm-switch-repository-pack_1-1.2.0_anyos_noarch",
“flavor": "supplement pack",
“installationFailedDate": "06-16-2016-19:21",
"version": "Version 1.2.0-[SWITCH-01-1.2.0]-"

H,

"importDir": "\/opt\/lenovo\/lxca\/data\/updates\/self",
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"size": {
"allotment": 53687091200,
"firmwareRepoUsage": 34685248291,
"highusage": "high",
"selfRepoUsage": 97299561694,
"upperlimitSpace": 158230491136,
"usedSpace": 133804243686,
"windowsDriverRepoUsage": 1819433701
5
"updatedDate": "06-22-2016-19:47",
"updates": [{
"applied": "Applied",
"buildNumber": "SWITCH-01",
"datainfo": "Info",
"fixid": "lnvgy_sw_lxca-fw-cmm-switch-repository-pack_1-1.2.0_anyos_noarch",
“flavor": "supplement pack",
"id": 1,
“payload”: "lnvgy_sw_Lxca-fw-cmm-switch-repository-pack_1-1.2.0_anyos_noarch.tgz",
“readableName": "Lenovo XClarity Administrator Repository Pack for Flex CMM and Switches",
"releasedate": "2016-06-03",
"size": 4091905320,
"status": "Acquired",
"title": "lnvgy_sw_Lxca-fw-cmm-switch-repository-pack _1-1.2.0_anyos_noarch",
"version": "Version 1.2.0-[SWITCH-01-1.2.0]-"
H,
"version": "1.2.0"

}

PUT /managementServer/updates

Use this method to install a management-server update.

This method starts a job to perform the operation. The response body includes a job ID that represents the
job that is monitored by the management server. You can use GET /tasks/{job_list} to determine the status of
the job. If a job was not successfully started, refer to the response code and response body for details.

To cancel the request, use GET /tasks/{job_list}, where {job_id} is the ID that is returned by this request.

Attention: A successful response indicates that the request was successfully transmitted and accepted by
the management server. It does not indicate that the operation that is associated with the job was
successful.

Authentication

Authentication with username and password is required.

Request URL
PUT https://{management_server_IP}/managementServer/updates

Query parameters

Re-
quired /
Parameters Optional | Description
action=apply Required | Installs the specified management-server updates.

The following example applies a specific update to the management server.
PUT https://192.0.2.0/managementServer/updates?action=apply
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Request body

Re-
quired /
Option-
Attributes al Type Description
fixids Re- Array of | Update ID. You can specify only one update ID. To obtain the
quired strings update UUID, use the GET /chassis method.

The following example installs a management-server update.

{

"fixids": ["lnvgy_sw_lxca_222-1.2.0_anyos_noarch"]
}
Response codes

Code Description Comments

200 OK The request completed successfully.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

jobid String Job ID

result String Results of the request. This can be one of the following values.

e success. The request completed successfully.
¢ failed. The request failed. A descriptive error message was
returned.

errorMsg Object Information about one or more messages

messages Array of Information about a message
objects
id String Message identifier of a returned message.
recovery Object
text String
text String Message text associated with the message identifier.
result String Results of the request. This can be one of the following values.
¢ informational.
e warning.

The following example is returned if the request is successful.

{
"jobid":
"result":
"errorMsg"

||5||’

"success”,

 {

Chapter 3. Management-server update 95




"messages": [{
"id": "FQXHMUP2508I",
“"text": "The operation has started successfully.”

3,

"result": "informational"
}
}

POST /managementServer/updates
Use this method to manage management-server updates in the updates repository.
When the action=import query parameter is specified, this method creates a job that can be used to import
a management-server update package into the updates repository. The method returns the job ID, which you
can then use with the POST /files/managementServer/updates?action=import&jobid={job_id} method.
To import a management-server update package into the updates repository, follow these steps:

1. Start a job to import the update using POST /managementServer/updates?action=import.

2. Import the update using POST /files/managementServer/updates?action=import&jobid={job_id}
method, where the job ID is the ID that was returned in step 1.

3. Monitor the status of the import job using GET /tasks/{job_list}, where the job ID is the ID that was
returned in step 1. You can also cancel the import job using this method.

Authentication

Authentication with username and password is required.

Request URL

POST https://{management_server_IP}/managementServer/updates

Query parameters

Re-
quired /
Parameters Optional | Description
action={action} Required | Action to take. This can be one of the following values.

* acquire. Downloads the specified management-server update
packages from the Lenovo XClarity Support website.

e import. Creates a job to import one or more management-server
updates.

¢ refresh. Retrieves information (metadata) about the latest available
management-server updates from the Lenovo XClarity Support
website.

The following example downloads management-server update packages to the management-server updates
repository
POST https://192.0.2.0/managementServer/updates?action=acquire

The following example import management-server updates from the local system.
POST https://192.0.2.0/managementServer/updates?action=import
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Request body

Re-
quired /

Attributes Optional | Type Description

mts Required | Array of For management-server updates, this is always “Ixca.”
if action= | strings
refresh

fixid Required | Array of UUIDs of one or more update packages, separated by a
if action= | strings comma. To obtain the update UUIDs, use the GET
acquire /chassis method.

size Optional | Long Total size, in bytes, of the file to be imported

The following example downloads a management-server update package from the web when action=
refresh.
{

}

mts": ["lxca"],

The following example downloads multiple updates to the management server when action=acquire.
{
"fixids": ["lnvgy_sw_lxca_222-1.2.0_anyos_noarch,
lnvgy_sw_Lxca_cmmswitchrepol-1.2.0_anyos_noarch"]

}

The following example imports a 1234567-byte update package when action=import.
{

}

"size": 1234567

Response codes

Code Description Comments
200 OK The request completed successfully.
401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has

failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description
jobid String Job ID
result String Results of the request. This can be one of the following values.

e success. The request completed successfully.
¢ failed. The request failed. A descriptive error message was
returned.

errorMsg Object Information about one or more messages
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Attributes Type Description
messages Array of Information about a message
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
result String Results of the request. This can be one of the following values.
¢ informational
e warning

The following example is returned if the request is successful.

{
“jobid": "5",
"result": "success",
"errorMsg": {
"messages": [{
"id": "FQXHMUP25081",
“"text": "The operation has started successfully."
H,
"result": "informational"
}
}

/managementServer/updates/{fix_id_list}

Use this REST API to retrieve information or the readme or change history file for a specific update in the
management-server updates repository.

HTTP methods
GET, DELETE

GET /managementServer/updates/{fix_id_list}

Use this method to return information or the readme or change history file for a specific update in the
management-server updates repository.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/managementServer/updates/
{fix_id_list}

Where {fix_id_list} is the ID of one or more update packages, separated b y a comma. You can specify one or
more IDs, separated by a comma. To obtain the update UUID, use the GET /chassis method.

Query parameters
You can specify one of the following query parameters, but both at the same time.
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Parameters

Re-
quired /
Optional

Description

key={value}

Optional

Returns the specified type of information for a specific management-

server update. This can be one of the following values.

e all. (default) Returns all information.

e actions. Returns the actions that are supported by the specified
update.

¢ keys. Returns the specified key values.

¢ filetypes. Returns the file types that are supported by the specified
update.

e update. Returns information about the update package.

filetype={type}

Optional

Returns the readme or change history file. This can be one of the

following values.

e changeHistory. Returns the change-history file for the specified
management-server update.

¢ readme. Returns the readme file for the specified management-
server update

The following example returns all information about multiple specific updates.
GET https://192.0.2.0/managementServer/updates/
lnvgy_sw_lxca_222-1.1.0_anyos_noarch,lnvgy_sw_lxca_222-1.2.0_anyos_noarch

The following example returns the status a specific update.
GET https://192.0.2.0/managementServer/updates/
lnvgy_sw_lxca_222-1.2.0_anyos_noarch?action=status

The following example returns the readme file for a specific update.
GET https://192.0.2.0/managementServer/updates/
lnvgy_sw_lxca_222-1.2.0_anyos_noarch?filetype=readme

Request body
None

Response codes

Code Description Comments

200 OK The request completed successfully.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Table 1. Returns key values

Attributes Type Description
actions Object Information about the actions that are supported by the specified
update.
action String Action to take. This can be one of the following value.
* acquire.
e apply.
e delete.
filetypes String File types that are supported by the specified update
keys Object Information about the specified key values
key String Key values for this request. This can be one of the following values.
e all. (default) Returns all information.
e actions. Returns the actions that are available for the specified
update.
¢ keys. Returns the specified key values.
¢ filetypes. Returns the file types that are available for the specified
update.
¢ update. Returns information about the update package.
update Array of Information about the update package
objects
applyable String Identifies whether the management-server update can be installed. This
can be one of the following values.
e true.
¢ false.
buildNumber String Update package build number
buildType String Build type
change String Identifies whether a change-history file exists in the update package.
This can be one of the following values.
¢ true. A change-history file exists.
¢ false. A change-history file does not exist.
comp String Component name that is defined in the XML file
e Utility.
downloadedsize Integer Size of the downloaded update package
errorMsg String Error message when downloading
fixid String Update package ID
latest String Indicates whether the update package is the latest package for the
component in the repository for the components. This can be one of
the following values.
e true.
e false.
name String Update package name
origin String
payload String Identifies whether a payload file exists in the update package This can

be one of the following values.
¢ true. A payload file exists.
¢ false. A payload file does not exist.
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Table 1. Returns key values (continued)

Attributes Type Description
payloadFilename String Name of the payload file
percentage Integer Download percentage if the package is downloading
readableName String Package readable name (for example, such as Lenovo XClarity

Administrator Pack for Flex CMM and Switches)

readme String Identifies whether a readme file exists in the update package. This can
be one of the following values.

e true. A readme file exists.

¢ false. A readme file does not exist.

releasedate String Date when the update package was released

severity Integer Update severity. This can be one of the following values.

¢ initialRelease. This is the first release of the firmware.

e critical. The firmware release contains urgent fixes for data
corruption, security, or stability issue.

¢ suggested. The firmware release contains significant fixes for
problems that you are likely to encounter.

¢ noncritical. The firmware release contains minor fixes, performance
enhancements, and textual changes.

state String Package status

supportDownload String Indicates whether the update package can be downloaded from the
web. This can be one of the following values.
e true.
¢ false.

totalsize Long Total size of the update package

version String Update package version

The following example returns information about a specific management-server update.

{
"actions": [
{"action": "acquire"},
{"action": "apply"},
{"action": "delete"}
1,
"filetypes": ["change"”, "readme"],
"keys": [
{"key": "actions"},
{"key": "update"},
{"key": "filetypes"},
{"key": "keys"}
1,
"status": {
"result": "informational",
"messages": [{
"id": "FQXHMUP2500I",
“text": "Repository operation completed successfully.”
H
1
"update": [{
"applyable": "false",
"buildNumber": "SWITCH-01",
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"buildType": "production”,

“change": "true",

"comp": "Utility",

"downloadedsize": 0,

“errorMsg": "",

"fixid": "lnvgy_sw_lxca_cmmswitchrepol-1.1.0_anyos_noarch",
"latest": "false",

"name": "",

"origin": "lnvgy_sw_lxca_cmmswitchrepol-1.1.0_anyos_noarch.xml",
"payload": "false",

"payloadFilename": "",

"percentage”: 0,

“readableName": "Lenovo XClarity Administrator Repository Pack for Flex CMM and Switches",
"readme": "true",

"releasedate": "2016-04-21",

"severity": 2,

"state": "",

“supportDownload": "true",

"totalsize": 3846590000,

"version": "1.1.0"

1
}

Table 2. Returns file types that are supported by the specified update

Attributes Type Description

field String File type. This can be one of the following values.

e changeHistory. Returns the change-history file for the specified
management-server update.

e readme. Returns the readme file for the specified management-
server update.

fixid String UUID of the update package
status Object Information about one or more messages
messages Array of Message
objects
id String Identifier of a returned message
text String Text associated with the message identifier
result String Results of the request. This can be one of the following values.
® success. The request completed successfully.
¢ failure. The request failed. A descriptive error message is returned.

value String Contents of the file

The following example returns the readme for the specified update.

{
“field": "readme",
“fixid": "lnvgy_sw_lxca_222-1.2.0_anyos_noarch",
"status": {
"result": "“informational",
"messages": [{
"id": "FQXHMUP25001",
“text": "Repository operation completed successfully."
H,

"value": "Lenovo XClarity Administrator Virtual Appliance 1.2.0
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Installation README File
Version 1.2.0 Build 222

(C) Copyright Lenovo Corporation 2015, 2016.

LIMITED AND RESTRICTED RIGHTS NOTICE: If data or software is delivered
pursuant a General Services Administration "GSA" contract, use,
reproduction, or disclosure is subject to restrictions set forth in
Contract No. GS-35F-05925.

CONTENTS

1.0 Overview

2.0 Installation and Setup Instructions
3.0 Web Sites and Support Phone Number
4.0 Trademarks and Notices

5.0 Disclaimer

1.0 Overview

1.1 This README file contains the latest information about installing the
XClarity Administrator virtual appliance update package.

1.2 Limitations:

- This update only applies to the 1.0 and 1.1 release families of
XClarity Administrator.

1.3 Enhancements:

- Refer to the change history file lnvgy_sw_lxca_222-1.2.0_anyos_noarch.chg
for a history of enhancements and fixes.

1.4 Recommendations and Prerequisites for the Updates:

}

DELETE /managementServer/updates/{fix_id_list}

Use this method to delete update packages and metadata from the management-server updates repository.

Authentication

Authentication with username and password is required.

Request URL

DELETE https://{management_server_IP}/managementServer/updates/
{fix_id_list}

Where {fix_id_list} is the ID of one or more update packages, separated b y a comma. You can specify one or

more IDs, separated by a comma. To obtain the update UUID, use the GET /chassis method.
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Query parameters

Re-
quired /
Parameters Optional | Description
key=removeMetadata Optional | Identifies whether to delete the management-server update package

and metadata
If not specified, the update packages are deleted and the metadata is
not deleted.

The following example deletes a specific management-server update package but not the metadata.
DELETE https://192.0.2.0/managementServer/updates/lnvgy_sw_lxca_cmmswitchrepol-1.1.0_anyos_noarch

The following example deletes a specific management-server update package and the associated metadata.
DELETE https://192.0.2.0/managementServer/updates/lnvgy_sw_Lxca_cmmswitchrepol-1.1.0_anyos_noarch

?key=removeMetadata

Request body
None

Response codes

Code Description Comments

200 OK The request completed successfully.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body
Attributes Type Description
result String Result of the request. This can be one of the following values.
® success. The request completed successfully.
¢ failed. The request failed. A descriptive error message was returned.
errorMsg Object Information about one or more messages
messages Array of Message
objects
id String ID of a returned message
text String Text associated with the message ID
result String Results of the request . This can be one of the following values.
e success. The request completed successfully.
¢ failure. The request failed. A descriptive error message is returned.

The following example is returned if the request is successful.

{
"result": "success",
"errorMsg": {

104  Lenovo XClarity Administrator REST API Guide




"messages": [{

H,

"id": "FQXHMUP2508I",

“text": "The operation has started successfully.”

"result": "informational"

/notificationsLicense

Use this REST API to retrieve information about warnings regarding non-compliance of installed licenses.

HTTP methods

GET

GET /notificationsLicense

Use this method to return information about warnings regarding non-compliance of installed licenses.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/notificationslicense

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

413 Request Entity Too Clients might impose limitations on the length of the request URI, and the request

Large URI is too long to be handled. A descriptive error message is returned in the
response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response

body.
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Response body

Parameters Type Description
response Array of Information about non-compliance for each license
objects
accepted_eula String Indicates whether the end-user license agreement was accepted. This
can be one of the following values.
¢ 0. License agreement was not accepted.
¢ 1. License agreement was accepted.
active_entitlements String Total number of active licenses
compliant String Indicates whether XClarity Administrator is compliant with installed
licenses. This can be one of the following values.

e 0. XClarity Administrator is not compliant with installed licenses.
The number of devices exceeds the permissible limit.

e 1. XClarity Administrator is compliant with installed licenses. The
number of devices does not exceed the license limit.

e 2 XClarity Administrator is compliant with installed licenses. The
number of devices exceeds the license limit but does not exceed
the permissible limit.

enable_functions String Indicates whether licensed functions are enabled. This can be one of
the following values.

* 0. Licensed functions are disabled.

¢ 1. Licensed functions are enabled.

expiring_soon String Indicates whether any licenses will expire in 90 days or less. This can
be one of the following values.

* 0. Licenses will expire soon.

e 1. Licenses will not expire soon.

managed_devices String Total number of managed devices
remaining_days Integer Number of days before licensed function is disabled
notifications Array of Information about license notifications
objects
contact String Contact details
description String Message description
type String Type of the message. This can be one of the following values.
* error
e warning
result String Results of the request. This can be one of the following values.

e success. The request completed successfully.

e failed. The request failed. A descriptive error message was
returned.

e warning. The request completed with a warning. A descriptive
error message was returned.

messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
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Parameters Type Description

text String User actions that can be taken to recover from the event

URL String Link to the help system for more information, if available

The following example is returned if the request is successful.

{
“response”: [{
"accepted_eula": "0",
"active_entitlements": "0",
“"compliant": "0",
"enable_functions": "1",
"expiring_soon": "0",
"managed_devices": "1",
"remaining_days": "89"
b
{
"notifications": [{
“contact": "To purchase additional licenses, contact your Lenovo representative or
authorized business partner. Learn more <a href=\"javascript:void(0);\"
class=\"helpWindow\" data-help-url=\"update_license.html\">here</a>",
"description”: "There are 0 active license keys that entitle licenses for 0 devices;
however, 1 managed devices require licenses. You have 89 days remaining
to install the appropriate number of licenses to be in compliance.",
“type": "warning"
}
3,
"result": "success",
"messages": [{
"id": "FQXHMSE0001I",
“text": "The request completed successfully.”,
"explanation™: "",
"recovery": {
"text": "Information only. No action is required.",
"URL": ""
}
}H
}

/notificationsLicense/warning_period

Use this REST API to retrieve or modify the license warning period, which determines the number of days
before license expire when Lenovo XClarity Administrator triggers a warning

HTTP methods
GET, PUT

GET /notificationsLicense/warning_period

Use this method to return the license warning period, which determines the number of days before license
expire when Lenovo XClarity Administrator triggers a warning.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/notificationslicense/warning_period
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Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Parameters Type Description
response Array of
objects
warning_period String Number of days before license expire when XClarity Administrator
triggers a warning
result String Results of the request. This can be one of the following values.
® success. The request completed successfully.
¢ failed. The request failed. A descriptive error message was
returned.
e warning. The request completed with a warning. A descriptive
error message was returned.
messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.

{
“response”: [{
"warning_period": 90
H,
"result": "success",
"messages": [{
"id": "FQXHMSE0001I",

“text": "The request completed successfully.",

"recovery": {

“"text": "Information only. No action is required.",

TURL": "
}

explanation":
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/quantityLicense

Use this REST API to return information about all installed licenses or upload and install a license.

HTTP methods

GET, POST

GET /quantityLicense

Use this method to return information about all installed licenses.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/quantitylicense

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Parameters Type Description
messages Array of Information about each license
objects
end_date String Date when the license ends
enterprise Boolean Indicates whether this is an enterprise license. This can be one of the

following values.
e true. This is an enterprise license.
e false. This is a standard license.
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Parameters Type Description

id Integer License ID
product String Product license name
product_description String Product license description
quantity Integer Number of devices that can be managed under this license
start_date String Date when the license starts
valid Integer License status. This can be one of the following values.
* 0. Thelicense is not valid.
* 1.Thelicense is valid.
e 2. Thelicense is about to expire.

result String Results of the request. This can be one of the following values.

e success. The request completed successfully.

¢ failed. The request failed. A descriptive error message was
returned.

e warning. The request completed with a warning. A descriptive
error message was returned.

messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of | Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.
{
"response”: [{
"end_date": "02/25/2019",
"enterprise": false,
"id": 1,
"product": "00MT201",
"product_description”: "Lenovo xClarity Pro per Managed Server for 1 year",
"quantity": 80,
"start_date": "02/25/2018"

"valid": 0,

3

{
"end_date": "12/30/2019",
"enterprise”: false,
"id": 3,
"product": "00MT201",
"product_description”: "Lenovo xClarity Pro per Managed Server for 1 year",
"quantity": 30,
“start_date": "12/30/2018"
"valid": 0,

M,

"result": "success",
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"messages": [{
"id": "FQXHMSE0001I",
"text": "The request completed successfully.",
"recovery": {
“text": "Information only. No action is required.",
"URL": ""
}

explanation”:

1

POST /quantityLicense

Use this method to uploads and install a new license to Lenovo XClarity Administrator.

Authentication

Authentication with username and password is required.

Request URL
POST https://{management _server_ IP}/quantitylicense

Query parameters

None
Request body
Re-
quired /
Parameter Optional | Type Description
{license_file> Required | File License file

Request example

1]tLLenovo SYSTEM X FEATURE ON DEMAND ENTERPRISE ACTIVATION KEY FOR 0123401237 $ System
Independent Feature < 9 Alenovo XClarity Administrator Enterprise Activation
$ Activation Expiration p”w €@ SHA-256 RSA 3072

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Parameters Type Description
result String Results of the request. This can be one of the following values.
e success. The request completed successfully.
¢ failed. The request failed. A descriptive error message was
returned.
e warning. The request completed with a warning. A descriptive
error message was returned.
messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.

"text": "The request completed successfully.",

“text": "Information only. No action is required."”,

{
"result": "success",
"messages": [{
"id": "FQXHMSEO0001I",
“recovery": {
"URL": nn
1
"explanation”: ""
H
}

/quantityLicense/{id}

Use this REST API to save one or more specific license files in Lenovo XClarity Administrator to the local
system or , or delete (uninstall) a specific license.

HTTP methods
GET, DELETE

GET /quantityLicense/{id_list}

Use this method to save one or more specific license files in Lenovo XClarity Administrator to the local

system.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/quantitylicense/{id_list}
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where {id_list} is one or more license IDs, separated by a comma. To obtain the license IDs, use GET
/quantityLicense.

Query parameters
None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

None
DELETE /quantityLicense/{id_list}
Use this method to delete a specific license from Lenovo XClarity Administrator.

Authentication

Authentication with username and password is required.

Request URL
DELETE https://{management_server_IP}/quantitylicense/{id_list}

where {id_list} is one or more license IDs, separated by a comma. To obtain the license IDs, use GET
/quantityLicense.

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.
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Code Description Comments

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.
500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Parameters Type Description
result String Results of the request. This can be one of the following values.

® success. The request completed successfully.

¢ failed. The request failed. A descriptive error message was
returned.

¢ warning. The request completed with a warning. A descriptive
error message was returned.

messages Array of Information about one or more messages
objects
id String Message identifier of a returned message
text String Message text associated with the message identifier
explanation String Additional information to clarify the reason for the message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available

The following example is returned if the request is successful.
{
"result": "success",
"messages": [{
"id": "FQXHMSE0001I",
"text": "The request completed successfully.",
“recovery": {
“"text": "Information only. No action is required."”,
"URL": ""
}

explanation":

|
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Chapter 4. Discovery and management

The following resources are available for performing discovery, manage, and unmanage functions.

/csvRequest
Use this REST API to manage devices using a bulk-import CSV file.

HTTP methods
POST

POST /csvRequest

Use this method to manage devices using a bulk-import CSV file.

Notes:

¢ The bulk import file must be in a comma-delimited CSV format.

¢ When managing switches using bulk import, HTTPS is enabled on the switch, and NTP clients on the
switch are configured to use the NTP settings from the management server. To change these setting, use
POST /manageRequest.

For information about downloading a template (Excel or CSV format) and completing the bulk import file, see
Managing systems in the Lenovo XClarity Administrator online documentation.

Authentication

Authentication with username and password is required.

Request URL

POST https://{management_server_IP}/csvRequest

Query parameters
Re-
quired /
Parameters Optional | Description
validationOnly={Boolean} Optional | Indicates whether to only validate the bulk-import (CSV) file. This can

be one of the following values.

¢ true. Validates the contents of the bulk-import CSV file, but does
not manage the devices.

¢ false. (default) Manages devices that are defined in the bulk-import
CSV file.

The following example validates the bulk-import CSV file.
POST https://192.0.2.0/csvRequest?validationOnly=true

The following example manages devices that are defined in the bulk-import CSV file.
POST https://192.0.2.0/csvRequest
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Request body

Use the “multipart/form-data” media type to import the CSV file. Use the attributes in the following table as
the multipart name in the body. For more information about the multipart/form-data media type, see
Returning Values from Forms: multipart/form-data webpage.

Request example

HTTP Header
Content-Type: multipart/form-data; boundary=AaB03x

Request body

--RaB03x
Content-Disposition: form-data; name="uploadedfile"; filename="bulk_manage.csv"
Content-Type: application/octet-stream

--AaB03x--

Response codes

Code Description Comments

200 OK The request completed successfully.

201 Created One or more new resources were successfully created.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If this POST method results in a job getting started, the response header includes a URI in the form /augusta/
discovery/jobs/{job_id} (for example, /augusta/discovery/jobs/12) that represents the job that is monitored
by the management server. You can use GET /csvRequest/jobs/{job_id} to determine the status of the job.

If a job was not successfully started, refer to the response code and response body for details.

Note: A successful response indicates that the request was successfully transmitted and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Response body
Table 3. Validate in the bulk-import file

The following is response body is returned when validateOnly=true. A JSON object is returned for each row
in the bulk-import file.
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Table 3. Validate in the bulk-import file (continued)

Attributes Type Description

currentlP String IP address or hostname for the device

currentUserName String User name for authenticating to the device, if applicable

displayName String Device display name

failedValidationMessages Array of Input errors for the device
strings

roleGroups Array of List of role groups that are permitted to view and manage the device.
strings To get a list of available role groups, use GET /roleGroups.

You can specify only role groups to which the current user belongs.

If you do not specify the roleGroups attribute, the default roles
groups are assigned. You can obtain the list of default role group
using GET /resourceAccessControl.

If you specify roleGroup with an empty or null value, role groups are
not assigned.

Note: If you add devices to a managed chassis, the new devices will
belong to the same role groups as the chassis.

managedAuthentication Boolean | Indicates whether to use local authentication instead of XClarity
Administrator managed authentication. For more information about
managed and local authentication, see Managing the authentication
server in the Lenovo XClarity Administrator online documentation.
This can be one of the following values.

e true. Use XClarity Administrator managed authentication.

¢ false. Use local authentication.

rowNumber Integer Row in the CSV file in which the device input is specified

serialNumber String Device serial number

storedCredentialsID String Stored credential ID that is associated with the device, if applicable.
To find the stored credential ID, use GET /storedCredentials.

type String Device type. This can be one of the following values.
Chassis.

Filler

Rack

Server

Storage

Switch

The following example is returned when validateOnly=true.

[{
"currentIP": "10.243.3.37",
"currentUsername": "USERID",
"displayName": null,
"failedValidationMessages": [],
"roleGroups": ["LXC-SUPERVISOR","LXC-HW-ADMIN",]
"rowNumber": 2,
"serialNumber": null,
"storedCredentialsId": null,
"type": "flexchassis",
"managedAuthEnabled": null

I
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"currentIP": "",

"currentUserName": "JOHN",

"displayName": "Serverl"

"failedValidationMessages": ["Missing IP address or hostname","Invalid device type"],
“roleGroups": "",

"managedAuthentication": false,

"rowNumber": 1,

"serialNumber": "",

"storedCredentialsID": null,

"type": "Server"

1

Table 4. Manage devices in the bulk-import file

The following is response body is returned when validateOnly=false.

Attributes Type Description
result String Results of this operation. This can be one of the following values.
® success
e warning
¢ failure
statusCode String Response code
statusDescription String Response description
messages Array of Information about zero or more messages
objects
id String Message identifier of a returned message
explanation String Additional information to clarify the reason for the message
recovery String User actions that can be taken to recover from the event
recoveryUrl String Link to the help system for more information, if available
text String Message text associated with the message identifier

The following example is returned when validateOnly=false.

{
"result": "failure"
"statusCode": 400,
"statusDescription”: "There was an error parsing the input to the bulk import request.”,
"messages”: [{
"id": "FQXDM0558G",
"explanation”: "Field \"ManagedAuthEnabled\" is not allowed when field \"Type\" has
value \"flexchassis\".",
"recovery”: "Correct the default values that are specified in the bulk import dialog and
the data on line 5 of the CSV file, and try again.",

“recoveryUrl": "",
"text": "A field was specified that is not compatible with the value of another field."

"id": "FQXDMO557G",
"explanation”: "Field \"StoredCredentialsId\" is not allowed when field \"NewPassword\"
is specified."”,
“recovery”: "Correct the default values entered in the bulk import dialog and/or the data
on line 6 of the CSV file and try again.",

"recoveryUrl": "",
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"text": "Incompatible fields were specified."

H

/csvRequest/jobs/{job_id}

Use this REST API to monitor the status of a management request management request using a bulk-import
CSV file.

HTTP methods
GET

GET /csvRequest/jobs/{job_id}
Use this method to monitor the status of a management request using a bulk-import CSV file.

Authentication

Authentication with username and password is required.

Request URL
GET https://{management_server_IP}/csvRequest/jobs/{job_id}

where fjob_id} is the job ID that was returned by the POST /csvRequest method.

Query parameters

None

Request body

None

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
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Response body

Attributes Type Description
progress Double Percentage complete of the bulk management job. This can be one of
the following values.
e 0.0. Created.
e 50.0. In progress.
e 100.0. Complete.
results Array of Results of the bulk management jobs
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID
messageAttributes String This can be one of the following values.
e device IP if not null
e device serial number if not null
e device UUID
progress Long Percentage complete of the management job. If the job is complete,
“JOB_DONE” is returned
result String Result of the request. This can be one of the following values.
¢ INCOMPLETE. The request is not complete.
e SUCCESS. The request was successful.
e FAILED. The request failed.
resultLongDescription String Detailed description of the result
resultShortDescription String Summarized description of the result
status Object Status details about the list of management steps
description Array of List of message descriptions
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID for the set of management steps
percentage Long Percentage complete of the set of management steps
state String State of the set of management steps. The can be one of the following
values.
e Error
¢ Running
¢ Running_Complete
substatus Array of Results of each of the task in the management job
objects
completed Boolean | Indicates whether the task completed. This can be one of the
following values.
¢ true. The step has completed.
e false. The task has not completed.
id String Name of the management step
longDescription String Long message description
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Attributes Type Description
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID of the management step
progress Integer Progress of the management step
shortDescription String Short message description
started Boolean | Indicates if the management step has started. This can be one of the
following values.
e true. The step has started.
e false. The step has not started.
status Object Status details about the individual management step
percentage Integer Percentage complete of the management step
state String State of the management step. This can be one of the following
values.
e ERROR
e PENDING
* RUNNING
* RUNNING_COMPLETE
substatus Array of Results of each of the subtask in the management job
objects
userAction String Any user action that is required
taskid Integer Task ID
time_spent Long Duration of the task in milliseconds
uuid String uuID
status Status of the management job. This can be one of the following
values.
¢ 0. Created.
e 50. Incomplete.
e 100. Done.
e 101. Done_Warnimg.

The following example is returned if the request is successful.
{
"progress": 17.647058823529413,
"results": [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.rest.messages”,
"messageID": "0509_LONG",
"messageParameters": "10.243.3.55"
"progress": 17.647058823529413,
“result": "INCOMPLETE",
“resultLongDescription”: "Management job is incomplete”,
"resultShortDescription": "Incomplete"”,
"status": {
"description”: [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1014 LONG"
H,
“percentage”: 17.647058823529413,
“state": "Running",
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"substatus": [{
“completed”: true,
"id": "STARTING",
“longDescription”: "Starting device management job",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1000_SHORT",
“progress”: 100,
“shortDescription": "Starting",
“started": true,
"status": {
"percentage”: 100,
"state": "Complete"

H
"userAction": ""
b
{
“completed”: true,
"id": "NETWORK_CHOICE",
“longDescription”: "Choosing best network path to manage the device",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
“messageID": "1001_SHORT",
“progress”: 100,
“shortDescription": "Network choice"”,
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"
I3
“userAction": ""
I
{
“completed”: true,
“id": "DESCRIPTOR",
“longDescription”: "Creating hardware descriptor”,
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1002_SHORT",
“progress”: 100,
“shortDescription": "Descriptor”,
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"”
H
"userAction": ""
1
{
"completed": true,
“id": "LOGIN",
“longDescription”: "Logging in to device",
“messageID": "1003_SHORT",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
“progress”: 100,
“shortDescription": "Login",
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"
5
"userAction": ""
I
{
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“completed": true,
"id": "DUPLICATE_CHECK",
"longDescription”: "Checking for duplicates of device management",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1004 SHORT",
"progress”: 100,
"shortDescription": "Duplicate check"”,
"started": true,
"status": {
"percentage”: 100,
"state": "Complete"

}

,
userAction":

"completed": false,
"id": "INVENTORY",
"longDescription”: "Collecting device inventory",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1005_SHORT",
"progress": 0,
"shortDescription": "Inventory",
"started": true,
"status": {
“percentage": 0,
"state": "Running",
"substatus": [{
"completed": false,
"id": "INV_CHASSIS",
“longDescription”: "Collecting chassis inventory",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1006_SHORT",
“progress": 0,
"shortDescription”: "Chassis inventory",
“started": true,
"status": {
“percentage”: 0,
“state": "Running"

}

b
userAction":

"completed": false,
"id": "INV_NODES",
"longDescription”: "Collecting node inventory",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1007_SHORT",
“progress": 0,
"shortDescription”: "Node inventory",
"started": true,
"status": {

“percentage”: 0,

“state": "Running"

}

,
userAction":

"completed”: false,

"id": "INV_IOMS",

"longDescription”: "Collection I/0 module inventory",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
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"messageID": "1008_SHORT",
“progress": 0,
"shortDescription”: "I/0 module inventory",
"started": true,
"status": {
"percentage"”: 0,
"state": "Running"

b
"userAction": ""
}H
5
"userAction": ""
h
{
"completed": false,
“id": "INTEROP_CHECK",
"longDescription”: "Verifying device interoperability",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1009_SHORT",
“progress": 0,
“shortDescription": "Interoperability check"”,
“started”: false,
"status": {
"percentage”: 0,
"state": "Pending"
I3
"userAction": ""
1
{

“completed”: false,
"id": "CONFIGURATION",
“longDescription”: "Configuring device for management",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
“messageID": "1010_SHORT",
“progress": 0,
“shortDescription": "Configuration",
"started": false,
"status": {
"percentage": 0,
"state": "Pending",
"substatus": [{
"completed": false,
"id": "CFG_NTP",
"progress": 0,
"longDescription”: "Configuring NTP",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1011 SHORT",
"started": false,
"status": {
"percentage": 0,
"state": "Pending"
5
"shortDescription": "NTP",
"userAction": ""

"completed": false,

"id": "CFG_DNS_UPD",

"longDescription”: "Updating DNS servers ip addresses on CMM as part of the manage chassis
process.",

"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages”,
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"messageID": "1067_SHORT",
“progress": 0,
"shortDescription”: "Updating DNS servers ip addresses on CMM",
"started": false,
"status": {
"percentage”: 0,
"state": "Pending"

}

b
userAction":

“completed": false,
"id": "CFG_SECURITY",
“longDescription”: "Configuring security”,
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1012_SHORT",
“progress": 0,
"shortDescription”: "Security",
"started": false,
"status": {

“percentage”: 0,

“state": "Pending"

}

userAction":

"completed": false,
"id": "CFG_CMGMT",
"longDescription”: "Putting device under centralized management",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1013_SHORT",
“progress": 0,
"shortDescription”: "Centralized management"”,
"started": false,
“status": {
“percentage”: 0,
“state": "Pending"

}

userAction":
H
}

userAction":

"completed": false,
"id": "CFG_CABINET",
"longDescription”: "Configuring Hardware location",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1097_SHORT",
"progress": 0,
"status": {
"percentage": 0,
"state": "Pending"
H
"shortDescription": "Configuring Hardware location",
"started": false,
"userAction": ""
H
1,
“taskid": 371,
"time_spent": 117527,
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"uuid": "48331a223hf34fha90732b379b837h9c"

H,
"status": "INCOMPLETE"

/discovery
Use this REST API to retrieve a list of devices discovered by SLP discovery.

HTTP methods
GET

GET /discovery

Use this method to return a list of devices discovered by SLP discovery.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/discovery

Query parameters

Re-
quired /
Parameters Optional | Description
refresh={Boolean} Optional | Starts the SLP broadcast job to discover and update the list of

discovered devices. This can be one of the following values.

¢ true. Rediscovers and updates the list of discovered devices.

¢ false. (Default) Returns list of devices that were already
discovered.

The following example returns a list of discovered devices.
GET https://192.0.2.0/discovery

The following example discovers new devices and then returns an updated list of discovered devices.
GET https://192.0.2.0/discovery?refresh=true

Request body
None

Response codes

None

Response body

The attributes in the response body vary depending on the type of device that is discovered.

Attributes Type Description
chassisList Array of Information about each chassis that was discovered
objects
cmmDisplayName String Chassis name that is provided by the CMM
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Attributes Type Description
cmms Array of Information about the CMMs in the chassis
objects
cmmDisplayName String Name of the CMM
firmware Array of Information about the CMM firmware
objects
build String Firmware build
date String Firmware date
name String Firmware name
type String Firmware type
name String Hostname of the CMM
serialNumber String Serial number of the CMM
slots Array of Bay in the chassis where the CMM is installed
integers
type String Resource type. This value is always CMM.
uuid String UUID of the CMM
displayName String Chassis name that is defined by the user
fruNumber String FRU part number for the chassis
hostname String Hostname of the chassis
ipAddresses Array of All IPv4 and IPv6 addresses for the chassis
strings
machineType String Chassis machine type
managementPorts Array of List of management ports in the chassis
objects
enabled Boolean | Indicates whether the port enabled. This can be one of the following
values.
e true. The port is enabled.
¢ false. The port is disabled.
port Integer Port number
protocol String Protocol that is running on the port (for example, http, https, or
snmpv3)
model String Chassis model
name String Chassis name
securityDescriptor Object Information about the authentication enablement and support the
associated stored credentials for a managed device
managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can

be one of the following values.
¢ true. The device uses managed authentication.
¢ false. The device uses local authentication.
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Attributes Type Description
managedAuthSupported Boolean Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This can be one of the
following values.
¢ true. This device supports managed authentication.
¢ false. This device does not support managed authentication
roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.
This can be one of the following values.
e true. The resource is can be access by all role group.
e false. The resource is restricted to specific role groups.
storedCredentials Object Information about the stored credential that is associated with this
device, if applicable
description String Description of the stored credential
id String ID of the stored credential
userName String Name of the stored credential
uri String Chassis URI
serialNumber String Serial number for the chassis
status Array Current status of the chassis
message String Message
name String Name
type String Resource type. This value is always Chassis.
uuid String UUID for the chassis
discoverylnProgress Boolean Identifies whether the devices are being discovered
lastUpdateElapsedTime Double Amount of time since the last update
nodelList Array List of all rack and tower servers that were discovered
displayName String Name of the rack or tower server
enclosureFormFactor String (IMM, IMM2, XCC, XCC2, or XCC3 only) Form factor of the chassis.
This can be one of the following values.
e dense-computing
e edge-computing
¢ rack-tower
firmware Array of List of firmware on the rack or tower server
objects
build String Build level
date String Date
version String Build version
fruNumber String FRU number
hostname String Hostname of the rack or tower server
ipAddresses Array of All IPv4 and IPv6 addresses for the rack or tower server
Strings
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Attributes Type Description

machineType String Machine type of the rack or tower server
managementProcessor String Type of management controller. This can be one of the following
values.

¢ integrated-management-module
¢ integrated-management-module2
¢ lenovo-xclarity-controller

¢ chassis-management-module

managementPorts Array of List of management ports in the rack or tower server
objects
enabled Boolean | Indicates if the port is enabled. One of the following values can be
returned:

e true. The port is enabled.
e false. The port is not enabled.

port Integer Port number

protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the rack or tower server
name String Name of the rack or tower server
securityDescriptor Object Information about the authentication enablement and support the

associated stored credentials for a managed device

managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can
be one of the following values.

¢ true. The device uses managed authentication.

¢ false. The device uses local authentication.

managedAuthSupported Boolean | Indicates whether the device supports the ability to choose whether

managed authentication is to be used. This can be one of the

following values.

¢ true. This device supports the ability to choose managed
authentication.

e false. This device does not support the ability to choose managed
authentication.

roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.

This can be one of the following values.
¢ true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.

storedCredentials Object Information about the stored credential that is associated with this
device, if applicable

description String Description of the stored credential
id String ID of the stored credential
userName String Name of the stored credential
uri String Server URI
serialNumber String Serial number for the rack or tower server.
status Object Current status.
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Attributes Type Description
manageable Boolean Indicates whether the rack or tower server is manageable. This can be
one of the following values.
e true. The port is enabled.
e false. The port is not enabled.
message String Message
name String Name
subType String
type String Resource type. This can be one of the following values.
¢ Rack-Tower Server. Converged, NeXtScale, System x or
ThinkSystem server
¢ Lenovo ThinkServer. ThinkServer server
uuid String UUID of the rack and tower server
rackswitchList Array of List of all top-of-rack switches that were discovered
objects
displayName String Name of the top-of-rack switch
hostname String Hostname of the top-of-rack switch
ipAddresses Array of All IPv4 and IPv6 addresses for the top-of-rack switch
Strings
machineType String machine type of the top-of-rack switch
managementPorts Array of This array is always empty.
objects
model String Model of the top-of-rack switch
name String Name of the top-of-rack switch
0s String Operating system. This can be one of the following values.
e CNOS
e ENOS
securityDescriptor Object Information about the authentication enablement and support the
associated stored credentials for a managed device
managedAuthEnabled Boolean Indicates whether the device uses managed authentication. This is
always false for top-of-rack switches, meaning that local
authentication is used.
managedAuthSupported Boolean Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This is always false for top-of-
rack switches, meaning that local authentication is used.
roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.
This can be one of the following values.
e true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.
storedCredentials Object Information about the stored credential that is associated with this
device, if applicable
description String Description of the stored credential

130

Lenovo XClarity Administrator REST API Guide




Attributes Type Description

id String ID of the stored credential
userName String Name of the stored credential
uri String Switch URI
serialNumber String Serial number for the top-of-rack switch.
status Object Current status.
manageable Boolean | Indicates whether the top-of-rack switch is manageable. This can be

one of the following values
¢ true. The switch is manageable.
¢ false. The switch is not manageable.

message String Message
name String Name
type String Resource type. This value is always Rackswitch.
uuid String UUID of the top-of-rack switch
storagelist Array of Information about each storage device that was discovered
objects
displayName String Name of the storage device
hostname String Hostname of the storage device
ipAddresses Array of All IPv4 and IPv6 addresses for the storage device
strings
firmware Array of List of firmware on the storage device
objects
build String Build level.
date String Date
version String Build version
fruNumber String FRU number
machineType String Machine type of the storage device
managementPorts Array of List of management ports in the storage device
objects
enabled Boolean | Indicates if the port is enabled. This can be one of the following
values.

e true. The port is enabled.
¢ false. The port is not enabled.

port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the storage device.
name String Name of the storage device.
serialNumber String Serial number for the storage device
status Object Current status
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Attributes Type Description
manageable Boolean Indicates whether the storage device is manageable. This can be one
of the following values.
¢ true. The storage device is manageable.
¢ false. The storage device is not manageable.
name String Name
type String Resource type. This value is always Lenovo Storage.
uuid String UUID of the storage device
wwnn String WWNN of the storage device
xhmcList Array Information about each XClarity Administrator management server
that was discovered.
hostname String Hostname of the XClarity Administrator management server
ipAddresses Array of All IPv4 and IPv6 addresses for the management server
strings
managementPorts Array of List of management ports in the top-of-rack switch
objects
enabled Boolean Indicates if the port is enabled. This can be one of the following
values.
e true. The port is enabled.
e false. The port is not enabled.
port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
name String Name of the management server
software Array of Information about the XClarity Administrator version
objects
version String Version of XClarity Administrator that is installed
status Object Current status
manageable Boolean Indicates whether the management server is manageable. This can be
one of the following values.
¢ true. The management server is manageable.
¢ false. The management server is not manageable.
manager-uuid String UUID of the management server
type String Resource type This value is always Domain Manager.
uuid String UUID of the management server

The following example is returned if the request is successful.

{
"chassislist": [{
"cmmDisplayName": "chassis-2",
"cmms": [{
"cmmDisplayName": "chassis-2",
"firmware": [{
"build": "1AON18B",
“date": "2017-10-24",
“name": "CMM Firmware",
“type": "CMM Firmware"
132 Lenovo XClarity Administrator REST API Guide




H,
"name": "chassis-2",
“serialNumber": "Y011BG781093",
"slots": [1],
“type": "CMM",
"uuid": "3d316351852111e78e4fbed8ach88dcf"”
H,
"displayName": "chassis-2",
"fruNumber": "81Y2893",
"hostname": "chassis-2",
"ipAddresses": ["10.240.60.50", "fe80::2e0:ecff:fe43:2c8h", "fe80::2e0:ecff:fed43:2¢8¢c",
"fd55:faaf:elab:210f:2e0:ecff:fed3:2c8b"],
“machineType": "7893",
"managementPorts": [{
"enabled": false,
“port": 80,
“protocol”: "http"

“enabled": true,
“port": 161,
“protocol": "snmpv3"
H,
"model": "92X",
"name": "chassis-2",
"securityDescriptor": {
“managedAuthEnabled”: false,
“managedAuthSupported": false,
“publicAccess": false,
“roleGroups": [],
"uri": "chassis/5422200a92d34460b5c34c86f1d9ca9c”
1
"serialNumber": "100B2AA",
"status": {
“message": "Unmanaged",
“name": "UNMANAGED"
1
"type": "Chassis",
"uuid": "5422200a92d34460b5c34c86f1d9ca9c”
H,
"discoveryInProgress": false,
"lastUpdateElapsedTime": 1198900,
"nodelist": [{
"displayName": "né",
"enclosureFormFactor": "rack-tower",
"firmware": [{
“build": "TC0024A",
"date": "2016/08/29",
“version": "3.50"

},

{
"build": "TBE126Q",
"date": "2016/11/18",
"version": "2.21"

H,

"fruNumber": "01KN187 "

"hostname": "cximmnodeé",

“ipAddresses": ["10.240.62.156", "fdea:14a7:304b:40::3:6",
"fd55:faaf:elab:210f:a94:efff:fe38:f5al1", "fe80::a94:efff:fe38:f5a1"],

“machineType": "8869",

Chapter 4. Discovery and management 133



"managementProcessor": "integrated-management-module2",
"managementPorts": [{

"enabled": true,

"port": 5988,

"protocol": "cimxml-http"

I
{
"enabled": true,
"port": 623,
"protocol”: "rmcp"
H,
Ilmodelll: "ACA",
Ilname": "nb",

"securityDescriptor": {

"managedAuthEnabled": true,

"managedAuthSupported”: true,

"publicAccess": false,

“roleGroups”: [],

"uri": "nodes/0d5d0374dd3511e6b1e20894ef38f59c"
I
"serialNumber": "J1192GG",
"server-type": "Rack-Tower Server",
"status": {

"manageable": true,

"message": "Unmanaged",

"name": "UNMANAGED"
}

subType": "",
“type": "Rack-Tower Server",
"uuid": "0d5d0374dd3511e6h1e20894ef38f59¢c"

H,

"rackswitchList": [{

"displayName": "lci-medium-10g-sw01",

"hostname": "lci-medium-10g-sw01",

“ipAddresses": ["10.240.62.159", "fdea:14a7:304b:40:0:0:4:3"],

"machineType": "7159",

"managementPorts": [],

"model": "HCD (G8272)",

"name": "lci-medium-10g-sw01",

"os": "ENOS",

"securityDescriptor": {

"managedAuthEnabled": false,
"managedAuthSupported": false,

"roleGroups": [],

"publicAccess": false,

"uri": "switches/5C2719BC02553v5E885460D41B2E217CF"

b
"serialNumber": "Y053311192MY",
"status": {

"manageable": true,

"name": "UNMANAGED"

I
"type": "Rackswitch",
"uuid": "5C2719BC025535E885460D41B2E217CF",
M,
"storagelist": [],
"xhmelist": [{

"hostname": "lci-lxca-eald4a7304b",

“ipAddresses": ["10.240.62.163", "fdea:14a7:304h:40::1:2", "fe80::20c:29ff:fe23:1742"],

"managementPorts": [{
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}

"enabled": true,

“port": 443,

“protocol”: "https"
H,

"name": "LXCA - 172.20.250.48",

"software": [{
“version": "1.0"

M

"status": {
“manageable": true,
“manager-uuid": null

1

“type": "Domain Manager",

"uuid": "e75f3h1c87784420aelecfThfdébh3d8e”

/discoveryConfigSettings

Use this REST API to retrieve information about and enable or disable the global discovery setting.

HTTP

methods

GET, PUT

GET /discoveryConfigSettings

Use this method to return information about the global discovery setting.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/discoveryConfigSettings

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

401 Unauthorized The user cannot be authenticated. Authentication has not been provided or has
failed. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive

error message is returned in the response body. Ensure that you have privileges to

perform the request.
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Code Description Comments

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
Attributes Type Description
autoDiscoveryEnabled Boolean Indicates whether you can automatically discover baseboard

management controllers using the SLP discovery method. This can be
one of the following values.

¢ true. Automatic discovery using SLP is enabled.

¢ false. Automatic discovery using SLP is disabled.

registerRequestEnabled Boolean Indicates whether XClarity Administrator accepts discovery requests
from a baseboard management controller when the management
controller uses DNS to find XClarity Administrator instances.

¢ true. Management controller can register with XClarity
Administrator as a discovered device.

¢ false. Management controller cannot register with XClarity
Administrator as a discovered device.

The following example is returned if the request is successful.
{

"autoDiscoveryEnabled": true,
"registerRequestEnabled": true

}

PUT /discoveryConfigSettings

Use this method to enable or disable automatically discovering baseboard management controllers using the
SLP discovery method.

Authentication

Authentication with username and password is required.

Request URL
PUT https://{management_server_IP}/discoveryConfigSettings

Query parameters
None

Request body
You can specify one of the following attributes in the request body.
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Re-

quired /
Attributes Optional | Type Description
autoDiscoveryEnabled Required | Boolean | Indicates whether you can automatically discover

baseboard management controllers using the SLP
discovery method. This can be one of the following
values.

¢ true. Enables automatic discovery using SLP.

¢ false. Disables automatic discovery using SLP.

registerRequestEnabled

Required | Boolean | Indicates whether XClarity Administrator accepts
discovery requests from a baseboard management
controller when the management controller uses DNS to
find XClarity Administrator instances.

¢ true. Management controller can register with XClarity
Administrator as a discovered device.

¢ false. Management controller cannot register with
XClarity Administrator as a discovered device.

The following example disables automatic SLP discovery.

{
}

"autoDiscoveryEnabled": false

The following example accepts discovery requests from a baseboard management controller.

{
}

"registerRequestEnabled": true

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response body
None
/discoverRequest

Use this REST API to discover the manageable devices.

HTTP methods

POST
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POST /discoverRequest

Use this method to discover manageable devices. The response header includes a URI that is associated
with a job that indicates that a task was started.

Attention: This REST API does not support SLP discovery for the Lenovo ThinkSystem DB-series FC SAN
switches and NVIDIA Mellanox switches. Use POST /manageRequest?discovery=true instead.

Authentication
Authentication with username and password is required.

Request URL
POST https://{management _server_IP}/discoverRequest

Query parameters

None
Request body
Re-
quired /
Attributes Optional | Type Description
ipAddresses Required | Array of List of IP addresses for each device to be discovered
strings

The following example discovers a manageable device.
[{

1

"ipAddresses":["10.243.2.233"]

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If this POST method results in a job getting started, the response header includes a URI in the form
/discoverRequest/jobs/{job_id} (for example, /discoverRequest/jobs/12) that represents the job that is
monitored by the management server. You can use GET /discoverRequest/jobs/{job_id} to determine the
status of the job. If a job was not successfully started, refer to the response code and response body for
details.
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Note: A successful response indicates that the request was successfully transmitted and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Response body

None

/discoverRequest/jobs/{job_id}

Use this REST API to monitor the status of a discovery request.

HTTP methods

GET

GET /discoverRequest/jobs/{job_id}

Use this method to monitor the status of a discovery request.

Authentication

Authentication with username and password is required.

Request URL
GET https://{management_server_IP}/discoverRequest/jobs/{job_id}

where {job_id} is the job ID that was returned by the POST /discoverRequest method.

Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.
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Response body

Attributes Type Description
progress Double Percentage complete of the discovery job. This can be one of the
following values.
¢ 0.0. Created.
e >0.0. In progress.
e 100.0. Complete.
result Integer Result of the job. This can be one of the following values.
¢ 0. Created.
e 50. In progress.
¢ 100. Complete.
chassisList Array of Information about each chassis that was discovered
objects
cmmDisplayName String Chassis name that is provided by the CMM
cmms Array of Information about the CMMs in the chassis
objects
cmmDisplayName String Name of the CMM
firmware Array of Information about the CMM firmware
objects
build String Firmware build
date String Firmware date
name String Firmware name
type String Firmware type
name String Hostname of the CMM
serialNumber String Serial number of the CMM
slots Array of Bay in the chassis where the CMM is installed
integers
type String Resource type. This value is always CMM.
uuid String UUID of the CMM
displayName String Chassis name that is defined by the user
fruNumber String FRU part number for the chassis
hostname String Hostname of the chassis
ipAddresses Array of All IPv4 and IPv6 addresses for the chassis
strings
machineType String Chassis machine type
managementPorts Array of List of management ports in the chassis
objects
enabled Boolean Indicates whether the port enabled. This can be one of the following
values.
e true. The port is enabled.
e false. The port is disabled.
port Integer Port number
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Attributes Type Description

protocol String Protocol that is running on the port (for example, http, https, or
snmpv3)
model String Chassis model
name String Chassis name
securityDescriptor Object Information about the authentication enablement and support the

associated stored credentials for a managed device

managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can
be one of the following values.

¢ true. The device uses managed authentication.

¢ false. The device uses local authentication.

managedAuthSupported Boolean Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This can be one of the
following values.

¢ true. This device supports managed authentication.

¢ false. This device does not support managed authentication.

roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.

This can be one of the following values.
¢ true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.

storedCredentials Object Information about the stored credential that is associated with this
device, if applicable

description String Description of the stored credential
id String ID of the stored credential
uri String Chassis URI
serialNumber String Serial number for the chassis
status Array Current status of the chassis
message String Message
name String Name
type String Resource type. This value is always Chassis.
uuid String UUID for the chassis
rackswitchList Array of List of all top-of-rack switches that were discovered
objects
displayName String Name of the top-of-rack switch
firmware Array A list of firmware on the top-of-rack switch
build String Build level
date String Date
version String Build version
fruNumber String FRU number
hostname String Hostname of the top-of-rack switch
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Attributes Type Description
ipAddresses Array of All IPv4 and IPv6 addresses for the top-of-rack switch
Strings
machineType String Machine type of the top-of-rack switch
managementPorts Array of List of management ports in the top-of-rack switch
objects
enabled Boolean Indicates if the port is enabled. This can be one of the following
values.
e true. The port is enabled.
¢ false. The port is not enabled.
port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the top-of-rack switch
name String Name of the top-of-rack switch
os String Operating system. This can be one of the following values.
e CNOS
e ENOS
securityDescriptor Object Information about the authentication enablement and support the
associated stored credentials for a managed device
managedAuthEnabled Boolean | Indicates whether the device uses managed authentication. This can
be one of the following values.
¢ true. The device uses managed authentication.
¢ false. The device uses local authentication.
managedAuthSupported Boolean | Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This can be one of the
following values.
¢ true. This device supports the ability to choose managed
authentication.
¢ false. This device does not support the ability to choose managed
authentication.
roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.
This can be one of the following values.
¢ true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.
storedCredentials Object Information about the stored credential that is associated with this
device, if applicable
description String Description of the stored credential
id String ID of the stored credential
uri String Server URI
serialNumber String Serial number for the top-of-rack switch
status Object Current status
manageable Boolean Indicates whether the top-of-rack switch is manageable. This can be

one of the following values.
¢ true. The switch is manageable.
¢ false. The switch is not manageable.
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Attributes Type Description

message String Message
name String Name
type String Resource type. This value is always Rackswitch.
uuid String UUID of the top-of-rack switch
serverList Array List of all rack and tower servers that were discovered
displayName String Name of the rack or tower server
enclosureFormFactor (IMM, IMM2, XCC, XCC2, or XCC3 only) Form factor of the chassis.

This can be one of the following values.
¢ dense-computing

e edge-computing

¢ rack-tower

firmware Array of List of firmware on the rack or tower server
objects
build String Build level
date String Date
version String Build version
fruNumber String FRU number
hostname String Hostname of the rack or tower server
ipAddresses Array of All IPv4 and IPv6 addresses for the rack or tower server
Strings
machineType String Machine type of the rack or tower server
managementProcessor String The type of management controller. This can be one of the following
values.

¢ integrated-management-module
¢ integrated-management-module2
¢ lenovo-xclarity-controller

¢ chassis-management-module

managementPorts Array of List of management ports in the rack or tower server
objects
enabled Boolean | Indicates if the port is enabled. One of the following values can be
returned:

e true. The port is enabled.
e false. The port is not enabled.

port Integer Port number

protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the rack or tower server
name String Name of the rack or tower server
securityDescriptor Object Information about the authentication enablement and support the

associated stored credentials for a managed device

managedAuthEnabled Boolean Indicates whether the device uses managed authentication. This can
be one of the following values.

¢ true. The device uses managed authentication.

¢ false. The device uses local authentication.
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Attributes Type Description
managedAuthSupported Boolean Indicates whether the device supports the ability to choose whether
managed authentication is to be used. This can be one of the
following values.
¢ true. This device supports the ability to choose managed
authentication.
¢ false. This device does not support the ability to choose managed
authentication.
roleGroups Array of List of role groups that are permitted to view and manage this device
strings
publicAccess String Indicates whether the resource can be accessed by all role groups.
This can be one of the following values.
e true. The resource is can be access by all role group.
e false. The resource is restricted to specific role groups.
storedCredentials Object Information about the stored credential that is associated with this
device, if applicable
description String Description of the stored credential
id String ID of the stored credential
uri String Server URI
serialNumber String Serial number for the rack or tower server
status Object Current status
manageable Boolean Indicates whether the rack or tower server is manageable. One of the
following values can be returned.
e true. The port is enabled.
¢ false. The port is not enabled.
message String Message
name String Name
subType String
type String Server type. This can be one of the following values.
¢ Edge Server. ThinkSystem SE server
¢ Rack-Tower Server. Converged, NeXtScale, System x or
ThinkSystem SD, SR, or ST server
¢ Lenovo ThinkServer. ThinkServer server
uuid String UUID of the rack and tower server
storageList Array of Information about each storage device that was discovered
objects
displayName String Name of the storage device
hostname String Hostname of the storage device
ipAddresses Array of All IPv4 and IPv6 addresses for the storage device
strings
firmware Array of List of firmware on the storage device
objects
build String Build level
date String Date
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Attributes Type Description
version String Build version
fruNumber String FRU number
machineType String Machine type of the storage device
managementPorts Array of List of management ports in the storage device
objects
enabled Boolean Indicates if the port is enabled. One of the following values can be
returned.
¢ true. The port is enabled.
e false. The port is not enabled.
port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
model String Model of the storage device
name String Name of the storage device
serialNumber String Serial number for the storage device
status Object Current status
manageable Boolean Indicates whether the storage device is manageable. This can be one
of the following values.
¢ true. The storage device is manageable.
¢ false. The storage device is not manageable.
name String Name
type String Resource type. This can be one of the following values.
e Lenovo Storage
e IBM Tape
uuid String UUID of the storage device
wwnn String WWNN of the storage device
xhmclList Array Information about each XClarity Administrator management server
that was discovered
hostname String Hostname of the XClarity Administrator management server
ipAddresses Array of All IPv4 and IPv6 addresses for the management server
strings
managementPorts Array of List of management ports in the top-of-rack switch
objects
enabled Boolean | Indicates if the port is enabled. This can be one of the following
values.
e true. The port is enabled.
¢ false. The port is not enabled.
port Integer Port number
protocol String Protocol running on the port (for example, http, https, or snmpv3)
name String Name of the management server
software Array of Information about the XClarity Administrator version
objects
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Attributes Type Description
version String Version of XClarity Administrator that is installed
status Object Current status
manageable Boolean Indicates whether the management server is manageable. This can be
one of the following values.
¢ true. The management server is manageable.
¢ false. The management server is not manageable.
manager-uuid String UUID of the management server
type String Resource type This value is always Domain Manager.
uuid String UUID of the management server

The following example is returned if the request is successful for a chassis.

{
"progress”: 100,
“result": 100,
"chassislist": [{
"cmmDisplayName": “chassis-2",
"ecmms": [{
"cmmDisplayName": "chassis-2",
"firmware": [{
“build": "1A0N18B",
"date": "2017-10-24",
"name": "CMM Firmware",
"type": "CMM Firmware"
H,
"name": "chassis-2",
"serialNumber": "Y011BG781093",
“slots": [1],
“type": "CMM",

"uuid": "3d316351852111e78e4fhed8ach88dcf"

H,

"displayName": "chassis-2",
"fruNumber": "81Y2893",
"hostname": "chassis-2",

"ipAddresses”: ["10.240.60.50", "fe80::2e0:ecff:fe43:2c8h", "fe80::2e0:ecff:fe43:2¢8¢c",
"fd55:faaf:elab:210f:2e0:ecff:fed3:2¢8h"],

"machineType": "7893",
"managementPorts": [{
"enabled": false,

"port": 80,
"protocol": "http"

"enabled": true,
“port": 161,
“protocol”: "snmpv3"

H,

"model": "92X",

"name": "chassis-2",

"securityDescriptor": {
"managedAuthEnabled": false,
"managedAuthSupported": false,
"publicAccess": false,
“roleGroups”: [],

"uri": "chassis/5422200a92d34460b5c34c86f1d9ca9c”
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1,
"serialNumber": "100B2AA",
"status": {
“message": "Unmanaged",
“name": "UNMANAGED"
1
"type": "Chassis",
"uuid": "5422200a92d34460b5c34c86f1d9ca9c”
H,
"rackswitchlist": [],
"serverlist": [],
"storagelist": [],
"xhmelist": []

|

The following example is returned if the request is successful for a ThinkServer server.

[{
"progress": 100.0,
"result": 100,
"chassislist": [],
"rackswitchlist": [],
"serverlist": [{
"displayName": "né",
"enclosureFormFactor": "rack-tower",
“firmware": [{
"build": "TC0O024A",
“date": "2016/08/29",
“version": "3.50"

1,

{
"build": "TBE126Q",
"date": "2016/11/18",
"version": "2.21"

H,

"fruNumber": "01KN187

"hostname": "cximmnodeé",
“ipAddresses": ["10.240.62.156", "fdea:14a7:304b:40::3:6",

"fd55:faaf:elab:210f:a94:efff:fe38:f5al1", "fe80::a94:efff:fe38:f5al1"],

"machineType": "8869",
"managementProcessor”: "integrated-management-module2",
"managementPorts": [{

"enabled": true,

“port": 5988,

“protocol”: "cimxml-http"

"enabled": true,
“port": 623,
“protocol”: "rmcp"
H,
"model": "ACA",
“"name": "né",
"securityDescriptor": {
“managedAuthEnabled”: true,
“managedAuthSupported": true,
“publicAccess": false,
“roleGroups": [],
"uri": "nodes/0d5d0374dd3511e6h1e20894ef38f59¢"
1
"serialNumber": "J11926G",
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"server-type": "Rack-Tower Server",
"status": {
"manageable": true,
"message”: "Unmanaged",
"name": "UNMANAGED"
}

subType":
"type": "Rack-Tower Server",
"uuid": "0d5d0374dd3511e6hle20894ef38f59¢"
M,
“storagelist": [],
"xhmelist": []

1

The following example is returned if the request is successful for a rack switch.
{
“progress": 100.0,
"result": 100,
"chassislist": [],
"rackswitchList": [{
"displayName": "lci-medium-10g-sw01",
"firmware": [{
"date": null,
"build": "Level 1.0",
“version": "1.0"
H,
“fruNumber": null,
"hostname": "lci-medium-10g-sw01",
"ipAddresses": ["10.240.62.159", "fdea:14a7:304b:40:0:0:4:3"],
"machineType": "7159",
"managementPorts": [{
"enabled": false,
"port": 443,
"protocol": "https"

I

{
"enabled": true,
"port": 80,
"protocol": "http"

H,

"model": "HCD (G8272)",
“name": "lci-medium-10g-sw01",
"0s": "ENOS",
"securityDescriptor": {
"managedAuthEnabled": false,
"managedAuthSupported”: false,
“roleGroups": [],
“publicAccess"”: false,
"uri": "switches/5C2719BC02553v5E885460D41B2E217CF"
I
"serialNumber": "Y05J311192MY",
"status": {
"manageable": true,
“name": "UNMANAGED"
I
"type": "Rackswitch",
"uuid": "5C2719BC025535E885460D41B2E217CF",
M,
"serverlist": [],
"storagelist": [],
"xhmelist": []
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|

/manageRequest

Use this REST API to manage devices that have been discovered.

The devices must have been discovered using the POST /discoverRequest method.
HTTP methods

POST

POST /manageRequest

Use this method to manage devices. The response header includes a URI that is associated with a job that
indicates that a task was started.

Authentication

Authentication with username and password is required.

Request URL

POST https://{management_server_IP}/manageRequest

Query parameters

Re-
quired /
Parameters Optional | Description
discovery={Boolean} Optional | Indicates whether to discover endpoints as part of this management

request. This can be one of the following values.

e true. Discovers endpoints as part of this request.

¢ false. (default) Does not discover endpoints as part of this request.
The devices must have been previously discovered using the POST
/discoverRequest method.

The following example discovers and manages endpoints.
POST https://192.0.2.0/manageRequest?discovery=true

The following example manages endpoints have endpoints that have been discovered.
POST https://192.0.2.0/manageRequest

Request body
Table 5. Discover and manage a device
Re-
quired /
Attributes Optional | Type Description
enableHttps Optional | Boolean | (Rack switches running ENOS only) Indicates whether to
enable HTTPS on the switch. This can be one of the
following values.
e true. (default) Enable HTTPS.
¢ false. Do not enable HTTPS.
enablePassword Optional | String (Rack switches running ENOS only) “Enable” password
that is used to enter Privileged Exec Mode on the switch
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Table 5. Discover and manage a device (continued)

Re-
quired /
Optional

Attributes Type

Description

forceManage Optional | Boolean

Indicates whether to force management of the device.
This can be one of the following values.

¢ true. Force management.

¢ false. Do not force management.

Notes: Use this force-management option only if you
previously attempted to manage the device and
management was not successful due to one of the
following error conditions.

¢ |f the managing XClarity Administrator failed and
cannot be recovered.

Note: If the replacement XClarity Administrator
instance uses the same IP address as the failed
XClarity Administrator, you can manage the device
again using the RECOVERY_ID account and password
(if applicable) and the Force management option.

¢ [If the managing XClarity Administrator was taken down
before the devices were unmanaged.

¢ If the devices were not unmanaged successfully.

Attention: Devices can be managed by only one XClarity
Administrator instance at a time. Management by multiple
XClarity Administrator instances is not supported. If a
device is managed by one XClarity Administrator, and you
want to manage it with another XClarity Administrator,
you must first unmanage the device from the original
XClarity Administrator, and then manage it with the new
XClarity Administrator.

ipAddresses Required | Array of

strings

List of device IP addresses or fully-qualified domain
names

newPassword Optional | String

(Chassis and servers only) New password to be used for
managed authentication

password Required | String

Current password to access the device

recoveryPassword Optional | String

Recovery password to be used for the device

replaceNtpConfiguration Optional | Boolean

(Rack switches only) Indicates whether to replace the
NTP configuration and time zone on the switch with
settings that are defined for XClarity Administrator. This
can be one of the following values.

¢ true. (default) Replace the NTP and time zone settings.
¢ false. Do not replace the NTP and time zone settings.

securityDescriptor Required | Object

Information about the authentication enablement and
support the associated stored credentials for a managed
device
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Table 5. Discover and manage a device (continued)

Re-
quired /
Attributes Optional | Type Description
identityManagementSystem Required | String (Servers only) Information about the identity (in the
if identity-management system) that is associated with this
identity- device, if applicable
Manage-
ment-
System-
Enabled
is “true”
address Required | String IP address or hostname where the user account is stored
as defined in CyberArk. This is typically the IP address of
the Lenovo XClarity Controller or external LDAP server (if
applicable).
appld Optional | String Application ID from CyberArk
If you specify the applD, you must also specify safe and
folder.
folder Optional | String Folder from CyberArk
If you specify the applD, you must also specify safe and
folder. If the onboarded account is not in a folder, specify
an empty string.
name Optional | String Type of the identity-management system. This value is
always CyberArk
safe Optional | String Safe from CyberArk
If you specify the applD, you must also specify safe and
folder.
username Required | String Name of the user account for the device
identityManagementSyste- Optional | String Indicates whether to use an identity-management system
mEnabled for authentication. This can be one of the following
values.
¢ true. An identity-management system is to
authenticate this device.
¢ false. An identity-management system is not used to
authenticate this device. In this case, either manually
entered credentials or stored credentials must be
used.
Note: |dentity management systems can be used to
authenticate only ThinkSystem and ThinkAgile servers.
managedAuthSupported Required | Boolean | Indicates whether the device supports the ability to
for choose whether managed authentication is to be used.
Think- This can be one of the following values.
Server e true. This device supports the ability to choose
devices managed authentication.
¢ false. This device does not support the ability to
choose managed authentication.
managedAuthEnabled Required | Boolean | Indicates whether the device uses managed
for authentication. This can be one of the following values.
devices e true. The device uses managed authentication.
other ¢ false. The device uses local authentication.
than
Think-
Server
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Table 5. Discover and manage a device (continued)

Re-
quired /
Attributes Optional | Type Description
publicAccess Optional | Boolean
roleGroups Optional | Array of List of role groups that are permitted to view and manage
strings the device. To get a list of available role groups, use GET
/roleGroups.
You can specify only role groups to which the current
user belongs.
If you do not specify the roleGroups attribute, the default
roles groups are assigned. You can obtain the list of
default role group using GET /resourceAccessControl.
If you specify the roleGroups attributes= with an empty
or null value, role groups are not assigned.
Note: If you add devices to a managed chassis, the new
devices will belong to the same role groups as the
chassis.
storedCredentials Required | Object Information about the stored credential that is associated
if with this device, if applicable
manage- Note: RackSwitch devices support only stored
dAu- credentials for authenticating to the switches. Manual
thEna- user credentials are not supported.
bled is
set to
true
description Optional | String Description of the stored credential
id Required | String ID of the stored credential
userName Optional | String Name of the stored credential
type Required | String Type of device to be managed. This can be one of the
following values.
e Chassis
e Edge Server. ThinkSystem SE server
e |IBM Tape. IBM tape library
¢ Lenovo ThinkServer
¢ Lenovo Storage
¢ Rackswitch
e Rack-Tower Server. ThinkSystem SD, ThinkSystem
SR, or ThinkSystem ST, System x, Converged, or
NeXtScale server
sshPort Optional | Integer (Mellanox switches only) SSH port to use for management
If not specified, port 22 is used by default.
username Required | String User ID to be used to access the device
Note: RackSwitch devices support only stored
credentials (using the storedCredentials attribute) for
authenticating to the switches. Manual user credentials
using the username and password attributes are not
supported and must be empty or null..
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The following example discovers and manages a server when managed authentication is enabled and uses
CyberArk for authentication. (when discovery=true).
[{
"ipAddresses": ["192.0.2.0"],
"forceManage": true,
"password": null,
"securityDescriptor": {
"identityManagementSystem": {
“address" : "192.0.2.0",
"appId": "LXCA",
“name" : "CyberArk",
"safe": "Test",
“username": "USERID"
b
"identityManagementSystemEnabled": true,
"managedAuthEnabled": true,
"managedAuthSupported”: true,
“publicAccess": false,
"storedCredentials":null
b
"type": "Rack-Tower Server",
"username": null

1

The following example discovers and manages a chassis when managed authentication is enabled. (when
discovery=true).

[{
"ipAddresses": ["10.243.3.192", "fd55:faaf:elab:2021:5ef3:fcff:fe25:ed4e7"],
"password": "PasswOrd",
“recoveryPassword": "CME44ibm",
"securityDescriptor": {
"managedAuthEnabled": true
I
"type": "Chassis",
"username": "USERID"
H

The following example discovers and manages a server when managed authentication is enabled using an
identity management system (when discovery=true).

[{
“ipAddresses": ["10.243.3.192","fd55:faaf:elab:2021:5ef3:fcff:fe25:ede7"],
"password": ""
"securityDescriptor": {
"IMSCredentialsId": "1234",
"managedAuthEnabled": true
I
“type": "Server",
"username": ""
H

The following example discovers and manages a chassis when managed authentication is disabled using a
stored credential (when discovery=true).
[{
“ipAddresses": ["10.243.3.192","fd55:faaf:elab:2021:5ef3:fcff:fe25:ede7"],
"password": ""
"securityDescriptor": {
"managedAuthEnabled": false
"storedCredentials": {
"id": "2853"
}
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}

"type": "Chassis",

"username":

1

Table 6. Manage a discovered device

Re-
quired /
Attributes Optional | Type Description
displayName Optional | String (Rack switches only) Name of the device
enableHttps Optional | Boolean | (Rack switches running ENOS only) Indicates whether to
enable HTTPS on the switch. This can be one of the
following values.
e true. (default) Enable HTTPS.
e false. Do not enable HTTPS.
enclosureFormFactor Optional | String (IMM, IMM2, XCC, XCC2, or XCC3 only) Form factor of
the device. This can be one of the following values.
* rack-tower
* dense-computing
enablePassword Optional | String (Rack switches running ENOS only) “Enable” password
that is used to enter Privileged Exec Mode on the switch
firmware Optional | Array of Information about installed firmware
strings
build Required | String Build number
date Required | String Release date
version Required | String Version number
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Table 6. Manage a discovered device (continued)

Re-
quired /
Attributes Optional | Type Description
forceManage Optional | Boolean | Indicates whether to force management of the device.
This can be one of the following values.
e true. Force management.
¢ false. Do not force management.
Notes: Use this force-management option only if you
previously attempted to manage the device and
management was not successful due to one of the
following error conditions.
¢ |f the managing XClarity Administrator failed and
cannot be recovered.
Note: If the replacement XClarity Administrator
instance uses the same IP address as the failed
XClarity Administrator, you can manage the device
again using the RECOVERY_ID account and password
(if applicable) and the Force management option.
¢ [f the managing XClarity Administrator was taken down
before the devices were unmanaged.
¢ If the devices were not unmanaged successfully.
Attention: Devices can be managed by only one XClarity
Administrator instance at a time. Management by multiple
XClarity Administrator instances is not supported. If a
device is managed by one XClarity Administrator, and you
want to manage it with another XClarity Administrator,
you must first unmanage the device from the original
XClarity Administrator, and then manage it with the new
XClarity Administrator.
fruNumber Optional | String (Rack switches only) FRU number
hostname Optional | String (Rack switches only) hostname of the device
ipAddresses Required | Array of List of device IP addresses or fully-qualified domain
strings names
ipv4Addresses Optional | Array of (Rack switches only) List of IPv4 IP addresses
strings
ipv6Addresses Optional | Array of (Rack switches only) List of IPv6 IP addresses
strings
machineType Required | String Machine type
for
Think-
System
servers;
other-
wise,
optional
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Table 6. Manage a discovered device (continued)

Re-
quired /
Attributes Optional | Type Description
managementPorts Optional | Array List of device management ports
for
switches;
other-
wise,
required
enabled Required | Boolean | Indicates whether the port enabled. This can be one of
the following values.
¢ true. The port is enabled
¢ false. The port is disabled
port Required | Integer Port number
protocol Required | String Protocol that is running on the port. See the GET
/discoverRequest/jobs/{job_id} response body for the
supported protocols for the device's management ports.
managementProcessor Required | String (Chassis and servers only) Type of management
for controller. This can be one of the following values.
Think- ¢ integrated-management-module
System ¢ integrated-management-module2
devices; ¢ lenovo-xclarity-controller
other- ¢ chassis-management-module
wise,
optional
model Optional | String (Rack switches only) Model of the device
name Optional | String (Rack switches only) Name of the device
newPassword Optional | String (Chassis and servers only) New password to be used for
managed authentication
os Required | String (Rack switches only) Firmware type. This can be one of
for the following values.
CNOS e CNOS
and e ENOS
ENOS
switches
password Required | String Current password to access the device
recoveryPassword Optional | String Recovery password to be used for the device
replaceNtpConfiguration Optional | Boolean | (Rack switches only) Indicates whether to replace the
NTP configuration and time zone on the switch with
settings that are defined for XClarity Administrator. This
can be one of the following values.
e true. (default) Replace the NTP and time zone settings
¢ false. Do not replace the NTP and time zone settings.
securityDescriptor Required | Object Information about the authentication enablement and
support the associated stored credentials for a managed
device
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Table 6. Manage a discovered device (continued)

Re-
quired /
Attributes Optional | Type Description
identityManagementSystem Required | String (Servers only) Information about the identity (in the

if identity-management system) that is associated with this
identity- device, if applicable
Manage-
ment-
System-
Enabled
is “true”

address Required | String IP address where the user account is stored as defined in

CyberArk. This is typically the IP address of the Lenovo

XClarity Controller or external LDAP server (if applicable).

appld Optional | String Application ID from CyberArk

If you specify the applID, you must also specify safe and

folder.

If you do not specify applD, Lenovo XClarity

Administrator uses the paths that are already defined to

identify the onboarded accounts in CyberArk (see GET

/identityManagementSystems/cyberark/paths)

folder Optional | String Folder from CyberArk
If you specify the applD, you must also specify safe and
folder. If the onboarded account is not in a folder, specify
an empty string.
name Optional | String Type of the identity-management system. This value is
always CyberArk.
safe Optional | String Safe from CyberArk
If you specify the applD, you must also specify safe and
folder.
username Required | String Name of the user account for the device
uri Optional | String Device URI
identityManagementSyste- Optional | String Indicates whether to use an identity-management system
mEnabled for authentication. This can be one of the following
values.

¢ true. An identity-management system is to
authenticate this device.

e false. An identity-management system is not used to
authenticate this device. In this case, either manually
entered credentials or stored credentials must be
used.

Note: |dentity management systems can be used to

authenticate only ThinkSystem and ThinkAgile servers.

managedAuthSupported Required | Boolean | Indicates whether the device supports the ability to
for choose whether managed authentication is to be used.
Think- This can be one of the following values.
Server ¢ true. This device supports the ability to choose
devices managed authentication.

¢ false. This device does not support the ability to
choose managed authentication.
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Table 6. Manage a discovered device (continued)

Re-
quired /
Attributes Optional | Type Description
managedAuthEnabled Required | Boolean | Indicates whether the device uses managed
for authentication. This can be one of the following values.
devices ¢ true. The device uses managed authentication.
other ¢ false. The device uses local authentication.
than
Think-
Server
publicAccess Optional | Boolean | Indicates whether the device can be accessed by all role
groups. This can be one of the following values.
e true. The resource is can be access by all role group.
¢ false. The resource is restricted to specific role groups.
roleGroups Optional | Array of List of role groups that are permitted to view and manage
strings the device. To get a list of available role groups, use GET
/roleGroups.
You can specify only role groups to which the current
user belongs.
If you do not specify the roleGroups attribute, the default
roles groups are assigned. You can obtain the list of
default role group using GET /resourceAccessControl.
If you specify the roleGroups attribute with an empty or
null value, role groups are not assigned.
Note: If you add devices to a managed chassis, the new
devices will belong to the same role groups as the
chassis.
storedCredentials Required | Object Information about the stored credential that is associated
if with this device, if applicable
manage- Note: RackSwitch devices support only stored
dAu- credentials for authenticating to the switches. Manual
thEna- user credentials are not supported.
bled is
set to
true
description Optional | String Description of the stored credential
id Required | String ID of the stored credential
userName Optional | String Name of the stored credential
serialNumber Optional | String (Rack switches only) Serial number for the device
status Optional | Object (Rack switches only) Current status
manageable Optional | String Indicates whether the top-of-rack switch is manageable.
This can be one of the following values.
¢ true. The port is manageable.
¢ false. The port is not manageable.
message Optional | String Message
name Optional | Boolean | Name
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Table 6. Manage a discovered device (continued)

Re-
quired /
Attributes Optional | Type Description
replaceNtpConfiguration Optional | Boolean | (Rack switches only) Indicates whether to replace the
NTP configuration and time zone on the switch with
settings that are defined for XClarity Administrator. This
can be one of the following values.
¢ true. (default) Replace the NTP and time zone settings.
¢ false. Do not replace the NTP and time zone settings.
subType Required | String Device subtype. This can be one of the following values.
for ¢ Lenovo ThinkSystem DB Series Switches
Think- ¢ NVIDIA Mellanox Switches
System
DB
series
and
NVIDIA
Mellanox
switches
server-type Optional | String (Servers only) Type of server to be managed. This can be
one of the following values.
¢ Edge Server. ThinkSystem SE server
¢ ITE. Flex System server
® Lenovo ThinkServer. ThinkServer server
e NeXtScale. NeXtScale server
e Rack-Tower Server. ThinkSystem SD, ThinkSystem
SR, or ThinkSystem ST, System x, Converged, or
NeXtScale server
e SCU. storage device.
type Required | String Type of device to be managed. This can be one of the
following values.
¢ Chassis
¢ Edge Server. ThinkSystem SE server
e IBM Tape. IBM tape library
¢ Lenovo ThinkServer
e Lenovo Storage
¢ Rackswitch
¢ Rack-Tower Server. ThinkSystem SD, ThinkSystem
SR, or ThinkSystem ST, System x, Converged, or
NeXtScale server
username Required | String User ID to be used to access the device
Note: RackSwitch devices support only stored
credentials (using the storedCredentials attribute) for
authenticating to the switches. Manual user credentials
using the username and password attributes are not
supported and must be empty or null.
uuid Optional | String UUID for the device

The following example manages a discovered chassis (when discovery=false).
[{
“ipAddresses": ["10.243.3.55"],
“managementPorts": [{
"enabled": false,
"port": 80,
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“protocol”: "http"
R {
"enabled": true,
"port": 161,
"protocol”: "snmpv3"
H,
"password”: "xxxxxxxx",
"recoveryPassword": "xxxxxxxx",
"securityDescriptor” : {
“managedAuthEnabled":false,
"storedCredentials": {
“description”:"A valid user"
"id":" ED895B48D50D4E34B5DAF1F697CAT8B3"
"userName":"userl",
}
}
“"type": "Chassis",
"username": "USERID",
"uuid": "48331a223bf34fbha90732b379b837h9c"

1

The following example discovers and manages a ThinkSystem server using an identity management system
(when discovery=true).
[{
"displayName": "Cosmo-157",
"enclosureFormFactor": "rack-tower",
"firmware": [{
"build": "CDI352T",
"date": "2020-04-25",
"version": "4.20"

b
"build": "TEE155I",
"date": "2020-03-27",
"version": "2.60"

H,

"forceManage": true,
“fruNumber": "00MX680",
"hostname": "XCC-7Y02-0123456789",
"ipAddresses": [
"192.0.2.0",
"fd55:faaf:elab:2021:a94:efff:fedf:5769",
"fe80::a94:efff:fed4f:5769"
1,
"machineType": "7Y02",
"managementPorts": [{
"enabled": true,
"port": 5989,
“protocol”: "cimxml-https"
S {
"enabled": true,
"port": 623,
"protocol": "rmcp"
H,
"managementProcessor": "lenovo-xclarity-controller”,
"model": "RCZ000",
"name": "Cosmo-157",
"password": null,
"recoveryPassword": "",
"securityDescriptor": {
"identityManagementSystem": {
"address" : "192.0.2.0",
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"appld": "LXCA",
“name" : "CyberArk",
“safe": "Test",
“username": "USERID"
1
"identityManagementSystemEnabled": true,
"managedAuthEnabled": true,
"managedAuthSupported”: true,
"publicAccess": false,
"storedCredentials":null
1
"serialNumber": "123456789",
"status": {
"manageable": true
"message": "Unmanaged"”,
"name": "UNMANAGED",,

}

subType": "",
"server-type": "Rack-Tower Server",
"type": "Rack-Tower Server",
"username": null,
"uuid": "abdf710c8h7d11e78c2786fabe924c8c"
H

The following example manages a discovered ThinkSystem server (when discovery=false).
[{
"enclosureFormFactor": "rack-tower",
"displayName": "Electron-SIT-2",
"firmware": [{
"date": "2018-05-10",
"build": "TEI325I",
"version": "1.80"
b oA
"date": "2018-04-24",
"build": "TEE123G",
"version": "1.40"
H,
"forceManage": true,
"fruNumber": "016T946",
"hostname": "Electron-SIT-2",
“ipAddresses": ["10.240.211.155","2002:97h:c2bb:830:10:240:211:155",
"fe80::a94:efff:fed1:he01"],
“machineType": "7X19",
"managementPorts": [{
"protocol”: "cimxml-https",

"port": 5989,

“enabled": true
S {

"protocol”: "rmcp",

"port": 623,

"enabled": true

H,
"managementProcessor": "lenovo-xclarity-controller”,
"model": "25Z000",
"name": "Electron-SIT-2",
"newPassword": null,
"password": null,
"recoveryPassword": "",
"securityDescriptor": {
"managedAuthEnabled": false,
“roleGroups": [LXC-ADMIN,LXC-HW-MANAGER],
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"storedCredentials": {
"description”: "test_211.155",
"id": "2852",

"userName": "test"

I

"uri": "nodes/fhb43c13103511e785f2e4a2ced78753"

I

"serialNumber": "ELEC0G604G",

"server-type": "Rack-Tower Server",

"status": {

"name": "UNMANAGED",
"message": "Unmanaged",
"manageable": true

}

subType": "",
"type": "Rack-Tower Server",

"username": null,

"uuid": "fbb43¢13103511e785f2ed4a2ced78753",

}

The following example manages a discovered ThinkServer device (when discovery=false).
[{
"displayName": "SN#10.240.197.14",
“firmware": [{
"build": "Level 1",
"date": null,
"version": "1.1"
M,
"forceManage": true,
“fruNumber": null,
"hostname": "10.240.197.14",
"ipAddresses": ["10.240.197.14"],
"machineType": "TOF0",
"managementPorts": [{
"enabled": true,
"port": 443,
"protocol”: "https"

hoA
"enabled": true,
"port": 80,
“protocol”: "http"
H,
"model": ""
"name": "SN#10.240.197.14",
"password": "",

"securityDescriptor": {
"managedAuthSupported”: false,
"managedAuthEnabled": false,
"storedCredentials": {

"id": "353"

}
I
“serialNumber": " ",
"status": {

"name": "UNMANAGED",

"manageable": true
I
"type": "Lenovo ThinkServer",
"username": "",

"uuid": "fbb43c13103511e785f2eda2ced78753"
1
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The following example discovers and manages a rack switch running ENOS (when discovery=true).

[{
"enableHttps": true,

"enablePassword": "",

"ipAddresses": ["10.243.3.192","fd55:faaf:elah:2021:5ef3:fcff:fe25:ede7"],

"password": "",
“replaceNtpConfiguration": true
"securityDescriptor": {
"managedAuthEnabled": false
"storedCredentials": {
"id": "352"
}
I
"type": " Rackswitch ",
"username": ""

1

The following example manages a discovered rack switch (when discovery=false).

[{

"displayName": "Gryphon",

"enableHttps": true,

"enablePassword": "",

"forceManage": true,

"fruNumber": "XXXXXXX "

"hostname": "IBM2-40f2e9b8163d",

"ipAddresses": [

"10.243.6.68",
"fd55:faaf:elab:2021:42f2:e9ff:feh8:163d",
"fe80::42f2:e9ff:febh8:163d"

1,
"ipv4Addresses": ["10.243.6.68"],
"ipvé6Addresses”: |

"fd55:faaf:elab:2021:42f2:e9ff:feh8:163d",

"fe80::42f2:e9ff:feb8:163d"

]

machineType": "1234",

"model": "IBM",

"name": "Gryphon",

"os": "ENOS",

"password": "DEF",

"securityDescriptor": {
"managedAuthEnabled": false,
“roleGroups": [LXC-ADMIN,LXC-HW-MANAGER],
"storedCredentials": {

"id": "352"

1
"uri": "switches/2376f7c628fh11elb72b5cf3fc3c1448"
1
“recoveryPassword": null,
"serialNumber": "IBM0152",
"status": {

"message”: "Unmanaged"”,

“name": "UNMANAGED",

"manageable": true
1
"replaceNtpConfiguration": true,

"type": "Rackswitch",

"username": "",

"uuid": "fc3058cadf8h11d48c9hb9b1blb1b1h58"

|
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Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response

body.

Response header

If this POST method results in a job getting started, the response header includes a URI in the form
/manageRequest/jobs/{job_id} (for example, /manageRequest/johs/12) that represents the job that is
monitored by the management server. You can use GET /manageRequest/jobs/{bulk_job_id} to determine
the status of the job. If a job was not successfully started, refer to the response code and response body for
details.

Note: A successful response indicates that the request was successfully transmitted and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Response body
Attributes Type Description
jobIlD ID of the task (job) that was created to manage the device
statusCode Return code

statusDescription

Description of the return code

result String Results of the request. This can be one of the following values.
® success. The request completed successfully.
e failed. The request failed. A descriptive error message was
returned.
¢ warning. The request completed with a warning. A descriptive
error message was returned.
messages Array of Information about one or more messages
objects
explanation String Additional information to clarify the reason for the message
id String Message identifier of a returned message
recovery Array of Recovery information
objects
text String User actions that can be taken to recover from the event
URL String Link to the help system for more information, if available
text String Message text associated with the message identifier
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The following example is returned if the request is successful.

"statusDescription”:"Bulk job 138 was created successfully.",

{
IlijIDII:II42II’
"statusCode":201
"result":"success",
"messages":[],

}

/manageRequest/jobs/{bulk_job_id}

Use this REST API to monitor the status of a management request.

HTTP methods

GET

GET /manageRequest/jobs/{bulk_job_id}

Use this method to monitor the status of a management request.

Authentication

Authentication with username and password is required.

Request URL
GET https://{management _server_IP}/manageRequest/jobs/{bulk_job_id}

where {bulk_job_id} is the ID of the bulk job that was returned in the statusDescription response attribute by
the POST /manageRequest request.

Query parameters

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response

body.
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Response body

Attributes Type Description
progress Double Percentage complete of the bulk management job. This can be one
of the following values.
¢ 0.0. Created.
e >0.0.In progress.
e 100.0. Complete.
result Integer Result of the job. This can be one of the following values.
¢ 0. Created.
e 50. In progress.
e 100. Complete.
results Array of Result of the bulk management jobs
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID (“0509_LONG”)
messageAttributes String Message arguments. This can be one of the following values.
e device IP if not null
e device serial number if not null
e device UUID
progress Long Percentage complete of the management job. If the job is complete,
“JOB_DONE” is returned.
result String Result of the request. This can be one of the following values.
e success. The request was successful.
¢ failed. The request failed.
resultLongDescription String Long description result
resultShortDescription String Short description result
status Object Status details about the list of management steps
description Array of | List of message descriptions
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID for the set of management steps
percentage Long Percentage complete of the set of management steps
state String State of the set of management steps. The can be one of the
following values.
e ERROR
¢ RUNNING
¢ RUNNING_COMPLETE
substatus Array of Results of each of the task in the management job
objects
completed Boolean | Indicates whether the task completed. This can be one of the

following values.
¢ true. The step has completed.
¢ false. The task has not completed.
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Attributes Type Description

id String Name of the management step

longDescription String Long message description

messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”

messagelD String Message ID of the management step

progress Long Progress of the management step

shortDescription String Short message description

started Boolean | Indicates if the management step has started. This can be one of the
following values.

¢ true. The step has started.

e false. The step has not started.

status Object Status details about the individual management step
description Array of List of message descriptions
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”
messagelD String Message ID for the set of unmanagement steps
percentage Long Percentage complete of the management step
state String State of the management step. This can be one of the following
values.

¢ ERROR

e PENDING

e RUNNING

¢ RUNNING_COMPLETE

userAction String User action that is required
summary Object Information about the job summary

This summary consists of the following types of information:

e Description. Describes issues that occurred.

e Actions. Describes whether the job completed successfully, and
if not, lists the steps that the user can perform to resolve the
issue. You must provide enough information so that the user can
resolve the issue without help from the Lenovo Support.

¢ Severity. Describes severity of the job.

The job summary is optional for a job that completes successfully;

however, it is good practice to set the summary, even when the

severity is informational.
actionArgs Array of | List of action arguments for the message
strings
actionBundleKey String Bundle in which the user action is declared
actionBundleName String Bundle in which the translated user action is located
actionText String User action to use if there is no translation
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Attributes Type Description

descriptionArgs Array of List of arguments for the message

strings
descriptionBundleKey Bundle in which the message description is declared
descriptionBundleName String Bundle in which the translated message description is located
descriptionText String Message description to use if there is no translation
severity String Severity of the subtask. This can be one of the following values.

¢ Informational. The request started or ended successfully.

e Warning. The request completed, but there are some problems
that you must be aware of . You can decide if action is needed.

e Critical. The request failed. Action is needed now and the scope
is broad (perhaps an imminent outage to a critical resource will
result).

taskid Integer Task ID

time_spent Long Duration of the task in milliseconds

uuid String UUID associated with the management

status Status of the management job. This can be one of the following
values.

e 0. Created.

50. Incomplete.

100. Done.

101. Done_Warnimg.

The following example is returned if the request is successful.

{
“progress”: 100,
"result": 100,
"results": [{

"messageBundle”: "com.lenovo.lxca.discovery.bundle.rest.messages”,
"messageID": "0509 LONG",
"messageParameters": "10.243.9.106",
“progress": 100,
"result": "SUCCESS",
"resultLongDescription”: "The management job has completed successfully”,
"resultShortDescription”: "Success”,
"status": {
"description": [{
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
“messageID": "1028_LONG"
H,
"percentage": 100,
"state": "Complete"
"substatus": [{
“completed”: true,
"id": "STARTING",
“messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
“messageID": "1000_SHORT",
“longDescription”: "Starting endpoint management job",
“progress”: 100,
“shortDescription": "Starting",
"started": true,
"status": {
"description”: [{
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages”,
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"messageID": "1028_LONG"
H,
"percentage”: 100,
"state": "Complete"

}

userAction":

"completed": true,
"id": "CONFIGURATION",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages"”,
"messageID": "1010_SHORT",
"longDescription”: "Configuring endpoint for management”,
"progress": 100,
"shortDescription": "Configuration",
"started": true,
"status": {
"substatus": [{
"completed": true,
"id": "CFG_NTP",
"longDescription”: "Configuring NTP",
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1011 SHORT",
"progress": 100,
“shortDescription”: "NTP",
"started": true,
"status": {
"description": [{
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1028_LONG"
H,
“percentage”: 100,
"state": "Complete"
1
"userAction": "[{\"format\":[\"paragraph\"],\"text\":\"The problem might be caused by
the device momentary loosing connection to the management server during
the management process. Either attempt to manage the device again, or
manually set the management NTP server and time zone information using
the management-controller interface.\"},
{\"format\":[\"paragraph\"],\"text\":\"The management-controller firmware
for the device might not support the management NTP server settings or
the time zone that is currently set in the management server. Update the
management-controller firmware to the latest version, and then either
attempt to manage the device again, or manually set the management NTP
server and time zone information using the management-controller
interface.\"}]",

“"completed": true,
"id": "CFG_SECURITY",
"messageBundle”: "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1012_ SHORT",
“longDescription”: "Configuring security”,
“progress": 100,
“shortDescription”: "Security”,
"started": true,
"status": {
"description”: [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"messageID": "1028_LONG"
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H,
“percentage": 100,
“state": "Complete"
}
H,
"description": [{
"messageBundle": "com.lenovo.lxca.discovery.bundle.tasks.messages”,
"messageID": "1028_LONG"
3,
"percentage”: 100,
"state": "Complete"

userAction":

I8
"userAction": ""
H,
"summary": {
"actionArgs": [],
"actionBundleKey": "",
"actionBundleName": ""
"actionText": "",
"descriptionArgs": [],
“descriptionBundleKey": "1028 LONG",
"descriptionBundleName": "com.lenovo.lxca.discovery.bundle.tasks.messages",
"descriptionText": "The management job has completed successfully”,
“severity": "Informational”,
}
I
"taskid": 99,
"time_spent": 43456,
"uuid": "89h98fbf943f11ebbh84ff1e2236596d"

M,

"status": "DONE"
}
/unmanageOffline

Use this REST API to retrieve information about and configure settings for automatically unmanaging devices
that are offline for specific amount of time.

HTTP methods
GET, PUT

GET /unmanageOffline

Use this method to return settings for automatically unmanaging devices that are offline for specific amount
of time.

Note:

Automatic unmanagement of offline devices is supported for Flex System chassis, switches, Lenovo

Flex System servers, Lenovo System x servers, ThinkAgile, and ThinkSystem servers.

Authentication

Authentication with username and password is required.

Request URL

GET https://{management_server_IP}/unmanage0ffline
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Query parameters

None

Request body

None

Response codes

Code Description Comments

200 OK The request completed successfully.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response

body.
Response body

Parameters Type Description

offlinePeriod Integer Amount of time, in hours, that devices must be offline before they are
automatically unmanaged
This value can be from 1 — 24 hours. The default is 24 hours.

unmanageOffline Boolean | Indicates whether Lenovo XClarity Administrator automatically

unmanages devices that are offline for the a specific amount of time.

This can be one of the following values.

¢ true. Enables automatic unmanagement of offline devices.XClarity
Administrator checks for offline devices every hour. If a device is
offline for at least the amount of time specified by offlinePeriod,
XClarity Administrator automatically unmanages that device.

e false. Disables automatic unmanagement of offline devices.

The following example is returned if the request is successful.

{
"offlinePeriod": 24,
"unmanageOffline": "false"

}

PUT /unmanageOffline

Use this method to configure settings for automatically unmanaging devices that are offline for specific

amount of time.

Note: Automatic unmanagement of offline devices is supported for Flex System chassis, switches, Lenovo
Flex System servers, Lenovo System x servers, ThinkAgile, and ThinkSystem servers.

Authentication

Authentication with username and password is required.

Request URL

PUT https://{management_server_IP}/unmanage0ffline

Query parameters
None
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Request body

Parameter

Re-
quired /
Optional | Type

Description

offlinePeriod

Optional | Integer

Amount of time, in hours, that devices must be offline
before they are automatically unmanaged

This value can be from 1 — 24 hours. The default is 24
hours.

unmanageOffline

Required | Boolean

Indicates whether Lenovo XClarity Administrator

automatically unmanages devices that are offline for the a

specific amount of time. This can be one of the following

values.

¢ true. Enables automatic unmanagement of offline
devices.XClarity Administrator checks for offline
devices every hour. If a device is offline for at least the
amount of time specified by offlinePeriod, XClarity
Administrator automatically unmanages that device.

¢ false. Disables automatic unmanagement of offline
devices.

The following example configure automatic unmanagement settings.

{
"of flinePeriod": 43,
"unmanageOffline": "true"
}
Response codes
Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.
404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.
500 Internal Server Error An internal error occurred. A descriptive error message is returned in the response
body.
Response body
None
/unmanageRequest
Use this REST API to unmanage devices.
HTTP methods
POST
POST /unmanageRequest

Use this method to unmanage one or more target devices. The response header indicates the URI of a job
that is associated with a new task that has been started.
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Authentication

Authentication with username and password is required.

Request URL

POST https://{management_server_IP}/unmanageRequest

Query parameters

None

Request body

Required
/
Attributes Optional | Type Description

endpoints Required | Array Information about one or more devices to be unmanaged

ipAddresses Required | Array of IP addresses for the device
strings

type Required | String Type of device. This can be one of the following values:
Chassis

Edge Server. ThinkSystem SE server

IBM Tape. IBM tape library

Lenovo ThinkServer

Lenovo Storage

Rackswitch

Rack-Tower Server. ThinkSystem SD, ThinkSystem
SR, or ThinkSystem ST, System x, Converged, or
NeXtScale server

uuid Required | String UUID for the device

forceUnmanage Optional | Boolean Indicates whether to force the unmanagement of a device.

This can be one of the following values.

¢ true. Force unmanagment even if the device is not
reachable.

¢ false. (default) Do not force unmanagement.

Important: When unmanaging demo hardware, set this

attribute to true.

Request example
The following is an example of a request that is submitted to unmanage a chassis.

{
“endpoints":[{
“ipAddresses" : ["10.243.4.144"],
"type":"Chassis",
"uuid":"63E29269BB634AB9A610D6FSFCE2B28F"
H,
“forceUnmanage":true
}

The following is an example of a request that is submitted to unmanage a rack switch.
{
"endpoints":[{
"ipAddresses":["10.241.139.100"],
"type":"Rackswitch",
"uuid":"F6F5A2630C244FDDYDES376812C55480"

1,
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"forceUnmanage":false

}

Response codes

Code Description Comments
200 OK The request completed successfully.
400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is

not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response header

If this POST method results in a job getting started, the response header includes a URI in the form
/unmanageRequest/jobs/{job_id} (for example, /unmanageRequest/jobs/12) that represents the job that is
monitored by the management server. You can use GET /JunmanageRequest/jobs/{job_id} to determine the
status of the job. If a job was not successfully started, refer to the response code and response body for
details.

Note: A successful response indicates that the request was successfully transmitted and accepted by the
management server. It does not indicate that the operation that is associated with the job was successful.

Response body

None

/unmanageRequest/jobs/{job_id}

Use this REST API to monitor the status of an unmanagement request.
HTTP methods
GET

GET /unmanageRequest/jobs/{job_id}

Use this method to monitor the status of an unmanagement request that was made using the POST
/unmanageRequest method.

Authentication

Authentication with username and password is required.

Request URL
GET https://{management_server_IP}/unmanageRequest/jobs/{job_id}

where {fjob_id} is the job ID that was returned by the POST /unmanageRequest method.
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Query parameters

None

Response codes

Code Description Comments

200 OK The request completed successfully.

400 Bad Request A query parameter or request attribute is missing or not valid, or the operation is
not supported. A descriptive error message is returned in the response body.

403 Forbidden The orchestrator server was prevented from fulfilling the request. A descriptive
error message is returned in the response body. Ensure that you have privileges to
perform the request.

404 Not found A specified resource cannot be found. A descriptive error message is returned in
the response body.

409 Conflict There is a conflict with the current state of the resource. A descriptive error
message is returned in the response body.

500 Internal Server Error | An internal error occurred. A descriptive error message is returned in the response
body.

Response body

Attributes Type Description

progress Double Percentage complete of the bulk management job. This can be one
of the following values.
e 0.0. Created.
¢ >0.0.In progress.
¢ 100.0. Complete.

result Integer Result of the job. This can be one of the following values.
e 0. Created.
e 50. In progress.
¢ 100. Complete.

results Array of | Results of the bulk unmanagement jobs

objects
messageBundle String Location where messages.properties can be found if it is not located

in the default task management bundle. This value is always “com.
lenovo.Ixca.discovery.bundle.tasks.messages.”

messagelD

String Message ID (“0509_LONG")

messageAttributes

String This can be one of the following values.
e devicelP if not null
¢ deviceserial number if not null

e deviceUUID

progress Long Percentage complete of the unmanagement job. If the job is
complete, “JOB_DONE” is returned.

result String Result of the request. This can be one of the following values.

e success. The request was successful.
¢ failed. The request failed.

resultLongDescription

String Long description result

resultShortDescription

String Short description resul.
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Attributes Type Description
status Object Status details about the list of management steps
description Array of | List of message descriptions
objects
messageBundle String Location where messages.properties can be found if it is not located
in the default task management bundle. This value is always “com.
lenovo.lxca.discovery.bundle.tasks.messages.”
messagelD String Message ID for the set of unmanagement steps
percentage Long Percentage complete of the set of unmanagement steps
state String State of the set of unmanagement steps. The can be one of the
following values.
e RUNNING
¢ RUNNING_COMPLETE
e ERROR
substatus Array of | Results of each of the task in the unmanagement job
objects
completed Boolean | Indicates whether the unmanagement step completed. This can be
one of the following values.
¢ true. The step has completed.
¢ false. The step has not completed.
id String Name of the unmanagement step
longDescription String Long message description
messageBundle String Location where messages.properties can be found if it is no