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MpumeyaHue

Mepen Tem Kak BOCMONb30BaTLCSA 3TOW UHOPMaLMEN 1 CaMUM NPOLYKTOM, 06A3aTeNbHO NPOYTUTE
3amMeyaHuns no obLUMM 1 topugnyeckum sonpocam B gokymeHtauum no XClarity Administrator B inTepHeTe.
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CBopgHasa uHdopmauus No U3MEeHEeHUsAM

MocnepytoLme BbINYCKN NporpaMMHoro obecnedeHus ynpasneHns Lenovo XClarity Administrator
obecneynBaloT NOOAEPXKKY HOBOro 060pYyA0BaHUS, yCOBEPLLEHCTBOBAHMSA MPOrpPaMMHOro o6ecneyeHns 1
ncnpasneHus.

O6patnTech K thainy ncrtopum nameHeHnn (*.chg), KOTopbI COQEPXXNTCHA B NakeTe OOHOBNEHNI N1
noJly4eHns CBeLeHNN 06 NCNpaBneHnsXx.

CBefeHus 060 BCex MOAAEPKMBAEMbIX anmnapaTHbIX CpeacTBax (BKJto4as cepBepbl, pamMmy U KOMMyTaTopbl
Flex) cm. B O6s3aTenbHble TpeboBaHNS K 060py[0BaHMIO U MPOrpaMMHOMY 06ECMNEYEHMIO.

CeepeHus 06 n3meHeHusX B 6051ee paHHKX BbiNMyCcKax CM. B pasgene Yto Hosoro B gokymeHTauum no XClarity
Administrator B VIHTepHeTe.

OTa Bepcus Nogaep>XuBaeT cnefyoLlee HoOBOe 060pyaoBaHMe.

e CepBepbl M yCTpONCTBA

ThinkEdge SE100 (7DGR)

ThinkSystem SC750 V4 (7DDJ)

ThinkSystem SR630 V4 (7DGA, 7DGB, 7DG8, 7DG9, 7DLM)
ThinkSystem SR650 V4 (7DGC, 7DGD, 7DGE, 7DGF, 7DLN)
ThinkSystem SR680a V3 (7DM9)

e KommyTtaTtopsbl

~ ThinkSystem DB710S (7DHN)

e YcTpoucTBa XpaHeHUs AaHHbIX
— 'n6pupaHbin SAS ThinkSystem DE4200H (7DCA, 7DCQ)
— Maccus All Flash ThinkSystem DE4800H (7DCC)
— [m6pupgHbin SAS ThinkSystem DE4800H (7DCB, 7DCR, 7DCS)
— Maccus All Flash ThinkSystem DG5200 (7DHY)
— Maccus All Flash ThinkSystem DG7200 (7DHZ)
— Maccus All Flash ThinkSystem DM3200F (7DJ0)
— Maccus All Flash ThinkSystem DM5200F (7DJ2)
— [mbpugHbin dnaw-maccme ThinkSystem DM5200H (7DJ1)
— Maccus All Flash ThinkSystem DM7200F (7DJ3)

B aTon BepCun HeT AONOJIHUTENIbHbIX yCOBepLLleHCTBOBaHVII7I B obnactu naaHnpoBaHunsa N yCTtaHOBKW.
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Nnasa 1. 0630p Lenovo XClarity Administrator

Lenovo XClarity Administrator — aTo LieHTpanu3oBaHHOE peLLeHne AN ynpasneHns pecypcamm, Kotopoe
ynpoLLaeT ynpasfieHne nHpacTpyKTypor, COKpaLLaeT BPEMSA OTBETOB 1 MOBbILLAET JOCTYMHOCTb
cepBepHbIX CUCTEM U peLleHnii Lenovo®. OHO paboTaeT Kak BUpTyasibHOe YCTPOWCTBO,
aBToMaTu3npyoLLee 0bHapy>KeHne, MHBEHTapU3aLmio, OTCNEXMBAHUE, MOHUTOPUHT U NOArOTOBKY
060pyaoBaHMsA CEPBEPOB, CETU U XpaHWUMLLA B 3aLLMLLEHHON cpefe.

Moppo6Hee:
. E XClarity Administrator: ynpasneHvne o6opyaosaHnemM kak nporpaMMHbIM o6ecrnedyeHnem
] E XClarity Administrator: 063op

BupTyansHoe yCcTponcTBO
Lenovo XClarity Administrator

O6HapyxeHve

WHBeHTapusaums
MoHuTOopUHI

PasBepTbiBaHWe onepaLmoHHbIX
CUCTEM U TNEPBU30POB

YnpaeneHue koHuUrypawumein

ObecneyeHne COOTBETCTBUS
1 OBHOBMNEHNSI MUKPOMPOrpaMMb

XClarity AdministratornpepocTtaBnseT LeHTpann30BaHHbI UHTEPENC AN BbINOHEHNS CNEQYOLLMX
byHKUMIA ANs BCEX yNpaBnseMblX YCTPOWCTB.

YnpaBneHne o6opyaoBaHuem
XClarity Administrator o6ecneunBaeT ynpasneHne obopyaoBaHnem 6e3 areHToB. Cuctema MoXeT
aBTOMaTN4YeCKN OBHapY>X1BaTb yNpaBnseMble YCTPOWNCTBA, BKKOYasi CEpBeEP, CETb U 060pyaoBaHne
CUCTEM XpaHeHUs. [laHHble MHBEHTapU3aLuUKn ynpasnisieMblX YCTPONCTB COOMPAOTCH U MCMNOMb3YOTCA
ONs cocTaBneHns 0630pHOro NpeacTaBneHNs MHBEHTAPS U COCTOSIHUS yNpaBnsieMoro 060pynoBaHus.

CyLLEeCTBYIOT pasnuyHble 3ada4u ynpaseHus ojis Kaxaoro Noaaep XXMBaemMoro yCTponcTBa, BKIoYas
NPOCMOTP COCTOSIHMS U CBOWCTB, HACTPOWKY NapameTpoB CUCTEMbI 1 CETU, 3arnyCK NHTEPdENCOB
ynpaBfeHns, BKIIOYEHME 1 BbIKNIOYEHNE N YAaneHHoe ynpasneHune. [JononHuTensHble cBegeHns oo
yrnpasfeHnn ycTporcTBamMmn CM. B pasgenax YnpasneHve pamoil, YnpasneHue cepeepamu 1 YnpasneHue
kKoMmmMyTaTopamu B gokymeHTtauuu no XClarity Administrator B inTepHerTe.

PekomeHpauums. Cepsep, ceTb 1 060pyAoBaHNe CUCTEM XPaHEHWs!, KOTOpble MOryT YNpaBnaTbCs
XClarity Administrator, HasbiBatoTcs ycTporicTa. O60opyaoBaHne, KOTOPOE HAaXOAUTCS MOA
ynpaeneHnem XClarity Administrator, Ha3biBaeTcs yrpassisiemMble yCTpOHCTBa.

© Copyright Lenovo 2020, 2025
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Mo>xHo ncnone3osatb npegcTaeneHne ctonkn B XClarity Administrator gns rpynnupoBky ynpasnsieMbIx
YCTPOWCTB, YTOObI OTPasnTb GUINHECKE HACTPOMKN CTONKM B BalLeM LieHTpe 06paboTKM OaHHbIX.
JononHuTenbHbIe CBEAEHNSI O CTOMKAax CM. B pasgene YnpasneHue cTolikamMmn B JOKYMEHTauum no
XClarity Administrator B IHTepHeTe.

Moppo6GHee:

. E XClarity Administrator: o6Hapy>xeHune

U E XClarity Administrator: nHBeHTapb

. m XClarity Administrator: ynaneHHoe ynpasneHue

MoHuTopuHr o60pyaoBaHust
XClarity Administrator o6ecneunBaeT LLeHTpann3oBaHHOE NPEACTaBIEHNE BCEX COOLITUN U
OMOBELLEHWNIA, KOTOPbIE CO34al0TCA N3 yNpaBnsieMbiX yCTPoNcTB. CobbITUE UM OMNOBELLEHNE
nepepaetcs XClarity Administrator n otobparkaetcs B XXypHane cobbiTuin unu onoselleHnin. Ceogka
BCEX COObITUI 1 OMNOBELLEHUI AOCTYMNHA Ha UHPOPMALMOHHOW NaHenn N B CTPOKe CocTosiHMSA. CobbITus
1 OMNOBEeLLEHMS ANS KOHKPETHOro YCTPONCTBA AOCTYMHbI HA CTpaHuLe ceefeHuin «OnoseLLeHns 1
CcobbITUS» A1 AaHHOro YCTPOMNCTBA.

JononHuTenbHbIe CBEAEHNST O MOHUTOPUHIE 060PYAOBaHUSA CM. B pasgenax PaboTa ¢ cobbItusimu 1
Pa6oTa c onoselleHnsMu B okymeHTaumm no XClarity Administrator B VIHTepHeTe.

Moapo6GHee: E XClarity Administrator: MOHUTOPUHI

YnpaBneHune KoHdUrypaumen
C nomoLLbio egMHOO06pPasHON KOHMUrypaumum MOXHO 6bICTPO NOAroToBUTL K paboTe (BKIovas
npenBapuTENbHYO MOArOTOBKY) BCE BalLy cepBepbl. [lapameTpbl KOHGUrypaumm (Takme Kak nokanbHoe
XpaHunuLle, agantepbl BBOAA-BbIBOLA, NapaMeTpbl 3arpy3Ku, MUKPOMNPOrpaMmbl, NOPThI, a TakxXe
koHTponnep ynpasneHus n UEFI) coxpaHsatoTcs B Ka4ecTse CepBepPHOro LWabnoHa, KOTopbIi MOXKHO
NPUMEHUTb K OAHOMY WS HECKOMNBbKMM ynpasnsiemMbiM cepBepam. [py 06HOBNEHNN CEPBEPHbIX
LWabIOHOB M3MEHEHNSA aBTOMAaTNYECKN PasBepPTbIBAIOTCA HA COOTBETCTBYIOLLIMX CEPBEPAXx.

LLIa6noHbl cepBepOB Tak>Xe BKOYaloT NOAAEPKKY BUPTyanMsaumuy agpecos BBOA4A-BbIBOAA, YTO
MO3BONSET BUPTYaNU3npoBaTb MEXKKOMMOHEHTHblE coeaunHeHns Flex System unu namexsTb
Ha3Ha4eHVe cepBepOoB, He HapyLuas PaGoTy MEXKOMMOHEHTHOMN CeTu.

LlononHuTenbHble CBEAEHNS O HACTPOWKE CEPBEPOB CM. B pasfene HacTpoiika cepBepoB C MOMOLLbIO
XClarity Administrator B gokymeHTauum no XClarity Administrator B VIHTepHeTe.

Moapo6GHee:
. E XClarity Administrator: oT nCXogHOro COCTOSIHMSA K KnacTepy

] m XClarity Administrator: wa6bnoHbl KOHdUrypaumm

O6ecne4vyeHne COOTBETCTBUA U OGHOBJIEHUS MUKPOMPOrpaMmbl
YnpasneHue MuKponporpaMmamMu ynpoLuaeTcs 6narogaps HadHa4eHuio ynpasiseMbiM yCTPOCTBaM
NONNTVK COOTBETCTBUSA MUKponporpamm. Mpu cosgaHum n Ha3Ha4YeHUN MNOANTUKL COOTBETCTBUSA
ynpasnsiembiM ycTporicteaM XClarity Administrator oTcnexxmsaeT nameHeHuns BO BCEX 3TUX
YCTPOWCTBaM 1 NoMeYaeT tobble HECOOTBETCTBYIOLLME YCTPONCTBA.

Ecnun kakoe-nnbo yCcTpomcTBO HE COOTBETCTBYET TpeboBaHUsIM, C NOMOLLbIO NporpamMmbl XClarity
Administrator MO>KHO MPYMEHUTb U aKTUBMPOBAaTb OBHOBIIEHMSI MUKPOMPOrpaMMbl A1 BCEX YCTPOWNCTB
COOTBETCTBYIOLLErO YCTPONCTBA N3 YNPaBSEMOro BaMmuy Peno3nTopunst 06HOBIEHNI MUKPOMPOrpamMm.

MpumeyaHune: O6HOBMEHVE PENO3NTOPMSA U 3arpy3Ka OOHOBNEHNI MUKPONporpamm Tpebyet
nogknoyeHmns K VintepHety. Ecnn y XClarity Administrator HeT nogkntoyeHust K IHTepHeTY, Bbl MOXeETe
BPYYHYIO MMMNOPTMPOBaTb OGHOBMNEHWSI MUKPOMNPOrpamMmMbl B PENO3UTOPIUNA.
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https://pubs.lenovo.com/lxca/racks_manage.html
https://www.youtube.com/watch?v=QnwsUdKbam8
https://www.youtube.com/watch?v=FgB42mgzhks
https://www.youtube.com/watch?v=SfHv3YpMpDg
https://pubs.lenovo.com/lxca/events_workingwith.html
https://pubs.lenovo.com/lxca/alerts_workingwith.html
https://www.youtube.com/watch?v=AFuE3CjkEuY
https://pubs.lenovo.com/lxca/server_configuring.html
https://pubs.lenovo.com/lxca/server_configuring.html
https://www.youtube.com/watch?v=jnrM33_i_gM
https://www.youtube.com/watch?v=g_Wz11HMME4

JononHutensHble cBefeHns 06 06HOBNEHUM MUKPONPOrpamMMbl CM. B pasfene O6HoBneHne
MUKpPOMpOorpaMMbl Ha yrpaBfisieMblX yCTpocTBax B AokymeHTauum no XClarity Administrator B
WHTepHeTe.

Moppo6Hee:

. E XClarity Administrator: oT "CXOQHOro COCTOSAAHNS K KNacTepy

. E XClarity Administrator: o06HOBReHUA MUKPONPOrpaMmel

° E XClarity Administrator: nogrotoska 06HOBNEHN 6€30MaCHOCTY MUKPOMPOrpaMmbl

PasBepTbiBaHNe onepayiOHHOW CUCTEMbI
XClarity Administrator MO>xHO MCnoNb30BaThb 45 YNpaBieHnsi peno3uToprem o6pa3os ornepaLioOHHON
CUCTEMbI 1 NapafeNbHOro pas3BepThiBaHNA 06pa3oB OnepaunoHHON CUCTEMbI Ha HECKOJIbKIX (0O 28)
yrnpaBnsieMbIX CepBepax.

JononHuTenbHble CBEAEHNS O Pa3BepPTbIBaHMM ONepauUOHHbIX CUCTEM CM. B pasgene PassepTbiBaHve
ob6pasa onepaLuoHHol cuctembl B fokymMmeHTauumm no XClarity Administrator B IHTepHeTe.

Moppo6Hee:
] m XClarity Administrator: oT nCXoQHOro COCTOSIHMSA K KnacTepy

. E XClarity Administrator: pa3sepTbiBaH/e onepaLoHHON CUCTEMBI

AyTeHTUUKaLma ycTponcTs
XClarity Administrator ncnonbsyet cneaytoLime Metoapl ayTeHTUdUKaUnmM ynpasnsieMbiX pam 1
CepBepoB.

* Ynpasnsemasi ayteHTucukaumsa. Korga ynpasnsemas ayTeHTUdmnkaums BKIoYeHa, y4eTHble
3anucu nonb3osartenen, cosgandHble B XClarity Administrator, ncnons3sytotcsa ansa ayteHTudunkaumm
yrnpaBsnsieMbIX pam 1 CepBEPOB.

[ononHuTenbHble CBEAEHNS O MOB30BATENAX CM. B pasfesie YnpasneHve y4eTHbIMU 3anuicamu
nonb3osareneii B AokyMeHTaumn no XClarity Administrator B IHTepHeTe.

¢ JlokanbHas ayTeHTUduKauma. Korga ynpasnsemMas ayTeHTUduKaumsa oTKo4eHa, CoXxpaHeHHble
y4yeTHble AaHHble, onpegeneHHble B XClarity Administrator, ncnonesyotcs ans ayteHTudmkauum
ynpasnsembix cepsepoB. CoXxpaHeHHbIe y4eTHbIe AaHHble AOMKHbI COOTBETCTBOBATL aKTUBHOW
Y4eTHOW 3anncu nonb3oBaTtens Ha ycTponcTtee unn B Active Directory.

LlononHuTeNbHbIE CBEAEHNS O COXPAHEHHbIX YYETHBIX AaHHbIX CM. B pa3gese YnpasneHue
COXpPaHeHHbIMU YYEeTHbIMM AaHHbIMU B AoKyMeHTauum no XClarity Administrator B ViHTepHeTe.

YnpaBneHune ayteHTUmnkauven
XClarity Administrator npegocTaBnsaeT LeHTpanM3oBaHHbIN cepBep ayTeHTUdmrKaumm ons cosnaHns
YYETHbIX 3anucen nNonb3oBaTenen n oNs ynpasneHnst y4eTHbIMU AaHHbIMU MNONb30BaTENeN N Nx
ayTeHTudukaumm. Cepep ayTeHTUdMKaLMN CO30AETCA aBTOMaTUYECKN BO BPEMS NMEPBOro 3arnycka
cepBepa yrnpasneHusl. Y4eTHble 3anncu nofb3oBaTtenei, cosgaHHble gnsa XClarity Administrator, MmoXxHo
NCnonb30BaTh TaKXe AN BXo4a B CUCTEMY YNPaBSeMOW pambl 1 CEPBEPOB B PEXUME YNpaBisgeMon
ayTeHTUdUKauun. JononHUTENbHbIE CBEAEHUS O MONb30BaTENSAX CM. B pasferne YnpasneHne y4eTHbIMU
3anvcamu nonb3osarteneii B fokyMeHTaumm no XClarity Administrator B IHTepHeTe.

XClarity Administrator nogaep>xmBaeT Tpu Tuna cepBepoB ayTeHTUdMKaLnn:

e JlokanbHbii cepBep ayTeHTUdukauymu. Mo ymonyanuto XClarity Administrator HacTpoeH ans
NCNoNb30BaHs JIOKaJIbHOro cepBepa ayTeHTUdUKaLNN, KOTOPbI HAXOQUTCS B Y3Ne yrnpaBneHust.

¢ BHewHun cepsep LDAP. B HacTosee Bpems nopaepxxusaetcs Tofibko Microsoft Active Directory.
OTOT cepBep OOMKEH HAX0OUTLCA Ha BHelHeM cepBepe Microsoft Windows, nogknto4eHHOM K ceTin
ynpasnenus.l1pu ncnonb3osaHum BHelwHero cepsepa LDAP nokasnbHbIi cepBep ayTeHTudmkaumm
OTKJII0HaeTcs.
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https://pubs.lenovo.com/lxca/update_fw.html
https://pubs.lenovo.com/lxca/update_fw.html
https://www.youtube.com/watch?v=jnrM33_i_gM
https://www.youtube.com/watch?v=_Qs9Tk8Z1ao
https://www.youtube.com/watch?v=BdCOM6jxRMg
https://pubs.lenovo.com/lxca/compute_node_image_deployment.html
https://pubs.lenovo.com/lxca/compute_node_image_deployment.html
https://www.youtube.com/watch?v=jnrM33_i_gM
https://www.youtube.com/watch?v=Rs4_zJAqFsM
https://pubs.lenovo.com/lxca/users_manage.html
https://pubs.lenovo.com/lxca/users_manage.html
https://pubs.lenovo.com/lxca/storedcredentials_manage.html
https://pubs.lenovo.com/lxca/storedcredentials_manage.html
https://pubs.lenovo.com/lxca/users_manage.html
https://pubs.lenovo.com/lxca/users_manage.html

e BHewHun SAML 2.0noctaBwmk ygocrtoBepeHuin. B HacTosLee Bpems cny>x6bl Microsoft Active
Directory Federation Services (AD FS) nognep>xusatotcs. B gononHeHne Ko BBogy UMeHM
nonb3oBaTenNs 1 Naponst MOXXHO HACTPOUTb MHOroaKTOPHYHO NPOBEPKY MOLANHHOCTMH,
obecrneymnBaroLLyo AOMNONHUTENBbHYIO 6e30MacHOCTb, Tak Kak Tpebyetcsa BeecTn NMNH-kog, cuntaTth
CMapT-KapTy 1 NMpefocTaBuUTb CePTUDUKAT KNNEHTA.

[ononHuTenbHble CBeAEHMSA O TUNax ayTeHTUMMKALU CM. B pa3fene YnpasneHue cepBepom
ayTeHTUdrkaumm B gokymeHTaumm no XClarity Administrator B IHTepHeTe.

Mpu cospgaHumn y4eTHON 3anncu NoNb30BaTeNs el 3aaeTca 3apaHee onpenefnieHHas unm
HacTpavBaemasi rpynna ponei, 4Tobbl ynpaensiTe YPOBHEM [OCTYNA AN 3TOro NOMb30BaTeNs.
JononHuTenebHbIe CBEAEHNS O rpynnax ponel cM. B padgesnie CosgaHve rpynnbl posieil B AJOKyMeHTaumnm
no XClarity Administrator B IHTepHeTe.

XClarity Administrator BknioyaeT XXypHan ayamTa, KOTOpbI COAEPXUT 3annucu o 4ecTBusaX
nonb3oBaTenen 3a NPoLUble Nepuoabl, HaNPrYMep O BXOAE B CUCTEMY, CO34aHNM HOBbIX MOMb3oBareneil
1 U3MEeHeHUN Naponei nonb3osarenen. [lononHuTenbHble CBEAEHUS O XXypHane ayauTa CM. B pasgene
Pa6ota ¢ cobbitusamu B gokymeHTauum no XClarity Administrator B ViHTepHeTe.

Be3onacHocTb
Ecnun paboyas cpena gomkHa cootBeTcTBoBaTh cTaHaapTy NIST SP 800-131A, XClarity Administrator
MOMOXXET CcOo3AaTb Cpeay, NOHOCTbIO COOTBETCTBYIOLLYIO TPEOOBAHMAM.

XClarity Administrator nogaep>xuBaeT camo3zaBepsitone ceptudukarsl SSL (koTopble BbinyckaloTcs
BHYTPEHHVM LEHTPOM CepTUdUKaLmm) 1 BHeLLHNe cepTudukartbl SSL (koTopble BbIMyCKalOTCA YaCTHbIM
nnn kommepyecknm LIC).

BpaHgmayapbl Ha pamMax 1 cepsepax MOXXHO HACTPOUTbL Tak, YTOObI OHU NPUHUMaNK BXogsLume
3anpocbl Tonbko ot XClarity Administrator.

JononHuTenbHble cBeeHNs 0 6€30MacHOCTN CM. B pasfene Peannaaums 6e3onacHoli cpefbl B
gokymeHTauun no XClarity Administrator B inTepHeTe.

O6cny)xnuBaHue u noaaepxka
XClarity Administrator MOXXHO HaCTpOUTb 4NA aBTOMATUYECKOro cbopa 1 OTNPaBKK ANarHOCTUHECKNX
channos BbIGpPaHHOMY Bamu MNOCTaBLUUKY YCIYT, KOrga onpeaeneHHble 06Cny>XnsaemMble COObITUSA
npoucxoasT B XClarity Administrator n Ha ynpasnsiembix ycTponcTeax. Mo>XXHO oTnpaBnsiTh
anarHocTtuyeckne annel B Lenovo MNMogaeprxkka ¢ nomoLbto dyHkumm Call Home unn gpyromy
NOCTaBLLMKY ycnyr ¢ nomoLubio SFTP. Kpome Toro, MoXXHO Bpy4Hyto cobpathb AnarHoctudeckme daisbl,
OTKPbITb 3annCb HENONAAKWU 1 OTNPaBUTb AnarHocTuyeckume cainel B Lenovo LieHTp nogaep xku.

Moppo6GHee: m XClarity Administrator: o6cny»xmBaHne 1 nogoep>xka

ABTOMaTM3auus 3agay ¢ NOMOLLbIO CLieHapueB
XClarity Administrator MO>XKHO MHTErpMpoBaTh BO BHELLHME NaTdopMbl yripaBeHns 1 asToMaTmusaumm
60nee BbICOKOro YPOBHS, UCMONb3ysi OTKPbITbie nHTepdericbl AP REST. C nomoubio nHtepdericos API
REST nerko nHterpuposatb XClarity Administrator ¢ cywiecTtsytoLLein MHPPaCTPYKTYPOW ynpaBneHus.

Hab6op nHcTpymeHToB PowerShell npepocTtaBnset 6MbnmoTeky KOMaHANETOB ANst aBToMaTuauum

NnoaroTOBKN 1 ynpasfieHusl pecypcamu n3 ceaHca Microsoft PowerShell. Ha6op nHctpymeHToB Python
npegocTasnsaeT 6ubnnoTeky komaHg 1 APl gna asTomatnsaumv NoaroToBKN 1 yNpasieHns pecypcamu
n3 cpeabl OpenStack, Hanpumep Ansible nnu Puppet. O6a aTn Habopa MHCTPYMEHTOB NPEAOCTABNAAIOT
nHtepcdencam API REST XClarity Administrator uHTepdpeic ana asTomatnsaumm cnegyowmx MyHKLUNA:

e Bxop B XClarity Administrator
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https://pubs.lenovo.com/lxca/ldapserver_managing.html
https://pubs.lenovo.com/lxca/ldapserver_managing.html
https://pubs.lenovo.com/lxca/rolegroup_create.html
https://pubs.lenovo.com/lxca/events_workingwith.html
https://pubs.lenovo.com/lxca/security_implement.html
https://www.youtube.com/watch?v=27buntQGoyA

¢ YnpaBsneHne n 0OTMeHa yNpasfeHnsa paMmamMmu, cepeepamMm, yCTPONCTBAMUN XPaHEHNST U CTOEYHbIMU
KOMMYyTaTopamMm BEPXHErO YPOBHSA (YCTPONCTBA)

e CO60p 1 NPOCMOTP AaHHbIX UHBEHTapU3auun Ansi yCTPONCTB Y KOMIMOHEHTOB

e PasBepTbiBaHNe 06pasa onepauoOHHON CUCTEMbI HA OAVH U HECKOJIbKO CEPBEPOB
e HacTpolika cepBepOB C MOMOLLBIO LWaBIoOHOB KOHMUIypaumm

¢ [lpuMeHeHe 06HOBAEHNIN MUKPONPOrpamMm K yCTpoCTBam

UHTerpauuns c apyrum ynpasnsiemMmbiM NporpaMmMmHbIM o6ecnevyeHnem
Mopynu XClarity Administrator nHterpupytot XClarity Administrator ¢ nporpammHbiM o6ecneveHnem
ynpaBfieHNsi CTOPOHHEro NPOU3BOSUTENS 151 NOJAEPXKKN (DYHKLMI OOHAPY)XEHUSA, MOHUTOPWHIa,

HaCTpOVIKM nynpasneHus, YTOObI CHN3UTb CTOMMOCTb M CIIOXKHOCTb €XKEOHEBHOIMO aAMUHUCTPUPOBaAHUA

CUCTEM Ha Nnoaaep>XnBaemMbiX YCTPONCTBAX.

DononHutensHble cBegeHus o XClarity Administrator cm. B cnepytowmx OKyMeHTax:
® Lenovo XClarity Integrator gns Microsoft System Center
e [ enovo XClarity Integrator gns VMware vCenter

[ononHnTenbHble COOBPaXKeHNsl CM. B pasfene 3amevaHns no yrpasieHuio.

Moppo6Hee:
. m 0630p Lenovo XClarity Integrator ans Microsoft System Center
. E Lenovo XClarity Integrator ans VMware vCenter

AokymeHTauus

HokymeHTaums no XClarity Administrator B IHTepHeTe Ha aHrNIMACKOM S3bIKe PEryNipPHO OBHOBNSETCS.

Camas akTyanbHas nHdopMauus 1 Nnpoueaypbl NpeacTasieHbl B pasgene JokymerTtauums no XClarity
Administrator B IHTepHeTe.

Hwxe nepeyncneHbl A3bIKn, Ha KOTOPbIX MOXXHO HalnTn JOKyMeHTaumio B VIHTepHeTe.
Hemeukni (de)

AHrMncKni (en)

VicnaHckuin (es)

®paHuysckui (fr)

WtanbsiHckui (it)

AnoHckui (ja)

Kopelickuin (ko)

MopTtyranbckuin (bpasunus) (pt-BR)
Pycckui (ru)

Talickui (th)

YnpoLueHHbIn kutanckuii (zh-CN)
TpaguumnoHHbIN Kutancknii (zh-TW)

Mo ymon4aHuto oTob6paxxaeTcs aHrMUNCKU A3bIK. A3bIK JOKYMEHTaLmMKn B VIHTEpPHETE MOXXHO U3MEHUTb

OOHVM Y3 CrieayoLmX cnoco6oB.

* Bbi6epuTe Hy>)KHbIN A3bIK B PaCKPbIBaIOLLIEMCS MEHIO s13blka Ha 6GaHHepe.

e Hanpuwmep, pobasbTe <language_code> nocne https://pubs.lenovo.com/lxca/ pns oTo6parkeHns

AOOKyMeHTauunn B MHTepHeTe Ha ynpoLleHHOM KUTaNCKOM $i3blKe.
https://pubs.lenovo.com/lxca/zh-CN/lxca_overview
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https://datacentersupport.lenovo.com/documents/lnvo-manage
https://support.lenovo.com/us/en/solutions/lnvo-lxci-nutanix
https://www.youtube.com/watch?v=-lpV5AsAPkw
https://www.youtube.com/watch?v=HmriOEQLYFI
https://pubs.lenovo.com/lxca
https://pubs.lenovo.com/lxca
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Mnasa 2. lNnaHupoBaHune gnsa XClarity Administrator

Mepen ycTaHoBkoi Lenovo XClarity Administrator o3HakoMbTeCb CO cnefyoLLmMMy peKOMeHAaLMAMMY,
KOTOpbIE MOMOrYT CMnlaHMPOBaTb YCTAHOBKY 1 MOBCELHEBHOE yrpaBfieHne.

JInueHsum n 6ecnnartHas 90-gHeBHas NpobHas Bepcus

Lenovo XClarity Administrator npepnaraet 6ecnnatHyto Npo6Hyto nuueH3nto Ha 90 gHel, koTopast
NO3BONAET B NMOSIHON Mepe UCMOIb30BaTh BCE AOCTYMHblE (DYHKLMM B TEHEHNE OrPaHNYEHHOIO BPEMEHMU.

Mo>xHo onpegennTb ctTaTtyc JinueH3nn, BkJilo4asa CKOJIbKO ,D,Hel7| OCTaJioCb B I'IpO6HOI7I NNUEeH3nn, LLenkHyB B

MEHI0 AeliCTBUIA NONb30BaTeNs €5 ADNIN_USER = 9 cTpoke 3arosioBka XClarity Administrator n Boi6pas
NHdopmauus.

XClarity Administrator nogoep>xvBaeT cnegyoLLyto NULEH3NIO.
¢ Lenovo XClarity Pro. Kaxxgasi niueH3ns NnpegocTaBnsieT cneyoLmne npasa Ha OgHO YCTPOMCTBO.

— O6cnyxusaHne n nogaep>kka Lenovo XClarity Integrator
— O6cnyxusaHue n nogaep>kka XClarity Administrator

— [HononHuTenbHble yHKuumn B coctaBe XClarity Administrator:
— HacTtpolika cepBepoB C UCMOIb30BaHNEM LIABGIOHOB KOH(Urypaumum
— PasBepTbiBaHME ONEpPaLOHHbBIX CUCTEM
— Coob6LeHune o npobnemax XClarity Administrator ¢ nomolbto Call Home (310 He nosnuseT Ha Call
Home pgns onoBelleHnin o6opyaoBaHns)

Heo6xoamMmMo NprobpecTy NMLEH3NIO AN KaXKO0ro ynpasisemMoro yCTPONCTBa, KOTOPOe NOAAEPKUBAET
pacLUMpeHHble pyHKUuK. JTMLEeH3MA He NpuBs3aHa K onpeaeneHHOMY YCTPONCTBY.

CooTBeTcTBME TPEOOBAHNAM JIMLEH3NM ONPELENAETCH C YH4ETOM YMC/a YNpaB/iseMblX YyCTPOWCTB,

noaaep KmMBatoLmnx paclumpeHHble pyHKUMKU. Y1cno ynpaBnsieMblX YCTPONCTB He AOMKHO NPeBbIWaTh
obLLee YNCOo NNLLEH3NIA BO BCEX aKTUBHbIX JINLEH3MOHHbIX Kntodax. Ecnn XClarity Administrator He
COOTBETCTBYET YCTAHOBEHHbBIM JIMLEH3USM (HANpUMeEpP, ECNN CPOK AENCTBUSA IMLEH3NIN NCTEK U eCln n3-
3a ynpasneHust [OMNOSIHUTENBHBIMU YCTPONCTBaMMN OOLLEE YNCIIO aKTUBHBIX JINLEH3UI NPEBbLILLEHO), Y Bac
€CTb NbroTHbIV nepuog, 90 gHen, 4Tobbl yCTAaHOBUTbL COOTBETCTBYIOLLME NULEH3MN. KaxxabIn pas korga
XClarity Administrator nepectaeTt oTBeyaTb TpeboBaHMsAM, IbrOTHbIN Nepuof cobpackiBaeTcst 0o 90 gHe.
Ecnn nerotHein nepuog (Bknto4vas 6ecnnaTHyto NPO6HYI0 BEPCIIO) 3aBepLUaeTcs 40 NosyveHns
COOTBETCTBYIOLLMX TPEOOBAHUAM JINLIEH3WI, pacLUMPEHHbIE (DYHKLMM OTKITHOHAOTCA AJ151 BCEX YCTPOWCTB.

MpumeyvaHuns:

¢ [lo ucteyeHnmn NbrOTHOroO Nepuoaa PyHKLMN HACTPOIKN cepBepa 1 pa3BepTbiBaHUS onepaLuoHHON
cucTemMbl 6yayT OTKITHOYEHDI.

e Ecnu nuueH3nn He COOTBETCTBYIOT TpeboBaHusM, pyHkums Call Home gnsi paspelueHmns npobnem
XClarity Administrator (pyHkuusa Call Home pns nporpammHoro o6ecneveHuns) oTknoyaeTcs. JIbroTHbIN
nepuopg ans aTon pyHKLUUKN He NpegycMoTpeH. B To e Bpems pyHkuua Call Home gnsa onoselueHuin
obopynoBaHNs He 3aTparMBaeTCs.

Ecnun nuueH3un y>xe yCTaHOBIEHDI, NpY 06HOBEHUN A0 HOBoro Bbinycka XClarity Administrator HoBble
JIMLEH3N He TPebyoTCS.

Insa nonyyeHns ceeneHnii o npnobpeteHnmn nuuensunin Lenovo XClarity Pro obpaTtutech kK npeacraBmTento
Lenovo nnn aBTopnaoBaHHOMY BU3HEC-NAPTHEPY.
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CeefieHuns 06 yCTaHOBKE NINLLEH3MM CM. B YCTaHOBKA NIULEH3UN Ha MOSTHOMYHKLIMOHAJIbHYIO aKTMBaLWiO B
nokymeHTauumn no XClarity Administrator B ViIHTepHeTe.

O6sa3aTenbHble TPe60BaHNS K 060pYyAO0BaAHMIO U NPOrpamMMHOMY
obecneyeHuio

Ynpaensitowee yctpoinctso Lenovo XClarity Administrator 3anyckaeTcs B BUpTyanbHON MallHe B XOCT-
cucTeme.

Tpe6oBaHNA K runepBusopy

Cpepnbl KOHTENHEpPOB
Lnsa 3anycka XClarity Administrator B kauecTse KOHTENHepa NOAAEPKNBAIOTCS ClenyoLLme cpeabl.

e Docker 20.10.9
e Docker-compose 1.29.2

MinepBu3opsbl

Ons 3anycka XClarity Administrator B kayecTBe BUpTyanbHOro yCTponcTea Noaaep XmBaroTcs
yKa3aHHbIe HUXXe rnepBr3opbl.

¢ Tunepsusop Citrix 8.2

Citrix XenServer v7.6

CentOS 8'

Microsoft Windows Server 2022 ¢ yctaHoBneHHbIM Hyper-V
Microsoft Windows Server 2019 ¢ ycTaHoBneHHbIM Hyper-V
Nutanix Acropolis Hypervisor (AHV)

Red Hat Enterprise Linux v9.x ¢ yctaHoBneHHon KVM v6.2.0
RedHat Enterprise Linux v8.x ¢ yctaHoBneHHon KVM v2.12.0
Rocky Linux 8.x n 9.x ¢ yctaHosneHHon KVM v7.0.0

Cepsep Ubuntu 22.04.x LTS c yctaHoBneHHon KVM v6.2.0
Cepaep Ubuntu 20.04.2 LTS c yctaHoBneHHon KVM v4.2.3
VMware ESXi 8.0

VMware ESXi 7.0, U1, U2 n U3

VMware ESXi 6.7, U1, U22 n U3

MpumeyvaHus:

1. CentOS Linux 6onbLue He 06HOBNSETCA KoMnaHuel Red Hat. PaccmoTprTe BO3MOXKHOCTb
nepexopa Ha Red Hat Enterprise Linux (cM. pasgen Red Hat: kak npeo6pasoBatb pa3paboTKy B
CentOS unu Oracle Linux B Be6-cTpaHuy RHEL).

2. Ina VMware ESXi 6.7 U2 Heob6xoammMo ncnonb3oBaTb o6pas ISO VMware-ESXi-6.7.0.update02-
13981272-LNV-20190630.iso nnm 6onee no3gHen BEPCUN.

Ona VMware n Citrix BupTyanbHas malumHa AocTynHa Kak wabnoH OVF. ina Hyper-V u Nutanix AHV
BUPTYyasibHasi MallvHa siBnsieTcs o6pasom BupTyansHoro gucka (VHD). Ons CentOS n KVM
BMpTyasibHas MalunHa gocTynHa B hopmaTe qcow?2.

BaxHo: B cpepnax Hyper-V, paboTtaioLux Ha Linux-cepepax ¢ 6a3oi sgpa 2.6 1 NCnonb3yoLmx
6onblIe 06BbEMbI MAMATN 415 BUPTYalibHOIro YCTPONCTBa, HEOOXOAMMO OTKIIIOUYUTL NCMONMb30BaHNe
HepaBHoMepHoro gocTtyna k namsatn (NUMA) Ha naHenn napameTpos Hyper-V 13 gucnetyepa Hyper-V.
[ns nameHeHnst 3Toro napameTpa Heo6xoAMMO nepes3anycTuTb cny>xoy Hyper-V, koTopas Takxe
nepesanyckaeT BCe 3anyLLUeHHbIE BUPTYalbHble MalUUHbl. ECnn aTOT NnapaMeTp He OTKJIYEH, B
npoLiecce nepBoHa4anbHOW 3arpy3kn BupTtyansHoro yctpoictsa XClarity Administrator moxkeT
BO3HVKHYTb HeNonagka.

8 Lenovo XClarity Administrator PykoBoacTBO no nnaHuposaHuio 1 yctaHoskeans cpep CentOS 1 Rocky Linux


https://pubs.lenovo.com/lxca/update_license.html
https://access.redhat.com/articles/2360841
https://access.redhat.com/articles/2360841

Tpeb6oBaHua K 060pyAOBaHUIO

IOnsa XClarity Administrator gonmkHbl 6bITb BbINOMHEHbI CleayloLmne MyuHUMaslbHble TpeboBaHus. B
3aBMCUMOCTHN OT pa3mMepa Baller cpegbl 1 Mcnonb3oBaHus LLIa6noHbl KoHburypaumm, gns obecneyeHns
ONMTUMaNbHOM NPON3BOLAMTESIBHOCTN MOIYT NOTPE60BATLCS AOMNONHUTENBHbLIE PECYPCHI.

e [1Ba BMpTyasibHbIX MUKpPOMpoLeccopa

Mpumevanus: XClarity Administrator v4.2 n 6onee no3gHnx Bepcuii TpeByET NCMonb3oBaHus Habopa
NHCTPYKUMin AVX.
— bBasosbii npoueccop Intel: Sandy Bridge nnu 6onee no3gHux sepcuii, npoueccop Tiger Lake nnn
6onee nosgHux Bepcuin, Celeron nnm Pentium
— Mpoueccop AMD: Bulldozer nnu 6onee no3gHNX BEPCUi
e 8B namatn
e 192 b xpaHunmwa gns Ncnosib3oBaHns BUpTyasibHbIM ycTporicTBoM XClarity Administrator.
e [ucnnei ¢ MuHUManbHbIM paspelueHnem 1024 nukcener no wupuHe (XGA)

B cnepytoweli Tabnumue nepedncneHbl MUHUMarbHbIe PEKOMEHOYEMbIE KOH(UIypauumn ans yKasaHHOro
Konu4yecTBa yCTPOWCTB. NMoMHUTE, YTO Npu 3anycke MUHMMaIbHOW KOHUrypaLummn BeiNofHeHWe 3aaaq
yrnpaBfieHNsi MOXXET 3aHATb 60JibLLE BPEMEHU, YEM OXXuaanock. [ns 3agad nogroToBKU, TaKNX Kak
pa3BepTbiBaHME ONEPaLOHHON CMCTEMbI, OBHOBREHNS MUKPOMPOrpaMMbl 1 KOHUrypawums cepeepa,
MOXKET NoTPeboBaTLCA BPEMEHHO YBENNYNTL PECYPCHI.

KonuuecTBO ynpaBnsieMbiX yCTPOUCTB KoHdurypauusa suptyanbHoro LN/namartun
Ot 0 go 100 ycTporicTs 2vCPU, 8T'b O3Y
Ot 100 go 200 ycTpoicTs 4 vCPU, 10 b O3Y
Ot 200 po 400 ycTtponcTts 6 vCPU, 12T O3Y
OT 400 po 600 ycTpoicTs 8 vCPU, 16 'b O3Y
Ot 600 o 800 ycTtponcTs 10 vCPU, 206 O3Y
Ot 800 pgo 1000 ycTpolicTs 12 vCPU, 24 T'b O3Y
MpumeyaHuns:

¢ OpauH akz3emmnnsap XClarity Administrator nognep>xmeaet go 1000 ycTpoICTB.

¢ [locnegHue pekoMeHaauMy u AoMNoSHUTESIbHbIE 3aMeYaHns Mo NPOU3BOLANTESIBHOCTU CM. B LOKYMEHTE
XClarity Administrator: pykoBogcTso No Npon3BOaUTENbHOCTU (MHPOPMALIMOHHbIA OKYMEHT).

e B 3aBUCKMMOCTM OT pasmepa yrnpasnsemMoin cpeapl 1 LWabnoHa, UCNob3YeMOro B YCTaHOBKE, MOXXET
noTtpeboBaTbCs [06aBMTb PECYPChI 4151 NOAAEP KaHNSA Hagexxallen nponssoanTenbHocTu. Ecnn
ncnonbL3oBaHye npoLleccopa Ha NaHenn MOHUTOPUHIA PECYPCOB CUCTEMbI YACTO UMEET BbICOKOE N
OYEeHb BbICOKOE 3Ha4YeHne, pacCMOTPUTE BOSMOXXHOCTb Jo6aBneHusa 1 unu 2 aagep BUpTyansHOro
npoveccopa. Ecnu 3HaveHre ncnonb3oBaHmsa NamaTn He onyckaeTcs Hke 80 % B pexxume oxngaHus,
paccMoTpUTE BO3MOXXHOCTb fobasnerHns 1 unm 2 I'b O3Y. Ecnm cuctema otBeyaeT npu KoHbUrypauuu,

ﬂpeﬂ,CTaBﬂeHHOﬁ B Tabnuue, paccMoTpuTE BOSMOXXHOCTb 6onee ONMTENBHOMO BbINOMHEHNSA BVIpTyaJ'IbHOI7I

MaLLUWHbI 47151 OLEHKUN MPOU3BOANTENIbHOCTU CUCTEMBI.

¢ (CaefeHusi 0 TOM, Kak 0CBO60ANTbL QUCKOBOE NMPOCTPAHCTBO, yAanuns HeHyXHble pecypcbl XClarity
Administrator, cm B YnpasneHue guckoBbiM NpocTpaHcTBoM B AokymeHTauumn no XClarity Administrator B
MHTepHeTe.

Tpe6oBaHuA K NporpaMmmMmHoOmMy o6ecrne4YeHuro

¢ CepBep Orchestrator

Mpu ynpaeneHnn 60nbLLMM KOJIMYECTBOM YCTPONCTB C UCMOJIb30BAHNEM HECKOJIBKNX IKIEMIMNIAPOB
XClarity Administrator MO>XXHO LIeHTpanM3npoBaTb MOHUTOPUHT, yrpasfieHue, NOAroTOBKY U aHaNNTUKY C
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nomoubto Lenovo XClarity Orchestrator. XClarity Orchestrator nogoep>xvsaeT HeorpaHn4eHHoe
konmyecTBo ak3emnnsapoB XClarity Administrator, koTopble cOBMeCTHO ynpasnstoT makcumym 10 000
ycTponcTBamu, He siBnstommmcs yetporicteamm ThinkEdge-Client.

Ons ynpasneHus ak3emnnspamm XClarity Administrator sepcuu 4.0 nnun 6onee nosgHen Bepcun ¢
ncnonb3doBaHnem Lenovo XClarity Orchestrator Tpebyetca XClarity Orchestrator Bepcum He Huxe 2.0.

¢ CepBep ayTeHTU(MKaLMK

Mo ymonyanuto XClarity Administrator ncnonbayet nokaneHbii cepeep LDAP ons ayteHTudmkaymm
YHYETHbIX AaHHbIX NONIb30BaTens. BMeCcTo aToro MoXXHO UCMNOb30BaTh BHELLHWI CEPBEP
ayTeHTUnKaumn.

Ecnu Bbl pelunTe CNosib30BaTh BHELLIHWI CepBep ayTeHTUdMKaUmMn, Nogaep XnBaeTcs Tonbko Microsoft
Active Directory, pabotatomin Ha Windows Server 2008 nnu 6o5ee no3gHer Bepcum.

Ecnu Bbl pelunte ncnonb3oBaTth NocTaBLUmKa ngeHTudnkauum SAML, nogaoep>xmsaetcs Microsoft Active
Directory Federation Services (AD FS) Tonbko Bepcun 2.0 nnu 6onee no3gHen Bepcun, 3anyLleHHas B
Windows Server 2012.

e CepBep NTP

Cepsep Network Time Protocol (NTP) Heo6xognm gns obecneyeHnst Toro, HTo6bl OTMETKM BPEMEHN OJ15
BCEX COObITWI 1 OMOBELLEHWNIA, NOMYYEHHbIX OT YNpPaBisieMbIX YCTPONCTB, O6bI/IN CUHXPOHU3VPOBaHbI C
XClarity Administrator. Y6eautech, 4to cepsep NTP gocTtyneH yepes ceTb ynpasneHus (06bI4HO 3TO
nHtepdenc Eth0).

PekomeHpaums: PaccMoTpuTe BO3MOXXHOCTb UCMONB30BaHWSA XOCT-CUCTEMBI, B KOTOPOW B Ka4ecTse
cepeepa NTP yctaHasnusaetcsa XClarity Administrator. B aTom cnyyae yéegutech, 4To XOoCT-cucTeMa
JOCTYrMHa Yepes CeTb ynpasfieHs.

YnpaBnsiemble pecypcbl

OpuH ak3emnnap XClarity Administrator moxeT ynpaensate makcumym 1000 cdusndecknmm yctporicTsamu, a
Tak)Ke OCYLLECTBMATb X MOHUTOPWHI N MOArOTOBKY.

MonHbIN CNUCOK NoAAepP XXUBAEMbIX YCTPONCTB U AOMOSIHUTESIbHBIX KOMMOHEHTOB (Hanpumep, CPeacTs
BBOAa-BbIBOAA, Moaynein DIMM n agantepoB xpaHunuiia), MUHUMaIbHO HEOBXOOUMbIE YPOBHU
MUKpPOMpOorpaMm 1 3amedaHunsi No orpaHNYEHNsIM MOXKHO HaTh B Be6-cTpanuua nogaep>xku XClarity
Administrator — coBmMecTMOCTb, OTKPbIB BKN1aaKy COBMECTUMOCTb U LLENKHYB CCbINKY As1s
COOTBETCTBYIOLLNX TUMOB YCTPONCTB.

O6Lwue cBefeHNsA 0 KOHUrypaumm o6opyaoBaHns 1 annapaTHbIX KOMAOHEHTaxX 415 ONpenefieHHoro
yCTpOWCTBa CM. B pasaene Be6-ctparuua Lenovo Server Proven.

OrpaHu4yeHue. Ecnn xocT-cuctema, B Kotopoi yctaHosneH XClarity Administrator, sensetcs ynpasnsembim
CTOEYHbIM CEPBEPOM UM BblHUCIIUTENBbHBIM y3nom, XClarity Administrator Henb3st ncnonb3oBatb A5
NPUMEHEHNS1 OBHOBIEHNI MUKPOMNPOrpaMMbl K 3TOW XOCT-CMCTEME M KO BCE pame OQHOBPEMEHHO.
Korga K XxocT-cucteMe NpMMeHSIoTCS O6HOBEHNS MUKPONPOrpaMMbl, HEO6X0[MMO nepesanyCcTuTb XOCT-
cuctemy. [Nepesanyck xocT-cuctemMbl Takxe nepesanyckaet XClarity Administrator, yto genaet XClarity
Administrator HegocTynHbIM ONs 3aBEpLLEHNSI OOHOBEHWI B XOCT-CUCTEME.

Moppep>xuBaemblie Be6-6pay3epbl

Beb6-unTepdpeinc XClarity Administrator paboTaeT B cnegyoLmx se6-6pay3epax.
e Chrome™ 48.0 nnu Bbiwe (55.0 nnu Bbile AN yaaneHHon KOHCOoN)

Firefox® ESR 38.6.0 nnu Bbiwe

Microsoft® Internet Explorer® 11

Microsoft Edge

Safari® 9.0.2 nnu Bbiwe (I0S 7 nnu Bbiwe n OS X)
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BpaHgmayapbl M NPOKCU-CEpPBEpbI

Onsa HekoTopbix dyHKUMI Lenovo XClarity Administrator, Bkntodas o6HOBNeHUs cepBepa ynpasneHus,
OB6HOBIEHNS MUKPOMNPOrpamMmbl, 06Cy>XXNBaHWE N NOAOEPXKKY, TpebyeTcsa AocTyn K NIHTepHeTy. MNpn
HanMym 6paHoMay3poB B CETU HACTPOWTE NX TaKum 06pa3oM, HTOOb! pa3peLlnTb CEpPBEPY YrpaBieHus
XClarity Administrator BbinonHATE 3TK onepauun. Ecnu y cepsepa ynpasneHus HeT NPSMOro Joctyna K
NHTepHeTy, HacTpolTe XClarity Administrator gns ncnonb3oBaHnsi NPoKCcK-cepBepa.

BpaHamayapbl

Y6enutecn, 4TO B 6paHamayape OTKpbIThl criegytowme nmeHa DNS v nopTel. Kaxxpgas DNS npegcraenset
cob0oin reorpadun4eckmn pacrnpepeneHHyo CUCTeMy ¢ guHammnyeckum IP-agpecom.

Umsa DNS MopTbl MpoTokonbl

3arpy3Ka KJo4Yen akTuBaLmm NMLEeH3umn

fod.lenovo.com 443 HTTPS

Mony4eHune 6GlonneTeHen TeXHNYECKOro o6cny>XnBaHumsa

download.lenovo.com/servers/LXCA_Bulletin_Service.json 443 HTTPS

3arpyska o6HoBneHult (06HOBNEHUI cepBepa ynpasieHus, MuKponporpamm, naketos UpdateXpress System
Pack (apanBepos yctpoiicte OC) n nakeTtoB peno3utopusl)

download.lenovo.com 443 HTTPS
support.lenovo.com 443 HTTPS n HTTP

OTnpaBKa faHHbIX N0 06CNyXXUBaHUIO B cny>k6y noanep»xku Lenovo (Call Home)

soaus.lenovo.com 443 HTTPS
logupload.lenovo.com/BLL/Logupload.ashx 443 1n 80 HTTPS

OTI'IpaBKa AaHHbIX N0 06CNY>XMBaHUIO B CpeACcTBO 06HOBNeHns Lenovo

esupportwebapi.lenovo.com 443 1 80 HTTPS

Mony4yeHue nHcopmaLmm o rapaHTUm

csapi.lenovo.com.cn (Tonbko gnsa Kutas) 443 HTTPS

supportapi.lenovo.com (Bo Bcem Mupe) 443 1 80 HTTPS n HTTP

Mpokcu-cepsep

Ecnn y cepBepa ynpasfieHnsi HET MPSMOro JocTyna K VIHTEpHeTY, NPOBEPLTE, YTO CEPBEP YNPaB/eHNs

HaCTPOEeH AN ucnonb3oBaHus Npokcu-cepeepa HTTP (cm. pasgen «Hactpoiika goctyna Kk ceTu» Ha

cTpaHuue 89).

e Y6enuTechb, Y4TO Ha NPOKCU-CEPBEPE HACTPOEHO MCMNONb30BaHe 6a30BOW ayTeHTUdNKaLMK.

e Y6enuTechb, YTO NPOKCU-CEPBEP HACTPOEH B KA4YECTBE HEMPEPbLIBAIOLLENO MPOKCK.

* Yb6enuTechb, 4TO NPOKCU-CEPBEP HACTPOEH B KA4E€CTBE NPOKCK Nnepeagpecaumm.

® Yb6eauTechb, YTO BanaHCUPOBLLVKN Harpy3kn HaCTPOEHbI TakMM 06pa3oM, YTOObI NOAOEeP>KNBATbL CeaHChI
C OOHVIM MPOKCU-CEPBEPOM 1 HE NEPEKNIOHATLCS MEXOY HUMMU.

AocTtynHoCcTb NnopTOoB

JomKHO 6bITb [OCTYMHO HECKOJIbKO NMOPTOB B 3aBUCMMOCTM OT peanusauuy 6paHamayspoB B Balleln cpefe.
Ecnu TpebyemMble NopTbl 3a610KUPOBaHbI NN NCMOSL3YIOTCS APYrMM NPOLIECCOM, HEKOTOPbIE (PYHKLMN
Lenovo XClarity Administrator moryT He pa6oTaTb.
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YT106bI BLISCHUTb, Kakne NopTbl OJIKHbI ObITb OTKPbIThI B BalLen cpefe, 03HakKoOMbTeChb C UHopMaumen B
cnepyoLlmx pasgenax. B Tabnuuax aTux pasgenos conepikaTcs cBefeHnst 06 NCrnonb30BaHUN Kaxxaoro
nopta B XClarity Administrator, 3aTpoHyTOM ynpasnsiemom ycTtpolicTee, npoTtokosne (TCP nnn UDP) n
HanpasneHun Tpaduka. Bxogsawmy Tpadrk COOTBETCTBYET NOTOKaM OT YNpaBfisieMoro yCTpoincTaa nnm
BHeLwwHux cuctem K XClarity Administrator, noaTomy nopTbl HE06X0AUMO OTKPbITb Ha ycTporicTee XClarity
Administrator. HanpaeneHue ncxogsiero Tpaduka — ot XClarity Administrator kK ynpaensemomy
YCTPOWNCTBY.

e [locTtyn Kk cepBepy XClarity Administrator
e [NocTtyn mexgy XClarity Administrator n ynpasnsiembiMu ycTpocTBamm

e [octyn mexay XClarity Administrator n ceTblo nepegaym gaHHbIx ons passeptbiBaHns OC n 06HOBNEHUSA
ApansepoB yctpoincts OC

AocTtyn K cepBepy XClarity Administrator

Ecnu cepeep XClarity Administrator n Bce ynpaensiemble yCTpOWCTBa HaxoasTcs 3a 6paHamMay3poM U Bbl
HamepeHbI MoNy4Y1Tb JOCTYM K 3TUM YCTPONCTBaM 13 6pay3epa, KOTOpbI HAXOAMTCA 3a Npeaenamm
6pangmayapa, Bbl OJIKHbI yoeauTbes, 4To nopTel XClarity Administrator oTkpbITel. ECniv Bbl ucnonssyete
SNMP n SMTP gns ynpasneHus cobbITUsIMU, MOXKET TakxXe OblTb HY>KHO YOeauTbCS, YTO NOPThbl, KOTOPbIE
ncnonb3ytotcs cepepom XClarity Administrator ona nepeHanpasneHus coObITUIA, OTKPbITHI.

Cepaep XClarity Administrator oxxupaeT nepegaym gaHHbIX Ha NopTax, NePeYNCeHHbIX B CrieaytoLen
Tabnuue, 1 OTBEYAET YEepPeS HNX.

MpumeyvaHus:

e XClarity Administrator — aT1o cooTtBeTcTBYIOLWEE TpeboBaHuAM REST npunoxxeHne, KOTopoe 6e3onacHo
B3avmopencTayeT rno npotokony TCP B nopTy 443.

e XClarity Administrator Mo>xHO Tak>ke HaCTPOUTb AN CO34aHNs UCXOASALMX MOLAKITIOHEHNA K HECKONBKUM
BHeLWHNM cny>k6am, Hanpumep LDAP, SMTP u syslog. [1ns 3Tux nogkntoyeHnii MoryT notpeboBaTbest
OOMNOJSIHUTENBHbIE MOPTbI, KOTOPbIE 0ObIYHO ONPEAENAIOTCA NONB30BaATENAMM U HE BKIIOYEHbI B AaHHbIN
cnucok. [1ns HUX TakXe MOXXET NoTpeboBaTbCs OCTYN K cepBepy Cny>XObl AOMEHHbIX MMeH (DNS) yepes
TCP- unn UDP-nopT 53 ans paspeLleHns MMeH BHELLHNX CEPBEPOB.

O6cnyxuBaHue Ucxopsauwme (nopTbl, OTKPbITbIE BO Bxopaswas (nopTbl, OTKPbITbIE HA
BHELUHUX cucTemax) nporpaMmmHo-anmnapaTHoOM
komnnekce XClarity Administrator)

MporpammHo-annapaTHbIi KOMMIEKC

XClarity Administrator * DNS — TCP/UDP Ha nopre 53 ¢ HTTPS — TCP Ha nopte 443

BHeLuHNe cepsepbl ayTeHTUdMKaLMN HenprumeHnmo

e |LDAP — TCP Ha nopte 389!
e | DAPS — TCP Ha nopte 636

¢ AyteHtudmkaums SAML — TCP
Ha nopTax 3268, 3269
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O6cnyxuBaHue

Ucxoasawme (NopTbl, OTKPbITblE BO
BHELUHUX CUCTEMAX)

Bxopaswas (nopTbl, OTKPbITble Ha
nporpamMmmHo-annapaTHoOM

komnnekce XClarity Administrator)

Cny>x6bl NepeHanpasneHnsi CobbITUN

e Cepep FTP — TCP Ha nopte 211

e CepBep 31EKTPOHHON NOYTHI
(SMTP) — UDP Ha nopte 25!

e Be6-cnyx6a REST (HTTP) — TCP
Ha nopte 80’

e [ncnetdyep SNMP — UDP Ha
nopte 1612, 1621

¢ MS Azure — UDP Ha nopTe 443’
¢ Syslog — UDP Ha nopte 514!

¢ Push-yBegomnenus Appled — TCP
Ha nopTax 443, 2195, 5223

¢ Push-yBegomneHus Google* —
TCP Ha nopTax 443, 5288, 5299,
5230

e SNMP — UDP Ha nopte 161

Cnyx6bl Lenovo (Bkntoyas Call
Home)

¢ [apaHTus (Tonbko B Knutae) — TCP
Ha nopTe 83°

e HTTPS (Call Home) — TCP Ha
nopte 443

HenpumeHumo

1. 310 NOPT NO ymon4aHuio. Ero Mo>XXHO HaCTpoOUTb B NONb30BATENbLCKOM NHTEPdENCE.

2. OTOT NOPT NCNONb3yeTCs NPU HACTPOKe NepeHanpasneHnsi cobbituin SNMP ¢ ayTeHTUdMKaumnen

rnonb3oBaTene.

3. OTkpoiTe aToT NopT, ecnu ceTb Wi-Fi HaxognTcs 3a 6paHamMay3poM UM HacTHOW TOYKOW JocTyna
(APN) onst nepepaym faHHbIX MO COTOBOW ceTu. Ha aTom nopTe TpebyeTcst NpsiMoe coeanHeHNE C
cepBepamu APN 6e3 npoKcu. STOT NOPT NCMONb3yeTcs A1t 06paTHOro nepeknoyeHns Tonbko Ha Wi-Fi,
Korpa yCTponcTBa He MOTMyT CBSI3aTbCs CO CNy>XK601 push-yBegomneHunin Apple yepes nopt 5223.
IOwnanasoH IP-agpecos — 17.0.0.0/8.

4. CeegeHus o grnanasoHe IP-agpecos cMm. B pasgene Google ASN 15169. [lomeH — android.googleapis.

com.

5. XoTsa 370 He TpebyeTcs 3a npegenamu Kutas, XClarity Administrator MoXXeT nonbiTatbCs NOAKOUNTLCA
K aTOW cny>x6e B ApYyrnx CTpaHax.

DocTtyn mexpy XClarity Administrator n ynpaBnsiembimu yctponictsamm

Ecnn yrnpasnidemMble yCTpOIZCTBa (TaKVIe KaK BblHUCNNTENbHbIE Y3/bl NN CTOEYHbIE CepBepr) HaxopgAaTcs 3a

6paHaMay3pomMm, 1 eCiiv Bbl HAMEPEHbI YNPaBnsATb 3TMMK ycTpoicTBamu ¢ cepBepa XClarity Administrator,

KOTOprVI HaxoguTCd BHE 6paH,qM61y3pa, Heobxo4MmMo y6e,EI,VITbCF|, YTO BC€ NOopThbl, 3aHNMakoLLnecH

ob6ecneveHvem ceasn mexgy XClarity Administrator n koHTponnepom ynpasneHus MaTtepuHCKOW NiaToil B

Ka)xgoM yrnpaBfsieMOM YCTPONCTBE OTKPbITI.

Ecnn npepnonaraetcsa yctaHaBnmBaTb OnepauyioHHbIE CUCTEMbI Ha YNPaBAseMbIX YCTPONCTBax C MOMOLLBLO
XClarity Administrator, o6s13aTenbHO NpoBepbTe CNNCOK NOPTOB B pasaene Joctyn mexpy XClarity
Administrator n ceTblo nepenayn gaHHbIx ons passepTbiBaHns OC n o6HoBNeHNs gpansepos ycTporcTts OC.

e CMM pambl Flex
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Tun ycTpoucTBa

Ucxopsuwme (NopTbl, OTKPbITbIE BO
BHELLUHUX CUCTEMAX)

Bxopsiwas (nopTbl, OTKPbITbIE HA
nporpamMmmHo-annapaTHoOM
komnnekce XClarity
Administrator)

Mogynn CMM pawmbl Flex

— SLP — UDP/TCP Ha nopte 427

— CIMHTTP — TCP Ha nopTe
59882

— CIMHTTPS — TCP Ha nopte
5989

— KomaHga TCP — TCP Ha nopte
60902

— 3awmweHHasa komanga TCP —
TCP Ha nopTe 6091

— SFTP — TCP Ha noprte 221

— HTTPS gns nngukauyum CIM —
TCP 9090

- LDAPS — TCP Ha nopte 50637

1. DTOT NOPT CAYXUT Ans nepefady 06HOBEHNI MUKPOMNPOrpaMm ¢ nomoLlsto SFTP.

2. 1o yMON4aHuio yrnpasiieHne OCyLLECTBNAETCA C MCNoNb3oBaHNEM 3alLLEHHDbIX MOPTOB.
Vicnonb3oBaTb He3aLWMLLEHHbIE NnopTbl Heobs3aTeNbHO.

° CepBepbl U BblMUCIIUTEJIbHbIE Y3Jibl

Tun ycTtponcTBa

Ucxopsuwme (NopTbl, OTKPbITbIE BO
BHELUHUX cucTemax)

Bxopsiwas (nopTbl, OTKPbITbIe HA
nporpaMmmMHo-annapaTHom
komnnekce XClarity
Administrator)

ThinkSystem un ThinkAgile

— O6HapyxeHue SSDP — UDP Ha
nopte 1900

— SFTP — TCP Ha nopTe 1154
— HTTPS — TCP Ha nopte 443

— YpnaneHHoe ynpasneHne — TCP
Ha nopTe 3888°

- CIMHTTPS — TCP Ha nopte
59898

— OG6HOBEHUS MUKPOMPOrpPaMMbl
— TCP Ha nopTe 69904 7

- SLP — UDP/TCP Ha nopTe 4276

- SFTP — TCP Ha noprte 221
— HTTPS — TCP Ha nopte 443

— OG6HOBNEHNA MMKPONPOrpaMmbl
— TCP Ha nopTe 6990* 7

— HTTPS ans nugukauum CIM —
TCP 9090

— LDAPS — TCP Ha nopte 50636°
— LDAPS — TCP Ha nopte 50637°

System x

— SLP — UDP/TCP Ha nopte 427
— HTTPS — TCP Ha nopte 443
— IPMI — TCP Ha nopTe 623

— YpaneHHoe ynpasnexHne — TCP
Ha nopTe 38883

— CIMHTTP — TCP Ha nopTe
59882

— CIMHTTPS — TCP Ha nopTte
598928

— O6HOBNEHNS MMKPOMNPOrpaMmbl
— TCP Ha nopte 69904 7

— SFTP — TCP Ha noprte 221
— HTTPS — TCP Ha nopte 443

— OG6HOB/IEHISi MUKPOMPOrpaMMbl
— TCP Ha nopTe 6990* 7

— HTTPS gns nngukauyum CIM —
TCP 90908

- LDAPS — TCP Ha nopte 506365
- LDAPS — TCP Ha nopte 50637°
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Tun ycTponcTBa

Ucxopsiwme (NopTbl, OTKPbITbIE BO
BHELUHUX CMCTEMaX)

Bxopsiwas (nopTbl, OTKPbITbiE HA
nporpamMmMHo-annapaTHoOM
komnnekce XClarity
Administrator)

— Nosywkn SNMP — UDP Ha
nopte 162

— IPMI — UDP Ha nopTe 623

Flex System - SLP — UDP/TCP HanopTe 427 | - SFTP — TCP Ha nopte 22
— YpaneHHoe ynpasneHvne — TCP — HTTPS — TCP Ha nopte 443
Ha nopre 3888° — O6HOBNEHNS MYKPONPOrpamMMbl
— CIMHTTP — TCP Ha nopte — TCP Ha nopTe 69904 7
5988 — HTTPS ans nngukauum CIM —
— CIMHTTPS — TCP Ha nopTe TCP 9090
59892 — LDAPS — TCP Ha nopte 506365
— O6HOBNEHMSA MUKPONPOrpamMMbl — LDAPS — TCP 50637°
— TCP Ha nopTe 69904 7 HanopTe
ThinkServer

— JNoBywkn SNMP — UDP Ha
nopte 162

1. OTOT NOPT CNyXUT s Nnepegayy 06HOBNEHWIN MUKPONPOorpamMmMbl ¢ nomoLeio SFTP, oTnpaskuy,
CKa4yuBaHus 1 yganeHuns anos ¢ AaHHbIMU Mo 06CNY>XUBaHMIO, a TAKXXe XpaHeHUs cCpeacTsa
yOaneHnsa faHHbIX C AUcKa, U3BeYeHHOro onepaunoHHon cuctemon BMU npm 6esonacHom

yoaneHnnm gaHHbIX C gucka.

2. Mo ymMosn4aHuto yrnpasrieHne OCYLLECTBIISIETCS C MCMOJIb30BaHUEM 3alLMLLEHHbIX MOPTOB.
Vicnonb3oBaTb He3allyLLeHHbIe MOPTbl He0BA3aTENBHO.

3. YpaneHHoe ynpasneHne n yaaneHHas koHconb KVM 3anyckaiotcs n3 se6-6paysepa, a He ¢ cepsepa

XClarity Administrator.

4. 9T1OT NOpT TpebyeTcs Ans OTNPaBKy NakeTa 06HOBIEHNI MUKPOMNPOrpaMmMbl B KOHTPOIEP
ynpaBsfeHnst BO BpeMsi 06HOBMEHNIA MUKpornporpaMmvbl BMU.

5. BTOT NOpT HEOBXOAMM A4St HACTPOWNKM CEPBEPOB C UCMOJIb30BAHNEM LLAGIOHOB KOH(UIypaLumu.

6. OTOT NopT TpebyeTca ToNbKo ANns cepsepos ThinkSystem SR635 n SR655.

7. 9T0T NopT TpebyeTcs Ans NoakoveHns obpasa BMU npu 6e3onacHoM yganeHumn AaHHbIX C A1cKa.
OTOT NOPT AO/MKEH ObITb OTKPLIT Kak Ha KOHTPOJIEpPe ynpasneHnsi MaTepuHCKOM NnaTon, Tak 1 Ha
yctpowcTtee XClarity Administrator.

8. OT0T nopT TpebyeTcsa ToNbko ANnsi cepBepoB ThinkSystem V1. OToT nopT TpebyeTcs Ansi cepBepoB
System X, Flex System n ThinkSystem V1.

9. OTOT NopT TPebyeTcs ANA UCMONb30BaHNA YNPaBASEMO ayTeHTUdUKaLMN.

¢ CToeyHble KOMMYyTaTOpbl U KOMMyTaTopbi Flex

nasa 2. MnaHnposanue gns XClarity Administrator
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Tun ycTpoucTBa

Ucxopsuwme (NopTbl, OTKPbITbIE BO
BHELLUHUX CUCTEMAX)

Bxopsiwas (nopTbl, OTKPbITbIE HA
nporpamMmmHo-annapaTHoOM
komnnekce XClarity
Administrator)

CToe4Hble KOMMYTaTOpPbI

— SSH — TCP Ha nopTe 2213

- SNMP — UDP Ha nopte 1612

- SLP — UDP/TCP Ha nopte 427°
— HTTPS — TCP Ha nopTe 4437

— SFTP — TCP Ha nopte 224

— Jlosywkn SNMP — TCP Ha
nopTax 1622

KommyTatops! Flex

— SSH — TCP Ha nopTe 223
— SNMP — UDP Ha nopte 161°

— SFTP — TCP Ha nopte 224

— JloBywkn SNMP — TCP Ha nopTe
1622

1. B cToeyuHbix kKommyTaTopax ENOS aToT nopT ncnonb3yeTcs oist HACTPOWKN YHETHbBIX AaHHbIX HOS,
NCNosib3yeMbIX B KOMMyHUuKaumm mexgy CMM n kommyTaTopamu Flex, aktvBauum rHesga
MUKPOMNPOrpamMmbl 1 O4YNCTKIM KITtoYen XocToB SSH nepepn onepaunsmn nepegaym ainios no

npotokony SFTP.

2. OTOT NOPT A0JIKEH BbITb OTKPLIT Ha ycTponcTe XClarity Administrator (ons Bxogsuiero Tpaduka),
€CIN KOMMYTaTOPbl PacrnonoXeHbl B CETU, OTANYHON OT ceTn, rae Haxoautes XClarity Administrator,
4106kl NpogyKT XClarity Administrator mor nony4aTts coOObITUSA AN 3TUX YCTPONCTB.

o O b~ W

. OTOoT nopT ucnonbadyetcs ans ynpasneHnst (SSH).

. OTOT NOpT Ncnonb3yeTcs AN 06HAPYXKEHUS.

. OTOT MOPT CAYXUT ANs nepefadyn 06HOBEHMI MUKPOMNPOrpaMm ¢ nomoLlsto SFTP.
. B cTtoeuHbix kommyTaTopax ENOS aTOT nopT ncnosbadyetcs Ans nepefadv AaHHbIX UHBEHTapu3aumu.

7. OTOT NOPT CAYXXUT ANs NPUMEHEHNs1 OGHOBNEHNIA MUKPOMPOrpamm.

¢ YcTpoWcTBa XpaHeHUs! AaHHbIX

Tun ycTponcTBa

Ucxogsilme (NnopTbl, OTKPbITbIE BO
BHELLUHUX CUCTeMax)

Bxopgswias (nopTbl, OTKPbITbIE HA
nporpamMmmHo-annapaTHom
komnnekce XClarity
Administrator)

YcTponicTBa XxpaHeHUs gaHHbIX

FTP — TCP Ha nopte 21

SFTP — TCP Ha nopte 222
SLP — UDP/TCP Ha nopTe 427
HTTPS — TCP Ha nopTe 443!
HTTPS — TCP Ha nopTe 30313

— HTTPS — TCP Ha nopTe 4432

— Jlosywkn SNMP — UDP Ha
nopte 115

1. 3TOT NOPT CNY>XXUT ANs Nnepega4vn o6HOBNEHNI MUKPONPOrPaMM.

2. OTOT NOPT CAYXXUT ANs nepegaqun 1 npruMeHeHrst 06HOBIEHN MUKPOMNPOrpamm.

3. OTOT NOPT NCNONb3YeTCA ANt O6HAPYXXEHUSA YCTPOWCTB XPaHEHUS AaHHbIX JIEHTOYHOW BUBNNOTEKMN.
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AocTtyn mexpay XClarity Administrator n ceTblo nepegayv gaHHbIX gnsa passepTbiBaHus OC un
o6GHOBNEeHUs gpansepos ycTponcTts OC

Tun ycTponcrea Ucxopswme (NopTbl, OTKPbITbIE BO Bxopgswias (nopTbl, OTKPbITbie HA
BHELLUHNX CUCTeMax) nporpaMmmMHo-annapaTHom
komnnekce XClarity Administrator)

1,2,3
Passepteisarive OC ¢ (CBsa3b no npotokony SMB — TCP

Ha nopTax 4454
e HTTPS (kpome ThinkServer) —

TCP Ha nopTte 8443°
82‘;08}1%”” APanBepoB ycTponcTs e WinRM yepe3 HTTP — TCP Ha e (CBs3b no npotokony SMB — TCP
nopte 5985° Ha nopTax 4454
e WinRM uyepe3 HTTPS — TCP Ha
nopTe 5986°

1. Ecnn Bbl HacTpownnu XClarity Administrator ans ncnonb3oBaHus ceTn pasBepTbIBaHNS OnepaunoHHbIX
CUCTEM, B 3TOWN CETUN AOSKHbI ObITb OTKPbITLI MOPTHI.

2. Cnucok nopToB, KOTOPble OOMKHbI ObITb JOCTYMNHbI A9 pa3BepTbiBaHNS OnepaLioHHbIX CUCTEM, CM. B
pasgene Hanuyve nopToB Ansi pa3BepHyTbIX onepauyioHHbIX cucTeM B fokyMeHTauun no XClarity
Administrator B IHTepHeTe. Hanpumep, ecnu pa3sepTbiBaHME ONepaLioHHON CUMCTEMbI HACTPOEHO Ast
NCnonb30BaHUsA CeTu AaHHbIX (eth1), B 3ToW ceTn 4OMKHbI ObITb OTKPbITLI 3TV NOPThI.

3. Kaxpgpin ak3emnnsp XClarity Administrator umeeT yHuKkanbHbIn LeHTp cepTudmnkauum (LLC), KoTopbii
ncnonb3yeTcs ToNbKo Ans passepTbiBaHus OC. 3toT LIC nognuckisaeT cepTndmkar, UCnosnb3yemMblii
ONnsi ueneBoro cepeepa Ha nopte 8443. Npun 3anycke npouecca passepTtbiBaHus OC cepTudmkar LIC
BKNtovaeTcst B 06pas OC, KOTopbIn OTNpaBnsaeTca Ha Lieneson cepeep. B xoae npouecca
pasBepTbIBaHNS 3TOT CEPBEP CHOBA NOAKMIOYAETCA K NopTy 8443 1 npoBepseT cepTudukaTt, KOTopbIi
nopt 8443 npenocTaBnsAeT BO BPEMS YCTAHOBIEHUSA COeQUHEHMS, MOCKONbKY OH UMeeT cepTudukaT
LIC.

4. 3TOT NOPT CNY>XUT ons nepenayun dannos gpansepos Windows.

5. BTOT NopT cny>XnT ANst NogKtoyeHns K uenesomy cepsepy WinRM.

6. DTOT NOpT Mcnonb3yeTcs Ans obmeHa gaHHeiMu mexxgy ueneson OC n XClarity Administrator, Bkntoyas
o6pasbl OC u cTatyc.

3ame4aHus no ynpasJieHUo

CyLuecTByeT HECKOJIbKO BapUaHTOB Asi BbiGopa npu ynpaenieHun ycTpoicteamu. B 3aBucrmocTu ot
yrnpaBnsieMbIX YCTPOWCTB BaM MOXET NOTPe60oBaTLCS OQHOBPEMEHHO UCMOSIb30BaTb HECKOSIbKNX PELLEHWIA
yrnpaBneHus.

YCTPONCTBO MOXET YyNPaBnAaTLCS TONMbKO OAHUM 3K3emMnnspoM Lenovo XClarity Administrator. OgHako
MO>KHO MCMOJIb30BaTh ApYyroe NporpaMMHoe obecnedeHne ynpaeneHus (Hanpumep, VMware vRealize
Operations Manager) B codetaHum ¢ Lenovo XClarity Administrator pns moHmuTOpuHra yCTponcTs, KOTOPbIMU
ynpasnsieT XClarity Administrator.

BHumaHue: Heo6xoaumo nposiBnsiTb 0CO6YH OCTOPOXKHOCTL NMPU UCMOMb30BaHUM HECKOSIbKUX
WHCTPYMEHTOB yNpaBneHus af1si ynpasfieHUsl BaluMy YCTPOMNCTBaMM B LIENSX NPeRoTBPaLLEHNS
HenpeaBuaeHHbIX KOHDNNKTOB. Hanpumep, nepegaya n3MeHeHNin COCTOSIHUS MUTaHNS C UCMOJSIb30BaHNEM
OPYroro MHCTPyMeHTa MOXXeT KOH(NNKTOBATL C 3afaHnsMu KOHGUrypaumm nim o6HOBNEHNS,
3anyuieHHbiMn B XClarity Administrator.
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YctpouncTtBa ThinkSystem, ThinkServer n System x

Ecnu gnst MOHUTOPUHIa yrnpasnsieMblX yCTPOWCTB NpPeAnofiaraeTcs MCNonb30BaTb Apyroe NporpaMMHoe
obecrneyeHre ynpasneHus, codgante Yyepes nHTepdenc IMM HOBOro nokanbHOro nosib3oBaTensi ¢
cooTBeTcTBYOWMMN napameTpamu SNMP un IPMI. Y6epouTech, 4To Bbl NpegocTasnsieTe nosHomo4ns SNMP
n IPMI, B 3aBUCUMOCTM OT BaLLMX NOTPEOHOCTEN.

YcTpoicTtsa Flex System

Ecnun npegnonaraetcsa ncnonb3osarb Apyroe nporpammMmHoe obecneveHne yrnpaseHns ans MOHUTOPUHra
BaLLUX yrpasfiseMbIX YCTPONCTB, U €Cv 3TO NporpaMMHoe obecneyeHne ynpasneHns ucnonbdyet SNMPv3
unu ceasb IPMI, Heo6xoaMMo NOAroTOBUTL Bally CPeLy, BbIMOMHUB CReayoLme OeNCTBUSA AN Kaxoro
ynpasnsiemoro CMM:

1. BoliguTe B BEO-MHTEpPdENC KOHTPONIepa ynpaeneHns s pambl, UICMONbL3Ys NMS NOSib30oBaTens 1
naposb RECOVERY _ID.

2. Ecnv nonntrka 6€30nacHOCTM UMEET 3Ha4YeHne Secure, USMEHNTE METOZ ayTeHTUdUKaLmmn
nonb3oBaTens.

Haxxmnte Mgt Module Management = Y4yeTHble 3anucu nonb3oBaTenen.

MepengnTe Ha BKNaaKy Y4yeTHble 3anucu.

HaxxmuTe MapameTpbl rnob6anbHOro Bxoaa.

MepengnTe Ha BKNagky O6wme.

CHauvana BbibepuTe BHELUHSIS, 3aTEM JIoOKanbHasi ayTeHTUduKaums ais Metoga ayreHTndukaummn

nonb3oBaTens.

f.  Haxmute OK.

®oo0 o

3. CospgaiiTe HOBOrO JIOKaNbHOro Nosb3oBaTensi ¢ npaBusibHbIMK NapameTpamu SNMP n IPMI yepes Beb-
nHTepEeNnc KOHTpoepa ynpasieHus.

4. Ecnn nonnutnka 6e3onacHoOCTN UMEET 3Ha4YeHne Secure, BbINOUTE U3 CUCTEMbI, @ 3aTEM BONONTE B BEO-
NHTepdenc KOHTpoepa ynpasneHns, NCNoJib3ysi HOBOE UMS1 NONb3oBaTeNs 1 naposib. Mpn nosiBneHun
3anpoca N3MeHnTe Naposb OJis HOBOrO Nosib3oBaTenNsl.

Tenepb MOXXHO UCMONBL30BaTb HOBOrO NOJIb30BATENS B Ka4ecTBe akTnBHOro nonb3osatens SNMP nnn IPMIL.

MpumevaHue: Ecnv Bbl OTMeHsieTe ynpaBrieHne, a 3aTeM BHOBb yrpaBJisieTe paMol, 3Ta HOBas y4eTHast
3anucb nonb3oBartens 610KNPyeTCs 1 OTKo4aeTcs. B aTom cnyyae noBToprTe 3TW Waru 4is Co3gaHns
HOBOW Y4€THOI 3anucuy nonb3oBaTens.

3ameyaHus No ceTn

Mpu nnaHnposaHuu yctaHoBku Lenovo XClarity Administrator npumuTe BO BHYMaHMe TONONOrno ceTu,
KOTOpasi peann3oBaHa B Ballel cpefe, 1 Kaknm obpaszom XClarity Administrator BnvcbiBaeTcs B 3Ty
TOMONOTLIO.

Ba)kHo: HacTpoliTe ycTponcTBa n KOMMNOHEHTbI TaKM 06pa3oM, YTOObI CBECTU K MUHUMYMY N3MeHeHus |P-
appecoB. PaccMmoTpuTe BO3SMOXKHOCTb MCMNOMNb30BaHUSA cTaTnyeckux |IP-agpecos BMECTO NpoToKona
OvHamunydeckol HacTpoikn xoctoB (DHCP). Ecnun ncnonesyetcs npotokon DHCP, y6eguteck, 4To
n3meHeHns IP-agpeca ceBefgeHbl K MUHUMYMY.

OrpaHun4yeHuns koHdurypauum IP

[nst ykasaHHbIX HKe YHKLUIA 1 yNpaBisieMblX YCTPONCTB HEOOXOANMO HACTPOUTL AN CETEBbIX
nHtepdencos agpeca IPv4. Agpeca IPv6 He nogaep>xusatoTcsi.

e OG6HOBNEHUS MUKPOMPOrpaMMbl Ans ycTpoincTts Lenovo Storage

e Cepsepbl ThinkServer

e YcTponcTea Lenovo Storage
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YnpasneHue yctporictBamu RackSwitch ¢ ncnonssosaHvnem nokansHoro agpeca kaHana IPv6 4yepes nopt
nepenadn gaHHbIX UNn NopT ynpasiieHnsa He nogaep>XXxmBaeTcs.

TpaHcnsums ceTeBbix agpecos (NAT), koTopas nepepacnpenensieT ogHo NpPocTpaHcTBo IP-agpecos B
JApyroe, He NoaaepXX1saeTcs.

Tunbl ceTen

B uenom 60nbLUMHCTBO cpepn peannayeT cneytowume Tunbl ceTein. B 3aBUCMMOCTM OT BalLmx TpeboBaHMiA,
MO>KHO peann3oBaTb TOJIbKO OfHY U3 3TUX CETEN UM BCe TPU.

e CeTb ynpaBneHusi

CeTb ynpasneHus 06bIMHO MCMONb3YeTCH TONMLKO A8 cBs3n mexxay Lenovo XClarity Administratorn
npoLieccopamu ynpasneHus Afs ynpasnsemMbix yCTPOWCTB. Hanpumep, ceTb ynpaBneHust MoXXeT ObITb
HacTpoeHa Tak, 4Tobbl BkmtodaTb XClarity Administrator, CMM gns kaxxgon ynpaensiemoi pambl v
KOHTPOJINIEP YNPaB/IEHUA MaTEPUHCKON NNaTon KaXXgoro cepeepa, koTopbiM ynpaensaeT XClarity
Administrator.

¢ CeTb gaHHbIX

CeTb AaHHbIX 06bI4HO NCNoNb3yeTCd ONnA CBA3N Mexxay onepaunoHHbIMU CUCTEeMaMi, KOTOPble
yCTaHOBJ/1€Hbl Ha cepBepax N B KOpI'IOpaTI/IBHOI7I NHTpaceTu, MHTepHeTe nnn n Tam, n Tam.

e CeTb pa3BepTbiBaHUA ONepaLnoOHHOW CUCTEMbI

B HekOTOpbIX cny4asix ceTb pasBepTbiBaHNsi ONePaLOHHON CUCTEMbI HAaCTpanuBaeTCs AJ1s pasaeneHms
COO06LLEHNI, KOTOPbIe TPEBYIOTCA AN pasBepTbiBaHNSA OrnepaLyMoHHbIX CUCTEM Ha cepBepax. Ecnn oHa
peann3oBaHa, aTa ceTb 06bl4HO BKItovaeT XClarity Administrator n Bce xocTbl cepBepoOB.

BmecTo peannsauumn oToensHOM ceTy pa3BepTbiBaHMS ONEPaLOHHON CUCTEMbI MOXKHO BKIHOYUTL 3TY
(hYHKLMOHANTLHOCTb B CETb YNPaBneHNs U ceTb AaHHbIX.

KoHdurypaumm cetun

Lenovo XClarity Administrator MO>XXHO HacTpouTb o1 UCNOJIb30BaHNSt OGHOIO U ABYX CETEBbIX
UHTepEeNncos.

BHumaHme:

¢ [lpu nameHeHum IP-agpeca XClarity Administrator nocne ynpasneHus yctpoicteamm yCTporcTasa MOryT
nepenitn B XClarity Administrator B coctosiHue «He B ceTu». Nepep nameHeHnem IP-agpeca yb6egnrecs,
YTO BCE YCTPOWNCTBA ABNSAITCS HEYNPaBAAEMbIMU.

e MO>XXHO BKIOUUTB UM OTKJTIOUUTB NPOBEPKY Ay6nmnpoBaHHbIX IP-agpecos B 0gHON NOACETU, HaXXaB
nepekntodatesns NMpoBepka gy6nuposaHHbIX IP-agpecos. 1o ymonyaHuio 3ta NnpoBepKa OTKIHEHa.
Ecnn Takas npoBepka BKoYeHa, Npu nonbiTke nameHunTb IP-agpec XClarity Administrator unm ynpaensite
yCTponCcTBOM, IP-agpec koToporo coBnagaet ¢ IP-agpecom gpyroro ycTponcTsa, HaxogsALWwerocsi nog
ynpasfeHneM, Unm npy 06Hapy>XeHun apyroro yCTPOWCTBA B TOM XXe MNOACETUN NPOorpaMMHoOe
obecneyeHne XClarity Administrator cospaet onoselueHue.

Mpumevanue: Ecnu oHa BktoyeHa, XClarity Administrator BbinonHsieTcst ckaHmpoBaHune ARP, 4To6bI
HalTV aKTUBHbIE ycTpomncTea IPv4 B Toi »ke nogceTun. HYTobbl He [onycTuTb ckaHupoaHus ARP,
oTkntounTe napameTp MpoBepka ay6nupoBaHHbIX IP-agpecos.

¢ [lpu 3anycke XClarity Administrator B ka4yecTBe BUpTyanbHOro yctponctaa IP-agpec nHTepdeiica
yrnpaBfeHNst MOXKET N3MEHUTBLCA NMPY nctedeHumn cpoka apeHapl DHCP, ecnn ceTeBon nHtepdeic ans
CeTN yrnpaBfieHnst HACTPOEH Ha ncnonb3osaHue npotokona DHCP. Ecnu IP-agpec meHsieTcs,
HeO6XOAMMO OTKJIOUUTL YNpaBieHe pamoil, CTOE4HbIMU 1 BalLlEeHHbIMI CepBepamMu, a 3aTeM CHOBa
BKNIOYNTb yNpasneHne umMu. Ytobbl nsbexxatb 3ToM Henonaaku, USMeHUTe nHTepdenc ynpasneHns Ha
cTatunyeckun IP-agpec unn yéeamtech, 4to koHdurypaumst DHCP-cepBepa ycTaHoOBNeHa Tak, YTo agpec
DHCP ocHoBaH Ha MAC-agpece nnu 4to cpok apeHapl DHCP He nctekaer.
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¢ Ecnu npumensaTs XClarity Administrator gns passepTbiBaHNs onepauvoHHON CUCTEMbI 1 OBHOBNEHMWS
apaneepos ycTpoincts OC He nnaHnpyeTcs, MOXHO OTKNIOYNTb cepBepbl Samba n Apache, nsmenHns
ceTeBoW NHTepdeiic, 4Tobbl NCNoNL30BaTh NapameTp ToNbKO 0GHapy>XeHue 1 ynpasneHue
o6opyaoBaHuem. Cnefyet uMeTb B BUAY, YTO MOCe N3MEHEHNs CETEBOMO NHTepdelica cepaep
yrnpasneHusi nepesanyckaeTcs.

¢ [Tpu BbinonHeHuun XClarity Administrator B ka4ecTse KOHTellHepa y6eanTech, YTO B XOCT-CUCTEME
HacTpoeHa ceTb macvlan.

XClarity Administrator umeeT gBa OTAENbHbIX CETEBbLIX MHTEpPMeNca, KOTopble MOryT ObiTb ONpefeNneHb! Ans
BaLleln cpenpl, B 3aBUCMMOCTY OT NCMONb3yeMOI Tonosiorum cetu. ng BUpTyasbHbIX YyCTPONCTB 3T CETU
HasbiBatoTcs eth0 n eth1. [Ins KOHTENHEPOB MOXXHO BbiOMpaTh NOMb30BaTENLCKNE MEHA.

e [lpucyTcTBYET TONIbKO OAVH ceTeBon UHTepdenc (eth0):

OT0T MHTepdenc AomKeH 6bITb HACTPOEH AN NOAAEPKKM OOHAPY>XXEHUS YCTPOWCTBA U yNpaBfeHnst
1M (HanpumMep, KoHbUrypaumus cepeepa 1 06HOBNEHNS MUKpOoNporpaMmmbl). OH AOKEH UMETb
BO3MOXXHOCTb cBA3bIBaTbcA ¢ CMM 1 kommyTaTopamu Flex B kaxxgoin ynpasnsemoin pame,
KOHTPOJIEPOM yNpaBfeHNs MaTEPUHCKOW NaToN B KaXKAOM YNpaBisieMoOM CEPBEPE, U C KaXXabIM
kommyTaTtopoM RackSwitch.

Ecnun npepnonaraetcsa nony4yaTtb 06HOBMIEHMSA MUKPONporpaMmel 1 aparisepos yctpoincts OC ¢
nomoLubto XClarity Administrator, no kpanHe Mepe oouH U3 ceTeBbIX MHTEPMENCOB AOIKEH ObIThb
noJkKtoYeH K VIHTepHeTY, XxenaTenbHO Yepes 6paHamMayap. B npoTusHom cnyyae 06HOBNEHNSA
Heo6Xxo4MMO UMMNOPTUPOBATE B PEMO3UTOPUIA.

Ecnun npegnonaraetcsa ocyLLecTBAATb C60P AaHHBbIX MO OO6CAY>XNBAHUIO NN UCMOMb30BaTb
aBTomaTmMyeckoe yBefoMIeHne o Henonapkax (Bkntodas Call Home n cpenctso 3arpysku Lenovo), no
KpanHen Mepe ouH U3 CETEBLIX MHTEPMENCOB AOMKEH ObITb NOAKMIOYEH K VIHTEPHETY, XKenaTenbHO
Yyepes 6paHgmayap.

Ecnu Bbl cobrpaeTech pa3BepTbiBaTb 06pa3bl ONepaunoHHON CUCTEMbI U OOHOBNSATL ApanBepsbl
ycTtponcts OC, nHTepdeiic 4OMKEH UMETbL BO3MOXXHOCTb NoaktoveHns Yyepes IP-ceTb kK ceTeBOMy
NHTEpPENCY cepBepa, KOTOPbIN NCMOJb3YETCA AN 4OCTYNa K OCHOBHOW OnepauyioHHOW CUCTEME.

Mpumeyanue: Ecnu ons passepTbiBaHNS OnepauioOHHbIX CUCTEM 1 OOHOBEHWI OpaiBepoB
yctpoincts OC cospaHa oTaeNbHasa CeTb, MOXHO HACTPOUTbL BTOPOW CETEBOW UHTepenc ans
NoAKIOYEHNS K 3TOW CETU, a HE K CETU Nepeaadn gaHHbIX. OgHako, ecnv onepauyoHHas cuctema Ha
Ka>KOoM cepBepe He MMEeeT JOCTyna K CETU AaHHbIX, NPy HEOOXOOANMOCTU CieQyeT HaCTPOUTb
OOMNOSIHUTENBHbBIN MHTEPENC Ha cepBepax, ob6ecrne4mBaroLLni CBA3b MeXJy onepaLyiOHHON CUCTEMON
XOCTa N CETbIO OaHHbIX.

e [lpucyTcTBYIOT AiBa CETEBbIX MHTEpPdelica (eth0 n eth1):
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MepBbin ceTeBOl NHTEpPenc (06bI4HO MHTepdenc EthO) Heo6x0AMMO NOAKIOYNTL K CETU YNPaBEHNS
1 HaCTPOWUTb AN NOAAEP KK OOHAPYXXEHUSA YCTPOWCTB 1 yNpaBieHUsa MMy (BKIo4as KOHurypauuo
cepsepa 1 06HOBNEHNSA MUKpOoNporpamMmbl). OH JOMKEH MMETb BOSMOXXHOCTb CBA3biBaThCA ¢ CMM 1
koMMmyTaTopamu Flex B KaXKgon ynpasfisieMol pame, KOHTPOJIIEPOM YNPaBIIEHNS B KXKOOM
yNpaBfisieMOM CepBepPE, U C KaxxabiM KommMmyTaTtopom RackSwitch.

BTopoli ceTeBoi nHTepdenc (06bi4HO eth1) MOXXHO HacTpoOUTb oA CBA3W C BHYTPEHHEN CETbIO
OaHHbIX, CETbIO AaHHbIX O6LLLEro Nob30BaHWs UM ¢ 06eUMM CETAMMN.

Ecnn npegnonaraetcsa nony4yaTb 06HOBEHMS MUKpPOMpPOorpaMMbl 1 gpariBepos ycTponcts OC ¢
nomotubto XClarity Administrator, no kpaiHein mepe ognH N3 CeTeBbIX NHTEPMENCOB [OMKEH ObiTb
noaktoyeH K IHTepHeTY, XxenaTenbHO Yepes 6paHamayap. B npoTmBHOM crniyvae 06HOBEHMS
Heo6XxoaMMo MMMNOPTUPOBATL B PENO3UTOPWIA.

Ecnv npegnonaraetcs ocywecTBnsATbL C60P AaHHbIX MO O6CAY>KMBaHWIO WX MCMONb30BaTh
aBTomMaTnyeckoe yBefoMIIeHne o Henonapkax (Bkntodas Call Home n cpencteo 3arpy3ku Lenovo), no
KpariHen mepe OfMH N3 CeTEBbIX UHTEP(ENCOB [OMKEH ObITh NOOKIIOYEH K VIHTEPHETY, XKenaTensHO
Yepes 6paHamayap.
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— Ecnu Bbl nnaHnpyeTe pasBepTbiBaTh 06pa3bl ONepaLoOHHON CMCTEMbI U OBHOBNATL JpaiBepbl
yctpoicts OC, MOXXHO ucnonb3oBatb nHTepdeinc eth1 nnu eth0. OgHako ncnonbdyemolin HTEPGENC
OOJDKEH MMETb BO3MOXXHOCTb NoaKntodeHus Yepes IP-ceTb K ceTeBoMy UHTepdency cepBepa,
KOTOPbI UCMONb3YETCs A1 OCTYrNa K ornepaLMoHHON CMCTEME XOCTa.

MpumevaHue: Ecnu ons passepTbiBaHUS ONepPaUMOHHbIX CUCTEM 1 OBHOBIIEHUI [paiBepoB
ycTpoincTts OC co3gaHa oTAeNbHas CeTb, MOXXHO HACTPOWTb BTOPOW CeTEBON HTepdelic ans
NOAKIIIOHYEHMS K 3TOW CETU, a He K ceTu AaHHbiXx. OgHako, ecnv onepaumoHHasi CUCTEMA Ha KaXKAoM
cepBepe He UMEET JAOCTyNa K CETU AaHHbIX, MNPV HEOOXOAMMOCTY CriegyeT HaCTPOUTb
OONOSIHUTENBHbIN MHTepdENC Ha cepBepax, obecnevmBaroLLni CBA3b MexXay onepauioOHHON CUCTEMON

XOCTa 1 CeTblo AaHHbIX.

B cnepytolen Tabnuue nokasaHbl BO3MOXXHble KOHUIypaumm onsa ceteBblx nHTepderncos XClarity

Administrator B 3aBMCMOCTIM OT TyMa TONOIOrUKN CETU, Peann30BaHHON B BalLen cpefe. Vicnonbayiite aTy

Tabnuuy Ans BbIACHEHUS cnocoba onpefeneHns Kaxxgoro ceTeBoro nHrepderica.

Tabn. 1. HasHavyeHne KaXkgoro ceTeBoro nHTepgerica 3aBUCUT OT TOMOJIOMN CETH

Tononorusa cetn

HasHaueHue uHTepdeiica 1 (eth0)

HasHauyeHue nHTtepdeiica 2 (eth1)

KoHBepreHTHas ceTb (CeTb AaHHbIX 1
yrnpasfieHns ¢ Nogaep>KKom
pa3sBepTbiBaHus OC 1 06HOBNEHWI
nparisepos yctpoiicts OC)

CeTb ynpasneHus

¢ O6Hapy>KeHve 1 ynpasneHue

KoHdurypauns cepsepa

O6HOBNEHNA MUKPONPOrpaMMbl

C6op gaHHbIX MO0 06CNY>XMBaHNIO

ABTOMaT4eckoe yBefloMSIeHNE O

Henonagkax (Hanpumep, Call

Home u cpencTBo 3arpysku

Lenovo)

e [lonyyeHune gaHHbIX rapaHTun

e PasBepTbiBaHNe OC

e OG6HOBNEHMA ApanBepPOB
yctpoiicts OC

Het

OTpAenbHble ceTb ynpasneHus ¢
nogaep>xkoi passeptbiBaHus OC n
OBHOBNEHNI APaiBEPOB YCTPOWCTB
OC u ceTb AaHHbIX

CeTb ynpaBneHus

e O6Hapy>XeHue 1 ynpasneHne

o KoHpurypauusa cepeepa

¢ O6HOBNEHNS MUKPOMPOrPaMMmbl

e CO60p AaHHbIX MO 06CNYXXMBAHNIO

e ABTOMaTUNYECKOE YBEAOMIEHUNE O
Henonagkax (Hanpumep, Call
Home 1 cpefncTBo 3arpy3ku
Lenovo)

e [lonly4yeHune fAaHHbIX rapaHTum

e PassepTbiBaHne OC

e O6HOBNEHMN ApanBepOB
yctporicte OC

CeTb JaHHbIX
* Her

OTpenbHble CeTb YNpaBneHusi  ceTb
OaHHbIX C NoA0epP>XKOM
pasBepTbiBaHus OC 1 06HOBNEHWI
npavisepos ycTpoiicts OC

CeTb ynpasneHus

¢ O6Hapy>keHve 1 ynpasneHue

e KoHhurypauusa cepsepa

e O6HOBMNEHNS MUKPONPOrpaMMbl

e CO60p AaHHbIX MO 06CNY>XNBAHNIO

e ABTOMaTMYECKOE yBEAOMIIEHUNE O
Henonagkax (Hanpumep, Call
Home u cpencTBo 3arpy3ku
Lenovo)

e [lonyyeHune gaHHbIX rapaHTun

CeTb JaHHbIX

e PaseeptbiBaHme OC

e (OO6HOBNEHNs apalniBepoB
ycTpolicts OC
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Tabn. 1. HazHa4yeHne Kaxgoro ceTeBoro nHTepgerica 3aBycUT OT TOMOA0MrMu ceTy (MPOJOIIXK.)

Tononorusi cetn HasHaueHue nHtepdeiica 1 (eth0) HasHaueHue nHTepdeiica 2 (eth1)
OTgenbHble ceTb ynpasneHus n cetb | CeTb ynpasneHus CeTb AaHHbIX
OaHHbIX 6€3 NoAaepP KN o O6Hapy>xeHune 1 ynpasneHve e Hert

passepTbiBaHNss OC 1 06HOBNEHNI
apaiisepos ycTporicts OC

e KoHurypaums cepsepa

e O6HOBNEHNS MNKPOMNPOrpamMMmbl

e C60p AaHHbIX MO 06CNY>XXNBAHWIO

* ABTOMaTMYECKOE yBEAOMIIEHUNE O
Henonagkax (Hanpumep, Call
Home n cpepcTBo 3arpysku
Lenovo)

¢ [lony4eHne faHHbIX rapaHTun

TonbKo ceTb yrnpasneHns CeTb ynpaeneHus Het
(pa3eepTbiBaHe OC 1 06HOBNEHUS o O6Hapy>xeHue 1 ynpasneHve
apansepos yctpoincTts OC He e KoHdurypauus cepeepa
noaaep>XXnsaroTcs) e O6HOBNEHNS MUKPOMNPOrpamMbl

e C60p AaHHbIX MO 06CNY>XXNBAHWIO

L]

ABTOMaT4ECKOE yBEAOMIEHNE O
Henonagkax (Hanpumep, Call
Home n cpepcTBo 3arpysku
Lenovo)

¢ [lony4eHne faHHbIX rapaHTun

EanHas ceTb faHHbIX N ynpassieHus

B aTon Tononoruu cetun ynpasJieHne CcBA3bto, OBOMEH gaHHbIMU 1 pa3BepTbiBaHne Ol'lepaLl,I/IOHHOIZ CNCTEMbI
nponcxoanT B OfHO ceTn. OTa TonosIorusl Ha3blBaeTCs KOHBe,DI'MpOBaHHOI;I CEeTblO.

BaxHo: Peanunsauums o6LLein ceTy faHHbIX U yNpaBieHnss MOXXET NPUBECTU K C60AM Tpaduka, Hanpumep
BbINaAeHVIO MaKeTOB U HENONaaKam NOAKIIOYEHUS CETU YNPaBEeHNs, B 3aBUCMMOCTU OT KOHUrypauum
BaLLen ceTn (Hanpumep, ecny TpaduK OT CepPBEPOB UMEET BbICOKUI NPUOPUTET, a TpaduK OT KOHTPOIIEPOB
ynpaBneHns UMeeT HU3KUI npuoputeT). CeTb ynpaeneHus ncnonbdyet UDP-Tpaduk B gononHeHue kK TCP.
UDP-Tpadmk MOXXeT umeTb 6onee HA3KNI NPUOPUTET NPU BbICOKOM CETEBOM TpaduKe.

Mpwn ycTaHoske Lenovo XClarity Administrator onpepenute cetesoi nHtepdeiic ethO c yuetom cnegyromx
COO0BpPaKEHWNNA.

e OTOT MHTepdelic AOMKEH ObITb HACTPOEH AJ151 NOAAEP KM OOHaPY>XEHUs1 yCTPOWCTBA 1 yNpaBieHUs UM
(Hanpumep, KoHUrypauusa cepeepa u 06HOBEHNS MUKponporpamMmbl). OH AOKEH UMETb BO3MOXXHOCTb
cBasbiBaTbcd ¢ CMM 1 kommyTaTopamu Flex B Kaxkaoin ynpasnsemoin pame, KOHTPOANEPOM yrpaBfeHus
MaTEPUHCKOW NNaTon B KaXXO0M YNpaBnseMoM CepBepe, U C KaxKabiM kKoMmyTaTtopoM RackSwitch.

e Ecnn npegnonaraetcs nony4arb 06HOBMIEHNS MUKPOMNporpaMMel 1 gparisepos yctponcts OC ¢
nomoubto XClarity Administrator, no kpaiHen mepe 0fiMH U3 CeTEBbIX MHTEPEENCOB JOJIKEH ObITh
nogknoyeH Kk IHTepHeTy, )xenatefibHO Yepes 6paHgmaysp. B npoTrBHOM crnyvae o6HOBNEHUS
Heo6Xx04VMMO MMOPTMPOBAaTb B PENO3UTOPUI.

e Ecnu npegnonaraetcs ocyLecTBASATbL CO0OP AaHHbIX MO OOCAY>KMBAHWIO WA MCMONb30BaTh
aBToMaTN4eCcKoe yBeqoMIIeHne o Henonapkax (Bkntoyas Call Home n cpencteo 3arpysku Lenovo), no
KparHei Mepe OOVH N3 CETEBbIX MHTEP(ENCOB A0IKEH ObITb NOAKNIOYEH K VIHTEpHETY, XXenaTeNbHO
Yyepes 6paHoMayap.

¢ Ecnu Bbl cobupaeTech pa3BepTbiBaTb 06pasbl ONepPaLoHHON CUCTEMBI U OOHOBNATE ApanBepbl
ycTponcTts OC, nHrepdenc OmMKEH MMETb BOSMOXXHOCTb NOAKNoYeHMs Yepes |IP-ceTb K ceTeBOMy
nHTepdeicy cepeepa, KOTOPbIN NCMOJIb3YETCS AN [OCTYNa K OCHOBHOW ONepaLoHHON CUCTEME.

MpumevaHue: Ecnu ons paseepTbiBaHNsS ONepauiOHHbIX CUCTEM 1 OOHOBNEHWI OpPaiBEPOB YCTPONCTB
OC cospgaHa oTaenbHasi CeTb, MOXKHO HAaCTPOUTbL BTOPOW CETEBOWN MHTEPMEC 0N NOOKIIOYEHNS K 9TON
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ceTun, a He K CeTu nepefayn gaHHbix. OgHako, ecnu onepaumoHHasa CUCTEMA Ha KaXKAOM CepBEpPE He
UMeeT OOCTyna K CeTWN AaHHbIX, NP HEOOXOANMOCTY CNEQYET HACTPOUTbL AONONHUTENbHbIN NHTEpPdENC
Ha cepBepax, 06ecneynBaroLLnn CBA3b MEXAY ONepaLNoHHON CUCTEMON XOCTa N CETbIO AaHHbIX.

¢ MoxxHo HacTpouTb XClarity Administrator B nto6oin cucteme, kotopasi oTBeyaeT TpeboBaHUsAM ans
XClarity Administrator, Bknitoyas ynpaensiembiin cepBep, TONbKO Npu peanvsauuy TONonorum ¢ eaMHon
CETbIO JaHHbIX 1 yNpaBneHus uiv BUpTyasnibHO pasfefieHHOW CeTV AaHHbIX U yNpaBieHnsl; OQHaKO Henb3s
ncnone3oBatb XClarity Administrator ons npumeHeHnsi 06HOBNEHUIA MMKPOMPOrpaMmbl Ha yNpaBseMoM
cepBepe. [Jaxxe B 3TOM Cly4ae TOJIbKO YacTb MUKPOMPOrpaMmMbl MPUMEHSAETCA C HEMEeOJIEHHOM
akTumBaumen, n XClarity Administrator npuHyguTenbHO nepesanyckaeT LieneBol CepBep, YTO NPUBOOUT K
nepesanycky un XClarity Administrator. Ecnn ncnonbe3yeTcs oTno>XXeHHas akTsauums, Npu nepesanycke
XClarity Administrator npumMeHsa0TCA TOIbKO HEKOTOPbIE YacT MUKPOMPOrpaMmebl.

Tak>xe MOXXHO HaCTPOUTb BTOPOW CETEBOW MHTepdeNnc Ans NOAKNoYeHUs K Tomr xe ceTtn u3 XClarity
Administrator gns pesepsupoBaHusi.

Ha cnepytollem pucyHke nokasaH NpuMep peannaauy KOHBEPreHTHON TONOMorMn CEeTU.

Fix Central T BuptyankHoe
(oBHoBneHus YCTPOWCTBO
MUKPOMPOrpaMmb) Lenovo XClarity

Administrator

CeTb aaHHbIX/
yrnpasneHus,
noAAepXmBaioLLas
passeptbiBaHue OC n
0OHOBMEHWs ApanBepoB
cTpovicte OC

Pama Flex System

Puc. 1. lNpumep peannsaLmm equHON ceTy 4151 yrnpasieHWs], aHHbIX Y Pa3BepTbiBaHWs OrepayyioHHOW CUCTEMb]

dusunyeckoe pasgenieHme ceTy AaHHbIX U ynpaBJieHus!

B aTol TOnonornm cetn ceTb ynpaBJieHUA N CeTb OaHHbIX ABNAOTCA CbI/I3I/I‘-IeCKI/I pa3nenbHbIMN CETAMN, a
CEeTb pa3BepTbiBaHUA OﬂepaLl,VIOHHOI7I CNCTEMbI HacTpanBaeTCs NGO Kak YacTb ceTn ynpaBJieHus, 6o Kak
YacCTb CETU AaHHbIX.

Mpwn yctaHoBke Lenovo XClarity Administrator onpegennte napameTpbl CETU C y4ETOM CleAyOLLNX
COO0BPaKEHWIA:

¢ [lepBbIin ceTeBol nHTEpeinc (06bi4HO HTepdelc Eth0) Heo6xoaMMOo NOAKNUNTL K CETY YyNPaBieHUs n
HaACTPOUTb AN NoAAEPXXKM 0OHAPY>XEHMS YCTPONCTB 1 YNpaBieHns NMin (BKNoYas KoHUrypawmo
cepBepa 1 06HOBNEHNST MUKPOoNporpamMmMbl). OH AOKEH UMETb BO3MOXXHOCTb CBA3bIBaThcA ¢ CMM 1
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koMmmyTaTopamm Flex B Kaxxgoin ynpasnsiemoin pame, KOHTPOJIIEPOM YNpPaBeHnsi B KaXKA0M
yrnpaBnsieMoOM CepBepeE, U C KaxxabiM KommyTaTtopom RackSwitch.

e Bropoi ceTeBon nHTepderic (06bi4HO eth1) MOXXHO HACTPOWTL AN CBA3U C BHYTPEHHEN CETbIO OaHHbIX,
CEeTblO [aHHbIX 0BLLEro NONb30BaHUSA MU C 06ENMN CETAMN.

e Ecnu npepgnonaraetcs nony4aTe 06HOBNEHUS MUKPOMNpPOrpamMMel 1 gparisepos yctponcts OC ¢
nomoupto XClarity Administrator, no kpaiHeli Mepe oanH U3 ceTeBbIX MHTeEPdENCOB LOMKEH ObiTb
noakntoyeH K IHTepHeTy, xxenatenbHO Yepea 6paHamayap. B npoTuBHOM cnyyae 06HOBNEHNSA
HEeO6XOAMMO MMMOPTNPOBATL B PEMNO3UTOPUIA.

e Ecnu npegnonaraeTcsi ocyLLeCTBNATL CO0P AaHHbIX MO 06CNY)KMBaHUIO UAN UCTMONIb30BaTb
aBTOMaTU4eckoe yBegomMIieHne o Henonagkax (Bkntovas Call Home n cpeancTso 3arpysku Lenovo), no
KpainHeln Mepe OfIH N3 CeTeBbIX MHTeP(ENCOB JOKEH ObiTb NOAKIIOYEH K IHTepHeTY, XenaTensHo
Yepes 6paHamayap.

e Ecnu Bbl NNaHnpyeTe pa3sepTbiBaTh 06pa3sbl OnepaLyioHHON CUCTEMbI 1 OBHOBNSTL ApaliBepbl yCTPONCTB
OC, moxHo ncnonb3osatb MHTepdelic eth1 nnn eth0. OgHako ncnonb3yembli UHTEPdENC AOMKEH NMETb
BO3MO>XXHOCTb NofktoveHns Yepea IP-ceTb K ceTeBOMY UHTepeNCcy cepBepa, KOTOpbI NCMOSb3yeTcs
NS OCTyna K onepauyoHHON CUCTemMe XocTa.

MpumevaHue: Ecnu ons paseepTbiBaHNsS ONepauyioOHHbIX CUCTEM 1 OOHOBNEHWI JpPaiBEPOB YCTPONCTB
OC cospgaHa oTaenbHas CeTb, MOXKHO HAaCTPOUTb BTOPOI CETEBOIN MHTEPdENC OIS MOOKITIOHEHNS K 3TOW
ceTn, a He K ceTu aaHHbIX. OgHaKo, ecnun onepaLnoHHas CUCTEMA Ha KaXXO0M CepBepe He UMeeT AOCTyna
K CETM aHHbIX, NPY HEO6XOOUMOCTU CneayeT HAaCTPOUTb JOMNOSNHUTENBHbIA MHTEPdENC Ha cepaepax,
obecneymBaroLLMin CBA3b MeXXay OrnepaLoHHON CUCTEMOW XOCTa U CEeTbIO AaHHbIX.

Puc. 2 «[pumep peanusauum pursnyeckn pasgeneHHbIX CETel OaHHbIX U yNpaBeHns, rae CeTb
OnepaLyvoHHON CMCTEMbI SBASETCS YaCTblO CETU AaHHbIX» Ha CTpaHuue 25 oTobpa)kaeT Npumep peanm3auum
pasfenbHbIX CETEN YNpaBieHNs 1 faHHbIX, B KOTOPbIX CETb Pa3BepTbIBAHUS ONepPaLoHHON CUCTEMBI
HacTpOeHa Kak 4YacTb CeTU nepeaayn fgaHHbIX.
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Fix Central Lenovo XClarity
(oBHoBNEHNS Administrator
MUKPOMPOrpaMmbil BMpTYyasbHoe

YCTPOUCTBO

Eth1

CeTb AaHHBbIX,
noaaepxuaaioLas
pa3BepTbiBaHne OC
1 0BHOBMNeHNs
ApaiiBepoB
ycrpoicts OC

CeTb ynpaeneHus

Pama Flex Syste

Puc. 2. MNpumep peanvsaumm husndecku pasneeHHbIX CeTel JaHHbIX 1 YrpaBeHWs], r4e CeTb ornepaynoHHON CUCTEMbI

ABJI1€TCA YaCTblo ceTu aHHbIX

Puc. 3 «[Mpumep peanusauum pursnyeckn pasgesieHHbIX CeTel AaHHbIX U yNpaBeHns, rae CeTb

onepaLyVoHHON CUCTEMbI SIBIIIETCS YaCTbIO CETU YNpaBeHUsi» Ha CTpaHuLe 26 oTobpaxaeT Apyron npumep

peannsaumun pasgesibHblX CeTel ynpasneHns 1 AaHHbIX, B KOTOPbIX CETb pasBepTbiBaHNS onepauoHHON
CUCTEMbI HACTPOEHa Kak 4acTb ceTu ynpasneHus. B aton peanunsaumun XClarity Administrator He TpebyeTca

nogkKno4YeHne K ceTn gaHHbIX.

I'Iplnmeqal-me: Ecnun cetb pa3BepTbiBaHNA OI'IGpG.LI,I/IOHHOVI CNCTeMbl HE MMeeT O0CTyNna K CeT AaHHbIX, Npun

HEeobXo4MMOCTH cnegyeTt HaCcTpouTb ,D,OI'IOJ'IHI/ITeJ'IbeII7| MHTep(beVlc Ha cepBepax, 066CI'I€‘-II/IB&FOLLI,I/II7I CBA3b

Mexay OCHOBHOW CUCTEMO cepBepa n CeTblo AaHHbIX.

nasa 2. MnaHnposanne gns XClarity Administrator
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Fix Central
(oBHOBNEHUS
MUKPOMPOrpammb|

Lenovo XClarity
Administrator
BMPTYyarnbHoe

yCTPOWCTBO

Eth1

CeTb faHHbIX

CeTb ynpasneHus,
nogzepxuaioLLas
pa3BepTbiBaHNe
OC 1 obHoBNEHMA
Apaieepos ycTpoiicte OC

Pama Flex System

Puc. 3. MNMpumep peannsaLmm usandecku pasfneneHHbIX CeTe AaHHbIX U YrpaB/ieHs, r4e CeTb OnepaLuoHHON CUCTEMbI
SIB/ISIETCS YaCTbiO CETU YrpaB/eHUs

BupTtyanbHoe pa3aeneHue ceTu AaHHbIX U yripaBieHus
B aToin Tononorun cetb nepegaqun AaHHbIX 1 CETb ynpaBieHnAa BUpTyalibHO pa3aeneHobl. [NakeTbl N3 cetn
nepenadn oaHHbIX 1 NakeTbl N3 CETU ynpaBieHnsa OTnpaBniAaoTCAa Yepe3 O4HO CIDVI3VI'~IeCKOG nogknr4yeHme.

Ons pasneneHna Tpad)I/IKa 0ByXx CEeTel BO BCeX NakeTax AaHHbIX CETH ynpaesieHNA NCNONb3YyeTCA
pobaBneHne MeTok BI/IpTyaJ'IbHOI7| JIOKanbHOWM CEeTH.

Mpumeyanue: Ecnu Lenovo XClarity Administrator yctaHoBneH Ha xocT, paboTaroLuii Ha ynpasnseMoM
cepBepe B pame, Henbas ncnonb3oatb XClarity Administrator pns npymeHeHnst 06HOBNEHUS
MUKPONPOrpaMMbl BO BCeN pame 0gHOBPEMEHHO. [1pun npuMeHeHn 06HOBAEHNS MUKPOMPOrpamMmb
Heo6Xx04MMO Nepe3anyCTUTb XOCT-CUCTEMY.

Mpwu yctaHoske XClarity Administrator onpepenvte napameTpbl CETU C yHETOM CNEAYIOLLNX COOBPaKEHWIA:

¢ [lepsbiin ceTeBol nHTEpdeinc (06bI4HO MHTepdelnc EthO) Heo6xoaMMo NOAKUNTL K CETU yNpaBneHns n
HaCTPOUTb AN NOAAEPXKKM OBHAPY>KEHUS YCTPOWNCTB 1 yrpaBeHns nMn (BKNtoYas KOHUrypauuio
cepBepa 1 06HOBIEHNST MUKponporpamMMbl). OH [OKEH NMMETb BO3MOXXHOCTb CBsA3bIiBaTbcs ¢ CMM un
koMMyTaTopamu Flex B kaxxgon ynpasnsiemMol pame, KOHTPOJIIEPOM YNPaBEHNS B KXXOOM
YyNpaBfsieMOM CEPBEPE, U C KaxabIM KommyTaTtopom RackSwitch.

e Bropoi ceTeBon nHTepderc (06bi4HO eth1) MOXXHO HACTPOUTL ANs CBA3U C BHYTPEHHEN CETbIO AaHHbIX,
CETbI0 AaHHbIX 06LLErO NONMb30BaHKSA UK C OOEUMN CETAMN.

¢ Ecnu npegnonaraetcs nony4aTe O6HOBNEHNS MUKPONporpamMmsl 1 gparisepos yctporncts OC ¢
nomoLypto XClarity Administrator, no kpaiHeli mepe ognH U3 CETEBbIX MHTEP(ENCOB LOMKEH ObiTb
nogknoyeH k InTepHeTy, )xenatenbHO Yepes 6paHgmMaysp. B npoTrBHOM cryvae o6HOBNEHUS
Heo6Xxo4VMMO NMMNOPTMPOBAaTb B PENO3UTOPUIA.
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e Ecnun npegnonaraeTcs OCYLECTBASATbL COOP OaHHbIX MO 06CAY>XUBAHUIO UK UCMOSIb30BaTh
aBToMaTn4ecKoe yBegomrieHne o Henonagkax (skntoyvas Call Home n cpenctso 3arpysku Lenovo), no
KpaliHei Mepe OfWH N3 CETEBbIX MHTEP(ENCOB A0JKEH ObITb NOAKNIOYEH K VIHTEPHETY, >XXenaTebHO
Yepes 6paHamayap.

e Ecnu Bbl NNaHUpyeTe pasBepTbiBaTb 06pasbl onepaurioHHON CUCTEMbI U OOHOBNATL ApaniBepbl yCTPONCTB
OC, moxHo ncnonb3osatb nHTEepdenc eth1 unn eth0. OgHako ncnonb3yembli UHTEPMENC OOMKEH NMETb
BO3MO>XHOCTb MOAKItoHeHUs Yepes IP-ceTb K ceTeBOMY NHTeEPdENCY cepBepa, KOTOPLIN NCMONb3yeTcs
ONsl [ocTyna K ornepauyoHHON CUCTEME XOCTa.

Mpumeyanue: Ecnu ans passepTbiBaHUs onepaunoHHbIX CUCTEM 1 O6HOBIIEHUIA ApaiiBepoB YCTPOWCTB
OC cospaHa oTaenbHas CeTb, MOXXHO HAaCTPOUTb BTOPOI ceTeBO MHTepPdENC o MOLKIOHEHNS K 3TON
CEeTW, a He K ceTu AaHHbIX. OgHaKo, ecnn onepawLnoHHasi CUCTEMa Ha KaXKoM CepBepe He UMEET JocTyna
K CETU JaHHbIX, PV HEO6XOAMMOCTY CreflyeT HaCTPOUTbL AOMNOSHUTENbHbIM HTEPMdec Ha cepBepax,
obecrneynBatoLLnii CBSA3b MeXAY OnepaLyoHHON CUCTEMON XOCTa 1 CEeTbIO AaHHbIX.

e Mo>xHo HacTpouTb XClarity Administrator B nto6oi cncteme, kotopas oTBeHaeT TpeboBaHNsAM OJ1s
XClarity Administrator, Bkntodas ynpaensiemblii cepBep, TONbKO NMpu peannsaumm ToNnonorum ¢ eguHom
CETbIO JaHHbIX 1 YNpaBieHns Uiy BUPTyasibHO pasfesieHHOW CETV AaHHbIX 1 YNPaBieHns; OOHAKO HeNMb3s
ncnone3oBatb XClarity Administrator ons npumMmeHeHnss 06HOBNEHUIA MMKPOMPOrpaMmbl Ha yNpaBfiieMoOM
cepsepe. [laxxe B 3TOM Cfy4ae TOJIbKO HYaCTb MUKPOMPOrpaMmbl MPUMEHSAETCSA C HeMeO/IeHHOM
akTumBauuen, n XClarity Administrator npuHygmuTensHoO nepesanyckaeT Lieneson cepBep, YTO NPMBOOUT K
nepesanycky u XClarity Administrator. Ecnn ucnonb3yeTcsi oTno>XXeHHasi akTBauus, Npu nepesanycke
XClarity Administrator npumMeHsItoTCS TOIbKO HEKOTOPbIE YaCTX MUKPOMPOrpaMmbl.

Puc. 4 «[pumep peanusaumm BUpTyanbHO pas3geneHHbIX CeTel aHHbIX U yNpaBieHus, rae ceTb
ornepaunoHHON CUCTEMbI ABNSETCA YaCTbO CETU OaHHbIX» HA CTPpaHuLe 28 oTobpaxkaeT npumMep peanusalum
BUPTYyasbHO pasfesibHbIX CETEN yNpaBneHns U AaHHbIX, B KOTOPbIX CETb PasBepTbiBaHNs ONepaLoHHON
CUCTEMbI HACTPOEHAa KaK YacTb CeTU AaHHbIX. B aToM npumepe XClarity Administrator yctaHoBneH Ha
ynpaB/isieMoOM CepBepe B pame.

Masa 2. MnanuposaHwe ans XClarity Administrator 27



Fix Central
(oBHoBNEHWS
MUKpOMNporpaMmbl

CeTb AaHHbIX
1 passepTbiBaHma OC

CeTb ynpaeneHus
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= FEtho Eth1 rj (_ / (_ :
= Lenovo XClarity ) Fj (7] i
Administrator | _J Di
Pama Flex System

_

CToeYHble 1 BalleHHble cepBepsb!

Puc. 4. Mpumep peanusaLuy BUPTYyasibHO pasfeeHHbIX CEeTel JaHHbIX U YrpaBeHus, r4e ceTb ornepaLoHHONR CUCTEMbI

ABJIAETCA H4aCTbio CeTU AaHHbIX

Puc. 5 «[pumep peanusauuy BUpTyansHO pasfenieHHbIX CeTer AaHHbIX 1 yrpaBieHns, rae ceTb
ornepaunoHHO CUCTEMbI ABMSETCS HYaCTbO CETU YNPaB/eHNs» Ha cTpaHuue 29 oTobpa)kaeT gpyron npumep
peannsaumu BUPTyanbHO pasgenbHbIX CETEN YyNPaBieHNs N faHHbIX, B KOTOPbIX CETb Pa3BePTbIBAHMSA
ornepaunoHHONV CUCTEMbI HACTPOEeHa Kak YacTb ceTu ynpaeneHus, a XClarity Administrator yctaHoBneH Ha
ynpasnsieMmom cepsepe B pame. B aton peanusauyun XClarity Administrator He TpebyeTcs nogkntoyeHne K

CETN AaHHbIX.

I'Iplnmeqal-me: Ecnu cetb pasBepTbiBAHUA OI'IepaLl,I/IOHHOI7I CUCTeMbl HEe MMeeT O0CTyNna K CeTu AaHHbIX, Npun
HeO6XOAMMOCTM criefyeT HaCTPOUTb OONONHUTENBHBIN NHTEPMENC Ha cepBepax, o6ecrneynBaoLLnii CBSA3b

Mexny OCHOBHOW CMCTEMON cepBepa 1 CeTblo AaHHbIX.
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Fix Central
(oBHoBNEHNS
MUKponporpaMmel

CeTb faHHbIX

CeTb ynpasneHus,
noaaepxkuBaroLas
pasBeptbiBaHue OC n
0o6GHOBNeHus ApaiiBepoB
yctpoicte OC

CToeuHble cepBepbl System x

Puc. 5. MNpumep peanvisaumm BUpTyanbHO pa3fesieHHbIX CETeN AaHHbIX U YrpaBeHWs], r4e CeTb OrepaynoHHON CUCTEMbI
SIBJISIETCS YaCThIO CETU yrpaB/eHs]

CeTb TONbKO OJ1s1 ynpaBJieHUsi
B atoih Tononorum y Lenovo XClarity Administrator umeeTcs goctyn Tonbko K cetu ynpaeneHus. OH He
uMeeT JocTyna K ceTu gaHHbix. OgHako XClarity Administrator ponmkeH nMeTb AOCTYN K CETH

pasBepTbiBaHNS ONepaLriOHHON CUCTEMBI, ECNX N1aHUPYETCHA pa3BepThbiBaHe 06pa30B onepaLioHHON
cuctembl ¢ XClarity Administrator Ha ynpaBnsiemble cepBepbl.

Mpwn yctaHoeke XClarity Administrator n onpegeneHnn ceTeBbix NnapaMeTpoB ceTeBon nHTepdelic eth0
HeoOX0AMMO HACTPOUTbL ANS BbINOSHEHNS CREAYOLLNX (DYHKLIMIA.

e OTOT MHTepdec AoMmKeH ObiTb HACTPOEH ANs NOAAEPKKM OOHAPY>XXEHNS YCTPOWCTBA 1 YNPaBieHns UM
(HanprmMep, koHUrypaums cepsepa 1 06HOBAEHNSA MUKPONPOrpamMmel). OH [OMKEH NMeTb BO3MOXXHOCTb
cBasbiBaTbcs ¢ CMM n kommyTaTtopamu Flex B KaXkgon ynpasfisiemoin pame, KOHTPOJIEPOM ynpasieHns
MaTEPUHCKOW NiaTon B KaXKAOM ynpaBnseMoM CepBepe, 1 C kaxapiM kommyTaTtopom RackSwitch.

e Ecnu npegnonaraetcs nony4aTs 06HOBEHUS MUKPOMporpaMmel 1 gparisepos yctpoiicts OC ¢
nomousto XClarity Administrator, no kpaHel mepe ogunH U3 CETEBbLIX MHTEPdENCOB A0/MKEH ObITb
nogknoyeH K VIHTepHeTy, xenatenbHO Yepesd 6paHaMayap. B npoTnBHoM cnyvae o6HOBNEHMS
Heo6X0AMMO MMMNOPTUPOBATL B PENO3UTOPUIA.

e Ecnu npegnonaraeTcsi OCyLEeCTBNSATbL COOP AaHHbIX MO 06CAY>XUBAHWIO UK UCMOSIb30BaTb
aBToOMaTMyecKoe yBegoMIieHne o Heronagkax (Bkntovas Call Home n cpenctso 3arpy3ku Lenovo), no
KpanHen Mepe OfViH N3 CeTeBbIX NHTeP(ENCOB JOKEH ObiTb MOAKIOYEH K IHTepHEeTY, XenaTensHo
Yepes 6paHamayap.

e Ecnu Bbl cobrpaeTech pa3BepTbiBaTb 06pasbl OnepaLoHHON CUCTEMbI 1 OBHOBNATL ApaliBepb!
ycTpolictB OC, nHTepdeic AomKeH MMETb BO3MOXHOCTb NOAKOYeHNs Yepes IP-ceTb k ceTeBoMy
nHTepdency cepeepa, KOTOPbIN NCMONb3YETCH AN 4OCTYNa K OCHOBHOWN OMNepaLiOHHON CUCTEME.
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MpumevaHue: Ecnu ons passepTbiBaHNsS ONepauioOHHbIX CUCTEM Y OOHOBMEHWI OpaiBEPOB YCTPONCTB
OC cospaHa oTaenbHas CeTb, MOXKHO HACTPOUTL BTOPOI CETEBON UHTepPdENC ANnst NOLKNOYEHNS K 3TOW
ceTn, a He K CeTu nepedaydn gaHHblx. OgHako, ecnv onepaumoHHas CUCTEMa Ha KaXKoM cepBepe He
UMeEeT JOoCTyna K CETU AaHHbIX, MNPV HEOOXOANMOCTU CNeQYET HACTPOUTL AOMONHUTENbHbIN UHTEPdENC
Ha cepBepax, 06ecneynBaroLLUin CBA3b MEXAY ONEePaLNOHHON CUCTEMON XOCTa N CETbIO AaHHbIX.

Tak>xe MO>XXHO HaCTPOUTbL BTOPOW CETEBOW MHTEPPENC Ana NOAKIOHEHUSA K TOM e ceTn n3 XClarity
Administrator ans pesepsupoBaHusi.

Puc. 6 «[prmep peannsaumm ceTun ynpasfieHusl, He NOAAEPKMNBAIOLLEN pa3BepTbiBaHNE onepauioHHON
cucteMbl» Ha cTpaHuLe 30 oTobpaxkaeT NpUMep peannsaunn CETU TONbKO A4S YyNPaBieHns, B KOTOPOMN He
nopnep>XmBaeTcH passepTbiBaHUe onepaumoHHon cuctemsl u3 XClarity Administrator.

Fix Central BuptyansHoe
(obHoBNEHNS YCTPOWCTBO
MUKPOMPOrpammb) Lenovo XClarity

Administrator

CeTb ynpaeneHus

Pama Flex System

Puc. 6. lMpumep peanuaawmm ceTy yrpasieHus, He MoLAeP X BaloLLel pa3BepTLIBaHNE ONepaLoOHHON CUCTEMBbI
Puc. 6 «[prumep peannsaumm ceTu ynpasfieHus, He NOAAEPKXMBAIOLLEN pa3BepTbiBaHNE onepauioHHON

cucteMbl» Ha cTpaHuLe 30 oTobpaxkaeT NpUMep peannsaunm CeTU TONbKO A5 yNPaBieHUs, B KOTOPO
nognep>XmBaeTcs passepTbiBaHne onepaumoHHon cuctemsl u3 XClarity Administrator.
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Fix Central
(oBHoBNEHMSA
MVKpONporpaMmmbl)

BupTyansHoe
YCTPOWCTBO
Lenovo XClarity
Administrator

CeTb ynpasneHus

Pama Flex System

Puc. 7. MNMpumep peanviaaLmym ceTvi TONIbLKO 4151 yrpaBieHW s C NOALAEP)KKOM pa3BepTbiBaHNs ornepaLioHHON CUCTEMb]

3ame4yaHus no 6e3onacHOCTU

MnaHnpyriTe o6ecneveHne 6esonacHocTu Lenovo XClarity Administrator n Bcex ynpasnsiemMbix yCTPONCTB.

YnpasneHue nHKancynsiumen

Mpw ynpasneHun pamoin Lenovo n cepsepamu B Lenovo XClarity Administrator mo>xxHo HacTpouTb Lenovo
XClarity Administrator Ha nameHeHne npasun 6paHgmMayapa g1 yCTPONCTB, YTOObl BXOAsALLME 3anpochl
npuHUManuck ToNbko oT Lenovo XClarity Administrator. 3To HasbiBaeTcs nHkancynsymer. MOXHO Takxe
BKJIIOUUTE WA OTKIIOYUTL UHKAMNCYNSLMio Ha pamMe 1 cepBepax, KoTopbiMu yxke yrnpaensieT Lenovo XClarity
Administrator.

Ecnu nHkancynsaums BkntodeHa Ha nogaep>xusaroLLmx ee yctporictaax, Lenovo XClarity Administrator
N3MEHSET PeXXMM UHKaNCynaLmm ycTponcTea Ha «encapsulationLite» n nsmeHseTt npasuna 6pangmayapa
0151 3TOr0 YCTPOWCTBA, YTOObI Pa3peLlnTb NoJTlyHeHe BXOASALLMX 3anpocoB ToNbKo oT aToro Lenovo XClarity
Administrator.

Ecnn MHKancynAauma oTkno4YeHa, BKII4YaeTCAa peXxXmumMm «HopMalibHasA». Ecnu MHKancynAaums 6bina paHee
BK/lO4EeHa Ha yCTpOI7ICTBaX, npasuna 6paH,qmay3pa ONA NHKancynAaunm yoanaroTCA.

BHumanue: Ecnu nHkancynsums skntodeHa n XClarity Administrator ctaHoBUTCA HEQOCTYNHbIM A0 OTMEHbI
yrnpasfieHnsi yCTPONCTBOM, HEOOXOAUMO BbINOMAHUTL PAf, AENCTBUIA, YTOObI OTKIIOYUTE MHKaNcynaumio gns
YCTaHOBKM CBA3M C YCTPONCTBOM. [poLieaypbl BOCCTaHOBMIEHNS CM. B pasfenax BoccraHosneHne
ynpaeneHust pambl ¢ CMM nocne c60s yana ynpasneHnst 1 BoccTaHoBNeHVe ynpaBieHnst CTOEYHbIM U
6alleHHbIM CEPBEPOM MOCe c60si cepBepa ynpaeneHusi B fokymeHtauumm no XClarity Administrator B
NHTepHeTe.

Mpumeyvanus:

¢ HKancynsiums He nopaep XuBaeTcs Asi KOMMYTaTOPOB, YCTPONCTB XpaHeHWs!, paM 1 CEPBEPOB ApYrnxX
npoussoauTenen (He Lenovo).
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e Korga nHtepdenc cetn ynpasfieHns HaCTPOeH Ans ncnons3osaHus npotokona DHCP v nHkancynsaums
BKJtOYEHa, yrnpasneHne CTOe4YHbIM CEPBEPOM MOXKET 3aHMMaTb MHOIO BPEMEHU.

JononHuTenbHble CBEAEHNS O MHKAMNCYNSAUMU CM. B pasfene BkoveHne nHkancynaumm B OKYMEHTaUmMu rno
XClarity Administrator B IHTepHeTe.

Kpuntorpacdgu4yeckoe ynpasneHmne

Kpuntorpadunyeckoe ynpasfieHNe COCTOUT N3 PEXUMOB 06MeHa AaHHbIM 1 MPOTOKOMNOB, KOTOPbIE
ynpaenstoT 6e30nacHbIM 06MeHOM AaHHbIMN Mexxay Lenovo XClarity Administrator n ynpasnsembimmn
yCTpPONCTBaMu (TakMMmn Kak pambl, Cepsepbl 1 KOMMyTaTopsbl Flex).

Anroputmbl Kpuntorpacdum

XClarity Administrator nognep>xmsaeT TLS 1.2 n 6onee HageXXHble KpunTorpadu4eckme anroputmbl gns
3aLLMLLEHHbIX CETEBbIX MOAKITIOHEHNIA.

[ns nosbiweHnss 6e30MacHOCTU NOAAEPXKMBAIOTCA TOMLKO WM PbI BbICOKON CTOMKOCTU. KnneHTcKne
onepauuoHHble CUCTEMbI 1 Be6-6pay3epbl AOMKHbI NOAAEPXMBaTb OANH U3 YKa3aHHbIX HUXe HAabopoB
LWndpos.

SSH-ED25519

SSH-ED25519-CERT-V01@OPENSSH.COM

ECDSA-SHA2-NISTP256

ECDSA-SHA2-NISTP256-CERT-V01@OPENSSH.COM

ECDSA-SHA2-NISTP384

ECDSA-SHA2-NISTP384-CERT-V01@OPENSSH.COM

ECDSA-SHA2-NISTP521

ECDSA-SHA2-NISTP521-CERT-V01@OPENSSH.COM

RSA-SHA2-512

RSA-SHA2-256

RSA-SHA2-384

KpunTtorpaduyeckne peXxumbl gns cepsepa ynpasneHus

DTOT NapameTp onpeaenseT PeXXnM, KOTOPbIN AoSIKeH UCMONb30BaTLCSA AN 3alUMLLEHHOro o6MeHa
JaHHbIMU C CEpBEepPOM yrpaBneHus.

¢ COBMECTUMOCTb. ITO PEXMM MO ymonyaHuto. OH COBMECTUM CO CTapbiM/ BEPCUSMU MUKPOMPOrpamm,
6pay3epamiu 1 OpyrumMm CETEBLIMU KNMEHTaMM, B KOTOPbIX HE peann30oBaHbl CTPOrne cTaHgapThl
6e3onacHocTu, Heobxoanmble ans obecneveHns cootseTcTBusA NIST SP 800-131A.

¢ NIST SP 800-131A. 3T1oT pexkum cootBeTcTByeT cTaHaapTy NIST SP 800-131A. XClarity Administrator
pa3paboTaH Tak, 4Tobbl BCerga 1crnosib3oBaTb CTONKYO KpUMTOrpadgmuio BHYTPU CUCTEMBI 1, ECAIN 3TO
BO3MO>XHO, 3aLLMLLEHHbIE CTOWKOW KpunTorpaduer ceTeBble noaktodeHns. OgHako B 3TOM PEXUME He
[OMNyCKaloTCS CeTEBbIE MOAKIIOYEHUS, MCMOSb3YIoLLMe KpunTorpaduio, He ogobpeHHyto NIST SP 800-
131A, BkNto4as oTkIIoHeHne cepTtudmkaroB TLS, nognucaHHbix SHA-1 unn 6onee cnabbiM XaLem.

Ecnun BbIGpaH aTOT pexxuMm:

— [nsa Bcex nopToB, KpoMe nopta 8443, Bce windpbl TLS CBC 1 Bce windpsbl, He Nogaep XmBatoLLme
nonHyto 6e3onacHocTb nepecbuiku (Perfect Forward Secrecy), OTKIO4€EHbI.

— Push-yBegomMmneHus o cobbITUSAX MOTYT HE NPOXOAUTL YCMELHO Ha HEKOTOPbIE MOANMUCKN MOBUIIBHbLIX
yCTPONcTB (CcM. MepeHanpasneHne cobbIThin oSt MOGUbHBLIX YCTPOUCTB B AoKyMeHTauun rno XClarity
Administrator B InTepHeTe). BHelwwHue cepsucel, Takne kak Android n iOS, npegocTtasnsioT
cepTucmkarsl, nognucaHHble SHA-1: anropnTmMom, He COOTBETCTBYHOLLIMM 60fiee CTPOrnm
TpeboBaHuam pexuma NIST SP 800-131A. B pesynsTate nto6ble NOAKIYEHUs K 3TUM cry>k6am MoryT
3aBepLUNTLCS OLLNMOKON, CBA3AHHOW C NCKIIOYEHNEM cepTudukara nnm c6oem KBUTMpoBaHus.
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DononHutenesHble cBegeHus o cootseTcTBUM NIST SP 800-131A cMm. B pasgene O6ecneveHne
cootBeTcTBUA NIST 800-131A B sokymMeHTauumm no XClarity Administrator B IHTepHeTe.

[ononHuTenbHble CBEAEHMS O HACTPOWKE PEXMMOB 6E30MAacHOCTM Ha CEPBEPE YNPaB/IEHUSA CM. B pasaene
HacTpolika KpunTorpahuyieckoro pexxumMa 1 NpoTOKOMOB CBA3W B OHManH-goKymeHTauum no XClarity
Administrator.

Pe)xxnmbl 6e30nacHOCTN NS yrnpaBnsieMbiX CepBepoB

OTOT NapamMeTp onpenensieT PeXxXnmM, KOTOpbIA OOMKEH NCMONb30BaTbCs A1 3aLUMLLIEHHOrO 06MeHa
OaHHbIMU C ynpaBliseMbiMU cepBepamMu.

Be3onacHOCTb C COBMECTUMOCTbIO. BbibepurTe 3TOT pexxum, ecnu Heobxogumas ans cny>xx6 n KnnMeHTos
KpunTorpadus He Jo/mKHA COOTBETCTBOBATbL TpeboBaHnsiM ctaHgapToB CNSA/FIPS. B aToM pexume
noaaep>KMBaeTCcs LWMPOKUIA CAEKTP anropuTMOB KpunTorpadum n MOryT ObITb BKIIOYEHbI BCE CIY>KObI.

NIST SP 800-131A. Buibepute aT0T pexxum ans obecneveHuns cootsetcTausa ctaHgapty NIST SP 800-
131A. BT0 nogpasymeBaeT NCMnosib3oBaHue Kntovenn RSA ¢ paspsgHocTbo He MeHee 2048 6urT,
ncnosnb3oBaHne anst undposbix nognucen xawen SHA-256 nnm 6onbLueit AnHbl U rapaHTUPOBaHHOE
NCnonb30BaHne TOJIbKO anroOpUTMOB CUMMETPUYHOIO WndpoBaHus, ogobpeHHbix NIST. B atom pexume
B KayecTBe pexxuma SSL/TLS nonmxkeH 6biTb BoibpaH pexxum Cepsep-knueHT TLS 1.2.

OT0T pexxnm nogaepxusaetcs anst cepsepon ThinkSystem V1 n V2.

CraHpgapTHas 6e30nacHOCTb JTO peXxyM 6€30MacHOCTH Mo ymonyaHuio ans cepsepoB ThinkSystem V3
n V4. BbibepuTe 3TOT PeXUM, ECNN HY>XKHO o6ecneynTb cooTBeTCTBME cTaHaapTy FIPS 140-3. Onsa
pa6oTbl XCC B pexxume noarsep>kaeHHoro cootsetctans FIPS 140-3 MOXHO BKIIHOUUTb TONBKO Cry>XO6bl,
KOTOpble Noaaep>XuBatoT kpuntorpaduto yposHst FIPS 140-3. Cnyx6bl, He nopaep>xusatoLLee
kpuntorpadguto Ha yposHe FIPS 140-2/140-3, no ymon4aHuto OTKIIOYEHbI, HO MPU HEOBXOOUMOCTU MOyT
ObITb BKIOYEHbI. B crniyvae BKIOUEHNST KaKO-nMBOo Cy>X06bl, MCNOSb3YIOLLEN KpunTorpaduio, KoTopas He
cooTBeTcTBYET YpoBHIO FIPS 140-3, XCC He MoXeT paboTaTb B peXXMe NOATBEPXKOEHHOMO
cootBeTcTBUSA FIPS 140-3. OTOT pexxum TpebyeT Hanu4unsa ceptudukaTos yposHs FIPs.

Pexxum 6e3onacHocTu «KopnopaTuBHbIA CTPOrMn» DTO CaMblii 6€30MaCHbIN PEXXUM OJ1s1 CEPBEPOB
ThinkSystem V3 n V4. Bbibepute aTOT pexxnm, ecnv TpebyeTcst o6ecnednTb COOTBETCTBUE CTaHAAPTY
CNSA. B aTtom pexxrme paspeLleHbl TOSIbKO CIy>XX0bl, KOTOPbIE NOSAEPXXMBAOT KpUNTorpaduio YpoBHS
CNSA. He6esonacHblie cny>x6bl MO YMONMYaHNIO OTKIIIOYEHbI U HE MOTYT ObITb BKITHOYEHbl. DTOT PEXUM
TpebyeT Hannuus cepTudmrkaroB ypoBHsS CNSA.

B pexxume Pexxum 6esonacHocTu «KopnopaTtusHbi cTporumn» XClarity Administrator ncnonssyet
noanucu ceptudnkatos RSA 3072-bit/SHA-384.

BaxkHo:

— [ns ncnonb3oBaHus 3TOro pexxnma Ha Kaxxaom BelopaHHoM Cepsepbl ThinkSystem V3 n V4 (c XCC2
nnm XCC3) gonmxeH 6bITb ycTaHosneH knto4 Feature On Demand XCC.

— Ecnu B atom pexxume XClarity Administrator ncnonbayet camosasepsiomin ceptudukat, XClarity
Administrator gonmkeH ncnonb3oBaTb KOPHEBON cepTuduKaTt n cepTudukaT cepeepa Ha ocHose RSA
3072-bit/SHA-384. Ecnu XClarity Administrator ncnone3yet BHeLUHWI NOANUCAaHHbIN cepTUdurKarT,
XClarity Administrator gon>xeH co3gaTtb 3anpoc Ha noanuck cepTudukaTta Ha ocHose SA 3072-bit/
SHA-384 un cBsizaTbes ¢ BHelwHuM LIC gnsa nognucaHms HoBoro ceptudrkara cepsepa Ha ocHoBe RSA
3072-bit/SHA-384.

— Ecnun XClarity Administrator ucnonssyet ceptudukar Ha ocHose RSA 3072-bit/SHA-384, XClarity
Administrator MoXXeT oTKNo4YaTb YCTPOWCTBA, eCM 3TO He cneaytolme ycTponcTtsea: pambl (CMMS) n
cepsepbl Flex System, cepsepbl ThinkSystem, cepsepbl ThinkServer, cepsepbl System x M4 n M5,
koMmyTaTopbl cepun Lenovo ThinkSystem DB, Lenovo RackSwitch, kommyTtatopsbl Flex System,
koMmmyTaTopbl Mellanox, ycTpoiictea xpaHeHust gaHHbIx ThinkSystem DE/DM, xpaHunuiie Ha OCHOBe
NneHTo4Hon 6ubnuoTeku IBM 1 cepaepbl ThinkSystem SR635/SR655 ¢ Mukponporpammoi 6onee
paHHen Bepcumn, 4em 22C. YTo6bl NPOJOSIKUTL YNpaBieHne OTKTFYEHHBIMU YCTPONCTBaMU,
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ycTaHosuTe ewe oguH ak3emnnap XClarity Administrator ¢ ceptudgurkaTom Ha ocHoBe 2048-bit/SHA-
256.

¢ Pexunm BbiCOKOI 6€30nacHOCTU. 3TO caMbliii 6e3oMnacHbIN pexxum ans cepsepos ThinkSystem V1 n V2.
Bbi6epuTe aTOT pexxmuMm, 4Tobbl o6ecneydnTb cooTBeTcTBue ctaHgapTam NIST n PFS (Perfect Forward
Secrecy).

OTOT peXXnm NoaaepXXmBaeTcs ToNbko ans cepsepoB ThinkSystem V1 n V2. TpebyeTtcs Bepcus
MuKponporpammbl XCC, BbinyLleHHas BO BTOpomM keapTasne 2023 . niv nosxe.

Heobxooumo umeTb B BUY CregyoLlme NnocneacTBUSA N3SMEHEHUSA KpUNTorpahnyecKoro pexxmma.
e [lnsa XClarity Administrator v4.2 n 6onee paHH1X Bepcuii:

— YT06bI MCNONB30BaTh YNPaBAseMyto ayTeHTUdMKaLmo ons ynpaeneHms cepsepoM ThinkSystem nnn
ThinkAgile, ecnu gnsa Bepcun TLS B XCC 3apgaHo 3HaveHue v1.3, gnsa napametpa MuHumanbHas
Bepcusi TLS cepBepa B XClarity Administrator Takxxe He06XooUMO yCTaHOBUTL 3HadeHne TLS v1.3
(cm. pokymeHTauuo No HacTpolika kpuntorpadryeckoro pexxmma v npoToKosoBs cBa3u B IHTepHeTe).

e [ns XClarity Administrator v4.0 n 6onee paHH1X BepCcuii:

— HeB0O3MOXXHO NCNoNb30BaTh yrpaBIseMyro ayTeHTUGVKaLmio oNs ynpasneHus cepsepomM ThinkSystem
unu ThinkAgile, ecnu pexxum 6e3onacHocTt XCC nmeet 3HaveHne TLS v1.3.

— B cnyyae cepeepa ThinkSystem nnu ThinkAgile, ynpaBneHune KOTOpbIM OCYLLECTBSIETCS C MOMOLLbIO
yrpaBisseMou ayTeHTUrKaLmm, smeHeHne pexxuma 6eszonacHoctn XCC Ha TLS v1.3 ¢ nomoLpto
XClarity Administrator unu XCC nprBegeT K nepexofy cepsepa B aBTOHOMHbIN PEXXVM.

¢ [lepexop n3 pexuma BesonacHocTb ¢ cOBMeCTUMOCTbIO 1 CTaHAaapTHaA 6e30MacHOCTb B PEXUM
Pexxum 6e3onacHocTu «KopnopaTuBHbIA CTPOrMin» HE MOAAEPKNBAETCS.

e Ecnu npu nepexoae n3 pexmnma BesonacHOCTb C COBMECTUMOCTbIO B pPeXxnm CTaHAapTHaﬂ
6e3o0nacHoOCTb (I'IOBbILLIeHI/Ie pexnma 6630I‘IaCHOCTI/I) BbIACHAETCA, HTO MMNOPTNPOBAaHHbIE CepTI/ICbVIKaTbI
NN OTKPbITbIE KNO4YKN SSH He COOTBETCTBYIOT Tpe6OBaHI/IF|M, 0T06pa>KaeTcsq COOTBETCTBYOLLEE
npenynpexaexHne, ogHako nepexon B pexxmm CTaHAapTHaﬂ 6e30nacHoOCTb BCe PaBHO BO3MOXXEH.

¢ [lpu nepexone 13 pexxuma Pexxum 6esonacHocTn «KopnopaTuBHbIA CTPOMUN» B PEXNM
Be3onacHOCTb C COBMeCTMMOCTbIO U CTaHpapTHaa 6€30nacHOCTb (MOHVKEHVE pexnma
6e30nacHoCTK):

- CepBep aBTOMATUYECKI Mepe3anycKaeTcs, YToObl PeXXM 6e30MacHOCTN BCTYMNWI B CUITY.

— [Ona cepsepos ThinkSystem V3 u V4: Ecnn B XCC uctek cpok aenctauns kntoda FoD cTpororo pexxuma
nnn aToT KNntoy oTcyTcTByeT U ecnm XCC ncnonbayeT camosasepstolmin ceptudmkar TLS, XCC
NMOBTOPHO CO3JaeT camo3aBepsitowmin ceptucdmkar TLS Ha ocHOBe anropmMTmMa, COOTBETCTBYHOLLErO
pexumy «CtaHgapTHbI cTporuii». XClarity Administrator coobLuaeT o c60e nogknoyeHms n3-3a
owmnbku ceptudukaTa. CeefeHnsa 06 ycTpaHeHUn oWMOKN He[OBEPEHHOIO cepTudurkara cMm. B
paspene PaspelleHre HEHaoeXXHOro cepTudmkaTa cepeepa B OHNariH-aokyMeHTauum no XClarity
Administrator. Ecnu B XCC ncnonb3yeTtcs nosnb3oBaTtensckuin ceptndmkar TLS, XCC gonyckaeT
MOHKEHNE peXrMa 1 NpeaynpeXxaaeT o Heo6Xo4MMOCTU NMMOPTUPOBAaTb cepTudukar cepeepa,
OCHOBaHHbIV Ha kpunTorpadun pexxuma CtaHgapTHasi 6€30nacHOCTb.

MapameTpbl 6€30NaCHOCTU MOXXHO U3MEHUTb OJ151 yKa3aHHbIX HUXKE YCTPONCTB.

Cepsepbl Lenovo ThinkSystem ¢ npoueccopamu Intel unu AMD (kpome SR635/SR655)
Cepsepbl Lenovo ThinkSystem Bepcun 2

Cepaepbl Lenovo ThinkSystem Bepcum 3 ¢ npoueccopamu Intel nnu AMD

Cepaepbl Lenovo ThinkSystem V4

Cepaepbl Lenovo ThinkEdge SE350 n SE450

Cepaepbl Lenovo System x
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JononHuTenbHble CBEAEHMS O HACTPOWKE PEXXMMOB B6E30MAacHOCTM Ha yrpaBisieMOM CEPBEPE CM. B
pasgene HacTpolika napameTpoB 6e30MacHOCTM Afisi cepBepa B OHNanH-gokymMmeHTaumm no XClarity
Administrator.

CepTtucukartbl 6e3onacHoOCTH

Lenovo XClarity Administrator ncnonesyet ceptudukatsl SSL, 4tobbl ycTaHaBnMBaTh 6€30nacHble,
HapexxHble coeaunHeHusa mexay XClarity Administrator n ero ynpasnsembiMu ycTpoicTBamu (Hanpumep,
pamamu 1 npoueccopamu ciy>k6 Ha cepBepax System x), a Takxxe coefmHeHus nonb3osarenein ¢ XClarity
Administrator unu ¢ pasHeimu cny>x6amu. Mo ymonyanuto XClarity Administrator, CMM n KoHTponnepobl
ynpaBfieHNsi MaTepPUHCKMMM NfiatamMm NCMNosib3yloT cepTudumKkatsl, co3gaHHble B XClarity Administrator,
KOTOpPbIE ABNAIOTCA Camo3aBepSAoLLMMI U MOANNCAHbI BO BHYTPEHHEM LIEHTPE cepTuduxkaumm.

CamosaBepsiowwmin cepTndmkart cepsepa No yMOM4aHNo, KOTOPbIV CO34aeTCS YHUKAIbHO B KaXKAOM
ak3emnnsape XClarity Administrator, o6ecneunBaeT 4OCTaTO4HbIN YPOBEHb 6€30MaCHOCTY Q19 MHOMMX cpes.
Mo>kHo paspewntb XClarity Administrator ynpaBnsite cepTudumkaTamm 3a Bac UM B3sATb Ha cebst 6onee
aKTVBHYIO POJSib U HACTPOWUTb UM 3aMeHNTb cepTudmnkatbl cepaepoB. XClarity Administrator npegoctaenset
napameTpbl OJ19 HACTPOWKN cepTudrKaToB ons Bawlen cpeppl. [JoCTynHbie BapuaHThbl:

e CospaTb HOBYHO Napy Knkoyer, BOCCO3AaB BHYTPEHHUI LLeHTp cepTuduxkauum n (unv) ceptudumkar
KOHEYHOro cepBepa, MCMNOMb3YIOLLMIA ONpeneNieHHble 15 Balle opraHn3aumm 3Ha4eHusl.

e Cospgatb 3anpoc nognucu ceptudukata (CSR), KOTopbIi MOXXET 6bITb OTMPABEH B LIEHTP cepTuduKaumnm
Ha BaLl BbIGOP 4J151 MOANNCYK NONb30BaTENbCKOro cepTudmrkaTa n KoTopblil 3aTeM MOXKHO OTPaBUTL B
XClarity Administrator onsa ncnonb3oBaHUs B KaQ4eCTBe cepTudmrkara KOHe4YHOro cepeepa s BCex
pa3MeLLEeHHbIX CepB1COB

e CkayaTb cepTudmKaT cepBepa B CBO NOKasIbHYO CUCTEMY, YTOObI UMETb BO3MOXXHOCTb MMMOPTUPOBATL
3TOT cepTuUdUKaT B CNUCOK JOBEPEHHbIX CepTUdIMKaTOB BEO-6pay3epa.

[ononHnteneHble cBegeHns o ceptTudmkarax cM. B pasgene Pabota ¢ ceptudukaramm 6e3onacHoCcTy B
nokymeHTauumn no XClarity Administrator B VIHTepHeTe.

AyTteHTudukayus

MopaepxuBaembie cepBepbl ayTeHTUnkauum

CepBep ayTeHTUbuKaLyy — 3TO peecTp Nnosib3oBareneil, KOTopbI NCMONb3YyeTCs ANa ayTeHTUdMKaUMmn nx
y4eTHbIX gaHHbiX. Lenovo XClarity Administrator noggep>knsaeT cepBepbl ayTeHTUMDMKALMN CleQyoLwmx
TUMNOB.

¢ JlokanbHbii cepBep ayTeHTUdukaymm. No ymonyaHuio pewenune XClarity Administrator HacTpoeHo Ha
ncnonb3oBaHne BCTPOoeHHoOro cepeepa LDAP, Haxogsuerocs Ha cepepe yrnpaseHus.

e BHewHun cepsep LDAP. B HacToswee Bpems nopaepxusarotca Microsoft Active Directory u
OpenLDAP. 3T0T cepBep [oMmKeH HaXoauTLCS Ha BHelHeM cepBepe Microsoft Windows, nogknto4eHHOM
K ceTun ynpasneHus. Npn ncnonb3osaHmm BHelHero cepsepa LDAP nokanbHbIn cepBep ayTeHTudukaumm
OTKJ/O4aEeTCS.

BHumaHue: Y1066l HacTpouTb MeToa NpuBA3kK Active Directory ans ncnonb3oBaHus y4eTHbIX AaHHbIX
0151 BXOL,a, Ha KOHTpOJNiepax yrnpasfieHUst MaTepUHCKUMM NiaTtamun fist BCexX yrnpaBnsieMbiX CEPBEPOB
DOMKHa ObITb MUKPONpOorpamMmma ot ceHTs16psa 2016 r. nnm HoBee.

¢ BHelHasa cuctema ynpasieHus ngeHtudukaumen. B HacTosLee BpeMsi NOAAEP KMBAETCS TOMbKO
CyberArk.

Ecnu y4eTHble 3anncu nonb3oBarenei ans cepeepa ThinkSystem wnu ThinkAgile pernctpupytotcs B
CyberArk, moxHo HacTpouTb XClarity Administrator ans nsenedeHns y4eTtHbix gaHHbix n3 CyberArk ons
BXOZa Ha cepBep Npu NepBoHa4asibHON HACTPOIKE CEPBEPOB OJ15 yNpaBfieHns (C ynpasisemMon nnm
JloKanbHOWM ayTeHTucpmrkaumen). 1asneds yyetHble faHHble n3 CyberArk MOXHO TOSIbKO nocre
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onpegeneHus nyten CyberArk B XClarity Administrator n yctaHoBku B3anmHoro gosepus mexgy CyberArk
n XClarity Administrator ¢ ncnons3sosaHuem B3anmMmHom ayTeHTUdmKaumm B TLS 1 KNMEHTCKMX
cepTundmnKaTos.

BHewHun SAML nocTaBwmk yaocroBepeHuin. B HacTosLLee Bpemsa nogaepxxusaetcs Microsoft Active
Directory Federation Services (AD FS). B gpononHeHne Ko BBOLy UMEHN NOMb30BaTENSA U Naposisi MOXXHO
HacTPoOUTb MHOrOaKTOPHYIO NMPOBEPKY MOANHHOCTY, 06ECMEYMBAIOLLYIO AOMOMAHUTENBHYIO
6e30nacHOCTb, Tak Kak TpebyeTcs BeecTu MNNH-kog, cHnTatb CMapT-KapTy U NPeaocTaBnTb cepTudumkar
knuenTa. MNMpu ncnonesosaHun SAML nocTaBLUMK yOOCTOBEPEHNI CEPBEP NIOKASTbHOW ayTeHTUdMKaLmn
He oTKno4aeTcs. [nsg NpsMoro BXxofa B CUCTEMY yNpaBiseMon pambl Uiy cepeepa (eCnv Ha 3TOM
YyCTpOWCTBE He BKItoYeHa Encapsulation) n gpns ayteHtudumkayum Ha ocHose PowerShell n REST AP, a
TaKXXe 4J11 BOCCTaHOBJIEHNS, EC/IN BHELLHSA ayTeHTUMKauns HepocTynHa, TpebytoTcs NoKasbHble
y4eTHbIE 3anncu nosib3oBaTenen.

Mo>xHO ncnone3oBatb 1 BHeWwHUA cepsep LDAP, 1 BHELWHNI A NocTaBLMK yaocToBepeHni. Ecnm
BKJtOYEHbI 06a cepBepa, BHellHun cepsep LDAP ncnonbsyeTtcsa ana npamoro Bxofa B CUCTEMY
ynpasnsieMblX YyCTPOWCTB, a NOCTaBLUMK YOOCTOBEPEHNI — O/15 BXOAa Ha CepBep ynpaseHus.

[ononHuTenebHble CBEAEHNSI O cepBepax ayTeHTUdmkaumm cM. B pasgene YnpasneHre cepsepomM
ayTteHTUdrkaumm B gokymeHtaumm no XClarity Administrator B VIHTepHeTe.

AyTteHTudmkaymsa ycTponcTs

Mo ymon4aHuio ycTporcTea ynpasnsioTcs C MOMOLLBIO ynpasnseMon ayTeHTudukauum XClarity
Administrator gns Bxoga B cuctemy yctponicTea. [pu ynpasneHnn CToe4HbIMIN cepBepami 1 pamoil Lenovo
0719 BXOAa B yCTPONCTBA MOXKHO BbIOpaThb TOKASIbHYIO MW YNpaBnisieMyto ayTeHTudnkaumio.
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Ecnu onsa cToe4vHbIX CEpBEPOB, pambl LENOVO 1 CTOEYHbIX KOMMYTAaTOpOoB Lenovo nprumMmeHsaeTcs
JnokanbHas ayteHTugukayms, XClarity Administrator ncnonbsyet coxpaHeHHbIe Y4HETHbIE AaHHbIE ANS
ayTeHTUMKaLmmn Ha yCTponcTBe. CoxpaHeHHbIe yHETHbIE aHHbIe MOTYT 6biTb aKTUBHON YH4ETHOW
3anncblo Nonb3oBaTens Ha YCTPOWCTBE U YHETHOW 3anuncbio Nofb3oBaTensi Ha cepaepe Active
Directory.

B XClarity Administrator Heo6xoanmMo co3naTb COXPaHEHHbIE YHETHbIE AaHHbIE, KOTOPbIE COOTBETCTBYIOT
aKTUBHOW Y4ETHOI 3anncu NoJib3oBaTeNs Ha YCTPOWCTBE WKW YHETHOIN 3anucuy Nosib3oBaTens Ha cepBepe
Active Directory, npexxge 4eM NpucTynatb K yrpasieHno yCTPONCTBOM C NMOMOLLIbIO JTOKaJIbHOW
ayTeHTUdUKaumm (CM. pasgen YnpasneHne CoXpaHeHHbIMN YYeTHbIMW faHHbIMU B AOKYMEHTaUMmM No
XClarity Administrator B iHTepHeTe).

MpumeyvaHus:

— Ecnu gnsa yctpoinctea BKitoYeHa NokanbHas ayTeHTUuKauus, USMeHUTb A1 HErO COXPaHeHHbIe
y4eTHbIE AaHHble ¢ nomoLLpbto XClarity Administrator HEBO3MOXXHO.

— YctpoiictBa RackSwitch nogaep>kmBatoT coxpaHeHHble y4eTHbIE faHHbIE AN ayTeHTUUKaumn.
Y4yeTHble gaHHble nonb3oBartenent XClarity Administrator He nopgaep>xmBatoTcs.

Ynpasnsemas ayteHTunkaLms NO3BONAET YyNPaBnsaTb HECKONBKMMU YCTPOUCTBAMU 1 OTCIIEXMBATL UX C
MOMOLLIbIO YHETHbIX AaHHbIX Ha cepBepe ayTeHTudmkauyun XClarity Administrator, a He nokanbHbIx
y4eTHbIX AaHHbIX. Eciv ona yctponcTea ucnonb3yeTcs ynpasnsemasi ayTeHTUrKauus (He KoMMyTaTopbl
n He cepBepbl ThinkServer n System x M4), XClarity Administrator HacTpanBaeT yCTpONCTBO U ero
yCTaHOBJIEHHbIE KOMMOHEHTbI Ha UCMoNb30BaHne cepaepa ayTeHTudmkaummn XClarity Administrator gns
LEeHTPaIM30BaHHOMO ynpaseHus.

— Ecnu ynpaensiemas ayteHTUdUKaLNS BKNOYEHA, AN YNpaBneHns yCTPoNCcTBaMu MOXKHO
NCMONb30BaTh YYETHbIE AaHHble, BBOAMMbIE BPYYHYIO, UM COXPaHEHHbIE YYETHbIE AaHHbIE (CM.
pasgenbl YnpasneHue y4eTHbIMU 3anmcsamiy nons3osaTtenein U B gokyMmeHTaumm no XClarity Administrator B
NHTepHeTe).CoxpaHeHHbIE YHETHbIE AaHHbIe NCMONb3YTCS TONBKO 0 Tex nop, noka XClarity
Administrator He HacTpouT napameTpbl LDAP Ha ycTpoiicTee. [Mocne 3Toro Bce n3MeHeHusi B
COXPaHEHHbIX YYETHbIX AaHHbIX HE OKa3bIBalOT BANSHNUS Ha yNpaBiieHne Uin MOHUTOPUWHI yCTPOWCTBA.
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Ecnun ncnoneadyetcsa nokanbHbIn nnuv BHewHWU cepeep LDAP B kadecTse cepaepa ayTeHTudmnkaumm
XClarity Administrator, y4eTHble 3anMcu nonb3oBaTeneil, KOTopbIE OnpeaeneHbl Ha cepeepe
ayTeHTUdmKaumu, ncrnonbaytotes gns sxoga B XClarity Administrator, CMM 1 KoHTponnepbl
ynpaeneHus MatepuHckon nnatoin B goMmeHe XClarity Administrator. JlokanbHble y4eTHble 3anicu
nonb3oBatenen CMM 1 KoOHTponnepa ynpasneHus OTKIOYEHbI.

Mpumevanue: [nsa cepsepos Think Edge SE450, SE350 V2 n SE360 V2 nokanbHas y4eTHas 3anuncb
NnoJib30BaTeNs Mo YMOIHaHMIO OCTAETCS BKITHOYEHHOW, @ BCE OCTaSIbHbIE JIOKANbHbIE YYETHbIE 3an1cu
OTKJ/THOYaKoTCS.

Ecnu ncnoneayetcsa noctasLumk ygoctoBepeHuin SAML 2.0 B kadecTBe cepBepa ayTeHTUdMKaLmm
XClarity Administrator, y4eTHble 3anucun SAML HegoCTyMNHbI ANs ynpaensiemMblx ycTponcts. OgHako
ecnu noctaBWuK ygoctosepeHmin SAML n cepeep LDAP ncnonb3ytoTcst BMECTE, 1 €CN MOCTaBLLMK
YyOOCTOBEPEHNIA MCMOSNB3YET YYeTHbIE 3anucu, cyLlecTsylome Ha cepaepe LDAP, yyeTHble 3anucu
nonb3osaTenen LDAP MOXHO ncnonb3osarh Ans BXo4a Ha yrnpasnsieMble YCTPONCTBa, a 6osee
CNoXHble cnocobbl ayTeHTUdUKaumu, npegoctasnaemole SAML 2.0 (Hanpymep, MHorohakTopHas
ayTeHTUMKauns n egnHbIi BXod), MOryT ucnons3oBatbes ans Bxoga B XClarity Administrator.

EAVHbIN BXOA NO3BOMSET NONB30BATEN0, KOTOPbIN Y>ke BbinonHu Bxog B XClarity Administrator,
aBTOMaTNYECKUN BXOAUTb B KOHTPOSIEP YNpaBeHns MaTEPUHCKOM nnaton. EamHeIn Bxoa BKroYaeTcs
no ymMosyaHuto, ecnu ynpasneHne cepsepoM ThinkSystem nnu ThinkAgile ocyliectensieTcs ¢
nomoupto XClarity Administrator (kpome cny4daeB, Korga ynpasneHne cepBepamMm OCYLLLECTBNSIETCS C
nomoLpsto naponen CyberArk). Mo)xHO 3afaTb rnobanbHyto HaCTPONKY AN BKIKOYEHUS U
BbIK/TIOYEHNS €OQUHOro BXOAA Ha BCex ynpaenseMbix cepBepax ThinkSystem u ThinkAgile. MNpnu
BKJIIOYEHUN €AMHOro BXoAa ons onpeaeneHHbix cepsepoB ThinkSystem n ThinkAgile
nepeonpepenseTca rnobanbHas HacTponka onga scex cepeepoB ThinkSystem un ThinkAgile (cm. pasgen
YnpaeneHue cepepamu B fokymeHTaumu no XClarity Administrator B IHTepHeTe).

MpumevaHue: [Npu ncnonb3oBaHUM oNs ayTeHTUMUKALUN CUCTEMbI YNPaBieHns noeHTuguKaumnen
CyberArk chyHKLMSA eanHOro BXxoaa OTKJII0HaETCs aBTOMATNYECKN.

Mpwu BKAOYEHHOW yripaBnsemMon ayTeHTudukauum ans cepsepos ThinkSystem SR635 n SR655:

— Muvkponporpamma KOHTposepa ynpaBeHnst MaTepUHCKON NiaTtol Nogaep XmBaeT 4o NATU ponen
nonb3oBaTenen LDAP. XClarity Administrator go6aensiet aTu ponu nonb3osatenein LDAP k
cepBepaM BO BpeMms yrnpasneHus: Ixc-supervisor, Ixc-sysmgr, Ixc-admin, Ixc-fw-admin n Ixc-os-
admin.lNonb3oBaTenu AoMKHbI 6biTb HA3HAYEHbI NO KPaNHEN Mepe OAHOWN U3 YKa3aHHbIX POneil
noneb3oBaTenen LDAP ans ceasu ¢ cepsepamm ThinkSystem SR635 n SR655.

— Mukponporpamma KoHTposiepa yrnpasieHns He nogaep>xuBaeT nosib3oBartenen LDAP ¢ Tem xe
MMEHEeM MOoNb30BaTess, YTO 1y TOKaNIbHOrO Nob30BaTenNs cepsepa.

Ins cepBepoB ThinkServer n System x M4 cepsep ayteHTudmkauumn XClarity Administrator He
ncnonb3dyetcs. BMecTo aToro Ha ycTpoincTee cosgaeTcs yyeTHas 3anuck IPMI ¢ npedunkcom «LXCA_»,
3a KOTOpbIM criegyeT criyyaliHas ctpoka. (CylecTBytoLme TOKanbHbIE YHETHbIE 3anncu
nonb3osaTtenen IPMI He oTkntovatoTcs.) Npu npekpalyeHnn ynpasneHus cepsepom ThinkServer
y4eTHas 3anncb nonb3oBatens «LXCA_» oTknoyaeTcs, u npedukc «LXCA_» 3ameHsaeTcsa npedkcom
«DISABLED_». YT06bI ONpenennTb, ynpaensieTcs m cepsep ThinkServer opyrm ak3emnnisipom,
XClarity Administrator npoBepsieT Hannuune y4eTHbix 3anucen IPMI ¢ npedukcom «LXCA_». Ecnu Bbl
peLuunnv nepeBecTy ynpasnsemblii cepsep ThinkServer Ha NpyHyaMTENbLHOE YNpaBfieHNe, BCE YYETHbIE
3anucm IPMI Ha ycTpoiicTse ¢ npedukcom «LXCA_» OTKOHaTCS U NePENMEHOBbLIBAIOTCS.
B0o3MOXXHO, CTOUT BPY4YHYIO yaanuTb y4eTHble 3anucu IPMI, koTopble 60sibLue He UCMOb3YTCS.

Ecnu Bbl ucnonb3yeTe y4eTHbIe AaHHble, BBOAMMbIE Bpy4HYto, XClarity Administrator asTomatyecku
CO3[aeT COXpaHeHHbIE YYETHbIE fAaHHbIE N UCMOJIb3YET NX NS YNPaBieHns yCTPONCTBOM.

MpumevaHus: Ecnv ona yctpoicTea BKOYeHa ynpaBnsemas ayTeHTugmnkaunsi, uaMeHuTb 418 Hero
COXpaHeHHble y4eTHble faHHble ¢ nomolpbto XClarity Administrator HeBO3MOXXHO.
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— TMpu Ka>XOOM ynpaBneHnn YyCTPOWCTBOM C UCMOJIb30BaHMEM YHETHbIX AaHHbIX, BBEAEHHbIX BPYYHYHO,
L1151 3TOr0 YCTPONCTBA CO3at0TCSl HOBbIE COXPAHEHHbIE YYETHbIE JaHHbIE, laXKe eC B XOAe
npenblgyLlero npowecca yrnpasneHus Ans aToro ycTponcTea 6611 Co3faHbl Apyrme CoXpaHeHHble
y4eTHbIE AaHHbIE.

— [Mpwu npekpalleHun ynpasneHns ycTponctesoMm pelleHne XClarity Administrator He yoanseTt
COXpPaHeHHbIe YYETHbIE aHHble, KOTOpPble OblM aBTOMATUYECKN CO3LaHbl ANs 3TOro YCTPONCTBA B
xo[e npouecca ynpasfieHNs.

YdyeTHasi 3anucb Nosb30BaTeNA AJisi BOCCTAHOBJIEHUSA

Ecnun 3agaH naponb BocctaHoBneHus, XClarity Administrator oTknto4aeT NnokanbHyo yY4eTHYI0 3anucb
nonb3osatens CMM vnun KoHTponnepa ynpaefieHnsi 1 cO34aeT Ha YCTPONCTBE HOBYHO YYETHYHO 3aMnnchb
noJsib3oBaTens Ansd BOCCTaHoBMeHWs (RECOVERY_ID), MpegHa3Ha4YeHHyo Ang ayTeHTudukaumm B 6ygyLiem.
Ecnun nponcxogut c6oi cepeepa ynpasneHnsi, MOXKHO MCMOJIb30BaTh YYETHYIO 3anuck RECOVERY_ID gns
BXOAa B CUCTEMY YCTPOWNCTBA, YTOObI NPEANPUHSATL AENCTBUS MO BOCCTAHOBNEHUIO (DYHKLUNIA yrpaBneHmns
YYETHbIMW 3arNMCAMU Ha YCTPOWCTBE, NoKa y3en ynpasieHus He 6yneT BOCCTaHOBNEH UM 3aMEHEH.

Ecnu Bbl NpekpallaeTe ynpaeneHne yCTPOWCTBOM, Y KOTOPOIro eCTb y4eTHas 3anvchb Nonb3oBaTtens
RECOVERY_ID, BCe JIOKasibHble YYETHbIE 3an1cK Nnonb3oBaTteneil BKIoYaTCs, a y4eTHas 3anmnch RECOVERY _ID

yoansieTcsi.

e Ecnu Bbl UBMEHSAETE OTKIIOYEHHbIE JIOKANbHbIE Y4ETHbIE 3anncy NoNb3oBaTenen (Hanpumep, N3MeHsIeTe
napoJib), 3TN UBMEHEHUSI HE BIMSAIOT Ha YYETHYIO 3anuncb RECOVERY_ID. B pexxume ynpasnsemoi
ayTeHTUMKaLMKN yHeTHas 3anncb RECOVERY_ID — eQUHCTBEHHAsA, KOTOpPas akTMBMPYETCS 1 paboTaerT.

® YyeTHas 3anucb RECOVERY_ID MCMONb3YETCH TONBKO B YPE3BbIYaHbLIX CUTYaUMsX, Hanpumep npu c6oe Ha
cepBepe ynpasfieHns unv ecnv npobiema C CETbIO He MO3BONSAET YCTPONCTBY OOMEHNBATLCS AaHHBIMU C
XClarity Administrator gns ayteHTudrkaumm nons3osarenen.

¢ [laponb RECOVERY_ID 3afaeTcs npu o6Hapy>keHun ycTporictea. O6s3aTeNbHO 3anuwinTe Naposb Ans
MOCNeayoLLEro NCroJib30BaHus.

¢ Yctpouctea RackSwitch nogaep>xnBatoT COXpaHeHHbIE yYeTHbIE OaHHble NS ayTeHTUgrKaumn. YyeTHble
OaHHble nonb3osatenen XClarity Administrator He nogaep>xxusarotcs.

CBefeHnst 0 BOCCTaHOBMEHNN YNpaBeHns yCTPONCTBOM CM. B padfenax BoccTaHoBneHVe ynpaBneHns pambl
¢ CMM nocne c6os y3na ynpaeneHusi U BoccTaHoBneHne yrnpaBneHnst CToe4YHbIM UK GalleHHbIM CepBEPOM
nocrne c6osi cepsepa ynpasnenus B AokyMmeHTauum rno XClarity Administrator B iHTepHeTe.

Y4yeTHble 3anucu nosib3oBaTenen n rpynnbl ponen

YyeTHble 3anmucy none3oBaTtesne ncnonb3ytoTes ons Bxoga B Lenovo XClarity Administrator, a Takxe Bce
yrnpaBsnisieMble pambl U CEPBEPbI, U YyNPaBieHNs UMK, Y4eTHble 3anucu nonb3osatenen XClarity Administrator
y4acTBYIOT B ABYX B3aMMO3aBMCUMbIX NpoLeccax: ayTeHTUMKaUmsa n aBTopumsanus.

AyTeHTHUKayMsi — 3TO MexaHn3M 6e30MacHOCTH, C MOMOLLbIO KOTOPOIro NPOBEPSOTCS YHeTHbIE AaHHbIe
nonb3oBatens. Mpouecc ayTeHTUdUKaLMM CNONBb3YET YHETHbIE AaHHbIE NMONb30BaTENS, KOTOPbIE XPaHATCS
Ha HAaCTPOeHHOM cepBepe ayTeHTudMKauun. OH Takxxe NpefoTBpaLLaeT OCTYM K pecypcamM CO CTOPOHbI
HecaHKUVOHNPOBaHHbIX CEPBEPOB YrpaBeHnst U CUCTEMHBIX NMPUMNOXEHWUI, YNPaBNseMbIX
3MnoyMblILNEHHMKaMK. MNocne NpoBepKy NOANMHHOCTM NONb30BaTeNs MOXKHO Nony4nTb gocTtyn K XClarity
Administrator. OgHako s [OCTyna K KOHKPETHOMY Pecypcy Ui BbINMOJTHEHMIO KOHKPETHOW 3aaa4um
Mob30BaTESNO TaKKe HEOOXOAMMbI COOTBETCTBYHIOLLME Pa3peLLEHUS.

Pa3spelueHne NpoBepsieT NOHOMOYMNS ayTEHTUMDNLMPOBAHHOIO NOMb30BaTeNs 1 YNPaBnseT AOCTYNOM K
pecypcam Ha OCHOBe YNieHCTBa NoMb30BaTeNs B rpynnax poneit. [pyrnb posaei NCnonb3ytoTca ans
Ha3Ha4YeHus onpeaeNieHHbIX poreii Habopy YHeTHbIX 3annce Nonb3oBaTenen, KOTopble ONpeaenstoTCs 1
yNpaBnsioTCs Ha cepBepe ayTeHTuduKkaummn. Hanpumep, eciv nonb3oBatenb SBASETCS YEHOM rpynnbi
porneii, KoTopas UMeeT paspeLLEHNs aAMUHNCTPATOPAa, 3TOT MOSIb30BaTeNlb MOXXET CO30aBaTh,
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pefakTMpoBaTh 1 yaansaTb y4eTHble 3anucu nonbaosatenein ua XClarity Administrator. Ecnn nonb3osaTtens
NMeET paspeLUeHns onepaTopa, 3TOT NONb30BaTENlb MOXET TOMIbKO MpocMaTprBaTh CBEAEHNS YHETHON
3anucum nonb3osartens.

JononHutenbHbie cBegeHns 06 YYeTHbIX 3anucsix Nosib3oBaTenen u rpynnax posien CM. B pasgene
YnpagneHve y4eTHbIMU 3anucamm nonb3osateneil B gokymeHTaumm no XClarity Administrator B VIHTepHeTe.

Be3onacHocTb yquHoﬁ 3anucum noJsb3oBaTens

MapameTpbl y4ETHOWN 3anMcu NONbL30BATENSA YNPABAAT CIIOXHOCTBIO NAapos, 6/IOKMPOBKON YHETHOW
3anvcu 1 TariM-ayToM Beb-ceaHca nocne HeakTMBHOCTU. 3HaveHns napamMeTpoB 6€30MaCHOCTU YHETHON
3anncm MO>XXHO U3MEHUTb.

JononHutensHble CBeAeHNS 0 napameTpax 6€30NacHOCTN YHETHON 3anucu cM. B pasgene VismeHeHne
napameTpoB 6e30MacHOCTY Y4ETHOW 3anncy nonb3osartens B AokymeHTauum no Lenovo XClarity Administrator
B IHTepHeTe.

3ameuaHusi N0 BbICOKOMY YPOBHIO AOCTYMHOCTHN

YT106bI HACTPOUTL BbICOKYIO [OCTYNHOCTL Ans Lenovo XClarity Administrator, ucnonesyiite cyHkumm
BbICOKOW [OCTYMHOCTU, KOTOPbIE ABASIOTCS YaCTbiO ONepauUoOHHON CUCTEMBI XOCTa Unn cpeabl
KOHTEHEepOB.

Docker

Docker Datacenter Mo)XHO MCNonb30BaTh AN HACTPOWKN Cpeabl BbICOKOW AOCTYNMHOCTU AN KOHTEHEPOB
XClarity Administrator, paboTatomx nog ynpaeneHnem Docker Engine. [JononHuTenbHbIE CBEAEHNS O
BbICOKOI [OCTYNHOCTU Ha 6a3e Docker Datacenter cm. B pasgene Be6-cTpaHuLa apXUTeKTypbl BbICOKOW
JocTynHocTy u npunoxkeHnin ¢ Docker Datacenter.

Citrix

Mcnonb3ayinTe yHKLMIO BbICOKOW OCTYNMHOCTU, NpepocTaBneHHyto anst cpeabl Citrix. [JlonofHUTENbHbIE
CBefieHUs CM. B pasgene Peanusauus Beicokoi goctynHocTy (Citrix) B gokymeHTauum no XClarity Administrator
B VIHTepHeTe.

KVM (CentOS, RedHat, Rocky u Ubuntu)

MoxkHo ucnonbzosatb OpenStack, nnu ecnm cpega BbICOKOW AOCTYMHOCTU YXXe peanin3oBaHa, Bbl MOXeETe
NPOAOMKAaTb MCMNOJIb30BaTh Y>Ke CYLLECTBYIOLLME BHYTPEHHME NpoLecchl. [JononHNTeNbHbIE CBEAEHUSA O
BbICOKOM ypoBHe focTynHocTy OpenStack cm. B pasgene Peannsauums Boicokoii foctynHocTu (KVM) B
nokymeHTauum no XClarity Administrator B VIHTepHeTe.

Microsoft Hyper-V

McnonbayinTe hyHKLUMIO BBICOKON JOCTYNMHOCTM, NpegocTasneHHyto onsi cpegpl ESXi. CeegeHus cm. B
pasgene Peanusauys Boicokoi gocTynHocTy (Microsoft Hyper-V) B fokymeHTaumm no XClarity Administrator B
WHTepHeTe.

Nutanix AHV

McnonbayinTe yHKLMIO BICOKOW OCTYMHOCTU BUPTYabHOM MalUVHbI, MPELOCTAaBEHHYO A5 cpeabl
Nutanix AHV. [JononHuTenbHble cBeAeHMs CM. B pasfene Peanusauus Bbicokol fgoctynHoctu (Nutanix) B
nokymeHTtauum no XClarity Administrator B VIHTepHeTe.

VMware ESXi

B cpepe Bbicokori gocTynHocTh VMware HECKONBKO XOCTOB HAacTPOeHb! Kak knactep. ObLuee XxpaHunuiie
Mcnonb3yeTca AN co3gaHusa obpasa gucka BupTyansHou MawunHbl (BM) onsa xoctoB B knactepe. BM
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paboTaeT OQHOBPEMEHHO TOMBKO Ha OGHOM XOCTeE. [py BOZHUKHOBEHWN NPOGEMbI C BUPTYanbHOW
MaLLVHOW Ha PE3EPBHOM XOCTE 3anyCcKaeTCAa OPYron 9K3EMMAAP 3TON BUPTYasibHON MaLUUHbI.

VMware High Availability TpebyeT cnegytowiye KOMNOHEHTbI:

¢ Kak MMHUMYM OBa XOCTa, Ha KOTOPbIX yCTaHOBNEHO ESXi. OTn XOCTbl CTAHOBATCS YacThIO Krnactepa
VMware.

e TpeTuin xocT, Ha KoTopom ycTaHoBneH VMware vCenter.

PekomeHpauums: y6eamTech, 4To Bbl ycTaHaBnMBaeTe Bepcuto VMware vCenter, KoTopasi COBMeCTUMA C
Bepcuamn ESXi, ycTaHOBNEHHbIMM Ha XOCTax, KOTopble GyayT UCMOMb30BaTbLCA B KiacTepe.

VMware vCenter MOXeT 6bITb YCTaHOBMIEH HA OQHOM 13 XOCTOB, KOTOPbIE NCMOMNB3YIOTCA B KnacTepe.
OpHako, ecnun 3TOT XOCT OTKITFOYEH UM HEAOCTYMNEH, Bbl TAKXe TepsieTe JocTyn K nHtepdericy VMware
vCenter.

e Obuee xpaHunuLe (XpaHunuLLa gaHHbIX), 4OCTYMN K KOTOPOMY MOTYT MOMyYnTb BCE XOCTbl B KNlacTepe.
Mo>kHO ncnosib3oBaTb M0G0 TUM 06LLEro XpaHunmwa, nogaepxxmnsaemoii VMware. XpaHunuie gaHHbIX
ncnonbadyetcsa VMware ans onpegeneHnst Toro, [OMMKHA N BUPTYarbHas MallvHa NepeknioyaTbes Ha
OpYyroi XocT (HacToTa 06MeHa).

CeepneHus o HacTpolike knactepa VMware High Availability cm. B pazgene Peannsaumsi BbICOKOI AOCTYMHOCTY
(VMware ESXi) B pokymeHTaumu no XClarity Administrator B VIHTepHeTe.

Features on Demand

Features on Demand akTuBMpyeT KOMMOHEHTbI, He TPebys YCTaHOBKM 060pyA0BaHMS UK NpUobpeTeHus
HOBOro 060pyAoBaHusA. 3Ta aKTUBaLUS BbINOSIHAETCS NyTEM NPUOOPETEHNS N YCTAHOBKM
cooTBeTCcTBYloLero kntoya Features on Demand.

YT106bl NCNONBL30BaTbL Onepauun yaaneHHoOro yrnpasneHms 1 passepTbiBaHNS onepaLioHHON CUCTEMbI B
Lenovo XClarity Administrator, Heo6xoanmo BktounTb ypoBeHb XClarity Controller, ypoBeHb Enterprise nnu
pacLumpeHHoe obHosneHe MM ans cepBepoB, Y KOTOPbIX NO YMOMYaHUIO 3TN (PYHKLIMN HE aKTUBUPOBaHBbI.
OTn onepauun Takxe TpebytoT, 4TObb! Ha cepBepax ThinkSystem, Converged n System x 6bin ycTaHOBNEH
kntoy Features on Demand ans yoaneHHoro npucytctans. MoXXHO onpenennTb, cnegyeT Nn BKIYNTb,
OTK/IOYMTb UM HE YCTaHaBMBaTb YAANIEHHOE NPUCYTCTBUE Ha CepBepPE, Ha cTpaHuue «CepBepbl» (CM.
pa3gen MNpocMoTp cocTosiHUA ynpasnsiemoro cepeepa B AokyMeHTauum no XClarity Administrator B
WHTepHeTe).

HekoTopsble paclumpeHHble yHKLUMN CepBepa akTUBMPYIOTCA C NOMOLLbIO Kntoyel Features on Demand.
Ecnun dyHKLM UMEoT HacTpanBaeMble NapamMeTpbl, KOTOpble 0TOBparkaloTcs Bo Bpems ycTaHoBku UEFI,
MO>XHO HacTPOUTb STOT NapameTp, ncnosbays LLIabnoHbl KoHdUrypauum; ogHako noslyvyeHHast
KOH(pMrypaums He akTMBUPYETCSA A0 TEX Mop, NoKa He 6yaeT yCTaHOBNEH COOTBETCTBYIOWMIA Knto4 Features
on Demand.

MpumevaHue: Bbl He MOXXETE YCTaHOBUTL UK yNpaBnsTb kntodamu Features on Demand depes XClarity
Administrator; ogHako MO>XHO NPOCMOTPETL CNUCOK Kntoyel Features on Demand, KoTopble B HacTosiLLee
BpeMS YCTaHOBMEHbI Ha ynpaBnseMbix cepeepax. [JononHUTeNbHbIE CBEAEHUSA O MPOCMOTPE
yCTaHOBIEHHbIX Kntoden Features on Demand cm. B MpocmoTp knaeuw Feature on Demand B AOKyMeHTaLum
noXClarity Administrator B VIHTepHeTe.

MpuobpeTeHne n yctaHoBKa knoden Features on Demand:
1. MpnobpeTnTte 06HOBNEHNE Features on Demand, ncnone3yst COOTBETCTBYIOLLMI HOMEP KOMMOHEHTA.

Mo>xkHO nprobpecTu Kno4n Yepes Be6-noptan Features on Demand. Koraa Balua nokynka éynet
3aBepLUeHa, Bbl MOJTYYUTE KOL aBTOPU3aLMn No 3N1EKTPOHHON MoyTe.
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2. B Be6-noptan Features on Demand, BBeQMTe Kog, aBTOpM3aLmn, KOTOPbIA Bbl MOMAYYNIN, a TaKKe
YHUKaSIbHbI CUCTEMHbI OEHTU(UKATOP cepBepa, KOTOPbI Bbl COOUPaeTeCb OOGHOBUTB.

3. Barpysute knto4 akTuBauum B Buge .KEY-canna.
4. 3arpysunTe KoY akTMBaLMm B KOHTPOSIep ynpasneHus ans cepesepa.
5. MNMepesarpysute cepsep. [locne 3aBepLueHns nepesanycka yHKLUMA OyaeT akTuBMpoBaHa.

LononHutenbHble cBegeHus o kntoyax Features on Demand cm. B pasgene Vicnonb3osaHue Lenovo Features
on Demand.
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NnaBa 3. YcrtaHoBKa Lenovo XClarity Administrator

CyLuecTByeT HECKONBKO CNOCOBO0B NOAKMI0YEHMS YpaBAseMbIX YCTPONCTB K CETU 1 HACTPOWKN
BMpTyanbHoro yctporictea Lenovo XClarity Administrator gns ynpasnennst umu. Vicnonb3syinte nHhopmaumio
B 9TOM pasfesie B Ka4eCTBE PYKOBOACTBA NO HACTPOVKE ynpasfseMbiX yCTponcTs n yctaHoske XClarity
Administrator

B aToMm pasgene onncbiBaeTcst NOPSOOK HACTPOWKN HECKOMBKNX PAaCNPOCTPaHEHHbIX TONOAOrni. ITOT
pasgen He oxBaTbiBaeT BCE BO3MO)KHbIE TOMOMOMMN CETEN.

BHuumanue: [Ons ynpasneHus yctporicteamu XClarity Administrator Heo6xoamMmMo nmeTs JOCTYN K CeTn
ynpasneHus.

Moppo6Hee:

. E YctaHoBka Lenovo XClarity Administrator 8 VMware vCenter

. E YctaHoBka Lenovo XClarity Administrator B VMware vSphere

. E YcTtaHoBka Lenovo XClarity Administrator B Windows Hyper-V

. m YcTtaHoBka Lenovo XClarity Administrator B Red Hat KVM

EpnHas ceTb AaHHbIX U ynpasneHuns

B aToln ceTeBon Tononornn cetb nepegaqn gaHHbIX 1 CETb ynpaB/ieHNA — 3TO OHa N Ta XXe CETb.

MNepepn Hayanom pa6oTbl

Y6eautecnb, YTO BKIIKOHYEHbI BCE COOTBETCTBYIOLLME NOPThI, BKKOHYas NopThbl, KoTopble TpebytoTca XClarity
Administrator (cm. pasgen LocTynHOCTb NOPTOB).

Y6enuntechb, 4TO Ha KaXXKOOM YCTPOMCTBE, KOTOPbLIM Npegnonaraetcs ynpaendatb ¢ nomoLsto XClarity
Administrator, ycTaHoBNeHa MMKponporpamMmMa, yooBeTBopsoLLas MUHAMASIbHbIM TPEOOBaHNSM.
MwuH1ManbHO HEOOXOOUMbIE YPOBHM MUKPOMPOrpaMmMbl MOXXHO HanTu B Be6-cTpaHuua nogaepxkm XClarity
Administrator — coBMecTMMOCTb, OTKPbIB BKNaaKy COBMECTUMOCTb U LLIENIKHYB CCbIIKY A1s1
COOTBETCTBYIOLLMX TUMOB YCTPOMNCTB.

Ba)kHo: HacTpolite ycTponcTBa 1 KOMMNOHEHTbI TakM 06pa3oM, YTOObI CBECTU K MUHUMYMY N3MeHeHus |P-
appecoB. PaccMoTpuTe BO3MOXXHOCTb UCMOJIb30BaHNs cTaTudecknx |IP-agpecoB BMECTO NpOTOKoOsa
OunHammnyeckon Hactpoinku xoctos (DHCP). Ecnu ncnonbayetcs npotokon DHCP, y6eauTeck, 4to
nameHeHus IP-agpeca cBefieHbl K MUHAMYMY.

06 aTou 3apave

[ns BupTyaneHbIX yCTPoNCTB BCs cBA3b Mexay XClarity Administrator n ceTbio ocyliecTensieTcs Yepes
ceteBoi nHTepdeiic ethO Ha xocTe. [1ns KOHTENHEPOB MOXXHO UCMOIb30BaTh NONb30BaTe/IbCKOE NMS;
OflHaKo B 3TOM cLeHapun ncnonbsyetcs ethO.

BaxkHo: Peanusaums obLuein ceTn AaHHbIX 1 yNpaBieHnus MOXET NpUBECTU K c6osm Tpaduka, Hanprumep
BbINageHVIO NaKeToB UM Henonagkam NoaKNioYeHns CeTN ynpasneHnsi, B 3aBUCMMOCTU OT KOHpurypauum
BaLlen ceTu (HanpumMep, ecny Tpaduk OT CEPBEPOB NMEET BbICOKUI NPUOPUTET, a TPauK OT KOHTPONJIEPOB
ynpasneHnst UMeeT HU3Kn npuoputeT). CeTb ynpaeneHus ncnonbdyet UDP-Tpaduk B gononHeHune kK TCP.
UDP-Tpaduk MoXeT umeTb 6ornee HASKUA NPUOPUTET NPKU BbICOKOM CETEBOM TpaduKe.
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Ha pucyHke Hxe nokasaH oguH 13 Cnoco60B HAaCTPOMKK Cpeabl 415 CryYas eqUHON CETU AaHHbIX U
ynpasnenns. Lindpbl Ha pucyHKe COOTBETCTBYIOT MPOHYMEPOBAaHHbLIM Laram, OnMCaHHbIM B CNeayLLnX
pasgenax.

MpumeyaHue: Ha aToM pucyHKe He NoKasaHbl BCe BO3MOXXHbIE BapuaHTbl MOAKMOHEHS, KOTOPble MOryT
noTpe6oBaTbCs AN Balleil cpefbl. Ha 3ToM puycyHke AEMOHCTPUPYIOTCS TONBKO TpeGoBaHUs K
NOOKJIOYEHUNIO CTOEYHBIX CEPBEPOB, CTOEYHbIX KOMMYTaTOpPOB, KOMMyTaTopoB Flex n mogynein CMM,
CBsi3aHHble C HACTPOWKOI eVHOIN CeTU AaHHbIX 1 yrpaBeHust.
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Puc. 8. Mpumep equHOL TOMOIOrvM CETY faHHbIX U YrpaBieHusi 4151 BUPTYalbHOo yCTpoicTBa

44  Lenovo XClarity Administrator PykoBoACTBO Mo NnaHnpoBaHuio 1 yctaHoekeans cpen CentOS n Rocky Linux



CTO€4HbIE

KOMMYTaTOPBl - XocT-cuctema
BEPXHEro .. I N
YpoBHA A ! !
1 )
i 1
S A N ! |
: == )
' cetb 333 |
== ]-1=l= ' macvlan S ]
| i : sloRlA !
1
eth0Q ]
ol [ : - :
T | : Asapuittoe :
1 NepeknioyeHne 1
1] : g )
4 1 3 1
o ! |
CeTb AaHHbIX
CToe4HbIn 1 ynpasneHms
cepeep
Pama Flex
System. _CMM
KomMmmyTaTtopbl E
Flex

Puc. 9. lMNpumep Tononoruy eauHoOV cetyl aHHbIX U yrpaBieHUs 4151 KOHTENHEPOB

BaxxHo: XClarity Administrator MoO>xHO yCTaHOBWTb Ha Ntl060 cUCTeEME, OTBEYaroLLEeN TpeboBaHNSAM oS
XClarity Administrator, B Tom uncne Ha ynpasnsiemom cepsepe. Ecnu ansa xocta XClarity Administrator
Ncnonb3yeTcs ynpasnsemblil cepBep:

Heob6xogumo peann3oBaTb NGO TONOMOrnko C BMpPTyanbHbIM pasaesieHnemM CceTtu AaHHbIX N CETU
yrnpaBJsieHus, 60 TONONOrno C e,D,I/IHOI7| CETbIO AaHHbIX 1N ynpaBleHUA.

nsa npyMeHeHns 06HOBNIEHNI MUKPOMNPOrpaMmbl K 3TOMY YNpaBnsgeMoOMy CEPBEPY HEBO3MOXXHO
ucnonbadosartb XClarity Administrator. [laxxe ecnv ToNbKO Y4acTb MUKPOMPOrpaMMHOro obecneveHus
npuMeHsaeTca ¢ HemegneHHo aktusaumein, XClarity Administrator npuHyamMTensHo nepesanyckaeT
LeNIeBo cepBep, 4To NpuBoanT K nepesanycky XClarity Administrator. Ecnvm ncnonb3ayeTtcst oTnoXXeHHas
akTmBauus, Npu nepesanycke XClarity Administrator nprMeHstoTCst TONIbKO HEKOTOpPbIE YacTu
MVKPOMNPOrpamMmbl.

Ecnu Bbl ucnonb3yeTe cepaep B pame Flex System, y6eanTtech, 4TO Ha cepBepe HACTPOEHO
aBTOMaTN4eCKOe BKIIOYEHNE. DTOT NapaMeTp MOXXHO YCTaHOBUTb U3 Be6-nHTepderica CMM, Haxxas
YnpaBneHue pamon = BbluncnutenbHblie y3ibl, Bbi6paB cepBep 1 Bbibpas ABToMaTu4eckoe
BKJIOYEHME/BbIKJIIDYEHWE NUTAHUA 015 napamMeTpa Pe)xnum aBToMaTuy4eCKoro BKJIIOYEHUA.

Ecnu Bbl nnaHmpyeTe yctaHoBuTb XClarity Administrator ans ynpaeneHus y>xe uMeroLMmncs n
HaCTPOEHHBIMY paMmaMu N CTOEYHbIMI CepBepamMm, nepenanTe K pasgeny LLar 5. YctaHoBka u HacTpoika
xocTa.

LononHutenbHble CBeOeHUS O NNaHMPOBaHUK 3TOW TOMONOrK, BKtoYas MHopMaLmio O napameTpax ceTn
n KoHdurypauum Eth1 n EthO, cm. B pasgene EqnHasa ceTb AaHHbIX 1 ynpaBneHus.
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LLar 1. MogknioyeHne pambl, CTOE4YHbIX CepBepoB N xocTta Lenovo
XClarity Administrator K cToe4HbIM KOMMyTaTOpam BepXHEero ypoBHS

MogkniounTe ¢ NOMOLLLIO Kabenein pamy, ctoe4vHble cepBepbl 1 xocT XClarity Administrator K cToeyHbIM
KOMMyTaTopam BEPXHEro YPOBHS, YTOObI 06eCNeynTb CBSA3b MEXAY YCTPONCTBAMU 1 BaLLEN CETHIO.

Mpouepypa

MogkniounTe Cc NnoMoLLbio Kabenen kaxxapii kKommyTtaTop Flex n mogyns CMM B Kaxkgon pame, Kaxkabii
cToeuHblli cepBep u xocT XClarity Administrator K 060MM CTOE4YHBbIM KOMMYyTaTopamM BEPXHErO YPOBHS. [ns
NOAKIOYEHMST MOXKHO NCMNOJIb30BaTh J06ble NOPThI CTOEYHLIX KOMMYTaTOPOB BEPXHErO YPOBHS.

Ha cnepytolem purcyHke npuBeaeH NpuMep, UNOCTPUPYIOLWLMIA nogktodeHre pambl (KommyTaTopsbl Flex u
moaynein CMM), cTtoeuHbix cepBepoB 1 xocTta XClarity Administrator c nomoLubio kabenein K CToe4HbIM
KOMMyTaTopaM BEPXHErO YPOBHSI.

Mpume4aHmne: Ha 3Tom prcyHKe He Noka3aHbl BCe BO3MOXXHbIE BapuaHTbl MOOKIIOYEHNS, KOTOPbIE MOTYT
noTtpeboBaTbCA ANA Ballen cpefbl. Ha 3TOM pycyHKe AEMOHCTPUPYIOTCS TONbKO TPEBOBaHNS K
NOOKITIOYEHNIO CTOEYHbIX CEPBEPOB, CTOEYHbIX KOMMYTAaToOpoB, KoMMyTaTtopoB Flex n moagynein CMM,
CBSA3aHHbIE C HACTPOWKOWN eONHON CETY AaHHbIX U yNPaBeHNs.
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Puc. 10. lNpumep kabesibHbIX COERQUHEHNI AN151 EANHON CETU AaHHbIX U YrpaBaeHUs

LLlar 2. Hactponka CTOe4HbIX KOMMYTaTOpPOB BEPXHEro ypoBHS

HacTpoliTe cToe4YHblE KOMMYTaTOPbl BEPXHETO YPOBHS.

Mepep Hayanom paboThbl

B aonoJyiHeHne K 06bI4HbIM Tpe6OBaHI/IF|M K KOHCbI/IpraLI,I/II/I ONnA CTOE4YHbIX KOMMYTaTOpPOB BEPXHENO YPOBHHA,
y6ep,|/|Ter, 4YTO BKJIHOYEHbI BCE HeOGXO}J,I/IMbIe NMopTbl, B TOM HCJ1€ BHELUHE NOPTbl AJ1A CBA3N C

KommyTaTtopsl Flex, cToeuHbIMK cepBepamm 1 CETLIO, a TakXe BHYTPEHHWE NOpPThl ANS CBA3U C MOAYNSMU
CMM, cToe4yHbIMI cepBepamMun 1 CETLIO.

Mpoueaypa

[encTBus No HaCcTpolike MOryT OTANYaTLCS B 3aBUCMMOCTM OT TVNa YCTaHOBIEHHbIX CTOEYHbIX
KOMMYTaTOpOB.
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CBepieHs 0 HACTPOIKe CTOEYHbIX KOMMYTAaTOPOB BEPXHEr0 YPOBHS Lenovo cM. B CToeuHble KOMMYTaTopb! B
AOKyMeHTaumu no System x B ViHTepHeTe. ECniv yCTaHOBNEH APYroii CTOEYHBI KOMMYTaTop BEPXHErO YPOBHS,
CM. JOKYMEHTaLWIO, COMPOBOXXAAMOLLYIO 3TOT KOMMYTATOp.

LWWar 3. Hactpouka mogynen CMM

HacTtpoliTe ocHoBHOW Mogynb ynpaeneHus pamoin (Chassis Management Module, CMM) B pame ansi
yrnpaBfieHnsi BCeEMU yCTPOCTBaMu B pame.

06 3Ton 3apaye

Mogpo6Hble cBepeHnst o HacTpoiike moaynst CMM cMm. B pasgene HacTpoiika KOMNOHEHTOB pamMbl B
OOKyMeHTauumm no yctpoiicteam Flex System B VIHTepHeTe.

Takxxe cM. feincTeus 4.1-4.5 Ha IMCTE C MHCTPYKLMSMI U3 KOMIMJIeKTa NoCTaBKyW Ballell pambl.

Mpouepypa
YT106bI HaCcTPOUTb MoAy b CMM, BbINOHUTE yYKa3aHHbIE HXKE AENCTBUS.

Ecnu yctaHoBneHbl asa mogyna CMM, HacTpoliTe Tobko ocHoBHov moaynb CMM. OH aBToMaTnyecku
CUHXPOHU3NPYET KOHpUrypauuo ¢ pesepsHbiM Moaynem CMM.

LLlar 1. Topkntounte kabenb Ethernet ot mogyns CMM B oTceke 1 K KNMEHTCKOWM paboyein CTaHUMK, YTOObI
co3aaTb NPsiMOe NMOJKITHOYEHME.

@ T Ele:e“:l(aSystem

~__CMM2

= o

& Jolece

. CMM1

=
¥

Mpn nepBom nogktodeHun kK mogynto CMM, BO3MO)KHO, NOTpebyeTcs U3MEHNTL CBONCTBA
npotokona IP Ha knneHTckol paboyel cTaHuun.

BaxxHo: Y6eanTech, 4TO NOACETh KNMEHTCKOWN paboyeri CTaHLmMK coBnagaeT C NOACETHIO MOAYNSA
CMM. (Mo ymonyanuto gns CMM ucnonbayetcs nogcetb 255.255.255.0). IP-appec, Bbi6paHHbIN
AN KIMEHTCKON paboyei CTaHLMN, OIDKEH HAXOAMTBCA B TOW Xke ceTu, 4To 1 IP-agpec mogyns
CMM (Hanpumep, 192.168.70.0-192.168.70.24).

LLlar 2. YT106bI 3anycTuTb MHTepdenc ynpasneHns CMM, oTkpolTe Be6-6pay3ep Ha KNMeHTCKoW paboyen
CTaHuMn 1 HanpaebTe ero Ha IP-agpec mogyns CMM.

MpumeyaHus:

e Y6epnuTechb, 4TO Ucnonb3yeTcs 6e3onacHoe nogkaodeHne, n sknounte https B URL-agpec
(npumep: https://192.168.70.100). Ecnu He BKNtounTb «https», oTob6pasmnTcs owmnbka «CTpaHunua
He HanaeHa».

e Ecnu Bbl ncnonssyete IP-agpec no ymonyanuto 192.168.70.100, uHtepdeiic ynpasneHms CMM
MOXXET CTaTb JOCTYMEH CMYCTSH HECKOBbKO MUHYT. Ta 3afeprKka BO3HMKAET M3-3a TOro, YTo
mogynb CMM nbiTaetcs nonyyunte agpec DHCP B TedeHne ABYX MUHYT, Npexxae YeM BEPHYTLCS
K CTaTM4eCKOMyY agpecy no YMOMYaHuo.
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LLlar 3.

LLlar 4.

LLlar 5.

LLlar 6.
LLar 7.

LLlar 8.

Bowngunte B nHTepdelic ynpaeneHns mogyns CMM, ncnonbays npMH1UMaemble N0 yMON4aHno
ngeHTudukaTop nosnb3osarens USERID 1 naposb PASSWORD. [Mocne Bxoga naponb No yMOAYaHUo
Heo6X0AMMO U3MEHUTD.

BbinonHuTe Wwarn mactepa nepBoHavansHom HacTporikn CMM, 4To6bl ykasaTb CBeAeHUSA ons
cBoeli cpefbl. MacTep nepBoHayanbHOM HACTPONKIM BKIKOHAET B Ce65 cneayoLine napameTpbil:

¢ [1pOoCMOTp PecypcoB 1 COCTOAHMSA PabOTOCMOCOBHOCTY paMbl.

¢ VIMMopT KOH(pMrypaumm n3 cyLLecTsytoLLero ganna KoHdurypaumm.
e HacTpolika o6mx napametpos CMM.

e YcTaHoBKa pgatbl u BpemeHn CMM.

CoserT. [Mpu yctaHoBke XClarity Administrator HacTponTe ncnonb3osaHue cepsepa NTP ans
XClarity Administrator n Bcex pam, kotopbiMmu ynpaensieT XClarity Administrator.

e Hactpowite IP-uHchopmauuio mogyns CMM.
e HacTpowTte nonntuky 6esonacHoct mogyns CMM.
e HacTpoiiTe cuctemy ooMeHHbIx nMeH (DNS).
e HacTpoliTe cpegcTsa nepeHanpasneHns cobbITU.

CoxpaHuB 3aAaHHble 3Ha4YeHUs NapamMeTpPoB MacTepa HAaCTPOWMKWN 1 MPUMEHUB U3MEHEHUS,
HacTpoliTe IP-agpeca ansa Bcex KOMMOHEHTOB B pame.

Cwm. pencTsre 4.6 Ha NIMCTE C MHCTPYKLMAMN U3 KOMIJIEKTA MOCTaBKU Ballel pambl.

MpumeyaHue: HTo6bl 0TO6pasMNUCL HoBble IP-aapeca, Heo6xoouMo c6POCUTL NPOLLECCOP
yNpaBfeHNsi CUCTEMON AN KaXKAO0r0 BbIYMCUTENBHOIO y351a 1 nepesanyctute KommyTtaTopsbl Flex.
Mepesanyctute moagyne CMM ¢ nomoLpto nHTepdeinca ynpaenexHms CMM.

MNMoka mogyne CMM nepesanyckaeTtcs, nogkno4nTe kabenb oT nopta Ethernet mogyns CMM k
CBOel ceTu.
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Flex System 7Mo,l:l,yru/l CMM
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Bongute B nHTepdeiic ynpaesneHus mogyns CMM, ncnonb3sys HoBblili IP-agpec.

Mocne 3aBepLueHus

B mogyne CMM Tak)xe MOXXHO HacTpOUTb NOJLEP XKKY N3ObITOYHOCTU. VIcnonb3ynTe CnpaBo4YHyo CUCTEMY
CMM, 4T06bI y3HaTL 60MbLLE O NONAX, AOCTYMHbIX HA KaXXO0WN N3 CneayoLmx CTpaHuL.

e Hactpolite ans mogyns CMM aBapuitHoe nepeksitoyeHne B ciiyvae annapaTHOro c60si B OCHOBHOM
moayne CMM. B nHTtepderice ynpasnerHus CMM HaxxmnuTe Mgt Module Management - CBoiicTBa =
PaclumpeHHoe aBapuiiHoe nepeksryeHme.

* HacTpoliTe aBapuitHoe nepeknioveHne B Criyvae Hernonaaky ¢ CeTbio (BocxoasALmi kanan). B
nHtepderce ynpaeneHuns CMM HaxmuTe Mgt Module Management - CeTb, OTKpoWiTe BKNagky
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Ethernet, a 3atem HaxxmuTe JlononHuTenbHble napameTpsbl Ethernet. Kak muHumym, yéeantecs, 4To
Bbl6paH napameTp MepekntoyeHue npu ytparte hpuan4eckoro ceTeBoro noaKa4YeHus.

Lar 4. Hactponka KommyTtaTtopbl Flex

HacTtporite KommyTtaTopsl Flex (vogynu BBoga-BbiBOAa) B KaXXAoW pame.

Mepen Havanom pa6oTbl

Yb6epuTech, Y4TO BKJIHOUEHbI BCE HEOOXOOVMbIE MOPTbI, B TOM YMCIIE BHELUHME NOPTbI AN CBA3UN MeXay
KOMMYyTaToOpOM Flex n cToe4HbIM KOMMYTaTOPOM BEPXHENO YPOBHS, a TakKXXe BHYTPEHHWE NOPTbI AN CBA3U C
mogynem CMM.

Ecnu B kommyTaTopax Flex HacTpoeHo nonyyeHne napaMeTpoB AnHamnyeckoin cetu (IP-agpeca, mackm
ceTn, wnto3a u agpeca DNS) nocpeactesom DHCP, y6eguTech, 4To KoMMmyTaTtopsbl Flex nmetor
cornacoBaHHble NapameTphbl (Hanpumep, yéegutech, 4To IP-agpeca HaxogaTcst B ogHol nogcetu ¢ IP-
agpecamu mogyns CMM).

BaxxHo: [Ins kaxxgoi pambl Flex System y6egntechb, YTO TN MEXXKOMIMOHEHTHOW CETU KapTbl pacLUMpPEHUS B
Ka>xgoM cepBepe B paMe COBMECTUM C TUMOM MEXKOMMOHEHTHOWN CETW BCEX KOMMYyTaTopoB Flex B aToi xe
pame. Hanpumep, ecnu B pame ycTaHoBfeHbl KommyTaTopbl Ethernet, Bce cepBepbl B 3TOM pame JOJKHbI
UMEeTb BO3MO>KHOCTb NoaKIo4eHUs K Ethernet ¢ nomoLbio pasbema nokanbHoM CeT! Ha MaTePUHCKON
nnare nnu kapTbl pacwmpeHns Ethernet. [lononHuTensbHble CBEAEHNS O HACTPOKKe KOMMYyTaTopos Flex cm. B
pasgene HacTpolika Mofynei BBoja-BbIBOAA B JOKYMeEHTaUMM no yctpoicTeam Flex System B VHTepHeTe.

Mpouenypa

[eincteusa No HaCTPOKKe MOryT OTINHYaTbLCA B 3aBMCUMOCTHY OT TUMNa ycTaHOBNEHHbIX KommyTaTopsbl Flex.
LononHntenbHyo NHbopMaLmo 0 KaxXKAoM 13 nogaep>xmsaemoix KommyTatopsbl Flex cm. B CeTeBble
kommyTaTopsbl Flex System B gokymeHTauun no yctporicteam Flex System B MiHTepHeTe.

Kak npaBuno, TpebyeTtca HacTponTb KoMMyTaTopbl Flex B oTcekax 1 n 2 gna kommytaTtopos Flex.

CoseT. OTcek 2 ans kommyTatopa Flex — 3To TpeTuin No cHeTy MOAYbHbIA OTCEK, €CIM CMOTPETL Ha pamy
C TbIJIbHOI CTOPOHbI.
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Puc. 11. MecTta yctaHoBku KommyTtatop Flexs pame

LLlar 5. YcTaHOBKa U HacTpoukKa xocTta

CentOS nnu Rocky Linux MOXXHO yCTaHOBUTBL Ha Jl060M cepBepe, KOTOPbIl OTBEeYaeT TpeboBaHNAM Ons
Lenovo XClarity Administrator.

Mepen Havanom pa6boTbl
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Ecnu Bbl HAaMepeHbl peanu3oBaThb cpeny BbICOKOM OCTYNHOCTU, CM. Peannsaums BbICOKON AOCTYNHOCTM ANsi
nosly4deHns AoNONHUTENbHON nHOPMaLUKN O HACTPOKe KnacTepa.

Y6epuTech, 4TO XOCT OTBEYaeT NpeasapuTeNbHbIM TpeboBaHMAM, KOTOPble onpefeneHbl B pasaene
O6s3aTenbHble TPeboBaHNS K 060PYAOBaHMIO 1 MPOrPaMMHOMY 06EeCNeHEHMIO.

Y6enuntech, 4TO CUCTEMA XOCTa HAXOAUTCS B TOM XKEe CETU, YTO U YCTPONCTBA, KOTOPbIMU Bbl XOTUTE
ynpaensiTb.

BaxxHo: XClarity Administrator MOXXHO yCTaHOBWTL Ha 1060 CUCTEME, OTBEYatoLLEen TpeboBaHNAM ANs
XClarity Administrator, B Tom uucne Ha ynpasnsieMoMm cepsepe. Ecnn gna xocta XClarity Administrator
MCNOnb3yeTCcs ynpasnseMblii cepsep:

¢ Heobxogmmo peannsoBartb MO0 TOMOIOrN0 C BUPTYalibHbIM PasfesieHneM CETU AaHHbIX 1 CETU
ynpasneHusi, In6o TOMONOro C €AMHON CETBIO AaHHbIX 1 YrpaBeHus.

e [1ns npumeHeHNsi O6HOBIEHUI MUKPOMPOrpaMMbl K 3TOMY ynpaBisieMoOMy CepBepy HEBO3MOXKHO
ncnonbadosatb XClarity Administrator. [laxxe ecnv TonbKo Y4acTb MUKPOMPOrpaMMHOro obecrnedeHus
npuMeHsieTcs ¢ HemepneHHol aktusaumein, XClarity Administrator npuHyamMTensHo nepesanyckaeT
LeneBon cepeep, 4To NpmBoauT K nepesanycky XClarity Administrator. Ecnu ncnonb3yeTtcs oTno>keHHas
akTuBauus, npu nepesanycke XClarity Administrator nprMeHA0TCS TONbKO HEKOTOPbIE HYacTy
MUKPOMNPOrpammsbl.

e Ecnu Bbl ncnonb3yete cepaep B pame Flex System, y6egnTtech, 4TO Ha cepBepe HACTPOEHO
aBTOMaTNYECKOE BKJIIKOHEHME. DTOT NapamMeTp MOXXHO yCTaHOBUTb U3 BeG-nHTepdenca CMM, Haxxas
YnpasneHue pamon = BbluncnutenbHble y3hibl, Bbi6pas cepsep 1 Bbibpas ABToMmaTu4eckoe
BKJIlOMEeHVe/BbIKJIl0YeHNe NUTaHuUsA 415 napaMmeTpa PeXxum aBToMaTu4ecKoro BKJIIOYEHUs.

Mpoueaypa

YctaHoBute 1 HacTporTe CentOS nnm Rocky Linux Ha xocTe, Mcnonb3yst UHCTPYKLMK, NpeaocTaBnsemMble C
anctpneytusom CentOS nnu Rocky Linux.

Bo Bpems ycTaHOBKM BaM npegfiaraetcs BblbpaTb AMCKOBbIN HAKONUTESb, HA KOTOPOM AO/MKEH ObITb
ycTaHoBneH o6paga. Ecnn XClarity Administrator npegnonaraerca 3anyckarb € JIOKaIbHOrO LUCKOBOIO
HakonuTens, ybeantech, YTO HA HEM UMEETCS NPOCTPAHCTBO EMKOCThLIO Kak MuHUMyM 192 I'b nntoc pasmep
obpasa yCTaHOBKW.

Y6epuTechb, 4To BblibpaHo 3HadeHue VirtlO B kayecTtBe ycTporictea Ethernet npu yctaHoske XClarity

Administrator Ha xocT KVM. lNpounssoanTensHocTb apansepa Realtek Ethernet no ymonyanuto nnoxas, n ero
He crefyeT NCMNoJib30BaTb.

LLar 6. YcTaHOBKa U HacTponka BUpTyaJsibHOro ycrpomncrea Lenovo
XClarity Administrator

YcTaHoBUTe 1 HAacTpolTe BUpTyanbHoe ycTpoincTtBo XClarity Administrator Ha TONbKO YTO yCTaHOBIEHHOM
xocTe CentOS nnu Rocky Linux.

Mepep Havyanom paboThbl

[lns ycTaHOBKM BUPTYasibHOrO YCTpoKcTBa Heobxogmmo BoinTn B CentOS nnn Rocky Linux B kayecTBe
noJsib3oBaTens ¢ npasamu root.

Mepep yctaHoskon XClarity Administrator ybegutecb, 4TO HaCTpOeHa BUpTyanbHasa ceTb virbr0.
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Mpw nogkntoyerHnmn K koHconn CentOS mnmn Rocky Linux MO>XXHO BbIGpaTh TUM MNOAKMHOYEHN — K
nocnegosartenbHOW unu rpacuyeckon koHconu. [ins npocmoTtpa n nsmeHeHus |IP-agpeca npu 3anycke
XClarity Administrator Heo6xoanmo nogknto4eHne K rpacduryecknii KoHconu. YTobbl NCNoNbL30BaTb
rpaun4eckyto KOHCOrb, LWWEeNKHNTE B AncneTyepe BUpTyanbHbiX MawvH NMpocmoTpeTb = TeKkcToBble
kKoHconu = VNC rpacdunyeckom KoHconun.

Mpu yctaHoBke BupTyansHoro yctponctaea Lenovo XClarity Administrator ¢ nomoLLbio Nonb30BaTeNnbLCKOro
nHtepdeinca Red Hat KVM BbixofHble BUAeOAaHHbIE MOTYT HE OTOBpaXKaTbCsA Ha KOHCOSU, YTO NPUBOAUT K
YepPHOMY 3KpaHy KOHCOMN NpY BKITHOYEHUN BUPTYanbHoN MawwmnHbl XClarity Administrator BMecTo 6aHHepa
BUPTyasibHON MaluuvHbl ¢ IP-uHdopmaumeit o XClarity Administrator. YTo6bl npocmaTtprBaTh BbIXOOHbIE
BNOEOAaHHbIE HA KOHCONW, N5 BUAEOYCTPOCTBa HEOO6XOAMMO YCTaHOBUTL pexum Cirrus. [1ns atoro
OTKpOWNTE 3KpaH cBefeHnii o BupTyanbHom o6opyposaHum XClarity Administrator u Haxxmnite Bupgeo Ha
nesow naHenun Hasurauun. Mo ymonyaHuto nonb3oBatensckuin nHtepdenc RedHat KVM yctaHasnueaet gns
BygeoycTponcTea pexxum QXL.

Mpouepypa
YT106bI ycTaHoBUTL BUpTyanbHoe ycTporicteo XClarity Administrator, BbiInonHUTE yKazaHHble HUXe
nencTeus.

Lar 1. Ckavavite 06pa3 BupTyansHoro yctporictaea XClarity Administrator c Be6-ctpaHuua 3arpy3ku
XClarity Administrator Ha KNIMEHTCKYLO paboyyto cTaHuuio. Boigute Ha Be6-caliT 1 UCNonb3ynte
npefoCcTaB/IeHHbIN BaM KJTl0Y 4OCTyNa A4f1s ckadvmBaHus obpasa.

3arpysuTe ob6pas B popmarte qcow?2.

MpumevaHue: Y6eantecn, YTO KIIMEHTCKAsA paboyasi CTaHLUUSA HAaXOAUTCS B OOHOWM CETU C XOCTOM.
Llar 2. YcraHOBUTE N HACTPOWNTE BUPTYyaJIbHOE YCTPONCTBO Ha XOCTE.

a. Bongurte B cuctemy Ha cepsepe.

b. CkonupyinTte 06pas BUpTyasibHOro AncKa Ha cepeep.

c. B okHe «[ucnetyep BnpTyanbHbIX MalwH» Haxxmute QEMU/KVM, a 3aTtem Haxmute
Cospatb. OTKpoeTca guanorosoe okHo «CosgaHne BM».

d. Bbibepute UmnoptupoBaTth cylwecTBylOWMA 06pa3 aucka n Haxxmute MepeHanpaBuThb.

MepenguTe K pacnonoxxeHnto, B KoTopoe ckonupoBaH o6pas XClarity Administrator. Beibepute
3TOT 06pas.

Bbi6epute YHUBepcanbHbI MO yMmonyaHuio ans tuna v sepcumn OC.
Haxxwvunte MepeHanpaBuThb.

> @ =

Bbi6epuTte 06bem namMaTn He meHee 8192 Mb.

Bbi6epuTe Kak MUHUMYM 2 nNpoLeccopa.
HaxxmuTe NMepeHanpaBuTb.

—

k. Bsegute umsa onst HOBOW BUPTyasbHOM MalumHbl, Hanpumep XClarity Administrator.

Bbi6epuTe HacTpoiikn KoHurypauum nepep ycTaHOBKOM.
Bbl6epuTe COOTBETCTBYIOLLEE YCTPOMNCTBO B pasdaene Boi6op ceTu.
Haxxminte FoToBo. OTOGPA3nNTCs ANanoroBoe OKHO HAaCTPOWKN.

© 5 3

Mpn BO3HMKHOBEHUN NPOBGeM ¢ rpadrKor U3MeHNTE PeXnm Bugeo, Haxkas Pexxum QXL ans
BMAEO B JISBOM MeHI0. [10 ymon4daHuio BeibpaH pexxum QXL. MoXXHO n3MeHnTb Mogenb Ha
VGA, a 3atem HaxaTb MpumeHnTsb.

P. HaxxmnTe Hayatb ycTaHOBKY B BEepXHEeM JIEBOM yriy.
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Korpga BupTyanbHas MawlmHa 3anyLleHa, 415 Kaxaoro nHrepdenca otobpaxkaroTes agpeca
IPv4 1 IPv6, Kak nokasaHo B cnefyoLlem npumepe.

Mo ymonyaHuto anst nopta ynpasneHusi ethO XClarity Administrator ucnonbgyetcs IP-agpec
DHCP. B koHue npouecca 3arpy3ku XClarity Administrator gns nopta ynpaenenns ethO Mo>xxHo
yCTaHOBUTb cTaTu4eckun IP-agpec, BBeas 1 npy nosiBneHun 3anpoca (CM. NpUMeEp HXKE).
3anpoc otobpaxxaeTca B TedeHre 150 cekyH, NoKa He NOSIBUTCA 3anpoc Ha BXO[ B CUCTEMY.
YT06bl Cpasy NepenTn K 3anpocy Ha BXof, B CUCTEMY, BBEAMTE B CTPOKe 3anpoca X.

BaxHo:

¢ [lpu n3meHeHM NapameTpoB cTaTudeckoro IP-agpeca HoBble NapaMeTpbl HEO6XOOUMO
BBECTM B Te4YeHune He 6onee 60 cekyHa. MNepen npogomkeHnem yéeantechb B HaNU4Ymnm
Heob6xoanmMon nHgopmauun ro IP-napameTpam.
— [Npwn ncnonbsoBaHun napameTpos |IPv4 Heobxoanumo nmeTs IP-agpec, macky nogcetn u
IP-apgpec wniosa
— [pwu ncnonssosaHun napameTpos |IPv6 Heo6xoanmo nmeTsb IP-agpec v anvHy npedukca

e Ecnn DHCP-cepBep He ncnonb3yeTcs, ons 3apgaHus IP-napameTpoB nopTa ynpasneHus
eth0 XClarity Administrator, koTopbiin TpebyeTcsa ucnons3osatb ansa goctyna kK XClarity
Administrator, MO>xHO Bocnofib30BaThCA haiioM KoHdburypaumn. [JononHUTENbHbIE
cBefileHUs cM. B pasgene «[locnepnytoLme AencTBusS» HUXE.

¢ [lpun n3ameHeHnm napameTpoB IP-agpeca B koHconm nporpaMmmHoe obecrnedeHne XClarity
Administrator nepe3anyckaeTca ons npyMeHeHNs HOBbIX NapamMeTPOB.

¢ Hukakux geiicTeuii AN BXoda B CUCTEMY BbINOJHATL He TpebyeTcs. CooblieHre BXoaa B
KOHcOIb cnenyeT urHopupoBatb. KOHCONbHbIN MHTepdelic He NpeaHa3HaYeH ans
MCMOJb30BaHA NMonb30BaTeNsIMU.

® Ha KoHCOnM MOXET NosABUTLCSA coobLueHne TCP: eth0: gpariBep nogo3peBaeT peanuaaunio
GRO, nponsBoauTenbHoCTb TCP MOXeT ObITb CHXKeHA. [Mpon3BoanTeNnbHOCTL BUPTYanbHOM
MaLLUWHbI He 3aTparnBaeTCs 1 3TO NPeaynpPeXxngeHne MoXHoO NrHOPUPOBaTb.

BHumaHue: Npu nameHeHun IP-agpeca nopta ynpaeneHust XClarity Administrator nocne
ynpaBeHnsi yCTponcTBamMmun ycTponcTea moryT nepentn B XClarity Administrator B cocTosiHne
«He B ceTu». Ecnn TpebyeTcs namenntb IP-agpec nocne nogkntodeHuns n 3anycka XClarity
Administrator, nepeg nameHeHunem IP-agpeca yéeguTechb, 4TO BCE YCTPOWCTBA SABNAIOTCA
HeynpaBnseMbIMU.

Lenovo XClarity Administrator Version x.x.x

eth0  flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 metric 1
inet 192.0.2.10 netmask 255.255.255.0 broadcast 192.0.2.55
ineté 2001:db8:56ff:fe80:hbea3 prefixlen 64  scopeid 0x20<link>
ether 00:15:5d:0c:d1:92 txqueuelen 1000 (Ethernet)

RX errors 0 dropped 0 overruns 0 frame 0

ethl  flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 metric 1
inet 192.0.2.20 netmask 255.255.255.0 broadcast 192.0.2.130
ineté 2001:db8:56ff:fe80:bea3 prefixlen 64 scopeid 0x20<link>

You have 150 seconds to change IP settings. Enter one of the following:
1. To set a static IP address for Lenovo XClarity virtual appliance eth0 port
2. To use a DHCP address for Lenovo XClarity virtual appliance eth0 port
x. To continue without changing IP settings
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dusunyecku pa3gesibHble CeT AaHHbIX U yrnpaBJieHUus

B sToin Tononornu ceTb nepenayn gaHHbIX U CETb yrpaBneHus husnyeckn otTaeneHsl Apyr ot gpyra. Cesasb B
uensix ynpaeneHnst mexxgy Lenovo XClarity Administrator n ceTbto ocyLLecTBNSETCHA Yepes CETEBON
nHTepdeinc EthO Ha xocTe. MNepenada gaHHbIX NPON3BOANTCS HYepes ceTeBon uHTepdeinc Ethi.

Mepen Havanom pa6boTbl

Y6enutecn, 4TO BKIIIOHYEHBI BCE COOTBETCTBYIOLLME MOPThI, BKIIKOYast NOpPTbl, KoTopble Tpebytotca XClarity
Administrator (cm. pasgen [LOCTYyNnHOCTb NOPTOB).

Y6eautecnb, YTO Ha KaXXOOM YCTPOMCTBE, KOTOPbIM Npenonaraetcs ynpasnatb ¢ nomMoLsio XClarity
Administrator, yctaHoBneHa MMKponporpaMmma, ygosneTsopstoLas MUHUManbHbIM TPEOOBaHUAM.
MwuHMManbHO Heobxo4yMble YPOBHN MUKPOMPOrpaMmbl MOXXHO HanTu B Be6-ctpaHuua nogaepxxku XClarity
Administrator — coBMecTMOCTb, OTKPbIB BK1aAKy COBMECTUMOCTb U LLESTIKHYB CChINKY A5
COOTBETCTBYIOLLMX TUMOB YCTPONCTB.

Ba)xHo: HacTpoliTe yCTponcTea U KOMNOHEHTbI TaKuM 06pa3oM, YTOObl CBECTU K MUHUMYMY U3MeHeHNs |P-
appecoB. PaccMoTprTe BO3MOXHOCTb MCMOMb30BaHNsA cTatndeckux IP-agpecos BMECTO NpoToKona
OnHammnyeckoin HacTpoinku xoctos (DHCP). Ecnu ncnonbayetcst npotokon DHCP, y6eanteck, 4to
n3meHeHns IP-agpeca ceefieHbl K MUHUMYMY.

06 aTou 3apave

Ha pucyHke HKe nokasaH ofvH U3 cnoco60B HAaCTPOVKU cpefbl B TOM Cllydae, Korfga ceTb nepegaydv
JaHHbIX 1 CETb YNpaBfieHUs ABAAOTCA puanyeckn pasHbiMu ceTsamu. Lindpbl Ha prcyHke COOTBETCTBYIOT
MPOHYMEPOBaHHbIM LLiaram, Orn1caHHbIM B CliefyoLmx pasaenax.

MpumeyaHue: Ha 3TOM pUCYHKE He NoKa3aHbl BCe BO3MOXXHbIE BapUaHTbl MOAKIOYEHUS, KOTOPbIE MOryT
noTpeboBaTbCs o5 BaLlen cpeppl. Ha aToM pucyHKe AEMOHCTPUPYIOTCA TONbKO TPeBOBaHNSA K
nopkmntoyeHnto ans kommytatopos Flex, mogyneii CMM n cToe4HbIX CepBepOB, CBA3aHHbIE C HACTPONKON
hr3nyeckn pasgenbHbiX ceTel faHHbIX U yNpaBieHus.

CoseT. BmecTo HacTpolikm gByX n3NYECKNX KOMMYTaTOPOB, MOAKIMIOYEHHbIX K KaXKOoW ceTn ans
obecneyeHnst N36bITOYHOCTY (HETbIPEX KOMMYTATOPOB B O6LLIEN CMOXKHOCTU), MOXXHO HACTPOUTbL NO OOHOMY
hr3n4eckoMy KOMMyTaTOpY, NOAKNIOHEHHOMY K KaXXO0N N3 ceTel (B CyMMe ABa KomMyTaTopa). B atom
cllyyae Kaxxabli KommyTaTop 6yAeT NOAKMoHYEH K 06enm ceTam, 1 noTpebyeTca 3a4encTBoBaTh ABe
BMPTyanbHble nokaneHble cetu (VLAN) ans pasgeneHus Tpaduka AaHHbIX: OgHY ANs CETU nepefaqn AaHHbIX
1 OfHY 4118 CEeTW ynpasneHus.
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Ecnu Bbl nnaHmpyeTte yctaHoBuTb XClarity Administrator ans ynpasneHus y>xe nmerowmymncs n
HaCTPOEHHbIMI pamMmamMin 1 CTOeYHbIMK cepBepamu, nepenguTe K pasgeny LLar 5. YctaHoBka un HacTponka
xocTa.

JononHuTenbHble CBEAEHMS O MNAaHMPOBaHUN 3TON TONOOrUK, BKITKOYas MHopMaLMio 0 napameTpax cetu
n KoHurypauum Eth1 n EthO, cm. B pasgene ®usundeckoe pasgeneHme CeTn AaHHbIX 1 yrpaBieHus.

LUar 1. MogkntoyeHne pambl, CTOE4YHbIX CepBepPOB N xocTa Lenovo
XClarity Administrator K cToe4HbiM KOMMyTaTOpPam BEPXHEro YPOBHSA

MogkntounTe c noMoLLbio Kabenen pamy, ctoedHble cepBepbl 1 xocT XClarity Administrator K cToeuHbIM
KOMMYyTaTOpaM BEPXHErO YPOBHS, YTOObI 06EeCNeUYnTb CBA3b MeX Ay YCTPONCTBAMU 1 BalUIMMK CETSMM.

Mpoueaypa

MogkntounTe C NoMoLLbio Kabenen kaxxapii KommyTtaTop Flex n mogyns CMM B Kaxxgon pame, Kaxxgpli
cToeuyHbIi cepaep u xocT XClarity Administrator K 0601MM CTOE4YHBIM KOMMYyTaTOpam BEPXHErO YPOoBHS. [ns
NOAKIOYEHNST MOXKHO 1CMOSIb30BaTh to6ble MOPThI CTOEYHBIX KOMMYTAaTOPOB BEPXHENO YPOBHSI.

Ha cnepytolem prcyHke NpyBeaeH NpuMep, UNIOCTPUPYIOLWWIA noaktodeHre pambl (KommyTaTopsbl Flex n
moaynen CMM), cTtoeuHbix cepBepoB 1 xocTta XClarity Administrator ¢ nomoLublo kabenein K CTOe4YHbIM
KOMMYyTaTopam BEPXHEr0 YPOBHS.

MpumevaHue: Ha 3TOM prCyHKe He NoKasaHbl BCe BO3MOXXHbIE BapUaHTbl MOAKIIOYEHUS, KOTOPblE MOTyT
noTpeboBaTbCs o5 BaLlen cpeppl. Ha aToM pucyHKe AEMOHCTPUPYIOTCS TONBKO TPeBOBaHNS K
nopKItoYeHnto ans kommytatopos Flex, mogyneii CMM n cToe4HbIX CepBEpOB, CBA3aHHbIE C HACTPONKON
hm3ndeckmn pasgesnbHbIX CeTel OaHHbIX 1 yNpaBieHus.

CoBeT. BMecTo HacTponku AByX hr3nYeCcKnx KOMMyTaTOPOB, MOAKITIOYEHHbIX K KXXOO0M CeTU ANnsi
obecneyeHnst N36bITOYHOCTY (HETBIPEX KOMMYTATOPOB B O6LLIEN COXKHOCTU), MOXXHO HACTPOUTb MO OOHOMY
hr3n4eckoMy KOMMyTaTopy, NOAKNIOHEHHOMY K KaXX[0N N3 ceTel (B CyMMe fBa KomMyTaTopa). B atom
cny4dae Kaxxapli KOMMyTaTop 6yAeT NoAKNI0YEH K 06enM CETSAM, 1 NoTpebyeTcsl 3aecTBoOBaThL ABe
BUpTyasnbHble nokanbHble cetn (VLAN) ons pasgeneHus Tpaduka gaHHbIX: OgHY A1 CETU Nepeaayn AaHHbIX
N OOHY ON151 CETU yNpaBeHus.
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Puc. 14. lNpumep kabesbHbIX COEQUHEHWI [151 hU3NYECKN Pa3[esbHbIX CETEN AaHHbIX U yripaBieHus
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LLar 2. HactTponka cToe4yHbIX KOMMYTaTOpPOB BEPXHEr0 YPOBHS

HacTtpoiiTe cToe4Hble KOMMYTaTOpPbl BEPXHErO YPOBHSI.

Mepep Havyanom paboThbl

B pononHeHue K 06bI4HbIM TPEOOBaHNAM K KOH(pUrypaLmmn Ans CToe4HbIX KOMMYTaTOPOB BEPXHENO YPOBHS,
ybeguTech, YTO BKIIOYEHbI BCE HEOOXO0AMMbIE NOPThI, B TOM Y/CE BHELLHWE NOPThI AN CBA3U C
KommyTaTtopsl Flex, CToeuHbIMN cepBepamMmu 1 CETbIO, a TakXXe BHYTPEHHME NOPTbI ANs CBA3N C MOAYNSMU
CMM, cToe4yHbIMI cepBepamMu 1 CETHIO.

Mpouepypa

[eincTBus No HacTpolike MOryT OTANYATLCS B 3aBUCMMOCTM OT TUMa YCTaHOBJIEHHbIX CTOEYHbIX
KOMMYTaTOpPOB.

CBefieHs1 0 HACTPOIiKe CTOEYHbIX KOMMYTaTOPOB BEPXHEro YPOBHSi Lenovo cM. B CToeuHble KOMMYTaTophbl B
LoKymeHTauu no System x B ViHTepHeTe. ECnn yCcTaHOBNIEH APYrOi CTOEYHbI KOMMYTaTOP BEPXHErO YPOBHS,
CM. JOKYMEHTaLMIO, COMPOBOXXAAIOLLYIO 3TOT KOMMYTaTOop.

LWar 3. Hactpouka mogynen CMM

HacTpoliTe ocHoBHOWM Mofynb ynpasneHus pamoin (Chassis Management Module, CMM) B pame ans
yrnpaBfieHNsi BCEMU YCTPOCTBaMU B pame.

06 3Ton 3apaye

Mogpo6Hble cBeaeHnst o HacTpoiike moaynst CMM cMm. B pasgene HacTpoiika KOMNOHEHTOB pambl B
OOKyMeHTaumu no yctpoicteam Flex System B IHTepHeTe.

Takxxe cM. feincTBus 4.1-4.5 Ha IMCTe C MHCTPYKLMUAMI N3 KOMIJIeKTa NoCTaBKyW BalLel pambl.

Mpoueaypa
YT106bI HaCcTPOUTL MOAy b CMM, BbINOMHWUTE YKa3aHHbIE HXKE OENCTBUS.

Ecnu yctaHoBneHbl gea mogyna CMM, HacTpoliTe Tonbko ocHosHov moayfie CMM. OH aBTOMaTnyecku
CUHXPOHU3NPYET KOHbUrypauuo ¢ pesepsHbiM Mogynem CMM.

Lar 1. Topkntounte kabenb Ethernet ot mogynss CMM B oTceke 1 K KNMEHTCKOM paboyeit CTaHLumm, YTOObI
co3faTb NPsIMOE MOAKIIOYEHME.

@ T Ele:e“;aSystem

~__CMM2

= o

L=

___CMM1

Mpwn nepBom nogktodeHun kK mogynto CMM, BO3MO>)XHO, NOTpebyeTca M3MEHWUTL CBONCTBA
npotokona IP Ha KnneHTckol paboyei cTaHuun.

BaxxHo: Y6eanTech, 4TO NOACETb KNNEHTCKOW paboyeri CTaHLmMK coBnagaeT C NOACETLIO MOLY A
CMM. (Mo ymonyanuto gns CMM ucnone3syetcs noaceTb 255.255.255.0). IP-agpec, Bbi6paHHbIN
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LLlar 2.

LLlar 3.

LLar 4.

LLlar 5.

LLlar 6.
LLlar 7.

ON151 KNMEHTCKOW paboyeli CTaHLmMK, OOJKEH HAXOAMTLCSA B TOW XXe ceTu, 4To u IP-agpec mogyns
CMM (Hanpumep, 192.168.70.0-192.168.70.24).

YT106bI 3anycTuTb HTepdenc ynpasneHns CMM, oTkpoliTe Be6-6pay3ep Ha KIMEHTCKON paboyer
cTaHuum n HanpasbTe ero Ha IP-agpec mogyns CMM.

MpumeyaHus:

* Y6eguTech, YTO Ucnonbayetcsa 6e3onacHoe nogka4deHne, n sknoynte https B URL-agpec
(npumep: https://192.168.70.100). Ecnu He BKNounTb «https», oTo6pasuTca owmnbka «CTpaHuLa
He HangeHa».

e Ecnu Bbl ncnonbsyete IP-agpec no ymonyanuto 192.168.70.100, nHtepdeiic ynpasneHmss CMM
MOXXET CTaTb JOCTYMEH CMYCTH HECKOMBKO MUHYT. ITa 3afeprKka BO3HMKAET U3-3a TOro, 4YTo
mogynbs CMM nbitaetcs nonyyntb agpec DHCP B TedeHne gByX MUHYT, NpeXae YeM BEPHYTLCA
K cTaTM4eCKOMy agpecy no yMOMYaHuio.

Bongunte B nHTepdelic ynpaenenns mogyns CMM, ncnonb3dys npMHUMaemMble N0 yMOMYaHNIO
noeHTndukaTop nonb3osaTens USERID 1 naponb PASSWORD. MNMocne Bxoda naponb No yMOIYaHuio
HeEOH6XOAMMO N3MEHUTD.

BbinonHuTe Wwarn MacTepa nepBoHavanbHoi HacTpoliku CMM, 4ToGbl yKasaTtb cBefeHns oJist
cBoel cpefbl. MacTep nepBoHavaibHOWM HACTPONKN BKIOHAET B CEOSI CriefytoLme napameTpbl:

¢ [1poCMOTP PecypCoB 1 COCTOSAHUSA PaboTOCNOCOOHOCTY paMbl.

¢ /IMNopT KOHUIrypaumm n3 CyLLECTBYIOLLIEro dhaiina KoHgurypaumu.

¢ Hactpoiika o6wux napametpos CMM.

e YcTtaHoBka gatbl 1 BpemeHn CMM.
Cogert. [pn yctaHoeke XClarity Administrator HacTpoliTe ncnonssosaHue cepsepa NTP ans
XClarity Administrator n Bcex pam, kotopbimu ynpasnset XClarity Administrator.

¢ Hactporiite IP-nHdopmaumio mogyns CMM.

¢ HacTtponTe nonutuky 6e3onacHocty mogyns CMM.

e HacTtpolite cuctemy gomeHHbIx MMmeH (DNS).

e HacTpoiTe cpencTaa nepeHanpasneHnst CobbITUIA.

CoxpaHnB 3afaHHble 3Ha4eHMS NapaMeTpoB MacTepa HaCTPOWKU N MPUMEHUB N3MEHEHNS,
HacTpowTe IP-agpeca Anst Bcex KOMMOHEHTOB B pame.

Cwm. peincTtsue 4.6 Ha IUCTE C MHCTPYKLUUAMN U3 KOMMJIEKTA NOCTaBKY BaLlen paMbl.

MpumeyaHue: YTo6bl 0TO6pPa3nnMCL HoBble IP-agpeca, Heo6xoanMMo COPOCUTL NpoLeccop
ynpasJieHnA cucTemon ONA Ka>XXKO0ro BbIHUCINTENIbHOIO y3na n nepe3anyCctntb KOMMYTaTOPbI Flex.

Mepesanyctute mogynb CMM ¢ nomoLsto nHTepderica ynpasneHnss CMM.

Moka mogyns CMM nepesanyckaeTcs, nogkntounte kabenb oT nopta Ethernet mogyns CMM k
CBOEWN CETU.
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LLlar 8. BowgunTe B uHTepdeinc ynpaenexHums monyns CMM, ncnonb3ysi HoBbin IP-agpec.

Mocne 3aBeplieHus

B Moayne CMM Tak>xe MOXHO HAaCTpOUTb NOAAEP>XKKY M3BbITOHYHOCTU. Vicnonb3ayiiTe CNpaBoYHYO CUCTEMY
CMM, 4T0oGbl y3HaTb 60JbLLE O MOMSX, AOCTYMHbIX HA KaXKAO0W U3 CnepyoLyX CTpaHunL,

e Hactporite gns mogyns CMM aBapuinHOe NepeKto4eHne B Criyyae annapaTHoro c6os B OCHOBHOM
mopyne CMM. B nHtepderice ynpasnerHus CMM HaxxmnTe Mgt Module Management - Ceoiictea =
PaclwumpeHHoe aBapuitHoe nepeKoyeHmne.

¢ HacTpoliTe aBapuiiHOe NepeKIoYEHME B Clly4ae HEMONaAaKN C CEThbIO (BOCXOAALLMI KaHar). B
nHtepdeice ynpasneHna CMM Haxmute Mgt Module Management = CeTb, OTKpoOTe BKNagky
Ethernet, a 3atem HaxxmuTe JlononHuTenbHble napameTpbl Ethernet. Kak MnHnmywm, yéegutecs, 4to
Bbl6bpaH napameTp MNepekntoyeHne npu yTpate (pUu3n4ecKoro ceTeBoro noakKto4eHus.

Lar 4. Hactponka KommyTtaTtopbl Flex

HacTtpoiite KommyTtaTopsbl Flex B kaxxgoi pawve.

Mepep Havyanom pa6boThbl

Y6epuTech, Y4TO BKJIHOUEHBI BCE HEOOXOOUMbIE NMOPTbI, B TOM YMCSIE BHELLUHMNE NOPTbI A5 CBSA3UN MEXAY
KOMMYyTaTOpOM Flex n cToe4HbIM KOMMYTaTOPOM BEPXHENO YPOBHS, @ TakKXKe BHYTPEHHNE NOPTbI AN CBA3U C
moaynem CMM.

Ecnu B kommyTaTopax Flex HacTpoeHo nony4veHre napameTpoB AnHaMmmnyeckon cetu (IP-agpeca, macku
ceTu, wnto3a u agpeca DNS) nocpeactsom DHCP, y6eguTech, 4To KOMMyTaTopbl Flex nmetor
cornacoBaHHble NapaMeTpbl (Hanpumep, yéegutecs, 4To IP-agpeca HaxogaTcst B ogHom noacetu ¢ IP-
agpecamu mogyns CMM).

BaxHo: [na kaxxgoli pambl Flex System y6egntech, 4TO TUM MEXXKOMMOHEHTHOI CETU KapTbl PacLUNPEHUS B
Ka>K[OM CepBepe B paMe COBMECTUM C TUMOM MEXKOMMOHEHTHON CETM BCEX KOMMYTaATOpPOB Flex B aTON Xe
pame. Hanpumep, ecnu B pame ycTaHoBfeHbl KOMMyTaTopbl Ethernet, Bce cepsepbl B aTOlV pame A0S KHbI
UMEeTb BO3MOXKHOCTb NMoAKIoveHns K Ethernet ¢ nomoLsio pasbema nokanbHom ceT Ha MaTepPUHCKON
nnaTe um KapTbl paclumpeHns Ethernet. lononHuTenbHble cBeQeHUS O HACTPOMKE KOMMyTaTopoB Flex cMm. B
pasgene HacTpoiika Mogynei BBofa-BbIBOAa B LOKYMeHTaLum no ycTpoicTeam Flex System B ViHTepHeTe.

Mpoueaypa
[encTBurs No HAaCTPOIKE MOMYT OT/INYATLCH B 3aBUCUMOCTU OT TuMa ycTaHoBNEHHbIX KommyTaTopsl Flex.
LononHuTtensHyto nHpopMaumio 0 Kaxkaom s nogaep xmsaemMbix KommyTtaTtopbl Flex cm. B CeTeBble

kommyTaTopsl Flex System B gokymeHTauum no yctporicteam Flex System B ViHTepHeTe.

Kak npasuno, TpebyeTca HacTpouTb KomMmyTaTophbl Flex B oTcekax 1 n 2 gna kommyTtaTtopos Flex.
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CoerT. OTcek 2 ans kommyTatopa Flex — aTo TpeTuin No cHeTy MOAYSbHbINA OTCEK, ECIM CMOTPETH Ha pamy
C TblJIbHON CTOPOHbI.
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LLar 5. YcTaHOBKa 1 HacTpouka xocTa
CentOS nnun Rocky Linux MOXXHO yCTaHOBWTbL Ha to6OM cepBepe, KOTOPbI oTBe4aeT TpeboBaHMAM Ans
XClarity Administrator.

Mepen Havanom pa6boTbl

Ecnu Bbl HamepeHbl peann3oBaTb CPeLy BbICOKOW [OCTYMHOCTW, CM. Peannsaunsi BbICOKOI AOCTYNHOCTU Ans
nony4eHns [ONONHUTENBHOW NHOPMaLIMN O HACTPOIiKe KnacTepa.

Y6epguTech, HTO XOCT OTBEYaEeT NpeABapuTeNbHbIM TPeboBaHMAM, KOTOPbIE onpeaesneHsl B pasgene
O6s3aTenbHble TPe60BaHKS K 060PYA0BaHMIO 1 MPOrPaMMHOMY 06ECTEHEHMIO.

Y6epmTech, YTO CMCTEMA XOCTa HAXOOUTCS B TOW XXe CETU, YTO N YCTPONCTBA, KOTOPLIMMX Bbl XOTUTE
ynpaensiTb.

Mpoueaypa

YctaHosute n HacTpointe CentOS unu Rocky Linux Ha xocTe, ncnonb3ys MHCTPYKLUUK, NpefocTaBnsemMble ¢
anctpubyTtneom CentOS unm Rocky Linux.

Bo Bpemsi ycTaHOBKM Bam npegiaraetcs BolbpaTb AVCKOBbIN HAKONUTESb, HA KOTOPOM AO/MKEH ObITb
ycTaHoBneH o6pags. Ecnu XClarity Administrator npegnonaraetcs 3anyckarb C JIOKaJIbHOro AUCKOBOro
HakonuTens, ybeanTechb, YTO HA HEM UMEETCS NPOCTPAHCTBO EMKOCThLIO Kak MuHUMyM 192 I'b nntoc pasmep
obpasa yCTaHOBKW.

Y6enutecn, 4To BblbpaHo 3HadeHne VirtlO B kayecTtse ycTpolicTtea Ethernet npn yctaHoske XClarity

Administrator Ha xocT KVM. NpounssogntensHocTb gpansepa Realtek Ethernet no ymonyanuto nnoxas, n ero
He creflyeT UCMNosb30BaTb.

LLar 6. YcTaHOBKa 1 HacTpouka BUpTyaJibHOro yctpoucrtaea Lenovo
XClarity Administrator

YcTaHoBUTe 1 HAacTpoliTe BUpTYyanbHoe ycTpoicTtBo XClarity Administrator Ha TonbKo 4TO ycTaHOBNEHHOM
xocTe CentOS nnu Rocky Linux.

Mepen Havanom pa6boTbl

LN yCTaHOBKM BMPTYanbHOro ycTponcTea Heobxoaumo ot B Red Hat KVM B kauecTBe nonb3oBartens ¢
rnpasamu root.
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Mepeg yctanoskon XClarity Administrator ybegntech, 4TO HacTpoeHa BUpTyansHas ceTb VvirbrO.

Mpu nogkntoveHun K koHconn Red Hat KVM Mo>XKHO Bbi6paTb TUM NOAKIIOYEHUST — K MOCnefoBaTeibHOM
unn rpadudeckor koHconu. ns npocmoTpa u nameHeHust IP-agpeca npu 3anycke XClarity Administrator
Heo6X0AMMO NOAKIIHEHME K rpadHecKmin KOHcoNW. YTobbl NCNOb30BaTh FPaUHECKyIO KOHCOb,
LLEeNKHNTE B gUucneTyepe BUpTyasbHbIX MalwivH MpocmoTpeTb = TekcToBblie KOHconu = VNC
rpadn4yecKkomn KOHCoNu.

Mpwu ycTaHoBKe BUpTYyanbHoro yctpoictaea Lenovo XClarity Administrator ¢ nomoLLbto Nofib3oBaTeNbCKOro
nHtepdenca Red Hat KVM BbixogHble BUAeoAaHHbIe MOTYT HE OTOBpaXKaTbCs Ha KOHCOJN, YTO NMPUBOAUT K
YEPHOMY SKPaHy KOHCONN Npu BKIKOYEHM BUPTYyanbHoO MawiunHbl XClarity Administrator BmecTto 6aHHepa
BUPTYyasibHON MaLuuHbl ¢ IP-uHgopmaumen o XClarity Administrator. 4To6bl npocmaTtprBaTh BbIXOAHbIE
BUAEOAAHHbIE HA KOHCOMW, A1 BUOEOYCTPONCTBA HEOBX0ANMO YCTaHOBUTb pexxum Cirrus. [ns aToro
OTKPOWNTE 3KpaH cBefeHnii o BupTyansHom o6opyaposaHun XClarity Administrator n Haxxmite Bugeo Ha
NeBoi naHenn Hasuraumm. Mo ymonyaHnio nonb3oBartensckuii uHtepdenc RedHat KVM ycTaHaenveaeT gns
BngeoycTporcTea pexxum QXL.

Mpouenypa
YT106bI ycTaHOBUTL BUpTYyasnbHoe ycTpolicTBo XClarity Administrator, BeINONHNTE yKasaHHble HKe
OencTBuS.

Lar 1. CkadanTe o6pas BupTyanbHoro yctpoictsa XClarity Administrator c Be6-cTpaHuua 3arpyski
XClarity Administrator Ha KNIMEHTCKYIO paboyyto cTaHuuio. Boingute Ha Be6-caiT 1 MCNonb3yinTe
npefoCcTaBfeHHbIN BaM KJIOY fOCTYMNa AN1s ckavmBaHus ob6pasa.

Insa Red Hat KVM ckavainte o6pas B dpopmarte qcow?2.

MpumeyaHue: Y6eantecn, YTO KIMEHTCKasA paboyasi CTaHUUSA HaXOAWUTCH B OOHOW CETU C XOCTOM.
LLlar 2. YcTaHOBWTE N HACTPOWNTE BUPTyaslbHOE YCTPOWMCTBO Ha XOCTe.

a. Bownpgute B cuctemy Ha cepsepe.

b. CkonupyiiTe 06pa3 BUpPTyasbHOro A1Mcka Ha cepBep.

c. B okHe «[lncnetyep BrpTyanbHbIX MalnH» Haxxmute QEMU/KVM, a 3aTtem Haxkxmute
Cospaatb. OTKpoeTca guanorosoe okHo «CosgaHne BM».

Bbi6epute UMnopTupoBaTth CywiecTByOWMA 06pas gucka n HaxxmuTe MNepeHanpaBnTb.

Mepengute K pacnonoxeHuo, B KOTopoe ckonuposaH o6pas XClarity Administrator. Beibepute
3TOT 06pas.

Bbi6epuTe YHMBepcanbHbi ans Tuna n sepcun OC.
HaxxmuTe NMepeHanpaBuTb.

> @Q =

Bbi6epute 06beM namaTn He meHee 8192 Mb.

Bbi6epute Kak MUHUMYM 2 npoueccopa.
j-  Haxmute MNepeHanpaBuThb.
k. Beepute nms ons HOBoW BUPTYanbHOW MawwnHbl, Hanpumep XClarity Administrator.

I.  Ecnu Bbl He ucnonbayete cepsep DHCP, BbibepuTe HacTpoiikn KoHurypauum nepepg
YCTaHOBKOMN.

m. PasBepHuTe [lononHUTEeNbHbIE NAapamMeTpbl 1 HACTPONTE CriefdytoLme NapameTpsbl:
1. YKaxknTe virbr0 gnst uMeHn mocTa.
2. BoibepuTe kvm B Ka4ecTse BUPTYyanbHOro Tuna.
3. Boibepute x86_64 ana apXuTeKTypbl.

n. Haxmute NoToBo.
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Haxmute NoToBo.

Korpa BupTyanbHas MmalunHa 3anyLieHa, Ans KaXkaoro uHrepgeinca otobpaxxaroTcsa agpeca
IPv4 n IPv6, Kak nokasaHo B CrefytoLemM npumepe.

Mo ymonyaruio gns nopta ynpasnenns eth0 XClarity Administrator ucnonssyercs IP-agpec
DHCP. B koHue npougecca 3arpy3ku XClarity Administrator ana nopta ynpasnexus ethO MO>xHO
yCTaHOBUTb cTaTtndeckui IP-agpec, BBeast 1 npu nosisneHmMmn 3anpoca (CM. MPUMEP HIKE).
3anpoc oTobpaxkaeTcsi B TedeHne 150 cekyH, Noka He NOSIBUTCS 3arnpoc Ha BXO4 B CUCTEMY.
Y106kl cpasy NepenTu K 3anpocy Ha BXof, B CUCTEMY, BBEAMTE B CTPOKE 3anpoca X.

BaxkHo:

¢ [1pu n3meHeHNn NapameTpoB cTaTndeckoro IP-agpeca HoBble NapaMeTpbl HEO6XOANMO
BBECTU B TeyeHune He 6onee 60 cekyHa. [Nepen npogomkeHnemM yéegntech B HaNUYMn
HeobxoavmMon nHgopmauun no IP-napametpam.
— [lpu ncnonb3zosaHuun napameTpos IPv4 Heob6xognmo nmeTsb IP-agpec, macky noaceTu
IP-agpec wno3a
— [Npwn ncnonbsosaHun napameTpos IPv6 Heobxoanmo nmeTb IP-agpec n anvHy npedgukca

e Ecnu DHCP-cepBep He ncnonb3yertcs, ans 3anaHus |[P-napameTpoB nopTa ynpasneHus
eth0 XClarity Administrator, koTopbiin TpebyeTcsa ucnonssosartb ans goctyna K XClarity
Administrator, MO>KHO BOoCcnofib30BaTbCs hannom KoHburypaumm. JononHuTenbHbIe
cBefeHus CM. B pasgene «[locnegyiowye AencTBns» HXKe.

¢ [lpu n3ameHeHun napametpos IP-agpeca B koHconm nporpammHoe obecnedeHue XClarity
Administrator nepesanyckaeTtcs gnsa npuMeHeHNsa HOBbIX NapamMeTpoB.

¢ Hukakunx gencTeuin ofst BXOL4A B CUCTEMY BbIMOMHATb He TpebyeTcs. CoobLueHne Bxoaa B
KOHCOMNb CneayeT UrHopmpoBatb. KOHCOMNbHbIN nHTepdEC He NpeaHasHayeH ons
NCNONb30BaHUA NOb30BaTENSIMN.

e Ha KOHCOJIM MOXKET NosIBUTLCSI coobLLeHne TCP: eth0: apaiiBep nogo3peBaeT peanusauuio
GRO, npounsBoanTENBLHOCTE TCP MOXET ObITb CHVKEHA. [pon3BoanTENBHOCTL BUPTYaNbHOM
MalLWHbI He 3aTparuBaeTCcs U 3TO NpeaynpPeXXaeHne MoXXHO MrHOPMPOBAaTb.

BHumaHue: Mpn nameHeHun IP-agpeca nopta ynpaeneHust XClarity Administrator nocne
yrnpasfieHns ycTporcTBamm ycTpoictaa moryT nepentu B XClarity Administrator B coctosiHne
«He B ceTu». Ecnun TpebyeTtca namennTb IP-agpec nocne nogknoveHuns n 3anycka XClarity
Administrator, nepen nsmeHeHuem IP-agpeca ybegurechb, 4TO BCE YCTPONCTBA ABNAIOTCA
HeynpagenseMbIMn.

Lenovo XClarity Administrator Version x.x.x

eth0 flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 metric 1
inet 192.0.2.10 netmask 255.255.255.0 broadcast 192.0.2.55
inet6 2001:db8:56ff:fe80:bea3 prefixlen 64  scopeid 0x20<link>
ether 00:15:5d:0c:d1:92 txqueuelen 1000 (Ethernet)

RX errors 0 dropped 0 overruns 0 frame 0

ethl flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 metric 1
inet 192.0.2.20 netmask 255.255.255.0 broadcast 192.0.2.130
ineté 2001:db8:56ff:fe80:hbea3 prefixlen 64 scopeid 0x20<link>

You have 150 seconds to change IP settings. Enter one of the following:
1. To set a static IP address for Lenovo XClarity virtual appliance eth0 port
2. To use a DHCP address for Lenovo XClarity virtual appliance eth0 port
x. To continue without changing IP settings
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Lllar 3. CosgainTe BTOPYIO BUPTYaSlbHYIO CEThb.

a. B gncnetyepe BUpTyanbHbIX MawnH BoibepuTe BUpTYanbHyo MawwunHy XClarity Administrator n
HaxmnTe U3meHnTb = CBepeHusi 0 BUPTyanbHON MaLUVHe.

b. LUenkHnte Jo6aBMTb 060pyAOBaHUE B HUXKHEM N1eBOM yriy. OTKpoeTcst AnanoroBoe OKHO
«[Jo6aBneHne HOBOro 060pya0BaHNSA».

c. LlenkHute CeTb Ha NeBOI HaBUraLMOHHON NaHenn n U3MeHNTe napameTpbl CETU.
¢ Bbi6epuTe nogxopsilee yCTPOUCTBO B KA4eCTBE UCTOYHMKA CETI.
¢ Bbi6epuTe COOTBETCTBYHOLLYIO MOAENb YCTPOWCTBA.
¢ He nameHsante MAC-agpec.

d. Haxmwute NoToBo.

Tonosniorusi BUpTyanbHO pa3fesieHHbIX CeTel AaHHbIX U ynpaBJieHns

B aToii Tononorum ceTb Nepenayn AaHHbIX U CETb YNpaBfieHns BUPTYanbHO pasaeneHsbl. [NakeTbl 13 cetun
nepepayn 4aHHbIX N NakeTbl U3 CETY YNpaBieHns OTNPaBsaoTCS Yepes OAHO (U3NYECKOE NOAKIIIOHEHME.
Lna paspeneHunsa Tpadgurka gByx CeTel BO BCEX NaKeTax AaHHbIX CETU YrpaBeHns NCMONb3yeTcs
nobasneHne METOK BUPTyaslbHOWN nokanbHon cetn (MeTok VLAN).

Mepep Havyanom paboThbl

Y6enntecn, 4TO BKIHOYEHbI BCE COOTBETCTBYIOLLME NOPThI, BKKOYas NopTbl, KOTopble TpebytoTca XClarity
Administrator (cm. pazgen [JocTynHOCTb NOPTOB).

Y6eanTech, YTO Ha KaXXOOM YCTPONCTBE, KOTOPbIM NpeanonaraeTcs ynpasnsTb ¢ nomoLlubio XClarity
Administrator, yctaHoBneHa MMKponporpamMma, ygoBneTBopstoLas MUHUMasbHbIM TPEOOBaHUSAM.
MwuHManeHO Heo6xoauMbIE YPOBHU MUKPOMPOrpamMmMbl MOXHO HanTh B Be6-cTpanuua nogaepxku XClarity
Administrator — coBMecTUMOCTb, OTKPbIB BKNaaKy COBMeCTUMOCTb U LLESNIKHYB CCbINKY AJ151
COOTBETCTBYIOLLUX TUMOB YCTPONCTB.

Y6epuTech, 4TO ANsi CETU AaHHbIX U CETU YNpaBneHns HacTpoeHbl naeHtTudukatops! VLAN. Mpu
HeobxoammMocTu BKItoumTe gobasneHne metok VLAN 13 KommyTatopsbl Flex (ecnu Bbl peanuadyete
nobasneHne metok n3 Kommytartopsl Flex) nnm ns ctoe4HbIX KOMMYyTaTOPOB BEPXHErO YPOBHS (€CNi Bbl
peanusyeTte [ob6aBneHne METOK U3 CTOEYHbBIX KOMMYTaTOpPOB BEPXHErO YPOBHS).

O6sasaTenbHO onpegenuTe NOPThl, K KOTOPbIM NoaktoyeHbl mogynu CMM, Kak npuHagnexatime K cetu
VLAN ynpasneHus.

BaxxHo: HacTpoiiTe ycTponcTBa U KOMNOHEHTbI TakuM 06pasoM, YTOObl CBECTU K MUHUMYMY U3MeHeHus IP-
agpecoB. PaccMmoTpuTe BO3MOXHOCTb MCMOMb30BaHWsA cTatnieckux IP-agpecos BMECTO NPOTOKONa
AvHamunydeckol HacTpoikn xoctoB (DHCP). Ecnn ucnonesyetcs npotokon DHCP, y6eguteck, 4To
n3meHeHns IP-agpeca cBegeHbl K MUHUMYMY.

06 3Ton 3apaye

Ha pucyHke Hie nokasaH oanH U3 cnoco60B HAaCTPOVKU cpedbl, MPU KOTOPOM CeTb YNpaBneHns oTaeneHa
OT BMPTYyasibHOl ceTu. Lincpbl Ha pUCyHKe COOTBETCTBYIOT NPOHYMEPOBAaHHBIM LLaram, ormMcaHHbIM B
cnepyloLyx pasgenax.

MpumeyaHue: Ha 3TOM pUCyHKe He NnokasaHbl BCe BO3MOXXHbIE BapuaHTbl MOAKIIIOYEHMS, KOTOpblE MOTyT
notpeboBaTbCs Ans Ballel cpeabl. Ha 3ToM pucyHke [EMOHCTPUPYIOTCS TONBbKO TPeEGOBaHMS K
nopkmtoyeHnto gns kommyTtatopoB Flex, mogyneii CMM 1 cToe4HbIX CepBepOB, CBA3aHHbIE C HACTPONKON
BMPTYyaJIbHO pa3fesibHbIX CeTel OaHHbIX 1 yNpaBeHns.
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Puc. 16. lNpumep BUpPTYanbHO pasgesibHbIX AaHHbIX Y TOMOAOrY CEeTY yrpasrieHUs 47151 BUPTYabHOro yCTPOCTBa
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Puc. 17. lNpumep BUPTYyanbHO pasaeibHbIX AaHHbIX Y TOMOA0rY CETY YrpaBieHNs1 4151 KOHTEHEPOB

B atom cueHapumn XClarity Administrator yctaHoBneH Ha cepBepe B pame Flex System, koTopoin ynpasnseT
XClarity Administrator.

BaxHo: XClarity Administrator MOXXHO ycTaHOBUTb Ha Nto6oM cUCTEME, OTBeYatoLeln TpeboBaHNAM Ans
XClarity Administrator, B Tom 4ucne Ha ynpaensiemoMm cepBepe. Ecnm gna xocta XClarity Administrator
MCNonb3yeTcs ynpasnseMblii cepsep:

* HeobxoamMmo peannsosatb 60 TONOMOMMIO C BUPTYanbHbIM pasfefieHnemM CeTn AaHHbIX 1 CeTn
ynpaeneHns, Moo TOMosIornio C eAUHON CETLIO AaHHbIX U yrpaBeHns.

e [1ns npumeHeHnss O6HOBNEHUI MUKPOMPOrpamMMbl K 3TOMY yNpasfisieMoMy CepBepy HEBO3MOXKHO
ncnonbadosartb XClarity Administrator. [laxxe ecnv ToNbKO YacTb MUKPOMPOrpaMMHOro obecrnedeHus
npuMeHsieTcs C HemepsieHHon akTnsaumein, XClarity Administrator npyHygutensHo nepesanyckaet
LieneBon cepeep, 4To NpmBoauT K nepesanycky XClarity Administrator. Ecnu ncnonbsyeTtcst oTno>keHHas
akTuBauus, Npu nepesanycke XClarity Administrator npumeHstoTCa TONbKO HEKOTOPbIE YacTh
MWKPOMpPOrpammbi.

e Ecnu Bbl ncnonb3yete cepaep B pame Flex System, ybeanTteck, 4TO Ha cepBepe HAaCTPOEHO
aBToMaTN4YeCKOoe BKIIKOHYEHVE. DTOT NapamMeTp MOXHO YyCTaHOBUTb U3 BeG-nHTepdenca CMM, Haxxas
YnpaBneHue pamoi = BbluncnutenbHble y3hbl, BbibpaB cepsep U Bbibpas ABToMaTU4eckKoe
BKJIlOYEHMe/BbIKJTIDYEeHWe NUTaHus s napameTpa Pe)xxum aBToMaTuy4ecKoro BKJOYEHUS.

Kpovvle TOro, B 3TOM CUeHapun ona nepenadu Bcex AaHHbIX NCMONb3YHTCA O4HU U Te Xe (bI/I3I/I‘-IeCKVIe
nogkntoyeHns. Cetb ynpaeJieHNA OTOeNnAeTCA OT CETU aHHbIX 3a CHET nob6aBneHns MeTok BI/IpTyaJ'IbHOVI
JIOKanbHOW CeTU: onpepgeneHHble MeTKU, KOTOPble COOTBETCTBYHOT CETU yrNpaBJieHUA, [06aBnAlTCA KO
BXOoOALWNM nNakeTam gaHHbIX, N T€ HanpaBNiAOTCA Ha COOTBETCTBYHOLLNE MHTep(beIZCbI. M3 ncxogawmx
NakeToB AaHHbIX METKN yOANATCA.
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[ob6asneHne MeTOK BUPTYyanbHON NnokanbHom cetn (MeTok VLAN) MOXXHO BKMOYNTb Ha OOHOM U3 CrenyoLLmX
YCTPOWNCTB:

e CTtoey4Hble KOMMyTaTOpPbl BepXHero ypoBHA. MeTkn VLAN, COOTBETCTBYHOLLME CETY YNpaBieHuns,
006aBnAloTCA K NakeTam, KOrga Te NocTynaloT Ha CTOEYHbI KOMMYTaToOp BEPXHErO YPOBHS, MOCHE YEero
OHM NpoxoasaT 4Yepe3 KommyTaTtopsbl Flex n oTnpaenstoTcs Ha cepBepbl B pame Flex System. Ha
obpaTHoM MapupyTe MeTku VLAN yaansioTcs npu oTrnpaBke CO CTOEYHOrO KOMMYyTaTopa BEPXHEro
YPOBHS HA KOHTPOJIEPHI YNPaBneHns.

e Kommytatopsl Flex. MeTkn VLAN, coOTBETCTBYIOLLME CETY YNpaBfieHns, [O6aBNAIOTCA K NakeTam, Koraa
Te nocTynatoT Ha KommyTaTtopsl Flex, nocne 4ero oHn oTnpasnsioTcs Ha cepBepbl B pame Flex System.
Ha o6patHoM mapLupyTe meTku VLAN gobasnsioTca cepeepamum n otnpaengaotcs Ha KommyTtaTtopsl Flex,
rae MeTkKn yoansoTCsa U3 NakeToB NPy UX NePechIKe Ha KOHTPOEPbl yrpaseHus.

PelueHune o Tom, cnenyeT N NPUMeHsTb Ao6aBeHe METOK BUPTYanbHO JIOKanbHON CETU, 3aBUCUT OT
NOTPEBHOCTEN N CNIOXXHOCTY Ballen cpeppl.

Ecnu Bbl nnaHupyeTte yctaHosuTb XClarity Administrator ans ynpasneHus y>xe nmerowmncs n
HacTPOEHHbIMU pamamMu 1 CTOe4HbIMU cepBepami, NepengnTe K pasgeny LLlar 5. YctaHoBka 1 HacTpolika
XocTa.

JononHuTenbHble CBEAEHMS O MIaHNPOBaHUN 3TON TONOOrUK, BKIIKOYas MHopMaLMio 0 napameTpax cetu
n KoHdurypauum Eth1 n EthO, cm. B pasgene BupTyansHoe pasgeneHue ceTv JaHHbIX 1 yNpaBneHUs.

LWar 1. Nogkno4yeHne pambl N CTOE4YHbIX CEpBEpPOB K CTOE4YHbIM
KOMMyTaTopamM BepXHero ypoBHS

MogkntoumnTe C NOMOLLbI0 Kabeseli pamy 1 CTOeuYHble CepBepbl K OAHOMY CTOEHHOMY KOMMYTaTopy BEPXHEro
YPOBHS1, 4TO6bI 06ECMNEYNTb CBA3L MEXY YCTPOWCTBAMM.

Mpoueaypa

MopkntounTe ¢ NnomoLsio kabenen kaxapii kommyTtaTop Flex n mogyne CMM B kaxxgow pame 1 Kaxkablii
CTOEYHbIV cepBep K 060VM CTOEYHbIM KOMMYyTaTopam BEPXHEro YPOoBHS. [na NogKnoYeHns MOXHO
NCnonbL30BaTh Nto6ble MOPThI STOr0 CTOEYHOro KOMMYTaTOPa BEPXHErO YPOBHS.

Ha cnepgytolem prcyHke npmBeaeH Npumep, UITCTPUPYIOLLMIA MOAKTHOYEHNE pamMbl (KOMMyTaTopoB Flex un
moaynein CMM) 1 CTOeYHbIX CEPBEPOB C MOMOLLIbIO Kabesien K CTOeYHbIM KOMMYTaTopaM BEPXHErO YPOBHS
ons cnydas, korga Lenovo XClarity Administrator yctaHoBneH Ha cepBepe B pame, KOTopoin 6yaeT
ynpaenate XClarity Administrator.

MpumeyaHue: Ha 3TOM pUCyHKe He NMOKa3aHbl BCe BO3MOXXHbIE BapUaHTbl MOAKIIOYEHUS, KOTOPbIE MOTyT
noTpeboBaTbCs o4 BaLlen cpepl. Ha aToM pucyHKe AEMOHCTPUPYIOTCA TONbKO TPEOOBaAHNSA K
nopkntoyeHno ans kommytatopos Flex, mogyneii CMM n cToe4HbIX cepBepoB, CBA3aHHbIE C HACTPONKON
BUPTYyaslbHO pasfesibHbiX CETeN OaHHbIX U yNpaBiieHNs.
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Puc. 18. lNpumep kabesibHbIX COEANHEHWI 151 BUPTYalbHO pasfesibHbIX CETeN AaHHbIX U YrpaBieHnst

LLlar 2. Hactponka CTOe4HbIX KOMMYTaTOpPOB BEPXHEro ypoBHS

HaCTpOI7ITe CTO€4Hble KOMMYTaTOpPbl BEPXHEI0 YPOBHA.

Mepep Havyanom paboThbl

B pononHeHue K 06bI4HbIM TPEBOBaHUSM K KOHPUIrypaLmmn Ans CTOe4HbIX KOMMYTaTOPOB BEPXHEMO YPOBHS,
ybeguTech, YTO BKIHOYEHbBI BCE HEOOXOAMMbIE MOPThI, B TOM Y/CIE BHELLHWE NOPThI AN CBA3WN C
KommyTaTtopsl Flex, cToeuHbIMI cepBepamMu U CEThIO, a TakXXe BHYTPEHHME NOPTbI AN CBA3U C MOAYISIMM
CMM, cToeYHbIMY cepBeEpPamMm U CETbBIO.

LNo6aBneHne METOK BUPTYasnbHOW NOKanbHOW CETU MOXKHO peann3oBaTtb B KOMmyTaTopax Flex nnm
CTOEYHbIX KOMMYTaTOpPax BEPXHEr0 YPOBHS, YTO 3aBUCUT OT NOTPEBHOCTEN U CNOXXHOCTY cpeabl. Ecnn
[o6aBeHe METOK peannayeTcs B CTOEYHbIX KOMMYyTaTopax BEPXHErO YPOBHS, BKtOUUTE fo6aBneHne
MeTOK VLAN B CTOEYHbIX KOMMYyTaTOpax BEPXHEro ypPOBHS.

Yb6eputech, 4TO ANs CETU YNPaBNEHUS U CETU AaHHbIX HACTPOoeHbl naeHTudukaropsl VLAN.

Mpoueaypa

[elcTBrA No HACTPOIKe MOrYT OTANYATLCS B 3aBUCUMOCTI OT TUMNa YCTAHOBNEHHbIX CTOEYHbIX
KOMMYTaTOpOB.

Ha cnepytoLiem pucyHke nokasaH npuMmep cueHapus, B KOTopom fodasneHne metok VLAN peanvnsosaHo B
CTOEYHbIX KOMMYTaTopax BEPXHEro YPOBHS U BKIIOYEHO TONbKO B ceTu ynpasneHns. Cetb VLAN
ynpasneHnsa HacTpoeHa kak cetb VLAN 10.

B aTom cuLeHapum nopThl, K KOTOPbLIM NoaktoYeHbl Mmogynu CMM, Heob6xoamnmo onpeaennTb Kak
npuHagnexawme Kk cet VLAN ynpasneHus.

Mpumeyvanue: [Job6asneHne metok VLAN Tak)xe MOXKHO BKIIOUNTb B CETW LAHHbIX 4151 HACTPONKN CeTu
VLAN gns gaHHbIX.
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Puc. 19. lMNpumep koHpurypauymm g5 Kommytatops! Flex B BUpTyanbHO pa3geneHHbIX CETSX AaHHbIX U yrpaBiaeHns
(VMware ESXi), B koTopow go6asneHne meTok VLAN BkoHeHO B ceTu yripaBieHns

CBefieHns1 0 HACTPOIKe CTOEYHbIX KOMMYTaTOPOB BEPXHErO YPOBHsi Lenovo cM. B CToeuHble KOMMYTaTopbl B
LOKyMeHTauum no System x B IHTepHeTe. Ecniv ycTaHOBNEH APYroli CTOEYHbI KOMMYTaTop BEPXHErO YPOBHS,
CM. [OKYMEHTALMIO, CONPOBOXXAAIOLLYI0 3TOT KOMMYTaTOp.

LLar 3. HacTtpouka mogynen CMM

HacTtpolite ocHoBHOW Mofynb ynpaeneHus pamoit (Chassis Management Module, CMM) B pame gnsi
yrnpaBfieHnsi BCeEMU YCTPOCTBaMU B pame.

06 3ToM 3apaye

Moapo6Hble cBepeHust o HacTpoiike moaynst CMM cMm. B pasfene HacTpoiika KOMNOHEHTOB pamMbl B
LOKyMeHTaLum no yctpoicteam Flex System B VIHTepHeTe.

Taroke cM. gencteus 4.1-4.5 Ha NNCTE C UHCTPYKLMSIMU N3 KOMIIEKTA MOCTaBKW BalLEN pambl.

Mpoueaypa
Y106kl HacTpouTb Mogysie CMM, BbINOIHUTE YKa3aHHbIE HXXKE OENCTBUS.

Ecnu yctaHosneHbl agsa mogyns CMM, HacTpoinTe Tonbko ocHoBHoM Mogynb CMM. OH aBTOMaTu4ecku
CYHXPOHN3MPYET KOHUrypaLuuio ¢ pesepsHbIM Mogysiem CMM.

LLlar 1. Topkntounte kabenb Ethernet ot mogyns CMM B oTceke 1 K KNMMEHTCKOM paboyein CTaHUMK, YTOObI
co3paTb NpsMoe NoaKItoYeHne.

Pama

“ Flex System

=G

__CMM2

e = _o

o T -l

__CMM1

Mpun nepBom nogktoyeHnn kK mogynto CMM, BO3MOXXHO, NOTPedYETCSt USMEHUTL CBOMCTBA
npotokona IP Ha KnneHTckol paboyel cTaHuun.
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LLar 2.

LLar 3.

LLlar 4.

LLlar 5.

LLlar 6.
LLar 7.

BaxkHo: Y6eanTech, YTO NOACETb KINMEHTCKOW paboyeli CTaHLMK CoBnagaeT C NOACETbIO MOLY A
CMM. (Mo ymonyanuio ansa CMM ncnonesyeTtcsa noaceTb 255.255.255.0). IP-agpec, BoiGpaHHbI
ANS KIMEHTCKON pabo4en cTaHuun, [OSKEH HAXOAMTBCH B TOW Xe ceTu, 4To 1 IP-agpec mogyns
CMM (Hanpumep, 192.168.70.0-192.168.70.24).

Y106kl 3anycTuTb MHTepdenc ynpasneHns CMM, oTkpoliTe Be6-6pay3ep Ha KIMEHTCKOW paboyer
CTaHuuu 1 HanpasbTe ero Ha IP-agpec mogyna CMM.

MpumeyvaHuns:

* Y6eantechb, 4TO UCMOb3YeTCHA 6e3onacHoe nogkntoyeHne, n sknoynte https 8 URL-agpec
(npumep: https://192.168.70.100). Ecnun He BkmtounTb «https», oTo6pasnTcs owmnbka «CTpaHuua
He HalijeHa».

e Ecnu Bbl ucnonbayete IP-agpec no ymonyaruio 192.168.70.100, nHtepderic ynpasnenns CMM
MOXKET CTaTb JOCTYMEH CNYCTH HECKOMBbKO MUHYT. ITa 3aep>Kka BO3HMKAET U3-3a TOro, 4YTo
moaynb CMM nbiTaetcsa nonyuntb agpec DHCP B TedeHne ABYX MUHYT, NpeXxae YeM BEPHYTLCS
K CTaTuyecKomy agpecy rno yMon4yaHuio.

Bongute B nHTepdelic ynpasneHua mogyns CMM, ncnonb3ys nprHMMaemMble No yMOMYaHWIO
naeHTudukaTop nosnb3osatens USERID 1 naposib PASSWORD. Mocne Bxoaa napornb No yMOYaHuto
Heo6X0AMMO U3MEHWT.

BbinonHuTe warn mactepa nepBoHavanbHon HacTponkn CMM, 4To6bl ykasaTb CBeAeHNs ans
cBoeli cpefbl. MacTep nepBoHayanbHOM HACTPONKLM BKIKOHAET B Ce65 cneayoLimne napameTpbil:

e [TpoCMOTP pPeECYpPCOB U COCTOSHNA PaboTOCNOCOBHOCTY pambl.

¢ VIMMOpPT KOH(pMrypaumm n3 cyLLecTsytoLLero ganna KoHpurypaymu.

e HacTtpolika obuux napametpos CMM.

e YcTaHoBKa gatbl  BpemeHn CMM.
Coger. [1pun yctaHoBke XClarity Administrator HacTpoliTe ncnonososaHue cepeepa NTP gns
XClarity Administrator n Bcex pam, kotopbiMmu yripaensieT XClarity Administrator.

e Hactporite IP-uHchopmauuio mogyns CMM.

e HacTpowTte nonntuky 6esonacHoct mogyns CMM.

e HactpowiTte cuctemy goMeHHbIx nMmeH (DNS).

e HacTpoliTe cpeacTtsa nepeHanpasneHns cobbITUN.

CoxpaHuB 3aaHHble 3Ha4YEHUSA NapamMeTpoB MacTepa HAaCTPOWMKU N MPUMEHUB U3MEHEHUS,
HacTponTe IP-agpeca ansa Bcex KOMMOHEHTOB B pame.

Cwm. pgeictre 4.6 Ha NUCTE C UHCTPYKLMSIMI U3 KOMMNJIEKTa NOCTaBKU Ballel pambl.

Mpumeyanune: YTobbl 0TO6PaA3NIMCL HOBbIE IP-agpeca, Heob6xoanmMo c6pOCUTb NPoLEeCcop
yrnpaBneHnsi CUCTEMON NS KaXKAO0ro BbIYUCNUTENBHOrO y3na 1 nepesanyctuTb KommyTaTopsbl Flex.
Mepesanyctute mopyns CMM ¢ nomoLsto nHTepdenca ynpasneHus CMM.

Moka mogynb CMM nepesanyckaeTcs, nogkntounte kabenb ot nopta Ethernet mogyns CMM k
CBOEN ceTu.
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LLlar 8. BowngunTe B uHTepdeinc ynpaeneHus mopyns CMM, ncnone3ys HosbIln IP-agpec.

Mocne 3aBeplieHus

B moayne CMM Tak>Xe MOXHO HacTpOoUTb Nopaep KKy U36bITo4HOCTU. Vicrnonb3ayiiTe CNpaBoYHyo CUCTEMY
CMM, 4T0Gbl y3HaTb GOJbLLE O NMONSX, AOCTYMHbIX HA KaXKAOW U3 ClepyoLyX CTpaHnL,

e Hactporite gns mogynss CMM aBapuinHOe nepekto4eHne B Criyqae annapaTtHoro c6os B OCHOBHOM
mopyne CMM. B nHtepderice ynpasneHns CMM Haxxmnte Mgt Module Management - Ceonctea =
PaclumpeHHoe aBapunHoe NepeKsnoveHme.

e HacTpoliTe aBapuintHOe NepeknioyeHe B Criydae HeNosafgkn ¢ CETbIO (BocxopsLmi kaHan). B
nHTepdeice ynpasnenns CMM HaxxmmTe Mgt Module Management = CeTb, OTKpoliTe BKNagKy
Ethernet, a 3atem HaxxmuTe JlononHuTenbHble napameTpsbl Ethernet. Kak muHumym, yéegntecs, 4To
BblbpaH napameTp MepekntoyeHne npu yrpaTte (hn3my4ecKoro ceTeBoro noaKjao4eHus.

Lar 4. Hactponka KommyTtaTtopbl Flex

HacTtpoiite KommyTtaTopsl Flex B kaxxgown pame.

Mepen Havanom pa6boTbl

Yb6epuTech, YTO BKJIHOUEHbBI BCE HEOOXOOVMbIE MOPTbI, B TOM YMCSIE BHELLHNE NOPTbI A1 CBA3UN MeXay
KOMMYyTaToOpOM Flex n cToe4HbIM KOMMYTaTOPOM BEPXHENO YPOBHS, a TakKe BHYTPEHHME NOPTbI AN CBA3U C
mogynem CMM.

[ob6aBneHne METOK BUPTYasibHOM JIOKANbHOWN CETU MOXXHO peann3oBaTb B KommyTaTtopax Flex nnm
CTOEYHbIX KOMMYTaToOpax BEPXHEro YPOBHS, YTO 3aBUCUT OT NOTPEBHOCTEN 1 CNOXXHOCTU cpedbl. Ecnn
pob6aBneHne MeTOK peanusyeTca B KomMmyTaTtopax Flex, Bknounte gobasneHne metok VLAN B
kKommyTaTopax Flex.

Y6eautecnb, YTO AN CeTU yNpaBfeHns U CeTN AaHHbIX HAacTpoeHbl naeHTudukartopsl VLAN.

BaxxHo: [Ins kaxkpoi pambl Flex System y6eguTtechb, 4TO TN MEXKOMMOHEHTHOW CETU KapTbl pacLUMpeHs B
Ka>XK[10M cepBepe B paMe COBMECTUM C TUNOM MEXKOMMOHEHTHOV CETM BCeX KOMMYTaTopoB Flex B aTon xe
pame. Hanpumep, ecnn B pame ycTaHOBIeEHbI KOMMyTaTopbl Ethernet, Bce cepBepbl B 3To pame fOMKHbI
UMETb BO3MOXXHOCTb NogkntoveHns K Ethernet ¢ nomoLLbto pasbema NoKanbHOM CeT Ha MaTEPUHCKOM
nnate unu KapTbl paclwmpeHns Ethernet. JlononHnTenbHble cBe4EHMSA O HACTPOIiKe KoMMyTaTopoB Flex cm. B
paspgene HacTtponka mopgynen BBoAa-BbiBOAa B AOKYMeHTauuu no yctporicteam Flex System B IHTepHeTe.

MNpouenypa
,D,eVICTBVIﬂ no HaCTpOI7IKe MOIyT OT/In4aTbCA B 3aBUCUMOCTW OT TUMNa YCTAHOBJIEHHbIX KOMMyTaTOpr Flex.

JononHuTensHyo NHGMOPMaLIMIO O KaXXA0M 13 nopaep xmusaemMbix KommyTtaTtops! Flex cm. B CeTeBble
kommyTatopsbl Flex System B gokymeHTauumn no yctponcteam Flex System B ViHTepHeTe.
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Ha cnepytoLem pucyHke nokasaH npumep cueHapus, B KoTopom gobasneHne metok VLAN peanvnsoBaHo B
kommyTaTopax Flex n Bknto4eHo B ceTu ynpasneHus n ceth gaHHbix. CeTb VLAN gnga ynpasneHus
HacTpoeHa kak ceTb VLAN 10 (Ext1), a cetb VLAN anst paHHbix HacTpoeHa kak ceTb VLAN 20 (Ext2).
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Puc. 20. lMpumep koHpurypauymm ans Kommytatops! Flex B BUpTyaibHO pa3aeneHHbIX CETSX AaHHbIX v yripasneHus (Red
Hat KVM), B koTopoui go6asneHne metok VLAN Bk/IloHEHO B 06enx CeTsiX

YT106bl HaCTPOUTL KOMMYTaTOPbI Flex ons aToro cueHapus, BbINOIHUTE YKa3aHHbIE HDKE OENCTBUS.

LLar 1. Hactporite kommyTaTop Flex B oTceke 1 gns kommyTtaTopa Flex:

Onpegenute ceTb VLAN ynpasneHus (B aTom npumMepe BoibpaHa ceTb VLAN 10) Takum
0b6pasom, 4TOObI OHa cofep karna BHELUHNIA NOPT, NOAKIOYEHHbIN C MOMOLLLIO Kabens K
CTOEYHOMY KOMMYTaTopy BepxHero ypoBHs (Ext1).

a.

HasHaubTe dyHKumo BupTyanbHol ceTeBoi kapTbl (VNIC) M3 BbIMMCIMTENBHOMO Y33, Ha
koTopom ycTtaHoBneH Lenovo XClarity Administrator, BupTyansHOI NOKansHOM CeTu
ynpasnenus (VLAN 10). B cnegytoLueli Tabnuvue npuBeneHbl cBeeHnst o ToM, Kak kapTbl VNIC
Ha BbI4YMCIMTENBHOM y3nie conocTaBnstoTcs Ha KommyTatop Flex.

Tabs. 2. Bsanmocssisb mexgy naeHtugpukaropamm vNIC n ¢pyHkymamm PCle Ha cepBepax

du-

3nye-

CKun

nopTt | Or-

Bbl- ceK

ync- | Ko-
DyHK- - MM-
yus Tenb- | yra-
PCle HOro TOp
(UEFI) y3na | Flex | WaeHTudmkarop vNIC
0 x.1 (7.1 B aTom npumepe)
2 x.2 (7.2 B aTOM nNpumMepe)

0 1

4 x.3 (7.3 B aTOM NprmMepe)
6 x.4 (7.4 B aTOM nNprmMepe)

CoBerT. Kak npaBuno, ngeHtudurkarop x.1 sapesepsupoBaH sl AaHHbIX, MO3TOMY cnegyeT
ncnonb3oBaTth X.2, X.3 nnn x.4

Onpepenute BHYTPEHHWI NOPT, HA KOTOPOM JOJIKEH HAXOAUTLCS XOCT, Kak 4acTb ceTu VLAN
10 (ceTb VLAN ynpaBneHus). Y6eanTech, 4TO Ha 3TOM NOPTY BKMtoYeH TpaHKUHT VLAN.
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d. Onpepenute BHyTpeHHUI NopT kak YacTb ceTn VLAN 20 (cetb VLAN gaHHbIX).

LLlar 2. Hactporite kommyTatop Flex B oTceke 2 onsa kommyTtaTopa Flex:

CoBer. Otcek 2 ans kommyTtaTopa Flex — 3To TpeTuin No cHeTy MOAYJIbHbI OTCEK, ECIIN CMOTPETb
Ha pamy C 06paTHOIN CTOPOHbI.

a. Onpepenute cetb VLAN ynpaeneHus (B aTom npumepe BbibpaHa ceTb VLAN 10) Taknm
o6pa3om, 4TOObI OHa cofep kasia BHELUHWI NOPT, NMOAKMKYEHHbIN C MOMOLLbIO kKabens K
CTOE4YHOMY KOMMYTAaTOPYy BEPXHEro YPOBHA.

b. HasHaubTe hyHKUMIO BUpTYanbHon ceTeBon kapTbl (VNIC) n3 BblumMcnnTensHoro yana, Ha
koTopom ycTtaHoBneH XClarity Administrator, BupTyanbHon nokansHon cetn ynpasnexus (VLAN
10). B cnepytowen Tabnuue npveeneHbl CBeaeHUs o0 ToM, kak kapTbl VNIC Ha BblYMCAUTENBHOM
yane conocTtasnsoTcs Ha KommyTtaTtop Flex.

Tabn. 3. Baanmocssiss mexgy naeHtugpukaropamu vNIC u pyHkymsmm PCle Ha cepBepax

du-

3uye-

CKUM

nopt | Ot-

Bbl- ceK

4yuc- Ko-
PyHK- nn- MM-
uus Telb- yTa-
PCle HOro TOp
(UEFI) y3na | Flex | NaeHTudmkarop vNIC
1 0 1 x.1 (7.1 B 3aTOM NpuMepe)
3 x.2 (7.2 B aTOM npumMepe)
5 x.3 (7.3 B aTOM NpumMepe)
7 x.4 (7.4 B 3TOM NpUMeEpE)

CoBerT. Kak npasuno, ngeHtudukarop x.1 sapesepsnpoBaH o AaHHbIX, MO3TOMY cleayeT
ucnonb3oBaTthb X.2, X.3 unn x.4

c. Onpepenute BHYTPEHHUI NMOPT, HA KOTOPOM LO/MKEH HAXOANTbLCH XOCT, Kak YacTb ceTn VLAN
10 (ceTb VLAN ynpaBneHus). Y6eanTech, HTO Ha 3TOM NOPTY BKMtoYeH TpaHKUHT VLAN.

d. Onpegenute BHyTpeHHUI NopT Kak YacTb ceT VLAN 20 (cetb VLAN gaHHbIX).

LLar 5. YcTaHOBKa U HacTpouKa xocTta

CentOS nnu Rocky MOXXHO yCTaHOBUTL B 11060 CUCTEME, KOTopasi oTBeYaeT TpeboBaHuaM ans Lenovo
XClarity Administrator.

MNepen Hauyanom pa6oTbl

Ecnu Bbl HaMepeHbl peann3oBaTb cpefy BbICOKOW AOCTYMNHOCTU, CM. Peanvsauus BbICOKOW AOCTYNHOCTY ONst
nony4eHns [onoSIHUTENbHON NHGOPMaLMKN O HACTPOIKe KnacTepa.

Y6eamTech, 4TO XOCT OTBEYaET NpeaABapuTeSibHbIM TPeO0BaHUSAM, KOTOPbIE ONpPeaesNieHbl B pasgene
O6s3aTenbHble TPEO6OBAHUSA K 060PYLOBAHMIO 1 MPOrPaMMHOMY O6ECMNEYEHNIO.

Y6eamTech, 4TO CUCTeMa XOCTa HaxoauTCsl B TOMN XKe CETU, HYTO U YCTPOWCTBA, KOTOPLIMU Bbl XOTUTE
ynpaensiTh.
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BaxxHo: XClarity Administrator MO>XHO yCTaHOBWTb Ha 1060 CUCTEME, OTBEYatoLLENn TPeOOBaHNAM NS
XClarity Administrator, B Tom yucne Ha ynpasnsiemoMm cepsepe. Ecnn gna xocta XClarity Administrator
NCnonb3yeTcs ynpaBsieMblil CepBep:

¢ Heobxogmmo peann3oBartb MO0 TOMOIOrN0 C BUPTYasibHbIM pPasfesieHneM CETU AaHHbIX 1 CETU
ynpasneHusi, TIn60 TOMONOIO C €AMHON CETBIO AaHHbIX 1 YrpaBiieHus.

e [1ns npumMeHeHUs 06HOBMEHNIA MUKPONPOrpaMMbl K 3TOMY yNpasnsiemMoMy cepBepy HEBO3SMOXXHO
ncnonbadosatb XClarity Administrator. [laxxe ecnv TonbKoO YacTb MUKPOMPOrpaMMHOro obecrnedeHus
NpUMeHsIeTCs ¢ HemepsieHHon akTnsaumein, XClarity Administrator npyHygutensHo nepesanyckaet
LLleNIeBOi cepBep, YTo NpmBoanT K nepesanycky XClarity Administrator. Ecnv ncnonb3yeTcst oTnoxxeHHas
akTuBauus, npu nepesanycke XClarity Administrator nprMeHAl0TCS TONbKO HEKOTOPbIE HacTy
MUKPOMNPOrpammsbl.

¢ Ecnu Bbl ucnonb3yete cepaep B pame Flex System, y6egnTtech, 4TO Ha cepBepe HACTPOEHO
aBTOMaTNYECKOE BKJITIOHYEHME. DTOT NapameTp MOXXHO yCTaHOBUTb U3 BeG-MHTepdenca CMM, Haxxas
YnpasneHue pamon = BbluncnutenbHblie y3hibl, Bbi6pas cepsep 1 Bbibpas ABToMmaTu4eckoe
BKJIlOMeHVe/BbIKJIl0YeHNe NUTaHUA 4N napaMmeTpa PeXxnm aBToMaTu4ecKoro BKJIIOYEHUS.

Mpoueaypa

YctaHoBute u Hactponte CentOS nnu Rocky Linux Ha xocTe, MCNonb3yst UHCTPYKLMKW, NpeaocTasnsiemMble C
anctpunbytnsom CentOS unu Rocky Linux.

Bo Bpems ycTaHOBKM BaM npegfiaraeTcs BblbpaTth AMCKOBbIN HAKONUTESb, HA KOTOPOM AO/MKEH ObITb
ycTaHoBneH o6paga. Ecnn XClarity Administrator npegnonaraercs 3anyckarb C JIOKaJIbHOrO LUCKOBOIO
HakonuTens, ybeanTech, YTO HA HEM UMEETCS NPOCTPAHCTBO EMKOCTbLIO Kak MuHUMyM 192 I'b nnroc pasmep
o6pasa yCTaHOBKW.

Y6epuTechb, 4To BbibpaHo 3HayeHue VirtlO B kayecTtBe ycTporictea Ethernet npu yctaHoske XClarity
Administrator Ha xocT KVM. lNpoussogntensHocTb gparisepa Realtek Ethernet no ymonyaHuio nnoxas, n ero
He crnefgyeT NCNoJib30BaTb.

LLlar 6. YcTaHOBKa n HacTpomnka BMpTyanbHOro ycrtpoucrtaea Lenovo
XClarity Administrator

YcTaHoBUTe 1 HacTpolTe BUpTyanbHoe ycTpoincTtBo XClarity Administrator Ha TONbKO Y4TO yCTaHOBIEHHOM
xocte CentOS nnu Rocky Linux.

Mepep Havyanom paboThbl

[ns ycTaHOBKM BUPTYanbHOro ycTporcTea Heobxogumo sontn B CentOS nnmn Rocky Linux B kavecTse
nonb3oBaTens ¢ npasamm root.

Mepepn yctanoskon XClarity Administrator ybegutech, 4TO HacTpoeHa BUpTyanbHas ceTb VirbrO.

Mpu nogkntoveHun K koHconn CentOS mnmn Rocky Linux MO>XKHO BbIGpaTh TUM NOOKITOYEHNS — K
nocnepoBaTtenbHOM unu rpacumyeckon KoHconu. [1ns npocmoTpa 1 nameHeHns IP-agpeca npu 3anycke
XClarity Administrator Heo6xoaMmMo nogkNoYeHMe K rpadryecknii KoHconu. YTobel ICNoNbL30BaTb
rpagryecKyro KOHCONMb, LWENKHUTE B ANCNETYEpEe BUPTYanbHbIX MawnH MpocmoTpeTb = TekcToBble
koHconu = VNC rpadmyeckoit KoHconu.

Mpn ycTaHoBKe BUpTYyanbHoro yctponctaea Lenovo XClarity Administrator ¢ nomoLLbto Nofib30BaTeNbCKOro
nHTepdeinca Red Hat KVM BbixogHble BgeogaHHbIe MOryT He OTOOpaXkaTbCs Ha KOHCONW, YTO NPUBOZNT K
YEePHOMY 3KpaHy KOHCONM Npu BKIKOYEHWUM BUPTYanbHo MawiunHbl XClarity Administrator BMecTo 6aHHepa
BUPTYyasibHON MalunHbl ¢ IP-uHdopmaumenn o XClarity Administrator. YTo6bl npocmatpuBaTh BbIXOAHbIE
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BUAEOAaHHbIE HA KOHCOMW, NS BUAEOYCTPOCTBA HEOO6XOAMMO YCTaHOBUTL pexxum Cirrus. [Ins atoro
OTKpONTE 3KpaH cBefeHnii o BupTyanbHom o6opyposaHumn XClarity Administrator u Haxxmite Bupgeo Ha
neBo naHenu Hasuraumu. Mo ymonyaHuto nonb3oBaTtenbckuii nHTepdeinc RedHat KVM yctaHaBnnBaeT ans
BugeoycTpomncTea pexxum QXL.

Mpoueaypa

YT106bI ycTaHOBUTL BUpTyanbHoe ycTporicTeBo XClarity Administrator, BbiInonHUTE ykazaHHble HUXe

[encTBus.

LLlar 1. Cka4vanTe o6pas BupTyansHoro yctponctaea XClarity Administrator ¢ Be6-cTpaHunua 3arpysku
XClarity Administrator Ha KIIMEHTCKYL0 paboyyto cTaHuuio. Boingute Ha Be6-caiiT 1 MCnonb3ynte
npefoCTaBeHHbIN BaM KJIlOY [OCTYNa AN1s ckadmBaHus obpasa.

[ns Red Hat KVM ckavaite ob6pa3s B hopmaTe qcow2.

MpumevaHue: Y6egutechb, YTO KNMEHTCKas paboyas CTaHLMS HAXOANTCS B OOQHON CETW C XOCTOM.

LLlar 2. YcTaHOBWTE 1 HAcTPOTE BUPTYaNlbHOE YCTPOMCTBO Ha XOCTe.

a.
b.
c.

@ =

Bongute B cucTemy Ha cepBepe.
CkonupyinTe 06pas BUpTyaibHOro Ancka Ha cepBep.

B okHe «[JucneTtyep BUpTYyanbHbIX MalwmH» HaXMuTe QEMU/KVM, a 3atem HaxxmMuTe
Cospartb. OTKpoeTcs ananorosoe okHo «CosgaHne BM».

Bbi6epute UmnopTupoBaTh cywlecTByloWUii 06pa3 gucka 1 HaxxmuTe NepeHanpaBuTb.

MeperignTe K pacnonoXXeHuo, B KOTopoe ckonmposaH o6pas XClarity Administrator. Beibepute
3TOT 06pas.

Bbi6epuTe YHMBepcanbHbi o515 Trna n sepcumn OC.

Haxxwvute MepeHanpaBuThb.

Bbi6epuTe 06bemM namMaTn He meHee 8192 MB.

Bbl6epuTe Kak MMHUMYM 2 npoLieccopa.

Haxxmute NMepeHanpaBuTb.

BBenute nmsa ons HoBoW BUpTYyanbHON MawwnHel, Hanpumep XClarity Administrator.

Ecnu Bbl He ncnonb3yete cepsep DHCP, BbibepnTe HacTponku KoHdburypauum nepeg,
YCTaHOBKOMN.

PasesepHuTe [lononHuTeNbHbIE NApPaMeTpPbl 1 HACTPONWTE CrnefyroLLmne napameTpsbl:
1. YKaxkuTe virbr0 ong nMeHn mocTra.
2. Boibepute kvm B Ka4ecTse BUPTYanbHOro Tuina.
3. BbibepunTe x86_64 nnsa apXUTEKTYPbI.

Haxxwvnte FoToBO.

HaxxmuTe FoToBo.

Korpa BnpTyasnbHas MallvHa 3anyLuieHa, Ans Kaxanoro nHrepdernca otobpakaroTes agpeca
IPv4 1 IPv6, Kak nokasaHo B cnefytoLlem npumepe.

Mo ymonuanuto ans nopta ynpaeneHus ethO XClarity Administrator ncnonbayetcs IP-agpec
DHCP. B koHue npougecca 3arpy3ku XClarity Administrator ana nopta ynpaenexus ethO Mo>xHO
yCTaHOBUTb cTaTtndeckuin IP-agpec, BBegs 1 npu nosiBneHmMun 3anpoca (CM. MPUMEP HIXKE).
3anpoc oTobpaxkaeTcs B TedeHne 150 cekyH, NoKa He NOSIBUTCS 3arnpoc Ha BXO B CUCTEMY.
YT106bI Cpasy NepenTn K 3anpocy Ha BXof, B CUCTEMY, BBEOUTE B CTPOKE 3anpoca X.

Ba)xHo:

Masa 3. YcTtaHoska Lenovo XClarity Administrator 73


https://datacentersupport.lenovo.com/solutions/LNVO-LXCAUPD
https://datacentersupport.lenovo.com/solutions/LNVO-LXCAUPD

¢ [Ipu n3meHeHnn NnapamMmeTpoB cTaTudeckoro |IP-agpeca HoBble napameTpbl HEO6XO0aUMO
BBECTU B Te4yeHne He 6onee 60 cekyHA. MNepen nponomkeHnem y6eanTechb B HaNN4mu
HeobxoanmMon nHgpopmauun rno IP-napameTpam.
— [pwn ncnonbsosaHun napameTpos |IPv4 Heobxoanmo nmeTsb IP-agpec, macky nogcetn u
IP-agpec wnio3a
— [Npwn ncnonbsoBaHum napameTpos IPv6 Heobxoanmo umeTs IP-agpec n anvHy npedukca

e Ecnn DHCP-cepBep He ucnonb3yeTcs, Ans 3agaHus IP-napameTpoB nopTa ynpaBfeHns
eth0 XClarity Administrator, koTopbii TpebyeTcs ucnonbdoBatb ans goctyna K XClarity
Administrator, MO>xHO BocMnoib30BaTbCs haiioM KoHdburypaumn. JJononHUTenbHbIe
CcBefieHus cM. B pasgene «[locnepytoLme oencTBus» HUXKE.

¢ [lpun n3ameHeHnm napameTpoB IP-agpeca B koHconm nporpaMmmHoe obecrnedeHne XClarity
Administrator nepesanyckaeTtcsa ansg npuMeHeHNsa HOBbIX NapamMeTpoB.

* Hukakux oencTBuin onsg BXoAa B CUCTEMY BbINONHATb He TpebyeTcs. CoobLLeHne Bxoaa B
KOHCO/b CneayeT UrHopupoBaTb. KOHCONbHbIN MHTepdeENC He NpegHasHayeH ans
NCMoJb30BaHNs NOSIb30BaTENSIMU.

* Ha KoHconmn MOXeT NosiBUTLCHA coobLyeHne TCP: eth0: gpariBep nogo3peBaeT peannsauuio
GRO, nponsBoauTENBHOCTL TCP MOXET BbITb CHUXEHA. [pon3BoaNTENLHOCTL BUPTYanbHOM
MaLLUWHbI He 3aTparnBaeTCs 1 3TO NpPeayrnpeXxgeHne MoXHoO NrHOPUpoBaTb.

BHumanue: Mpu nsmeHeHun IP-agpeca nopta ynpasneHus XClarity Administrator nocne
yrnpasfieHns ycTponcTeamm ycTpoinctea moryT nepentu B XClarity Administrator B coctosHne
«He B ceTu». Ecnun TpebyeTcs namenntb IP-agpec nocne nogkntoveHns n 3anycka XClarity
Administrator, nepeg nameHeHunem IP-agpeca ybeguTech, YTO BCe YCTPOWCTBA SABNAIOTCA
HeynpasaseMbIiMU.

Lenovo XClarity Administrator Version x.x.x

eth0  flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 metric 1
inet 192.0.2.10 netmask 255.255.255.0 broadcast 192.0.2.55
ineté 2001:db8:56ff:fe80:bea3 prefixlen 64  scopeid 0x20<link>
ether 00:15:5d:0c:d1:92 txqueuelen 1000 (Ethernet)

RX errors 0 dropped 0 overruns 0 frame 0

ethl flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 metric 1
inet 192.0.2.20 netmask 255.255.255.0 broadcast 192.0.2.130
ineté 2001:dbh8:56ff:fe80:bea3 prefixlen 64 scopeid 0x20<link>

You have 150 seconds to change IP settings. Enter one of the following:
1. To set a static IP address for Lenovo XClarity virtual appliance eth0 port
2. To use a DHCP address for Lenovo XClarity virtual appliance eth0 port
x. To continue without changing IP settings

LLlar 3. CospgaliTe BTOPYO BUPTYalbHYHO CETb.

a. B gncnetyepe BUpTyanbHbIX MawnH BoibepuTe BUpTyansHyto MawwunHy XClarity Administrator n
HaxxmMuTe U3meHuTb = CBefeHNsa 0 BUPTyasibHOM MaLUUHe.

b. LlenkHnte lo6aBuTb 060pYyAOBaHUE B HUXKHEM JIeBOM yriy. OTKpOeTCs AnanoroBoe OKHO
«[lo6aBneHne HOBOro 060pPyA0BaHUS».

c. LlenkHute CeTb Ha NeBOW HaBUraLMOHHON NaHenn n N3MeHNTe napameTpbl CETU.
¢ Bbi6epuTe nogxopsiee yCTPOWCTBO B KA4eCTBE UCTOYHMKA CETI.
¢ Bbi6epuTe COOTBETCTBYHIOLLYIO MOAENb YCTPOWCTBA.
¢ He nameHsante MAC-agpec.

d. Haxmwute NoToBo.
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Tononorusi ceTn ToNbKO Ans ynpasneHuns

B aton Tononorun y Lenovo XClarity Administrator ecTb Tofnbko ceTb ynpasneHus. CeTb AaHHbIX
OTCYTCTBYeET.

MNepepn Hayanom pa6oTbl

Y6enmTech, YTO BKJIIOYEHbI BCE HEOOX0AMMble MOPThI, B TOM YNCHE:

¢ [lopTbl, KoTopble TpebytoTes ans XClarity Administrator (cm. pasgen LoCTynHOCTb NOPTOB)
¢ BHellHVe NopTbl O CBA3U MO CETU

e BHyTpeHHWe NopTbl onga ceasu ¢ mogynem CMM

Y6enmTech, YTO Ha KaXkoM YCTPONCTBE, KOTOPbIM NpegnonaraeTcs ynpaensTe ¢ nomolubio XClarity
Administrator, ycTaHoBneHa MMKponporpamMmma, ygosneTsopsioLas MUHAMaIbHbIM TPeboBaHNSM.
MwuHMManbHO HeobxoQVMble YPOBHU MUKPOMPOrpaMmbl MOXXHO HanTn B Be6-cTpaHuua nogaepxxku XClarity
Administrator — coBMecTMMOCTb, OTKpPbIB BKNaaKy COBMeCTUMOCTb U LLIESNIKHYB CCbIIKY A1s1
COOTBETCTBYIOLLMX TUMOB YCTPONCTB.

Ba)kHo: HacTpoliTe ycTponcTsa 1 KOMNOHEHTbI TakM 06pa3oM, HTOObl CBECTU K MUHUMYMY N3MeHeHus |P-
agpecoB. PaccMoTpuTe BO3BMOXXHOCTb MCMNOMb30BaHUA cTaTnyeckux |IP-agpecos BMeCTO NpoToKona
AnHamunyeckor HacTpoikn xoctos (DHCP). Ecnn ncnonesyetca npotokon DHCP, y6egutech, 4To
n3meHeHwns IP-agpeca ceefieHbl K MUHUMYMY.

06 3ToM 3apaye

Ha pucyHke Hke nokasaH ogyH 13 cnoco6oB HAaCTPOWKK cpedbl B TOM ciiyyae, korga y Lenovo XClarity
Administrator ecTb TONBLKO CeTb yNpaBneHnst (CETU AaHHbIX HET). Lindpbl Ha pUcyHKe COOTBETCTBYIOT
NPOHYMEPOBAaHHbIM LLiaram, OnncaHHbIM B CReayroLmnx pasgenax.

MpumeyaHue: Ha aTom prcyHKe He NoKa3aHbl BCE BO3MOXXHbIE BapWaHTbl MOJKIOYEHNS, KOTOPble MOTyT
noTtpeboBaTbCA ANs BaLlen cpefbl. Ha 3TOM pUCyHKe AEMOHCTPUPYIOTCS TONIbKO TPeO6oBaHUS K
nopkntoyeHnto ans kommytatopos Flex, mogyneii CMM n cToe4HbIX cepBepoB, CBA3aHHbIE C HACTPONKON
CEeTV TONbKO AN15 yNpasBieHus.
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Ecnu Bbl nnaHmpyeTte yctaHoBuTb XClarity Administrator ans ynpasneHus y>xe nmerowmymncs n
HaCTPOEHHbIMI pamMmamMin 1 CTOeYHbIMK cepBepamu, nepenguTe K pasgeny LLar 5. YctaHoBka un HacTponka
XOocCTa.

JononHuTenbHble CBEAEHMS O MNAaHMPOBaHUN 3TON TONOOrUK, BKITKOYas MHopMaLMio 0 napameTpax cetu
n KoHdurypauum Eth1 n EthO, cm. B pasgene CeTb TONbKO AN151 ynNpaBieHus.

LUar 1. Mogknto4yeHne pambl, CTOE4YHbIX CepBepPoOB N xocTta Lenovo
XClarity Administrator K cToe4HbiM KOMMyTaTOpam BEPXHEro YPOBHSA

MogkniounTe c noMoLLbio Kabenen pamy, ctoedHble cepBepbl 1 XxocT XClarity Administrator K cToeuHbIM
KOMMYyTaTopaM BEPXHErO YPOBHS, YTOObl 06ECNeUYNTb CBA3b MEXAY YCTPONCTBAMU 1 BaLLEe CEThIO.

MNpoueaypa

MogkntounTe Cc NoMoLLbio Kabenen kaxxapii KommyTtaTop Flex n mogyns CMM B Kaxxgon pame, Kaxxgpli
cToeuyHbIi cepaep u xocT XClarity Administrator K 0601MM CTOE4YHBIM KOMMYyTaTOpam BEPXHEro YPoBHS. [ns
NOAKIOYEHNST MOXKHO 1CMOSIb30BaTh t06ble MOPThI CTOEYHBIX KOMMYTAaTOPOB BEPXHENO YPOBHSI.

Ha cnepytolem prcyHke npuBeaeH NpuMep, UANOCTPUPYIOLLMIA NoakItoyeHne pambl (kommyTaTopos Flex n
moaynein CMM), cTtoeuHbix cepBepoB 1 xocTta XClarity Administrator ¢ nomoLLbio kabenen K CTOe4YHbIM
KOMMYyTaTopam BEPXHEr0 YPOBHS.

MpumeyaHue: Ha 3TOM pUCyHKe He NoKasaHbl BCe BO3MOXXHbIE BapUaHTbl MOAKIIOYEHUS], KOTOPblE MOTyT
noTpeboBaTbCsl o5 BaLlen cpeppl. Ha aToM pucyHKe AEMOHCTPUPYIOTCS TONBKO TPeBOBaHNS K
nopKItoYeHnto ans kommytatopos Flex, mogyneii CMM n cToe4HbIX CepBEpOB, CBA3aHHbIE C HACTPONKON
CEeTV TONbKO A5 yNpaB/ieHUs.
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Puc. 23. lNpymep kabesibHbIX COEQUHEHNI 7151 CETY TOJIbKO /151 YIPaBneHns

Lar 2. Hactponka CToOe4HbIX KOMMYTaTOpPOB BEPXHEro ypOBHS

HacTtpoliTe cToe4Hble KOMMYTATOPbl BEPXHErO YPOBHS.

MNepepn Hayanom pa6oTbl

B pononHeHve K 06bl4HbIM TPEGOBaHUAM K KOH(UIypauumn Ans CTOEeYHbIX KOMMYTaTOPOB BEPXHEro YPOBHS,
y6eamnTech, YTO BKJItOUEHbI BCe HEO6XOAMMbIE MOPTbI, B TOM YMCHE BHELLHME NOPTbI 41K CBS3U C
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KommyTaTtopsbl Flex, CToe4HbIMI cepBepamm 1 CETLIO, a TaKXKe BHYTPEHHUE NMOPTbI A4N15 CBA3U C MOAY1SIMU
CMM, cToeyHbIMY cepBeEpPamMu U CETbLIO.

Mpoueaypa

,D,eVICTBVIﬂ no HaCTpOI7IKe MOryT OTNIN4aTbCA B 3aBUCUMOCTU OT TMNa YCTaHOBJIEHHbIX CTOE4HbIX
KOMMYTaTOpPOB.

CBefieHIsl 0 HaCTPolike CTOEYHbIX KOMMYTaTOPOB BEPXHEro YPOoBHS Lenovo cM. B CToeuHble KOMMYTaTopbl B
LoKymeHTaumu no System x B ViHTepHeTe. ECnn ycTaHOBNEH APYroi CTOEYHbI KOMMYTaTOP BEPXHEro YPOBHS,
CM. JOKYMEHTAaLMIO, COMPOBOXXAAIOLLYI0 3TOT KOMMYTAaTOop.

LWar 3. Hactpounka moaynen CMM

HacTpoiite ocHoBHOM Moaynb yrnpasneHus pamoit (Chassis Management Module, CMM) B pame gns
ynpasfieHNsi BCEMU YCTPOWCTBaMU B pame.

06 3Ton 3apaye

Mogpo6Hble cBeneHnst o HacTponke moayns CMM cMm. B pasgene HacTpoiika KOMNOHEHTOB pambl B
OoKyMeHTaumn no yctporicteaMm Flex System B VIHTepHeTe.

Takxe cMm. gencteuda 4.1-4.5 Ha NNCTe C UHCTPYKLMAMUN N3 KOMMEKTa NOCTaBKM BaLlein pambl.

Mpoueaypa
Y106kl HacTpouTb Moaysie CMM, BbINOAHWUTE YKa3aHHbIE HUXKE OENCTBUS.

Ecnu ycTaHoBneHbl asa mogyns CMM, HacTpoiiTe Tofibko ocHOoBHOM Moaynb CMM. OH aBToMaTu4ecKu
CVIHXPOHU3MPYET KOHUIrypaumio ¢ pesepBHbIM Mogyniem CMM.

Lar 1. TNopkniounte kabenb Ethernet ot mopyns CMM B oTceke 1 K KnueHTCcKom paboyeit CTaHLUmmn, HTOObI
co3aaTb NPsIMOEe NOAKI0YEHME.

@ T Ele:e“:l(aSystem

~__CMM2

= o

L=

___CMM1

Mpw nepsom nogkntoyeHnn K mogyto CMM, BO3MO>XKHO, MOTPeOYEeTCA MU3MEHUTb CBOCTBA
npoTtokona IP Ha KnneHTckoln paboyen cTaHunn.

Ba)kHo: Y6eonTech, YTO NOLCETb KIIMEHTCKOW paboyeli CTaHLMK COBMagaeT C NOACETLIO MOLYJIS
CMM. (Mo ymonyanuio gns CMM ucnone3syetcs nogcetb 255.255.255.0). IP-agpec, BbIGpaHHbIN
ONs KNMEHTCKOW paboyeli CTaHLmMK, AOS/KEH HAXOLMTBLCSA B TOW XXe ceTu, 4To u IP-agpec mogynsa
CMM (Hanpumep, 192.168.70.0-192.168.70.24).

Lar 2. YT0o6bl 3anyctute nHTepdelic ynpaenenns CMM, oTkpoiiTe Be6-6pay3ep Ha KIMEHTCKON paboyei
CTaHuuu 1 HanpasbTe ero Ha IP-agpec mogyna CMM.

MpumeyvaHuns:
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* Y6eguTechb, YTO Ucnonbayetcsa 6e3onacHoe nogkao4deHne, n sknodnte https B URL-agpec
(npumep: https://192.168.70.100). Ecnu He BkNtounTb «https», oTo6pasuTcs owmnbka «CTpaHuLa
He HalgeHa».

¢ Ecnu Bbl ucnonesyete IP-agpec no ymonyaHuio 192.168.70.100, nHtepdenc ynpasneHus CMM
MOXXET CTaTb JOCTYMEH CMYCTH HECKOMbKO MUHYT. ITa 3afeprKka BO3HUKAET U3-3a TOro, 4YTo
mogynb CMM nbitaetcs nonyuntb agpec DHCP B TedeHne AByX MUHYT, NpeXae YeM BEPHYTLCS
K cTaT4eckoMy agpecy no yMOnyaHuio.

Lar 3. Bowgute B uHTepdeinc ynpasneHus mogyns CMM, ncnonssysi npyHMMaeMble No YMOIHaHUIo
ngeHTudukarop nonb3osarens USERID 1 naposib PASSWORD. [ocne Bxoga naponb No ymonyaHuio
HeE06XoAMMO U3MEHUTD.

LLar 4. BbinonHuTte warn mactepa nepeoHavasnbHor HacTporikn CMM, 4Tobbl ykasaTb cBegeHns ois
cBoeli cpepl. MacTep nepBoHavanbHON HACTPONKIM BKIIOYAET B CeOS crnefyroLume napameTpbl:

¢ [1poCMOTP pecypCcoB 1 COCTOSAHUSA PaboTOCNOCOOHOCTY paMbl.

¢ /IMNopT KOHUIrypaumm n3 CyLLECTBYIOLLIEro diarina KoHgurypaumu.

e HacTtpolika o6wux napametpos CMM.

e YcTaHoBKa gatbl 1 BpemeHn CMM.
Coger. [pn yctaHoeke XClarity Administrator HacTpoliTe ncnonssosaHue cepsepa NTP ans
XClarity Administrator n Bcex pam, kotopbiMu ynpasnseT XClarity Administrator.

¢ Hactporiite IP-nHdopmaumio mogyns CMM.

e Hactpoiite nonutuky 6e3onacHoct mogyns CMM.

e Hactpolite cuctemy gomeHHbix uMmeH (DNS).

e HacTpoliTe cpeacTsa nepeHanpaBnieHns CoObITUI.

Lar 5. CoxpaHvB 3agaHHble 3Ha4eHMs NapaMmeTpoB MacTepa HaCTPOWKU N MPUMEHNB N3MEHEHNS,
HacTpoliTe IP-agpeca onsa Bcex KOMMOHEHTOB B pame.

CwMm. pencteue 4.6 Ha INCTe C MHCTPYKUUSIMIN U3 KOMIJIEKTA MOCTaBKM BalLen pambl.

MpumevaHue: HTobbl 0TO6Pa3NNUCL HoBbIE IP-agpeca, Heo6xoanMMo COPOCUTL NMpPoLEeccop

ynpaBfeHnst CUCTEMON A1 K&XXA0ro BbIYNCNUTENBHOMO y3na 1 nepesanycTuTb KoMMmyTaTopbl Flex.
LLlar 6. Tllepesanyctute mogynbs CMM c nomoLubio nHtepderica ynpaesneHns CMM.

Llar 7. Tlloka mogyns CMM nepesanyckaeTcs, noakno4mTe Kabenb oT nopta Ethernet mogyns CMM k
CBOE€l CETW.

CToeuHble N\

KOMMYTaTopbl -E : A\
BEPXHETO YPOBHS
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LLlar 8. Bowgute B uHTEepdeic ynpasneHus mogyns CMM, ncnones3ys HoBbi IP-agpec.

Mocne 3aBeplieHus
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B mogyne CMM Tak)xe MOXXHO HacTpOUTb NOJLEPXKKY N3ObITOYHOCTU. VICnonb3ynTe CNpaBo4YHyo CUCTEMY
CMM, 4T06bI y3HaTb 60MbLLE O NONAX, AOCTYMHbIX HA KaXXO0WN N3 cneayoLmx CTpaHuL.

¢ Hactpolite ans mogyns CMM aBapuitHoe nepeksitoyeHne B clyvae annapaTHOro c60si B OCHOBHOM
moayne CMM. B nHTtepderice ynpasnerHus CMM HaxxmuTe Mgt Module Management - CBoiicTBa =
PaclumpeHHoe aBapuiiHoe nepeksyeHme.

* HacTpoliTe aBapuintHoe nepeknioveHne B Criy4ae Hernosnagky ¢ CeTbio (BocxoasaLumi kaHan). B
nHtepdeice ynpaeneHns CMM HaxmuTe Mgt Module Management = CeTb, OTKpoiTe BKNagky
Ethernet, a 3atem HaxxmuTe lononHuTenbHble napameTpbl Ethernet. Kak muHumywm, yéegntecs, 4To
Bbl6paH napameTp MNepekntoyeHue npum ytpaTte (puanmyeckoro ceTeBoro noaKto4YeHus.

LUar 4. Hactponka KommyTtaTtopbl Flex

HacTtpoiite KommyTtaTopsbl Flex B kaxxgol pame.

Mepen Ha4yanom pa6boTbl

Y6enntech, 4TO BKJIKOHYEHbI BCE HEOOXOOUMbIE MOPTbI, B TOM YUCHE BHELLUHME NMOPThI AS151 CBSA3U MeXy
KoMMyTaTopoM Flex 1 cToeuHbIM KOMMYTaTOPOM BEPXHErO YPOBHS, @ Tak)Ke BHYTPEHHNE NOPTbl ANs CBS3W C
moaynem CMM.

Ecnu B kommyTaTopax Flex HacTpoeHO nonyyeHne napameTpoB AnHammnyeckoin cetu (IP-agpeca, mackm
ceTu, wno3a u agpeca DNS) nocpeactesom DHCP, y6eguTtech, 4To KoOMMyTaTopsbl Flex nmetor
cornacoBaHHble NapaMeTpbl (Hanpumep, yéegutecs, 4To IP-agpeca HaxogaTcsi B ogHol nogcetu ¢ IP-
appecamu mogyns CMM).

BaxxHo: [1ns kaxkgoi pambl Flex System y6eguTech, YTO TUM MEXKOMMNOHEHTHOW CETU KapTbl paclupeHus B
Ka)kJoM cepBepe B paMe COBMECTUM C TUMOM MEXKOMMOHEHTHOWN CETM BCeX KOMMYyTaTopoB Flex B aToi xe
pame. Hanpumep, ecnu B pame yctaHOBMEHbI KOMMyTaTopbl Ethernet, Bce cepBepbl B 3To pame JOMKHbI
MUMETb BO3MOXXHOCTb NofaktoveHns K Ethernet ¢ nomoLLbio pasbema 1oKanbHOM CeTy Ha MaTepPUHCKOM
nnaTe unm KapTbl paclumpeHus Ethernet. lononHuTenbHble cBegeHUs 0 HAaCTPOrKe KOMMyTaTopoB Flex cm. B
pasgene HacTpoiika mogynei BBoga-BbiBoga B AOKYMeHTaumm no yctporicteam Flex System B VIHTepHeTe.

Mpoueaypa

[encTeunsa No HacTPOKiKe MOryT OT/IMYaTLCH B 3aBUCUMOCTU OT Tuna ycTaHoBNeHHbIX KommyTaTopsl Flex.
LJononHuTtenbHyo HOpMaLMO O KaXXAoM 13 noaaepxmnsaembix KommyTtaTopsbl Flex cm. B CeTeBble
kommyTaTopsbl Flex System B gokymeHTauumn no yctponctaeam Flex System B ViHTepHeTe.

Kak npasuno, TpebyeTcsa HacTpouTb KoMMyTaTopbl Flex B oTcekax 1 1 2 ana kommyTatopos Flex.

CoerT. OTcek 2 gns kommyTatopa Flex — aTo TpeTuin No cHeTy MOLYSbHbIN OTCEK, EC/IM CMOTPETb Ha pamy
C TblJIbHON CTOPOHbI.
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Puc. 24. MecTa yctaHoBku KommyTaTop Flexs pame
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LLlar 5. YcTaHOBKa u HacTpouka xocTa

CentOS nnn Rocky MO>XHO yCTaHOBWTb B 060 CUCTEMe, KoTopas oTBevaeT TpeboBaHusam ans Lenovo
XClarity Administrator.

MNepepn Hayanom pa6oTbl

Ecnu Bbl HaMepeHbl peann3oBaTb cpefy BbICOKON AOCTYNHOCTH, CM. Peannsauus BbICOKOW AOCTYNMHOCTY ONist
nony4eHns [ONoSIHUTENBHON MHGOPMaLMN O HACTPOIKe KnacTepa.

Y6eauTtechb, 4TO XOCT OTBEYaeT npeaBapuTesibHbIM TpeboBaHWsM, KOTOPbIE ONpeaeneHsl B pasaene
Obs3aTenbHble TPeboBaHUSA K 060PYLOBaHMIO 1 MPOrPaMMHOMY O6ECMNEHEHNIO.

Y6eamTech, 4TO CUCTEMA XOCTa HaXoAWTCS B TON XKe CETU, YTO 1 YCTPONCTBA, KOTOPbIMU Bbl XOTUTE
yrnpasnsiTb.

Mpouenypa

YcTtaHoBuTe 1 HacTpoiTe CentOS unu Rocky Linux Ha XxocTe, MCMosib3ys UHCTPYKLMK, NPEROCTaBSIEMbIE C
onctpmnbyTtnsom CentOS nnm Rocky Linux.

Bo Bpems ycTaHOBKU BaM npeafiaraeTcs BolbpaTh ANCKOBbI HAKOMUTESb, HA KOTOPOM [OJIKEH ObITh
ycTaHoBneH o6pas. Ecnu XClarity Administrator npegnonaraetcs 3anyckaTb C JIOKanbHOro AUCKOBOIo
HakonuTensi, y6eanTechb, YTO Ha HEM UMEETCA MPOCTPAHCTBO EMKOCTbLIO Kak MMHMMYM 192 I'B nntoc pasmep
obpasa yCTaHOBKMU.

Y6epuTecs, 4TO BbibpaHo 3HadeHue VirtlO B kavecTtse ycTpolictea Ethernet npu yctanoske XClarity
Administrator Ha xocT KVM. lNpounssoanTtensHoCcTb Apansepa Realtek Ethernet no ymonyaHuto nnoxas, n ero
He crnefyeT UCMosb30BaThb.

LLlar 6. YcTaHOBKa U HacTpouKa BUpTyasnbHOro ycrponcrasa Lenovo
XClarity Administrator

YcTaHoBUTE U HacTponTe BUpTyansHoe ycTpoincteo XClarity Administrator Ha TONbKO YTO YCTaHOBNEHHOM
xocTe CentOS mnu Rocky Linux.

Mepen Havyanom pa6boTbl

[ns ycTaHOBKY BUPTYyasbHOrO yCcTporcTea Heobxoaumo soinTu B CentOS mnn Rocky Linux B kavecTse
nonb3oBaTens c npasamu root.

Mepep yctaHoskon XClarity Administrator yéeguTtecb, 4To HacTpoeHa BUpTyanbHas ceTb Vvirbr0.

Mpu nogkntoveHun K koHconn CentOS mnun Rocky Linux MOXXHO BbIGpaTh TN NOOKMOHYEHNUS — K
nocnegoBartesibHOM unu rpadguryeckon kKoHconu. [ns npocmoTtpa n nameHeHust IP-agpeca npm 3anycke
XClarity Administrator Heo6xoanmo nogkntoYeHne K rpacduryecknii KoHconu. YTobbl NCNoONbL30BaTb
rpadryeCcKyto KOHCOSb, LWENKHATE B ANCNEeTYepe BUPTyasnbHbIX MawnH MpocmoTpeTb = TeKkcToBbIe
koHconu = VNC rpacdu4yeckom KoHconun.

Mpu ycTtaHoBke BupTyansHoro yctponctaa Lenovo XClarity Administrator ¢ nomoLLbio Nonb30BaTenbLCKOro
uHtepdeinca Red Hat KVM BbixofHble BUAeOAaHHbIE MOTYT HE OTOBpaXKaTbCsA HA KOHCOSN, YTO NPUBOAUT K
YEePHOMY 3KpaHy KOHCOMW Npu BKITHOYEHUN BUPTYanbHOM MawmnHbl XClarity Administrator BMecTo 6aHHepa
BUPTyasibHOWN MawwmHbl ¢ IP-nHdopmaumenn o XClarity Administrator. 4YTo6b1 npocmaTpmBaTh BbIXOAHbIE
BYOEOAaHHbIE HA KOHCONW, NS BUAEOYCTPONCTBa HEOO6XOAMMO YCTaHOBUTL pexxum Cirrus. [Ins atoro
OTKpOWNTE 3KpaH cBefeHnii o BupTyanbHom o6opyposaHum XClarity Administrator u Haxxmite Bupeo Ha
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neBou NaHenu Hasurauun. Mo ymondaHuio nonb3oBartenbckuii nHtepdenic RedHat KVM yctanasnusaeT gns
BYaeoycTporicTea pexum QXL.

Mpoueaypa
YT106bI ycTaHOBUTL BUpTYasnbHoe ycTporcTeo XClarity Administrator, BbinofiHUTE yKa3aHHble HXKe
DEencTBus.

LLlar 1. CkadanTe o6pas BupTyansHoro yctpoictaea XClarity Administrator ¢ Be6-cTpannua 3arpysku
XClarity Administrator Ha KNIMEHTCKYO pabouyto cTaHuuio. Boingute Ha Be6-caiiT 1 MCNoONb3ynTe
NpefoCTaBlIEHHbIN BaM KJIIOY OCTYNa A4N1s ckavmBaHus ob6pasa.

3arpyauTe o6pas B hopmare qcow?2.

MpumevaHue: Y6eanTechb, YTO KNMEHTCKas paboyas CTaHUUS HaXoAUTCS B OQHOW CETU C XOCTOM.
LLlar 2. YcTtaHoBWTE 1 HACTPONTE BUPTyasibHOE YCTPOMCTBO Ha XOCTe.

a. Bownpgurte B cuctemy Ha cepBepe.

b. CkonupyinTe 06pas BUpTyasibHOro ANCKa Ha CepBep.

c. B okHe «[ncneTyep BnpTyanbHbIX MawnH» Haxkmute QEMU/KVM, a 3aTem HaXxmuTe
Cospatb. OTKpoeTca guanorosoe okHo «CosgaHne BM».

d. Bbibepute UmnopTupoBaTth cyuiecTByOLWmMin o6pa3s aucka n Haxxmute MepeHanpaBuTsb.

MepenguTe K pacnonoXxeHunto, B KOTopoe ckonupoBaH o6pas XClarity Administrator. Beibepute
3TOT 06pas.

Bbi6eprTe YHMBepcanbHbI No ymonyaHuio ons tuna un sepcum OC.
HaxxmuTe NMepeHanpaBuUTb.

- a =~

Bbi6epunTe 06bem namaTn He meHee 8192 MB.

Bbi6epute Kak MMHUMYM 2 npoLeccopa.
Haxxwvunte MepeHanpaBuTthb.

—

k. Beegute ums anst HOBOW BUPTyasibHOM MalumMHbl, Hanpumep XClarity Administrator.

Bbi6epuTe HacTpoiikn koHdurypauum nepep ycTaHOBKOM.
Bbi6epunTe COOTBETCTBYOLLEE YCTPOWCTBO B paspesie Boi6op ceTu.
HaxxmuTte FoToBo. OTO6pa3nTCs ananoroBoe OKHO HAaCTPOKM.

© =2 3

Mpy BOSHMKHOBEHUN NMPO6IeM C rpacrKom NSMEHNUTE PeXM BUAeo, Haxkas Pexxum QXL gns
BMAEO B JIEBOM MeHI0. 1o ymonyaHumio BeibpaH pexxum QXL. Mo>XXHO n3MeHNTb MOogesb Ha
VGA, a 3atem HaxxaTb MpumeHnTb.

p. HaxxmunTe Hayatb ycTaHOBKY B BepxXHeM JIEBOM yriny.

Korga BupTyanbHasi MalvHa 3anyLieHa, Ans Kaxxgoro nHtepdenca otobpaxaroTes agpeca
IPv4 1 IPv6, Kak nokasaHo B cnefyoLiem npumepe.

Mo ymonyanuio ans nopta ynpaeneHus eth0 XClarity Administrator ncnonbayetcs IP-agpec
DHCP. B koHue npouecca 3arpy3ku XClarity Administrator ans nopta ynpaeneHus ethO Mo>xHO
yCTaHOBUTb cTatudeckuin IP-agpec, BBegs 1 npu nosiBneHmn 3anpoca (CM. MPUMEP HIXKE).
3anpoc oTobpaxkaeTca B TedeHne 150 cekyHA, NoKa He NOSIBUTCA 3anpoc Ha BXO B CUCTEMY.
YT06bI Cpasy NepenTn K 3anpocy Ha BXop, B CUCTEMY, BBEOMTE B CTPOKE 3anpoca X.

Ba)kHo:

¢ [Ipun n3meHeHnn NnapamMmeTpoB cTaTudeckoro |IP-agpeca HoBble NapameTpbl HE06XO0OUMO
BBECTU B TeyeHune He 6onee 60 cekyHa. MNepen nponomkeHnem yoeanTechb B HaNM4mMu
Heobxogmmon nHgpopmaumm no IP-napameTtpam.
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— [Npwn ncnonbsosaHun napameTpos |IPv4 Heobxoanmo nmeTb IP-agpec, macky nogcetu
IP-agpec wno3a
— [pwn ncnonbsosaHnm napameTpos IPv6 Heobxoanmo nmeTb IP-agpec n anvHy npedgukca

e Ecnu DHCP-cepBep He ncnonb3yertcs, ans 3agaHus [P-napameTpoB nopTta ynpasneHus
eth0 XClarity Administrator, koTopbiin TpebyeTcsa ucnonssosartb ansa goctyna K XClarity
Administrator, MO>XXHO BOCMNOIb30BaTLCHA haiioM KoHburypaumn. [JononHUTENbHbIE
cBefeHus cM. B pasgene «[locnepytoline AeNCTBUS» HUXKE.

¢ [lpu n3ameHeHun napameTpoB. IP-agpeca B koHconm nporpaMmmHoe obecnedeHne XClarity
Administrator nepe3anyckaeTcs ons nprMeHeHNsa HOBbIX NapamMeTPOB.

e Hukakux OeicTBuin Ans BXOAA B CUCTEMY BbINOJHATL He TpebyeTcs. CoobLueHre BXoaa B
KOHCOJb crieayeT urHopupoBatb. KOHCONbHbIN MHTepdEelC He NpeaHa3Ha4eH s
NCMOJIb30BaHUs MONb30BaTENsMU.

® Ha KOHCOM MOXET NosBUTLCA coobLleHne TCP: eth0: gpaliBep nogo3pesaeT peanusaunio
GRO, npomsBoanTenbHOCTb TCP MOXeET ObiTb CHMXKEHA. [Mpon3BoANTENBHOCTL BUPTYallbHOM
MalLWHbI He 3aTparruBaeTcs 1 3TO NpefynpeXxgeHne MoXXHO UrHOPUpoBaThb.

BHumaHue: lNpu nameHeHuu IP-agpeca nopta ynpasneHus XClarity Administrator nocne
yrnpasfieHnst ycTporicTBamm ycTpoictea moryT nepentu B XClarity Administrator B coctosiHne
«He B ceTu». Ecnn TpebyeTtcsa namennTb IP-agpec nocne nopgkntoveHuns n 3anycka XClarity
Administrator, nepen nameHeHuem IP-agpeca ybegmrechb, YTO BCE YCTPONCTBA ABAAIOTCA
HeynpasnseMbIMu.

Lenovo XClarity Administrator Version x.x.x

etho flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 metric 1
inet 192.0.2.10 netmask 255.255.255.0 broadcast 192.0.2.55
ineté 2001:db8:56ff:fe80:bea3 prefixlen 64  scopeid 0x20<link>
ether 00:15:5d:0c:d1:92 txqueuelen 1000 (Ethernet)

RX errors 0 dropped 0 overruns 0 frame 0

ethl flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 metric 1
inet 192.0.2.20 netmask 255.255.255.0 broadcast 192.0.2.130
ineté 2001:db8:56ff:fe80:hbea3 prefixlen 64 scopeid 0x20<link>

You have 150 seconds to change IP settings. Enter one of the following:
1. To set a static IP address for Lenovo XClarity virtual appliance eth0 port
2. To use a DHCP address for Lenovo XClarity virtual appliance eth0 port
Xx. To continue without changing IP settings

Peann3auusa BbiICOKON AOCTYNMHOCTU

YT106bI peann3oBaTb BbICOKYO AOCTyNHOCTb gns Lenovo XClarity Administrator B cpene CentOS unn Rocky,
MO>XHO ncnosb3oBaTb OpenStack. Ecnv cpena BbICOKOM LOCTYNHOCTU Y BaC Y>KE peanu30oBaHa, Bbl MOXXETE
NpoJoJSKaTb UCMONB30BaTb Y)KE CYLLECTBYIOLLNE BHYTPEHHNE MNPOLIECCHI.

JononHutenbHbie CBeAEHWS O BbICOKOW [OCTYNHOCTH Ha 6a3e OpenStack cm.: Be6-caiiTt ¢ o6wmmn
cBefeHNsiMK O BbicoKon gocTynHocTu OpenStack.
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NnaBa 4. Hactpouka Lenovo XClarity Administrator

Korpaa Bbl Bnepsble ocyLectengete goctyn kK Lenovo XClarity Administrator, He06x0aMMO BbINOAHUTL
HECKOJIbKO AeNCTBUIA ANst HavanbHon HacTpoiky XClarity Administrator.

Moppo6Hee: m XClarity Administrator: HacTpolika B nepBblii pa3

Mpoueaypa
YT106bI BiepBble BbINoaHUTL HacTpoliky XClarity Administrator, BbINONHUTE yKa3aHHbIE HUXXKe AeCTBIS.

o —

-

- |

W .

—= — il
MpouunTanTte CospaHue HacTtpouka HacTpowika HacTtpovika HacTpoiika YnpaeneHnue
1 npumnTe YUETHbIX pocTyna aarhbl o6cnyxuBaHus GesonacHocTU  yCTPOMCTBaMU

NWUEH3NOHHOE  3anucei K ceTu 1 BPEMEHHU N NOALEPXKKM

cornalleHue nonb3oBartenen

Lar 1. Tonyuute goctyn K Be6-nHTepdericy XClarity Administrator.

Lar 2. TlpounTaiTe 1 NpUMUTE NMLEH3NOHHOE COoralleHune.

LLlar 3. CospainTe y4eTHble 3anvcu nNonb3oBartenein, obnagatoLme NoJHOMOYMAMN agMUHUCTpaTopa.
CoBeT. PekomeHayeTcs co3naTth Mo KpanHei Mepe ABe YHeTHble 3anncu Nosib3oBaTtenei ¢
npaeamMyn agMUHUCTPaTopPa, YTOObl UMETb PE3EPBHYIO KOMUIO HA BCSKWIA Cly4ail.

Lllar 4. Hactporite ceTeBol gocTyn, BkoYada IP-aapeca ons cetein AaHHbIX 1 yripaBneHus.

LLlar 5. Hactporite gaty 1 Bpems.

Lllar 6. HacTporiTe napameTpbl 06CNY>XNBaHUSA U NOAOEPXKKMW, BKIHOHASA 3asiBieHne O
KOHMAEHUMANBbHOCTU, faHHble 06 NCNONb30BaHNUM N faHHble 060py[0BaHNsA, CNy>X0y NoAneP KKN
Lenovo (Call Home), cpeacTtBo 3arpy3ku Lenovo v rapaHTuto Ha NpoaykKT.

LLlar 7. HacTporite napameTpbl 6€30MacHOCTY, B TOM YUC/E CEPBEP ayTeHTudrKaumm, rpynmbl
nonb3oBaTesien, cepTuduKaTbl CEPBEPOB 1 KPUNTOrpadyeCKuin pexxum.

LLlar 8. YnpaensiiTe cBOEl pamoii, cepBepami, KOMMyTaTopaMmn 1 YCTPONCTBaMU XPaHEHNS.

Aoctyn K Be6-uHTtepdency Lenovo XClarity Administrator B nepBbin pa3s

Bbl MmoxeTe 3anyctutb Be6-nHTepderic XClarity Administrator ¢ nio6oro komnetoTepa, KOTOpbIin UMeeT
ceTeBoe NOoAKIoYeHne K BupTyansHoin mawumHe XClarity Administrator.

Mepepn Havanom pa6boTbl

Y6enutecsb, 4TO UCNONBL3YETCA OANH U3 CNeAyoLWmMX NoaaepXXmnsaemblx Beb6-6pay3epos:
e Chrome™ 48.0 nnu Bbiwe (55.0 unu Bbille Ans yoaneHHoNn KOHCoA)

Firefox® ESR 38.6.0 unu Bbiwe

Microsoft® Internet Explorer® 11

Microsoft Edge

Safari® 9.0.2 nnun Bbiwe (I0S 7 nnu Bbiwe n OS X)

MpumevaHue: 3anyck uHTepdencos KoHTponepa ynpaeneHns nd XClarity Administrator ¢ nomoupto Be6-
6paysepa Safari He nogaep>xuBaeTcs.
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Y6eautecs, 4To BXof B Be6-nHTepderic XClarity Administrator BeinonHseTcs n3 cuctemsl, y KOTOpOl eCTb
ceTeBoe NoaKIoYeHue K y3ny ynpasneHuns XClarity Administrator.

Mpoueaypa

[na poctyna k Be6-uHTepdericy XClarity Administrator B nepBblIil pa3 BbINOAHUTE YKa3aHHbIE HUXKE
DEencTBus.

LLlar 1. Beepgute B agpecHoi cTpoke 6pay3sepa IP-agpec XClarity Administrator.

PekomeHpaumsa. [ocTyn K Be6-nHTepdency OCyLLECTBASETCA Yepes 3alLMLLEHHOE COEOUHEHNE.
Y6eaunTtecnb, 4TO Ucnonbadyetcsa npotokon https.

¢ [lns KOHTENHePOB: 1cronb3yiTe agpec IPv4, ykasaHHbiin ans nepemeHHoin ${ADDRESS}, 4To6bl
nonyuunte goctyn K XClarity Administrator no cnegytowwemy URL:
https://<IPv4_address>/ui/login.htm|
Hanpumep:
https://192.0.2.10/ui/login.html

¢ ns BUpTyanbHbIX YCTPOMUCTB. Vcnonbayembiin IP-agpec 3aBUCUT OT HACTPOEK Balleil cpefb!.

Ecnn nHTtepdeincel EthO n Eth1 oTHOCATCA K pasHbiM NOACETAM U B 06enx NoACeTAX
ucnonbadyetca npotokon DHCP, ans nony4eHusa gocrtyna K Be6-nHTepdency npu
nepBoHavanbHON HacTpoiike ykaxuTe |IP-agpec nHtepdeinica Eth1. Npu nepsom 3anycke
XClarity Administrator gna EthO n Eth1 npotokon DHCP Ha3HauaeT IP-agpec, a B kayecTse
wnto3a XClarity Administrator no ymonyanuto npotokon DHCP 3apaeT wnto3 ans Eth1.

Ucnonb3oBaHue ctaTuyeckoro agpeca IPv4
Ecnu B ethO_config ykasbiBaetcs agpec IPv4, ncnonesynte agpec IPv4 gnsa goctyna K

XClarity Administrator no cnepgytrowemy URL-agpecy:
https://<IPv4_address>/ui/login.html

Hanpumep:
https://192.0.2.10/ui/login.html

UcnonbsoBaHne DHCP-cepBepa B TOM XKe LuMpoKoBeLwaTesibHoOM AoMeHe, 4To u XClarity
Administrator
Ecnn DHCP-cepBep HacTpOeH B TOM XK€ LLUMPOKOBeLLaTeTbHOM JoMeHe, 4To 1 XClarity
Administrator, ncnonb3ynte agpec IPv4, KOTOpbIi 0TO6pa)kaeTcs B KOHCOMM BUPTYaSIbHOW
mawwunHbl XClarity Administrator, gns nonyyenus goctyna k XClarity Administrator no
cnepytowemy URL-agpecy:
https://<IPv4_address>/ui/login.htm/

Hanpumep:
https://192.0.2.10/ui/login.html

UcnonbsoBaHne DHCP-cepBepa B LuMpoKoBeLlaTelbHOM fioMeHe, oTan4Hom ot XClarity
Administrator
Ecnn DHCP-cepBep He HAaCTPOEH B TOM XXe LUIMPOKOBELLATENIbHOM AOMEHE, UCMONb3YNTe
JnokanbHbIli agpec kaHana IPv6 (LLA), koTopblli oTobpaxkaetcs anst eEth0 (ceTb ynpaBneHus)
B KOHCcoJIM BupTyanbHow MawwuHbl XClarity Administrator, gns nonyyenus goctyna k XClarity
Administrator. Hanpumep:

Lenovo XClarity Administrator Version x.x.x

eth0 flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 metric 1
inet 192.0.2.10 netmask 255.255.255.0 broadcast 192.0.2.55
ineté 2001:db8:56ff:fe80:bea3 prefixlen 64  scopeid 0x20<link>
ether 00:15:5d:0c:d1:92 txqueuelen 1000 (Ethernet)

RX errors 0 dropped 0 overruns 0 frame 0
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ethl flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500 metric 1
inet 192.0.2.20 netmask 255.255.255.0 broadcast 192.0.2.130
ineté 2001:db8:56ff:fe80:hea3 prefixlen 64 scopeid 0x20<link>

You have 150 seconds to change IP settings. Enter one of the following:
1. To set a static IP address for Lenovo XClarity virtual appliance eth0 port
2. To use a DHCP address for Lenovo XClarity virtual appliance eth0 port
x. To continue without changing IP settings

PekomeHpaumsa. JlokanbHbin agpec kaHana IPve (LLA) moxxHo nonyunTtb 3 MAC-agpeca
nHTepdeiica.

BHumanue: Npu yaaneHHon HacTponke XClarity Administrator gon>kHa 6bITb BOSMOXKHOCTb

NOAKITIOYEHMS K TOIN >Ke CETU BTOPOro ypoBHS. [1o 3aBepLUeHNS Ha4aTbHON HACTPONKM
AOCTYN [OMKEH OCYLLEeCTBNATLCA U3 appeca 6e3 mapLupyTtudauuu. Nostomy
pekomeHgyeTcs nonyyuntb goctyn K XClarity Administrator ns gpyroin suptyansHom
MaLLUWHbI, y KOTOpoI ecTb nogknodeHmne Kk XClarity Administrator. Hanpumep, MoXxHO
nonyuunte goctyn K XClarity Administrator ns gpyron supTyanbHON MallnHbI XOCTa, rae
yctaHosneH XClarity Administrator.

— Firefox:
IOna noctyna k Be6-uHTepdency XClarity Administrator ¢ nomoLubto 6paysepa Firefox

BonauTe B cuctemy, ncnonbsya cneayowwmii URL-agpec. O6paTtute BHUMaAHWE, HYTO Npu

BBOAEe agpecos |IPv6 Heobxoanmo ob6aBnTb CKOOKM.
https://[<IPv6_LLA>/uil/login.html]

B3sB B ka4yecTBe OCHOBbI NpeablayLumin npumep ans Eth0, BBeguTte B agpecHoii CTpoke

cBoero 6pay3sepa cnepytowmin URL-agpec:
https://[fe80:21a:64ff:fe12:3456]/ui/login.html

— Internet Explorer:
Ons goctyna k Be6-uHTepdency XClarity Administrator ¢ nomoubtio 6paysepa Internet

Explorer BonguTte B cuctemy, ucnonbsys cnegytowmin URL-agpec. O6paTute BHUMaHMe,

4YTO Npu BBOAE agpecos |IPv6 Heobxoanmo o6aBnUTb CKOOKM.
https://[<IPv6_LLA>%25<zone_index>]/ui/login.html
roe <zone_index> — aTo ngeHtudmnkarop agantepa Ethernet, nogkntoueHHoro K cetn

yrnpaBfeHNsi C KOMMbIOTEPA, Ha KOTOPOM 3anyLLeH Be6-6pay3ep. [pu ncnonb3osaHnn
6paysepa B Windows BbINOMAHUTE KOMaHAY ipconfig, YTOObI HANTWN YKa3aTe b 30HbI,

KOTOpbI OTOBpaKaeTcs Nocne 3Haka npoLeHTa (%) B none JIokanbHbIN agpec KaHana

IPv6 ans agantepa. B cnepytoemM npumMepe ykasaTesib 30Hbl UMeeT 3HadeHune «30.»

PS C:> ipconfig
Windows IP Configuration

Ethernet adapter vEthernet (teamVirtualSwitch):

Connection-specific DNS Suffix

Link-local IPvé6 Address . . . .. : 2001:db8:56ff:fe80:hea3%30
Autoconfiguration IPv4 Address. . : 192.0.2.30

Default Gateway . ........ :

Mpwn ncnone3osaHum 6paysepa B Linux BbINOAHNTE KOMaHAY ifconfig, YTOObI HANTK

yKasaTtesib 30Hbl. B kavecTBe ykasaTesisi 30Hbl MOXKHO TaKXXe NCMoNb30BaTh NMSI
apanTtepa (06bl4HO Eth0).
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B3sB B kadecTBe OCHOBbLI NpeabiayLme npumepsl ans EthO n ykasartens 3oHbl, BBegnTe B
appecHoi cTpoke ceoero 6paysepa cnegytowmin URL-agpec:

https://[2001:db8:56ff:fe80:bea3%2530]/ui/login.html

LLlar 2. Tlpu nepsom goctyne K Lenovo XClarity Administrator moryT oTo6paxkatbcs npegynpexxaeHus o
6e30nacHOCTU nnn cepTudgurkaTax. 3T NpeaynpeXXaeHns MOXXHO UFTHOPUPOBaTb.

PesynbTathbl

MosiBuTCs cTpanuua lNepBoHavanbHas HacTpoKKa.

Initial Setup
Language:  English US - < Restore from backup = Leamn more
- * Read and Accept Lenowo® XClarity Administrator License Agreement )
ok

Ry
i
3
1
i
wm
i
=
[=

Mocne 3aBepLueHuUs

BbinonHWTE OeNCTBMSA NO NepBOHAYasIbHON HACTPOWKe, YTOObl HacTpouTb XClarity Administrator (cm. pasgen
HacTpolika Lenovo XClarity Administrator).

Co3spaHune y4eTHbIX 3anucen nonb3oBaTtenen

Y4eTHble 3anucuy Nnonb3oBaTeNien NCMNONb3YTCA AN YNpaBfeHns asTopusaumen n gocTynom K Lenovo
XClarity Administrator n yctponctsam, onst KOTopbIx TpebyeTcs ynpasnsiemas ayTeHTudmnkaums.

06 3Ton 3apaye
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lMepBas cospaBaemMas y4eTHasi 3anncb NONIb30BATENSA A0/MKHA NMETb POJb «“AOMUHUCTPATOP» M JOJDKHA
ObITb aKTUBMPOBaHa (BKMHOYEHA).

B KayecTBe AONOMHUTENBHON Mepbl 6€30MacHOCTY co3pariTe No KpavHel Mepe ABe yYeTHble 3anucu
nosib3oBaTenein ¢ ponbio AgMUHUCTPaTop. Ybegutech, YTO Naponn st 9TUX y4ETHbIX 3anvcen
nonb3oBaTenen 3anncatbl, U coxpaHuTe Nx B 6e30nacHoOM MecTe, eCnn NnoTpebyeTcs BOCCTaHOBUTL Lenovo
XClarity Administrator.

Mpoueaypa
[na cospaHusa y4eTHbIX 3anucer nosib30BaTeNen BbINOIHUTE YKa3aHHbIE HKE OEeNCTBUSA.

Lar 1. 3anonHute cnegyrouwlyto I/IHCbOpMaU,I/IlO B AnanoroBom okKHe <<COS,D,aHI/Ie nonb3oBarterid C npaBamMun
agMnHncCTparopa».

e Bpeaunte nms nonb3oBaTeNs U OnMcaHue.

e Beegute HOBbII napoyib n noareepXxgeHmne napons. I'Ipanma onga napone|7| OCHOBaHbl Ha
TEKYLLMX napamMeTpax 6e3onacHocTun YYE€THbIX 3anucen.

hd Bb|6ep|/|Te O[HY NN HECKOJbKO rpynn pone|7|, YTOObI npeagocTaBnTb NOJIb3oOBaTeNO MOJIHOMO4YNA
Ha BbIMNOJIHEHNE COOTBETCTBYOLMX 3a4ad.

CepeHus o rpynnax poJiein n cnocobax co3faHns HacTpamBaeMbix rpynn poner CM. B pasgene
CospaHue rpynnbl ponei B gokymeHTauum no XClarity Administrator B IHTepHeTe.

¢ (HeobsizaTenbHo) YcTaHoBuUTe napameTp USMeHUTb naposb Npyu NepBOM BXOAe PaBHbIM Yes,
4TO6bI NONBL30BaTESb AOJIKEH Obl1 MEHATH CBOM NapoJsib Npu nepsoM Bxoae B XClarity
Administrator.

Lar 2. Haxmnte Co3patb.

Lar 3. HaxmunTte 3Ha4ok CospgaTb (- +) M NOBTOpPWTE NpeaplayLiue wark Ans Co3gaHns AoNONHUTENbHbIX
nosib3oBaTenen.

Lllar 4. HaxmuTte BepHyTbCsi K nepBOHa4YasbHOW HAaCTPOMKeE.

HacTtpounka goctyna K cetu

[nst HacTpoOVKM [OCTyna K CETU MOXXHO HACTPOUTb A0 ABYX CETEBbIX MHTEP(ENCOB, NMs XocTa AN1s Lenovo
XClarity Administrator n cepepbl DNS, koTopble cnegyeTt Ucnosib30Bathb.

06 aTou 3apave

XClarity Administrator umeeT ABa OTAENbHbIX CETEBbLIX MHTEpPMeNca, KOTopble MOryT ObiTb ONpefeneHbl Ans
BalLLen cpefpl, B 3aBUCMMOCTY OT MCMOMb3yeMOW TONONornm cetu. [ns BMpTyanbHbIX YCTPONCTB 3TN CETU
HasbiBatoTcs eth0 n eth1. [Ins KOHTElIHEPOB MOXXHO BbIGMPATL MONL30BaATEIbCKUE UMEHA.

e [lpucyTCTBYET TOSIbKO OAMH ceTeBo UHTepdenc (eth0):

— OTOT MHTepdelnc fomKeH 6biTb HACTPOEH A8 MOAAEPXKKN OOHAPYXXEHNA YCTPONCTBA U YNpaB/ieHNs
1M (Hanpvmep, KOHGUrypauusi cepeepa 1 06HOBIEHUS MUKPONpOorpaMmbl). OH JOMKEH UMETb
BO3MO>XHOCTb CBA3bIBaTbCcA ¢ CMM n kommyTaTtopamu Flex B kaxxgon ynpaesnsaemon pame,
KOHTPONEPOM yrpaBfieHNss MaTePUHCKON NAaTon B KaXXA0OM ynpasisieMoM CepBepe, U C KaxxgbiM
kommyTaTopom RackSwitch.

— Ecnu npegnonaraetcs nony4arts 06HOBEHMS MUKPONPOrpamMmel 1 gpansepos ycTpoicts OC ¢
nomoubto XClarity Administrator, no kpaiHen mepe 0fiMH U3 CeTeBbIX MHTEPEENCOB JOKEH ObITb
nogkntoyeH K IHTepHeTy, )xenatenbHO Yepes 6paHgmMayap. B npoTnBHOM cnyvae o6HOBNEHMS
Heo6X0AMMO MMMOPTNPOBATL B PENO3UTOPUIA.

— Ecnu npegnonaraeTcsi oCcyLecTBNSATb COOP AaHHbIX MO 06CNY>XXUBAHUIO UM UCMOMb30BaTb
aBToMaTM4ecKoe yBeLoMJeHNe O Henonapkax (Bkntodas Call Home n cpenctso 3arpysku Lenovo), no
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KpanHen Mmepe ogvH N3 CeTeBbIX NHTePdENCcoB AOMKEH ObiTb NOAKMOYEH K VIHTEpHETY, )XenatenbHO
Yyepes 6paHamayap.

Ecnun Bbl cobupaeTech pa3BepTbiBaTb 06pasbl ONepaLiOHHON CUCTEMbI U OOHOBNATL JpanBepbl
yctpoincts OC, uHTepdeinc LOmKeH NMETb BO3MOXXHOCTb NOJKIIOYeHNs Yepes IP-ceTb K ceTeBoMy
UHTepcdpeicy cepBepa, KOTOPbI UCNONL3YETCA AN AOCTYNa K OCHOBHOW ONepaLyiOHHON CUCTEME.

MpumeyvaHue: Ecnn ons passepTbiBaHWS OonepaumoHHbIX CUCTEM 1 OOHOBNEHUIA ApariBepoB
yctponcts OC co3pgaHa oTaenbHasi CeTb, MOXXHO HACTPOUTL BTOPOW CETEBOMN NHTepenc ans
MOAKNIOYEHNS K 3TON CETU, a HE K CeTu nepegaym gaHHbiXx. OgHako, ecnv onepaumMoHHas cuctema Ha
Ka>KOOM cepBepe He MMeET JOCTyNa K CeTW AaHHbIX, NPy HEO6XOAUMOCTHY CriefyeT HacTPOUTb
[OMOMHUTENbHbIN NHTepdENC Ha cepBepax, 06ecrnevnBaloLLmMii CBA3b MeXy onepalMoHHON CUCTEMO
XOCTa N CETbIO AaHHbIX.

e [lpucyTcTBYIOT iBa ceTeBbIX nHTEPderica (eth0 n eth1):

MepBbii ceTeBon NHTEpPdENC (06bI4HO MHTepPdenc Eth0) Heo6xoanMo NOAKNOYNTL K CETU YNpaBneHs
W HacCTPOWTb OJ1s1 NOAAEP KKM OOHapY>KEHNST YCTPOWCTB 1 yNpasneHns uMu (BKto4as KoHpurypaumio
cepBepa 1 06HOBNEHNSI MUKpoMporpamMMbl). OH [OMMKEH NMETb BO3MOXXHOCTb CBs3biBaTbesi ¢ CMM 1
KommyTaTopamu Flex B Kaxxgon ynpasnsemoin pame, KOHTPOJIIEPOM YNpaBneHnsi B KaXKaoM
ynpaBnsiemMoM cepBepe, 1 C KaxxabiM KommyTatopom RackSwitch.

BTopoli ceTeBoi nHTepgeic (06bi4HO eth1) MOXXHO HacTpouTb s CBA3W C BHYTPEHHEN CETbIO
JaHHbIX, CETbO faHHbIX OBLLErO NOSIb30BaHUS UM C 06EUMIU CETSMU.

Ecnun npepnonaraetcsa nony4yaTts 06HOBIEHMSA MUKPONporpamMmbl 1 aparsepos yctpoincts OC ¢
nomoubto XClarity Administrator, no kpaHen Mepe oguH U3 CeTeBbIX MHTEPMENCOB A0JKEH ObITb
NoAKtoYeH K IHTepHeTy, »xenaTesibHO Yepes 6paHamayap. B npoTuBHOM cnyyae 06HOBNEHNSA
Heo6Xx0AMMO NMMNOPTUPOBATL B PENO3NTOPUI.

Ecnu npepnonaraetcs ocyLecTBnaTb C60P AaHHbIX MO 06CNY>XMBaHWIO NN UCMONb30BaTb
aBTOMaTn4YecKoe yBegomieHmne o Henonagkax (skntodas Call Home n cpenctso 3arpysku Lenovo), no
KpaviHeli Mepe OAVH N3 CeTeBbIX MHTePdeicoB AOMKEH BbIiTb NOAKMIOYEH K VIHTepHeTy, XXenatensHo
Yyepes 6paHamayap.

Ecnu Bbl nnaHnpyeTe pasBepTbiBaTb 06pasbl ornepaumioHHON CUCTEMbI U OBHOBNATL ApaiiBepbl
yctpoincte OC, MOXXHO ncnonb3oBaTb UHTepdeinc eth1 nnm eth0. OgHako ncnonbayemebiin NHTEpPdEC
LOMKEH MMeTb BO3MOXKHOCTb NOAKIIIOYeHUst Yepes IP-ceTb K ceTeBoMy NHTepdelicy cepBepa,
KOTOPbI UCMONBL3YETCs AJ151 AOCTyNna K onepauyoHHON cucTemMe XocTa.

MpumeyaHue: Ecnu ans passepTbiBaHUS ONepaLyoHHbIX CUCTEM U OGHOBIIEHWIA fpaliBepoB
yctpoincte OC co3paHa oTaenbHas CeTb, MOXHO HACTPOWTL BTOPOI CETEBON MHTepdeinc ans
NoOKNOYEHNS K 3TOW CETU, a He K CeTun AaHHbIX. OgHako, ecnn onepaunoHHas cucteMa Ha Kakaom
cepBepe He UMeeT AOCTyna K CeTW AaHHbIX, NPU HEOOXOAUMOCTY CleayeT HaCTPOUTb
JONONHUTENbHbIN NHTEPdEIC Ha cepBepax, obecneunBatoLLnii CBS3b MEXAY OnepaLyoHHO CUCTEMO
XOCTa U CETb0 faHHbIX.

B cnepytoweit Tabnuue nokasaHbl BO3MOXXHbIE KOHMIrypauumm ans cetesbix nHtepdencos XClarity
Administrator B 3aBUC/MOCTIY OT TrMa TONOAOrUN CETU, PeaASIN30BaHHON B BaLlen cpene. Vicnonbaylite aTy
Tabnuuy Ans BbIACHEHUst cnocoba onpeaeneHns Kaxaoro CETeBOro uHTepdenca.
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Tabn. 4. HazHa4yeHne KaXKgoro ceTeBoro nHTepgerica 3aBUCUT OT TOMOJIOMN CETH

Tononorusa cetn

HasHaueHue uHTepdeiica 1 (eth0)

HasHaueHue nHTepdeiica 2 (eth1)

KoHBepreHTHas ceTb (CeTb AaHHbIX 1
yrnpasfieHns C NoOEeP>KKOM
passepTbiBaHus OC 1 06HOBNEHWI
nparisepos yctpoiicts OC)

CeTb ynpasneHus

O6Hapy»eHune n ynpasneHne
KoHdurypaums cepsepa
O6HOBNEHVSA MUKPOMNPOrpamMmbl
C6op gaHHbIX Mo 06CNY>XMBaHNIO
ABTOMAaTN4ECKOE YBEAOMIIEHNE O
Henonagkax (Hanpumep, Call
Home un cpepcTBo 3arpy3ku
Lenovo)

MonyyeHne AaHHbIX rapaHTum
PaseepTtbiBaHme OC
O6HoBNEeHVA gpalriBepoB
yctpoiicts OC

Het

OTpaenbHble ceTb ynpaBneHusi ¢
nogaep>xkoi passepTtbiBaHusa OC n
O6HOBNEHNI APaiBEPOB YCTPOWCTB
OC u ceTb AaHHbIX

CeTb ynpassieHnsa

O6Hapy»>keHne 1 ynpasneHne
KoHgurypaums cepsepa
O6HOBNEHNA MUKPONPOrpaMmbl
C60p gaHHbIX Mo 06CNyXXMBaHUIO
ABTOMaTNYECKOE YBEAOMIEHUNE O
Henonagkax (Hanpumep, Call
Home u cpepcTBo 3arpysku
Lenovo)

Mony4yeHre gaHHbIX rapaHTm
PaseepTtbiBaHmne OC
O6HoBNeHNs apaliBepoB
ycTtporicts OC

CeTb JaHHbIX
* Hert

OTaenbHble CeTb yNpaBieHUs U CETb
OaHHbIX C NOAAEP>XKKOMN
passepTbiBaHus OC 1 06HOBNEHWI
nparisepos ycTpoiicts OC

CeTb ynpasneHus

O6Hapy>keHure 1 ynpasneHue
KoHdurypaums cepsepa
O6HOBNEHNA MUKPONPOrpaMMbl
C60p AaHHbIX Mo 06Cny>XMBaHUO
ABTOMaTMYECKOE yBEAOMIEHUNE O
Henonagkax (Hanpumep, Call
Home v cpepcTBoO 3arpy3ku
Lenovo)

Mony4eHne paHHbIX rapaHTm

CeTb JaHHbIX

e PaseeptbiBaHme OC

e O6HOBNEHNA apalniBepoB
ycTporicts OC
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Tabn. 4. HazHa4yeHne Kaxgoro ceTeBoro nHTepgerica 3aBycUT OT TOMOA0MrMU ceTy (MPOJOIIXK.)

Tononorusi cetn HasHaueHue nHtepdeiica 1 (eth0) HasHaueHue nHTepdeiica 2 (eth1)
OTgenbHble ceTb ynpasneHus n cetb | CeTb ynpasneHus CeTb AaHHbIX
OaHHbIX 6€3 NoAaepP KN o O6Hapy>xeHune 1 ynpasneHve e Hert

passepTbiBaHNss OC 1 06HOBNEHNI
apaiisepos ycTporicts OC

e KoHurypaums cepsepa

e O6HOBNEHNS MNKPOMNPOrpamMMmbl

e C60p AaHHbIX MO 06CNY>XXNBAHWIO

* ABTOMaTMYECKOE yBEAOMIIEHUNE O
Henonagkax (Hanpumep, Call
Home n cpepcTBo 3arpysku
Lenovo)

¢ [lony4eHne faHHbIX rapaHTun

TonbKo ceTb yrnpasneHns CeTb ynpaeneHus Het
(pa3eepTbiBaHe OC 1 06HOBNEHUS o O6Hapy>xeHue 1 ynpasneHve
apansepos yctpoincTts OC He e KoHdurypauus cepeepa
noaaep>XXnsaroTcs) e O6HOBNEHNS MUKPOMNPOrpamMbl

e C60p AaHHbIX MO 06CNY>XXNBAHWIO

L]

ABTOMaT4ECKOE yBEAOMIEHNE O
Henonagkax (Hanpumep, Call
Home n cpepcTBo 3arpysku
Lenovo)

¢ [lony4eHne faHHbIX rapaHTun

LononHuTensbHble cBefeHnst o ceTeBbiX MHTepdericax XClarity Administrator cm. B pasgene 3amevaHus no
ceTu.

Mpouepypa
Y106bI HaCTpPOUTb OAO0CTYMN K CETU, BbINOJIHUTE YKa3aHHbl€ HNXe ,quICTBMH.

LWar 1. Ha ctpaHuue lNepBoHavanbHas HacTpoika Haxxmnte Hactpontb goctyn K cetn. OTkpoeTcs
cTpaHuua MIameHuTb JoCcTyn K ceTu.
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LLar 2.

LLar 3.

Edit Network Access

IP Settings Advanced Routing OMNS & Proxy

IF Settings

If wou use DHCF and an esxdemal sacurity certificate, make sure that the address leases for the management sarver on the
OHIZF server are permanent o avoid communication issues with managed resources when the managament server P

address changes

One network interface detected:

Ethd: [ Enabled - used to

IPvd

IUse statically assigned [F addrass

Eth0: * |P address:

Metwork Maske
Default Gateway:
pateway:

Save IP Settings Restart Back

discover and manage nargware and manage and jEF Oy operating system im..

-~ | @

IPwE

Use siateless address auto configuraton | =

|IF addrass:

fd5h:faafe1ab:2021:5054:ff-fecd.dfo7

Prefix Length: B4

Gateway

AT
Lottt ) RN

YKaxuTe ceTeBoli MHTepdeiic, KOTopbI GyaeT UCMOMNb30BaThCA AN YNpaBneHns onepauyioHHbIMU
cucTEMamMu, ecinv Bbl NMaHMpyeTe pas3BepTbiBaTb ONepaunoHHble CUCTeMbl U OGHOBNSTL ApaiiBepbl

yctpoincte OC ¢ nomoLubto XClarity Administrator.

Ecnu pna XClarity Administrator onpeneneH Tonbko oavH nHtepdeiic, BoibepuTe, cnegyeT nu

Mncnosib3oBaTb 3TOT MHTepd)eIZC TOJIbKO ANA o6Hapy>KeH|/|;| o6opy,qosaH|/|;| nynpasneHnsa nMm nnn
JKe OH TakK>XXe [oJKeH Ncnob3oBaTtbCA AnA ynpasneHna onepaumMoHHbIMU CUCTEMaMN.

Ecnn pgna XClarity Administrator onpeneneHsi asa nHtepdeiica (EthO n Eth1), ykaxxuTe, kakon 13
HUX OOMKEH NCNONb30BaTbCA AN yNpaBieHnsa onepaumoHHsiM1 cuctemamu. B cnyyae Boibopa
BapuaHTa «HeT» pasBepTbiBaTb 06pa3bl ONepauUMOHHbIX CUCTEM 1 OOHOBISATL ApaliBepbl
yctpoincte OC Ha ynpaBnsieMbix cepBepax ¢ nomotupto XClarity Administrator 6yget

HEBO3MOXKHO.

3apaiite napameTpsbl IP-agpecos.

a.

Lns nepBoro nHTepdeica ykaxunte agpec IPv4, agpec IPv6 nnn oba agpeca.

e |Pv4. [1na nHTepdenca gomkeH 6biTb HadHadveH agpec IPv4. MoxkHO BbIGpaTh
MCMNofb30BaHNe cTaTudeckn HasHaveHHoro IP-agpeca nnu nonyyerne IP-agpeca ot

cepsepa DHCP.

e |Pv6. Ecnn TpebyeTcs, nHtepdeincy MoXxXHO HasHavnTb agpec IPv6, ncnonbadysi oguH 13

cnegyrowmx mMetTonoB HasHa4eHUA:

— Wcnonb3oBaTb cTatnyecku npuceaneaemMbli IP-agpec
— Wcnonb3oBaTb KOHUrypauuio agpecos ¢ 3anoMmHaHnemM coctosiHus (DHCPV6)
— Wcnonb3oBaTb aBTOMATM4ECKYIO HACTPONKY agpeca 6e3 y4eTa COCTOSAHUS

naBa 4. Hactpoliika Lenovo XClarity Administrator
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d.

Mpumevanue: CeeneHus 06 orpaHnyeHnsx Ha agpeca IPv6 cm. B pasgene OrpaHunyeHus
koHdurypauuu IP.

Ecnn poctyneH BTopoii uHtepdeiic, ykaxute agpec IPv4, agpec IPv6 nnn oba agpeca.

MpumevaHue: |P-apgpeca, Ha3Ha4aeMble 3TOMy HTepdelicy, u IP-agpeca, HasHa4YaeMble
nepBoMy UHTEpPENCY, [OMKHbI MPUHAANEeXaTb pa3HbiM nogcetsm. Ecnm ana obomnx
nHtepdeincos (Eth0 n Eth1) Bbi6paHo HasHa4veHue IP-agpecoB nocpeactsom DHCP, cepeep
DHCP He pomxeH HazHavaTb OOHY U Ty XKe noaceTb Ans IP-agpecoB OByx aTX UHTEP(ENCOB.

¢ [Pv4. MoXXHO BbIGpaTh NCMNofIb30BaHNE CTaTU4ECKN HasHavyeHHoro IP-agpeca nnm
nonyyeHune IP-agpeca ot cepsepa DHCP.

¢ IPv6. Ecnu TpebyeTcs, nHTepdency Mo>KHO HasHa4uTb agpec IPv6, nucnonssys oguH n3
crnepyroLmx MeTogoB Ha3Ha4YeHNs:
— Wcnonb3oBaTb cTaTuyecku npuceanBaemMsbin IP-agpec
— Vcnonb3oBaTtb KOHUrypauuio agpecos ¢ 3anoMmHaHnem coctosiHus (DHCPv6)
— Wcnonb3oBaTbk aBTOMATU4ECKYIO HACTPOIKY agpeca 6e3 y4eTa COCTOSAHUS

YKaxKuTe W03 o yMOon4aHuio.

Ecnn ykasbiBaeTcs LWN03 N0 YMOMYaHNIO, 3TO JOJKEH ObiTb AeNCTBUTENBHBIN IP-agpec 1 ons
Hero JOJMKHA UCMOoJIb30BaTLCA Ta XKe Macka CeTu (Ta Xe Mo[ceTs), 4To 1 ana IP-agpeca
opHoro n3 cetebix nHTepdericos (EthO nnu Eth1). Ecnn ncnonesyetcsa oanH nHtepdeiic,
LLJTHO3 MO YMOJIHaHNIO AO/HKEH HAXOOUTBHCS B TOW XK NMOACETM, YTO U CETEBOIN UHTEPdENC.

Ecnu kakoi-nn6o n3 nHrepgericos ncnonbdyet DHCP ans nonyyvenuns IP-agpecos, Wnio3 no
ymMon4daHuio Takxe ncnonoesdyet DHCP. YTo6bl Bpy4Hyo BBECTU afpec LLU03a No YMON4aHuio,
KOTOpPbIN NepeonpeaensieT agpec, nonydeHHbl ot cepepa DHCP, yctaHoBute dhnaxok
MepeonpeaennTb W03,

PekomeHpauumn.
e Y6ennTechb, 4YTO L3 COOTBETCTBYET OAHOM U3 NOACETEN ceTeBbIX NHTEpPdencos. LLino3
No YMOMYaHMIO aBTOMaTU4eCKM HaCTpanuBaeTCs Yepes Tako CETEBO UHTepPdEIC.

® YT106bI BEpHYTbLCS K W03y, NpegoctasneHHomy DHCP, cHumMmnTe dona)kok
MepeonpepennTb W03,

OCTOPO>XHO:

Ecnun Bbl pelunnu nepeonpeAenvuTb W3, BBeAUTE NPaBUbHbIN agpec LWo3a; B
NPOTMBHOM afjpece 3TOT cepBep ynpasneHus 6yaeT He[oCTyneH, a BONTU AUCTAHLMOHHO
M BHECTU ucnpasrnieHns 6yaet HeBO3MOXXHO.

Haxxmute Coxpanutb IP-HacTpomnku.

LLlar 4. Heo6sizaTenbHo. HacTpoiiTe [ONONHUTENBHbIE MAapaMeTPbI.
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MepengnTe Ha BKNagky PacwumpeHHasa mapLupyTusauus.

Edit Network Access

F Settings Advanced Routing DS & Prosy
Advanced Route Settings

Interface Route Type | Destination MaskiPrefix Length Gateway Address

IPud | =
Ethd | = Host | = ol
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b. YkaxuTe B Tabnuue [JlonosHuTenbHblE NapameTpbl MapLIpyTU3auumn ogHy Uim HECKOSLKO
3anucer MapLIpyTa, KOTopble 6yayT NCMONb30BaTbCs 3TUM MHTEpPdENCcomMm.

YT106bI ONPEAennTbL OOHY WU HECKOJIbKO 3anucei MapLupyTa, BbINOIHUTE yKa3aHHbIE HIDKE
OencTBuS.

1. BblbepuTe nHtepdeiic.

2. YKaxkuTe TN MapLupyTa: 3To MOXET 6biTb MapLUPYT K APYrOMYy XOCTY U CETU.

3. YkaxkuTe LeneBoun XOCT Nn CETEBOW agpec, K KOTOPOMY BeOeT MapLUpyT.

4. YKaKnTe MacKy NOACETU AN agpeca Ha3HaqYeHusl.

5. YkaknTe agpec wino3a, No KOTOPOMY AOMMKHbI OTNPAaBAATLCS NakeTbl.

c. Haxmure COXpaHMTb paclNpeHHY0 MapLipyTunsaguio.

Lar 5. Tlpu HeobxogumocTu nameHuTe napameTpbl DNS 1 npokcu.
a. [epengute Ha Bknagky DNS n npokcew.

Edit Network Access

P Settings Advanced Routing DM5 & Proxy

Mames for this Virtual Appliance

Host name ocalhost

Domain name:

DMNS Servers

OMS Cperating Mode:  Dynamic * (2

Crrder DM 5 Server
1 10.240.0.10 + X
P 10.240.0.11 + X

Proxy Setting
ntemet Access : HTTP Proxy

b. Ykaxute nms xocta n QOMEHHOE UM, KoTopble ByayT ncnonb3osatbes agnsa XClarity
Administrator.

c. Bbibepute pexum pabotel DNS. MoxxeT umeTb 3HadeHne Ctatudeckun nnv DHCP.

BHumaHue: Mpn nameHeHnn pexxuma paboTtbl DNS HeobxoamMmo nepesanycTuTb CepBep
yrnpasfeHus.

Mpumeyanue: Ecnu Bbl Boibpanu nonyyeHve IP-agpecos ¢ ncnonb3osaHvem cepsepa DHCP,
ntobble N3MeHeHUs1, KoTopble Bbl BHecn B nonsi CepBep DNS, 6yaeT nepesanuncaHsbl, korga
XClarity Administrator B cnegytowmin pas o6HoBuT apeHay DHCP.

d. Ykaxwute IP-agpec 0fHOro nnm HECKOSIbKMX CEPBEPOB CIY>XXObl AOMEHHbIX UMeH (DNS),
KOTopble 6yayT UCMOJb30BaTbLCS, Y NOPSAAOK NpMopuTeTa AN KaXXO0ro U3 HUX.

e. YKaxuTe, Kak OCyLLeCcTBNSeTCA [OCTyn K VIHTepHeTy: Yepes NnpsAMoe NOAKII0HYEHNE U HYepes
npokcu-cepeep HTTP (ecnu XClarity Administrator umeet goctyn K VIHTepHeTy).
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Mpumevanus: Npu ncnonbzosaHum npokcu-cepsepa HTTP y6eauTeck, YTO BbINOMNHAOTCSA

cnepytolme TpeboBaHus.

e Y6egutech, 4TO Ha NPOKCU-CepBEpe HACTPOEHO MCMOIb30BaHe 6a30BON ayTeHTUdMKaLMK.

* Y6eauTtech, 4TO NPOKCU-CEPBEP HACTPOEH B KA4YECTBE HEMPEePbIBAIOLLErO MPOKCU.

* Y6egnTtech, YTO NPOKCU-CEPBEP HACTPOEH B Ka4eCTBE NPOKCU Nepeagpecaumm.

® Y6eauTtechb, YTO BanaHCNPOBLLUKN Harpy3kn HaCTPOEHbl TakKMM 06pa3oM, YTOObI
nopaepXmeartb CeaHChbl C OAHUM NPOKCU-CEPBEPOM U HE MepekToyaTbCs MeXay HUMU.

Ecnu Bbl pelunnu ncnonb3osBatb Npokcu-cepsep HTTP, 3anonHuTe obs3aTenbHble Nons:
1. YKaxuTe nmsi xocta 1 nopT NpoKcu-cepeepa.
2. BbibepuTte, cnegyeT Nu NCNONb30BaTh ayTEHTUMDUKALMIO, N €CNN A, YKaXKUTE UMS
nonb3oBaTens 1 Naporb.
3. YkaxuTe URL-agpec npoBepKu Npokcu-cepeepa.
4. Haxxmute MpoBepuTb NPOKCK, YTOObl Y6eanTbLCs, YTO NapamMeTpbl MPOKCU-cepBepa
HaCTPOEHbI NPaBUJIbHO 1 NMPOKCU-CEPBEP PaboTaeT KOPPEKTHO.

f. Haxmunte Coxpanute DNS u npokcu.

g. [MepepainTe nonHoe gomeHHoe nmsi (FQDN) n nHdopmaumio DNS cepsepa ynpasnerus XClarity
Administrator Ha ynpaBnsiembie cepBepbl ¢ IMM2, XCC, XCC2 n XCCS3, 4Tobbl ynpaBnsiembie
cepBepbl MOr/IM HAWTK CepBeP ynpasfieHns C MOMOLLbIO 3TOWN MHopMaLun.

1. Haxxmute NMNepeaatb FQDN/DNS B BMC.

2. BbibepuTe, Kak Hy>KHO NOCTYNUTb C cyLlecTByowwmMm 3anucamm DNS B koHTponnepe
ynpaBneHns MaTePUHCKON NnaToi.
¢ CoxpaHuTb cyulecTaytowme 3anucu DNS n go6asutb 3anmucu DNS cepsepa
ynpaBneHns B CNneayoLLyto OCTYMNHYIO NO3ULMto.
e 3ameHuTb BCe cyuecTsytowwme 3anncu DNS 3anucsamu DNS cepBepa ynpasneHus.

3. Beegute QA B none pegakTnpoBaHus.
4. Haxxmute NMpumMmeHUTb.

[nsa BbINONHEHNS 3TOW onepauun co3paeTcs 3agaHne. Xopn BbiNOSIHEHMS 3a4aHNsA MOXHO
oTcnexnsaTb Ha KapTodke MoHuTopuHr = 3agaHusa. Ecnu 3agaHve He BbINOSIHEHO, HAXXMUTE
CCbIJIKY Ha Hero, 4Tobbl 0TO6Pa3nTb CBeAEHUSI O HEM (CM. pa3fen PaboTa ¢ 3agaHusiMmn B
pokymeHTaumm no XClarity Administrator B VIHTepHeTe).

Tak>ke MOXXHO yganiTb NOJIHOE AOMEHHOE uMs 1 nHpopmaumio DNS cepBepa ynpasneHus ¢
ynpasnsiembix cepsepos ¢ IMM2, XCC, XCC2 n XCC3, Haxxas Yganute FQDN/DNS u3 BMC.
[Mpy 3TOM MO>KHO BbIOGPAaTb OAVH U3 CNEeOyOLLMX BAPUAHTOB: He YaandaTb apyrue
cywecTteytowme 3anmcy DNS, yoanuTe Bce 3anuncu DNS nnu yaanutb TONbKO Te 3anuncu,
KOTOpble COOTBETCTBYIOT UH(hOpMaLMK cepBepa ynpasneHus.

LLllar 6. Haxmute Hasag.

LWar 7. HaxmuTe MpoBeputb coeguHeHue Ansi NPOBEPKM NapameTpoB CETU.

HacTtpownka gaTtbl 1 BpemeHu

XoTs paty u Bpemsi gpns Lenovo XClarity Administrator Mo>xHO ycTaHaBnmBaTh BpY4HYO, PEKOMEHOYETCS
HaCTpPOUTb cepBep NpoTokona ceTeBoro BpemeHun (NTP), KOTopbIi MOXXHO MCMNOMb30BaThb A
CUHXPOHM3aLun BpeMeHHbIX MeTok Mexxay XClarity Administrator n Bcemn ynpasnsieMbiMy yCTpOWCTBaMU.

Mepep Havyanom paboThbl
HeobxoouMmMo ncnonb3oBath Mo KpaHern Mepe OavH (M A0 YEeThIPeX) cepBep NPOTOKOMa CETEBOro BPEMEHU

(NTP) onga cMHXpOoHM3aLmMn METOK BPEMEHM A1 BCEX COObITUIA, KOTOPbIE 6bINKN NOMYyYeHbl OT yNpaBisieMbIX
ycTponcTs Yepes XClarity Administrator.
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PekomeHnpaumsa. Cepsep NTP goskeH 6biTb AOCTYNEH MO ceTu ynpaeneHns (06bI4HO 370 uHTepdenc Eth0).
XKenartenbHo HacTponTb cepaep NTP Ha ogHom xocTe ¢ XClarity Administrator.

Mocne nameHeHns BpemeHu Ha cepepe NTP cuHxpoHuzauus XClarity Administrator ¢ HoBbIM BpemMeHeM
MOXKET 3aHATb HEKOTOPOE BPEMSI.

BHumaHue: BupTyansHoe yctporicteo XClarity Administrator n ero xoct Heo6xogumo HacTpouTb OJ1s
CUHXPOHN3aLMN C OJHUM U TEM XK€ MCTOYHNKOM BPEMEHM, YTOObl MPefoTBPaTUTL Cy4anHyto
HenpaBUIIbHYO CUHXPOHN3ALMIO BPEMEHN MeX Y NporpaMMHbiM o6ecnedeHnem XClarity Administrator n ero
xocToM. OB6bI4HO XOCT HacTpanBaeTCs Tak, YTOObI ero BUPTYyasbHble YCTPONCTBA CUHXPOHU3NPOBASN BPEMS
¢ HuM. Ecnu nporpammHoe o6ecneveHne XClarity Administrator HacTpoeHo ans CMHXpoHU3aumn ¢
NCTOYHMKOM, OTJINYHBIM OT Ero XO0CTa, CUHXPOHM3aLMI0 BPEMEHN MEXAY BUPTyaslbHbIM YCTPOWCTBOM
XClarity Administrator n ero xoctom HEO6XOAUMO OTKITHOUNUTb.

e [na ESXi cnepyiite MHCTPYKUUAM B pasgene Be6-ctpaHuua «VMware — OTKIIOYEHNE CUHXPOHM3ALMN
BPEMEHI».

e [na Hyper-V wenkHute B gucnetyepe Hyper-V npaBoii KHONKOWM MbILn BUPTyanbHyto MawwmnHy XClarity
Administrator u Bi6epuTe nyHKT MapameTpbl. B AnanoroBom okHe BbiI6epuTe Ha NnaHenu
HaBurauumynpasneHue > Cny>6bl UHTerpaumm n cHUMUTE hnaxkok CUHXPOHU3auusa BpeMEHM.

Mpouenypa
Y1066l HacTpouTb cepeep NTP ana XClarity Administrator, BoiInonHUTE ykasaHHble HUXe AeNCTBIS.

LLlar 1. Ha cTtpaHunue «[NepBoHavanbHas HacTponka» Haxkmite HacTpouTb napaMmeTpbl f4aTbl U BPEMEHN.
OTkpoeTca cTpaHuua VIameHnTb garty v Bpemsi.
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Edit Date and Time

Ciate and time be automatically synchronized with the NTP server

Time Zone UTC -05:00, Ezstern Standsrd Time America/Naw_ork | =
Automaticalhy sdjusts for daylight saving tims (DET)

Edit clock settings (12 or 24 hours format): 24 n

MTF w3 Authentication: Mone |

Use M-MDE Kay:

WM-MDE Ky Index:

M-MDE Hey:

== BHAT Hey

SHAT Kay Index:

SHAT Hay: 7) 7 7)

LLlar 2. BseguTe faHHble B AUanoroBOM OKHE HAaCTPOWKWM OaThl U BPEMEHM.
1. BbibepuTe HYacoBol nosic, B KOTopoM HaxoauTces XxocT ans XClarity Administrator.

Ecnu B BbIGpaHHOM 4acoBOM Mosice AeNCTBYET nepexod Ha netHee Bpems (DST), Bpems
aBTOMaTNYECKN KOPPEKTUPYETCS C YH4ETOM NETHErO BPEMEHM.

2. BbibepuTe ucnonbsosBanune 12- nnm 24-4acoBoro hopmara BpeEMEHN.

3. YkaxuTe nmsa xocta unu IP-agpec ansa kaxxgoro cepsepa NTP B Bawuen cetn. MoxXHO
onpenennuTb o YeTbipex cepaepos NTP.

4. BoibepuTte O6a3aTenbHO, 4TOObI BKNOUUTE ayTeHTudmkauymo NTP v3, nnn Beibepute Her,
yTOO6LI Mcnonb3oBaTb ayTeHTudukauuo NTP vi1 mexxgy XClarity Administrator n cepsepamu
NTP B cetn.

AyTeHTndMKaumo v3 MOXXHO 1CMNoNb30BaTb, eciiv B ynpaenseMbix Mogynsx CMM Flex System
N KOHTpOJiepax ynpasieHns MaTePHCKOW NaToil yCTaHOBIEHbI MMKPOMNPOrpaMMbl, Os
KOTOpbIX TpebyeTcs ayTeHTudukaums v3, n ecnu mexay XClarity Administrator n ogHum nnm
Heckosbkmuy cepsepamn NTP B cetu TpebyeTtcs ayteHTudmkaums NTP v3.

5. Mpwn BkntoyeHnn ayteHTndmkaumm NTP v3 Heob6xoanmo 3agathb KoY ayTeHTUdnKaumm n
WHAOEKC AN Kaxxporo npuMmeHmmoro cepeepa NTP. MoxxHo ykasaTb kitod M-MD5, kntou SHA1
unn o6a kntoya. Ecnu 3apansl knoun M-MD5 n SHA1, XClarity Administrator nepepaeT kntou
M-MD5 nnun SHA1 B ynpasnsiemble mogynu CMM Flex System 1 KoHTponnepb! ynpasneHus,
nopaep>xmsatowme ero. XClarity Administrator ncnonbayet kntod gnst ayteHTudrKaumm Ha
cepsepe NTP.
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Ons kntova M-MD5 ykaxkute cTpoky ASCII, koTopas cogep>XXuT TOSIbKO CTPOYHbIE U
3arnaBHble 6ykBbI (a-z, A-Z), undpsbl (0-9) n cnepyoLme cneumansHble CUMBOJSIbI: @#.

Onsa kmoya SHA1 ykaxxkuTe 40-cumsonbHyto cTpoky ASCII, ncnonbays Tobko cumsosbsl 0-9
n a—f.

YKasaHHbI MHAEKC KJTtoYa 1 KITHoY ayTeHTUUKaLMK JOSKHbI COOTBETCTBOBATL 3HAYEHVSM
naeHTUdnKaTopa Knoya 1 napons, 3agaHHoiM Ha cepsepe NTP. Hanpumep, ecnm nHgekc
BBefeHHoro kntoya SHA1 Ha cepBepe NTP nmeeT 3HayeHne 5, ykasaHHbIN MHAEKC KIoya
SHA1 XClarity Administrator Takxxe numeet 3Ha4eHne 5. CBeeHNsi O HACTPONKe
noeHTndukaTopa Kino4da 1 napons cM. B AOKyMeHTaumm rno cepaepy NTP.

Heobxoaumo ykasaTb Kitod gns kaxkgoro cepeepa NTP, Ha KOTOpoM Ucnonb3yeTcs
ayTeHTUdunKaumsa v3, gaxke ecnu aea unm 6onee cepsepos NTP ncrnonb3yroT 0OUHAKOBbIN
KJTHOM.

Ecnv Bbl BKNto4Mny ayteHTUUKaUMIO v3, HO He NpegoCcTaBun KoY ayTeHTudukaumm n
nHaekc ans cepsepa NTP, no ymonyaHmnio 6yaeT MCNonb3oBaTbCs ayTeHTUdumnkaums vi.

Mpwn ykazaHun Heckonbknx cepaepos NTP Bce cepsepbl NTP fomkHbI ncnons3osaTb NM60
ayTeHTUduKauuo v3, nnbo ayteHTugpukauyuo vi. CoyetaHue cepeepoB NTP ¢
ayTeHTUdUKaumen v3 n v1 He Nnogaep>xmBaeTcs.

Mpwn ykasaHum Heckonbkinx cepepoB NTP ¢ ayTeHTudrKauuen v3 MHOEKChI KItoYen
OOJSKHbI ObITb YHUKANbHBIMW, €CNW KUK He coBnagatoT. Hanpumep, cepsepbl NTP 112
He MoryT umeTb nHaekc kntoda SHA1 1, ecnu kimtoun SHA1 pasnuyatotcs B cepepax NTP 1
n 2. Heobxoanmo nepeHacTpouTb oamH us cepaepoB NTP, 4To6bl NPUHATL KoY C
WHOEKCOM, OTNIMYHBIM OT MHAeKca gpyroro cepsepa NTP. B npoTusHoM cnyyae nocnegHui
onpeneneHHbIN KoY, CBA3aHHbIN C MHOEKCOM Kitoya, 6yaeT HacTPOEH Ans BCeX CEPBEPOB
NTP ¢ oanHakoBbIM NHOEKCOM KItoya.

Lar 3. Haxmute CoxpaHuUTb.

HacTtpoiika o6cnyXuBaHusi U NnoaaepXXKu

Bbl MOXXeTe HacTpouTb NapamMeTpbl 06CNYXXMBaHUS 1 MOJAEPXKKU, BKIOYasA AaHHbIe 06 MCMONb30BaHUu,
cny>xoy nopgaep>xku Lenovo (Call Home), cpencTtBo 3arpysku Lenovo v rapaHTuio Ha NpoayKT.

MNpoueaypa

[ns HacTpoKn 6e30NacHOCTN BbINOJIHUTE YKa3aHHbIE HIDKE OENCTBUS.

LLlar 1. Ha cTtpaHnunue «lNepBoHavanbHas HacTponka» HaxkxMnTe HacTponTb napaMmeTpbl 06CNy>XUBaHNA U
nopgpaepXxkn. OTkpoeTtcs cTpaHuua O6cny>XnBaHne 1 NogaepXKKa.
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LLar 2.

LLlar 3.

Periodic Data Upload

il Attention

n order to complete the initial setup process, you will have to go through all the steps in this panel and at the end click
"Return to Initial Setup”

\We'd like to ask a favor. In order to improve the product, and maks your experience better, would you allow us to collect information
on how you use this product?

Lenowo Privacy Statement

Mo Thanks

Hardware (7

sgree o ==nd hardware inventory and system event data to Lenovo on 3 penodic basis. Lenovo can use the data to
enhance future support experience (for example, to stock and mowve the rght parts closer to you).

To download an example of dats, click here.

Usage (7

sgres o ==nd usage data to Lenowo on 3 pericdic basis to help Lenowe understand how the product is being us=d. All data s
SNONYMous.

To download an example of dats, click hare,

‘fou can change these setings at any time from the Service and Supgort pape

MpounTanTte n npumnte 3asiBeHne Lenovo o KoHGMAeHUMaNnbHOCTY.

MpumeyaHue: Bbl He MOXeTe cobrpaTh 1 OTNPaBNATbL AaHHbIe B Lenovo, He NpuHsaB 3asieneHne
Lenovo o koHbVaeHUanbHoCTU. ECnu Bbl peLumnnm OTKNOHNUTL 3asiBfieHne 0 KOHDUOEHLNaNbLHOCTH,
Bbl MOXKETE MPOCMOTPETbL U NPUHATL €ro No3xXe Ha cTpaHule O6cnyXxuBaHue n nogaepxxka =
Kondurypauus Call Home.

Mpwn HeobxoamnmocTn paspewnte Lenovo XClarity Administrator cobupatb Hopmauynto 06
NCNONb30BaHUN 1 060PYyAOBaHUM, 3aTeEM HaXXMuUTe NMPUMEHUTD.

Mo>xHO CO6VIpaTb N OTNpaBJidTb B Lenovo cnepyrouwine Trnbl aHHbIX.

e JlaHHble 06 UCNoNb30BaHUN

Mpw cornacun oTNpasnsTb AaHHbIe 06 NCNONL30BaHUN B Lenovo exxeHeaenbHO cobuparoTea 1

OTNPaBNSOTCSA cnegytoLlme gaHHble. TN faHHble ABNSIOTCS aHOHUMHbIMUA. JINYHbIE AaHHble

(BkNtoYas cepuiiHble Homepa, kogpl UUID, nmeHa xocToB, IP-agpeca 1 umeHa nonb3oBaTenein) He

cobupatoTcs 1 He oTnpasnsAlTcAa B Lenovo.

— JKypHan BbINOJIHEHHbIX AENCTBUIA.

— Cnmcok cobbITniA, KOTOopbIe 6blM CO3AaHbl, 1 METKN BPEMEHN NX CO3AaHMS.

— Cnuncok cobbITuii ayguTa, KoTopble 6bI/M co34aHbl, I METKU BPEMEHU UX CO3AaHUSA.

— Cnuncok BbINOJIHEHHbIX 3afaHni, CBeAeHNst 06 ycnexe nuam céoe AN KaX[oro 3agaHus.

— TMokagzatenu XClarity Administrator, Bkntoyasi ucnonb3oBaHve NaMsitu, NCMoNb30BaHne
npoLeccopa u NpoCcTPaHCTBO Ha ANCKE.

— OrpaHunyeHHble faHHbIEe NHBEHTapK3aLmm No BCEM yrnpaBnseMbiM YCTPONCTBaM.

JAaHHble o60pyaoBaHusA
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LLlar 4.

LLlar 5.

LLlar 6.

LLar 7.

LLlar 8.

Mpw cornacun oTnpasnsaTb AaHHble o6opyaoBaHus B Lenovo nepunognyeckn cobmnparotcs u
OTNPaBNAOTCA crnegyoLwime gaHHble. DTN JaHHbIe He SIBSIOTCS aHOHUMHBIMY. [laHHble
obopyLoBaHnst BKoYaloT atpubyTel, Takue kak kogpl UUID 1 cepuiiHblie Homepa. OHu He
BKNtovaloT IP-agpeca nnm nmeHa xocTos.

— EXepHeBHble faHHble 060pyaoBaHus. [1py KaXKOoM U3MEHEHUN NHBEHTaps coOBMparoTCcs
cnegyoLme aaHHble.
— Co06bITne nameHeHust nHeeHTaps (FQRXHMDMOO0011).
— W3meHeHuns paHHbIX MHBEHTapu3auun oist yCTPOMCTBa, CBA3AHHOIO C 3TUM COObITUEM.

— EXeHepenbHble AaHHble 060pyA0BaHUA. BkntoyaroTcst AaHHble MHBEHTapu3aummn o BCeM
yrnpaBnsieMbiM yCTPOCTBaM.

Korpa aaHHble 06 NCnofb30BaHun U AaHHble 060pyA0oBaHUS OTNpaBnsloTcsa B Lenovo, B XXypHane
ayauTa pernucTpupyercsi cobbiTue.

MO>XHO U3MeHUTL 3TOT NapamMeTp B Nto60e BpeMs 1 3arpy3nTb NOCNEOHNIA apXnB, COBPaHHbIN 1
OTnpasfeHHbIN B Lenovo, wenkHys AgMUHUCTpupoBaHue = O6cnyXXusaHue n nogaepixka v
OTKpbIB BKNagky NMepuoauyeckas otnpaBka faHHbIX.

Mpwu HeobxoanmocTn HaxxmuTe KoHdburypauyma Call Home, 4To6bl HACTPOUTL aBTOMATNYECKOE
yBeAoOMJIEHNE O Hernonagkax ans cny>x6el nopaep>xkn Lenovo (Call Home). 3atem HaxxmuTe
MpumeHUTb U BKOYUTD, HTOObLI CO3aaTbh CPEACTBO nepeHanpasneHns ob6cnyxxunsaHusa Call Home
Nno yMOMYaHuio, unn HaxmuTe ToNbKO NPUMEHUTb, YTOObI COXPaHNTb KOHTaAKTHYHO UH(bOpMaLIO.

JlononHuTenbHble CBEAEHMS O HACTPOMKE aBTOMATUYECKOrO YBEOOMITIEHNSI O Henonaakax ons
cny>x6bl nogaep>xku Lenovo cMm. B pasgene Hactporiika dyHkumm Call Home B [OKyMeHTaumm no
XClarity Administrator B ViHTepHeTe.

Mpu Heo6xopUMOCTU HaxkMnTe CpeACcTBO 3arpy3ku Lenovo, 4To6bl HACTPOWTEL aBTOMATUYECKOE
yBe[oMJIEHe O HernofnaaKax Ans CpefcTsa 3arpy3ku Lenovo. 3atem HaxmmTe MpuMeHnTb n
BKJIOUYUTb, HTOObI CO3aTb CPEACTBO NepeHanpaBieHns 06CNy)XUBaHNS ANs CPeACcTBa 3arpy3Ku
Lenovo no ymonyaHuto, v Haxxmute TosIbko NMPUMEHUTb, HTOObI COXPaHUTb CBEAEHUS O
napameTpax.

JlononHuTenbHble CBEAEHMS O HACTPOWKE aBTOMATUYECKOro YBEOOMITIEHNSI O HenonaakKax ons
cpencTea 3arpy3ku Lenovo cMm. B pasgene Hactpoiika aBToMaTu4ecKoii OTrnpaBKy YBELOMAEHNIA O
Hernonagkax B cpeacTso 3arpysku Lenovo B gokymMeHTaumm no XClarity Administrator B IHTepHeTe.

Mpu Heo6xoQMMOCTU HaxKMMTe MapaHTUs, YTO6ObI BKITHOUNTL BHELLIHVE NOAKOYeHMs,
Heo6xoauMble ana c6opa MHhopMaUMn O rapaHTUX AN CBOUX YNPaBNsieMblX YCTPOWCTB.

JononHuTenbHble CBEAeHMS O MPOCMOTPE COCTOSHMS rapaHTuK (BKTIO4as pacluMpeHHble rapaHTuim)
yrnpasfsieMbiX YCTPOWCTB CM. B pasgese NpocMoTp nHhopMaLym o rapaHTuy B GOKYMEHTaLuUnM no
XClarity Administrator B ViHTepHeTe.

Mpu Heob6xoaNMOCTN HaXXMUTE Ycnyra npepocTasneHus 6tonneteHen Lenovo, 4Tobbl
paspewnTb Lenovo oTtnpaenaTth 6onneteHn TexHudeckoro o6cnyxnsaHus B XClarity Administrator
1 HaxxmuTe NMpumeHuTb

JononHuTenbHbIE CBEAEHNS O TUMNaX BIoNETEHEN TEXHNYECKOrO 06CTY>)KMBaHUS, OTNPaBAseMbIX
KomnaHueln Lenovo, cm. B padgene lMonyyeHne GronneteHeli ot Lenovo B gokymeHTauumn no XClarity
Administrator B IHTepHeTe.

Ykaxute naposb BOCCTAaHOBNEHUS 06CY>KNBaHUS, KOTOPbIA MOXHO MCMOMb30BaTh 4S5 coopa u
3arpysku 4aHHbIX No 06CY>XX1BAHWIO 1 XKypHanoB o6cnyxusaHus, ecnu pewueHme XClarity
Administrator nepecTtaeT oTBe4aTb Ha 3anpochl 1 BOCCTAHOBUTb €r0 HEBO3MOXXHO.
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LLlar 9.

JononHuTensHble CBEAEHNS O Naposie BOCCTAHOBMIEHNS 06CNYXXMBaHUS CM. B padgene V13meHeHne
napoJsisi BOCCTaHOBeHWs1 o6cny>XmBaHus B AokyMeHTaumm rno XClarity Administrator B IHTepHeTe.

HaxxmnTe BepHyTbCH K NepBOHaYasnbHON HaCTPOUKe.

HacTtponka 6e3onacHocTun

MOo>XHO HacTpouUTb NapamMeTpbl 6€30MacHOCT, B TOM Y1CIe rpynibl posieli, cepBep ayTeHTMdUKaLmu,
napameTpbl 6e30MacHOCTM YHETHbIX 3anncei Nonb3oBaTtenen, WMppPoBaHe 1 cepTudrKaThbl.

Mpouenypa

Ons HaCTpOIZKM 6e30NacHOCT BbINONHUTE YKa3aHHbI€ HNXe ,D,el7|0TBVIH.

LLar 1.

LLar 2.

LLar 3.

LLar 4.

LLlar 5.

LLlar 6.

Ha cTpaHuue «lMepBoHavanbHasi HacTpolika» HaxxmuTe HacTponuTb gononHUTeNbHbIE NapameTpbl
6e3onacHocTu. OTKpoeTcs cTpaHuua besonacHocTb.

CospanTe HacTpavBaeMble rpynnbl ponel onsa ynpaeneHns aBToprsanmen n GOCTyNnoM K pecypcam
(cm. paspen CospaHue rpynnsl ponein B gokymeHTaumm no XClarity Administrator B VIHTepHeTe).

Ipynna ponev npencTaBnaeT cob6oi HA6OP U3 OOHON NN HECKONBbKMX PoJien 1 npegHasHaveHa ons
HasHa4YeHNs posiei cpasy HECKOJIbKMM Nofb3oBaTensM. Ponn, HacTpOoeHHble ANs rpynnbl POne,
onpenensloT ypoBeHb JOCTYMNA, KOTOPbIA NPeAOCTaBNSETCA KaKAoMY M3 Nofib3oBaTenen,
BXOAAWMX B 3Ty rpynny ponei. Kaxagpiii none3osatenb XClarity Administrator gonmkeH 6biTb
Y4aCTHMKOM MO KpanHel Mepe ogHOW rpynnbl pOne.

HacTpoiiTe cepBep ayTeHTUdUKaumm (CM. pasgen YnpasneHe cepBepoM ayTeHTUdUKaumm B
pokymeHTauum no XClarity Administrator B iHTepHeTe).

CepBep ayreHTUunKaLmym — aTo cepep Microsoft Active Directory (LDAP), KoTopblii MCNONb3yeTCA
ANs ayTeHTUdrKaumm y4eTHbIX gaHHbIX nonb3osatenen. XClarity Administrator ncnonssyer
OTAENbHbIN cepBep ayTeHTUdUKaLMN ANs LEHTPaNIM30BaHHOMO yNpaBieHns Nonb3oBaTensaMm Bcex
ynpaBsnsieMbIX YCTPoONCTB (KpoMe koMmyTaTopoB Flex). Korga yctpoinctsom ynpasnsieT XClarity
Administrator, ynpaensiemoe ycTpoiCTBO 1 yCTaHaBINBAEMbIE B HEFO KOMMOHEHTbI (Kpome
kommyTaTopoB Flex) HacTpanBaroTca Ha ncnonb3oBaHue cepsepa ayTeHTudumkaumn XClarity
Administrator. YueTHble 3anvucu nonb3oBaTtenen, onpenesieHHble Ha cepBepe ayTeHTudmKaumn,
ucnonb3ytotcs gnst Bxoaa B XClarity Administrator, mogynn CMM n koHTponnep ynpasneHus
MaTepUHCKON NnaToi.

MoO>XHO BbIGpaTb UCNONb30BaHNE BHELLHErO CepBepa ayTeHTUdMNKaLMM BMECTO JIOKASIbHOIo
cepBepa ayTeHTUdmnKaLmm Ha y3ne yrnpasnieHust.

HacTtpoiTe napameTpbl 6€30MacHOCTN YYETHbIX 3annceil NoNb3oBaTeNs, KOTOPbIE KOHTPONMUPYIOT
CNOXXHOCTb Naposisi, 6yIOKMPOBKY YHETHOWN 3anncu 1 Tanm-ayT 6e30elicTBNsl Be6-ceaHca (CM.
pasgen ViameHeHve napameTpoB 6€30MacHOCTY YYETHOWN 3anycu Nonb3osBaTens B JOKYMeHTaumm no
XClarity Administrator B IHTepHeTe).

HacTtpoiiTe napameTp Kpuntorpaduv, Onpeaensiowmin peXxmMbl U MPOTOKOSbI CBA3U, KOTOPbIE
KOHTPOJINPYIOT CMOCO6 OCYLLLECTBIEHUS 3aLuMLLLEHHON cBA3Kn Mmexay XClarity Administrator n
ynpasnsieMbIMy YCTPOWCTBaMK (CM. pasgen HacTtporika Kpuntorpahyieckoro pexmuma 1 npoTOKO0B
cBsA3n B gokymeHTaumm no XClarity Administrator B IHTepHeTe).

Ecnv npegnonaraetcs ynpaBnsTb CTOEYHbIMU CEpBEPamMM C MCMONMb30BaHNEM JIOKaNbHOM
ayTeHTUUKaLm BMecTo ayTeHTudmkaumm nog ynpasneHunem XClarity Administrator, cosgavite
OfHV NN HECKOJIbKO COXPaHEHHbIX YHETHbIX AaHHbIX, COOTBETCTBYIOLUMX aKTUBHBLIM YHETHbIM
3anncsam nonb3osaTtenen Ha ycTponcTtae unu B Active Directory, KOTopble MOryT UCNOJIb30BaTLCH
AN BXOAa B YCTPOWCTBa B nNpoLecce ynpasneHus. JononHuTebHble CBEO4EHUS O COXPaHEHHbIX
YYETHbIX AaHHbIX CM. B pa3fese YnpasneHre CoXpaHeHHbIMY YHETHbIMY JaHHBIMU B AOKYMEHTauum no
XClarity Administrator B iHTepHeTe.
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LLlar 7. Ecnu Bbl nnaHupyeTe MCNofib30BaTh HACTPOEHHbIV cepTUdUKaT cepBepa, BKIHOYaoLmMi BaLly
COBCTBEHHYIO UH(bOPMALMIO, NN NCMONB30BaTb CePTUdMKAT, NOAMNNCAHHbBIA CTOPOHHUM LIEHTPOM,
co3pavite 1 pasBepHNTE HOBbIN cepTUdMKAT, MPeXae YeM NPUCTYNaTh K yNpaB/iEHNO CUCTEMamMu.
MHpopmaumto o co3gaHum cobCTBEHHOMO cepTudunkaTa 6e30nacHOCTM CM. B pasgene PaboTta ¢
cepTucurkaramu 6e3onacHocTy B AoKyMeHTaumm no XClarity Administrator B IHTepHeTe.

LLlar 8. B BepTuKanbHOM MEHIO Ha cTpaHuLe «be3onacHoCcTb» HaXXMUTe BepHyTbCcs K nepBOHaYanbHoOn
HacTpouKe.

YnpaBneHue ycTpocTBaMu

Lenovo XClarity Administrator MoXeT ynpaBnsiTb HECKONMbKUMM TUMNaMy CUCTEM, BKIto4asa pamy Flex System,
CTOeuYHble 1 6alleHHble cepBepbl, KoMMyTaTopbl RackSwitch n ycTponcTea xpaHeHus AaHHbIX. Bbl MoXxeTe
JIerko o6Hapy>xuBaTtb 60/1bLLOE KOMMYECTBO YCTPONCTB B Cpefe 1 ynpasnsTb MU, UMAOPTUPYS
UHpopmaLmo 06 YCTPOMCTBaXxX C MOMOLLBIO dharna MacCoBOro NMnopTa.

Mepen Havanom pa6boTbl

BaxHo:

e OpHOBPEMEHHO MOXHO ynpaensATb He 6onee Yem 300 ycTpoicTBaMu Ui OTMEHUTb ynpasfieHne nvu. He
BKJtoYanTe B chainn maccoBoro nvnopta 6onee 300 yCTpoONCTB.

e 3anycTvB onepauuio ynpasneHus yCTPONCTBOM UMM OTMEHbI YNPaBReHns UM, AOXANTECH 3aBepLUEHUS]
BbIMOJIHEHWS BCErO 3a4aHUs ynpasneHusl, NPexxae Yem 3anyckaTtb ClefyoLLyto onepauuto ynpasneHus
YCTPOWCTBOM.

KoMnoHeHTbI pambl (Hanpumep, mogynn CMM, BblYMCAUTESNbHBIE Y3/1bl, KOMMYTaTOPbl 1 YCTPOACTBA
XpaHeHUs) 06HaPY>XUBAKOTCS 1 YNPaBNAOTCA aBTOMATUYECKU NPY yNpaBfieHNn pamoii, KOTopasi nx
cofepXunT. HeBO3MO)KHO 06HapYXUTb M YNPaBnsiTb KOMMNOHEHTaMN pambl OTAENBHO OT CaMOl pambl.

Ons ceasu ¢ mogynamu CMM B pame 1 KOHTposiepami ynpaBfieHUsi MaTepyHCKOW NnaToll Ha cepBepax
AOJKHbI GbITb [OCTYMHbI HEKOTOpPbIE NopThI. [pexxae Yem NpucTynaThb K yrpasiieHnio cucteMami,
y6eanTech, 4TO 3TU NOPTbl AOCTYMHbI. [onoNHUTeNbHbIE CBeAEeHNS O MopTax CM. B pasgene [JocTynHoCTb
NMopTOB.

Yb6epuTech, YTO Ha KaXXAOoM CUCTEME, KOTOPOI Bbl XOTUTe yNpaBnsATb ¢ nomMoLsto XClarity Administrator,
yCTaHoBfIeHa MUKporporpaMmma, yaosneTsopsowas MMHMManbHbIM TpeboBaHusaMm. MnHuMansHo
Heo6XxoAVMble YPOBHY MUKPOMPOrpaMmMbl MOXXHO HanTu B Be6-cTpanuua nogaep>xkn XClarity Administrator —
COBMECTMMOCTb, OTKPbIB BK1aaKy COBMEeCTUMOCTb U LLENKHYB CCbIIKY OJ11 COOTBETCTBYIOLLMX TUMOB
YCTPOWCTB.

Y6eaunTtech, 4TO ANt BHEMONOCHOrO o6meHa gaHHbiMn ¢ CMM 3agaHbl N0 MeHbLLEN Mepe TPy ceaHca
pexuma komaHg, TCP. CeefeHnst 0 HACTPOIKe KOIMYECTBa CEaHCOB CM. B pasaene Komanga tcpcmdmode B
pokymenTauum no CMM B VIHTepHeTe.

PaccmMoTpuTe BO3MOXHOCTL peanusauumn agpecos IPv4 uam IPv6 pna Bcex CMM u kommyTatopos Flex,
ynpasnsiembix XClarity Administrator. Ecnu gns HekoTopbix CMM 1 kommyTaTopoB Flex ucnonbayetcs IPv4,
a IPv6 onsa gpyrnx, HEKOTOpble COBLITUA MOIyT OTCYTCTBOBATbL B XXypHare ayguta (Mnm Kak JIOBYLLKK
ayguTa).

Y6eamTechb, 4TO BK/OYEHO MHOroaapecHoe nepeHanpaeneHne SLP Ha cToe4Hble KOMMYTaTOpPbl BEPXHEro
YPOBHS, a TaKXKe MapLUpyT13aTopbl B UCMONb3YeMoii cpefe. YTobbl NpoBepUTb, BKIOUYEHO ik
MHOroagpecHoe nepeHanpasneHne SLP, 1 HallT MHCTPYKLMI MO ero BKIIFOYEHUIO, CM. JOKYMEHTaUMIo 13
KOMIMfeKTa KOHKPETHOro KOMMYyTaTopa Uin MapLupyTuaaropa.

Ba)kHo:
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¢ B 3aBucmmMocTy oT Bepcumn Mukponporpammbel kommyTaTopa RackSwitch, moxeT notpebosaTbcs
BPYYHYIO BKJIIOUMTb MHOroaapecHoe nepeHanpasneHune SLP n SSH Ha kaxxgom kommyTaTtope RackSwitch
C NOMOLLbIO NMPUBEAEHHbIX HXKE KomaHrg, 4Tobbl XClarity Administrator Mmor o6Hapy>Xute KOMMyTaTop "
ynpaensaTb UM. JJononHuTenbHble cBefeHns: CToeqHble KOMMYTaTOPbl B JOKYMeHTauuy no System x B
MHTepHeTe.

* YT1006bI pelueHne XClarity Administrator Mmorno o6Hapy>XuTb YCTPONCTBO XPaHEHNs!, Ha KaXKAoM
YCTPOWNCTBE XpaHEHUS AO/MKHO ObITb BKIIIOYEHO MHOroafpecHoe nepeHanpasneHme SLP.

e Ecnu Bbl nnaHupyeTe NCnosib30BaTb HACTPOEHHbIN CepTUdMKAT CEPBEPA, BKITHOYAIOLLMIA BaLly
COBCTBEHHYHO MHOPMALIMIO, UM MCNOMb30BaTh CePTUHUKAT, MOAMUCAHHbIN CTOPOHHVIM LLEHTPOM,
cospanTe 1 pa3BepHUTE HOBbIN cepTudumKar, NpexXXae YemM NpUcTynaTth K yNpaseHUo CUCTEMaMN.
WHpopmaumio o co3gaHum co6CTBEHHOMO cepTudukaTa 6e30nacHOCTM CM. B pasgene PaboTa ¢
cepTudrkatamy 6esonacHocTy B AokyMeHTaumm rno XClarity Administrator B IHTepHeTe.

e Ecnu nnaHupyeTcs cnonb3oBaTth Apyroe nporpaMmMHoe obecrnedeHne ynpasneHns nomumMo Lenovo
XClarity Administrator Ans MOHUTOPUHIa pambl U €CY Takoe NporpaMmMHoe obecrneyeHre ynpasneHns
ncnonb3dyeT o6MeH aaHHbIM SNMPV3, cHavana cnegyeTt co3gaTb UOEHTUMUKATOP NIOKaIbHOro
nonb3oBaTenss CMM ¢ cooTBeTCTBYOWMMN HacTporikamu SNMPv3, 3atem Bontn B8 CMM, ncnonb3sys
3TOT NAeHTUgMKaTOp NONb30oBaTENS, U UBMEHUTb Naposib. [loNoNHUTENbHbIE CBEAEHNS CM. B pasaene
3ameyvaHusa no ynpaeneHuto B AokyMeHTauum rno XClarity Administrator B iHTepHeTe.

¢ [IpoToKonbl 06HapyxxeHust cepsucos, Hanpumep SLP n SSDP, nossonstot XClarity Administrator
aBTOMaTN4YeCKn 06HapPY>XMBaTb TUM YCTPONCTBA, KOTOPbIM HEOOXOANMO YNpPaBnsATh, a 3aTeM
MNCNonb30BaTb COOTBETCTBYIOLLMNIA MEXAHN3M NS YNPaBieHus M. YCTPOCTBa HEKOTOPbLIX TUMOB He
NOAAEP>KMBAIOT NMPOTOKOSbI OBGHAPYXKEHWS CEPBUCOB, a B HEKOTOPbIX Cpefax NPOTOKOSbl OBGHAPYXeHNs
CEepBMCOB HaMEePEHHO OTKJIKOYEHbI. B ntobom criyyae ans ynpaeneHns Heo6xoaumo BbibpaTb
COOTBETCTBYIOLLMIA TN YCTPONCTBA. YCTPOWCTBA CREAYOLLUX TUMOB AOMKHbI MAEHTUULMPOBAaTLCS
SABHO.
— KommyTtatop Lenovo ThinkSystem cepumn DB
— KommyTtatop NVIDIA Mellanox

06 3Ton 3apaye

XClarity Administrator moxxeT 06Hapy>xnBaTb CUCTEMbI B BaLLel cpefe nyTemM onpoca ynpasnseMbixX
YCTPOWCTB, pacrnonoXeHHbIX B To xe IP-nogceTn, 4to n XClarity Administrator, ncnonbayst ykasaHHbii IP-
appec nnun gnanasoH IP-agpecoB nubo cBefeHnst, UMNOPTUPOBAHHbIE N3 3NIEKTPOHHON Tabnuupbl.

Mo ymonyaHuto yCcTponcTBa ynpasnsoTCs C NOMOLLLIO ynpasnsiemoin ayTeHTudukaumm XClarity
Administrator gnga Bxopga B cuctemy yctporictsa. [pu ynpasneHun CToe4dHbIMU cepeepamin 1 pamon Lenovo
0151 BXOAa B YCTPOMCTBA MOXXHO BbIOpaTh JIOKANbHYIO UK yripaBnsieMyto ayTeHTUduKauuio.

e Ecnu gns CToeyHbIX CepBepoB, pamMbl Lenovo 1 CToevHbIX KOMMYTaTopoB Lenovo nprmeHseTcs
nokanbHas ayteHTugukayusi, XClarity Administrator ncnonb3yeTt coxpaHeHHble yYeTHble AaHHble OJ1s
ayTeHTUunkaymm Ha yctporicTee. CoxpaHeHHbIe yHeTHbIe AaHHbIe MOTyYT ObITb aKTUBHON YHETHOMN
3anuncbio Nosb3oBaTesNs Ha yCTPONCTBE UM YYETHOW 3annchlo nofb3osaTens Ha cepeepe Active
Directory.

B XClarity Administrator Heo6xoaumMo co3naTb COXPaHEHHbIE YYETHbIE AaHHbIE, KOTOPbIE COOTBETCTBYIOT
aKTUBHOWN Y4ETHOWN 3anucuy Nofb3oBaTens Ha YCTPOWCTBE UKW YH4ETHON 3anucuy Nnonb3oBaTens Ha cepeepe
Active Directory, npexxge 4em NnpucTynaTtb K ynpasfeHno YCTPONCTBOM C MOMOLLIbIO NTOKaSIbHOMN
ayTeHTUrKaumm (CM. pasgen YnpasneHne coxpaHeHHbIMY YHETHbIMY AaHHbIMU B OKYMEHTaLUn no
XClarity Administrator B IHTepHeTe).

MpumeyaHus:

— Ecnu gnsa yctpoicTtea BKitoYeHa nokanbHas ayTeHTUuKauus, UMeHUTb 411 HErO COXPaHEeHHbIe
y4eTHble AaHHble ¢ nomoLlpbto XClarity Administrator HEBO3MOXXHO.
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YcTtporictBa RackSwitch nogaep >kvnBaloT coxpaHeHHble y4eTHble faHHbIe AN ayTeHTudmrkaymn.
Y4yeTHble gaHHble nonb3osatenent XClarity Administrator He nogaep>xmsatoTcs.

* YnpaBnsiemasi ayTeHTGKaLys NO3BONISET YNPaBAATb HECKOIbKMMN YCTPONCTBaMU U OTCNEXUBATb MX C
NMOMOLLbIO YHETHBIX AaHHbIX Ha cepBepe ayTeHTudukaumm XClarity Administrator, a He nokasibHbIX
YHYETHbIX AaHHbIX. ECnn onsa ycTporicTea ncnonb3yeTcs ynpasndemas ayTeHTugmkaums (He KoMMmyTaTopsb!
1 He cepepsbl ThinkServer n System x M4), XClarity Administrator HacTpansaeT yCTPONCTBO 1 ero
yCTaHOBJIEHHbIE KOMMOHEHTbI Ha UCMONb30BaHWe cepBepa ayTeHTndukaummn XClarity Administrator gns
LeHTpanM3oBaHHOMo yrnpasneHus.

Ecnun ynpaensiemas ayteHTUdrKaums BKIOYEHa, 4N YyNpaBneHnst yCTPoONCTBaMu MOXHO
NCNONb30BaTh Y4ETHbIE AaHHbIE, BBOANMbIE BPYYHYIO, NN COXPAHEHHbIE YYETHbIE AaHHbIE (CM.
pasgesbl YnpasneHue y4eTHbIMY 3anucsamMu nons3osarenei U B gokyMmeHTtauum no XClarity Administrator B
NHTepHeTe).COXpaHeHHbIE YYeTHbIE AaHHbIE NCMONb3YKTCA TOMNBKO A0 Tex nop, noka XClarity
Administrator He HacTpouT napameTpbl LDAP Ha ycTponcTse. [ocne aToro Bce u3MeHeHns B
COXPaHEHHbIX YYETHbIX AaHHbIX HE 0Ka3bIBaOT BANSHUSA Ha ynpaBnieHne uim MOHUTOPUHI YCTPONCTBA.

Ecnu ncnonesyetcsa nokaneHbIn nnv BHewHW cepeep LDAP B kaduecTBe cepBepa ayTeHTudnKaumm
XClarity Administrator, y4eTHble 3anMcu nonb3oBaTeneil, KOTopbIe OnpeaeneHbl Ha cepBepe
ayTeHTUudmrkaumu, ncnonbayrotea ansa sxoaa B XClarity Administrator, CMM n KoHTponnepsl
ynpasneHns matepuHckon nnaton B gomeHe XClarity Administrator. JlokanbHble yyeTHble 3anuncu
nons3osatenen CMM n KoHTponnepa ynpasneHns OTKIOYEHbI.

Mpumeyanne: [nsa cepsepos Think Edge SE450, SE350 V2 n SE360 V2 nokanbHas y4eTHas 3anncb
Nnonb30BaTens No yMOHaHNIO OCTAeTCH BKIIOYEHHOW, @ BCE OCTallbHble JIOKaNbHbIe YHETHbIE 3anucu
OTK/oYaloTCA.

Ecnun ncnonesyetcsa noctasLymk yaoctosepeHnii SAML 2.0 B kayecTBe cepBepa ayTeHTudmKaumm
XClarity Administrator, y4eTHble 3anncu SAML HeoCTynHbI 4518 ynpaensemMbix ycTponcTs. OgHako
ecnu noctaBwmk ygoctoepeHnin SAML 1 cepeep LDAP ncnonb3ytoTcst BMECTE, 1 €ClM MOCTaBLUMK
yOOCTOBEPEHUI UCMOSB3YET YYETHbIE 3an1cy, cyLlecTByowme Ha cepepe LDAP, yyeTHble 3anucu
nonb3oBaTenen LDAP MOXXHO ncnonb3oBaTh AN BXoAa Ha yrnpasisieMble YCTPONCTBa, a 6onee
CNoXKHble cnocobbl ayTeHTUdMKaumn, npegoctasnsembole SAML 2.0 (Hanpymep, MHOrohakTopHas
ayTeHTUMKaLmMsa 1 eanHbIn BXxon), MOryT ucnonb3dosartbca ons sxoaa B XClarity Administrator.

EQvHbI BXOA MO3BOMISIET NONb30BaTENO, KOTOPbIN Y>Ke BbinonHun Bxogd B XClarity Administrator,
aBTOMAaTNYECKUN BXOAUTb B KOHTPOJIER YNPaBeHNst MaTepUHCKON nnatoin. EanHbIn Bxoa BKItOYaeTcs
no ymMon4aHuio, ecnu ynpasneHne cepsepoM ThinkSystem mnu ThinkAgile ocyliectenseTcs ¢
nomotbto XClarity Administrator (kpome cnyyaes, korga ynpasneHne cepBepamiyt OCYLLIECTBSETCH C
nomoubto naponen CyberArk). Mo)xHo 3agaTb rnobanbHyto HaCTPONKY ANst BKIKOYEHUS Unn
BbIKJTIOYEHNST €QMHOIo BXO4a Ha Bcex ynpasnsiemMblx cepBepax ThinkSystem n ThinkAgile. Mpnu
BKJIKOYEHUN €QMHOro BXOAa Ans onpegeneHHbix cepsepoB ThinkSystem u ThinkAgile
nepeonpepenseTcs rnobanbHas HacTponka onsa Bcex cepsepoB ThinkSystem un ThinkAgile (cm. pasgen
YnpaBneHue cepeepamu B okymeHTauum no XClarity Administrator B VIHTepHeTe).

Mpumeyanue: [Npu ncnonb3oBaHUM oNsa ayTeHTUDUKALUN CUCTEMbI YNPaBneHns ngeHTudukaumnen
CyberArk cyHKUNS eguHOro BXxofa OTKJII0YaeTCs aBTOMaTUYECKMU.

Mpwn BKNOYEHHON yripaBnsieMmon ayTeHTudrKkaumum ans cepsepos ThinkSystem SR635 n SR655:

— Mukponporpamma KoHTponnepa yrnpasieHns MaTePUHCKON NnaTon nogaep XmeaeT 4o NATu ponen
nonb3osaTenen LDAP. XClarity Administrator no6aensieT atu ponu nons3osartenen LDAP k
cepBepam BO BpeMs ynpasneHus: Ixc-supervisor, Ixc-sysmgr, Ixc-admin, Ixc-fw-admin n Ixc-os-
admin.lNonb3oBarenu 4omKHbI 6biTb HA3HAYEHbI NO KPaANHEN Mepe OOHOWN U3 YKa3aHHbIX PONei
nonb3osaTenen LDAP ansa ceasu ¢ cepsepamm ThinkSystem SR635 n SR655.

- MukponporpammMa KoHTposepa ynpasneHusi He nogaep>xveaeT nonb3osateneit LDAP ¢ Tem xe
MMeHeM MoJib30BaTess, YTO U Y JIOKaNbHOro Nosib30BaTesNs cepBepa.

Lna cepsepos ThinkServer n System x M4 cepsep ayteHTudmkaumm XClarity Administrator He
ncnonbdyetcs. BmecTo aToro Ha ycTponcTee co3fgaetcs yyeTHas sanuck IPMI ¢ npedukcom «LXCA_»,
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3a KOTOpbIM cnegyeT ciyvanHas cTpoka. (CyLecTBytoLme NnoKasnbHbIe YHETHbIE 3arnncu
nons3osatenen IPMI He oTknovatoTes.) Mpu npekpalleHnn ynpaeneHms cepsepomM ThinkServer
y4eTHas 3anucb nonbaoBartens «LXCA_» oTkntoyaeTcs, n npedukc «<LXCA_» 3ameHsieTcs Npednkcom
«DISABLED_». YT06bI ONpegennTtb, ynpaensetcs nu cepsep ThinkServer gpyrum ak3emMnnsipom,
XClarity Administrator npoBepsieT Hann4une y4eTHbix 3anucert IPMI ¢ npedukcom «LXCA_». Ecnu Bbl
pewnnm NnepesecTu yrnpasnsemblin cepsep ThinkServer Ha NnpuHyauTensHOE yrpasfieHne, BCe YYETHbIE
3anucu IPMI Ha ycTponcTee ¢ npedurkcom «LXCA_» OTKIoHaTCa 1 NnepenMeHOBbIBalOTCS.
Bo3MOXXHO, CTOUT BPY4HYIO yoanuTb y4eTHble 3anucu IPMI, koTopble 605bLUe He UCMONb3YOTCS.

Ecnu Bbl ncnonb3yeTe y4eTHbIE JaHHble, BBoAMMbIE Bpy4HYto, XClarity Administrator asBTomaTtyeckmn
CO3[aeT COXPaHEeHHbIE y4eTHbIE OaHHbIE Y UCMOJBb3YET X A5 yNpaBieHns yCTPONCTBOM.

MpumeyaHna: Ecnv ona yctponcTtea BKOYEHA ynpasnasemas ayTeHTudukaums, UsSMeHUTb Ans Hero
COXpaHEHHbIE y4eTHble faHHble ¢ nomoLpbto XClarity Administrator HEBO3MOXXHO.

- an/I Ka>XXOoM ynpasneHnmn yCTpOVICTBOM C ncrnojib3oBaHMeM y4eTHbIX OaHHbIX, BB€OEHHbIX BPY4HYIO,
Onsa aToro yCTpOI?ICTBa cOo3aarTCA HOBblE COXpPaHeHHble y4eTHbIE OaHHble, fAa)ke eCJZin B Xoae
npeabiaywero npouecca ynpasnieHnd s 3Toro yCTpOVICTBa 6bINn co3aaHbI opyrmne coxpaHeHHble
y4yeTHble OaHHble.

— [Mpwu npekpalleHun ynpasneHns yctponctsom pelleHne XClarity Administrator He yganseTt
COXpPaHeHHbIe YHETHbIE aHHble, KOTOpPble OblM aBTOMATUYECKN CO3A4aHbl As 3TOro YyCTPONCTBA B
xo[e npouecca ynpasfieHNs.

Mocne Toro kak XClarity Administrator HaunHaeT ynpasnaTte cuctemamu, XClarity Administrator
neprvogu4ecKn onpatunBaeT KaxKayto ynpasnsemyto cuctemy ans céopa cesefeHunin o6 nHBeHTape, BaXKHbIX
JaHHbIX NPoAYKTa, CBeAEeHNI O COCTOSAHWU 1 T. M. MOXHO npocMaTpmBaTh U KOHTPOMPOBaTb KaXayto
ynpasnsemyto CUCTEMY 1 BbINOJIHATL AENCTBWSA NO yNpasneHuio (HanpryMep, HacTpansaTb NapameTpsbl
C/CTeMbl, pa3BepTbiBaTb 06pasbl ONepaLyioHHON CUCTEMbI, BKIIOYATb U BbIKNOYATb NUTaHNE).

OpHoBpeMeHHO TonbKo ognH ak3emnnsap XClarity Administrator MmoxeT ynpaensite cucTeMon. YnpasneHue
HEeCKOJIbKMW AMcneTyepamm He nogaepxxusaetcsa. Ecnu cuctemont ynpasnsaet oguH ak3emnnap XClarity
Administrator, a Bbl XoTuTe, 4TOOLI €1 ynpaensn gpyron ak3emnnsp XClarity Administrator, cHavana
HeOo6XOAMMO MPEeKpPaTUTb yNpaBieHne cucTeMon TekyLmum ak3emnnsgpom XClarity Administrator. MNocne
3TOro0 CMCTEMOWN CMOXKET ynpaensATb gpyron ak3emnnap XClarity Administrator. CeegeHuns 06 oTmeHe
ynpaefeHns CUCTEMO CM. B pasgenax Heynpaesnsemas pama, OTMeHa ynpasneHusi cepeepamun, OTmeHa
ynpasneHns kommytatopoM RackSwitch n OtmeHa ynpaeneHus cuctemon xpaHeHns gaHHbix Lenovo Storage B
gokymeHTauun no XClarity Administrator B inTepHeTe.

Mpumevanue: XClarity Administrator He n3MeHsieT NnapameTpbl 6€30MacHOCTU K KpunTorpaduyeckne
napameTpbl (KpUNTOrpanHeCcKnin peXXnuM 1 PeXXnm, MCnonb3yembiii ons 6esonacHoro o6mMeHa AaHHbIMM) BO
Bpems npotiecca ynpasneHus. Kpyntorpadguyeckne napameTpbl MOXXHO U3MEHUTb NMOCSIe Havana
yrnpaBsneHnst CUCTemMon (CM. pasfen Hactpoiika kpuntorpaduieckoro pexxrma 1 npoToKOoSIOB CBS3N B
nokymeHTauum no XClarity Administrator B iHTepHeTe).

Mpumeyanue: XClarity Administrator MO>xHO NpegBapuTeNnbHO 3aMNONHUTL MHBEHTapeM 415
OEMOHCTPAaLMOHHON pamsbl (BkNtovas mogynu CMM, BbluMCAUTENBHbIE Y3/1bl 1 KOMMYTaTOPbI), & TakXe
OEMOHCTPALMOHHOIro CTOEYHOro Unun 6aLleHHoro cepeepa, MMUTUPYIOLLNX peanbHOe 060pyaoBaHme.
[eMOoHCTpauUnoHHbIEe YCTPONCTBA 3aroHAOTCA Ha CTpaHuLax Beb6-uHTepdenca n MoryT UCnonb30BaThcs
0719 AeMOHCTpauun onepauuin ynpasneHns. OgHako aTu onepauun ynpasneHns 6yayT 3aBepLuaTscs cOoem.
Hanpumep, MOXXHO co3faTh WabnoH KOHpUrypauum n pa3sepHyTb ero Ha 4eMOHCTPaLUMOHHOM CepBEpPE, HO
pasBepTbiBaHVE 3aBepLUNTCS c60eM. [JleMOHCTPaLMOHHbIE YCTPOWCTBA MOXKHO YAaNUTb, NPEKpaTmB
ynpasneHne umu (cM. pasgensl Heynpaensemasi pama n OTMeHa ynpasieHns cepeepamu B JOKYMEHTaLUmM no
XClarity Administrator B VIHTepHeTe). IMocne yganeHns AeMOHCTPaUMOHHbIX YCTPONCTB YNpaBisaTe MU
CHoBa 6yaeT HEBO3MOXHO.

Mpouepnypa
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Ons obHapy>keHns 1 ynpasneHus cuctemamu B XClarity Administrator ¢ nomoupsto canna maccosoro
nMnopTa BbINONHUTE CneayoLwmne OencTBus.

Mpumeyanue: Mpu ynpasneHun KOMMyTaTtopamMmu ¢ MOMOLLBI0 MacCcoBOro nmnopTa npotokon HTTPS Ha
KOMMyTaTope BKJtovaeTcs 1 knmeHTol NTP Ha HeM HacTpauBatoTcs ans ncnonsb3osaHus napametpos NTP ¢
cepBepa ynpasneHus. [ns nsMeHeHns1 3TUX NapaMeTpoB HEOOXOANMO YNPaBisTb KOMMyTaTopamm
BPYYHY!O.
1. B cTtpoke meHto XClarity Administrator Haxxmute O6opyaoBaHne = O6Hapy>XeHne HOBbIX YCTPOUCTB
n ynpasneHue nmu. OTkpoeTtcs cTpaHuya OBbHapy>XeHne 1 yrnpasfeHme.

2. YcTtaHoBUTe h/ia>xkoK BKIHOUYMTb MHKANCYNSILMIO Ha BCcex GyayLumX yrnpasiisieMbiX yCTPOUCTBaAX,
4YTO6bI USMEHUTL NpPasBuia 6paHagmayapa Ans BCeX YCTPONCTB B NMPOLIECCE ynpaBfieHUs, YTobbl
BXOASALLME 3anpOoChkl NpUHUMannch Tonbko oT XClarity Administrator.

MpumeyaHus:

¢ VIHKancynsumsa He Nnogaep xuBaeTcs o KOMMYTaTOPOB, YCTPONCTB XpaHeH!s, pamM 1 CEpBEPOB
apyrux npoussogurenen (He Lenovo).

e Korpa nHTepdeiic ceTn ynpaBneHnst HACTPOEH AN1st Ucrnonb3oBaHus npoTokona DHCP n
WHKancynsuus BKIOHYEHA, YpaBieHe CTOEYHbIM CEPBEPOM MOXKET 3aHMaTb MHOIFO BPEMEHM.

|/|HKaI'ICyJ'IF|LJ,VI9-| MOXXET ObITb BK/IIOYEHA NN OTKIOYEeHa Ha KOHKPETHbIX yCTpOVICTBaX nocne Ha4ana
ynpasneHus.

BHumanue: Ecnu nHkancynaums sBknodeHa n XClarity Administrator ctaHoBUTCA HEQOCTYMNHBIM 4O
OTMEHbI YNpaBneHnsi yCTPONCTBOM, HEOOXOANMO BbINOSHUTb PSAA AeNCTBUN, YTOObI OTKIIIOUUTL
WHKaNCynsiLmio ons yCTaHOBKM CBA3W C yCTPONCTBOM. [pouenypbl BOCCTaHOBNEHWSI CM. B pasgenax
BoccTaHoBneHue ynpasneHusi pambl ¢ CMM nocne c60s y3na ynpaeneHus U BocctaHoBneHve ynpasneHus
CTOEYHbIM UNKN GalleHHbIM CEPBEPOM Mocie c60si cepBepa ynpasneHuns B fokymMmeHTaumm no XClarity
Administrator B VIHTepHeTe.

3. HaxxmunTte MaccoBbii umnopT. OTKpoeTcst macTep «MaccoBbiil UMNOpPT».

Bulk Import
Import Data File
Stepi: Download the template file in Excel or in G5V format
Stepd: Enter information in the template fils then save as S5V format

Stepd: Upload the S5\ file for processing

template.csw Erowse Upload

4. Haxxmute B Excel nnn B CSV Ha ctpaHuue «MMnopT daiina gaHHbIX», YToObl 3arpy3nTb LUAaGIOHHbIN
chaiin maccosoro umnopTa B hopmate Excel nnm CSV.

BaxxHo: B 3aBrCcMMOCTU OT Bepcrmy NporpamMmmMHoro obecnedenns daiin wabnoHa MOXET ObITb APYTrUM.
Y6enutecn, 4TO BCerga Mcnosib3yeTcs wabioH NocnefHen Bepcun.

5. BanonHuTe NUCT AaHHbIX B hanne wabnoHa n coxpaHute daiin B hopmate CSV ¢ pasgeneHvem
3ansTbiMu.

PekomeHpauus. LL1a6noH Excel BkntovaeT nuct AaHHble n nuct Readme. B nucte [JaHHble 3anonHute
haHHble ycTpolicTtea. Jluct Readme cogep>xut nHcdopmMauuio o Nopsiake 3anofHeHnst BCeX Nnonei Ha
nncte [laHHble (BKNo4vas obsizaTesibHble 415 3anoIHEHWS MOMS) U NPUMEPbI AaHHbIX.

Ba)kHo:
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* YnpaeneHve yCTPOCTBaMmM OCYLLECTBNSETCS B NMOPsSAKe, ykasaHHOM B dhaiine MaccoBOro nMmnopTa.

e XClarity Administrator ncnonbsyeT nHpopmaumio 0 Ha3Ha4YeHN CTONKW, ONPELENIEHHYIO B
KOHUrypaumm yCTponcTBa, Npn ynpasneHni yCTPONCTBOM. ECiv uaMeHuTb Ha3Ha4eHne CTOMKN B
XClarity Administrator, XClarity Administrator o6HoBUT KOHbUrypauuo yctponcTtsa. [Mpy o6HoBREHUN
KOHUrypaumm yCTpoNCcTBa Nocne ynpasneHns yCTPONCTBOM n3MeHeHus otobpasdatcs B XClarity
Administrator.

¢ PekomeHpyeTcs iBHbIM 06pa3oM CcO3AaTb CTONKY B 31EKTPOHHOW Tabnvue nepeq HasHaveHnem
CTOWNKN YCTPOWNCTBY, HO 3TO Heobs3aTenbHO. Ecnn cTolika He onpeaeneHa ABHbIM 06pa3oM U eLle He
cywectByeT B XClarity Administrator, nHdopmaums 0 HasHa4YeHUM CTONKK, yKa3aHHas ans
YCTPOWNCTBA, NCNOMb3YETCs AN CO3AaHMS CTOVMKN C BbICOTOM MO YMonyaHuio 52U.

Ecnun TpebyeTcs ncnonb3oBaTh OPYIYO BbICOTY CTOMKU, HEOBXOOUMO SBHO ONpPenenvTb CTONKY B
3NEKTPOHHON Tabnuue nepen HasHa4yeHeM ee yCTPONCTBY.

[ns onpepeneHns ycTpoiicTe B chalifie MaccoBOro MMMopTa 3anofiHUTe cheaytoLme cTonoupbl.

e (Ctonbubl A-C) [ns 6a30B0oro o6Hapy>XeHnss He06X0AMMO yKadaTb TUM YCTPOWCTBA U TekyLmii 1P-
afpec Un CepUiiHbIA HOMEP YCTponcTBa. lNoaaepXXxnBaroTca cneayoLme Tunbl.

— filler. 3anonHntenu gns HeynpaenseMbiX YCTPOWCTB. B npegcTaBneHnm CTONKN 3TO yCTPONCTBO
oTo6paXkaeTcs B BMAe YHUBepcanbHOro 3anonHutens. Llabnon Excel gns gonofHUTENbHbIX TUNOB
3anonHuTenen cm. B nucte Readme.

— flexchassis. Pama 10U Flex System
— server. Pama 1 6alleHHble cepBepa, nogaep>xmnsaemble XClarity Administrator

- rack. Ctonku 6U, 12U, 18U, 25U, 37U, 42U, 45U, 46U, 48U, 50U n 52U. Ctoiku c gpyrow
BbICOTOI He nogaep>xusatotcs. [1o ymonyaHumio ucnonbadyerca 52U.

— storage. YcTpoiicTBa xpaHeHnst 4aHHbIX
— switch. KommyTtaTopel RackSwitch

MpumeyaHue: BoluncnutensHbie y3nbl Flex System, KommyTaTopbl 1 yCTPONCTBA XpaHeHNs
CYNTAKOTCS YacCTbIO NMpoLecca 06HAPY>KEHUSA 1 yNpasBieHns pambl.

e (Cton6bubl D-H) Ecnu BbI pelumnTe ncnonb3oBaTb BBOAMMbIE BPYYHYIO YHETHbIE AaHHbIE BMECTO
CcoXpaHeHHbIX (cTonbew, Z) unun naeHTudmkatopos (cTonbubl AF-AJ), yKaxkuTe TekyLlee 1Msi
nosib3oBaTens 1 naposib. BBOAuTb y4eTHbIE faHHbIE BPYYHYIO MONE3HO, €CNN YYETHbIE AaHHbIe OIS
HEKOTOPbIX YCTPONCTB pasnu4yaroTcs. Ecnv He ykasbiBaTb y4HETHbIE JaHHbIE 47151 OQHOrO U
HECKOJIbKMX YCTPOWNCTB B (haiyie MaccoBOro NMnopTa, UCMoSb3YyTCs rnobasibHble yYeTHbIE OaHHbIE,
3afaHHble B nanoroBom okHe MaccoBblii MNopT. [ononHWTENbHbIE CBEAEHUS O BBOAUMbIX
BPYYHYO NOMb30BaTenNsx 1 ynpasnsemMon ayTeHTudukaumm cM. B pasgenie YnpasneHve y4eTHbIMU
3anucsimu nonb3osatenein B gokymeHTauun no XClarity Administrator B IHTepHeTe.

MpumeyvaHus:

— [na ncnonb3oBaHus BBOOUMbIX BPYYHYIO YHETHbIX AaHHbIX HEOOXO4MMO BbIOpaTh YNpaBisiemyro
ayTeHTUdmKaumo XClarity Administrator.

— HekoTopble nons He NPUMEHSIIOTCS K psgy YCTPONCTB.

— (Ons pam) Ecnm BbibpaHa ynpasnsemas ayTeHTudukaums (8 ctonbue AA nnmn B AnanorosoM okHe
«MaccoBbIi UMNopT»), HEO6XOAUMO yKa3aTb NnapoJsib RECOVERY_ID B cTonbue G gaina maccoBoro
nMmnopTa U B AUanoroBoM okHe «MaccoBbi umnopT». Ecnv BeibpaHa nokanbHas
ayTeHTUdMKaLms, Naposib BOCCTAaHOBIIEHUS HE NCTONb3YETCS; HE yKasbiBaliTe Naposib
BOCCTaHoOB/eHus B cTonbue G chaina MaccoBoro nMmnopTa unm B ManoroBoM okHe «MaccoBblii
MMMopT».

— (Ons cTroeuHbix cepsepoB) Ecnu BoiBGpaHa ynpasnsemas ayTeHTudukaums (8 crtonoue AA nnn B
OnanoroBoM okHe «MacCoBbIil UMNOPT»), MOXXHO AOMOJSIHUTENBHO yKa3aTb Naposb
BOCCTaHOBNEHMS B cTonbue G darina MaccoBoro nmnopTa uim B AnanoroBom okHe «MaccoBbliii
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nmnopT». Ecnn BbiGpaHa nokaneHas ayTeHTudnkaumus, naposis BOCCTAHOBNEHNS He
NCNONb3YETCH; He YKa3bIBaTe Naposib BOCCTaHOBNEHNS B cTonbue G hainna maccosoro nvrnopTa
U B AnanoroBoM OkHe «MaccoBbIli UMMOPT>.

— (Ons cTtoeyHbix kOMMyTaToOpOB ) YcTporcTea RackSwitch nogaep>knBatoT TONLKO COXPaHEHHbIE
Y4YETHbIE AaHHble (B cTON6UE Z) onga ayTeHTUdUKauum Ha KoMMmyTaTopax. YYeTHble faHHbIe
noJsib3oBaTeNs, BBOOUMbIE BPYYHYIO, HE NOOOEPKMNBAIOTCS.

e (Ctonbubl I-U) Mpn HEO6XOANMOCTI MOXXHO MPEAOCTaBUTL AOMNOSIHUTENBHYIO HbopMaLMto, ecnn
HEeO6XOAMMO MPUMEHUTb USMEHEHUS O YCTPOWCTBA NOCSIE YCMNELLUHOMO YrpaBeHus.

Mpume4yaHue: HekoTopble NOMS HE NPUMEHSAIOTCS K pPsgy YCTPOWCTB. TN MONSA HE MPUMEHSAIOTCA K
kommyTaTopam RackSwitch.

e (Ctonbubl V-Z) Npun He06X0OUMOCTM MOXXHO YKasaTb CBEAEHUS 411 CO3AaHNS U Ha3HAaYeHWs1 CTOWKN,
BKJ10Yas MS1 CTOWKM, PaCronodXXeHne, NoMeLLeHNEe, CaMblil HUXKHUIA 610K B CTOWKE 1 BbICOTY.

MpumeyaHus:

— [Mpwn cospaHun CTONKM HEOBXOAMMO YKasaTb MMS U BbICOTY CTONKU. MNopaepXxnsBaeTcs cneayoLlas
BbicoTa cTonku: 6U, 12U, 18U, 25U, 37U, 42U, 45U, 46U, 48U, 50U 1 52U. CTtolikn c gpyroi
BbICOTOI He NOAAePXXUBatOTCS.

— [Mpwu cospgaHun yHMBEpCanNbHOro 3anonHUTENS HEOOXOOUMO yKasaTb UMsi CTOWKN 1 BbICOTY
3anonHuTens. MNopaepXxmnBaetcsa cnepgytowas soicoTta 3anonHutens: 1U, 2U n 4U.

— [Mpwu cospgaHmm onpegeneHHoOro 3anoHNTENS BbiCOTa 3anonHuTens nrHopupyetcs. XClarity
Administrator 3HaeT BbICOTY KaXk0ro onpeaeneHHoro 3anonHNTens. Tunbl 1 3Ha4€HUS BbICOTbI
3anonHuTenen cM. B LWabnoHe nucTa.

— [pu Ha3Ha4YeHUN YyCTPONCTBA CTONKE BbiCOTa YCTPONCTBA NrHOPUPYETCS. BbicoTa ycTpolicTea
N3BJIEKAETCHA U3 UHBEHTapU3auun yCTPONCTBA.

¢ (Cton6eu AA) Ecnu ynpaBsneHne 3aBepLUNOCh C OQHON U3 CreayoLWmX oLNGoK, NOBTOpUTE 3Ty
npouenypy, Ucrnonb3ysi napameTp NPUHYAUTENIbHOrO ynpaBneHus.

— Ecnu ynpasnstowmii aksemnnsp XClarity Administrator He paboTaeT 1 He MOXEeT BbITb
BOCCTaHOBJIEH.

Mpumevanue: Ecnu npegHasHayeHHbIn ans 3ameHbl ak3emnngap XClarity Administrator
ncnonbayeT ToT Xe IP-agpec, 4To n HeucnpaeHbIli ak3emnnsp XClarity Administrator, cHosa
Ha4YHUTE YyNpaBnATb YCTPONCTBOM, UCNONb3Ys y4eTHyto 3anuce RECOVERY_ID, naponb (ecnu
NPUMeHNMO) 1 NapameTp «[puHyguTenbHOE yrpasneHne».

— Ecnu ynpaensitowmin aksemnnap XClarity Administrator 6bin OTKNO4EH 40 TOro, Kak 661510
npekpaLleHo ynpasneHne ycTponcTesamu.

— Ecnn ynpasneHune yctponctsamm 66110 3aBEPLLEHO C OLLUNGKOI.

OpHoBpeMeHHO TosIbKo oguH ak3emnnsap XClarity Administrator moxxeT ynpaensite ycTponcteamum.
YnpasneHue Heckonbkumn ak3emnnsapamu XClarity Administrator He nognep>xmsaetca. Ecnu
yCTPOMCTBOM ynpasnseT oanH ak3emnnsp XClarity Administrator, a Bbl XoTuTe, 4TO6bI UM YNpPaBnsn
apyron ak3emnnsp XClarity Administrator, cHayana npekpatute ynpasfiieHne yCTPOWCTBOM Oisi
ncxopgHoro ak3emnnsipa XClarity Administrator n Ha4HUTe ynpaBneHne nm ¢ NCNoNb30BaHNEM
apyroro ak3emnngpa XClarity Administrator.

BaxHo: Ecnu Bbl nameHute IP-apgpec cepsepa nocne Toro, kak petueHne XClarity Administrator
Hayano ynpaensTb cepBepoM, XClarity Administrator pacnosHaeT HoBbI IP-agpec n npogomkut
ynpaenaTb cepsepoM. OgHako XClarity Administrator He pacno3HaeT nameHeHuve IP-agpeca gns
HeKOTopbIX cepBepoB. Ecnn nocne namenerns IP-agpeca XClarity Administrator nokasbiaeT, 4To
cepBep HeJoCTyneH, BO30OHOBUTE yrpasfieHne cepBepoM, NpuMeHns napameTp [NpuHyanTensHoe
ynpasneHue.
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e (Ctonbev AB) Ecnu Bbl peLumnu Ncnosb30BaTb COXPAHEHHbIE YHETHbIE AaHHbIE BMECTO BBOANMbIX
BpY4Hyto (cTon6ew, D-H) nnun noeHtudmkaropos (ctonbubl AF-AJ), ykaxxute ngeHTndukaTop
COXPaHEHHbIX YHETHbIX AaHHbIX. OeHTN(MKaTOp COXpaHeHHbIX YHETHbIX AaHHbIX YKa3aH Ha
cTpaHuue «CoxpaHeHHble yYeTHble faHHbIe»: Bbibepute AgMUHUCTPpUpoBaHue = BesonacHocTb B
MeHto XClarity Administrator n HaxxmuTe CoxpaHeHHbIe y4eTHbIe AaHHbIE Ha JIEBOW MaHenu
HaBuraumun. [JononHUTENbHbIE CBEAEHMS O COXPAHEHHbIX YH4ETHbBIX AaHHbIX Y NTOKaNbHOM
ayTeHTUMKaL MM CM. B pasfene YnpasneHe CoOXpaHeHHbIMN YHETHbIMY JaHHbIMU B OKYMEHTaLUN No
XClarity Administrator B VIHTepHeTe.

MpumeyaHus:

— YctponcTtea RackSwtich nogaep>kmBaoT TONBEKO COXPaHEHHbIE YYeTHble AaHHbIe NS
ayTeHTUdMKaLMK. YYeTHble faHHble Nonb3oBaTens, BBoANMbIE Bpy4Hyto (B cTonbue D), He
nopnep>KmearoTcsi.

- Ecmn ynpasJieHne yCTpOI7ICTBOM OCYyLLECTBNAETCA C NOMOLLbK COXPAaHEHHbIX YHETHbIX OaHHbIX U
BKJ1lO4EHa ynpasnsemMas aYTGHTI/I(bI/IKaU,I/IH, HEBO3MOXXHO N3MEHUTb 3TN COXpPaHeHHblE Y4ETHbIE
OaHHble.

e (Ctonbey, AC) Ecnn Bbl peluaeTe MCNofib30BaTh yNpasasemMyto ayTeHTudukauuio gis pam u
CTOE4HbIX CEPBEPOB, MOXHO ykasaTb napons RECOVERY_ID B cton6ue G danna maccosoro
“MropTa UK B AnanoroBoM okHe «MaccoBbli UMNopT». Ecnu BeibpaHa nokanbHas ayTeHTudrKauus,
naponb BOCCTaHOB/EHWS HE MCMONb3YETCSH; HE yKasblBaliTe Naposfib BOCCTAHOBMNEHUS B cTonbue G
¢haiina maccoBoro umrnopTa U B AnanoroBoM okHe «MacCcoBbIii UMMOPT».

e (Ctonb6ey AD) [1ns cTOEYHbIX CEPBEPOB MOXXHO AOMONMHUTENBHO BbIGPaTh NCNOJIb30BaHUE JIOKaNbHOM
ayTeHTUdMKaLMm BMeCTo ynpaensiemon ayteHTudgunkaumm XClarity Administrator, ykasas B 3ToM
ctonbue 3HayeHne FALSE. [JononHuTenbHble CBeAeHUs1 06 ynpaBnsieMom 1 JIOKasIbHOM
ayTeHTUUKaLMn CM. B pasfene «YnpasneHne cepBepoM ayTeHTudrKaummn» B AOKYMeHTauum rno
XClarity Administrator B VIHTepHeTe.

e (Cton6ey, AE) NMpn HEO6XOAMMOCTN MOXHO YKa3aTb CMMCOK FPYMM PoJiei, KOTOPbIM Pa3peLLEHO
npocMaTpuBaTh 3TO YCTPONCTBO 1 yNpasnsATb M. MOXXHO yKasaTb TONbKO rpynbl posien, K
KOTOPbIM NMPUHAANEXUT TEKYLLNIA MONb30BaTE b.

Mpumeyanune: Mpu goGaeneHUn yCTPOCTB B yNpaB/isieMyto pamy HOBble yCTpoicTBa 6yayT
npuHagnexatb K Tol ke rpynne posei, Y4To 1 pama.

e (Ctonbev AF-AJ) Ecnu Bbl pelunTe nCnonb3oBaTb CUCTEMY YNPaBAEHUSA YAOCTOBEPEHNSMY BMECTO
BBOAVMbIX BPYYHYIO YHETHbIX OaHHbIX (CToN6Lbl D—H) nnm coxpaHeHHbIX yY4eTHbIX AaHHbIX (CTONOLbI
AB), ykaxuTe IP-agpec nnm nms xocTta yrnpasnsieMoro cepsepa, UMs NnoJjib3oBaTens u npu
HeOo6X0AMMOCTU UGEHTUMDUKATOP NPUIIOXKEHUS, Cend 1 Nanky.

Ecnu Bbl ykasbiBaeTe V[ npunoxeHns, HeO6XoouMo Takxe ykasaTb cerd 1 narnky, ecnu
NPUMEHNMO.

Ecnn ngeHtndmkarop npunoxkeHns He ykasbisaetcs, XClarity Administrator ncnoneayet nytu,
KOTOpble 6binn onpeaeneHsl Npu HacTpoike CyberArk ons ngeHtTudmkaumm 3aperncTpMpoBaHHbIX B
CyberArk yyeTHbIX 3anucen (cM. pasgen Hactpoiika cuctemsl ynpasneHus nageHtudukauven CyberArk B
pokymeHTauwmm no XClarity Administrator B IHTepHeTe).

Mpumevanue: Nopnep>xnsatoTcs ToNbko cepsepbl ThinkSystem nnn ThinkAgile. Cuctemy
ynpasneHns ngeHTudurkaumen Heobxoammo HacTpouTb B XClarity Administrator, a Lenovo XClarity
Controller anst ynpaensiembix cepeepoB ThinkSystem wnu ThinkAgile Heo6x0anMo MHTErpnpoBaThb C
CyberArk (cm. pasgen HacTpolika cuctembl ynpasneHust ngeHTudgmukaumein CyberArk B AOKyMeHTauum
no XClarity Administrator B IHTepHeTe).

Ha cnepytoliem pucyHke nokasaH npumep daiina MaccoBoro nMnopTa:
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Required fields (Type + SM or IP) Optional fields
Current New Recovery |Switch New IPv4 (IPv4 subnet (IPv4 1Pv4 DNS1 IPv4 DNS2 |New IPVE(IPvE IPvE IPv6  |IPv6E |Domain
enable mask default prefix |gateway |DNS1 |DNS2Z
password gateway
server 10.1.0.198
SErver PE7XF0EL
flexchassis 10.1.0.213 USERID passwOrdx  PaSSword@ abcd1234
flexchassi: Z3499DD Pa55word@ abcd1234 9.27.20.51 255.255.255.09.27.20.1 9.0.148.50 9.0.146.50 ebg.lenove.com
server 35TBBXP 2002:939 2002:9¢ 2002:939; 2002:9; 2002:9 ebg lenovo.com
server 10.1.0.214 10.1.2.213 255.255.255.010.1.2.1  5.0.148.50 9.0.146.50 ebg.lenovo.com
rack
rack
filler
filler
filler
R 5 T u )l W X Y z AM AB AC AD AE AF AG AH Al Al

IPvé |Domain Host User- Rack name |Location| Room |Lowest |Height |Force [Stored Stored credentials |Managed IdentityManagements|IMS type |IMS ApplD |Folder|Safe
DNS2 name defined rack credentials |ID for authentication| ystemEnabled

name unit [s] RECOVERY_ID

TRUE CyberArk LXCA Test
chassis03  SH3GOSAZ4 25 TRUE
ebg.lenovo.com chassis0lchassisOl  SH3GO5A34 5
2002:9 ebg lenovo.com host4 c0Znode01 SH3GOSB12 38 2 3 FALSE
ebg.lenovo.com hosts web02 SH3G05812 10

SG2RC1ACL 37

SH3GO5A34 45

APC UPS SH3G05A34 1 4

FCswitch  SH3GOSA34 40 2

KVM switch SH3G05812 22 1

6. B macTtepe MaccoBbin umnopT BBeanTe nmst CSV-daiina, 4tobbl oTnpasuTb dann gns oépaboTtku. Ons
yKasaHUsi MECTOMOJIOXKEHWS haia MOXXHO HaxxaTb O630p.

7. Haxxmute OTNpaBuTb ANs1 OTNPaBKu 1 NpoBepKn dainna.

8. HaxxmunTe fQanee ans otTo6paxkeHns cTpaHunLbl «CBoaKa BBoAa» CO CNMCKOM YCTPOWCTB Afs
yrpaBneHus.

Bulk Import

Input Summary

Displayed is the list of the devices that will be managed. You may wish to review the data before completing the wizard You can always go
back and re-upload a correct file if you need to.

Show only rows with potentisl issues

4 Total devices will be managed: 1 Chassis, 1 Switches, 2 Servers, 0 Storage

C5V Row  Mame Current IP Credentials Type

2 Semver_1 182020 .ﬁ Input Reguired senver

3 Chassis_1 :?_: Input Reguired flaxchaszsis
4 Rack_2 G Input Reguired rack

5 Filler & Input Required filler

9. MpocMoTprTE CBOAKY YCTPOWCTB, KOTOPLIMU Bbl XOTUTE YNPaB/sATh.

Bbi6epuTe NMokasbiBaTb TONILKO CTPOKU C NOTeHUUanbHbIMU Npob6aemamm, 4To6bl 0TO6PasnTb
CTPOKM C HEMOMNHbIMY faHHbIMU. MicnpaBbTe BCe NpobsiemMbl B halie MaccoBOro nMrnopTa, 3aTtem
HaxxmuTe Hasap ons otnpasku ucnpasneHHoro CSV-caina.

MpumeyaHus:

e Ecnu Tpe6yeMb|e OaHHbIX HE NpefocTaB/ieHbl B q)a|7|ne MaccoBOro nMmnopTa, ynpasneHune
CBA3aHHbIMU yCTpOIZCTBaMM OCYLLECTBNIATLCA HE 6y,qu.
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e Ha cTtpaHuue CBoaka BBOAA NOMEYEHbl CTPOKU, B KOTOPbIX HE YKa3aHbl y4eTHbIE AaHHble. Ecnn He
yKasaTb y4YeTHble faHHble B hanne MaccoBOro nMmnopTa, yayT NCNOoNb30BaTbCs rnobasibHble
y4€eTHblE JaHHble, 3afjaHHble B MacTepe MaccoBblili UMMOPT.

10. Haxxmnte [anee, 4To6bl 0TO6Pa3nNTb CTPaHULY «Y4YeTHble OaHHbIE YCTPONCTBA.

Bulk Import

press hanage to begin the manage process.

& Chassis 1) & Senver(2) & Switch (1) Storage % Recovery (3)
Chassis Dewices that will use thess
Choose to use managed authentication or not credentisls:

w Mlanaged Authenfication Chassis_1

Choose the type of credentials
# Us= manuslly entered credentials
U=z stored credentials

Chassis Management Module
Current credentials (glabal)

USET Namms
PaEEWRE

New credentials (global)
(Mode: Used only if the current credentials axpired)

NEW password
condirm PasEwWrd

Faorce management even if the system is being
managed by this or another instance of Lenovo®
XClarity Administrator

When force management, need to use the Recovery-
id managemeant.

11. Heo6s13aTenbHO: HaxxMuTe KaXxayro BKNagKy 1 npy Heo6XxoamnmMocTy 3againTte rinobanbHble napameTpbl
N y4ETHbIE AaHHbIE O BCEX YCTPOWCTB ONpeaeneHHoro Tuna. YCTponcTea, KoTopble 6yayT
NCNonb30BaTh rnobasibHble NapaMeTpbl Y YH4ETHbIE AaHHbIE, MEPEYNCTIEHBI C MPAaBO CTOPOHbI KaXK0M
BKNagKu.

Ecnu Heo6xoamMMo ncnonb3oBath rnobasbHble YYeTHbIe AaHHble, YYETHbIE AaHHbIE AN15 ornpefefieHHoro
Tvna yCTpoNCTBa A0/>KHbI ObITb OAUHAKOBbIMY AJ151 BCEX YCTPOWCTB OAHOIO TMNa, AN KOTOPbIX HE
BBefeHbl y4eTHble AaHHble B haine maccosoro nvnopta. K npumepy, y4eTHble gaHHble CMM fOMXKHbI
ObITb OAVMHAKOBbLIMU AN BCEX paM, a YYETHbIE AaHHble YNpaBneHns XpaHunnwem gomKHbl 6biTb
OAVHAKOBbIMY AN BCEX YCTPONCTB XpaHeHns. Ecnv y4eTHble AaHHble He coBnagaroT, HEOOXOAMMO
yKasaTb y4eTHble AaHHble B (haiie MaccoBOoro nMnopTa.

¢ Pama. YKaxnute pexxum ayTeHTUMrKaumm n TUM y4eTHbIX AaHHbIX. YKaXUTE TeKyLue y4eTHble
OaHHble 0N BXOAa BO BCE paMbl, NepeydncneHHble B daiie MaccoBoro nvnopta. 3aganTte HoBbll
napoJsib, eCNY CPOK OeNCTBUSA TEKYLLMX YHETHbIX AaHHbIXx CMM ncTek.

[Mpy NpUHYANTENbHOM yrpaBneHnn pamon ykaxkute y4eTHyto 3annce RECOVERY_ID v naponb gns
YHYETHbIX OaHHbIX YCTPONCTBA.

e CepBepbl. YKaXNTE PeXM ayTEHTUDNKAUNUN 1 TUMN YHETHBbIX AaHHbIX. YKaXXNTe TEKyLLMe yHeTHble
JaHHble ANs BXOAA Ha BCe CToeYHble 1 6alleHHble CepBepbl, MepeydnciieHHble B daiine MaccoBoro
nMnopTa. 3afgaiTe HOBbIV NAPOJib, ECIM CPOK AENCTBUSA TEKYLLUMX YYETHBIX AaHHBIX KOHTPOIepa
yrnpaBfieHNss MaTePUHCKON NaTon UCTEK.
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12.

Mpw NpuHYANTENbHOM YpaBneHn cepeepoM yKaxuTe ydeTHyto 3anuce RECOVERY_ID n naponb
0N Y4ETHbIX AaHHbIX YCTPOWCTBA.

o KommyTaTopbl. YKaXXuTe COXpaHeHHble yYeTHble faHHble A5 BXOoAa Ha BCe KOMMYTaTopbl
RackSwitch, nepeuucneHrHsle B chanine maccosoro nvnopTta. [1pn aTom Takxke yKa>kute naposib
«BKJIIOYEHMS», KOTOPbIV NCNOMBb3YETCA AN BXOA4A B PEXMM NPUBUNIErMPOBAHHOMO BbINOHEHWS
(Privileged Exec Mode) B kommyTaTOope.

¢ XpaHunuie. YKaxuTe TeKyLlue y4eTHble AaHHble AN BXO[a BO BCE YCTPONCTBA XpaHeHus,
repeynceHHble B aiifie MaccoBoro MnopTa.

e BoccTaHoBnEHue. YKaxuTte NnapoJib BOCCTaHOBJIEHNA 014 BXO4a Ha BCe CepBepbl 1 BO BCE paMmbl,
nepeduncrieHHble B cba|7|ne MaccoBOIro nMmnopTa.

Mo>xHO ucnonb3oBatb NOKaJIbHYHO YHETHYIO 3annCb NOJIb30BaTes1IA U COXPaHEHHbIe Y4eTHbIe
DaHHble BOCCTaHOBNEHMS. B ntobom cliy4ae nMeHeM noJib3oBartenia Bcerga 6y,u,eT RECOVERY _ID.

Mpu 3agaHny Naposs Ha yCTPOMCTBE CO3QAETCs yYeTHas 3annck RECOVERY_ID 1 BCe y4ETHbIE 3amnmcu
JIOKanbHbIX NONb30BaTeNein OTKIHYaoTCs.

— [nsa pambl HeO6X0AMMO 3aAaTb NapPOJib BOCCTAHOBNEHUS.

— [na cepeepoB Naposib BOCCTAHOBEHNS SBNSAETCA Heoba3aTenbHbIM, eCnn TpebyeTcs
ynpaensiemas ayTeHTudukaums, OgHaKo Takon Naposb He NCMOJb3YeTCs, ecnu TpebyeTcs
JNloKanbHas ayTeHTudrKaLms.

- Y6eputech, 4TO NnapoJib COOTBETCTBYET NOJINTUKaMnN 6e3onacHoCTU 1 napona ana yCTpOIZCTBa.
MNonuTtukn 6e3onacHoCTA 1 napona mMoryt 6bITb pa3HbIMW.

— O6s3aTenbHO 3anuwmMTe Naposb BOCCTAHOBAESHNS AN NOCAe[yoLEero UCrnonb30BaHus.
— YyeTHas 3anMcb BOCCTAHOBNIEHUS! He NoaaepXXusaetcs anst cepsepos ThinkServer n System x M4.

CeepeHuisi, yKasaHHble B haiine MacCoBOro NMMopTa, 3aMeHsII0T aHaNormyHble CBeAeHUs!, yKasdaHHble Ha
CTpaHuLe «Y4eTHble faHHble YCTPONCTBax.

I'Ipvl HEOB6XOLMMOCTN MOXXHO BKIIHOUUTb npuHygnuTesibHoe ynpaslieHne KaXXablM TUNMOM yCTpOI?ICTB, ecnun:

* YcTpoiicTBa B HACTOsLLEe BPeMs YNPaBnsioTCa APYro CUCTEMON yNpaseHus, Hanpumep Apyrum
aksemnnapom XClarity Administrator unn IBM Flex System Manager.

¢ PewweHune XClarity Administrator 661510 OTKMHOYEHO, HO NEPEL OTKITIOYEHNEM YTpaBieHne
YyCTpOMCTBaMU He 6bINo NPeKpaLleHo.

* YnpasneHue yCTpoicTBaMu He 6bIn0 NpaBuibHO NpekpalleHo, n nognucka CIM He 6bina o4uleHa.

Mpumeyanue: Ecnu yctpoiicTBo ynpasnsaetcsa gpyrum ak3emnnsapom XClarity Administrator,
YCTPOWMCTBO CHUTAETCH HAXOLALLUMMCS Nof ynpaBnieHneM NCXOAHOro 3K3eMnisapa B TedeHne
onpefeneHHOro nepuoaa BpeMeHu nocne Havana NnpuHyguTenbHOro yrnpasneHus. MoXXHO NpekpaTutb
ynpaBrieHne yCTPONCTBOM, YTObObI yaanuTb ero n3 ncxogHoro aksemnnsipa XClarity Administrator.

Haxxmute YnpaBneHue. Ha ctpaHuue «Pe3ynbTaTbl MOHUTOPUHIa» 0TOBPaXkaroTCA CBEAEHUSA O
COCTOSHUM YNPaBAEHUSA KaXKA0ro yCTponcTaa B dhane MaccoBOro nMmnopTa.

[ns npouecca ynpaeneHns cosgaeTtcs 3agaHue. Ecnm 3akpbiTb MacTep «MaccoBbIl UMMOPT»,
BbIMOSIHEHME NpoLecca ynpasneHnsi NPoOLoMKMTCA B QOHOBOM pexxume. B )xypHane 3agaHnii MOXXHO
OTCNeXnBaTb COCTOSIHUE NMpoLiecca ynpasneHus. [JononHNTeNbHbIE CBEAEHUSA O XXypHasne 3aaaHuin cMm.
B paspgenie MoHuTopuHr 3aganuin B aokymeHTauum no XClarity Administrator B iHTepHeTe.

Ecnun XClarity Administrator He MOXXeT BOINTW B CUCTEMY YCTPONCTBA C YYETHBbIMW AaHHbIMUW, KOTOpPbIEe
yKasaHbl B haisie MaccoBOro umnopTa uam ¢ robanbHbIMY YHETHbIMW AaHHbIMUY, YKa3aHHbIMU B
OManoroBoM OKHe, ynpasfeHre 3TMM YCTPOWCTBOM HEBO3MOXXHO 1 XClarity Administrator nepexogut K
crnepyoLemMy yCTponcTBy B (haine MaccoBoro MMnopTa.

Mpumeyanns: Ecnv ynpasneHne 3aBepLUMIOCh C OOHOW U3 cneaytoLyxX oMGOK, MOBTOPUTE 3Ty
npoueaypy ¢ nomMolLpsto napametpa MpuHyauTenbHoe ynpasneHue.

Masa 4. HacTpoiika Lenovo XClarity Administrator 113


https://pubs.lenovo.com/lxca/jobs_monitor.html

¢ Ecnu ynpasnsatowmii sksemnnsp XClarity Administrator He paboTaeT 1 He MOXeT ObITb BOCCTaHOBSIEH.

Mpumevanue: Ecnu npegHasHayeHHbI ans 3ameHbl ak3emnnsap XClarity Administrator ncnonbayet
TOT Xe IP-agpec, 4To 1 HemcnpasHblin ak3emnnap XClarity Administrator, cHoBa Ha4HWUTe ynpaenaTb
YCTPOWMCTBOM, UCMonb3ys y4eTHyto 3anuce RECOVERY_ID, naponb (ecnv npumMeHnmo) 1 napameTp
MpuHyanTEenbHOE ynpasneHue.

e Ecnu ynpaenstowmin sk3emnnsp XClarity Administrator 6bin oTKNto4eH 40O TOro, Kak 6b110
npeKpaLleHo ynpasneHne ycTponcTsamum.

e Ecnu ynpasneHune ycTporncTBamu Ob1S10 3aBepLUEHO C OLLUNGKOMN.

BHumaHue: OgHoBpeMeHHO TofbKo oanH ak3emnnsap XClarity Administrator moxeT ynpaenstb
ycTponcTBamu. YnpasneHune HecKonbkumin ak3emnnsapamu XClarity Administrator He nogaep>xusaeTcs.
Ecnu yctponcTteomM ynpasnsieT ogunH ak3emnnsip XClarity Administrator, a Bbl xoTute, 4TO0bI M
ynpaensn gpyron ak3emnnsip XClarity Administrator, cHa4yana npekpatuTe ynpasneHne ycTponcTBoM
Anst ucxopHoro ak3emnnsipa XClarity Administrator n Ha4HUTE ynpaBneHne nm ¢ NCnofb30BaHNEM
apyroro ak3emnngpa XClarity Administrator.

13. Ecnu B ¢haiine maccoBoro nMrnopTa ykasaHa HoBasi pama, NpPoBepbLTE 1 USMEHUTE napamMeTpbl CETU

ynpaeneHns 4ns BCcell pambl (BKKOYasi BbIYUCNUTENBHbIE Y3Nbl U KOMMyTaTopbl Flex) n HacTponTe
NHOPMAaLMIO BbIMUCTUTESNBHBIX Y3/0B, JIOKAJIbHbIE XPaHUMLLA, afanTepbl BBOAA-BbIBOAA, LiENEBbIe
06BbEKTbI 3arpy3kun 1 napamMmeTpbl MUKPOMNPOrpamMMbl NyTEM CO3[aHMSA U pasBepTbiBaHWUs LWaGIoOHOB
cepBepa. [lononHnTebHble CBEOEHUS CM. B pasfenax ViameHeHve napameTpos IP-agpecos ynpasneHus
Anst pambl U HacTpoiika cepsepoB ¢ nomolubto XClarity Administrator B gokymeHTauum no XClarity
Administrator B VIHTepHeTe.

Mocne 3aBepLueHus

Mocne ynpaBneHus cucTeMammn MOXXHO BbINOJTHATL Cleayowne OencTBUS:

O6HapyxnBaTb OOMONHUTENbHbIE CUCTEMbBI 1 YIPaBAATbL UMK (CM. pasaesbl YnpasneHe pamon,
YnpaBneHve cToikamu, YnpasrieHne cepeepamil, YnpaesneHne yCTponcTBamy XpaHeHust 1 YnpasnieHune
KoMmmyTaTopamu B fokyMeHTauun no Lenovo XClarity Administrator B VIHTepHeTe).

HacTpauBaTb cBeAeHUS 0 CUCTEME, NTOKANTbHOE XpaHunuLLe, aganTepbl BBOOA-BbIBOAA, NapamMeTpbl
3arpysku 1 napamMmeTpbl MUKPONpPOrpamMMbl MyTEM CO3AaHUSA U pa3BepTbiBaHUS LLIAGNOHOB CEPBEPOB (CM.
pasgen HacTpoiika cepBepoB ¢ nomoLbto XClarity Administrator B mokymeHTaumm rno Lenovo XClarity
Administrator B VIHTepHeTe).

PasBepTbiBaTh 06pa3bl ONepaunoHHON CUCTEMbI HA cepBepax 6€3 onepaunoHHON CUCTEMbI (CM. pasgen
PasBepTbiBaHNe o6pasa ornepaunoHHol cuctemMbl B fOKyMeHTaumm no XClarity Administrator B IHTepHeTe).

O6HOBNATL MUKPOMNPOrpamMMy Ha YCTPONCTBAX, KOTOPbIE HE COOTBETCTBYIOT TEKYLLMM MNOAUTUKAM (CM.
pazgen O6HOBMEHME MMKPONPOrpaMMbl Ha yrnpaBisieMblx YCTpoicTBax B foKymeHTaumm no XClarity
Administrator B VIHTepHeTe).

[o6aBnsATb HOBblE yNpaBnsieMble CUCTEMbI B COOTBETCTBYIOLLYIO CTONKY, YTOObI OTPa3nTb haKTUYecKyto
dumsnyeckyto cpeny (CM. pasgen YnpasneHue ctoiikamu B fokymeHTaumm no XClarity Administrator B
MHTepHeTe).

KoHTponupoBaTtb COCTOsIHNE 060PYA0BaHMS 1 NPOCMaTpPUBaTh CBeAeHMs O HeM (CM. pasaen MNpocmoTp
COCTOSHMS ynpaBnsieMoro cepeepa B gokymeHTaumm no XClarity Administrator B IHTepHeTe).

KoHTponupoBaTtb cobbiTUSA 1 ONoBeLLeHNs (CM. pasaensl Pa6oTta ¢ cobbitusamy n Pa6oTa ¢ OnoBeLLeHnsMy B
nokymeHTtauumn no XClarity Administrator B VIHTepHeTe).

BbIkntounTe nnm BKNOYNTE eAnHbIN BXOA ANs ynpasnsieMbix cepBepoB ThinkSystem u ThinkAgile.
— [nsa Bcex ynpasnsembix cepsepoB ThinkSystem n ThinkAgile (rno6anbHo) HaxxmuTe

ApmuHucTpuposaHue = BesonacHocTb B cTpoke MeHto XClarity Administrator, HaxxmMuTe AKTUBHbBIE
ceaHCbl 1 BKIIOYUTE unm BeikovmTe EanHbIG BXOA,
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— [Onsa onpeneneHHoro cepeepa ThinkSystem mnnu ThinkAgile HaxxmnTe O6opyaosaHue - Cepeep B
cTpoke MeHto XClarity Administrator, a 3atem HaxxmuTe Bee geincteusa - besonacHocTb =
BkntoyeHue eguHoro Bxoaa nnvn Bece gencteusa - BesonacHocTb = OTKNOYUTb €AUHDINA BXOA,

MpumeyaHue: EuHbin BXon NO3BONSET NOMb30BATENO, KOTOPbIN y>Xe BbinonHun Bxo B XClarity
Administrator, aBTomMaTn4ecky BXOAWUTb B KOHTPOMNEP ynpasneHns MaTepUHCKON nnaTtoin. EguHbIn Bxop,
BKJIIOHAETCA MO YMON4YaHuto, ecnu ynpasneHne cepsepom ThinkSystem unm ThinkAgile ocyulecTensaeTcs
¢ nomoLupbto XClarity Administrator (kpome cnyyaeB, Korga yrnpasfeHne cepBepamm OCyLLECTBASIETCS C
nomoLsto naponen CyberArk). Mo>xHO 3afaTb rfiobanbHy0 HAaCTPONKY AN BKITKOYEHNST U BbIKITIOYEHNS
€0UHOro BXoAa Ha Bcex ynpasnsaeMbix cepsepax ThinkSystem u ThinkAgile. MNpwu Bknto4eHUn egruHoro
BXO4a ans onpeneneHHblx cepsepos ThinkSystem u ThinkAgile nepeonpenensietcs rnobansHas
HacTpolika ans Bcex cepepoB ThinkSystem n ThinkAgile.
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Nnaesa 5. Peructpauusa XClarity Administrator

3aperucTtpuposas ak3emnnsp Lenovo XClarity Administrator, MO>XXHO UCMOIb30BaTb OCHOBHbIE PYHKLW, HE
noJsiyyasi NOBTOPSAOLLUXCH NPeAyNpPeXXaeHnin 06 UCTEYEHNN CpoKa OENCTBUSA NPOGHOW BEPCUN U
HEeCOOTBETCTBYOLLUX NUUEH3NSX. [locne perncTpauum npenynpexxaeHmns 0 HECOOTBETCTBYHIOLLMX IMLEH3NSAX
6onbLUe He oTobpaxatoTcsa. OgHako Bce hyHKLUMN, AN MCNOSIb30BaHNSA KOTOPbIX TPEBOYTCS NINLEH3NM,
OCTalTCS OTKJIIOYEHHBIMW 0 MPUOBPETEHNS N YCTAHOBKN NINLLEH3UIA B 3aBUCUMOCTM OT KONUYECTBa
yrnpaBfsieMbIX YCTPOWNCTB.

06 aTtou 3apave

IOnsa pernctpaumm akzemnngapa XClarity Administrator npegoctasneHne KOHTakTHOM MHopMauun He
TpebyeTcs. Lenovo He nepegaeT noayHeHHY0 NHPOPMaLMIO CTOPOHHUM OpraHn3auusim.

Ecnu Bbl ycTaHOBMAM NNLEH3MM AN pacLUMPEHHbIX (DYHKLUNIA, pernctpupoBaTh ak3emnnsap XClarity
Administrator He TpebyeTcs. [1ononHUTENbHbIE CBEAEHNS O INLEH3UAX U PACLUMPEHHBLIX YHKLUAX CM. B
pasgene YCTaHOBKa NMLEH3UN Ha MNONHOMYHKLMOHASBHYIO aKTUBaLMo

MNpouenypa

YT106bI 3apeructpuposatb XClarity Administrator, BbinonHuTe cneayoLwme oencTeuns.
¢ Ecnun pewenmne XClarity Administrator nogkntoyeHo K IHTepHeTy

1. B cTpoke meHio Lenovo XClarity Administrator Boi6epute AgMmuHUcTpuposaHue = Peructpauus,
4YTOObI OTKPbITb CTPaHuLy «Pernctpayms».

2. Haxxmute Peructpaums, 4tobbl 3apernctTpmpoBath HOBbIn ak3emnnsap XClarity Administrator.

3. YkaxuTe HasBaHve KOMMNaHuu, KoNnM4ecTBO YCTPONCTB, KOTOPbIMU TPeByeTCs YyNpaBnsaTb C MOMOLLbIO
XClarity Administrator, n ctpaHy, roe Haxoantcs XClarity Administrator.

4. Haxxmute OTnpaBuThb.
e Ecnu pelueHne XClarity Administrator He nogkntoueHo K IHTepHeTY
1. 3apeructpupynte XClarity Administrator.
a. B Be6-6paysepe oTkpowTe Be6-nopTan peructpauum Lenovo XClarity.

b. Ykaxute HazBaHme KOMMaHNW, KONNYECTBO YCTPOWNCTB, KOTOPLIMY TPebyeTCs ynpasnsTh C
nomotubio XClarity Administrator, n ctpany, rge Haxogutcs XClarity Administrator.

c. Haxmute OTnpaBuUTb, 4TOGLI NOMY4UTL MapKep perncTpaumi.

2. B cTtpoke meHto Lenovo XClarity Administrator Boibeprte AgMuHMCTpUpoBaHue = Pernctpauus,
4YTOObI OTKPbITb CTPaHULYy «Perncrpauuns».

3. Haxxmute UmnopT, 4TO6bI MMNOPTUPOBATL MapKep perncrpauun.
4. YkaxkuTe Mapkep perucrpauum, noayyYeHHbI Ha ware 1.
5. Haxxmute OTNpaBuTb.
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MnaBa 6. YcTaHOBKa NNUEH3UUN Ha NOJSIHO(PYHKLMNOHANbHYIO
aKTuBauuio

Mo ncTeveHnn cpoka gencteusa 6ecnnaTHon 90-aAHeBHOW NPOGHON BEPCUM HEOOXOLMMO NPUOBPECTU 1
ycTaHoBuUTb nuueH3nm Lenovo XClarity Pro ons Bcex ynpasnsieMbIX yCTPONCTB, KOTOPbIE MOOAEPXKNBAOT
pacLUMpeHHble PYHKUUN, YTOObI NPOACIIKNTE NCMONb30BaHNe MyHKLMIA pa3BepTbiBaHNS OnepauiOHHbIX
CcUCTEM 1 HacTpolikn ycTpocTs B Lenovo XClarity Administrator. [1na nonydeHusi o6cnyxmBaHus n
noppep>xkn XClarity Administrator Heob6xogmmo nmeTb nuueHsum Lenovo XClarity Pro gns Bcex
ynpaBnsieMbIX YCTPOWNCTB.

Mepepn Havanom pa6boTbl

Moppo6Hee: E XClarity Administrator: yctaHoBKa nmueH3um

O3HaKOMLTECH CO CIEAYOLLMMYI BONPOCaMM NINLEH3UPOBaHYSI.

¢ JlnueH3uns He NpuBa3aHa K ornpegeneHHoOMy YyCTPONCTBY.
¢ JluueHsunsa Ha pamy NpegocTaBnseT nuueH3un gns 14 ycTporncTs.

¢ [lpu ncnonb3oBaHnn MacLLTabrpyemMbIxX CNOXKHbIX cepBepoB System x3850 X6 (6241) kaxxgomy cepsepy
TpebyeTcsa OTAeNbHAsA NMULEH3NSA HE3ABNCUMO OT Pa3genos.

e Ecnu npu ncnonb3oBaHumn macLuTabrpyemblx CNOXHbIX cepBepoB System x3950 X6 (6241) B H1X HeT
OeneHns Ha paspenbl, Kaxgomy cepBepy TpebyeTcs oTaenbHas nuueHsns. MNpu Hanuyamm genexHms Ha
pasgenbl ons KaXxgoro pasgena TpebyeTcst oTaeNbHast NMLEH3Ns.

e CnepnytoLlne yCTpPONCTBA HE NOAAEPXNBAIOT PACLUMPEHHbIE DYHKLUUN 1, Ce[oBaTeNnbHO, He TPeOYIoT
nueHsnm gna atnx dyHkumin. OgHako onsa nonyyveHns ob6cnyxxusaHusa n nogaep>xkn XClarity
Administrator Heo6x0aMMO NPUOBPECTU NNLIEHINIO O KaXKAOr0 13 3TUX YCTPOWCTB.

— Cepsepsbl ThinkServer

CepBepbl System x M4

CepBepbl System x X5

Cepaepbl System x3850 X6 1 x3950 X6 (3837)

YcTponcTea XpaHeHnst BaHHbIX

KommyTtartopsl

Lns yCTaHOBKM NMLEH3UI HeoBXoouMo obnagathb npusunerusmm Ixc-supervisor unu Ixc-security-admin.

06 3Ton 3apaye

XClarity Administrator nogoep>xvBaeT cnegytoLLyto TMUEH3UIO.

¢ Lenovo XClarity Pro. Kaxxgasi niueH3ns NnpegocTaBnsieT cneayolme npasa Ha OgHO YCTPOMCTBO.
— O6cnyxusaHne n nogaep>kka Lenovo XClarity Integrator
— O6cnyxuBaHune n nopaep>xka XClarity Administrator

— [HononHuTenbHble pyHKUuuKn B coctase XClarity Administrator:
— HacTtpolika cepBepoB ¢ UCNONb30BaHNEM LLIABNOHOB KOH(Urypauum
— PasBepTbiBaHMeE OnepaumoHHbIX CUCTEM
— CoobLeHune o npobnemax XClarity Administrator ¢ nomouybto Call Home (310 He noenusieT Ha Call
Home gns onoselleHnii 060pyaoBaHns)

I'Iepmo,u, akTnBaunm nmueH3nm Ha4nHaeTcd B MOMEHT npm06peTeH|/|ﬂ NNUEH3nn n co3aaHnga Kkoga
aBTopunsaumnn.
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CooTBeTCTBME TPEOGOBAHUAM NIMLIEH3NN ONPEAENAETCS C yHETOM YnCna ynpaBnisieMbIX YCTPOWNCTB,

nopaep XmearoLLmxX paclumpeHHble hyHKLMK. Ycno ynpasnsemMbiX YCTPONCTB He OOMKHO NPeBbIlaTh
obLLee YNCNOo NNLEH3NIA BO BCEX aKTUBHbIX IMLEH3MOHHbIX Kitodax. Ecnn XClarity Administrator He
COOTBETCTBYET YCTAHOB/EHHbLIM JIMLEH3NSIM (HANPUMEpP, ECNIN CPOK AENCTBUS JIMLEH3NIN NCTEK UK eCln N3~
3a yrnpasneHnst BOMNOSIHUTENIbHBIMI YCTPOUCTBaMM O6LLEE YNCIO aKTUBHbBIX JINLEH3WI NPEBBILLEHO), Y Bac
€CTb JIbroTHbIN neprog 90 aHen, YToObl YCTAaHOBUTbL COOTBETCTBYOLLME NULEH3UN. KaXKablin pas korga
XClarity Administrator nepectaeT oTBevaTb TpebOBaHNAM, NbrOTHbIN Nepuod copackiBaeTca 0o 90 aHen.
Ecnu nbroTHeIn nepuog (Bkntoyast 6ecnnaTHyo NPO6HY0 BEPCUIO) 3aBepLUaEeTCs A0 NoJTyYeHus
COOTBETCTBYOLLNX TPe6OBaAHUSAM NTULEH3UI, pacLUMPEHHbIE (YHKLMW OTKITHOYaOTCS AJ1s1 BCEX YCTPOWCTB.

Hanpuwmep, npu ynpasneHuun 100 gononHutenesHbiMu cepaepammn ThinkSystem n 20 cToedHbIMK
KOMMYyTaTopamu B cyLiecTsytoLem ak3emnnsape XClarity Administrator y Bac ectb 90 gHeir, 4To6bI
nprnobpecTu n yctaHoBuUTb 100 4ONOMHUTENBHBIX JINLEH3UIN, NPEXAe YeM pacLUMpPeHHble yHKLUUKN 6yayT
OTKJIO4YEHbBI B NOJIb30BaTENbCKOM UHTEPEce (ons BCex yCTPONCTB). [1s NCNoNb30BaHNs pacLUMPEHHbIX
hyHKUMI NnueH3nn gns 20 CTOEYHbIX KOMMYTaTOPOB He Hy>XKHbl. OgHako OHM HEOBXOAMMbI, ECNN TPebyeTcs
obcny>xmBaHne 1 noaaep>xka. Ecnv paclumpeHHble yHKUMM OTKITIOYEHbI, OHW BKITHOHAOTCS CHOBA nochne
YCTaHOBKM JOCTaTOYHOIO KONMMYEeCTBa NNLLEH3NI 01 BOCCTAHOBIEHNA COOTBETCTBUS TPE6OBaHUAM.

Ecnu Bbl ncnonb3yeTe 6ecnnatHyto NPOGHYO IMLEH3UIO UK Y BAC €CTb JIbFOTHbIA NEPUOA OJ1s
COOTBETCTBUSI TPe6OBaAHUSM 1 Bbl BbINMOMHAETE 06HOBNEHNE [0 6onee no3nHen Bepcun XClarity
Administrator, npo6Hasa nuueH3ns unn NbroTHeIN Nepuog copaceiBaetcs o 90 oHe.

MpumeyvaHus:

¢ [lo ncTeveHUn NbFOTHOIO Nepurofa PyHKLMM HACTPONMKN cepBepa U pas3BepTbiBaHUS onepaLyoHHON
cucTeMbl 6yayT OTKITHOYEHDI.

e Ecnu nuueH3nm He cOOTBETCTBYHOT TpeboBaHusaM, hyHkumsa Call Home pnsi paspelueHuns npobnem
XClarity Administrator (pyHkuus Call Home gnsi nporpaMmmHoro obecrnedeHust) otTkitodaeTcs. JIbroTHbIN
nepuog ans aton pyHKLuumn He NpegycmoTpeH. B To e Bpemsi hyHkuus Call Home pns onoseLleHuin
obopygoBaHVs He 3aTparnBaeTcs.

Ecnu nuueH3nn y>xe ycTaHOBIEHbI, Tpy 06HOBNEHUN A0 HoBOro Bbinycka XClarity Administrator HoBble
JIMLEH3MN He TPebyLoTCS.

Mo>kHO onpepennTb CTaTyC NMMLEH3UN, BKITIOHYas CKOMBKO AHEN OCTaNoCh B MPOGHOW NULEH3NN, LLENKHYB B

MEHI0 AelCTBUI NOSb30BaTeNs B CTpoKe 3aronioska XClarity Administrator n Boi6pas
NHdopmayus.

Mony4yeHune nomowm

e Ecnuny Bac BO3HMKNN Npo6neMbl U Bbl fenann 3akas Yyepes 6busHec-napTHepa, obpaTnuTech K BusHec-
napTHepy Anga NpoBepKn TpaH3akuum 1 akTnsaLnn.

e Ecnu Bbl He nony4mnm 91EKTPOHHOE NOATBEPXXAEHNE aKTBaLMM, KOObl aBTOPU3aLMN NN KN4
akTMBauuv 1M60o OHW GbINN OTNPaB/IEHbl HEBEPHOMY NULLY, 0OPaTUTECh K CBOEMY PETMOHANBHOMY
NpeacTaBUTENIO.

— ESDNA@Ilenovo.com (cTpaHbl CeBepHoit AMepUKN)

— ESDAP@Ilenovo.com (cTpaHbl A3naTcKo-TMX00OKEaHCKOro pernoHa)

— ESDEMEA@Ilenovo.com (cTpaHbl EBponbl, CpegHero BocTtoka n Asunn)
— ESDLA@Ienovo.com (cTpaHbl JTaTUHCKON AMEPUKMI)

— ESDChina@Lenovo.com (Kutan)

e Ecnu ceefeHns 06 akTuBauum HeBepHbI, 06paTuTeCh B Cny>6y noanep>xku Lenovo no agpecy SW_
override@lenovo.com 1 yKaXkuTe cnegyroLLyro MHopmaumio:
— Homep 3akasa

KoHTakTHyto nHopmMaLmio, BKNo4as agpec 3NeKTPOHHON MoYThbI

dusnyeckuin agpec
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— W3meHeHns, KoTopble HE06XO0OUMO BHECTU

e [Tpu HanM4YUn NPoBAEM N BOMPOCOB O CKaYMBaHUN INLEH3UN 06PATUTECH B CNY>XXOY NOLAEPXKKN
Lenovo no agpecy -eSupport_-_Ops@Ilenovo.com.

YcTaHoBKa NMUEH3MN Ha NOJIHOPYHKLUMOHANIbHYIO aKTUBaLMIO C
nomouwbto Be6-nHrepdenca XClarity Administrator

Ecnn y XClarity Administrator ectb goctyn B iHTepHeT, Be6-nHTepderic XClarity Administrator mo>xxHo
MCNONb30BaTh AJ18 NMOJTyHEHNA U akTUBaLMN NNLEH3NIA ONS CYLLEeCTBYIOLLEN aBTopusauum, a 3ateM s
MMMOPTa N YCTAHOBKWN aKTUBUPOBaHHbIX NULIEH3NIA.

MNepepn Hayanom pa6oTbl

CBsxxuTechb co CBoUM npepcTasuTenem Lenovo nnm asTopm3oBaHHbIM BU3HEC-NapTHEPOM, YTOObI
npuobpecTn nuueHaun Lenovo XClarity Pro ¢ ydeToMm Heobxoanmbix yHKLUMIA U Ymucna yCTPOWCTB,
KOTOpbIMK TpebyeTcs ynpasnsaTb. [1ocne NOKynkm IMUEH3NI Bam OTNPaBnseTCs Kog, aBTopusauun B
3/IEKTPOHHOM MUCbME C rNoATBEPXXAEHNEM BaLLmX rpas. Kog asTopusauynm — 310 22-3Ha4Has 6YKBEHHO-
uncposas CTpoka, KoTopas HeobxoAuma A5 NoNyYeHUs 1 YCTaHOBKU NULeH3uin. Ecnu Bbl He nonyynnm
COO06LLEHNE 3NEKTPOHHON MOYTbI M NPUOBPENN NNLEH3UN Y BU3HEC-NAPTHEPA, CBSXKUTECH C BU3HEC-
napTHepPOM A5 3anpoca Koga asTopmusaunu.

Kpome Toro, MO>XKHO NonyYnTb Kogbl asTopusaumm ns Be6-noptan Features on Demand, Haxkas MonyuuTb
Kop aBTopu3auuu.

Mpoueaypa

Y106kl ycTaHoBUTb NnueH3nmn Lenovo XClarity Pro Ha cepBepe ynpasneHusi, BbINOIHUTE OAHY U3 CEAYOLNX
npouenyp.

° I'Ionyqel-me U yCTaHOBKa BCeX UWJin NnoAMHOXXeCcTBa OCTaBLUNXCA JINLLEH3UI C UCNOJIb30OBaAHMNEM
OAHOIro Koaa asrTopusauuu

MO>KHO aKTUBMPOBAaTb BCE LOCTYMHbIE JINLEH3MM UM UX MOOMHOXXECTBO AN OQHOI0 KOAa aBTopm3aLmm,
YTOObLI CO3AaTb K04 aKTUBaUUKN NNLEH3UI, NPEACTaBNALWNIA coboin dhain co Bcen nHpopmaumm oo
aKTMBUPOBAHHON NNLEH3MN. 3aTeM MOXKHO YCTaHOBUTbL aKTUBUPOBAaHHbIE NTMLEH3UN, NCNONb3Ys dain
KJto4a akTMBaunm NMMLEH3NN.

1. B cTtpoke meHto XClarity Administrator Bbibepute AGMUHMUCTPUpOBaHUue = JIueHsum, 4ToobI
OTKPbITb CTPaHULY YnpasneHue NMLUeH3namu.
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License Management

The warning period is: 90 days = ¢ ! Edit

Active Keys: Using 205 out of 1401 active entitlements, 75 which will expire soon

% | JI_' L} ) All Actions - .
License Key Number of | Start Date &« | Expiration Date Status
Description licenses
¥ Clarity Pro 100 01/058/2022 12/31:2022 A valid
¥ Clarity Pro 125 01/058/2022 12/30v2023 A valid
XClarity Pro 75 01/05/2022 01/31/2022 1y Expires scon: 23 days remaining
¥ Clarity Pro 1100 01/058/2022 12/31:2022 B valid

2. LLlenkHnTe 3Ha40oK 3anpocuTb KoY aKTMBaLumn ("{), 4YTO6bI OTOBPA3NTL ANANOroBOE OKHO 3anpoc
Kno4a aktnsauyun.

3. HaxxmuTte EauHBbIA KO, aBTOpPM3aUMn.

4. BeepguTe 22-3Ha4Hblin Kog, aBTopr3aumm n HaxxmuTte Mouck, 4Tobbl HANTU NHGHOPMaLMIO O
NprobpeTeHHbIX NULUEH3MAX 419 YKa3aHHOro Kofa asTopusaunn Ha Beb-cante Features on Demand.

Ecnun nonyyeHHbIn Kog aBTopr3aumm He NPUHUMAaETCSl, 06paTuTech B Cny>k6y noaaep>xku Lenovo.
5. Beegute 10-3Ha4HbI HOMep KnnueHTa Lenovo B none Homep knueHTa Lenovo.

6. BBeguTe KonmyecTso J'II/ILI,GHSI/II7I, KOTOpble Tpe6yeT09| aKTMBnpoBaTb, B NnoJe KonunyecTtBo gns
aKTuBauun N HaXKMnUTe KHOMKY MpoaonXuTb.

YT106bI aKTMBUPOBATb BCE [OCTYMHbIE IMLEH3MN B 3TOM KOLE aBTopm3auun, BbibepnTe
COOTBETCTBYIOLLEE 3Ha4YeHVe B nosie [locTynHble MNLEH3UN.

|_|pl/l aKTnBaunm nogMHoXXecTBa AOCTYMHbIX JINLIEH3NIA MOXKHO aKTBMpoBaTb oCTaBLUneCd JIMLUEH3NN
Nno3>Xe, NCMNOoJIb3yA TOT XKe Ko aBTopusadnin.

PekomeHpaums. Kaxabin aksemnnap XClarity Administrator nognep>xmeaet go 1000 ynpasnsieMbix
ycTpoincTs. CnenoBartenbHO, OOUH KIOY akTUBaLMM JINLEH3MW, KOTOPbIN MOXHO YCTaHOBUTDL B
ak3emnnspe XClarity Administrator, He gomkeH umeTb 6onee 1000 nuueH3uiA.

7. I'Ipoaepre TOYHOCTb KOHTaKTHOM I/IHd)OpMaLWII/I nnpun HEOOXOAMMOCTUN BHECUTE N3MEHEHMS.

8. HaxxmuTe OTnpaBuTb 3anpoc, YTOObI aKTUBUPOBATL NINLEH3UM U CO30aTb KIHOY akTUBauum
JILIEH3N.

9. BbibepuTe KoY akTBaLMM JIMLEH3NMN, COOEPXXaLLUA NNLEH3UN 011 yCTaHOBKMN.
10. HaxxmnTe YecTtaHoBUTb, YTOObI yCTAHOBUTL NINLIEH3MM HA CEPBEPE YNPaB/ieHUS.
11. Haxxmnte 3akpbiTb.
¢ AKTUBMPYWTE U YCTAHOBUTE BCE OCTaABLUNECS JIMLLEH3UMN U3 HECKOJIbKUX KOAOB aBTOpU3aLum

MO>XHO aKTUBUPOBATbL BCE OCTABLUNECS IMLIEH3UN AN HECKOJIbKMX KOAOB aBTopr3aumn. [ns Kaxxgoro
Koaa aBTopm3aLnm Co3[aeTCs KoY akTUBaLMM NMNLEH3MN. 3aTEM MOXXHO YCTaHOBUTb aKTUBUPOBAHHbIE
NNUeH3nn, NCnonb3ys KN4 akTtueaumnmn J'II/ILl,eH3VII7I. KO,D,I:I aBTopu3aunn OOJXKHbI NPeaoCTaB/IATLCA B
daiine B hopmare CSV ¢ ncnonbzoBaHmeM NpegocTaBieHHOro wabsioHa.

1. B cTpoke meHto XClarity Administrator Bbibepute AGMUHUCTPUpPOBaHuE = JINLeH3un, 4Tobbl
OTKPbITb CTPaH1Ly YNpasneHne NnLeH3nsMu.
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2. LLlenkHuTe 3Ha4yoK 3anpocuTb KN4 aKTUBaLm (-'<), 4TO6bI OTOGPA3UTL ANASIOFOBOE OKHO 3anpoc
KJlo4a aKTMBaLMW.

3. HaxxmunTe Heckonbko KoQoB aBTOpU3aUuun.

4. LLlenkHuTte ccbiky CKadaTb WabnoH, 4Tobbl oTKpbITh dhaiin Excel. [lob6aBbTe KaXkablin Kop,
aBTopu3auumn B ainn n coxpaHute ero B opmate CSV B nokasnbHOM cucTeme.

5. HaxxmuTe O630p, 4T06bI HaliTK 1 BblibpaTb CSV-hain ¢ kogamu aBToprsaumm, a 3aTem HaXMUTe
Mowunck, 4To6bI HaNTK CBEAEHNSI O KOAE aBTOpM3aLMmn Ha BeO-canTe nogaep Xk Lenovo.

6. MpocmoTprTe NHDOPMAaLIMIO O NPUOBPETEHHOI NLIEH3UN 1 AOCTYMHbIX KIoYax akTMBaLmu,
CBSA3aHHbIX C KaXkabIM KOAOM aBTopu3aLmn.

7. Beegute 10-3Ha4HbIN HOMep KneHTa Lenovo B none Homep knueHTta Lenovo.

8. I'Iposepre TOYHOCTb KOHTAKTHOM I/IHd)OpMaLLI/II/I nnpun HEOOXOAMMOCTUN BHECUTE N3MEHEHMS. 3aTeEM
HaxxMmuTe MPoaoNKUTD.

9. BbibepuTe Aa, 1 Xo4y UCNONb30BaTb BCe AEeNCTBUTESIbHbIE KOAbl aBTOpU3aumu, a
3aTtem HaxxmuTe OTnpaBUTb 3anNpPocC, YTOOLI FEHEPMPOBATbL KO4YM aKTUBaLMK NULEHSNN.

10. BbibepunTe Knto4n aKkTuBaLmm NMLEH3NI, KOTopble TPebyeTCs YCTaHOBUTb.
11. HaxxmnTe YecTaHoBUTD, HTOObLI YCTAHOBUTL KITHOYM aKTMBaLMM NIMLEH3UIA HAa CEPBEPE YNpaBeHus.
12. Haxxmnte 3akpbITb.

¢ [lony4yeHue M yCTaHOBKA aKTUBMPOBAHHbIX JIMLLEH3UN

MO>KHO CKa4aTb K04/ aKTMBaLMmM NMULEH3WIA B NOKanbHYI0 cucteMy 13 akaemnnspa XClarity
Administrator ¢ goctynom Kk Be6-noptan Features on Demand, a 3aTeM UMNOpPTMPOBaTb U YCTAHOBUTL 3TU
KIO4M aKTUBaLMmn NuueH3nin B gpyromM aksemnnspe XClarity Administrator. 310 nonesHo, ecnu Tpebyetcs
yCTaHoBUTb JnLeH3uKn B ak3emnnsape XClarity Administrator, He nmetoem goctyna Kk VIHTepHeTy, unm npu
nosTopHoi yctaHoBke XClarity Administrator, korga TpebyeTcs BOCCTaHOBUTbL YCTAHOBMEHHbIE NINLIEH3NN.

1. B cTpoke meHto XClarity Administrator Bbibepute AGMUHUCTPUPOBaHUEe = JIMLEeH3UM, 4YTOObI
OTKPbITb CTPaHULY YnpaBneHne MLeH3nsamu.

2. LLlenkHuTe 3Ha4yok UcTopusi nasneyeHus (3) 4TOObI OTOOPA3UTL ANanNoroBoe OKHO «McTopus
N3BJIEYEHS».

3. BBeguTe Homep KnneHTa Lenovo nnn 22-3Ha4vHbiin Kog aBTopusawmn.

4. HaxxmuTe Mowmck, 4Tobbl 13BneYdb NHHOPMaLMIo O AOCTYMHbLIX U aKTUBMPOBAHHBLIX TMLEH3USX.
Ecnu nonyyeHHbIn Kof aBTOpr3aLmm He NPUHUMAaETCS, 06paTuTECh B CNY>XXOy Noaaep>Xku Lenovo.

5. BoibepuTe haiinbl KJIOHEN NULEH3NIA, KOTOPbIE TPEOYETCS yCTaHOBUTD.

6. Ha>xMuTe YcTaHOBUTb, 4TOObI YCTaHOBUTL KO4M akTueaummn nuueHann B XClarity Administrator.

7. HaxxmuTe 3akpbiThb.

e NmMnopT 1 ycTaHOBKA aKTUBMPOBaHHbIX NUUeH3uin B Apyrom aksemnnsape XClarity Administrator

Ecnu Bbl akTMBUpOBaNu NNLEH3MM C MOMOLLIbIO ogHOro ak3emnnsipa XClarity Administrator n xotute
YCTaHOBUTb 3TW NNLLEH3M Ha ApyromM ak3emnnspe XClarity Administrator nnu BosHunkaeT owmnbka,
TpebytoLas BOCCTaHOBIIEHNS YCTaHOBEHHbIX NMULEH3WIA, (hainn Koya IMLEeH3NM MOXHO MMMNOoPTUpOBaTh
13 nokanbHoi cuctembl B gpyrou aksemnnsp XClarity Administrator.

1. B aksemnnape XClarity Administrator c goctynom k Be6-noptan Features on Demand n3Bnekure
KITHOYN aKTuBaumm nuueH3nin n3 Be6-noptan Features on Demand, a 3aTemM COXpaHUTE KIHoun
aKTMBaUMM NMLEH3NI B KayecTBe (haiina B TOKaNbHOW CUCTEME.

a. B cTtpoke meHio XClarity Administrator Bbibeprte AGMUHUCTPUpPOBaHue = JInLeH3nm, 4TobbI
OTKPbITb CTPaHULY YnpaBneHne MLeH3nsamu.

b. LUlenkHnute 3Ha4yok UcTopust ussneveHus (B), 4YTOObI 0TOOPA3UTL ANanoroBoe okHo «/cTtopus
N3BMEYEHNS».
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c. Bsepute 22-3HayHbI KOA aBTOPU3ALUN.

d. LUenkHuTe Mounck, 4Tobbl nony4ynTb I/IH(bOpMaLLI/IPO O OOCTYMHbIX N aKTUBNPOBAHHbIX JTMLEH3NAX
ONsA 3TOro Koga asrtopusaadnn.

Ecnn nonyyeHHbIn Kop, aBTopr3auum He NPUHMMAaETCs, 06paTuTeCh B CIY>XOY NOAAEPXKKM
Lenovo.

e. BblbepuTe hainibl KNtoyen akTMBaummn MMLEH3NIN, KOTopble TpebyeTcs yCTaHOBUTb.
f.  LlenkHute CkayaTb, 4TOObI COXPaHUTb (haiinbl KNIOYEN MNLEH3NI B NTOKaIIbHYIO CUCTEMY.
2. B ak3emnnsape XClarity Administrator, roe TpebyeTcs yCTaHOBUTb KIIHOUYM aKTUBaLUK JINLEH3WIA:
a. B cTtpoke meHio XClarity Administrator Bei6epute AGBMUHUCTPUpPOBaHUue = JiuueHsum, 4ToobI
OTKPbITb CTPaHULY YnpasneHne NNMLEeH3NSMU.
b. LWenkHuTe 3Ha4ok UmnopTupoBaTb N NPUMEHUTD (' J), 4YTOObI UMNOPTMPOBATL U YCTAaHOBUTL
MUEH3NN.

c. Haxmunte 0630p, 4TOObLI BbIGPATL KNHOUM aKTMBaLMW NNLEH3NIA, KOTOPble TpebyeTcs
YCTaHOBUTb.

YT106bI MMNOPTUPOBATL HECKOJLKO KITHOYEN akTuBaumm NnueH3ni, ynakyite dannsl .KEY B ZIP-
apxuB u BblbepuTe ZIP-hainn gns nmnopTa.

d. HaxmunTte MpUHATL MMLEH3UI0, YTOOb!I UMNOPTUPOBATL U MPUMEHUTb JIMLEH3UN.

Mo 3aBepLUEHNN YCTAHOBKM KIHOYM aKTMBaLMW NNLEH3NIA 0TOBPassaTcs B Tabnuue
KOJINYECTBOM YCTaHOBJIEHHbIX NINLIEH3WI 1 MEPUOAOM aKTMBaLMK (OaTbl Ha4Yana n OKOH4YaHus!
CpOKa Oencteusl).

Mocne 3aBeplueHUus

Ha cTpaHuue JTnueH3nm MOXKHO BbINOMHATL ClieaytoLlmne AeincTBus.

CkadvainTte OVH UM HECKOBbKO KIIOYEN aKTUBaLUN NNLEH3WNIA B JIOKASIBHYIO CUCTEMY, LLIETIKHYB 3Ha4Y0K

AkcnopT (=).

Mpumeydanue: Npu aKCNopTe HECKOBbKNX KIOYEN aKTUBaLMW NULEH3WI daiifibl CKaunBatoTCs B BUAe
opHoro ZIP-gainna.

,-:.)_
HacTpoliTe neprof npepynpexxaeHus Ans nuueH3umn, Haxkas KHOMNKy U3SMeHUTb B BEpXHEN YacTu
cTpaHuupl. Meprog npegynpeXxaeHns NMUeH3un — 3TO KOJIMYECTBO AHEN 0 NCTEYEHNS CPOKa OENCTBUS
nnuensun, korga XClarity Administrator otnpasnseT npegynpexaeHue.

[na yaaneHnsa onpefeneHHbIX KNoYern akTneaumumn IULEH3NN LWeNKHUTe 3Ha4oK YpanuThb (

Mony4yeHune nomowm

Ecnun y Bac BO3HUKIM Npo6sieMbl 1 Bbl Aenanu 3akas Yyepes3 6usHec-napTHepa, obpaTtntech K GU3HecC-
napTHepy Anga NpoBepKn TpaH3akuum 1 akTnsaLlnn.

Ecnu Bbl He nNony4mnm a1eKTPOHHOE NOATBEPXXAEHNE aKTBaLMM, KOObl aBTOPU3aLMN NN KITKOYX
akTusaumm 1M60o OHM BbINN OTNPaBEHbl HEBEPHOMY NULLY, 06PaTUTECh K CBOEMY PEMMOHANBHOMY
NpPeacTaBUTENIO.

— ESDNA@Ilenovo.com (cTpaHbl CeBepHOn AMepukn)

— ESDAP@Ilenovo.com (cTpaHbl A3MaTCKO-TMXOOKEAHCKOrO PernoHa)

— ESDEMEA@Ienovo.com (cTpaHbl EBponbl, CpepnHero BocTtoka n A3nn)

— ESDLA@Ienovo.com (cTpaHbl JTaTUHCKON AMEPUKW)

— ESDChina@Lenovo.com (Kutaii)

Ecnu cBepeHus 06 akTMBaLMy HEBEPHbI, 06paTUTECh B CY>XOY noaaep>Xku Lenovo no agpecy SW_
override@lenovo.com 1 yKaxxuTe cnegyroLlyro MHopmaumio:
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Homep 3akaza

KOHTaKTHYIO UHbopMaLmio, BKKOYasi aapec S1EKTPOHHOW MoYThl
dusnyeckunin agpec

M13MeHeHus1, KOTopble HEOBXOANMO BHECTU

e [lpu HanU4MM NPo6eM N BOMPOCOB O CKa4yMBaHWUM JINLLEH3M 0OpaTUTECH B CMY>XOY NOAOEPXKKN
Lenovo no agpecy -eSupport_-_Ops@lenovo.com.

YcTaHOBKa NMLEH3UN Ha Ucnosib3oBaHue Bcex (pyHKLUUN C NOMOLLbIO
Beb6-nopTtana Features on Demand

Ecnun y XClarity Administrator HeT gocTtyna B VIHTepHeT, Bbl MOXXeTe C NoMOLLbI0 Be6-nopTan Features on
Demand Nofly41Tb 1 aKkTUBMPOBATL IULEH3UN AN CYLLECTBYIOLLMX KOOOB aBTopusauum U3 Apyro CUCTeMbI
c ceTeBbIM gocTynom K XClarity Administrator. 3aTem MOXXHO MMNOPTUPOBATL N YCTAHOBUTb
aKTMBUPOBaHHbIE NULEH3UN C NOMOLLbIO BeO-nHTepderica XClarity Administrator.

Mpouepypa
Y106kl ycTaHoBUTL NnueH3nmn Lenovo XClarity Pro Ha cepBepe ynpasneHust, BbINOHUTE CcrieaytoLlme
OencTBuS.

LLar 1.

LLar 2.

MpuobpeTnTe nuueHamnio Lenovo XClarity Pro ans kaxgoro ynpasnsieMoro ycTponcTsa.

CesixxmuTecb Co CBOUM npepcTasuTenemM Lenovo nnu asTopnsoBaHHbIM 6U3HEC-NapTHEPOM, YTOObI
npuobpecTn nuueH3un Lenovo XClarity Pro ¢ yueTom Heo6xoanmbix (pyHKLMI 1 YMcnia yCTPONCTB,
KOTOpPbIMK TPebyeTcs ynpasnsaTh. [1ocne NoKynkn AMueH3nin Bam OTNPaBnseTcs Kof asTopusaumum
B 3JIEKTPOHHOM MUCbME C NMOATBEPXAEHNEM BaLUumx npas. Kog asTopusaumm — 310 22-3Ha4Has
BOyKBEHHO-LM(PpOoBas CTPOKa, KoTopas HeobxoAymMa Ans NONy4eHNs U YCTaHOBKU NLEeH3WA. Ecnn
Bbl HE MOMYy4M COOBLLEHNE SNEKTPOHHON MOYTLI 1 NPpUoBpenu nuueH3nn y 6usHec-napTHepa,
CBSKMTECH C BU3HEC-NapTHEPOM AJ15 3anpoca KOga asTopu3aumn.

Kpome Toro, MO>XXHO nonyynTb KoAabl aBTopusaLmmn n3 Be6-noptan Features on Demand, HaxxaB
MonyunTb KOA aBTOPU3aALUMN.

AKTUBUPYTE BCE NULIEH3MK U MOAMHOXKECTBO NMLEH3UIA C MOMOLLIbIO kKoaa aBTopuaaumun. Cpasy
rocsie akTuBaLun nuueH3ui 6yaeT cosfaH aiin Knoya akTusaLum NuLeHsnm.

1. OTKpoViTe Be6-nopTan Features on Demand B Be6-6pay3epe 1 BbINOMHUTE BXOA Ha nopTan ¢
MOMOLLIbIO BaLLero agpeca af1eKTPOHHOWN MoYThl (MCMOMb3YETCA Kak Bawl MAeHTUMKaTop
nosib3oBaTens).

. LLlenkHnTe 3anpocuTb KN4 akTUBauum.

. Boibepute BBecTu Ko aBTopmusaumu.

. BBegute 22-cMBONbHBIN KO aBTOPU3aLMM U HXXMUTE KHOMNKY Mpoaom«uTb.
. BBegute HoMep kKnueHTa Lenovo B nosnie Homep knueHTa Lenovo.

oo O~ W DN

. BBegute konm4ecTBO NULEH3MIA, KOTOPbIE TPEBYETCS aKTUBMPOBaTb, B none Konnyectso gns
aKTUBaLMK N HXXMUTE KHOMKY MpoaomKuTb.

YTO6bl aKTMBMPOBATL BCE AOCTYMHbIE NULEH3UN B 3TOM KOAE aBTopu3aum, Bbibepute
COOTBETCTBYIOLLEE 3Ha4YeHNe B Nosie [LoCTyrnHble INLIEH3UN.

I'Ip|/| akTneaunm nogMHoXXecTBa AOCTYMHbIX J'II/ILl,eHSVII7I MO>XHO aKTnBMpoBaTb OCTaBLUNECA
NMUEH3N B OPYrom Kiko4e aktnsaunmn, NCNOJib3yA TOT XKe KO4 aBTOopun3aumnin.

PekomeHnpauus. Kaxapin aksemnnsap XClarity Administrator nogaep>xkvsaet go 1000
ynpaensiemMblx ycTponcTs. CnegoBaTtefnibHO, OOUH KIOY aKkTUBaLMN INLIEH3NN,
ycTaHaBnmBaeMeln B ak3emnnsipe XClarity Administrator, He gomkeH nvetb 6onee 1000
JINLEH3NIA.
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7. CnepynTe NHCTPYKLUSIM, BBEOUTE CBEAEHMWS O NPOAYKTE N KOHTaKTHYIO MHopMaLmio, a 3aTem
Ha>XMuTe KHOMKY MpoaomknTb, 4TO6bI CO3A4AaTb K04 aKTUBaLLMN JINLEHSUN.

8. [JononHNTENbHO MOXXHO yKasaTb U Apyrux NojiyvaTesnen Knoven akTnsauymn MuLeH3uni.
9. Haxxmute OTNpaBuTb, YTOObLI OTNPAaBUTL KNKOYN aKTUBALUN INLEH3WIA.

Jlnuo, ykasaHHoe B 3aKkase Ha NOKYMKy, 1 Apyrue nony4areny nony4art 31eKTPOHHOe NMCbMO C
KIO4OM aKTMBauum IMueH3nn. ITOT KoY npeacTasnsaeT coboin dann B popmate .KEY.

Mpume4yaHue: Takxe MOXHO cKadaTb KIO4YM aKTMBaLMN IMLLEH3WUIA (MO OQHOMY UM NaKETOM)
13 Be6-noptan Features on Demand, HaxkaB UcTopust nusBne4eHuns 1 Ncronb3ysi CBO HOMepP
KnmeHTa Lenovo, 4To6bl HAlTK CBOW KJTHOUM aKTUBALUN NIMLEH3UIA, a 3aTeM CKadaTb BCE KJTHOUU
NN NOOMHOXXECTBO KtoYei. 3aTeM HaXxXxMuTe . noYdTa, YTobbl OTNPaBUTL cebe K4 Mo
3NEKTPOHHOWN NoyTe, Unu 3arpy3Ka, HToObl 3arpy3unTb KNHOYN B TOKANTbHYIO CUCTEMY.

Lar 3. VmnopTtupyinTte n yctaHoBuTe nuueH3nm B XClarity Administrator.

1. B cTtpoke meHto XClarity Administrator Bbibepute AMUHUCTPUpOBaHUue = JluueHsum, 4Toohbl
OTKPbITb CTPaHULYy YnpasneHue NMUeH3naIMu.
2. LLlenkHute 3Ha4ok UmnopTupoBaTh U NPUMEHUTD (* J), YTOObI YCTAHOBUTL NIULEH3UN.

3. HaxxmuTe O630p, 4TO6bLI BoIOpaTh (haiin Knoya akTusaumy onsa nuueH3nin, Kotopble TpebyeTcs
YyCTaHOBUTb.

PekomeHpauus. YTo6bl UMNOPTMPOBAaTb HECKOSIBKO KITOHEN akTuBauum NULEH3UIA, ynakynte
daiinel .KEY B ZIP-apxuB 1 Bbibepute ZIP-chann ans nmnopTa.
4. Haxxmute MpuHATL NULEeH3MI0, YTOObL! MMNOPTUPOBATL Y MPUMEHUTbL NNLEH3UN.

Mo 3aBepLUEHNN YCTaHOBKM KJTHOY aKTMBaLMmK IULEH3M oTobpasmnTcs B Tabnuue ¢
KONIMYECTBOM YCTaAHOBJIEHHbIX JINLEH3MNIA U NEPUOAOM aKTUBaLMK (HaTbl Ha4Yana 1 OKOHYaHNs
CpoKa fencrtausl).

Mocne 3aBeplueHUs

Ha cTpaHuue NTnueH3nm MOXHO BbINOMHATL ClieaytoLmne 0eincTBus.

CkadaiiTe 0avH U HECKOJBKO KITIOYEN aKTUBaLUN NTIMLEH3U B NoKaJibHYIO CUCTEMY, LLENKHYB 3HA4Y0K

AkcnopT ().

MpumeyaHue: [Npur aKCNOPTE HECKOMNBKNX KNKOYEN aKkTUBaLMN INLEH3MI haiifibl CKauymMBatoTCs B BUAE
opgHoro ZIP-gaina.

,{)_
HacTpolite nepvoa npeaynpeXXaeHns ans NMueH3un, Ha)kas KHONMKY USMeHUTb B BepXHe YacTu
cTpaHuupl. MNepuog npegynpeXxaeHns MLEH3NM — 3TO KOIMYECTBO OHEN A0 NCTEYEHMS CPOKa AeNCTBNS
nnueHsun, korga XClarity Administrator otnpaBnsieT npegynpexxaeHue.

[na ynaneHns onpepeneHHbIX KNtodern akTusaunmn INLEH3NIN LLENKHUTE 3Ha4YoK YaanuThb (

Mony4yeHue nomoLumn

Ecnn Yy Bac BO3HUKIN I'IpO6J'IeMbI N Bbl Aenann 3akas 4epes 6|/|3Hec—napTHepa, O6paTI/ITer K 613Hec-
napTHepy ANA NpPOoBEPKN TPpaH3aKUnn N aktnsaunn.

Ecnu Bbl He NonNy4Mnn 31eKTPOHHOE NOATBEPXKAEHNE aKTBaLMM, KOAbl aBTOPU3aLMN NN KITKOYX
akTuBauum Nn6o oHM GbINn OTNPaBEHbI HEBEPHOMY NULY, 0OPaTUTECE K CBOEMY PEMMOHANBHOMY
NpeacTaBUTENIO.

ESDNA@Ilenovo.com (cTpaHbl CeBepHO AMEPVIKIA)

ESDAP@Ienovo.com (CTpaHbl A3MaTCKO-TUXOOKEaHCKOro permoHa)

ESDEMEA®@Ilenovo.com (cTpaHbl EBponbl, CpegHero BocTtoka n Asunm)

ESDLA@lenovo.com (cTpaHbl JTaTUHCKON AMepUKK)
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— ESDChina@Lenovo.com (Kutan)

Ecnun cBegeHnst 06 akTBaLmMn HEBEPHbI, 06paTUTECH B CNY>X0Yy nogaep>xkn Lenovo no agpecy SW_
override@lenovo.com 1 yKaxxuTe CneayoLLyto MHhopmMaLmio:

— Howmep 3akasa

KoHTaKTHYyt0 MHbopMaumio, BKKOYasi agpec 3/1EKTPOHHON MoYThbl

dusnyeckunin agpec

VIameHeHus1, KoTopble HEOH6XOANMO BHECTH

[Npwn Hann4mMmM Npo6nemM N BONPOCOB O CKaYMBaHUM NMULEH3NM 0OPaTUTECH B CNY>XOY NOAAEPIXKKM
Lenovo no agpecy -eSupport_-_Ops@Ilenovo.com.
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Nnasa 7. O6HoBneHue XClarity Administrator

Mo>XHO 06HOBUTL BUPTYasbHble ycTponcTsa Lenovo XClarity Administrator n yctaHoBUTE Ha HUX HOBelLLEE
Mo.

MNepepn Hayanom pa6oTbl

Moppo6GHee: m XClarity Administrator: o6HOBNEeHNE NakeTa NcnpaBieHnit

Ins Bcex nogkntoveHuin ECC, HaCTPOEHHbIX Ansi MPOKCU, MPOKCU A0/HKEH 6bITb MPOKCU NepeHanpaBneHnsi n
He Jo/MKeH 3aBepLuaTtb nogkntodeHme. PyHkumm Call Home n o6HosneHunin XClarity Administrator
ncnonbaytoT nogkntoyvenns ECC.

Mpumevanus: Npexae YeM BbiNoNHATL 06HOoBNeHNe XClarity Administrator, o6patnte BHMMaHue Ha
cnegytoLme MOMEHTbI.

¢ [locne o6HoBneHus XClarity Administrator no Bepcun v4.1

- Heob6xoauMo nepeHacTpouTb y4eTHble faHHble OC, BoiGpas MogrotoBka = PazBepTbiBaHue
o6pa3oB OC - Mo6GanbHbie NapamMmeTpbl = Y4yeTHble faHHble. MOXXHO NpogoKaTtb NCNoSb30BaTb
TOT XXe Maporib.

- BpeMﬂ 3arnycka HeKOTOpPbIX CYLLECTBYHOLWNX KOPHEBbIX 38.}],8.HI/II7I N COCTOAHNE HEKOTOPbIX I'IOJJ,SG.}J,&HVIVI
MOX>XET USMEHUNTDBLCH.

e [Ina ynpasneHus ak3emnnsapamu XClarity Administrator v4.0 nnu 6onee no3gHUX Bepcui ¢
ncnons3osaHnem Lenovo XClarity Orchestrator, Tpebyetcsa XClarity Orchestrator v2.0 nnn 6onee nosgHux
Bepcuii. Ecnn Bbl 06HoBnsieTe XClarity Administrator no sepcun 4.0 unn 6onee no3gHel Bepcuy,
ybeanTech, 4To TekyLwas Bepcusi XClarity Orchestrator He Huxxe 2.0.

e XClarity Administrator cPlus Bbinyck nogaep>xmBaeT AONOSHUTENbHbIE YCTPOWCTBA, 3anpallnsaemblie
nokynarensmm n3 Kutas. Mo>xHo npumeHuTb Bbinyck XClarity Administrator cPlus k Bepcuu XClarity
Administrator 3.5 nnu Bbiwe. Nepep, NpumeHeHnem ncnpaeneHus Boinycka XClarity Administrator cPlus
Heo6X0oAMMO BKITIOUUTL rnobanbHble napameTpbl.

1. B rnaBHom meHio XClarity Administrator Haxxmite AgMmuHucTpuposaHue - O6HOBIEHNE cepBepa
ynpasneHusi, HTOObl OTKPbITb CTpaHuLy OBHOBNEHVE cepBepa ynpaBneHus.

2. BoibepuTe Bece penctus = Mob6anbHbie napameTpbl, YTOObI OTKPbITb ANANIOrOBOE OKHO
["nobanbHble NapamMeTpbl: OGHOBNEHME cepBepa ynpaseHns.

3. Bbibepute Bknrountb o6HoBneHue o XClarity Administrator cPlus.

BHumaHue:

— HesosmoxxHo ypanuTs Bbinyck XClarity Administrator cPlus. YTto6bl BepHyTbes K XClarity Administrator
(6e3 cdbyHkuuin cPlus), Heobxooumo nepeyctaHoBuTb XClarity Administrator.

— [Mocne npumeHeHus ucnpasneHus Boinycka XClarity Administrator cPlus MOXXHO NpUMeHATL TONbKO
ncnpasneHus XClarity Administrator cPlus 6onee nosaHux Bepcuii. HEBO3MOXHO NPUMEHSATb
ncnpasnexne XClarity Administrator 6e3 dyHkunii cPlus.

DononHutensHbie cBegeHus o XClarity Administrator cPlus cm. B pasgene [JokymeHTauusi B IHTepHeTe no
XClarity Administrator cPlus.

¢ [lpun o6HoBneHun XClarity Administrator Takxxe MoOryT 6bITb OBGHOBJIEHBI HEKOTOpPbIE 3apaHee
onpefeneHHbIe apansepbl yCTPONCTB 1 3arpy3o4Hble dainbl. Bce HacTpoeHHble npodunm obpasa OC,
ncnonb3ayrLume 3tu aiisibl, 0OGHOBNAIOTCA aBTOMaTUYeCcKn ana 0o6aBneHns HOBbIX haisos.
[ononHuTenbHble CBEAEHUST O HACTPOEHHbIX Npodunsx o6pasa OC cM. B pa3aene HacTpoiika npoduneit
o6paszos OC B gokymeHTauum no XClarity Administrator B InTepHeTe.
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¢ O6HOBNEHUs cepBepa ynpasneHus (ncnpasneHns) 6€3 NonesHblX JaHHbIX, MPe[WeCcTBYOLWMX
YCTaHOBJIEHHOWN B HACTOsILLiee BpeMsi Bepcuu, B Tabnuue Ha cTpaHuue «O6HOBNEHNe cepBepa
ynpaBeHnsi» He NepevncnstoTcs. VicnpaesneHust ¢ none3HbiMy faHHbIMU, NPeaLeCcTBYOLWNMN
YCTaHOBJIEHHON B HACTOSILLEE BPEMS BEPCUM, MEPEUNCTIAIOTCA B Tabnuue ¢ coctosiHneM HenpumeHumo v
He MOryT NPUMEHSATLCS 4N1s1 cepBepa yrpaBnieHust.

¢ Bce nakeTbl penosnTopust (C NonesHbIMY faHHbIMK Unu 6e3 HKX) NepeYncieHbl B TaGnmue Ha CTpaHuLle
O6HoBneHWe cepBepa ynpaeneHusl.

¢ [na ayteHnTudukaumm Ha cepeepe ThinkServer, cepepax System x M4 n yctpoiictBax RackSwitch
MO>XHO MCMOMb30BaTh TONLKO COXPaHEHHbIE YHETHbIE AaHHble. YUYETHbIE 3anucu nonb3oBaTenen,
BBOAMMbIE BPYYHYIO, HE NOAAEP>KNBAIOTCS.

e Ecnu cyHkums Call Home BkntodeHa, 3anpockl Ha 06CNy>XMBaHNE CHavasa HanpaBnsaoTCs B CY>XOy
nogoaep>kku Lenovo, a 3atem nepeHanpasnstotcs B IBM, ecnvn npumeHnmo anst onpegeneHHbIX
YCTPOWNCTB.

06 aTou 3apave

XClarity Administrator nogaep>xvBaeT cnegytoLume Tunbl OGHOBEHNIA:

¢ WUcnpasneHue. VIameHeHuns koga XClarity Administrator, Bknoyas HOBble BbINYCKU U NakeTbl
ncnpasneHui.

e JlononHuTesbHbIe NakeTbl. [1akeTbl peno3nToprst 06GHOBIEHNIA MUKPOMPOrpamMMm, Coaep Kallme nakeThbl
OBGHOBNEHNI MUKPOMPOrpamMMbl 4151 BCEX YNpaBiseMbIX YCTPONCTB. [Mpu nMnopTe 1 NpuMeHeHnn
06HOBNEHNA MNKPONPOrpaMmmMbl 4OOABNAIOTCA B PENO3NTOPUIA OOHOBAEHMI MUKPOMNPOrpaMm (CM. pasaen
3arpyska 06HOBJIeHMn MUKpornporpamMm B AokyMeHTaumn rno XClarity Administrator B IHTepHeTe).

Mpexxae yem BbINONHATL 06HOBMEHMe cepBepa yrnpasneHus XClarity Administrator, cHawana Heo6xogumo
NPOBEPUTb HanNM4ne JOCTYMHbIX OBHOBNEHWI, a 3aTeM 3arpy3uTb NakeT o6HoBNeHN. pun 3arpyske
obHoBneHul cepeepa ynpasneHns XClarity Administrator 3arpy>xaeT BbiGpaHHbI NakeT 06HOBNEHWI U3
VHTepHeTa 1 COXpaHAET NakeTbl OGHOBEHNIA B PENO3UTOPUN OBHOBEHNI CEepBEpPa YNPaBIeHUS.

[lns npoBepKn Hann4us 06HOBNEHNIA cepBepa ynpasneHnsa n nx sarpysku pewenue XClarity Administrator
OOJMKHO 6bITb NoAKIo4YeHo K IHTepHeTy. Ecnu pelueHune He noako4eHo K VIHTepHeTy, MOXHO BPYYHYO
3arpysnTb O6HOBMEHUA cepBepa ynpasneHns us Beb-ctpaHuua sarpysku XClarity Administrator ¢ NOMoLLbto
Be6-6pay3epa Ha pabo4yto CTaHLM0, KoTopasa uMeeT JocTyn K ceTu xocTa XClarity Administrator, a 3atem
UMMOPTMPOBAaTb OGHOBIEHMS B PENO3UTOPUI OOHOBIEHNIA CepBEpPAa YNpPaBeHNs.

MOo>KHO onpeaennTb, Kakne 0GHOBNEHNS cepBepa ynpaBneHns 6yayT COXPaHATLCS B Perno3uTopum
0o6HOBEHWI, B cTonbLe CocTosiHMe 3arpy3Ku Ha cTpaHnue OGHOBNEHNEe cepBepa ynpasneHus. B atom
cTon6Le MOryT GbITb YKa3aHbl CliefytoLe 3Ha4YeHus:

e LI3arpyxeHo. [akeT penoautopns 06HOBMEHNI MUKPOMNPOrpamMm Uin o6HOBIIEHVE cepBepa
yNpaBneHns XpaHUTCs B PErno3vnTopun.

e |_IHe 3arpyxeHo. [1akeT penosntopnsi 06HOBIEHU MUKPOMPOrpaMmM Unn o6HOBEHNE cepBepa
ynpaBneHns AOCTYMHO, HO HE XPaHUTCA B PEnO3NTOPUN.

¢ || OunweHo. O6HOBNEHNE YCMELLHO NPUMEHEHO, N HEHY>KHbIE MPOMEXKYTOUHbIE daitsibl aBTOMaTNYeCKn
yhaneHsol.

Ha cTpaHuue oTo6paxaeTcs coobLieHne, korga o6bem xpaHunuwa npesbiwaet 50 %. Ha ctpaHuue
OoTOGpaKaeTcs eLle 0gHO CO0BbLLEHNE, Korga 06bem xpaHunma npesbiaeT 85 %.

Mpouepypa

YT106bI 06HOBUTL XClarity Administrator, BeinonHUTe cnepytoLwime AencTeus.
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LLlar 1. B rnasHom meHto XClarity Administrator HaxxmuTe AgMuHucTpupoBaHue - O6HOBNEHUe cepBepa

ynpasneHusi, HToObl OTKPbITb cTpaHuLy OB6HOBMEHME CepBepa yrnpaBneHus.

[lns ynpoLleHns noncka KOHKPETHbLIX 0BOHOBEHWI CTPOKU TabnuLpl MOXXHO COPTMPOBaTb Mo
cTon6uam. Kpome Toro, B packpbiBaroLLMXCs crnvckax ®unbTpoBaTh NO TUMY MOXKHO BbIOpaTh TUM
OB6HOBMEHNS, YTOOLI OTOOPaXKaANNCh TONLKO OO6HOBSIEHNS, COOTBETCTBYIOLLME BbIGPaHHbLIM

Kputepusam.
Update Management Server

Update the management server software to the latest level.
Update Management Server: Getting Started

Before updating, make sure that you:
« Back up the management server. Learn more
« Check the job log to make sure that there are no jobs currently running.

Lenovo® XClarity Administrator Update History

Version: 410

Last Updated: Mar 27, 2024, 9:16:39 PM

(7) Repository Usage: 4 4 GB of 50 GB

5%: p=| All Actions Filterby | Alltypes |~ All update packages

Update Name Release Version» Build Number Release Date
Notes

~ Lenovo XClarity Administator Development ... ==

~" | Invgy_sw_Ixca_devshell4-4.1.0_anyos_noarch Lo c BEYEIELIY ol ia o

Recapture in other languages
LLlar 2. 3arpyaute nocnepHee o6HoBneHne XClarity Administrator:

e Ecnu pewenne XClarity Administrator nogkntodeHo K VIHTepHeTy:

Download Status

] Cleaned Up

1. Mony4yunTe cBEAEHUSA O NOCNeLHUX OOHOBNEHUAX, HaXkKaB Bece gencTBus = O6HOBUTHL
KaTanor npoaykToB. HoBble 06HOBNEHUS CeEpBepa yNpaBieHUst U NakeTbl PeEno3nTopus
O6GHOBNEHNI MUKPOMNPOrpamMM NnepedncneHbl B Tabnuue Ha ctpaHunue O6HoBNEHME cepBepa

ynpaBJieHUA. O6HoBNEHNE 3TUX CBe,lJ,eHMVI MOXXET 3aHATb HECKOJIbKO MUHYT.

Mpumeyanue: O6HOBNEHNE KaTaiora NPOAYKTOB HE NPUBOAUT K aBTOMaTUYECKON

3arpy3ke NakeToB 0GHOBMNEHNIA.

2. BbibepuTe o6HOBNEHNE cepBepa ynpasfieHnsi, KOTOpoe TpebyeTcs 3arpy3unThb.

PekomeHpauus. YoeguTech, YTO BbiOpaHHbIN NaKeT COAEP>XXUT 3HadeHne «cnpaBneHne» B

ctonbue Tun.

3. HaxxmuTe 3Ha4ok 3arpysuntb (.'-). Mo 3aBepLueHun 3arpy3kn CocTosiHME 3arpy3ku Aans

9TOro 06HOBEHNSA N3MEHNTCS HA «3arpy>KeHo».
e Ecnu pewenune XClarity Administrator He nogknto4eHo K VIHTepHeTy:

1. 3arpy3uTte o6HOBNEHUE CepBepa yrnpasneHus ¢ Beb-ctpaHuua 3arpysku XClarity
Administrator Ha pabo4yto CTaHUMIO, KOTopas UMeeT ceTeBoe noakntodeHne K xocty XClarity

Administrator.
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LLlar 3.

LLar 4.

LLlar 5.

LLlar 6.

LLar 7.

2. Ha ctpaHuue O6HoBNeHMe cepBepa ynpaBneHnst Haxxmute 3Ha4ok UvnopT (° Al),

3. HaxxmuTe BbiGpaTth thainbl 1 nepengute K pacnosioxXeHnto 06HOBMIEHMS cepBepa
ynpasneHns Ha paboyeit CTaHLUmK.

4. BbibepuTe Bce halinbl NakeTa u HAXKMUTE KHOMKY OTKPbITb.

Cnepnyet umnopTtupoBaTb hann metagaHHbix (.xml), a Takxe dann obpasa v nosnesHbIx
OaHHbIX (.zip, .bin, .uxz unn .tgz), dann nctopmun nsmereHnii (.chg) n aiin readme (.txt) gns
obHoBneHns. Bce daiinbl, KoTopble BblibpaHbl, HO He YKadaHbl B XML-daiine, OTKNOHAKTCS.
Ecnu He BkntounTte XML-dhaiin, o6HOBNEHNE He ByAET UMMOPTMPOBAHO.

5. HaxxmuTte UmnopT.lMo 3aBepLueHnn umnopta o6HOBIIEHNE CepBepa ynpaBneHust 6ynet
yKasaHo B Tabnuue Ha cTpaHuue O6HoBNeHNe cepBepa ynpaeneHus, 1 CocTosiHne
3arpys3Ku sl 3Toro o6HOBMAEHUSI NPOrpaMMHOro obecneveHust 6yaeT N3MEHEHO Ha
«3arpy>eHo».

Mo>XHO oTCnexmsaTtb X0 BbINOSIHEHNS UMMNOPTA, Haxkas MOHUTOPUHI = 3apaHns B CTPOKe
meHio XClarity Administrator.

BbinonHuTe pesepBHOE KoNupoBaHne BUpTyanbHoro yctporcTtea XClarity Administrator, cosgas
KNOH (cM. paspen PesepsHoe konuposaHue XClarity Administrator B fokymeHTaumm no XClarity
Administrator B VIHTepHeTe).

Y6eamTechb, YTO B AaHHbIA MOMEHT HE BbINOMHAITCSA 3adaHnst. Cnincok BbINOHAEMbIX 3adaHnii
MO>XHO NMPOCMOTPETL B XXypHasne 3agaHuii (CM. pasgen MoHUTOPWHE 3aAaHnii B [OKYMEHTaLmMmM no
XClarity Administrator B IHTepHeTe).

Bbi6epuTe NakeT 06GHOBNEHWI, KOTOPLIN TpebyeTcs yCTaHOBUTb.

CTpokun Tabnnubl MOXXHO COPTUPOBATh MO cToN6uaM Ans ynpoLeHnsi moncka TpebyeMbiX NakeToB
0o6HoBNEHNN. KpoMe TOro, MOXXHO Bbl6paThb TWM U BO3PaCT NakeTa 06HOBMEHUI B
packpblBatoLLmxcs cnmckax GunbTpoBaThb NO.

MpumevaHue: Y6eautech, 4To COCTOSAHME 3arpy3Ku UMEET 3HadeHne «3arpy>keHo», a Tun —
«cnpasneHne».

Haxxmute 3Ha4yoK BbinonHnTb 06HOBRNEHNE (.fr)_

MOo>XHO OTCneXmBaTb X0 BbIMOSHEHUSI OOHOBEHUS, HaXkaB MOHUTOPUHI = 3aAaHust B CTPOKe
mMeHto XClarity Administrator.

MopgoXXanTe HECKONBKO MUHYT, NOKa He 3aBepLUnTCs 06HOoBNEHWE 1 He nepesanycTutcsa XClarity
Administrator.

Mpu HanMuMM QOCTyNa K XOCTY BUPTYanbHOro YCTPOMCTBA MOXHO OTCNEXMBATb XOf, BbINOHEHVS
npoLecca ¢ KOHCONN BUPTYarbHOro YCTPOWCTBA, HanpuMep:

eth0 Link encap:Ethernet HWaddr 00:00:00:00:00:10
inet addr:10.240.61.98 Bcase:10.240.63.255 Mask:255.255.252.0
ineté6 addr: fe80:200:ff:fe00:10/64 Scopt:Link

ethl Disabled
idxhwmgr login: Lenovo XClarity Administrator Repository Update

Detected appliance version is 1.1.0
Applying XClarity Administrator Repository Update...

132 Lenovo XClarity Administrator PykoBoacTeo no nnaHmposaHuio 1 yctaHoskeans cpen CentOS n Rocky Linux


https://pubs.lenovo.com/lxca/lxca_backupandrestore_backuplxca.html
https://pubs.lenovo.com/lxca/jobs_monitor.html

BHumaHune: He nepesanyckaiite BUpTyanbHOe YCTPONCTBO BPY4YHYO BO BPEMSI MpoLiecca
OOHOBJ/IEHUS.

LLlar 8. OnpepgenuTte, 3aBepLUEHO M O6HOBIEHNE, 0BHOBUB BEO-6pay3ep. 1o 3aBepLUeHUN 3HaYeHNE B
ctonbue NpumeHeHHOe COCTOsIHME U3MEHUTCA Ha «[1puUMeHeHO».

Ecnu Bbl npumeHunu o6HoBneHne cepeepa ynpasneHus, sepcusa XClarity Administrator, ykazaHHas
Hapg Tabnuuen Ha cTpaHuue «O6HOBNEHME cepBepa ynpasneHns», U3MEHNTCS Ha TONBbKO YTO
NPUMEHEHHYIO BEPCUIO.

Llar 9. OunctuTe Kaw Be6-6paysepa.

Mocne 3aBepLueHus

Ha 3Toi cTpaHmue MOXXHO BbINOMHUTL CERyoLE AeNCTBUS:

¢ [1pOCMOTPETL TEKYLLYIO BEPCUIO 1 YCTAHOBMEHHbIE UCnpaBneHns onsa sk3emnnapa XClarity Administrator,

nepenas B MEHIO OeCTBUIA NONb3oBaTeNs P S ) B cTpoke 3aronoska XClarity Administrator n
HaxxkaB O cucreme.

¢ [IpocMOTpeTb NCTOPMIO OBHOBNEHWI AN BCEX OOHOBNEHWN, KOTOPbIE GbINn NPUMEHEHbI K CepBeEpPY
ynpasneHus XClarity Administrator, nepeingsa no cceinike Uctopust 06HOBNEHMUIA.

¢ [1IpOCMOTPETHL MCTOPUIO OBHOBIEHUI AN KOHKPETHOrO OOGHOBIEHNS, KOTOPOE BbI1I0 MPUMEHEHO K
cepepy ynpasneHuns XClarity Administrator, nepeingsa no ccbiike COCTOAHNS O6GHOBNEHUSA B CTONGLE
MpumeHeHHOEe cOoCTOsIHME.

e YpanuTb TONbKO chainn obpasa unm nonesHblx AaHHbIX (.zip, .bin, .uxz unn .tgz) NMpocmoTpeTb
nHpopMauumto oNnsi BbIbpaHHOro OOGHOBMIEHNSI cepBepa yrnpaBfieHNs, LWEKHYB 3Ha4OK Y aanuTb TOJNIbKO

channbl NONE3HbIX AAHHBIX ( "{). MeTapaHHble 06 O6HOBNEHNN COXPAHAIOTCH, YTOObI MOXKHO ObII0 NErko
3arpya3uTb 06HOBJIEHNE CHOBA.

Mpumevanwue: [Npu yganeHun ob6pasa nnm NosIe3HbIX OaHHbIX YAansoTcs daitsibl No1e3HbIX JaHHbIX
(o6pa3 n MIB). OgHako XML-chaiin, KoTophbiin cooep>XnT ceeneHns 06 06HOBNEHNN, COXPAHSIETCSH, YTOObI
MO>KHO ObLS10 NErko 3arpy3nTb 06GHOBNEHNE CHOBA, ECNN 3TO HEOOXOAMMO, a COCTOSAHWE 3arpy3Ku
MeHsieTcA Ha «He 3arpy>xeHo».

e YnanuTb NOMHbIV NAkeT OOGHOBNEHWI O BbIOpaHHOro O6HOBIEHNS cepBepa ynpasneHus (Bkto4vas danin
obpasa 1 NonesHbIX AaHHbIX, hann nctopum nameHeHun (.chg), dann readme (.txt) n dain metagaHHbIX (.

4
xml)), LWenkHyB 3Ha4oK Yaanutb Bce caiinbl naketa o6HoBneHui ().
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NnaBa 8. YpaneHue XClarity Administrator

BbinonHuTe aTn gencTems, YTOObI yaanuTb BUpTyansHoe ycTpoicTso Lenovo XClarity Administrator nnm

KOHTEWNHep.

Mpouepypa

YT106bI yoanuTb BUpTYyanbHoe ycTpoincTteo XClarity Administrator, BbInonHWTE yKka3aHHbIE HXXE OeNCTBUS.

LLar 1. TllpekpatuTe ynpasneHue BCEMM yCTPONCTBaMIW, KOTOPbIMY B HacToswee Bpems ynpasnseT XClarity
Administrator (cM. pasgenbl YnpasneHue pamoli, YnpasneHue cepeepami U YnpasneHue
kommyTaTopamun B gokymeHTaumm no XClarity Administrator B InTepHeTe).

LWar2. Ons yganeHus XClarity Administrator BbINONHWTE yKa3aHHbIe HUXe [eiCTBMSA B 3aBUCUMOCTM OT

OI'IepaLI,I/IOHHOI7I CNCTEMDI.

Docker-composeBbinonH1Te crnefyroLyo KomaHay, YUTo6bl OCTAHOBUTL KOHTENHEP N YAauTb

ceTu n Toma.
docker-compose down -v

CentOS, Red Hat, Rocky n Ubuntu
1. Mogknto4NTECh K XOCTY C MOMOLLbIO AUCNEeTYEpa BUPTYasIbHbIX MaLLVH.
2. LLlenkHnTe NpaBoi KHOMKOW MbiLL BUPTYasbHYO MalunHy 1 BbibepuTe 3aBeplumnTb paboTty
= MpuHYANTENbHO BbIKJIIO4YATD.
3. CHOBa Ha)KM1Te NPaBoi KHOMKOW MbILLW BUPTYasnbHYO MalLnHY 1 BbibepuTe YaanuTb.
OTKpoeTcs ananorosoe okHoO NoaTeepXXaeHne yoaneHus.
4. YcTaHoBUTE BCE (PraXkKKu 1 HAXXMUTE YaanuThb.

ESXi
1. MopkntovnTechb K xocTy ¢ nomoLubio VMware vSphere Client.
2. HaxxmuTe npaBoil KHOMKOM MbILLW BUPTYasibHYIO MalLvHy u Bbibepute NMutaHve -
BbIKNIO4YUTb NMUTaHKeE.
3. CHoBa HaXXMUTe NPaBoil KHOMKOM MbILLW BUPTYarnbHYIO MaLUVHY U BbibepuTe YganuTb €
AnckKa.

Hyper-V
1. Ha nHdopmaumoHHom naHenn «ucnetyep cepBepoB» HaxxmuTe Hyper-V.
2. HaxkxmmnTe npasoi KHOMKOW Mbiwin cepeep 1 BoibepuTe AucneTtyep Hyper-V.
3. HaxxmMuTe npaBoil KHONKOW MbILLIM BUPTYabHYIO MalLVHY U BbibepuTte 3aBepLuntb paboTy.
4. CHOBa HaXXKM1TE NpPaBoi KHOMKOW MbILLW BUPTYasbHYO MalLnHy 1 BbibepuTe YaanuTb.
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