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(7) Alerts indicate hardware or managerment conditions that need investigation and wser action.
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. 7) Alerts indicate hardware or management conditions that need investigation and user
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Excluded Alerts

Exclusion Rules Excluded Aleris

7) Use the Remave button ta remave exclusion rules and restore excluded alers to the alert list
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Logs

Event Log Audit Log

7) The Event log provides a history of hardware and management conditions that have been datecied.
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Logs

Ewent Log Audit Log

(%) The Audit log provides a history of user hardware and management sctions
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Excluded Events

Exclusion Rules Excluded Events

7) Use the Remowe button to remove exclusion rules and restore excluded events to the event 1
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Event Forwarding

Event Manitors Push Sarvices Push Filters.
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— WA E SMTP fr] ik #5 75 2 T 4% 2 R AR MR 78 1 8047 - HAUASE XClarity Administrator
) EAE AR > SMTP fal ik #5 7] g & 5 B R F 14 o 1R XClarity Administrator &4 £

S48 > HAF gL 1P kAR o W R IR EUE TP {74k > fE @ % [localhost] - %& AT fE
BEE SMTP fa] Ik &7 46 48 F 14 o

— WRFE E A B > R EE AN G AE AR bk TRk A o AR SO > FHAERE MBS e
TAEETEAFA Y > OIE RGN ~ 1P ALhE ~ BB/ ARG 798 -

— Q2R SMTP Al il & 12 32 52 © 3 A R o (3226 1) 76 1 B > (o & 0 48 T ol & R o ik
(LXCA.¢source_identifiers@<smtp_hosts) o TEMIE UL T - L HEFHE UM O 45 € 2D —
([FEER A

o ERIEM I AEEVLXAMHE SMTP fAllk#F > FHRERCT F AR

— SSL - W@l ] SSL i afl i iE

— STARTTLS - fii il TLS 75 9F % &3 EA % 2 -
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L BR 5.

T SRR o — R AR - LXCA g E R T EA SMTP fal ik #% 1% 3% 2 HAG T A7
JH o ZR 470 ) ] AR A A IR A A AT AR o
o BIEM I WARTEEN > FEEIUT 5 H 1 8 AR

— — /% o R ERMEAE ID KEMEE A 28 SMTP Al IR#F -

— NTLM o {fi fif5 & B & 1D ~ 256 A2 A& NT LAN Manager (NTLM) #8 afl 17 & 8
A48 E B9 SMTP fa IR 2§ °

— OAUTH2 - i F 4 5 ) {8 ) 3 24 RN 22 2 AU (security token) 25 48 fil] BB it 1 4 42 1 % g
(SASL) # il 1#h 2 Bf w5 8 € 19 SMTP fa] fik s o {1 ) 3 4% Fl 48 o J2: S5 19 58 1 0 (4 b

ER RN e s BUE Y R ER R o EZH AT A IR I AU -
— & o AEHEN -

T N HARE o SR TR AN SO BRI A R i A% SU DL R T B B A
2o B TR B 3 O 4 B S A AR o

B g e A R T B N BT B 3 o EUE S PERE o BT R I (Y A ] AL AT R R
B BB S B o TE T SRR 1 AT A M A A SRR AR

E7BHEE

[[DeviceName]]-[[EventMessage]]

BFBHARX
Alert: [[EventDate]] [[EventMessage]]\n
\n
Hardware Information:\n
Managed Endpoint : [[DeviceHardwareType]] at [[DeviceIPAddress]]\n

Device name : [[DeviceName]]\n
Product name : [[DeviceProductName]]\n
Host name : [[DeviceHostName]]\n
Machine Type : [[DeviceMachineType]]\n
Machine Model : [[DeviceMachineModel]]\n
Serial Number : [[DeviceSerialNumber]]\n

DeviceHealthStatus : [[DeviceHealthStatus]]\n
IPv4 addresses  : [[DeviceIPV4Addresses]]\n
IPvé addresses  : [[DeviceIPVéAddresses]]\n

Chassis : [[DeviceChassisName]]\n
DeviceBays : [[DeviceBays]]\n

\n

LXCA is: [[ManagementServerIP]]\n

\n

Event Information:\n

Event ID : [[EventID]]\n

Common Event ID : [[CommonEventID]]\n
EventSeverity :[[EventSeverity]]\n
Event Class :[[EventClass]]\n
Sequence ID :[[EventSequencelID]]\n
Event Source ID : [[EventSourceUUID]]\n
Component ID : [[EventComponentUUID]]\n
Serial Num  : [[EventSerialNumber]]\n
MTM : [[EventMachineTypeModel]]\n
EventService :[[EventService]]\n
Console link :[[ConsoleLink]]\n

i0S link : [[i0SLink]]\n

Android link : [[AndroidLink]]\n

System Name : [[DeviceFullPathName]]\n
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LB 6.

LB 7.
£ 8 8.
R 9.

8 10.

L ER 11,

H 12

A B 13.
£ 14.

L BR 15.
B 16.

LEM’EE‘HJFB?E’J$1¢ DABH 1 MO PEBR 1 S0 5 SUE PR AT BERREY B4R > DUBDR PEBR I AT
WA B A G52 B PR A

738 T i R b IR B8 21 R L T 1 R % 1) S R
BT TFT—HUBREERR -
SHE I PFRDESS > U B S B AR A -

BER:AERBTAZERNKEE (HATMERAR) BUEFI > RN ERAERREEE - R R
BINFEFRE R BRI » FEREAIIEEEN UUID M+ %A DUMMY-UUID ° Dummy-UUID
T HG IR A I oK A T T B MR AR 115 A0 R T A IR B8 R e AR RIS E o IR GBI AL
Dummy-UUID W %5 » SHFEREGEICR EREE > BRI 022 E X ENTE > Dummy-UUID
5 W L HE PR UUID o

T TFT—HUBURBHEE -
88 I A B S PF IR 2 A AR DE AR -

o IXEHEMHELLY

R RS AT > A EHEOR T B E > RS EREEREN -
FrEHOE A R H A naéﬂxﬂeﬁlﬂgﬁ

FEBERT AR E R HR NS REEEES -
FEER T A MRREE R R ESREENES -

58 A% LM 1) S RSN R AT HEAE RS R o

i AR T YRR — RS 2 E 0 1D o (B R 1D (40
FQXHMEMO02141I, FQXHMEM0214I)

o IREMTBLLE o dy AL BHEUER) — W KR FCFA 1D o fAE R R Z W 1D -

o BB

AR RS AL > A HPERR T A AL SRR R B ES -
A PERR T A R A R IEBR IR EI B -

AT T A VR RB S A SR RIR R M -

A B PR T A VR R SR A SR B RIREE B -

88 IS B D AR 1) RS T A R AR A

A RO ) — (R S R R ID o (B R R 1D -

o IREMHIHERR o g A GE RN — M2 W F R ID o (R R ERZ M 1D -

BB A R R A -

E%’Fﬁﬁﬁﬁ%# AR P 288 114 S 27 R e 2 M (R AT BRI B A R AR RO 2 D
BERESEH - HRARRERERN

BERBELEEMH - M4 HBAREETAEN -

BEREBEREM - O LA BB R 8

BEDEEMH - HEARBAHREA -

3% IS4 B S VAR 2 S R SR D R EE R A A A

U 1 B AT ME B TR g A -

T TFT—HBURBRESRER -

BB ¢ RIS E PR 2 R EOE AR 00 B AR o e EOE S S R BB AR R A

WSRO L S O AR A PR - (o 24 /MRy AR SR O AT o

1. i EEESE R € NEEESE R ) DEKB - 8B ek s 3048 55 1 PERR Y
H A0 7 R o

TR R BORBH R TRk BL | HERAE
SR BRI BLE H O - BAR AR > LA SR E PR o
4. $%— T B ILHAT PR RE 0 B P REAE o BrF R B e pig 2 0 -

B

SN S

SR N

N
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,@:EIU#I%TJFEIEZ H #i B2 F S AP A H At ey BOAC 8 B R B -

Sy DA DA T 6 T s S 3 S 195 JF A6 H ) I I e R A R i A A BB ) o

fn] DL g i B AR TEL ) ) JES o Pt EL A BB T e 6 IR ] 21 55 B 5 IR ] o

AT LU W N HE i PERRTH H AR 4% — T BB T B A A AR -
WEEIu%EX%EBF&%HEEX*@TE%%%#&IE F A 2L o 47 22 45 258 JH H A9 BRs Be LA e )
HEMIEA
o BEATLIGE H IS s PEAR 4R 2 P s PR AR JH H AR P % — M RIBRIE B AR MIBRFZIEE -

HBR 17, He— N8I -
FHAFEAE RS [ F R | £8P o

Event Forwarding

Ewent Monitors Push Sarvices Fuzh Filters

7) This page is a list of all rermote event recipients. Yow can define up to 20 unique recipients

r ._:i _..ﬁi I—;if' All Actions - Filier
Name + | Motification Method Drescription Status
x830 Crifical events Syslog Enabled =
SAP ITOA Sy=log Enabled -
Log Insight Syslog Enabled *

AR 18 BECH M F RS - - TEEIEHES - REHEE SO EMEIRA W E T B R
EETR 2%

16 [ PR | R P > 0T DAFE 38 O R ORR 27 EUAT T B AR -

o f— FEHBBER (5) DU A

o T RBMHRML EDT*ﬁ%ﬁEﬁﬁ@%ﬁ%ﬁﬁL%ﬁE’J%zﬂi%‘*ﬂr

o T%ﬁﬁiﬁ]*ﬂﬁ%@ﬁ‘ﬁ%&ziﬁ* EﬂT“E%fﬁFﬁﬁ Ear N AN g TR

o f- TRBRE R () o HAT I R LR
o M{EHMFHEIE (W20 FF )

REEMBEZE Gmail SMTP R 5%
] LU E Lenovo XClarity Administrator LA B 4509 S (88 2 Web BB B FARTS - B0 Gmail o

o) 4 A A B B S AR 2% > LAGERE ) Gmail SMTP R# -

BfEE © Gmail @ a6 OAUTH2 WA 73k > ARG B % Al o R FOse4R 6 ) — sl hl > (g
W B — BT EAT - 5 AR ER MRS o A o 10 R VERRE o 2R TS i E R
TEAFIRF BT8R > DA iE s i AR Y -

W BLE Gmail SMTP fil iR 45 A B &R > 552 B hips://support.google.com/a/answer/ 176600?hl=en ©

1E38 465 FH SSL B9 — iz B

th%amu@iﬁ 465 fii FH SSL #H sl 15 22 > Bl Gmail SMTP fa] fi #5485 > 376 A 208 Gmail 8 F FHIRF &
EUSEATE R

%o B RSN HHEMIE 21


https://support.google.com/a/answer/176600?hl=en

2% &

By smtp.gmail.com

1 465

SSL I

STARTTLS HEW

il — &

il 1 & AR Gmail & T B 41k
S Gmail # 7l % 1%

o3k 3 S (M)

138 587 £/ TLS B9 — xRl

HWAEEFIE IR 587 (] TLS @il E » Bl Gmail SMTP fal Ik 2538 51 > 3 A 208 Gmail 6 FREF &
WG EATHE R o

2% &

By smtp.gmail.com

] 587

SSL T B

STARTTLS I

i 7l — &k

il 1 & AR Gmail E - 4F bk
S Gmail # Fll % 15

(L 3= R AR ()

OAUTH2 & RI{E F 18 587 #Y TLS

WA I 587 8 TLS Wl & > Bl Gmail SMTP fal IR #5251 » 368 A 208 Gmail 8 FHIEF
4 2R (security token) #EAT HE A o

155 F T %1 6451 v )RR AR A 2 A AR o

1. 7E Google Developers Console #7258 » W HEEUH F i 1D A i %5 88 o 4075 AH BR & Al
Google Sign-In for Websites 49 B 4 ufi o

TE Web BIEE 8 B Google API #1H o

i 2 B

a.

b, TEZMEMN IR THRENER > BYEER - f G BUS W HZEHE -
c. WAL > BNERFNZZMESL  REL— TRBIL -

d. 7ESIBEE L - (AWM S Tomaily o

e. TEMTEEHE P4 —T GMAIL API -

f. & —FRA -

g H—TRBIEEK

h. #— FOAuth BEEM -

. EREREERANERBBMAMALE  AEHK—THE -

j. KPR 2% > OAuth AFH ID -
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L.

m.

n.

SENUELM - A 2 FE

Fe— N 3L - OAuth FI v 3 56 HE 8 & WU 00 H P o 1D B 5 i 7% 68 o
A0 AP o 1D BT ot 25 5@ LA H AR () o

¥ — T HETE A PHE R AE -

2. /] oauth2.py Python $84 - iy A GG S B GG 28 A2 1Y T 5 o 1D B ) 5 o 25 B A0 7 A S A3 2 2 ARG o
B : T Z Python 2.7 A RESEMUL AL BR o AT AAE Python #93% F #k & % %€ Python 2.7 °

a.

TE Web #8188 2% B RL gmail-oauth2-tools § & o

b. &— NIRIR > REAAELURES oauth2.py A 1EA N R AT -

C.

FE £ (Linux) 3451 (Windows) 14T F 1484
py oauth2.py --user=<your_email> --client_id=<client_id>
--client_secret=<client_secrets> --generate_oauth2_token

il 4n

py oauth2.py --user=jon@gmail.com
--client_id=884243132302-458elfqgjiebpuvdmvdackpéelip8klé3.apps.googleusercontent.com
--client_secret=3tnyXgEiBIbT2m00zqnlTszk --generate_oauth2_token

I FE A8 [m] WA 28 F 26 88 B AR (token) B9 URL > 618 Google & sl 418 B B @t A5 > 54 -
To authorize token, visit this url and follow the directions:
https://accounts.google.com/o/oauth2/auth?client_id=884243132302
-458elfqjiebpuvdmvdackpéelip8klé3.apps.googleusercontent.com8amp;redirect _uri=

urn%3Aietf%3Awg%3Aoauth%3A2.0%3Aoob&amp;response_type=code&amp;scope=https%3A%2F%2Fmail.
google.com%2F

Enter verification code:

FE Web 815825 B RCAT — 8 2 BR 4 121 B9 URL -

B — N SRR R UL AR ES o {8 (1] B s o

E oauth2.py Tgé\qjﬁﬁ]\%ﬁ%ﬁ% °

WA 45 o 1 ] 2 2 AR S B0 HLA S - il

Refresh Token: 1/K8LPGx6UQQajjTtQGYKq8mVG8LVvGIVzHqzxFIMe YEQMEudVrK5jSpoR30zcRFqé
Access Token: ya29.CjHXAsyoH9G6uCZutgIOxm1SGSqKrUkjIoH14SGMnljZ6rwp3gZmK7SrGDPCQx_KN-34f
Access Token Expiration Seconds: 3600

BEESE  R2USE7E —BIRHER o G0 LI oauth2.py Python 54 » I BB B BALAS > LU
A ) A - A BITABEENN L 2R > WA Lenovo XClarity Administrator H1 24T
4 A S BT = P F R A

3. f£ Lenovo XClarity Administrator Web 41T 91 > { F '~ 51 Ji M 5% a2 B - B4 09 (A ige 2%

2% &
B smtp.gmail.com
587
SSL 1
STARTTLS A
85 71 OAUTH?2
ik AR Gmail & T B4 b fik
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https://github.com/google/gmail-oauth2-tools/blob/master/python/oauth2.py
https://www.python.org/downloads/
https://github.com/google/gmail-oauth2-tools/blob/master/python/oauth2.py
https://github.com/google/gmail-oauth2-tools/blob/master/python/oauth2.py

28 &

(v /S An
(L 3= gAS (M)

RESHEEE FTP A ARKR
AT PABL B Lenovo XClarity Administrator > A% 45 & S5 48 2 FTP fal ik #§ o

BAR b 1E 5
AT LA ST MU R 2 20 R CFEOESS o S PR E0E B Bl -

A XClarity Administrator 75 e & 5 WUIE & 2 1% FOBT RCE) > B0 J8 55 Fr 87 34 IR % 207 728 AR A 0
R > AR IE R S -

B#3E : $t#H XClarity Administrator v1.2.0 FITE B ARA » REESFE AL [T HAFEE RS | A [ 58 0 S (R R
e | EFEHHEA AR R T o AORAEEE TR 1.2.0 SREDBTRRAS > Gl Ao A1 DI 5 0 FRIOIE 25 S8 2 (0 2 jZ
PEBR RackSwitch FH4F o B 0 BRI R EAE IR AE B - (/)7 BLRUAT B 2E -

BF
FEIE BT AU B BT FTP Al IR A% 0 3 (iR
A% 1. 7F XClarity Administrator HJREFR S L » EF% TER > BHEE - e sHMEERE
W2 H— TEBHEESRTE -
ABR S HH—NERILEDR () o (E g BRI F A R AR AR 0 — AR o
HBR 4 BEECFTP /E 2 SRR R 0 - SRR S E sl i e R e ol
o B AF IR0 ARG - H A 3 ORI o
o M A A BRI IR o FEE S 21 -
o W AZIRAERF AR (AR o THEE S 30 B o
o BEH I ETERMBEANETHBRWFITIET
o ity A A1 L MR SR (R R R 2 4% R Ag X o TEEAAS X event [[EventSequenceID]].txt ©

sk : H MR O S HE —FHMEH -
o T AE AR BN FTP IR %% 1 BE AR -
o BIETILHRAS - W1 UTF-8 = Big5 - ¥ %/ UTF-8

o IR HIFAEY o & T e N A H op— R {E -
— BB o (FHHMHE) A6HEN
—H&EX - ﬁﬂﬁ“fﬁﬂﬁﬁiﬂ%% ID J w8 FTP iz &% -

A B 5. - TEHAR o SR TR0 SO R A S o B RORTRL A S P EOE S E A A R

B R SR FTP $RCE I T A% X o BUBR SR (R IRy - B 75 455 91K e 139 B A ] AL A 2 2 S 4K
H A 8 o FTP Sl 19 AT ) 52 B0 (e i b A OB R AE o o

Alert: [[EventDate]] [[EventMessage]]\n

\n

Hardware Information:\n

Managed Endpoint : [[DeviceHardwareType]] at [[DeviceIPAddress]]\n
Device name : [[DeviceName]]\n

Product name : [[DeviceProductName]]\n

Host name : [[DeviceHostName]]\n

Machine Type : [[DeviceMachineType]]\n
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5% 6.

$BR 7.

£ B 8.
AR o.

Machine Model : [[DeviceMachineModel]]\n
Serial Number : [[DeviceSerialNumber]]\n
DeviceHealthStatus : [[DeviceHealthStatus]]\n
IPv4 addresses  : [[DeviceIPV4Addresses]]\n
IPvé addresses  : [[DeviceIPVéAddresses]]\n

Chassis : [[DeviceChassisName]]\n
DeviceBays : [[DeviceBays]]\n

\n

LXCA is: [[ManagementServerIP]]\n

\n

Event Information:\n

Event ID : [[EventID]]\n

Common Event ID : [[CommonEventID]]\n
EventSeverity :[[EventSeverity]]\n
Event Class :[[EventClass]]\n

Sequence ID :[[EventSequenceID]]\n
Event Source ID : [[EventSourceUUID]]\n
Component ID : [[EventComponentUUID]]\n
Serial Num  : [[EventSerialNumber]]\n
MTM : [[EventMachineTypeModel]]\n
EventService :[[EventService]]\n
Console link :[[ConsoleLink]]\n

i0S link : [[i0SLink]]\n

Android link : [[AndroidLink]]\n

System Name : [[DeviceFullPathName]]\n"

TR LU — T ERBTERE - A A Uk ] R A
B AR HERR A4 o DARH IR BURDEBR 10 S0 5 BUE PR A RFHERRE4F  DUBDEDERR I AT -

WS AR B AN W2 B PEER A

22 M o R bt BRI 2% A1 UYL S 1 R 4 10 S 1 R

BT TFT—HUBRRERRK -

AR ORGSR A R B -

BERAELMAZERNKE (HATMARNR) HEREM > WERFERE R AEE - AER
RINFEFRE R IRIE » FEHERITIEEEN UUID M+ %A DUMMY-UUID ° Dummy-UUID
T 4G IR I SR A T 0T B MR A% )18 A0 R AT PR IR B R e AR o IR GBI AL
Dummy-UUID W& » SHFEREgEIR EHEE > BRI 22 RFXENTE > Dummy-UUID

e A HER UUID -

SR 10. W — T TFT—HUBUREHEE -
ABR 11, 2 HOE A e S R AR R R

o XEMEMLLYH

A SO T A R 1E A wE IR
A SOOI T ATV BB AR A B A
A SOOI P A VR BESIR RE B R S A
Z%EX@E%@E‘J%#&EHHDEI%&@

SN S e

FQXHMEMO2141,FQXHMEM02141)

IR R T A ORI A R HRINEEMAEEREMS -

%’ﬁlﬁl?#
AN A EIREREEH -
AN B EREEMEH

i A A EOE P PRBR ) — R 2 M FF R 1D o (EME B SR D (fl

o REMTBLLE o i A BEEUER) — W S W F A 1D - fAE B A 2 0 1D -

o WXSEMHFIEBIBERR

1. M IR AR S5 B AT %%}#I‘%%ﬁ%&$#> BRI R ERES -

2. A7 BEPRBR AT R B A o 2 OBk
3. %%T)Fﬁ%}i)fﬁﬁﬁﬁﬂkﬁ%EE%fﬁF

FRERE 4+ -
i IBERR AR R R E B 4 -

o BRI  HEMIE 25



£ 12.

AR 13.
AR 14,
R 15.
B 16.

LB 17.

4. HEPEBRITATERER B E R S - SRR E NS4 -
5. BEHUGRE PR BR 09 S H BT AN A] AE VSR R o
6. # A EHUEN — W2 S ID o fAEE R ID -

o IREHTBHERR o A LZPEBRAY — WS R F R 1D o fAE R R 2 1D -

B A R R A

s BEFMBETREMH - RAEPE N OB B E AR A B E A R
s BERESM - AixABREAEN

- BEREBEEEN - HnfRIIKEEE @A -

o BEREEMEM o O XA R E /R r s

s BENEEMH - HEARHT A ENEA -

98 M A AP e o R R e A P A R o
U 1 B AT MEE TR g AT -

T T—HBUNHRESRIRE -

BB - e RIS 1O B R 2 S S R SR A H IR [H] - AR R e Ry B A A A -

m%ﬁﬁﬁﬁ$#%@%%%ﬁv@%@4$%%$ﬁ%ﬁt$¢

. A AEEEE S ) MEGEEES ) UULE - BB Rk 4R B i HE R Y
H A0 B R o

2. R N IR BB R [T R B | B RRAE
3. HRLEIE AN o A5 H -~ PG AR DL R PR
4. HG— T B ILH AT PR RE D B P AR AE o BrPF R fE e b = 0 -
E%ﬂ
o TR LUK PERRIE B 4 B2 H G b HAh Ry B 8 B IRF B
. Wﬂu%ﬂwﬁzﬁ 1 F¥ T S B0 i 07 A6 JEL 46 HR B TR B ) R ] 2 5 B S ] o
o SRR LAAS IRCHR R IE A JES i IO A B TR R 94 B ] A8 O A R B ] o
o MR LUEM T H BRI PR E A AR TR — T 4R EBIE B A T HEAR o

fn] DUSE I B R R AR SR 1 AR A T AT PRI F O B o AL A M8 TE E B R B LA K m]
HERIEHA o

o GRATLIGE F TS s PEAE a4 2 rh s IOPE AR TH H R P 4% — T RIBRIE B AR MIBRFZIEH -
h— MR -

FOEOEAR SN [ FOEEE ] K%+ o

Event Forwarding

Event Monitars Push Sarvices Push Filters

7) This page is a list of all rermote event recipients. You can define up to 20 unigue recipients

L -_? _J'ﬁ :;f' All Actions - Filter
Name = | Motification Method @ Description Status
880 Crifical events Syclhog Enabled -
SAP ITOA Syshog Enabled =
Log Insight Syshog Enabled -

A B 18 BECH A S FEUES - & TEEBNREMS > RRMERF O EREEAEE N FTP ke -
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EBTER 2%

1E TS FEOE | Fm o BT DUE BRI S5 R O 4 | AT B fF -

o - FESFBBEL (&) LT R

o Pe— FRIBIW P AOBLS o B ATARL B RS T R R 0 B AN o

o e T RIS S A RR D > BT A §$w%ﬁﬁmm§ﬁ@ﬁ@%o
o H—TRER (T %TW%%#ﬁ

o Wi PRHOE (2 W R

=E$#EE:RBTmeﬁ
A DA & Lenovo XClarity Administrator » #5572 35 F i JE & REST Web IRFS -

BAR LLIFSE
TR LA ST RO e 2 20 R PFEOES: > B R E0E B E H0E -

2R XClarity Administrator 15 G '8 5 44 $00R 45 2 42 BB RCED - 7806 70 S5 10 45 2L A AR 5 20T /28 2E T 70
ERE > A REIE MRS o

B : £ XClarity Administrator v1.2.0 FIEHRA - RIBBFO S TE [ WA ORN [ 5 T R
| EEHE RO AR o ARG AT ARE 1.2.0 SUBRTA - G 1 B DU 50 0 R 28 SR £ 8 2 2
PEB RackSwitch F 1 o Eﬂ@‘” BIERE R A EIE BT > IR ERATULEZE -

BF
FEOCHL T B B > #AT REST Web BRES 1 25 (R #E 23
B 1. 7E XClarity Administrator BJRER S b > #&— N EEIR > BHEE - (/R FEEE T -
BB o H—TEHEESRIEE -
A5 3. %’E—TLZ% () o (o BER T S R AR 2 R AE ) — AR A o
AR 4. B REST fF & F RSB » RS E M et Eall
o iy AT T AE ()G PR BEAS (BN > /rest/test) DASRANSEAF o

o I O SR R A E o JE W] RESE T A — M o
—HTTP
—HTTPS

o I REST Kk o Al e F A —1H{HE -
—PUT
—POST

o FAZORIVEEE N (AR o HES 30 B -
o BRI D WURFEEEN o AEBEHOT HH b 5 R
— B o IR ER M E ID B 8 A 46 E 1 el i & o
— & o A %ﬁ*%'ll
AR 5. - TEHAE o SR EUE N F R E R A% 5 o B ROBTRL 0 SRR & AR A R

B A% 2L REST Web MRBS HEUCE 1O T RAR 30 o WORECFRF - 875 F5 90 10 7 A ) AL 42
TR HRE PR (E Y B2 B o REST Web R8s U 1 AT ) 88 80001 7 iy o A% S REAE o o

{\"msg\":\"[[EventMessage]]\",\"eventID\":\"[[EventID]]\",\"serialnum\":
\"[[EventSerialNumber]]\",\"senderUUID\ ":\"[[EventSenderUUID]]\ ",\ "flags\":
\"[[EventFlags]]\" \"userid\":\"[[EventUserName]]\",\"localLogID\":

%o B RS HEMIE 27



\"[[EventLocallogID]]\",\"systemName\":\"[[DeviceFullPathName]]\",\"action\":
[[EventActionNumber]],\"failFRUNumbers\":\"[[EventFailFRUs]]\",\"severity\":
[[EventSeverityNumber]],\"sourceID\":\"[[EventSourceUUID]]\",
\"sourceLogSequence\":[[EventSourceLogSequenceNumber]],\ "failFRUSNs\":
\"[[EventFailSerialNumbers]]\",\ "failFRUUUIDs\":\"[[EventFailFRUUUIDs]]I\",
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Event Forwarding

Ewvent Monitors Push Services Push Filters

7) This page is a list of push sarvices,

- Al Actions = Fiter
Mame Diescription State
Android Senice The Google device push senvice ON -
05 Service The Apple device push service CON -
WiebSocket Senice The XClarity WebSockets push senvice ON -
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Subscriptions Properties
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Change Push Notification

Subscriptions Properties
Tz : el Filter
Device IO Subscription Type | User Name Event ID Status Time Stamp Event Filters
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* 1§ XClarity Administrator t&5#%—~ T4E » DLEURSATH ~ Cou M a4 s i TAE M2 -

Lenovo. Clarity Administrator

With Errors{11} | Warning(0) | Running(l) | Completed{23) |

@ Import 05 image Ended: Jan 11, 2018, 3:368:50 PM
@ Unmanage job for 10.243.0.75 Ended: Jan 11, 2018, 1:31:28 PM
@ Firmware Updates Erded: Jan 12, 2018, 3:44:29 PM
@ MWanage job for 1024312472 Ended: Jan 8, 2018, 11:00:08 AM
@ Service Task for Event "00028F... Ended: Jan 6, 2018, 8:21:56 P
@ MWanage job for 10.240.50.78 Ended: Jan 5, 2018, 1:47-45 P
@ Service Task for Event "000323F... Endad: Jan 5§, 2018, 12:62:56 PM
@ Eulk Management job 8407 Ended: Jan 5, 2018, 11:63:52 AM

Shewing B of 11

Wiew All Jobs
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Jobs

7) Jobs are longer running tasks performed against ons or more farget systems. After selecting a job, you can choose to cancel it, delete if, or
obtsin detsils shout it.

Job Status Scheduled Jobs

Q :f Show: % -’ni% @ _—

All Actions - All Jobs -
Job Status Start = | Complete Targets Job Type
""ﬂ:a'e”"f‘ ¢ % Jan 16, 2018, 3:32:15 PM Multiple... = Service
Downdoad U B3 Completz Jan 15, 2018, 8:40:02 P Jan 15, 2018, 8:40:02 PM Mot Avai... | Firmware
Refresh Fro| B Complete Jan 15, 2018, 2:37:52 FM Jan 15, 2018, 8:32.07 PM Mot Avai... | Firmsare
Refresh Fro| B Complete Jan 15, 2018, 2:20:25 FM Jan 15, 2018, 8:20:56 PM Mot Avai... | Firmsare
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Jobs

7 Jobs are longer running tasks performad against one or more target systems. Afier selecting = job. you can choose o
cancel it, delete it, or obtain details about it.

Job Status Scheduled Jobs
.o
=¥ [
Show: @ | o
— -
=
- Al Schedule Types | =
All Actions ™
Title i Schedule | State Last Run Last Next Run @ Targets Created Action
Result By
My Deiayed] oe Time | (G Ended ;ﬁﬁ:‘;;ti“ Job started | NOHAVRIEEN s 40 | EERKO.. | Custom
F
Total: 1 Selected: o 1 10 | 25 | 50 | Al +
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Call Home Configuration

From this page, you can create a service forwarder for Call Home that autornatically sends service data for any
managed endpoint to Lenove Support when certain serviceable events octur on a managed endpoint. This
service forwarder is named "Default Call Home." Learn More

Fou can enable the Default Call Home service forwarder from the Service Forwarder t3b.

Customer Number

Customer Number

Default Call Home Forwarder

(%) Lenova Forwarder State: Enabled

(®) [ Expired Warranty Call Home

Configure Call Home

&

Contact Mame John Doe

* Emai |_dosi@lenovo.com
* Phone Mumber 5551212

* Company Mame SomeCompany

* Strest Address 100 Main 5t

* City SomeaTown

* EBtate or Province MY

&

Country or Region
* Zip Code

Method for contact

UMITED STATES

10000|

Any | ™

() [7] system Information
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Lenovo Upload Facility

From this page, you can configure the Lenowo Upload Facility. When this is configured, you can choose to collect service data
from the management server or managed endpoints, and the data will be transferred directly to the Lenowvo, for use in resolving
issues with those managed endpoints, or the management server. it enables this additional capability on those service collection
pages.

n addition, when this is configured, you can choose to create a new service forwarder that automatically sends service data for
any managed endpoint fo Lenove when cerain serviceable events ooccur on that managed endpoint. This service forwarder is
named "Default Lenovo Upload Facility." Learn mare.

Default Lenovo Upload Facility Forwarder

7) Forwarder state: Enabled

Configure Lenovo Upload Facility

Provide the ema’l address that you typically use to communicate with Lenowve Support. This email address is used to corelate the
reporter with the issue. Lenovo does not directly communicate with or sell this email address. Please enter a prefix to be
prepended to file names. This will be used by the support team to correlate uploaded files with the reporter of an issue. its
suggested that it be your company name or something else that will uniguely identify this instance of X Clarity Administrator.

* Prefiz Jwanh

* Emai peanhi@ilenovo.com

Lenovo Privacy Statement
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Endpoint Service Data

Use this tab to download diagnostic files collected from the endpoints.
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Management Server Files

== this tab to download diagnostic files from the Lenovo® X Clarity Administrator.
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Ferlodu:: Data Upload

We'd like to ask a favor. In order to improve the product, and make your experience better, would you allow us to collect
information on how you use this product?

Lenowo Privacy Statement

Mo Thanks

Hardware (7

| agre= to send hardware inventory and system event data to Lenove on a penodic basis. Lenovo can use the data to
enhance future support experience (for example, to stock and move the right parts closer to you).

To download an example of data, click here.

Usage (7

| agree to send usage data to Lenowe on a periodic basis fo help Lenovo understand how the product is being used. Al
data is anonymous.

To download an example of data, click here.
The data was last changed at Oct 8, 2020, 4:28:57 PM
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XClarity Administrator 5+ 2% ¥

Timestamp cpuload usedSpace usedRam usedJavaCpu usedJavaRam
1497861662 0.99 12.6225 13.3644 71.9 9.4
1497861668 1.23 12.6343 185676 0 14.4
1497861674 1.89 12.6371 19.6182 77.9 15.3
1497861679 1.98 12.6442 23.0782 37.9 18.6
1497861685 2.06 12.647 23.2412 719 18.6

1497861690 2.14 12.6654 25.3697 10 19
1497861696 2.37 1.75276 25.8952 2 19.4
1497861701 2.34 1.76077 26.0184 24 19.5

1497861056 2.55 7.77003 26.4222 85.9 19.7
1497861061 2.82 7.77877 26.5485 159.9 19.7
1497861067 3 1.7954 27.0066 131.9 20

BEEHR
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losdeployment/rest/internal/event/aicc={"P0OST"\:186}
laicc={"GET"\:56}
lupdates/images/powerStates.png={"GET"\:2}
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/service/forwarders={"GET"\:12}
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lconfig/deploy/status={"GET"\:865}
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lupdates/ApplyActivateUpdates.js={"GET"\:2}
/discovery={"GET"\:3}

luserAccountSettings={"GET"\:1}
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EHER
{

"action":100,
"commonEventID":"FQXHMSE0203I",
"en":"1",

"eventClass":200,
"eventID":"FQXHMSE0203I",
"flags":"",

"mtm":"",

"msgID":"",

"service":100,

"severity":200},
“timeStamp":"2017-06-16T15:56:062"

}

EREHR
{

"action":100,
"commonEventID":"FQXHMSE0200I",
"en":"1",

"eventClass":200,
"eventID":"FQXHMSE0200I",
"flags":"",

"msgID":"",

"mtm":"",

"service":100,

"severity":200,
“timeStamp":"2017-06-16T15:56:062"

}

EFEHR

-377665639={

"firmwarelist"\:[{
"build"\:"2PET41C",
"date"\:"2017-12-19T705\:00\:002",
"name"\:"CMM firmware",
"type"\:"CMM firmware",
"version"\:""

H,

"mtm"\:" /",

“productName"\:"",

"stillManaged"\:"true",

"uuid"\:"-377665639"

}
-177044123={

"firmwarelist"\:[{
"build"\:"A3E117D",
"date"\:"2018-01-26T00\:00\:002",
“name"\:"UEFI Firmware/BI0OS",
"type"\:"UEFI",
"version"\:"A3E117D-1.80"

He
"build"\:"A3E113C",
"date"\:"2016-12-16T00\:00\:002",
"name"\:"UEFI Backup Firmware/BI0S",
"type"\:"UEFI-Backup",
"version"\:"A3E113C-1.60"

He
"build"\:"DSALB1Q",
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"date"\:"2018-05-15T700\:00\:002",
"name"\:"DSA Diagnostic Software",
"type"\:"DSA",
"version"\:"DSALB1Q-10.3"
e
"build"\:"TCO039A",
"date"\:"2018-01-19700\:00\:002",
"name"\:"IMM2 Firmware",
"type"\:"INM2",
"version"\:"TCO039A-4.70"
e
"build"\:"TCO039A",
"date"\:"2018-01-19700\:00\:002",
“name"\:"IMM2 Backup Firmware",
"type"\:"IMM2-Backup",
"version"\:"TCO039A-4.70"
H,
"mtm"\:"7162/CC1",
"productName"\:"Lenovo Flex System x240 Compute Node",
"stillManaged"\:"true",
"uuid"\:"-177044123"
}
-734000615={
"firmwarelList"\:[],
"mtm"\:"8721/HC1",
“productName"\:"IBM Flex System Enterprise Chassis Midplane Card"},
"stillManaged"\:"true",
"uuid"\:"-734000615"
1150304995={
"firmwareList"\:[{
"date"\:"06/12/2014",
"build"\:"",
"name"\:"Boot ROM",
“type"\:"Boot ROM",
"version"\:"7.8.5.0"
e
"date"\:"06/12/2014",
"build"\:"",
"name"\:"Main Application 1",
"type"\:"Main Application 1",
"version"\:"7.8.5.0"
e
"date"\:"03/29/2013",
"build"\:"",
"name"\:"Main Application 2",
"type"\:"Main Application 2",
"version"\:"7.5.3.0"
H,
"mtm"\:" /",
“productName"\:"IBM Flex System Fabric EN4093 10Gb Scalable Switch",
"stillManaged"\:"true",
"uuid"\:"1150304995"
}
-1050714125={
"firmwarelist"\:[{
"date"\:"04/19/2016",
"build"\:"",
"name"\:"Main Application",
"type"\:"Main Application",
"version"\:"7.4.1¢"

1,

3w AR AR TT



Ilmtmll\:II/II’

“productName"\:"IBM Flex System FC5022 12-port 16Gb ESB SAN Scalable Switch",
"stillManaged"\:"true",

“uuid"\:"-1050714125"

}
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[{
"2020-03-23T12:32:24.765": {
"event": {
"severity": 200,
"timeStamp": "2020-03-23T16:32:212",
"eventID": "FQXHMDMO0OO1I",
"eventClass": 800,
"service": 100,

"mtm": IIII’

"flags": ["Hidden"],

"action": 100,

"msgID": IIII,

"commonEventID": "FQXHMDM0OOO1I",
"Cn": nn

I
"deviceInventoryChanges": [{
"chassis/671D5D9EBB4440A49D9DAFOSA9EDFB36": [{
"MODIFIED": |

{ "nodes": [] },

{ "accessState": "Pending" },

{ "powerSupplies": [{
“cmmDisplayName": "Power Supply 06",
“cmmHealthState": "Non-Critical",
“dataHandle": 0,

“description”: "Power Supply",
"excludedHealthState": "Normal",

“firmware": [{
Ilbu_ildll: IIII’
"classifications": [],
"date": IIII,

“name": "Power Supply Firmware",

“revision": "0",

"role": "",

"softwareID": "",

"status": "",

“type": "Power Supply Firmware",

“version": ""
H,
"FRU": "69Y5817",
“fruSerialNumber": "ZK125115V0VS",
“hardwareRevision": "5.0",
"healthState": "NA",
“inputVoltageMax": -1,

“inputVoltageIsAC": true,
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{

"inputVoltageMin": -1,
"leds": [{
"color": "Green",
"location": "Planar",

"name": "0UT",
"state": "Off"

h

{
“color": "Amber",
"location”: "Planar",
"name": "FAULT",
"state": "0ff"

h

{
"color": "Green",
"location": "Planar",
"name": "IN",
"state": "Off"

H,

“machineType": "",

"manufactureDate”: "2211",
"manufacturer": "IBM",
"manufacturerId": "20301",
"model": "",
"name": "Power Supply 06",
"overallHealthState": "Normal",
"parent”: {
"uri": "chassis/671D5D9EBB4440A49D9DAF08A9EDFB36",
"uuid": "671D5D9EBB4440A49D9DAFO8AIEDFB36"
8
“partNumber”: "69Y5801",
“productName": "IBM 2500 W Power Supply",
"nosID": "60",
"powerAllocation”: {
"totalInputPower": 0,
"totalOutputPower": 343
}
“powerState": "Unknown",
“productId": "303",
"serialNumber": "",
"slots": [6],
“type": "PowerSupply”,

"userDescription”: "",

“uri": "powerSupply/04382F96885411E00095009500950095",

"uuid": "04382F96885411E00095009500950095",
"VdeD": II128II

"cmmDisplayName": "Power Supply 04",
"cmmHealthState": "Normal",
"dataHandle": 0,

"description": "Power Supply"”,
"excludedHealthState": "Normal",

"firmware": [{
Ilbu_ild": IIII’
"classifications": [],
"date": IIII’

"name": "Power Supply Firmware",
"revision": "5",
nn

||r0le||: ,
"softwareID": "",
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"status": "",

“type": "Power Supply Firmware",

“version": ""
H,
"FRU": "69Y5806",
“fruSerialNumber": "ZK128116T03B",
“hardwareRevision": "75.54",
"healthState": "NA",
“inputVoltageIsAC": true,
“inputVoltageMax": 240,
“inputVoltageMin": 220,
"leds": [{

“color": "Green",

"location”: "Planar",

“name": "OUT",

"state": "On"

“color": "Amber",
"location”: "Planar",
“name": "FAULT",
"State": Iloffll

“color": "Green",
“location”: "Planar",
“name": "IN",
"state": "On"
H,
"machineType": "",
"manufactureDate”: "2511",
"manufacturer": "IBM",
"manufacturerId": "20301",
"model": "",
“name": "Power Supply 04",
"overallHealthState": "Normal",
“parent": {
"uri": "chassis/671D5D9EBB4440A49D9DAFO8A9EDFB36",
"uuid": "671D5D9EBB4440A49DIDAFOSA9EDFB34"
}
“partNumber": "69Y5802",
“productId": "304",
“productName": "IBM 2500 W Power Supply",
“powerAllocation”: {
“totalInputPower": 2505,
“totalOutputPower": 343
I8
"powerState”: "Unknown",
“posID": "61",
"serialNumber": "",
"slots": [4],
“type": "PowerSupply",
"userDescription": "",
“uri": "powerSupply/FF2D840D7TA644BCE91ADC16CT78978A03",
"uuid": "FF2D840DTA644BCE91ADC16CT89T8A03",
"ypdID": "128"
3
{ "fanMuxes": [{
“cmmDisplayName": "Fan Logic 01",
"cmmHealthState": "Non-Critical",
"dataHandle": 0,
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"description”: "Fan Logic Module",
"excludedHealthState": "Normal",
"FRU": "81Y2912",
“fruSerialNumber": "Y031BG16D00S",
“hardwareRevision": "4.0",
"leds": [{

“color": "Amber",

“location": "FrontPanel"”,

"name": "FAULT",

"state": "On"
H,
"machineType": "",
“manufacturer": "IBM",
"manufactureDate”: "2511",
"manufacturerId": "20301",
"model": "",
“name": "Fan Logic 01",
"overallHealthState": "Normal",
“parent”: {

"uri": "chassis/671D5D9EBB4440A49D9DAFOBA9EDFB36",

"uuid": "671D5D9EBB4440A49DIDAFOSA9EDFB36"
I8
"partNumber": "81Y2990",

“productId": "338",

“productName": "IBM Fan Pack Multiplexor Card",

"status": "Non-Critical",

"serialNumber": "",

"slots": [1],

"type": "FanMux",

"uri": "fanMux/4247F859984711E08372E99E4175BAB0",

"uuid": "4247F859984711E08372E99E4175BAB0"
I8
{

"cmmDisplayName": "Fan Logic 02",

"cmmHealthState": "Non-Critical",

"dataHandle": 0,

"description”: "Fan Logic Module",

"excludedHealthState": "Normal",

"FRU": "81Y2912",

“fruSerialNumber": "Y031BG16DOCE",

“hardwareRevision": "4.0",

"leds": [{

"color": "Amber",
"location”: "FrontPanel",
"name": "FAULT",
"state": "On"

H,

"machineType": "",

"manufactureDate”: "2511",

"manufacturer": "IBM",

"manufacturerId": "20301",

"model": "",

“name": "Fan Logic 02",

"overallHealthState": "Normal",

“parent”: {

“uri": "chassis/671D5D9EBB4440A49D9DAFO8A9EDFB36",

"uuid": "671D5D9EBB4440A49D9IDAFO8A9EDFB36"
I3
“productId": "338",

"productName": "IBM Fan Pack Multiplexor Card",
“partNumber": "81Y2990",
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“serialNumber": "",
“slots": [2],
"status": "Non-Critical",
“type": "FanMux",
“uri": "fanMux/T71F72BE3985011E0B5A8E216694D6175",
"uuid": "71F72BE3985011E0B5A8E216694D6175"
3
{ "switches": [] },
{ "excludedHealthState": "Normal" },
{ "overallHealthState": "Normal" },
{ "inventoryState": null }

1}
]
H
}
1
BBEERER
{

"2020-03-23T12:41:28.045": {
"cabinetlist": [{
"cabinetName": "STANDALONE_OBJECT_NAME",
“chassislist": [{
"itemName": "SN#Y010BG57Y01G",
"itemUUID": "671D5D9EBB4440A49D9IDAFO8A9EDFB36",
"itemParentUUID": "",

“itemLocationRoom": "",
“itemLocationRack": "",
"itemLocation": "No Location ConfiguredL",
"itemLowerUnit": 0,
"itemType": "CHASSIS",
"itemHeight": 10,
"itemSubType": "unknown_type",
“itemInventory": {
"accessState": "Online",
"activationKeys": [],
"backedBy": "real",
"bladeSlots": 14,
"cmmDisplayName": "SN#Y010BG57Y01G",
"cmmHealthState": "Non-Critical",
“ecmms": [{
"accessState": "Online",
“backedBy": "real",
“cmmDisplayName": "Standby CMM",
“dataHandle": 1584981183026,
"cmmHealthState": "Normal",
“description”: "CMM",
"firmware": [{
"build": "1AON580",
"classifications": [],
“date": "2020-03-20T04:00:002",
“name": "CMM firmware",
"revision": "58",

"role": "",
"status": "",
“type": "CMM firmware",
"version": "2.5.0"

H,

"FRU": "68YT7032",

“fruSerialNumber": "Y030BG168020",
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"hostConfig": [],
“ipInterfaces": [{
"IPv4DHCPmode": "UNKNOWN",
"IPvdenabled": false,
"IPvéDHCPenabled": false,
"IPvéenabled": false,
"IPvéstatelessEnabled”: false,
"IPvéstaticEnabled": false,
"label": "External”,
"name": "eth0"
H,
"errorFields": [],
"excludedHealthState": "Normal",
"leds": [{
"color": "Amber",
"location": "FrontPanel",
"name": "FAULT",
"state": "0ff"
H,
“machineType": "",
"manufacturer": "IBM",
"manufacturerId": "20301",
"model": "",
"name": "Standby CMM",
"overallHealthState": "Normal",
“partNumber": "68Y7054",
"parent”: {
"uuid": "671D5D9EBB4440A49D9DAF08A9EDFB36",
"uri": "chassis/671D5D9EBB4440A49D9DAFO8A9EDFB36"
I8
“powerAllocation”: {
"maximumAllocatedPower": 20,
"minimumAllocatedPower": 20
I8
“productId": "65",
“role": "backup",
“serialNumber": "",
"slots": [2],
"type": "CMM",
"uri": "cmm/F1F06BE6946511E089AEB98T1E6892B2",

"userDefinedName": "",

"userDescription”: "",

"uuid": "F1F06BE6946511E089AEB9871E6892B2"
H,
“complex": [],
“contact": "No Contact Configured",
“dataHandle": 1584981227532,
"description”: "Lenovo Flex System Chassis",
“displayName": "SN#Y010BG57Y01G",
“encapsulation”: {

"encapsulationMode"”: "normal"”
8
“energyPolicies": {
"acousticAttenuationMode": "0ff",
"hotAirRecirculation": {

"chassisBay": [],

"isEnabled": false,

"maxVariation": 9.0
I
"powerCappingPolicy": {
“cappingPolicy": "OFF",
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“currentPowerCap": 0,
“maxPowerCap": 5010,
“minPowerCap": 1504,
“powerCappingAllocUnit": "watts"
1
"powerRedundancyMode”: 4
}
“errorFields": [],
"excludedHealthState": "Warning",
“fanSlots": 10,
“"fanMuxes": [{
"cmmDisplayName": "Fan Logic 02",
“cmmHealthState": "Non-Critical",
"dataHandle": 0,
“description”: "Fan Logic Module",
“excludedHealthState": "Warning",
"FRU": "81Y2912",
“fruSerialNumber": "Y031BG16DOCE",
“hardwareRevision": "4.0",
"leds": [{
“color": "Amber",
“location": "FrontPanel",
“name": "FAULT",
"state": "On"
H,
“machineType": "",
"manufactureDate": "2511",
“manufacturer": "IBM",
“manufacturerId": "20301",
“model": "",
“name": "Fan Logic 02",
“overallHealthState": "Warning",
“parent”: {
"uuid": "671D5D9EBB4440A49D9IDAFOSA9EDFB36",
"uri": "chassis/671D5D9EBB4440A49D9DAF08A9EDFB36"
I8
“partNumber": "81Y2990",
“productId": "338",
“productName": "IBM Fan Pack Multiplexor Card",
“serialNumber": "",
"slots": [2],
“status": "Non-Critical",
“type": "FanMux",
"uri": "fanMux/T71F72BE3985011E0B5A8E216694D6175",
"uuid": "T1F72BE3985011E0B5A8E216694D6175"

H,
"fanMuxSlots": 2,
“fans": [{

“cmmDisplayName": "Fan 06",
"cmmHealthState": "Normal",
“dataHandle": 0,

“description”: "IBM Fan Pack",
“errorFields": [],
"excludedHealthState": "Normal",

“firmware": [{
Ilbu]'ldll: IIII,
"classifications": [],
Ildatell: IIII’

“name": "Fan Controller",
“revision": "226",

||r0le||: ,
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"status": "",
“type": "Fan Controller”,
"version": "226"
H,
"FRU": "88Y6685",
"fruSerialNumber": "YK10JPB69582",
"hardwareRevision": "4.0",
"leds": [{
“color": "Amber",
"location": "FrontPanel",
"name": "FAULT",
"state": "0ff"
H,
“machineType": "",
"manufactureDate”: "2411",
"manufacturer": "IBM",
"manufacturerId": "20301",
"model": "",
“name”: "Fan 06",
"overallHealthState": "Normal",
"parent”: {
"uuid": "671D5D9EBB4440A49D9DAF0SA9EDFB36",
"uri": "chassis/671D5D9EBB4440A49D9DAFO8A9EDFB36"
h
“partNumber”: "88Y6691",
"posID": "11",
“powerAllocation”: {
"maximumAllocatedPower": 75,
"minimumAllocatedPower": 75
I
“powerState": "Unknown",
“productId": "342",
“productName": "80mm Fan Pack for ITE Cooling",
"serialNumber": "",
"slots": [6],
"type": "Fan",
"userDescription”: "",
"uri": "fan/7293CA21938011E0BC13CB5D330B7C19",
"uuid": "7293CA21938011E0BC13CB5D330B7C19",
"ypdID": "373"
H,
"height": 10,
“isConnectionTrusted": "true",
“lastOfflineTimestamp": -1,
"ledCardSlots": 1,
"leds": [{
“color": "Blue",
“location": "FrontPanel",
“name": "Location”,

"state": "0ff"
H,
"location": {

“location”: "No Location ConfiguredL",
"lowestRackUnit": 0,

IlrackII: IIII’

IlroomlI: nn

}’

"machineType": "8721",
“managerName": "UNKNOWN",
"managerUuid": "UNKNOWN",

"manufacturer": "IBM",
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"manufacturerId": "20301",
"mmSlots": 2,

"model": "HC1",

“"name": "SN#Y010BG57Y01G",
"nist": {

“currentValue": "Compatibility",

"possibleValues": ["Nist_800_131A_Strict","unsupported”,"Nist_800_131A_Custom","Compatibility"]
I8
"nodes": [{

"accessState": "Online",

"activationKeys": [],

"addinCards": [],

"addinCardSlots": 0,

"arch": "Unknown",

“backedBy": "real",

“bladeState": 0,

“bladeState_health": "CRITICAL",

"bladeState_string": "Init failed",

“bootMode": {

“currentValue": "",
“possibleValues": []

1
"bootOrder": {

"bootOrderList": [],

"uri": "nodes/DUMMY-671D5D9EBB4440A4-CHASSIS(1)-BLADE(7)/bootOrder"”
I
“cmmDisplayName": "Node 07",
“cmmHealthState": “Critical”,
“complexID": -1,

“contact": "",

"dataHandle": 1584981175839,
“description”: "",

“driveBays": 0,

"drives": [],
“embeddedHypervisorPresence": false,
“encapsulation”: {

"encapsulationMode”: "notSupported”
I
"errorfields": [

{ "HostAndDomain": "NO_CONNECTOR" },

{ "PhysicalAndLocation": "NO_CONNECTOR" },

{ "Encapsulation”: "NO_CONNECTOR" },

{ "Memory": "NO_CONNECTOR" },

{ "ServerFirmwareData": "NO_CONNECTOR" },

{ "RackCPU": "NO_CONNECTOR" },

{ "ServerOnboardPciDevices": "NO_CONNECTOR" },
{ "BootMode": "NO_CONNECTOR" },

{ "SecureBootMode": "NO_CONNECTOR" },

{ "BootOrder": "NO_CONNECTOR" },

{ "FlashDimm": "NO_CONNECTOR" },

{ "HostMacAddress": "NO_CONNECTOR" },

{ "VnicMode": "NO_CONNECTOR" },

{ "RemotePresenceEnabled": "NO_CONNECTOR" },
{ "ActivationKey": "NO_CONNECTOR" },

{ "LanOverUsbMode": "NO_CONNECTOR" },

{ "ServerStaticMetrics": "NO_CONNECTOR" },

{ "ScalableComplexPartitionUUIDData": "NO_CONNECTOR" },
{ "ActiveAlerts": "NO_CONNECTOR" },

{ "PFAConfiguration": "NO_CONNECTOR" },

{ "ServerIPaddresses": "NO_CONNECTOR" 1},

{ "FaceplateInfo": "NO_CONNECTOR" },
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{ "I0CompatibilityData": "NO_CONNECTOR" },

{ "LanOverUsbPortForwardingModes": "NO_CONNECTOR" },

{ "ServerConfigFiles": "NO_CONNECTOR" }
l,
"excludedHealthState": "Normal",
"expansionCards": [],
“expansionCardSlots": 0,
"expansionProducts": [],
“expansionProductType": "",
"faceplateIDs": [],
"firmware": [],
"flashStorage": [],
"FRU": "",
"fruSerialNumber": "",
"has0S": false,
"hostMacAddresses": "",
“ipInterfaces": [],
"isConnectionTrusted": "true",
"isITME": false
"isRemotePresenceEnabled": false,
"isScalable": false,
“lanOverUsh": "disabled",
“lanOverUshPortForwardingModes": [],
"leds": [],
“location": {

"location”: "",

"lowestRackUnit": 0,

"rack": "",

"room": ""
}
“logicalID": -1,
"m2Presence"”: false,
“machineType": "",

"manufacturer": "",
"manufacturerId": "",
"memoryModules”: [],
“memorySlots": 0,
"“mgmtProcType": "UNKNOWN",

"model": "",

"name": "Node 07",

"nist": {

“currentValue": "Unknown",

"possibleValues": ["Nist_800_131A_Strict","unsupported”,"Compatibility"]
I8
“onboardPciDevices": [],
"osInfo": {

"description": "",

"storedCredential”:

I
"overallHealthState": "Normal",
"parent”: {
"uri": "chassis/671D5D9EBB4440A49D9DAFO8A9EDFB36",
"uuid": "671D5D9EBB4440A49DIDAFOSA9EDFB36"
}
“partitionID": -1,
“partNumber": ""
“pciCapabilities": [],
"pciDevices": [],
"ports™: [,
"posID": "",
“powerAllocation”: {
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"“maximumAllocatedPower": 0,
"“minimumAllocatedPower": 0

I
“powerStatus": 0,
“powerSupplies": [],
“primary": false,
“processors": [],
“processorSlots": 0,
“productId": "",
“productName": "",
“raidSettings": [],
"secureBootMode": {

“currentValue": "",

“possibleValues": []
1
“securityDescriptor”: {
“managedAuthEnabled": false,
"managedAuthSupported”: true,
“publicAccess": false,
“roleGroups": ["lxc-supervisor"],
"storedCredentials": {

"description”: "Credentials for null",

"id": "1703",

"userName": "USERID"
8
"uri": "nodes/dummy-671d5d9ebb4440a4-chassis(1)-blade(7)"

}

serialNumber": "",

"slots": [7],

"status": {
"message”: "managed",
“name": "MANAGED"

I

"subSlots": [],

"subType": "",

“tlsVersion": {

“currentValue": "Unknown",

“possibleValues": ["unsupported","TLS_12","TLS_11","TLS_10"]

}7

Iltgpell: "ITE",

“uri": "nodes/DUMMY-671D5D9EBB4440A4-CHASSIS(1)-BLADE(T)",
"userDefinedName": "",

"userDescription”: "",

“uuid": "DUMMY-671D5D9EBB4440A4-CHASSIS(1)-BLADE(T)",

"vnicMode": "disabled",

“ypdID": ""

H,

"overallHealthState": "Warning",

“parent": {

“uri": "cabinet/",

"uuid": ""
},
"partNumber": "88Y6660",
"passThroughModules": [],

"posID": "14",

"powerAllocation”: {
“allocatedOutputPower": 1504,
“midPlaneCardMaximumAllocatedPower": 38,
“midPlaneCardMinimumAllocatedPower": 38,
“remainingOutputPower": 3506,
“totalInputPower": 5445,
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"totalOutputPower": 5010
H
“powerSupplies”: [{

“dataHandle": 0,

“cmmDisplayName": "Power Supply 06",
"cmmHealthState": "Non-Critical",
"description": "Power Supply",

"excludedHealthState": "Warning",

"firmware": [{
Ilbuildll: IIII’
"classifications": [],
IldateII: IIIIy

“name": "Power Supply Firmware",
"revision": "0",

"role": "",
"softwareID": "",
"status": "",
"type": "Power Supply Firmware",
"version": ""
} 1,

"FRU": "69Y581T7",
“fruSerialNumber": "ZK125115V0VS",
"hardwareRevision": "5.0",
"healthState": "NA",
"inputVoltageIsAC": true,
“inputVoltageMax": -1,
“inputVoltageMin": -1,
"leds": [{

"color": "Green",

"location”: "Planar",

Ilnamell: IIOUT",
"state": "0ff"
H,
"machineType": "",

"manufactureDate": "2211",

"manufacturer": "IBM",

"manufacturerId": "20301",

"model": "",

“name": "Power Supply 06",

“overallHealthState": "Warning",

"parent"”: {
"uri": "chassis/671D5D9EBB4440A49D9DAFO8AIEDFB36",
"uuid": "671D5D9EBB4440A49DIDAFOSA9EDFB36"

I

"partNumber": "69Y5801",

"posID": "60",

"powerAllocation”: {
"totalInputPower": 0,
“totalOutputPower": 343

I8

"powerState”: "Unknown",

"productId": "303",

“productName": "IBM 2500 W Power Supply",

“serialNumber": "",

“slots": [6],

“type": "PowerSupply”,

"uri": "powerSupply/04382F96885411E00095009500950095",

"userDescription": "",

"uuid": "04382F96885411E00095009500950095",

"vpdID": "128"

1,
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"powerSupplySlots": 6,

“productId": "336",

"productName": "IBM Chassis Midplane",
"securityDescriptor": {

“managedAuthEnabled": false,

"managedAuthSupported”: true,

“publicAccess"”: false,

“roleGroups": ["lxc-supervisor"],

"storedCredentials": {

“description”: "Credentials for null",
"id": "1703",
"userName": "USERID"

}
"uri": "chassis/671d5d9ebb4440a49d9daf08a9edfh36"
h
"SecurityPolicy": {

“cmmPolicyState": "ACTIVE",

"cmmPolicylevel": "SECURE"

}
"serialNumber": "23DVG73",
"status": {

“message": "MANAGED",

“name": "MANAGED"

1,
"switches": [{

"accessState": "Online",

"accessStateRecords": [{

“health": "OFFLINE",

"ipAddress": "10.241.53.20",

"messageBundle": "com.lenovo.lxca.inventory.base.bundle.connections.messages”,

"messageDisplay”: "Authentication failed occurred due to HTTP 401 - Unauthorized (OpenPegasus Error: \"User Unauthorized\").",

"messageID": "0510",

"messageParameter": "HTTP 401 - Unauthorized (OpenPegasus Error: \"User Unauthorized\")",

“protocol”: "CIM",

"username": "USERID",

"timestamp": 1584709239559,

“trusted": true
H,

"attachedNodes": [],

“backedBy": "real",

“cmmDisplayName": "I0 Module 04",

“cmmHealthState": "Normal",

“dataHandle": 1584981209777,

“description”: "FC5022 16Gh SAN Scalable Switch",

"deviceName": "FC5022",
“errorFields": [{
"I0CompatibilityData": "FETCH_FAILED"

H,
"excludedHealthState": "Normal",
“firmware": [{

"classifications": [],

"build": "",

“date": "2016-04-19T704:00:002",
“name": "Main Application",
"status": "Active",
“type": "Main Application”,
"version": "7.4.1¢"
H,
“FRU": "00Y3329",
“fruSerialNumber": "Y050UZ67D009",
“ipInterfaces": [{
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"IPv4DHCPmode": "DHCP_THEN_STATIC",
"IPvdenabled": true,
"IPvéenabled": true,
"IPvéDHCPenabled": true,
"IPvéstatelessEnabled": true,
"IPvéstaticEnabled": false,
"label": "",
"name": "joe0"
H,
"leds": [{
“color": "Amber",
"location": "FrontPanel",
“name": "FRU Fault",
"state": "Off"
H,
"machineType": "",
"manufacturer": "LNV",
"manufacturerId": "20301",
“model": "",
"name": "I0 Module 04",
“ntpPushEnabled”: false,
“ntpPushFrequency"”: 17,
"overallHealthState": "Normal",
"parent”: {
"uuid": "671D5D9EBB4440A49D9DAFOSA9EDFB36 ",
"uri": "chassis/671D5D9EBB4440A49D9DAF08A9EDFB36"
I
"partNumber": "00MM452",
"ports": [],
"posID": "17",
“powerAllocation”: {
"maximumAllocatedPower": -1,
"minimumAllocatedPower": -1
I8
"powerState": "On",
“productId": "329",
"productName": "Flex System FC5022 24-port 16Gb SAN Scalable Switch",
“protectedMode": "Not supported”,
"securityDescriptor”: {
"managedAuthEnabled": false,
"managedAuthSupported”: true,
"publicAccess": false,
“roleGroups": [],
"storedCredentials": {
"description": "Credentials for null",
"id": "1702",
"userName": "USERID"

I

"uri": "switches/AE986BEC1DD1B201684FC4F57C3B16B6"
I
"serialNumber": "",
"slots": [4],

"stackMode": "N/A",
"type": "Switch",
"uri": "switches/AE986BEC1DD1B201684FC4F57C3B16B6",
"userDefinedName": ""
"userDescription": "",
"uuid": "AE986BEC1DD1B201684FCAF57C3B16B6",
"ypdID": "309"
H,
"switchSlots": 4,
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"tlsVersion": {
“currentValue": "TLS_12_Server",
“possibleValues": ["TLS_12_Server","unsupported","TLS_12_Server_Client","SSL_30"]
I
"type": "Chassis"”,
"uri": "chassis/671D5D9EBB4440A49D9DAF0SA9EDFB36",
"userDefinedName": "SN#Y010BG57Y01G",
"userDescription”: "",
"uuid": "671D5D9EBB4440A49D9DAFO08A9EDFB36",
"vpdID": "336"
}

H,

"complexList": [],

"height": 52,

"nodelist": [],

"location": "",

"placeholderList": [],

"room": "",

"storagelist": [],

"switchlist": [],

"UUID": "STANDALONE_OBJECT_UUID"
1
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IF Settings

If you use OHCF and an extemal sscurity certificate. make sure that the address leases for the management server on the

DOHCZR s2rver are permanant to avoid communication issues with managed resources when thae managemeant ssrver [P
address changes.

Cine network interface detected:

Eth0: [ Enabled - used to | discover and manage hardware and manage and deploy operating system im... | = [ (#
IPvd IPve

) Use siatzless address auto configuraton | =
Use statically assigned (P addrass = s

Ethi- |IF addrass:

* |F address: o - ) .
fd5h:faafe1ab:2021:5054. F.fac4.dfB7
Metwors Mask
Prefiz Length: B4

Default Gatewsy: Gateway:
gateway: AUTO
Save |P Settings Restart Back

3. SN HRIUERRENERER®E -
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5. Fi— 1 BT RREh A F R B A PR R A o

116 Lenovo XClarity Administrator [¥] B 51 B Tt



FMNE REFFE RO REREE

o A S A 17 B 78 DT PR A T S R R R

HFHEEFEEEARBENRDELCTEH

7 £ Lenovo XClarity Administrator #f#3 ] BB 2 —LLRF[H] o #E 51 & BUR TAERRE -
BF

Un SR A 3R PP AL B0 > Rl SE R B R

o EAEDNBUGHLH - A LIBUH M AR o

o HORF EIBUHIGE - 5P RO IR BRI A R R R BUE L
o QIR bl R AR DR R o BT R SR AR

B RE @ — ELIROH 00 R e B HT R ) R M A o B AT RS R L M A

XClarity Administrator (R B P B ENBER —HFZH

Lenovo XClarity Administrator € 75 M FE 7 ] 68 11 - DUBESAE CERE o R SR AE A 00 i 5 52 B Al 207 6 B
B PH XClarity Administrator #5114 BRI #5 © EHTRCE) - JIl— B4 PR R #5458 2 #F 1L B2 > XClarity
Administrator $ % A REFLE 22 H -

iR
LN A R o DA P R R
| EME R E R E RS IEEEA -
o R — BOM R R AR A B A0 2 22 11 - o BT R B A o
WA R LA > 55 F-EMIBR /opt/lenovo/lxca/bin/QUIESCE_MODE FLAG H& % -

BYEE : UL BRTE 22 root AP HUHE o AT BLAE BR AT A SC I 45 SCiR L -
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+ Target Results: With Errors: 1 Running: 0 Completed: 0

Target Message

VDISK_CH4-VS: 10 Module 03: VO Module Bay 3. Failed

10

Timestamo Mezszage

April 18, 2016 at 11:47:50 TaskMaanger: IO Module 03 bay 3 (172.16.25.153)
IOM: Starting new process for task_id 9.

April 18, 2018 at 11:47:50 10 Module 03 bay 3 (172.16.25.153): I0M TaskType is:

IOM : ues = CMMDelay=0, immDelay=0,
pciCheck=true

Agpril 18, 20116 at 11:56:19 I_|ﬂ_u|1rluh1 03 hav 3 (1721625 1531 10K Benoded
E

=* ERROR ***. Firmware download operation failed.

April 18, 201G at 11:58:21 TaskManager: 10 Module 3 bay 3 (172.16.25.153):
IOM: Tagk_id 9 failed. rc=62
April 18, 2018 at 11:55:21 TaskManager: 10 Module 03 bay 3 (172.16.25.153):

I0K: StopOnError: Canceling the remaining non-
required tasks in the job...
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