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£1E T
AFE H A A a0 ] i A Lenovo XCC Logger Utility H #2485 i oh 8,

Lenovo XCC Logger Utility 126t 7 —41 M Think System XCC KBURGFEHEHM T H, £8)
Lenovo XCC Logger Utility, 458 5 7] DL Z G HARBUAR L XCC A im0, IR X se i
W B A H Windows/Linux #IERZMHEMHHB/RE H B,

AFEHi &M T Linux i)t Lenovo XCC Logger Utility.
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F2FE RHEEX

Zfi f] Linux )l Lenovo XCC Logger Utility, & 452 7% & DL T i EoK:
1L RAUTHRERGEZ —:

Red Hat Enterprise Linux 8.4 3¢5 & it A

Red Hat Enterprise Linux 9.0 3¢5 & AR
SUSE Linux Enterprise Server 15.3 35 & iR A<
SUSE Linux Enterprise Server 15.4 3¢5 & U4
Ubuntu 22.04.x 2% R A

2. EHAERG LRI R 1PMI W32 )7
BWIERAE R L RRE WM KeePass XC M IH CLI w4,
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FI3IFE ZE
AREAPWMATERANE RS L 3K Lenovo XCC Logger Utility

TERZFEFEY, Lenovo XCGC Logger Utility 223/l XCC ] Ethernet-over-USB Jjfig 33K HL IP
ik, BEAh, BSAE XCC HHTRE— A B HEBURM XCC ik, HTIRR XCC F 1+,

Bk B SEIE 2 UM% 75 SRR . AR R B XK T KeePass XC I CLI iy 4, WIAEH]
“keepassxc.cli” T4 KRG ME HFEUE, AW, Kol F A SO SR AR % AR IE

{: Lenovo XCC Logger Utility 2 it KCS % H Ui A A& XCC R#EFHHE, HILHEBH
XCC i KCS #H,

¥t F Red Hat Enterprise Linux 2 SUSE Linux Enterprise Server &4t

1. M Lenovo XF# M ¥i T # xcclogger-*.rpm 2
2. K200 H R E U0 LR R AR %
3. BITU P& LRI A
# sudo /usr/bin/rpm -ivh xcclogger-*.rpm
[root@rhel86 ~]# sudo fusr/bin/rpm -1vh xcclogger-1.0-7.x86 64.rpm
Verifying... HHHARHHH AR AR [100% ]
1 HHHHUH R R [ 100% ]

- HHHRHHRHRHHRGHRAHAFRRHRAHRARRARAH [ 100% )
Begin wnitialize procedure.
Getting XCC IP...

Creating XCC account...

Using credential file.

Saved credential

Update configuration file.

A new certificate 1s umported.
Initialize procedure finished normally.
[root@rhelss ~1# [

' F Ubuntu &%

1. M Lenovo X FM ¥ T 3K xcclogger-*.deb
2. BT H R E YO BRI E 5
3. BT T & &3 E

# sudo /usr/bin/dpkg -i xcclogger-*.deb
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xcclogger-1. x86_64.deb
xcclogger (1.0.7) ...
IE#E#E xcclogger (1.0.7) ...
Begin wnitialize procedure.
Getting
Creating XCC &
Using credentlal file.
Saved credential
Update configuration file.
A new certificate 1s umported.
Initialize procedure finished normally.

FAmEL

RENH P AENA, RENGRE LR R ERETLRKR)E, W RT3
ft Lenovo XCC Logger Utility,

E: WRH P AELRSEPRABEEMNE, HHEAEFIIEK Lenovo XCC Logger Utility HJ
BATHEL, WITEH AT Fh # iR,

F- 30 5 i iy A 15 i
# sudo /opt/lenovo/xcclogger/xcclogger -i [-u]

TR S RS R MR M, EREHEULTHRTHEM: REMNSEH Lenovo
X(gﬁ(}] Logge;‘clél:tlhty TR RS R IEF RIS B 7 3 RS WE G, SN BR 7 282
Z Y is 17

(FA[3E) WREEET “-u” , Lenovo XCC Logger Utility 247 H P i NEBLE ) XCC 1K/ 1%
MAE, MAREE/EHHTIRENEN XCC K/, ZEIES DLmE o7 NE# .
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FA4E HESH
AREE W Lenovo XCC Logger Utility it 5 £

S SHRESH
WA FEF A IEY::

# lopt/lenovo/xcclogger/xcclogger -r [-u] [-s <start time> | --starttime <start time>] [-e <end time> |
--endtime <end time>]

MRABET “o” ETH, Lenovo XCC Logger Utility 5 fiff FI fR 77 1 75 1E 38 i K8 £ X 4% 3 %
(Ethernet-over-USB) iJi[i] XCC i Redfish k55,

WRFEBEET “x” M “u”, Lenovo XCC Logger Utility 2%~ H i AN P & figss (i
ARG AR P A ER) RETFARS, EORZX—R, REREIEA2WEE, 3 H
R TIREEREE “u” WM,

WMRIEET “-s” B “--starttime” , WAL H <start time> $85E W I8 [T 4k B A2 B 4
MPIRET “-e” B “--endtime” , WAL E <end time> $55E 1IN 7] B 4 B 9 F5 44,
<start time> il <end time> W} [HFZFF N K H YYYY-MM-DD HH:mm:SS ¥ H& T5]5 W,

Bln: -s “2000-01-01 12:00:00”

M XCC KB FMFAFTEHAFE BB, EERREEERAT RS EEREHS. GRS
PRAE LA JE e BT, W24 A U RO B A

A Y21 Lenovo XCC Logger Utility X3 ¥4 N “check.dat” FRGF—FKidxk, ZidgkHa
FRFFENNE, AT EMRERGRSEME, MRS R, T — kS W
MG A FI AR LRI, MR T <start time> /B <end time>, MR
g b 3E %

M Lenovo XCC Logger Utility WAL E, W DAMBIEMRBWEAAMERZRAHE (RINE
UF, 2MEFARMAAE) , FETUHEXFHHEIEKX, HSH [BE] =5, THES
HUIE B,
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[root@rhel86 ~]# /opt/lenovo/xcclogger/xcclogger -r
Begin report procedure.

Found 4 platform event.

Ignore check pownt data, may be first reporting.
reported 4 platform new events

Found 121 audit event.

Ignore check pownt data, may be first reporting.
reported 121 audit new events

Found 1 active event.

Ignore check pownt data, may be first reportung.
reported 1 active new events

Found 72 maintenance event.

Ignore check pownt data, may be first reportung.
reported 72 malntenance new events

Found @ sa event.

Report procedure finished normally.

[root@rhel86 ~J# JJ

Jun 23 08:23:10 LENOVO-LAGX1754 XCCLogger[51519]: [2021-12-08T07:11:56.590+00:00][1211][Warning] [LogEnt
ry] Numeric sensor CMOS Battery going low (lower non-critical) has asserted.

Jun 23 08:23:10 LENOVO-LAGX1754 XCCLogger[51519]: [2021-12-08T07:11:56.715+00:00][1212][Critical][LogEn
try] Numeric sensor CMOS Battery going low (lower critical) has asserted.

Jun 23 08:23:10 LENOVO-LAGX1754 XCCLogger[51519]: [2021-12-08T07:11:56.998+00:00][1213][Critical][LogEn
try] Fault in slot PCIe Riser 1 on system ThinkSystem SR650V3.

B cron fEALIREEH

TR XCC FIE T HE, WA Lenovo XCC Logger Utility 43 fthfir & —FE1E N
cron fEXLHAT, 1550 crontab WFM I, PLTMFHEZ HAME L,

Mk, WA Lenovo XCC Logger Utility ' #J Linux shell 7 “add_task.sh” . ZA
Al P55 Lenovo XCC Logger Utility — i T 2,

iy A i
o N mEk B AR 55

# /bin/bash add_task.sh -i <time interval in seconds>

FB—RPUT AT A B, 28 Lenovo XCC Logger Utility 818 —1 cron 1EMk, MK, #
2 HES B b i a2 W T I IV [0 Rl 33 TH A 55

W LRI R DA Bhr, HAAZ2 60 FYfERC,
o MIBRIESS

# /bin/bash add_task.sh -d

¥ 2 M Bk Lenovo XCC Logger Utility #J cron fEMk,
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E5F BE

A FE A G 25/ M X Lenovo XCC Logger Utility AL &,

BINEUT, 2ELEHFE (Jopt/llenovo/xcclogger/) FRIE—1 %N “config.ini” MIHLE XA,
HICHE T RE R S DA T A

[xcc]

ipaddr = 169.254.95.118
username = xcclogger
[report]

severity_ok = true
severity_warning = true
severity_critical = true
severity_others = true
platformlog = true
auditlog = true
activelog = true
maintenancelog = true

salog = true

format_string = [%Created%][%EventIld%l] [%Severity%][%Name%)] %Message%

e “xcc - ipaddr” & Ethernet-over-USB Il it i i £l PR 45 L 25 1 TP Hb ik,
- fEEFEET, RE2 A M XCC FRRZ L,
- AT ES AR, BRAEH PR EMN D AW G kR g,

E: RASA T AT IS B EIE L 3UR T % IP #ilkds m i [/ — XCC,
e “xcc - username” & XCC WK/ HH 4,
- BT, ZHPEN “xcclogger” , I H UK ¥ AE LS B H B Lenovo XCC Logger
Utility H 3h 8 & s 5 Hr,
- Qﬂﬁgﬁﬁ)ﬁiﬁiﬁﬁ?*ﬂﬁﬁ‘%%ﬁﬁﬁﬁ CUT HRETHAMA A, WA ARk E
F 4o
- AEFHELRBM 4, & MNEIET 2RI

13 . b 13 . . b 13 . o . 2
o report - severity ok” . “report - severity warning” . “report - severity_critical”’ Fll

“report - severity _others” R BB IERE R W BELE, WEIEN false, M2 MHEHI AR,
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e “platformlog” . “auditlog” . “activelog” . “maintenancelog” Fil “salog” &7 &k
HIRE R, WRBN false, W2 HWHIAH,

*  “report - format_string” W[ H T H&ESCHMEH L. Bxt “%” 755 IO 57K B 0 0
P R S B 24 R

SCHRFRY QT
Rty X i
Created = A B AY INFTE) 2021-12-02T11:31:12.628+00:00
Eventld R E T 1
Severity AR RS | o OK
* Warning
¢ Critical
Name FIFJA4 B | LogEntry
Message FHA4WHE The connector Front VGA Detect has been connected.
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F6E HEH

A TEA AT AR R G P #1 2k Lenovo XCC Logger Utility

: #E)5, /opt/llenovo/xcclogger H 3% [ i i A7 SO EB 2 WM Bk . W SRA 75 ZLAR B M 3L
P, AR AT D BR Ay A Z i S K 4% DL S5 3 B H Al H 3%,

¥t F Red Hat Enterprise Linux 2% SUSE Linux Enterprise Server 2%

1. BITPA T ARt

# sudo /usr/bin/rpm -e xcclogger

[root@rhel86 ~]# sudo /usr/bin/rpm -e xcclogger

Begin delete procedure.
Delete procedure finished normally.

3 F Ubuntu &%:

1. BT T a4t 6
# sudo /usr/bin/dpkg -r xcclogger

ntu224:~% sudo /usr/bin/dpkg -r xcclogger
HEE ... SEIFEZEE 164547 M EZF. )

xcclogger ( 207 i e

éegin delete procedure.
Delete procedure finished normally.
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BTE ERLRIBE

ARFESHHA K Lenovo XCC Logger Utility F$E 7~ FI B 12 M o

A EFT I K iR B H M XCC K/~
WSS 6 T “FRH ML

EH “-u” ZEOTHE LA IA B XCC K I A &8 BIA K

WABIRIREIEEHF

BOBT it M FAE 20 AE “check.dat” 1o WIRMER 7 RICHE, WG RAEME, AFZHC
WAL, e

# [usr/bin/rm -f /var/log/check.dat

# lopt/lenovo/xcclogger/xcclogger -r

ZREIRH IPMI BHREK

BRR LRI A IPMI R, HEH T XCC M KCS g,

H[i@id XCC ) WebUI Hiih KCS MR, RE] [BMC BLE] - [Z4M], HfK [IPMI over KCS
Vil &ERN BB, WMTERR:
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Clarity Controller2 <€ I ThinkSystem SR650 V3 FHEHR: TDOACTC

EiE
B =%
fRERsheE
SSLIFHEE @
BMC & -~ CLEEEirs, FIEETE: 2025508 2052555855
=hEika
SSHEESH @
¥FeRE
E%% SSH fRsse8=A.

IPMI over KCS 5l @
FAF/LDAP HAGEHEE KCS 1B LRI BMC &7 IPMI 5Tas,

IPMI over KCS ia]: B

Call Home

KeePass XC B %%, {E&R# Lenovo XCC Logger Utility {5 F
B, B CLI 54 “keepassxc.cli” I, Wi JH DLF w4 k4700

# keepassxc.cli -v

HX, Wk LR CLI fiv4 &7 Lenovo XCC Logger Utility ZJ5 &M, WHEFIIHIH Lenovo
XCGC Logger Utility, PA7E KeePass XC B T IR IERIEE. HSME 6 11 “F3hHh
>

1£ SUSE Linux Enterprise Server Z& £ “Ethernet-over-USB”
B AR Bl 4% JE il B8

1E SUSE Linux Enterprise Server 1, Ethernet-over-USB i%%% usb0 i M XCC #4tH DHCP
Ik 55 ARBL 1P 43 L

BERGHETERHEL “usb0: TLHEFREBRAMMU” . (' DHCP = )& AL E P
K, XCC = Lenovo XClarity Controller)

AR A D PRI R A X 4% 8 B e 45 ) TP A A 0 2 1 A4 i B A
X R TR A B
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7% 18 75 ¥
1E YaST WILKHELE N usb0 B EH —A A IP Hilk, B#/ESBWT:

1. £ YaST W RECEBHM “HBEWR” EHRH, MRWEH KRS RS IEE 1 XClarity
Controller, AJ5Hd “miH” .

2. AF CHiHEY EW R, R CHASAER IP HAE” . B\ IP 169.254.95.120, 7F “ T W
E—%” l:l:ﬁij]\ “/24” o

3. BE, MWDoy bk N — e £REMENH, ZENLRE SN letc/hosts BLE L
(i

4, B “F—$7,
5. BWIEELE, WHHRd “He” .

%t%:@?aﬂﬂ&ﬁ% BREP, EF "BEERE, BLEEEH. mR

BAE, ZHE “A” BHRHEL, B “F” RN RRETHMBHRIBLATEOL, Hit
] DL 28 i

Lenovo XCGC Logger Utility £/ XCC WK/, 28K &E -~ ANHILEH, A TREREN,
KA 2 o7 B 22 30K KOP 2 08 B ON S5 — A BEAL A A 3

fER, WSRAE XCC BLE P o 5 A B SO TR TRV SO AR Al 00 T8 5 o B S KO

EXFE DL T, Lenovo XCC Logger Utility 2 JH 58 — M I BUE B, XS VLA 2 5
Lenovo XCC Logger Utility I 1EH 117,

ERZESFHIBRAEIRESD, EF “TEELT IPMI REZEB! HLE
‘BREREEXEER HAEIEENRBERERESEZEBERR
B, SEEERIZEEN 0”7 HA

HE—THRERAR, HABEBE2EN Lenovo XCC Logger Utility M IE# 1217, #H k¥, W
RUTEAFKAEH L, MRAEMHR.

1. REHRZEBZV I Lenovo XCC Logger Utility, (HI, %K/ B&FEALET XCC H)
2. XCC g & H iy g5 Jo 2 5 SE O TRl ) B 308 o R
3. RRZEPIHAT IR L5015k Z 0] 0 I R) 22 8 1 ok 2) v it & 0 sk 1) ) Bl

XA T, XCC 2ELFHELIER, KRB LKL,
A 3 I 5 SR o B )
SRR SR R N IR &2 )5 R R T s AR

SRR R RS N R B BN T LR 3) R RTR R N E WME, BES
RN F -

87 H.EAEBEME 15



. AEN AT IF XCC WebUI & ST ,

HNARE XCC BEHEMP S (RREBERGHA P 4) S DLETE 5%
. k3 “BMC BLE” - “H P /LDAP” - “2R/iEkE”

R R AL TR O TR AT R E Rl 0 BN IR ZE T MME

LB N

Ra, BIRLEET AL,

Gl b O N ==
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X I 7 AR S5 145 B, 18 &S H Y Lenovo REEE ],

fEfTX Lenovo 7™ fil, T2 8k 55 19 5| H 3 B AE W 8 B 7 R BESE H 3% Lenovo 7 fh, TR EIR
%50 REMNRIL Lenovo MIRIT AL, LT[R EIYRERY™ M, FBPeiiss, #UUE Lenovo 7
fh, RPERSS. HE, HP W BAT RSP T oAt i FR P BRI S5 HIE AT

Lenovo 2 & 7] # © #i BIE AR B 3 5 A SCHS p fir 4 8 WA R L F . 3R BEARSORS FF JR 2
2, PAR SO A SR AR o & R e A B R BPF AT OE . KT DL A5 1 5 50 2 A A DA T MLk

Lenovo (United States), Inc.

71009 Think Place

Morrisville, NC 27560

US.A.

Attention: Lenovo VP of Intellectual Property

LENOVO “#BUR” REAHiRY, AHAEMAMRE (TR BI7RWE &) RIE, B
AR PR T 02 B SR AR, @B P AR A2 TG aE B AR GIE . 56 SR8 % X IR FE L 32 5 h A R i
BB WY R RS B B DR AE DRI AR 2R AR AT BB IS T A

AAE KA B B B R O TS 108 e A 0 M 5 B DR B IR RS AR R R R BT T s X B OR G
AAZERHHHT R A . Lenovo 7T DARE XS A H il 49 v 4 38 04977 i A /- P e A et A /s L
i A 55 A7 A

A SRS A 0 5 i S B 3% P T RS AR ECHE At A i SR R R o Al T B8 S BN B 4 T A
T2) o ARCRIPEEHNEBAEMEEY Lenovo 7= MM SR 1E ., HIE Lenovo 58 =J5 MR
FERL s AT r A ] P9 R A BE 7 5 B 71 I A VF T PR, ASSORY rp BT B AR A R A
BRI BN BURRBE. £ HAMBRAER B P IRG R E R TREA .

Lenovo P DAFEE AN 38 25 B4R ] 75 368 FH 243 % 68 i i 43k 80 A AT D6 i TG 2000 % AR 4B Ao A

FEAH A H 3 Lenovo W3l WAL 5| AR RN 7 05 A A 4R By, A8 DU 07 558 4 X6 R
BE R B DR A . AR LE I 3 B BEREAR R Lenovo 7 i PR — 8 43, 58 A 2 IoX i s Sk Fg JXU e
& A AT &

SEAL A & W AT ) P RE BT R R AE Z A S T OG0, BRIk, 7E AR AR IR PR A B T RE A
W R, AR R AR TT R HR S Ll T, PRI PRIIES — BT R 48 EiEAT i i 45
RMF, BLAh, AL W RS HE AT A, ERRAIR TR R . ARSCRH P N 5
IE e R T B8 Y 3 B

& FR

LENOVO. SYSTEM. NEXTSCALE. SYSTEM X. THINKSERVER. THINKSYSTEM #i
XCLARITY % Lenovo W Ri¥r,

Intel & Intel Corporation 73 [l Fil /sl H4th 5] 5¢ i b X A B 45



Linux #& Linus Torvalds WM &5

Microsoft., Windows., Windows Server. Windows PowerShell, Hyper-V. Internet Explorer
fil Active Directory & Microsoft 4 /2 %] W3 M i b

Mozilla Fll Firefox /& Sun Microsystems, Inc. 73 [E F1/55¢ H b 5] 58 sk b X A 3 0 6 s o
Nutanix #& Nutanix, Inc. £ 3% [ Fi1/5% H i [ 5¢ i i X f v Am A0 5l L,

Red Hat & Red Hat, Inc. 73 [ A1 H fth [ 5K al st IX 09 0 9 4

SUSE # SUSE IP Development Limited B3 72 7] 8t )& A 7 B itz

VMware vSphere & VMware 753 [E il /sl H A [ 58 sl st X B 3 43

P A LA R bR 38 R 4% B BT &



#35

1
HE 11
H
BhR  xvii
+
FH O xvii
>
ZHE 5

© Copyright Lenovo 2022, 2022

qi
S L

Pr

i 1

A
AEER 3

[]

ME 9

19



20 Linux i Lenovo XCC Logger Utility ] F* #85






HBES: SP47A30098

Printed in China

(1P) P/N: SP47A30098



	目录
	第 1 章  简介
	第 2 章  系统要求
	第 3 章  安装
	对于 Red Hat Enterprise Linux 或 SUSE Linux Enterprise Server 系统
	对于 Ubuntu 系统
	手动初始化

	第 4 章  报告事件
	通过命令报告事件
	通过 cron 作业报告事件

	第 5 章  配置
	第 6 章  卸载
	对于 Red Hat Enterprise Linux 或 SUSE Linux Enterprise Server 系统
	对于 Ubuntu 系统

	第 7 章  常见问题解答
	如何更新凭证或设置其他 XCC 帐户
	如何再次报告旧事件
	安装过程中 IPMI 请求失败
	KeePass XC 已安装，但未被 Lenovo XCC Logger Utility 使用
	在 SUSE Linux Enterprise Server 系统中无法为“Ethernet-over-USB”启用虚拟网络适配器
	在安装或手动初始化过程中，显示“密码已设置，但无法更新。请忽略。”消息
	在安装或手动初始化过程中，显示“无法通过 IPMI 设置密码！请检查“最短密码更改时间间隔”并等到设置的时间间隔过去之后再重设密码，或将时间间隔设置为 0”消息

	声明
	商标

	索引

