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About this publication

This book provides instructions for installing the Lenovo XClarity Integrator Deployment Pack for Microsoft
System Center Configuration Manager and using the integrated features to deploy operating systems to
Lenovo servers in your environment.

Conventions and terminology

Paragraphs that start with a bold Note, Important, or Attention are notices with specific meanings that
highlight key information.

Note: These notices provide important tips, guidance, or advice.

Important: These notices provide information or advice that might help you avoid inconvenient or difficult
situations.

Attention: These notices indicate possible damage to programs, devices, or data. An attention notice
appears before the instruction or situation in which damage can occur.

Table 1. Terms, acronyms and abbreviations

Term, acronym, or abbreviation Definition

RAID Redundant Array of Independent Disks

OSD Operating System Deployment

SCCM Microsoft System Center Configuration Manager
OneCLI Lenovo XClarity Essentials OneCLI

Web resources

The following web pages provide resources for understanding, using, and troubleshooting Lenovo System x,
BladeCenter servers, and systems management tools.
Lenovo XClarity Integrator

Learn more about how Lenovo System x Lenovo XClarity Integrator for Microsoft System Center provides IT
administrators with the ability to integrate the management features of the System x and BladeCenter
Servers with Microsoft System Center.

Lenovo Web site for Microsoft Systems Management Solutions for Lenovo servers

Locate the latest downloads for the Lenovo XClarity Integrator Add-in for Microsoft System Center Virtual
Machine Manager:

® Lenovo XClarity Integrator for Microsoft System Center Web site

System Management with Lenovo XClarity Solutions

This Web site provides an overview of the Lenovo XClarity solutions that integrate System x and Flex System
hardware to provide system management capability:

e System Management with Lenovo XClarity Solution Web site

© Copyright Lenovo 2014, 2021 vii



https://datacentersupport.lenovo.com/documents/lnvo-manage
http://www3.lenovo.com/us/en/data-center/software/systems-management/xclarity-integrators/

Lenovo technical support portal
This Web site can assist you in locating support for hardware and software:

® Lenovo Support Portal Web site

Lenovo ServerProven pages

Obtain information about hardware compatibility with Lenovo System x, BladeCenter, and IBM IntelliStation
hardware.

® |enovo ServerProven: Compatibility for BladeCenter products

® Lenovo ServerProven: Compatibility for Flex System Chassis

® Lenovo ServerProven: Compatibility for System x hardware, applications, and middleware

Microsoft System Center Web site

This Web site can assist you in locating Microsoft System Center products.

* Microsoft System Center Web site

Viii  Lenovo XClarity Integrator Deployment Pack for Microsoft System Center Configuration Manager Installation and User Guide


http://www.lenovo.com/support
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https://partner.microsoft.com/en-us/solutions/microsoft-system-center

Chapter 1. Lenovo XClarity Integrator Deployment Pack for
Microsoft System Center Configuration Manager

Lenovo XClarity Integrator Deployment Pack for Microsoft Configuration Manager (hereinafter referred to as
Lenovo XClarity Integrator Deployment Pack) enables you to tailor and build custom hardware deployment
solutions for installing the Windows operating system on the following hardware: Lenovo ThinkSystem,
ThinkAgile, Systemx, and Flex computer node and hardware.

When integrated with Microsoft System Center Configuration Manager (SCCM) Operating System
Deployment component, Lenovo XClarity Integrator Deployment Pack simplifies the steps for creating and
customizing jobs to deploy hardware configurations and operating systems.

The Lenovo XClarity Integrator Deployment Pack supports the following types of deployment:

¢ Policy-based Redundant Array of Independent Disks (RAID) configuration using OneCLlI, a built-in tool
used to configure RAID

¢ Configuration of the following system settings by using the OneCLI
- BIOS/uEFI
— BMC/BMC (including multiple nodes)

e Automated deployment of the following operating systems:
- Windows 2012
— Windows 2012 R2
— Windows 2016
- Windows 2019

The Lenovo XClarity Integrator Deployment Pack also provides the following components and functionality:

e Custom WInPE boot image with all required drivers, including WinPE x86 boot image and WinPE x64 boot
image

e Sample configuration files and scripts for Windows 2012, Windows 2016 and Windows 2019.

© Copyright Lenovo 2014, 2021 1
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Chapter 2. Planning and installing Lenovo XClarity Integrator
Deployment Pack
Use this procedure to plan for, install, and import Lenovo XClarity Integrator Deployment Pack. It includes

information about prerequisites, as well as instructions for installing, upgrading, removing, reinstalling, and
importing the Lenovo XClarity Integrator Deployment Pack into SCCM.

System requirements

Before installing the Lenovo XClarity Integrator Deployment Pack, ensure that your system meets these
prerequisites.

¢ The SCCM site server or administrative console is in a normal status

Note: Before installing the Lenovo XClarity Integrator Deployment Pack, be sure that all SCCM
components are up and running correctly on the SCCM server. If there are errors listed in the SCCM
status, resolve those errors first. For more information about how to check SCCM status and resolve
errors, see the Microsoft System Center Technical Documentation Library Web site.

¢ An installation account with the corresponding administrative authority, such as system administrator and
SCCM administrator authority

¢ Windows Assessment and Deployment Kit (Windows ADK) must be installed.

The Lenovo XClarity Integrator Deployment Pack can be installed on the SCCM site server or on the SCCM
administrative console. Installation on the administrative console only adds Lenovo custom interface related
components to the console, rather than adding other components into the SCCM site infrastructure. If you
only install Lenovo XClarity Integrator Deployment Pack on the administrative console, the Lenovo XClarity
Integrator Deployment Pack functionality cannot be used, although Lenovo-related task sequences are
shown on the administrative console.

Note: To use the Lenovo XClarity Integrator Deployment Pack through the administrative console, the same
version of the Lenovo XClarity Integrator Deployment Pack has to be installed on both the corresponding
SCCM site server and the SCCM administrative console.

Supported hardware and software

This chapter lists the servers, operating systems, adapters, and RAID controllers supported by the Lenovo
XClarity Integrator Deployment Pack.

The most current support information is contained in the readme.htm file. You can download the latest version
of the readme.htm file from the Lenovo ServerProven web pages:

® Lenovo ServerProven: Compatibility for BladeCenter products

® Lenovo ServerProven: Compatibility for Flex System Chassis

® Lenovo ServerProven: Compatibility for System x hardware, applications, and middleware

Supported systems

This topic lists the servers associated with the products supported in this release.
For complete information about supported combinations of servers and operating systems, visit the
LenovoServerProven web pages:

® Lenovo ServerProven: Compatibility for BladeCenter products
® Lenovo ServerProven: Compatibility for Flex System Chassis

© Copyright Lenovo 2014, 2021 3


https://technet.microsoft.com/library/cc507089
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® |enovo ServerProven: Compatibility for System x hardware, applications, and middleware

Table 2. Support server models

System Server models
ThinkSystem e SD530 (7X20, 7X21, 7X22) e SR645 (7D2X, 7D2Y)
e SE350 (7D1X, 7D27, 7246) e SR650 (7X05, 7X06)
e SN550 (7X16) e SR665 (7D2V, 7D2W)
e SNB850 (7X15) e SR850 (7X18, 7X19)
e SR150 (7Y54) e SR850 V2 (7D31,7D32,7D33)
e SR158 (7Y55) e SR850P (7D2F, 7D2G, 7D2H)
e SR250 (7Y51, 7Y52,7Y72, 7Y73) e SR860 (7X69, 7X70)
e SR258 (7Y53) e SR860 V2 (7259, 7260, 7D42)
e SR530 (7X07, 7X08) e SR950 (7X11, 7X12, 7X13)
e SR550 (7X03, 7X04) e ST250 (7Y45, 7Y46)
e SR570(7Y02, 7Y03) e ST258 (7Y47)
e SR590 (7X98, 7X99) e ST550 (7X09, 7X10)
e SR630 (7X01, 7X02) e ST558(7Y15,7Y16)
ThinkAgile e HX1020 (7D2T) e HX2720/3720 (7X82)
e HX1021 (7D1Z, 7D20, 7D29) e HX3510/5510/7510 (8695)
e HX1310/2310/3310 (8693) o HX3721/7721 (7Y88, 7Z03)
e HX1320/2320/3320 (7X83) o HX7520 (7244)
e HX1321/2321/3321/7321 (7Y89, 7Z04) e HX7521 (7245)
e HX1520/3520/5520/7520 (7X84) e HX7820 (7Y95, 7Z08)
e HX1521/3521/5521/7521 (7Y90, 7Z05) e HX7821 (7Y96, 7Z09)
e HX2710/3710 (8689) e MX1020 (7D5S,7D5T)
e MX3520 (7D5R)
System x e nx360 M5 (5465) e x3550 M4 (7914)
* nx360 M5 DWC (5467, 5468, 5469) e x3550 M5 (5463, 8869)
e x240 Compute Node (2588, 7162) e x3630 M4 (7158, 8103)
e x240 M5 Compute Node (2591, 9532) e x3650 M4 (7915)
* X280, x480, x880 X6 Compute Node e x3650 M5 (5462, 8871)
(4258, 7196) e x3750 M4 (8753)
e x440 Compute Node (2590, 7167) e x3850 X6 / x3950 X6 (6241)
e x3250 M6 (3633, 3943)
e x3500 M5 (5464)
RAID controller support

All RAID controllers are supported if XClarity Controller on your machine supports the storage command
function. Check with the service provider to see whether storage command is supported.

Installing Lenovo XClarity Integrator Deployment Pack into SCCM

This topic describes how to install the Lenovo XClarity Integrator Deployment Pack.

Before you begin

Download the Lenovo XClarity Integrator Deployment Pack from the Lenovo XClarity Integrator for Microsoft
System Center Web site

About this task

Lenovo XClarity Integrator Deployment Pack can be installed from either the Lenovo XClarity Integrator
Deployment Pack installation file or the Lenovo XClarity Integrator for Microsoft System Center bundle

installation file.
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Procedure

Step 1.
Step 2.
Step 3.

Double-click the setup executable file (.exe) to start the installation wizard.
Follow the installation wizard instructions until the Finish page is displayed.

From the InstallShield Wizard Completed page, make sure the Launch the Post Action of Lenovo
Deployment Pack check box is selected, and click Finish to start the post-installation wizard. The
post-installation wizard imports the Lenovo XClarity Integrator Deployment Pack onto the SCCM
server.For more information, see “Importing Lenovo XClarity Integrator Deployment Pack into
SCCM” on page 5.

Importing Lenovo XClarity Integrator Deployment Pack into SCCM

After running the installation wizard, you must import the Lenovo XClarity Integrator Deployment Pack into
SCCM. This task is considered a post-installation procedure.

Before you begin

Close the SCCM administrative console before running the import wizard.

Procedure

Step 1.

Step 2.

Start the wizard by clicking Start = All Programs - Lenovo Upward Integration - Lenovo
Deployment Pack = Lenovo Deployment Pack - Import Wizard.

B Lenovo Deployment Pack - Import Wizard [_ [0

Welcome lenovo

This wizard helps you import or remove the Lenovo Deployment Pack into SCCM. Select the required action
and click "Mext".

i Import Lenovo Deployment Pack into SCCM

" Remaove Lenovo Deployment Pack from SCCHM

T —
—License Information [
Click here to view detailed license information
= Back Mext = Einizh | Cancel |

Figure 1. Lenovo XClarity Integrator Deployment Pack Import Wizard Welcome page

On the Welcome page, select Import Lenovo Deployment Pack to SCCM, and click Next.

Chapter 2. Planning and installing Lenovo XClarity Integrator Deployment Pack
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Step 3.

The Boot Image page opens.

B Lenovo Deployment Pack - Import Wizard P ]

Boot Image lenowvo

Select ar create a boot image where Lenova WinPE drivers will he added.

Embed Lenovo WinPE Drivers in existing boot images

Select the required hoot images in the list Lenowo Deployment Pack will inject Lenovo WinPE drivers
in the selected boot imageis) automatically

Mote: The original boot image will be hacked up.

Boot Image Mame Fackage ID
O Bootimage 86 FS400001
O Bootimage (x64) FS400002

Create the new hoot image
Creates a new Lenovo boot image and automatically injects Lenaova WinPE drivers inta the bhoot image.

¥ Boot image name: Lenovo Deployment Boot Image WV w5 W wp4

= Back Mext = Einish Cancel

Figure 2. Boot Image page

Click Next to proceed with the import. The Progress page is displayed with the status of the
selected items.
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B Lenovo Deployment Pack - Import Wizard (=)

Progress fenovo
l;’ ::- Lenovo Deplayment Pack is being imported. This pracess might take several minutes.
]
Task Status
&> Prepare necessary files In Process..
Impart infrastructure compaonents into SCCM Mot stared
Impart Lenovo toolkit packages into SCCM Mot started
Create bootimage "Lenovo Deployment Boot Image (x86)" Mot started
Create bootimage "Lenovo Deployment Boot Image (x64)" Mot stared
Create Lenovo driver packages in SCCMW Mot started
Impart Lenovo Windows 2003 X886 drivers (built-in) into SCCM Mot started
Impart Lenovo Windows 2008 X86 drivers (huilt-ing into SCCM Mot started
Impaort Lenovo WinPE 86 drivers (huilt-ing into SCCHM Mot started
Impart Lenovo Windows 2003 X64 drivers (huilt-ing into SCCM Mot stared
Impart Lenovo Windows 2008 XB4 drivers (huilt-ing into SCCMW Mot started
Import Lenovo WinPE X684 drivers (huilk-ing into SCCM Mot started
Update canfiguration settings (built-in Mot started
= Hack Mext = Einish Cancel

Figure 3. Progress page

Note: The tasks take a few minutes. Do not interrupt the import process.

After all tasks have been performed, the Completed page is displayed.

Chapter 2. Planning and installing Lenovo XClarity Integrator Deployment Pack
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B Lenovo Deployment Pack - Import Wizard == I
lenowvo
Completed
Frepare necessary files Done 1=
Import infrastructure components into SCCH Done
Import Lenowo toolkit packages into SCCM Dane
Create boot image “Lenowvo Deployment Boot Image (8817 Done
Create boot image "Lenowvo Deployment Boot Image (:B4)7 Done
Create Lemowo driwver packages in SCCH Done 1.
Import Lemowo Windows 2003 X368 driwers (built—in) into SCCH Dome
Import Lenovo Windows 2008 X868 drivers (built—in) into SCCHM Done
Import Lenowo WinPE ¥86 drivers (built—in) into SCCM Done j
ﬁ Detailed information of import process
Action : Import Server Deployment MOF file - successiul -
Action : Impart Cugtom Feboot MOF file - successful
Action : Import Custom Action Menus - successful
Action ; Create Toolkit Folder - successful
Action : Impart Toolkit Package - successful
Actian : Import Cugtom FReboot Packaoe - successiul
Action : Import Confighd ar Clent Package - successiul
Action : Create Boot Image Folder - successful
Action : Create Parent Diriver and Pack.age Folders - successful LI
Mebirun - Crasba Dirvar Ealdars — oinasch il
= Back Mext = Finish | Cancel |

Figure 4. Completed page

Note: You also can use this wizard to remove the built-in and SEP packages from the SCCM
server.

Before using the wizard, ensure that the SCCM administrative console is closed.
Step 4. Click Next. The Post Import Instruction page is displayed.
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Step 5.

B Lenovo Deployment Pack - Import Wizard M= B3 I

Paost Import Instruction lenovo
ﬁ Read the following instructions and perform the required actions
If the current system is a SCCM Server, the following actions are needed after the imparting process is completed. =

If the current system is just an Admin Conzole role, please validate that the deployment pack is imported into your SCCRM
Server at first, then do the following actions on the current machine or SCCM Server.

1. Aszure that the Deplayment Boot Image has been distributed to SCCM distribution points.
To do zo follow these steps:
- Right-click the Deployment Boot Image, click Manage Distribution Paints,
The Manage Distribution Point Wizard dizplays.
Select the management task "Copy the package to new distibution point" and click nest.
B- Froceed through the Manage Distribution Point Wizard to manage the distriibution points.
C- Right-click the Deployment Boot Image, click Update Distribution Paints.

2Azzure that other installed packages have been distributed ta SCCM distribution paints.
To do 2o follow these steps:

& Right-click the installed package, click Manage Distibution Points.
The Manage Distribution Point Wizard displays.
Select the management task "Copy the package to new distribution point” and click nest.

B- Proceed through the Manage Distribution Point Wizard to manage the distriibution points.,

C- Right-click the installed package, click Update Distribution Paints. b
3. Additional actions on original-exsting tazk sequences. LI
T dn o Fallow Hhaea shane:

= Back Mext = Finish | Zancel

Figure 5. Post Import Instruction page

After the import procedure is finished, ensure that all components are installed on the SCCM

server. The image below shows components that were added to the SCCM site server after
importing.

Folder Tools System Center 2012 Configuration Manager {Connected to PS9 - osd4q)

A | e
i 1 i 1 » = 25 Manage Access Accounts j # Export Er/ ‘j{- g!g 3 ja] D
|l ! v 1 %3] Create Prestage Content File L (3 Refresh = E | i @
Create Create Package Import Saved e Create Deploy Distribute Update Move | SetSecurity = Properties
Package from Definition Searches ~ Program #X Delete Content Distribution Paints Scopes
Create h Package Deployment Move Classify Properties
& - [ \ » Softwarelibrary » Overview » Application Management » Packages » Lenovo Server OS Deployment
Software Library < Lenovo Server OS Deployment 2 items
4 & Overview Search
4 1 Application Management lcon  Name Pragrams Manufacturer Version Language Package 1D
5] Applications o] Custom Reboot script 0 Lenovo 56 PS900016
4 [Jl Packages o] Toolkit Integration Package ] Lenave 56 PS900015

| Lenovo Server OS Deployment

o] Approval Requests

=] Global Conditions

# App-V Virtual Environments

A Windows RT Sideloading Keys

1 Software Updates

| Software Updates

oftware Update Groups

[} Deployment Packages

| Automatic Deployment Rules

1 Operating Systems

2] Drivers

2= Driver Packages

B Operating System Images

B Operating System Installers

&3 Boot Images

[ Task Sequences

Figure 6. Items added to the SCCM console after installing the Lenovo XClarity Integrator Deployment Pack

Chapter 2. Planning and installing Lenovo XClarity Integrator Deployment Pack
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Step 6. Ensure that a Lenovo XClarity Integrator Deployment Pack task sequence has been added to the

10

task sequence Bare Metal Server Deployment menu. The image below shows the new options.

Software Library < Task Sequences 2 items
4 f B er i Search
- Application Management lcan MName Description Package ID
| Software Updates ] inswin2k8 - PS900022 P5800022
4[] Operating Systems t osin - PS00023 PS900023
& Drivers
B& Driver Packages
ES Operating System Images
B, Operating System Installers
= Boot Images
[ Task Sequ-—
1] Create Task Sequence
E_j, Create Task Sequence Media
¥ Import Task Sequence
Bare Metal Server Deployment » | Create an Lenovo Server Deployment Task Sequence
Folder 3 |

Figure 7. New Bare Metal Deployment option added in SCCM 2012

v w P - A - — J— |
inswin2k& - PS900022 Task Sequence Editor =
Add =|| Remove [,3 | Propetties | Options
Mew Group Type: |Hestart Computer
General r Mame: |Hestart in ‘Windows PE
Disks ’ Drezcription:
IJser State b
Images 3
Drivers » Specify what ta run after restart;
Settings » - : y :
ol T bmusbirn s A bathis bazk sequence
Lenowo Deplayrment  » Lenowvo_ServerDeployrmernt )
" OF HEbootto PRE 7 5B | HEEHIE
) Step 4 Lenowo_CustormBeboot
L
v ﬁ' Fiehoot ta F<E 2 LISE [ Motify the user before restarting
[ Step 4 Motification message:;
F b and Partition Disk ; - - "
ﬁ S ar:u chiie A new Microsalt Windows operating system iz being installed. The computer mw
|4 Deploy Operating System reboot to continue.
Apply Operating System Image
ﬁ- Apply Windows Settings
ﬁ- Apply Metwork Settings
ﬁ- Apply Driver Package
_ﬁ- Apply Device Dnvers
©F Setup windows and Confighdgr
Feszet RebootStep Wariable
& Reboot to Hard Drive

Figure 8. New action in Task Sequence Editor
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Note: To import the Lenovo XClarity Integrator Deployment Pack into SCCM on a console-only
server, choose Import Lenovo Deployment Pack into SCCM and accept the default configuration
on the import wizard to complete the process.

What to do next
To remove the Lenovo XClarity Integrator Deployment Pack from SCCM, select Remove Lenovo

Deployment Pack from SCCM on the welcome page. Follow the prompts in the wizard to completely
remove the files.

Getting latest Lenovo Windows Device Drivers

The topics in this section describe how to download the latest Lenovo Windows Device Drivers and import
these drivers to SCCM.

Downloading latest Lenovo Windows Device Drivers

This topic describes how to download the latest Lenovo Windows Device Drivers.

Procedure
Step 1. Go to https://windows-server.lenovo.com/repo/latest/.

Step 2. Select the zip file in the Portable driver bundle download pane, for example, Lenovo_WS_DD _
Bundle 2021 01 05.zip. Download this file to local.

Importing latest Lenovo Windows Device Drivers to SCCM

This topic describes how to import the latest Lenovo Windows Device Drivers to SCCM.

Procedure

Step 1. Extract Portable driver bundle, and find the drivers for Windows 2016 and Windows 2019 in the
repos sub-folder.

Step 2. In SCCM console, click Software Library = Overview = Operating Systems = Drivers -
Import Driver.

Step 3. Follow the wizard to import the drivers, and add the drivers to driver package and boot image.

Uninstalling Lenovo XClarity Integrator Deployment Pack

This topic describes how to uninstall the Lenovo XClarity Integrator Deployment Pack.
About this task

The Lenovo XClarity Integrator Deployment Pack can be uninstalled by clicking Start - All Programs —
Lenovo Upward Integration - Lenovo Deployment Pack = Uninstall

Note: You can also uninstall the Lenovo XClarity Integrator Deployment Pack by either clicking Control
Panel = Add or Remove Programs or by running the setup.exe file

Procedure

Step 1. After clicking the uninstallation shortcut in the system Start menu, a confirmation window opens.
Click YES to continue.

Step 2. Indicate if you want to remove or keep the settings from the previous version.
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¢ If you want to keep the settings from the previous version, select Keep previous settings in
SCCM. The settings remain without any modification.

¢ [f you want to remove the settings from the previous version. select Remove previous settings
from SCCM. All imported SEP packages and built-in packages are uninstalled at the same time;
however, the Lenovo-specific boot image (x86 and x64) is retained.

Note: By design, the uninstallation procedure does not remove the Lenovo-specific boot images
that were created during installation that are tied to task sequence packages. Removing the boot
image might invalidate some workable task sequences that you are using.

Reusing the task sequence after reinstalling Lenovo XClarity Integrator
Deployment Pack

After uninstalling the Lenovo XClarity Integrator Deployment Pack, you can reinstall it, but you must perform
a few extra steps to reuse your existing task sequence.

About this task

Because of how the operating system deployment feature works with Configuration Manager, task
sequences require some manual steps after you reinstall the deployment pack.

Procedure
Step 1. Right-click the task sequence that you want to reuse, and click Edit.
Step 2. ldentify the source package for the Diskpart clean custom action.

If the task sequence used the Diskpart clean custom action, the Missing Objects window opens.
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Figure 9. Missing Objects window

Note in the preceding image that the Diskpart clean item is flagged with a red X, which indicates
that it needs attention.

Step 3. Click OK to dismiss the Missing Objects warning.
Step 4. Click Diskpart clean to edit the item.

Step 5. Click Browse (for Package), and select the Lenovo Custom Reboot script package.
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Figure 10. Selecting the Lenovo Custom Reboot script package

After you identify the source package for the Diskpart clean custom action, the Diskpart clean
custom action is flagged with a green checkmark.

Step 6. Import the custom drivers that the task sequences might use.
Note: An uninstallation removes any drivers that were imported during the previous installation of

the Lenovo XClarity Integrator Deployment Pack. Because the drivers are removed from the driver
repository, they are no longer shown in any existing driver packages.

a. Re-import the custom drivers into the driver repository.

b. Inthe task sequence, check the Add Driver Package step to ensure that the correct driver is
still selected.

Note: Unlike the diskpart clean step, the Apply Driver Package step might not be flagged
with a red X, but it fails at run time.

c. Because you uninstalled and are reinstalling the Lenovo XClarity Integrator Deployment Pack,
check the Apply Driver Package step for any task sequence that uses the Lenovo XClarity
Integrator Deployment Pack.

d. Update the distribution points with the updated driver packages.
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Chapter 3. Preparing for deployment

Now that the Lenovo XClarity Integrator Deployment Pack is installed, you can perform the configuration
steps required to prepare for a full deployment, including those for SCCM OSD initial configuration, post-
installation configuration and updating distribution points.

Preparing for deployment in SCCM
Before deploying SCCM, you must perform some procedures as a prerequisite, which include configuring
OSD, updating distribution points, and selecting the boot image.

The following sections will guide you through the process step by step.

SCCM OSD initial configuration

This topic refers you to detailed information about how to configure your operating system deployment
(OSD) environment by describing the actions you should take in SCCM.

The following information about configuring OSD is provided as a general reference. For more detailed
information about setting up OSD in SCCM, see the Microsoft System Center Configuration Manager
Documentation Library webpage.

Setting the network access account
To set the network access account, use the Configuration Manager console.

Procedure
Step 1. Click start Microsoft System Center Configuration Manager.

Step 2. From the Configuration Manager console, select the Administration tab, then select Overview —
Site Configuration - Sites - Configure Site Components - Software Distribution.

Figure 11. Select Software Distribution

Step 3. Click Software Distribution.

Step 4. Onthe Network Access Account tab, select Specify the account that access network
locations and click Set. The Windows User Account window opens.

Step 5. Complete the fields to set the network access account.

The account must have appropriate permissions to access the corresponding resources from site
servers.
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Figure 12. Windows User Account window
Step 6. Click OK.

Enabling the Preboot Execution Environment service point

The Preboot Execution Environment (PXE) service point is a site system role that initiates operating system
installations from computers that have a network interface card configured to allow PXE boot requests.

About this task
The service point is required when deploying an operating system using PXE boot requests.

Procedure
Step 1. Start Microsoft System Center Configuration Manager.

Step 2. From the Configuration Manager console, click the Administration tab, then select Overview -
Site Configuration - Servers and Site System Roles.

Step 3. Double-click the Distribution point, and select the PXE tab.
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Figure 13. Enable PXE role

Step 4. Select the Enable PXE support for clients check box, and select Allow this distribution point to
respond to incoming PXE requests.

Step 5. Click OK.

Post-installation configuration

After the Lenovo XClarity Integrator Deployment Pack has been installed, copy the newly imported driver
packages, toolkit packages and boot image to the distribution points to make them available for the target
servers to deploy.

Copying the new items to the distribution points makes them available for the target servers to deploy. Copy

the following packages to the distribution points:

¢ All packages under Overview = Application Management = Packages including Lenovo Server
Deployment, the Configuration Manager client package.

e The Lenovo boot image located at Overview = Operating System = Boot Images. If the generic boot
image has not been updated, update it now.

¢ Driver packages that are located at Overview = Operating System = Driver Packages = Lenovo
Server Driver Packages.

Before distributing the new items to distribution points, verify that the configurations are correct for each

item:

¢ [f you are updating the boot images, right click the boot image, click Properties, and then select Deploy
this boot image from the PXE service point, as shown in the following figure.
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Content Locations I Optional Companents I Security |
General I Images I Drrivers I Customization | Data Source | Data Access | Distribution Settings |

Specify the image file that contains the boot image for this package. If the file contains multiple images, use the
Image tab to select the comect image.

Image path:
|h\5p1 0sddg.com*5SM5_PS50504Lib Bootimages Lenovo x4 boot 0001 wim

Image index: | 1 - Microsoft Windows PE f64) W
Source version: 4(11/3/2014 2:43:51 PM)

[] Update distribution points on a schedule
Occurs every 1 days effective 11/4/°2014 10:35 AM | Schedule. ..

[ ] Persist contert in client cache
[] Enable binary differential replication
[+] Deploy this boot image from the PXE-enabled distribution poirt

Figure 14. Configuring the data source

¢ On the Data Access tab, select Copy the content in this package to a package share on distribution
points as shown in the following figure.
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Contert Locations I Optional Compaonents I Security |
General I Images I Dirivers I Customization I Data Sourc:&| Data Access | Digtribution Settings

Configure how this package is stored on distribution points. These settings apply to all distibution points that
receive this package.

Package share settings

Clierts can always download and install the content in this package. You can also allow clients to install the
content in this package from the network when you select to copy the content to a package share on
distribution points.

[+] Copy the content in this package to a package share on distribution pairts:

Additional disk space is required on distribution points when you select this option.

[ ] Use a custom name for the package share:

Share name:

Package update settings

Configuration Manager might be unable to update the distibution point when users are connected to it.
Specify the settings that you want to use to disconnect users from distribution points.

[ ] Disconnect users from distribution points:

Specify the number of tmes Configuration bManager triez to update the distibution point before it
dizconnects uzers,

MHumber of retriez before dizconnecting users:

|nterval bebween uszer notification and dizconnection [minutes);

Figure 15. Package share settings

¢ If you are using SCCM 2012 SP1 or above, select a size of 256 MB or more for the Windows PE Scratch
Space [MB] menu, as shown in the following figure.

Chapter 3. Preparing for deployment 19



=] Lenovo Deployment Boot Image (x64) Properties -

Content Locations | Optional Components | Securty |
General I Images I Crivers | Customization | Data Source I Data Access I Distribution Settings |

[] Enable prestart command

Windows PE Background

[] Specify the custom background image file (UNC path):

Windows PE Scratch Space (MB): 512 W

Enable command support {testing anly)

@ 0K || Cancsl

Figure 16. Set Windows PE Scratch Space

Refer to the following topics for instructions about copying and updating distribution points: “Updating
distribution points” on page 21.

Managing distribution points
This topic describes how to copy distribution points using the Manage Distribution Points Wizard.

Step 1. Right-click each of the items listed in “Post-installation configuration” on page 17 and select
Distribution Content.

Step 2. Select the distribution points for which you want to copy the content and complete the wizard.

Note: For the Boot Images package, select the Deploy this boot image from PXE service point
check box on the Data source tab beneath Property.
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Figure 17. Distribution Content Wizard

Updating distribution points
This topic describes how to update distribution points using the Update Distribution Points Wizard.

Step 1. After performing the steps in “Managing distribution points” on page 20, right-click each item and
select Update distribution points.

Step 2. Complete the Update Distribution Points Wizard for each package. A progress window showing the
status of the update opens.
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Figure 18. Update Distribution Points Wizard

Adding command-line support to the boot images for troubleshooting

Add command-line support to a boot image for easier troubleshooting on the target server and for quick
access to the task sequence logs.

About this task

When a task sequence is running in Windows PE on a target server, you can open a command shell on the
server by pressing F8. As long as the command shell is open, the task sequence will not reboot the server.
You can verify components of the boot image and network connectivity. You can also view task log files.

Procedure

To enable the debug command shell, select Enable command support (testing only) in the boot image.

Step 1. Click the Software Library tab, then click Overview = Operating System - Boot Images -
Lenovo Deployment - Lenovo Deployment Boot Image (x86) or Lenovo Deployment Boot
Image (x64).

Step 2. Right-click the boot image and select Properties.
Step 3. Select the Customization tab.

22  Lenovo XClarity Integrator Deployment Pack for Microsoft System Center Configuration Manager Installation and User Guide



Step 4. Select the Enable command support (testing only) check box.

=] Lenovo Deployment Boot Image (x64) Properties -

Contert Locations I Optional Cnmgnnﬂﬂ Security |
General i Images I Crivers | Customization | Data Source I Data Access | Distribution Settings |

[ ] Enable prestart command

Windows PE Backaround

[] Specify the custom background image file {UNC path):

Windows PE Scratch Space (MB): 512 W

Enable command support {testing only)

'ﬁ' QK | | Cancel

Figure 19. Enabling command-line support
Step 5. Click OK.
What to do next

After completing this procedure, update the distribution points. See “Updating distribution points” on page
21.

Preparing the operating system image

This section describes how to capture operating system images and prepare reference servers. You can use
the operating system image in the operating system deployment task sequence.
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Note: You can use images captured manually (without using Configuration Manager to do the capture).
However, using Configuration Manager to capture the image can prevent problems when the image is
deployed using Configuration Manager. The best practice is to capture the image using Configuration
Manager.

Capturing operating system images
Use Configuration Manager to capture operating system images.

Lenovo XClarity Integrator Deployment Pack supports the clone method to install operating systems. To use
this method, you must prepare an operating system image.

Preparing the reference server

This topic directs you to information about building the reference server, which is required when capturing
operating system images.

Procedure

Step 1. Build the reference server with everything installed that is required for the image. Include everything
that a new system might require, such as tools, drivers, agents, service packs, and updates.

Step 2. On the reference server, run the sysprep /generalize command to prepare the image for
installation onto other servers. For instructions, see Appendix B “Running Sysprep” on page 73.

Adding a target server to Configuration Manager
This topic describes how to create a collection and add one or more servers to it.

About this task

To enable SCCM to recognize the target server, use the MAC address of the system's primary network
interface (the interface used for deployment). To group servers,SCCM uses collections. A number of default
collections are already created based on operating system version and other attributes. Use the following
procedure to create a new collection to use for deployments.

Procedure

Step 1. Select the Assets and Compliance tab, then right-click Overview - Devices = Import
Computer Information. The Import Computer Information Wizard dialog opens. You can add one
or more servers to a collection at the same time. The following figure is an example of adding a
single server.
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Figure 20. Import Computer Information Wizard

Select Import single computer, then click Next.

Enter the computer name and MAC address or GUID information of the target server, or click
Search to navigate to the source computer.
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Import Computer Information Wizard il x|
g_-g Single Computer
Select Source
_ Spedify information relating to the computer you are importing in the fields below.
Data Preview
Choose Target Collection Computer name: || 0
Summary £
MAC address (12 hex characters): I_:_:_:_:_:_ 0
Progress
R SMBIOS GUID (32 hex characters): | - - - (]
Optionally create a computer assodation by entering the name of a reference computer from which
the user state and settings will be migrated to the new computer
Source computer : Search |
< Previous | Mext > Firtish Cancel
< {2

Figure 21. Adding a single computer

Step 4. Click Next.

Step 5. Select whether to add the new computer to the All Systems collection, or click Browse to select an
existing collection to add the computer to.
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Import Computer Information Wizard

Figure 22. Adding the new computer to a collection

Step 6. Click Next.

Step 7. Continue through the remaining pages by clicking Next.

Step 8. On the last page, click Finish.

Preparing Configuration Manager

This topic describes how to prepare the target server for the operating system captured inConfiguration
Manager.

Procedure
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Step 1. On the target server (in this case, the server that is to be captured), set the variable that contains

the location of the operating system to be captured.
a. Go to the collection with the target reference server.
b. Right-click the server object, then select the Variables tab.

c. Setthe OSDTargetSystemRoot variable to the system driver, for example:
OSDTargetSystemRoot=c:\windows

[=| Rogue Properties >

General Deployments Variables

You can define the custom varables that are used by task sequences that run on this
computer.

Wariables:

Filter...

Mame Walue

{050 Tanget SystemRoat cwwindows

Cancel Apply

Figure 23. Setting the location variable

Step 2. Set up a shared folder on the Configuration Manager site server to store the captured images. For

example, create a directory called c:\images. Create a share and assign everyone full control for
the share permissions.

Step 3. Create a task sequence for capturing the image:
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a. Go to the Software Library tab, and then go to Overview = Operating System and right-
click on Task Sequences.

b. Select New and then select Task Sequence.
When the wizard opens, select New custom task sequence and follow the prompts.

Note: This action creates an empty task sequence.
d. Select the Lenovo custom boot image, and make sure that PXE media is selected.

Step 4. Open the task sequence editor by right-clicking the newly-created task sequence, and select Edit.
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Step 5. From the Add menu, select Images = Capture Operating System Image. A screen similar to the
following one opens.

whitepaper Task Sequence Editor o O x

Add ~ | Remove lf'%] .j'%'. i Propetties  Options

_ﬂi Capture Operating System Image Type: |:apture Operating System Image |
Name: |Capture Operating System Image |
Description:

Enter path and file name for the captured operating system image.

Destination: | |Q Browse...

Description:

Wersion:

|
Created by: | |

Use the following account to access the destination.

Account: | |@ Se‘t

s | [ o

Figure 24. Capture Operating System Image

Step 6. Enter the destination file name for the image and the access account information and click OK.
Make sure the folder is shared with the appropriate permissions so that the image can be accessed
by the task sequence. You can now use this simple task sequence to capture the operating system
from the reference server built earlier.

Now that a capture task sequence exists, it must be advertised to the reference server. All task

sequences in SCCM are advertised to the target or client server so that the appropriate job can be
executed against the intended server.
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Step 7.

Click Deployment Settings on the left panel. On the right panel, select Required from the
Purpose list, and select Only media and PXE from the Make available to the following list, and

click Next.
“» Deploy Software Wizard X
gg Deployment Settings
Gl Specify settings to control how this software is deployed
Deployment Settings
Scheduling
User Experi
er Experience - SR
Alerts
Distribution Points e FELE i
Summary
Progress Specify whether to make this task sequence available to Configuration Manager clients, and whether it is available to
Completion mun when you deploy an operating system by using boot media, prestaged media, or PXE.
Make available to the following:
Only media and PXE w
[] Send wake-up packets
[] Allow clients on a metered Intemet connection to download content after the
installation deadline, which might incur additional costs
< Previous Mext > Cancel
Figure 25. Select the deployment settings
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Step 8. Click Scheduling on the left panel, input As soon as possible in the Assignment schedule field,
and click Next.

= Deploy Software Wizard X

g:g Scheduling

LAl Specify the schedule for this deployment
Deployment Settings

Scheduling

User Experience This program will be available as soon as it has been distributed to the content servers unless it is scheduled for a
Alerts later time below. For required applications, specify the assignment schedule.

Distribution Peints

Summary [[] Schedule when this deployment will become available:
Progress 3/10/2020 |[237Pm &[] uT
Gompkiag [J Schedule when this deployment will expire:
3/10/2020 |[ 237PM #| [ uTe
Assignment schedule: . MNew .. Edit... Delete

As soon as possible

Rerun behavior: Rerun if failed previous attempt w

< Previous Mext = Summary Cancel

Figure 26. Schedule the deployment
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Step 9. Select Distribution Points on the left panel, select Access content directly from a distribution
point when needed by the running task sequence from the Deployment options list.

= Deploy Software Wizard *
gg Distribution Points
Craerd Specify how to run the content for this program
Deployment Settings
Scheduling
User Experience Specify how clients interact with the distribution peints to retieve content from packages refemed by the task
sequence:
Alerts e
eployment options:
Distribution Points
Access content directly from a distribution point when needed by the running task sequence ok
Summary
Progress
c leti Clierts will always try to get content from distribution paints in cument boundary group. In addition, interaction with
ompletion distribution paints in neighbor boundary group can be controlled:

[ Allow clients to use distibution points from the neighber boundary group

When this content is not available on any distribution points in cument and neighbor boundary groups, you can allow
the client to use a distribution point in site default boundary group.

[] Allow clients to use distribution points from the default site boundary group

/% Token based authentication frecommended) or a network access account must be configured to access content
from Windows PE

< Previous MNext = Summary Cancel

Figure 27. Deployment properties, Distribution Points tab

Step 10. Click Next.
Step 11. Click Finish.

Starting the reference server
This topic explains how to start the reference server that is being captured.

Now that the advertisement is waiting, start the server that is being captured to thePreboot Execution
Environment (PXE). Verify that the site server and the target server connect, and ensure that the site server
transfers the boot image to the site server shared drive. The target server connects to the Configuration
Manager site server and loads the boot image from the shared drive. Then, the target server starts the task
sequence to capture the operating system image from the target server to the shared drive on the
Configuration Manager site server.

Verifying the image on Configuration Manager

After the capture process is complete, you must verify that the image exists on the Configuration Manager
server.
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After the capture process has completed, go back to the Configuration Manager server and verify that the
image_name.wim file is stored in the shared images directory. Now, use Configuration Manager to deploy the
image to other servers.

Adding, managing, and updating operating system images
After the operating system image has been captured, add it into the SCCM distribution point for delivery.

To add the operating system image to the SCCM distribution point for delivery, you must first add the
operating system image and then manage and update the distribution points.

Adding operating system images
Use these steps to add the operating system images to the distribution point for delivery.

Procedure

Step 1. On the Software Library tab, click Overview = Operating System = Operating System Images
- Adding Operating System Images.

Software Library €  Operating System Images 2 items
= :"'___ Overview Search
| Application Management leon Mame
1 Software Updates L Windows Server 2008 R2 Enterprise Service Pack 1
4 L Operating Systems £ Windows Server 2012 R2 Standard Evaluation

| Drivers

B& Driver Packages

Bl Operating System Images
B Operating System Installers
&3 Boot Images

[ Task Sequences

Figure 28. Adding operating system images
Step 2. Click through the wizard prompts to finish.

Managing and updating distribution points for operating system images

This topic describes how to manage and update operating system images. By performing these steps, the
operating system image is copied and updated to the distribution point, where the client system can access
and download it.

About this task

This procedure is similar to the procedures “Managing distribution points” on page 20 and “Updating
distribution points” on page 21.

Procedure
Step 1. Right-click the newly added operating system image, and select Distribution Content.
Step 2. Complete the Manage Distribution Points wizard for the image.

Step 3. Right-click the newly added operating system image, and select Update Distribution Points.
Step 4. Complete the Update Distribution Points wizard for the image.
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Chapter 4. End-to-end deployment scenario

Although the Lenovo XClarity Integrator Deployment Pack provides various hardware configuration and
operating system deployment functionality, the execution process is similar. This section describes how to
deploy the task sequence and explains the end-to-end deployment scenario. Use this scenario to deploy
different scripts to fulfill different Deployment Pack functions.

End-to-end deployment scenario in SCCM

This section covers the end-to-end deployment scenario in SCCM.

Adding a target server to Configuration Manager

The first task in the scenario is to add the target server to Configuration Manager so that Configuration
Manager will recognize the target server as a known server when deploying the task sequence.

About this task

For detailed steps, refer to “Adding a target server to Configuration Manager” on page 24.

Preparing a task sequence

This topic explains how to create a task sequence by using the template in the Lenovo XClarity Integrator
Deployment Pack.

About this task

The Lenovo XClarity Integrator Deployment Pack includes a template to make it quick and easy to create a
task sequence.

Procedure
Step 1. Open the Configuration Manager console, and navigate to Operating System = Task Sequence.

© Copyright Lenovo 2014, 2021 35



Step 2. Right-click Task Sequence — Bare Metal Server Deployment - Create a Lenovo Server
Deployment Task Sequence. The template shown in the following figure opens.

Create Server Deployment Task Sequence *
Task Sequence Name: Bare Metal Server Deployment Templatel (max length = 50)
Server Hardware Configuration Network (Admin) Account Operating System Installation
Select the server hardware items to Account Name Installation Type:
configure in this task sequence : -
|D0ma|n\UserName |J @® Use an 05 WIM image
Password
[] Set BMC config |<enter password> |.‘, Operating System package to use:
[] Set RAID config (ini file)
[] Set RAID config (wizard) |<c0nfirm password:> |\) Select... ~| @
[] Set uEFl config
[ Set BootOrder (BMC) config This account is used to access
network shares and WMI on the ; o
ConfigMgr server to update task info Package with Sysprep.inf info:
Select... w J
Help Create Cancel

Figure 29. Creating a task sequence by using the template

a. On the Server Hardware Configuration panel, select the hardware configuration actions that
can be performed on the System x servers.

b. On the Network (Admin) Account panel, enter the security information in the Account Name
and Password fields.

c. On the Operating System Installation panel, select the operating system image to be used for
this deployment.

Step 3. When you are finished, select Create to create the task sequence.
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Step 4. In the left navigation panel, right-click the new task sequence, and select Edit. The Task Sequence
Editor window opens, as shown in the following figure.

Add - | Remove | 59 (2 | Propeties | Options
Restart in Windows FE Type: |Appl3' Operating System Imags |
Set RebootStep Varable
[3 Configure Hardware Name: |ﬂDPh' Operating System Image |
Diskpart clean G el -
Set RAID Config (ini file) >
Reboot to PXE / USE
[ Step 2 (®) Apply pperating system from a captured image
Format and Partition Disk
Sl ayre Image package: [Windows Server 2012 R2 Standard Ev| | Browse...
[J Step 3 Image: 1-1 v
L/
Format and Partition Disk
|:a Deploy Operating System () Apply operating system from an original installation source
Apply Operating System Image _
Package: Browse...
Apply Windows Settings L | | | S
Apply Network Settings Edition: | y |
Apply Driver Package
Apply Device Drivers
Set ind d Config
He:; gb::;taez Variat;lge = [ Use an unattended or Sysprep answer file for a custom installation
Reboot to Hard Drive
Package: | | Browse
File name: | |
Select the location where you want to apply this operating system.
Destination: |Speciﬁc logical drive letter b
e Lot
ok || cancdl || Aopy

Figure 30. Applying driver package properties
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Step 5. Depending upon the operating system you are deploying, you may need to manually select the
mass storage driver:

¢ |f you are deploying a different operating system, Lenovo XClarity Integrator Deployment Pack
transparently selects the mass storage driver.

Driver Package | @ Browse, ., |

~ iSeleck the mass storage driver within Ehe package that needs ta be installed
ibefore setup on Pre-vista operating systems

Drriver I j '3

This device is boot-critical For Pre-Yista operating systems.

Model I ;j @

Figure 31. Selecting the mass storage driver

The action items in the hardware configuration panel are provided by the Lenovo XClarity Integrator
Deployment Pack pre-operating system load. In these examples, Deploy Operating System is a
Windows® installation with the Lenovo driver packages added.

Step 6. Click OK.

Note: For Lenovo specific hardware configuration, refer to Chapter 5 “Lenovo XClarity Integrator
Deployment Pack features” on page 45.

Note: Prepare the operating system deployment image file by using the instructions in “Preparing
the operating system image” on page 23.

Advertising a task sequence
After creating and saving a task sequence, create an advertisement and deploy it to a collection.

About this task

Advertisements are used in Configuration Manager to assign jobs to particular client servers, in this case, the
server that is being deployed, such as running a task sequence to deploy a Windows operating system on a
client server.

Procedure

Step 1. Right-click the task sequence, and select Deploy.

Step 2. Select the collection that contains the target server.
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Step 3. Click Deployment Settings on the left panel. On the right panel, select Required from the
Purpose list, and select Only media and PXE from the Make available to the following list, and

click Next.
“» Deploy Software Wizard X
gg Deployment Settings
Gl Specify settings to control how this software is deployed
Deployment Settings
Scheduling
User Experi
er Experience - SR
Alerts
Distribution Points e FELE i
Summary
Progress Specify whether to make this task sequence available to Configuration Manager clients, and whether it is available to
Completion mun when you deploy an operating system by using boot media, prestaged media, or PXE.
Make available to the following:
Only media and PXE w
[] Send wake-up packets
[] Allow clients on a metered Intemet connection to download content after the
installation deadline, which might incur additional costs
< Previous Mext > Cancel
Figure 32. Select the deployment settings
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Step 4. Click Scheduling on the left panel, input As soon as possible in the Assignment schedule field,
and click Next.

= Deploy Software Wizard X

g:g Scheduling

LAl Specify the schedule for this deployment
Deployment Settings

Scheduling

User Experience This program will be available as soon as it has been distributed to the content servers unless it is scheduled for a
Alerts later time below. For required applications, specify the assignment schedule.

Distribution Peints

Summary [[] Schedule when this deployment will become available:
Progress 3/10/2020 |[237Pm &[] uT
Gompkiag [J Schedule when this deployment will expire:
3/10/2020 |[ 237PM #| [ uTe
Assignment schedule: . MNew .. Edit... Delete

As soon as possible

Rerun behavior: Rerun if failed previous attempt w

< Previous Mext = Summary Cancel

Figure 33. Schedule the deployment
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Step 5.

Select User Experience on the left panel, and select Show Task Sequence progress on the right

panel.

Ep Deploy Software Wizard

gﬂ User Experience

General
Deployment Settings
Scheduling
Alerts
Distribution Points
Summary
Progress

Completion

Specify the user experience for the installation of this software on the selected
devices

Motification settings:
[ Allow users to run the program independently of assignments

Show Task Sequence progress

When the scheduled assignment time is reached, allow the following activities to be performed outside the
maintenance window:

[ Software installation
[] System restart {if required to complete the installation)

Write filter handling for Windows Embedded devices
Commit changes at deadline or during a maintenance window {requires restarts)

If this option is not selected, content will be applied on the overday and committed later.

Intemet based clients:

[] Allow task sequence to run for client on the Intemet

< Previous MNext > Summary Cancel

Figure 34. Select the user experience
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Step 6. Select Distribution Points on the left panel, select Access content directly from a distribution
point when needed by the running task sequence from the Deployment options list.

Note: This option is only available when you enable all packages associated with the task
sequence to use a package share on the distribution point.

= Deploy Software Wizard X
tj)g Distribution Points
el Specify how to run the content for this program
Deployment Settings
Scheduling
User Experience Specify how clients interact with the distribution points to retrieve content from packages refemed by the task
Alerts sequence:
Deployment options:
T Access content directly from a distribution point when needed by the running task sequence ~
ummary
Progress
iy Clients will always try to get content from distribution points in cument boundary group. In addition, interaction with

distribution peints in neighbor boundary group can be controlled:

[] Allow clients ta use distribution points from the neighbor boundary group

When this content is not available an any distribution peints in cument and neighbor boundary groups, you can allow
the client to use a distribution paint in site defautt boundary group.

[] Allow clients to use distrbution points from the defautt site boundary group

/b Token based authertication (recommended) or a network access account must be configured to access content
from Windows PE

< Previous Mext » Surmmary Cancel

Figure 35. Specify distribution points options
Step 7. Click Next.
Step 8. Click Finish.
Checking the task sequence execution result

Ensure that the task sequence can be started successfully.

Procedure

Step 1. After performing the procedure in “Advertising a task sequence” on page 38, restart the target
server from PXE.
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CLIENT MAC ADDR: 8@ 1A 64 21 36 98 GUID: 84C21782 6ASB DD11 99E1 B884D4733EAL
CLIENT IP: 9.125.98.16 HWASK: 255.255.255.8 DHCP IP: 9.125.98.211
ATEWAY IP: 9.125.98.1

Joun loaded WDSHEP. ..

rchitecture: xb4

The details below show the information relating to the PXE boot request for
this computer. Please provide these details to your Windows Deployment Services
dninistrator so that this request can be approved.

ending Request ID: 838

Contacting Server: 9.125.98.86..
TFTP Download : smshootsxbd\pxeboot.nl2

Figure 36. Restarting the target server from PXE

Step 2. After the target server starts on PXE, the download process starts automatically from theSCCM
server to the target machine.

Hindows is loading files...

IP:9.125.98.86

Figure 37. Starting the download process

Step 3. The first action is run. In this example of the operating system deployment task sequence, it is the
Format and Partition Disk action.
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> Microsoft:
~ System Center2012
Conf' iguration Manager

Installation Progress

IT Organization
1
|
|

= Running: Bare Metal Server Deployment Template -
21R00022

Running action: Format and Partition Disk

‘ Fonmatting valume C: i

Figure 38. Running the Format and Partition Disk action

Step 4. The second action is run. In this example, it is Apply Operating System Image.

Note: Different task sequences might have different actions. The windows used for the task
sequences are similar to those shown here, only with different actions.

. Microsoft*
? System Center 2012
Configuration Manager

IT Organization

§>- Running: Bare Metal Server Deployment Template -
¥ 21R00022

Running action: Apply Operating System Image

Applying image 1 from W2k8R2Std. wim to volume C:)
[NEEEEEEEEEEEEEREERERN

Figure 39. Running the Apply Operating System Image action

Step 5. After the task sequence is finished, the target server restarts to set up Windows, and the
corresponding hardware is configured.
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Chapter 5. Lenovo XClarity Integrator Deployment Pack
features

Customize the primary tool used by the Lenovo XClarity Integrator Deployment Pack to perform tasks used
for deployment: OneCLI.

To configure RAID, refer to “Configuring RAID through OneCLI” on page 45.

To configure hardware settings, refer to “Configuring hardware settings through OneCLI” on page 51.

Configuring RAID through OneCLlI
Use the OneCLI utility to configure the RAID adapter.

There are two methods to configure RAID through the array wizard, a GUI-based editor, and through the
policy file utility. Both use the OneCLI utility to configure the RAID adapter.

OneClLl is a scriptable utility that offers a single user interface for both configuring and replicating all RAID
controllers supported by the WinPE Scripting Toolkit.

The Lenovo XClarity Integrator Deployment Pack leverages the OneCLI utility provided by LenovoWinPE
Scripting Toolkit. For more information about the policy file and the RAID controllers support matrix, see the
Lenovo XClarity Essentials OneCLI.

Configuring RAID through the policy file

Use this topic to configure the task sequence.

Procedure
Step 1. In the Task Sequence Editor, go to the new task sequence you created.

Step 2. Right-click the task sequence and select Edit.
A window similar to the one in the following figure is displayed.
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Bare Metal Server Deployment Template - W3100011 Task Sequence Editor — O x
Add - | Remove | (3 () 59 (2 FPropeties Options

0 Restart in Windows PE
) Set RebootStep Varable tenowo Deployment Pack

EL&SWI

5 g ?jﬁgaﬂc ctlzef:; Name: |Set RAID Config (i file) |
ortig

¢ L4 Rebootto PXE / USB Description:
EI L,‘.} Step 2

) Format and Partition Disk
‘.40 Reboot to PXE / USB
E| L.,; Deﬂlﬂ'!' Operating System Action Settings  Variable Replacement  Logs / Retum Files  Raid Account
0 Apply Operating System Image
0 Apply Windows Settings Configuration action type Action
-4} Apply Network Settings e — =

403 Aoply Driver Package _H.P«ID Config (i file) ~ |
-4} Apply Device Drivers
¥ Setup windows and CorfigMar Configuration file / Command line parameters

-4} Reset RebootStep Variable Configuration saved as a variable s View
&} Reboot to Hard Drive

[] Use these additional commanddine parameters
iy

Package
Transparent ~

[] Timeout this task if not complete within

5 tes

-
-

Support Info

acs | oy

Figure 40. Editing the task sequence

Step 3. Edit the task Set RAID Config (ini file).
The following window opens.
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Bare Metal Server Deployment Template - W3100011 Task Sequence Editor

Add » | Remove @ @ 59 (2 Propeties Options
408 Restart in Windows PE

-0} Set RebootStep Variable [r— Deployment Pack

-3 Step 1
& 5ot BIC Conic Name: [Set RAID Corfig (i fils) |
i -4 Rebootto PXE / USB Description:
E|L_3 Step 2

&3 Format and Partition Disk
&) Reboct to PXE / USB

- O X

Deploy Operating System Action Settings  Variable Replacement  Logs / Retum Files  Raid Account
@ Apply Operating System Image
4 Ppply Windows Settings Corfiguration action type Action
¥ Apply Network Settings T Sy BB 5
0 Anply Driver Package .lHAID Conﬁlg_ﬁnl ﬁle}_ & | |
¥ Apply Device Drivers
0 Setup windows and ConfigMar Corfiguration file / Command line parameters
i} Reset RebootStep Variable

Corfiguration saved as a variable

v| | View
4} Rebootto Hard Drive b

Select...

[Corfiguration saved as a variable]
<Create configuration file>

<lmport configuration file>
Raid{.ini

Raid 1-+hotspare ini

Raid1.ini

Raid 10.ini
Raid5.ini
Raid50.ini
Raid6.ini
Raid&0.ini
sample_raid.ini

Support Info

Coned [

Figure 41. Editing the Set RAID Config (ini file) task

Step 4. Click View to customize the policy file.
The following window opens.
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Step 5.

Configuration File Editor - sample_raid.ini = O .

#This is a template policy file to create RAID configuration

[XXHFYYY]

$Drive group in the new volume. Specify drive(s) index separated by ",". support
disks=

$Drive group for hot spare.Parameter optional,default null.

hot_spares=

$BLID level.Values: 0,1,5,1E,6,10,50,60,00.Parameter required.

raid lewvel=

#vol _name.the name of vol.Parameter required.

vol name=

Cache write policy.Values:0-Write Through, l-Always Write Back, 2-WHrite with BE
write policy=

Cache read policy.Values:0-No Bead Ahead, 1-Read Rhead, 2-Adaptive Read fhead.l
read policy=

#Cache I0 policy.Values:0-Direct I/0, l1-Cached I/0.Parameter optional,default 0.
io _policy=

$Access policy.Values:0-Read Write, 2-BEead Only, 3-Blocked.Parameter optional,de
access_policy=

#$Disk cache policy.Values:0-Unchanged, l-Enable, 2-Disable.Parameter optional,de
cache _policy=

$lew volume size. Unit:MB,GB. supporting percentage.Parameter regquired.

volume size=

$5trip S5ize. Unit:EB.Examples:B8K, 16K, 32K, 64K, 128K etc.Parameter optional,default
strip size=

[] Save to afile in the toolkit package for this custom action when | click 0K

Impart File Cancel

Figure 42. Editing the policy file

Notes:

“XXX” refers to a RAID ID or a placeholder. A RAID ID is composed of “ctrl” and a slot number.
For example, the ID of the RAID in slot one is “ctrl1”, the one of slot two is “ctrl2” and so on. A
placeholder can be RAIDID_X or RAID_AlIRemaining. “X” refers to the number of the RAID
adapter on your machine. For example, RAIDID_1 refers to the first RAID adapter and RAIDID_2
refers to the second one. You can use RAID_AlIRemaining to represent all other RAIDs of the
same settings.

“YYY” refers to the volume ID. You can name it as vol0, vol1, vol2 and so on.
Follow the descriptions on this page to enter specific information for other parameters.

Edit RAID account.
The following window opens.
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Bare Metal Server Deployment Template - W3100011 Task Sequence Editor = O X

Add ~ | Remove .‘é. '%J 39 (3 Propetties (Options

-~ Restart in Windows PE
0 Set RebootStep Variable lenovo D9p|05fment PECK
78 Confi

A il cleon Name: (et RAID Corfig i i) |
b Set BNC Corfig
4} Reboct to PXE / USB Description:

B _é Step 2
&40 Format and Partition Disk
L4} Reboot to PXE / USE
E .} Deploy Operaling System Action Settings  Variable Replacement  Logs / Retum Files Raid Account
-4} Apply Operating System Image
& Apply Windows Settings
&) Apply Network Settings
g xgg g::?;:gz::ie (® Create a new BMC user for raid configuration
0 Setup windows and ConfigMgr ahiis 3 3 :
; € Reset RebootStep Variable () Use existing BMC user for raid corfiguration
“-{{# Reboot to Hard Drive

Account | L¥CIRaid User |

Password |uuuu |

Support Info

e | | ooy

Figure 43. Editing the RAID account

When editing the RAID account, you can enter a supervisor user account existing on all BMCs that
need the RAID configuration. If you choose to create a new BMC user account , a default user

name “LXCIRaidUser” will be generated. We suggest that you change the user name and password
of the new account.

Notes:

e Make sure that the RAID level is supported by the RAID controller on the target server.
e Multiple array configurations are supported in one policy file.

Configuring RAID through Array Builder Wizard
Another way to configure RAID is through Array Builder Wizard provided by Microsoft SCCM.

To configure RAID, the Lenovo XClarity Integrator Deployment Pack creates a policy file according to input
from Array Builder Wizard and deploys the policy file and the OneCLI utility to the target server.
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85 Array Builder - <Create configuration file> . O >

Configuration rule name: Array Configuration Rule |

Emor handling rule: Select... ~

Important: Rules are evaluated against the detected hardware in the order displayed below

Controllers | @ # [1] Controller in slot number 1
[ Variables - E| ----- %3 [2] Controller in slot number 2

Amrays E| ----- £l [MNo variable conditions defined]

Logical Drives 51;9 Amay A - RAID 1 {mimored pair, even # required)
— Disks - E| ----- ! Logical drives

! Logical drive 1 {using all remaining space)

H_‘i Import XML E| ----- Physical disks
b Export to XML Disk 1
|5 View XML Disk 2

[ J Disk 3 - Hot spare (in this aray only)
39 Move Up

Move Down

... Global hot spares

1 Expand Sub-Modes
1+ Collapse All Nodes

[] Save to afile in the toolkit package for this custom action when | click OK

OK Cancel

Figure 44. Array Builder Wizard

In Lenovo XClarity Integrator Deployment Pack, RAID Array Builder Wizard supports the following features:
e Hot Spare: You can use Array Builder Wizard to configure Hot Spare.

¢ Controller Configuration: Array Builder Wizard supports controllers located in slots or all remaining
controllers in the system.

e RAID Level: Array Builder Wizard supports RAID level 0, 1, 5, and 6.
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Controller Configuration

Controller Selection Criteria

(@) Select the cortroller located in slot

1 + | disks attached

Variable Matching Criteria
[] MApplythis configuration svariable name:

anly when the variable...
Select...

Swalue

QK Cancel

Figure 45. Dynamic RAID configuration

Configuring hardware settings through OneCLI

By using the OneCLlI, you can modify hardware settings from the command line on multiple operating system
platforms. The OneCLI tool supports scripting environments through its batch-processing mode.

The Lenovo XClarity Integrator Deployment Pack leverages the OneCLI to provide the following functions:

¢ Modify the CMOS settings of the Basic Input/Output System (BIOS) or the settings of the Unified
Extensible Firmware Interface (UEFI), without having to restart the system to access these settings on the
BIOS or uEFI menus. (Usually, you have to press F1 in the beginning of the system startup to access these
menus.)

e Set up the Baseboard Management Controller (BMC) and Integrated Management Module (BMC).

The OneCLI depends on internal code for BMC functions and definition files for BIOS functions; therefore,
your results might vary with different hardware. Depending on your specific server population, you might
have to create hardware-specific task sequences to get the support settings. Support for BMC settings is
consistent across the product line, except for blade servers, where the management module in a given
chassis overrides most of the blade BMC settings. The hardware release notes for the Lenovo XClarity
Integrator Deployment Pack might contain more specific information.

Note: Command lines passed to the OneCLlI tool might not return error codes or explanatory feedback, so
be careful when creating your commands. For more information about OneCLl, including a list of the OneCLI
commands and their descriptions, see the Lenovo XClarity Essentials OneCLI.

Note: All set actions for BMC, ukFI, BIOS, and BMC support the multiple-nodes function. There are only
four nodes, with the default setting Node-1 (main).

Configuring BMC through OneCLlI
This topic describes how to configure the BMCby using theOneCLI.

The following figure is an example of how to configure the BMC.
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Add ~  Remove 29 (8
Restart in Windows PE
Set RebootStep Variable cnove Deployment Pack
[ Step 1
Diskpart clean
Set BMC Config
Reboot to PXE / USB
|} Step 2
Format and Parition Disk
Reboot to PXE / USE
"4 Deploy Operating System Action Settings | Variable Replacement | Logs / Retum Files | Raid Account |
Apply Operating System Image
Aoply Windews Settings Configuration action type Action
Hoply Network Settings
Apply Device Drivers
Setup windows and Confighgr Configuration file / Command line parameters
Reset Reboot Step Variable EM-: .
Reboot to Hard Drive

Package
| Transparent

[[] Timeout this task # not complete within

5 ko minutes

Figure 46. Selecting a BMC ini file

Sample .ini files are provided for BMC configuration. To view or modify the available settings for the .ini file,
click View.
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Configuration File Editor - 3650M2_IMM_sample.ini

Hl'm‘l.PwerRestDranlic?:Restnre =
IMM, PowrerOnAtipecifiedTine Years0o

IMM. PowerOndtipecifiedTine Month=0

IMM. PowerOnAtipecifiedTine_Day=0

IMM. PowerOnAtipecifiedTine Hour=0

IMM. PowerOnAtSpecifiedTine_Minute=0

IMM, PowerOndtipecifiedTine Second=0

IMM. ShutdovndndPower0EE WeekDay=Disable

IMM. ShutdownAndPower0EE_TimeHour=0

IMM. ShmtdovndndPower0fE TimeMinute=0 e
IMM. PowerOnServer WeekDay=Disable

IMM. PowerOnServer TimeHours=0

IMM. PowerOnServer TimeMinute=0

IMM. ShutdowndndRestart WeekDay=Disable

IMHM. ShutdowvndndReatarc TimeHour=0

IIMHM. ShutdovndndRestart TimeMinute=0

IMM. Time Zone=GMT+0: 00

IMM. D5T=No

IMM. IMMInfo_Contacte

IMM. IMMInfo_Location=

IMM. 05Watchdog=Disabled

IMM. LoaderWacchdog=Disabled

IMM. NTPAutoSynchronization=Disabled

IMM. NTPHost=127.0.0.1

IMM. NTPFrequency=80

IMM. SNMPw3_AuthenticationProtocol. 1=HHAC-MDS

IMM, SNMPv3 PrivaecyProtocol.l=CEC-DES

IMM. SEMPw3_AccessType.l=jet

IMM. SNMPvw3_TrapHostname, 1=

IMM. User buthentication Method=Local only j

FAOIN T o mle cscmaTheassd =@ S

[~ Save to a file in the toolkit packane for thiz cuztom action when | click 0K

impot File_| Cancel |[ ok ]

Figure 47. Sample settings in an BMC.ini file

You can either edit the file or create a new one. Follow the instructions in the topic “Updating distribution
points” on page 21 for the package to make the file available.

Configuring uEFI through OneCLI

Similar to BMC, the uEFI action contains sample .ini files that you can modify.
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posin - PS900026 Task Sequence Editor

=G |

=1
29 (8
=] a

Add -~ Remove

ﬁ Restart in Windows PE
€# Set RebootStep Variable
[Z Configure Hardware
[4 Step 1
ﬂ- Digkpart clean
¥k 5et uEF! Corfig
Reboat ta PXE / USB
[ Step 2
ﬂ- Format and Partition Digk
&} Reboot to PXE / USE
[*J Step 3
ﬁ- Format and Partition Disk
['4 Deploy Operating System
ﬂ Apply Operating System Image
ﬁ Apply Windows Settings
ﬁ- Apply Metwork Settings
ﬂ- Apply Driver Package
ﬁ- Apply Device Drivers
ﬁ- Setup windows and CorfigMar
ﬁ- Reset Reboot Step Varable
ﬂ Reboct to Hard Drive

Properties | Options |

tenowo Deployment Pack

Name: | Set UEFI Corfig

Descriptian:

Ll

b

Action Settings |‘u"ariable Replacemert | Logs / Retum Files |

Corfiguration action type Action
| UEFI Config v] [s=t v]
Configuration file / Command line parameters

OM2 uEFl sample ini | W | View |

Select...

3550M2 uEF] sample ini
J650M2_uEF]_sample ini
HS522 uEFl_sample.ini

[T Muttiple nodes

Package
|T|T:|n5parer|t V| Node-1 {main)
[T Timeout this task f not complete within
= ~
Support Infa
ok || Cancel

Figure 48. Selecting a ukFl .ini file

The configuration of other hardware is similar to the process for configuring the BMC and uEFI.

Supported Lenovo hardware-specific configuration list

This topic provides a summary and a detailed description of the hardware-specific configuration list.

Summary

The following actions are supported in Lenovo XClarity Integrator Deployment Pack. Each of these actions
are described in more detail in the Detailed description table that follows.

54

Set/get BIOS configuration
Set/get RAID configuration
Set/get BMC configuration
Reboot BMC

Set/get uEFI configuration

Set/get BootOrder [BMC] configuration
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Operating system deployment

After you have configured RAID on the target server, use the task provided by Lenovo XClarity Integrator
Deployment Pack to install a supported operating system.

About this task

Lenovo XClarity Integrator Deployment Pack supports the following operating systems:
e Windows 2012

e Windows 2016 (x64)

¢ Windows 2019 (x64)

Lenovo XClarity Integrator Deployment Pack supports deploying the captured operating system image to the

target server. The process conducts end-to-end deployment scenarios with the operating system selected.
Refer to the topic, Chapter 4 “End-to-end deployment scenario” on page 35.
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Chapter 6. Hints and tips

The hints and tips provided in this section are designed to help you address common issues you might
experience when installing and using the Operating System Deployment feature.
Create the installation or uninstallation log file

When the Lenovo XClarity Integrator Deployment Pack is either installed or uninstalled, the log file with a
random name is created in the %Temp% folder. To specify the log file name, use the following methods.

¢ To create the installation log file, run the .exe file from the command line with this parameter: /v"/l install.
Iogll

¢ To create the uninstallation log file, run the .exe file from command line with this parameter: /v"/l uninstall.
log"

Set the log level in the register

OSD supports five log levels: debug, info, warning, error, and fatal. The default log level is info.

To change the level, set the LogLevel value as another one of the five types under this register path: HKEY _
LOCAL_MACHINE\SOFTWARE\Lenovo\Systems Management Integrations\Log.

Test WinPE-based sequence actions

When using PXE, always configure advertisements with the settings shown in the following table.

Table 3. PXE-required settings for advertisements

General page Make this task sequence available to boot media and PXE.
Otherwise, the network client cannot receive the intended task from the Configuration
Manager server.

General page Browse to select the collection of the target server.
Schedule page Mandatory assignments. As soon as possible
Schedule page Program rerun behavior: Never rerun advertised program (default).

Distribution Points page Access content directly from a distribution point when needed by the running task

sequence.

In WinPE, the default option, Download content locally when needed by running task
sequence, does not work. WinPE causes the task sequence server to ignore all actions

that have packages set for this option.

Interaction page Show task sequence progress

Always configure WinPE boot images with the following setting:

Table 4. WinPE boot image-required settings

Windows PE Enable command support (testing only).

PXE issues

To troubleshoot a "File not found PXE error," re-create the PXE service point. You can also use the Reboot to
PXE/USB custom action to circumvent a problem that might occur after rebooting a target system multiple
times.
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About this task

If the following error is displayed in the log file, it might be related to one of several common PXE issues:
File not found PXE error #.
Refer to the information that follows for possible solutions.

If the PXE service was operational at one time, the issue might be caused by changes to a boot image that
were not distributed to the PXE service distribution points.

Also, it could be that there is not a valid advertisement for this server. Creating an advertisement is described
in “Advertising a task sequence” on page 38.

You must also add the target server MAC address and GUID to the Configuration Manager database.

PXE-initiated deployments require a Preboot Execution Environment (PXE) service point role (and some
NTFS-formatted disk space), a DHCP server, Windows Deployment Services (WDS), and a firewall port
configuration. Using DHCP and WDS on the same server requires you to configure WDS to listen on a port
other than port 67. See Microsoft System Center — Planning for PXE Initiated Operating System Deployments
webpage for more information.

If you have problems getting the PXE service to work from the beginning, check that Windows Deployment
Services (WDS) is installed and that it is correctly configured for the environment. If the error still exists, try
the following actions:

1. Stop the Windows WDS.
2. Either delete or rename the windows \Temp folder and create a new windows \Temp folder.
3. Restart the WDS.

If the DHCP server is on the same server as WDS, make sure that DHCP option 60 is enabled. In some
cases, you might have to restart the DHCP server.

If the prerequisites are met, use the following procedure to re-create the PXE service point.

Procedure
Step 1. From the console, remove the PXE service role.

Step 2. Check the Program Files\Microsoft Configuration Manager\Logs\PXEsetup.log to verify that the role
is removed successfully.

Step 3. Remove the WDS.
Step 4. Reboot the Configuration Manager site server, if WDS was installed on the site server.
Step 5. Reinstall WDS but do not configure it.

It is not necessary to import images. However, make sure that WDS is installed correctly.

Step 6. Assuming DHCP and WDS are installed on the Configuration Manager server, make sure that
DHCP Option 60 is enabled and choose Don't listen on port 67.

Step 7. Reinstall the PXE service role.
Step 8. Check the PXEsetup.log file to verify that the role was installed successfully.
Step 9. Update the PXE distribution points for the boot images now that the new role is installed.

The target client should now be able to PXE boot to the Configuration Manager server.
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Tips when rebooting to PXE or USB

When deploying a new unconfigured server, there are no configured disks from which to boot. Therefore, the
system must boot from other media, such as a CD or DVD drive, from a USB port, or from the network using
the Preboot Execution Environment (PXE). At times, the installation might reboot the server being deployed
during the task sequence to complete initialization of a configuration, such as defining array disks.

If the disks on a system are defined or redefined after theWindows Preinstallation Environment (WinPE)
boots, WinPE does not recognize the new system partition, which means a reboot is necessary to
successfully complete a deployment.
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Figure 49. Properties page for a Reboot to PXE / USB action

When using a reboot computer standard action within the task sequence editor, the action requires a
writeable partition, either to reboot into the existing operating system or to copy WinPE to the disk and
reboot to WIinPE again. If you assign a reboot task to a server and these conditions do not exist, the task
sequence fails at that action. Without a valid boot partition, the machine cannot be rebooted in the middle of
a task sequence.

If you use PXE and the server simply ends the task sequence and reboots on its own, Configuration Manager
does not readvertise the PXE boot to the computer. The PXE advertisement must be reset if it is to run the
same task sequence again. Therefore, the server will likely reboot into an unknown state and stop at a No
Operating System prompt. You could assign a second task sequence to the server, but when the first task
sequence ends, the second starts immediately, without a reboot between them.

If you used boot media such as CD, DVD, or a USB drive, the result is the same; the task fails when the
reboot task runs because a valid boot partition does not exist. If you make the task sequence end instead of
rebooting, the system reboots and starts the task sequence again. Without some sort of conditional flow
control, the installation reruns the same tasks.
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Tips to resolve problems when starting the Lenovo XClarity Integrator
Deployment Pack

Lenovo provides a state variable during the task sequence to control which steps are run in the sequence.
The installation uses Windows Management Instrumentation (WMI) remote calls to reset the PXE
advertisement for the computer so that when it restarts, it reruns the task sequence appropriately.

To control the flow of the task sequence across restarts, groups are created that have conditions set on the
state variable. This state variable is a task sequence variable set through the Configuration Manager server
or, for a disconnected deployment, by using a file-based method.

The following example shows what a task sequence flow might look like:

First start sequence
1. The computer starts WinPE through PXE. The task sequence variable is not set. (RebootStep = null)
2. The Set RebootStep Variable action sets the variable to 1.
3. The Configure Hardware group runs.
4. The group Step 1 condition is set to true. (RebootStep = 1)
a. Actions inside this group run.
b. The Reboot to PXE/USB action resets the PXE advertisement.
The group Step 2 condition is set to false, which skips some steps.
The group Step 3 condition is set to false, which skips some steps.

N o o

The Deploy Operating System group condition is set to false.
8. The task sequence ends and the computer restarts.
Second start sequence
1. The computer starts and uses PXE or USB to load WIinPE again. (RebootStep = 1)
. The Set RebootStep Variable action sets the variable to 2. (RebootStep = 2)
. The Configure Hardware group runs.

. The group Step 1 condition is set to false, which skips some steps.

a b WODN

. The group Step 2 condition is set to true. (RebootStep = 2).
a. Actions inside group 2 run.
b. The Reboot to PXE/USB resets the PXE advertisement.
6. The group Step 3 condition is set to false, which skips some steps.
7. The Deploy Operating System group condition is set to false.
8. The task sequence ends and the computer restarts.
Third start sequence
1. The computer starts and uses PXE or USB to load WIinPE again. (RebootStep = 2)
. The Set RebootStep Variable action sets the variable to 3. (RebootStep = 3)
. The Configure Hardware group runs.
The group Step 1 condition is set to false, which skips some steps.
The group Step 2 condition is set to false, which skips some steps.

oo p e N

The group Step 3 condition is set to true. (RebootStep = 3)
a. Actions inside group 3 run without restarting at the end.
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7. The Deploy Operating System group condition is set to true.
a. Actions inside this group run.
b. The Reset RebootStep Variable action sets the variable to 0. (RebootStep = 0)

8. The task sequence ends and the computer restarts on the final operating system loaded on the
disk.

Manual workaround method

You can manually work around the PXE reboot issue by creating the task sequence steps and groups and
using the procedure that the Lenovo XClarity Integrator Deployment Pack uses to solve the problem.

The solution also involves creating a custom script that connects remotely to the Configuration Manager
server (with appropriate credentials), accessing WMI, and resetting the PXE advertisement for the specific
computer running the task sequence.

However, there is no need to do this work manually because the custom action described in the topic “The
Reboot to PXE/USB custom action” on page 61 sets up the task sequence for you.

The Reboot to PXE/USB custom action
Insert the PXE/USB custom action to control multiple reboots when booting to PXE or USB.

After Lenovo XClarity Integrator Deployment Pack is installed on the Configuration Manager server, this
custom action is automatically installed. You can also insert the custom action into a task sequence by
performing the following steps:

1. Right-click the task sequences folder to create a sample task sequence that includes all of the tasks
needed (including reboots) for deploying a server from bare metal.

2. When inserting a new OEM custom action, use the dialog box about reboots to create a new task
sequence with the appropriate actions using the current task sequence actions.

3. Manually insert the Reboot to PXE/USB action into a task sequence from a selection on the task
sequence editor menu to create a new task sequence.

Preventing a server from looping during multiple reboot processing

During multiple reboot processing, the target server might loop and be unable to run the task sequence
correctly. The problem is due to an improper setting for the state variable that controls the installation. The
improper setting can occur when an error occurs that does not stop the installation.

About this task

The sample task sequence templates in the Lenovo XClarity Integrator Deployment Pack provide for multiple
reboots back to USB or PXE, and they use a computer variable to track the current boot stage in the
process.

The computer variable determines which groups or steps are run during each phase of the deployment. If an
error occurs during a task sequence, this variable is not automatically reset, and your task sequence might
not restart from the beginning or even the current phase of deployment.

To ensure that the computer restarts the sequence from the beginning, remove the computer variable for any
computer that has failed the task sequence.

Reset the computer variable by performing the following procedure.
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Procedure

Step 1. Start Microsoft Configuration Manager to open the Configuration Manager console.
Step 2. From the console, click Computer Management = Collections.

Step 3. Right-click the computer resource in the appropriate collection.

Step 4. Click Properties = Variables.

Step 5. Select the RebootStep variable.

Step 6. Click Delete.

Step 7. Click Apply.

Step 8. Click OK.
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Appendix A. Troubleshooting

Frequently, the reason for a problem you are experiencing is due to a faulty setting or unintended omission
during setup. The symptoms of a problem that you have often provide clues to the reason for the problem. In
general, troubleshooting begins with making sure that you performed certain tasks.

About this task

To begin troubleshooting, follow these basic steps.

Procedure

Step 1.

Step 2.

Step 3.

Step 4.

Read the documentation.

The majority of issues related to the use of this product are covered in the documentation. Check
the documentation before calling support.

Some sections of the Configuration Manager documentation that you should be familiar with
include those related to related Microsoft TechNet:

¢ Microsoft System Center — Troubleshooting Operating System Deployment webpage

¢ Microsoft System Center — Troubleshooting Operating System Image Deployment Using USB
Devices webpage

Check your action settings.

The primary cause of task sequence failures is related to the settings you entered in the task
sequence steps.

Check the task sequence steps for:

¢ Valid environment or task sequence variable references

¢ Valid file references. Use DOS 8.3 naming whenever possible. Never use file names with
embedded spaces.

¢ Valid directory references. When capturing files from a target computer, ensure that the
destination directory already exists. The process does not automatically create directory
structures.

Check the log files and use debug logging.

The custom actions in this deployment kit provide for capturing the SMSTS.LOG file from WinPE and
sending it back to the Configuration Manager server.

To help with troubleshooting issues, you can also perform extended logging with the custom
action. Enable this logging on the Logs/Return Files tab in the sequence action.

When all else fails, contact Lenovo support, as described in Appendix C “Getting help and
technical assistance” on page 75. Before contacting support, however, gather appropriate
information related to your problem. When you call Lenovo support, you must have a set of
information to provide them so that they can efficiently work your issue. Before calling, gather the
appropriate information. Here are suggestions for what to collect.

a. Export the task sequence you were using by right-clicking the task sequence and selecting
Export.

b. Ifthe issue is visible in the interface, collect screen captures of the relevant portions.
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c. Iftheissue is related to installation of the product or follows closely after installation:

1. Gather a copy of the MSl installation log located in the temporary files directory (identified
in the % TEMP% environment variable). This file is usually located in a 1 directory and has
a random name formatted as MSIrandom_characters.L0G.

2. Gather a copy of the _Installer.Log file and the _InstalledComponents.Xml file, which are
located in the following directory: AdminUI Install Directory\XmlStorage\Extensions\bin
\Deployment\Lenovo\lLenovo Deployment Pack\setup

Note: The location of the log file varies by machine.
d. Iftheissue occurred while running a task sequence:

1. Gather a copy of the SMSTS.L0G file from WInPE. The log might be in the X:\Windows\Temp
\Smstslog directory for a PXE boot. The log might also be in the \Smstslog directory on
the local drive. The format of the log name might be SMSTSLOGtime_based_name>.L0G.

2. Gather a copy of the custom action logs saved using the Retrieve the task sequence log
file from the client when this action runs check box on the custom action Logs /
Return Files tab. You should also select the check box for Enable extended/debug
logging by this action.

3. Gather a copy of the files used as input to the configuration task, such as configuration INI
or XML files.

e. A complete, detailed explanation of the issue, including:

1. The exact point of failure, such as the action running when the process failed, a
description or screen captures of error messages, error codes, and other relevant facts.

2. A detailed description of the computers being configured, such as model, hardware
configuration, RAID controllers, and other characteristics.

3. A description of circumstances related to the following questions:
¢ Has this task sequence or action ever worked? When did it stop working?

¢ If it worked before, what is different now? Is the task sequence is being applied to
different computer types? Is it using different configuration files, different task
sequence variables, or has something else been modified?

Troubleshooting installation issues

Some common installation issues are presented along with information about how to troubleshoot them.

A custom action does not appear on the Configuration Manager console

Configuration Manager uses information stored in Windows Management Instrumentation (WMI) to load the
custom action assemblies from disk. This WMI information is imported into the site system's WMI database
during installation through the use of Managed Object Format (.mof) files. If an error occurred during
importation or for some reason the WMI information is incorrect, the MMC might generate an exception
when trying to load the assembly. The cause might be that the file name or assembly name was not found.

Check WMI under root \SMS_site_code\SMS_TaskSequenceStep\SMS_TaskSequenceAction for the appropriate
WMI class for the product installed. For example the product might be Lenovo_DeploymentPack.

If the desired class does not exist, the custom action cannot appear in the menu. Use the installer to try
reinstalling the site server files.
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If you are familiar with the contents of the WMI classes, you can modify the class as appropriate to correct
the error. A good tool for viewing and editing WMI information is WMI CIM Studio, which is part of the WMI
Administrative Tools.

The Lenovo XClarity Integrator Deployment Pack is not completely removed from SCCM

By design, boot images are not removed because they are tied to task sequence packages. Removing the
boot image might invalidate other working task sequences that you are using.

If you are no longer using the boot images created by this product, delete them from the console.

How to delete remaining physical folders created by Lenovo XClarity Integrator Deployment Pack
1. Locate the SCCM installation folder.

2. Find the subfolder AdminUI\XmlStorage\Extensions\bin\Deployment, and delete the folder named
Lenovo.

3. Find the subfolder 0SD\lib\Drivers, and delete the folder named Lenovo.
4. Find the subfolder 0SD\lib\Packages\Deployment, and delete the folder named Lenovo.

Troubleshooting administrator console issues

Some common administrator console issues are presented here along with information about how to resolve
them.

Enabling user interface debug logging

If you customized the configuration XML but the XML is not correct, the actions in the user interface might
not work properly.

Turn on debug logging on the administrative console part of the custom action. Set the Debug Logging key
to 1, which is the DWORD value in the base registry key for the Lenovo XClarity Integrator Deployment Pack.

MMC crash, exception, or Property Not Found errors occur when loading custom action

Configuration Manager uses information stored in WMI to load the custom action assemblies from disk. This
WMI information is imported into the site system WMI database during installation through the use of MOF
files. If an error occurred during importation, or for some reason the WMI information is incorrect, the MMC
might generate an exception when trying to load the assembly, likely because the file name or assembly
name is not found.

Check WMI under root \SMS_site_code\SMS_TaskSequenceStep\SMS_TaskSequenceAction for the appropriate
WNMI class for the product installed, such as: Lenovo_DeploymentPack.

If the desired class does not exist, the custom action cannot appear in the menu. Use the installer to reinstall
the site server files to correct the problem.

If you are already familiar with the contents of the WMI classes, you can modify the class as appropriate to
correct the error. A good tool for viewing and editing WMI information is WMI CIM Studio, which is part of the
WMI Administrative Tools.

Troubleshooting device driver issues

In many instances, you must import drivers into yourWinPE boot image for the OEM utilities to function. In
some circumstances, the driver packages available from the OEM include an installation program to install
the drivers, but do not include instructions about how to import the driver intoWinPE.
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Configuration Manager imports drivers into WinPE using the standard driver injection process available in the
WInPE tool set. This requires a driver INF file (or txtsetup.oem file) along with the driver and other necessary
files. The INF file is used in the standard driver installation process to insert the driver into WinPE.

In addition, trying to automatically import the driver into the Configuration Manager Driver Catalog and then
inserting the driver into the boot image might fail due to one or more of the following issues.

Renamed files

Some driver files are named differently depending on the operating system to which they apply: driver_w2k.
sys, driver_w2k3.sys, and driver_w2k3_é4.sys, for example, might apply to Windows 2000, Windows Server
2003, and Windows Server 2003 64-bit.

The installation program might rename the files to base names before installing the driver, such as driver.sys.
If the installation program renames files before installing them, the driver cannot be injected into theWinPE
image because the correct file names are not present.

Modified boot image

During the installation of the Lenovo XClarity Integrator Deployment Pack, the installation program performs
several modifications to aWinPE boot image to insert drivers and other changes that allow the Lenovo
XClarity Integrator Deployment Pack utilities to function.

By default, the installation program makes a copy of the Configuration Manager default boot image (boot.
wim), mounts the file, makes changes, and unmounts the file.

This modified boot.wim file contains the base set of changes needed by the Lenovo XClarity Integrator
Deployment Pack. In addition, network and storage drivers are added for boot devices, such as array
controllers, and network drivers to be able to communicate with the network in WinPE.

Drivers should be added through the driver catalog within the Operating System Deployment node of the
Configuration Manager administrative console.

Configuration Manager stores two boot images for distributing to machines booting to PXE. The boot.wim file
is the base boot image that contains no Configuration Manager specific files.

When you add drivers to a boot image and then update the boot image on a distribution point, Configuration
Manager takes the base boot.wim file and adds the drivers from the driver catalog, along with other
Configuration Manager files to create a new WIM file named boot.packagelD.wim, for example,boot.
SMS00001.wim.

The new WIM file is then distributed to the assignedPXE distribution points for your site.

Failing imported drivers

Often, several drivers are loaded together in a common directory and contain a TXTSETUP.0EM file. However,
when you try to update the WinPE boot image after these drivers are injected, it might fail. This issue can also
occur with only one driver in a directory. By default, Configuration Manager chooses the TXTSETUP.0EM file for
its source of import information for the drivers. If this file exists, Configuration Manager does not display any
associated INF files.

It is better to load drivers individually by using their respective INF files. To do this, rename any TXTSETUP.OEM

files in the driver directory so that Configuration Manager prompts you to select the INF files and import the
drivers individually.
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Troubleshooting WIinPE and task sequence issues

Some common WinPE and task sequence issues are presented along with information about how to
troubleshoot them.

WInPE never starts the task sequence

Check the SMSTS.LOG file at X:\windows\temp\smstslog\smsts.log. If a package never downloaded, it is likely
that you do not have the appropriate network drivers installed, which prevents the server from
communicating with Configuration Manager.

Check your driver catalog to ensure that you have the right network drivers available and installed in the boot
image, and update the boot image to your distribution points.

Additional network or storage drivers might be needed in the boot image to enable the WinPE boot to
function correctly. Add those through Drivers in the Operating System Deployment node.

The right drivers have been added to the boot image, but are not loading

The original boot.wim file (WinPE boot image) created whenConfiguration Manager was installed is copied
and modified with Lenovo specific drivers and other files. Your task sequences that use the Lenovo XClarity
Integrator Deployment Pack must use this boot image, or the tools might not work properly.

Check to make sure the image into which you loaded the drivers is the same image being used by the task
sequence.

This error is common for administrators who maintain multiple boot images.

Servers will not boot using PXE

PXE is an extension of DHCP, which uses a broadcast type of communication. Broadcast communication
uses standard timeout values that are not readily changeable. As a result, a computer waits for a default
timeframe to receive a DHCP or PXE response before timing out and causing a failure condition.

Each time a server is rebooted, it must renegotiate the connection to the switch. Some network switches
arrive configured with default settings that might incur connectivity delays. That is, the settings on the switch
might cause a DHCP orPXE timeout because they fail to negotiate a connection in time.

One of the features that can be affected by this issue is Spanning Tree Protocol (STP). STP is a protocol that
prevents loops and provides redundancy within a network. A networking device using this algorithm might
experience some latency as it collects information about other network devices. During this period, servers
might boot to PXE and time out while waiting for a response from Windows Deployment Services. Disable
the STP or enable PortFast on end-node ports for the target server to prevent such occurrences. Refer to the
manufacturer's user guide for further information.

Another feature that can be affected by this issue is the EtherChannel or Port Aggregation Protocol (PAgP).
EtherChannel allows multiple links between devices to act as one fast link that shares the load between the
links. Running the EtherChannel Protocol in automatic mode can cause a connectivity delay of up to 15
seconds. To eliminate the delay, either switch to a manual mode or turn off this feature.

Speed and duplex negotiation can also play a role in negotiation time outs. If auto-negotiation on the switch
is set to off, and the server is not configured to that speed and duplex setting, the switch will not negotiate
with that server.

For more information, see the Cisco Web site and the following Cisco documents:
e (Cisco: Using PortFast and Other Commands to Fix Workstation Startup Connectivity Delays webpage
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e (Cisco: Configuring and Troubleshooting Ethernet 10/100/1000Mb Half/Full Duplex Auto-Negotiation webpage

Default boot order does not allowPXE to boot when a valid drive exists

When an active partition is created on a hard drive, it automatically becomes a bootable device if a valid
operating system has been installed. If your PXE NIC comes after the hard drive in the boot order, the hard
drive tries to boot before PXE and boots to Windows, or causes an Invalid System Partition error if Windows
is not installed.

To resolve this issue, be sure that PXE is placed before the hard drive in the boot order. Keep in mind that
even ifPXE is first in the boot order, the computer does not actually boot to PXE unless Configuration
Manager has a task sequence for it to run.

Task sequence fails with Failed to Download Policy and code 0x80093102 or 0x80004005

This error code typically refers to a certificate validation issue.

The SMSTS.LOG file will show an entry with the following text:
CryptDecryptMessage ( &DecryptParams, pbEncrypted,
nEncryptedSize, 0, &nPlainSize, 0 ), HRESULT=80093102

or
no cert available for policy decoding

Possible causes are:

¢ Misconfiguration of your domain or a site server, such as DNS not pointing to the site server, or the site
server not specifying a valid FQDN (which is referred to by the DNS listing). If your site server does not
specify a FQDN (and only specifies the NETBIOS name), and your DNS server refers to the FQDN, a faulty
lookup might cause this error.

¢ The certificate being used for PXE and boot media. Check the certificates under the Site Settings node
and see if any certificates are blocked or missing. Open the certificates and ensure that they are actually
installed into the certificate store. If not, install them.

If these actions do not work, remove the package from the distribution point (through Manage Distribution
Points) and add the package again to regenerate the package hash.

Task sequence fails with Failed to Download Policy and code 0x80004005

This error code typically refers to a certificate validation issue.

The
SMSTS.LOG

file will show an entry with the following text:
failed to download policy

Check the certificates under the Site Settings node to if any certificates are blocked or missing. Open the
certificates to ensure that the certificates are installed into the certificate store. If not, install the certificates.
Task sequence fails because the package is not downloading

In WinPE, the default option Download content locally when needed by running task sequence does not
work. When inWIinPE, the task sequence engine ignores (and fail) all actions that have packages set for this
option.

Set all packages needed for use in WinPEto Access content directly from a distribution point when
needed by the running task sequence.
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Task sequence does not run again even after clearing thePXE advertisement

You must set the advertisement to Always rerun so that any time you reset the PXE advertisement, the
advertisement is applied to the computer regardless of whether it ran the task sequence before.

Task sequences fail or act incorrectly after an upgrade

When upgrading from a previous version of this product, existing task sequences using custom actions are
not automatically updated.

To function correctly, open each task sequence action that uses a custom action in an editor. Add a . to the
description and remove it to enable the Apply button. Click Apply to refresh the properties of the custom
action and save any new automatic data or formatting that is required to function with the new version.

Files and logs are not returned from the client

A number of issues can prevent the task sequence from returning files or logs from the client.

Among the possible issues that might prevent the task sequence from returning files or logs from the client

are:

¢ Failure of the client-side script prior to the file copy, which is usually evident in the log file. Repeat the task
and press F8 during the task to get to a command prompt, if you selected the check box for Enable
command support on the boot image properties = Windows PE page.

Then open the SMSTS.LOG file. The location varies. INWIinPE viaPXE, the location is at X:\Windows\Temp
\Smstslog\smsts.log.

¢ Malformed XML in the Lenovo XClarity Integrator Deployment Pack configuration file. Correct the XML file
according to the original format.

¢ The command being run has an error but exits with code 0. This can occur when a severe error is
encountered in the script while the script is set to ignore errors and use programmatic error handling. The
error handling did not catch the same error.

Report such issues to the Lenovo support site, as described in Appendix C “Getting help and technical
assistance” on page 75.

¢ The task sequence cannot access the share or mapped drive that is the target drive for copying the files or
logs. Ensure that the network is connected and that the user ID and Password that are required to access
the share are correct.

Logs are returned but not output files

A number of issues can prevent the task sequence from returning output files while allowing the task
sequence to return log files.

Among the possible causes for the task sequence not returning output files from the client are:
¢ No return file parameters are specified in the configuration XML.

e Return file parameters in the configuration XML are incorrect.

¢ An error is occurring with the operation of the utility that generates the output file.

¢ A null variable is causing an error in the file name of the file to be returned.

Task steps do not automatically change after a change is made to the configuration XML file

If you change the configuration XML file, previously existing task steps do not automatically change unless
you edit them.

To fix the existing task steps, open the task sequence editor and make a minor edit to each custom action
step in the sequence. For example, you can add a period to the description and then delete it to enable the
Apply button. Click Apply. The task sequence steps are now saved with the automatically updated
information from the new XML file.
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Task sequence fails at Apply Operating System with Failed to make volume X:\ bootable

This issue is indicated by log content similar to the following text:
MakeVolumeBootable( pszVolume ),
HRESULT=80004005

(e:

Fai

\nts_sms_fre\sms\client\osdeployment\applyos\installcommon.cpp,759)

led to make volume E:\ bootable.

Please ensure that you have set an active partition on the boot
disk before installing the operating system.

Unspecified error (Error: 80004005; Source: Windows)

ConfigureBootVolume(targetVolume),
HRESULT=80004005

(e:

\nts_sms_fre\sms\client\osdeployment\applyos\applyos.cpp,326)

Process completed with exit code 2147500037

Several problems can cause this error.

Th

is issue can be related to two different scenarios:

If you are using a Format & Partition action in your task sequence to partition the hard drives, make sure
that you select the check box for Make this the boot partition on one of the partitions. If you do not make
a drive bootable and the computer has only the single drive, the task sequence engine automatically
makes one of the partitions the boot partition. But if there are multiple drives, the task sequence engine
cannot determine which drive should be bootable, and you see this error.

If you upgraded from the Configuration Manager RTM to SP1, you might have a problem if both hard
drives are completely raw. If you have never partitioned the drives, a known bug in Windows PE prevents
Windows PE from determining the drive where it was booted, and you see this error. This situation is likely
on a server with a RAID controller where you have just formed two or more RAID sets. The new RAID sets
are completely raw because they have never existed before.

The only workaround to the problem of multiple raw drives is to manually boot into Windows PE and run
diskpart to partition at least one of the drives. Then run the task sequence again. The task sequence
should work.

The known problem with Windows PE is fixed in Windows Vista SP1 and hence in the Windows PE that is
derived from Vista SP1.

How to tell if your boot images are upgraded to Vista SP1

Boot image properties contain an identifier for OS Version.

Perform the following procedure to see the version of WinPE in your boot images:
1. Click Computer Management - Operating System Deployment - Boot Images = Lenovo
Deployment.
2. Right-click the boot image and select Properties.
3. Click Images.
4. Check the OS Version property for a value of 6.0.6001.18000 or greater.

What to do if your boot images are not upgraded to Vista SP1

70

You can manually re-create your boot images using the Windows AIK and following the steps listed
inMicrosoft System Center — How to Add a Boot Image to Configuration Manager.

If your Configuration Manager processes permit, you might find it easier to remove the old boot image

packages using the Admin Console, delete the files in the
0SD\boot

directories, and rerun the SP1 upgrade installation.
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How to tell if WAIK was upgraded to Vista SP1
1. Click Start = Run; then run the Regedit command.
2. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ComponentStudio.
3. There should be a single key under this key, which is named with the number of the Windows AIK
version.

Note: Only one version of Windows AIK can be installed. However, an uninstall operation might
have failed to remove the registry key. In such a case, the registry key with the highest version
number should be the correct version number.

What to do if Windows AIK was not upgraded to Vista SP1
Configuration Manager is supposed to automatically upgrade the Windows AIK version during an
upgrade to Configuration Manager SP1. If that did not occur, try manually uninstalling Windows AIK and
rerunning the Configuration Manager SP1 upgrade.

To download Windows AlK, see the Microsoft System Center — Automated Installation Kit (AIK) for
Windows Vista SP1 and Windows Server 2008 page.
System environment variables are not carried over to the next action in the task sequence

When a task sequence runs, commands run in a command shell. When the task ends, so does the command
shell environment, which causes the loss of any system variables that are defined in the task.

To pass variables between tasks, set the variables as Task Sequence variables, Collection variables, or
Machine variables.

Troubleshooting general issues

Some general installation issues are presented along with information for addressing them.

When viewing logs with the Trace32 utility, the logs appear to be cut off

Trace32 does not always display the entire log file. The log might appear to have lost large periods of time,
when in fact the entries are in the log. Try viewing the logs using WordPad, because Notepad does not show
tab characters correctly.

Restarting a failed PXE-based task sequence
To troubleshoot a failed PXE-based task sequence, follow these steps.

1. Right-click on the computer you are testing, and select Clear last PXE advertisement. Select the
advertisement, and click OK.

2. If you updated anything in the package used by the client, find the package under Software
Distribution, right-click the package, then select Update Distribution Points.

3. If you updated any DLL associated with task sequences, go back through the task sequences and edit
each step that uses that DLL. Task steps do not change automatically, but require that you edit them to
pick up the updated DLL. All that is required is a keystroke in the Description box so that you can click
Apply.

4. If you updated anything in the WinPE Boot Image, find the boot image by clicking Operating System
Deployment - Boot Images, right-clicking the image, and selecting Update Distribution Points.
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Appendix B. Running Sysprep

The System Preparation Tool (Sysprep) generalizes the operating system image on the reference computer

to remove machine-identifying data and enable the image to run on other bare metal machines.

Running Sysprep on Windows Server 2008, Windows Server 2012 or

Windows Server 2016

You can run the System Preparation Tool (Sysprep) on a reference computer running Windows Server 2008,
Windows Server 2012 or Windows Server 2016.

Procedure

Step 1.
Step 2.

Step 3.
Step 4.

Step 5.

Step 6.

Build the capture task sequence and advertise the task sequence from the Configuration Manager

server, as described in “Capturing operating system images” on page 24.

Make sure the operating system and applications are installed and configured on the reference
computer in the same way that they should exist in the final installation.

Log on to the computer as an administrator.

Open a command window and change directories to the C:\windows\system32\sysprep directory.

Then run the sysprep.exe command:
sysprep

The following page opens:

System Preparation Tool 3.14

System Preparation Tool (Sysprep) prepares the machine for

hardware independence and ceanup,

X

—System Cleanup Action

!Enter System Out-of-Box Experience (OCEBE)

"

E

—Shutdown Options

IREI:u:u::t

=

Ok

Cancel

Figure 50. System Preparation Tool (Sysprep)

Click OK to run the System Preparation Tool and reboot the computer.

Now the system is ready for capturing.

While the system is rebooting, press F1 to enable a system boot from the network.

After finishing the capture task, the system restarts.
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Appendix C. Getting help and technical assistance

If you need help, service, or technical assistance or just want more information about Lenovo products, you
can find a wide variety of sources available from Lenovo to assist you.

About this task

This information describes where to go for additional information aboutLenovo and Lenovo products, what to
do if you experience a problem with your system, and who to call for service, if it is necessary.

Before you call

Before you call, make sure that you tried to solve the problem yourself.
About this task

Make sure that you have taken these steps to try to solve the problem:

¢ Check all cables to make sure that they are connected.

¢ Check the power switches to make sure that the system and any optional devices are turned on.

¢ Use the troubleshooting information in your system documentation, and use the diagnostic tools that
come with your system. Information about diagnostic tools is in the Problem Determination and Service
Guide on the Lenovo Documentation CD that comes with your system.

¢ (o to Lenovo XClarity Integrator Deployment Pack for Microsoft System Center Configuration Manager Web
site to check for technical information, hints, tips, and new device drivers or to submit a request for
information.

You can solve many problems without outside assistance by following the troubleshooting procedures that
Lenovo provides in the online help or in the documentation that is provided with your Lenovo product. The
documentation that comes with Lenovo systems also describes the diagnostic tests that you can perform.
Most systems, operating systems, and programs come with documentation that contains troubleshooting
procedures and explanations of error messages and error codes. If you suspect a software problem, see the
documentation for the operating system or program.

Using the documentation

Information about your Lenovo system and preinstalled software, if any, or optional device is available in the
documentation that comes with the product. That documentation can include printed documents, online
documents, readme files, and help files.

About this task

See the troubleshooting information in your system documentation for instructions for using the diagnostic
programs. The troubleshooting information or the diagnostic programs might tell you that you need
additional or updated device drivers or other software. Lenovo maintains pages on the World Wide Web

where you can get the latest technical information and download device drivers and updates.

To access these pages, go to Lenovo XClarity Integrator Deployment Pack for Microsoft System Center
Configuration Manager Web site and follow the instructions.
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Getting help and information from the Web

The Lenovo web site has up-to-date information about Lenovo systems, optional devices, services, and
support, including http://shop.lenovo.com/us/en/systems/, http://www.ibm.com/systems/bladecenter/, and
http://www.ibm.com/intellistation/.

About this task

You can find service information for Lenovo systems and optional devices at Lenovo XClarity Integrator
Deployment Pack for Microsoft System Center Configuration Manager Web site.
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Appendix D. Accessibility features

Accessibility features help users who have a disability, such as restricted mobility or limited vision, to use
information technology products successfully.

Accessibility features

The following list includes the major accessibility features in the Lenovo XClarity Integrator Deployment Pack:
¢ (Can be operated using only the keyboard

Communicates all information independent of color

Inherit system settings for font, size, and color

Supports interfaces commonly used by screen readers and screen magnifiers

Keyboard navigation

This product uses standard Microsoft® Windows navigation keys.

Lenovo and accessibility

See the Lenovo Accessibility Web site for more information about the commitment that Lenovo has to
accessibility.
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Appendix E. System firewall settings

This section describes how to set firewall exceptions.

The following table list the ports used for Deployment Pack for SCCM.

Table 5. Ports used by Lenovo XClarity Integrator Deployment Pack for Microsoft System Center Configuration Manager

Source Target
Protocol
Port Location Component Port Location Component
NetBIOS
Not Management | SCCM OSD UDP 137 Managed Preboot OS & Host | hame
specified server console server OS - Samba Server | service
(NMBD)
Not Management | SCCM OSD Managed Preboot OS & Host
specified server console UDP 138 server OS - Samba Server SMB
Not Management | SCCM OSD Managed Preboot OS & Host
specified server console TCP139 server OS - Samba Server SMB
Not Management | SCCM OSD Managed Preboot OS & Host
specified server console TCP 389 server OS - Samba Server LDAP
Not Management | SCCM OSD Managed Preboot OS & Host
specified | server console TCP445 | o ver 0S - Samba Server | NetBIOS
Not Management | SCCM OSD Managed Preboot OS & Host
specified server console TCP 901 server OS - Samba Server SWAT
Not Managed . Management
specified server PXE client UDP 67 server DHCP Server DHCP
Not Managed . Management
specified server PXE client UDP 68 server DHCP Server DHCP
Not Managed . Management
specified server PXE client UDP 69 server TFTP Server TFTP
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Appendix F. Notices

Lenovo may not offer the products, services, or features discussed in this document in all countries. Consult
your local Lenovo representative for information on the products and services currently available in your
area.

Any reference to a Lenovo product, program, or service is not intended to state or imply that only that
Lenovo product, program, or service may be used. Any functionally equivalent product, program, or service
that does not infringe any Lenovo intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any other product, program, or service.

Lenovo may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not give you any license to these patents. You can send
license inquiries, in writing, to:

Lenovo (United States), Inc.

8001 Development Drive

Morrisville, NC 27560

U.S.A.

Attention: Lenovo Director of Licensing

LENOVO PROVIDES THIS PUBLICATION “AS I1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow
disclaimer of express or implied warranties in certain transactions, therefore, this statement may not apply to
you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. Lenovo may
make improvements and/or changes in the product(s) and/or the program(s) described in this publication at
any time without notice.

The products described in this document are not intended for use in implantation or other life support
applications where malfunction may result in injury or death to persons. The information contained in this
document does not affect or change Lenovo product specifications or warranties. Nothing in this document
shall operate as an express or implied license or indemnity under the intellectual property rights of Lenovo or
third parties. All information contained in this document was obtained in specific environments and is
presented as an illustration. The result obtained in other operating environments may vary.

Lenovo may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this Lenovo product, and use of those Web sites is at your own risk.

Any performance data contained herein was determined in a controlled environment. Therefore, the result
obtained in other operating environments may vary significantly. Some measurements may have been made
on development-level systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been estimated through
extrapolation. Actual results may vary. Users of this document should verify the applicable data for their
specific environment.
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Trademarks
LENOVO, FLEX SYSTEM, SYSTEM X, and NEXTSCALE SYSTEM are trademarks of Lenovo.

Intel and Intel Xeon are trademarks of Intel Corporation in the United States, other countries, or both.
Internet Explorer, Microsoft, and Windows are trademarks of the Microsoft group of companies.
Linux is a registered trademark of Linus Torvalds.

All other trademarks are the property of their respective owners. © 2023 Lenovo.

Important notes

Processor speed indicates the internal clock speed of the microprocessor; other factors also affect
application performance.

When referring to processor storage, real and virtual storage, or channel volume, KB stands for 1 024 bytes,
MB stands for 1 048 576 bytes, and GB stands for 1 073 741 824 bytes.

When referring to hard disk drive capacity or communications volume, MB stands for 1 000 000 bytes, and
GB stands for 1 000 000 000 bytes. Total user-accessible capacity can vary depending on operating
environments.

Lenovo makes no representations or warranties with respect to non-Lenovo products. Support (if any) for the
non-Lenovo products is provided by the third party, not Lenovo.

Some software might differ from its retail version (if available) and might not include user manuals or all
program functionality.
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