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About this publication

The document provides a brief walkthrough of the installation and configuration of the Lenovo XClarity
Management Pack (MP) (Lenovo XClarity Adapter or plugin) developed for VMware vRealize Operations
Manager (vVROps). In a nutshell, this document describes how to install, configure, and use the plugin.

Conventions and terminology

Table 1. Conventions

Convention Description

Bold Indicates text on a window, besides the window title, it includes menus, menu options,
buttons, fields, and labels.
Example: Click OK.

Italic Indicates a variable, which is a placeholder for the actual text provided by the user or system.

Example: copy <source-file> <target-file>

Note: Angled brackets (< >) are also used to indicate variables.

DIALOG BOX/CODE

Indicates text displayed in the dialog box or if you have entered. For example:

# PAIRDISPLAY -G ORADB

Note

These notices provide important tips, guidance, and advice.

Table 2. Terminology

Term/acronym Full Name

LXCA Lenovo XClarity Administrator

MP Management Pack

PFA Predicted failure alerts

vROps VMware vRealize Operations Manager
vSAN Virtual storage area network

vRLI VMware vRealize Log Insight

XCC Lenovo XClarity Controller

Web resources

You can find additional information about Lenovo XClarity Integrator for VMware vRealize Operations
Manager in the product documentation and on the Web.

Lenovo XClarity Integrator for VMware vRealize Operations Manager website

Locate the latest downloads for the Lenovo XClarity Integrator for VMware vRealize Operations Manager:

® | enovo XClarity Integrator for VMware vRealize Operations Manager
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https://my.vmware.com/en/web/vmware/downloads/info/slug/infrastructure_operations_management/vmware_vrealize_operations/8_4

System Management with Lenovo XClarity Solutions

This Web site provides an overview of the Lenovo XClarity solutions that integrate System x and Flex System
hardware to provide system management capability:

e System Management with Lenovo XClarity Solution website

Lenovo technical support portal
This Web site can assist you in locating support for hardware and software:

* | enovo Support Portal website

ServerProven Web sites

The following Web sites provide an overview of hardware compatibility for BladeCenter, Flex System,
System x, and x Series hardware:

e [ enovo ServerProven: Compatibility for BladeCenter products

* | enovo ServerProven: Compatibility for Flex System Chassis

* [enovo ServerProven: Compatibility for System x hardware, applications, and middleware

vRealize Operations Manager website

Locate documentation in several formats to assist you with installing, using, and developing with VMware
vRealize Operations Manager

e VMware vRealize Operations Manager Documentation website
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https://www.lenovo.com/us/en/data-center/software/management/
https://support.lenovo.com/us/en/
http://www.lenovo.com/us/en/serverproven/eserver.shtml
http://www.lenovo.com/us/en/serverproven/flexsystem.shtml
http://www.lenovo.com/us/en/serverproven/indexsp.shtml
https://docs.vmware.com/en/vRealize-Operations-Manager/index.html

Chapter 1. Lenovo XClarity Adapter introduction

The Lenovo XClarity Management Pack (MP) developed for VMware vRealize Operations Manager (vROps)
monitor the health, capacity, and performance of Lenovo XClarity Administrator (LXCA) resources. It provides
visibility to the Lenovo XClarity resources in the Lenovo XClarity Administrator (LXCA).

The MP collects data from the LXCA resources, identifies any issues, facilitates the monitoring of workload
issues, and suggests corrective actions.

It also helps you drill down to assess the health of a single resource so that you can use the resource as
optimal.

Lenovo XClarity Adapter overview

The management pack for Lenovo vRealize & Analytics Integration for Lenovo vSAN Ready Nodes utilizes
the vROps analytics and Ul engine to collect data from Lenovo VX series vSAN Ready Nodes and monitor it.
The MP for Lenovo XClarity Adapter includes the following features with the vROps Ul:

¢ A predefined dashboard lists the LXCA resources. It provides a global view of the relationship between
resources, such as connected chassis, servers, power supplies, and ESXi connectivity.

¢ | XCA resources monitoring
* |nventory tree

¢ Alert notifications and badges enable the administrator to optimize the monitoring and management of the
LXCA resources.

e Logs

© Copyright Lenovo 2021 1
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Chapter 2. Installing the management pack

Administrators install the Lenovo XClarity Administrator’s vVROps Management Pack to monitor the health,
capacity, and performance of the Lenovo XClarity Administrator resources. After installing the management
pack, configure the cloud account and then configure an adapter instance. This topic details the following:

“Prerequisites” on page 3

“Configuring the cloud account” on page 3
“Installing the Lenovo XClarity Adapter” on page 6
“Adding an adapter instance” on page 12
“Removing the Lenovo XClarity adapter” on page 16

Prerequisites

Before installing Lenovo XClarity vROps Management Pack, verify that you have configured your
environment according to the requirements in this section.

Component Supported version

VMware vCenter Server 6.7and 7.0

VMware vRealize Operations Manager 8.0,8.1,8.2,and 8.3

Lenovo Servers ThinkSystem servers and ThinkAgile VX servers
Lenovo XClarity Administrator 3.1.0and 3.2.0

Supported web browsers Chrome (89.0 and above), Firefox (83.0 and above)

Configuring the cloud account

Configure the cloud account as mentioned in this topic to display the vSAN Hardware Topology.

Before you begin

Ensure that you have installed the Lenovo XClarity adapter using the PAK file.
Ensure that the prerequisites are met. For more details, see “Prerequisites” on page 3.

Procedure

To configure the cloud account, complete the following steps:

1. Start the vRealize Operations Manager administrative user interface in your web browser and log in as
an administrator.

For example, use the URL https://<vROps_IP_address> where the vROps IP address is the IP of the
vROps node.

2. Browse the Administration tab.

The Solutions page is displayed.
3. Select Solutions > Cloud Accounts > vCenter > ADD ACCOUNT.

© Copyright Lenovo 2021



https://vROps_IP_address
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vim vRealize Operations Manager Home Dashboards Alerts Environment Administration

Add Cloud Account

Solutions
Cloud Account Informat
Cloud Accounts oud Account Information

Mame Local-vcenter

Description

Configuration

vienter /SN Service Discovery
Management
History
Connect vCenter
Support -
B o connect to vCenter, you must select a healthy collector and valid credentials
- - oy ey T
vCenter Server 0.10.10.10 163
Credentia vCenter Admin T /
Collector / Group Default collector group

| WALIDATE COMMECTION

Operational Actions Enable ®

Advanced Settings

4. In the Cloud Account Information section: Enter an appropriate name (like FQDN) which represents the
cloud account you want to connect to in the Name field. Optionally, enter the description in the
Description field.

5. In the vCenter tab, enter the following details:
e Connect vCenter: Enter the vCenter Server IP and vCenter credentials.

Credentials: Click the add credentials icon (+), enter the password of the vCenter that you are
adding, and click OK.
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Review and Accept Certificate X

Untrusted certificate found

Certificate Thumbprint: 54bfdel6fdef0d5chbodef38cfo3bbes0247246a

Issued to: C=U5, CN=s51labs.lenovo.com

lssued by: OU=Mware Engineering, O=sl.labs.lenovo.com, ST=California, C=US, DC=local, DC
Expires: December 21, 2022 8:09:32 AM EST

Click Accept if you trust the certificate. Use the credentials to connect.

CANCEL ACCEPT

¢ Validate the connection by reviewing and accepting the certificate by clicking ACCEPT.
6. Click the vSAN tab and perform the following details:

¢ Enable the vSAN configuration.
¢ Select the Enable SMART data collection checkbox.

Chapter 2. Installing the management pack 5



vm VvRealize Operations Manager Home Dashboards Alerts Environment Administration

Back v] « Add Cloud Account

Solutions Cloud Account Information
Cloud Accounts
Other Accounts Name Local-vcenter
Repository

Inventory Description

Policies

Access

Configuration vCenter VSAN

Management
History vSAN configuration @) Enabled

Support Use alternate credentials

Enable SMART data collection

[ VALIDATE CONNECTION ]

¢ Validate the connection by reviewing and accepting the certificate by clicking ACCEPT.
7. Click SAVE.

The cloud account is configured and listed as follows.

Administration

Solutions
a

Name. Status Description collector

ocal veente

Access

Configuration

Management

History

Support

Installing the Lenovo XClarity Adapter

Download the PAK file for VMware vRealize Operations Manager Management Pack for Lenovo XClarity from
the VMWare marketplace. Save the PAK file to a folder on your local system.

Before you begin

¢ Ensure that the vROps 8.0/ 8.1/8.2/8.3 is installed and configured. For more details, see VMware 8.0
documentation, VMware 8.1 documentation, VMware 8.2 documentation, and VMware 8.3 documentation.

¢ Ensure that you have the PAK file.
e Ensure that the prerequisites are met. For details, see “Prerequisites” on page 3.
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https://docs.vmware.com/en/VMware-Site-Recovery/services/rn/srm-plugin-80-release-notes.html
https://docs.vmware.com/en/VMware-Site-Recovery/services/rn/srm-plugin-80-release-notes.html
https://docs.vmware.com/en/Site-Recovery-Manager/8.1/rn/srm-vropsmp-releasenotes-8-1-1.html#installation
https://docs.vmware.com/en/Site-Recovery-Manager/8.2/rn/srm-vropsmp-releasenotes-8-2.html
https://docs.vmware.com/en/Site-Recovery-Manager/8.3/rn/srm-vropsmp-releasenotes-8-3-1.html#installation

Procedure
To install the Lenovo XClarity Adapter, complete the following steps.
1. Start the vRealize Operations Manager user interface in your web browser and log in as an administrator.

For example, use the URL https://<vROps_IP_address> where the vROps IP address is the IP of the
vROps node.

2. Browse the Administration tab.

The Solutions page is displayed.
3. Navigate to Solutions > Repository and then click ADD/UPGRADE to upload the PAK file.

The Add Solution page is displayed.

Add Solution

1 Select Solution

BROWSE. ..

2 End User License Agreement

3 Instal

4. Click BROWSE to go to the location of the management pack files that you are installing. Select the
LenovoXClarityAdapter-1.0.0.pak file.

5. Select Install the PAK file... to override earlier PAK installation if it was previously installed.

6. Select Reset Default... to override the existing settings. On selecting this option, the alert definitions,
symptoms, recommendations, policy definitions, views, dashboards, and reports are overwritten.

The Reset Default Content dialog box is displayed.

Chapter 2. Installing the management pack 7
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Reset Default Content X

Performing this action will reset all of the content provided by the
selected solution.

WARNING: User modifications to DEFAULT Alert Definitions,
Symptoms, Recommendations, Policy Definitions, Views,
Dashboards, Widgets and Reports supplied by the selected solution
will be overwritten. To save your modifications to default content,
clone or backup the content before you proceed.

During the reset operation the solution will not be collecting data
and the operation could take up to 30 minutes to complete
depending on the number of nodes in the vRealize Operations
Cluster.

| understand that performing this action will reset the default content
for selected solution. | have backed up or cloned default content that
has been modified

)

7. Read the warning message and select the | understand that .. checkbox and click OK to reset default

content.
8. Click UPLOAD and wait until the .pak file is uploaded.

After the file is uploaded, the summary of the MP is displayed.

Lenovo XClarity Integrator for VMware vRealize Operations Manager Installation and User Guide



Add Solution Select a Solution to Install 9 %

Browse your file system to select a PAK file for the solution you want to install

BROWSE

1 Select Solution

2 End User License Agreement

3 Install

e health and efficiency

CANCEL NEXT

9. Click NEXT to continue the installation. (If you want to quit the installation, click CANCEL.)

A confirmation message is displayed.

Chapter 2. Installing the management pack 9



Confirmation

You have selected a solution that is unsigned. Install this solution?

10. Click YES to continue the installation with a signed PAK file.

The End User License Agreement page is displayed.
11. Read the End User License Agreement, select the <l accept the ..> checkbox. Click NEXT.

The management pack installation will be displayed on the Install Solution page. The process may take
up a few minutes.

10 Lenovo XClarity Integrator for VMware vRealize Operations Manager Installation and User Guide



Add Solution nstall Solution 2

The selected sclution is being installed
1 Select Solution

nstallation Details

2 End User License Agreement

3 Install

FINISH

12. Click FINISH.

On completing the installation, the Lenovo XClarity Adapter is displayed in the list of installed solutions as
follows:

Chapter 2. Installing the management pack 11



vm vRealize Operations Manager Home Dashboards Alerts Environment Administration

Back v] « Repository

Solutions
Cloud Accounts
Other Accounts

Repository
Inventory ADD/UPGRADE
Policies
Access Other Management Packs @

Configuration

Management B2 | cnovo Xclarity Adapter
History
Support Status @ Add Account
Provided by  Lenovo
Version 100
UNINSTALL

Adding an adapter instance

Adapter instances specify the adapter type and the information needed for the vRealize Operations Manager
to identify and access resources. The Lenovo XClarity Adapter instances provide access to the resources of
the Lenovo XClarity Administrator. Add one adapter instance per LXCA.

Before you begin

¢ Ensure that you have installed the Lenovo XClarity adapter using the PAK file.

¢ Ensure that the prerequisites are met. For more details, see “Prerequisites” on page 3.

Procedure
To add an adapter instance, complete the following steps.

1. Start the vRealize Operations Manager administrative user interface in your web browser and log in as
an administrator.

For example, use the URL https://<vROps_IP_address> where the vROps IP address is the IP of the
vROps node.

2. Browse the Administration tab.

The Solutions page is displayed.
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https://vROps_IP_address

(@) Other Accounts - vRealize Oper= X XG 1024039218 - Lenovo XClarity - % | + o -

< C A Notsecure | 10.240.54.33/ui/indexaction#/administration/solutions-menitoringaccounts a e :

Administration

Solutions
Cloud

Access
Configuration
Management
History

Support

3. Select Solutions > Other Accounts > ADD ACCOUNT.

4. Select the LXCA adaptor from the existing list for adding the account Lenovo XClarity Adapter > New
Account.

The New Account information page is displayed.

Chapter 2. Installing the management pack 13



vim vRealize Operations Manager Home Jashboards Alerts Environment Administration

BACK w | New Account

Solutions
Cloud Account Information

Cloud Accounts

Other Accounts

MName LXMCAI
LXCAT
Description
Access
Configuration Connect Information
Management LXCA IP or Hostname  10.10.10.10 @
History Part 443
st Credentia admin use! + &
Collector / Group Crefault collector group

VALIDATE CONMMNECTION

Advanced Settings

o

5. Configure the following Cloud Account Information and Connection Information:

a. Name: Enter a descriptive name of the instance.
b. Description: Enter a description with more details.

6. Configure these settings based on the adapter instance type:

14

a. LXCA IP or Hostname: Enter the LXCA IP or a descriptive hostname of the instance.

b. Port: Enter the port number if you want to change it, the default value is 443 as shown in the
preceding screenshot.

c. Credentials: Click the add credentials (+) icon, enter an appropriate credential name that includes
username and password of the adapter instance you are adding, and click OK.
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Manage Credential 7

Mradantiz] napns - p—
Credential name admin use

Username admin

assword R e R e T PR

I:AN:E- “

d. Collector/Group: Select the required collector group from the drop-down list.

7. Click VALIDATE CONNECTION to validate the values you entered. If the adapter instance configures
correctly, an informative message is displayed. Click ACCEPT to continue.

Review and Accept Certificate X

Untrusted certificate found

Certificate Thumbprint: SdbfdelofdefOdochodaf38cfo3bbeeda47 2408

lzsued to: C=U5, CM=s51labs lenovo.com

lssued by: OU=\VMware Engineering, O=sl.labs.lenovo.com, ST=California, C=U5, DC=local, DT
Expires: December 21, 2022 8:09:32 AM EST

Click Accept if you trust the certificate. Use the credentials to connect.

CANCEL ACCEPT

8. In the Advanced Settings, select the Auto Discovery as True.

Important: After the adapter instances are created, the vRealize Operations Manager Collector requires
several minutes to collect statistics, depending on the size of the system. The default collection cycle is
15 minutes. Once the initial data is collected, subsequent statistical collections run quickly.

Large system configurations require a longer duration to collect metrics, resources, and update
dashboards. To configure the duration, select the required time in seconds in the Advanced Settings >
Collection Interval field.

9. To finish adding the adapter instance, click ADD. If you do not want to continue adding the adapter
instance operation, click CANCEL.

Chapter 2. Installing the management pack 15



Removing the Lenovo XClarity adapter

Follow the task if you need to uninstall the management pack using the vROps user interface.

Procedure
1. Log in to vROps as an admin user.
2. Navigate to the Administration tab.
3. In the left pane, click Solutions > Repository. The Lenovo XClarity Adapter displays in the right pane.
4. Click Uninstall to remove the selected management pack.

A warning dialog box is displayed.

Note: After removing the adapter instance, you cannot revert the operation. The associated data,
metadata, and related files are deleted permanently.

Warning

The action will remove Lenovo xClarity Adapter. It will not be
possible to recover this solution. All associated data, metadata and
associated out of the box content will be deleted. Press OK to

continue, Cancel to go back and change selected instances

a | understand the risk and allee

.-—;
=
b
O
m

| I

5. Select | understand the risk and agree and click OK to complete the uninstallation.

16  Lenovo XClarity Integrator for VMware vRealize Operations Manager Installation and User Guide



Chapter 3. Monitoring Lenovo XClarity Adapter

After installing and configuring the MP, you must add an adapter instance to use the Lenovo XClarity Adapter
to view the following:

¢ “Viewing data collection status for an instance” on page 17
e “Dashboards” on page 17

* “Viewing the inventory tree” on page 24

e  “Monitoring the discovered resources” on page 26

e “Using the badges to monitor resources” on page 28

e “Viewing alerts” on page 29

Viewing data collection status for an instance

After you set up an adapter instance, verify whether the instance is collecting data.

Before you begin

Ensure that you have added an adapter instance. After adding the instance, the vRealize Operations
Manager Collector requires some time to collect the initial data.

Procedure
To view collected data, complete the following steps.
1. Login to vROps as an admin user.

2. Navigate to the Administration > Solutions > Other Accounts > <Instance> tab for instance status.
The instance status must be OK.

Dashboards

The Lenovo XClarity Adapter management pack dashboards provide an overview of the performance and
health of XClarity Administrator resources. The dashboards enable you to view, monitor, and troubleshoot
resources

Dashboards provide a graphic representation of the status and relationships of selected objects. The
standard dashboards are delivered as templates.

Before you begin

® Log in to the vRealize Operations Manager Ul using admin credentials.

¢ From the vRealize Operations Manager main menu, select Dashboards > All Dashboards. The available
dashboards are listed in the Lenovo XClarity folder.

¢ Once the required dashboards are selected, it is listed in the navigation panel on the left as follows.

© Copyright Lenovo 2021 17



vm vRealize Operations Manager Dashboards

BACK ~

Getting Started

« Getting Started = acTions ~

Dashboards =

v Recent Dashboards
Lenovo XClarity Details

Lenove XClarity Environment
Overview

Lenove XClarity Power &
Thermal Information

Lenovo XClarity Topology
New Dashboard

vSphere Compute Inventory
VSAN Capacity

Views
Reports

Procedure

Management

oo
oo

Inventory

Inventory shows the number of resources in the environment. These dashboards help quantify the inventory based on various perspectives and

relationships within the environment

Consumer layer
Service Visibility
Service Distribution
VM Relationship

Service Relationship

1. To view the dashboards, click Dashboards.
2. From the Recent Dashboards list, select the required dashboard.

Provider layer

Compute Inventory
Storage Inventory
Network Inventory

Workload Management Platform

18 Lenovo XClarity Integrator for VMware vRealize Operations Manager Installation and User Guide



The following dashboards are listed:

¢ Lenovo XClarity Environment Overview

Lenovo XClarity Environment Overview =

Environment Ow

Object List

Name

wSAN Cluster

Name capacity Remaining

ACTIONS v

Alert List

. Property List

Lenovo Node To Host Mapping

Time Remaining Group Name Hame senal number

collzction state

Trig_| created on J stat

collection status

Lenovo Rack To Node Mapping

Group Name Name Summary/XCC IP Asset information|senal ..

VSAN Cluster(VX-Cluster) ThinkAgile VX Rackl  vxO1 thinkagile local ThinkAgile VX Rack!  wx01
VSAN Cluster(LeMansO1, wx02 thinkagile local vx02
wx03 thinkagile local vx03

No Group wx04.thinkagile local lo Grou RO1

RO2

» »
Widget Description

Environment Overview

Lists the resources and their health. Select the required resource to
populate the related widgets.

Alert List

widget.

Lists the alerts of the resource selected in the Environment Overview

Chapter 3. Monitoring Lenovo XClarity Adapter
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Widget

Description

Property List Lists the details of the resource selected in the Environment Overview
widget.
Object List Lists the details of the object selected in the Environment Overview widget.

It also displays the collection state and status of the resource.

vSAN Cluster

Lists the details of the vSAN cluster. Select a vSAN cluster to populate the
related widgets.

Lenovo Node to Host Mapping

Lists the node to host mapping of the resource selected in the vSAN Cluster
widget.

Lenovo Rack to Node Mapping

Lists the rack to node mapping details.

Lenovo XClarity Integrator for VMware vRealize Operations Manager Installation and User Guide




¢ Lenovo XClarity Power & Thermal Information

Lenovo XClarity Power & Thermal Information < acTions »

Rack

Server

Total
3

System Input Power

Name

ThinkAgile VX Rackl

System Output Power

250

03:00 AM 10:00 AM 12:00 PM

Average Systemin_ Minimum System In

04:00 PM 06:00 PM 1MASAM 1150 AM

Maximum System |

Inlet Alr Temperature

wx01

0400 AM  CED0AM 0800 AM 10:00 AM 12:00 PM

— Inet Ar Temperature = - Infet Air Tempersture (Trend)

Memory Subsystem Power

50 AM 1155 Am 1200 PM 12:08 M

Minirmum Memory

= - inlet Air Temperature (S days forecast)

Maximum Memory

‘OQutlet Air Temperature

oz008M O400PM  OEDOPM May3

Effective CPU Speed

10 PM

Average Memory S

Top-10 Servers Based On System Input Power

AVEragE SyStEM INPUE poWer Objects
ls Watts rpx-cl-btl
J& watts rpx-cl-bt?
|zw:ms rpx-clccsl
| 1watts rpx-c1-cchu
J1watts Dx-cl-ceé

Top-10 Servers Based On Inlet Air Temperature

Inlet Air Temperature. objects
px-c-bt?
px-cl-btl
mx-cl-ccbu
px-cl-ccBl
mx-clcesl

ot

Top-10 Servers Based On System Output Power

Average System Output Power Cbjscts

Top-10 Servers Based On Outlet Air Temperature

utilization index Gbjects

140 AM

x
SummaryluUID
Ermar mime o
ot titems
X
IHCE P
- w01 CTOSWW 86
w03 CTOSWW 186
20 27ems
mooPM  1zoseM 1210 M 1215PM 12207
Average System O_. Maximum System . Minimum System O
vxO1
No data to display
vy 10 vay 17 way 24 vay 3
— Cutlet Air Temperature = = Outiet Air Temperature (Trend) = = Outlet Air Temperature (5 days forecast)
7
------------------- %
=
1200 PM 1210 P 220
Average Effective . Maximum Effective . Minimum Effective
Top-10 Servers Based On Memory SubSystem Power
Average Memory Subsystem Power Objects
|n Watts 1ox-cl-ceBu
| o watts rox-cl-bt?
|n Watts px-cl-btl
J o watts 1ox-c1-CcBl
Jowatts ox-cl-ovi -
Top-10 Servers Based On Effective CPU Speed
average Effective CPU Speed Objects

Chapter 3. Monitoring Lenovo XClarity Adapter
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Widget

Description

Rack Lists the details and utilization of the rack. To view further details of a rack,
click the rack on the pie chart. Select a rack to populate the related widgets.
Server Lists the server details and utilization for the rack selected in the Rack

widget. To view further details of a server, click the required server on the
pie chart. Select a server to populate the related widgets.

System Input Power

Lists the system input power graphical details of the server selected in the
Server widget. Hover over the graph to view further details.

System Output Power

Lists the system output power graphical details of the server selected in the
Server widget. Hover over the graph to view further details.

Inlet Air Temperature

Lists the inlet air temperature to the time of the server selected in the Server
widget. Hover over the graph to view further details.

Outlet Air Temperature

Lists the outlet air temperature to the time of the server selected in the
Server widget. Hover over the graph to view further details.

Memory Subsystem Power

Lists the memory details.

Effective CPU speed

Lists the effective CPU speed.

Top 10 servers based on
system input power

Lists the top 10 servers that have maximum system input power.

Top 10 servers based on
system output power

Lists the top 10 servers that have maximum system output power.

Top 10 servers based on
memory subsystem power

Lists the top 10 servers that have maximum utilized memory subsystem
power.

Top 10 servers based on inlet
air temperature

Lists the top 10 servers that have maximum inlet air temperature.

Top 10 servers based on outlet
air temperature

Lists the top 10 servers that have maximum outlet air temperature.

Top 10 servers based on
effective CPU speed

Lists the top 10 servers that have maximum CPU speed.

Lenovo XClarity Integrator for VMware vRealize Operations Manager Installation and User Guide




¢ Lenovo XClarity Topology

Lenovo XClarity Topology =t acTions-

Object Relationship

Scoreboard

[ ] L ]
25 75
=R ; ° °
[]*e - 01GV275
O [ rirvegie v a: ot Pow
k] (=) S| . .
[ER 7Y94 LENOVO(IEC)
L ] L ]
ThinkAgile VX 2U N... EB
[ ] L ]
?
Alert List
@ 4Hours @ refresh
criticality alert Triggered on created on status Alert Type Alert subtype
e " A
e " A
Metric Picker Metric Chart
VN I W .
Widget Description

Object Relationship

Lists the relationship between the resources. Select the required object to
populate the related widgets. Hover over the resource to view more details
of the resource.

Scoreboard Lists the details of the resource selected in the Object Relationship widget.
Hover over the score to view more details.
Alert List Lists the alerts of the selected resource. To view further details, click on the

required alert to display the Alerts table.

Metric Picker

Navigate to the required metric and the selected metric details are listed in
the adjacent Metric Chart widget.

Metric Chart

Lists the metric as selected in the Metric Picker widget.
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¢ Lenovo XClarity Details

Lenovo XClarity Details < acTions

Rack Details

Name Name Lacation Room Height (units) uun

ThinkAgile VX Rackl  ThinkAgile VX Rack B 5.
Server Info
Name Status XCC P uuic Serial Number Model UEFI|Version UEFIBuild UEFIRelease Date
vx01 i 2.80
wx02
wx03
»
Host System Info
Name Parent Cluster Parent Datacenter CPUITotal capacity cPulusage cPUIcapacity Usage (%) | Disk Space|Total Capacity | Disk Spacelutilization memorylusable Memory | Memorylutilization ¥
wx01.thinkagile local X-Cluster ThinkAgile 83.8 GHz 409 MHz 0.49% 603778 47678 37925 GB 4855 GB
»
Server Power Supply Info
Name Health State Excluded State Power State Total input power (Watts) Total output power (Wat.. CMM Health State Part Number Serial number
wxO1-Power Supply 1 GOOD u Al
wxO1-Power Supply 2 GOOD u ART Al
»
Server Fan Info HBA Info
Name Health state status slots Speed (RPM) Name uui slot Number Manufacturer FRU Serial Number
wx01-Fan 1Tach ormal O¥ 8253 vx01-ThinkSystem 4 7 Lenovo
wx01-Fan 2 Tach
vx01-Fan 3 Tach
vx01-Fan 4 Tach
vx01-Fan 5 Tach
» »
Widget Description
Rack Details Lists the rack details. Select a rack to populate the details in related
widgets.
Server Info Lists the server details of the rack selected in the Rack widget.
Host System Info Lists the host system details.
Server Power Supply Info Lists the server power supply details.
Server Fan Info Lists the server fan details.
HBA Info Lists the HBA details.

Viewing the inventory tree

The inventory tree feature in vVROps helps you to browse and select a Lenovo XClarity Adapter resource. The
hierarchical structure of the inventory tree shows the relationship among the resources. It enables you to
browse and view the resources to the lower level. This view helps to analyze the root cause of issues.
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Procedure

To view the inventory tree, complete the following steps.
1. Log in to vROps as an admin user.
2. Navigate to the Environment tab.
3. View the data collection status as follows:

a. To view the collection status and state in the Objects pane, click

¢ Lenovo XClarity Adapter > Inventory Discovery > Lenovo XClarity Adapter World > Lenovo
XClarity Adapter Instance > Rack > Summary

¢ Lenovo XClarity Adapter > Inventory Discovery > Lenovo XClarity Adapter World > Lenovo
XClarity Adapter Instance > Chassis > Summary

b. To view the object relationship between Lenovo XClarity Adapter and vSphere/vSAN Adapter, click
Lenovo XClarity Adapter > Inventory Discovery > Lenovo XClarity Adapter World > Lenovo
XClarity Adapter Instance > Rack > Metrics > Show Object Relationship.

4. To display the polled data, click Lenovo XClarity Adapter > Inventory Discovery > Lenovo XClarity
Adapter World > Lenovo XClarity Adapter Instance > Rack > Metrics > Metrics > Resource group
> Metrics (double click on metrics) > Metric Chart.

The left navigation pane displays the Lenovo XClarity Adapter inventory tree.

Chapter 3. Monitoring Lenovo XClarity Adapter 25



The Lenovo XClarity Adapter World displays all the Lenovo XClarity Adapter MP resources in a parent-
child relationship format. For more details on navigating to a resource, see “Monitoring the discovered
resources” on page 26.

Monitoring the discovered resources
This topic gives an overview of the discovered Lenovo XClarity Adapter resources.
The MP discovers and collects defined metrics such as performance data, relationships, events, for the

Lenovo XClarity Adapter resources. You can discover the following resources of the Lenovo XClarity
ThinkAgile VX system:

9
o
5

Discovered resource

Rack

Chassis

Server Node

PCI devices

HBA

Network Adaptor

Server fan

Power Supply

Chassis fan

® B @@ HTDme

Lenovo World

Adapter Instance

3

Procedure

To view Lenovo XClarity Adapter resources, complete the following steps.
1. Log in to vROps as an admin user.
2. Navigate to the Environment tab.

3. View the resources related to Lenovo XClarity Adapter in the inventory tree, click Lenovo XClarity
Adapter > Inventory Discovery > Lenovo XClarity Adapter World > Lenovo XClarity Adapter
Instance > Rack > Summary.
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Environment

Alerts

Administration

ThinkAgile VX Rackl

Summary  Alerts  Metrics

Recommended Actions

ACTIONS v

® Critical 1

Warning 2

4. View the monitoring discovered resource as follows:

a. To view the collection status and state in the resources pane, click

¢ Lenovo XClarity Adapter > Inventory Discovery > Lenovo XClarity Adapter World > Lenovo
XClarity Adapter Instance > Rack > Summary

¢ Lenovo XClarity Adapter > Inventory Discovery > Lenovo XClarity Adapter World > Lenovo
XClarity Adapter Instance > Chassis > Summary

vm VRealize Operations Manager Home

Alerts Environment Administration

{ Back - «

ThinkAgile VX Rackl

Summary Alerts Metrics

Recommended Actions

B (Me [1)
v [+)
e )
& 0 -

H =

Alert

<V EEE

> B rpx-cmmi

& VSPHERE SOLUTION'S DEFAULT POLICY (APR 1. ")

TROUBLESHOOT ‘ ~ @

Events more.
[[]] ThinkAgile VX Rack1
Ol Type: Rack
L] 1
100 %
100 %
0%
L]

Morrisville
ThinkAgile VX Rack1

ALL FILTERS ~

Alert Type  Aler. Time  Suggested Fix Action

b. To view the resource relationship between Lenovo XClarity Adapter and vSphere/vSAN Adapter,
click Lenovo XClarity Adapter > Inventory Discovery > Lenovo XClarity Adapter World > Lenovo
XClarity Adapter Instance > Rack > Metrics > Show Object Relationship.
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vm vRealize Operations Manager Home

¢ BACK v] ThinkAgile VX Rackl

nmary  Alerts  Metrics Events

r] vxO1-ThinkSystem
L
D vaHhmmg'\el:mo
o l]:“ ThinkAgile VX Re g.vxm D Power Supply

) 1alerts 2 objects

r] vx01-Bay 5

EI Fan

6 objects

5. To view the metrics and badges of the resource:
a. Click the Metrics tab.
b. Click the required resource on the right pane.

c. Navigate Lenovo XClarity Adapter > Inventory Discovery > Lenovo XClarity Adapter World >
Lenovo XClarity Adapter Instance > Rack > Metrics > Metrics > Resource group > Metrics
(double click on metrics) > Metric Chart.

VM vRealize Operations Manager

BACK v] wx01

H 120

L7

Using the badges to monitor resources

Badges are high-level indicators of the system. vROps computes the values of the badges depending upon
how the system is performing. Badges are computed on a lot of parameters internally by vROps. One of the
important criteria for badge computation is alerts generated in the system with impact specified as a badge.

Based on VMware best practices, the Badge severity is defined. The health badge reflects the current health
of a particular object. The Risk badge indicates potential problems that might eventually degrade the
performance of the system. For more details of badges, see VMware documentation.

Procedure

To view Lenovo XClarity Adapter resources, complete the following steps.
1. Log in to vROps as an admin user.
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2. Navigate to the Environment tab and navigate to the resource level to view the badges of the resource.
For more details on how to navigate to a specific resource, see “Monitoring the discovered resources”
on page 26.

3. Select the resource and click the Environment tab on the right pane.

vm vRealize Operations Manager Home Dashboards Alerts Environment Administration

[ :
(_BACK Z <« w» 218-Ixca TROUBLESHOOT ©  [J VSPHERE SOLUTION'S DEFAULT POLICY (APR1. v P

nmary  Alert: etric: e vents tails nvironmen Reports es
2 LenovoxClarity Adapte Summary lerts  Metrics Events  Detalls  Environment eports  less.

v & Lenov arityAdapter Worlc
x= 218-Ixca

% 34-Ixca

Viewing alerts

The alerts are fault events that are directly coming from LXCA. The alerts include a short description of the
alert and recommendations.

The Lenovo XClarity Adapter Management Pack provides a set of pre-defined alerts and symptoms for
resources that the Lenovo XClarity Adapter instance monitors.

The plugin helps to monitor the hardware events in a Lenovo XClarity Administrator-managed environment.
Quickly identify trends based on hardware events received, including hardware failures, power/thermal
thresholds that exceeded, and PFAs (predicted failure alerts). These events categorize by source, type of
hardware surfacing the events, and whether service is required. This information can help identify issues in
your data centers so that you can react before more serious issues occur.

Procedure
To view alerts, complete the following steps.

1. Log in to vROps as an admin user.

2. To view alerts of specific resources, click Environment > Lenovo XClarity Adapter > Lenovo XClarity
Adapter World and select the required resource.

3. Click the Alerts tab on the right pane to view the alerts of the selected resource.
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Vm vRealize Operations Manager ome s Environment Administration

® Electron-7x69-KKT-RO68 © & vsenene soumiows perabLT oLy (FEB v P
Summary  Alerts  Metrics Events  Detalls  Emvironment  Reports s
Rerie | zymptoms
AcTioNS v view FroM v Group By Time Status Active ALL FILTERS v
Qider @ ) Election-7X68 KKT-ROE8 Bvatab
wert
er health status Is warning slert view pescripTion
Potential Evidence
Recommendations ¢ 10f1 >
Check Health of server in LXCA
Symptoms
v

4. To view more details of each alert, click the alerts link to open the details on the right pane. For more
details on Alerts, see VMware documentation.

Please note that if two or more alerts are triggered in LXCA with the same msgID and different
commonEventIDs, then only one alert is triggered in vROps that is defined for the msgID. A common alert
message is created by using an alert message from all alerts with the same msgID from LXCA.

For example; Alert message in vROps is displayed as follows:

[Alert 1 message] [Alert 2 message] [Alert 3 message][..][..]

Event source: Server

Source event object name: wxO1

Source event name:

er critical) has asserted.] [Numeric sensor CPU
=r critical) has as ed.] [Mumeric sensor Exhaust Temp going low
r critical) has asserted.] [Mumeric sensor PCH Temp going low (lower critical) has
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Appendix A. Troubleshooting

This chapter provides the details to view the logs troubleshoot and resolve problems with Lenovo XClarity
vROps.

Viewing logs
This topic provides information about the MP logs and their location. The MP must provide logging details at
various log levels including INFO, DEBUG, TRACE, and ERROR.
Procedure
To view logs, complete the following steps.
1. Log in to vROps as an admin user.
2. Click Administration Support > Logs.

3. Expand the node Collector > adapters > Lenovo XClarity Adapter folder to view the list of available
log files.

4. Double-click the log entry to view the details of a specific log.

Administration

sack 7] Logs ?

ietviork

Access -
- Mapped b

Configuration
Management
History

Support
Dynamic Thresholds

L R R N R E R R R R R aa g
F399993933399939933999939333999393333

Known limitations
The following limitations apply to the Lenovo XClarity vROps, version 1.0.0:

¢ Alert threshold values are not displayed

e Top-10 widgets taking a minimum of 4 collection cycles to reflect the data.

* The scoreboard widget displays the data automatically based on the selected object.

e All alerts present on the LXCA are not displayed.

¢ The child widgets contain the data which is not changed unless you select the server (parent) resource.

Workaround: To view the object data of the child widgets, you must select the parent resource each time
to render updated data. For example; In the Lenovo Power and thermal dashboard, the rack is a parent
resource and top-level selector. Under rack, the server is a child, and the server has multiple child

© Copyright Lenovo 2021 31



widgets. Select one server to populate the child widgets of the server. Later if you select a rack but did not
select a server, the previously selected server data is present on the server child widgets.

Troubleshooting issues

This topic details the cause and resolution of the known issues.

Duplicate dashboard entries

Issue

Duplicate dashboard entries are listed.

Cause

If the management pack was upgraded without selecting the Reset Default Content option, duplicate
dashboard entries are listed. You must select this option so that the alert definitions, symptoms,
recommendations, policy definitions, views, dashboards, reports are overwritten. For details on installing the
MP, see “Installing the Lenovo XClarity Adapter” on page 6.

Add Solution

1 Select Solution

BROWSE...

2 End User License Agreement & The selects

-

3 Install

UPLOAD

Solution

To remove the duplicate dashboard entries, perform the following:
1. Log in to the vRealize Operations Manager Ul using admin credentials.
2. Click Dashboards.

3. On the right pane, against the Dashboards, click the menu to list the Manage Dashboards page.
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vm vRealize Operations Manager Home

Recent Dashboards

o XClarity Details 2 % Clickon 'X' to delete

Lenov Clanity Topology 2
Lenovo XClarity Topology
0 “larity Power & Thermal Information

4. Select the checkbox against the duplicate dashboards you want to delete, click the menu icon to list the
options.

5. Select the Delete option.

The duplicate dashboards are deleted.

Dashboard not listing the resources

Issue

The dashboards (Lenovo XClarity Details and Lenovo XClarity Power & Thermal Information) are not
listing the resources.

Cause

The dashboards are not listing the resources as the rack is not available in LXCA.

Solution
Add a rack in LXCA to list the rack details and rack servers in the dashboard widgets.

Installation errors

For any installation-related errors and exceptions, check the collector.log file.

Procedure
To view logs, complete the following steps.
1. Log in to vROps as an admin user.
2. Click Administration.
3. Inthe left pane, select Support > Logs.
4. From the Logs pane, go to <Master node IP> > View_Bridge > <view-bridge.log> as follows.
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vm VRealize Operati e o s nvironm Administration

{ mack ~] <« Logs ?
B [0 Word Wrap - view-bridgelog

Solutions

Groupby:  Node i Starting Line: Numnber of Lines:
Cloud Accounts

Gther Accounts s i Min Log Level ch For: installSolution: pakid oXClarityad. [ Set Time Range
3 ANALYTICS
Repository [ Regular Expression [ Case Sensitive

Inventary gerpistributedTask] com.vmare.vcaps.bridge.plugin.ses managerDistributedrask. Installsolution - installsolution: pakId = LenovoxClarityadapter
Puiicies gerpistributedTask] con.vmiare.ucops.bridge server.solutionvanagerDistributedTask. installsolution - installsolution: pakId = LenovoXClarityadapter
gerpistributedTask] con.vmuare. PUBNAZErDI - installsolution: pakId = LenovoxClarityadapter
> Access gerbistributedTask] riianagerDi: - installSolution: pakId = LenovoXclaritysdapter
sgerDistributedTask v \ lugin. server. SolutionManagerDistributedTask. n - installSolution: pakId ityadapter
Configuration rDistributedTask] con. o n - installSolution: pakId ityadapter
’ roistributedrask] com.umiare n - installsolution: pakid ityadapter
roistributedrask] com.vmware.vcops.bridge.pl ion - installsolution: pakrd = Lenovoxclarityadapter
> Management rDistributedTask re. ion - installsolution: pakId = LenovoxClarityadapter
rDistributedTask n - installsolution: pakId = Lenovoxclarityadapter
> History rDistributedTask n - installsolution: pakId = LenovoxClarityadapter
rDistributedTask ion - installSolution LenovoxClaritysdapter
- Support rDistributedTask n - installsolution ityAdapter
S N rDistributedTask ion - installsolution v ityadapten
o eeheles roistributedrask n - installsolution: LenovoxClaritysdapten
Logs roistributedrask n - installsolution Lenovoxclarityadapter
Redescribe rDistributedTask n - installsolution: Lenovoxclarityadapter
rDistributedTask n - installsolution: Lenovoxclarityadapter
Cost Reference Database rDistributedTask n - installsolution: LenovoxClarityadapten
Support Bundles rDistributedTask n - installsolution LenovoxClaritysdapter
rDistributedTask v opsbridge. n n - installSolution L ityAdapter
roistributedrask v ops bridge. i installsolution - installsolution v ityadapter
roistributedrask istallsolution - installsolution: Lenovoxclarityadapter
roistributedrask n - installsolution: Lenovoxclarityadapter
rDistributedTask n - installsolution: Lenovoxclarityadapter
rDistributedTask ion - installsolution: Lenovoxclarityadapter
rDistributedTask n - installsolution: pakId = LenovoxClarityadapter
rDistributedTask son - installSolution ityAdapter
rDistributedTask n - installsolution v ityadapter
roistributedrask n - installsolution: pakid = Lenov ityadapter
roistributedrask ion - installsolution: pakrd = Lenovoxclarityadapter
roistributedrask n - installsolution: pakrd = Lenovoxclaritysadapter
rDistributedTask cops.bridge ion - installsolution: pakId = Lenovoxclarityadapter
rDistributedTask] com.umiare.vcops.bridge.plugin - installsolution: pakid = Lenovoxclaritysdapter

34  Lenovo XClarity Integrator for VMware vRealize Operations Manager Installation and User Guide



Appendix B. Notices

Lenovo may not offer the products, services, or features discussed in this document in all countries. Consult
your local Lenovo representative for information on the products and services currently available in your
area.

Any reference to a Lenovo product, program, or service is not intended to state or imply that only that
Lenovo product, program, or service may be used. Any functionally equivalent product, program, or service
that does not infringe any Lenovo intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any other product, program, or service.

Lenovo may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document is not an offer and does not provide a license under any patents
or patent applications. You can send inquiries in writing to the following:

Lenovo (United States), Inc.

8001 Development Drive

Morrisville, NC 27560

U.S.A.

Attention: Lenovo Director of Licensing

LENOVO PROVIDES THIS PUBLICATION “AS I1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow
disclaimer of express or implied warranties in certain transactions, therefore, this statement may not apply to
you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. Lenovo may
make improvements and/or changes in the product(s) and/or the program(s) described in this publication at
any time without notice.

The products described in this document are not intended for use in implantation or other life support
applications where malfunction may result in injury or death to persons. The information contained in this
document does not affect or change Lenovo product specifications or warranties. Nothing in this document
shall operate as an express or implied license or indemnity under the intellectual property rights of Lenovo or
third parties. All information contained in this document was obtained in specific environments and is
presented as an illustration. The result obtained in other operating environments may vary.

Lenovo may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this Lenovo product, and use of those Web sites is at your own risk.

Any performance data contained herein was determined in a controlled environment. Therefore, the result
obtained in other operating environments may vary significantly. Some measurements may have been made
on development-level systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been estimated through
extrapolation. Actual results may vary. Users of this document should verify the applicable data for their
specific environment.
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Trademarks

LENOVO, THINKSYSTEM, and LENOVO logo are trademarks of Lenovo. All other trademarks are the
property of their respective owners. © 2021 Lenovo.
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