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About this publication

The document provides a brief walkthrough of the installation and configuration of the Lenovo XClarity
Management Pack (MP) (Lenovo XClarity Adapter or plugin) developed for VMware vRealize Operations
Manager (vVROps). In a nutshell, this document describes how to install, configure, and use the plugin.

Conventions and terminology

Table 1. Conventions

Convention Description

Bold Indicates text on a window, besides the window title, it includes menus, menu options,
buttons, fields, and labels.
Example: Click OK.

Italic Indicates a variable, which is a placeholder for the actual text provided by the user or system.

Example: copy <source-file> <target-file>

Note: Angled brackets (< >) are also used to indicate variables.

DIALOG BOX/CODE

Indicates text displayed in the dialog box or if you have entered. For example:

# PAIRDISPLAY -G ORADB

Note

These notices provide important tips, guidance, and advice.

Table 2. Terminology

Term/acronym Full Name

LXCA Lenovo XClarity Administrator

MP Management Pack

PFA Predicted failure alerts

vROps VMware vRealize Operations Manager
vSAN Virtual storage area network

VvRLI VMware vRealize Log Insight

XCC Lenovo XClarity Controller

© Copyright Lenovo 2021, 2022
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Chapter 1. Lenovo XClarity Adapter introduction

The Lenovo XClarity Management Pack (MP) developed for VMware vRealize Operations Manager (vROps)
monitor the health, capacity, and performance of Lenovo XClarity Administrator (LXCA) resources. It provides
visibility to the Lenovo XClarity resources in the Lenovo XClarity Administrator (LXCA).

The MP collects data from the LXCA resources, identifies any issues, facilitates the monitoring of workload
issues, and suggests corrective actions.

It also helps you drill down to assess the health of a single resource so that you can use the resource as
optimal.

Overview

The management pack for Lenovo vRealize & Analytics Integration for Lenovo vSAN Ready Nodes utilizes
the vROps analytics and Ul engine to collect data from Lenovo VX series vSAN Ready Nodes and monitor it.
The MP for Lenovo XClarity Adapter includes the following features with the vROps Ul:

¢ A predefined dashboard lists the LXCA resources. It provides a global view of the relationship between
resources, such as connected chassis, servers, power supplies, and ESXi connectivity.

e |XCA resources monitoring

¢ |nventory tree

¢ Alert notifications and badges enable the administrator to optimize the monitoring and management of the
LXCA resources.

e Logs

© Copyright Lenovo 2021, 2022 1
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Chapter 2. Installing the management pack

Administrators install the Lenovo XClarity Administrator’s vVROps Management Pack to monitor the health,
capacity, and performance of the Lenovo XClarity Administrator resources. After installing the management
pack, configure the cloud account and then configure an adapter instance. This topic details the following:

“Prerequisites” on page 3

“Configuring the cloud account” on page 3
“Installing the Lenovo XClarity Adapter” on page 7
“Adding an adapter instance” on page 11
“Removing the Lenovo XClarity adapter” on page 14

Prerequisites

Before installing Lenovo XClarity vROps Management Pack, verify that you have configured your
environment according to the requirements in this section.

Component Supported version

VMware vCenter Server 6.7and 7.0

VMware vRealize Operations Manager 8.0,8.1,8.2,8.3,8.4,8.5,and 8.6

Lenovo Servers ThinkSystem servers and ThinkAgile VX servers
Lenovo XClarity Administrator 3.1.0,3.2.0, and 3.5.0

Supported web browsers Chrome (89.0 and above), Firefox (83.0 and above)

Configuring the cloud account

Configure the cloud account as mentioned in this topic to display the vSAN Hardware Topology.

Before you begin

¢ Ensure that you have installed the Lenovo XClarity adapter using the PAK file.

¢ Ensure that the prerequisites are met. For more details, see “Prerequisites” on page 3.
Procedure

To configure the cloud account, complete the following steps:

1. Start the vRealize Operations Manager administrative user interface in your web browser and log in as
an administrator.

For example, use the URL https://<vROps_IP_address> where the vROps IP address is the IP of the
vROps node.

2. Navigate to Data Sources = Integrations = Accounts.

3. Select ADD ACCOUNT, select vCenter as Account Types.

Note: For V8.5 and earlier versions of vROps, click the Administration tab. On the Solutions page,
select Solutions = Cloud Accounts = vCenter - ADD ACCOUNT.

© Copyright Lenovo 2021, 2022
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v vRealize Operations

4. In the Cloud Account Information section: Enter an appropriate name (like FQDN) which represents the
cloud account you want to connect to in the Name field. Optionally, enter the description in the
Description field.

5. In the vCenter tab, enter the following details:

¢ Connect vCenter: Enter the vCenter Server IP and vCenter credentials.

Credentials: Click the add credentials icon (+), enter the password of the vCenter that you are
adding, and click OK.
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Review and Accept Certificate X

Untrusted certificate found

Certificate Thumbprint: 54bfdel6fdef0dechSde6i38cfo3b6ec0047T24064a

Issued to: C=US, CN=s1labs.lenovo.com

Issued by OU=VMware Engineering, O=sl.labs lenovo.com, ST=Califarnia, C=US, DC=local, DC
Expires: December 21, 2022 8:09:32 AM EST

Click Accept if you trust the certificate. Use the credentials to connect.

CANCEL ACCEPT

¢ Validate the connection by reviewing and accepting the certificate by clicking ACCEPT.
6. Click the vSAN tab and perform the following details:

¢ Enable the vSAN configuration.
¢ Select the Enable SMART data collection check box.

Chapter 2. Installing the management pack 5
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¢ Validate the connection by reviewing and accepting the certificate by clicking ACCEPT.

7. Click ADD.

The cloud account is configured and listed as follows.

vm vRealize Operations

€ Integrations (

Integrations

Repository

CREDENTIALS

ALL FILTERS v

b Environment > > = Lenovo XClarity Adapte: 1 Account

Cloud Proxies > & vCente
= e >

Troublesh >
# Optimize >
& Plan >

il

SBAFAQ [PASS...docx A
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Installing the Lenovo XClarity Adapter

Download the PAK file for VMware vRealize Operations Manager Management Pack for Lenovo XClarity from
the VMWare marketplace. Save the PAK file to a folder on your local system.

Before you begin

¢ Ensure that the vROps (supported version: v8.0 to v8.6) is installed and configured. For more details, see
VMware documentations.

e Ensure that you have the PAK file.

¢ Ensure that the prerequisites are met. For details, see “Prerequisites” on page 3.

Procedure

To install the Lenovo XClarity Adapter, complete the following steps.
1. Start the vRealize Operations Manager user interface in your web browser and log in as an administrator.

For example, use the URL https://<vROps_IP_address> where the vROps IP address is the IP of the
vROps node.

2. Navigate to Data Sources = Integrations = Repository.

3. Click ADD.

Note: For V8.5 and earlier versions of vROps, click the Administration tab. On the Solutions page,
navigate to Solutions = Repository, and then click ADD/UPGRADE to upload the PAK file.

1 Select Solution

Jger Licenss Agreasament

<<

4. On the Add Solution page, click BROWSE to go to the location of the management pack files that you
are installing. Select the PAK file.

5. Select Install the PAK file... to override earlier PAK installation if it was previously installed.

6. Select Reset Default... to override the existing settings. On selecting this option, the alert definitions,
symptoms, recommendations, policy definitions, views, dashboards, and reports are overwritten.

Chapter 2. Installing the management pack 7
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The Reset Default Content dialog box is displayed.

Reset Default Content X

Performing this action will reset all of the content provided by the
selected solution

WARNING: User modifications to DEFAULT Alert Definitions,
Symptoms, Recommendations, Policy Definitions, Views,
Dashboards, Widgets and Reports supplied by the selected solution
will be overwritten. To save your mocdifications to default content,
clone or backup the content before vou proceed

During the reset operation the solution will not be collecting data
and the operation could take up to 30 minutes to complete
depending on the number of nodes in the vRealize Operations
Cluster

| understand that performing this action will reset the default content
for selected solution, | have backed up or claned default content that
has been modified

content.

7. Read the warning message and select the | understand that .. checkbox and click OK to reset default

8. Click UPLOAD and wait until the .pak file is uploaded.

After the file is uploaded, the summary of the MP is displayed.
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Add Solution Select a Solution to Install "

Browse your file system to select a PAK file for the solution you want to install

BROWSE..

1 Select Solution

2 End User License Agreement

3 Install

Name Lenove X(

_enc =ment pack te monitor the health and efficiency
Descriptior _I i

of Lenovo ThinkSystem and ThinkAgile servers
Versior 11.0

on-‘. PAK file signature is valid

CANCEL NEXT

9. Click NEXT to continue the installation.

Note: If you want to quit the installation, click CANCEL.
10. In the End User License Agreement page, read the End User License Agreement, select <l accept the
..>. Click NEXT.

The management pack installation will be displayed on the Install Solution page. The process may take
up a few minutes.

Chapter 2. Installing the management pack 9



Add Solution nstall Solutior

1 Select Solution

2 End User License Agreemeant

3 Install

11. Click FINISH.

On completing the installation, the Lenovo XClarity Adapter is displayed in the list of installed solutions as
follows:

vm vRealize Operations 5 c A

« | Integrations (zEms) >

Accounts  Repository

Installed Integrations
Cloud Pro
[ Environm 5 i ¥ d :
e & 3 &

‘ , e o
= N7 (V]
o S v SAN VMware Cloud on AWS se ry oS and Applica NSX-T

accour
# optimize >

ADD ACCOUNT ADD ACCOUNT ADD ACCOUNT
8 Plan »
qure >

. ~
] <© -
&

account

ADD ACCOUNT

W SHAFAQ(PASS..docx A~ Showall | X
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Adding an adapter instance

Adapter instances specify the adapter type and the information needed for the vRealize Operations Manager
to identify and access resources. The Lenovo XClarity Adapter instances provide access to the resources of
the Lenovo XClarity Administrator. Add one adapter instance per LXCA.

Before you begin

¢ Ensure that you have installed the Lenovo XClarity adapter using the PAK file.
¢ Ensure that the prerequisites are met. For more details, see “Prerequisites” on page 3.

Procedure

To add an adapter instance, complete the following steps.
1. Start the vRealize Operations Manager administrative user interface in your web browser and log in as
an administrator.

For example, use the URL https://<vROps_IP_address> where the vROps IP address is the IP of the
vROps node.

2. Navigate to Data Sources = Integrations = Accounts - ADD ACCOUNT.

3. Select the LXCA adaptor from the existing list for adding the account Lenovo XClarity Adapter. The
New Account page is displayed.

Note: For V8.5 and earlier versions of vROps, click the Administration tab. On the Solutions page,
select Solutions = Other Accounts - ADD ACCOUNT, select the LXCA adaptor from the existing list
for adding the account Lenovo XClarity Adapter = New Account.

vm vRealize Operations

4. Onthe New Account page, configure Cloud Account Information and Connection Information:
a. Name: Enter a descriptive name of the instance.
b. Description: Enter a description with more details.

Chapter 2. Installing the management pack 11
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vm vRealize Operations

«  Add Account - Lenovo XClarity Adapter

5. Configure these settings based on the adapter instance type:
a. LXCA IP or Hostname: Enter the LXCA IP or a descriptive hostname of the instance.
b. Port: Enter the port number if you want to change it, the default value is 443 as shown in the
preceding screenshot.
c. Credentials: Click the add credentials (+) icon, enter an appropriate credential name that includes
username and password of the adapter instance you are adding, and click OK.

Manage Credentia

sworc T T T T T e T

I:I:I'\:E- “

d. Collector/Group: Select the required collector group from the drop-down list.
6. Click VALIDATE CONNECTION to validate the values you entered. If the adapter instance configures
correctly, an informative message is displayed. Click ACCEPT to continue.
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Review and Accept Certificate

Untrusted certificate found

Th Bch5d6f38ci63h6ec004A7T246

Certificate

1K}

[ssued by: OU=V ). O=sl.labs lenovo.com, ST=California, C=US
Expires: December 21 AM EST
Click Accept if you trust the certificate. Use the credentials to connect.

ACCEPT

7. In the Advanced Settings, select the Auto Discovery as True.

Important: After the adapter instances are created, the vRealize Operations Manager Collector requires
several minutes to collect statistics, depending on the size of the system. The default collection cycle is
15 minutes. Once the initial data is collected, subsequent statistical collections run quickly.

Large system configurations require a longer duration to collect metrics, resources, and update
dashboards. To configure the duration, click Environment = Inventory = Adapter Instances -
Lenovo XClarity Adapter Instance - Edit Object - Advanced Settings — Collection Interval, select
the required time (unit: second), and click OK.

vm vRealize Operations ) & 2

»

Inventory

v Objects  Geographical
@ P 006 /+RXBEDEE

Adapter Type Object Type

B S&AFAQPASS..docx A

?
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8. To finish adding the adapter instance, click ADD. If you do not want to continue adding the adapter
instance operation, click CANCEL.

Removing the Lenovo XClarity adapter

Follow the task if you need to uninstall the management pack using the vROps user interface.

Procedure

1. Log in to vROps as an admin user.
2. Navigate to Data Sources = Integrations = Repository. The Lenovo XClarity Adapter is displayed.

Note: For V8.5 and earlier versions of vROps, navigate to the Administration tab. In the left pane, click
- Repository. The Lenovo XClarity Adapter displays in the right pane.
3. Click Uninstall to remove the selected management pack.

A warning dialog box is displayed.

Note: After removing the adapter instance, you cannot revert the operation. The associated data,
metadata, and related files are deleted permanently.
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Warning X

The action will remove Lenovo xClarity Adapter. [t will not be
possible to recover this selution. All associated data, metadata and
associated out of the box content will be deleted. Press OK to

continue, Cancel to go back and change selected instances

| understand the risk and agree

4. Select | understand the risk and agree and click OK to complete the uninstallation.

Chapter 2. Installing the management pack 15
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Chapter 3. Monitoring Lenovo XClarity Adapter

After installing and configuring the MP, you must add an adapter instance to use the Lenovo XClarity Adapter
to view the following:

“Viewing data collection status for an instance” on page 17
“Dashboards” on page 18

“Viewing the inventory tree” on page 25

“Monitoring the discovered resources” on page 27

“Using the badges to monitor resources” on page 29
“Viewing alerts” on page 30

Viewing data collection status for an instance

After you set up an adapter instance, verify whether the instance is collecting data.

Before you begin

Ensure that you have added an adapter instance. After adding the instance, the vRealize Operations
Manager Collector requires some time to collect the initial data.

Procedure

To view collected data, complete the following steps.
1. Log in to vROps as an admin user.
2. Navigate to Data Sources = Integrations = Accounts = Lenovo XClarity Adapter, check whether
the instance status is OK.

Note: For V8.5 and earlier versions of vVROps, navigate to Administration - Solutions - Other
Accounts = Instance to check the instance status.

« Integrations  (zrems) -

nts  Repository

© Copyright Lenovo 2021, 2022 17



Dashboards

The Lenovo XClarity Adapter management pack dashboards provide an overview of the performance and
health of XClarity Administrator resources. The dashboards enable you to view, monitor, and troubleshoot
resources

Dashboards provide a graphic representation of the status and relationships of selected objects. The
standard dashboards are delivered as templates.

Before you begin
e |ogin to the vRealize Operations Manager Ul using admin credentials.
e From the vRealize Operations Manager main menu, select Visualize - Dashboards.

Note: For V8.5 and earlier versions of vROps, from the vRealize Operations Manager main menu, select
Dashboards = All Dashboards. The available dashboards are listed in the Lenovo XClarity folder.

vm vRealize Operations

«  Dashboards Home 2

@ H

@ Availability
Availabi

B SBAFAQIPASS...docx

Procedure

1. To view the dashboards, click Dashboards.

2. To add Recents folder, in the right pane, select All > Lenovo XClarity, and select the required
dashboard. The required dashboard will be displayed in the Recents list.

3. From the Recents list, select the required dashboard.

18 Lenovo XClarity Integrator Management Pack for VMware vRealize Operations Manager Installation and User Guide



vm vRealize Operations

» Dashboards o
( Home
Rack Detalls
i~
Name Name Location Room HEsghe ¢ D
New-rack ok L 1 52
Tt New-rack A63B0-E
virtual Vet af A
Name Status xC o Seriai Hamber Model
Lenovo XClarity
crivcal Q.24 =l; 5018 780861FE1IER 30, 156 T

Lenovo XClarity D

Lenovo XClarity Environ:

Lenovo XClarty Power & Thermal Infor

Lenove XClarity Topo!
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The following dashboards are listed:
¢ Lenovo XClarity Environment Overview

20

ity Environment Overview

VSAN Cluster

Collaction state Collection status

de To Host Mapping

VSAN Cluster(’ Cluster) ThinkAgile VX Rackl  vxO1thinkagile local ThinkAgile VX Rackl  wxO1
VSAN Cluster{LeMansO1] vx02 thinkagile local vx02
wx03 thinkagiie local w03
vx04.thinkagile.local RO
RO2
» »
Widget Description

Environment Overview

Lists the resources and their health. Select the required resource to
populate the related widgets.

Alert List

Lists the alerts of the resource selected in the Environment Overview
widget.

Property List

Lists the details of the resource selected in the Environment Overview
widget.
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Widget

Description

Object List

Lists the details of the object selected in the Environment Overview widget.
It also displays the collection state and status of the resource.

vSAN Cluster

Lists the details of the vSAN cluster. Select a vSAN cluster to populate the
related widgets.

Lenovo Node to Host Mapping

Lists the node to host mapping of the resource selected in the vSAN Cluster
widget.

Lenovo Rack to Node Mapping

Lists the rack to node mapping details.

Chapter 3. Monitoring Lenovo XClarity Adapter 21




¢ Lenovo XClarity Power & Thermal Information

Lenovo XClarity Power & Thermal Information =5 acTions~ o2

Rack

Name SummaryluUiD

ThinkAgile VX Rack! = vmiras some o

Server
Name xccip
vx01 y aak il w01 CTOSWW XB6
w03 i3 CTOSWW 36
Total
System Input Power System Output Power

250 230
05004 200 oM 0200PM 0800 PM 1Z05PM 20 PM 220 PM
Average Systemin_ Minimum System In.. Maximurm System | Average SystemO_ Maximum System _ Minimum System O
w01 w01
Injet Air Temperature Outlet Air Temperature
w01 vx01

-------------------- a No data to display

QigOAM  DEODAM 16:00 &M ool CEDOPM May 3 o may 17
— Iniet Air Temperaturs = - iniet Air Temperature (Trend) = - inlet Alr Temperature (S days forecast) — Outlet Air Tempersture  — - Qutie! Alr Tempersture (Trend)  — - Outiet At Temperaturs (5 days forecast)

Memory Subsyster Power Effective CPU Speed

aw 1200PM z08EM 200 PM 2102M
Minimum Memory . Maximum Memory . Averags Memory S Average Effective . Maximum Effective . Minimun Effective
wxot Va0
Top-10 Servers Based On System Input Powsr Top-10 Servers Based On System Cutput Pawsr Top-10 Servers Based On Memory SubSystem Power
Average system Input power objects Average System Output Power Objects Average Memory Subsystem Power Objects

i I
Jowatts ‘ Jowatts |
J& watts ‘ Jowatts |
J2watts ‘ Jowatts |
|1 watts : Jowatts =
|1 Waits - Jowatts -
Top-10 Servers Based On Intet Al Temperature Top-10 Servers Based On Outlet Air Temperature Top-10 Servers Based Cn Effective CPU Speed
et Air Temperature Objacts utilization Index objects average Effective CPU speed Objects

rpr-chees: —

w01 -
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Widget

Description

Rack Lists the details and utilization of the rack. To view further details of a rack,
click the rack on the pie chart. Select a rack to populate the related widgets.
Server Lists the server details and utilization for the rack selected in the Rack

widget. To view further details of a server, click the required server on the
pie chart. Select a server to populate the related widgets.

System Input Power

Lists the system input power graphical details of the server selected in the
Server widget. Hover over the graph to view further details.

System Output Power

Lists the system output power graphical details of the server selected in the
Server widget. Hover over the graph to view further details.

Inlet Air Temperature

Lists the inlet air temperature to the time of the server selected in the Server
widget. Hover over the graph to view further details.

Outlet Air Temperature

Lists the outlet air temperature to the time of the server selected in the
Server widget. Hover over the graph to view further details.

Memory Subsystem Power

Lists the memory details.

Effective CPU speed

Lists the effective CPU speed.

Top 10 servers based on
system input power

Lists the top 10 servers that have maximum system input power.

Top 10 servers based on
system output power

Lists the top 10 servers that have maximum system output power.

Top 10 servers based on
memory subsystem power

Lists the top 10 servers that have maximum utilized memory subsystem
power.

Top 10 servers based on inlet
air temperature

Lists the top 10 servers that have maximum inlet air temperature.

Top 10 servers based on outlet
air temperature

Lists the top 10 servers that have maximum outlet air temperature.

Top 10 servers based on
effective CPU speed

Lists the top 10 servers that have maximum CPU speed.
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¢ Lenovo XClarity Topology

Object Relationship

e L
25 75
L R ° °
(hremincseeg - 01GV275
=
: ° ° -
= 7Y94 LENOVO(IEC)

e @ &
ThinkAgile VX 2U N.. DOTEE

[ ]

p= F
VNN NN W

Widget Description

Object Relationship

Lists the relationship between the resources. Select the required object to
populate the related widgets. Hover over the resource to view more details
of the resource.

Scoreboard Lists the details of the resource selected in the Object Relationship widget.
Hover over the score to view more details.
Alert List Lists the alerts of the selected resource. To view further details, click on the

required alert to display the Alerts table.

Metric Picker

Navigate to the required metric and the selected metric details are listed in
the adjacent Metric Chart widget.

Metric Chart

Lists the metric as selected in the Metric Picker widget.
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¢ Lenovo XClarity Details

Lenovo XClarity Details = acTionsv

Rack Details

Name Mame Location Room Height {units) uuin
ThinkAgile VX Rackl  ThinkAgile WX Rac Marrisvilie 8715413

o
e
02
Host System o
S — X
Server Fanin HEA Info
O Fan 5 Tach 5
Widget Description
Rack Details Lists the rack details. Select a rack to populate the details in related
widgets.
Server Info Lists the server details of the rack selected in the Rack widget.
Host System Info Lists the host system details.
Server Power Supply Info Lists the server power supply details.
Server Fan Info Lists the server fan details.
HBA Info Lists the HBA details.

Viewing the inventory tree

The inventory tree feature in vVROps helps you to browse and select a Lenovo XClarity Adapter resource. The
hierarchical structure of the inventory tree shows the relationship among the resources. It enables you to
browse and view the resources to the lower level. This view helps to analyze the root cause of issues.

Chapter 3. Monitoring Lenovo XClarity Adapter 25



Procedure

To view the inventory tree, complete the following steps.
1. Log in to vROps as an admin user.
2. Navigate to Environment = Object Browser - Lenovo XClarity Adapter
3. View the data collection status:
a. To view the collection status and state in the Objects pane, select one of the following:
¢ Lenovo XClarity Adapter = Inventory Discovery = Lenovo XClarity Adapter World - Lenovo
XClarity Adapter Instance = Rack = Summary
¢ Lenovo XClarity Adapter = Inventory Discovery = Lenovo XClarity Adapter World = Lenovo
XClarity Adapter Instance - Chassis - Summary
b. To view the object relationship between Lenovo XClarity Adapter and vSphere/vSAN Adapter, select
Lenovo XClarity Adapter = Inventory Discovery = Lenovo XClarity Adapter World - Lenovo
XClarity Adapter Instance - Rack = Metrics = Show Object Relationship.
4. To display the polled data, click Lenovo XClarity Adapter = Inventory Discovery = Lenovo XClarity
Adapter World - Lenovo XClarity Adapter Instance = Rack - Metrics = Metrics = Resource
group = Metrics (double click on metrics) = Metric Chart..

The left navigation pane displays the Lenovo XClarity Adapter inventory tree.

The Lenovo XClarity Adapter World displays all the Lenovo XClarity Adapter MP resources in a parent-
child relationship format. For more details on navigating to a resource, see “Monitoring the discovered
resources” on page 27.
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Monitoring the discovered resources

This topic gives an overview of the discovered Lenovo XClarity Adapter resources.

The MP discovers and collects defined metrics such as performance data, relationships, events, for the
Lenovo XClarity Adapter resources. You can discover the following resources of the Lenovo XClarity

ThinkAgile VX system:

Discovered resource

o
©
-]

Rack

Chassis

Server Node

PCI devices

HBA

Network Adaptor

Server fan

Power Supply

Chassis fan

Lenovo World

¢ B8 E@® U T THDhms

Adapter Instance

5

Procedure

To view Lenovo XClarity Adapter resources, complete the following steps.

1. Log in to vROps as an admin user.

2. Navigate to Environment = Object Browser.
3. View the resources related to Lenovo XClarity Adapter in the inventory tree, click Lenovo XClarity
Adapter = Inventory Discovery = Lenovo XClarity Adapter World = Lenovo XClarity Adapter

Instance - Rack = Summary.
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4. View the monitoring discovered resource as follows:
a. To view the collection status and state in the resources pane, click
¢ Lenovo XClarity Adapter = Inventory Discovery = Lenovo XClarity Adapter World - Lenovo
XClarity Adapter Instance - Rack - Summary.
¢ Lenovo XClarity Adapter = Inventory Discovery = Lenovo XClarity Adapter World = Lenovo
XClarity Adapter Instance = Chassis = Summary.

vm vRealize Operations

Object Browser LXCICMM_193240 UBLEROOT ° P e P

Alert:

mmended Actions 5 LXCICMM_193240

b. To view the resource relationship between Lenovo XClarity Adapter and vSphere/vSAN Adapter,
click Lenovo XClarity Adapter = Inventory Discovery = Lenovo XClarity Adapter World -
Lenovo XClarity Adapter Instance - Rack - Metrics = Show Object Relationship.
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5. To view the metrics and badges of the resource:
a. Click the Metrics tab.
b. Click the required resource in the right pane.
c. Navigate Lenovo XClarity Adapter = Inventory Discovery = Lenovo XClarity Adapter World -
Lenovo XClarity Adapter Instance - Rack - Metrics - Metrics = Resource group = Metrics
(double click on metrics) = Metric Chart.

H 120
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Using the badges to monitor resources

Badges are high-level indicators of the system. vVROps computes the values of the badges depending upon
how the system is performing. Badges are computed on a lot of parameters internally by vROps. One of the
important criteria for badge computation is alerts generated in the system with impact specified as a badge.

Based on VMware best practices, the Badge severity is defined. The health badge reflects the current health

of a particular object. The Risk badge indicates potential problems that might eventually degrade the
performance of the system. For more details of badges, see VMware documentation.
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Procedure

To view Lenovo XClarity Adapter resources, complete the following steps.
1. Log in to vROps as an admin user.
2. Navigate to the Environment tab and navigate to the resource level to view the badges of the resource.
For more details on how to navigate to a specific resource, see “Monitoring the discovered resources”
on page 27.
3. Select the resource and click the Environment tab in the right pane.

Dashboards Alerts Environment Administration

VSPHERE SOLUTION'S DEFAULT POLICY (APRT_ v £

Metrics e Events Details

o EEEEE > ® 0 ¢ | e az

Viewing alerts

The alerts are fault events that are directly coming from LXCA. The alerts include a short description of the
alert and recommendations.

The Lenovo XClarity Adapter Management Pack provides a set of pre-defined alerts and symptoms for
resources that the Lenovo XClarity Adapter instance monitors.

The plugin helps to monitor the hardware events in a Lenovo XClarity Administrator-managed environment.
Quickly identify trends based on hardware events received, including hardware failures, power/thermal
thresholds that exceeded, and PFAs (predicted failure alerts). These events categorize by source, type of
hardware surfacing the events, and whether service is required. This information can help identify issues in
your data centers so that you can react before more serious issues occur.

Procedure

To view alerts, complete the following steps.
1. Log in to vROps as an admin user.
2. To view alerts of specific resources, click Environment - Object Browser - Lenovo XClarity Adapter
= Inventory Discovery = Lenovo XClarity Adapter World, and select the target resource.
3. Click the Alerts tab in the right pane to view the alerts of the selected resource.
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4. To view more details of each alert, click the alerts link to open the details in the right pane. For more
details on Alerts, see VMware documentation.

Please note that if two or more alerts are triggered in LXCA with the same msgID and different
commonEventIDs, then only one alert is triggered in vROps that is defined for the msgID. A common alert
message is created by using an alert message from all alerts with the same msgID from LXCA.

For example; Alert message in vROps is displayed as follows:

[Alert 1 message] [Alert 2 message] [Alert 3 message][..][..]

Event source: Seryar
Source event object name:

Source event name:

Chapter 3. Monitoring Lenovo XClarity Adapter 31


https://docs.vmware.com/en/vRealize-Operations-Manager/8.0/com.vmware.vcom.core.doc/GUID-FC6994C0-F6EF-40F4-99DC-7E119A2B338D.html

32  Lenovo XClarity Integrator Management Pack for VMware vRealize Operations Manager Installation and User Guide



Appendix A. Troubleshooting

This chapter provides the details to view the logs troubleshoot and resolve problems with Lenovo XClarity
vROps.

Viewing logs

This topic provides information about the MP logs and their location. The MP must provide logging details at
various log levels including INFO, DEBUG, TRACE, and ERROR.

Procedure

To view logs, complete the following steps:

1. Log in to vROps as an admin user.

2. Click Administration = Support Logs.

3. Expand the node Collector - adapters - Lenovo XClarity Adapter folder to view the list of available
log files.

4. Double-click the log entry to view the details of a specific log.

vm vRealize Operations
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@ / Administration / Support Logs

@ Home

Group by:  No = X t € u 2 )00 Word Wrap LenovoXClarityAdapter_480.log

&% Data Sources > 197.38 - MASTER

> (2 ANALYTICS
[y Environment > v &3 COLLECTOR

[ Visualize >

Troubleshoot >

&

N

Optimize >

& Plan >

& Configure >

[ Automation Central

& Administration

Note: For V8.5 and earlier versions of vROps, navigate to Administration - Support - Logs.

Known limitations
The following limitations apply to the Lenovo XClarity vROps, version 1.1.0:

Alert threshold values are not displayed

Top-10 widgets taking a minimum of 4 collection cycles to reflect the data.

The scoreboard widget displays the data automatically based on the selected object.

All alerts present on the LXCA are not displayed.

The child widgets contain the data which is not changed unless you select the server (parent) resource.

Workaround: To view the object data of the child widgets, you must select the parent resource each time
to render updated data. For example; In the Lenovo Power and thermal dashboard, the rack is a parent
resource and top-level selector. Under rack, the server is a child, and the server has multiple child
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widgets. Select one server to populate the child widgets of the server. Later if you select a rack but did not
select a server, the previously selected server data is present on the server child widgets.

Troubleshooting issues

This topic details the cause and resolution of the known issues.

Duplicate dashboard entries

Issue

Duplicate dashboard entries are listed.

Cause

If the management pack was upgraded without selecting the Reset Default Content option, duplicate
dashboard entries are listed. You must select this option so that the alert definitions, symptoms,
recommendations, policy definitions, views, dashboards, reports are overwritten. For details on installing the
MP, see “Installing the Lenovo XClarity Adapter” on page 7.

Add Solution
I you I
1 Select Solution
2 End User License Agreement e
3 Install
CANCE
Solution

To remove the duplicate dashboard entries in V8.6.2 of vROps, do the following:
1. Log in to the vRealize Operations Manager Ul using admin credentials.
2. Navigate to Visualize = Dashboards.
3. In the right pane,click All = Lenovo XClarity.
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4. Select the target duplicate dashboards and click ACTIONS = Delete Dashboard

Note: For V8.5 and earlier verisons of vROps, click Dashboards, click to display the Manage
Dashboards page. Select the target duplicate dashboard, click the menu icon to display its options,
select the target option, and click the delete icon.

Dashboard not listing the resources

Issue

The dashboards (Lenovo XClarity Details and Lenovo XClarity Power & Thermal Information) are not
listing the resources.

Cause

The dashboards are not listing the resources as the rack is not available in LXCA.

Solution
Add a rack in LXCA to list the rack details and rack servers in the dashboard widgets.

Installation errors

For any installation-related errors and exceptions, check the collector.log file.

Procedure

To view logs, complete the following steps.
1. Log in to vROps as an admin user.
2. Click Administration.
3. In the left pane, select Support Logs.

Note: For V8.5 and earlier versions of vVROps, select Support - Logs.
4. In the Logs pane, click <Master node IP>, and click View_Bridge = view-bridge.log.
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Appendix B. Notices

Lenovo may not offer the products, services, or features discussed in this document in all countries. Consult
your local Lenovo representative for information on the products and services currently available in your
area.

Any reference to a Lenovo product, program, or service is not intended to state or imply that only that
Lenovo product, program, or service may be used. Any functionally equivalent product, program, or service
that does not infringe any Lenovo intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any other product, program, or service.

Lenovo may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document is not an offer and does not provide a license under any patents
or patent applications. You can send inquiries in writing to the following:

Lenovo (United States), Inc.

8001 Development Drive

Morrisville, NC 27560

U.S.A.

Attention: Lenovo Director of Licensing

LENOVO PROVIDES THIS PUBLICATION “AS I1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow
disclaimer of express or implied warranties in certain transactions, therefore, this statement may not apply to
you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. Lenovo may
make improvements and/or changes in the product(s) and/or the program(s) described in this publication at
any time without notice.

The products described in this document are not intended for use in implantation or other life support
applications where malfunction may result in injury or death to persons. The information contained in this
document does not affect or change Lenovo product specifications or warranties. Nothing in this document
shall operate as an express or implied license or indemnity under the intellectual property rights of Lenovo or
third parties. All information contained in this document was obtained in specific environments and is
presented as an illustration. The result obtained in other operating environments may vary.

Lenovo may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this Lenovo product, and use of those Web sites is at your own risk.

Any performance data contained herein was determined in a controlled environment. Therefore, the result
obtained in other operating environments may vary significantly. Some measurements may have been made
on development-level systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been estimated through
extrapolation. Actual results may vary. Users of this document should verify the applicable data for their
specific environment.

© Copyright Lenovo 2021, 2022 37



Trademarks

LENOVO, THINKSYSTEM, and LENOVO logo are trademarks of Lenovo. All other trademarks are the
property of their respective owners. © 2023 Lenovo.
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