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{\"msg\":\"[[EventMessage]]\",\"eventID\":\"[[EventID]]\",\ "serialnum\":
\"[[EventSerialNumber]]\",\"senderUUID\ ":\"[[EventSenderUUID]]\ ",\ "flags\":
\"[[EventFlags]]\",\"userid\":\"[[EventUserName]]\",\"localLogID\":
\"[[EventLocalLlogID]]\",\"systemName\":\"[[DeviceFullPathName]]\",\ "action\":
[[EventActionNumber]],\ "“failFRUNumbers\":\"[[EventFailFRUS]]\",\ "severity\":
[[EventSeverityNumber]],\"sourceID\":\"[[EventSourceUUID]]\",
\"sourceLogSequence\":[[EventSourceLogSequenceNumber]],\ "failFRUSNs\":
\"[[EventFailSerialNumbers]]\",\ "failFRUUUIDs\ ":\"[[EventFailFRUUUIDs]]\",
\"eventClass\":[[EventClassNumber]],\"componentID\":\"[[EventComponentUUID]]\",
\"mtm\":\"[[EventMachineTypeModel]]\",\"msgID\":\"[[EventMessageID]]\",
"sequenceNumber\":\"[[EventSequenceID]]\",\"timeStamp\":\"[[EventTimeStamp]]\",
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{\"msg\":\"[[EventMessage]]\",\"eventID\":\"[[EventID]]\",\"serialnum\":
\"[[EventSerialNumber]]\",\"senderUUID\":\"[[EventSenderUUID]]\ ",\ "flags\":
\"[[EventFlags]]\",\"userid\":\"[[EventUserName]]\",\"localLogID\":
\"[[EventLocallogID]]\",\"systemName\":\"[[DeviceFullPathName]]\",\"action\":
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\"sourceLogSequence\":[[EventSourceLogSequenceNumber]],\ "failFRUSNs\":
\"[[EventFailSerialNumbers]]\",\ "failFRUUUIDs\":\"[[EventFailFRUUUIDS]]I\",
\"eventClass\":[[EventClassNumber]],\"componentID\":\"[[EventComponentUUID]]\",
\"mtm\":\"[[EventMachineTypeModel]]\",\"msgID\":\"[[EventMessageID]]\",
"sequenceNumber\":\"[[EventSequenceID]]\",\"timeStamp\":\"[[EventTimeStamp]]\",
\"args\":[[EventMessageArguments]],\ "service\":[[EventServiceNumber]],
\"commonEventID\":\"[[CommonEventID]]\",\"eventDate\":\"[[EventDate]]\"}"
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REST € An]2d] dlo]8] & Adstad t}g A S 533 A 2

@74 1. XClarity Orchestrator H¥ ZA]| &4 2UE I () »ﬁ%% 293 o
oA dlolg AZdAE Y3l dloly ALA 7=F FAFY

A 2. "EE7) ofe] 2 ()& FY 3] doly AeAt wk=7] o3 s =AH Y.

nlo
ﬂi‘l
1=
Mo
)

92  Lenovo XClarity Orchestrator A}-8- A1 ™ A



9A 3. A
A 4. A
4A 5. A
A 6. TA

« REST A#H¢ =

(<3
—_

)

[ &
2 %
>,

4O
ofr
o

Wy
ind

feu

fm

]

il

oX

T o
N o

<
K

18 o o ol
e
R
4 =

t

)

i

tl do

(o o
m
o e
%
D
fo i
oo

o
Z,
m
3,
i
=
>
oo >
i)

-

>

L]
>,
v
2
2
N
A
s
E
>,
i
s
L\
ofs
o,
>
>
o ]-0
_&,
~
=
o
w0
@
~
o+
o
wn
<

R
o by

¥
(e o Sk

‘
)
o,
>
>
fo
o

E
REST W =&
- PUT
- POST

N
r

gL
o
w
S
A
L
R

hu OIN
Jo

)
of)
31—"
Lo
it
2

> )
>
>

I e fo
ot

o r_“l
R fo BNe
é‘ .
o

L
x
2
oo C

ofN o2
o
X

{1
in)
s
i
M,
gL
o
>
ofo

ofs

o,

£

R
L 2ol

9A 7. BHE

i
ol
K
i}
ko
ol
ol
o
o

N
i
D)
=2
>
oo
)
i,
o,
it
2
)
o

(N
=
_|L
id
Lo
s
£
(m
i,
An)
o,
_?L
id
1o
AL
[
[>
i,
n)
]
r)v
)
ok
>
¥°
o)y
L
Au)

=3 L=
v = a-
GAs. A2 A %%% Fejsln o] Ak AAT AL A TG A o) A,

Yy AANAE AR EE A A A2 Ao] BEG 7 I o)A A slof Tyt
i v AoEl AEA o] dIsl a5 FAL AL ALH ol s} AlgE A o
2 as Ao] B2 dulshe g4l AeHo R BE QXS A9 - o5t

9A 9. WE7E 2935t A2AE ey

SE3 Fo

diole A2zt 7= A o5 Z4de 38 5+ sy

o A dollA EZS Adste] A9 AGAE AHE =5 A ¢ e A FY

« HF ool ()& FYst A ALAE A YL

« AR ool Z ()& Y3t AT AZAE AAFY

|'E

» Im

SRS

2 A4 % E Lenovo XClarity

SMTPE AIE510{ 0| 0| & A-ll:llﬁE 0|

SMTPE 483} % 7 olwl
Orchestrator® +4 & 4 54y},

PESHEL

F): o] Au] o] WolEE AR wl mok Ado] A A kg HolEs} Ak giE =
2EZE ¥ A5
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olHlE AL2E Gmail §} AH]| 22 HA 7] Al Gmail SMTP A H] 2o o] Wl E Ad2sl7]e] A5
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g A EsHAA
L

2228 WA Aol F AGIHES HHR AP, QAL Ao] FIS Agate] BT 5 QY Lo
A dlole T AL ALch. v Golm FEA el o] FE 5o Pl obd A5 ARG T A2
Shit o] o] a2 Alo] g Fekshof Yuich. AH2T Pt BE 2220 hE dolHE R
g SR A A2 Ao B2 BT AT A5A o] YR 2Fe] YU Ay BE
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olu el A%

Event Forwarding

olvlQl BE

{
"groups": [,
"acls": [],
"local”: null,

"eventID": "FQXHMEM02161",

"severity": "Warning",

"sourceID": "FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF",

"componentID": "FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF",

"msg": "The event forwarder destination cannot be reached. Therefore new events are not heing

forwarded.",

"description”: "The event forwarder destination cannot be reached. Therefore new events are not
being forwarded.",

"userAction": "Look in the online documentation to determinate more information about this event

based on the eventID. At the moment the orchestrator server can not offer more

information.",
“recoveryURL": null,
"ﬂags": []’

"userid": null,

"action": "None",

"eventClass": "System",

"args": [,

"service": "None",

"lxcalUID": "23C87F0A2CB6491097489193447A655C",
"managerID": "23C87F0A2CB649109748919344T7A655C",
"failFRUNumbers": null,

"failFRUSNs": null,

"failFRUUUIDs": "[FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF]",
"msgID": null,

“timeStamp": "2021-03-12T18:32:14.0002",
"eventDate": "2021-03-12T18:32:14Z2",
"commonEventID": "FQXHMEM02161",
"sequenceNumber": "17934247",

"details": null,

"device": {

94 Lenovo XClarity Orchestrator A} 41 T8 A]



“name": "xhmc194.labs.lenovo.com”,
"mtm": null,
"serialNumber": null

I

"resourceType": "XClarity Administrator",

"componentType": "XClarity Administrator",

"sourceType": "Management",
"resourceName": "xhmc194.labs.lenovo.com”,
"fruType": "other",

"ipAddress": "10.243.2.107",

" §d": 252349

}
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https://github.com/google/gmail-oauth2-tools/blob/master/python/oauth2.py
https://www.python.org/downloads/
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{

Ilapplll: "I_XCO",
"groups”: [],
"aCI.S": []’
"local”: null,

"eventID": "FQXHMEM02161",

"severity": "Warning",

“sourceID": "FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF",
“componentID": “FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF",

"msg": "The event forwarder destination cannot be reached. Therefore new events are not heing
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forwarded.",
"description”: "The event forwarder destination cannot be reached. Therefore new events are not
being forwarded.",
"userAction": "Look in the online documentation to determinate more information about this event
hased on the eventID. At the moment the orchestrator server can not offer more

information.",
"recoveryURL": null,
IlﬂagSII: []’

"userid": null,

"action": "None",

"eventClass": "System",

“args": (1,

“service": "None",

"lxcalUID": "23C87F0A2CB6491097489193447A655C",
"managerID": "23C87F0A2CB649109748919344T7A655C",
"failFRUNumbers": null,

"failFRUSNs": null,

"failFRUUUIDs": "[FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF]",
"msgID": null,

“timeStamp": "2021-03-12T18:32:14.0002",
"eventDate": "2021-03-12T718:32:14Z2"
"commonEventID": "FQXHMEMO2161",
"sequenceNumber": "17934247",

"details": null,

"device": {
"name": "xhmc194.labs.lenovo.com",
"mtm": null,
"serialNumber": null

5
“resourceType": "XClarity Administrator”,
"componentType": "XClarity Administrator"”,
"sourceType": "Management",
"resourceName": "xhmc194.labs.lenovo.com”,
"fruType": "other",
"ipAddress": “10.243.2.107",
" id": 252349

}
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https://www.youtube.com/watch?v=fjzyAwctvUo
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B » Generzl Settings
H » Metwork Settings Interface
B ~ UEFI
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H * Devices and 150 Ports
H > Processors
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Red Hat
Enterprise
Linux(RHEL)
F3: KVM =3+

@X Window System
@Desktop

@Fonts
compat-libstdc++-33
compat-libstdc++-33.i686
compat-libstdc++-296
libstdc++.i686

pam.i686

compat-libstdc++-33
compat-libstdc++-33.i686
compat-libstdc++-296
libstdc++.1686

pam.i686

%packages

@virtualization
@virtualization-client
@virtualization-platform
@virtualization-tools

# begin additional packages
@basic-desktop
@desktop-debugging
@desktop-platform

@fonts

@general-desktop
@graphical-admin-tools
@kde-desktop
@remote-desktop-clients
@x11
@"graphical-server-environment
@gnome-desktop

@x11
@virtualization-client

# end additional packages

libconfig

libsysfs

libicu

lm_sensors-libs
net-snmp
net-snmp-Llibs
redhat-Lsh
compat-libstdc++-33
compat-libstdc++-296
# begin additional rpms
xterm

xorg-x11-xdm
rdesktop
tigervnc-server
device-mapper-multipath
# end additional rpms

SUSE Linux
Enterprise
Server(SLES)
12.3 o] A

7] &

<pattern>32hit</patterns
<pattern>Basis-Devel</pattern>
<pattern>Minimal</pattern>
<pattern>WBEM</pattern>
<pattern>apparmor</pattern>
<pattern>base</pattern>

<pattern>documentation</pattern>

<pattern>file_server</pattern>
<pattern>fips</patterny

<pattern>gateway_server</pattern>

<pattern>lamp_server</pattern>
<pattern>mail_server</pattern>
<pattern>ofed</pattern>
<pattern>printing</pattern>
<pattern>sap_server</pattern>
<pattern>x11</pattern>

<pattern>Minimal</pattern>
<pattern>file_server</pattern>
<pattern>sap_server</pattern>
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<pattern>32bit</pattern>
<pattern>Minimal</pattern>
<pattern>apparmor</pattern>
<pattern>base</pattern>
<pattern>documentation</pattern>
<pattern>file_server</pattern>
<pattern>fips</pattern>
<pattern>kvm_server</pattern>
<pattern>kvm_tools</pattern>
<pattern>sap_server</patterny
<pattern>x11</patterns

7143 -Xen

<pattern>32hit</patterns
<pattern>Minimal</pattern>
<pattern>apparmor</pattern>
<pattern>base</pattern>
<pattern>documentation</pattern>
<pattern>file_server</patterny
<pattern>fips</pattern>
<pattern>sap_server</patterny
<pattern>x11</pattern>
<pattern>xen_server</patterny
<pattern>xen_tools</pattern>

SUSE Linux
Enterprise
Server(SLES)
15.2 o] A

<pattern>apparmor</pattern>
<pattern>devel_basis</pattern>
<pattern>enhanced_base</pattern>
<pattern>base</pattern>
<pattern>basesystem</pattern>
<pattern>minimal_base</pattern>
<pattern>print_server</pattern>
<pattern>sw_management</pattern>
<pattern>x11</patterns
<pattern>x11_enhanced</pattern>
<pattern>x11_yast</patterns
<pattern>yast2_basis</pattern>

<package>wget</package>

<pattern>base</pattern>
<pattern>minimal_base</pattern>
<pattern>yast2_basis</pattern>
<package>wget</package>

74 35
-KVM

<pattern>apparmor</pattern>
<pattern>devel_basis</patterns
<pattern>enhanced_base</pattern>
<pattern>base</pattern>
<pattern>basesystem</pattern>
<pattern>minimal_base</pattern>
<pattern>print_server</pattern>
<pattern>sw_management</pattern>
<pattern>x11</pattern>
<pattern>x11_enhanced</pattern>
<pattern>x11_yast</pattern>
<pattern>yast2_basis</pattern>
<pattern>xen_server</pattern>
<pattern>xen_tools</pattern>
<package>wget</package>

7}A 3 -Xen

<pattern>apparmor</pattern>
<pattern>devel _basis</pattern>

A5 i 22 Y

137



=4 A A

zzg Z2go] 233 7]

<pattern>enhanced_base</pattern>
<pattern>base</pattern>
<pattern>basesystem</pattern>
<pattern>minimal_base</pattern>
<pattern>print_server</pattern>
<pattern>sw_management</pattern>
<pattern>x11</patterny
<pattern>x11_enhanced</pattern>
<pattern>x11_yast</pattern>
<pattern>yast2_basis</pattern>
<pattern>xen_server</pattern>
<pattern>xen_tools</pattern>
<package>wget</package>

VMware
vSphere® Hy-
pervisor (ESXi)

712 VMware vSphere Hypervisor(ESXi) ¢]u]2] & Lenovo VMware
ESXi Custom ©|n] ] 7} 2|45 Y},

HiZE 2% iilxiloil EH?_ ZE 189

Lenovo XClarity Orchestrator o] & E]-°]
913 E# ¥ (TCP/UDP) <& oi%sﬂ

84434 v E

AA =

RHEL 743 =22

7] &2 © 2 Red Hat Enterprise Linux(RHEL) 7}33} Z2 2 & o}% g o] & Y FEE A9
3 BEE XEE ADFH Y
Z 1. RHEL J}4/3} T2 E0)f Cfst EE 124
TCP =
xE = UDP | % A A
22 TCP olnp2 = SSH 541
03 TCP, ofZnlE =/t = RHEL KVM Y E$]7) #x]e}te] FA1
UDP
67 TCP, ozl /qlnpE = RHEL KVM V| E$]7) Ax]2}e] 541
UDP
161 UDP ofgutE= SNMP o o] A E o} o] £ 21
162 UDP onp = SNMP ojo] A E ¢} 2] FAl
427 TCP, ofLnlL = /elule s SLP AH] 2 o] E SLP t]dE g oo]dEeleo] EA
UDP
3001 TCP of£nlE =/l T £ZE g o] o|u]x] wjE Au]2e}e] FAl
15988 TCP ofgule = HTTP 4% 5% CIM-XML
15989 | TCP oL uhE = HTTP §41& 53 CIM-XML
49152 - | TCP ol /QlulL = KVM 7} A8 541
49215
RHEL 7|2 ¥ x|~ =2
7| &4 2% RHEL 7| 9 3£ =24 o} glol & 4 FEZ AL} EE FEE AP
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