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Before installing this product, read the Safety Information.
4iaY) Mi;ﬁlj%;&ﬁdl ETERT. S R T

Antes de instalar este produto, leia as Informacdes de Seguranca.
TERFAT fh Z 00, 5B Safety Information (Z2fFE) .
RRAARSBZA  HAMME "L ER, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfectéte pfirucku bezpecénostnich instrukci.

Lees sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat tdmén tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTrioeTe TO TPoiov autd, H1aBacTe TI§ TTANPOPOPIES AoOPAAEIAS

(safety information).

TM0AN MR NR WRIP AT X0 1°pRne 197

A termék telepitése elétt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BEROREDHIC. REBEWMELTACILZSE L,

= HE
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X0t Hol 2tH HEE HOHAZ.

Ipen na ce MHCTAIMPA OBOj NPOAYKT, NpounTtajTe nHpopManujaTa 3a 6e36eaHoCT.
5 ¥ -
STESERITEL!

’ 1- m A %

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksigzka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.
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Mepepn ycTaHOBKOM NPOAYKTA NPOYTUTE MHCTPYKLIMK MO
TexHuke 6e3onacHocTy.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sé@kerhetsinformationen innan du installerar den har produkten.
Bygvad Ry gragn iz §xyhraa

§Ag A Ur R AR g R TN

Bu driind kurmadan énce glvenlik bilgilerini okuyun.
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* Microsoft Windows Server

* VMware ESXi

* Red Hat Enterprise Linux
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BMC AR 45120 AA = 5.

TPM &7(7]/8&

TPM2 A| =€) < g dloly HEE $3 35T 7| 2R FA3lEo] g5y}, o3 AR
Lenovo XClarity Essentials OneCLIS (&) AF&3l9 TPMS v &4 318 4= 54y}

TPM< |24 3sted oos F3shA L.
1. Lenovo XClarity Essentials OneCLIZ t}>2 X3} A x]35}14 4] 2.
Lenovo XClarity Essentials OneCLIE th2 =3} 4 th3 Ao ER o] F 38l Al &
https://datacentersupport.lenovo.com/solutions/HT116433
2. the WS AL,
OneCli.exe config set TrustedComputingGroup.HideTPMfrom0S "Yes" --imm <userid>: <password>@<ip_address>
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https://pubs.lenovo.com/lxce-onecli/onecli_r_uxspi_proxy_tool
https://pubs.lenovo.com/lxci-deploypack-sccm/dpsccm_c_endtoend_deploy_scenario
https://datacentersupport.lenovo.com/solutions/server-os
https://pubs.lenovo.com/lxcc-overview/
https://pubs.lenovo.com/lxce-onecli/onecli_r_save_command

Far: 5o w2l XCC ) GUI #lojobo] o] 4] 233t o3k vb5 5= slssY et

Xesl= ZEMAM
Intel On Demand<+ Intel On Demand A4 ZE A A] o] A vk A} 4= 9)<& U}, SD530 V3ellA]

#]

95 += Intel On Demand A Z 2 A A o] d)&F 2FAH| & Y] &2 https://lenovopress.lenovo.com/ 2]

WEE BRI L.
B3: A2wle] BE Z2 A% $2 Intel On Demand 7]%5& AH&-she] 3150 o}

Mz E7
Intel On Demand+ Lenovo XClarity Controller(XCC) ¥ Lenovo XClarity Essentials
OneCLI(LXCE OneCLD & %3] Ax& 4 x5 Uct. Z2 A A7} Intel On Demand & #| 93l
A] 2ol Fojl = A|2=Hle] Ax]5 XCC % LXCE OneCLI7} Intel On Demand 23§ 3}
A Felaof Ty,
1. Lenovo XClarity Controller(XCC) 7} Intel On Demand A X]& 2| dst=x] st A2
(F 7] % AlF).

+ XCC 9] GUIE &3

BMC T4 > go] A 2= o] 53l A sl o] x] o] Intel CPUL] On Demand 7] 5 °] 2= A4 o]
o A XCColA Intel On Demand 2] A4 3E 2]y}, o] AHeo] gle A=

Intel On Demand A2 & A 4Q3lEF XCC Hlo) & X AL 2 gd o] Esfof I},

. | .
Clarity" Controller2 < ' System Name: 3 servicelog A

[4 Remote Console

# Firmware Update

B Storage

&5 Server Configuration v On Demand Capabilities for Intel CPU

The following tabel shows the CPU features that were activated by the user

BMC Configuration ~

Backup and Restore 2 Upgrade License Export State Report

License Socket UniquelDs License Features

Network

Security

&/ 145. XccC & GUI - Intel CPUS/ On Demand 7/|=

« XCC REST APIZ 53
a. o2 2% URLE GET #lA=S5 A&3Yrc}.
GET https://bmc_ip/redfish/vl/LicenseService/licenses/
b. &% JSON 7] A ol A Members & E ¢
/redfish/v1/LicenseService/licenses/CPUX_OnDemandCapability 52] API7} 3
] x&= CPU ¥&9!) &4 XCC7} Intel On Demand A XS 2932 oY

o]
o
i
(&
D

AT A= T
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73 %-¢] = Intel On Demand A% & A Y3}E= XCC HHlo = F
g dle] Esfof .

"@odata.id": "/redfish/v1/LicenseService/Licenses/CPU1_OnDemandCapability"

"@odata.id": "/redfish/v1/LicenseService/Licenses/CPU2_0OnDemandCapability"
1,
]

2. LXCE OneCLI®lA Intel On Demand 2 %] & %] 3}=%] &4l
+ LXCE OneCLI WAl °] 4.2.0 o] &e] o]} et

Intel On Demand 7|5 Al MA

1. Ao Yazr= 2 F A8S £23}E Intel On Demand 7]15& A =314 A 2 ( "Intel On
Demand 7]5" 2059 ] x] &%),

2. 7l FE& %i%}'ﬂ olr| & 53l dF Z=I AU}

3. PPIN 7] & A% @i?‘é%}ﬂ Al wk=A] o3 AR IY}. D 7o s AX T ZEA|A 9
PPINS %4;144. "PPIN ¢]7]" 1999 o] x| o] W&& Fx3AA L.

https://fod.lenovo.com/lkms 2 & ©] %53l ¢l S

A Apo]Eofl Al 2"l {3, A| 2" o= W3 9 PPIN

A A Eo A AFE AT 717 AP U. AF A5 T

XCC =+ LXCE OneCLI'z' Eoﬁ Z 92 7]

N Oy O

aLx = %ii%ﬂ‘:} "Intel On Demand A€ B34 7] 9l

o

H
9. (¥4) Intel On Demand A H)
HEE" 201902 o] WE&E F

H
AHe] 2 74 = Intel On Demand A9 Z2A14 2] A 4 A& el Yy}, Lenovo+s Intel
On Demand #] ¥ *‘i‘ﬂ’ﬂ«] A AeE BA 1] S0 7—';‘ °FHY Ae Ry AE wEYT)

10. ZE2 A 22" 7|5< 2w "Z2 A4 ¢ A= Intel On Demand 7] 5 31" 2043 ©] %]
A e zl-z-g].ﬂ AL

https://pubs.lenovo.com/lenovo_fod¢] W&& FZ3}AA 2.

Intel On Demand 7|S 0|&

ZZAAS 2AZ F o] 9=
W ZAAE ol Aetelm b BAE PR ek
28] o)

D& Z2AA NN A ZZANZ )5S o Aalel T 5 dEh A5
L ARl siE ZeAAE A=A AAR A Al 9 Ze a4 e PPING B3
o]

"PPIN 871" 1993] 4| o] )& #2342

2. Al ZRAAE ARAF F A Z2AA ] PPINE %HME}. "PPIN ¢]7]" 1993 ¢ 7] o] W&
Az sEA A &

3. https://fod.lenovo.com/lkmso| A ZA3e] gl = Z 2 A4 ] PPINS ¢33y}, (UID AA
o] PPIN ¢1¥)

4. o|AE 75 & AH T
5. Al ZZ A PPINS 18 gt}
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6. W A EA NEL AF AT 717 AR YU AZEEAEF JF5 718 23 Y} "Z2A|A
o] Intel On Demand A x]" 2003 °] = 2.

h=)
7. XCC == LXCE OneCLIZ &3] =& A = 71 & Ag3le Al Z2A| A i 7 5& A
2] &Y},
8. AW AC AYS Zt HY).

9. (¥4) Intel On Demand A# ®34Z5 g 2=3c}. "Intel On Demand AHe] B4 k7] ol
FdE=" 2019 012 9] W& FzsAA

A el R 74 = Intel On Demand A Z2 A4 9 AA +4 Ae)E el Yy}, Lenovos Intel
On Demand A% 2442l 83 4% 2457 99 w402 Rel 4ol RIAT B

10. Z2A| A A5 7|5 Bejd "Z2 A4 A3]= Intel On Demand 75 &4¢l" 2049 o] #]
A& FZ3 A L.

https://pubs.lenovo.com/lenovo_fod ¢ W& FZ3}14A) L.

PPIN 27|

PPIN (Protected Processor Inventory Number) < Intel On Demand & A8 2A3}7] ¢3)] vt=
Al D23 AR Yl XCC 9 GUI, XCC REST API ¥ LXCE OneCLIZ %3l PPINS ¢S &
QEUch. AAF ARE oSS B2 L.

XCC ¢} GUIE 53] PPIN ¢}7]

XCC 9 GUIE 93 M ER o]z > CPU ¥ » 3% 5> PPINCSZ o] %

. I g
Clarity Controller2 € ! System Name: ¥ Servicelog &

ﬁ Home Socket Model Max Cores PartID

B Events CPU 1

i= Inventory

FRU Name CPU 1 L1 Data Cache Size
M utilization

Manufacturer Intel(R) Corporation L1 Instruction Cache Size
E Remote Console Max Speed L2 Cache Size

Maximum Data Width
L3 Cache Size

4 Firmware Update Capable
Family Voltage
8 Storage Max Threads External Clock
I PPIN I

2/ 146. XCC & GUIZ S5 PPIN &{7/

XCC REST APIZ %3 PPIN ¢}7]

1. ¥ &% URLE GET HWA=E A3 Yt}
GET https://bmc_ip/redfish/v1/Systems/1/Processors
e
GET https://bmc_ip/redfish/v1/Systems/1/Processors

2. 5 JSON 7§ A o] A Members 2=+ T2 A4 g2 49 o3

o

£ 93AE R FUY
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o
"Members":[

{
@odata.id: "/redfish/v1/Systems/1/Processors/1"

5

{
@odata.id: "/redfish/v1/Systems/1/Processors/2"

}
l,
3. PPIN® ¢lo] & Z2 A E A3} b 23 URLE GET WIA=E A3 Yt old x&
CPU H&3Yrt},
GET https://bmc_ip/redfish/v1/Systems/1/Processors/x
ol Fof, Z2 A4 19 PPINE ¢l o}-8-2 F2 e}
GET https://bmc_ip/redfish/v1/Systems/1/Processors/1
-3 JSON WA | A Processorld 2=+ 23 % CPU¢ PPIN A R.al ProtectedIdentificationNumber
dE% 2o Fyoh.
o
"ProcessorId":{
"ProtectedIdentificationNumber":"1234567890xxxyyy"
I3

LXCE OneCLIZ %3 PPIN ¢}7]

os WEE 4y

OneCli.exe fod showppin -b XCC_USER:XCC_PASSWORD@XCC_HOST

%3 23}l PPIN JR7F A1 FYe}. o
Machine Type: 7D75

Serail Number: 7TD75012345

FoD PPIN result:

| Socket ID | PPIN |
| Processorl | 1234567890xxxyyy |
| Processor2 | 9876543210zzzyyy |

ZZ2 MIMOl Intel On Demand A X]|

XCC %} GUI, XCC REST API =+ LXCE OneCLI% %3l https://fod.lenovo.com/lkms9l] A t}%
2e3 2“ JdF 71& A5k Ji‘ﬂ/ﬂ o] Intel On Demand 7] &< 2% 34Yt}.

XCC %] GUIE A}£3}9 Intel On Demand A %]

1. XCC 91 GUIZE €3 BMC FA4 - go]Al 2~ > Intel CPU9 On Demand 7] = o] A 2 ¢ 19
O > BolH7] > FA ) 2 o] Edte] HE Q1= 7] e
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Add a new license?

No file selected.

Gancel

g/ 147. XCC & GUIE Soff F&F 2/ 7] &2

2. Ax]o AF3stH ¥ GUICA “License key upgraded successfully. The features will be activated on the
processor after system power cycle” WA X & FEA|8t= F¢ Fo] Yehdyr}.

28] e A $dl= "Intel® On Demand A& A A4 s 2" 2069 0] 2] 2] W& FZ3}4A L
XCC REST APIZE A}%3}¢ Intel On Demand A x|

1. t} &% URLE POST WA E=FE A&},
POST https://bmc 1p/redﬁsh/v1/L1censeServ1’ce/Licenses

2. WA AE 9lZ 7| = basebd AL 2 A435}3L LicenseString 2= POST dlo|g = ¢J=3 1},
{

"LicenseString":

}

3. ] AF3sl XCC REST API| A “License key upgraded successfully. The features will be
activated on the processor after system power cycle” ®W A %] 7} A Y},

23] 942 7 "Intel® On Demand AH§ A4 &4 sl 2" 20630 o] 2] o] W&-& FxslAA 2.
LXCE OneCLIE A}43¢] Intel On Demand 2 3|

& e AP o)l ckey_file>e AE A% 715 vhehdy .

OneCh exe fod install --keyfile <key_file>

AAAFoR A=A
Successfully install key

olzht &5l AR,

che3 2 $e] EAH W Lenovo A9 el #5444 2
Failed to install key

Intel On Demand AEf EA H7] ¥ &

e
Intel On Demand AH-& 44 =& o]dE& ¢$8F F, XCC ¥ GUI, XCC REST API ¥ LXCE
OneCLIZ ¥4 4o RuAS 22 §2=guieh AT 40E oog F2abilae

A7 A=a g 201



XCC ] GUIE AH-83to] A" R 2=

1. XCC ¢ GUIZ €3 BMC T4 = #o]Al A - Intel CPU9 On Demand 7|5 - CPU A9 > A
H 234 JEY7|E o] F

Export the selected state report?

Do you want to export the state report for 'CPU 1'?

E/148. XCC & GUIE Soff e ZaA{ Lf=LH/

2. https://fod.lenovo.com/lkms®] "On Demand I =" A4S

ol e R E 2=
XCC REST APIE A-43te] Ad] R34 Q2=
1. ©t& &% URLE GET WA =% A&35te] CPU A=) 234 APIE A A3t o x&= CPU W
=yt

GET https://bmc_ip/redfish/v1/LicenseService/Licenses/CPUX_OnDemandCapability
dE S0}, CPU 1 Ad B4 APIS AAsteH o} & F=x3).
GET https://bmc_ip/redfish/v1l/LicenseService/Licenses/CPU1_OnDemandCapability

<% JSON 7l A ol A] Lenovolicense.ExportStateReport 2 =2] target T =

2ot e CPU Ae) B34
APIo|™, o]u] Xx= CPU & dYrt}.
"Actions": {
"O0em": {

"#Llenovolicense.ExportStateReport": {
“title": "ExportStateReport”,

"target": "/redfish/vl/LicenseService/Licenses/CPUX_OnDemandCapability/Actions/0em/Lenovolicense.ExportStateReport"
}

}
b,
t}-& Aol A target =] $H2 CPU 1 Ae] R34 APIY Y}, CPU 1 Ae] R34 API
5 54 Y«
"Actions": {
"Oem": {

"#Lenovolicense.ExportStateReport”: {
"title": "ExportStateReport”,

"target": "/redfish/v1/LicenseService/Licenses/CPU1_OnDemandCapability/Actions/Oem/Lenovolicense.ExportStateReport"
}
}
h
3. A" RAE AP}

1T H
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t}. o]d] x= CPU &}

POST https://bmc_ip/redfish/v1l/LicenseService/Licenses/CPUX_OnDemandCapability/Actions/0em/
LenovoLicense.ExportStateReport

% Sol, CPU 1 o) B34S ZAstel A vhe-g Fxgye.

POST https://bmc_ip/redfish/v1l/LicenseService/Licenses/CPU1_OnDemandCapability/Actions/0Oem/
Lenovolicense.ExportStateReport

a. T £3% URLE POST HIAHEE A3t CPU Ae] 234 APIE A RaAqF HAFY

b. HJSON 7HA] & POST dl°]¥ & 2§34}t Postman¥ 2 APl =75 /\}%—o}“ 74§ Body
- Raw = JSONel| A Hl JSON 7|3 & #-$-32, JSON = ol A NULL 7§A] '{}' & ¥4 c}.

binary GraphQL

4. 5ol A stateReports BE o 9= AE] R A5 A A3},

—~

"stateReports": [
{
sgntaxVersmn" "1.0",
“timestamp": ""
"objectId": ""
"hardwareComponentData": [
{

"hardwareId": {
"tgpe" "PPIN",
"value": ""

1

"stateCertificate": {
"pendingCapabilitgActivationPagloadCount": ,
"value": ""

1

"hardwareType": "CPU"

5. https://fod.lenovo.com/lkms<] "On Demand S =" A A& 3l A RS 23

LXCE OneCLIE A}£3lo] e R4 g2
1. ohe WHE Agale] el RS A5

OneCli.exe fod exportreport -h XCC_USER:XCC_PASSWORD@XCC_HOST
2. thw H¥ S A&t Ad RS 43
OneCli.exe fod uploadreport --file CPUL_xxxxxx_StateReport.json --kmsid KMS_USER:KMS_PASSWORD

2~ .
SEERE

CPU1_xxxxxx_StateReport.json> 154 2] fod exportreport M3 2 g t}2 2 =3} 519l o] o] 24l Y},

KMS_USER ! KMS_PASSWORD+ https://fod.lenovo.com/lkms®] ID % ¢z},

A7 A= A
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Z 2 M|A{0f] AX|E!l Intel On Demand 7|S &2l

XCC 9 GUI, XCC REST API ¥ LXCE O

ne E3)] Z=F A A Ax]=l Intel On Demand
N5e RAT 5 Ywieh AT F0E g

F3: golAAE Agsle Z2AAF AA61A] &L A Fe+= XCC ) GUI Intel CPUS On
Demand 7]%% A A o] Z2 A A7} ZA = A] ¢k5Y ).
XCC ¢ GUIE A£3}0] =2 A Ao 222 Intel On Demand 7] 5 &¢l

BMC F4 - @o]Al 2~ > Intel CPUY On Demand 7] 5 =» CPU A8 - o] Al X~ 7] 52 8 o] E35}A
A2, A" 7o) o7led vt gl

. 1 .
Clarity" Controller2 < ! System Name: ¥ Servicelog &

& Hirmware Update

[ On Demand Capabilities for Intel CPU

B Storage

The following tabel shows the CPU features that were activated by the user

Server Configuration v

BMC Configuration | ~ A Upgrade License Export State Report

Socket UniquelDs

Backup and Restore
License

Network

Security

21 149. XCC & GUIOIA] ZZAA{0ff & i/ &l Intel On Demand 715 £+2/

XCC REST APIZ A}£35to] =F M Ao A= Intel On Demand 7] % ¢l

1. &+ &4 URLE GET WA=& A&}, olw x= CPU "y}
GET https://hmc_ip/redﬁsh/vl/L1'censeService/Licenses/CPUX 0nDemandCapah1l1tg
oqE =9}, CPU 1°] 2% Intel On Demand 7] 5<% ZAAsleH & FZ2344 L
GET https://bmc_ip/redﬁsh/v1/LicenseService/Licenses/CPUl_OnDemandCapablhtg
2. S5 JSON 7 A ol A Featurelist 2= o= o] Z2 A A 9] 2Ax]% Intel On Demand 7]5°] £3%
oo] 9%},
"0em": {
"Lenovo":{
"Featurelist":[]
"@odata.type":""

}
h

LXCE OneCLIE A}&3to] 2 A A 2Ax]5 Intel On Demand 7] & &¢I
1o B9 Agated A9 )5 E BN L.
OneCli.exe fod report -b XCC_USER:XCC_PASSWORD@XCC_HOST
2. 29 ZA 7 Intel On Demand 7] 5% £33l ZE ol 27t A FH Y}, o
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FoD Reports result:

Feature | Key Description | user | Expired |

Feature List | Reminding |

DSA 4 instances,
IAA 4 instances

DSA 4 instances,
IAA 4 instances

| XcC2_Platinum | Enabled Lenovo XClarity Controller 2 | N/A

| | Platinum Upgrade |

Succeed.

Intel On Demand 7|
Intel On Demand 75 tb23 25Uk, Y5 = 752 AFote) o2 2413 82

https://lenovopress.lenovo.com/ ol| 4] ZZ3s}A A 2

7%
+ Intel Quick Assist Technology(Intel QAT)!

Intel® QATE= A|&=Hlo] o] @ Felo]dEE A3 AY o A2 AHE 2035125 453}, 5353
‘;’ Ql2o 0T ZrFlo] TEA A Zo]E R I} Intel QA T% /\]-%-5‘]-—‘5 449 Intel Xeon A+
T ZEAAM = G dojE EFedAM 4F Y 453 E AYL 5 9= FH AFse CPUY YT

+ Intel Dynamic Load Balancer(Intel DLB)?
Intel DLB: 421215} 2914 % A5k d19 9 opalel o] =) 2l A2q3ieh. ol )
CPU d3ejo] 4531 222 45 = PCI AR olw], Zool 4 AdH s £z Ego] 3
2= 1;]_,‘_2__ F(O]—j]g]_E )‘c}:‘i zl—,g.-sl- 2= 011\‘/]‘:}_.

+ Intel Data Streaming Accelerator(Intel DSA)!
Intel DSAE 2E2]%) dlo]e] o]% 8 g 4] AQFoLA 222l W=7 3 vlo]e] 7oA
Hazce] 29%e ATFUh dolsl AE Fue] WEA g Aoz enslg ol
dolg o] F 24& 2225355 E AAH Intel DSAE CPU, W2, /A, BE d2% mrg, =
£2A 8 VESN D A el dol o] F SEF Fof Fuivh

+ Intel In Memory Accelerator(Intel TAA)!
ol IAAl:« deolejdo] 2 g 4 a2 =5 o "“}Eﬂl APsta, AAF o AY a8 £
= d =&°] g4t} o] ‘41"‘ 7H571 = A8 21?4“ S oW R dlojg o] g 1] glo]E
24 gazree) yue FEXAES U Intel INAS vl = el dojuo] = 5 22 o]
E1 u}] o] /\oﬂ o] A]-}H o) \,]5}'

+ Intel Software Guard Extensions(Intel SGX) 512 GB3
Intel® SGX+ W2 HellA EA ofFeAlo|d Z=29} til °l & A3l st=dlo 7t “ﬂ.‘iil 4z
312 AFFYch. Intel SGXZ A3 A2 55 = E3 W 2a 9 ]_-_7H oJ o1 (ol 27| o]
I T R W HI SR SO e

ZHEE AAEIS5Y.

A

« 1ntel oneAPI, Al EF7 @ 7}<=7] o zlo] =5 445 Intel®
Xeon® 23 7}5& ZEAE FJ& 28 FE, (nd). Intel.
https://www.intel.com/content/www/us/en/developer/articles/technical/performance—advantage—

e 2Jntel® Dynamic Load Balancer, (20233 549 234) Intel.
https://www.intel.com/content/www/us/en/download/686372/intel-dynamic—-load—-balancer.html

« 3Intel® Software Guard Extensions(Intel® SGX), (n.d.) Intel.
https://www.intel.com/content/www/us/en/architecture—and—-technology/software—guard-extensi

A7 A" g 205


https://lenovopress.lenovo.com/

Intel® On Demand Al MA™ 22X oA

Intel On Demand A X] 25 WA 2] 9 AL-§-2} 242 of &) 5 FX3HA]A L
F 29. Intel On Demand & i| BiAIX] 2! A&} &S
w) A] %] A&7 Z4
ghol Al 77k g A L' g ade|=E syt Al 2F | A28 ALdS @ W Ak A F Intel On Demand & 2
ALE Rk A Foll 7150 Z2AA A B3 Yct. | 3T 5+ A5yt
AE AF 7] A o] &np=x] S SlE AF AT 7] A S JREPER FdsA L
2 77} x14= ™ Lenovo #| 9] 23144 2
AE QZ 7)o T2 A A PPIN©] &u}23%] & Lenovo A el {2314 Al &
gho] A 27} ow] Z 2 A A ol A2 ol F dF 71E olvl A AUt d2EF AF
5 717F EupER] FelsidA L
Z 2 A4 2] NMRAM ¥3to] #-%3 Lenovo A el &2 3t4 A 2.
yu2 on Lenovo x4l #2314 A &
o T2 AY Aol T= AHA ] o F AE A5 71 AR E ASsted 1A A=) AL
Zeh AR AL
FEH 272 Q3] LACE Z2vAYE 5= 95 Lenovo #] el 2] st4lA] 2.
FTE AN E FolAl2=E 7HHE 5 g5Uch. A4 | Intel On Demand & A X]3}7] Aol A]2=" A& A
2 2 F o A=A L AL
On Demand 75 A R7} A T B2 o] d=F 7h | AF AT 7] AAE ALse ™ Ugel oA Al =34
A& dFUch dFol oA A =S A L. AL
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Hed =M s

o] o] B E ALl AW E AL o] DAY = Q)= FA| S A Est A3 Al L

EA oWl E7} A5l Lenovo A Qo AHE2 2 42 EE Lenovo AHE FAZ F 95U},
Lenovo XClarity Administratore} 22 2] §8 ZE2 2P| A 25 LH(F Folzlax 3 &
TA4E 5 Ut A5 A €S FAEE AWl AAH R F3 38 o] ES AT wjwjc}

Lenovo A g At E o2 I},

T AE FHEHA oty dubH o g AW E Fe s

oF ¥}

« Lenovo XClarity Administratorel] A A2 a5}
oWl E 71 A Zs}A]A] 2

o o E He 8§ 23S A}83l= A ¥ Lenovo XClarity Controller o|HIE 2 7oA A] 2}
sk Al L.

I

& =29 o uE 223 A2t

rr
oo

rr

7d$ Lenovo XClarity Administrator

g 2laa
Lenovos A4 9 401 =% Aal A 1ulol= sho] Av st Axls) A2 5= Y= £AS A s )
A9 2 A5e AU, ol @ Tech Tip(24 B i A2 FA)S An LAz dds 24
2 A A2+ e AE e AT
Aol A4 5 e A% 9 oo

1. http://datacentersupport.lenovo.com 22 ©]5 3% F Ao 3 x| H|o]| 2] & o] F3} A A L.
2. FJ-/K" =] %Li]—o]]/ﬂ How To’ S(l:ﬂ-):ﬂ)% ia‘%}}g/(]_?_
Fob& vl el A Article Type (=4 #9) - Solution (£54) & S3 A L.
s el AR Aol el wAE B A 592 AARAAL.

O =2 v
+ Lenovo Hlo]g Ag £

— o & AHgo] A A A =A] #aelskEd https://forums.lenovo.com/t5/Datacenter—
Systems/ct-p/sv_eg?] W§& F3AA L

O|HMIE 21
F e o] WE Ei qlulgl o MES obel=
.]

Controller == ‘]‘ﬂ UEFTI9l] ¢Jsl] A
hassis Manage

, N e el E Ao

Az == 7)ef XY}, 3= Lenovo XClarity
Yt} o83 75}1% Lenovo XClarity Controller ©]#l
t Module 2 =+ Lenovo XClarity Administrator el 4]
Aol a7} Abs AEgH Y.

0 OA&J

F3: oPHEA BEFE b FAsNl B FE =
https://pubs.lenovo.com/sd530-v3/pdf_filesel| 4] &al& 4= 9)
< ZAZ3IAA L

Lenovo XClarity Administrator O|HIE 2]

Lenovo XClarity Administratorg AF§3}e AW,

4 el S0l ook A
XClarity Administrators £3l g8 ZE #Ax]e] oW E
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Logs

Event Log Audit Log

(7) The Event lag provides a history of hardware and managemant conditions that have been detecied.

- Show: :"!-". W]
N E 948

| ANEventSources |- | Fter l
Al Actions = — T
All Dates | =
—  Severity Serviceability Date and Time ~ | System Event System Sowrce Dz
Type

A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 03 device Chassis Jan 30, 200
A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 02 device Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | 1D maodule 1O Module Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | Node Mode 08 incom| Chassis Jan 30, 20

&/ 150. Lenovo XClarity Administrator O/HIE =37
XClarity Administrator?] o|¥lE Zk¢dof o & 2} A& W &2 o}2-2] &S AR L.

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/events_vieweventlog.html

Lenovo XClarity Controller O|HIE 271

Lenovo XClarity Controllere €%, A 35 A3 A4, A &=
YA WEE S5 A E A3 /\1‘3'] 9 a2 7 84 EYA A
XClarity Controller= A|2¥l 3] 2= E °J]°‘] 2
T3t Ao 44 Fe e} A E 755 Fu o).
?_

Lenovo XClarity Controller= A8 ¢ &
oMl E e o|NEE AAFYc}.

Clarity Controller ThinkSystem System name: XCCOD23579PK «Expot S User (1311
Fiome Event Log Audit Log Maintenance History {, Enable CallHome Ml Configure Alert «
—_—
W customize Table [ Clear Logs C Refresh Type: IE D i | AllSource v All Date w Q
= Inventory
Severity Source Event D Message Date .
Utilization
o System 0X4000000E00000000 Remote login successful. Login ID: userid from webqguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Virtual Media
1 System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Firmware Update
i ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
Server Configuration >
n System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
BMC Canfiguration >

22/1571. Lenovo XClarity Controller O|HIE £7

Lenovo XClarity Controller o]l E 21 AA| 2o A3 A A7 AR = o} 2L FZR51AA 2.
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2=
Status Dashboard LCD f &4 °].
gyt B =% e Gl2/olel 2/ 05/ 8%)
Active Alerts Checkpoint Code | Active Session 23 HES S ALY ARE 3 A3y},
|
Menu: « Active Alerts ’5'_] E‘“‘l HtE—‘_ = )
 gapecamons ) @ Qe W e w4 A e
« System Firmware
L e < e 2|
« Active Sessions @
« Actions

g 222 rjooj1y
LCD ol & chopih A28 ur

_,,
I=Ll

AFYch. 238 715 AL5ke] A5 SAsHA L.

2de el LCD t2Ed o] 4 9 %o o} 2 9lHu)
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Power consumption/

/ Temparature
L Select
<« Status Dashboard / > ’
o e c @ (< @7 Scroll up/down/left/right
1 Active Alerts BxE9
Checkpoint Code

|
System Status ' . " System
Bashboard .4 Active Alerts Iﬁ SystemVPD Lo g >

|
| .

| Machine Type XCC Primary @
| Model

E : Serial Number XCC Backup
l Universal
| )

Alerts 31 | Unique 1D uEFI @

XCC Active
« | NS : Sessions  mmmmd  /ctions
nformation
XCC Hostname Ambient User Revert XCC [Z]
Temp Session 1 to Defaults
__MAC Address
Exhaust Temp E Force XCC
IPv4 Network 5 Reset
Mask CPU Temp ser
Session 31 Req;est XCC
eset
IPv4 DNS PSU
Set UEFI
IPv6 Link FAN 1 - FAN 4 MEM test
Local IP
Stateless IPv6 IP
Request Virtual
Static IPv6 IP Reseat
Current IPv6 Modify XCC
Gateway IPv4 Address
IPv6 DNS Modify System
Name
Generate /
Download FFDC
Service Data @

A i S5

m ==

g i SAE AT S QF U A MES gt $43 S9 AR GBS APek 2aF
HES Agale] $4 EE A 32 e ABPY

B upe} LCD "y2FH ol 4 B 350 o& & 5yt

Alg A A wE 217



F vl (A 29 e QA RE)

+ vl oj]
1 RESUISE
H A2 e
Al o . < Status Dashboard >
= n
BEO oL T n\xxxxx ESC/H
O =: B— Sustem Init. 1 W-—8
1 Active RAlerts ExE9
B —a
H 2l ®=
A sdl=zzeEe 3=
g4 A
89 Wl % °l
< 34
24 o7 5
A3 "8 A" HFeE A 27 £k A Y o 1 Active Alerts
2 F7 A sA] ghom Salshe Bk 8y
2" e AL S sy
Active Alerts: 1
Press ¥ to view alert details
AR 0 5
o 2F WA A ID(SH: LR/ AT/AR) FQXSPPUOO9N(Error)
S 5 *}170&2 i, 04/07/2020 02:37:39 PM
c Jlsd 2 ol
° mE CPU 1 Status:
Configuration Error
A€l VPD A&
39) vl 3 o
Machine Type: xxxx
e A&H §3 U dH WS Serial Num: XXXXXx
+ UUIDCH S 32 A Ah)

Universal Unique ID:

XXXXXXXXXXXXXXXXXXXXXXXXXXXX
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SESE-EE

. Qe g

3] ol 3 5
XCC 71&

3 XCC Primary (Active)
R SEEH Build: DVI399T
* Build ID

u]mi 5 Version: 4.07
M X\_ ‘_E‘

Date: 2020-04-07

- D g
XCC v ]

3 o XCC Backup (Active)
© R FE ) Build: D8BTOSI
* Build ID

H{mi s Version: 1.00
M z\_ \_1

Date: 2019-12-30

- G g
UEFI

B o] 22 (AHel) UEFT (Inactive)

];Tld I;T ° Build: DOE101P
M u1

_ Version: 1.00

- A s

Date: 2019-12-26

XCCYEYa AR

« IPv6 33 2Z IP

« A 8] A A IPv6 IP
« 34 IPv6 IP

A A IPv6 Al o] E 4l o]
« IPv6 DNS
Z3: JA ALS

- 3.0
pas B

o T

T MAC F&uk A Y (373

91 ol i il

- XCC 32E o] & XCC Network Information

« MAC & XCC Hostname: XCC-xxxx-SN
« IPv4 VI EY A vl 2= MAC Address:

« IPv4 DNS

XXEXXEXXIXXIXX XX
IPv4 IP:

XX XX.XX.XX

IPv4 Network Mask:
X.X.X.X

IPv4 Default Gateway:

X.X.X.X

A 8

o

St

B

)
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3] Wl o
Ambient Temp: 24 C
Exhaust Temp: 30 C
2y en CPUL Temp: 50 C
P, PSUL: Vin= 213 w
« CPU 2% Inlet=26C
+ PSU At FAN1 Front: 21000 RPM
« RPM¥ #H IA &= FAN2 Front: 21000 RPM
FAN3 Front: 21000 RPM
FAN4 Front: 21000 RPM
24 AA
sk Wl o

27 AA

n

Active User Sessions: 1

K

8¢l w7 o
2 7}z] w2 2l g AR 4= gy

¢« XCCE7EFLRE HET7Y]

« XCC 7HA AMAA

« XCC AMAA 2.4

- UEFI W|&e gH=E 4F

o M A 2 A

« XCC ILA IPv4 F2/Y vf2=3 /Ao E g o] 4
« A =" olF 4

« FFDC Au]2 dlo]g A/ T}z =

Request XCC Reset?

This will request the BMC to reboot itself.
Hold v/ for 3 seconds
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Administrator ©|¥lE 2 1|4 A =s}A A Q.

o T}E Y 8 =2 WS A 835E 7% Lenovo XClarity Controller o] HlE 2 19]| 4
A ZFsE A A 2.

oJWE 270] e APAF FRE oWE 270 20750 0] 2] o] g2 FEeAA L,
2. o] AAE AES ] AP St FAE ol ANH AE vk BAS HAAIA L
3. BAZL AL A Ao BoshAA LA LG #2]" 24150 0) 2] F2).

=" I
g ARE Agelel 284 BAT AAANA L.
C A 8% A A" 2235 0] %)
Cre7)A ghe A ARG 2235 0] 7]

a. A7} EuEA FAE QA=A FdsAA L.
AW E A =Fslar shd o] okdjel] wel 715 E2] LXPM Al 2=®] A4 ele]do] 25 A},
(AFA & N 8L https://pubs.lenovo.com/lxpm-overview/ oA A ¥ ¢} 35 += LXPM A
o] "AIA" A S A2 AIL) 2™ o3 Al2" A > A2 R 1/0 £E > USB 7
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POST $X|% e} d< Fstei™d AW E A28t shwd o ko) whel 715 &2 LXPM A =8 A
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A% UEFI 4% w52 So17h 7153 vl@ 4 sheh A th OneCli 922 w435t A L.
OneCli.exe config set SystemRecovery.RebootSystemOnNMI Disable --bmcxcc_userid PASSWORD@xcc_ipaddress

3. AYFYE e o ME T=F Felstel Av s #e) AESY oWE 228 FESAAL, o]
HE 23 B7)o g ARE ”°l“ilE el 207Jﬂ°lZH W8S 23 A1 L. Linux 7] &< Al
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& ARE ALt F|RE upe s KVM 295 =& USB 33 ¢] 33 242
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2 s Al L.

o "IRES BRE I e A5 77} BAEsEA] " 2249 0] %]
o "mpg27) ZAFSR] A F " 2249 o] %]
o "USB #Ax]7} BE3}x] 22" 2249 0] %]

FIHES| BE 7| kE= UH F|J} =HSFHX| 22

1. g sy e.
o F1RE FAo)Eo] ekAstA dA = glofof g},
o AW g BYE 7L AA glojoF I},
2. USB 7|2 E& 2§38l % Setup Utility & A A3t 7] R= glo] 2 o] 715325 A
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A= 1:]»/\] A zbstar 3hw o] okdjel] whel 7] 5 E2 LXPM A28 AA <l so] 25 FA A4 L.
(Z}A & Y2 https://pubs.lenovo.com/lxpm-overview/ el A A‘]H“]-‘l} 35 = LXPM A Ao "
A2 A S FZEAA L)) 28 o2 A 2" A 5 Ax] W [/O £E - USB A S FH3144 L.
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CHO X| BSMI RoHS =4 M9

RAMERECERR
Restricted substances and its chemical symbols
7T Unit _ ANE ERBE | ZRTEE
$hilead |5&Mercury| #8Cadmium | Hexavalent |Polybrominated| Polybrominated
(Pb) (Hg) (Cd) chromium biphenyls diphenyl ethers
(CI*) (PBB) (PBDE)

#2ze O O O @] O O
SMNEBEMR @) O @) O O O
A EH O O O O @)
TREHRE - @) @) @) O @)
REEEHE - O O O O O
AEEH - O O o) O O
BRIZEREA @) O 0 O @)
EEESH - O @) @) O o)
HERE - O O o) O O
ENfal 88 55 - @) @) @) O @)

BEL BHO1wtR K THEEH00Iwth” RIEREYMEZESLEEBLENLEEE%EE -

Note1 :“exceeding 0.1wt%” and “exceeding 0.01 wt%” indicate that the percentage content

of the restricted substance exceeds the reference percentage value of presence condition.

BE20" GERERAVEZESLEERBHESLEEEEE -

Note2: “ O "indicates that the percentage content of the restricted substance does not exceed the
percentage of reference value of presence.

BE3. " - RIERRERBVERHKIEE -

Note3 :The “-“indicates that the restricted substance corresponds to the exemption.
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