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Before installing this product, read the Safety Information.

Aa¥] a8 cany ozl 1aa € 5 8

Antes de instalar este produto, leia as Informagdes de Seguranca.

A2, BT Safety Information

(3205 = H\
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BREARERBZA  HAMFE THLTAR, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfe¢téte pFirucku bezpeénostnich instrukei.

Laes sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat td&man tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpv eyKataoTroeTe TO TPOIOGV auTo, S1aBAoTe TI§ MANPoPOpPieg acPaielag

(safety information).

JIT0AN MIRTIN DR IRIR L0713 0Pnno 199

Atermék telepitése elbtt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BLOREDHIZ. REFRELHA LS,

= HES 4705t & otd FEE HOMAL.

Ipex na ce mHCTATHPA OBOj MPOAYKT, MPOIUTAjTe HHGOpManujaTa 3a He30eTHOCT.

PR

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapozna¢ si¢
z ksiazka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informagdes sobre Seguranca.

© Copyright Lenovo 2017, 2023



Mepen YCTaHORKOM NPOAYKTA MPOUYTUTE UHCTPYKLMA MO
TexHuKe 6e30NacHOCTU.

Pred intalaciou tohto zariadenia si pecitaje Bezpe&nostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacion de seguridad.
Las sakerhetsinformationen innan du installerar den har produkten.
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* Microsoft Windows Server

* VMware ESXi

* Red Hat Enterprise Linux

+ SUSE Linux Enterprise Server
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Cryptographic Module) #|#" 75-4] ] 2] Fx) 2A AFY Lo Ax|slAA L
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FUth ol 273 Z2ALV SR QS 2AT Y
AFE 28 AATE Fof o5 DAE $EIAAL
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=t A S el =% #8913 o2 == AYdSE AXAL.
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W 9l AA s EAFY .
3. AT o2 HAFY =7t & AS AF AR L.
4. QFEA ) =5 & Ax]slE= 7% Lenovo XClarity Provisioning Manager
E 5 =25 AT F 25 2 AAFE Ao FU}. AR AR
https://sysmgt.lenovofiles.com/help/topic/LXPM/os_installation.html®] & & %3514
A]

TEL BN AFY 22 AA2F AT 5 98 AL st 2ol AL

Lenovo XClarity Controller %4 <l €] o] 2 o] oA 23}4] A & (https://
sysmgt.lenovofiles.com/help/topic/com.lenovo.systems.management.xcc.doc/dwllm_c_
accessingtheimmwebinterface.html 2%).
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b. Lenovo XClarity Provisioning Manager< %3 Lenovo XClarity
Controller M EY I A4S HAASAA L (https://sysmgt.lenovofiles.com/
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settinguptheimmnetworkconnection.html %),

Lenovo XClarity Controller] &2l 5}A A 2 (https://sysmgt.lenovofiles.com/help/
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topic/com.lenovo.systems.management.xcc.doc/dwllm_t_loggingintotheimm.html 3+
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6. A% w=o] LY AAVAY AAT A3 b2 AFY £=F A A5, Setup Utility F §
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+ Lenovo XClarity Provisioning Manager °l] 4]
Lenovo XClarity Provisioning Managerol| A A28 3 4 & S E ¢ djo]Esl= v

1. A& A 2ela 399 ehJ o ulg} 7] & 2] Lenovo XClarity Provisioning Manager
e g o] 2F A FY ).

2. A% DA FEs} LB A 3T JHARA L.
3. A% ok sl A o4 VPD Gulo] EE G54l AL
4, A2¥ &3 2 JHd MEE g},

+ Lenovo XClarity Essentials OneCLI | A

Lenovo XClarlty Essentials OneCLI= Lenovo XClarity Controllerel] A X]|2=¥l &3] “5! od
HT 5 Jdo]EFdYc}. o 94 F styE A 939 Lenovo XClarity Controller°ﬂ oll

ki /\]/\E—ﬂ o3 1 Jde HEE dAFAA L.
— oA A" (o LAN £ KCS(BE & 21) A 2) oA 25
— A A 2Ele] 9A 2 WA (TCP/IP 7]4h)
Lenovo XClarity Essentials OneCLI9|A A]2¥ -3 4 od= A3 & ¢do] Esl= !
1. Lenovo XClarity Essentials OneCLIS t}+-2 X3} A x4 A L.
Lenovo XClarity Essentials OneCLIE t}-+Z =3} H o} & Ao ER o] 53} A L.
https://datacentersupport.lenovo.com/solutions/HT116433

2. 92 U4 AL TR ST OneCLI A7) 1% A3t Au ol 5 FU. OneCLI %
F e E4T duEe o 458 Eolob Fvh
3. Lenovo XClarity Essentials OneCLIE A8 $Fof o} W& Y3l A28 {3 2 oI
HEE AAS}AA A L
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override [access_method]
W A

<m/t_model>

A A28 53 2 2d WEelych xxxxyyys JHIAA L. 974 xxxxe A 2H 53
o] AL yyye AW B M3 iyt

<s/n>
Au]el] gt 9= Az Y}, zzz7722
<{system model>
Al2=e]l el system yyyyyyyy=(F) 4B Z Y. A7 A vy () AE
Al zpd Y o},
[access_method]
o} HHA Fell A ALg-3E7] §lsl A Egk A2 ukA gy o

— ol 1% LAN a2, b Ee sl L,
[--bmc-username <xcc_user_id> --bmc-password <xcc_password>]
Ha A

et
o,
)
ofr
o
>,
z

L. ANA zzzzzzze AR HMIZ YY)

xcc_user_id
BMC/IMM/XCC AR o]&12/09 AA = s, 7] 7382 USERID Y Yt}

xcc_password

A3 st=dde] A A 69


https://datacentersupport.lenovo.com/solutions/HT116433

BMC/IMM/XCC AA ¢z (12712 AA = 3t4).
°ﬂ ] ] 0’1: r’]"ﬁ'i" 71'5]'{:'_\'1’]‘;]'

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> --bmc-username <xcc_user_id>
--bmc-password <xcc_password>

onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> --bmc-username <xcc_user_id>
--bmc-password <xcc_password>

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> --bmc-username xcc_user_id
--bmc-password xcc_password

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override --bmc-username
xcc_user_id --bmc-password xcc_password

~ 22l KCS A2 (v AF D A§A AD):
o] WA= A S A& access_method®] F& A7 8HA] dot= Huc}
ol Al %7 & kgt e,
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
onecli config set SYSTEM_PROD _DATA.SysInfoSerialNum <s/n>

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model>
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override

F3: KCS A2 w2 IPMI E=to] W& A x| sfjof 3l IPMI/KCS Q¥ H| o] 2
g Ay
~ 94 LAN 912, o 33E dgspAl L.
[--bmc <xcc_user_id>:<xcc_password>@<xcc_external_ip>]
M A

xcc_external_ip
BMC/IMM/XCC IP F4&=. 7|23k ¢isUth. o] vzl Wi 249

Y
xcc_user_id
BMC/IMM/XCC AA (1270 AA 5 sh). 71232 USERID Y},

xcc_password
BMC/IMM/XCC AA 3 12709 AA F 5.

F3L: BMC, IMM =& XCC W4 LAN/USB IP 2=, A4 o] 9 = ZF
K

o)A % e ohg 3 U

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> —-bmc <xcc_user_id>:<xcc_
password>@<xcc_external_ip>

onecliconfig set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> --bhmc <xcc_user_id>:<xcc_password>@<xcc_
external_ip>

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> —-bmc
xcc_user_id:xcc_password@xcc_external_ip
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override ——bmc
xcc_user_id:xcc_password@xcc_external _ip
4. Lenovo XClarity Controllerg 5% &3} 7|23t 2 oA AL
https://pubs.lenovo.com/lxcc—overview/ oA A ¥ ¢} 33 5= XCC A A 2] "BMCE &+#
23} /| RgoR QYY" AAE F2FAA L,
TPM/TCM AlLE
£ 34L& TPM(Trusted Platform Module) A 1.2 =+ 2.0% 243}

>
A
>
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Fa: T aAAE TPMeo| A= %] ¢yt kx| vk 39 242 TCM(Trusted
> %

Cryptographic Module) 9] 9E (F& =gl x 3HE A 4= 9

AR

1ot

A28 BES WAsh= 7ol TPM/TCM A o] &ut2 A A= o] gl=x] gelsfof et

b A
TPM/TCM B3 & AR e A 5ol 53] oA L. utzs AxFe] 314 e A4 A
A9 RES ALT 5 A FUY

TPM & 43

AEAo 2 wAl A2g BEL TPM Ao 49)5A #0249 A2 AFduch wAlshs A
29 wEo g R A4 QAN of AHE FPalof T

TPM AAE AAT 5= 9= T 71x] vl o] o)L},
+ Lenovo XClarity Provisioning Manager ] 4]
Lenovo XClarity Provisioning Managerol|A TPM A 3-& AAsl= H4:

1. A& A &3sla 34 o] ehJ e uleg} 715 2] Lenovo XClarity Provisioning Manager
deF o] 25 FAFY ).

2. A% B 5o LY AS FEE JYAAL
3. A122% S.oF el x| 44 VPD Ivlo| EF FHsHiA L
4. The 4 F shbel O A AE AYIAA L

Z

— NationZ TPM 2.0 A% -
5]01 ol‘— 7:]0 o] /\42-10 /5-_]1511

=+ B2 E 372 NationZ TPM 2.0 o] &7} A X

- JFH R AE 7. T AL TPM | JE 7}

Fa: AR G AAE AN A E AL S = AT ALSAE ¢ Y
+ Lenovo XClarity Essentials OneCLI | A
F3: A A 2de Ao A AE 42 9)E E [ enovo XClarity ControllereA 2 IPMI A}
o A R = “7‘4 s of Fuc}.
Lenovo XClarity Essentials OneCLI%|A TPM A& AAsl= Hwy:

1. TpmTcmPolicyLocks ¢} TPM_TCM_POLICY 7} &7 &3] gl gy},
OneCli.exe config show imm.TpmTcmPolicylLock --override --imm <userid>:<password>@<ip_address>

rlr

Z3: imm. TpmTcmPolicyLock 32 'Disabled' o] o] o} 3}, o
7} AA 2] ko TPM_TCM_POLICYSE A& 5= 9= A
‘Enabled'o| %, A0E WAT 5 gz, Wshiz 29l wAH
A% e 5 P
2. TPM_TCM_POLICY S XCC= #A §Ut}.
- TPMo°] ¢l FF £& 37 9 TPMS v 24 3}slof sl= 22 o] 75
OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTcm" --override --imm <userid>:<password>@<ip_
address>
- TPM= &43}sliof st= T 2 & 249 A5
OneCli.exe config set imm.TpmTcmPolicy "NationZTPM200nly" --override --imm <userid>:<password>@<ip_
address>

— TPME 843} sllof sl = o)) x| mAle] AL

OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" --override --imm <userid>:<password>@<ip_address>
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3. AAEA WS AWt Al="E AEA T
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>
4. 75 ohA] go] WA Aol FeE g e qRE FdF Y
OneCli.exe config show imm.TpmTcmPolicy --override --imm <userid>:<password>@<ip_address>
B
— thA] ¢}& Fro] A5, TPM_TCM_POLICY 7} &u2 A AA = 4SS ou| 3},
imm.TpmTcmPolicyd Ao+ t}&3 225y}
- 0 "AoHA d5" FAE S A&3, UNDEFINED A A& 9w},
— % 1& "NeitherTpmNorTem" #x92-& A}§35, TPM_PERM_DISABLEDE ¢
n] e},
- # 2= "TpmOnly" #2<2& A}£3l%, TPM_ALLOWEDE ¢Ju] 3y},
— % 4% "NationZTPM200nly" 2= £ A2 & AH8-314, NationZ_TPM20_ALLOWED
£ o] g},
— OneCli/ASU ¥ # < 243 o] TPM_TCM_POLICYS Z28]d, o} 43AZ A-8-3)
oF guith.
5. TpmTcmPolicyLocks ¢lo] TPM_TCM_POLICY 7} 27 £x%] g @&y}, H3L2 &3 7+
2=
%,

OneCli.exe config show imm.TpmTcmPolicylLock --override --imm <userid>:<password>@<ip_address>
#> 'Disabled' o] oF 3}, TPM_TCM_POLICY 7} 7] 2] ¢ko} AA = ojof ghei= A& o
w] g e}
6. TPM_TCM_POLICYS #3FYrt}.
OneCli.exe config set imm.TpmTcmPolicylock "Enabled"--override --imm <userid>:<password>@<ip_address>
7. Reset W& AH&3t A28l AEAFY. HHE2 dw3 25U
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>
AN A 5= 52, UEFI+ imm. TmecmPolicyLockﬂ]/\'] & ¢15 4yl Zke] 'Enabled' o] 2L
imm.TpmTcmPolicy %re] 53 79, UEFI= TPM_TCM_POLICY AA & #F Yt}

Z3: imm. TpmTcmPolicyd 553 7o+ 'NeitherTpmNorTem', '"TpmOnly' ¥
'NationZTPM200nly'7} 34},

imm.TpmTcmPolicyLock®] 'Enabled'® 2A 5 o] 922 imm.TpmTcmPolicy #°] 5
312 &L 7% UEFI= 'lock' &% E AR5 imm. TpmTcecmPolicyLock® thA] 'Disabled’
2 WAFY ).

8. = oA ¢lo] 'Lock'e] 8 =& AR = Q=] e = d5yd. W8S g3 25y,

OneCli.exe config show imm.TpmTcmPolicy --override --imm <useridy:<password>@<ip_address>

F3: o}A] ¢]& zro] 'Disabled' oA 'Enabled' & WA =", TPM_TCM_POLICY 7} A&
g o

Ao AA JFE uF Y. A& RES 25t 7 o] o & AAE ARSI, A
A TS A o] gyt
imm.TpmTcmPolicyLock®] A= o}L-3 25y},
% 1 "Enabled"d = A2 & AHE5h, AAE A2d = A S v}, O & 2 3%
] 5yt
A8 =X EA|
AA EAME EA5H7] Al ]*ﬂ A QAL AL EE AAMoF FUr). | EAH R AR EA A

A AA A7 AR 308

B8
AA EAT EANE R e g3} e F AR,
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1. AA A AMo] A}&5E AL d|= Lenovo XClarity Provisioning Manager =+ Lenovo
XClarity ControllerE 3l A A £2AF FAE 4 95U},

2. A28 RES] FE ] A E ARF

R AA EA AAE AEEA] g A
1. AA EAF 248 A28 BREd st=go] AA A AHE AA3IAA L.
2. F1(UEFI 274) =& Lenovo XClarity Essentials OneCLIE A}-83}¢ A A EA4) A A& A&
=5 AASIAA L.
Lenovo XClarity ControllerE S8t & X =X EA|
Lenovo XClarity Controller& £sl A A £A& EA)5led oS SA1E S5 5HAA L.
1. Lenovo XClarity Controller ¢l gl d| o] 2 0] 219135} 4]
|

Lenovo XClarity Controllerel] 12l o3t 2} A3 =X
A WA 2] "XClarity Controller ) ¢lg]do] o] d7] Bl A" A 23 ]-/“/‘]_1_
(https://pubs.lenovo.com/lxcc—overview/).

2. BMC 74 > Bk S35t AA A7 FA = A= A= Felspia L.

St=EHolE Sst 1I EX EA|

g A28 HE o] A3 ALgste] = ale] AA EAS EAE 5 15U AAE Agste] = o]
i e SR M A U RS B

TPM H{Z MH
TPM WA & AT 5 glodd, AA A A8l oF .

rt

Lenovo XClarity Provisioning Manager =+ Lenovo XClarity Essentials OneCLIZ A}-&3}
of TPM ¥MA S AA T 5 g5t
TPM MAS AAsed o5& Y54 L.
1. Lenovo XClarity Essentials OneCLIE t}+=2 X3} A x| s} L.
a. http://datacentersupport.lenovo.com®E ©]& 3 F A ¥ 3 x| {] H o] x| Z o] F3}4 A L.
b. Drivers & Software(Ego]H @ 2= E o) S F3lA 2.

c. ¥+ A A 2= Lenovo XClarity Essentials OneCLI A 2. 5 o]F 3} 7] 2] & v}
+2E=3Y).

2. o B¥E APste] TPM M-S AA A 2.
F3: TPM MA S 1.20014 2.02 A F oA HEd 5 gy shxlgt A s A8e
T e e #1283 Yo
TPM A S 2.022 A d dao S L.

OneCli.exe config set TrustedComputingGroup. Dev1ceOperat10n "Update to TPM2.0 compliant”
--bmc wuserid:password@ip_address

TPM WA S 1.2 AA3d daS FYAFA L.
OneCli.exe config set TrustedComputmgGroup DeviceOperation "Update to TPM1.2 compliant"
--bmc wuserid:password@ip_address

7] A,

» <userid>:<password>+ A¥ 2] BMC(Lenovo XClarity Controller g1 €] ] o] ) of] o8 4] 23}
b ALEE A4 F999Uct. 718 282 IDE USERIDO| 2 7] ¢ %= PASSWORD ()&
2 O7F ek gk 5221 0) o Y o}

s <ip_address>= BMC®] IP F4:=¢J4rt}.

Lenovo XClarity Essentials OneCLI set ™ ¥ o o g 2[4 & U] &2 o} 3& FZ3H4A] L.

A3 st=dde] wA A 73


https://pubs.lenovo.com/lxcc-overview/
http://datacentersupport.lenovo.com

https://pubs.lenovo.com/lxce—onecli/onecli_r_set_command
3. == }& ASU(Advanced Settings Ut111ty) HH S A8 S 95y},

TPM WAL 2.00.2 g steldl b2 S A 2.
asué4 set TPMVersion.TPMVersion "Update to TPM2 0 compliant" --host «ip_addresss
--user cuserid> --password <password> --override

TPM ¥ A S 1.2% AR5 d daS YA L.
asubd set TPMVersion.TPMVersion "Update to TPM1.2 compliant” --host <7p_addresss
--user <cuserid> --password <password> --override

o 7] A,

o <userid> W <password>= A2 BMC (Lenovo XClarity Controller ¢l¥ 5| o] ) o] A}-§
5= 24 9yt 7|2 282} IDE USERIDO| 2 7| & 9t5 = PASSWORD (&4} O
7} okt =2} 0) Y e}

e <ip_address>= BMC¥ IP F2494t}.

UEFI 20t 2E| Al
Ao g UEFI Bok B 82 A&

ok
by
30,

%4,

UEFI Bk 8o AA&& 5= 9l F 7FA] B o] syl
+ Lenovo XClarity Provisioning Manager °l| A
Lenovo XClarity Provisioning Manager°l| 4 UEFI B.qt -8 -& A} &35}+= 7 5

1. AW E A)2sta 319 2] A o] 2] 4% 7] 5 32 Lenovo XClarlty Provisioning Manager ¢l ¥
Ho] 25 FAFY ). (AT WL https://pubs.lenovo.com/lxpm-overview/ ol| A A
% SO LXPM A A AR AL
2. A%F BelA ¢35 BT A FEE QAL
3. UEFI 27 o]z A A 2" "é"é - Hol > ¥l B8 & FY3AA L.
4 Mol ¥YL ALHES AYsha AL AGHAA L.
+ Lenovo XClarity Essentials OneCLI | A
Lenovo XClarity Essentials OneCLI9|A UEFI X2 ¢F 1€ 3 A} &-31+=
1. Lenovo XClarity Essentials OneCLIE t}+2 =33 A x]3}1 A L.
Lenovo XClarity Essentials OneCLIE t}+ 2 =38 t}3 Ao ER o] &3I4 A L.
https://datacentersupport.lenovo.com/solutions/HT116433

o,

]
T

2. the e AYsto] Rk RS ASHES WYL
OneCli.exe config set SecureBootConﬁguratwn.SecureBootSettmg Enabled --bmc <cuserid>:<password>@<ip_
address»

o714,

— <userid>:<password><= ¥ ¢ BMC(Lenovo XClarity Controller Q1€ 3] o] )] i
A5k ol A== AHE S Y. 72 A&AF ID+= USERIDO| AL 7| & ¢+
PASSWORD (&2} 07} ok 521 0) 4y e},

— <(ip_address>= BMC¥ IP 494 t}.

Lenovo XClarity Essentials OneCLI set W3 o] gt 2} A8k Y &2 o} F=Z

https://pubs.lenovo.com/lxce—onecli/onecli_r_set_command

Z3L: UEFI Bk B9 & w24 3}s)of 3l A5 ofF 99 & AW L
OneCli.exe config set SecureBootConfiguration.SecureBootSetting Disabled --bmc <userids: <password>@<ip_address>

ofs
o
>

Al

TCM(Trusted Cryptographic Module) nlA|
t}& Az} E AR5l TCM(Trusted Cryptographic Module) < A A % A x4 AL,

>
A
>

74  ThinkSystem D2 AEZ A, 5 AZZ A, 6U 74§ 252 S 24 2 ThinkSystem SD530 A F 8 == F-4 15 7]


https://pubs.lenovo.com/lxce-onecli/onecli_r_set_command
https://pubs.lenovo.com/lxpm-overview/
https://datacentersupport.lenovo.com/solutions/HT116433
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TCM(Trusted Cryptographic Module) Ajl7{
t}e AR E Ag35t TCM(Trusted Cryptographic Module) 2 A A3AA] L.

TCM (Trusted Cryptographic Module) 2 A A3}7] A o:
1. o AAE o3 kA sHA 2 sl Al L.
o "oFA" jiiF| o] |

. "R A" 595 0]

2. A9E SR AP AFY 2= 0L
3. AFY 2EE AANAALCAZZANA AFD 2 A" 6350 B2
1. AFY 2= DAS AAFAALCAFY 2= DA AA" 14150007 B2,

¢+ TCME 34 Bol5E 2 =8 93 258 74 2294
. TCME AAHE A$ BE TCM 75 Y

TCM% AAs A ohe SAE FRHAAL,

JE/60. TCM X7/

WA L A9 BEA TCM AWE e 9318 FAshA 2 (A28 BE 3 A 275 o]
A FE).

WA 2. TPMS| A4S 24200 42 HAE A4 F23 A 29 e TCME Sof &
AL

oA AAE MBARS ANRE A BE TR ANAGE G2 ATHE 5

o 2 HjY e
YouTubel| A Az} A3 3s}7]

TCM(Trusted Cryptographic Module) & xf
t}e AR Z A 835t TCM(Trusted Cryptographic Module) 2 A x]3}A A £..

TCM (Trusted Cryptographic Module) & A x]3}7] A o:

A3 st=slo]l wA 4t

75


https://www.youtube.com/watch?v=pYoVgz_2kY4
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https://www.youtube.com/watch?v=K4VsUgqD7x4
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1. o)A AAZ HAFE A == o ANEEF A AR|5t= A AESA 5L == o]
of Ax]sfof FUct. dF HFEH == 7 AR Y fJdlo]E FAHL == w|o] W o ulg}
AARAEY AFY 255 o & & do]d ofA] A5t o 7] %] ¢ Ao} #AF 5 9)
Ut AFYE A 2= AL E tE LE oo gA AT FS A= AFH
EEE oA S 5 sy
2. ZAFE A == ALY E dFEA AA|sl= A 54 AFEA = o}
E F e = o] & sty AFE A = ALY = F e = I} ¥
7 Ad x5l of 3 o}
HA 2. AFHEH == I EFolr) &A1 3 x|l =4 FsAHAl L
HA 3. FAFEH FA = AAELE & o] ok F A3 o] Yo
A 4. F &3] AT} AR C AL wi7x] F EoE HAFEH B HEE 93] 23 Y=
=94},
23 225 2785 d 283 A2 A 2H FA o g o5y A4 LED7} w2
A Zraklu . A9 LED7F R3] 72t wi7hx]) ARE o] A9 WEL Sothalx] ¢
4 ol 7|3} ZE A2V GREHIFS FAFTY
AFEA | AFE A = AAELE A3 F o5 235 S5 L
1. A LEDE #alsle] w2 Zhmtgly} =g 7Zhwkglo] W zZdol vlHwA =] AY& ZH Fu|7} 5 9}
== A Yetdl =4 913 g5 =0 AYS AXAL.
2. AFYH == Aojge] A LED7F A& AA 3] e, o= HAFE =27 AL &
Wy 3 AA s EAFY .
3. AAE & AFY =71 & AS AT ARFAHAIL.
4. dZFEA =& L Ax]st= A $ Lenovo XClarity Provisioning Manager
5 5 =28 A4 F 25 9 AAE AN FU. AAZF AR

®

£Lom

—_—

https://sysmgt.lenovofiles.com/help/topic/LXPM/os_installation.html¢] W& & A =314
Al L.
27 242 5o AFY RE AN ALT 5 gl AN e 2o] AL

a. Lenovo XClarity Controller € gl €] d o] 2o WA 23} 4 A] 2 (https://
sysmgt.lenovofiles.com/help/topic/com.lenovo.systems.management.xcc.doc/dwllm_c_
accessingtheimmwebinterface.html 3%).

b. Lenovo XClarity Provisioning Manager< %3] Lenovo XClarity
Controller M EY = A2& A3} A L (https://sysmgt.lenovofiles.com/
help/topic/com.lenovo.systems.management.xcc.doc/dwllm_t_
settinguptheimmnetworkconnection.html 3%).

Lenovo XClarity Controller®l] 22 l35}4 A & (https://sysmgt.lenovofiles.com/help/
topic/com.lenovo.systems.management.xcc.doc/dwllm_t_loggingintotheimm.html %
x).
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https://www.youtube.com/watch?v=efGH1n0VauQ
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1. AES o4 *éxls}*‘xl Q("AE A" 1219]0] %] F=x).
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3. AAGT AL = 9 Alo]ES ofA] AAFAAAL
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https://www.youtube.com/watch?v=ThtPE4xj7Do
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https://www.youtube.com/watch?v=1S4bl7064Fc
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Logs

Event Log Audit Log

7) The Ewent log provides a history of hardware and management conditions that have been deteciad.

Show: B J
= E;i _.Pj‘; @ a = L?l

All Evant Sources - Filter
Al Actions =
All Dates -
Severity Serviceability Date and Time ~ | System Event System Sowrce Dz
Type
A Warning 8 Sunoort Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 03 device Chassis Jan 30, 200 4
A Warning il Suppont Jan 33, 2017, T-40:0T AM | Chassis114:._. | Node Node 02 device Chassis Jan 30, 20
{y Warning & User Jan 30, 2017, T-40:07T AM | Chassis114:... | 1D module 10 Madule Chassis Jan 30, 20
A Warning B Uzer Jan 30, 2017, 7:48:0T AM | Chassis114: Node Mode 08 incom| Chassis Jan 30, 20

2ZE1241. Lenovo XClarity Administrator O|HIE 27
XClarity Administrator®] o|9lE zted o] o g+ 2} A& &S c}S-o] &S FxspA L.
http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/events_vieweventlog.html

System Management Module O|HIE 27

SMM o]ME 2 1ol Z2A o] BE LEo 4 Be BE o MEA TRt =3 A
#3 o WES T
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E
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;;(:]'.:]—7_: AH SMM o]uJ]E‘— o ‘__ ‘EL ]‘%‘ﬂ'ﬁl’]‘_’]‘ i——l"ﬂ ] %‘5]5“ 40967]]7]]';(] 1 J’?——}
F 9FUch o B oWES Fosted 215 2 ¢k ).

Event Log

To sort system event logs, click the 'Date/Time' System Event Count (Current / Maximum) 8§ / 4090
Event ID Severity  Date/Time | Description
0x21070841 -] 2017-04-18 13:30:42 (UTC+0000) NODEZ2_PRESENT: Slot Or Connector sensor, Informational was asserted
0x080707as5 [~] 2017-04-18 13:30:42 (UTC+0000) PS2_EPOW: Fower Supply sensor, Monitor was asserted
0x080701aa 1 2017-04-16 13:30:42 (UTC+0000) PSU_Policy_Lost: Power Supply sensor, transition to Non-Critical from OK was asserted
0x086103e1 (-] 2017-04-18 13:30:42 (UTC+0000) PS2: Power Supply sensor, Power Supply input lost (AC/DC) was asserted
0x086100e1 L] 2017-04-18 13:30:42 (UTC+0000) PS2: Power Supply sensor, Presence detected was asseried
0x086100e0 (-] 2017-04-18 13:30:42 (UTC+0000) PS1: Power Supply sensor, Presence detected was asseried
0x1dB1f0030 (-] 2017-04-18 13:30:42 (UTC+0000) SMM_POWER_ON: System Boot Initiated sensor, Initiated by power up was asserted
0x10610202 g 2017-04-18 13:29:41 (UTC+0000) EviLogDisabled: Event Logging Disabled sensor, Log Area Reset/Cleared was asserted

[t

E/242. SMM o/HIE =23

Lenovo XClarity Controller O|HIE 271

Lenovo XClarity Controller EUE = &%, Z‘_-‘ﬂ T A A, HEE 9 7] Q4 Ao 722 )
YA HEE S = AAE ARSI £F4 2 sl 74 849 EA AdE EYHIFU
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Lenovo XClarity Controller+= A28 #2] £2Z E 9o gl x| 28] 2]z} o} A}-g-2}of| A o} akgl ol 5|
o|2F ATl £FA €4 He) ) Ao F 7Fs35HA “”’]‘4

Lenovo XClarity Controller= £%42] & 74 224% 2YE 3} Lenovo XClarity
Controller ¢|HIE E 716 o] HIEE AA T},

o

- i & - o
Clanty Controller ThinkSystem SR650 System name: XCCO023579PK o Export  aUser (D13:11
& Home Event Log Audit Log Maintenance History §_ Enable Call Home Ml Configure Alert «

——

B Event

M Customize Table [ ClearLogs C Refresh Type: |E| |Il i ] AlSource v  AiDae v  Q
I= Inventory -

Severity Source Event D Message Date
A utiization
[x] System 0X4000000E00000000 Remote login successful. Login ID; userid from webguls at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM

@ Virtual Media

1 System 0X4000000E00000000 Remote login successful, Login ID: userid from webguis at IP address: 10.104.194.180, 27 Jul 2015, 08:11:04 AM
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