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Before installing this product, read the Safety Information.
4iaY) Mi;ﬁlj%;&ﬁdl ETERT. S R T

Antes de instalar este produto, leia as Informacdes de Seguranca.
TERFAT fh Z 00, 5B Safety Information (Z2fFE) .
RRAARSBZA  HAMME "L ER, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfectéte pfirucku bezpecénostnich instrukci.

Lees sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat tdmén tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTrioeTe TO TPoiov autd, H1aBacTe TI§ TTANPOPOPIES AoOPAAEIAS

(safety information).

TM0AN MR NR WRIP AT X0 1°pRne 197

A termék telepitése elétt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BEROREDHIC. REBEWMELTACILZSE L,

= HE

o

X0t Hol 2tH HEE HOHAZ.

Ipen na ce MHCTAIMPA OBOj NPOAYKT, NpounTtajTe nHpopManujaTa 3a 6e36eaHoCT.
5 ¥ -
STESERITEL!

’ 1- m A %

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksigzka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.

© Copyright Lenovo 2023



Mepepn ycTaHOBKOM NPOAYKTA NPOYTUTE MHCTPYKLIMK MO
TexHuke 6e3onacHocTy.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sé@kerhetsinformationen innan du installerar den har produkten.
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2. the e AP L
OneCli.exe config set TrustedComputingGroup.HideTPMfrom0S "Yes" --imm <wuserid>:<password>@<ip_address>
--override

7] A,

o <userid> <password>= A¥ <2 BMC(Lenovo XClarity Controller ¢l €] 3] o] 2) o] ol 4] 235}
= ul AgE = 2E S gy, 7|2 A2 IDE USERIDO]| 2 7] & ¢35+ PASSWORD (W&
3 07F ohU 3 24 0) 23U eh.

e (ip_address>= BMC®] IP 49},

vy IPNI

TPM thA] 24 shstel ™ b 3¢ AYsta A 20s AR5 e
OneCli.exe config set TrustedComputingGroup.HideTPMfrom0S "No" --imm <userid>: <password>@<ip_address> --override

o:

p. HideTPMfrom)S "No” --imm USERIL

Information can be found at the following location:

TPM EHAHAO HOI0|E

D23 7§ Lenovo XClarity Essentials OneCLIZ (&) A-&3}e TPM H4 o] & Julo]EE 4
Rsyrt.

3 TPM 4ol Qulo]lEx 55 & glFyct. ddlo]E o= TPM Helol & o)A Moz o
[}

Sadel=g 5 gadh,

F

4

TPM E4lof A
ob o} Az}l whzl TPM Hello] ¥ & gelshal Al L.

Lenovo XClarity Provisioning Manager °l| 4]
1. AW E x| zsta 319 o] ek o 2] A ¥ 7] 5 ¥ Lenovo XClarity Provisioning Manager ¢l

B o] 25 FASFAA L. (A3 A RE https://pubs.lenovo.com/lxpm—-overview/ ol A] A]
H el 3= = LXPM A Ao "A] 2" A& F234]4]2.))
2. Al YA a7 o3 A G5 E dHE3PAA L.
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2. o5 HHE AYAA L.
OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM 2.0 firmware version <x.x.x.x>" --bmc
cuserids:<password>@<ip_address>

o 7] A,
¢ x.x.x.x>2() WA TPM WA Q).
oql: TPM 2.0(7.2.1.0) => TPM 2.0(7.2.2.0):

OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM 2.0 firmware version 7.2.2.0" --bmc
cuserids:<password>@<ip_address>
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2 07} ebd =t 5221 0) Y e}

« <ip_address>= BMC®] IP F4=¢Jrt}.
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2. thg WS AAste] Bk B ASFES AP AA L.
OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled --bmc <userid>: <password>@<ip_
address>
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— <userid>:<password>= /ﬂﬂi«] BMC (Lenovo XClarity Controller ¢1E] o] 22) ¢l ¥
Alzshes dl A= 2Hg SR dYe. 718 A82F IDE USERID®| X 7| ¢35+
PASSWORD (<2} 07} OME} =2k 0) Yy e}

— <Ip_address>= BMC¥ IP 44 4Yrt}.

Lenovo XClarity Essentials OneCLI set |3 o] o] & 243 U §-2 o} 55 FZ230A L.
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23 UEFI 2¢h 29 @4 3ha)o} she A4 o 938 AgshalA L.
OneCli.exe config set SecureBootConﬁgurat1on.SecureBootSettmg Disabled --bmc <userid>:<password>@<ip_address>
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Logs

Event Log Audit Log

7) The Ewent log provides a history of hardware and management conditions that have been deteciad.

Show: B J
= E;i _.Pj‘; @ a = L?l

All Evant Sources - Filter
Al Actions =
All Dates -
Severity Serviceability Date and Time ~ | System Event System Sowrce Dz
Type
A Warning 8 Sunoort Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 03 device Chassis Jan 30, 200 4
A Warning il Suppont Jan 33, 2017, T-40:0T AM | Chassis114:._. | Node Node 02 device Chassis Jan 30, 20
{y Warning & User Jan 30, 2017, T-40:07T AM | Chassis114:... | 1D module 10 Madule Chassis Jan 30, 20
A Warning B Uzer Jan 30, 2017, 7:48:0T AM | Chassis114: Node Mode 08 incom| Chassis Jan 30, 20

2ZE1549. Lenovo XClarity Administrator O|HIE 27
XClarity Administrator®] o|9lE zted o] o g+ 2} A& &S c}S-o] &S FxspA L.
https://pubs.lenovo.com/Ixca/events_vieweventlog

System Management Module 2 O|HIE 27

SMM2 o|HlE Zae= A EFE2A ] RE rEoi] vt RE o]WlEV} £33}, =3
= oHMEF I Y}

23
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97}

4

t}. 220 o|WIES ) 4,096707}A] A A
ek .

Z3: A SMM2 o E &= o]l E 7
F dFUth o B2 oMES Frlsled 218 =

ﬂ_,
2 it
do

Event Log

To sort system event logs, click the 'Date/Time' System Event Count (Current / Maximum) 8§ / 4090
Event ID Severity  Date/Time | Description
0x21070841 -] 2017-04-18 13:30:42 (UTC+0000) NODEZ2_PRESENT: Slot Or Connector sensor, Informational was asserted
0x080707as5 [~] 2017-04-18 13:30:42 (UTC+0000) PS2_EPOW: Fower Supply sensor, Monitor was asserted
0x080701aa 1 2017-04-16 13:30:42 (UTC+0000) PSU_Policy_Lost: Power Supply sensor, transition to Non-Critical from OK was asserted
0x086103e1 2017-04-18 13:30:42 (UTC+0000) PS2: Power Supply sensor, Power Supply input lost (AC/DC) was asserted

L]
0x086100e1 L] 2017-04-18 13:30:42 (UTC+0000) PS2: Power Supply sensor, Presence detected was asseried
0x086100e0 (-] 2017-04-18 13:30:42 (UTC+0000) PS1: Power Supply sensor, Presence detected was asserted
0x1d610030 (-] 2017-04-18 13:30:42 (UTC+0000) SMM_POWER_ON: System Boot Initiated sensor, Initiated by power up was asserted
@

0x10610202 2017-04-18 13:29:41 (UTC+0000) EviLogDisabled: Event Logging Disabled sensor, Log Area Reset/Cleared was asserted

[t
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XClarity Controller= A|2¥ 2] &= E 9 o] 2 x| 2d 2] x}o} A} o)Al o}kl gle]H o] A5 A)
Zale] Aol 94 A2 9} Al F AP5aA g

Lenovo XClarity Controller= A ¥l & 34 242 2YE 33} Lenovo XClarity Controller
OJHE Z 1o o]HIEE AA T},

Clarity Controller ThinkSystem System name: XCC0023579PK o Export  aUser (D13:11
& Home Event Log Audit Log Maintenance History {_ Enable CallHome Ml Configure Alet =
——————
B Event
W Customize Table [ ClearLogs C Refresh Type: |E| D AlSource  MiDae v  Q
-
i= Inventory ~
Severity Source Event D Message Date
A utiization
[x] System 0X4000000E00000000 Remote login successful. Login ID; userid from webguls at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
© Virtual Media
' System 0X4000000E00000000 Remote login successful. Login ID: userid from webguls at IP address: 10.104.194,180, 27 Jul 2015, 08:11:04 AM
[1] Firmware Update
i ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
M8, Server Configuration »
o System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM

& BMC Configuration >

&/ 551. Lenovo XClarity Controller O|HIE 27
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