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Before installing this product, read the Safety Information.
AgiaY) Slladall 36l B caag cpxdiall 134 S 5 U4

Antes de instalar este produto, leia as Informagdes de Seguranca.

TERBEAT S22 00, W4 BE Safety Information (Z&fEB) .

RRARBZA  HAMR " RLER, -
Prije instalacije ovog produkta obavezno proéitajte Sigurnosne Upute.

Pred instalaci tohoto produktu si prectéte pfirucku bezpeénostnich instrukei.

Laes sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.

Ennen kuin asennat tdman tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

MNP EYKATAOTHOETE TO TPOIGV aUTS, BIABATE TIC TANPOPOPIES aOPAAEIg

(safety information).

JIITT020 MERIN Ox 1RP 07 13811 11°pnno "19?

Atermék telepitése el6tt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
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X Ml et HE2E HOHAL.

IMpen Aa ce MHCTAIMpPa OBOj MPOAYKT, NpounTajTe HHpOpManujaTa 3a 6e3beaHocT.

RISAHA IS
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Les sikkerhetsinformasjonen (Safety Information) fer du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksiazka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informagdes sobre Seguranca.

Mepen ycTaHOBKOM NPOAYKTA MPOYTUTE UHCTPYKLIUA MO
TexHMKe 6830I'IS.CHOCTVI.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacion de seguridad.

L&s sé@kerhetsinformationen innan du installerar den hér produkten.
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NHNELUB:

+  uNuM Lenovo ID sl Wldiingednen ediinnadanoisnclwiudumasivea ThinkShield
Key Vault Portal wrauaiuuginsniindauil ThinkShield

+  (3wWATALEN9T84 Lenovo WiNti) paneaztaanlan hitps:/glosse4lenovo.lenovo.com/wiki/
glosse4lenovo/view/How%20To/System%20related/

ThinkEdge/HowTo_update_PublicKey_after_board_replacement/
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¥
ldvindaiilunisdilnadeyadAtyaesuansoust (vPD)

@ e

e« (L9A) IEARVITE R
o (J9AU) VN vLlIEanLeTes
.+ (ARed) fusTu

o (LiteAy) wedimnudin

«  (lsltTedu) UUID
LATRINDNUULUN:
* Lenovo XClarity Provisioning Manager

« A4 Lenovo XClarity Essentials OneCLI

A5l Lenovo XClarity Provisioning Manager

%
[

AURNBDU:

1. FudinefuarnaduminAuuzinuuninae aumnmasing Lenovo XClarity Provisioning Manager A

LA AT

11 XCC niaw” uuuiini 282

2. pan 3N2INLUIBI Lenovo XClarity Provisioning Manager auimnasinauan

3. AAN Update VPD LAMMNANNATLLTNUUMNaaiesnm VPD

N9 lEA1Ee Lenovo XClarity Essentials OneCLI

. neswmdszianiAgas

onecli config set VPD.SysInfoProdNamel0 <m/t_model> [access_method]

A b N R I T EE R I Ee

onecli config set VPD.SysInfoSerialNum10 <s/n> [access_method]

« nrdtiamguszuy

onecli config set VPD.SysInfoProdIdentifier <system model> [access_method]

o (=3
o N3eUnmALaRLEINLAN

onecli config set VPD.SysEncloseAssetTag <asset_tag> [access_method]

« n139dwmm UUID

onecli config createuuid VPD.SysInfoUUID [access_method]
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<m/t_model>

Uszinnipsesuaznnngiaafuaeadsnines

AN xxxxyyyyyy tae xxxx ABLIELNATEY LAY Yyyyyy ABUMNNELATIWIBSEVInes

<s/n>

o dl a6 '8
PHIEATUTZANATAIURETN LIRS

WNW 22222227 (ANEN9 8-10 8n19Y) 18 222222727 ABUNNELATLIZANLATE

<system model>

EIEAR GG BLH

WuW system yyyyyyyy 9 yyyyyyyy ABBITNARITWR

<asset_tag>

PNLLAY LA AN UANARITFN T

WUW aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa Tﬂil
ddddddddadaddaddaddadadaadadadaaada ﬁ’ﬂﬂNWHL@ﬂLL@@LSﬂVILLV}Gﬂ

[access_method]

ad

9y = A & T e
q LmqﬂQW@mL@@ﬂLW@L%']QQL"TJ?V\ILQ@?LT?']VNWH

-+ Kes aaulad (lddnsmmasavtiudusianuuazaingld):
ATUATNITDAL [access_method] anAdalalaeng

«  92UU LAN Afinsmsageudiudusanuenuniseanlal:
Tunstiild Wisrydayatingd LAN fdnua1svinamnds OneCLI:
--bmc-username <user_id> --bmc-password <password>

« WAN/LAN szazlna:
Tunstiild Wisrydayatingd XCC waziiag] IP Anua1enivinads OneCL:
--bmc <bmec_user_id>:<bmc_password>@<bmc_external_IP>

UNELUR:

- <bmc_user_id>

o

Ta1oy@ BMC (1 a1n 12 1iyd) AEuduAe USERID

-  <bmc_password>

sPaRWTTyd BMC (1 ann 12 1Y)

wlasudszinniasasiunisaiunisludadld (anizdnanalantasun1sausy

WINUY)

lifeyase hldinenlasulssinniesasduiunisldauludeld
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pndasnTslasulszinniazasgniunigldaulunisnivusandesld 1U2N Tvnmudunausalili:

1. daldew IPMI vwdudumasina Lenovo XClarity Controller 5@ Lenovo XClarity Essentials OneCLI
2. 1443 1PMI saliil;
ipmitool raw 0x3a 0x0c OxE9 0x01 0x10 0x37 0x44 0x47 0x56 0x43 0x54 0x4F 0x32 0x57 0x57

3. Waqalszasdiunnuilaanitresdaya ammaseuliuiladnldtlaldnu IPMI @nafsuududumasine
Lenovo XClarity Controller 138 Lenovo XClarity Essentials OneCLI

pndasnTnlasulszinniazasgniunigldanulunisnivusandesld 1UN lovnmndunausalili:

1. daldew IPMI vwdudumasina Lenovo XClarity Controller @ Lenovo XClarity Essentials OneCLI
2. 1443 1PMI saliil:
ipmitool raw 0x3a 0x0c OxE9 0x01 0x10 0x37 0x44 0x47 0x56 0x43 0x54 0x4F 0x31 0x57 0x57

3. Waqalszasdiunnuilaanitresdaya aeaseuliuiladnldtlaldnu IPMI @nafsuududumasine

Lenovo XClarity Controller 38 Lenovo XClarity Essentials OneCLI

Tuunanlisastnndludludald
wnliungnoanaanaindeadld 1U2N wea 1U3N uazrldldasinsaindudnllludedld Walasudssinnesead

uaENsuna A NRuns I fat NN e
Tunsulasulssinneraadulnun Busy 1iansiun1saudunausalilil:

1. Waldeu IPMI uwdudumasing Lenovo XClarity Controller 138 Lenovo XClarity Essentials OneCLI
2. 14& 1PmI pialudl:
ipmitool raw 0x3a 0x0c O0XE9 0x01 0x10 0x37 0x44 0x47 0x52 0x43 0x54 0x4F 0x31 0x57 0x57

3. ieqaszasdiurnntaeniaresdays nmasauliuiladnlataldenu IPMI Bnafiuudugumnafins

Lenovo XClarity Controller %78 Lenovo XClarity Essentials OneCLI
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AaAuleLNe TPM

FNANGNEY LHszuudniunslasunaunuazdeswianiussaulaung TPM iy lailanvue Aruses
wilansssAnlimseiunisssanldunuilunnsssuudsnndsazgnilaaumauny

1 v
1350199 11 I8 aa998 lun19seA1ulaune TPM

* /17N Lenovo XClarity Provisioning Manager

AsseAuleLne TPM a1 Lenovo XClarity Provisioning Manager:

1. Budinesuaznatusuauusihuuntaeiiauwansauinaiine Lenovo XClarity Provisioning

Manager
2. winandusiesdaiadugauaszunluniatanzes Wideusianu
3. anuthdeyasglresszuy WWAan Update VPD

4-44 > \ . =< o A ) X
4. L@@ﬂﬂqﬁ‘m\‘lﬂquiﬂuqﬁlﬂﬂq\ﬂmﬂﬁm\‘luu\‘]qqﬂWQL@@ﬂm@‘lﬂui

v 3
- dlaldeu TPM - ROW gnduenauuiuanlnganaanniasaanil

- aldunnas gnAnluauudunulugaasldnisisdnil

naneue): widnazinissesuuy lailaniuus g miunmuaulaung usldaosldam

* /1N Lenovo XClarity Essentials OneCLI

uaneue): sanaudisiassisdsianituuazgldues IPMI luesedly Lenovo XClarity Controller Vel
ansnsadndeszuuiumngldainseaying

(%
o

AnseAnuleLneann Lenovo XClarity Essentials OneCLI:

1. 87U TpmTcmPolicyLock 1iaAsagaLdn TPM_TCM_POLICY gnaanlivials:

OneCli.exe config show imm.TpmTcmPolicylLock --override --imm <userid>:<password>@<ip_address>

UNNELUB): A imm. TpmTcmPolicyLock fiaeianiuziilu ‘Disabled’ Heuxngm21Nd1 TPM_TCM_
POLICY aglignaanuavaruisniaauiiy TPM_TCM_POLICY 1§ winsianlssunduniae

a U 1 U dl =) ¥ 1
‘Enabled” Anuuanadiszunllaynaliinisdasuulaswlouns a1adnisld Planar aguinnng

'
A

o D Y o Wy g =
GNﬂ’W]ﬁ]@\?ﬂ’]?Lﬁlqﬂuiﬁﬂ‘l_ﬁmJU'V]NﬂqTL‘]_]Z‘]FJUV]@LL'V]'LL

2. NMUUAAT TPM_TCM_POLICY Lilu XCC:

- gwdugnAnluanwiudulunjisegnAnsesnistaldeu TPM:

OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTecm" --override --imm
<useridy:<password>@<ip_address>

- dwiugnduenauuduiulugsesnisdaldan TPM:

OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" --override --imm <userid>:<password>@<ip_address>
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3. ANANASTLEEAINETLENTSLIL:
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>

! o . o ~ 4y
4. fuANensIageLdnTruLgeniunnilanuLd aevize

OneCli.exe config show imm.TpmTcmPolicy --override --imm <userid>:<password>@<ip_address>

nNeLUe):

—  WINAMEIUANIY LEAIN TPM_TCM_POLICY l#3un1sssAnatinegneiedudn

imm.TpmTcmPolicy la5un1sntmua ldsail:

~ ¢ 0 Warie “Undefined” Samunefaulannefilailgrmunls
— A1 1 ldam39 “NeitherTpmNorTem” Savaneda TPM_PERM_DISABLED
— A1 2 19am39 “TpmOnly” Favanefe TPM_ALLOWED
_ dedld 4 duneuduandlunis ‘ea’ TPM_TCM_POLICY 1nuxl##nds OneCI/ASU:
5. @1u TpmTcmPolicylock Lilana@aLdn TPM_TCM_POLICY gnaanlivisely pndatiail
OneCli.exe config show imm.TpmTcmPolicylock --override --imm <userid>:<password>@<ip_address>

ANFRNNAD UL "Disabled’ BRAMNUNIEI K AARA TPM_TCM_POLICY Auazfadlssunigs

AN
6. @48A TPM_TCM_POLICY:
OneCli.exe config set imm.TpmTcmPolicylock "Enabled"--override --imm <userid>:<password>@<ip_address>
J olzd < dl a < o alx a o Ail’
7. AANANANTITEALNATIIATES UL ANANNAIU:
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>

luszudnannsadm UEFI azanuanann imm.TpmTemPolicyLock wnAnRannuziili 'Enabled’ uaz
A1 imm.TpmTcmPolicy gnsiad UEFI ax@aAn1ssiaAn TPM_TCM_POLICY

NNELUB): ANYNERIAUEL imm. TpmTemPolicy tsznavsiag ‘NeitherTpmNorTem' LAy

‘TomOnly'
WINHAN969AY imm.TpmTemPolicyLock 1l 'Enabled’ wsi@n imm.TpmTcmPolicy Tdgnsiag UEFI
azilfiasAnee 'Aen’ wazilasuA imm. TomTemPolicyLock ndvilu 'Disabled!
1 1 dll 1 o A a o [~3 al o al/ ' ] dgl
8. ‘ﬂ’ﬁ,&ﬂ’]L‘W‘ﬂﬁ]?ﬁ@@‘ﬂ‘u’]'ﬁXU‘UH‘ﬂN?‘Uﬁﬁ‘@ﬂQL@ﬁﬂ’ﬁl‘ﬂ ‘anmA’ ummmmiﬂw

OneCli.exe config show imm.TpmTcmPolicy --override --imm <userid>:<password>@<ip_address>

nanELme: WnANITaEuANNEUAIN Disabled’ U 'Enabled’ uansdn TPM_TCM_POLICY 145y
nraenBausanuan wisunaazilanaanlilfaniunnseaiaa wananav ALwaasTUL

Y o

imm.TpmTcmPolicyLock M3Lnnsnvua 13meil:

A1 1 apise “Enabled” Talipnunnnadndeaulauny szuuazliaeniud1au
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AaW/AILNE TPM

TPM WaldeunuaGusiuiadaianistns Taudayalunisaifiunissesssuy viseamuainnsnllaldanu TPM
Ime’ld Lenovo XClarity Essentials OneCLI

Tunnstlaldany TPM Wimaduneusell:
1. mmﬂuammzﬁm%@ Lenovo XClarity Essentials OneCLI
Tunn9ana1iluan Lenovo XClarity Essentials OneCLI Uil sel:
https://datacentersupport.lenovo.com/solutions/HT 116433
2. Genldrdariel:
OneCli.exe config set TrustedComputingGroup.HideTPMfrom0S "Yes" --imm <userid>:<password>@<ip_address>

--override

PR
NN:

<userid>:<password> padayatszarsianldlunisdnne BMC (@umnesiva Lenovo XClarity

Controller) #u3uidEsWIaf93A0s 1D FldnuAGHsUAS USERID UavsiaNuaNAnEusiuAe
PASSWORD (waagusl laildsin o Wawlury)

+  <ip_address> Pa¥et IP 189 BMC

AL

et TrustedCompu

3. Fusruy v

wnansiesnadlaldnu TPM anass WiGanldadsie tuasaynssuw:
OneCli.exe config set TrustedComputingGroup.HideTPMfrom0S "No" --imm <userid>:<password>@<ip_address> --override

ANReNN:

238  g#lafld ThinkEdge SE100
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deTPMfrondS "No” --imm USER 1 ! e

nt and OneCLI Legal Information can be found at the following location:

sk |l Gl e e e e e e e e e e e e e

ilaldnunisuninlaandeaas UEFI

wranuassailaldeunisypidaaniuaes UEF]

Henan i ldsesis lunadaldeunisysilasndaaes UEF:

* 110 Lenovo XClarity Provisioning Manager

Tunsidlaldaunisynnlaansianes UEFI aan Lenovo XClarity Provisioning Manager:

1.

3.

4.

Guidsnnefuaznatunszyluauuziuuntiiasivauans@umnasive Lenovo XClarity Provisioning
Manager (adayaiiuimnlandau “Gusiuszun” T LXPM wnansidniuldiudine faasn i

https://pubs.lenovo.com/Ixpm-overview/)
wnaniludesldsiadudauaszuuluniaidaases ileusianiu
AMNUTEIN9F9AN UEFI 1¥iAan System Settings = Security =% Secure Boot

a v QII o o K 9:/ 1
11 mimmmmmwﬂmmmLL@zuuwnmimm

v 1
wanzne): wnandusesdaldmnisynuuulaenduaes UEF Wiaen Taldeu luduneun 4

* 3170 Lenovo XClarity Essentials OneCLlI

Tunadlaldsunisyniitlaensieaes UEFI a1n Lenovo XClarity Essentials OneCLI:

1.

AUlMaALAYAARY Lenovo XClarity Essentials OneCLI
lun12e198iman Lenovo XClarity Essentials OneCLI Uiy lasisialil:
https://datacentersupport.lenovo.com/solutions/HT116433

Genliandesialild adaldeunsynuuitlaessie:

OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled --bmc <userid>:<password>@<ip_
address>

=
NN:

~  <userid>:<password> Padayatlszansanldlunisdinne BMC (@umefina Lenovo XClarity

Controller) #uiuiEsWInasueRns 1D FldnuAENFUAS USERID LavsianuaNAnsusiuAe
PASSWORD (taagusl ala6 o Anwlury)

1
a

- <ip_address> Aafiat] IP 989 BMC
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Event Log Audit Log
7) The Ewent log provides a history of hardware and management conditions that have bean detected.
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All Dates -
Sewerity Serviceability Date and Time ~ | Bystem Event System Source D=
Type
Tt Warning il Surcont Jan 30, 2017, T-40:07T AM | Chassis114:... | Node Mode 08 device Chassis Jam 30, 20 .
Tt Warning il Surcont Jan 30, 2017, T-40:07T AM | Chassis114:... | Node Mode 02 device Chassis Jan 30, 20
(A Warning B User Jan 30, 2017, 7:48:07 AM | Chassis114: L module 10 Module Chassis Jan 30, 20
% Warning & User Jan 30, 2017, T:40:07T AM | Chassis114:... | Node Node 08 incom) Chassis Jam 30, 20
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A utiization
[x] System 0X4000000E00000000 Remote login successful. Login ID; userid from webguis al IP address: 10.104.194.180, 27 Jul 2015, 08:11:04 AM
© Virtual Media
' System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180, 27 Jul 2015, 08:11:04 AM
[7] Firmware Update
n System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
M8 Server Configuration >
[ ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
BMC Configuration >
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Restricted substances and its chemical symbols
BT Unit NE S EDYES E2- N
ffilead [ZKMercury| #&Cadmium | Hexavalent |Polybrominated| Polybrominated
(Pb) (Hg) (Cd) chromium biphenyls diphenyl ethers
(c) (PBB) (PBDE)
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HEL HBHIwt%” Kk CHEBH0.01wt%” RIERAYMEZASLEEEBHENE2SE%EE -
Note1 : “exceeding 0.1wt%” and “exceeding 0.01 wt%” indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence condition.

BE2 O BiEEZERBYEZBE LS ERABEHENLEEEEEE -

Note2: “O ”indicates that the percentage content of the restricted substance does not exceed the
percentage of reference value of presence.

BE3. " - RIEZERBYMERIRIER -

Note3 : The “-“indicates that the restricted substance corresponds to the exemption.
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