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Before installing this product, read the Safety Information.
AgiaY) Slladall 36l B caag cpxdiall 134 S 5 U4

Antes de instalar este produto, leia as Informagdes de Seguranca.

TERBEAT S22 00, W4 BE Safety Information (Z&fEB) .

RRARBZA  HAMR " RLER, -
Prije instalacije ovog produkta obavezno proéitajte Sigurnosne Upute.

Pred instalaci tohoto produktu si prectéte pfirucku bezpeénostnich instrukei.

Laes sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.

Ennen kuin asennat tdman tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

MNP EYKATAOTHOETE TO TPOIGV aUTS, BIABATE TIC TANPOPOPIES aOPAAEIg

(safety information).

JIITT020 MERIN Ox 1RP 07 13811 11°pnno "19?

Atermék telepitése el6tt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
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Les sikkerhetsinformasjonen (Safety Information) fer du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksiazka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informagdes sobre Seguranca.

Mepen ycTaHOBKOM NPOAYKTA MPOYTUTE UHCTPYKLIUA MO
TexHMKe 6830I'IS.CHOCTVI.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacion de seguridad.

L&s sé@kerhetsinformationen innan du installerar den hér produkten.
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1. BuEnefuaznauninAwuzinuuitinae aumasing Lenovo XClarity Provisioning Manager A

LA AT
2. 1dan System Summary niuny “dayaaglaesszuy” azdsngau

3. Aan Update VPD u@avnandA LUz tinuuminaaiiadlnm VPD

m‘ﬂ‘i’ﬁ’lﬁ"d Lenovo XClarity Essentials OneCLI

«  nmadlplszinniaTas
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> [access_method]

- nadlipvanatauilszaazag
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> [access_method]

- nrdilianguszuL

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override [access_method]

S PG Ty ity
onecli config set SYSTEM_PROD_DATA.SysEncloseAssetTag <asset_tag> [access_method]

« n13aiem UUID
onecli config createuuid SYSTEM_PROD_DATA.SysInfoUUID [access_method]
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<m/t_model>
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«  92uU LAN Afinsmsaageudiudusanueinuniseaulad:
Tunstild Wisrydayatingd LAN N6nua1svinamnds OneCLI:
--bmc-username <user_id> --bmc-password <password>

< WAN/LAN szazlna:
Tunsaiil Wesydayaiioy XCC uazhieg] IP fuaneivinads OneCLI:
--bmc <bmc_user_id>:<bmc_password>@<bmc_external_IP>

[access_method]

UNELNAR!

- <bmc_user_id>

'
o a v

Fa1Teyd BMC (1 a1n 12 11yd) AEuduAe USERID

-  <bmc_password>

sAKULTYT BMC (1 a1n 12 11nyd)
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* {70 Lenovo XClarity Provisioning Manager

ArmaAulaLEaIn Lenovo XClarity Provisioning Manager:

1. Budsinefuarnaunseyluauuzsiuuninasivanansdumasing Lenovo XClarity Provisioning
Manager (adagyaiisiinlandou “Gusiuszun” T LXPM wnansidniuldiudinefrasn i

https://pubs.lenovo.com/Ixpm-overview/)
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v 3
- TPM enabled - ROW gnéuanauusumulinasaannissapni

- daldeuanas gnaiedlanwiuaulnaiasldnisierntimnlldfnseziatines TPM

nangme: wddnazinissisatuuy Tilamuue Wawiunmuaulaung wildasldam

RN Lenovo XClarity Essentials OneCLI

waneue): lsanaudisiessiatsiaiiuuazldues IPMI luesadlu Lenovo XClarity Controller Vel
ansndndsszuudhmangldainszezlng

£%
o

AamaAulaLaan Lenovo XClarity Essentials OneCLlI:

1. 81 TpmTcmPolicyLock liVamsagaiidn TPM_TCM_POLICY gnaealfvisalyl:
OneCli.exe config show imm.TpmTcmPolicylock --override --imm <userid>:<password>@<ip_address>

UNELUB): A1 imm. TpmTcmPolicyLock fasdaniuziili 'Disabled’ #uN1aAMNIN TPM_TCM_
POLICY azlignaanuazaruisaiaauiiy TPM_TCM_POLICY 1§ wansWadnl@zunduniae

=) U 1 U dl = v 1
‘Enabled” #auuanadiszunidaynalidnisasuulasuloung a1afnasld Planar aguinnng
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2. NMuuAAT TPM_TCM_POLICY ilu XCC:

- gwdugnAnluanwiuulug il TPM wisegnAnisesnstialdanu TPM:
OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTecm" --override --imm
<userid>:<password>@<ip_address>

- éwdugnAnluanwiuaulungfsesnistlaldeu TPM:
OneCli.exe config set imm.TpmTcmPolicy "NationZTPM200nly" --override --imm
<userid>:<password>@<ip_address>

o [ v a ] a Idl % a) v
- dwdugnAuanauieuau e fsesnsdaldng TPM:
OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" b --imm <userid>:<password>@<ip_address>

3. aanAAsTdmneTdnszLL:
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>

4. guANenIIadeLdnTrLLsaNFunIndasuLlase ki
OneCli.exe config show imm.TpmTcmPolicy --override --imm <userid>:<password>@<ip_address>

UNELUB):

~  WINAMSIUANTIL WAAIT TPM_TCM_POLICY 1#3un1sssAnatinegneioudn

k4

imm.TpmTcmPolicy la5un1snimua ldsail:

— A1 0 lam39 “Undefined” @anunangulaunelulenvuald

— A 1 a3 “NeitherTpmNorTem” Seusineiie TPM_PERM_DISABLED
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— A1 2 MHam3e “TomOnly” @anunede TPM_ALLOWED
— A1 4 1am39 “NationZTPM200nly” $9RANuNIedn NationZ_TPM20_ALLOWED
— peal 4 TURBNAILANNINT 'AaA’ TPM_TCM_POLICY a4z An4a OneCIi/ASU:

5. @1 TpmTcmPolicyLock tWamsagaudn TPM_TCM_POLICY gnaenliviala Adsiisi:
OneCli.exe config show imm.TpmTcmPolicyLock --override --imm <userid>:<password>@<ip_address>

ANFasNAnIUzLTY "Disabled @aNAMNTNIaI K AAaA TPM_TCM_POLICY Buazfiadlssuniss

AN

6. AaA TPM_TCM_POLICY:
OneCli.exe config set imm.TpmTcmPolicylock "Enabled" --override --imm <userid>:<password>@<ip_address>

o oad g A g o o o X
7. ARNANRANTEIALNATEIATELU ANRANNANL:
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>

Tuszndnannssidm UEFI az@nuanann imm.TpmTemPolicyLock #nnAnfaniuzidi 'Enabled’ uae
A1 imm.TpmTcemPolicy gnsiad UEFI ax@eAn19saAn TPM_TCM_POLICY

NNELUB): ANYNERIAUFL imm. TpmTemPolicy tlsznavusag 'NeitherTpmNorTem', "TpmOnly'
Wae 'NationZTPM200nly'

WINHAN96IAT imm.TpmTemPolicyLock i "Enabled’ wsidn imm.TpmTcmPolicy Tdgnsias UEFI
azilfiasAn1e 'Aen’ wazllaauAl imm. TomTemPolicyLock nduilu 'Disabled’

8. gruAnfienmaaeudnsruLseniLviTeLiasAre ‘den HAndedasielliL
OneCli.exe config show imm.TpmTcmPolicy --override --imm <userid>:<password>@<ip_address>

wanELue): NANITLaEuATIgwAIN Disabled 1lu 'Enabled’ uamedn TPM_TCM_POLICY 143y

1 = 1% 1% [~1 M vy o ddl?/ g @ d‘
NITRBALTELTREILLAT HIEI‘LI’]EI"W‘IJ@ﬁ@’ﬂﬁiﬂiﬁ‘ﬂﬂ%uVMM\‘]ﬂ’]L@ﬁ‘@ UANANALLURYULNSTZLIL
v o

imm.TpmTcmPolicyLock MFunnsnvua13meil:

A 1 d@pse “Enabled” Taliaannnnadtaeauleuny ssuuazliaaniuAau

waldnunsunndaandeaas UEF]

wsana sl ldeunisypidaendaaes UEF]

fasn97 1l 1Kaeeit lunnsdlaldeunisyaiaenduaes UEF:

*+ Q{70 Lenovo XClarity Provisioning Manager
Tunsilaldaunisynilaansieaes UEFI an Lenovo XClarity Provisioning Manager:

1. Budsinesuaznaunseyluauuzinuuninasivanansdumasing Lenovo XClarity Provisioning
Manager (dayaiisiinlindon “Gusiuszun” Tu LXPM wnasidiuldiudivinasaanmi

https://pubs.lenovo.com/Ixpm-overview/)
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2. winadusiasldsianuguaszuulunisdlaweses Trdlausiau
3. AMNUTNNIA9AT UEFI TAAN System Settings =% Security =% Secure Boot

4. Daldunisyantasndeouasiunnnisseen

waneug): nafusestlaldnunisysuuulaendisass UEFI Taen taldanu ludunewi 4
* A10 Lenovo XClarity Essentials OneCLI
unsidleldemunisypiilaensfaaes UEFI a1n Lenovo XClarity Essentials OneCLI:
1. mqﬁu@mmzﬁm;’\i Lenovo XClarity Essentials OneCLI
Tun13m121iluan Lenovo XClarity Essentials OneCLI Tl sialalil:
https://datacentersupport.lenovo.com/solutions/HT116433

1 ¥ 1
2. Fanldandesiallil iedaldunisysuuulaende:

OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled --bmc <userid>:<password>@<ip_
address>

=
{NINK

- <userid>:<password> pedayailszandainldlunisdntie BMC (Bumesine Lenovo XClarity
Controller) #wiuid@sWinafuasan ID JldnuAEuAUAS USERID WazsWaNIuANAIEHAUAS
PASSWORD (taagusl 11460 o Anwlury)

'
= 1

- <ip_address> Aafiag] IP 189 BMC
AmFudayaiiafnineiuA43 Lenovo XClarity Essentials OneClIset g7i:

https://pubs.lenovo.com/Ixce-onecli/onecli_r_set_command

waneue): nafudiesdaldenunisynuuuilaeniaves UEFI isanldadestaliils:

OneCli.exe config set SecureBootConfiguration.SecureBootSetting Disabled --bmc <userid>:<password>@<ip_
address>

wasudszinniazaslunmsaniiunigludasld
lfayasiellilunsasudeyatlszinniasedludeyadiAyresn@nduE (VPD) druFunisnimuamnsine
ag1An: MulRasaiunslnadranaliaf lfFun1seusumingu

Tuuanazfnmdlutadld

PN - B e Y
winTuuanazinsseglutesla Tinlasulssinmesaanaliaresaniiunisldetnamunzas

. dasld 1U2N:

1. @aldaw IPMI Ludvaumesinls Lenovo XClarity Controller 4178 Lenovo XClarity Essentials
OneCLI
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2. 14&9 IPMI pialddl:
ipmitool raw 0x3a 0x0c 0XE9 0x01 0x10 0x37 0x44 0x42 0x4B 0x43 0x54 0x4F 0x31 0x57 0x57

3. Weqnlszasdinuanulaanianesdeya nmasauliudladnlitlaldeu IPMI anafsuuiudum
a5 Lenovo XClarity Controller 138 Lenovo XClarity Essentials OneCLI

- dasld 2U2N:
1. 1aldew IPMI vwdudumasing Lenovo XClarity Controller 4@ Lenovo XClarity Essentials OneCLI

2. 4&s IPmI salud:
ipmitool raw O0x3a 0x0c O0xE9 0x01 0x10 0x37 0x44 0x42 0x4B 0x43 0x54 0x4F 0x32 0x57 0x57

3. Weqalszasdmumnuilaanditresdaya amageuliuiladildtlaldnu IPMI @nafsuuiuaumasine
Lenovo XClarity Controller 138 Lenovo XClarity Essentials OneCLI

Tuusnlinaspandlusludasld

wntungnoaneanainuazlildasinssludacludesld WdaeulssinneseadulnunGusiuive a1 dunig
IFatnamnnzan

1. @aldaw IPMI Ludvaumesind Lenovo XClarity Controller 4138 Lenovo XClarity Essentials OneCLI

2. 14&a IPmI salUd:
ipmitool raw O0x3a 0x0c O0XE9 0x01 0x10 0x37 0x44 0x41 0x39 0x43 0x54 0x4F 0x31 0x57 0x57

| v
3. ieqnlszasdinurnnlaenduvesdeys nmaseuliuiladnlataldsu IPMI @nafsuuivdumesive
Lenovo XClarity Controller %138 Lenovo XClarity Essentials OneCLI
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Event Log Audit Log

7) The Ewent log provides a history of hardware and management conditions that have bean detected.

Show: @ L Lil

8 % & F B =
All Event Sources = Fiter
All Actionz =
All Datzs E
Sewerity Serviceability Date and Time ~ | Bystem Event System Source D=
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