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Before installing this product, read the Safety Information.
4iaY) Mi;ﬁlj%;&ﬁdl ETERT. S R T

Antes de instalar este produto, leia as Informacdes de Seguranca.
TERFAT fh Z 00, 5B Safety Information (Z2fFE) .
RRAARSBZA  HAMME "L ER, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfectéte pfirucku bezpecénostnich instrukci.

Lees sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat tdmén tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTrioeTe TO TPoiov autd, H1aBacTe TI§ TTANPOPOPIES AoOPAAEIAS

(safety information).

TM0AN MR NR WRIP AT X0 1°pRne 197

A termék telepitése elétt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BEROREDHIC. REBEWMELTACILZSE L,

= HE

o

X0t Hol 2tH HEE HOHAZ.

Ipen na ce MHCTAIMPA OBOj NPOAYKT, NpounTtajTe nHpopManujaTa 3a 6e36eaHoCT.
5 ¥ -
STESERITEL!

’ 1- m A %

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksigzka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.

© Copyright Lenovo 2019, 2022



Mepen ycTaHOBKOM NPOAYKTA NPOYTUTE UHCTPYKLIMA MO
TexHuke 6e3onacHocTy.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sé@kerhetsinformationen innan du installerar den har produkten.
Bygvad Ry gragn iz §xyhraa
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Features on Demand

Features on Demand 7] 5°] AW =& A Axx 34 Ao FF=] & A AEF A
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https://fod.lenovo.com/lkms
Lenovo XClarity Controller(XCC)

Lenovo XClarity Controller= Lenovo ThinkSystem A ¥ sl=¢|o] o] dulA ol 3}
U}, Lenovo XClarity Controllers A8 X|2® B o] c}hal Ao o

Lenovo XClarity Controllerel] 253 44 7|52 AR A5, AT 44 v|t] e 2 SAs 3
gt 444t} Lenovo XClarity Controllerel] ?g ApA1qF W82 o3 $ 2] ol A AW o} 53
= XCC AHAE FxsAL

https://pubs.lenovo.com/lxcc—overview/

%8 Lenovo XClarity Controller(XCC) Xl A== AL AlFl v o5y
Lenovo XClarity Controllere] & HA L EWH3| XA A &> L
XClarity Controller ¥ XCC= —‘/‘]Q‘/]B} A H ol A =

https://pubs.lenovo. com/lxcc overview/ $]X| & o] F3}A A L.

UEFI &4 A8 4o

Lenovo ThinkSystem & ¢ ¢]+= UEFI(Unified Extensible Firmware Interface) ¢} =3+ c}.
UEFI+ BIOSE WAIshY &9 AA|, TRF Hello] D o Ax] Ale]e] xF e Ho] =5 Ao F ).
Lenovo ThinkSystem A ¥+ UEFI &4 < A A|, BIOS 7|1t < A A|, BIOS 7] 1k o] ¥

9 UBFI £ o 96 % #9¢ + s

Z3: 2 A8 E DOS(Disk Operating System) S x| d3s}#] 951},

3 A28 w2 &5

o] A8} ECC(Error Correcting Code) ¥4 ¢ SDRAM (synchronous dynamic
random—access memory) RDIMM (Registered Dual Inline Memory Module) & ]34},
57 53 9 2o vl ool Bha AAIT e AL 33049 Ee FEaAA L.
SHVESYI ALY

AW el tfgk 2712] FA 712 10G SFP * LOM 7] #] =& F4 2] LOM 7 7<l. A st 9 7]
2 ¢ wa} 10Gb SFP* #A9E, 10/100MB/1Gb 4] 2 WLAN 7]:% %}%z} F 9 )
Integrated TPM(A & £ = SHEF 2 FH)

o] B ek 2 ¢35 U —r?‘E st v B2 Fo Bek 7|5 AAFY}, o] HelA=
TCG(Trusted Computing Group) AFekel] 3k 5= o] 2L AFdYcl. TCG AFekE #]
Aot £ZEA OB GEEET F 5t

TPM A o] o zHAZF Y82+ H 5 7)a ZA470A "TPM A&"& 2344 L.

A3 = EE 79 7 $ o= Lenovo 5¢ TPM 2.0 o] 98 =& TPM 7}=7} uv]g] A x] 5
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ThinkSystem SE350 2 ThinkSystem SE350 <l 5 2 4] A 2] b A]


https://fod.lenovo.com/lkms
https://pubs.lenovo.com/lxcc-overview/
https://pubs.lenovo.com/lxcc-overview/

R E RN
el e s dole) Ade BA AR F7) 9% LEDS ATTU}. ¢ exeold Al o A
B AuE ok esgole A" 185]0] A el U §& FEIAAL,

Lenovo A ¥ 2 A B <] xpo] Eof o g Euld o)A 2

A= A Grfel gl Al =" Ay X Ho] & QR ZEE A

7)1 9} 2 E AF§35te] 23 Lenovo A 8|2 H B 1 A} 1y

t}. Lenovo Au|Z= AR S Alo]E= BE Ax], wA vt 2 A ?‘] H L

g 7 ARE AlTF Y},

Active Energy Manager
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E 1. AH AL (A=)

Aoy

A

o A|2®"lo] Kol Wo] E3FE] SE35091%] o}y™ SE350 2% o EE Lenovo
XClarity Controllerol]A &g 4 &y},

7] r=

+ Eo]: 43.2mm(1.7313])

« H): 209mm(8.22)32])

o Zlo]: 376.1mm(14.8¢1%])

E1 M2 22X (1U 2-node) :

« =0|: 43mm(1.699%|)

o L4H|: 439.2mm(17.2991%|, E1A EEHZIIAM £1a EHE{ZIHK])

+ ZI0|: 773.12mm(30.4492I%l)

o FA: 10kg(xE 174 & ™Y O{”HE 27f), 15kg (T O{HE 47H)

2 22X (2U 2-node) :

+ =0|: 86.9mm(3.4292%|)

o L4Hl: 439.2mm(17.29Ql%|, E1an EHEiZ0M E1a EEiZHK])

+ Zl0|: 476.12mm(18.74Ql%|)

« BH: 10kg(=E 170 L XY of=RHE 27H), 15kg (T O{H{EH 47H)
A ==

« Fd: 3.6kg(7.91b)

Z 2 A A (Rl o] wle} ohF)

Intel® Xeon® Z 2 A4 D-2100 A= 3 7

23
1. =9 Z2 A F33 £E5 BEsled ™ Setup Utility & AHE3141 A1 2.
2. AP E = Z2 A4 552 https://serverproven.lenovo.com/server/se350
o ) §-& FEIAAL
| 2.2 HEe 2 P2 A e AAF AR "R BE X 34 2 A" 349
oA F2AA L.
« £3: 47 2] DIMM <%
+ F2: 8GB(1x8GB RDIMM)
« FHd: 256GB(4x64GB LRDIMM)
L E

— TruDDR4 2666MHz RDIMM: 8GB(1Rx8), 16GB(2Rx8), 32GB(2Rx4),
64GB(4Rx4)

— TruDDR4 3200MHz RDIMM: 16GB(2Rx8), 32GB(2Rx4)

Z3: ALY E Ry B E EE2 https://serverproven.lenovo.com/server/
se350% Fa3AA L.
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A
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+ <olg|do]2: WLAN: PCle x1
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« Z dE: M.2 2230
o FA AR A FH o = (AP RE): 8
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o
4
3%
b)Y
v
A

LTE

« 3GPP #3211

« W3 Cat9

« A =24

. ZA% ®=: FDD/TDD

« dlolg A% ) 450Mbps DL/50Mbps UL
« 7l ¥ o] USB 3.0

te U FA: 2xIPEX(MHF4) 7 9¥

« F WE: M.2 3042

o

aL:

=
3
T
z °or
Nl
o M
_>: oX,
T
ob g
(o
—d

+ Lenovo XClarity Controller, A 8]2x =& A4
AEg 8 94 7| 8E, o, shes g 94 =

o gd o HolE g
« LOM EE AYE (AH od9):
— 10G SFP* LOM #H7]#]
— USB 3.1 Gen 1 A4¥ 27}
1Gb °]dg 3l A 274
Lenovo XClarity Controller Y| E$]= #H ¥ 27§
10Gb SFP* A 4¥] 27)
- VGA AY¥ 17
- 54 24 LOM 7] %]
— USB 3.1 Gen 1 A4¥ 27}
- 1Gb ot Yl A dlE 27)
— Lenovo XClarity Controller V| E$]= #H g 17§
— 1Gb SFP A4 H 27)
— 10Gb SFP* 7 9 ¥ 27)
- VGA A9¥ 174
— 10G BASE-T LOM 7] %]
— Lenovo XClarity Controller Y/ E$ = #H g 27)
— 10Gb BASE-T RJ45 A ¥ 27
1Gb °]e gl A4 E 27
USB 3.1 Gen 1 719 ¥ 27}
- VGA A9¥ 174
A 1/0 A e (AW Sld9):
— WLAN gtel v} A dE 271
— RS-232 LE(RJ-45) 171
— LTE std|v A9 ¥ 270
— USB 2.0 A4 ¥ 27)
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Ao

47

— 2712 3ol A B 2 E A A:
- 2719 A AYE7} 9= 12V PDM(A 4 29 28)
— 1709 AL AVE 7} 9= -48V PDM(A L &l 2 F)

RAID HAEZ+¥

&I Ego] RAID: £ZE g0 RAID A EE# & A 27 BEo F3s o 9lon,
RAID 9% 0, 1,5 % 10 #4334},
« X Z Intel SATA £2=ZE ¢]o] RAID, RSTe A4
« Intel VROC NVMe RAID |1
— VROC Intel-SSD-Only+ Intel NVMe Eg}o] B o4 RAID d® 0, 1,5
3105 A @Yt
— VROC Premiumdl= AF o= 7]7} 23} v]Intel NVMe E o] B o
A RAID 9% 0, 1,5 ﬂ‘ 10; 2L AE AF 71E 32 AR5t
o] & 2} 4|8k A B = https://fod.lenovo.com/lkms2] & % Fx3AA L

stEQ o] ratD: M.2 SIEO0] rRaTD EEL SE0] rRatD KE A0 TR
o, ratp B o & 12 X|HFLICH.

Bjt] ¢ AEE47 (Lenovo

XClarity Controllere®l] %

Matrox G200
« ASPEED

‘31)
" « SVGA 33 7}% nlt]je AES+9

+ Avocent Y x| € vt ¢

« 16MB 8]t w2z (&4 E71%)

A3 Ho vy e s AEE 1920 x 1200(60Hz) Y ).
b} 3719 40mm A] == #H

14l o) e

)% A o e:

AbQlmt @124 (50~60Hz) TR
« 240W o)A A o] PE]
100-127V ac/200-240V ac, 3.2/1.6A

Z3
« A oPE = 12V PDM A R 2] L =
733l
%w¢§44
- AR YEHE P 2], AdE 9 2 AL oA HoEL I
A 2.

« GPUZ} A =™ A=) ol 270 2] A oJ HE 7} AA] = o glofof Tt

EU ErP (EcoDesign) XI’E‘(2009/125/EC) ol® =%l (2019HA 109-' 1o

¥z #E(EU) 2019/1782) & RIHME MEZYATE olHX| 28 % ¥
MEE ANI3aloF &LIC. 1Lenovo NMES CIYs &= 7F_'|7| ot &
M HSER MAEion, OE SM7IF HE2 MBEALL o/fo 7
HE = JUauct. HEst ™7 ST E2 of7|0lMd HMAE = JUEsE EU
DoC (MEAM M) (https //www.lenovo. com/us/en/compliance/eu—doc)
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E 1. AME AL (A=)

A}k Ay
ZF, i A8 HYUM E= M 32 x| HIO|EH AEE MEIGHAAIRL.
https://support.lenovo.com/
+F Fe HE2O1E T4 . 25
— F 24 5.3bel
— oduk: 5.4bel
— Zd): 5.7bel
- W7
— F 4 4.9bel
— ¥k 5.0bel
— 3 d: 5.4bel
&
1. o] 8 5L 1S0 7779 HA = Ax}e wpe} Alo]xl 33 AN A
=™ SO 9296 whah B g}
2. A" FIF AL T2 AR FAAE Ve g s £/ 27 o ube} k2
H73E = 5y
3. o] Anjelq AL EE FAL 7]e, £v) AY W 275 = Y7t w5y
o} o] FAAA 2T EHE W7 FFo] FUtekH W Sxe A EHE 5 FF
o] T7tFYTt A A SAEE AA 58 FE2 AXF = Y 5, e 2
71, 2k F A, o E Ao 23 5, W T 25 9 )¢, Av| o)
2 Al $x] T b 246 g oFy
whod =k Q] w g =
o FH 2 4 287.46 BTU/h(84.25W)
« F 2 FA: 783.02 BTU/h(229.49W)
A7) 49 A o) E: 12V PDM
« A e 12.2V/20A A
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off A2 EF AT = gl =3 G 2E 7utk olg g o] 2 F LXPM A 2F A] A= = 7]

2 oJg o]z AA 5}E_i Aest = 9l&yrc}, o]2 A s8] ™ Lenovo XClarity Provisioning
Manager - UEFI ’“"é —»/‘l*lE AA > <F1> A AR >E2E Ao 7 o] F3Fc}. 23 A}
£2} Qo] 2F AW E A &slE W A B EF BaS A3t L.

] &

>

A A= oy ARAE e

— Lenovo XClarity Provisioning Manager A& &34/
— A e} 3= = LXPM A9 A WAL 754 Al 2 (https://pubs.lenovo.com/lxpm-—
overview/).
— UEFI A& d54
— https://pubs.lenovo.com/uefi-overview/
« Lenovo XClarity Essentials OneCLI
T4 & 2239 9 g & ALt A A=) 74 A& #el3ta Lenovo XClarity
Controller 9 UEFIE ®7& = sl5ych. A" 74 AEE AE35lo o} & A 20 54 =&
292 & 954k
Lenovo XClarity Essentials OneCLIE A& AW Ao 3 AR = o} 5 F2344] 2.
https://pubs.lenovo.com/lxce—onecli/onecli_c_settings_info_commands
« Lenovo XClarity Administrator
A THL Agote] RE AT whA meald 9 AR el A 5 Q5 74 48 )
2A 258X, [/0 o], ¥ T e AdA] Hdo], TE 2} Lenovo XClarity Controller @ UEFI AA)
o] ‘6}‘4 o] el e E = ’\1“1‘#] ’“%% F oA Hdoez AAH Y As o] ‘”tﬂc’lEEl‘ﬂ
W7 Ygo] ALEe Al 2Ahs o= s =] ).
Lenovo XClarity Admlmstrator§ 218351 Helo]E ¢ddl o] Est= v ol 3 A EF Y
& oheelA ATE YT
httpl//sysmgt.lenovofiles.com/help/topic/corn.lenovo.lxca.doc/server_configuring.html
« Lenovo XClarity Controller
Lenovo XClarity Controller 9 ¢lg]#o] 2 == ] Z Qe o] 25 B3] Ave I ==
AAE TAE 5 S5,
Lenovo XClarity ControllerS A}-&3F A8 £A4 < o

o3
e
Xl

B s FEAAL.
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https://pubs.lenovo.com/lxpm-overview/
https://pubs.lenovo.com/lxpm-overview/
https://pubs.lenovo.com/uefi-overview/
https://pubs.lenovo.com/lxce-onecli/onecli_c_settings_info_commands
http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/server_configuring.html

https://pubs.lenovo.com/lxcc—overview/ | A A ¥ 2} =3 5]= XCC AP A "Au A" AA

22| 7

2 Ae2 iR R viey &5 W2 B3, w52y 74 D Z2 A4 22 F 7px] W
u}2} D}%‘/]D}
wx2e s 2 wxe FA6 o AA g AR = b3 Lenovo Press 8 Ao E o] 95y},

https://lenovopress.com/servers/options/memory
=3 ohg Aol oA AR 5 Qe B $4 X2 aBE o) $2 5 D5
http://1config.lenovo.com/#/memory_configuration

FdetE Al2E A 2 wEY 22w Aue b2y 2ES AR5t d 223 £Ad dF T
AH el AR "DIMM A" 6250] 4] 9] 4% 234

RAID 4

RAID(Redundant Array of Independent Disk) E ©] €3k dlo] g A A2 o=
,7HEd 2§ S PR dubHela v g § X0 R 5 = E gy

RAIDE o8 Eto] 87 /0 23 T A ES st o2 —E—%‘blv‘r RAIDE B4 253te
=gt Bol d|o] 8§ AH-§3te] 2 {Ip LA EefojBo] g doH &

=
o1 Aol MATE F5ol deole £4% HAE 5 lgurh

2
4 ;
o
2
i
.,_.
?.:
ofi ©
-
&
i
k)

RAID uﬂoﬂ(RAID EgtolH D Folgtax & o] B Zte]| dlo]E
L85l B8 =lolB o8 A= OITCM :L~E—°‘145} 714} ==
golrglux 3= Ealo]Bo] &5l dlojg Al1HER A=
M} Egfol B B 2E Sﬁzﬂﬂloﬂ 0S =8 =ge]lB == EF
A g2az ATE U},

RAID| & £270E= t}2-¢] Lenovo Press ¢ AFo]E oA &l 4 9l G},

o E
i
i L‘i

https://lenovopress.com/1p0578—lenovo-raid—introduction
RAID Zg] =4 9 g 420 g 2}A3E J 2= o5 Lenovo Press § Abo] Eo gl o).

https://lenovopress.com/1p0579-lenovo-raid—management—tools—and-resources

2

al:

+ NVMe Eto] 24 RAIDS AA3}7) Ao thg 2A o wpg} VROCE &4 3}hst 4] 2.
L. A|2=8S ofpA] Al A L. o Al AI7F A2 E 7] Aol F1& +2 9 Setup Utility 2 S {334}
2. A2R AH > A3 2 1/0 TE > Intel VMDZE ] §3}4 F4& A stsi A &
3. WA AR F AL AT L.

* VROC Intel-SSD-Only< Intel NVMe =2}o] HeojlA RAID #® 0, 1,5 % 10+ |43t

« VROC Premiumeol|= A ¥ o= 717} 223} B]Intel NVMe Eg}o]Box RAID I 0, 1,5 %
10& 293yt AE A5 715 932 Ax]st+= d g3 243 A B = https://fod.lenovo.com/lkms

o hge FEAHAL
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A4 A" 4 83


https://pubs.lenovo.com/lxcc-overview/
https://lenovopress.com/servers/options/memory
http://1config.lenovo.com/#/memory_configuration
https://lenovopress.com/lp0578-lenovo-raid-introduction
https://lenovopress.com/lp0579-lenovo-raid-management-tools-and-resources
https://fod.lenovo.com/lkms

BMAIZ LOM 17| X] 7+ M
o] HH 2 Agste] A AU LOM 7| 7S AL

A o] 74 75 & AHSsk e o 9IS RS L.

1. 34 A8 LOM 517148 A5 shel .

2. Age AR Aolahn A AHE EF2A F APE 9E shts duaA L. R A
LOM 77 u]g] AA" 879 o] 2] & Fx3}4] A L.

5. A4 2R EEEAE AL 5 fiohd, 48R AN PR BE S Pad 484
AR FAe FEAAA L,

4. Lenovo XClarity Controllere]A Wi-Fi/LTE 924 & A}g3t}.

( n SIM 7]_1: /K-]j] " 55}“ ] ] 7'4-2) LTE
THEA7L AFFYh LTE V[ EY 2] a2

A3: LTES 43358 d SIM 7 =& A x| sl &
An| == 7—.‘7‘«1 e - °M ol Buld Anj 2

shelel Am ol FolE o] glejol Fich

541 A8 LOM 7] 4] kol W45 231217 sl e,
o 91 1 GhE £E7} Q1 o2 45U TE 2 AT JRE B2 L

¥ <.
_ﬂ.

T2/ 66. 20 f=Ho] RM/2M EE

£ 22, Oiﬂ1 MI-'IO/ C’Af/ éf_.EE

AA ZE AEjso] 2 o] F (W 24 CLICIA A-8¢)

(1] 10 GbE SFP+ AN ara oo

2 10 GbE SFP+ ANt e

B 1 GbE SFP eth6

a 1 GbE SFP eth3

5 | 1 GbE RJ45 ethl

[ 6 | 1 GbE RJ45 eth2

1 GbE RJ45 eth4

8 | Wi-Fi (WLAN) wlan0

n LTE wwan(Q

B: 1000 Base-X SFPk 2] ¢
IB: 10/100/1000Mbps = 4
BEA dHYAR, AP REA o} AR AF

+ 2x 1GbE SFP ZE(ZE ﬂ
+ 2x 1IGbE RJ45 zE(ZEf ¥
« WLAN <lE]d]o]2: E} o]

im X,ﬂ ){_4
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FAVMEYSA zE EER-PE 71222 4494 LOMI-2$A 8=,
WLAN @ LTE Qg o] A& o}2 VLANC &3}, YA 29x= 1.3 g+$-g

LTE e gdo]x: =z yEZa AE3. Y SIMT 29

g U 10GbE £E: 0S| d42% (Windows OSel|A4& "LOM1-Switchboard"2}aL )
W3 2=9% CLI= 32 R E(ZE Pl SSHE Sl A2 5 dz=l A& F2£
(192.168.70.254) & AF-&-3loF FY ).

- A8} °]F: oper

- ¢35 (XCCoF 22 ¢35 AH8)
7B o7 YA 292+ RE A

L =i o AR A R o

IP &3 W9

- 83 TE: 192.168.71.x

— WLAN (AP 2X): 192.168.74.x

- 0S A& WH 10GbE £E (Windows OS°|Aq& "LOMI1-Switchboard"2tal 3): 192.168.73.x

1A
q49=2 t}%%‘ﬂ, e,
ol A 25y ).
LOMI1-2¢] x| B = (br-x86_lan): 7]#7F& 192.168.73.254/24¢1Ut}. 7| EA o2 DHCP A ¥

‘_—_ /\]__g_ 7]_‘_4_0__3‘_ Hﬂﬂ‘ﬂ 01,1;1,];]_

¥ Z(cloud_wan/lte_wan/wifi_wan_sta): 7] 22 DHCP Zzlo]dE Y}

ot} A (br-edge_lan): 7] & IPE 192.168.71.254/244Yt}. 7|EH 22 DHCP A¥ & 2§ 7}
‘— o7 /\Jx-lﬂoi 1%145]_

AP 2=2] WLAN (br—-wifi_lan_ap): 7] ¥ IP= 192.168.74.254/241Yc}. 7|2 A 252 DHCP AH
= A% 7hs o E AAE ] 95U

Felo)ldE B Eo] WLAN(wifi_wan_sta): 7]¥ A2 DHCP Z&to]dE Yt}

42 £TE (br-mgmt_xcc_lan)

XCC: 7|28 o2 3] LE AR QA 2T 5 glsyc. 7|E A2 DHCP o] dEen, XCC
£ o|¥] IP+ 192.168.70.125/24 9 Y}, 7] & IP& 192.168.70.254/24%) Y t}. DHCP Z&}e]

dE == DHCP AW=E 2AE & 35y}

al:

FEI/HdeRE 2EE EF2A] AR AA kel whet HAE = sy AR A "uci” CLI H% <&
ol TR WA ohw, AR A AP AA O AR 5 lssy

o] 22 (45 TE & LTE) 7|52 7|2H 22 n|@4 3} 5o Qe n g o3t 3ho] AL§-A7}

& 2913 CLIZ S 24 5hsoF e,

sudo uci set network.cloud_wan.metric="10"
sudo uci set network.lte_wan.metric="30"
sudo uci set network.wifi_wan_sta.metric="'20"
sudo uci commit network

sudo /etc/init.d/network restart

AAS gd5sld A 2"lo] £ E n(cloud wan/eth2), o]ddE B E 9

WLAN (wifi_wan_sta/wlan0) ¥ LTE £ E (lte_wan/wwaHO) Zke] Aoll Z2x]/d9¥] 7] 5 & A
zhal o}

5% .

A4 A= T 85



WLAN 74

WLAN Y E$7 (AP & R X)L ThinkSystem SE3500] 4 7] &4 27 A}-&3}2] ¢t

=yl ZejolgdE
9G] Pauth AgAL A Y= AE B3/ B A3 5 520 XCC GUI(Edge WEH %
ol A) A = W 295 CLIS 59 nEg 4@ & e,

WI-Fi Connectivity ‘@ Enabled .j
Hardware Level Driver Version Board Serial Number IPv4 Address
rti88x2be v5.2.21.5_30361.20181019 105BAD0847CF 192.168.1.9
Method: Client T
SSID: (]
Encryption: WPAZ
Password: sreve (]

JE8167. WLAN 4%

LTE 74

FA VY EY I (LTE)S ThinkSystem SE3500 4 7] &2 2.3 A}-8-3}x] oA AA = 5y}, AL
445 XCC GUI(Edge WIE$ A slo]#]) =& WA 2=$]%] CLIE %3 LTES &43l/9 243}
-31- /~ 01-)—‘—1/]1:]-‘

+ W% 2917 CLIS A$3hed LTE 74¢ 295h4 2.
« LTES A}-g3}8® SIM 7}= PIN W% 9 APN7L 223y},
LTE Connectivity ‘@ Enabled .:l
Hardware Level Firmware Version IMEI| Code IPv4 Address
V125 T77W676.F0.0.0.4.7.GC.017.037 358088081162623 10.91.132.96

JE/68. LTE 4%

BMC WIES${3 22|X|
BMC V[ E 2 BE|x]& o} nl= Qe 9 l % A gste] BM
oh. b A2 47E2] A 0] dlE U 2R "Hw

2% 4 5lee Jul g

C 37 TEJ dAA 25t FAYY
"o e EET XCC e H o] Zof A A

BMC Network Bridge

Mote: The BMC is always accessible from the dedicated Ethernet port.

Enable the EMC to be accessed from these netwaorks:

Port: MNone T
Down Link Ports

Wi-Fi Poris

Up Link Ports

32/69. BMC LIEf/Z 22[Xx]
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C LﬂE—‘Hﬂ Bz"2 FAEL VY EH I AA HA 1~47F A= A5 XCC
[(Edge Lﬂ 173 glo]z) & &3l "DHCP A®"& &7 33l oF e}

M AR LOM 7| x| Oj2] M H
o] AR E A&l FA AHE LOM H7]#] +4& A AA

ek
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g
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HEN3 EE2x| 43

YENI EZEAE BE =27 VES T JIE 243l AR 4

EYI EF 22 A AR A 2E Fs Folshi st 5 A9
ol 2

H = .
s gl Ag Avel 2ol whel,
AB7L BT A2 mE o] s} @ 2R AWE 5 5t

Q98 5 Qe YEND 22 0] 6717 AUk (74 1-5% 4] 9om 74 62
g2 A ol FFs g e

sl#l ™ Lenovo XClarity Controller == W& 2$ %] CLI(SSHE %3] 4

« Lenovo XClarity Controller: Edge VI EY A A EEEX] 53 A=

Edge Device Network Topology

Several network topology presets have been defined to facilitate port assignments on this device for operating as standalone or as cluster

with another local peer device.

Note: changing the topology might disrupt the communication on this device.

lNerork Topology Preset 1 g I
Network Topology Preset 1
Network Topology Preset 2

Network Topology Preset 3

Network Topology Preset 4 Wi-Fi LTE
| Network Topology Preset 5 T
Custom Configuration

fhiddLis

o A 2=9]x] CLI(SSHE %3l 4A]2): sudo set topolog 17938 & A& L.

~ We ake] A2 WA BERAS
So AR A A Do Pk ABE 4 e

s
« LTE/WLAN ¥ KCSE &3 IPMI&= 7| 2H o2 21§ o o3 AAEH, XCCE T8l A2
2 qu oHo]: ‘61-\,]1;],

« AR HEY T EEIEAE HAT Fol A LHo] TE VEHI A

A4 ANae 7y 87
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E/70. AlH] 2010 ZE

Z 23. gtH mf=go] RM/FM EE

A 2E AEl s o] 2 o] F (W 2913 CLICIA AH-4-39)
1] 10 GbE SFP+ MDA gl
2] 10 GbE SFP+ AN oo
3 | 1 GbE SFP eth6
a 1 GbE SFP eth3
5 | 1 GbE RJ45 ethl
6 | 1 GbE RJ45 eth?
1 GbE RJ45 eth4
8] Wi-Fi wlan0
ﬂ LTE wwan0
74 1:

T 1A difEe] REE o (3 S ECPAE] £E)E ARggych. A= ohE A ol Hs)

Ho) AF 5% ATSAD, Ao HEE 7
T4 elA Ag b
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Compute VLAN

s

- o o o

4 Management VLAN (1) A
Compute VLAN (2)
Fail Over VLAN (3)
Cloud \_ Access VLAN (4) /
(- Ethernet Link )
lllllllllll wiFi Link
= = LTELink
\ Internal Link Y,
________________ .

192.168.70.125/24

M

192.18.71.254/24

Access VLAN(DHCP Server Enabled’j‘\

7% XE
ZAE XE 2 2712 10Gb °] e 4l SFP+
XCC #3 2E 1Gb °]j Yl RJ45
g 92 2E(F5 [P 1Gb °J Y RI45
E XE)
H 1= (228 ZEJ} ot == L9 ofHE, 7|2%4e HIZEASE,)
ez 24 |2 209 1Gb oYl SFP
ZE)
H 1o oldyY ryas
H vizan 2p(221M ZETJ} ol == RO ofHE, 7|EZt2 HIEMEHE)
T4 2:
74 204 zE P S8 TE(QJE 295 TE)Z ALFH U Aw A o] 53} wgls x.]]:ﬂ_ 37
U oh 2 Abgeko] Ao what 2ebAyct. LTE 2 WLAN AP 55 2% sl|5 A ol A A& 7} &Yt}
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VLAN Cloud 1
VLAN Cloud 2

VLAN BMC
VLAN X86

VLAN Edge

I 25. 74 2 - 2708 ThinkSystem SE3507} E2[2Ef ZE0A]

E5o= oZE

XE

2 2712 10Gb

o)t Yl SFP+

H oo oly! ryss

x4
A

B vizan ap (22

XCC o8 £E 1Gb o= Yl RJ45

of' ?‘:;L FE(ZZ$ (@ 1Gb 1Y RI45

= B s (2215 ZE5} ol == LHRO| ofHE, 7|2Ze HEAsE)
Ze28 2=(=9] [ 1Gb o949 SFP

2] 7 EE)

E}E—?a ZE(= |l 1Gb °]IY SFP

ZEJL ot == ROl ofHE, 7|22 HIE g

&)

T4 3

74 344 =3 === I
o] =] (EH e A8 Al D E AT
90
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Cloud
VLAN Cioud 1

VLAN Cloud 2

VLAN Cloud 3
VLAN BMC
VLAN X86 F—
VLAN Edge J :

A "

@ Switch/Router_1 - .Switch/Router_Z 1. ®
®. .\ Y /
@

F 26. P& 3 - 3749 ThinkSystem SE3507} S2{AEl BEOIA S5O o1ZE

7] % XE

ZAE XE 2 270 4] 10Gb ©]H ¥l SFP+
XCC #e £E 1Gb °]edl RJ45

dHa z=(EHS | 1Gb o1 Y RI45

Z XE)

H o= (228 ZE71 ot == Lol ofRE|, 7|EZ2 HIEAMSE,)

YL TE(2 2 2702 1Gb °]¥ Y SFP
4

t2g= 2E (= | 1Gb o]t ¥ RJ45
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4 Management VLAN (1) A

Compute VLAN (2)
Fail Over VLAN (3)
Cloud \__ Access VLAN (4) J
/- Ethernet Link N
/
Compute VLAN | e, WiFi Link
=— = LTELink
\: Internal Link Y,
‘ s TTEEEEEEEEEEET N
f 1
1 1
| 192.168.70.125/24 I
!| : ‘ !
M) I
= |
192.168.70.100/24  ,
4 Access VLAN(DHCP Server EnabledT

192.18.71.254/24

- o

F27. 7Y 4 - WLAN EEJ} o2/3T o ZX[= ZHZ 5}

7% XE

ZAE XE H 2 H 272 10Gb °]5 4l SFP+
XCC %3 2E 1Gb °]9 4l RJ45

3 %_ZL)EE(%EH)— A 1Gb o= 9 RJ45

E¥XE

B wiav 22toleE (B2 ZETJL ot

B o= (225 ZEJ} ot = L{R 9

TE WRo ofHH, 7|EuS

offiE], ZIE2Z2 HIZYEE)

1]
0%
1ol

o

=2 2E(x |H % 2x GbE SFP
zE

H 1co oldyY ryss

T4 5:

T4 59l LTE/WLAN 7|52 AUt A= 4 34 o Aqak 2rd gy},
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HE 28. 74 5 - 0]22° WLAN E2f0/2EJ} HE/T B0 ZX|Z HZEf

71 % TE

ZAE XE 2 E 2712 10Gb °] e ¥l SFP+

Ed 224 74 (2 1 GbE SFP

P AA §E, E

ol zE=12 |[H % P 1 cbE rRI4S

HEZ 293¢k f74h

A8 A 74 B WLAN (== oF o] e, A LE7} obd, 7] 23HE A <k
XCC #e £E 1Gb o5l Yl RJ45

g 932 2E(Z9S |fILTE(EYA TE7} obd = R o o e, 7] 232 v 24 3}g)
= ¥E)

SR st Aol §le A, ARSA A TS AR S 8l
e AdEsts das @& Foll WA 2993 CLIE S 24& H7dst
o] | s AL

E 29. PN 6- A2 XE 7N

D&tk 87 AR fA AR A
£ 7ol 7bg E5UTh. ot

# Disable DHCP server on Down Link ports
sudo uci set dhcp.lan.dhcpvd=disabled
sudo uci commit dhcp

sudo /etc/init.d/dnsmasq restart

# Includes physical ports into Down link

# Refer to Wired/wireless table in the manual for the detailed interface name
sudo uci set network.edge _lan.ifname="eth1 eth3 ethé'

sudo uci commit network.edge_lan

sudo /etc/init.d/network restart

# Configure static IP of Down link ports

sudo uci set network.edge_lan.proto=static

sudo uci set network.edge_lan.ipaddr=192.168.70.254
sudo uci set network.edge_lan.netmask=255.255.255.0
sudo uci commit network.edge_lan

sudo /etc/init.d/network restart

# Save the change into custom preset

sudo save_topology_config

# Change to custom preset (Or go to XCC web,”Edge Networking”, select “custom configuration”)

sudo set_topology 6

A 4 7. A 2~H

;I_L
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A AR A A W EE 2eld P LOM 714 74 AY 2995 CLI" 94301 x] <]
T EAR o] T AA L

BMC HIES{3 E2|X]|

BMC Y EH 3 Bex] & o} vl E A A o] 25 =5t BM
o} ohg st 2 47kA] SAo] ey T ERe "Rl

28 5 ges oul g

Eo a4 2ats 7YY
= XCC <18 0] 2] oA

BMC Network Bridge

Mote: The BMC is always accessible from the dedicated Ethernet port.

Enable the BMC to be accessed from these nefworks:

Port: Mone h
' Down Link Ports '
Wi-Fi Ports

Up Link Ports

2E/71. BMC LIEf/Z Z2[x/

2MLOM If7|X] =M LHES A 9|X| CLI

o] AR E ALgsl A LOM FH7]x A4S AA A L.

UCI(&# 74 dEdo]2)E AHE3l 74 LOM 71 A 8 A 2E T34 A L.

WA 293 CLIE 38 TE A SSHE 3l AA AT = 9)x]ut AE F4(192.168.70.254) =
g3 ok o

« A&7} o] & oper

« ¢E: (XCCo 22 HE AR

M Cl|Aa=g0]

A8 FA T s e] A4S EAISE of o] B A& s Al L.

+ sudo uci show — A A A28 FA T A

+ sudo uci show config_profile — B ¢l Ho]2e] EA A =2 1 4]

+ sudo uci show config_profile.interface — &4 lg]dF|o]2e] A Z 2 F A

+ sudo uci show config_profile.interface.configName — &5& 4 A& :FA]

# 30 & ==Z

zzg 74 A

dhcp DHCP ¥ DNS 24

firewall W3 (NAT), A7 2e], £ E 99 A4
HESY = 2913], dE ol L, BH-E 74

Al FA AdA 9 wifi MEYI A 9
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F 31. Z& 2lE{hlof~

e o] 2 o] F v
mgmt_xcc_lan XCC dA| 2 A8 £E
edge_lan tdeega ¥ E

cloud_wan

I XE (gho]of2el)

x86_lan 0S A4 Y 10Gb £E (Windows A&
"LOMI1-Switchboard"#}3 3})
Ite_wan 4G LTE £E

wifi_lan_ap

WLAN £E (AP 2=

wifi_wan_sta

WLAN ZE (XHo]Ad =

R RE

sudo uci show network
sudo uci show network.edge_lan

sudo uci show network.edge _lan.ipaddr

7Y MY
Z 32. DHCP A{t{ 7& (ZZ2Z dhcp)

?_

S|

.

sudo uci set dhcp.<name>=dhcp

-

sudo uc

.

sudo uc

=

sudo uc

-

sudo uc

.

sudo uc

—

sudo uc

.

sudo uc

i

sudo uc

.

sudo uc

=

sudo uci set dhcp.<name>.ra=<ra>

.

sudo uc

=

sudo uci set dhcp.<name>.ndp=<ndp>

—

sudo uc

.

sudo uc

-

sudo uc

.

sudo uc

-

sudo uc

commit dhcp

set dhcp.<name>.ignore=<ignore>

set dhcp.<name>.interface=<interface>

set dhcp.<name>.start=<start>

set dhcp.<name>.limit=<limit>

set dhcp.<name>.leasetime=<leasetime>

set dhcp.<name>.dynamicdhcp=<dynamicdhcp>
set dhcp.<name>.force=<force>

set dhcp.<name>.netmask=<netmask>

set dhcp.<name>.dhcp_option=<dhcp_option>

set dhcp.<name>.dhcpvé=<dhcpvé>

set dhcp.<name>.ra_default=<ra_default>

add_list dhcp.<name>.dns=<dns>

add_list dhcp.<name>.domain=<domain>

set dhcp.<name>.ra_management=<ra_management>
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Z 33. HHEHF (A=)

ol & Type 45 7183 A

ra_default A4 oly e 0 712 g2} 9l 3
A9 1Pve F27}
02 A5, == 7]
2 ZFE7F AR
Ao IPv6 FL2+ ¢
A1) F 7kA] 23
B o] =7 o
+ 7% (2) ¢l RA #
Az 2] 7)1 Gf-E
o] AR«

dns i | oly e STy 22 % DNS A

=gl A oy e e 2x %l DNS =# ¢l

e oA

I 34. DHCPv4 Alt{ 7+4&

x86/WiFi AP/A & #32] X EQ| t}H A/ F AL F45+E DHCPv4 AW S FA

tfega £ E [P T W9 1~100

# sudo uci set dhcp.edge.start="1"
# sudo uci set dhcp.edge.limit="100"
# sudo uci commit dhcp

# sudo /etc/init.d/dnsmasq restart

# sudo uci set dhcp.x86.start="1"
# sudo uci set dhcp.x86.limit="100"
# sudo uci commit dhcp

# sudo /etc/init.d/dnsmasq restart

B 2] =3(X8671#]) ] IP &+ W 9]: 1~100(AFA 2 A 5 x86_lan & H o] ¢1-&): 1~100

WiFi AP R=(WiFi7} 2ol Rx=gbA 43 ALA AA = A9 Ae)): 1~100
# sudo uci set dhcp.wifi_lan_ap.start="1"
# sudo uci set dhcp.wifi_lan_ap.limit="100"
# sudo uci commit dhcp

# sudo /etc/init.d/dnsmasq restart

g A TEL P 2 B 1~100
sudo uci set dhcp.lan.start="1"
sudo uci set dhcp.lan.limit="100"
sudo uci commit dhcp

sudo /etc/init.d/dnsmasq restart

P &8 AR A (Z2F: Y EYF)
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. IP BB 45 7Y (Z2E: HEYT)
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sudo uci
sudo uci
sudo uci
sudo uci

sudo uci

-

sudo uc

-

sudo uc

-

sudo uc

sudo uci

.

sudo uc

—

sudo uc

.

sudo uc

—

sudo uc

.

sudo uc

-

sudo uc

ey

sudo uc

set network.<interface>=interface

set network.<interface>.ifname=<ifname>

set network.<interface>.proto=static

set network.<interface>.ipaddr=<ipaddr>

set network.<interface>.netmask=<netmask>
set network.<interface>.gateway=<gateway>

set network.<interface>.broadcast=<hroadcast>
set network.<interface>.dns=<dns>

set network.<interface>.ipbassign=<ipbassign>
set network.<interface>.ipbhint=<ipéhint>

set network.<interfacey.ipbifaceid=<ipéifaceid>
set network.<interface>.auto=<auto>

set network.<interface>.force_link=<force_link>
set network.<interface>.macaddr=<macaddr>

set network.<interface>.mtu=<mtu>

set network.<interface>.metric=<metric>
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I 37. x86/WiFi AP/X& Bl ZES| L} 22/ F /L= 20 LYzt /2 IP =3

x86/WiFi AP/A % #2] XTE t}-&H A/ H 30 3 7| & 1P 4

+3¥3 FEF 192.168.71.254% F4
# sudo uci set network.edge_lan.ipaddr='192.168.71.254'

# sudo uci commit network
# sudo /etc/init.d/network restart

# sudo uci set network.x86_lan.ipaddr='192.168.73.254'
# sudo uci commit network
# sudo /etc/init.d/network restart

B2 =3(X86° AZ)E 192.168.73.254(AFA A Azl 55 x86_lan e FH o] 27} ¢l 2 FA A L.

WiFI £E 74 (AP 2=, Ak A4k 4+ 2 o)A Z=91): 192.168.74.254
# sudo uci set network.wifi_lan_ap.ipaddr="192.168.74.254'

# sudo uci commit network
# sudo /etc/init.d/network restart

A§ 8] TEE 192.168.70.254% 74
# sudo uci set network.mgmt_xcc_lan.ipaddr="192.168.70.254'

# sudo uci commit network
# sudo /etc/init.d/network restart

eth3 ¥ eth6 edge_lan<s A A A L.

# show interfaces in edge ports

sudo uci show network.edge_lan.ifname

# Remove eth3 and ethé from edge_lan.ifname
sudo uci set network.edge lan.ifname="eth1’

sudo uci commit

sudo /etc/init.d/network restart
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sudo uci set wireless.radio0.type=<type>

sudo uci set wireless.radio0.channel=<channel>
sudo uci set wireless.radio0.hwmode=<hwmode>
sudo uci set wireless.radio0.htmode=<htmode>

sudo uci set wireless.radio0.disabled=<disabled>
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oy HT40 802.11n ¥
802.11ac =4

A Ad & AA
dyc}. 7@ 3
< HT20, HT40-,
HT40+, HT40 =&
VHT20, VHTA40,
VHTS80, VHT1609]
Yt} NOHTE 11n
< v 3.

b2 1 12 4R A5 $5
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Z 40. J/2 ML &AZ

802.11n EEA 74 7|55 AH&sted, 7]& Ad& 118 AAAA L
sudo uci set wireless.radio0.channel="11"
sudo uci set wireless.radio0.hwmode="11n"
sudo uci set wireless.radio0.disabled="'0"

sudo uci commit wireless

sudo wifi
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Z 41. FM 2IE{mfo[~

sudo uci set wireless.default_radio0.encryption=<encryption>
sudo uci set wireless.default_radio0.ssid=<ssid>

sudo uci set wireless.default_radio0.mode=<mode>

sudo uci set wireless.default_radio0.key=<key>

sudo uci set wireless.default_radio0.network=<network>
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WPA 7] & SefoldE

o] % 7)1 &7F A

eap_type () 4T EAP ZE2EETS Zt]?‘f}tﬂl
7} 6& S EAP- TLS«] 39 tls
°]_1_ EAP-PEAP® 7% peap =

= ttlsg Y},

auth MSCHAPV?2 “auth=PAP” /PAP/MSCHA-
PV2 - A58 28 (47) 5
HE& Ao, eap_type®] peap =
Sliea Ao A e

Al & (=) F F AET EAP AE

g3 ($1%) EAP 5 T A5E 43

ca_cert (g) dZE& 98 CA A7} AH43 A
25 AA4EY

client_cert ($1+5) A= A3l AR ZEteldE AT
A5 A EY

priv_key () AZo AHg= AN 7] 9 d ARE
2|4 slH, eap_type©] tlsE AA =
73 $-ollut A& 7 F o)

priv_key_pwd (=) Ml 7] sk o] Aa< A AsH]
g ¢35 & priv_key 2} 37 A}§-3)
= Aol AEgyc}

Z+31: Active Directory A ¥ &} 374 WPA 7] ¢ %é PEAPE A3l A%, "auth" S
“auth=MSCHAPV2” =X “auth=PAP” & = o] o} Yt}

o2 oA

Z 43. 2M Z2f0/9E 2=

FAE 2eold RER T4, SSIDZF WPA2 712l Hoda-WF2G-TEST? APE A3} 2.

sudo uci set wireless.default_radio0.encryption="psk2’

sudo uci set wireless.default _radio0.ssid="Hoda-WF2G-TEST'

sudo uci set wireless.default_radio0.mode="sta'

sudo uci set wireless.default_radio0.key="hodaka#1'

sudo uci set wireless.default_radio0.network="wifi_wan_sta'

sudo uci commit wireless

sudo wifi

AL 2Ylold REE FA s, SSID7F WPA2 7] Hoda-WF2G-TEST?l APE dA3}4A L.

sudo uci set wireless.default_radio0.network="wifi_wan_sta'

sudo uci set wireless.default_radio0.mode="sta’

sudo uci set wireless.default_radio0.ssid="Hoda-WF2G-TEST'

sudo uci set wireless.default _radio0.encryption="wpa2’

sudo uci set wireless.default_radio0.doth="1"

sudo uci set wireless.default _radio0.eap_type="peap’
sudo uci set wireless.default_radio0.auth="EAP-MSCHAPV2'

104  ThinkSystem SE350 % ThinkSystem SE350 <l & & #] A %]

Qb A




Z 43. FM EE[0/9E BE (HF)

sudo uci set wireless.default_radio0.identity='123"
sudo uci set wireless.default_radio0.password="123"
sudo uci commit wireless

sudo wifi

LTE 24 +4

HZ 44. LTE 43 74

?_

5]

sudo uci set network.lte_wan.apn=<apn>

sudo uci set network.lte_wan.pincode=<pincode>
sudo uci set network.lte_wan.username=<username>
sudo uci set network.lte_wan.password=<password>
sudo uci set network.lte_wan.pdptype=<pdptype>

sudo uci set network.lte_wan.auth=<auth>
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sudo uci set network.lte_wan.pincode='0000"
sudo uci set network.lte_wan.apn="testapn'

sudo uci set network.lte_wan.username="'Namel’
sudo uci set network.lte_wan.password="Password’
sudo uci commit network

sudo /etc/init.d/network restart

27| ¥ UELI| 7y
Z 46. Jfx<2] & L2Lf7] 74

WA 29 1AL 22 PCE Wi L.

# Generate backup
sudo sysupgrade -b /tmp/backup.tar.gz

ls /tmp/backup.tar.gz

# Download backup

scp oper@192.168.70.254://tmp/backup.tar.gz ./
o] Mol XA A 2825 22 PCollA HEslAA L.

# Upload backup

scp backup.tar.gz oper@192.168.70.254://tmp/backup.tar.gz

# Restore backup
ls /tmp/backup.tar.gz

sudo sysupgrade -r /tmp/backup.tar.gz

sudo reboot

4% ¥ "home" ¥ "etc" T/} =¥
t}A] ¢+F Y o} tar cufz backup.tar.gz

X
s

LHZ 29ix12] HAlo] ¢a0|=
1. XEES BMC $8] £Eo] dZ33, =EE ipS "192.168.70.xxx" 2 A3 A &
2. scp® B3l FeholdBol A 2913 REZ oful A& AN L.
* [Linux OS] $> scp -o StrictHostKeyChecking=no -0 UserknownHostsFile=/dev/null
./se350-hyl403g-r378-bd144013.bin.sign oper@192.168.70.254://tmp/

* [Windows OS] .\pscp.exe -scp .\se350-hyl403g-r378-bd144013.bin.sign
oper@192.168.70.254://tmp/

3. 2=$1x]¢] CLIY $1& FWE ¢l dlo]E s} A1 2 ("sudo sysupgrade -n"8l 4 2E AA L T3
718z g AP Yc}.) $> sudo sysupgrade /tmp/se350-hyl403g-r378-bd144013.bin.sign
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LHZ 29ix]12] ¥ 7 M0l CHst nH 2 E
Zel9= TEA BH8 A A9, FASE TEAA BE AR A EdolE Ee] U
2 AC)Eo) S Yoi & AU, Be] TER Foplt WET Edge Fehee =
A =7 wEel, A A F2E (3 ip AlZHE A A) WA 2% ipell dé% T
$o s 29 TES B8 A A5, "2 ASE"S Fbstel A 29
TAE &3 WS RgFYct
#.If ip domain of management port is "172.18.x.x", with default gateway "172.18.221.254".
#.To force traffic targets to 172.18.0.0/16 & 10.0.0.0/8 to go through gateway 172.18.221.254
sudo uci set network.rtmgmti=route
sudo uci set network.rtmgmtl.interface="mgmt_xcc_lan'
sudo uci set network.rtmgmt1.target='172.18.0.0"
sudo uci set network.rtmgmt1.netmask="'255.255.0.0"
sudo uci set network.rtmgmt1.gateway='172.18.221.254'
sudo uci set network.rtmgmt2=route
sudo uci set network.rtmgmt2.interface="mgmt_xcc_lan'
sudo uci set network.rtmgmt2.target="'10.0.0.0"
sudo uci set network.rtmgmt2.netmask="'255.0.0.0"
sudo uci set network.rtmgmt2.gateway='172.18.221.254'
sudo uci commit
sudo /etc/init.d/network restart
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E 47. JlZ g3 4F

?.

M

sudo uci set firewall.@defaults[0].input=<input>

sudo uci set firewall.@defaults[0].output=<output>

sudo uci set firewall.@defaults[0].forward=<forward>
sudo uci set firewall.@defaults[0].syn_flood=<syn_flood>

sudo uci set firewall.@defaults[0].drop_invalid=<drop_invalid>

IF 48. OjfE+
o]l & Type 25 VAR 4 A
99 A oly g A K I Fo INPUT
AL A PN
A4 43 4] 2.
=9 AR ol B e ¢ OUTPUT
A<lel) o3 AL
SEETRES
goz 249 b8 A% e Eo
FORWARD =] al
o i3 ML = A
3} 41 4] 2.
syn_flood ne ol 0 Al E8= B
3 7% A%
(synflood_protect
CEE BRI
2] A =)
drop_invalid B o}l 0 Z3= 3 (o o
2= 4 944 ¢
<)
=
e oA
I 49. ZE oA/
sudo uci set firewall.@defaults[0].input=ACCEPT
sudo uci set firewall.@defaults[0].output= ACCEPT
sudo uci set firewall.@defaults[0].forward= ACCEPT
sudo uci set firewall.@defaults[0].syn_flood=1
sudo uci set firewall.@defaults[0].drop_invalid=1
sudo uci commit firewall
sudo /etc/init.d/firewall restart
Mgl %7}
ol Ade HaE e B L9 g Ay g 02 e A9 g Solg e 2oy
of o 71 e Ao, FOR FAL dol ve ched vES T 2 Adkw Ede od P
debguth A48 WEQ AL A JAdA 4§ 5T IEYAE BelF
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sudo uci add firewall zone

sudo uci set firewall.@zone[-1].name=<name>
sudo uci set firewall.@zone[-1].input=<input>
sudo uci set firewall.@zone[-1].output=<output>
sudo uci set firewall.@zone[-1].forward=<forward>

set firewall.@zone[-1].masq=<masq>

-

sudo uc

iy

sudo uci set firewall.@zone[-1].mtu_fix=<mtu_fix>

set firewall.@zone[-1].network=<network>

-

sudo uc

.

sudo uci set firewall.@zone[-1].family=<family>

.

sudo uci set firewall.@zone[-1].masq_src=<masq_src>

—

sudo uci set firewall.@zone[-1].masq_dest=<masq_dest>

set firewall.@zone[-1].conntrack=<conntrack>

.

sudo uc

-

sudo uci set firewall.@zone[-1].log=<log>
sudo uci set firewall.@zone[-1].log_limit=<log_limit>

udo uci commit firewall
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Z 51. HHEHF (A=)
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i
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Family (A &%) =24 oly g 0 iptables 3% &
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IE 52. ZIE 04/

sudo uci add firewall zone

-

sudo uci set firewall.@zone[-1].name=test

set firewall.@zone[-1].input=ACCEPT
set firewall.@zone[-1].output= ACCEPT
set firewall.@zone[-1].forward= ACCEPT

set firewall.@zone[-1].masq=<masq>

iy

sudo uc

=

sudo uc

-

sudo uc

=

sudo uc

pir

sudo uci set firewall.@zone[-1].mtu_fix=<mtu_fix>

.

sudo uci set firewall.@zone[-1].network=<network>

i

sudo uci set firewall.@zone[-1].family=<family>

.

sudo uci set firewall.@zone[-1].masq_src=<masq_src>

-

sudo uci set firewall.@zone[-1].masq_dest=<masq_dest>

.

sudo uci set firewall.@zone[-1].conntrack=<conntrack>

=

sudo uci set firewall.@zone[-1].log=<log>

-

sudo uci set firewall.@zone[-1].log_limit=<log_limit>

sudo uci commit firewall

sudo /etc/init.d/firewall restart

M Z9d F71

4°ﬂHEﬂﬂﬂ

AGe AW 5 9 HU
s sen i

sudo uci set firewall.@zone[-1].src=<src>
sudo uci set firewall.@zone[-1].dest=<dest>

sudo uci commit firewall

F 54. D4+
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Z 55. ZE ofA/

sudo uci set firewall.@zone[-1].src=test
sudo uci set firewall.@zone[-1].dest=lan
sudo uci commit firewall

sudo /etc/init.d/firewall restart

M ZE ME F7}
¥E ¥ (DNAT) = o dAd Ao A FUct. iz 7237 A 354A A A5 L2 o o o
oot RE LS AH Y 52EE o) 5. £F I GHL BE "FE TP 3"
7 w2 G A glHU . TE W9 E 6666:66709 o] A zhEe g A A E o] gLt o=
iptables *+&3 F+AFE Y ¢}
I 56. M EE XEF =T/
TE
sudo uci add firewall redirect
sudo uci set firewall.@redirect[-1].enabled=<enabled>
sudo uci set firewall.@redirect[-1].name=<name>
sudo uci set firewall.@redirect[-1].proto=<proto>
sudo uci set firewall.@redirect[-1].src=<src>
sudo uci set firewall.@redirect[-1].src_mac=<src_mac>
sudo uci set firewall.@redirect[-1].src_ip=<src_ip>
sudo uci set firewall.@redirect[-1].src_port=<src_port>
sudo uci set firewall.@redirect[-1].src_dip=<src_dip>
sudo uci set firewall.@redirect[-1].src_dport=<src_dport>
sudo uci set firewall.@redirect[-1].dest=<dest>
sudo uci set firewall.@redirect[-1].dest_ip=<dest_ip>
sudo uci set firewall.@redirect[-1].dest_port=<dest_port>
sudo uci set firewall.@redirect[-1].reflection=<reflection>
sudo uci commit firewall
I 57. Of7fH
vl 7] & Type DI 71 &3 A
g e ofu L 1 EE g 32 A5
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o8 24 ofu e s e g4 15 o) F.
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Z 57. HHEF (A=)

vl 7] & Type DIl 71 &3 A
DNAT + ¥£2]¢ JF
231y )
dest_port FE =49 oly 9L DNATS] 7% 944
A Sojet Eee
SERENSSE R
FE2 v 94 oy
Al Q.. SNAT® A%
Edgs Yadl £
B PR PR
d ¥E £ Wl
o] A4 5 glen]
(4l: '5000-5100"),
(b)) 3 o] )
t gold LEEX A
49 5 gy
W7 Be b e 1 o] 2el ¥ Ao o3
NAT ubA-& &4 3)
39 A L. - DNAT
e A& e F
Y},
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Z 58. htto(HTTPSE O}E) ECNEIS 192.168.1. 100)/A] A 88E[/27 /= BIA{H{Z Z &/ EIBfLICY.
sudo uci add firewall redirect
sudo uci set firewall.@redirect[-1].enabled=1
sudo uci set firewall.@redirect[-1].proto=tcp
sudo uci set firewall.@redirect[-1].src=wan
sudo uci set firewall.@redirect[-1].src_dport=80
sudo uci set firewall.@redirect[-1].dest=lan
sudo uci set firewall.@redirect[-1].dest_ip=192.168.1.10
sudo uci commit firewall
sudo /etc/init.d/firewall restart
M EE 3= 7}
XE ¥Y(DNAT) = go A AAdoA AUk, Az 72 2 dx]54A A A 5 &2 o o o
Soler REEPL A Y EX2ER o) F Pt £g YU BE "FE 2" g "
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F 59. M ENE FE F=I}

?.

M

add firewall rule

.

sudo uc

set firewall.@rule[-1].enabled=<enabled>

-

sudo uc

set firewall.@rule[-1].name=<name>

.

sudo uc

set firewall.@rule[-1].family=<family>

-

sudo uc

iy

sudo uci set firewall.@rule[-1].proto=<proto>

set firewall.@rule[-1].src=<src>

-

sudo uc

.

sudo uci set firewall.@rule[-1].src_mac=<src_mac>

-

sudo uci set firewall.@rule[-1].src_ip=<src_ip>

-

sudo uci set firewall.@rule[-1].src_port=<src_port>
set firewall.@rule[-1].dest=<dest>

set firewall.@rule[-1].dest_ip=<dest _ip>

i

sudo uc

-

sudo uc

.

sudo uci set firewall.@rule[-1].dest_port=<dest_port>

-

sudo uci set firewall.@rule[-1].target=<target>

.

sudo uci set firewall.@rule[-1].weekdays=<weekdays>

set firewall.@rule[-1].monthdays=<monthdays>

-

sudo uc

-

sudo uci set firewall.@rule[-1].start_time=<start_time>

-

sudo uci set firewall.@rule[-1].stop_time=<stop_time>

set firewall.@rule[-1].start_date=<start_date>

.

sudo uc

.

sudo uci set firewall.@rule[-1].stop_date=<stop_date>
sudo uci set firewall.@rule[-1].utc_time=<utc_time>

uci commit firewall

& 60. O3

W 7 W S Type Q5 71827 [ A4
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ol & <24 oly & bR T3 35 o .
Family (A &) | =214 oly o o]l iptables F#3& WA 22 € F Family (A
E3) (ipv4, ipvb ).
zZzE ZEEF IR EE |[°lHL tcpudp | Ae|A Z2 EZ S ALLE)] Sojot EF
H3 =3 dxA Y}, tep, udp, tcpudp,

udplite, icmp, esp, ah sctp ¥ vy =
FEE AR 2R 3t e

2 e 27 ol 2 5 5

/etc/protocolsﬂ]’ﬂ U Z3EF o]|E%
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F 61. XNFE SAE FSLE PIZGlE=E BE HZ A5 AfEFEILICE.

sudo uci add firewall rule

sudo uci set firewall.@rule[-1].enabled=1

sudo uci set firewall.@rule[-1].src=lan

sudo uci set firewall.@rule[-1].dest=wan

sudo uci set firewall.@rule[-1].dest_ip=123.45.67.89
sudo uci set firewall.@rule[-1].target=REJECT

sudo uci commit firewall

sudo /etc/init.d/firewall restart

A 22 NAT 7}
£22NATE % H2& A7Aske] A 2915 A2do] 7o) £22 Ro 2% o)
3 oAl

Z 62. UDP %' TCP Ecf=l0ff L5t 222 NAT X/ &

P 2 10.55.34.85 Y] Z2=E A & E 12327 ©]5% UDP % TCP EdjZ o t)d &2 NATE A
sH Al 2

AA FAE 63.240.161.992 MEMEIQSLICH.

O_l.f

sudo uci add firewall redirect

set firewall.@redirect[-1].enabled=1

set firewall.@redirect[-1].src=lan

set firewall.@redirect[-1].src_ip=10.55.34.85
set firewall.@redirect[-1].src_dip=63.240.161.99
set firewall.@redirect[-1].dest=wan

set firewall.@redirect[-1].dest_port=123

set firewall.@redirect[-1].target=SNAT

sudo uci commit firewall

.

sudo uc

=

sudo uc

—

sudo uc

.

sudo uc

-

sudo uc

.

sudo uc

-

sudo uc

sudo /etc/init.d/firewall restart

OpenVPN Z22|0|HE AMH
o] AR E A§3}d Open VPN o] dE HA & H L34 A L.

OpenVPN Z&o|dE AA &

« FEE XERIHY 9472) 7 AA=H 5

« SE3509] A|2¥ x| 7ke] AU H(XCC ¢ UlddlA L2 Adk 2 A &al),
+ SE3502 OpenVPN(SSL VPN) Zgte]dExt 2] 3},

« VPN AA Ao VPN Au]2 AFdae 74 L& 234 L.

o

VPN A 8] 2 FF A7} A g3t OpenVPN 74 3 (4l: my-vpn.conf ¥ pass.txt) < 7}4 2
g o3& FPsIAA L.

A §57] A SE3500) hg AA 2% FFoHeA] HAsHAIA L,

24 1. SCPE AFg3lo 34 31 (my-vpn.conf ¥ pass.txt)-& /home/oper/openvpn/ el A&},

oper@OpenWrt:~$ scp jackshih@192.168.70.200:/home/jackshih/my-vpn.conf /home/oper/openvpn/my-

vpn.conf

A4 A" A
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oper@0penWrt:~$ scp jackshih@192.168.70.200: /home/jackshih/pass.txt /home/oper/openvpn/pass.txt
3 OpenVPNE| 'config' ¥4 WAl 14 g o] 5L AL = dFYh
oper@penlrt:~$ sudo uci set openvpn.custom_config.config="'/home/oper/openvpn/my-vpn.conf’
oper@0penWrt:~$ sudo uci commit openvpn
9A 2. VPN Feo]dEE A& A}
oper@penlrt:~$ sudo uci set openvpn.custom_config.enabled="1"

oper@OpenWrt:~$ sudo uci commit openvpn
2A 3. vEYI A9EHE FAAFY.
#3: VPN Zeboldl =9 W E 2 Qlejso]2 o] F2 VPN 74 shale] el 4x) & sez
gy}, o & £ "dev tun0"°] my-vpn.confel] ¢ "tun0" 2= A s oF ).
oper@penlrt:~$ sudo uci set network.vpn.ifname="tunnel_name'
oper@Openkrt:~$ sudo uci commit network
oper@0penWrt:~$ sudo /etc/init.d/network restart
A 4. A8 2=ZE o} A] A ZsEA] A L oper@Openkirt:~$ sudo /etc/init.d/openvpn restart
SHA 5. 2 Z Fof gl o] o] F (el "tun0") & Felste] IP F4F dEA] FAF Y.

29 A Hi=
Ao £ AAE MEE o B A SAE ST 5 P

Al Jtsst 29 A

e Microsoft Windows Server

¢ VMware ESXi
Z3: VMware ESXI¢] H-8 =glo]H: VMware ESXi ¥ 219 AL YFA o e} EA
M.2 el sl gyt o FAH ) JRF ot Lenovo 214 § HT5122012] W&

& FxshA L.

* Red Hat Enterprise Linux
* SUSE Linux Enterprise Server

AF-& 753 =9 A A AA E=: https://lenovopress.lenovo.com/osig.

E3 7|4 HY=E
R S
g bR =T
— Lenovo XClarity Administrator

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/compute_node_image_
deployment.html

— Lenovo XClarity Essentials OneCLI
https://pubs.lenovo.com/Ixce—onecli/onecli_r_uxspi_proxy_tool
— SCCM+# Lenovo XClarity Integrator ®WlZ 2 (Windows v+ A|A] A-&)
https://pubs.lenovo.com/lxci—deploypack—sccm/dpsccm_c_endtoend_deploy_scenario
- e A
A g N =T
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https://support.lenovo.com/us/en/solutions/ht512201-lenovo-m2-drives-supported-with-vmware-esxi-70-lenovo-thinksystem-and-thinkagile-servers
https://lenovopress.lenovo.com/osig
http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/compute_node_image_deployment.html
http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/compute_node_image_deployment.html
https://pubs.lenovo.com/lxce-onecli/onecli_r_uxspi_proxy_tool
https://pubs.lenovo.com/lxci-deploypack-sccm/dpsccm_c_endtoend_deploy_scenario

— Lenovo XClarity Provisioning Manager
A o} 335 = LXPM A A 2] "OS Ax]" AA (https://pubs.lenovo.com/Ixpm—-overview/)
— Lenovo XClarity Essentials OneCLI
https://pubs.lenovo.com/lxce—onecli/onecli_r_uxspi_proxy_tool
— SCCM<¥ Lenovo XClarity Integrator | ¥ 3 (Windows ¢ A A&

httpsi//pubs.lenovo.com/lxci—deploypack—sccrn/dpsccm_c_endtoend_deploy_scenario

=S =
Qe £ BAZT 5 g AL ob ARl ek NG 05 FF A5G R EFL o=
Bxoho] £4 AT FELL MEFUA L
1. https://datacentersupport.lenovo.com/solutions/server—os 3| ] X] 2 o] F 34 A L.
2. B E8F A &9 AAE A5t Resources (&) 5 Y342
3. "OS Ax] 7ho] =" of & Fhol A x| & FHFAAL. 2 o} F x| ol ubg} & AA )
% 2 kg )

REEFETTS

AHE ARG TS BAT Tt AA v Y& medshs o] 54

S AW P @ ad AT W E RS

. e ZEAA

Lenovo XClarity Controller SlE]d|o]| 25 F3) #a] Z2 A4 FAS WS = 5y}, #dg =
EAA T g B FHE AFE AR oS FEIAHAL.
https://pubs.lenovo.com/lxcc—overview/o A A8 ¢} T3 5= XCC A A2 "BMC ++4 ¥

o A

Al o]l Lenovo XClarity Essentials OneCLI®|A] save 93 &
29 = QI HFUT). save WH ol Tt AA T AR of2 o] HES FREAAL.
https://pubs.lenovo.com/lxce—onecli/onecli_r_save_command
« =9 AA
Sl AA D AW AEA dolE skl d ALgabe) wgl e AgahiAlL

VPD(Z M= dlolE]) OI0IE

Al ="l o] 7] AA o] F o= A4t ¥l 9 UUID (Universal Unique Identifier) 2} 2 5 VPD (2
F AF dlole) & gdlo]EE 5 9JF Yt}

UUID(Universal Unique Identifier) SL|0|E
4 3l+= 7§ UUID(Universal Unique Identifier) & QG dle]EE 5= )5},

UUIDE gUo]ET 4 9+ F 7}x] v o] 9 &},

« Lenovo XClarity Provisioning Manager ¢l 4]

Lenovo XClarity Provisioning Managerﬂ]/ﬂ UUIDE g dl°] Esl= .
1. AWE AJ=slar 3w o] 2|2 ¢ whel 7] & FEA A L. (RRAIZE &2 htt p s://pubs.lenovo.com/
Ixpm—overview/ oA A2} 3 3HE+= LXPM Argae] "A| 2" AAE A AI L) 7| EH S

= Lenovo XClarity Provisioning Manager ¢l ¥ 3| o] 27} Z A=},

2. AF B 5ol DL AS FEE YA L,
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https://pubs.lenovo.com/lxpm-overview/
https://pubs.lenovo.com/lxce-onecli/onecli_r_uxspi_proxy_tool
https://pubs.lenovo.com/lxci-deploypack-sccm/dpsccm_c_endtoend_deploy_scenario
https://datacentersupport.lenovo.com/solutions/server-os
https://pubs.lenovo.com/lxcc-overview/
https://pubs.lenovo.com/lxce-onecli/onecli_r_save_command
https://pubs.lenovo.com/lxpm-overview/
https://pubs.lenovo.com/lxpm-overview/

3. A% 2.oF slo] x| el 4 VPD el EE Fe el L.
4. UUIDE ¢dl°|EsAA L
« Lenovo XClarity Essentials OneCLI | A

Lenovo XClarity Essentials OneCLI+= Lenovo XClarity Controller®l]4 UUIDE A& ¥},
o5 94 F sl E A 935t Lenovo XClarity Controllerel] @A 23l3 UUIDE A A ]—’\1/‘]

o A28 (el LAN B KCS(GIBE 24 2ehal) A 2) o) 4 2%
— A A 2H"ld Ao 7 AAXA(TCP/IP 74
Lenovo XClarity Essentials OneCLI9 A UUIDE o] Est= 7%
1. Lenovo XClarity Essentials OneCLIZS t}2 2 =353 A x|l 4 A L.
Lenovo XClarity Essentials OneCLIE th&2 =358 t}-g Ao ER o] 5314 Al &
https://datacentersupport.lenovo.com/solutions/HT116433
2. & I gdx 2FE 9= OneCLI H7) A5 FASEAL A ¥ o] §45F& FY vt OneCLI ¥
5 9ds T4 U]“’l'.EF/MI UFE FoJok “”’]‘4
3. Lenovo XClarity Essentials OneCLIS (&) 223 % v} 93 & ¢1¥sle UUIDE A
ERPEN
onecli config createuuid SYSTEM_PROD_DATA.SysInfoUUID [access_method]
W% A

[access_method]
g A Foll A Abgstr) g5 A ER a2 A gl e,
~ &bl % LAN 92, o 9SS L.
[-bmc-username <xcc_user_id> -bmc-password <xcc_password>]
Mg A

xcc_user_id
BMC/IMM/XCC AR o1& 1270 AA ZF 3t}). 7| 232 USERID Y t}.

xcc_password
BMC/IMM/XCC AA 4= 120 AA = s}).

oAl e et R
onecli config createuuid SYSTEM_PROD_DATA.SysInfoUUID --bmc-username <xcc_user_id>
--bmc-password <xcc_password>
- 23l KCS QA Z(n]dF 2 AFg2L A jh):
o] M2 vIAl S X} 3}H gccess_method?] FFE& A A 1A o= FH ).
oA A %L che3t ZFyct
onecli config createuuid SYSTEM_PROD_DATA.SysInfoUUID
F3: KCS A2 v [PMI Ego] 8] & A x|l of 3}= IPMI/KCS gl E 5 o] 2
= A8y
- 94 LAN 9A &, b5 9985 493t L.
[--bmc <xcc_user_id>:<xcc_password>@<xcc_external _ip>]
W A

xcc_external_ip
BMC/IMM/XCC IP 2814t} 7| &3 gl o] vz W= 249y},
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