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Before installing this product, read the Safety Information.

A Ol 60 jF Cang il 13a € 5 U8

Antes de instalar este produto, leia as Informacdes de Seguranca.
TERPART= HZ 0, BB Safety Information (Z&fFE) .
BEARERZA > HAMFE THLTAR, -

Prije instalacije ovog produkta obavezno proéitajte Sigurnosne Upute.

Pred instalaci tohoto produkiu si prfeététe priruéku bezpeénostnich instrukei.

Laes sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.

Ennen kuin asennat t&man tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTrioete TO TPOIGV auTo, BlaBaote TG MANPoPopieg aoPpaielag
(safety information).

JNMEaN MRMNMN DR IRP 0T IR 10Pnno 199

s

Atermék telepitése el6tt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BHROREDHTNZ, REFERELRA (LS,

2 HES 47150 Hi ot& HHE 9OiAL.

IIpen ma ce mHCcTaIMpa OBOj MPOAYKT, IPOYNTAjTe HHGDOpPManHujaTa 3a 6€30eTHOCT.
STE TR ET!
i i o A :

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac si¢
z ksiazka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.

MNepeq ycTaHOBKOM NPoayKTa NPOUTUTE UHCTPYKLMK MO
TexHuKe 6e30MacHoOCTU.
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Pred instalaciou tohto zariadenia si peéitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sakerhetsinformationen innan du installerar den har produkten.
By gwaianfragwis] §xyhg s
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Youqg mwngz yungh canjbinj neix gaxgong, itdingh aeu doeg aen
canjbinj soengq cungj vahgang; ancien siusik.
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— SN USB 3.2 Gen 1 #

Serial Over LAN (SOL)
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54 ASHRAE A3 SEHIAE o #/E B H ASHRAE A2 S SRR SR - R4
BE T AR & Z B o 7 R HIBRIE H 2 4E Lenovo ThinkSystem SN550 7143 i B
o S
-
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® Microsoft Windows Server
® VMware ESXi
® Red Hat Enterprise Linux
® SUSE Linux Enterprise Server
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e OS WEE~ « HBHBEFMHH FREEERTE] -
W 2 P ik fifaE :
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JEE B P 22 SR AR > 5% SR O R B o AT o

SR EFE R | BRI O LA S 1SO 14644-1 | 8 BIFE o

N R B ZE SR RESE B A R PO > RS N 5 Hh — AR I IR AT A ISO 14644-1
Al 8 BFE

o T MERV 8 1B I8 25 A B s 3 56 N A% 5 19 25 SR AT 1T o

e Wi MERV 11 3¢ MERV 13 (75#8) MIEESEIEA BB LB 22 FOET IR JE o

A 22 A AR B RE 2 B R G > T SRR B AR A B 1SO BRIl 8 BIFE > W E R
A7 TE B 4 JE G T S o

o THORLYS Yk Y 5 A AR 3T R IRE 5% Y 60% RH o ¢

o ERIFLNANIEAFEME 5
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o BESNERR o TR - REMEHTIEE BE T RATEEN Lenovo XClarity Controller SRHEAT %
SRR o JHAN T EAEAZ L CPU AT IR SE R SR A AKNE o A > BRI SHAME SE 0 25R AA)
iz a7t S0 CELAE) SR -

o EFMBEERER - WAEIIRGIEERS AT ZE R SR A 1Y LR BT -

o REEBEEH - 1CHARE MY Lenovo XClarity Controller H, 1% H. 8l Y 7158 2 B 4R 1Y L2 € s 58 -

» UpdateXpress System Packs (UXSPs) - UXSP & £% 3 gl 51 A0 St 1 B 2 558 > w] $2 A0 B AR A7 1 2h
AE ~ ZABEFIAR A ME o UXSP B Rk &5 BB & 5 > S 28 4% SCIR 7 € Windows Server » Red Hat Enterprise
Linux (RHEL) F1 SUSE Linux Enterprise Server (SLES) /EE R AT EM T E (P4t o8 e & Ba ) F2

B

o A SRR A BB UXSP T -

HEREFTE
h 2 T 2 BT R e B e S I B fE Lenovo LA -

XENE | BOEREK |VOXKE | EWER | BSTH | &
IH il HREN | ABEH |EN @ i} UXSP
Lenovo XClarity Provisioning Manager | X2 v v
(LXPM)

IE HE
Lenovo XClarity Controller SE AN v B v
(XCC) I/0 8

i 4l B A
Lenovo XClarity Essentials OneCLI SE A 4 Tl 170 v v
(OneCLlI) S

HE S

IEH H

i 4l © A
Lenovo XClarity Essentials SHIN 4 A 1/0 v v
UpdateXpress *HE
(LXCE) SE AN

IEr H

i 4l H AR
Lenovo XClarity Essentials Bootable EDN, 4 i 170 Vv v v
Media Creator3 EE (BOMC | (BOMC
(BOMC) IEH H R JRE F AR JHE AR

=) =)

Lenovo XClarity Administrator BEA! v i 170 Vv v
(LXCA) HE

SEAM2

i e 5 4
Lenovo XClarity Integrator (LXCI) &F | #H4h v LY Vv
7 VMware vCenter /0 #%&

fim 4l B A
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TENE | BORSK (VORE | BIMER | BTN | &
IH 5 BREEY |JREN | E0@E H UXSP
Lenovo XClarity Integrator (LXCI) @F | &K ' Bif 170 v %
7 Microsoft Windows Admin Center HH

SHAN

IEH B RE

i e B A2
Lenovo XClarity Integrator (LXCI) SHIA v fiE 170 v Vv
i# Fi 7 Microsoft System Center 4
Configuration Manager I E AR
P&z -

1. R 170 ¥R EH o
2. ¥ A BMC A1 UEFI #5458 57 o

* Lenovo XClarity Provisioning Manager
AT I Lenovo XClarity Provisioning Manager ¥ #7 Lenovo XClarity Controller #J# + UEFI #]# )2 Lenovo
XClarity Provisioning Manager ¥k o
Bff&E : /KT > Lenovo XClarity Provisioning Manager [& JE {8 ] # 4 1 & £ £534% F F1 SRR - MR ED
KON a2 T AR (EL S8 B /0 SO R R A ARE > JUVHERT DA SO R 2 5 i A1 T B RS 2 o 2 A T o
WA B H Lenovo XClarity Provisioning Manager ST ## 19 H A& > 552 B -
http://sysmagt.lenovofiles.com/help/topic/ LXPM/platform_update.html
* Lenovo XClarity Controller
MR EHTFEZHFE AR > o LS EFRE AR #58H Lenovo XClarity Controller 47 T ©
B &E -
— A ZBE M Windows B Linux AT AR - M /H 2 RKAER GLHREN A2 - T H 2 ZH BN
Ethernet-over-USB (4 REFE £ LAN over USB) 411 °
W AL & Ethernet over USB W ABAHB &l » w52 -
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HBE . BT EMMEF AR (F2ME 42 5 TH FFIEMBIZ L ) o % 5 e AR AL RERT Y
BRI > W AE % 0] SR AR A 2 A > e R e 2 B SR - A AL

B 4 WRAESIE FHARAME T E % RAID BEEER - iEE N R B — S iR ERE -
(FE2M%E 78 © THEIF RAID BldE R, )

ABR 5. B AR E T BERRE AR o SRR S BRI H A R R AR (B2 28 T THD
& 2.5 WEERRE AR, A 20 HOTEH 2.5 WAEERRE AL )

AR 6. AT A E T A BERE 498 C T B T 1 K2 BSE AR SR ST A SR AE SR EARARALAE R (B2 BEE 27
H T 05 WAIREERR, ) o

AR 7. ESAR AR R SRR » SR (RESBIAE 30 B OTEN R ZEEdENR L )
AR 8. SR T AAAL R R R A BV AL 1 (TR IR R B W AL GE2RE
66 B THIN R HEME, M 60 B TSR BEE L )
AR
o —WHMEIN RA&HE— IR -
o TRV T RN H SRS AR I > DA 2 5 AR R Y — R P A s

o F T RS  O AT)  BRR AL (S S E B O T AR AL 2 % - S B
3 5 4 A AR AL e o
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S8 9.
£ 10.

811

H 12

£ 13.

H B 14.

A8 15.

£ 16.
517

B 18.

(N 2 4E) SR MBAEAME o (FHEME) EWEE s AL s LM -
TR EAAR AL —H N DIMM GEZ2 B 61 B TH MBI, ) > R RIAS T
EHH FE AR (G2 63 B TERIRMEAIA L )
R
o —WHHET KL —1f DIMM -
zg%iﬁ?jzﬁ%ﬂiﬂa#?EPﬁﬂ1<1<ﬁUﬁ%EéEPEE%iEi22%%E@53?¥ s IRAE > LB EAM e AR T R T AR
* I/0 EAMIE R - E2HB)T -
— 852 | TEIT /O WAREERL M 53 B TLH 170 AaiiE: R
e M2 Hi - i ZHFE)T :
— %55 H THEHITT M2 Bk MES 56 TR M2 B
o JLHEELIH (WMRAME) - F2HBET
— % 44 B THINORHERIEE, M 45 B TRAOREIERE
e TCM (WIRAMHFE) - WH2HET
— %91 H TH'F TCM/TPM RidE R (EERRFEIRME) o % 92 B T4 TCM/TPM it
R (ERPEKRRE)
FER M TCOM A A SE A R AR AE R > T RERE BT TPM/TCM R
GE o MTFEFFAER > 2B 88 B T&w TPM JRHAIL -

WR S EARAE T RAID Bid%F > i ELEEEmA ERIRALS GE2HME
79 B 474 RAID B#ER, )

W2 AR A TR R AR AL GBI 81 B TRBEENL ) - AAEERHR
A 7 S -
BHRE : DINIML B SRR ] i S B B 0 AR % 2 SRR -

S AR BBAR S AL T B A9 5 B B AR A S EAARALE | (RSB PG 43 Tk
REOAER B AR L )

it R 55 L T AR AL A 1% T R g L i PR AR L B A R S 5 BRAR > 1% T 4 T T WA AR 14 B I A T B
PEER L EAEBIR TR L (GESBE 43 B TREFIAMBENRL ) -

BEEE © FAZRE 2 170 Wl R E E I L EAEA G E > A RE L SEZIN -

AR AR E 2= B ID SR > I ER NI ESE GESME 50 B THE ID R )
PR EARAAR R AT T TAE N 1D MR (HAA AR S > SRR 7 R HL 2 2 7 o 4
EHARAAE L GE2M%E 50 8 TEN ID B &5 51 B TR D EEMRL )

FieE : R AEWFTEHEA RFID i > BEMLE ID EER -

S EMARALCERERT [HEE RN (RID)) FRAR o 56T A0 5 27 SR > i SR AL 0 b ro iy %
SRYPRAE [HEER (RID)) BB L 5 RIZ > A MR SR 1 A0 B SRR (e S 40 1 A AL B o
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REPAIR IDENTIFICATION (RID) TAG

MT
RID Tag 1
INSTRUCTIONS - g
SN RID Tag 2 (optional)

1. Veerify that the serial number of the failing system matches the
serial number reported to service.

2. Copy the machine type and serial number from the failing
system to a blank RID tag.

Note:

- Use a fine tip indelible ink pen to complete the RID tag.

- If a RID tag is present on the failing system, do not attempt to
remove and reuse the existing RID tag. Use new RID tag for the
replacement system board.

3. Locate the recessed area on bottom of replacement system
board. Attach RID tag in section [ 1 ].

4. Remove Label Plate from front of failing system and install into
the opening on the new systermn board.

Note:
See system documentation for detailed replacement procedures.

E6I67. #AEBEE (RID) EE#&

5 TC AT 22 B AR 2 A% > SESE LT S BR

L.
2.

AR E B LR AER AR D (RE 2B 25 | TR IR LR ) o
U SR AR A S A AR A O T AR P SR R B BT - wE R AR REBBRIL AR E
535 B RCRT S B o

@Hﬂ CMM Web £ Ifi 5K 32 J5U 1+ 5 6 25 XClarity Controller B IP {7 ik 055 A0 B &
FHS B (Flex System Chassis Management Module : i F1H) HRRCE) Web AT > #HE A

http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.cmm.doc/cmm_ug_startwebinterface.html ©

PFIEE - QRS E FRAE TP {74k > AR XClarity Controller f9 TP 2 hk 2 Il » 7% 4 24 5 vty ok 87
P AT IS B R -

6T Y 1) B ,{éf AL (VPD) B H BB A 7 9% o 1 Lenovo XClarity Provisioning Manager 5 7 1 % 1
P98 o i 2 MG 86 B TEMAE KT, -

. BCH Trusted Platform Module (TPM) (2 B% 88 B TEUH TPM/TCM, ) -
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http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.cmm.doc/cmm_ug_startwebinterface.html
http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.cmm.doc/cmm_ug_startwebinterface.html

6. BE > BUNLEBIM (2% 91 B THUN UEFI LB, )

7. SEHTEE AR AL o
o T A 2 F T I A B ) AR 1 http://datacentersupport.lenovo.com
o EHTRMYM - WE2ME 5 H THIMEN, -
o TR UEFI RLE -

o GNSRART LB N AU R E S RAID FlH: R > RSB R B MRS o 552 Lenovo XClarity
Provisioning Manager i F > NS https://sysmgt.lenovofiles.com/help/topic/lxpm_frontend/
Ixpm_about.html

BEE © R AAE A BELHE Mirroring Enablement Kit #)] 8 19 587 MU ThinkSystem M.2 > DA% 4% A 5 #5045
JiE PR REE B / BB IR S o

ARG R GO AL AR B > WG T A B AR N o Sl R AR S AT ] (AR A K o

EESE AN B Z AT SR LR B ER CPU iR - IR CPU i

L EROH B CPU B AR RO 48 e 25 > Sl AIE RERY 7 1] BCHE )N B9 EAARARLAE B89 CPU 4
BEAL B o

2. ¥4 O B B IS 4 N B CPU i BEAIL AR > 4% SR 28 Ak LA e S PRSI A Y - S RT R HE R [
WE | — s RN E R CIRE L o

3. FEREHERCIBE IR CPU 4 BEALMF -

EH AN R
A 2 A A T A LS AR 2 5 TS AT R B o

A W 735 AT DA R A R R 5
e ¢ Lenovo XClarity Provisioning Manager V3
#7 E ¢ Lenovo XClarity Provisioning Manager V3 B8 B il 5 5%
1. BXEhfa AR 2% > SR4B 4% T F1 82K EH/R Lenovo XClarity Provisioning Manager V3 /1M1 ©
2. HNRTEEBAMEE B E S > WA RS o
3. 18 [ RHME] Hmp - & — FE#H VPD -
4. BB KR o
* ¢ Lenovo XClarity Essentials OneCLI
Lenovo XClarity Essentials OneCLI & 7E Lenovo XClarity Controller H 7% & #& 2 F1 J7 5% - w5 BEHCT 51 H
H—HE 7 > fFBL Lenovo XClarity Controller M 5% 5 # 74 1 ¥ 5% -
— R B RGUETIRAE - BlANER LAN B T & (KCS) 771
— R P CH AR R S (B TCP/IP)
#7 B¢ Lenovo XClarity Essentials OneCLI 58 # % Fl /5 5% -
1. T #lf % % Lenovo XClarity Essentials OneCLI ©
#7 B N # Lenovo XClarity Essentials OneCLI » & B £ F1 4 0%
https://datacentersupport.lenovo.com/solutions/ HT' 116433
2. LS HAR L EAE ZA) OneCLI 118 WA AR &% > IR WEEAT o /% OneCLI LA SRR 2 if
JRE 5 21 KR [R] 649 H % o
3. %% Lenovo XClarity Essentials OneCLI Z 18 » 7% A T 51145 4 DAk e 5 F1 7 9% -

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> [access_method]
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Her -
<m/t_model>
fri] fie 5 B Y K UG8 o B A mtm xxxxyyy > HH xoex B > Ty R R AFELGE o

<s/n>

fal ik 2% LRI F5% o G5B A sn zzzzzzz > HoP 2222000 BFHE o
[access _method]

(| R 3 G RN R € v

— 4 BRI LAN 280 > A T A4

[-—-bmc-username xcc_user_id ——bmc-password xcc_password]
oo
xcc_user _id
BMC/IMM/XCC RF £/ (12 RS 2 —) o HE(EH USERID -

xcc_password
BMC/IMM/XCC IRF %M (12 fARF 2 —) -

FOHEL W

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> ——bmc-username xcc_user_id

——bmc-password xcc_password
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> ——bmc-username xcc_user_id
——bmc-password xcc_password

— #R E KCS FfEHC CR &S Al I & FRE 15 )
i MAF BT I 3736 € access method WIH.

TR ST
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>

BisE 1 KCS 7FHU ¥4 IPMI/KCS A© 1 - 28 %% 1PMI BR# =L o

— %% LAN £ > wEi A R34 4
[— bmec xcc_user_id:xcc_password@xcc_external _ip]

Hopo:
xcc_external_ip
BMC/IMM/XCC IP fiihk o SEFHA(E o AN EL -

xce_user_id
BMC/IMM/XCC M5 (12 MRS 2 —) o F%{E % USERID °

xcc_password
BMC/IMM/XCC WRF %M (12 RS Z2—) o

BizE : BMC ~ IMM 5 XCC N LAN/USB IP bk ~ R 5 2% R 50 2% 1l 3 e 1 4 0 2

SR

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
— bme xcc_user_id:xcc_password@xcc_external_ip

onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>

— bme xcc_user_id:xcc_password@xcc_external_ip
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4. % Lenovo XClarity Controller 5 5% /4% 5 FUFH R (H o WNTEAHB &R > 554597 hups://sysmgt.lenovofiles.com/

help/topic/com.lenovo.systems.management.xcc.doc/NNlia_c resettingthexcc.html °

BUE TPM/TCM
fr] IR 2% AR (ST B 4L (TPM) > 1.2 BUEL 2.0 iR

BEE - TPM AZRFEIKFERNEF o Adh > FEIKEER % F 7] LI % Trusted Cryptographic Module (TCM)
fHe R (AR TR) o

B B AR BT E © IEFERE E TPM/TCM JEHI o

BE

RE TPM/TCM RIS BN D - SNRRIEFERTE - THMTEST HIEER -

RE TPM R A
MRET R > ST EARARBERT 8 TPM 5 & %€ A RER - B HEBBULEIE - DA & 2 #i) T
Mg FH YRR E
AW TTE R LIS E TPM R
* f¢ Lenovo XClarity Provisioning Manager
# B¢ Lenovo XClarity Provisioning Manager #% & TPM JRHI :
1. BB fRRER > SRRIE T F1 # 2K HR Lenovo XClarity Provisioning Manager 41 [ °
2. A0SR B AE P A o AR o
3. fE [RAMWE ] " - £ — TE#H VPD -
4. BOE N AN H A ROE B R o
-—grfnaﬁﬁ—ém¢ﬁo*Ek@%%ﬁ%%&%%%(W%E%%NmmZHMzom
— TPM ERUA - ROW = w8 R B LLAR A % 15 B 452 I i
— BXAER - TEKENEFBENISE (WRRLHE TPM iEFR) -

BERE @ BERRERA E il AE R R REGE - (HARER A -
* ft Lenovo XClarity Essentials OneCLI

MicE : F51EE > B ZETE Lenovo XClarity Controller HH % 7€ 48 i IPMI i ] #1565 A5 1% A RE A % Ui
FIHERS
# ZAE Lenovo XClarity Essentials OneCLI 3% TPM J5HI :

1. 8 TpmTemPolicyLock PAME# TPM_TCM_POLICY J& & # | $4 & -
OneCli.exe config show imm.TpmTcmPolicyLlock ——override --imm <userid>:<password>@<ip_address>

3% © imm. TpmTcemPolicyLock {HAAZEHJ& [ Disabled] > %3/~ TPM_TCM_POLICY K% #{F H fFF

¥ TPM_TCM_POLICY TS o WIREIEME S [Enabled) - B AFFHERDETT AR o W2

I 1Y) 2R 4% T T 1 R IE WE SRR > R EROR A AR RT RE AR AE A A e
2. FL® TPM TCM POLICY ¥ A XCC :

— & TCM/TPM B R EEF -
OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTcm" ——override --imm
<userid>:<password>@<ip_address>

— G ARG RS E T % TCM/TPM BLAH Y v B R e % 5 (58 o 5 U B 25l TCM/TPML A
H# % FRU)

OneCli.exe config set imm.TpmTcmPolicy "TcmOnly" ——override --imm <userid>:<password>@<ip_address>
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— AR B LUMY RS

OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" ——override --imm <userid>:<password>@<ip_address>

. B reset TR LIERE RS ¢
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>

CEHPEEUSE RGO EZEE
OneCli.exe config show imm.TpmTcmPolicy —override --imm <userid>:<password>@<ip_address>
B 5E :
— WR AR R > B R OR B IEfERE TPM.TCM_POLICY o
imm.TpmTcmPolicy FJEFRUT :
—{H 0 S H [Undefined] > FnREZIEA] o
—{H 1 #HFH$ [NeitherTpmNorTem ] > /R TPM_PERM DISABLED -
—{E 2 i FH [TpmOnly! > F»”" TPM ALLOWED -
—H 4 fAFH [TemOnly] » F£/R TCM_ALLOWED -
— i OneCli/ASU #54 I > #AEAATLAT 4 B8R 8¢ ] TPM_TCM_POLICY :
. #H TpmTcemPolicyLock PAEE TPM TCM _POLICY /&7 2|82 > 84 W ¢
OneCli.exe config show imm.TpmTcmPolicyLock —override --imm <userid>:<password>@<ip_address>
HAL M [Disabled] > 83728 TPM_TCM_POLICY A # 84 E H % T REE -

. ${ TPM_TCM POLICY :
OneCli.exe config set imm.TpmTcmPolicyLock "Enabled"-—override --imm <userid>:<password>@<ip_address>

B reset BAVERRSG > FESWE ¢

OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>

Hit Y > UEFI #E imm. TpmTcemPolicyLock ## BUH » W HAE A [ Enabled | H
imm. TpmTcmPolicy {H#£2% - UEFI f£ & #{ TPM_TCM_POLICY & & °

imm. TpmTcmPolicy I A RAEEHE [NeitherTpmNorTem] ~ [TpmOnly) M [TpmOnly] -

WA imm. TpmTemPolicy #% & 45 [ Enabled | {H imm. TpmTemPolicy {H#E4L » UEFI €548 [ $HE |
ZR A imm. TpmTemPolicy % 8 8] [ Disabled ]

P [$E ] CERREEEER - MW

OneCli.exe config show imm.TpmTcmPolicy —override --imm <userid>:<password>@<ip_address>

BRFEE : W R EE I A (EAE [ Disabled | ¥ & [Enabled] > BIE/RE MIEH{E TPM_TCM_POLICY °
JE R — KGR e 2 AR o 5 M T A0 R SHE B2 R > B R T 4R A

imm. TpmTcmPolicyLock HJEFLU T :

{H 1 A5 & [Enabled] > FASERA o HAEMAERZ -

PP DR O BUTN Y BB R - M & RO FRU BOTEERH -

PhysicalPresencePolicyConfiguration.PhysicalPresencePolicy=Enable

MERSREEN
W R RO W) BEBLSG E JRUA) > F BE A BB SRR A R o ARTE R - W) BEBUG IRAE IR A ROR AR > A 30 7
i) I I BE

Ry PEHIGIAEFE AT BOR » AT LAE#E Lenovo XClarity Controller 5375 48 F #H _I fY A 8 Bk 2 8%
i) BB P RE A K

BHEE - WY B RER AT A

R MR b O B R B B P RE R RS o DA S B R AR

2. ffifl F1 (UEFI &%) X Lenovo XClarity Essentials OneCLI & BT 4 L B35 2 HEJF HI
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iEiB Lenovo XClarity Controller fE¥ B RGZEE W
FBIEI N AR > B Lenovo XClarity Controller {4 ¥ BI 5 5 HEAE R -
1. & A Lenovo XClarity Controller [ ©
W E A Lenovo XClarity Controller FIM B & # > FE 2R -

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.systems.management.xcc.doc/dwllm_c_chapter2_openingan

dusing.html

2. #&— 1 BMC BE » B2 - MR E [WHBIUGRME] e HEX -

EBRERENERSRELEN

by DU R (1 2 B AR b 0 ek 2 i A ol RS 8 ) PR 35 PR AR 2 o T A e 0 T Ik A A ol RS ) PR
BUGRMEEA B B AR - sE 20

%14 1T EMABAR

RE TPM R4
Zy T REHIBOE TPM A > W) BRBUSG AR HE 0 JH O AR 2K -

Lenovo XClarity Provisioning Manager 3, Lenovo XClarity Essentials OneCLI # 7] FlJA#% & TPM hRA o

HERE TPM RUA
1. F#kl %% Lenovo XClarity Essentials OneCLI e
a. FHBE http://datacentersupport.lenovo.com S BB & A R R 1 SR E T -
b. #%—F Drivers & Software (Ba®)fe X KikH) -
c. EESEOEZERF AN Lenovo XClarity Essentials OneCLI BUAS » 548 F# & -
2. AT FHIHE L LASE TPM MUAS

BERE @ BSRTLURE TPM IRASGE 1.2 S5 /% 2.0 > SRR PR B2 o Ao > B2 m] DLERRA Z ] T4 128 K

EE TPM RRARES 2.0 bk :
OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM2.0 compliant”
--bmc wuserid:passwordRip_address

EEN TPM RARES 1.2 hR :
OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM1.2 compliant"
--bmc userid:password@ip_address

Hp e
o <userid>:<password> J& A RAF B k4% BMC (Lenovo XClarity Controller /1) 18R o FH s fH ]
# ID % USERID - MM % W5 2 PASSWORD (% > JERF M o)
* <ip address> &= BMC I 1P fii it -
T Lenovo XClarity Essentials OneCLI set 82 MBI & » 2B -
http://sysmgt.lenovofiles.com/help/topic/toolsctr_cli lenovo/onecli_r set command.html
3. B > AR LA A R 81 Advanced Settings Utility (ASU) $§4 -

EZEA TPM RAGRES 2.0 kR :
asubd set TPMVersion.TPMVersion "Update to TPM2.0 compliant" --host <7p_addresss
--user cuserid> --password <password> --override

ZER TPMRARESR 1.2 18 :
asué4 set TPMVersion.TPMVersion "Update to TPM1.2 compliant” --host <ip_address>
--user <userid> --password <password> --override

Horp
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o <userid> M <password> J&= FIARAFEAA#F BMC  (Lenovo XClarity Controller 41 1f) A RERE R H

f# ID % USERID - Ifi fH# %5 & PASSWORD (% » JERFH o)
* <ip address> 7= BMC HJ 1P fitlk -

B A UEFI %4 B 1

fa] DLse i R UEFT & 2 B -

A W7 0] BUH UEFT & 2 B

& Lenovo XClarity Provisioning Manager
WRZEAE Lenovo XClarity Provisioning Manager B UEFI % 4 B #% -
1. BEfA RS > SRRIE T F1 # 2K H R Lenovo XClarity Provisioning Manager 41 [ °
2. MR B B E WA > AR o
3. 7E UEFI REHET > #H— N RERE > B2 > T2 -
4. FSUM 22 2 DR fof A7 5
& Lenovo XClarity Essentials OneCLI
R EAE Lenovo XClarity Essentials OneCLI B UEFT % 4 B % :
1. F#HE %% Lenovo XClarity Essentials OneCLI ©
# 2T # Lenovo XClarity Essentials OneCLI » 75 Hi £ T 51 48 v
https://datacentersupport.lenovo.com/solutions/ HT'116433
2. AT FIIIES - LIRT &2 P

OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled
--bmc <userid>:<password>@<ip_address>

Hop

i

— <userid>:<password> J& F RAE A M %% BMC  (Lenovo XClarity Controller 41" ) HI#E#E o 3

JA# ID 75 USERID > MfHE# W% PASSWORD (% > JERFH) o)
— <ip_address> & BMC W 1P fii ik -
T Lenovo XClarity Essentials OneCLI set 84 MM B & > 52 -

http://sysmgt.lenovofiles.com/help/topic/toolsctr_cli lenovo/onecli_r set command.html

F# TCM/TPM i+ (ERAP B KEE )
T A& e TCM/TPM Bl £ (R A TF) -

AKX TPM AIEPBEIRER T o At dr BRI % 5 7] DL 22 % Trusted Cryptographic Module
(TCM) Bl#E R TPM Bid: k& (ARERATFR) -

EHT TCM/TPM B2 $E+ ( ERH B KBE )
fifi I L& R ET S TCM/TPM BL 4% F o

HIF TCM/TPM FeE R 207 » w552 B

1
2
3.
4

PR 21 |OTRERVERL s RROR TAERF LA MRE

- TR PR R AR L b AT A 2 00 3 R O 6 B 0 TR R

A E N A E R GE2RE 24 B T P EN R AR R ) -

R AT R N O A B A T SRR SRR O 1) o R AR I e
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5. HITFRFIEEEER (2% 492 8 TH FFHAESEER, )
EE

o IIRHET TCM/TPM BifEFR > IFE TCM/TPM B K IhREHER &= o
FHEH TN TCM/TPM B4R > FE5E N F12E 8

BE168. #HT TCM/TPM B #+F

ABR 1 ki EHEN LAY TCM/TPM iz R (5205 14 B T EEAEEE, )

EBR o W /0 WAEERLHEEAE /O e 1 HIEYD (FE2BE 14 8 T EWMAUZEE, DR EE A
B) > BOEGHEET (FE2ME s H THT VO BREE R, ) > HAT S EREM
TCM/TPM Bt R3%5H -

HB% 3. INDRE TCM/TPM Bl R RE S  SRBIESHPI 8 > 1% B4 FHRELE -

USRS /R Gk Bl o F el SR B 46 B > FE NG T A G dE 7R > 00 B OEAS TR A AT (] 60 2 b Rl Al H 2% o
ZHE TCM/TPM Bi#EF (ERP B AREE)

i FH & RHBR 42248 TOMY/TPM B3 F -

HI'F TCM/TPM et R 287 » 558 T A4
1 BEES 21 B T&eBEMER] L o FEAR TAERFL 2 HEE -

FEESE TCM/TPM ¥ > #5851 B
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E5169. F# TCM/TPM B #+F

A8 1 sk EHEA LA TCM/TPM BCiE RiE5H GE2 B 14 B T M%)

AB o MR /O WAl RS /0O PR S 1 BT (GE2MH 14 B T MR MR 1 EE 007
B) > BOMESETEET (2S5 5 TEHT VO BAaRE R, ) o HAT SRHE & EME
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B4E BEHE
0 TS o 0 AR, .t D 05 3 2 1 1 -

Bl IS BRE AR (H1A0 Lenovo
fe] Hl #5 58 H- VB 1

Lenovo fa ik #% 7] DAL B £ 72 A8 5 2 A4 I B B8 50 Lenovo XL o
XClarity Administrator) B H B8 > W2 Call Home o 1R EELE 5 8 EUER > &E
HEEFR > Fe B EEERL Lenovo XIEF L o

A B AR R o S R AR IR AR R AR R H R T
o WIARFEAE Lenovo XClarity Administrator & B IR &% > 5 Lenovo XClarity Administrator F 4 H 553 F ©
o N AR A A B E A2 S0 > SETE Lenovo XClarity Controller F44 H 56%& F o

EH B

B J— U Bt 3 S A 3 A 1) SR 3 o 5 SR AR R R 9 alLE, © R HHE’(%‘E 11 Lenovo XClarity
Controller 8{ UEFI E4: - 75 LR A7 1E Lenovo XClanty Controller $ﬁ: HEsH o Wik €5 3% Chassis
Management Module 2 5% Lenovo XClarity Administrator 3 > HIZ/R € A @ﬁ% WA AR L4 P RE F AR K o

BEE @ NTE S ARE B AR SR b A LR R T RE T AT A E AR - W2 BB A
k4 - http://thinksystem.lenovofiles.com/help/topic/7X16/pdf files.html

Lenovo XClarity Administrator =4 A &

WR LA Lenovo XClarity Administrator 28 5 8 fal ik #%
Administrator A T A 528 FLE B A o

AR > T DU XClarity

Logs

Event Log Audit Log

7) The Event log provides 3 history of hardware and management conditions that hawe been detected.

Shiow: 6 .J_- Lil

@ 7" e FBI 5
All Event Sources - Fter
Al Actionz = '
All Dates -
Severity Serviceability Date and Time « | Bystem Event Systemn Source D:
Type
{4 Warning Bl Support Jan 30, 2017, T:40:07 AM | Chassis114: Mode Node 08 device Chassis Jam 30, 20 .
{4 Warning B Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Mode Mode 02 devicel Chassis Jan 30, 20
{4 Warning 8 Us= Jan 30, 2017, 7:40:07 AM | Chassiz114: /7 module 1O Madule Chassis Jam 30, 20
a VWarning *':5 e Jan 20, 2017, 74207 AM Chassiz114: Hode Mode 08 incom| Chassis Jan 30, 20
B4 70. Lenovo XClarity Administrator Z#F A 5&
WFRE XClarity Administrator 2 &I E MBI EM > 2 M -

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/events_vieweventlog.html
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Chassis Management Module USERID Settings | LogOut | Help

: a System Status  MuliChasss Monftor Events «=  Senice and Support »  Chasss Management » Mgt Module Management «

ChﬂSSfS Change System Information =
Chasss Active Events
iSeverty  iDale EventlD  Message
The system-management processor for node node03

i Today 02-55AM #000003 communication to the CHM is offine.

B 71. CMM 2 F# H 5%
WA CMM F4F H SR AE B E R w2
http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.cmm.doc/cmm_ui_events.html

Lenovo XClarity Controller &4 H 5

Lenovo XClarity Controller {87 1 Il 5 Py 355 B HE 53 B0 JB% ME 25 21 B AR M) IR #8 S FLoe (40 A0 B BE AR BB > 19 Gl B -
TR AL FE &8 TR~ JELFR 2 TR B8 © Lenovo XClarity Controller $2 414 i AS W] A T 45 2R 40 Sk il B %
SO PR AL > DA g3 o A B R 42 o) A AR 2§ o

Lenovo XClarity Controller 8 Bz fr] Ik &% 4 fir & e 4 » I7E Lenovo XClarity Controller H44 H 5 f A i S5 44 o
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o IR 170 PEFAHE TR LED sEit » RRFHAE B 2460 1/0 A% B oA 85k 7 & XClarity
Controller 8{ CMM F{f H 55 light path 72 8 LED A48 H ks o4 -

9. #BMIH light path 2 B LED > BT 51 Hoh —E L5
o WATLLEE CMM led 54 - CMM Web 41 1fi A & Lenovo XClarity Administrator T2 (40
RELH) A LED -

— WFH CMM led 52 MM B & » 752 B Fex System Chassis Management Module © 75777 12 % F
> UL £ hitp:/ /flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.cmm.doc/cli_command_led.html ©

— f£ CMM Web S - HC THEAEE P | DIRERPAOGHEERRE - & AH B
il > 2 M (Flex System Chassis Management Module @ # i F1t) > #ht %
http://flexsystem.lenovofiles.com/help/topic/com.lenovo.acc.cmm.doc/cmm_user_guide.html © CMM Web 41

T AR ol W T BT A R B 8 T o

— W Lenovo XClarity Administrator B A2 AHBH & il > 552 B htips://support.lenovo.com/us/en/
documents/LNVO-XCLARIT e

o QISR B E B R A R 9 0 B AT RASE R B R

a. ;i:ékECEr;ovo)Flex System 46 H H N FHA B (FTAHBETE & > 552 ME 24 B TR EI IR
B A0 1 °
b. AT EE RN O R P R R R b
c. TIBARIEEIEER (MTAHBIER > 2% 42 B THFEIAEH B ZR, ) o
d. IR 22 R AR
e. FRAEBIRFLE o ¥ T B IRHLER IR > A0 A A o] BLAE B AH BH 09 & > light path 72 B AR &% &
WA b LED {E & seit -

B#EE : Light path @2 B0 BG4 N BEAERF A BT 0 RE ] o QSR 484% T TEVRAL 17 B light path 32
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BB 74. Light path 2 Bf B #k £ #) LED
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