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Before installing this product, read the Safety Information.
4iaY) Mi;ﬁlj%;&ﬁdl ETERT. S R T

Antes de instalar este produto, leia as Informacdes de Seguranca.
TERFAT fh Z 00, 5B Safety Information (Z2fFE) .
RRAARSBZA  HAMME "L ER, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfectéte pfirucku bezpecénostnich instrukci.

Lees sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat tdmén tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTrioeTe TO TPoiov autd, H1aBacTe TI§ TTANPOPOPIES AoOPAAEIAS

(safety information).

TM0AN MR NR WRIP AT X0 1°pRne 197

A termék telepitése elétt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BEROREDHIC. REBEWMELTACILZSE L,

= HE

o

X0t Hol 2tH HEE HOHAZ.

Ipen na ce MHCTAIMPA OBOj NPOAYKT, NpounTtajTe nHpopManujaTa 3a 6e36eaHoCT.
5 ¥ -
STESERITEL!

’ 1- m A %

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksigzka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.

© Copyright Lenovo 2022



Mepepn ycTaHOBKOM NPOAYKTA NPOYTUTE MHCTPYKLIMK MO
TexHuke 6e3onacHocTy.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sé@kerhetsinformationen innan du installerar den har produkten.
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13. A2 VPD(E A F dloJ8) = A] = -ﬁ--é 2 dH W3S gule]EFYrt. Lenovo XClarity
Provisioning Manager& A}-§-3} /‘li 8 2 d€ 3 E 9 015}}‘4 o}, "A] 2" {3 g
dH HE gulo]E" 1299 0] 2] 9] W &5 Fx3FA 4]

[e]
14. TPM& AF&314 A <. "TPM 2b8-" 1309 0] 2] o] W& 7}}2&%}@141.

15. A9 02 UEFI Hek $8& Agak 9. "UBFI 2ek 2.9 44" 13350149 g3 #=
Al L.

Al2E 8 2 U HMS OOIE

%8 Au) 2 A A7 A28 HES SAT F A2 49 W A 95 F gl Eafof Fuich

A|2d F8 W dH HIT E oo Esl= d A = 9+ F 7Fx] v o] 95yt
+ Lenovo XClarity Provisioning Manager °l| A
Lenovo XClarity Provisioning ManageroA A28 3 4 d& A3 E ¢do]Esl= vh:

1. AW E A|ztstar 3w e] el ule} 7] 5 52 Lenovo XClarity Provisioning Manager
JE H o] 25 F A FY ).

2. Al A a7 LR3I A G5 E dHIAA
3. A2 2oF o)A o4 VPD grlo] 28 FAsAYA 2.
4. A" 53 2 Jd38 HFTE dyo]ETY},

« Lenovo XClarity Essentials OneCLI®l A

Lenovo XClarlty Essentials OneCLIE Lenovo XClarity Controllerel] A A1 2® 53 2 o=

HE 5 gddo]Ed ). o} WA = 51y S A 95l Lenovo XClarity Controllerel] <8423}

;,7_/\]/\511 03wl ode HEE HAASIAA L.

— A A 2" (o LAN =5 KCS(TIRE % 2eld) AA2) oA 25
— A A zdlel] 907 MA 2 (TCP/IP 7]4h)
Lenovo XClarity Essentials OneCLI¢A A28 §3 2 o H3E
1. Lenovo XClarity Essentials OneCLIE t}>2 =331 A x| 3514
Lenovo XClarity Essentials OneCLIE t}+2 =318 t}& }°] ER o] FspAA L.
https://datacentersupport.lenovo.com/solutions/HT116433
2. o B4 5% 950 9 OneCLL 7] 4% 244543 ¥ o] %¢ Flth. OneCLI ¥
25 e FAT DA o $5E Folof Fuieh.

3. Lenovo XClarity Essentials OneCLIE 2 x]& 3o o}-& W3S (A5l A== F3 &
de HIEE AASIAA L.

onecli config set SYSTEM PROD_DATA.SysInfoProdName <m/t _model> [access_method]

onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> [access_method]
W A

rE

>~ it

seo E st W

~

<m/t_model>
AW Al 28 f8d 2 2l W iy ok mtm xxxxyyyE HBIAHAI L. A7A xxxxe A&

H
H 7oL yyye AW B ey
<s/n>
Aule it A s Ut snzzzzzzzE PBIAANL. A7NA zzzzz220 A W5 YY)

[access_method]
o} HHA Fell A ALE-3H7] §ls) A e gk A2 ukA gl o

- &ehel A1F LAN 9412, thd e ek g,
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https://datacentersupport.lenovo.com/solutions/HT116433

[--bmc-username xcc_user_id ——bmc-password xcc_password]
SESCEE

xcc_user_id
BMC/IMM/XCC AA o]&12/09 AA = st). 7| 7382 USERID ¢ Y t}.

xcc_password
BMC/IMM/XCC AA =120 AA = s} }).

A HHe e e,

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> ~bmc-username
xcc_user_id

-bmc-password xcc_password
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> -bmc-username xcc_user_id
—-bmc-password xcc_password
- 224 KCS AA| = (0] elF 9 ARg-A}F Al 3h):
o] A2 vIAl-S A}83}H access_method?] FFE XA 51A] ¢ol= FH ).
Al A ¥ o3 Zsyd
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
onecli config set SYSTEM_PROD _DATA.SysInfoSerialNum <s/n>
F3: KCS A2 v -2 IPMI Ezlo] & A |8l of sl= IPMI/KCS gl g 3 o] 2=
ARy
- ¥4 LAN JA &, o5 g™ S 98344 2.
[--bmc xcc_user_id:xcc_password@xcc_external ip]
W A

xcc_external_ip
BMC/IMM/XCC IP 2. 7| 232 gis5Uth. o] vz W& 24y

xcc_user_id
BMC/IMM/XCC AR (1270 ¢] AR F stv}). 7] &3-S USERID Y Y e}
xcc_password
BMC/IMM/XCC AR 431240 AA F stu}).
}3: BMC, IMM X+ XCC W3 LAN/USB IP 4=, A4 o]5 % ¢35+ BF 9]
ol fague.
A FHe e 2y
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
--bmc xcc_user_id:xcc_password@xcc_external_ip
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>
--bmc xcc_user_id:xcc_password@xcc_external_ip
4. Lenovo XClarity Controller& &% &3} 7| 2722 thx] AASAAA L. A} =
g EE XCC A Ae "BMCE 5’—74 Es} Z|BzEo g YA ANL F 25t A
(https: //Sysrngt.lenovoflles.corn/he1p/toplc/lxcc_frontend/lxcc_overwew.html).

TPM Al
A= TPMAFHE =3 = ZTPEF 25) A 1.2 =25 2.0 293 Y
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7 2A 02 wAl 229 BEE TPM Aol 45 o2 445 A= AFPUch wAlshs A
29 BE e g 0 A4 A AT of HA & Aok o).

TPM HAe AT 5 9E F A el et
« Lenovo XClarity Provisioning Manager ] 4]
Lenovo XClarity Provisioning Managerol| A TPM A& A& sl= ¥4

1. AW E A ztst 3w gue ule} 7] 5 53 Lenovo XClarity Provisioning Manager
de o] 25 FAFY ).

2. AlE #EA 457 2R3 A ¢ 5 dHsAAL.
3. Al=¥l 2ok o] z] oA VPD Hle] ES 22314
4. o5 AR F syl @ AR S AASAA
- NationZ TPM 2.0 A% - 32 3. T £E 3272 NationZ TPM 2.0 o] e 7} 2]
Fo] 3= A F o] AAHE Aslof Fc}.

P~

— TPM A% - ROW. = 2% o]29]2] 2] gl uAL o] AAE A of g},
- AFAHoZ AL 7 TF AL TPM o HE 7 AR5 2] 93 A$ AA S AFg3sloF Fu

A3 AHA G AP N AP AFE ST QAT ASANAE & Fueh

+ Lenovo XClarity Essentials OneCLI | A

Z3: YA A 2" Ao g A AT 4= 9)EE [ enovo XClarity Controllerdl A 2 IPMI A}

15-}} o pl W s 2 A s of ¥,
Lenovo XClarity Essentials OneCLI%A TPM A A& A s} uly:
1. TomTemPolicyLock® ¢J32 TPM_TCM_POLICY 7} #7 &%) &<l 3y},

OneCli.exe config show imm.TpmTcmPolicylock —override —imm <userid>:<password>@<ip_address>

3 imm. TpmTcmPolicyLock %2 'Disabled'e] o] o} 3}, o] 2+ TPM_TCM_POLICY
7} AA gl z] e TPM_TCM_POLICYE W7 & & git}s= A& on|3tyrc}. gdd =7}
'Enabled'e] ™, A& WAS = gyt A3l A o] mAE = Al 2gd 2o Y&

A& A 5 °‘*'4D}.
2. TPM_TCM_POLICYZ XCCE A3},
- TPM°] gl& FF 25 317 @ TPME v ZA 3}s) o} sl= m 4] 7 -$:

OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTecm" -override —imm
<userid>:<password>@<ip_address>

— TPME S Falof ot 27 2E 2] A S
OneCli.exe config set imm.TpmTcmPolicy "NationZTPM200nly" -override —imm
<userid>:<password>@<ip_address>

- TPM& By s} s 7 o)o] Al AL Ag

A4 seeel mAl A



OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" -override —imm
<userid>:<password>@<ip_address>

3. AR HHE APst] A2RE ALY
OneCli.exe misc ospower reboot —imm <userid>:<password>@<ip_address>
4. 3= oA ol HA Ao £HE A=A AFE FdF Y.
OneCli.exe config show imm.TpmTcmPolicy —override —imm <userid>:<password>@<ip_address>
AL
— ] ¢ gre] dx]shw, TPM_TCM_POLICY 7} &nl2 A A = ¢ 3& on &}
imm.TpmTcmPolicyd Ao+= o234 225},
- R0 "AoEA dF" AL S A8, UNDEFINED A& & ofn] 3}
— % 12 "NeitherTpmNorTcem" &2 2-& AF835lH, TPM_PERM_DISABLED % ¢
m) g e,
- % 2% "TpmOnly" £At2& 21§39, TPM_ALLOWEDE ¢]v] &},
— %t 4= "NationZTPM200nly" 2= A2 & 2830, NationZ_TPM20_ALLOWED
< 9yt
— OneCli / ASU ¥# < 282 o) TPM_TCM_POLICYE #2189, o} 45kA & 2143
oF Fut}.
5. TpmTcmPolicyLock®& ¢lo] TPM_TCM_POLICY7} &7 +#] g3t 952 o33
2,
OneCli.exe config show imm.TpmTcmPolicylock —override —imm <userid>:<password>@<ip_address>
#*-2 'Disabled' ™ ok 39, TPM_TCM_POLICY 7} Z7] 2] ¢ko} A = oo ez 2 & 9
m] gje},
6. TPM_TCM_POLICYZ #3F4t}.

OneCli.exe config set imm.TpmTcmPolicyLock "Enabled"-override —imm
<userid>:<password>@<ip_address>

7. Reset H ¥ & AH&-3t A 2RS ALAAF Y B2 dw34 25y
OneCli.exe misc ospower reboot —imm <userid>:<password>@<ip_address>
A4 A sh= F<F, UEFI= imm. TmecmPohcyLock"ﬂ/ﬂ <= ¢ls5Yrt. 3ol 'Enabled' o]
imm.TpmTcmPolicy Z¥e] 453 2%, UEFI= TPM_TCM_POLICY AA & #F4Yr}.

Z3: imm. TpmTcmPolicyd 553 7o+ 'NeitherTpmNorTcem', '"TpmOnly' ¥
'NationZTPM200nly'7} £33},

imm.TpmTcmPolicyLocke] 'Enabled' & A& = o] 27 imm. TmecmPohcy ko]l 8
312 92 7§, UEFI+= 'lock' &3 71-1—3]-.:_ imm.TpmTcmPolicyLockS t}A] 'Disabled’
2 WA,

8. @ vhAl fe] 'Lock'e] £9 ®: ARH Qe FAF 5 gFUch FE e e &
OneCli.exe config show imm.TpmTcmPolicy —override —imm <userid>:<password>@<ip_address>

Fa: o} ¢} 3ke] 'Disabled' ¢l A 'Enabled'® W7 =W, TPM_TCM_POLICY 7} A%
HAoF AA Y& 9 1"“44 A/2" RES wAshe A 2] & AAE AAsdE, A

A ZFE AL ol gy

imm.T mTcmPohcyLock«] IR S R4 S B |

# 1 "Enabled"&t&= €A & AHE-5he, AAE A2d = A& v}, d & 2 3§
=z 5yl
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UEFI 22 28| AlZ

AEq e UEFI 2 F9& A58 5 sladth

UEFT ®ot F-8 ol 2R3 = gl 7 7hx] W] Y
+ Lenovo XClarity Provisioning Manager °l] 4]
Lenovo XClarity Provisioning Manager9] A UEFI X2 ¢} €& 2} &3}= A%
1. A E A=l 319 x] Ao 2] A= 715 52 Lenovo XClarity Provisioning Manager ¢!
B o]2E TA Y}, (AA 3 A B.= https://sysmgt.lenovofiles.com/help/topic/lxpm_
frontend/Ixpm_product_page.htmlol| A AW e} T3 == LXPM Ao A2 "A =" AAHS
Fx3AA L)
2. Al BYA ¢l B A dEE YA
3. UEFI A7 o] | A Al 26 AA - Bk
1 R RYE AERET Agsw A E AFAAA L.
+ Lenovo XClarity Essentials OneCLI || A
Lenovo XClarity Essentials OneCLI9|A] UEFI 2o} B8 S A} &35t= H &
1. Lenovo XClarity Essentials OneCLI& o2 X3} A X314 A L.
Lenovo XClarity Essentials OneCLIE th+2E3l8] ™ t}g Alo]E R o] F3lAA &
https://datacentersupport.lenovo.com/solutions/HT116433
2. oh WS APt Bk RE S ARIIES AAFAYAIL

OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled

-bmc <userids:<password>@<ip_address>

7] A,

— <userid>:<password>>= A¥ 2] BMC(Lenovo XClarity Controller ¢l €] d]o]2:) o] i
Alzshe d AFS-E = 2bA SR gy 718 AH8AF ID= USERID®| AL 72 ¢35+
PASSWORD (&4} 07} okl 521 0) Yo}

— <iIp_address>= BMC¥9] IP 4441},

Lenovo XClarity Essentials OneCLI set 3 o] 3 2} A& W &2 o} Fx3AA L.

http://sysmgt.lenovofiles.com/help/topic/toolsctr_cli_lenovo/onecli_r_set_

command.html

che HRE A gete] Aek WS At A AL,

che RE gt 99 DAE AAHHA L.
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http://sysmgt.lenovofiles.com/help/topic/toolsctr_cli_lenovo/onecli_r_set_command.html
http://sysmgt.lenovofiles.com/help/topic/toolsctr_cli_lenovo/onecli_r_set_command.html
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Logs

Event Log Audit Log

(7) The Event lag provides a history of hardware and managemant conditions that have been detecied.

- Show: :"!-". W]
N E 948

| ANEventSources |- [ Fiter ;
Al Actions = — T
All Dates | =
—  Severity Serviceability Date and Time ~ | System Event System Sowrce Dz
Type

A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 03 device Chassis Jan 30, 200
A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 02 device Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | 1D maodule 1O Module Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | Node Mode 08 incom| Chassis Jan 30, 20

8/ 128. Lenovo XClarity Administrator O/HIE =37
XClarity Administrator?] o|¥lE Zk¢dof o & 2} A& W &2 o}2-2] &S AR L.
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Lenovo XClarity Controllere €%, A 35 A3 A4, A &=
YA WMEE S5 A E A3 /\1‘3'] 9 a2 7] 84 EYA A
XClarity Controller= A|2¥l g £~ZE °J]°‘] 2
T3t Ao 44 Fe e} A E 755 Fu o).
?_

Lenovo XClarity Controller= A8 ¢ &
ol E 16 o|HEE AAF Y}

Clarity Controller ThinkSystem System name: XCCOD23579PK «Expot S User (1311
Fiome Event Log Audit Log Maintenance History {, Enable CallHome Ml Configure Alert «
—_—
W customize Table [ Clear Logs C Refresh Type: IE D i | AllSource v All Date w Q
= Inventory
Severity Source Event D Message Date .
Utilization
o System 0X4000000E00000000 Remote login successful. Login ID: userid from webqguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Virtual Media
1 System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Firmware Update
i ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
Server Configuration >
n System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
BMC Canfiguration >
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“exceeding 0.1wt%” and “exceeding 0.01 wt%” indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence condition.

O" ZiEZERAMEZBENLZERBHANLLZEEEE -
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