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Before installing this product, read the Safety Information.
4iaY) Mi;ﬁlj%;&ﬁdl ETERT. S R T

Antes de instalar este produto, leia as Informacdes de Seguranca.
TERFAT fh Z 00, 5B Safety Information (Z2fFE) .
RRAARSBZA  HAMME "L ER, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfectéte pfirucku bezpecénostnich instrukci.

Lees sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat tdmén tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTrioeTe TO TPoiov autd, H1aBacTe TI§ TTANPOPOPIES AoOPAAEIAS

(safety information).

TM0AN MR NR WRIP AT X0 1°pRne 197

A termék telepitése elétt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BEROREDHIC. REBEWMELTACILZSE L,

= HE

o

X0t Hol 2tH HEE HOHAZ.

Ipen na ce MHCTAIMPA OBOj NPOAYKT, NpounTtajTe nHpopManujaTa 3a 6e36eaHoCT.
5 ¥ -
STESERITEL!

’ 1- m A %

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksigzka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.

© Copyright Lenovo 2017, 2021



Mepepn ycTaHOBKOM NPOAYKTA NPOYTUTE MHCTPYKLIMK MO
TexHuke 6e3onacHocTy.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sé@kerhetsinformationen innan du installerar den har produkten.
Bygvad Ry gragn iz §xyhraa

§Ag A Ur R AR g R TN

Bu driind kurmadan énce glvenlik bilgilerini okuyun.

el el upd i sl yiesn Bk patas; 8 Y benas iS00

Youq mwngz yungh canjbinj neix gaxgong, itdingh aeu doeg aen
canjbinj soengg cungj vahgang] ancien siusik.
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* Microsoft Windows Server
* VMware ESXi

* Red Hat Enterprise Linux

« SUSE Linux Enterprise Server
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550W AC % 750W AC Platinum ¢3 ¢t ¥ ¢]:
— 3¢ W8l 100~127V ac

— Ak W9 200~240V ac

750W AC Platinum 3 23} W $]: 200~240V ac

. 240V dc 93 (1= ¥9): 180~300V do) & 2 &
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ASHRAE (American Society of Heating, Refrigerating and
Air—-Conditioning Engineers).
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NEVER CONNECT AND DISCONNECT THE POWER SUPPLY CABLE AND EQUIPMENT WHILE YOUR
EQUIPMENT IS POWERED ON WITH DC SUPPLY (hot-plugging). Otherwise you may damage the
equipment and result in data loss, the damages and losses result from incorrect operation of the equipment
will not be covered by the manufacturers’ warranty.
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NEVER CONNECT AND DISCONNECT THE POWER SUPPLY CABLE AND EQUIPMENT WHILE YOUR
EQUIPMENT IS POWERED ON WITH DC SUPPLY (hot-plugging). Otherwise you may damage the
equipment and result in data loss, the damages and losses result from incorrect operation of the equipment
will not be covered by the manufacturers’ warranty.
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[
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Al g o
2. AlF AYA 3 Do FS H
3. A/ZH 82k Ho]x] oA VPD U] EE
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- A AlZ=F(d: LAN =5 KCS(IRE &% 2eld) AA2) oA 25
— A Al ="l F o7 HA2(TCP/IP 7]4h)
Lenovo XClarity Essentials OneCLIo|A A28 3 4 od= H3E ¢do] Esl= W
1. Lenovo XClarity Essentials OneCLIE t}+2XE3}3 A %] 5 2.
Lenovo XClarity Essentials OneCLIE th+E2E5t8d t}S AJo]E R o] E3A4A L.
https://datacentersupport.lenovo.com/solutions/HT116433
2. & 24 JJr‘”J— ¥ 3= o] 91 OneCLI 7|2 & FASEAL A B e 455 F Yt OneCLI ¥
25 Qe FAR dw o $3E Folok Ty,

3. Lenovo XClarity Essentials OneCLIZ A X3 3o t}2 W& ¢Jedsle] A28 53 ¢
Jda HEE HAA3AIA L.

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> [access_method]

o

W AR

<m/t_model>
A A2 3 g El oz iy mtmoooxyyyE GHEAAIL. 714 xxxxE A=
W ol yyye Av Y A3 gl

<s/n>
Aulel oig g MUt snzzzzzzzE IR L. AN 22222275 U7 HF )

[access_method]
ohs A Fell A A7) $1E A=’ A2 A gy e}
~ ehal A% LAN G412, o 2 JshalAl L.
[--bmc-username <xcc_user_id> ——bmc-password <xcc_passwordy]
W2 A

xcc_user_id
BMC/IMM/XCC AA o] =120 AR F 3)). 71835 USERID ¢ Yt}

xcc_password
BMC/IMM/XCC AA =z (12719 AA = st).
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A A BHL ok 25y

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> ——bmc-username <xcc_user_id>
—--bmc-password <xcc_password>

onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> ——bmc-username <xcc_user_id>
—--bmc-password <xcc_password>

- 22l KCS AA (] QlF 9 AH-g-A} A7):
o] WA= A S A&3H access_method®] F& A7 8HA] dotx Huct

oAl A ¥ o3 Zsyd
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>

Fa: KCS A= 2 IPMI E2to]# § A X3l oF sf= IPMI/KCS ¥ 30| =
T A EUd

~ 94 LAN 9412, oh& B g st AL
[--bmc <xcc_user 1d> <xcc_password>@<xcc_external_ip»]
PSR

xcc_external_ip

BMC/IMM/XCC IP F2£. 7123k gl&Uch. o] ujs] Wi4E 49}

Y
xcc_user_id
BMC/IMM/XCC AA (1208 AA F st}). 7] 23 USERID ¢ Y},

xcc_password
BMC/IMM/XCC A ¢z (12709 AA F k).

BE o]

rlr

A3 BMC IMM =X XCC W5 LAN/USB IP 2, AR ]2 4 gt35
uia:]o]] FETY}.

Al A ¥ o3 Zsy
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
——bmc <xcc_user_id>:<xcc_password>@<xcc_external _ip>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>
—--bmc <xcc_user_id>:<xcc_password>@<xcc_external_ip>

4. Lenovo XClarity ControllerE &% &3} 7|23t 2 x| AAsIAA L. AFA T Y& Red
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.systems.management.xcc.doc/
NNlia_c_resettingthexcc.html®E ©]F 34 A| &

TPM/TCM A=
A ¥ = TPM(Trusted Platform Module) WA 1.2 =& 2.0 A3},

A3 FFEE 340 A$ 53 TPMo] A9 g5Uct. st T3 25 24
Cryptographic Module) °‘] HE] == TPM o HE (4 7= s ‘E‘)% AT 4 Y.

.
BEg walshE 49l TPM/TCM 4 o] £uh=A] 45 of 517 shelshof Fuieh.
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Al gy et

2. Al #YA 43t o3 A A5 E gHFH Y.

3. A|2=¥l g ¢k Ho]z| ol A VPD Qo] EE F 351442

4. T AA F shdel A A DA A L.
- TCM A% - F5 2Eg D, T35 25 222 TCM o HE7F AR o= 75 ©]
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TPM 2.0 A8 - 35 2ER s F. T5 £E2] 2742 TPM 2.0 o] R 7F A= g+
735 o] A Ao Fu).

TPM A4 - ROW. T3 £E 019494 ﬂ@'oﬂ I AL o] AR S Aes)of et
JrHez A4 A F. FFEE I TPM EE

75 o] A& Agslef Ut

A3 AR S AL AN QAo Z AT FE x|t AL A= ok FHu o)
+ Lenovo XClarity Essentials OneCLI | A

Z3: YA A 2" A g A AE 4= 9)EE [ enovo XClarity Controllerdl A 2 IPMI A}
15_;(} g W WS AR of duU)

Lenovo XClarity Essentials OneCLI9A TPM AA¥& AA sl Hy:
1. TpmTcmPolicyLock® ¢]32 TPM_TCM_POLICY 7} &3 =x] gl gy},
OneCli.exe config show imm.TpmTcmPolicylock —-override --imm <userid>:<password>@<ip_address>
Z3: imm. TpmTcmPolicyLock 3t 'Disabled'®] ¢} o} 3}, o] 3+ TPM_TCM_POLICY
7} A 9lx] ¢ew] TPM_TCM_POLICYE W74 E 5 9lvhs A& ou] ). gd =7}
'Enabled'o]™, A A& AAE = glgych. dste AA o] A= A=l gted, TS
A% e 5 e,
2. TPM_TCM_POLICY % XCC& #4334t}
- TCM/TPM?°] §l+ 55 &£E& 242 A%
OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTcm" —-override --imm
<useridy:<password>@<ip_address>
- 4 EH A|2=glel] TCM/TPM EE& A3 5 £ E 24 (A A& WAst7] Al TCM/TPM &
+ FRUZ o] &3¢ )
Onecli.exe config set imm.TpmTcmPolicy "TemOnly" ——override --imm <userid>:<password>@<ip_address>
- 3% 2E ol 17
OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" —-override --imm <userid>:<password>@<ip_address>
3. AAA HH S AWt A 2"E AEA T
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>
4. 7F& thA] ¢lo] WA A}glo] S£EhE| g =x] o HE ol 3},

0neCl1 exe conﬁg show imm.TpmTcmPolicy —-override --imm <userid>:<password>@<ip_address>
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imm.TpmTcmPolicy$] Ao+ oh&3 225}
- 02 "HHA A" EFALE *}%‘é}tﬂ, UNDEFINED A A& o] g}
— % 1& "NeitherTpmNorTcem" #x929& A}§35, TPM_PERM_DISABLEDZ ¢
m) g e},
- % 2¥ "TpmOnly"et= £2t 4 & A3, TPM_ALLOWEDE 9| v] 34t}
- % 4% "TcmOnly"ghe #219$ 2439, TCM_ALLOWED S 9| v] 3t}
— OneCli 384 443 9 TPM_TCM_POLICYE #13w, o} 452AZ A}g-3lloF g},
5. TpmTcmPolicyLocks ¢1o] TPM_TCM_POLICY7} AR &2 &3 Uct, §=-e o33
ZrEyrt.
OneCli.exe config show imm.TpmTcmPolicylock ——override --imm <userid>:<password>@<ip_address>
7+ 'Disabled' 9 ok 3}, TPM_TCM_POLICY 7} 7] 2] ¢ko} A A 5] o] o} gheri= AL 2
m] ge},
6. TPM_TCM_POLICYE #F4Yt}.
OneCli.exe config set imm.TpmTcmPolicyLlock "Enabled" ——override --imm <userid>:<password>@<ip_address>

7. Reset W& Ag5}o] A 28lg AR} Hele ohez 22y},

OneCli.exe misc ospower reboot --imm <userid>: <passw0rd>@<1p_address>

AAdAstE E¢F, UEFIE imm. TpmTcmPolicyLock9l A S ¢l 4Yt}. ko] 'Enabled’

o] imm.TpmTcmPolicy #}te] 583t &L 7%, UEFI+= TPM_TCM_POLICY 2A &

Za Y.

imm.TpmTcmPolicy®] 42 3F Ztell+= 'NeitherTpmNorTem', 'TpmOnly' @ '"TpmOnly'

=R,

1mm TpmTcmPolicy?} 'Enabled' & A& 5 o] 9 A% imm. TpmTcmPolicy Zre] &332 &

2 7%, UEFI= 'lock' & AESIEZ imm. TpmTemPolicyE tHA] 'Disabled' & W7 sy},
8. 7S oA ¢lo] 'Lock'e] £ i ARE Q=R B3 S gyt WHe ofS 3 25y

OneCli.exe config show imm.TpmTcmPolicy ——override --imm <userid>:<password>@<ip_address>
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o =N Al
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W) A2& a AR el sy
imm.T
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% 12 "Enabled"2l= A2 & AH§-351H, A& A= A S vy, o & 32 3%

T3 Aztell s =23 EA7F 29 31E o] 9lojoF Fucl. FRUS| 7] &3ke] &4 3y Y},
PhysicalPresencePolicyConfiguration.PhysicalPresencePolicy=Enable
AN EX] EAI
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Lenovo XClarity ControllerE E8t &lX| =X FEA|
Lenovo XClarity Controller& ¥ EAE
1. Lenovo XClarity Controller ¢lE]d|o] 0] =

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.systems.management.xcc.doc/
dwllm_c_chapterZ2_openingandusing.html

2. BMC 74 » Bt& Y35l A A EA7F BA 2 AA = A7 FA3HAA L.

SI=EHI01E St X EX EA|
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TPM WA & AT 5 glod, AA EAF A8l oF Fut.

ity Provisioning Manager ¥+ Lenovo XClarity Essentials OneCLI& (&) A&
& AR 2 9=l
202 T »©B .

TPM A& 4gsteld ohee SR L.

Lenovo XCl1
st TPM #

Q
=t

H .
a. http://datacentersupport.lenovo.com® ©] 53 3 A ¥ 3 x| FH o] X = o] F 33 A L.
b. Drivers & Software(E=gto]d] ¥ 2= E o)) E FH3 A L.
c. 9 AA 2= Lenovo XClarity Essentials OneCLI A 22 o] 53} 7|2 & t}
2= 3.
& wjede Agsho] TPM WA AGahAA 2.
P2 TPM HAE 1.2914 2.02 43 & F oA 552 5 s Al wAds A3
R e o 12834
PM ¥ A S 2.022 AA3ed &S SR 2.
OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM2.0 compliant”
——bmc wuserid:passwordRip_address

TPM # A& 1.28 A4 sed & PN 2.
OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM1.2 compliant"
——bmc wuserid:password@ip_address

7] A,

» <userid>:<password>+ A2l BMC(Lenovo XClarity Controller ¢l €] o] ) of] o8 4] 23}
E o AHgEE= 24 FdYch. 7|2 A2 IDE USERIDo] 2 7] & ¢+ = PASSWORD (&
ZF 07} okY =l =21 0) Yt}

s <ip_address>= BMC®] 1P F4=¢J4rt}.

Lenovo XClarity Essentials OneCLI set ™ ¥ o] o] g 2x}A| & Y] &2 o} & FZ34A] L.

http://sysmgt.lenovofiles.com/help/topic/toolsctr_cli_lenovo/onecli_r_set_command.html
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https://datacentersupport.lenovo.com/solutions/HT116433

tXaT T—FEEMCTEICE Koaer FERIFLET C

OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled

—-bmc <userid>:<password>@<ip_address>

T ENZENUToORBR®KEHD T °
— <Suserid>:<password> |3V — ~—& BMC (Lenovo XClarity Controller f > x—7 = —

ZYIWCT 72T 51D T2EEBEHRTT 771+ Dx—%— 1D i USERID 7
7 Vb D2 T — Fix PASSWORD (KXFPD o Tld%w < £wr) T3 °
— <Ip_address> 3 BMC o IP 7 Fv 2 T9 °
Lenovo XClarity Essentials OneCLI set 2=> FIZDOWTFEL<CIZ DTF28MWL TL
ARSIV
http://sysmgt.lenovofiles.com/help/topic/toolsctr_cli_lenovo/onecli_r_set_
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Lenovo XClarity Provisioning Manager & A}-§83}e] UEFI 74 & g ulo| EsAI A L. 2}A| &
AR ohf ) Ao EE FEIIAA L.

http://sysmgt.lenovofiles.com/help/topic/LXPM/UEFI_setup.html
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Logs

Event Log Audit Log

(7) The Event lag provides a history of hardware and managemant conditions that have been detecied.

- Show: :"!-". W]
N E 948

| ANEventSources |- [ Fiter ;
Al Actions = — T
All Dates | =
—  Severity Serviceability Date and Time ~ | System Event System Sowrce Dz
Type

A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 03 device Chassis Jan 30, 200
A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 02 device Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | 1D maodule 1O Module Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | Node Mode 08 incom| Chassis Jan 30, 20

8/ 125. Lenovo XClarity Administrator O/HIE =37
XClarity Administrator?] o|¥lE Zk¢dof o & 2} A& W &2 o}2-2] &S AR L.

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/events_vieweventlog.html

Lenovo XClarity Controller O|HIE 271

Lenovo XClarity Controllere €%, A 35 A3 A4, A &=
YA WEE S5 A E A3 /\1‘3'] 9 a2 7 84 EYA A
XClarity Controller= A|2¥l 3] 2= E °J]°‘] 2
T3t Ao 44 Fe e} A E 755 Fu o).
?_

Lenovo XClarity Controller= A8 ¢ &
oMl E e o|NEE AAFYc}.

Clarity Controller ThinkSystem System name: XCCOD23579PK «Expot S User (1311
Fiome Event Log Audit Log Maintenance History {, Enable CallHome Ml Configure Alert «
—_—
W customize Table [ Clear Logs C Refresh Type: IE D i | AllSource v All Date w Q
= Inventory
Severity Source Event D Message Date .
Utilization
o System 0X4000000E00000000 Remote login successful. Login ID: userid from webqguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Virtual Media
1 System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Firmware Update
i ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
Server Configuration >
n System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
BMC Canfiguration >

22/ 126. Lenovo XClarity Controller O|HIE £7

Lenovo XClarity Controller o]l E 21 AA| 2o A3 A A7 AR = o} 2L FZR51AA 2.
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Note 1 : “Exceeding 0.1 wt %” and “exceeding 0.01 wt %" indicate that the percentage content of the restricted substance exceeds the
reference percentage value of presence condition.
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Note 2 : “(0” indicates that the percentage content of the restricted substance does not exceed the percentage of reference value of presence.
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