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Before installing this product, read the Safety Information.
AVl Slbadlall 3ol 8 Cung eaitall 38 (S 5 Ji

Antes de instalar este produto, leia as Informagdes de Seguranca.
AERFEARFE fh 20, 4B Safety Information (Z4£fEE) .
RERALZA  HAME "TREHR, -

Prije instalacije ovog produkta obavezno pro¢itajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfeététe pfirucku bezpeénostnich instrukei.

Laes sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.

Ennen kuin asennat t&man tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpv eykataoTrioeTe To Mpoidv autd, dlaBaote TI MANpogopieg aopdielag
(safety information).

JNNM020 MR AR WP AT 1IN 17 phnw 19?7

Atermek telepitése el6tt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
HADFEDATIZ, REFMELHA (2L,

2SS 8X5H M0l &8 BHE UM,

Ilpen na ce mucTAIMpPaA OBOJ NPOAYKT, NIpounTajTe uHpopmanrjaTa 3a 6e30eaHOCT.
i i - A ¥

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksiazka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.

MNepen ycTaHOBKOM NPOOyKTa NPOYTUTE MHCTPYKUWMIK NO
TexHuKe 6e30nacHoCTu.
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Pred instalaciou tohto zariadenia si pecitaje Bezpeé&nostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sakerhetsinformationen innan du installerar den har produkten.
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* Youku: http://list.youku.com/albumlist/show/id_51276393
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oh A9 FF AR} s AW A AL FF AAE AAR] Al 9A Aul AL Ak T
the 9 DC 99 glo] A FF A4S Ao A5l melsoF sh g u el os) Ao

7 51

240 VDC 94 (948 W9): 180-300 VDO) & 55 £E A% 2148}, 240V DC 48 & 243+
LAY FFAAE S P AY 25 /5T AeA G54 DC AT AgeE A9 FF 2
A% AA RS Bl A7 F AgahAL} LS 15 S F AW E 171 DC AR L 2ol o
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NEVER CONNECT AND DISCONNECT THE POWER SUPPLY CABLE AND EQUIPMENT
WHILE YOUR EQUIPMENT IS POWERED ON WITH DC SUPPLY (hot-plugging).
Otherwise you may damage the equipment and result in data loss, the damages and
losses result from incorrect operation of the equipment will not be covered by the
manufacturers’ warranty.
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b U

240 VDC 938 (¢d8 ¥4: 180-300 VDC) °‘€-§—°§A}%%}

v ( 3 2EA 24Ut 240V DC
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NEVER CONNECT AND DISCONNECT THE POWER SUPPLY CABLE AND EQUIPMENT
WHILE YOUR EQUIPMENT IS POWERED ON WITH DC SUPPLY (hot-plugging).
Otherwise you may damage the equipment and result in data loss, the damages and
losses result from incorrect operation of the equipment will not be covered by the
manufacturers’ warranty.
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Youtube: https://www.youtube.com/playlist?list=PLYV5R7hVcs—CWR-jaBNs—-3tuilrybHfUJ
Youku: http://list.youku.com/albumlist/show/id_51276393
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onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> [access_method]
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[--bmc-username <xcc_user_1d> --bmc-password <xcc_password>]
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xcc_password
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onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> ——bmc-username <xcc_user_id>

--bmc-password <xcc_password>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> ——bmc-username <xcc_user_id>
--bmc-password <xcc_password>
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onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
—-bmc <xcc_user_id>:<xcc_password>@<xcc_external_ip>

onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>
—--bmc <xcc_user_id>:<xcc_password>@<xcc_external_ip>
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N

- TPM 2.0 AH% - 33 EER 3. T £E2] 242 TPM 2.0 o] JE7F A5 9=
A5 o] AAE Al of T},

— TPM A4 - ROW. T3 £E o] 9] 9] x4 9&

- 4FHoZ AL 3 FTFEE 3L TPM =
75 o] A& A&l oF Fuc.

i A FF AAE AN AALRE ALE & YA AR A E o FU

+ Lenovo XClarity Essentials OneCLI || A

Z3: A A 2"l dAS 7 A28 4= Q)& & [enovo XClarity Controllero]A &2 IPMI A}
|2 2 vl 35 A sl of ).
Lenovo XClarity Essentials OneCLI9A TPM A& AAsl= qv:

1. TpmTcmPolicyLocks ¢13 TPM_TCM_POLICY 7} Z3&x] &el gy},
OneCli.exe config show imm.TpmTcmPolicylock ——override --imm <userid>:<password>@<ip_address>

Z3: imm. TpmTcmPolicyLock 2t 'Disabled'®] o] o} s}, o] 2+-& TPM_TCM_POLICY
7} A 1A ew TPM_TCM_POLICY S WA E 5 glek= & on|iyd. 2jd 3 =71
'Enabled'e]™, A& WA E 5 gyl dste A o] A== A" gtoed, FHYE
A% A3 5 e
2. TPM_TCM_POLICY S XCCE 74 &4t}
— TCM/TPM®| <= T & 142 A%
OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTcm" —-override --imm
<userid>:<password>@<ip_address>

— e A" TCM/TPM EE5 AX|% S5 EE 3 (FAS WAH37] Aol TCM/TPM &
E2 FRUE o] ZsloF 3)

OneCli.exe config set imm.TpmTcmPolicy "TemOnly" —-override --imm <userid>:<password>@<ip_address>
- % EE o]se] 17
OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" —-override --imm <userid>:<password>@<ip_address>

3. AAA HEE AW A ="E AR T
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>

4. & oA Yo WA Aol 2 E A AFE Y}
OneCli.exe config show imm.TpmTcmPolicy ——override --imm <userid>:<password>@<ip_address>

Zhar:

— oA g2 gro] €8k, TPM_TCM_POLICY 7} &ul2A] AA = 9155 on| gy},
imm.TpmTcmPolicy 2] Ao+ o3 25y},
— 0L "AoE A ¢S ExdL A4, UNDEFINED & 3-8 o]u] g},

— 7 1& "NeitherTpmNorTem" #2+9 & 21§39, TPM_PERM_DISABLEDS 9]
u gy},

- 2% "TpmOnly"&= #2324 & A435t9, TPM_ALLOWEDZ o] n]) 3},

— Z 4= "TemOnly"gt= 219 S 183, TCM_ALLOWEDZ ¢ v] 3y},

— OneCli ¥8& 443 ol TPM_TCM_POLICYS AW, o}ef] 4+A S AL-&3lofF ).
5. TpmTcmPolicyLockE ¢Jo] TPM_TCM_POLICY 7} &R &%) &old Ut 8L o3
ZEyrc).

OneCli.exe config show imm.TpmTcmPolicylock ——override --imm <userid>:<password>@<ip_address>
%< 'Disabled' ®JoF 3}™, TPM_TCM_POLICY 7} Z7| %] ¢ko} AA =] ofof qri= A& <]
m] e},
6. TPM_TCM_POLICYZ #3F4t}.
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OneCli.exe config set imm.TpmTcmPolicylock "Enabled” ——override --imm <userid>:<password>@<ip_address>
7. Reset W¥ & AH&-3lo] A &2HE ALY HE L o3 25U

OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>

A AAs}= F<F, UEFIE imm. TpmTcmPolicyLock 9l A 2t& ¢}<54yt}. ko] 'Enabled’

o] 2 imm.TpmTcmPolicy #Fe] 5853%FA ¢S 7%, UEFI= TPM_TCM_POLICY Z2A &

eyt

imm.TpmTcmPolicy?] & 3F Ztoll= 'NeitherTpmNorTem', 'TpmOnly' @ '"TpmOnly'

EL Y

imm.TpmTcmPolicy”?} 'Enabled'E A& E o] ¢ A2 imm.TpmTcmPolicy #Fe]l 45 3F% &

L 7% UEFI+ 'lock' &3 & AE3}3 imm. TpmTcmPolicy= t}A] 'Disabled' & W7 ',.}1/]1:}
8. %% vhAl ¢lol 'Lock'el £ wx ARs QA FF 5 vtk WHe e 2edeh

OneCli.exe config show imm.TpmTcmPolicy —-override --imm <userid>:<password>@<ip_address>

F31: o} ¢] & Zro] 'Disabled' oA 'Enabled' & WA Ew, TPM_TCM_POLICY 7} A&
Ao g AA JEE gu|FYd). A" HEE wAlsts 2 oo o & A& AAshd, A
A ZF-E A o] glssyTt.

imm.T

pmTcmPolicyLocke] A& oh&3 25
1—?: 'Enabled"i}‘* EAde A&y, AL
A e,

w3 Aol A 22 EA7F A5 ol slelok ST FRUS) 71 egel 24385,

PhysicalPresencePolicyConfiguration.PhysicalPresencePolicy=Enable

Yo},
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Lenovo XClarity ControllerE £sl A A A& FA)5led oS dA S 534X L.
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Lenovo XClarity Controllerdl] 22¢13%}+= d] dl3 AR = o2& Fx3AA L.

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.systems.management.xcc.doc/
dwllm_c_chapter2_openingandusing.html
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TPM X M3
TPM MlAS 442 & o, Aa EAF Aok Tk

Lenovo XClarity Provisioning Manager ¥+ Lenovo XClarity Essentials OneCLIS(E) A&
3] TPM WA AAT = 95U},

TPM M A& A5t tho& A L.

1. Lenovo XClarity Essentials OneCLIZ t}+2 =3} A x| 514 A L.
a. http://datacentersupport.lenovo.comE ©] 3% & ¥ ¢] 3 2] FH o]z & o] E3}AA L
b. Drivers & Software(Zgto]H @ 2T Eo])S F3s}iA L

c. 9 AA] 2= Lenovo XClarity Essentials OneCLI Hizﬂii o] =3}l A7) A= t}
2=

2. o2 g8E& AYstey TPM HA S AAIAA L.
F3: TPM HA S 1.2014 2.02 WA 3 oA = EE = 5y, x| ak A& A3
F J= 3= 3 1283 Y},

TPM HAE 2.0 A3 o5& FYsHA 2.
OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM2.0 compliant"”
--bmc userid:password@ip_address

TPM AL 1.22 AA3d o5& FYsHAA L.
OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM1.2 compliant"
--bmc wuserid:password@ip_address

7] A,

s <userid>:<Kpassword><= ¥ ¢ BMC(Lenovo XClarity Controller ¢1€] #|o]2) o] B A 235}
< dl AH&E = AHA T Yt 712 482 IDE USERID )L 7] 3 E PASSWORD (W&
2L 07} ok gt &2} 0) Y e}

« (ip_address>= BMC¥ IP 494t}

Lenovo XClarity Essentials OneCLI set 5 & o] g A5 W22 v} Ax5AA] L.

http://sysmgt.lenovofiles.com/help/topic/toolsctr_cli_lenovo/onecli_r_set_command.html

UEFI t+ 27 77— OFZME

473 3> UEFl %27 7—F24G%cczxz+ °

UEFI X 27 7—F2FMcT 2 HEEFE 20 F5 °
e Lenovo XClarity Provisioning Manager #* b
Lenovo XClarity Provisioning Manager 75 UEFI X =7+ 77—} 2f8%ic3 5 1ci3:

1. ¥—x—%&#L Fl 2L T Lenovo XClarity Provisioning Manager { > X —7 = —
rRRLET S

2. WENERF AT — PR ELGART AT —=F 2 AL ET C
3. UEFIl & v T v 7= b " T 27248 E1 » TX2) 74— » TkeXxa7-
T—=1r1 DEICZ) 7L ET C
4, X 2T 7T—rEFRIICL BREERGFLEZT C
« Lenovo XClarity Essentials OneCLI #* 5

Lenovo XClarity Essentials OneCLI #*5 UEFI X =27+ 7— 28T 5121 KD
FIHZRITLET °
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Lenovo XClarity Essentials OneCLI # X7 > v —F3 212 ROV A MITT 72
LxEs °

https://datacentersupport.lenovo.com/solutions/HT116433
2. X a7 7= E2EMCT IR RKoaer FEEIFLET C

OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled

—-bmc <userid>:<password>@<ip_address>

22T T EnEnUToORBKY»H) T O°

— <userid>:<password> |3V — X— @ BMC (Lenovo XClarity Controller 4 > #—7 = —
2) T 7 AT b HEHTA2EBERTT T 740 D2—%—1D i3 USERID "7
7 A0k D2 T — FiZ PASSWORD (KXFD o TlE%{ £w) TF °

— <Ip_address> |3 BMC o IP 7T Fv 2 T9 °

Lenovo XClarity Essentials OneCLI set 2> FIZOWTFELIF UTF28MRL TL
7ZE 0w °

http://sysmgt.lenovofiles.com/help/topic/toolsctr_cli_lenovo/onecli_r_set_
command.html
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Lenovo XClarity Administrator¢} 22 #2] &€ Z2 I A 25 ¢ (F ozl S
T4E 5 Ut A5 A ¢S FAAEE AWl AAH R F 838 ol ES AT wjwujc}

Lenovo Z]-‘r’d"ﬂ AEo 7 FAY},

= AE F3HA gtetslEd dubd o A E AEdte & T2 oHE TR E Az
ol 3+
F 34yt
« Lenovo XClarity Administratorel] A A ¥ = &35}
| E Z 1o A A2} V‘U‘]

s YEHAY L =ZF Y }% 3l+= 7% Lenovo XClarity Controller ¢ HlE 2 1|4 x|z}
SHA Al L.

s

7d$ Lenovo XClarity Administrator

O|HIE 21

d
4
e

oM EE I & HA)x] =& 7|e} FA Y Y. 2= Lenovo XClarity
= EFI9) <] A=Y}, ]Ei gt A 3= Lenovo XClarity Controller o] #l
E 23] AA"F Yt} Chassis Management Module 2 == Lenovo XClarity Administrator ol A
A5, g T HEFE] Aol Al At X}E Ay}
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Lenovo XClarity Administrator O|HIE 271

Lenovo XClarity Administrators /‘]-%-’6]-01 A, VEYZ U A58 x =S st AL
XClarity Administrators %3l g BEE AR oHIESE & 5 5T,
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Logs

Event Log Audit Log
(7} The Event fog provides 3 history of hardware and manapemant conditians that have been detecied,

Show: 0 I_‘,. E

| AEventScumes |+

8 & F D

A1 Actionz - : e :
&ll Dates | =
ERCIRTEES |
Saverity Serviceability Date and Time a | System Event Systemn Source D=
Type
&y Waming [ Suppod Jan 30, 2017, T:40:07 AM | Chassis1i4: Hode Mode 08 devicel Chasss dan 30, 20;
&y Warmning [ Suppod Jan 30, 2017, 74807 AM | Chassis114: Hode Mode 02 devicel Chasss J=n 30, 20
&y Warmning B Ucer Jan 30, 2017, 74807 AM | Chassis114: V0 module 10 Module Chasss J=n 30, 20
&y Warmning B Ucer Jan 30, 2017, 74807 AM | Chassis114: Node Nods 03 incom) Chasss J=n 30, 20

28/ 131. Lenovo XClarity Administrator O/HIE =37
XClarity Administrator?] o|¥lE Zk¢dof o & 2} A& W &2 o}2-2] &S AR L.

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/events_vieweventlog.html

Lenovo XClarity Controller O|HIE 271

Lenovo XClarity Controllere €%, A 35 A3 A4, A &=
YA WEE S5 A E A3 /\1‘3'] 9 a2 7 84 EYA A
XClarity Controller= A|2¥l 3] 2= E °J]°‘] 2
T3t Ao 44 Fe e} A E 755 Fu o).
?_

Lenovo XClarity Controller= A8 ¢ &
oMl E e o|NEE AAFYc}.

Clarity Controller ThinkSystem System name: XCCOD23579PK «Expot S User (1311
& Home Event Log Audit Log Maintenance History {, Enable CallHome Ml Configure Alert «
—_—
B Event
W customize Table [ Clear Logs C Refresh Type: IE D i | AllSource v All Date w Q
H
Severity Source Event D Message Date .
i utiization
Q System 0X4000000E00000000 Remote login successful. Login 1D: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
© Virtual Media
1 System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Firmware Update
i ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
M Server Configuration >
n System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
BMC Canfiguration >

22/ 132. Lenovo XClarity Controller O|HIE 27

Lenovo XClarity Controller o]l E 21 AA| 2o A3 A A7 AR = o} 2L FZR51AA 2.
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Equipment name Type designation (Type)
RAYMERELERSR
Restricted substances and its chemicals symbols
DL - M s S8 ER
$iLead | FKMercury Cadiiiiti Hexavalent | Polybrominated | Polybrominated
(Pb) (Hg) G d)“ chromium biphenyls dipheny! ethers
(Cr) (PBB) (PBDE)

Hze O O O O O O
SMERER O O O O O O
A ST - @} O O O O
EREEHRE - O O O O O
RAAEHE - O O O O O
N - O O O O O
EIEEEEA - O O O O O
EBEAEH - O O O O O
ERAtESE - O O O O O
RERE - ®} O O O O
ENRIZEEE R - O O O O O
SRR CEEED) - O O O O O

0
]
i

BHEL BEOIwt%” R THBE 00wt %" GERAYMEZEAtEEEBHE N
=K

Note 1: “Exceeding 0.1wt %" and “exceeding 0.01wt %" indicate that the percentage
content of the restricted substance exceeds the reference percentage value of presence

condition.

BE2 "O" BIEZERAVEZANEERBHENEEEE£EE -
Note 2 : "O" indicates that the percentage content of the restricted substance does not
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Note 3 : The “-" indicates that the restricted substance corresponds to the exemption.
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