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Before installing this product, read the Safety Information.
4iaY) Mi;ﬁlj%;&ﬁdl ETERT. S R T

Antes de instalar este produto, leia as Informacdes de Seguranca.
TERFAT fh Z 00, 5B Safety Information (Z2fFE) .
RRAARSBZA  HAMME "L ER, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfectéte pfirucku bezpecénostnich instrukci.

Lees sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat tdmén tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTrioeTe TO TPoiov autd, H1aBacTe TI§ TTANPOPOPIES AoOPAAEIAS

(safety information).

TM0AN MR NR WRIP AT X0 1°pRne 197

A termék telepitése elétt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BEROREDHIC. REBEWMELTACILZSE L,

= HE

o

X0t Hol 2tH HEE HOHAZ.

Ipen na ce MHCTAIMPA OBOj NPOAYKT, NpounTtajTe nHpopManujaTa 3a 6e36eaHoCT.
5 ¥ -
STESERITEL!

’ 1- m A %

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksigzka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.
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Mepepn ycTaHOBKOM NPOAYKTA NPOYTUTE MHCTPYKLIMK MO
TexHuke 6e3onacHocTy.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sé@kerhetsinformationen innan du installerar den har produkten.
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NEVER CONNECT AND DISCONNECT THE POWER SUPPLY CABLE AND EQUIPMENT WHILE YOUR
EQUIPMENT IS POWERED ON WITH DC SUPPLY (hot-plugging). Otherwise you may damage the
equipment and result in data loss, the damages and losses result from incorrect operation of the equipment
will not be covered by the manufacturers’ warranty.
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onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> [access_method]
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[access_method]
5 WA Fofl A AR5 $sl A =g AA 2 wkA gy o}

- &2l 1% LAN A=, oo 992 sl L.
[--bmc-username <xcc_user_id> ——bmc-password <xcc_password>]
M A

xcc_user_id
BMC/IMM/XCC AA o]&12/019 AA = st). 7] 2382 USERID ¢ Yt}

xcc_password

BMC/IMM/XCC AR ¢z (12702 AA ZF s5t).
A A BH L ok 2y
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> ——bmc-username <xcc_user_id>
—--bmc-password <xcc_password>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> ——bmc-username <xcc_user_id>
--bmc-password <xcc_password>

- 22l KCS AAZ(n] Q5 9 AH-g-A} A7):
o] WA= A S A& access_method®] F& A7 8HA] dotx Huct
ANA HHL bt ZEY

onecli conﬁg set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>

F3: KCS A2 w2 IPMI Elo] & A x| 3l oF 3h= IPMI/KCS €] o] 2
2 Ahg s,
— 94 LAN a2, o 3 s L
[--bmc <xcc_user 1d> <xcc_password>@<xcc_external_ip»]
u:]A A—]u:]

xcc_external_ip

BMC/IMM/XCC IP 4. 7|27k 915 Uch. o] w7 WisEs P49l
xcc_user_id

BMC/IMM/XCC A% (12702 AR F sht). 7] 23k2 USERID 1Y},

xcc_password
BMC/IMM/XCC AR ¢z 12702 AA 5 st).

3 BMC, IMM =+ XCC Y3 LAN/USB IP 4=, AA o] & ¥ ¢35+ BF o
g el FrEdY .

A A BH L chw3 2y

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>

—-bmc <xcc_user_id>:<xcc_password>@<xcc_external_ip>

onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>
—-bmc <xcc_user_id>:<xcc_password>@<xcc_external_ip>

4. Lenovo XClarity Controllers &% &3} 7|23t 2 x| AAsIAA L. AHA T Y& Red
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.systems.management.xcc.doc/
NNlia_c_resettingthexcc.htmlE ©]F 34 A| &
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1. TpmTcmPolicyLocks ¢]32 TPM_TCM_POLICY 7} ZZ =4 &},
OneCli.exe config show imm.TpmTcmPolicylock —-override --imm <userid>:<password>@<ip_address>

Z3: imm. TpmTcmPolicyLock 3t 'Disabled'®] ¢ o} 3}, o] 2+ TPM_TCM_POLICY
7} ZA 9z ke w TPM_TCM_POLICYE H7AE 4 9= AL ou|dyc}. g 7 =7}
'Enabled'o]d, A& W3 T 5 g5t °J?'5P‘ "”“] AAE 5 A z="e gtoed FHYE
A& A& = 5y

2. TPM_TCM_POLICY S XCCE& 743t}
— TCM/TPM?°| $i= T 25 249 A%
OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTecm" —-override --imm
<useridy:<password>@<ip_address>

- °J EH A|2=¥le] TCM/TPM EE5 AX|3 T 25 1A (A& MA317] Ao TCM/TPM &
< FRUE o]EOH o]: zﬂ-)
OneCli.exe config set imm.TpmTcmPolicy "TecmOnly" ——-override --imm <userid>:<password>@<ip_address>
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OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" —-override --imm <userid>:<password>@<ip_address>
AL e ABsto] A 28E AL F )
OneCli.exe misc ospower rehoot --imm <userid>:<password>@<ip_address>

LB T o] WA A ge] SeE gl o R E gy,

OneCli.exe config show imm.TpmTcmPolicy ——override --imm <userid>:<password>@<ip_address>

2

— oA ¢ ko] &8, TPM_TCM_POLICY 7} &8l2 A4 A= 9-&& o v gy}
imm.TpmTcmPolicy?] Ao vb&3 225y},

— 0 "HoE ] 4" EA2E A$3e, UNDEFINED A #-& o) n| 3},
7

— ZF 1< "NeitherTpmNorTem" +249& AH§3l, TPM_PERM_DISABLEDE ¢
LI ARR=

— % 2+ "TpmOnly"#+= =225 AH8-3l, TPM_ALLOWED £ 9| v] 34},

— Z 4= "TemOnly"gh= 219 & 2183, TCM_ALLOWED £ ¢]n] 3y},
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OneCli.exe config show imm.TpmTcmPolicylock ——override --imm <userid>:<password>@<ip_address>
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OneCli.exe config set imm.TpmTcmPolicyLlock "Enabled" ——override --imm <userid>:<password>@<ip_address>
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OneCli.exe misc ospower reboot --imm <userid>: <password>@<1p_address>
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°] 2 imm.TpmTcmPolicy o] &34 ¥ % ¢, UEFI+= TPM_TCM_POLICY AA &

ZHayt.
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EA Y
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OneCli.exe config show imm.TpmTcmPolicy ——override --imm <userid>:<password>@<ip_address>
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http://sysmgt.lenovofiles.com/help/topic/com.lenovo.systems.management.xcc.doc/
dwllm_c_chapter2_openingandusing.html
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OneCli.exe conﬁg set TrustedComputingGroup.DeviceOperation "Update to TPM2.0 compliant”
--bmc wuserid:password@ip_address

TPM WA S 1.2 AA3d oS FYAFA L.
OneCli.exe config set TrustedComputmgGroup DeviceOperation "Update to TPM1.2 compliant"
--bmc wuserid:password@ip_address

7] A,

» <userid>:<password>+ A¥ 2] BMC(Lenovo XClarity Controller g1 €] ] o] ) of] o8 4] 23}
b AgEE A4 F999Uct. 718 282 IDE USERIDO| 2 7] ¢ %= PASSWORD ()&
2L O7F ek gk 5221 0) o Y o}

s <ip_address>= BMC®] IP F4:=¢J4rt}.
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2. X a7 T E2EMCTBICE Kkoawr FEERIFLET C
OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled
—-bmc <userid>:<password>@<ip_address>

2T ENEFNDToOBW®R»rHD FT °
— <userid>:<password> |3V —x—? BMC (Lenovo XClarity Controller f > #—7 = —

ZYVIZT 72T oIl T 2 &KERTT °T 74 L da—¥— 1D i USERID "7
7L b2 T —FiF PASSWORD (KX¥? o Tld%n < +n) TF °

— <ip_address> |l BMC » IP 7 FLv 2 T% °

Lenovo XClarity Essentials OneCLI set 2> FIZOWTFEL<CIZ DTF28WL TL
TR

http://sysmgt.lenovofiles.com/help/topic/toolsctr_cli_lenovo/onecli_r_set_
command.html
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Logs

Event Log Audit Log
(7} The Event fog provides 3 history of hardware and manapemant conditians that have been detecied,

Show: 0 I_‘,. E

| AEventScumes |+

8 & F D

A1 Actionz - : e :
&ll Dates | =
ERCIRTEES |
Saverity Serviceability Date and Time a | System Event Systemn Source D=
Type
&y Waming [ Suppod Jan 30, 2017, T:40:07 AM | Chassis1i4: Hode Mode 08 devicel Chasss dan 30, 20;
&y Warmning [ Suppod Jan 30, 2017, 74807 AM | Chassis114: Hode Mode 02 devicel Chasss J=n 30, 20
&y Warmning B Ucer Jan 30, 2017, 74807 AM | Chassis114: V0 module 10 Module Chasss J=n 30, 20
&y Warmning B Ucer Jan 30, 2017, 74807 AM | Chassis114: Node Nods 03 incom) Chasss J=n 30, 20

8/ 154. Lenovo XClarity Administrator O/HIE =37
XClarity Administrator?] o|¥lE Zk¢dof o & 2} A& W &2 o}2-2] &S AR L.
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YA WEE S5 A E A3 /\1‘3'] 9 a2 7 84 EYA A
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T3t Ao 44 Fe e} A E 755 Fu o).
?_

Lenovo XClarity Controller= A8 ¢ &
oMl E e o|NEE AAFYc}.

Clarity Controller ThinkSystem System name: XCCOD23579PK «Expot S User (1311
& Home Event Log Audit Log Maintenance History {, Enable CallHome Ml Configure Alert «
—_—
B Event
W customize Table [ Clear Logs C Refresh Type: IE D i | AllSource v All Date w Q
H
Severity Source Event D Message Date .
i utiization
Q System 0X4000000E00000000 Remote login successful. Login 1D: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
© Virtual Media
1 System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Firmware Update
i ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
M Server Configuration >
n System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
BMC Canfiguration >
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