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Before installing this product, read the Safety Information.
4iaY) Mi;ﬁlj%;&ﬁdl ETERT. S R T

Antes de instalar este produto, leia as Informacdes de Seguranca.
TERFAT fh Z 00, 5B Safety Information (Z2fFE) .
RRAARSBZA  HAMME "L ER, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfectéte pfirucku bezpecénostnich instrukci.

Lees sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat tdmén tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTrioeTe TO TPoiov autd, H1aBacTe TI§ TTANPOPOPIES AoOPAAEIAS

(safety information).

TM0AN MR NR WRIP AT X0 1°pRne 197

A termék telepitése elétt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BEROREDHIC. REBEWMELTACILZSE L,

= HE

o

X0t Hol 2tH HEE HOHAZ.

Ipen na ce MHCTAIMPA OBOj NPOAYKT, NpounTtajTe nHpopManujaTa 3a 6e36eaHoCT.
5 ¥ -
STESERITEL!

’ 1- m A %

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksigzka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.

© Copyright Lenovo 2024



Mepen ycTaHOBKOM NPOAYKTA NPOYTUTE UHCTPYKLIMA MO
TexHuke 6e3onacHocTy.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sé@kerhetsinformationen innan du installerar den har produkten.
Bygvad Ry gragn iz §xyhraa
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off BA23EF AT 4= gl5y . =3 G 2E 7|nk olg H o] 25 LXPM A2 A] A 5] = 7]
E o Ho]2E HAASEE AT 4~ 95U}, o]2 4] 3}8® Lenovo XClarity Provisioning
Manager - UEFI A& - A 286l A4 > <F1> Alo] A& >EXE HA o7 o] FFYct. 1 4}
£} dEH o] 22 AWM E A2 HH AE B EF BES AYAA L.

>

by

y
— I

T
i
[

AN G Aut ohg AEAE BRI L.

— A9} 335+ LXPM A9 A AL A A L (https://pubs.lenovo.com/Ixpm—-overview/).
— UEFI AF-8 4 % 4/ (https://pubs.lenovo.com/uefi—overview/)

+ Lenovo XClarity Essentials OneCLI
TA SE& =209 A P& ALl FA] A28 24 A S el a Lenovo XClarity
Controller 3 UEFIS WA % 4 5yt AR 74 RS 2835t b A 20S 54 ==
524 5+ sy
Lenovo XClarity Essentials OneCLIE AF§-3 A ¥ o tjd AR = ob5

https://pubs.lenovo.com/lxce—onecli/onecli_c_settings_info_commands

o
ol

Z3HA L.

e Lenovo XClarity Administrator
dAE TS A5 BE AHE wEA Z28)d 9l Abd 28T 5= F e A AR (o
24 2549 x],1/0 o]93E], 18 dA A o], LE ¢} Lenovo XClarity Controller @ UEFI AA)
o) Bt o) 2te] BelE e Anlol A4E 5 G A Ado AFHIG. A AEle] el =¥
W7 gl HgEE Aol AEez WEF )

Lenovo XClarity Administrators At&3te] o] S o] EstE vl o] o3 243 )
€2 gl A AlFE Y.
https://pubs.lenovo.com/lxca/server_configuring

« Lenovo XClarity Controller
Lenovo XClarity Controller <J ¢lg]d|o] 2 W& e o] X E= Redfish APIZ A ¥ 2] %
SELV PR ER AN
Lenovo XClarity ControllerE A}-83 AW A ¢ dig AR = o}

s BEIAL.
https://pubs.lenovo.com/lxcc—overview/ | A A ¥ e} =3E= XCC A °

h=)
R L P

HEe 4 P wEy FA i AR obF Lenovo Press € Ao Eo gl ).
https://lenovopress.lenovo.com/servers/options/memory
w9 g Aol Eol A A48T e R A 229 o4 5 Yok

https://dcsc.lenovo.com/#/memory_configuration

A7 A" g 253


https://pubs.lenovo.com/lxpm-overview/
https://pubs.lenovo.com/uefi-overview/
https://pubs.lenovo.com/lxce-onecli/onecli_c_settings_info_commands
https://pubs.lenovo.com/lxca/server_configuring
https://pubs.lenovo.com/lxcc-overview/
https://lenovopress.lenovo.com/servers/options/memory
https://dcsc.lenovo.com/#/memory_configuration

SGX(Software Guard Extensions) AlI2
!

Intel® Software Guard Extensions(Intel® SGX)= ®.qF Ao CPU 7] =] yiul 3= 1
DRAM=S A3 E 5= ¢g= A2 Fxg b= 71 skl 25y o).

SGXE AH&-3teH o 2AIE ¢ L.

A 1. "HERE EE A HA 7‘! A" 379 0] A & ““:/‘l Fx3IAHAI L. AW 7 SGXE AL 3hEA]
37k Al 13 SGX FAE 1 lEe LE 74 247 desel xuh (SGXE
A5k # % DIVIM 7489 223 DIMM 87 o] 2] o] oF &

A 2. A|ZHE ohA] A ESEA A L. 29 ﬂl*ﬂﬂ A|ZLE] 7] A o] 3} o] kel 2| = 715 =2 Setup
Utility E 9714 A £.. (X]-K]‘a"} A B.= https://pubs.lenovo.com/lxpm-overview/ ol A A]
H 9} T3] = LXPM A 4] 2 '/‘]"4" AR S FxIAAIL)

A 3. AZ"Y AR > T2 A A > UMA 7|4 S8 2 22 o] 53l S4& w243 514 AL

A 4. A 2" AA > T2 A4 > TME(Total Memory Encryption) & °] 53¢ 34 &
FAAL.

DA 5. WHAATGE AT T A28 AA 5 T2 A A > SGX(SW Guard Extension) & ©] 3}
AL

o?.:

E‘r

RAID ++4

RAID(Redundant Array of Independent Disk) & o
b4 8 Eeke bt Al v g mEHoE w2 5 Y HH U

RAIDE g =go]B7 /0 L3 FA J
EgtolB 9] do]H & *}%o}&l S F7F 2 AZE =fo] B o] eyl dlo]y
o2 Aol AstE 1o wlolE &AL AT 5 5y
RAID lﬂH"ﬂ‘ (RAID Egfo]E T Folgtas 3> E o] Zke dlo|H & #ulste 5T FE WHE
A}-8-3he A =gtolB oy AR o] FolA IF YUt Mt Ee|] B (UM} Y AT £ =
E}Ol‘:‘a}l )= =gto] B o] d5Aq dloly Hll ER 744 =gfol2 259 7

71} Egle]n L TAE £ zﬂxﬂoﬂ OS =8 EgolH == £5& s

SRR P EE
RAID | & 27 29 Lenovo Press ¢ AFo]E oA &l & 4 gl ),
https://lenovopress.lenovo.com/1p0578—-1lenovo-raid—introduction

RAID 2] =F 4 g2 3 2AAE AR = o}S Lenovo Press 1 AFo]E 4] ¢) & o},
https://lenovopress.lenovo.com/Ip0579-lenovo-raid—-management—tools—and-resources

Intel VROC
Intel VROC &4 3}

NVMe E2to] 2§ RAIDE 24 37] Aol o5 @Al uwpet VROCE 24 3344 <

1. AlZ="E ofA] A1 2EA Al L. & 74] A7} Al 2FE] 7] Aol 3hed o] ke x| = 7]3 £ Setup
Utility ® 973 A1 L. (AA-F A RE= https://pubs.lenovo.com/Ixpm—overview/ 9| A A ¥ ¢}
335 E LXPM A A]e] "A) =" ‘ﬂ’ﬂ‘% xR L)

2. A28 AA > A= % [/O £E > Intel® VMD 7] & — Intel® VMD 4 3}/8] A 3} = o] =3}
o FAE A3 L.
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3. WAASE AT F AL A

4z
ot
o,
>
>
fo

Intel VROC A

Intel o2 RAID 3} SSD A 49& zt& t}ek3l VROC #+A S AlF Ty}, 24 Y& o2
< Az L

=
2
« 29 5%E RAID $£F& 294 ulz} ct5ycl. SR680a V34 AL == RAID 52 7| & 4t
b UBE e e
o AFE JdF 715 93 Axst= o W3k 2AAI7F A R https://fod.lenovo.com/lkms® &S A%
AN 2.
PCle NVMe SSD£ Intel QT A3
VROC +4
Intel VROC Standard « RAID %0, 1, 10 #]¥
- AF ATV 2L
Intel VROC Premium « RAID 50,1, 5,10 ¥
- AF AZF 7 8L
¥ 7153 RAID « RAID 1"k 8|2

EMR) Z =9

- AEAZ 7 B

« 5AY Inte1® Xeon® 2=Ald L Z2 A4 (o] Z=" Emerald Rapids,

SATA SSD#$ Intel VROC + | &+ A%
3

Intel VROC SATA RAID « RAID % 0,1, 5, 10 x|

29 A Hi=
Aol £ ARG MEFE W B A S ST 5 A

ALE Jtset 29 JdlA

* Canonical Ubuntu
AL-g 7}5 & =9 A AL AA EF: https://lenovopress.lenovo.com/osig.

= 7|4k Hi3E
. g AW
A8 V5@ wT
— Lenovo XClarity Administrator
https://pubs.lenovo.com/lxca/compute_node_image_deployment
— Lenovo XClarity Essentials OneCLI
https://pubs.lenovo.com/lxce—onecli/onecli_r_uxspi_proxy_tool
— SCCM+¥€ Lenovo XClarity Integrator | Z 3 (Windows ¢ A|A] AL)
https://pubs.lenovo.com/lxci—deploypack—sccm/dpscecm_c_endtoend_deploy_scenario
- 9d AH
At 7he ' =

— Lenovo XClarity Provisioning Manager
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AW e} 335 = LXPM A9 A2 "OS Ax]" AA (https://pubs.lenovo.com/Ixpm-overview/)
— Lenovo XClarity Essentials OneCLI
https://pubs.lenovo.com/lxce—onecli/onecli_r_uxspi_proxy_tool
— SCCM<€ Lenovo XClarity Integrator ¥l ¥ 3 (Windows ¢ A A{)

https://pubs.lenovo.com/lxci—deploypack—sccm/dpsccm_c_endtoend_deploy_scenario
S HE
$19) Eol BALT 5 G AL obl Aol e} AReE 05 ¥ HES FERENTL o ES
Bzale £4 AANE FES2 WAL,
1. https://datacentersupport.lenovo.com/solutions/server—os | 0] ] & o] 3} A A £..
2. 2 B3R A o AAE Y3l Resources (B22) 5 YA L.

3. "0S A kel =" Gelg Fob WA AW FYSHAA L. 2 vk A H o whek £ AA )
% e gyl

MH 7y g

AME AASAY PAL WA Folt QA AM 7L sk o] T

o2 AW A 22 dd Wds e L.
- Y Z2AA

Lenovo XClarity Controller QlE] | o] 25 g3l Te] Z2A|A £A& Mg 5= g5y, e
BAA FA O R Ml g AR ARE oSS BRI L.

-]

o

A e} 33 == XCC A A2 "BMC 7%

H
Al e Lenovo XClarity Essentials OneCLI® A save B8 & A}&3le] B E A AA ] wig] s
ZHg & 5= o) FUTh save WH ol T3 A AT AR E oh3] WES FEFAAL.

[

wad" AA (https://pubs.lenovo.com/lxcc—overview/)

P
©

g AA % AW g dol B F Wslstelwl Agabe] Mel S AgIHAA L

Intel® On Demand A2 A H

Z2AAE Gk AFY 715 2527 Q5 AR A5e ALd =2 AAE A UL die AL
T % oA, TR 7|58 w @Y shEl A= ol stk A B3} Aedo] dalalwi A A HH
87 Aol Solupa ol el MBIt gE 2 AN J1%5 e FEaoF B 5 dxieh, o] A% A
€2} Intel On Demand 7]5 & 53 93l Z2A4 75& A9stx 438 = 315Ut} On
Demand 7]5& 53l AH§2= A A 343 2o 5tA] Z2A|A 7] 5& A AT 5 slsU
o} Ao AE A28 slEgo] W 2z E o] @ F A3 Intel On Demand AF-§ 24 4 o] - A

o] Ard e =35l AAL vf53 ZFy).
o "Z1EE Z2AA" 2579 0] %]
« "AA =" 2575 0] 7]
+ "Intel On Demand 7] A}-§ AA" 2589 o] 2] o] o3 A=}
+ "Intel On Demand 7]% o] A" 2583 ] 2] o] W3 A
o 2o 3 XCC ¥ LXCE OneCLI #]#:
"PPIN ¢]7]" 2599 ¢] %]
— "=Z 24 A e Intel On Demand A 2]" 2607 °] %]
— "Intel On Demand 48] 2324 ®t7] 2l J2 =" 2613 o] %]
— "ZFZAA ] X% Intel On Demand 7]5 &¢l" 2643 ] %]
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Far: 5o w2l XCC ) GUI #lojobo] o] 4] 233t o3k vb5 5= slssY et

MAHEl= Z2MAM

Intel On Demand+ Intel On Demand A4 Ei/ﬂ]/ﬂ o] A 1k AR a5y
SR680a V3 A 2D =+ Intel On Demand #| 4 Z 2 A A o] o g X]-/‘ﬂ iy LH%%
https://lenovopress.lenovo.com/Ip1909—thinksystem-sr680a-v3—serverd] W&& FZs A L.

L

3 A zdle] BE 22 A4 §93F Intel On Demand 7]%5& AH§-3ke] A= sl oF FUr}.

Mz ET
Intel On Demand+ Lenovo XClarity Controller(XCC) ¥ Lenovo XClarity Essentials
OneCLI(LXCE OneCLI) & £3] 4% % 1%uc}. =2 4147} Intel On Demand & %] 93} &
2] Zel3t FTo= A 2"l Ax]x®l XCC 2 ‘ﬂ LXCE OneCLI7} Intel On Demand 2 X & 2] 4 3s}+=
A= stelaof g,
1. Lenovo XClarity Controller(XCC) 7} Intel On Demand A X]& 2| dst=x] st A2
(F 7FA] ¥y AlF).
+ XCC ¥ GUIE &3l

BMC 74 - ge] M 22 o] 534 3 o] %] ]| Intel CPU2 On Demand 7]—‘=—°]E}“ H‘/ﬂol
e A XCCeA Intel On Demand AX| & A 43& o|v]Fuc}. o] AAe] gl A=
Intel On Demand A X5 A 43t=5 XCC Hlo] & A AR o] Esfof {Q"]"’]’-

. | .
Clarity" Controller2 < ' System Name: 3 servicelog A

[4 Remote Console

# Firmware Update

B Storage

&5 Server Configuration v On Demand Capabilities for Intel CPU

The following tabel shows the CPU features that were activated by the user

BMC Configuration ~

Backup and Restore 2 Upgrade License Export State Report

License Socket UniquelDs License Features

Network

Security

2E1223. XccC & GUI - Intel CPUS/ On Demand 7/=

« XCC REST APIZ 53
a. & £3 URLZ GET #WlAE=E 283y}
GET https://bmc_ip/redfish/vl/LicenseService/licenses/

b. 5% JSON 7] A ol A Members T = 9
/redfish/v1/LicenseService/licenses/CPUX_OnDemandCapability 52] API7} 3= (o]
] x= CPU ¥%¢!) @A XCC7} Intel On Demand A X5 2|9 &< ¢v|3y
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https://lenovopress.lenovo.com/lp1909-thinksystem-sr680a-v3-server

7%= Intel On Demand 22| & A Y3}EF XCC A& 3
ddlo] Esfof 3},

"@odata.id": "/redfish/v1/LicenseService/Licenses/CPU1_OnDemandCapability"

"@odata.id": "/redfish/v1/LicenseService/Licenses/CPU2_0OnDemandCapability"
1,
]

2. LXCE OneCLI®lA Intel On Demand 2 %] & %] 3}=%] &4l
+ LXCE OneCLI WAl °] 4.2.0 o] &e] o]} et

Intel On Demand 7|5 Al MA

1. 2] slaz e @ F A4 FF38+E Intel On Demand 7]5%5 & A 938412 ( "Intel On
Demand 7] " 26530 2] #=x).

2 V% e Hs YL B AF 2254 AEH

3. PPIN 7] 5& A& ”7‘43}71 A =] ok ARG} P 7 es AXTE Z2A A
PPIN& %4;144. "PPIN ¢]7]" 2599 o]z

https://fod.lenovo.com/lkms 2.2 o] &3] a3 =

9 Aol ol A A28 3, Alzd G 9E 3 PPIN

U AelE A4 AF A A AR AF 4T

XCC =+ LXCE OneCLI";j EOH E oz

N Oy O

aLx = %ii%ﬂ‘:} "Intel On Demand A€ B34 7] 9l

o

H
9. (¥4) Intel On Demand A H)
HEE" 261902 o] WE&E F

H
AHe] 2 74 = Intel On Demand A9 Z2A14 2] A 4 A& el Yy}, Lenovo+s Intel
On Demand #] € *‘i‘ﬂ’ﬂ«] AA AHE RA 3] S5 7—';‘ °FHY Ae Ry AE wEYT)

10. Z2 A 22" 7|5< 2w "Z2 A4 ¢ A= Intel On Demand 7] 5 31" 2643 0] %]
A e zl-z-g].ﬂ AL

https://pubs.lenovo.com/lenovo_fod¢] W&& FZ3}AA 2.

Intel On Demand 7|S 0|&

ZZAAS 2AZ F o] 9=
W ZAAE ol Aetelm b BAE PR ek
28] o)

D& Z2AA NN A ZZANZ )5S o Aalel T 5 dEh A5
L ARl shE ZEAAE AZRAA AAR A Al 9 T2 a4 e PPING B3
o]

"PPIN 871" 2593] 4| o] | -& 2344

2. Al ZRAAE ARAF F A Z2AA ] PPINE %HME}. "PPIN ¢]7]" 2593 ©] 7] o] W&
Az sEA A &

3. https://fod.lenovo.com/lkmso| A ZA3e] gl = Z 2 A4 ] PPINS ¢33y}, (UID AA
o] PPIN ¢1¥)

4. o|AE 75 & AH T
5. Al ZZ A PPINS 18 gt}
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6. W A EA NEL AF AT 717 AR YU AZEEAEF JF5 718 23 Y} "Z2A|A
o] Intel On Demand A x]" 2603 °] = 2.

h=)
7. XCC == LXCE OneCLIZ &3] =& A = 71 & Ag3le Al Z2A| A i 7 5& A
2] &Y},
8. AW AC AYS Zt HY).

9. (¥4) Intel On Demand A# ®34Z5 g 2=3c}. "Intel On Demand AHe] B4 k7] ol
FdE=" 2619 01729 W& FzsiA L

A el R 74 = Intel On Demand A Z2 A4 9 AA +4 Ae)E el Yy}, Lenovos Intel
On Demand A% 2442l 83 4% 2457 99 w402 Rel 4ol RIAT B

10. Z2A| A A5 7|5 Beld "Z2 A4 A3]= Intel On Demand 75 &4¢l" 2649 ] %]
A& FZ3 A L.

https://pubs.lenovo.com/lenovo_fod ¢ W& FZ3}14A) L.

PPIN 27|

PPIN (Protected Processor Inventory Number) < Intel On Demand & A8 2A3}7] ¢3)] vt=
Al D23 AR Yl XCC 9 GUI, XCC REST API ¥ LXCE OneCLIZ %3l PPINS ¢S &
QEUch. AAF ARE oSS B2 L.

XCC ¢} GUIE 53] PPIN ¢}7]

XCC 9 GUIE 93 M ER o]z > CPU ¥ » 3% 5> PPINCSZ o] %

. I g
Clarity Controller2 € ! System Name: ¥ Servicelog &

ﬁ Home Socket Model Max Cores PartID

B Events CPU 1

i= Inventory

FRU Name CPU 1 L1 Data Cache Size
M utilization

Manufacturer Intel(R) Corporation L1 Instruction Cache Size
E Remote Console Max Speed L2 Cache Size

Maximum Data Width
L3 Cache Size

4 Firmware Update Capable
Family Voltage
8 Storage Max Threads External Clock
I PPIN I

8/224. XcC & GUIZ S5 PPIN &{7/

XCC REST APIZ %3 PPIN ¢}7]

1. ¥ &% URLE GET HWA=E A3 Yt}
GET https://bmc_ip/redfish/v1/Systems/1/Processors
e
GET https://bmc_ip/redfish/v1/Systems/1/Processors

2. 5 JSON 7§ A o] A Members 2=+ T2 A4 g2 49 o3

o

£ 93AE R FUY

A7 A A" g 259


https://pubs.lenovo.com/lenovo_fod

o
"Members":[

{
@odata.id: "/redfish/v1/Systems/1/Processors/1"

5

{
@odata.id: "/redfish/v1/Systems/1/Processors/2"

}
l,
3. PPIN® ¢lo] & Z2 A E A3} b 23 URLE GET WIA=E A3 Yt old x&
CPU H&3Yrt},
GET https://bmc_ip/redfish/v1/Systems/1/Processors/x
ol Fof, Z2 A4 19 PPINE ¢l o}-8-2 F2 e}
GET https://bmc_ip/redfish/v1/Systems/1/Processors/1
-3 JSON WA | A Processorld 2=+ 23 % CPU¢ PPIN A R.al ProtectedIdentificationNumber
dE% 2o Fyoh.
o
"ProcessorId":{
"ProtectedIdentificationNumber":"1234567890xxxyyy"
I3

LXCE OneCLIZ %3 PPIN ¢}7]

os WEE 4y

OneCli.exe fod showppin -b XCC_USER:XCC_PASSWORD@XCC_HOST

%3 23}l PPIN JR7F A1 FYe}. o
Machine Type: 7D75

Serail Number: 7TD75012345

FoD PPIN result:

| Socket ID | PPIN |
| Processorl | 1234567890xxxyyy |
| Processor2 | 9876543210zzzyyy |

ZZ2 MIMOl Intel On Demand A X]|

XCC %} GUI, XCC REST API =+ LXCE OneCLI% %3l https://fod.lenovo.com/lkms9l] A t}%
2e3 2“ JdF 71& A5k Ji‘ﬂ/ﬂ o] Intel On Demand 7] &< 2% 34Yt}.

XCC %] GUIE A}£3}9 Intel On Demand A %]

1. XCC 91 GUIZE €3 BMC FA4 - go]Al 2~ > Intel CPU9 On Demand 7] = o] A 2 ¢ 19
O > BolH7] > FA ) 2 o] Edte] HE Q1= 7] e
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Add a new license?

No file selected.

Gancel

g/225. XCC & GUIE Soff FF 2/ 7] &2

2. Ax]o AF3stH ¥ GUICA “License key upgraded successfully. The features will be activated on the
processor after system power cycle” WA X & FEA|8t= F¢ Fo] Yehdyr}.

28] e A $dl= "Intel® On Demand A& A 4] s 2" 26690 2] 2] W& FZ3}A4A L
XCC REST APIZE A}%3}¢ Intel On Demand A x|

1. t} &% URLE POST WA E=FE A&},
POST https://bmc 1p/redﬁsh/v1/L1censeServ1’ce/Licenses

2. WA AE 9lZ 7| = basebd AL 2 A435}3L LicenseString 2= POST dlo|g = ¢J=3 1},
{

"LicenseString":

}

3. ] AF3sl XCC REST API| A “License key upgraded successfully. The features will be
activated on the processor after system power cycle” ®W A %] 7} A Y},

23] 942 7= "Intel® On Demand AH§ A4 &4 sl 2" 26630 o] 2] o] W-&-& FxslAA 2.
LXCE OneCLIE A}43¢] Intel On Demand 2 3|

& e AP o)l ckey_file>e AE A% 715 vhehdy .

OneCh exe fod install --keyfile <key_file>

BAFALE AXEHE §7o| v ZFo] FAFH Y}
Successfully install key

S 53o] t23 22L& 7% Lenovo A AE o] Ee]3l4A] L.
Failed to install key

Intel On Demand &Ef E1AM 87| U HE2E

Intel On Demand AF-& A& = 012‘1 -‘ﬂ'iﬂ 2 XCC 1 GUI, XCC REST API ¥ LXCE
OneCLIE %3l AHH szﬁ% '% JR=3Fc AT ARE oSS FxIAAA L.
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XCC ] GUIE AH-83to] A" R 2=

1. XCC ¢ GUIZ €3 BMC T4 = #o]Al A - Intel CPU9 On Demand 7|5 - CPU A9 > A
H 234 JEY7|E o] F

Export the selected state report?

Do you want to export the state report for 'CPU 1'?

E/226. XCC & GUIE Soff e BaA{ LY=LY/

2. https://fod.lenovo.com/lkms®] "On Demand I =" A4S

ol e R E 2=
XCC REST APIE A-43te] Ad] R34 Q2=
1. ©t& &% URLE GET WA =% A&35te] CPU A=) 234 APIE A A3t o x&= CPU W
=yt

GET https://bmc_ip/redfish/v1/LicenseService/Licenses/CPUX_OnDemandCapability
dE S0}, CPU 1 Ad B4 APIS AAsteH o} & F=x3).
GET https://bmc_ip/redfish/v1l/LicenseService/Licenses/CPU1_OnDemandCapability

<% JSON 7l A ol A] Lenovolicense.ExportStateReport 2 =2] target T =

4t CPU AHH) 2314
APIQdYtt. 47] 4 x& CPU #HZ ol o}&3} 245}
"Actions": {
"0em": {

"#Llenovolicense.ExportStateReport": {
“title": "ExportStateReport",

"target": "/redfish/vl/LicenseService/Licenses/CPUX_OnDemandCapability/Actions/0em/Lenovolicense.ExportStateReport"
}

}
b,
t}-& oA target =] $H2 CPU 1 Ae] R34 APIY Y}, CPU 1 Ae] R34 API
= 54 Y«
"Actions": {
"Oem": {

"#Lenovolicense.ExportStateReport”: {
"title": "ExportStateReport”,

"target": "/redfish/v1/LicenseService/Licenses/CPU1_OnDemandCapability/Actions/Oem/Lenovolicense.ExportStateReport"
}
}
h
3. A" RaAE AAF Y}

1T H
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t}. o]d] x= CPU &}

POST https://bmc_ip/redfish/v1l/LicenseService/Licenses/CPUX_OnDemandCapability/Actions/0em/
LenovoLicense.ExportStateReport

% Sol, CPU 1 o) B34S ZAstel A vhe-g Fxgye.

POST https://bmc_ip/redfish/v1l/LicenseService/Licenses/CPU1_OnDemandCapability/Actions/0Oem/
Lenovolicense.ExportStateReport

a. T £3% URLE POST HIAHEE A3t CPU Ae] 234 APIE A RaAqF HAFY

b. HJSON 7HA] & POST dl°]¥ & 2§34}t Postman¥ 2 APl =75 /\}%—o}“ 74§ Body
- Raw = JSONel| A Hl JSON 7|3 & #-$-32, JSON = ol A NULL 7§A] '{}' & ¥4 c}.

binary GraphQL

4. 5ol A stateReports BE o 9= AE] R A5 A A3},

—~

"stateReports": [
{
sgntaxVersmn" "1.0",
“timestamp": ""
"objectId": ""
"hardwareComponentData": [
{

"hardwareId": {
"tgpe" "PPIN",
"value": ""

1

"stateCertificate": {
"pendingCapabilitgActivationPagloadCount": ,
"value": ""

1

"hardwareType": "CPU"

5. https://fod.lenovo.com/lkms<] "On Demand S =" A A& 3l A RS 23

LXCE OneCLIE A}£3lo] e R4 g2
1. ohe WHE Agale] el RS A5

OneCli.exe fod exportreport -h XCC_USER:XCC_PASSWORD@XCC_HOST
2. thw H¥ S A&t Ad RS 43
OneCli.exe fod uploadreport --file CPUL_xxxxxx_StateReport.json --kmsid KMS_USER:KMS_PASSWORD

2~ .
SEERE

CPU1_xxxxxx_StateReport.json> 154 2] fod exportreport M3 2 g t}2 2 =3} 519l o] o] 24l Y},

KMS_USER ! KMS_PASSWORD+ https://fod.lenovo.com/lkms®] ID % ¢z},

A7 A= A
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Z 2 M|A{0f] AX|E!l Intel On Demand 7|S &2l

XCC 9 GUI, XCC REST API ¥ LXCE O

ne E3)] Z=F A A Ax]=l Intel On Demand
N5e RAT 5 Ywieh AT F0E g

F3: golAAE Agsle Z2AAF AA61A] &L A Fe+= XCC ) GUI Intel CPUS On
Demand 7]%% A A o] Z2 A A7} ZA = A] ¢k5Y ).
XCC ¢ GUIE A£3}0] =2 A Ao 222 Intel On Demand 7] 5 &¢l

BMC F4 - @o]Al 2~ > Intel CPUY On Demand 7] 5 =» CPU A8 - o] Al X~ 7] 52 8 o] E35}A
A2, A" 7o) o7led vt gl

. 1 .
Clarity" Controller2 < ! System Name: ¥ Servicelog &

& Hirmware Update

[ On Demand Capabilities for Intel CPU

B Storage

The following tabel shows the CPU features that were activated by the user

Server Configuration v

BMC Configuration | ~ A Upgrade License Export State Report

Socket UniquelDs

Backup and Restore
License

Network

Security

TE1227. XCC & GUIOA! ZZAA{0ff &%/ &l Intel On Demand 7/= Z+o/

XCC REST APIZ A}£35to] =F M Ao A= Intel On Demand 7] % ¢l

1. &+ &4 URLE GET WA=& A&}, olw x= CPU "y}
GET https://hmc_ip/redﬁsh/vl/L1'censeService/Licenses/CPUX 0nDemandCapah1l1tg
oqE =9}, CPU 1°] 2% Intel On Demand 7] 5<% ZAAsleH & FZ2344 L
GET https://bmc_ip/redﬁsh/v1/LicenseService/Licenses/CPUl_OnDemandCapablhtg
2. S5 JSON 7 A ol A Featurelist 2= o= o] Z2 A A 9] 2Ax]% Intel On Demand 7]5°] £3%
oo] 9%},
"0em": {
"Lenovo":{
"Featurelist":[]
"@odata.type":""

}
h

LXCE OneCLIE A}&3to] 2 A A 2Ax]5 Intel On Demand 7] & &¢I
1o B9 Agated A9 )5 E BN L.
OneCli.exe fod report -b XCC_USER:XCC_PASSWORD@XCC_HOST
2. 29 ZA 7 Intel On Demand 7] 5% £33l ZE ol 27t A FH Y}, o
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FoD Reports result:

Feature | Key Description | user | Expired |

Feature List | Reminding |

DSA 4 instances,
IAA 4 instances

DSA 4 instances,
IAA 4 instances

| XcC2_Platinum | Enabled Lenovo XClarity Controller 2 | N/A

| | Platinum Upgrade |

Succeed.

Intel On Demand 7|
Intel On Demand 75 tb23 25Uk, Y5 = 752 AFote) o2 2413 82

https://lenovopress.lenovo.com/Ip1909-thinksystem—-sr680a-v3—server o] 4] ZZ3} A A &

7]
+ Intel Quick Assist Technology(Intel QAT)!
Intel® QATE A Z&Ho] o] @2 Zo|dEE 2|3 AY o] A2 A& £n)3
Y U5 o2z sl 2244 2ol S gie ntel 0A TS A4 44
IR AAE B dold EFA §5 2 4E0E A9 > 0k Hw o] CPUSIU.
+ Intel Dynamic Load Balancer(Intel DLB)?
Intel DLB: 421215} 2914 % 85k d19 9 ohalel o] =) ) A2q3ieh. ol )
CPU d3to]o] 45ahe 222 o 45E PCI A on], ool 4 A=z 2= 4o 3
EA R R e A
+ Intel Data Streaming Accelerator(Intel DSA)!
Intel DSA+ 2=E2]|4 dloJg] o]F ¥ W3 & st oz 2B ], YESF] W do]g F A
Hazce] 29%e AFUh dolsl AE Fue) WE g Aoz enslg ol
dolg o] F 24d& 2225355 E AAHE Intel DSAE CPU, W2, /A, BE d2% wrg, =
o7 2 WEHT A 2] dolH o]F ST el Futh
+ Intel In Memory Accelerator(Intel TAA)!
e TAAE dlolEHo] 2 g A4 a2 =5 o "“}Eﬂl APsta, AAFoR AY a8 E0]
= d =&°] g4}, o] ‘JVL 7H571 = A8 21?4“ S oW R dloje o] g 1] glo]E
B4 glmzss) Wre] FXAES ZUc}. Intel [AAL Avlm el dloeuo]2 2 22 o]
B #] o] 2= o] o] A4A °J‘4°}.
+ Intel Software Guard Extensions(Intel SGX) 512 GB3
Intel® SGX+ wl&22] WA 54 & Ao]d T =9} nﬂ o] B2 A sl st=go] 7)ut uﬂ]}_a] ot
312 AFFYch. Intel SGXZ A&t A2 55 = E3 W 2a 9 ]_-_7H oJ o1 (el 27| o]
S T W HI SR S O e,
ZEHEE AAEISHY .

Tz

« 1ntel oneAPI, Al £EF7 @ 7}<=7] o zlo] 2= 445 Intel®
Xeon® 23 7}5& ZEAE FJ& 28 FE, (nd). Intel.
https://www.intel.com/content/www/us/en/developer/articles/technical/performance—advantage—

e 2Jntel® Dynamic Load Balancer, (20233 549 234) Intel.
https://www.intel.com/content/www/us/en/download/686372/intel-dynamic—-load—-balancer.html

« 3Intel® Software Guard Extensions(Intel® SGX), (n.d.) Intel.
https://www.intel.com/content/www/us/en/architecture—and—-technology/software—guard-extensi
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Intel® On Demand Al MA™ 22X oA

Intel On Demand A X] 25 WA 2] 9 AL-§-2} 242 of &) 5 FX3HA]A L
F 18. Intel On Demand &i| BIAIX] 2! A&} &S
w) A] %] A&7 Z4
ghol Al 77k g A L' g ade|=E syt Al 2F | A28 ALdS @ W Ak A F Intel On Demand & 2
ALE Rk A Foll 7150 Z2AA A B3 Yct. | 3T 5+ A5yt
AE AF 7] A o] &np=x] S SlE AF AT 7] A S JREPER FdsA L
2 77} x14= ™ Lenovo #| 9] 23144 2
AE QZ 7)o T2 A A PPIN©] &u}23%] & Lenovo A el {2314 Al &
gho] A 27} ow] Z 2 A A ol A2 ol F dF 71E olvl A AUt d2EF AF
5 717F EupER] FelsidA L
Z 2 A4 2] NMRAM ¥3to] #-%3 Lenovo A el &2 3t4 A 2.
yu2 on Lenovo x4l #2314 A &
o T2 AY Aol T= AHA ] o F AE A5 71 AR E ASsted 1A A=) AL
Zeh AR AL
FEH 272 Q3] LACE Z2vAYE 5= 95 Lenovo #] el 2] st4lA] 2.
FTE AN E FolAl2=E 7HHE 5 g5Uch. A4 | Intel On Demand & A X]3}7] Aol A]2=" A& A
2 2 F o A=A L AL
On Demand 75 A R7} A T B2 o] d=F 7h | AF AT 7] AAE ALse ™ Ugel oA Al =34
A& dFUch dFol oA A =S A L. AL
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Hed =M s

of o] YHEF AgsH] AWE AHEE W VAT g BAF A Rekw AL

574 o] E7} ¢35t Lenovo # J°ﬂ 7‘}% 2 ¢ EF Lenovo AME 74T + glsydh
Lenovo XClarity Administratore} 22 #e] §8 T2 2P| A A5 LH(F Folzlax 3H &
TA4E 5 Ut A5 A S FAAEE AWl AAH R F3 3 o]l ES AT wjwujc}

Lenovo Z]-‘r’d"ﬂ AEo 7 %}%‘HD}.

<A F3A gtetslEd dubd o g A E A ste & T2 oHIE TR E Az
ol 3+
F 34yt
« Lenovo XClarity Administratorel] A A ¥ 2 a5}
o|WIE F 7o)l A A]2HEFA Al L

e ThE Y R ZZ WL A}L3E 7 Lenovo XClarity Controller ©JHIE E 204 A=+
SHA Al L.

rr

7d$ Lenovo XClarity Administrator

g 2laa
Lenovos A4 94 =8 A%l 4 sivlelZstel, Ak fala) A 5 Qi £AF A she s 3
AR 2 A8E AP o1& Tech Tip(wd § =& An)2 3¢ A8 293 Hd £
5 selAd A2 5 95 PEE AT T
Ao AT 5 PE ) e Rodd

1. http://datacentersupport.lenovo.com 22 ©]5 3% F Ao 3 x| H| o] 2] & o] F3} A A] L.
2. g F&3 e How To’ s(H)E S A L.
3. =Ecb$ vl A Article Type (&4 §3) > Solution (£F4)< FIs}44 L.
spale] A A Abaol whe} SR EAS 3e AahilA L.
+ Lenovo dlo|¥ AlE E7
- e Ao $41E EAE 4
Systems/ct—p/sv_eg?] Ul&

O|HIE 27

FZE o ME E=& Quksl oWl EE &= WA x| =& 7]E} AU}, A3+ Lenovo XClarity
J g} ]Ei gk 7 32= Lenovo XClarity Controller ©]#l
t Module 2 == Lenovo XClarity Administrator °l 4]

Aol A7k A% ARy

=} I_—E =

Controller =& & ‘]“13]—' UEFTI9l] ¢Jsl] A
E i1°ﬂ A5 Yc}. Chassis Managem
AW E FE st A5, sl e HEY Ao

3 o MEd A Belt o Sdslof & FE e A8A el v =z
https://pubs.lenovo.com/sr680a-v3/pdf_files.htmlol| A 2l & 4 Q)&= gfr/x] @/ F = FFxf9
WEE FESAA L

Lenovo XClarity Administrator O|HIE 271

Lenovo XClarity Administrators A}-g3ste] A8, 4
XClarity Administrators E3l g8 ZE #Ax] 2] oW E
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Logs

Event Log Audit Log

(7) The Event lag provides a history of hardware and managemant conditions that have been detecied.

- Show: :"!-". W]
N E 948

| ANEventSources |- [ Fiter ;
Al Actions = — T
All Dates | =
—  Severity Serviceability Date and Time ~ | System Event System Sowrce Dz
Type

A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 03 device Chassis Jan 30, 200
A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 02 device Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | 1D maodule 1O Module Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | Node Mode 08 incom| Chassis Jan 30, 20

8/ 228. Lenovo XClarity Administrator O/HIE =37
XClarity Administrator?] o|¥lE Zk¢dof o & 2} A& W &2 o}2-2] &S AR L.

https://pubs.lenovo.com/lxca/events_vieweventlog

Lenovo XClarity Controller O|HIE 271

Lenovo XClarity Controllere €%, A 35 A3 A4, A &=
YA WEE S5 A E A3 /\1‘3'] 9 a2 7] 84 EYA A
XClarity Controller= A|2¥l g 2= E °J]°‘] 2
T3t Ao A Fe e} A E 755 Fu o).
?_

Lenovo XClarity Controller= A8 &
oMl E R o|HEE AAF Y}

: i S .
Claﬂty Controller ThinkSystem System name: XCCO023579PK « Export - User (1311
liive Event Log Audit Log Maintenance History { Enable Call Home Ml Configure Alert =
—_—
W customize Table [ Clear Logs C Refresh Type: IE D i ] AllSource v All Date Q
= Inventory
~
Severity Source Event D Message Date
Utilization
o System 0X4000000E00000000 Remote login successful. Login ID: userid from webqguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Virtual Media
1 System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Firmware Update
i ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
Server Configuration >
n System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
BMC Canfiguration >

2E1229. Lenovo XClarity Controller O|HIE 27

Lenovo XClarity Controller o]l E 21 AA| 2o A3 A A7 AR = o} 2L FZR51AA 2.
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Aol $3HEl= XCC A Ao "o|HlE 21 B7|" AA (https://pubs.lenovo.com/Ixcc—overview/)

A2 LED ¥ ZiCtC|AE 0¥ 2| sHA
& AAAA Ag A5 A28 LED @ Ak v 2F o] o] o) JuF TdahAlL,

=202 LED
o] A A= =etol 1 LED Bl g Y RE AlF Tt

o oA Egtol B &5 LED 9 Egfo| B A LED7} 7te)7]+ &A1& 2% Fuy .

E/230. E2}0/2 LED

Z 19. E2/0/2 LED

LED v
Hcatoln 25 | 7 8 25 =efo] B 35 LED7L $l5Yth. o] LED7} Zite]dd =aje] By} A4
LED (54) THE AU

Egto] B Ae) LEDE b e E velivc

H==tel2 g8 |+ LEDZF AX: =gto]Be 2 {7} gl
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N
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E/233. XCC A[XE 2l2 ZE(10/100/1000Mbps RJ-45) LED

I 22. XCC A|2AE 28] ZE(10/100/1000Mbps RJ-45) LED

LED A

QXCC A28 2 | o] =4 LEDZ A}%-5}4]
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clagao] iy e
A A& LCD € 2=Fd ol s} 570e) g4 EC R 95},

System Name
System Status
Active Alerts

Status Dashboard

Ambient Temp
Power

Checkpoint Code | Active Session

Menu: ¢ Active Alerts
¢ Status Dashboard
* VPD
« System Firmware
¢ XCC Network
¢ Environmental
« Active Sessions
« Actions

1 jReRESL I

H:=z2 WE@2/097/

2AEHEST T A=A

fr o,
i
S~
fo
it
>

H = =e

AE WES F9 vl SAAA A3y

Al EA BE
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ZM E2 fjojojay

LCD el chebst A2 Pust EAHUeh, 228 78 Agstod $4E B L.

E e wp2} LCD "=F#H o] e] £4 9 F5o] o& + slayt.

274

System Status

Dashboard

XCC

/ Temparature
L Select
R | Status Dashboard / | 4 ‘ @
LN, zs v] (4] [»}—— scroll up/down/left/right
1 Active FAlerts 249 @
Checkpoint Code

I
Active Alerts |~ System VPD %

Power consumption/

System

Firmware

Alerts 1
Alerts 31

Machine Type
Model
Serial Number

Universal
Unique ID

Active

XCC Primary
XCC Backup

Network Sessions L2  Actions
Information
XCC Hostname Ambient User Revert XCC
Temp Session 1 to Defaults
MAC Address
‘ Exhaust Temp ‘ Force XCC
Reset
IPv4 Network
Mask ‘ CPU Temp ‘ User
Session 31 Request XCC
Reset
| 1PvaDNS | | PSU |
Set UEFI
IPv6 Link FAN 1 - FAN 4 MEM test
Local IP
Stateless IPv6 IP
Request Virtual
Static IPv6 IP Reseat
Current IPv6 Modify XCC
Gateway IPv4 Address
IPv6 DNS Modify System
Name
Generate /
Download FFDC
Service Data

ThinkSystem SR680a V3 A}-8& 41w 4]
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Universal Unique ID:

Machine Type: xxxx
Serial Num: xxxxxx
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A 2% o]

a9l Wl i A
XCC 71&
3 XCC Primary (Active)
- A 2 ) Build: DVI399T
e Build ID
]ﬂu: s Version: 4.07
. Z\_ \_E‘
Date: 2020-04-07
o Y2 I
XCC ul o]
B ]]‘joiu)‘x(*LEH) XCC Backup (Active)
n*ld TENC Build: D8BTOS5I
e Build ID
]ﬂu: - Version: 1.00
M X\_ 1_1
Date: 2019-12-30
- Y=g
UEFI
B o UEFI (Inactive)
< Hello] FECEED) Build: DOE101P
e Build ID
- Version: 1.00
° T ’L.i
Date: 2019-12-26
o Y2 g
XCCYEYa AR
3] ol % i
. XCC 32£E o] & XCC Network Information
« MAC F& XCC Hostname: XCC-xxxx-SN
« IPv4 VI EY A vl 2= MAC Address:
« IPv4 DNS

« IPv6 3= 2 IP

« Abe] ¥ A A IPv6 IP
« A IPv6 IP

« @A IPv6 Ao EH o]
« IPv6 DNS

XXIXXIXXIXXIXXIXX
IPv4 IP:

XX.XX.XX.XX

IPv4 Network Mask:
X.X.X.X

IPv4 Default Gateway:

X.X.X.X
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Az 87 AR

3h9] vl 7 o
Ambient Temp: 24 C
Exhaust Temp: 30 C
. FH 2T CPUL1 Temp: 50 C
- A PSUL: Vin= 213 w
« CPU 2= Inlet= 26 C
« PSU AHH| FAN1 Front: 21000 RPM
- RPM¥E # 34 &5 FAN2 Front: 21000 RPM
FAN3 Front: 21000 RPM
FAN4 Front: 21000 RPM
24 A4
a9 Wl 37 .
29 A Active User Sessions: 1
zrq
91 ol ol
9 b whE el e A 5 Peyeh
. XCCE 2oz 5%
« XCC 7HA M2A
« XCC AAA 2.3 Request XCC Reset?
« UEFI W&23g g 2E AA This will request the BMC to reboot itself.

=

° 7]"(} XHHHi] —-o-'—-o
+ XCC A IPv4 F&/Yl ufxz/Alo| Ego] 3
o AlZH o] F 4

« FFDC Au]2 dlo]g] WA /}2=
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