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Before installing this product, read the Safety Information.

Aa¥] a8 cany ozl 1aa € 5 8

Antes de instalar este produto, leia as Informagdes de Seguranca.

A2, BT Safety Information
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Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfe¢téte pFirucku bezpeénostnich instrukei.

Laes sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat td&man tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpv eyKataoTroeTe TO TPOIOGV auTo, S1aBAoTe TI§ MANPoPOpPieg acPaielag

(safety information).

JIT0AN MIRTIN DR IRIR L0713 0Pnno 199

Atermék telepitése elbtt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BLOREDHIZ. REFRELHA LS,

= HES 4705t & otd FEE HOMAL.

Ipex na ce mHCTATHPA OBOj MPOAYKT, MPOIUTAjTe HHGOpManujaTa 3a He30eTHOCT.

PR

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapozna¢ si¢
z ksiazka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informagdes sobre Seguranca.

© Copyright Lenovo 2020, 2022



Mepen YCTaHORKOM NPOAYKTA MPOUYTUTE UHCTPYKLMA MO
TexHuKe 6e30NacHOCTU.

Pred intalaciou tohto zariadenia si pecitaje Bezpe&nostné predpisy.
Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacion de seguridad.
Las sakerhetsinformationen innan du installerar den har produkten.
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Z 2. O/E[A & 7122 A3t (HS)
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Status Dashboard

System Name
System Status
Active Alerts

Ambient Temp
Power
Checkpoint Code | Active Session

Menu: * Active Alerts
« Status Dashboard
* VPD
« System Firmware
¢ XCC Network
¢ Environmental
« Active Sessions
« Actions
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Power consumption/

/ Temparature
L Select
R | Status Dashboard / | |
waw =cll [v] (4] [»]—— Scroll up/down/leftrright
1 Active Alerts @xa9
Checkpoint Code
""""""" |
| |
System Status . . System
tem VPD
Dashboard | ACHVE AICHS |~ System — Firmware [EJ

Alerts 1 Machine Type
Model

|
|
|
|
: Serial Number
|
|
|

Universal

Alerts 31 Unique ID

il

XCC

System Active ' ' .
E] Networ.k Environment Sessions BTN E]
Information

Ambient User Restore XCC [Z]
Temp Session 1 to Defaults
MAC Address
Exhaust Temp E Force XCC
IPv4 Network T Reset
Mask PSU 1 ser
Session 31 Req;est XCC
eset
IPv4 DNS FAN 1 - FAN 4
Set UEFI
IPv6 Link FAN 5 - FAN 8 MEM test
Local IP
Clear CMOS
Stateless IPv6 IP
Request Virtual
Static IPv6 IP Reset
Current IPv6 Modify XCC
Gateway IPv4 Address
IPv6 DNS Modify System
Name
Generate /
Download FFDC
Service Data [i]

A2 AW T4 24 19



A M

il

=K

dof w2} LCD ¢

2

l

Status Dashboard

<

HEHRR

1 u+—a

23 C
AxA9

1 Active RAlerts

B

HB— Suystem Init.

B/

ol (X 28 e g A BE)

=

=]

JE

—

=y
_Eu

=

=]

B A2 ol

.

<0
ol

<l

&
A

hy
N

0
o

k=3

™
ﬁo

o

Press ¥ to view alert details

FQXSPPUOO9N(Error)
04/07/2020 02:37:39 PM

1 Active Alerts
Active Alerts: 1
CPU 1 Status:
Configuration Error
Machine Type: xxxx

ol
il

Serial Num: xxxxxx
Universal Unique ID:

sl vl 3
3] vl

A 2"l VPD A X

—~

2
ﬂﬁﬂﬁ
ok
o
oo
of &R

XXXXXXXXXXXXXXXXXXXXXXXXXXXX

A

o=
=

]

7

o~
T

ThinkSystem SR850 V2 %] &

20



SESE-EE

- Qe g

sl ol a
.UEsg;]q =2 (AHE]) UEFI (Inactive)
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. WA WE Version: 1.00
Date: 2019-12-26
o 3
?CS;:?;L?#%(%EH) XCC Primary (Active)
; Build: DVI399T
: zu;;lduqli Version: 4.07
Date: 2020-04-07
- gz 3
?CJ_;—?;—]:S—T—%(%EH) XCC Backup (Active)
; Build: D8BTO05I
A Version: 1.00
- WA WE

Date: 2019-12-30

XCCYESYa AR
91 ol i il
- XCC 32E o] & XCC Network Information
« MAC & XCC Hostname: XCC-xxxx-SN
L] E (<) A
IPv4 VES Z vj2== MAC Address:
« IPv4 DNS

« IPv6 33 2Z IP

« A 8] A A IPv6 IP
« 34 IPv6 IP

+ A IPv6 Aol E
« IPv6 DNS
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XXEXXEXXIXXIXX XX
IPv4 IP:

XX XX.XX.XX

IPv4 Network Mask:
X.X.X.X

IPv4 Default Gateway:
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Ambient Temp: 24 C
Exhaust Temp: 30 C
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. W7 &% Inlet=26C

« PSU 4HH FAN1 Front: 21000 RPM

- RPM®E # 3|4 &5 FAN2 Front: 21000 RPM
FAN3 Front: 21000 RPM
FAN4 Front: 21000 RPM
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A A Active User Sessions: 1
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Request XCC Reset?
This will request the BMC to reboot itself.
Hold v/ for 3 seconds
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ndctl destroy-namespace all -f
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Lenovo XClarlty Essentials OneCLI+= Lenovo XClarity Controllereol] A A28 53 2 o=

H3E gddo]Ed ). o} v 2 5 E A5t Lenovo XClarity Controllerel] ¥ 4|23}

i ,q/\g] o3 w odd MEZ AASIAAL

— A AJZ=" (el LAN =5 KCSUPIRE &% 2gd) AA2) oA 25

— A Al 2"l A 07 WA (TCP/IP 7]4b)

Lenovo XClarity Essentials OneCLIo|A A28 73 4 d& H3 & o] Esl= vy

1. Lenovo XClarity Essentials OneCLIS t+2 X3} H X314 A L.
Lenovo XClarity Essentials OneCLIE th22E 318 d - Afo| ER o] 5314 A &
https://datacentersupport.lenovo.com/solutions/HT116433

2. T R4 AT T3 o] 9 OneCLI 7] 41 & ZAbska AW o 5% FUrh OneCLI ¥
45 g FAR HAE A ¢FE Folok Fuivh.

3. Lenovo XClarity Essentials OneCLIE A X3 %o t}S 93 & ¢Hslod A28 53
EE R EENPES
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override [access_method]
M g

F

M,

A

<m/t_model>
AW A 2" 53 2 2dl W% gl

AU b xxxxyyyyyy= () 4 FY 9714 xxxx2 () Al
2" F3 ol yyyyyy(£) AW e W5 iy}
<s/n>
Ae e g 48 HE Y}, zzzzzzz2(Z 0] 8~102H) (&) dF AU}, AVNA 22222227
2(5) dd Az gy}
(system model>
Al 2" 2dglyc}. system yyyyyyyy= () 4 F Ut A7NA yyyyry () AF
2] W 2191 .

w WA TollA AFSsh7] Al AR QA= A iy

- %E}J olF LAN A2, ofF H S5 G A L.
mc-username <XcC_user_ 1d> --bmc-password <xcc_password>]

xcc_user_id
BMC/IMM/XCC AR o]5 12702 AA F ). 7|32 USERID Y Y ¢},

xcc_password
BMC/IMM/XCC AA =120 AA = s} }).

oAl A %2 o3} ZAFy e

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> --bmc-username <xcc_user_id>
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--bmc-password <xcc_password>

onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> --bmc-username <xcc_user_id>
--bmc-password <xcc_password>

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> --bmc-username xcc_user_id
--bmc-password xcc_password

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override --bmc-username
xcc_user_id --bmc-password xcc_password

— &3l KCS 4A2 (1% D A4t A1)
o] WA WAl-& A}g3bH access_method?] 35 A A 1A
ol Al % chest 2,
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model>
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override

oh= "y},

&

A3 KCS BA2 e [PMI =elo] ¥ & Ax]s) o} 5= IPMI/KCS o€ 0] 2
= A&t

— 94 LAN AN 2, o8 g8 L ezl Ax e
[--bmc <xcc_user_id>:<xcc_password>@<xcc external _ip>]
M AR

xcc_external_ip
BMC/IMM/XCC IP F4=. 7|23k ¢isdth. o] mizl] Wi 249

Y
xcc_user_id
BMC/IMM/XCC AR (1201 AA = st). 71E3Fe USERID Y Y},

xcc_password
BMC/IMM/XCC AR ¢z (12702 AA F st).

23 BMC IMM =+ XCC W5 LAN/USB IP 4, AR o] F 9 ¢5& BF 9]
7ol 5T

Al A B2 o3 ZAFyt.

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> —-bmc <xcc_user_id>:<xcc_
password>@<xcc_external_ip>

onecliconfig set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> --hmc <xcc_user_id>:<xcc_password>@<xcc_
external_ip>

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> —--bmc
xcc_user_id:xcc_password@xcc_external_ip
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override ——bmc
xcc_user_id:xcc_password@xcc_external _ip

4. Lenovo XClarity Controller® 5% &3} 7| 23122 oA A A4 L.
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1. A& A|zsl 2 311 2] a9 ule} 7] 5 =2 Lenovo XClarity Provisioning Manager

QVEj s o] 28 E A FU .
CAE B GEA BB A FEF
3. Al2=9 &of s o] x] o4 VPD siee] =
4. vhe B F shobel W% A S 2SI

A=)
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Lenovo XClarity Essentials OneCLI ¢l A]

ZH3: A A 2Hel Ao g A2 4~ Q)& E [enovo XClarity Controllere|A 2 IPMI A}

|72 9 H]”]‘H?—E A7 sl oF ).
Lenovo XClarity Essentials OneCLI% A TPM A& A st ¥4
1. TpmTcemPolicyLocks ¢35 TPM_TCM_POLICY 7} 2% =% &l g},

OneCli.exe config show imm.TpmTcmPolicylLock --override --imm <userid>:<password>@<ip_address>

Z3: imm. TpmTcmPolicyLock 3H2 'Disabled'©] o] o} 5},

#< TPM_TCM_POLICY

°|
7} RAA A ¢kew TPM_TCM_POLICYE WA E & glvke A& vyt gfdd =7}
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A% £ 5 s
. TPM_TCM_POLICY & XCC& #+4 &Yt}
- TPMe] $l& 5 £E 27 9 TPM< |24 slalof s} 2] A4
OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTecm" --override --imm <userid>:<password>@<ip_
address>
- TPM+< 243}8)of 3t T & 3249 A5
OneCli.exe config set imm.TpmTcmPolicy "NationZTPM200nly" --override --imm <userid>:<password>@<ip_
address>
- TPME &7 3}allof 3t T ol9] z1o mA ] 3¢
OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" --override --imm <userid>:<password>@<ip_address>
C ARA BEE AW A2 AAAGF
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>
L% T gl 97 Aol SekE Al o 23 gy,
OneCli.exe config show imm.TpmTcmPolicy --override --imm <userid>:<password>@<ip_address>

ml

3l
- oHA] ¢ Freol &x5tH, TPM_TCM_POLICY 7} &ut=2A A= Ad5<5 o=y}
imm.TpmTcmPolicyd Aol t}&3 25y},
- W 0&"HeAA $§" EALE 485, UNDEFINED A& <Iv] 31,
— Z¥ 12 "NeitherTpmNorTcm" #2928 A}{35H, TPM_PERM_DISABLEDZE ¢]
m) g e,
- % 2+ "TpmOnly" ¥2<2 & A&3l9, TPM_ALLOWEDE ¢]u]| 3},
F 4= "NationZTPM200nly" 2= + A2 & AF8-31, NationZ_TPM20_ALLOWED
2 ofm) gy},
— OneCli / ASU 93& A& o] TPM_TCM_POLICY S #23wd, o}l 42AZ A3l
oF Fuleh.
. TpmTemPolicyLocke ¢/ TPM_TCM_POLICY 7} &7 ] el gy}, WL o33} 3¢
2~
%4,
OneCli.exe config show imm.TpmTcmPolicylLock --override --imm <userid>:<password>@<ip_address>
#< 'Disabled' ol o} 3™, TPM_TCM_POLICY 7} %7 2] ¢o} AA = o of hr= Z1E& 2
AR
. TPM_TCM_POLICYE #3FYt}.
OneCli.exe config set imm.TpmTcmPolicyLlock "Enabled"--override --imm <userid>:<password>@<ip_address>
. Reset W& AH&35to] Al2®lE ALY B9 L o534 254
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>
A2 k= 59, UEFI+= 1mm TmecmPohcyLock"ﬂ/ﬂ & dFYrct. Fre] 'Enabled'°] AL
imm.TpmTcmPolicy kel 3%, UEFI= TPM_TCM_POLICY A& #AFYr}.

|
g\l

ZH31: imm. TmecmPolich &3 7ol 'NeitherTpmNorTcem', '"TpmOnly' ¥
"NationZTPM200nly'7} =35 Y},

imm.TpmTcmPolicyLocke®] 'Enabled'® A= o] )22 imm.TpmTcmPolicy %Fe] 45
1A k2 7 UEFI+= 'lock' &3 & 74—,—6]-_1_ imm.TpmTcmPolicyLockS tFA] 'Disabled’
RN

. 3% thAl 9lo] 'Lock'o] ¥ mE AR QA FB 5 g5y B thest 2HU
OneCli.exe config show imm.TpmTcmPolicy --override --imm <userid>:<password>@<ip_address>
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Lenovo XClarity Essentials OneCLIE t}+Z X385 ™ o} & Ao ER o] F 3} A L.
https://datacentersupport.lenovo.com/solutions/HT116433

2. e e AT Bk R ASHES AP L.
OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled --bmc <userid>:<password>@<ip_
address>

7] A,

— <userid>:<password>= A¥ ¢ BMC (Lenovo XClarity Controller g1 € o] ) of] ¥
A=t w AR E = A4 S sy 718 AHEAF IDE USERIDO| AL 712 E e
PASSWORD (&4} O7} okt 221 0) 4 Yo

— <ip_address>= BMC<¥] IP F44 4t}

Lenovo XClarity Essentials OneCLI set B & o] 3 2413 J&-& o}2-& A3 L.

https://pubs.lenovo.com/lxce—onecli/onecli_r_set_command

F3: UEFI Rk FH 5 |23l of sl A+ thw %< A st A L.
OneCli.exe config set SecureBootConfiguration.SecureBootSetting Disabled --bmc cuserids:<password>@<ip_address>
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Logs

Event Log Audit Log

(7) The Event lag provides a history of hardware and managemant conditions that have been detecied.

- Show: :"!-". W]
N E 948

| ANEventSources |- | Filter I
Al Actions = — T
All Dates | =
—  Severity Serviceability Date and Time ~ | System Event System Sowrce Dz
Type

A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 03 device Chassis Jan 30, 200
A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 02 device Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | 1D maodule 1O Module Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | Node Mode 08 incom| Chassis Jan 30, 20

£/ 135. Lenovo XClarity Administrator O/HIE =37
XClarity Administrator?] o|¥lE Zk¢dof o & 2} A& W &2 o}2-2] &S AR L.

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/events_vieweventlog.html

Lenovo XClarity Controller O|HIE 271

Lenovo XClarity Controllere €%, A 35 A3 A4, A &=
YA WEE S5 A E A3 /\1‘3'] 9 a2 7 84 EYA A
XClarity Controller= A|2¥l 3] 2= E °J]°‘] 2
T3t Ao 44 Fe e} A E 755 Fu o).
?_

Lenovo XClarity Controller= A8 ¢ &
oMl E e o|NEE AAFYc}.

Clarity Controller ThinkSystem SR650 System name: XCCOD23579PK «Expot S User (1311
A Home Event Log Audit Log Maintenance History {, Enable CallHome Ml Configure Alert «
—_—
B Event
W customize Table [ Clear Logs C Refresh Type: IE D i ] AllSource » Al Date Q
H L
~
Severity Source Event D Message Date
H utiization
Q System 0X4000000E00000000 Remote login successful. Login 1D: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
@ Virtual Media
1 System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
[1] Firmware Update
i ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
M Server Configuration >
n System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
BMC Configuration  »

22/ 136. Lenovo XClarity Controller O|HIE £7

Lenovo XClarity Controller o]l E 21 AA| 2o A3 A A7 AR = o} 2L FZR51AA 2.
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Status Dashboard LCD "&Zde].

System Name Ambient Temp /\ﬂs-—_' E ) NZ/ 02X
SRS e e B
point Code | Active Session 23F ES 5 A" ARE 3y ddd )

Menu: « Active Alerts
 Status Dashboard

v &
« System Firmware «

« XCC Network @

» Environmental > 48

« Active Sessions @
« Actions

B

SM Z22 rjojo{1y
LCD i oll = vhekdt A28 Ju7} 3

I=Ll

AR 238 718 Agatel $4& ATHIAL.

2de el LCD t2Ed o] 4 9 %o o} 2 9lHu)
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Temparature

Ambient
Temp
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PSU 1
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Active Alerts Iﬁ System VPD %

Machine Type
Model
Serial Number

Universal
Unique ID

Active
Sessions

User
Session 1

[ - ]

User
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System
Firmware

uEFI
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XCC Backup

Actions

Restore XCC
to Defaults
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Reset
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Request Virtual
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of the restricted substance exceeds the reference percentage value of presence condition.
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