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Before installing this product, read the Safety Information.

Aa¥] a8 cany ozl 1aa € 5 8

Antes de instalar este produto, leia as Informagdes de Seguranca.

A2, BT Safety Information

(3205 = H\
GRS

BREARERBZA  HAMFE THLTAR, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfe¢téte pFirucku bezpeénostnich instrukei.

Laes sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat td&man tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpv eyKataoTroeTe TO TPOIOGV auTo, S1aBAoTe TI§ MANPoPOpPieg acPaielag

(safety information).

JIT0AN MIRTIN DR IRIR L0713 0Pnno 199

Atermék telepitése elbtt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BLOREDHIZ. REFRELHA LS,

= HES 4705t & otd FEE HOMAL.

Ipex na ce mHCTATHPA OBOj MPOAYKT, MPOIUTAjTe HHGOpManujaTa 3a He30eTHOCT.

PR

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapozna¢ si¢
z ksiazka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informagdes sobre Seguranca.
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Mepen YCTaHORKOM NPOAYKTA MPOUYTUTE UHCTPYKLMA MO
TexHuKe 6e30NacHOCTU.

Pred intalaciou tohto zariadenia si pecitaje Bezpe&nostné predpisy.
Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacion de seguridad.
Las sakerhetsinformationen innan du installerar den har produkten.
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Status Dashboard

System Name
System Status
Active Alerts

Checkpoint Code | Active Session

Ambient Temp
Power

Menu: * Active Alerts
« Status Dashboard
* VPD
« System Firmware
¢ XCC Network
¢ Environmental
« Active Sessions
« Actions
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Power consumption/

/ Temparature

L Select
<« Status Dashboard / » |
HRRRY asc E] | I ;
A = c v » Scroll up/down/left/right
1 Active Alerts BxE9

Checkpoint Code

|
System Status . System
Dashboard I |~ System VPD ﬁ Firmware [E
| |
|
| | Machine Type uEFI
| I Model
| |
: Alerts 31 :

Universal

Unique ID XCC Backup

XCC .
Active .
[i] Networ.k ¢ Sessions Actions
Information

Ambient User Restore XCC @
Temp Session 1 to Defaults
Exhaust Temp E Force XCC
IPv4 Network T Reset
Mask PSU 1 ser
Session 31 Request XCC
Reset
IPv4 DNS FAN 1 - FAN 4
Set UEFI
IPv6 Link FAN 5 - FAN 8 MEM test
Local IP
Clear CMOS
Stateless IPv6 IP
Request Virtual
Static IPv6 IP Reset
Current IPv6 Modify XCC
Gateway IPv4 Address
IPv6 DNS Modify System
Name
Generate /
Download FFDC
Service Data [i]
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Press ¥ to view alert details

FQXSPPUOO9N(Error)
04/07/2020 02:37:39 PM

1 Active Alerts
Active Alerts: 1
CPU 1 Status:
Configuration Error
Machine Type: xxxx
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Serial Num: xxxxxx
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.UEsg;]q =2 (AHE]) UEFI (Inactive)
e Build ID Build: DOE101P
. WA WE Version: 1.00
Date: 2019-12-26
o 3
?CS;:?;L?#%(%EH) XCC Primary (Active)
; Build: DVI399T
: zu;;lduqli Version: 4.07
Date: 2020-04-07
- gz 3
?CJ_;—?;—]:S—T—%(%EH) XCC Backup (Active)
; Build: D8BTO05I
A Version: 1.00
- WA WE

Date: 2019-12-30

XCCYESYa AR
91 ol i il
- XCC 32E o] & XCC Network Information
« MAC & XCC Hostname: XCC-xxxx-SN
L] E (<) A
IPv4 VES Z vj2== MAC Address:
« IPv4 DNS

« IPv6 33 2Z IP

« A 8] A A IPv6 IP
« 34 IPv6 IP

+ A IPv6 Aol E
« IPv6 DNS

Z3: JA AR 9 MAC 44

u:l_ "‘!0)

]

EREEREY

~
I
ot

XXEXXEXXIXXIXX XX
IPv4 IP:

XX XX.XX.XX

IPv4 Network Mask:
X.X.X.X

IPv4 Default Gateway:

X.X.X.X




39 ol 3 o
Ambient Temp: 24 C
Exhaust Temp: 30 C

. FH &% PSUL: Vin= 213 w

. W7 &% Inlet=26C

« PSU A FAN1 Front: 21000 RPM

- RPMH 3|4 &5 FAN2 Front: 21000 RPM
FAN3 Front: 21000 RPM
FAN4 Front: 21000 RPM

g4 AA

39) ol 3 o

Active User Sessions: 1

l

+ UEFI #|23 H2=E 24

« CMOS #%-7]

o 7H A oA

« XCC ILA IPv4 F2/Y vf2=3 /Ao E o] =4
o A|Z=Hl o] F 4

« FFDC Au]2 dlo]g WA/} 2=

Request XCC Reset?
This will request the BMC to reboot itself.
Hold v/ for 3 seconds

M 27|

o] A AE A Sie] LED 3 Avel o] g T AFF .
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onecli.exe config set IntelOptanePMEM.SecurityOperation "Enable Security" --imm
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 Linux: https://datacentersupport.lenovo.com/us/en/solutions/HT508642
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+ Lenovo XClarity Essentials OneCLI | A

Lenovo XClarity Essentials OneCLI= Lenovo XClarity Controllere]A UUIDE A éﬂ‘/]‘;]'
t}-& Al 2 3y S A 9sle] Lenovo XClarity Controllerdl] 244 23%}3 UUIDE A A s A L.

— A A 2B (4 LAN £ KCS(T)RE & 2 Q) AA ) oA 25
— A Al ="le] 1A F AA22(TCP/IP 7|4}
Lenovo XClarity Essentials OneCLI%| A UUIDE ¢ dle]Esl= 79
1. Lenovo XClarity Essentials OneCLIS v} 2 E35}3 A ]34 A L.
Lenovo XClarity Essentials OneCLIE th+Z2X3} 8™ o} & A}o]E R o] F3l A L.
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2. o2 25 9 d 5 3= o] 3l = OneCLI WA & HAF5AL Ao ¢4+5E& FUYt}l. OneCLI ¥
L3 9 d s FdId g e 45S FojoF Y},
enovo XClarity Essentials OneCLIS (&) 2%]3 ¥ o}& 93 & 483l UUIDE A st

w
(B U ol S

2. onecli config createuuid SYSTEM_PROD_DATA.SysInfoUUID [access method]
A

A
G2

[access_method]
- WA Fofl A ALE-317] $]sl A =R AA 2 kA gy o}

— 2l % LAN A2, ohs 9He dshaAl L.
[--bmc-username <xcc_user_id> --bmc-password <xcc_password>]
W2 A

xcc_user_id
BMC/IMM/XCC AA o] 512712 AA F 3. 71232 USERID Y Y o}

xcc_password
BMC/IMM/XCC AR &2 (127/0¢] AA F 3t4).
| A HE - o5 ZFy

onecli config createuuid SYSTEM_PROD_DATA.SysInfoUUID --bmc-username <xcc_user_id> --bmc-password
<xcc_password>

- 23l KCS A2 (m]elF 9 A=} Aldh):
o] M| 2 wpAE A3l access_method®] 3& A A 8HA] ol = Hu o).
o A L o3 A2FYct.
onecli config createuuid SYSTEM_PROD_DATA.SysInfoUUID
F3: KCS A2 w2 IPMI =ghe] vl 5 A |8l oF 3F+= IPMI/KCS ¥ dlo] =
£ g3,
~ 97 LAN 442, g 9H e JPshuA L,
[--bmc <xcc_user 1d> <xcc_password>@<xcc_external_ip>]
u:]/\ /\—ln:]

xcc_external_ip
BMC/IMM/XCC IP F24t}. 71232 glsddt. o] w7 W= 2449y,

xcc_user_id
BMC/IMM/XCC AR o] 512702 AA F ). 7|32 USERID Y Y ¢},

xcc_password
BMC/IMM/XCC AR 431240 AA F st}).
A3 BMC, IMM == XCC g F IP F2, AR o] W g3 1= o] oo &

oAl A B o3t ZFy)
onecli config createuuid SYSTEM_PROD_DATA.SysInfoUUID --bmc <xcc_user_id>:<xcc_password>@<xcc_
external_ip>

4. Lenovo XClarity ControllerE thA] A #a}A A £,
5. AW E ohA] A &4 A L.

Xl*l' Ef S{hIoIE
2o wheh A4 A2 E Slelol = & Ak

A4 2 o ER 5 gl F AbA el 94U,

U,
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2. A5 YA 57 o3I AS ¢35 E dHIAAL.
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4.
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o}, o} w2 = U E A9t Lenovo XClarity Controllerd] HA| 2sta A4 8]
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— WA AlZE (el LAN 5 KCS(IRE 24 2ehel) da2) ¢4 35
— A A 2Ee) AT A (TCP/IP 74}

Lenovo XClarity Essentials OneCLIdA A}AF Bl A RZ ¢ do] Edl=
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n:i
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: T‘% 24 9 dE T35 o 9l OneCLI A7) A & FALst AW ol 45& FYch. OneCLI ¥

J_]_olo ol A E g]oﬂ olZ e Z oo} ‘61—1,]5].

. Lenovo XClarity Essentials OneCLIE A x|’ 39 o} ¥ S st DMIE AA 54

[e]

onecli config set SYSTEM_PROD DATA.SysEncloseAssetTag <asset _tag> [access_method]
u:]/\ /\41::]

{asset_tag>
X8 2p4F Bl W 2 9) Y t}. aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaas HAA| L. 7] A
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa~= A gL W3 ¢lUc}.

[access method]
+ WA Foll A AR5 S AR A 2 kAl iy e

- 2l J1F LAN AAl2 o2 HE g 2.
[--bmc-username <xcc_user_id> --bmc-password <xcc_password>]
W A

xcc_user_id
BMC/IMM/XCC AR o] 512702 AA F 3. 7|32 USERID Y Y t}.

xcc_password
BMC/IMM/XCC AA 4= 120 AA = s}}).

oAl e e ohg 2y,

onecli config set SYSTEM_PROD_DATA.SysEncloseAssetTag <asset_tag> --bmc-username <xcc_user_id>
--bmc-password <xcc_password>

— 27l KCS AN (1] S W A&} A7)
o] A2 whAl & AL8-3M W access_method®] 3+ A1 351A] ol = P}
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A6 Azl 4 233


https://datacentersupport.lenovo.com/solutions/HT116433

234

onecli config set SYSTEM_PROD_DATA.SysEncloseAssetTag <asset_tag>

Fa: KCS A2 B2 [PMI =8to] ¥ & A x| 8l oF 3l IPMI/KCS <l ¥ o] =

2 AgFu .

— R4 LAN 942, ohe 33E ggshiA e
[--bmc <xcc_user_id>:<xcc_password>@<xcc_external_ip>]
M A

xcc_external_ip

BMC/IMM/XCC IP F2=. 7|2z iUt o] w7 d&= 249y,

xcc_user_id

BMC/IMM/XCC AR (120 AA = 3t). 71873- USERID Y Y},

xcc_password
BMC/IMM/XCC AA ¢z 12709 AA F 5.

F3: BMC, IMM =+ XCC W5 LAN/USB IP 2, AR ]2 9 o+35
g Ayt
A W& o33 25yt

rir

=
55

°|

onecli config set SYSTEM_PROD_DATA.SysEncloseAssetTag <asset_tag> ——bmc <xcc_user_id>:<xcc_

password>@<xcc_external_ip>
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