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Before installing this product, read the Safety Information.

el Miipl_ﬁ%;s&wl s S 5 1A

Antes de instalar este produto, leia as Informacdes de Seguranca.
TERPART= HZ W, 1HFABIiL Safety Information (Z&fFE) .
RRAEBZA  KAME T REHR, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfectéte pfirucku bezpecénostnich instrukci.

Lees sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat tdman tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTrioeTe TO TPoiov autd, H1aBacTe TI§ TTANPOPOPIES AoOPAAEIAS

(safety information).

TM0AN MR NR WRIP AT X0 1°pRne 197

A termék telepitése elétt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BEROREDHIC. REBEWMELTACILZSE L,

= HE

o

X0t Hol 2tH HEE HOHAZ.

Ipen na ce MHCTAIMPA OBOj NPOAYKT, NpounTtajTe nHpopManujaTa 3a 6e36eaHoCT.
13729412
-
{- - A %

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksigzka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informagdes sobre Seguranca.

© Copyright Lenovo 2023



Mepepn ycTaHOBKOW NPOAYKTA NPOYTUTE MHCTPYKLMK MO
TexHuke 6e3onacHocTy.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacidn de seguridad.
Las sé@kerhetsinformationen innan du installerar den har produkten.
By gvaianyfragafz] § gz a2
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a. O FABH UPL 3 LS AIEA o IRTE > G HEBAARF -
b. © UPI A4 HEHTH -
AR 6. T B S AN UPT B4R -
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L 7 4
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© ¢ A R 25 550 10 L o
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7% A AR 88 = E 2B B
BAKA ML 1 %€

S036

18-32 ky
39-70 Ib

gL
S EhES -
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HoAft B AR A5 DA S B S A R R 2 o o R T AR A EOR A I A AN ORI
B &E -
o LHCEMIE > BRI T AR SELIE T R A AR o
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R 6. WEILT -

20  ThinkSystem SR950 V3 fil i 4t i T il



O S5 T 00 T A A E R

O 4 T B IR B T 09 6 M8 STAE 5 SRR o B T b o B LA 2 B A o
By 2% :
o FERFTA 6 M AL ERC [ E o
o MILA 4 AIETF o EHEMIRES Z AT o SIS M2 IERL R -

KR e A B e o

AR BB AR > w IR AR (T AR AR AR
HY 6 6 8 B T -

FER  TE R U A L AT
i R TR 8] 5 4 (2 74 o o] AEE LY e i o

% . EmEnRrr 21




a. PRSI T 5550 S o DAL B 1 R T LIE AR 4 - SR /N A LR 38
AR HEHELRAE L -

b, EHIFRETF -

O f5 1 1 3000 1 49 9 1 E 3R
O LA T E Al IR AR TET A 6 AR SCAE 5 SRR - BT R E LI -
BERE - TEAEAE A AT > WEAREORE T R AR T
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Z&# FHEEER (CPUBD) ZRER
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8. B E MUT UEFI 2% - 552 0% 185 B TRUT UEFI Z2 B, -

9. T 2 e BT Y e B A 5 https://datacentersupport.lenovo.com/products/servers/thinksystem/sr950v3/

7dc4/downloads/driver-list/ °©

10. SEHI RGN E WM o THB 0 AT F SR E F A T ER
BaE @ (EFRARE LN Lenovo AR A B) W REEH T Firmware and RoT Security Module
i A ) R B ) MR B S AR R IR © RE S https://glosse4lenovo.lenovo.com/wiki/glosse4lenovo/view/

How%20To/System%20related/How%20t0%20d0%20R0T%20Module”20FW%20update®200n%20ThinkS
ystem®%20V3%20machines/ ©
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EMEEEREHR (VPD)
i AR 3= R Bf B B L &R (VPD) o

o (HE) A

o (HE) J¥ik

o (EM) HERE
e () UUID

BENIE:
® Lenovo XClarity Provisioning Manager
* Lenovo XClarity Essentials OneCLI $§ 4>

£ A Lenovo XClarity Provisioning Manager
S

1. ReE ik & > AAEAREE T LR HE /R M8 € 28 o MKFERX » Lenovo XClarity Provisioning Manager
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https://datacentersupport.lenovo.com/products/servers/thinksystem/sr950v3/7dc4/downloads/driver-list/
https://datacentersupport.lenovo.com/products/servers/thinksystem/sr950v3/7dc4/downloads/driver-list/
https://glosse4lenovo.lenovo.com/wiki/glosse4lenovo/view/How To/System related/How to do RoT Module FW update on ThinkSystem V3 machines/
https://glosse4lenovo.lenovo.com/wiki/glosse4lenovo/view/How To/System related/How to do RoT Module FW update on ThinkSystem V3 machines/
https://glosse4lenovo.lenovo.com/wiki/glosse4lenovo/view/How To/System related/How to do RoT Module FW update on ThinkSystem V3 machines/
https://www.youtube.com/watch?v=zQzWzuMG6OM

f# A Lenovo XClarity Essentials OneCLI &4

o HURTHEEY

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> [access_method]

o BRI

onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <¢s/n> [access_method]

o HT ARG

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system models [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override [access_method]

s HWHEERE

onecli config set SYSTEM_PROD_DATA.SysEncloseAssetTag casset tag> [access_method]

e 3 UUID

onecli config createuuid SYSTEM_PROD_DATA.SysInfoUUID /access_method/

2y

B

<m/t model>

] e g A 2 B Y 55 o

FIA xxxxyyy > HAF xxxx AR > 0 yyy ARk SE -

<s/n>

fr) iR 4% b B o

WA zzzzz27 > HP 2222227 REFHE

<system model>

frl Az 4% 1 19 R AR B 5%

B A system yyyyyyuy > HF yyvppyyy BE kA o

<asset_tag>

e e 5 R AR A

ﬁ}\ ddddddddddddddaddaddaddaddaddaadaa ;H\:EF' dddddddddddddddddaaddaaddaddaddaadada

Tk AR AR RA -

[access method]

TSR A7 B IR & 80 785 o
o M b KCS (RECH HING & FE o &)
AT DIESE 2 H M ER faccess method] °

o £ EEAI TAN
HIEFEIWT > 57 OneCLI T84 KRB ELT LAN IRF &l
--bmc-username <user 7d> --bmc-password <password>

e JE ¥ WAN/LAN :
EEMEEILT » 56 1E OneCLI 84 KB 2 LA T XCC 1R F &M 1P fidk -

--bmc <bmc_user_ id>:<bmc_password>@<bme_external IP>
BT -

— <bmc_user id>

BMC RF &8 (12 ARFZ2—) o Hi{E %5 USERID -

— <bmc_password>

BMC IRF %5 (12 HRFZ2—) -

BEiE/E R~ TPM

TPM T2 RO > DA% R Si/E 200 & oRME R » 0] DUZ R Lenovo XClarity Essentials OneCLI 15

A TPM o

A A TPM > GEAT T IUEfE
1. F#HE %% Lenovo XClarity Essentials OneCLI ©
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7 2 N # Lenovo XClarity Essentials OneCLI > 75 HI A Z1 44 5
https://datacentersupport.lenovo.com/solutions/ HT'116433
2. MATFIIHES

OneCli.exe config set TrustedComputingGroup.HideTPMfrom0S "Yes" --imm <wuserids: <password>@<ip_address>
--override

Hop

* <userid>:<password> 7 I AT BUA I #F BMC (Lenovo XClarity Controller /M) HIERES o TH R
# ID 7 USERID > WM S H WS PASSWORD (% - JEREFH o)
* <ip address> & BMC W) IP itk -

#

p. HideTPMfromdS “Yes’ i USERID:P# RD 245, 39. 79 --override

3. EBTME R -
U SR BN TPM > ST N B4 4 300 FERT OB R 4

OneCli.exe config set TrustedComputmgGroup HideTPMfrom0S "No" --imm <userids: <password>@<ip_addresss --override

gl

):honecli3>OneCli. exe confis TrustedComputingt .HideTPMfromdS “No” --imm USERID:PASSWORD=11@10. 245, 30, 79 --override

1ec1i01h-3. 0. 1

Information can be found at the following location:

heck finished [100%][=========================s============================ss========ss=========s===========

y IPNI

EIr TPM 82

AT LA A Lenovo XClarity Essentials OneCLI ¥ 1 TPM #J# -
BERE : TPM ) SN MR R A o SRR o TPM R Rk R A B L ARAS

TPM &I B& hix A<
W THRFEE TPM ¥ RA

& Lenovo XClarity Provisioning Manager

1. BB el k45 » SRAR 4%~ 21 _E 4578 B9 4% 88 AR Lenovo XClarity Provisioning Manager ix
Moo (ANFEAR B E N > w2 0 B A IR R AR A B LXPM SOy TRE) o — 8 AhE S

https://pubs.lenovo.com/lxpm-overview/ © )
2. HNCR T B AE B A > WHEA NS o
3. &£ UEFI R E HlH - #&— N RRRE > B2 - RIEFEEKRA > TPM 2.0 > TPM FERARA -
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https://datacentersupport.lenovo.com/solutions/HT116433
https://pubs.lenovo.com/lxpm-overview/

E# TPM 288
A ZHUH TPM #HE - WEEUAT T A1 EAE
1. T #lf %% Lenovo XClarity Essentials OneCLI ©
# BN # Lenovo XClarity Essentials OneCLI » i £ T F 48 %k

https://datacentersupport.lenovo.com/solutions/HT'116433

2. FATNIFES -
OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM 2.0 firmware version <x.x.x.x>" --bme
cuserids:<password>@<ip_address>

Hep e
e <xxxx> & HIE TPM MRA o

B TPM 2.0 (7.2.1.0) -> TPM 2.0 (7.2.2.0) :

OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM 2.0 firmware version 7.2.2.0" --bmc
cuserids:<password>@<ip_address>

* <userid>:<password> F& FI RAF WA Mk #% BMC (Lenovo XClarity Controller 47T ) A ERRE o Fa% {4

# 1D /£ USERID > 1fi iR % 15 £ PASSWORD (% > JEREM o) o

* <ip address> & BMC W 1P fiilik -

B A UEFI %4 B 1

] DU IR AU UEFI 2 &P -

A iR 7 AT RO UEFT % 4 PR i
* & Lenovo XClarity Provisioning Manager
WRZAE Lenovo XClarity Provisioning Manager BUH UEFI % 4 Bt :

1.

2.
3.
4.

RO R Ml 2% > SRR T 3 b 35 R 9 4% 8 ABUR Lenovo XClarity Provisioning Manager /1
Mo (AT AR B AR o 2 BB R R R AR A B LXPM SO i TROE) . — 6 AhE S

https:/ /pubs.lenovo.com/lxpm-overview/ © )

WA T ZB M E BLE M5 S AR -

1t UEFI EHEY » i — T RBERE > T2t > T2FHE -
SR 2 4 BRI (o A7 51 o

BEEE © WA (P UEFL %2000 - AAE SR 4 SBI (R -
* ¢ Lenovo XClarity Essentials OneCLI
WRZAE Lenovo XClarity Essentials OneCLI B UEFI %4> B # -

1.

T #F %€ Lenovo XClarity Essentials OneCLI °
# % T # Lenovo XClarity Essentials OneCLI > &5 Hii £ T 51 443k

https://datacentersupport.lenovo.com/solutions/HT116433

AT TINHES - LI &2 PR -
OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled --bmc <userid>:<password>@<ip_
address»

Horp

— <userid>:<password> J& F RAE AR %% BMC (Lenovo XClarity Controller 47 1) AR o FR(H
% ID % USERID > MTHB# M5 PASSWORD (% - JFRFH o)

— <ip_address> & BMC W 1P fiidik -
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W% Lenovo XClarity Essentials OneCLI set {842 MBI EH > 20 :

https://pubs.lenovo.com/Ixce-onecli/onecli_r set_command

PiigE : R FE(EH UEFI 20t > ST oS

OneCli.exe config set SecureBootConfiguration.SecureBootSetting Disabled --bmc <userids:<password>@<ip_address>
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Lenovo 1) iRk #% A] DAEC & A i A 45 2 H R B B3 A Lenovo LB AL o B IR EHERAER (HU Lenovo
XClarity Administrator) A& H B > WHLE Call Home o WISR A E B 8 EE RN > A5 IR # 25 E B A

AR > e 5B IR EIRE Lenovo LD o

FER M R RS EARSNERESEFERET
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9. H—FMEEEM PN How To” s (ERMBERERARX) -
3. fE FHThg®EH > #%—F Article Type (X EMFH) - Solution (FRFE) -
G = B R AR R o R AlL B 2 R RE AR o
* Lenovo & # A/l i 38
— & F hitps://forums.lenovo.com/t5/Datacenter-Systems/ct-p/sv_eg » & B A& 15 A FeAth A28 38 B ] o

EH B

B — R 3 g m B A ) S R SR O AR R BRI o R BRI IR & H7 9 Lenovo XClarity
Controller B{ UEFI E/E o 45 /R A7 7E Lenovo XClarity Controller F 4 H 5k o R AAMR#8 5 Chassis
Management Module 2 5% Lenovo XClarity Administrator 3 » I 7R & B B EURAG I L0 S A2 -

BHEE : T HIIEE > GREIEE P IR R Rl e T Z AT E B - 2 AL8ACHEZ%
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Logs

Event Log Audit Log

(7) The Event lag provides a history of hardware and managemant conditions that have been detecied.

= Show: a & ﬂ
T D : _
| All Event Sources | - !_F':‘.er

All Actions = —_—
All Dates -

—  Severity Serviceability Date and Time ~ | System Event System Sowrce Dz
Type

B 4 VWarning Bl Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 03 device Chassis Jan 30, 200

B 4 VWarning Bl Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 02 device Chassis Jan 30, 20

i I VWarning E Usar Jan 20, 2017, T-40:07 AM Chassis114.... | 1D maodule 1O Module Chassis Jan 30, 20

i I VWarning E Usar Jan 20, 2017, T-40:07 AM Chassis114.... | Node Mode 08 incom| Chassis Jan 30, 20

B%)201. Lenovo XClarity Administrator E# H 5%

W HE XClarity Administrator 2 5 2 2 {4 19 M BE &R > 5628 -
http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/events_vieweventlog.html

Lenovo XClarity Controller &4 B 5

Lenovo XClarity Clontroller i FF T & A 0 BT 88 488 50 119 2 B 65 Af 5 ARLMR) IR 2 S Lo AR i BT BE IR R > B it B ~
TR AL E 2 R~ JELFR U AT /AR BB © Lenovo XClarity Controller $2 414 Ffi AS [F] A T 45 2R 470 % S 8 B R
,ﬁ*‘ﬁﬁ%ﬁﬁﬂﬂ% DA 738 i 7 3 R 42 T Al AR 4% o

Lenovo XClarity Controller € Bz ] Ik &5 i fir & T4 » I 7E Lenovo XClarity Controller S H 5 A M S5 44 o

Clarity Controller ThinkSystem System name: XCC0023579PK «$Expot g User (D131
Yorte Event Log Audit Log Maintenance History {_ Enable Call Home Ml Configure Alert =
—
Event
W cusiomize Table [ Ciear Logs & Refresh Type: @ D i ] All Source w  AllDate v Q
= Inventory
Severity Source Event ID Message Date :
Utilization
Q System 0X4000000E00000000 Remote login successful. Login 1D: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Virtual Media
1 System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
Firmware Update
n System 0X4000000E00000000 Remote login successful. Login ID: userid from webquis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
Server Configuration >
n System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM

BMC Configuration b2

BE#1202. Lenovo XClarity Controller ZE# H &
WMFTEAFEL Lenovo XClarity Controller 14 H 55 MBI & - B2 M -

LA IR FF A 1 XCC SCHH g THgt A 56, — 81 > #8124 hips://pubs.lenovo.com/Ixcc-overview/
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