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Before installing this product, read the Safety Information.
AVl Slbadlall 3ol 8 Cung eaitall 38 (S 5 Ji

Antes de instalar este produto, leia as Informagdes de Seguranca.
AERFEARFE fh 20, 4B Safety Information (Z4£fEE) .
RERALZA  HAME "TREHR, -

Prije instalacije ovog produkta obavezno pro¢itajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfeététe pfirucku bezpeénostnich instrukei.

Laes sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.

Ennen kuin asennat t&man tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpv eykataoTrioeTe To Mpoidv autd, dlaBaote TI MANpogopieg aopdielag
(safety information).

JNNM020 MR AR WP AT 1IN 17 phnw 19?7

Atermek telepitése el6tt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
HADFEDATIZ, REFMELHA (2L,

2SS 8X5H M0l &8 BHE UM,

Ilpen na ce mucTAIMpPaA OBOJ NPOAYKT, NIpounTajTe uHpopmanrjaTa 3a 6e30eaHOCT.
i i - A ¥

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksiazka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.

MNepen ycTaHOBKOM NPOOyKTa NPOYTUTE MHCTPYKUWMIK NO
TexHuKe 6e30nacHoCTu.
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Pred instalaciou tohto zariadenia si pecitaje Bezpeé&nostné predpisy.
Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sé@kerhetsinformationen innan du installerar den har produkten.
ﬁﬁ'gm'q%'qaéﬁ'a@“ﬁ:'] '?ﬁ?@'aﬁ'ﬂﬂw
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canjbinj soengq cungj vahgangj ancien siusik.
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https://www.youtube.com/watch?v=p8s0ttO2sis
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equipment and result in data loss, the damages and losses result from incorrect operation of the equipment

NEVER CONNECT AND DISCONNECT THE POWER SUPPLY CABLE AND EQUIPMENT WHILE YOUR
will not be covered by the manufacturers’ warranty.

EQUIPMENT IS POWERED ON WITH DC SUPPLY (hot-plugging). Otherwise you may damage the
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NEVER CONNECT AND DISCONNECT THE POWER SUPPLY CABLE AND EQUIPMENT WHILE YOUR
EQUIPMENT IS POWERED ON WITH DC SUPPLY (hot-plugging). Otherwise you may damage the
equipment and result in data loss, the damages and losses result from incorrect operation of the equipment
will not be covered by the manufacturers’ warranty.
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NEVER CONNECT AND DISCONNECT THE POWER SUPPLY CABLE AND EQUIPMENT WHILE YOUR
EQUIPMENT IS POWERED ON WITH DC SUPPLY (hot-plugging). Otherwise you may damage the
equipment and result in data loss, the damages and losses result from incorrect operation of the equipment
will not be covered by the manufacturers’ warranty.
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equipment and result in data loss, the damages and losses result from incorrect operation of the equipment

NEVER CONNECT AND DISCONNECT THE POWER SUPPLY CABLE AND EQUIPMENT WHILE YOUR
will not be covered by the manufacturers’ warranty.

EQUIPMENT IS POWERED ON WITH DC SUPPLY (hot-plugging). Otherwise you may damage the
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— A A 2Ee dAF o7 AAXA(TCP/IP 7]H})
Lenovo XClarity Essentials OneCLI9|A] A28 #-3 2 d= HS
1. Lenovo XClarity Essentials OneCLIZ ‘:}—‘L—EES 3 A x]34
Lenovo XClarity Essentials OneCLIE t}+ 2 =38 t}3 Ao ER o] 534 A L.
https://datacentersupport.lenovo.com/solutions/HT116433
2. ThE B4 P E E3 o] 91 OneCLI 714§ %abeha A vl o %8 FUrh. OneCLI %
45 st e 3T AR F5E FoloF Fut
3. Lenovo XClarity Essentials OneCLIZE A x| 3t o t}& 2] & gledslo] A28 §3 2 o=
35 A A L
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> [access_method]
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> [access_method]

onecli config set SYSTEM PROD_DATA.SysInfoProdIdentifierEx <system model> -override
[access_method]
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https://www.youtube.com/watch?v=VZA8ATHasZ0
https://datacentersupport.lenovo.com/solutions/HT116433
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1% LAN 42, o 9o QespalAl e
[-bmc-username <xcc_user_id> ~bmc-password <xcc password>]

xcc_user_id
BMC/IMM/XCC AA o] 21202 AA F 3. 712732 USERID Y Yt}

xcc_password
BMC/IMM/XCC AR = 1202 AA F st4).
A A ¥ o2 Ayt
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> -bmc-username
<xcc_user_id> -bmc-password <xcc_password>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> -bmc-username <xcc_user_id>
—-bmc-password <xcc_password>
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> -bmc-username
xcc_user_id -bmc-password xcc_password
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> —override
-bmc-username xcc_user_id -hmc-password xcc_password
- &2} KCS AA| = (W] elF 9 ARg-A}F Al 3h):
o WAl 2 WA AF83h access methods] 3k A A olE e,
A A ¥ o3 ZAEyh.
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>
onecli config set SYSTEM _PROD_DATA.SysInfoProdIdentifier <system model>
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> —override
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5 A8 Y
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xcc_user_id
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Z3: BMC, IMM =+ XCC W5 LAN/USB IP 4, Al o] & 2 ¢35+ BF o
EEC AL AN

Al e et 25U

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> ——bmc
<xcc_user_id>:<xcc_password>@<xcc_external _ip>

onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> --hmc
<xcc_user_id>:<xcc_password>@<xcc_external_ip>

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> ——hmc
xcc_user_id:xcc_password@xcc_external ip

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> -override ——bhmec
xcc_user_id:xcc_password@xcc_external ip

4. Lenovo XClarity ControllerE &# &3} 7|27t 2 oA AAs}AA] L.
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Fol 2@z AAY" AL BRI L.
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Pyt T EE 224 TCM< 43}st# 9 Lenovo Business VantageZ tf> 2 =3 o}
Uk, 24 YL https //datacentersupport.lenovo. com/en/en/downloads/ds548665—
18alenovo_business_vantage_-release_letter—_20171205_v221770130-for—unknown-os % https:/

/download. lenovo.com/servers/mlg/2021/02/09/43299/LBV_V2.2.177.0130_readme_20180903.txt
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https://pubs.lenovo.com/lxcc-overview/
https://datacentersupport.lenovo.com/en/en/downloads/ds548665-18alenovo_business_vantage_-release_letter-_20171205_v221770130-for-unknown-os
https://datacentersupport.lenovo.com/en/en/downloads/ds548665-18alenovo_business_vantage_-release_letter-_20171205_v221770130-for-unknown-os
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F3: AOERA G5 AAHE AN AAHCE AL = A A= o FY )
+ Lenovo XClarity Essentials OneCLI®l| A

Z3: YA A 2d"ef] A g A2 4= o) E [ enovo XClarity Controllere] A =2 IPMI A}
] R = ”7‘4 s of ).

Lenovo XClarity Essentials OneCLI%A TPM A& AAsl= w4
1. TpmTemPolicyLocks ¢35 TPM_TCM_POLICY 7} &7 =x] &ql3 ).

OneCli.exe config show imm.TpmTcmPolicylock —override —imm <userid>:<password>@<ip_address>

Z3: imm. TpmTcmPolicyLock 32 'Disabled' ] ¢ o 5}‘:‘%, o] 72+ TPM_TCM_POLICY
7} %7 914 ¢er] TPM_TCM_POLICYS WA @ 5 gtk A% v g, el 2=}
'Enabled'°]®, A ¥ WAZ & sy, A= “’%l JuﬂlEl‘ Al =Elef ste | FgHY S
A% AHE2 4 e
2. TPM_TCM_POLICY & XCC=Z A 34t}
- TPMe] & % £E 327 8 TPMS w24 shallof sl mae] 7
OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTem" -override —imm
<userid>:<password>@<ip_address>

- TPME 248ao} sk FF BE 1A o] A9
OneCli.exe config set imm.TpmTcmPolicy "NationZTPM200nly" -override =imm
<userid>:<password>@<ip_address>

- TPM<E &4 3}slof 3l= T3 o] &) 21 A ] 7 ¢
OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" -override -imm
<userid>:<password>@<ip_address>

3. AR WS Ayt Al="E AEA T
OneCli.exe misc ospower reboot —imm <userid>:<password>@<ip_address>
4. 3= oA o] A Aol £ EER] ARE A3y
OneCli.exe config show imm.TpmTcmPolicy —override —imm <userid>:<password>@<ip_address>
FaL:
— oAl ¢ gre] 4 x5, TPM_TCM_POLICY 7} &= A A A55 on] gy},
imm.TpmTcmPolicyd A= v}&3 25y}
~ 30 "W g EALE A4skel, UNDEFINED 4 <fv) g,
— 12 "NeitherTpmNorTcem" #A9 S A&3}, TPM_PERM_DISABLEDE 9]
n] e},
- % 2¥ "TpmOnly" #2494 & AH8-3%, TPM_ALLOWEDE ¢|v| 3},
- % 4% "NationZTPM200nly" 2= £ A2 & AH8-314, NationZ_TPM20_ALLOWED
£ ol g},
— OneCli/ASU ¥3 & 243 o TPM_TCM_POLICY S #12d, o} 4<kA1 S A1-§-3)
oF Fuich.
5. TpmTcmPolicyLocks ¢} TPM_TCM_POLICY7} Z# =% &gy}, W2 o33 2
%},

OneCli.exe config show imm.TpmTcmPolicylLock —override —imm <userid>:<password>@<ip_address>
#> 'Disabled' o] ofF 3}, TPM_TCM_POLICY 7} 7] 2] ¢ko} AA = ofof qri= A& o
w] g e}

6. TPM_TCM_POLICYS #3F4rt}.

OneCli.exe config set imm.TpmTcmPolicyLock "Enabled"-override —imm
<userid>:<password>@<ip_address>
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7. Reset 3% Ahgshol Al28% AMA T} Bl st 2,
OneCli.exe misc ospower rebhoot —imm <userid>: <passw0rd>@<1p address>

A A s+ E9F, UEFI+ imm. TmecmPohcyLock*ﬂ]/ﬂ 7r& o]y}, Zke] 'Enabled'e] 22
1mm.TmecmP011cy ko] 5538 A%, UEFI+= TPM_TCM_POLICY AA & ZFYrc}.

Z3: imm. TpmTcmPolicyd 535 3F ZFoll= 'NeitherTpmNorTem', 'TpmOnly' ¥
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imm.TpmTcmPolicyLocke®] 'Enabled'® AA = o] 922 imm.TpmTcmPolicy %ol &
312 & 7% UEFIE 'lock' XS AR5t imm. TpmTcemPolicyLockS thA] 'Disabled’
2 WA}
8. 3= thA] ¢lo] 'Lock'e] & =& ARE Q=] FdT = dF5Ud. g8 o3 25U
OneClLexe config show imm.TpmTcmPolicy —override —imm <userid>: <passw0rd>@<1p_address>

51 ohA] & zko] 'Disabled' 94 'Enabled' & WA E ", TPM_TCM_POLICY 7} A%
How A L sul o) Y BEE AT 4 ) BE Y AL Ao, 3
o 34 AR el fFh.
imm.T mTcmPohcyLock«] 74-/] o33 25y},
% 12 "Enabled"?He £419¢ 43}, 3¢ Bachs ¢ Jul g de ge 9%
=2 5yt
X =X EA
AR EAE ZAIFH7] Aol AA EA AAE ALSIES ANk Fuch. 7| RA o= AA EA] A9
Apg 3 A7 A e 308U
WA EAE EASE FHE BE3 e % Ao
1. AA &4 A '—'.’°] A8 ¥ = 7%= Lenovo XClarity Provisioning Manager ¥+ Lenovo
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1. Lenovo XClarity Controller QJE] 3| o] 2] 22918} 4 A L.
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Lenovo XClarity Provisioning Manager =+ Lenovo XClarity Essentials OneCLIZE A}-8 3}

of TPM WA AA T 5 5yt

TPM u.];q_o_ A—]Z—]—a—]_g]u:] \;]__Q.g Asg—a].ﬂ,\]g_

1. Lenovo XClarity Essentials OneCLIE v} =2 =313 A 2|3} A L.
a. http://datacentersupport.lenovo.com® ©]5 3 = A o] 3 2] o]z Z o] F3} A L.
b. Drivers & Software(Egto]n] @ AT Eo]) S 3} AA L.

=< A Al k= Lenovo XClarity Essentials OneCLI A 2 E o] 53l 7] 2] & ¢}

%izﬂqq

2. o gHE AYsty TPM HAS BAIAA L.

C.

232 TPM WS 12014 202 44% F opa] 959 4 g5k s WA 988
29l 5t 2 12839 U},

TPM WA S WA 2,002 A4 steld has FYHPA L.
OneCli.exe config set TrustedComputingGroup. Dev1ce0perat10n "Update to TPM2.0 compliant™”
--bmc wuserid:password@ip_address

TPM HAZ 1.2% AA s o5& YA 2.
OneCli.exe config set TrustedComputmgGroup DeviceOperation "Update to TPM1.2 compliant”
--bmc wuserid:password@ip_address

7] A,

o <userid>:<password>= A¥ ¢ BMC(Lenovo XClarity Controller ¢1¥ 3] o]2) o] A 4]~ 35}
= d AHEE 24 999y}, 7] 2 A-g2 IDE USERIDO] X 7| & ¢+ 5= PASSWORD (&
3 07} ohuizh 54 0) QU o,

e <ip_address>= BMC¥ IP #4944t}

Lenovo XClarity Essentials OneCLI set W= o] d] & A AT &2 o} FZ3AA L.

https://pubs.lenovo.com/Ixce—onecli/onecli_r_set_command

3. == }& ASU(Advanced Settings Ut111ty) HH S AL 5 95y}

TPM A& 2.02% AR} bd5& FYF}HA 2.
asué4 set TPMVersion.TPMVersion "Update to TPMZ 0 compliant" -host <7p_address>
-user <userid> -password <password> -override

TPM ¥ A S 1.2% AR5 d daS YA L.
asubd set TPMVersion.TPMVersion "Update to TPM1.2 compliant” -host <ip_address>
-user <userid> -password <password> -override

71 A,

o userid> Y <password>= A ¥e] BMC (Lenovo XClarity Controller ¢1€ #|o]2) o] A} &
=214 ZF9 Y}, 7|2 282} IDE USERIDO| 2 7| &2 9t5 = PASSWORD (&4} O
7} ek}t =21 0) Y.
e <ip_address>= BMC¥ IP F2494t}.

UEFI E9} 25| AIR

Ae- o g UEFI Bek 28& AL 5 o5y},

UEFI Bk B8] A1-&3 4= 9]l &= F 7] Wb o] gl5y).
« Lenovo XClarity Provisioning Manager °l| A
Lenovo XClarity Provisioning Manager]A UEFI ®.¢F 28-S Al&35}= 79

>
Ao
>
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Lenovo XClarity Essentials OneCLI®|A UEFI Ko} 2 g &
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Lenovo XClarity Essentials OneCLIE th22E35}3d o} Alo] ER o] F 34l A 2.
https://datacentersupport.lenovo.com/solutions/HT116433
2. e WS AYstel Wk ¥ ASIHES AP AL
OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled —-bmc
cuserid>:<password>@<ip_address>

A71A,

— <userid>:<password>= A ¥le BMC(Lenovo XClarity Controller ¢1€] s o] )] <}
A28k o AHSEE A S Y. 7]E AH$-A D= USERIDO] 2 7] ¢35 &
PASSWORD (&4} 07} okt 5221 0) Yo}

— <Ip_address>= BMC®] IP 444},

Lenovo XClarity Essentials OneCLI set 3 o] o3 2} A& Y &2 o5& Fx3pAA L.

https://pubs.lenovo.com/Ixce—onecli/onecli_r_set_command
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Z3: UEFI ot #89& v @A shalo} sk 4% ohs 93¢ Agshaial e,
OneCli.exe config set SecureBootConfiguration.SecureBootSetting Disabhled -bmc
cuserid>:<password>@<ip_address>
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Logs

Event Log Audit Log

(7) The Event lag provides a history of hardware and managemant conditions that have been detecied.

- Show: :"!-". W]
N E 948

| ANEventSources |- [ Fiter ;
Al Actions = — T
All Dates | =
—  Severity Serviceability Date and Time ~ | System Event System Sowrce Dz
Type

A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 03 device Chassis Jan 30, 200
A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 02 device Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | 1D maodule 1O Module Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | Node Mode 08 incom| Chassis Jan 30, 20

&/ 114. Lenovo XClarity Administrator O/HIE =37
XClarity Administrator?] o|¥lE Zk¢dof o & 2} A& W &2 o}2-2] &S AR L.

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/events_vieweventlog.html

Lenovo XClarity Controller O|HIE 271

Lenovo XClarity Controllere €%, A 35 A3 A4, A &=
YA WMEE S5 A E A3 /\1‘3'] 9 a2 7] 84 EYA A
XClarity Controller= A|2¥l g £~ZE °J]°‘] 2
T3t Ao 44 Fe e} A E 755 Fu o).
?_

Lenovo XClarity Controller= A8 ¢ &
ol E 16 o|HEE AAF Y}

Clarity Controller ThinkSystem System name: XCCOD23579PK «Expot S User (1311
Fiome Event Log Audit Log Maintenance History {, Enable CallHome Ml Configure Alert «
—_—
W customize Table [ Clear Logs C Refresh Type: IE D i | AllSource v All Date w Q
= Inventory
Severity Source Event D Message Date .
Utilization
o System 0X4000000E00000000 Remote login successful. Login ID: userid from webqguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Virtual Media
1 System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Firmware Update
i ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
Server Configuration >
n System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
BMC Canfiguration >

22/115. Lenovo XClarity Controller O|HIE 27

Lenovo XClarity Controller o]l E 21 AA| 2o A3 A A7 AR = o} 2L FZR51AA 2.
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RAMERELERFR
Restricted substances and its chemical symbols
BT Unit NEE ERY RS LR R
ffiLead |ZRMercury| #§Cadmium | Hexavalent |Polybrominated| Polybrominated
(PB) (Hg) (Cd) chromium biphenyls diphenyl ethers
(C) (PBB) (PBDE)

w2 o) o) o) o O o)
SMEREMR o o O o O O
WA S O O O o O
ERBERE - O O o O O
RAEEH - O O O O O
AEFEA - O O O O O
EIEAREA - O O O @) O
BRASH - O O O O O
Rt 28 - O O O @) O
FEER - O O O O O
B - O O O @) O
JEHEHE - O O O O O

BEL "BH1wt%” &k "HBL001wt% GRIERAVEZESLESEBLASESEEEE -

Note1 : “exceeding 0.1wt%” and “exceeding 0.01 wit%” indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence condition.

HE2 O BERZERANEZENLEERBEESESEEEE -

Note2 : “ O “indicates that the percentage content of the restricted substance does not exceed the
percentage of reference value of presence.

wE3. - GREZERBVESHRKRIER -

Note3: The “-“indicates that the restricted substance corresponds to the exemption.

1 5% ARE BT 4 9E AGAT AFHI
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