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Before installing this product, read the Safety Information.
4iaY) Mi;ﬁlj%;&ﬁdl ETERT. S R T

Antes de instalar este produto, leia as Informacdes de Seguranca.
TERFAT fh Z 00, 5B Safety Information (Z2fFE) .
RRAARSBZA  HAMME "L ER, -

Prije instalacije ovog produkta obavezno procitajte Sigurnosne Upute.

Pfed instalaci tohoto produktu si pfectéte pfirucku bezpecénostnich instrukci.

Lees sikkerhedsforskrifterne, for du installerer dette produkt.

Lees voordat u dit product installeert eerst de veiligheidsvoorschriften.
Ennen kuin asennat tdmén tuotteen, lue turvaohjeet kohdasta Safety Information.
Avant d'installer ce produit, lisez les consignes de sécurité.

Vor der Installation dieses Produkts die Sicherheitshinweise lesen.

Mpwv eykataoTrioeTe TO TPoiov autd, H1aBacTe TI§ TTANPOPOPIES AoOPAAEIAS

(safety information).

TM0AN MR NR WRIP AT X0 1°pRne 197

A termék telepitése elétt olvassa el a Biztonsagi el6irasokat!

Prima di installare questo prodotto, leggere le Informazioni sulla Sicurezza.
BEROREDHIC. REBEWMELTACILZSE L,

= HE

o

X0t Hol 2tH HEE HOHAZ.

Ipen na ce MHCTAIMPA OBOj NPOAYKT, NpounTtajTe nHpopManujaTa 3a 6e36eaHoCT.
5 ¥ -
STESERITEL!

’ 1- m A %

Les sikkerhetsinformasjonen (Safety Information) for du installerer dette produktet.

Przed zainstalowaniem tego produktu, nalezy zapoznac sig
z ksigzka "Informacje dotyczace bezpieczenstwa" (Safety Information).

Antes de instalar este produto, leia as Informacdes sobre Seguranca.

© Copyright Lenovo 2020, 2023



Mepen ycTaHOBKOM NPOAYKTA NPOYTUTE UHCTPYKLIMA MO
TexHuke 6e3onacHocTy.

Pred instalaciou tohto zariadenia si pecitaje Bezpeénostné predpisy.

Pred namestitvijo tega proizvoda preberite Varnostne informacije.

Antes de instalar este producto, lea la informacién de seguridad.
Las sé@kerhetsinformationen innan du installerar den har produkten.
Bygvad Ry gragn iz §xyhraa

§Ag A Ur R AR g R TN

Bu driind kurmadan énce glvenlik bilgilerini okuyun.

el el upd i sl yiesn Bk patas; 8 Y benas iS00

Youq mwngz yungh canjbinj neix gaxgong, itdingh aeu doeg aen
canjbinj soengg cungj vahgang] ancien siusik.
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XClarity Controller HIES|3 WM A 0|2

XClarity Controller V| E$]= °“11]/\ go] 52 o WA o] B2y}, AW E w2 o= XClarity
Controller M EH I AA X o] &5 BA YT A& 5= 9 =5 ghx 3 Ao B34 AL

XClarity Controller Network Access

IPv4: The default XCC hostname is: “XCC”, MT and SN separated
by hyphens “-*. Example: XCC-9999-231.12345

XCC MAC Address: Place XCC MAC Address Label Here

IPv6: Link Local Address: Place LLA Label Here

oo o aocordofvour | N INVHNTLRRRRT AEAR 1O
label as a record of your

network access information. XXXXXXXXXX

2E/2. XClarity Controller LIEE/T i~ 2jolS
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NEVER CONNECT AND DISCONNECT THE POWER SUPPLY CABLE AND EQUIPMENT WHILE YOUR
EQUIPMENT IS POWERED ON WITH DC SUPPLY (hot-plugging). Otherwise you may damage the
equipment and result in data loss, the damages and losses result from incorrect operation of the equipment
will not be covered by the manufacturers’ warranty.
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https://www.youtube.com/watch?v=9acEpZBDusU

https://datacentersupport.lenovo.com/solutions/HT116433
. oE 25 s 2359 9= OneCLI H7| 2] & FASEL A ¥ o] 455 F4Yt}. OneCLI ¥
25 g SR DR H5E Eolok Tt

. Lenovo XClarity Essentials OneCLIZ A x]3 & t}2 93 & ¢JdHslo] A28 $-3 2 g

N3 2 AASAIA L

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> [access_method]

onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> [access_method]

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> [access_method]

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override [access_method]

W A

<m/t_model>
AW A 2=E 53 9 2l WE iyl xxxxyyyyyy=(F) 4B YU 97)A- xxxx S (£) Al
2d f3dolx yyyyyyt(L A 2 s giyc,

<s/n>
Aol dig A& Wy}, zzzzzzzz(Z°] 8~102H) S (5) 4FFU. A7NA zzz22222
2(¥) 98 x4y

(system model>
Al =" 2 sdyet. system yyyyuyuy=(F) dF 73Uk A7A sy (2) AE
Al 2}y o}

[access_method]

ohe WAl Fol A AL837] $1e) AEa oA wAl gl o)

— eohel 1% LAN oA, b2 9 dshaa g
[--bmc-username <xcc_user_id> --bmc-password <xcc password>]
W A

xcc_user_id
BMC/IMM/XCC AR °) = (12701 AR = 5h}). 7183+ USERID Y Y},

xcc_password

BMC/IMM/XCC AA ¢z 12019 AA F 3t).
A A w2 o2 Ay
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model> --bmc-username <xcc_user_id>
--bmc-password <xcc_password>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> --bmc-username <xcc_user_id>
--bmc-password <xcc_password>
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model> --bmc-username xcc_user_id
--bmc-password xcc_password
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override --bmc-username
xcc_user_id --bmc-password xcc_password

— &3l KCS 442 1F D Agat A1)
o] WAz WAl & 445k R access_method®) FE& A sHA] kb= R e,
oA e b3t 2E U
onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_model>
onecli config set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n>

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <system model>
onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override

3 KCS A2 v [PMI Egteo] M 5 A x] 8o} sl IPMI/KCS ¢l e o] 2=
£ A&y}
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[--bmc <xcc_user_id>:<xcc_password>@<xcc_external_ip>]
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BMC/IMM/XCC AR ¢z 12702 AA F st).

3 BMC, IMM %+ XCC W LAN/USB IP
B fE T

oA e ohe 2T

onecli config set SYSTEM_PROD_DATA.SysInfoProdName <m/t_mod
password>@<xcc_external ip>
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el> -—bmc <xcc_user_id>:<xcc_

onecliconfig set SYSTEM_PROD_DATA.SysInfoSerialNum <s/n> --hmc <xcc_user_id>:<xcc_password>@<xcc_

external_ip>

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifier <sys
xcc_user_id:xcc_password@xcc_external_ip

tem model> ——bmc

onecli config set SYSTEM_PROD_DATA.SysInfoProdIdentifierEx <system model> --override ——bmc

xcc_user_id:xcc_password@xcc_external_ip

4. Lenovo XClarity Controller® 5 &3} 7|23t 2 oA A4 L
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TPM/TCM ALS
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« Lenovo XClarity Provisioning Manager °l| A

Lenovo XClarity Provisioning Manager |4 TPM A A& A
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+ Lenovo XClarity Essentials OneCLI ¢l A

F: A A 2dHe dAe g M AT 52 Q)5 E [enovo XClarity Controllere|A 2 IPMI A}
%Z} QL ud S E AA sl o ).

Lenovo XClarity Essentials OneCLI® A TPM A A& A sl vby:
1. =A

TpmTcmPolicyLocks 83 TPM_TCM_POLICY 7} 2R Ex%] &3},
OneCli.exe config show imm.TpmTcmPolicylLock --override --imm <userid>:<password>@<ip_address>

Z3: imm. TpmTcmPolicyLock %2 'Disabled' ] o]} 3}, ©] 3+ TPM_TCM_POLICY
7} A 91z e TPM_TCM POLICYE HAE 5 gloks ZE o3y gd =71
'Enabled'e]™, A& WA ¢ gyl dste A o] A== A" gtoed, FHYE
A% A8 % e
TPM_TCM_POLICY S XCC=E 74 &4t}
~ TPMe] Q& $% BE 27 9 TPM& w24 sallof s mae) 7%
OneCli.exe config set imm.TpmTcmPolicy "NeitherTpmNorTecm" --override --imm <userid>:<password>@<ip_
address>
- TPME 24 3balo} sk 37 25 7o) 45
OneCli.exe config set imm.TpmTcmPolicy "NationZTPM200nly" --override --imm <userid>:<password>@<ip_
address>
- TPME &4 3slof 3l= T3 o] &) 219 A ] 7%
OneCli.exe config set imm.TpmTcmPolicy "TpmOnly" --override --imm <userid>:<password>@<ip_address>
ANAA B AYste] Al 2=8E ARG F )
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>
= thA] ¢lo] WA Agke] tElEA] o FE ety
OneCli.exe config show imm.TpmTcmPolicy --override --imm <userid>:<password>@<ip_address>

Zar:
— thA] ¢& Fro] A5, TPM_TCM_POLICY 7} &ul2A] AA 9SS on)3yc}.
imm.TpmTcmPolicy ] A= vb&3 225y},

— 70 "AHoEx e BErds A}—g—‘«‘ﬂ-tﬂ, UNDEFINED A &g o]u] g},

— % 1& "NeitherTpmNorTcem" #4x92E& A€, TPM_PERM_DISABLEDE ¢
w] gy},
— 2= "TpmOnly" X495 A&3}9, TPM_ALLOWEDE &7 &y},
- % 4+ "NationZTPM200nly" 2= +2HE & A}-8-319, NationZ_TPM20_ALLOWED

s vy},

— OneCli / ASU 53& 2143 o] TPM_TCM_POLICYS Z28wd, o}a] 45+A S A&
oF ¥t}

TpmTcmPolicyLockS ¢lo] TPM_TCM_POLICY 7} AR =] &3}, g8 &3 72+

F4Yt}.

OneCli.exe config show imm.TpmTcmPolicylLock --override --imm <userid>:<password>@<ip_address>
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72 'Disabled' o oF 3}, TPM_TCM_POLICY 7} & 7] 2] ¢ko} AA E|ojo} ghr}= 7
RTIRE N
6. TPM_TCM_POLICYS #3F4rt}.
OneCli.exe config set imm.TpmTcmPolicyLlock "Enabled"--override --imm <userid>:<password>@<ip_address>
7. Reset W% & AE-3lo] A28l AAA T UG, 2 oh53 25U
OneCli.exe misc ospower reboot --imm <userid>:<password>@<ip_address>
A A st= Fek, UEFIE imm. TpmTemPolicyLockell A 72 ¢}5yt}. zte] 'Enabled' o] 3
imm.TpmTcmPolicy %] #+&3 A%, UEFI= TPM_TCM_POLICY 24 & #F Yt}

o

3]

Z3: imm. TpmTcmPolicyd 23 ZFol= 'NeitherTpmNorTem', 'TpmOnly' ¥
'NationZTPM200nly'7} 384},

imm.TpmTcmPolicyLock®] 'Enabled' 2 A& = o] x| imm.TpmTcmPolicy %te] +3

31#] & &, UEFI+ 'lock' £33 & AX32 imm. TpmTcmPolicyLockS t}A] 'Disabled’

2 133},
8. = oAl oo 'Lock'e]l & =& ARG =R FdF F 95Ut 9382 339 25y

OneCli.exe config show imm.TpmTcmPolicy --override --imm <userid>:<password>@<ip_address>

Z3: t}A] ¢]& zto] 'Disabled' ¢l A 'Enabled'2 WA =", TPM_TCM_POLICY7} A%

Moz A7 ges o gt A2y HES walsts 2 olo] ohE P A, 4

A A3E AT el gy

imm.TpmTcmPolicyLock¥] Ao+ t}&3} 25},

# 1 "Enabled" g #2195 AF&3h, A A S Aok A o9 Y. o
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UEFI Bk B8] A1-&3 5= o]l &= F 71x] Wb o] gl5y).
« Lenovo XClarity Provisioning Manager °l| A
Lenovo XClarity Provisioning Managerl] A UEFI ®.¢F 28 -& A}l&3}= 75

1. AW S A)2sla 311 x| Ao 2] A= 715 =9 Lenovo XClarity Provisioning Manager ¢l ¥
o] 25 FAZY ). (AHAF A EE https://pubs.lenovo.com/lxpm-overview/ ol| A A H
o} 33 == LXPM A A 9] "A12" AH S Fxstid Al L)
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+ Lenovo XClarity Essentials OneCLI | A
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1. Lenovo XClarity Essentials OneCLIE t}+2 =313 A X144 L.
Lenovo XClarity Essentials OneCLIE t}+ 2 =318 H t} 3 Ao EZR o] 5314 A £
https://datacentersupport.lenovo.com/solutions/HT116433

2. oS 9 APsl BHaol FE S AL EE A 54 A L .0neCli.exe config set
SecureBootConfiguration.SecureBootSetting Enabled --bmc <userids: <password>@<ip_address>

A7) A,

— <Cuserid>:<password>= A2 BMC (Lenovo XClarity Controller ¢1E] o] 22) o] ¥
A 2=ste o A4 == AHE S Y. 7|2 A82} ID+= USERIDO| 2 7| & g5+

Y
PASSWORD (&2} 07} o} <41 0) ¢J Y t}.
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— <iIp_address>= BMC¥® IP F494rt}.
Lenovo XClarity Essentials OneCLI set B3 o] 93t 2} A1 3F Y &2 o} & FZ34HA L.
https://pubs.lenovo.com/lxce—onecli/onecli_r_set_command

F3: UEFI Bk RH 5 nj24d 3l of sl A+ vhw 3= AFsIAA L
OneCli.exe config set SecureBootConfiguration.SecureBootSetting Disabled --bmc <cuserid>:<password>@<ip_address>
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Logs

Event Log Audit Log

(7) The Event lag provides a history of hardware and managemant conditions that have been detecied.

- Show: :"!-". W]
N E 948

| ANEventSources |- | Fter l
Al Actions = — T
All Dates | =
—  Severity Serviceability Date and Time ~ | System Event System Sowrce Dz
Type

A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 03 device Chassis Jan 30, 200
A Warning Support Jan 30, 2017, T:40:07 AM | Chassis114:... | Node Mode 02 device Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | 1D maodule 1O Module Chassis Jan 30, 20
I VWarning 5 Usar Jan 20, 2017, T-40:07 AM Chassis114.... | Node Mode 08 incom| Chassis Jan 30, 20

8/ 161. Lenovo XClarity Administrator O/HIE =37
XClarity Administrator?] o|¥lE Zk¢dof o & 2} A& W &2 o}2-2] &S AR L.

http://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/events_vieweventlog.html

Lenovo XClarity Controller O|HIE 271

Lenovo XClarity Controllere €%, A 35 A3 A4, A &=
YA WEE S5 A E A3 /\1‘3'] 9 a2 7 84 EYA A
XClarity Controller= A|2¥l 3] 2= E °J]°‘] 2
T3t Ao 44 Fe e} A E 755 Fu o).
?_

Lenovo XClarity Controller= A8 ¢ &
oMl E e o|NEE AAFYc}.

Clarity Controller ThinkSystem System name: XCCOD23579PK «Expot S User (1311
Fiome Event Log Audit Log Maintenance History {, Enable CallHome Ml Configure Alert «
—_—
W customize Table [ Clear Logs C Refresh Type: IE D i | AllSource v All Date w Q
= Inventory
Severity Source Event D Message Date .
Utilization
o System 0X4000000E00000000 Remote login successful. Login ID: userid from webqguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Virtual Media
1 System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.184.180. 27 Jul 2015, 08:11:04 AM
Firmware Update
i ] System 0X4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
Server Configuration >
n System DX4000000E00000000 Remote login successful. Login ID: userid from webguis at IP address: 10.104.194.180. 27 Jul 2015, 08:11:04 AM
BMC Canfiguration >

22/ 162. Lenovo XClarity Controller O|HIE £7

Lenovo XClarity Controller o]l E 21 AA| 2o A3 A A7 AR = o} 2L FZR51AA 2.
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Restricted substances and its chemical symbols

EJT Unit NE ERY S ZR T RE

friLead |KMercury| $&Cadmium | Hexavalent |Polybrominated| Polybrominated

(PB) (Hg) (Cd) chromium biphenyls diphenyl ethers
(Cr) (PBB) (PBDE)
R @) O O @) O @)
SNERES AR O O O @) O @)
WA AR S O O @) O @)
EREEHE - O O @) O @)
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NEEA - O O O 0 @)
EIRREA - O O @) O @)
EBEASH - O O @) 0 @)
ERAtESR - O 0 @) 0 @)
B - O O @) O @)
EN ol & B5 1R - 0 0 @) 0 @)
SRR - @) O @) 0 @)

BEL HBH1wt%” &k THELH0.01wt% GRERBYVEZESLSEBHEALESEEEE -

Note1 : “exceeding 0.1wt%” and “exceeding 0.01 wt%” indicate that the percentage content

of the restricted substance exceeds the reference percentage value of presence condition.

BE2 O GEZERBYVEZANLESERBLEENLEZEREEE -

Note2: “ O “indicates that the percentage content of the restricted substance does not exceed the
percentage of reference value of presence.

BE3. " - RIEZERBYESIRIER -

Note3 : The “-“indicates that the restricted substance corresponds to the exemption.
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