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naBa 1. BBepeHune

Lenovo XClarity Controller (XCC) — 3To KOHTpoOnnep ynpasfieHnss HOBOrO NOKONMEHNS, KOTOPbIN 3aMeHsIeT
KOHTpoJnep ynpaeneHus matepuHckon nnaton (BMC) gns cepeepoB Lenovo ThinkSystem.

370 cnepyoLlee NokosieHne cny>xebHoro npoleccopa Integrated Management Module 1l IMM2),
obbegnHsoLLee PYHKLMOHAIBHOCTb CNY>XEBHbIX MPOLIECCOPOB, OTNIUYHbIE NOKasaTenn BBOAA-BbIBOAA,
BUOEOKOHTPOMNEP U PYHKLUN YOANEHHOIO NPUCYTCTBUS B OOHOM Y/NE Ha CEPBEPHON MaTEPUHCKOI nnare.
KoHTponnep obecnevnsaeT cneayowme QyHKUNN:

¢ Bo3MO>XKHOCTb BbI6Opa BbIAENEHHOro UM COBMECTHO NCMONb3yemMoro nogkodeHns Ethernet gns
ynpasfieHnss cuctemamm

e [lopgoep>xka HTML5

¢ [loppep>xka goctyna yepes XClarity Mobile

¢ [uncnet4yep XClarity Provisioning Manager

* YpaneHHas HacTpolka KoHdurypaumm ¢ nomoLLbio nHTepderica komangHoun ctpoku XClarity Essentials
nnu XClarity Controller.

¢ B03MO>XHOCTb NOKanbHOro nnu yaaneHHoro goctyna k XClarity Controller ans npuno>xxexHui n
WHCTPYMEHTOB

e PaclumpeHHbie hyHKLMM yaaneHHOro NpucyTCTBUS.

¢ [loppep>xka APl REST (cxema Redfish) pns pononHuTenbHbIxX yenyr B VIHTEpHETE U NporpaMmHbIX
NPUNOXXEHNIA.

MpumevaHue: B HacTosiwee Bpems XClarity Controller nogaoep>xusaet AP| ynpasneHus
mMacwTabupyembimm nnatgpopmamm Redfish B cneumdunkaumm 1.0.2 n cxemy 2016.2

MpumeyaHuns:

¢ B Be6-uHTepderice XClarity Controller koHTponnep BMC ncnonbayetcsi B npumeHeHnn K XCC.

e BblgeneHHbIn ceTeBO NOPT YNPaBnieHnst CUCTeEMaMu MOXKET ObITb HEAOCTYMNEH Ha HEKOTOPbLIX CepBeEpax
ThinkSystem; Ha Takux cepepax goctyn kK XClarity Controller Bo3Mo>XXeH TOIbKO Yepes MCMNONb3yeMbIi
COBMECTHO C CEpPBEPHOI OrnepaumoHHON CUCTEMOI CETEBOW MOPT.

e [1na cepsepos Flex mopgynb Chassis Management Module (CMM) siBnseTca OCHOBHbIM MOAyNeM
yrnpasneHns ans BbINONHEHNS (DYHKLMA CUCTEMHOro ynpasneHns. Joctyn k koHTponnepy XClarity
Controller Bo3MO><eH ToNbkO 4Yepe3 ceTeBol NopT B Moaysie CMM.

B aToM fOKyMeHTe pacckasbiBaeTcsi 06 ncrnonb3oBaHum yHKumin KoHTponnepa XClarity Controller Ha
cepsepe ThinkSystem. Kontponnep XClarity Controller B3anmopgerictayet ¢ XClarity Provisioning Manager v
UEFI, o6ecnevmBas (pyHKLUN CUCTEMHOIO yNpasneHusa onsa cepseposB ThinkSystem.

[ns npoBepKky 0GHOBNEHUI MUKPOMNPOrpaMMbl BbINMONHWTE Criefytolimne AeicTBIS.

Mpume4anue: OcyLlecTBnss [OCTYN Ha NopTan nogaep>xku Support Portal B nepBhbIin pa3, HE06x0aMMOo
BbIOpaTh KaTeroputo NpoayKra, CEMENCTBO NPOAYKTa 1 HoMepa Mofenel onsa cBoero cepsepa. Mpu
cnepgytoLlem Bxoae Ha noptan Support Portal Bei6paHHble BaMy M3Ha4YanbHO NPOAyKTbl 6yayT
npensarpy>eHbl Be6-canToM, Ha CTpaHuLEe 0TO6PasATCs TOSIbKO CChINKM Ha 3TV NPOAYKTLI. YTO6bI
N3MEHUTb CMNCOK NMPOAYKTOB 1y [o6aBuTb B HErO 3anncu, WENKHUTE CCbiNKy YnpasneHne Mommun
cnuckamm NnpoayKToB. Ha Be6-calite Nnepnoanyeckn BHOCATCA n3MeHeHus. MNpouenypbl noncka
MUKpPONPOrpamMm 1 AOKYMeEHTauUmM MOryT HECKOSIbKO OTNIMYATLCSA OT ONMUCAHHbLIX B AAHHOM JOKYMEHTE.

1. MepenguTte K wary http://datacentersupport.lenovo.com.
2. B paspgene Support (Moapepxxka) Buibepute Data Center (LleHTp 06pab0TKu faHHbIX).

© Copyright Lenovo 2017, 2022 1


http://datacentersupport.lenovo.com

3. MNpwu 3arpyske cogep>xmumoro Bbibepute Servers (CepBepbl).

4. B paspgene Select Series (BbiGop cepuit) cHavana BbibepuTe onpenesieHHbIE CEPUM CEPBEPHOIO
obopynoBaHus, 3aTem B paspene Select SubSeries (BbiGop nogcepuit) — onpegeneHHsle noacepun
cepBepHbIX NPOAYKTOB, a B pasaene Select Machine Type (Bbi6op Tuna komnbrotepa) —
onpegeneHHbIN TUM KOMMNboTepa.

dyHkummn XClarity Controller ypoBHen Standard, Advanced v Enterprise

Monb3oartensm XClarity Controller npegnaraetcsa dyHkumoHansHocTb XClarity Controller yposHei
Standard, Advanced n Enterprise. CM. gononHuTenbHble cBegeHns 06 ypoBHe KoHTpornnepa XClarity
Controller, ycTaHOBNEHHOro Ha BalleM cepsepe, B JOKYMEHTaLun K BalemMy cepsepy. Ha Bcex ypOoBHSIX
obecneynBaeTcs crnepytoLee:

e KpyrnocyTouHbli yaaneHHbIi OCTYN 1 ynpaseHne cepeepoM
* YpnaneHHoe ynpasreHne He3aBMCUMO OT COCTOSIHUS YPaBNsSieMoro cepeepa
* YpaaneHHblil KOHTPOSb 060PYA0BAHNIS 1 OMEePaLMOHHBIX CUCTEM

MpumeyaHue: HekoTopble QyHKLMK MOTYT 6bITb HE MPUMEHUMbI K cepBepam Flex System.

Hwxe npuBogutcs cnncok dyHkumin XClarity Controller ypoeHsi Standard:

PyHkuumn XClarity Controller ypoBHs Standard

Hwxe npusogutca cnmcok dyHkuuin XClarity Controller yposHs Standard:

CooTBeTCTBYyIOLWME OTPAcNeBbIM CTaHAApPTam UHTepdencobl ynpaBneHus
¢ UHtepdenic IPMI 2.0

¢ Redfish

e CIM-XML

e DCMI1.5

e SNMPv3

e SNMPv1 (Tonbko noByLLKN) TpebyeT o6HOBNEHUI MKponporpaMmmMbl XCC no Bepcum He Huxe 2.10 nnm
2.12 B 3aBuncmMMocTK oT Tuna cepsepa. CM. NoapobHble cBeaeHWs B hanne USMeHEHNIn B OGHOBNEHNSAX
MuKponporpammbl XCC.

Apyrne nHntepdecobl ynpaBneHus
¢ UHTepHeT

e YcTapeBLUM NHTEPdENC KOMaHLHOW CTPOKU
e USB-pasbem Ha n1ueBoil naHenu — BUpTyasibHadA naHenb onepaTopa Ha MOBUNBHOM YCTPONCTBE

YnpaBneHue nutaHmem/c6pocom

e [luTaHme BKJIOYEHO

e >KeCTKoe 1 MSIrkoe 3aBepLueHne paboThl
¢ YnpaBsneHne NUTaHWeM Mo pacnucaHuio
e C6poc cuctembl

¢ YnpaBneHne NopsigKoM 3arpy3ku

XKypHanbl cobbiTun
e SEL IPMI

2  PykosopacTso nonbaosatensXClarity Controller ¢ Intel Xeon SP (3-ro nokoneHus)) u AMD EPYC (2-ro n 3-ro nokoneHmii)



MoHATHBIN ANs nonb3oBaTens XypHan
KypHan ayguta

MOHMTOPMHI OKpYy>KaloLlein cpeabl

BesareHTCKuin MOHUTOPUHI

MOHUTOPUHI [aT4YMKOB

YnpaBneHue BEHTUASTOPOM

YnpaBneHne CBETOANOAHLIMM NHAMKATOPaMMU

Owmnbkun Habopa mukpocxem (Caterr, IERRn . 4....)

MHpoukaums paboTocnocobHOCTM CUCTEMBI

MoHunTopuHr nponssogutensHoct OOB gns aganTepoB BBOAa/BbiBOAA
OTob6parkeHne 1 SKCNopT MHBEHTAPU3ALUMOHHbIX OaHHbLIX

RAS

BupTyansHoe npepbisaHue NMI

ABTOMaTNYECKOE BOCCTAHOB/IEHNE MUKPOCXEMBI
ABTOMAaTMYECKOE NPOABUKEHNE PE3EPBHON MUKPOMPOrpamMMbi
Watchdog POST

Watchdog sarpysunka OC

3axBat cuHero akpana (céom OC)

BcTpoeHHble cpeacTBa AnarHoCTKN

KoHdurypaumsa cetn

IPv4

IPv6

IP-agpec, macka nogceTw, W3

Pexxnmbl HazHaveHus IP-agpecos
Mmsa xocTta

Mporpammupyembin MAC-agpec

Bbi6op geonHoro MAC-aapeca (ecnv nogaep>kmBaeTcs cepBepHbIM 060pya0BaHNEM)

[NepeHasHa4veHVs1 ceTeBbLIX MOPTOB
[ob6aBneHne METOK BUPTYasibHON JIOKaIbHOWN CETU

CeTeBble NPOTOKOJIbI

DHCP

DNS

DDNS

HTTP/HTTPS

SNMPv3

SNMPv1 (Tonbko NoByLLKN)
SSL

SSH

naBa 1. BeegeHue
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SMTP
KnuneHt LDAP
NTP

SLP

SSDP

OnoBelyeHus

JNosywkun PET
Mugukaunsa CIM
JloBywwku SNMP
ONeKTpOHHasi mo4Tta
CobbiTns Redfish

MNMocnepgoBaTenbHoOe NepeHanpasneHne

SOL IPMI
KoHdburypaumsi nocnegosarenbHOro nopra

Be3onacHocTb

BaszoBbIll foBepeHHbIN UCTO4YHUK oLeHkn (CRTM) XClarity Controller
O6HOBNEHMSA MMKPOMPOrpaMm ¢ LMpoBOIN MOAMUCHIO

YnpaeneHue goctynom Ha ocHose ponen (RBAC)

JlokanbHble y4eTHble 3anncu Nonb3oBaTenen

YuyeTHble 3anucu nons3osatenen LDAP/AD

BesonacHbI 0TKaT MMKpONporpaMm

O6Hapy>xeHune HapyLLEeHNS LeIOCTHOCTY paMbl (TONbKO B HEKOTOPbIX MOAENAX CEPBEPOB)
YpaneHHoe noareep>xaeHne XCC dmsnyeckoro npucytcteus TPM UEFI
BegeHue xypHana ayguta nsmeHeHnin KoHurypauum n gencTenii cepsepa
AyTeHTUMKALMSA C OTKPbIThIM KITHOHOM

BbiBOA 13 aKcnyaTaumn/m3meHeHne Ha3Ha4eHUs CUCTEMbI

YnaaneHHoe npucyTcTeue

RDOC (Remote Disk on Card): nogkntoyeHne yganeHHblx dannos ISO/IMG B kayecTse BUPTyasibHbIX
HocuTenen ¢ ncnonb3osaHuem npotokonos CIFS, NFS, HTTP, HTTPS, FTP, SFTP n LOCAL

YnpasneHue aneKkTponutTaHmem

|/|H,IJ,VIKaTOp NMNTaHNA B peXxmnMe peasyibHoro BpemMeHmn

YnpaBneHne nuueH3usimm

MpoBepKa 1 peno3nTopurin KNoven akTnsawmumn

Pa3BepTbiBaHMe U HacCTPoiKa KOHpuUrypauum

4

YpaneHHasi HacTpoiika KoHgurypaumm

MHCTpYMEHTbI pa3BepTbhiBaHUSA U HACTPOWKN KOHDUIrypauum, a Takxxe nakeTbl pansepos,
ncnonbayoLme BCTpoeHHbIn ancnetdep XClarity Provisioning Manager

Pykosopctso nonb3osartensaXClarity Controller ¢ Intel Xeon SP (3-ro nokonexus)) u AMD EPYC (2-ro n 3-ro nokonexuii)



¢ Pe3epBHOE KOMMPOBaHMWE 11 BOCCTAHOBJIEHNE KOHDUIypaumm

O6HOBNEHUS MMKPOMpPOrpaMmmbl

e BbesareHTCcKOe 0OOHOBJEHNE
* YpaneHHoe 06HOBNEHNE

®yHkuyumn XClarity Controller ypoBHsi Advanced

Hwxe npuBogutcs cnncok dyHkumin XClarity Controller yposHst Advanced:
Bce dyHkumm XClarity Controller yposHs Standard nntoc:

OnoBelyeHus

e Syslog

YpnaneHHoe npucyTcTene

¢ YnaneHHoe ynpasneHne KVM

MocnepoBaTenbHoOe nNepeHanpaBieHue

¢ [locnepoBarenbHoOe nepeHanpasneHne Yepes SSH

BesonacHocTb

e [ucnetdep Security Key Lifecycle Manager (SKLM)
e Bnoknposka IP-agpecos

ynpaBnel-wle ANeKTponutTaHnem

° Fpaq)MHeCKoe npeacrtasneHne nMTaHna B pexxmmMme peasyibHoOro BpemMeHun
e CYeTyMKu NUTaHNA 3a npoLwunble nepunoabl

¢ [paduyeckoe npepcTaBneHre TemnepaTypbl

Pa3BepTbiBaHMe 1 HacTpoWKa KoHcurypauum

e YnaneHHoe passepTbiBaHne OC ¢ nomoLpsto BcTpoeHHoro ancnetyvepa XClarity Provisioning Manager ¢
dyHKumen yganeHHoro ynpasneHus KVM XClarity Controller

®dyHkumm XClarity Controller ypoBHsi Enterprise

Hwxxe npuBogntcs cnmcok dyHkuuin XClarity Controller yposHs Enterprise:
Bce dyHkummn XClarity Controller yposHen Standard n Advanced nntoc:

RAS

o QuKcaums 3arpysku

YpaneHHoe npucyTcTBue

* YnpasneHve Ka4ecTBOM/MOMOCOW NPOMNYCKaHUs

e CoBmecTHada paboTa Ha BUPTyaslbHON KOHCO (LLUECTb NOSIb30BaTENEN)
e Yar BMpTyaslbHOM KOHCOJIN

¢ BupTyasbHble HOCUTENN

nasa 1. BBepeHune

5



— MopgkniodeHune yaaneHHbix ISO/IMG-cainnos Yepes yaaneHHyto KOHCOSb

— [MopxniodeHne carina na ceTn: - NOAKtYeHne hanna nsobpaxeHuin ISO nnn IMG ¢ dalinosoro
cepsepa (HTTPS, CIFS, NFS) k xocTy B kadecTBe Hakonutens DVD wnn USB

YnpasneHue aneKTponmTaHmem

¢ OrpaHuyeHve 3HepromnoTpedeHns
e MoHuTopuHr npoussoantensHocT OOB — nokasatenu npons3BoauTeNbHOCTU CUCTEMBI

Pa3BepTbiBaHME M HAacTpoWKa KoHdurypauum

¢ YpaneHHoe pasBepTbiBaHue ¢ nomoLubio Lenovo XClarity Administrator. Mpu ncnonssosaHum Lenovo
XClarity Administrator pns passepTbiBaHUS onepaumoHHbIX CUCTEM LOMONHUTENbHbIE CBEAEHUS O
noanep >xmBaemMbix orepaurioHHbIX CucTemMax cM. B pasgere https://pubs.lenovo.com/Ixca/supported_
operating_system_images.

O6HoBneHue XClarity Controller

Ecnu cepsep noctaensncsa ¢ mukponporpammon XClarity Controller yposHst Standard nnun Advanced, Bbl,
BO3MO>XHO, CMO>XKeTe 06HOBUTb hyHKLMOHaneHocTb XClarity Controller Ha Bawem cepsepe.
LononHuTenbHble CBeAEHNA O AOCTYMHbIX YPOBHAX OOHOBMIEHUSA U cnocobax OhOPMIEHNS 3aKasa CM. B
pasgene [(naea 8 «YnpaBneHne nuueHansamMm» Ha ctpaHuue 97.

Tpe6oBaHusa K Be6-6pay3epy n onepayguoHHON cucteme

BocnonbayiiTeck MHdopmaleli U3 3Toro pasgena fis NpocMoTpa Cnrcka noaaep xmBaembix 6pay3epos,
KOMMJIEKTOB LUNCGPOB 1 ONepaLoHHbIX CUCTEM AJi Ballero cepeepa.

Beb6-nHTtepderic XClarity Controller TpebyeT ncnonb3oBaHusi 0gHOMo 13 criefyloLmx Be6-6pay3epos:

e Chrome 48.0 unu Bbiwe (55.0 nnu BbiLe oNs yaaneHHoW KOHCONN)
e Firefox ESR 38.6.0 nnu Bbiwwe

e Microsoft Edge

e Safari 9.0.2 nnu Bbiwe (i0OS 7 nnn Beiwe n OS X)

Mpumevanue: NMogaep>xka QyHKLUUNM YOANIEHHOW KOHCONM HegocTynHa B 6pay3epe Ha OC gnsa MOOGUIIbHbIX
YCTPOWNCTB.

BbliwenepeuncneHHble 6pay3epbl COOTBETCTBYIOT Mukponporpammam XClarity Controller, koTopble
nopaep>kmearoTcs B HacTosiLee BpeMsi. Mukponporpamma XClarity Controller Mo)keT neprnognyecku
COBEpLLEHCTBOBATLCSA NyTeM [06aBNEHNS MOAAEP KM OPYrX 6pay3epoB.

B 3aBuncumocTu ot Bepcum mukponporpammsl XClarity Controller nogaep>kka Beb-6pay3epoB MOXET
OTNINYaTbCS OT NEPEYUCTIEHHbIX B 3TOM pasgene. CnMcok Nopaaep XuBaemMbix 6pay3epoB A5t TEKYLLNX
mMukponporpamm XClarity Controller noctyneH B nyHkTe MeHio MopaepxuBaembie 6pay3epbl Ha CTpaHuLe
Bxoga XClarity Controller.

B uenax 6esonacHocT Npu ncnonb3osaHun HTTPS Tenepb NOAAEp>KMBAOTCA TONBKO LN PbI BbICOKOM
ctonkocTu. Npun ncnonbzosarHum HTTPS kombuHaums knueHtTcko OC n 6pay3epa fomkHa NoAAepXXNBaThb
OLVH 13 crefytoLLmX KOMMNEKTOB W poB:

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES256-SHA384
e ECDHE-ECDSA-AES256-SHA

6 PykosoacTso nonbsosatensXClarity Controller ¢ Intel Xeon SP (3-ro nokoneHus)) u AMD EPYC (2-ro n 3-ro nokoneHmii)
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e ECDHE-ECDSA-AES128-GCM-SHA256
e ECDHE-ECDSA-AES128-SHA256

e ECDHE-ECDSA-AES128-SHA

e ECDHE-RSA-AES256-GCM-SHA384

¢ ECDHE-RSA-AES256-SHA384

e ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-RSA-AES128-SHA256

B kawe nHtepHeT-6pay3epa XpaHATCHA CBEAEHUSA O NOCELLEHHbIX BaMy BE6-CTpaHMLaX, NOSTOMY B ByayLleM
OHU ByayT 3arpy>xaTbcs 6bicTpee. Nocne o6HoBReHNA MKponporpammel XClarity Controller ¢ yoaneHnem
npeabigyLLen Bepcum Baw 6pay3ep, BO3MOXXHO, MPOLOSIKUT NCMOJIb30BaTb MHGHOPMaLMIO N3 KaLla, BMECTO
Toro 4Tobbl n3snekatb ee n3 XClarity Controller. Nocne o6HoBneHns mukponporpammel XClarity Controller
PEKOMEHAYETCSH OUUCTUTD KLU 6pay3epa, 4ToObl obcnyxnsaemble XClarity Controller Be6-cTpaHuLbl
oTO6pakanucb NPaBUbHO.

Mopaep>kKa HECKOJIbKUX A3bIKOB

BocnonbayiiTecb nHpopMaumeii N3 3Toro pasgesna aoJis IpocMoTpa Cnucka sSi3blKoB, NoAAeP KMBaeMbIX
XClarity Controller.

Mo ymonyaHuio BbibpaHHbIi A3blk Be6-uHTepdeinca XClarity Controller — aHrnuinckuin. B nHtepderice
MOXET 0TO6paXaTbCsl HECKONbKO A3bIKOB. Ctoja OTHOCATCS CneaytoLLme:

e PpaHuUy3CKui

e Hemeukui

e TanbaHcKuin

e AnoHckun

e Kopeliickui

¢ [MopTtyranbckui (Bpasunus)

e Pycckun

*  YNPOLLEHHbIN KNTANCKUIA

¢ llcnaHckun (MexxayHapoaHbIi)
¢ TpaanUMOHHbBIV KUTANCKWI

YT06bI BbIGPATh HY>XXHbIN A3bIK, LWENKHUTE CTPENKY PSAOM C BbIOPaHHbIM B HACTOSILLEE BPEMS S3bIKOM.
OTKpoeTCcs pacKpbIBalOLLEECH MEHIO, FAE MOXHO BblOPaTb HY>XHbIN A3bIK.

TekcToBblE CTPOKN, co3faBaemMble MuKpornporpammon XClarity Controller, oTo6paxkatoTcst Ha A3blke,
yKasaHHOM 6pay3epomM. Ecnn 6paysep ykasbIiBaeT A3bIK, OT/IMYHbIN OT OAHOIO 3 BbILLEyKa3aHHbIX S3bIKOB
nepeBona, TEKCT OTOOPa)KaeTCsl Ha aHINUNCKOM s3bike. Kpome Toro, niobasi TeKCToBas CTPOKa,
oTobparkaemas mukponporpammoi XClarity Controller, Ho He cosaaHHasa XClarity Controller (Hanpumep,
coobueHnst, co3naHHble UEFI, apantepamun PCle 1 T. f....) oTo6paXkatoTcst Ha aHININACKOM S3bIKE.

BBop, TekcTa Ha KakoM-Nnbo s3bike, OTIINYHOM OT aHrJINACKOr o, Hanpumep B COOOGLLEeHNMN NMPU HapYyLLUEHUN,

B HacTosiLLee Bpems He nogaepxusaetcs. Mogaep>xnusaeTcsi TONIbKO TEKCT, BBEAEHHbIN Ha aHT IMACKOM
A3bIKe.
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Basbl MIB: BBegeHue

Bocnonb3yintech MHopMauuer s aToro pasgena onsa nonyyeHus goctyna K 6ase nHpopmarmm
ynpasfeHuns.

Basbl nHdopmauun ynpasneHns SNMP MoXxHO 3arpy3nTb vepes https://support.lenovo.com/ (BbINOAHUTE
NOUCK Ha nopTase no Tuny KomnbotoTepa). OH coaepXuT cnegyroLme Yetoipe 6a3bl MIB:

¢ Bbasa MIB SMI cogepxut onmcaHne CTpyKTypbl MHbopmaumm ynpaeneHus ans Lenovo Data Center
Group.

¢ Basa MIB npogykToB cooep>XuT onncaHne ngeHtndukaTtopa o6bekToB A1 NPOayKToB Lenovo.

e Bbasa MIB XCC conep>xut niopmManuio o pecypcax n MmoHuTopuHre gns Lenovo XClarity Controller.

¢ bBasa MIB onoseuenunin XCC onpefenseT NOBYLLKU Ans YCNOBUIA OMNOBELLEHNA, 0B6Hapy>XeHHble Lenovo
XClarity Controller.

MpumevaHue: OTn YeTbipe 6a3bl MIV umnopTupytoTcs B cneaytolem nopsigke: MIB SMI —» MIB npogyktoB
- MIB XCC - MIB onoseweHuin XCC.

3ame4yaHusi B 3TOM AOKYMEeHTe

o1n cBefeHnA NoMoryT NOHATb, KakKne 3amMmedaHna NCNoJIb3YHOTCA B 3TOM AOKYMEHTE.

B OOKyMeHTauun NCNonb3yrTCA cnenyoLline same4aHns.
i I'Ipmmeanue. OTun 3ameyaHus coaep>Kat BaXKHble COBETbI, peKkoMeHaaunm nin noackKasku.

¢ BaxHo! 371 3ameyaHuns cofep xaT MHOPMaLMIO UM COBETLI, KOTOPbIE MOMYT MOMOYb U36eXaTb
HeyAO0O6HbIX U HEMPUSITHLIX CUTYaLW.

¢ BHumaHune! 3T 3aMmeyaHnsa ykasbiBalOT HA ONACHOCTb MNOBPEXAEHNSA NPOrpamMm, YCTPONCTB U AaHHbIX.
3amevaHune «BHumaHue!» pasmelaeTca HeNOCPEeACTBEHHO Nepes MHCTPYKLUMEN N cutyaumen, B
KOTOPOW MOXXET MPON30NTU Takoe NMoBpeXXAeHNE.

8 PykosopacTBO nonbaosatensXClarity Controller ¢ Intel Xeon SP (3-ro nokoneHus)) u AMD EPYC (2-ro n 3-ro nokoneHmii)


https://support.lenovo.com

NnaBa 2. OTKpbITUE U NCNoNb3oBaHMe Be6-uHTepcenca
XClarity Controller

B aTom pasgene onucaHbl NpoLeaypbl BXoaa u AencTBrs, KOTOPble MOXXHO BbINOMHNUTL U3 BEG-UHTEpdeica
XClarity Controller.

XClarity Controller co4eTaeT Ha ogHOIN MUKpOocxeme QyHKLMM 06paboTKy npoLieccopa cny>x6, KOHTposnepa
BUAEO M yaaneHHoro npucytcTems. [Ana nonydeHns yganeHHoro goctyna K XClarity Controller ¢
ncnons3osaHnem seb-uHTepderica XClarity Controller cHayana Heo6xogMmo BbINOHWUTL BXoA B cuctemy. B
3TOW rna.se onvcaHbl NpoLeaypbl BXoAa U AeNCTBUSA, KOTOPbIE MOXKHO BbINOMHUTL N3 BEG-NHTepdeiica
XClarity Controller.

DocTtyn kK Be6-nHtepdency XClarity Controller

B aTom pasgene cogepxuTcs nHgopmaums o goctyne Kk Beb6-uHtepdency XClarity Controller.

XClarity Controller nogaoep>xmuBaeT ctaTudeckyto 1 guHamudeckyto agpecaumto DHCP IPv4. Ctatudeckun
appec IPv4 no ymonyanuio, npucsamsaemblin XClarity Controller, — 192.168.70.125. XClarity Controller
N3HavyanbHO HAaCTPanBaeTCA Tak, YTOObI MbITAaTbCA NOAY4UTb agpec oT cepBepa DHCP; ecnv cgenatb 3TO He
yOaeTcs, ucnosib3yeTcs cTatnyiecknii agpec IPv4.

KoHTtponnep XClarity Controller Takxxe nogaep>xumsaeT agpec |IPv6, 0fHaKko y Hero oTcyTcTeyeT
hrKcmpoBaHHbIn cTatudeckuin agpec IPv6 IP no ymonyaHuto. [ins nepsoHavansHoro goctyna kK XClarity
Controller B cpeae IPv6 MoxxHO Bocnonb3oBaTbes IP-agpecom IPv4 nnu nokanbHbIM agpecom KaHana IPve.
XClarity Controller co3gaeT yHMKanbHbIN ToKanbHbIA agpec kaHana IPve Ha ocHoBe MAC-apgpeca IEEE 802,
BCTaBJIsA ABa OKTeTa C LecTHaguarepnyHbiMy 3HaveHusammn 0xFF n OXFE B cepeanHe 48-6utHoro MAC-
appeca, kak onucaHo B RFC4291, n npeobpasys BTopon 6uUT cnpasa B nepsom okTeTe atoro MAC-agpeca.
Hanpumep, ecnn MAC-agpec umeet Bug 08-94-ef-2f-28-af, nokanbHblli agpec kaHana 6yaeT BbirnsageTb Tak:

fe80::0a94:efff:fe2f:28af

Mpwn ocywecteneHnn goctyna K XClarity Controller no ymonyaHuto 3agaHbl cnegytowme ycnosusi IPv6:
e Bknto4eHa aBTomartnyeckas koHdurypaums agpeca IPve6.

e CTtatnyeckas koHdurypaums IP-agpeca IPv6 BbikntodeHa.

DHCPv6 Bknto4yeH.

* AsTOMaTMyeckas KOHpUrypaums 6e3 3anoMUHaHNs COCTOSHUS BKIOYeHa.

XClarity Controller no3BonsieT ncnosib30BaTh BbliAENEHHOE CETEBOE NOAKIIOHEHME YNPaBNEeHNS CUCTeEMamMun
(ecnvn NpUMEHMMO) NN NCNOJIb3yemMoe COBMECTHO C cepBepoM. 10 ymMonyaHuio Ans yCTaHOBMNEHHbIX B
CTOViKy CEepBEpPOB 1 CepBepPOB GalleHHOro T1Ma NCMNosib3yeTCs BblAENEeHHbIN CETEBONV pa3beM yrnpaBieHNs
cucTemMamu.

BbloeneHHoe ceTeBoe NOAKIOYEHNE YNpaBeHns CMcTeMamm Ha 60JIbLUMHCTBE CEPBEPOB NpeaocTaBnseTcs
C NOMOLLIbIO OTAENBbHOIO KOHTpOnepa ceTeBoro nHTepdeinca 1Gbit. OgHako B HEKOTOPbIX cucTeMax
BbleNIEHHOE CETEBOE NOAKMIOYEHME YNPaBEHNs CUCTEMaMUN MOXXET NPEAOCTaBAATb C MOMOLLbIO
nHtepdenca NCSI Ha 0fHOM N3 CETEBbLIX MOPTOB KOHTPOJINIEPa CETEBLIX UHTEP(ENCOB C HECKOSIbKMMM
noptamu. B aTom cny4ae BblgeneHHoe CETEBOE MNOAKIIIOHEHNE YNPaBeHNA CUCTEMaMM OrPaHNyYeHo
ckopocTbio 10/100 nHtepderica NCSI. CeeneHns o peanuauum nopTta ynpasfieHUs B CUCTEME U JIHOObIX
NPVUMEHUMbIX OFPaHNYEHMAX CM. B [OKYMEHTALMN MO CUCTEME.
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MpumeyaHune: Bo3MOXXHO, BbiAENEHHbIN CETEBOWN NOPT yNpaBfieHNs cMcTeMammn HegOCTyNeH Ha BalLem
cepsepe. Ecnn Ha Bawem o60pynoBaHum OTCYTCTBYET BblAeNEHHbIA CETEBOI MOPT, MCMOJIb3YEeMbIi
COBMECTHO — eVHCTBEHHbIV JocTynHbIn napameTtp XClarity Controller.

HacTtpounka ceteBoro nogknto4veHus XClarity Controller c nomouwybto
aucnetyepa XClarity Provisioning Manager

Bocnonb3yintech MHopMaumer s aToro pasgena onsa HacTponku cetesoro nogknodeHusa XClarity
Controller ¢ nomoupbto gucnetyepa XClarity Provisioning Manager.

3anycTuB cepBep, MOXXHO BOCnonb3osaTbes gucnetdepom XClarity Provisioning Manager ans HacTpoiiku
cetesoro nogkno4veHusa XClarity Controller. Cepsep ¢ koHTponnepom XClarity Controller gonxeH 6biTb
nogkntoyeH Kk cepsepy DHCP, nu6o ceTb cepBepa fomkHa 6bITb HACTPOEHA 415 ICMONb30BaHNA
ctatnyeckoro IP-agpeca XClarity Controller. YTo6bl HacTpouTb ceTeBoe nopktoydeHne k XClarity Controller
¢ nomoupsto nporpammel Setup Utility, BeinonHuTe cnegytowme gericTems:

Llar 1. BknouuTe cepBep. OTO6pasnTca NpUBETCTBEHHbIN 3KpaH ThinkSystem.

MpumevaHue: KHomka nuTaHns CTaHOBUTCS aKTUBHOWN NpuMepHo Yepes 40 cekyHp, nocne
NOAKIIIOYEHNS cepBepa K CETU NMePEMEHHOI0 TOKa.

ThinkSystem SR630 TI"“I(SVSIBm

System Events * 16 A1 UEFL :RUN SETUP

Serial Number DSYMOOX TPH_TCM_POLICY is not locked

Machine Type 7X01 Undefined TPM_TCM_POLICY found

BMC IP 10. 104. 185. 86 16 GB memory detected

UEFI Version 140 IVERZ5A (06/27/2018) e e e

an ANIRNAL] / AA IOHON 2 processor (s) detected. 32 cores enabled
C Version 1.6 323H (05/04/2018 P
BMC Version  1.90 CDI323H (05/04/2018) Intel ® Xeon(R) Gold 6142 CPU @ 2.606Hz

Licensed Materials - Property of Lenovo. © Copyright Lenovo and other(s) 2 3! :System Setup l \ F12:0ne Time Boot Device
Lenovo is a trademark of Lenovo in the United States, other countries, © | = - L J

LLlar 2. [llpu nosineHumn 3anpoca <F1> System Setup HaxxmnTe knasuwy F1. Ecnu 3apgaH naponb nocne
BKJIIOYEHMS MUTaHNS U Naponb agMUHUCTpaTopa, Ans nonyyYyeHns goctyna K gucnetyepy XClarity
Provisioning Manager Heo6xoAMMo BBECTU Napornb agMyH1ucTparopa.

Lar 3. B rnasHom meHto XClarity Provisioning Manager soi6epute UEFI Setup.
LLlar 4. Ha cnepytolem akpaHe Bbibepute BMC Settings; 3atem HaxxmuTe Network Settings.
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Llar 5. CywectsyeT Tpu BapuaHTta cetesoro nogkntodeHus XClarity Controller 8 none DHCP Control:
e Cratnyeckun IP-agpec
e DHCP BkntoyeH
e DHCP c otpaboTkoi oTkasa

P . Thi -7 (] - @ B
P i i M hinkSystem SR650 [7X05RCZ000]

{ Exit UEFI Setup -

Attention: Must click the "Save Network Settings” at the bottom of this page to save any change on

2 this page and its subpage.
System Information

Network Interface Port

Dedicated v
System Settings
Fail-Over Rule [
None v Save
Date and Time
Burned-in MAC Address 7C-D3-0A-CE-30-3D
Start Options Hostname [XCC-7X05-6543210789 ] €
Discard
Boot Manager DHCP Control DHCP with Fallback v
BMC Settings a
Default
System Event Logs
User Security
1Pv6 AEnabIe v
Local Link Address FE80:0000:0000:0000:7ED3:0AFF.FECE:303D/64
VLAN Support Disable v

> Advanced Setting for BMC Ethernet

Save Network Settings

LLlar 6. Bbibepute oanH N3 BapnaHTOB CETEBOMO MNOAKIOHEHUS.

LLlar 7. Ecnu BbibpaH cTtatnydeckuin IP-agpec, Heob6xoanmo ykasaTtb IP-agpec, macky nogceTu v L3 no
YMONYaHUIo.

LLlar 8. Mo»xHo Takxe ucnonbdoBatb Lenovo XClarity Controller Manager ans Bbibopa BblgeNeHHOro
CETEBOro NOAKIIOYEHNS (ECNU Ha CepBepe NMEETCS BblAENEHHbI CETEBOIN MOPT) UM COBMECTHO
ucnonbdyemoro cetesoro nogknodeHus XClarity Controller.

MpumeyaHus:

e BO3MOXXHO, BblAeSIEHHbIN CETEBOIN NOPT YNpaBfeHnss CUCTEMaMN HELOCTYMEH Ha BaLleM
cepsepe. Ecnu Ha Bawem o60opynoBaH OTCYTCTBYET BblAefIEHHbI CETEBOW MOPT,
MCMOoJIb3yeMbIi COBMECTHO — €QUHCTBEHHbIN focTynHbI napameTp XClarity Controller. Ha
akpaHe Network Configuration soi6epuTte Dedicated (ecnvn npumeHumo) nnm Shared B none
Network Interface Port.

¢ YT06bI HaNTK pacnonoxkeHns pasbemos Ethernet Ha cepeepe, ncnoneayemsix XClarity
Controller, o6patnTech K JOKYMEHTaLMN MO cepBeEpY.

Llar 9. Haxmute CoxpaHuTb.
Lar 10. Bewigute n3 gucnetyepa XClarity Provisioning Manager.

MpumeyaHuns:
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¢ Heobxoammo nofoxxaatb OKoONo 1 MUHYTLI, YTOObI UIBMEHEHUS BCTYMNUW B CUITY, MPeXAe Yem
MUKpOMporpaMmma cepeepa CHoBa Ha4HeT paboTaTb.

e Kpome Toro, MO>XXHO HacTpouTb ceTeBoe nopktoveHune XClarity Controller B Be6-nHTEepderice nnm
nHTepdeice komaHgHon ctpoku XClarity Controller. B Be6-uHTepderice XClarity Controller ceTesble
NOOKIIOYEHNSI MOXKHO HACTPOUTb, LenkHyB KoHdurypauua BMC B nesoii naHenn HaBurauumn 1 Bolopas
Network. B nHtepdeiice komangHon ctpokun XClarity Controller ceTeBble NOAKOYEHNS HACTPanBaOTCA
C MOMOLLBIO HECKOMNBKNX KOMaHL,, KOTOpble 3aBUCAT OT KOH(UIypaumu yCTaHOBKMN.

Bxop B XClarity Controller

Bocnonbayinteck MHopmaumeli us atoro pasgena gnsa goctyna K XClarity Controller yepes Be6-nHTepdeiic
XClarity Controller.

BaxxHo: V3HavanbHo gns XClarity Controller HacTpoeHo nms nonb3osatenst USERID n naponb PASSWORD (c
Hynewm, a He 6yksoi O). STOT Nnonb3oBaTesNb MO YMOHAHNIO UMEET YPOBEHb A0CTYNa «AgMUHUCTPATOop». B
Lensx 6e30nacHOCTM N3MEHNTE 3TO MMSs NOJSIb30BATENSA Y Naposib BO BPEMS NepBOHAaYanbHOM HACTPOMKM.
lNocne BHeCceHNst BMeHeHNs ByaeT HEBO3MOXXHO NOBTOPHO 3aaatb PASSWORD B KayecTBe napons onsd Bxona.

Mpumevanue: B cucteme Flex System yyeTtHbiMu 3anncamm nonesosaTtenen XClarity Controller Mo)xHO
ynpaenaTb ¢ noMoLlbio moayns Flex System Chassis Management Module (CMM); ons aToro moryT
NCNONb30BaTbCA KOMOUHALIMM YHETHbIX AaHHbIX, oTAn4YHble oT USERID/PASSWORD.

YT106bI nonyunTb gocTyn K XClarity Controller ns se6-uHtepgerica XClarity Controller, BoinonHute
cnepyowmne 0encTeus:

Lar 1. OtkpoinTe Be6-6paysep. B none agpeca nnm URL-agpeca Beegute IP-agpec nnu ums xocta
XClarity Controller, kK koTopoMy TpebyeTcs NOAKIOHUTBCS.

LLar 2. BbibepuTe Hy>HbI A3bIK N3 PacKpbIBaoLLErOCs CUCKa.

OkKHo BXxofa B cUCTEMY NOKa3aHO Ha cnefytoLleM pUcyHke.

Clarity Controller

Lenovo ThinkSystem SR630

System Events x 4 A 2
Machine Type 7X01
Serial Number 1234567890

Power State On

BMC IP 10.240.216.239

Location

ThinkSystem

terials - Property of Lenovo. © Copyright Lenovo and other(s) 2018,
s a trademark of Lenovo in the United States, other countries, o both

Lar 3. BseguTe ums nonb3oBatens 1 naponb B okHe Bxoga B XClarity Controller. Npn nepsom
ucnonb3doBaHun XClarity Controller nmsi nonb3oBaTens 1 Naposb MOXXHO MOY4YUTb Y CUCTEMHOIO
agMuHucTpartopa. Bce nonbITKM BXoga perncTpupyroTca B XXypHasne cobbiTuii. B 3aBucumocTn ot
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TOro, Kak BaLl CUCTEMHbIN aAMUHUCTPATOP HACTPOWN NAEHTUUKATOP NOb30OBaTeNs, Nocne
BXOfAa, BO3MOXXHO, NOTpebyeTcst BBECTY HOBbIV NapoJib.

Lar 4. Haxmnte BomnTn, 4To6bI Ha4aTb ceaHc. B 6pay3epe oTkpoeTcs gomaluHssa ctpaHuua XClarity
Controller, kak NokasaHo Ha criefyloLemM pucyHke. Ha gomaluHen ctpaHuile otobpasnTtcs
nHpopmaums o6 ynpasnsemon koHTponnepom XClarity Controller cucteme n 3Haukuy,

YKa3biBaroLline, CKOJIbKO KPUTNHECKnNX OLIMBOK o n npep,ynpexp,eHVlVl B HacToOsiLLee BpeMs
NMEETCA B CUCTEME.

Clarity Controller 2] 1 Lenovo ThinkSystem SR630 System name:Cable Owned by S < Expot A& USERD @ 1028AM =
i Hore Health Summary  Active System Events (6) (] System Information and Settings o
B Events o - - Lenovo ThinkSystem SR630 Power On (System running in setup)

{:} ¥ o) Vi 8 v Machine TypeModel 7X01RCZ000
i= Inventory . . Serial No. 1234567890
2/2installed 6/24nstalled 4/10installed System Name Cable Owned by S Vi
M utization Front USB Ownership Shared mode: owned by HOST Va
(v | 2 [«] BMC License Lenovo XClarity Controller Enterprise Upgrade + >
[4 Remote Console }—'_'?rl E @ -
BNC IP Address 10.240.216.239 2>
c Power Suppl Fa
& Fimmware Update 4installed 2/2installed 10/14 active BNC Hostname XCC-7X01-1234567890 >
BMC Version V0.00 (Build ID: DVI399T) >
& Sserver Configuration v Q UEFI Version V1.30 (Build ID: IVE117) 2>
LXPM Version V* (Build ID: *) >
BMC Configuration o B Location >
Quick Actions o Power Utilization System Utilization (")
Sorvic % o% o% %
®Power Acton 1D Locaton LED O * senvce — e
Input Output
1aw 12w 68w
cPu Memory Others
Remote Console Preview ] CPU  Memoy 1O  System
B capture Screen Temperature

E & settings

B Recorded Videos cPU1 cPu2

@ Latest Failure Screen

[omaluHss cTpaHuua pasgeneHa Ha asa pasgena. Nepsblii — 3TO NaHenb HaBuraumm cneBsa,
npegcrasngaoLLas cobon Habop TeM A5 BbIMOMHEHNS Cnefyowmnx AeNCTBUR:

® MOHUTOPVHI COCTOSHUSA cepBepa

e HacTtpolika cepsepa

¢ HacTtpoiika XClarity Controller unin BMC

e  O6HOBNEHNE MUKPOMPOrpaMmmbl

BTtopoii pasgen — ato rpadmyeckasa nHdopmaumsa cnpasa oT naHenn Hasuraumm. MogynbHblin oopmart

No3BOoSISIET BbICTPO NONMYHUTb NPEACTABNEHNE O COCTOSIHUN CepBepa N HEKOTOPbIX AOCTYMHbIX 6bICTPbIX
[encTBusX.

Onucanue byHkuun XClarity Controller B Be6-nHrepcence

Hwxe npepctaBneHa Tabnuua, onvcbisatowas dyHkumm XClarity Controller B neBoii naHenu HaBuraumn.

MpumeyaHue: OcyLlecTBNAS HABUraumMio No BEG-UHTEPdENCY, MOXHO LLENKHYTb 3HAYOK C N306parkeHnem
Bonpoca, 4Tobbl OTKPLITb CNpaBKy B VIHTepHeTe.

Ta6n. 1. ®yHkyum XClarity Controller

B Tabnnue 13 Tpex cTonbLoB onmcaHbl [ENCTBUSA, KOTOPbIE MOXXHO BbINOSHUTL B BeEG-UHTEpdence XClarity
Controller.

Mnasa 2. OTKpbITME U UCTIONb30BaHue Be6-uHTepdeiica XClarity Controller 13



Tabn. 1. ®yHrymm XClarity Controller (npogosxk.)

Bknapgka

Bbi6paHHble 3Ha4YeHus

OnucaHue

LomaiuHsas
CTpaHuLa

CBopka CoCTOsIHUS/aKTNBHbIE
CUCTEMHbIe COBbITUS

[lokasbiBaeT TeKyLLee COCTOAHNE OCHOBHbIX annapaTtHbIX
KOMMOHEHTOB CUCTEMBbI.

CsepgeHus o cucteme 1
napameTpbl CUCTEMBI

CopepXXnT cBOOKy 06LLMX CBEAEHUI O CUCTEME.

BbicTpble gencTeus

CO,D,ep)KVIT 6bICprIe CCbIIKM Onsa ynpasiieHNA NuTaHnem
cepeepa n ceeTtoanogHbIM NHONKATOPOM MECTOMOJIOXKEeHUA, a
Tak>Xe KHOMKY AnA 3arpy3kn gaHHbIX No OGC!’Iy)KI/IBaHVI}O.

Vcnonb3oBaHne nutaHus/
Vcnonb3oBaHune cuctemol/
Temnepatypa

CopepXXuT KpaTKuii 0630p TEKYLLEro UCMOoSIb30BaHNS MUTAHNS
1 cUCTeMbI, a Takxxe obLLEel TemnepaTypbl cepeepa.

MpenBapuTensbHbIA NPOCMOTP
yAaneHHON KOHCoMu

KoHTposib cepBepa Ha ypoBHE OnepauyiOHHON CUCTEMBI.
Mo>KHO NpocMaTpuBaTh KOHCOSb CepBepa 1 BbINONHATL Ha
Hell OelCTBMSA C Ballero KomnbtotTepa. Pasgen «YganeHHasa
KOHCOJb» Ha goMaluHein ctpaHuue XClarity Controller
COLEPXXUT N306padKeHNe aKpaHa C KHOMKOW «3anycTunTb». Ha
naHenn MHCTPYMEHTOB cripaBa AOCTYMHbI cregyoLme
ObICTpble OENCTBMS:

e 3axBaT 3KpaHa
¢ [lapameTpbl
e 3anuncaHHble BUAeO

e DKpaH nocnegHero c6os

CobbITus

KypHan cobbITuin

MpenocTaBnsieT CNMCOK BCEX annapaTtHbIX COBbITUN 1 COBLITAN
yrnpaBneHusi 3a NpoLusibie neproppl.

KypHan aygnta

CopfepXunT 3anncu o gencTBMAX Nonb3oBaTenei 3a npowsibie
nepuogbl, HaNPUMepP O BXOAE B CUCTEMY Ha KOHTpOIiepe
Lenovo XClarity Controller, cozgaHumn HOBOro Nosib3oBaTens 1
N3MeHeHUN napons nonb3osaTens. XKypHan ayanta MOXXHO
MCMONb30BaTh A4J15 OTCNEXMBAHUSA U AOKYMEHTMPOBaHMWS
ayTeHTUdUKaummn n anemeHToB yrnpaeneHus B T-cuctemax.

VcTtopua obcnyxnsaHus

OTob6paxatoTcsl Bce cBefieHNst 06 MCTopun 06HOBMNEHWI
MUKPOMpPOrpamMm, KOHUrypauum 1 3ameHbl 060pyA0BaHNS.

Mony4arenu onoseLleHWn

YnpagneHue nony4atensmMmm yBeLoMIIEHNIA O CUCTEMHbBIX
CcobbITusAX. [103BONIAET HACTPONTL KaXKAOro nonyyaTens u
yNpaBnsATb NapameTpamMm, KOTopble AECTBYIOT B OTHOLLEHNN
BCeX nosyyarener cobbituidi. Kpome Toro, MoXHoO co3gaTb
TecToBoe CobbITUE, HTOObI NOATBEPAUTL NapamMeTpbl
KOHUrypaumm o6HOBNEHWIA.

MHBeHTapusauuns

OTo6pakaeT BCe KOMMOHEHTbI B CCTEME, UX COCTOSIHNE 1
KntoYeBble cBeAeHNs. MOXXHO LLEeNKHYTb YCTPOWCTBO Ans
0TO6pPaXXEHUS [OMONHUTENBHOW MHOpMaLmu.

Mpumeyvanue: [ononHutesibHblE CBEAEHUS O COCTOSAHUN
NUTaHUS peLleHns cM. B Be6-uHTepdeince SMM2.

Vicnonb3oBaHue

OTob6paxkaeTcst Temnepartypa okpy>xatoLlel cpegbl/
KOMTMOHEHTOB, 3HEPronoTpebneHne, ypoBHY HanpsKeHS,
cBefeHns 06 NCMoNb30BaHNM NOACHUCTEM CUCTEMBI, @ TaKXe
MHOpMaUusi 0 CKOPOCTU paboTbl BEHTUIATOPOB cepBepa U
€ro KOMMOHEHTOB B rpadn4eckom nnm Taban4yHom
npeacTaBneHUN.
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Tab6n. 1. ®yHkymm XClarity Controller (npogosnx.)

Bknapgka

Bbi6GpaHHble 3Ha4YeHus

OnucaHue

XpaHeHne

MNogpo6Ho

OTob6paxxaeT huan4ecKkyto CTPYKTYpy 1 KOHUrypaumo
XpaHuamLLa yCTPONCTB XpaHeHUsI.

HacTtpoiika RAID

MpocmoTp nnun nameHeHne Tekylen koHdurypauum RAID,
BKJI04as MHOPMaUMIo O BUPTYanbHbIX Anckax n (nanyecknx
YCTPOWCTBAX XPaHeHns.

YpaneHHas
KOHCOMNb

MpepocTaBnsieT 4OCTYN K PYHKLUN YOANEeHHOW KOHCOSN.
DYHKLMIO BUPTYasbHbIX HOCUTESEN MOXXHO UCMOSIb30BaTb AJ1s
nogkntoverHusi pannos ISO nnm IMG, HaxogsaLmxcs B
NIOKaNIbHON CUCTEME WS CETEBOM PaCMOSIOXKEHNMN, [OCTYN K
koTopomy BMC moxxeT nonydatb ¢ nomolubto CIFS, NFS,
HTTPS nnun SFTP. MNogknto4eHHbIN AUCK oTo6paxkaeTcs B
kadecTtBe USB-gucka, NogkItoHeHHOro K cepBepy.

O6HoBneHne
MUKpOnporpam-
Mbl

e OTOGpaXkaeT ypoBHWN MUKPOMPOrpaMmbl.

e O6HoBneHre mukponporpamm XClarity Controller n
cepBsepa.

¢ O6HoeneHue mukponporpammel XClarity Controller ns
penosutopus.

KoHdurypaums
cepBsepa

ApanTepbl

OTob6paxaeT cBefieHNsi 06 YCTAHOBIIEHHbIX CETEBbIX
agantepax u napameTpbl, KOTOPblE MOXXHO HACTPOUTL C
nomotuypsto XClarity Controller.

MapameTpbl 3arpysku

e Bbi60op 3arpy304HOro yCTpomncTaa ans ogHoKpaTHOM
3arpysKku npu cnegyowemM nepesanycke cepsepa

* VI3MeHeHVe NapameTpoB pexuma 1 NopsiaKa 3arpy3Kku.

Monutrka nuTaHna

e HacTtpoiika pesepBa NUTaHnsa Ha cny4van c6os 6noka
NMNTaHNA.

e HacTpoiika NonnTKN orpaHn4yeHnst MOLLIHOCTU.
e HacTpoiika NonnTNK1N BOCCTAHOBNEHUS MUTAHNS.

MpumeyvaHue: [JononHuTesibHblE CBEAEHUS O COCTOSHNN
NUTaHNSA peLleHns cM. B Be6-uHTepdeince SMM2.

CeolicTBa cepBepa

® MOHUTOPUHI PasfNYHbIX CBOMCTB, YC/IOBUIA COCTOSIHUSA U
napameTpoB A/ cepBepa.

* YnpaeneHve Taim-ayTamu 3anycka cepsepa C Lenbio
o6Hapy>XeHrs 3aBucaHnii cepeepa 1 BOCCTAHOBIIEHNS 13
3TOro COCTOSHMSA.

e CospaHue coobLieHns npy HapyLueHun. CoobLleHre npu
HapyLLeHN — 3TO COObLLEHME, KOTOPOE MOXXHO CO3AaTh
Ons nonb3osaTeneil, 4Tobbl oTcnexusaTb ux exog B XClarity
Controller.

KoHdurypauus
BMC

Pe3epBHoOe konuposaHue un
BOCCTaHOBMNEHNE

C6poc koHdurypauum XClarity Controller oo 3aBogckux
HACTPOEK, pe3epBHOE KOMUPOBaHNE TEKYLLIEN KOHDUrypaummn
U BOCCTaHOBNEHNE KOHUrypaumm ns ganna.

JnueHsns

YnpasneHue Ko4aMu aktmsauuy Ans AONOAHNTENbHbIX
komnoHeHToB XClarity Controller.

Cetun

HacTpolika ceTeBbIX CBOWCTB, COCTOSIHVS 1 MapaMeTpoB OJisi
XClarity Controller.
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Tabn. 1. ®yHrymm XClarity Controller (npogosxk.)

Bknapgka

Bbi6paHHble 3Ha4YeHus

OnucaHue

HacTpoiika cBoncts 6€30nacHOCTN, COCTOSHUS 1 NapaMeTpPoB

BesonackocTs ans XClarity Controller.
e Hactpolika npodunein Bxoaa B XClarity Controller n
napameTpoB rnobanbHOro Bxoaa.
e [IpoCMOTp YYETHbIX 3anucen nonb3oBaTenel, KOTopble B
HacTosiee Bpems BbinonHunu exopg B XClarity Controller.
Monb3oBaTens/LDAP
e Ha Bknagke LDAP HacTpavBaeTcs ayTeHTUdUKaums
nonb3oBartenen 41s NCNosib30BaHUSA C OFHUM UK
Heckonbkumu cepeepamin LDAP. Kpome Toro, 3aecb MOXXHO
BKJIIO4UTb UM OTKNOUMTL 6e3onacHocTb LDAP 1 ynpaesnsatb
COOTBETCTBYOLLUMY cepTudmKaTamu.
Hactpoiika dyHkumn Call Home anst c6opa nHdopmaumm o
Call Home P dy b op

cucTeme u ee OTNpPaBKy KOMMaHuy Lenovo onst o6¢cnyxmBaHus.
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NnaBa 3. KoHdwurypaumsa XClarity Controller

Bocnonb3syintecb nHopMaumei s 3Tol rnasbl, HTOObI MOHATL AOCTYMNHbIE NapaMeTpbl KOHUrypaLmm
XClarity Controller.

Mpwu HacTpoiike XClarity Controller ocTynHbl cneaytoLme KnoyeBble NapameTpsbi:
¢ PesepBHOe KOMNMpoBaHWe 1 BOCCTAHOBIEHNE

¢ JlnueHsns

e Cetun

e BesonacHocTb

¢ [lonb3oBatens/LDAP

HacTtpounka y4yeTHbix 3anucen nonb3osatenen/LDAP

BocnonbayiiTeck MHdopMmaLeii U3 3Toro pasgena, HTobbl NOHATL NPUHLMNbI YNPaBNEHNs Y4eTHbIMU
3anucsaMmn nosib3oBartesnei.

LLlenkHuTte Monb3oBaTtenb/LDAP B pasgene BMC Configuration ans cosgaHnsi, usmeHeHnst u npocMmoTpa
YHYETHbIX 3anucei Nonb3oBaTenen, a Takxke i HacTporiku napameTpos LDAP.

Ha Bknapgke JlokanbHbI NOsIb30BaTeNb 0TO6paXXaTCs YYETHbIE 3aNNCU NONIb30BATENEN, HACTPOEHHbIE B
XClarity Controller, oT nmeHn KOTOpPbIX B HacTosiLLee BpeMsi BbinonHeH Bxopg, B XClarity Controller.

Ha Bknagke LDAP npeactasneHa koHburypauus LDAP ons goctyna K y4eTHbIM 3anucsm rnonb3oBaTesen,
KOTopble XpaHAaTcs Ha cepBepe LDAP.

MeTtop ayTeHTUcbMKauum nonb3oBarteneun

McnonbayinTte nHdopmauumio B 3TOM pasfene, 4Tobbl MOHATb, B Kakux pexxumax XClarity Controller moxeT
BbINOJIHATb ayTeHTUMKaLMIo NOMNbITOK BXoAa.

LLlenkHnTe PaspelunTb BXxoA U3, 4TOObl yKasaTb Crocob ayTeHTUdMKaLmMn NomnbITOK BXoAa NoNb30BaTens.
Mo>kHO BbIGpaTh OAVH U3 Criegylowmnx METOA0B ayTeHTUMMKaLmm:

¢ TonbKo nokKanbHas: ayTeHTUdUKaLms nonb3osarteneli BolMOMHAETCA NyTEM NoucKa NoKanbHOW YH4ETHOM
3anucu nonb3osartens, HactpoeHHou B XClarity Controller. Ecnn V1 nons3oBaTtens u napornb He
COBMafaloT, B AOCTYMNe oTKasaHo.

¢ Tonbko LDAP: XClarity Controller nbitaetcs ayTeHTUOMUMPOBaTL NOJIb30BATENSA, MCMOMb3YSA XPaHNMbIe
Ha cepsepe LDAP y4yeTHble faHHble. [1pu ncnonb3osaHmMm 3TOro MetToaa ayTeHTUUKaLmm nomck
JIOKanbHbIX Y4eTHbIX 3anucein nons3osatens B XClarity Controller He BbinonHAeTCS.

e CHavana nokanbHasi, 3atem LDAP: cHauyana npegnpuH/MaeTCcs nonbiTKa NoKanbHOW ayTeHTUhUKaUUN.
Ecnun nokaneHasa ayteHTU(MKauna 3aBepLuaeTcsa c60em, cuctema npeanpuHUMacT NonbITKY BbINOSHUTL
ayteHTudpukaumo LDAP.

e CHavana LDAP, 3aTem nioKasnbHbI NOJIb30BaTesIb: CHavana npeanpMHMMaeTcs nonbiTka
ayTeHTUdunkauumn LDAP. Ecnu ayteHTudurkaums LDAP 3asepluaeTcsi c6oem, cuctema npegnpuHnmaeT
NONbITKY BbIMNOJIHATL JIOKaNbHYIO ayTeHTU(MKaLmLo.

MpumeyaHus:

¢ TonbKO y4eTHble 3anncu C NoKasbHbIM agMUHUCTPYPOBAHMEM NMPefoCTaBNATCA B UHTEpdencs IPMI n
SNMP. 9T nHTepdelicel He NoAaepPXMBaKOT ayTeHTugukaumo LDAP.
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¢ [lonb3osatenu IPMI v SNMP MOryT BbINOSIHATL BXO, C MOMOLLBIO YHETHBIX 3anucer ¢ noKanbHbIM
aAMUHUCTPUpPOBaHNEM, ecnu B none PaspewmnTb BXxoa u3 3agaHo 3HadeHne Tonbko LDAP.

CospaHune HoBOW ponun

Wcnonb3yiiTe nHchopmaumio B 3TOM pasgene Ansi CO3AaHns HOBOI POSIU.

CospaaHue ponu

Bbi6epuTte Bknagky Ponu n Haxxmute CospaTb, YTOObLI CO34aTh NOIb30BATENBCKYIO POSb.

3anonHuTe cnepyrowve nons: HassaHne ponu 1 YpoBeHb NOAHOMOYMNA. [lonofHUTENbHbIE CBEAEHNS 06
YPOBHe paspeLleHnii CM. B CrieaytoLLeM pasaerne.

CospaHHas poJSib NPefoCcTaBNsAeTCs Nob30BATESNIO B PACKPLIBAIOLLEMCS MEHIO PO B MOJNb30BaTE/IbCKOM
pasgene.

Mpumeyanue: Ponb, ncnonbsyemas B User n LDAP, He MOXeT pefakTupoBaTh U yoansiTb UMs POnU, HO
NUMeET JOCTYN K NU3MEHEHUNIO COOTBETCTBYIOLLENO MNONb30BATENBCKOrO pa3peLLeHmst.

YpoBeHb NosIHOMO4NiA

lNonb3oBaTensckas PONb NO3BOJIAET BKIIOYUTb Nobble coyveTaHNs cnepyrownx I'IpVIBI/IJ'IGFVIVIZ

KoHdurypauma — ceteBble nogkntodeHusi u 6eaonacHocts BMC
[Monb3oBaTtenb MOXET MEHATbL NapamMeTpbl KOHDUrypauun Ha cTpaHuuax «besonacHocte BMC» 1
«CeTb».

YnpasneHne y4eTHbIMU 3ancamun nonb3oBaTtenen
lMNonb3oBaTesb MOXET A06aBNATb, UBMEHATL U yoanAaTb nonb3oBaTesien, a TakKXKe MEHSITb napamMmeTpbl
rno6anbHOro Bxoaa.

AocTyn K yaaneHHOW KOHCON
Monb3oBaTtenb MOXET OCYLLECTBNATL AOCTYN K yAANEHHON KOHCOSN.

JocTyn K yaaneHHoW KOHCONMU U yaaneHHOMY AUCKY
Monb3oBaTeslb MOXET OCYLLECTBNIATb AOCTYN K YAANEHHOW KOHCONMN 1 BUPTYallbHbIM HOCUTENSIM.

YnaneHHoe nuTaHue/nepesanyck cepsepa
Monb3oBaTtesib MOXET BKIIOYUTL 1 Nepe3anyckaTtb cepsep.

KoHdurypauua — 6azoBast
Monb3oBaTtenb MOXXET MEHSATb NapameTpbl KOHUIypaumm Ha cTpaHuuax «CBoncTBa cepeepa» n
«CobbITus».

Bo3MOXXHOCTb OUMLLATb XXYpPHaJibl COObITUIA
Monb3oBaTtenb MOXET OYULLLaTb XKYPHasbl COObITUIA. JTlo60 NoNb30BaTENb MOXKET NPOCMaTPUBaThL
>KypHaubl COBbITWIA, OQHAKO AJ151 O4YUCTKM XKYPHAIOB TpebyeTcs paspeLLeHne 3TOro YPOBHSI.

KoHdurypauma — pacwmpeHHasa (06HoBneHme Mukponporpamm, nepe3anyck BMC, BoccTaHoBneHue
KOHdurypauyum)
Y nonb3oBaTens HeT orpaHudeHui no HacTpoike XClarity Controller. Kpome Toro, nons3osaresib umeeT
agMUHMCTpaTmBHble Npaea gocTtyna K XClarity Controller. AQMUHUCTpaTUBHbIE NpaBa JocTtyna
MO3BONSAOT BbINOJIHATL CIeAyoLMe pacLUMpPeHHble PyHKLMW: OOHOBIIEHNE MUKPOMNPOrpamMM, 3arpyska
cetn PXE, BoccTaHoBneHne 3aBoacknx 3HadeHuin XClarity Controller, nameHeHne n BOCCTaHOBNEHNE
napameTpoB XClarity Controller n3 daina koHgurypaumm n nepesanyck n cépoc XClarity Controller.

KoHdurypauma — 6esonacHoctb UEFI
lMonb3oBaTtenb MOXeET MeHATb NapameTpbl 6e3onacHocTn UEFI.
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MpeponpeneneHHble ponu

Cne,u,yrou.l,me ponn npenonpenenAatnTca N He MOoryT OblTb penakTnpoBaHbl nn yaoaneHbl:

ApmuHucTtpaTtop
[ns ponn agMnHNCTPaTopa HET OrpaHNYeHUI, OH MOXXET BbINONHATL BCe ornepauui.

TonbKo 4YTeHune
Monb3oBaTternb C ponbto «TONBLKO YTEHNE» MOXXET OTOBpaXKaTb CBEAEHNSI O CEPBEPE, HO HE MOXKET
BbIMOMHATL Ornepaumm, BVSIIOLLME HA COCTOSIHUE CUCTEMbI, Takne Kak COXpaHeHne, U3SMeHeHNe,
0o4UCTKa, Nepesarpyska, 06HOBNEHNE MUKPONPOrpamMmbl.

Onepatop
Monb3oBaTesb C POnbio onepaTopa MMeeT cliefytoLye NPUBUIerui:

e KoHurypaums — ceTeBble NoaKoveHus n 6esonacHocts BMC
* YpaneHHoe nNuTaHve/nepesanyck cepsepa

¢ KoHurypauus — 6asoBas

¢ BO0O3MOXXHOCTb O4ULLIATb XKYpPHasbl COBbITUIA

e KoHjurypaums — paclumpeHHasi (06HOBMeHe MKponporpamM, nepesanyck BMC,
BOCCTaHOBJ/EHNE KOHUrypaumm)

Co3paHue HOBOM y4€THOM 3anucu nosib3oBaTens

V|CI'IOJ'Ib3yI7ITe I/IHd)OpMaLI,I/IIO B 3TOM paspene ansga co3gaHmnsa HoOBOIo JIOKaJIbHOro noJjib3oBarens.

Co3pgaHue nonb3oBaTens

Haxxmnte CospaTtb, 4TOObI CO34aTh HOBYHO YHETHYIO 3anncCb NOJib30BaTesiA.

3anonHuTe cnepytowme nonsi: Ums nonb3oBartens, Maponb, MogrBepauTb naponb 1 Bbibepute Ponb 13
packpbiBatoLerocs MeHto. [lononHuTenbHble ceefeHns o none Ponb CM. B criegytoLlem pasgerne.

Ponb

CnegytoLyie ponv NpeaonpeaensioTcs, a HoBas MoJib30BaTeNlbCkasi POJSib MOXKET ObITb CO3AaHa B
COOTBETCTBUW C MOTPE6HOCTAMMN NoMb30BaTeNs:

ApmuHucTtpaTtop
Ins ponyn agMUHUCTPAaTOpa HET OrpaHNyeHnii, OH MOXXET BbIMNOJIHATL BCE Onepaumm.

TonbKo YTeHue
Monb3oBaTtenb C ponbto «TONLKO YTEHNE» MOXXET OTOOpaXkaTb CBEAEHNsI O CepBepe, HO HE MOXXET
BbIMOMHATb Oornepaumm, BIUSIOLLIME HA COCTOSIHUE CUCTEMbI, Takne Kak CoOXpaHeHne, U3MeHeHNe,
0o4UCTKa, Nepesarpyska, 06HOBIEHNE MUKPOMPOrpamMmbl.

Onepatop
Monb3oBaTtesb C pPonbio onepaTopa MMEET cliefyoLmne NPUBUIErUN:

e KoHdburypauusi — ceteBble NOOKMIOYEHNS 1 6e3onacHocTs BMC
* YpaneHHoe nuTaHve/nepesanyck cepsepa

e KoHpurypaums — 6asosas

* B0O3MOXXHOCTb O4MLLATE XXYPHasbl COBbLITUN

e KoHburypauuss — paclumpeHHas (0bHoBneHne Mmkponporpamm, nepesanyck BMC,
BOCCTaHOB/EHME KOHUIypauumm)
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MapameTpbl SNMPv3

YT106bI BKNOUMTL 4nst nonb3oatensa goctyn SNMPv3, yctaHoBUTe hnaXXok psipoM C HACTPONKON
MapameTpbl SNMPV3. lNosicHAOTCA crepylowme BapuaHTbl 4OCTyNa nosib3oBaTeneii:

Tun gocTtyna
Mopnep>xusatotcs Tonbko onepaunn GET. XClarity Controller He nogaep>xusaet onepauum SET
SNMPv3. SNMP3 MO>XeT BbINOSIHATb TONBKO OnepaLmn 3anpocos.

Appec gnsi noBywek
YKaxKnTe LeneBoe pacrnosioXXeHe NTOBYLLEK AJ1s1 NOSib30BaTeNs. ATO MOXET 6bITh IP-agpec nnu nvs
xocTta. C nomoLubto nosyLuek areHT SNMP yBegoMnaeT cTaHUMIO ynpaBneHus 0 CoBbITUSX (Hanpumep,
ecnv Temneparypa npoueccopa npeBbILLAET AUMUT).

MpoTokon ayrteHTuchnkaumm
B kadecTBe npoToKosa ayTeHTudmKaumm nogaep>xmnaetcs Tonbko HMAC-SHA. OT1oT anroputm
ncnonbadyeTcs ons ayteHTndukaummn mogenbto 6esonacHoctn SNMPv3.

MpoTokon KoHhuaeHUanbHOCTU
MepeHoc aaHHbIX Mexay kKnneHToM SNMP 1 areHTOM MOXXHO 3aLUUTWTb C MOMOLLIbIO LN POBaHUS.
Mopnep>xuBaemble metoppl: CBC-DES n AES.

Mpumevanus: Laxe ecnu nonb3oBatesib SNMPV3 ncnonb3yeT NOBTOPHbIE CTPOKN Naposisi, MOXXHO 6yaeT
no-npexxHemy nony4ntb goctyn K XClarity Controller. Huxxe npuBogutcs asa npumepa Aansi Crpasku.

¢ Ecnu B kavecTtBe napons 3agaHo 11111111 (4ncno n3 Bocbmu undp, cogepxalyee BocemMb Lmdp 1),
nosib3oBaTesNb NO-NpexxXHeMy cMoxeT nonyyutb goctyn K XClarity Controller, ecnu npu BBoge napons
cny4yariHo 6yaeT BBegeHo 6onee BocbMu Undp 1. Hanpumep, ecnu BeBectr naponb 1111111111 (Wncno ns
Oecsatun undp, cogepxkallee gecatb undp 1), AOCTyN Nno-npexxHemy npegocrasnsetcd. byget cuntartbcs,
YTO Y MOBTOPHOW CTPOKM TOT >KE KITHOY.

¢ Ecnu sagaH naponb bertbert, nonssosatens no-npexxHemMy CMoXeT nony4ynTb goctyn K XClarity
Controller, ecnu cny4ainHo 6bin BBegeH napons bertbertbert. Cuntaetcs, 4to y o6oux naponen
OAVHAKOBbI KJTHOY.

[ononHuTenbHble CBeAEHNS CM. Ha CTP. 72 B foKyMmeHTe «MHTepHeT-cTanHgapT RFC 3414» (https:/
tools.ietf.org/html/rfc3414).

Kniou SSH

XClarity Controller nogaep>xnBaeT ayTeHTUHUKaLUIO C UCMNOJIb30BaHNEM OTKPbITbIX KNtoyel SSH (Tun kntova
RSA). YTob6bl fo6aBUTb KNto4 SSH K NIoKanbHOM y4eTHON 3anncu NoSIb30BaTeNs, YCTaHOBUTE (hfaXkoK psigoM
¢ napameTtpom Knrou SSH. lNpepocTasnaioTca gsa cnegyowmx napameTpa:

Bbi6op channa knroua
Bbi6epuTe canin kntova SSH ana nmnopta B XClarity Controller ¢ cepepa.

BBop knto4va B TEKCTOBOE nosne
BcTaBbTe unu BBeanTe gaHHble kKntoda SSH B TekcToBOE More.

MpumeyvaHus:

¢ HekoTopble MHCTPYMEHTbI Lenovo MOryT cosaaBaTb BPEMEHHYIO YHETHYIO 3arnnChb NOMb30BaTeNs Ans
poctyna k XClarity Controller, ecnn MHCTPYMEHT NCMONb3YyETCS B CEPBEPHON ONepaLioHHON CUCTEME.
OTa BpeMeHHas y4eTHas 3anncb HEQOCTYNHA AN NPOCMOTpa U He UCMOb3YET HMKakue 13 12 nosuuyuia
YYEeTHbIX 3anuncein nokasbHbIX NoSib3oBaTenen. 3Ta y4eTHas 3anMcb CO34aETCH C MPOM3BOJIbHBIM UMEHEM
nonb3oBaTens (Hanpumep, 20luN4SB) n naponemM. 3Ty yHETHYHO 3aNnCb MOXXHO NUCMONb30BaTb TOJIbKO
ons poctyna K XClarity Controller Bo BHyTpeHHeM nHTepdelice Ethernet yepes USB 1 Tonbko ans
nHtepcdencos CIM-XML n SFTP. Co3gaHue n yaaneHne aTo BpEMEHHOW Y4eTHOW 3anucn hnKcupyeTcs
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B XXypHase ayouTta, paBHO Kak 1 Nltobble OENCTBUSA, BbINOMHAEMbIE MHCTPYMEHTOM C 3TUMU YHETHbBIMU
JaHHbIMU.

¢ [Insa o603Ha4eHus N mexaHmama SNMPv3 XClarity Controller ncnonb3yeT LiecTHaguaTepuYHyro CTPOKY.
OTa WwecTHaguarepmyHas cTpoka npeobpasyetcsa ns nmeHmn xocta XClarity Controller no ymondanuio. Cm.
cnegyoLmin npumep:

Mms xocta XCC-7X06-S4AHJ300 cHavana npeobpasyetcs B opmat ASCII: 88 67 67 45 55 88 48 54 45
8352657274514848

LLlecTHapguaTepu4Hasa cTpoka co3gaeTtcs ¢ ucnonbsosaHem popmara ASCII (npobenbl MrHOPUPYOTCS):
58 43 43 2d 37 58 30 36 2d 53 34 41 48 4a 33 30 30

YnaneHue yquHOﬁ 3anucum nonb3oBaTensd

Wcnonb3yiiTe uHopMaLmio B 3TOM pasgaesne A1 yaaneHust y4eTHol 3anicu NoKasibHOro nosb3osartens.

YT106bl yoanuTb YHETHYIO 3aninChb JIOKaNbHOMO NOMb30BaTeNsl, HAXXMUTE 3HA4YOK KOP3WHbI B CTPOKE HanpoTuB
YYETHOW 3an1cu, KoTopyto TpebyeTcs yaanuTb. [Mpu Hann4mm coOTBETCTBYHOLMX paspeLleHnii MOXKHO
yOanUTb COBCTBEHHYIO YYETHYIO 3annCb UM YYETHYIO 3anncCb APYrux Nosib3oBaTenei, gaxe ecnm B
HacToslLLiee BpeMsi OHU paboTaloT B cuctemMe. VickitoueHne CoCTaBnstoT criyvan, Koraa pedb MAET O
€0UHCTBEHHOW OCTaBLUENCS YHETHOWN 3anMcu ¢ NPUBUIErMSMM YNPaBAEHUS Y4ETHbIMW 3anncamMm
nons3osaTenen. CeaHchbl, BbINOMHABLUMECS HA MOMEHT yaasnieHus y4eTHbIX 3anvcer nonb3osaresnen, He
OyayT 3aBepLUEHbl aBTOMATUYECKN.

Ucnonb3oBaHue X3WMPOBaHHbIX napone|7| Ans ayteHTudukaummn

Bocnonb3yintech nHopMaumneln s aToro pasnena, 4tobbl MOHATb, KaK NCMOIb30BaTh X3LUNPOBAHHbIE
naponu ans ayteHtTucukaymn.

MomMuMo ncnonb3oBaHKs Naposien N y4eTHbix 3anucen nons3osatenen LDAP/AD XClarity Controller
nopaep XMBaeT CTOPOHHME X3LWMPOBaHHbIe Naponn Ans ayreHTndukaummn. CneymnansHbiin Naposib UMEET
hopmaT ogHOCTOpOHHero xaLwa (SHA256) n noppepxnsaetcsa Beb6-uHTepdencom XClarity Controller,
cpencteoM OneCLI n nHtepdenicom komaHaHom cTpokn. OgHaKo NOMHUTE, YTO ayTeHTUUKauus
nHtepdencos XCC SNMP, IPMI n CIM He nopaep>XuBaeT CTOPOHHUE X3LLMPOBaHHbIe Naposin. ToNbKo
cpenctBo OneCLI n nHtepdeic komangHom ctpokn XCC MoryT cosgaBaTtb HOBblE YHETHbIE 3arnncu C
X3LLMPOBAHHbLIM MaposieEM U BbIMOJIHATL OOHOBEHNE X3LWMpoBaHHbIX naponei. XClarity Controller Takke
nossonset cpeactsy OneCLI n nHtepdeincy komangHom ctpokn XClarity Controller nony4nts
X3LUMPOBAHHbIN NMapoJib, ECNN BKIOYEHA BO3MOXXHOCTb HYTEHWS X3LUNPOBAHHbIX Naposen.

HacTpoiika x3awmupoBaHHOro napons ¢ nomoubto Be6-uHtepdeica XClarity Controller

Haxxmute BesonacHocTb B pasgene BMC Configuration n npokpytute pasgen Security Password
Manager, 4To6bl BKNIOYNTb UK OTKIKOYNTE (DYHKLMIO CTOPOHHEro napons. Ecnu ata dyHKuna BkNoYeHa, TO
Ons ayTeHTumKauum npu BXxoge B cuctemy 6yaeT NCcnosib30BaTbCsA CTOPOHHUIA X3LUMPOBaHHbI Naposb.
Kpome Toro, Mo>XHO BKJTHOUUTb UMM OTKIIIOYUTB MOMyYeHne CTOPOHHErO XalmpoBaHHoro naponst na XClarity
Controller.

Mpumeyanue: Mo ymonyaHuio pyHKUMM CTOPOHHMIA Naponb 1 PaspewmnTb nofyyeHne CTOPOHHero
naponsi OTK/MoYEHbI.

YT106bI NpoBEPUTL TUM Naposs nonb3osaTens (Co6¢cTBEHHbIN 1N CTOPOHHUI NAapOoJib), HKMUTE
Monb3oBatenb/LDAP B pasgene BMC Configuration ona nonyyeHns AonofHUTENbHbIX CBEAEHWI.
CeepneHust 6yayT npeacTasneHbl B cTonbue JonosaHUTENbHbIN aTpUoyT.

MpumeyaHuns:
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Monb3oBaTenu He CMOFYT N3MEHUTb NapPOosb, ECIN OH SIBNSIETCSI CTOPOHHMM NnapoJsiem, 1 nons Maponb u
MopTBep)xaeHve napons 6yaoyT 3aTEMHEHDI.

Ecnun cpok feincTBrs CTOPOHHEro Naposis UCTeK, B NMpoLiecce BXo4a B CUCTEMY 0TO6Gpa3nTCs
npepynpexaatoLiee coobLieHue.

HacTtpoiika xawmposaHHOro napons ¢ nomoubro pyHkuum OneCLI

BkntoyeHne yHKLMUN
$ sudo OneCli config set IMM.ThirdPartyPassword Enabled

CospaHue xawmpoBaHHoro napons (6es Salt). Hmke npuseaeH npumep exopa B XClarity Controller ¢
ncnonb3oBaHnem napons passwordi23.

$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print $NF}'"

$ echo $pwhash 5e884898da28047151d0e56f8dc6292773603d0dbaabbdd62allef721d1542d8
$ sudo OneCli config set IMM.Loginid.2 admin

$ sudo OneCli config set IMM.SHA256Password.2 $pwhash

$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""

CospaHune nonb3oBaTens ¢ XaLWnpoBaHHbIM naponem (¢ Salt). Huxe npreepeH npumep Bxoga B XClarity
Controller ¢c ncnonb3osaHnem naponsi password123. Salt = abc.

$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}'"

$ echo $Spwhash 292bchc41bb078cf5hd258dh60b63adh337¢c8¢c954409442¢cfad7148hcb428fee
$ sudo OneCli config set IMM.Loginid.3 Admin

$ sudo OneCli config set IMM.SHA256Password.3 $pwhash

$ sudo OneCli config set IMM.SHA256PasswordSalt.3 'abc’

MonyyeHune xawmMpoBaHHOro Napons u salt.

$ sudo OneCli config set IMM.ThirdPartyPasswordReadable Enabled

$ sudo OneCli config show IMM.SHA256Password.3

$ sudo OneCli config show IMM.SHA256PasswordSalt.3

YpaneHne xawmnpoBaHHOro napons u salt.

$ sudo OneCli config set IMM.SHA256Password.3 ""

$ sudo OneCli config set IMM.SHA256PasswordSalt.3 ""

3agaHne X3WnpoBaHHOIo Naposs 415 CYLLECTBYIOLLEN YYETHOWN 3anncu.

$ sudo OneCli config set IMM.Loginid.2 admin

$ sudo OneCli config set IMM.Password.2 PasswOrd123abhc

$ sudo OneCli config set IMM.SHA256Password.2 $pwhash

$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""

Mpume4aHme: XalLMPOBaHHEIN Naposib BCTYNAET B CUNY CPasy e Nnocse ero co3aanus. VicxogHoin

CTaHZapTHbIN Naposb 6onbLue He ByaeT AencTeoBaTb. B 3ToM nprMepe ncxogHbii CTaHAAPTHBIN Naposb
PasswOrd123abc 6onbLue He MOXXET MCMONB30BaTbCs, MOKa He 6yAeT yaaneH XaLWvpOBaHHbI Naposb.

HacTpoiika x3awmpoBaHHOro NapoJsisi C MOMOLbIO UHTepdeica KOMaHAHON CTPOKU
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BkntoyeHne yHKLMN
> hashpw -sw enabled

Co3paHue xalwmpoBaHHoro napons (6es Salt). Hmxe npueeneH npumep Bxopa B XClarity Controller ¢
ncnonb3oBaHnem napons passwordi23.
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$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print $NF}'"
5884898da28047151d0e56f8dc6292773603d0dbaabhddb2allef721d1542d8

> users -2 -n admin -shp 5e884898da28047151d0e56f8dc6292773603d0déaabbddé2allef721d1542d8 -a
super

e CospgaHue Nonb3oBaTens ¢ XaWwnpoBaHHbIM naposnem (¢ Salt). Huke npusegeH npumep Bxoga B XClarity
Controller ¢ ncnonbzosaHnem napons passwordi123. Salt = abc.

$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}""
$ echo $pwhash 292bchc41bb078cf5hd258dh60b63ad4h337¢c8¢c954409442cfad7148hcbo428fee

> users -3 -n Admin -shp 292bcbc41bb078cf5hd258db60b63adb337¢c8c954409442cfad7148hcb428fee
-ssalt 'abc' -a super

¢ [lonyyeHume xaLIMpPOBaHHOro naponsd u salt.
> hashpw -re enabled
> users -3 -ghp -gsalt

* YpaneHue XaWMpoBaHHOro napons u salt.

> users -3 -shp "" -ssalt
e 3apaHne XaLWnpoBaHHOIro Naposs 41 CYyLLEeCTBYOLEN YHETHOW 3anncu.

> users -2 -n admin -p Passw0rd123abc -shp
50884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8 -a super

Mpume4aHue: X3aLMPOBaHHbIN Naposib BCTYNaeT B CUITY CPa3y e Mocse ero co3gaHus. VicxogHoin
CTaHAapTHbIA Naponb 60nbLUe He ByAeT AelcTBOBaTb. B 3TOM NprMepe NCXOAHbIN CTaHAapPTHBIN Naporsb
Passw0rd123abc 6osbLue He MOXXET MCMONL30BaTbCs, MOKa He 6yAeT yaaneH XaLWnpoBaHHbI Naponb.

[Mocne HacTponKK X3LWMPOBAHHOIO Napons NOMHNUTE, YTO OH He ncnonb3yeTca anga exopa B XClarity
Controller. INpu Bxoge B cuctemMy HEO6XOAMMO NCMNOJIb30BaTb Naposb B BUuAe 06bi4HOro TekcTa. B npumepe
HUXXe UCNOoNb3YeTCA Naposb B Buae 06bI4MHOro TekcTa password123.

$ pwhash = ‘echo —n password123 | openssl dgst —sha256 | awk '{print $NF}"
5e884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8

> users -2 -n admin -shp 5e884898da28047151d0e56f8dc6292773603d0dbaabbdd62allef721d1542d8 -a super

HacTpoiika napameTpoB rno6anbHoro exoaa

BOCI'IOJ'IbSyI7ITer I/IHd)OpMaLI,I/IeI‘ﬁ N3 3TOro pasgena, YTOObI HaCTpPOUTb NapaMeTpbl NOJINTUKN BXOo4a U
rlapone|7|, NnPMMEeHNMbIe KO BCEM MOJIb30OBaTENAM.

Tanm-ayT Be6-ceaHca nocsie HeaKTUBHOCTHU

Bocnonb3yintech MHopMauuel s aToro pasgena, 4Htobbl HACTPOUTL TaM-ayT Be6-ceaHca nocre
HEeaKTUBHOCTMW.

B none Tanm-ayT Be6-ceaHca nocne HeaKTUBHOCTU MOXXHO yKa3aTb MPOACIIKMTENbHOCTb (B MUHYTaX)
oxupanus, npexge 4em XClarity Controller oTknto4mT HeakTVBHBIN Be6-ceaHc. MakcrmanbHoe Bpems
oxunpaHua — 1440 muHyT. Ecnu 3apgaHo 3HaveHune 0, Beb6-ceaHC HUKOrAa He UCTeKaeT.

Mwukponporpamma XClarity Controller nogoep>xmBaeT Ao LWecT 0gHOBPEMEHHbIX BEG-ceaHCoB. YTobbI
0CBOBOANTB CeaHChbl 415 CMOJb30BaHNS APYIrMMM NONb30BATENSAMU, PEKOMEHAYETCS BbIXOAUTb U3 BEO-
ceaHca rno okoH4YaHun paboTbl, a HE HAAEATbCS, YTO ceaHe ByaeT aBTOMATUYECKN 3aBEPLLEH TaliM-ayToM
nocsie HEaKTUBHOCTN.
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Mpumeyanue: Ecnu octaBuTb 6paysep OoTKpbITbiM Ha Be6-cTpaHuue XClarity Controller, koTopas
OBHOBNSIETCS aBTOMATU4ECKN, Ball Be6-CeaHC He ByAeT aBTOMaTUYeCKN 3aKpbIT N3-3a HEaKTUBHOCTMW.

MapameTpbl NOANTUKN 6€30NaCHOCTU YYETHbIX 3anucen

Bocnonb3yiiteck nHgopmaumeln U3 aToro pasgena, HTobbl 3y4nTb 1 BbiIGpaTb NapameTpbl NOANTUKN
6€30MacHOCTN YHETHbIX 3anucein gnsa cepeepa.

MpumevaHus: B Flex System napameTpamu nonnTnkn 6€30nacHOCTY YYETHBIX 3anncen ynpasnseT Moaysb
Flex System Chassis Management Module (CMM), n nx HeBo3MO>XHO N3MeHUTL ¢ nomoLpto XCC. Ecnn
CMM uncnonb3yeTcs onst HAaCTPOWKN NONNTUKIM 6€30MacHOCTM YHETHBIX 3anmcen, o6paTuTe BHUMaHMe Ha
crnepyoLee:

¢ B otnunume ot XCC mopyns CMM He nmeet napametpa MNepuop npepnynpexaeHnsa 06 nctevyeHum
cpoka aencTtBusi napons (B gHsx). Ecnu sHaveHve Mepuop ncteveHns cpoka gencTeust naponsi
npesbiwaeT 5 gHen B CMM, XCC 3apacT ans nepuoga NpegynpexneHns 06 nCTe4eHnn cpoka aencTans
napons 3Ha4veHve «5 gHe». VI HA0GOPOT, ecnv 3agaHo 3Ha4YeHNe MeHee 5 fHel, 3Ha4eHne neproga
npenynpeXaeHns 06 NCTeYeHU CpoKa AencTBnsS OyoeT coBnagaTb CO 3Ha4YE€HNEM, BBEAEHHBIM B MoJ1e
Mepunopa ncteyeHns cpoka AencTBUS Naponsi.

¢ [lnana3oH 3Ha4yeHui napameTpa MakcumanbHoe Yncno owmnb6okK npu Bxoge (pas), 3agaHHbili B CMM,
cocTtaensieT oT 0 go 100 pas. OgHako guanasoH, onpepeneHHbii B XCC, coctaensieT ot 0 go 10 pas.
Takum o6pas3om, Korga nonb3oBartenb BolbpaeT 3Ha4veHne, npesbiwatolee 10 pas, 8 CMM, XCC no-
NPexXHeMy 3a0acT o1 MakCMManbHOro Yncnia olwmnboK Npu Bxoae 3HaveHue «10 pas».

¢ [lnana3oH 3Ha4yeHuin napameTpa MMHUManbHbIA MHTEpPBaN N3MeHeHUst Napons (B Yacax), 3agaHHbi B
CMM, cocTtaensieT ot 0 oo 1440 4. OgHako amnanasoH, onpepeneHHbin B XCC, cocTtasnsieT oT 0 go 240 u.
Takum o6pas3om, Korga nosib3oBartesb BblIbpaeT 3HaveHne, npesbiwatowiee 240 4, 8 CMM, XCC no-
npe>xHeMmy 3afacT ons MUHUManbHOro NHTepBana U3MeHeHnst napons aHadeHne 240 .

Huxe npegcrtaBneHo onncaHne nonen c napamMmeTpamm 6e30nacHocTu.

MpuHyguTEeNnbHOE N3MeHeHWe Napond Npy NepBomM Bxoae
Mocne co3gaHnst HOBOMO MOJIb30BAaTENs C NAPONEM MO YMOHaHWNIO YCTAHOBUTE 3TOT hnaXKok, YToO6b!
nonb3oBaTenb AOMKEH GblfT MEHSITb CBOI NapoJib NPW NepBOM BXOAe B CUCTEMY. 3HaYeHue no
YMOJIHaHWIO 1S 3TOrO MO — YCTAHOBJIEHHbIN hnaXkok.

TpebyeTcs CNOXHbIV NapoJib
dnadkoK yCTaHOBMEH MO YMOMYaHNIO, a CIOXKHbIV Napofb JO/KEH COOTBETCTBOBATL CeAyOLLUM
npasunam:

e Copep>xaTb TONbKO cnepytoLme cumBonbl (6e3 npobenos):A-Z, a-z, 0-9, ~'1@#$% " &*()-+={}
0fs"'<>,2/._

e Copep>kaTb NO MeHbLLEN Mepe 0aHY OYKBY
e Copep>kaTb No MeHbLUEN Mepe ogHy Lundpy
e Copep>kaTb NO MeHbLLEN Mepe ABE U3 CneayoLmx KOMOUHaLMn:
— [Mo meHbLLEn Mepe ofHY BYKBY BEPXHErO perucTpa;
— [lo MeHbLUEN Mepe ofHY BYKBY HVXKHETO PErncTpa;
— [lo MeHbLUen Mepe 0auH cneumanbHbIi CUMBOJI.
¢ Hukakune gpyrvne cMmBosibl (B YaCTHOCTU, NPOo6esibl) MCNONb30BaTb HEAOMYCTUMO.
¢ [laponb JomkeH cofepxxaTb He 6onee ABYX OQNHAKOBbIX CUMBOJIOB Noapsan, (Hanpumep, «aaa»).

i ﬂaponb HE MOXXET B TOYHOCTW NMOBTOPATb NMA NMONb30BaTeid, COCTOATb N3 NOBTOPAOLWErocsa ognH
HECKOJIbKO pas3s nMeHN Nonb3oBaTtens Nnbo NMeHN NoNb3oBaTens B O6paTHOM nopsapgke.

e [onycTtumas gnnHa napons — ot 8 Ao 32 cMMBONoB
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Ecnu cona>xok psagom ¢ aTuM napameTpoB He YCTAHOB/EH, B KA4ECTBE 3HAYEHUS MUHUMANbHOM OJIVHBI
napons MOXXHo ykasatb oT 0 go 32 cumsosnoB. Ecnu ans MUHMMaNbHON ANVHLI NApons YCTaHOBNEHO
3Ha4veHue 0, nosie Naponst y4eTHON 3anmc MOXXHO OCTaBUTb MYCTbIM.

Mepunopa ncreveHust cpoka fencTBUs Napons (B AHSAX)
B aTom none ykasaH MakcumasnbHbI CPOK OENCTBUA Napons (nepuog, no MCTe4eHn KOTOpOoro naposb
Heob6xoaMMo N3MeHUTb). Nogaep>xmeaeTtca 3HaqeHue ot 0 go 30 gHel. 3Ha4eHre No YMONYaHUIo s
atoro nonsi — 14 gHen.

Mepuoa oXxnpgaHus UCTEYEHUs1 CPOKa AencTBua napons (B AHSX)
B aTom none ykasaHo, 3a Kakoe BpeMs (B OHSX) 0O UCTEYEHMS CpOKa AENCTBMSA Napons Nofb3oBaTeNb
Ha4yMHaeT nosy4aTb NpeaynpexaeHus. Ecnu sagaHo 3HadeHune 0, npenynpeXxaeHus He OTNpaBnsAlnTCs.
Mopnep>xuBaeTcs 3HaveHue oT 0 go 30 AHel. 3HayYeHne No yMon4aHuo anst 3Toro nonst — 14 gHen.

MuHumanbHasa AnvHa napons
B aTOM nosne ykasaHa MUHUManbHasa anvHa napons. B aToMm none MOXXHO yKkasaTb 3Ha4veHue oT 8 go 32.
3Ha4eHune no ymonyaHuio gnga atoro nonsg — 10.

MuyHUManbHbIA LVMKA NOBTOPHOIO UCMNOJIb30BaHUs Napons
B aTOM none ykasbiBaeTCsl KONMMYECTBO MCMNOIb30BAaBLUMXCS paHee Naporieil, KOTopble Helb3s
ncnosib3oBaTb MOBTOPHO. Mo>xHO CcpaBHMBaTb 0 AeCATU paHee NCMNOoNb30BaBLLUNXCA napone|7|.
Bbi6epuTe 0, 4TOGbI paspeLlnTb UCMOAb30BaTh Ntobble co34aHHbIE paHee naponu. lNogaep>xnsaeTca
3HaveHue ot 0 0o 10. 3HaveHne No ymonyaHuio gngd aToro nond — 5.

MuvHuUManbHbIA NHTEpPBan U3MeHeHUs napona (B 4acax)
B aToM none ykasaHo, CKOJIbKO CneayeT XaaTb, NPeXae YeM U3MeHUTb Naporib eLle pa3. 34ecb MOXXHO
yKasaTb 3Ha4eHue oT 0 go 240. 3HadeHme No ymMon4aHnio ans atoro nons — 1 yac.

MakcumanbHoe Yncno owmn6oK npu Bxoge (pas)
B aTOM MNone ykazaHo MakcuMasbHO JONyCTMMOe KONMYECTBO HeyadaBLUMXCS NOMbITOK BXoAa, nocne
yero nonb3oBatenb 6yAeT 3a6NOKMPOBaH Ha onpepaeneHHoe Bpems. Mogaep>xuBaetcs 3Ha4eHme ot 0
po 10. 3HayeHVe No ymMon4yaHuio Ans 3Toro Nonst — MNsATb HeyaaqHbIX NMOMbITOK BXOAa.

Mepuoa 610KNPOBKM NOCIE MAaKCUMAaIbHOIO YUCcia OWM60K Npu Bxoae (B MUHYyTax)
B aTom none ykasaH nepuop (B MMHyTax), Ha koTopbli noacuctema XClarity Controller 3anpeTtut
NOMbITKN YAANEHHOro BXoA4a Npy NPEBbILLEHNN MaKCUMasBHO JOMYCTUMOrO KONMYeCcTBa HEYAaBLUNXCA
MonbITOK BXoAa. 34eCb MOXKHO ykasaTtb 3HadeHne oT 0 go 2880 MHYT. 3Ha4eHre N0 yMONYaHmIo OJis
aToro nons — 60 MUHYT.

HacTpouka LDAP

Bocnonb3yintech MHopMauuel 3 3Toro pasgena s npocMoTpa unm nameHeHus napametpos LDAP
XClarity Controller.

Moppep>xka LDAP BkntoyaeT:

¢ [Moppep>xky npotokona LDAP Bepcun 3 (RFC 2251);

¢ [Moppep>xky ctaHgapTHbIX nHTepdericoB API knneHtos LDAP (RFC 1823);

¢ [logoep>xKy cTaHgapTHOro cuHTakcuca cmnbTpa novcka LDAP (RFC 2254);

¢ [Moppepxxky pacwumpeHus npotokona LDAP (Bepcum 3) gns npotokona TLS (RFC 2830).

Peanusauua LDAP nopnep>xmBaeT cnepytolume cepsepbl LDAP:

¢ Microsoft Active Directory (Windows 2003, Windows 2008, Windows 2012, Windows 2016, Windows
2019)
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Microsoft Active Directory Application Mode (Windows 2003 Server)
Microsoft Lightweight Directory Service (Windows 2008, Windows 2012)
Novell eDirectory Server, Bepcusi 8.7, 8.8 n 9.4

OpenLDAP Server2.1,2.2,2.3un 2.4

MepengunTe Ha Bknagky LDAP gons npocmoTpa unm nameHeHuns napametpos LDAP XClarity Controller.

XClarity Controller moxeT yaaneHHo ayTeHTUULMPOBaTb AOCTYMN MNONb30BaTENSA C MOMOLLBIO LEHTPaNbHOIO
cepsepa LDAP BMecTo nokasbHbIX YYETHbIX 3anuceli Nofib3oBaTens (Uv B JOMOSIHEHME K HUM), KOTOpble
coxpaHeHbl B camoM KoHTponnepe XClarity Controller. Mo)XxHO HagHa4MTb NPUBUNErUI ANt KAXKO0N YHETHON
3anucum nonb3oBartens, ncnonbdys ctpoky IBMRBSPermissions. Kpome Toro, Mo>XXHO MCNonbL30BaTh CepBeEP
LDAP, 4TO6bI Ha3Ha4MTb Nob30BaTeNel rpynnam 1 BbiNMOAHATL FPYNMOBYIO ayTEHTUMUKALMIO, MTOMUMO
CTaHOapTHOW ayTeHTUdMKaLMm nonb3osaresnen (No nposepke napons). Hanpmumep, MO>XXHO Ha3Ha4YnTb
XClarity Controller ogHOM nnmn HECKONBKUM rpynnam; Nosib3oBaTeslb CMOXXET NPOWTU FPYMNNoByLO
ayTeHTUUKaLUIo, TOJIbKO €C/IM OH OTHOCUTCS XOTs 6bl K OgHOW rpynne, ceadaHHon ¢ XClarity Controller.

[ns HacTpoikn cepeepa LDAP BbinonHuTe crnegyowie gencrens:
1. B pasgene CeBepgeHus o cepeepe LDAP B cnucke anemMeHTOB AOCTYMNHbI CnegyloLlme napameTpsbl:

¢ Ucnonb3oBaTtb cepBep LDAP TonbKo ana ayteHTUdnKauum (C nokanbHon aBTopusaumen): ecnm
Bbi6paH aToT napameTp, XClarity Controller 6ygeT ncnonb3oBatb y4eTHbIE AaHHbIE TONBKO 4SS
ayTeHTUUKaumn Ha cepsepe LDAP 1 nseneyeHums nHcdopmarmm o npuHagnexxHocTu K rpynne.
VimeHa n npysunerum rpynn MOXXHO HAaCTPoOuTb B pasaene napametpos Active Directory.

e Ucnonb3oBatb cepsep LDAP ansa ayteHTUdMKaLum n asTopmsayuu: ecniv BbibpaH aToT
napameTp, XClarity Controller 6ygeT ncnonb3oBaTb Y4ETHbIE AaHHbIE U AN ayTEHTUdMKaumMm Ha
cepsepe LDAP, n ana ngeHtudrkaumm paspeLleHunii nosib3osaTens.

MpumevaHue: Cepsepbl LDAP, KoTopble cneayeT Ucnonb3oBaTth A5t ayTeHTUdMKaLMN, MOXXHO
HaCTPOUTb BPY4HYIO NN OGHAPY>XUTb C NOMOLLbIO 3anncein DNS SRV B gjuHaMnyeckom pexxmme.

¢ Hcnonb3oBaTb NpeAHaCTPOEHHbIE CepBepbl: MOXKHO HAaCTPOUTb A0 YeTbipex cepsepoB LDAP,
BBens |IP-agpec nnun nmsi xocta Kaxxgoro us Hux, ecnv DNS BkntoyeHa. Homep nopTta gnst kaxxgoro
cepBepa yKkasblBaTb He 06s13aTesNibHO. ECv 9To none octaBneHo NycTbiM, A5l He3aLMLEHHbIX
nopkmtodeHnin LDAP ncnonb3yetcs 3HaveHne no ymondaHuio — 389. [1ns sawmieHHbIX
NOOKIMIOYEHNI 3HAYEHNE NopTa Mo ymMonyaHuo — 636. Heo6xoommo HaCTPOUTb MO MEHbLLEN Mepe
oavH cepeep LDAP.

¢ WcnonbsoBatb DNS gns noncka cepBepoB: MOXXHO HACTPOUTb AUHAMUYECKUA PEXXUM
0o6Hapy>xeHusi cepepoB LDAP. MexaHunamebl, onncaHHble B ctatbe RFC2782 (DNS RR gns ykasaHus
pacnonoXeHus cny>x6), CNonb3yTCA Ana onpeaeneHns pacnonoxxeHus cepsepos LDAP. 3toT
npoLecc n3secTteH nof HassaHuem DNS SRV. Heo6xoaymo ykasaTb NOSIHOE LOMEHHOE UMS,
KOTOpOe ByAeT UCMONb30BaTbCH B Ka4eCTBe JOMEHHOro nMeHun B 3anpoce DNS SRV.

— Jlec AD: B cpefie C yHUBepCalbHbIMU FPynnamMu B NepeKpecTHbIX AOMeHax Heob6Xxoanmo
HacTpouTb NMS neca (Habopa JOMEHOB) AN OOHAPY>XEHNS 065a3aTeNbHbIX MMOBaNbHbIX KaTaloros
(GC). B cpepe 6e3 KpOCC-0OMEHHOMO YJIEHCTBA B rpynmnax 3TO Mosie MOXXHO OCTaBUTb MYCThbIM.

— JomeH AD: notpebyeTcs ykasaTb NOSIHOE [OMEHHOE MMS1, KOTOpPOe ByAeT NCNOJIb30BaTbCA B
KayecTBe LOMEHHOro nmeHu B 3anpoce DNS SRV.

Ecnu TpebyeTcsa BkmounTb 3awmileHHbin LDAP, yctaHoBuTe hrnaxxok BkntounTtb 3awmiieHHbii LDAP.
Ons nopoep>xkn 3awmieHHoro LDAP Heo6xogumMo Hannymne aencTeuTenbHoro ceptndukara SSL;
Kpome Toro, TpebyeTcs MMNOPTUPOBATL MO MEHbLLEN Mepe OOUH AOBEPEHHbIN cepTUdUKaT KneHTa
SSL B XClarity Controller. Cepsep LDAP ponmxeH nogaep>xmnsaTb npoTokon TLS Bepcun 1.2 — ToNbKo B
3TOM cly4ae OH 6yAeT COBMECTUM C 3alyiLeHHbIM kKnneHToM LDAP koHTponnepa XClarity Controller.
LononHuTenbHble cBeAeHNS 0 padoTe ¢ cepTudukaTamm cM. B pasgene «ObpaboTka cepTucmkaros
SSL» Ha cTpaHuue 40.
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2. 3anonHnTte nHdopmauuio B pasgene [lononHuTenbHble atpubyTbl. HxXe NpUBOAATCSA NOACHEHWS 3TUX
aTpubyToB.

MeTop NpuBA3KMU
Mpexae 4em HaumHaTbL Nonck Ha cepeepe LDAP nnm oTnpaensaTb Ha Hero 3anpockl, HEO6XOANMO
OTNPaBuUTb 3anpoc NPMBA3KK. ITO NMose yNpasseT BbIMOAHEHEM NEPBOHAYANIbHON MPUBA3KN K
cepsepy LDAP. JocTynHbl cnegytoLLme MeTOAbl NMPUBASKNA:

¢ YyeTHble faHHble He TpebyloTca

WcnonbayiiTe aTOT MeToA ANs NPUBS3KM 6€3 pasnnyatoLerocs UMeHn nam naponsi.
Wcnonb3oBaTtb 3TOT MeTof, He PEKOMEHAYETCSl, MOCKOJIbKY GOMbLUMHCTBO CEPBEPOB HACTPOEHD!
Ha 3anpeT MNOVNCKOBbIX 3arNpPOCOB MO OTAENbHbIM 3aMNMUCAM Nonb3oBaTenei.

¢ HWcnonb3oBaTb HAaCTPOEHHbIE YYETHbIE fJaHHbIE

WcnonbayiTe aTOT MeTOoA ANs MPUBS3KM C UCTONb30BaHNEM HACTPOEHHOMO pasnunyatoLLerocs
VUMEHW 1 Napons KNneHTa.

e WUcnonb3soBaTtb y4eTHble AaHHble BXoAa

Vicnonb3yinTe aTOT MeTOA ANs NPUBSA3KM C Y4EeTHbIMU AaHHbIMU, NpefoCcTaBeHHbIMK B NpoLecce
Bxofa. N[ nonb3oBatens MOXeT ObITb NPEAOCTaBEH C MOMOLLBIO pasnnyatoLLerocs UMeHH,
4aCTUYHOIrO PasNyaroLLErocsa UMEHW, MOHONO AOMEHHOIrO UMEHN A MAeHTUdnKaTopa
nonb3oBaTesNsi, COOTBETCTBYOLLEro atpubyTty noucka UID, koTopbin HacTpoeH B XClarity
Controller. Ecnn npegocTaBfeHHble YYeTHbIE faHHbIE HAMOMUHAIOT YacTUYHOE pasnmyaroLLeecs
ums (Hanpumep, ch=joe), OHO ByAeT NPUCOEOUHEHO CNepean HACTPOEHHOrO pasfnyaroLLerocs
MMEHM KOPHS B MOMbITKE CO34aThb pasfnyaroLleecs nMms, COOTBETCTBYIOLLEE 3anuncu
nonb3oBaTensi. Ecnu nonbiTka NpuBsA3ky 3aBepLumTcs c6oem, ByaeT caoenaHa 3akoumTesbHas
nonbITKa co3faHna NpuBA3KK nyTemMm npncoegnHeHnsa cn= to crnepegn K y4eTHbIM aHHbIM BX0Aa,
a NONTY4EHHOW CTPOKN — K HACTPOEHHOMY Pasnn4yaioLLeMyCsa UMEHU KOPHS.

Ecnu nepsoHavanbHas npusaska ycneLuHa, BbINONMHAETCA Nonck 3anucu Ha cepsepe LDAP, koTopas
OTHOCWTCS K NOSIb30BaTENI, KOTOPLIN BbINOMHAET BXOA B cMcTeMy. [1py He06X0AMMOCTU BbIMONHAETCS
BTOpPas NomnbITKa NPUBA3KW, Ha STOT pas C pasnn4atoLMMCcs MMEHEM, KOTOPOE U3BMEKAeTCs U3 3anvcu
LDAP none3sosatens, 1 naponem, BBEEHHbIM B NpoLuecce Bxofaa. Ecnu BTopas nonbiTka npnsBasku
3aBepLuaeTcs c6oem, Nonb30BaTesNo 0TKa3aHo B AocTyrne. BTopas npusBaska BbINOMNHAETCS, TONIbKO
€C/N UCMOoNb3YITCA METOAbI NPUBA3KN YUYeTHble AaHHble He TpebytoTcsa nnn Ucnonb3oBaTb
HacTpPOEeHHbIe yYeTHble flaHHble.

Pasnunyaroweecs umsi KOpHs
OT0 pasnmyaroLLieecs UMs KOPHEBOW 3anucy B aepese Katanora Ha cepeepe LDAP (Hanpumep, dn=
mycompany,dc=com). 3TO pasnu4yaroLleecs NMs UICMONb3YETCHA B Ka4ecTBe 6a30BOro ob6bexkTa Ans
BCEX MOWCKOBbIX 3arpoCoB.

ATpun6yt noucka UID
Ecnu B kavecTBe MeTOAa NpUBSA3KN 3a4aHO 3Ha4YeHne Y4eTHble faHHble He TpebyroTcs unm
Ucnonb3oBaTb HacTPOEHHbIE yYeTHble AiaHHble, 3a NepBOHaYaIbHOW NPUBA3KON K cepBepy
LDAP cnefyyeT NonCKOBBIN 3anpoc, N3BMIEKAIOLLMIA KOHKPETHYO MHOpMaLMIo O NoNb30BaTene,
BKJIlOHasi pasfim4yaloLLeecs MMs Nonb30BaTess, paspeLleHns Ha BXog U NpuHaO/IeXHOCTb K rpynne.
B nouckoBom 3anpoce He06XOOUMO yKasaTb UMs aTpnbyTa, MPeacTaBnsowero naeHTnUKaTopsbl
nonb3oBaTesien Ha 3Tom cepsepe. ViMsa aTpnbyTa HacTpanBaeTcs B 3ToM nose. Ha cepsepax Active
Directory nms atpubyTa o6bl4HO umeeT cnegytowmii eug: SAMAccountName. Ha cepsepax Novell
eDirectory n OpenLDAP nms aTpubyTta nmeet Bug uid. Ecnv none octaBneHo nycTbiM, 3Ha4eHNe No
ymMof4aHuio — uid.

Mpynnosown chunbTp

Mone FpynnoBon hunbTp NCMONb3YETCA ONA rpynnoBoi ayTeHTudukaumu. MNonsitka rpynnosoi
ayTeHTUUKaLmn NpeanprHUMaeTcs Nocne yCrneLHon NPoBEPKN YHETHbIX AaHHbIX NOMb30BaTENS.
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Ecnu rpynnoBas ayTeHTudMKaumnsa 3agepLuaeTca c60em, Nonb30BaTeso 0TKasbiBaloT B AOCTYME.
Ecnu HacTpoeH rpynnosoin hunesTp, OH CRY>XUT onda ykasaHus npuHaanexxHoctn XClarity Controller
K TEM UM MHbIM rpynnamM. OTo 03HaYaeT, YTO A5 YCMELHOrO BbINO/IHEHMS onepaLun
noJsib3oBaTeNb JO/PKEH OTHOCUTLCS MO MEHbLLEN Mepe K OQHOW rpynne, HACTPOEHHOM A1
rpynnosow ayteHTudukauun. Ecnvm none Mpynnoson hunbTp OCTaBNeHO NyCThIM, FPyNnoBas
ayTeHTUUKaLUa aBToMaTnyeckn 3aBepLuaeTcs ycnexom. Ecnu rpynnosoi ounbTp HAaCTPOEH,
NPeanpPUHUMAETCS MOMbITKa CONOCTaBUTb NO MEHbLLEN Mepe OAHY rpynny B CMCKE rpynne, K
KOTOPO OTHOCUTCS NoJfib3oBaTeNb. ECv COOTBETCTBME HE HalAEHO, NOb30BaTeNb HE MPOXOAUT
ayTeHTUdUKaLuMIo, B [OCTyrNe emMy oTkasaHo. Ecnu HapgeHo xoTs 6bl OAHO COOTBETCTBUE,
rpynnosas ayTeHTUgmrKaumsa 3asepLuaeTcs yCneLHo.

Mpu cpaBHeHWM yunTbIBaeTCA perucTp. [nuHa counnbTpa orpaHuydeHa 511 cumsonamu, unsTtp
MO>KET BKJItO4aTb OAHO UM HECKOJBLKO MMeEH rpynnbl. CMmBon asoetouus (;) cnegyet
Ncnonb3oBaTh A1 pasfeneHns HECKONMbKUX MMeH rpynn. [Npo6esbl B Havane 1 B KOHLLE CTPOKM
UrHOPVPYIOTCH, OOHAKO BCE OCTallbHble NPOBENbI CHUTAOTCH HYacTbio UMEHN rpynnbl.

Mpumeyvanue: NoocTaHOBOYHbLIN CUMBON (*) 6osiee He ABNSETCS NOACTAaHOBOYHbIM. KoHuenuuns
NoACTaHOBO4YHbIX CUMBOJOB 60J1E€ HE NCMONb3YETCSH B LIENIAX YCTPAHEHWS YA3BUMOCTEN
6e3onacHocTu. ViMsi rpynnbl MOXXHO 3afaTb B KQ4eCTBE MOJSIHOrO pasfivyaroLLEerocst UMeHu unm c
NOMOLLBIO YacTu cn. Hanpumep, rpynny ¢ pasnuyatowmmces umeHem cn=adminGroup, dc=
mycompany, dc=com MO>XHO 3a4aTb C MCMOJIb30BaHNEM (haKTUYECKOrO pasfinyaroLLEerocs MMeHu
unn adminGroup.

Bno>xeHHOe 4neHCTBO B rpynnax nogaep)xnsaeTtcsa Tonbko B cpenax Active Directory. Hanpumep,
€CIu Nonb30BaTesb ABASeTCH y4acTHMkoM rpynn GroupA n GroupB, a GroupA Takxxe saBnsieTcs
y4acTHUKoM rpynnbl GroupC, cumTaeTcs, 4TO NOMb30BaTESNb TAKXKE SABNSETCHA YH4AaCTHUKOM rpynnbl
GroupC. lNouck no BNoXXeHHbIM rpynnam npekpatlaeTcs nocne ob6paboTkm 128 rpynn. MNpexae
YeM NepexoanTb Ha 6051ee HN3KNIN YPOBEHb, BbINOIHAETCA NOUCK MO rpyrnnam OgHOrO YPOBHS.
3aunknueaHusa He 06HapPY>XKMBaKTCS.

ATpubyT rpynnoBoro nomcka

B cpepax Active Directory nnn Novell eDirectory 3Ha4eHne B nosie ATpubyT rpynnoBoro nomcka
yKasbIBaeT Ha UMS aTpubyTa, NCnonb3yemoe Ans ngeHtTudgurkaumm rpynn, K KoTopblM OTHOCUTCSA
nonb3osaTtenb. B cpepne Active Directory umsa atpnbyta — memberOf. B cpege eDirectory nms
arpnbyta — groupMembership. B cpene cepsepa OpenLDAP nonb3osateny 06bI4HO
Ha3HavarTcs rpynnam, 3HadeHue objectClass B koTopbix paBHO PosixGroup. B 3ToM KOHTeKCTe
3TO nose 3afgaet ums atpnbyTa, NCNoJb3yemoe Afist NAEHTUMVKALMN YHACTHNKOB ONpeaesieHHOM
rpynnbl PosixGroup. 310 nmsa atpubyta — memberUid. Ecnn 310 none octasneHo nycTbiM, UMs
aTpubyTa B hunbTpe No ymonyaHuio pasHo memberOf.

ATpunOyT paspeLueHn Ha BXo[,

Ecnn nonb3oBaTens ycnewwHo npoxoanTt ayteHTudmkaumio Ha cepeepe LDAP, Heobxoanmo
N3BJieYb paspeLLeHs Ha BXOL, OJ19 9TOro nosb3osaTens. Ytobbl caenaTtb 910, uibTp Noucka,
OTNpaBfseMblil HA CepBepP, AOKEH COAEPXKaTb yKasaHue Ha nMs atpubyTa, CBA3aHHOE C
paspeLueHusaMm Ha Bxof. B none ATpubyT paspelueHnin Ha Bxopf, 3afaeTcs ums atpubyTa. Ecnu
3TO MOJIE OCTABMEHO NYCTbIM, NMOJIb30BATESIO HA3HAYaOTCH pa3peLLeHs MO YMONYaHuIo (TONbKO
YTEHWE), MOCKOJIbKY NpeanonaraeTcs, Y4To Nosib30BaTe b NPOLIEeN MHOUBMAYANbHYO U FPYMNoBYIO
ayTeHTUUKaLmIo.

3HaveHue aTpubyTa, Bo3BpaLlaemoe cepsepom LDAP, BbINONHAET NOUCK CTPOKU KITKOHEBbLIX CNOB
IBMRBSPermissions=. 3a CTpOKo KNto4eBbIX CNOB A0MKHA Cpa3y crnefoBaTtb 6UTOBas CTPOKa,
KOTOpasi BBOOUTCS B BUAE OBEHAALATV HyNen nnn eguHny, noapsa. Kaxapin 6ut npeacraenseT
Habop pyHKUMI BTl HYyMEPYIOTCS B COOTBETCTBUN C pacnonoxXXeHnem. KpaiHuin neBblin 6uT — 370
ouToBasi no3uuus 0, a KpaiH1in NpaBbIl 6UT — 37O 6uToBas no3uumsa 11. 3HayveHne 1 GuToBON
No3nLMKn BKIIOHAET PYHKLIMIO, CBA3AHHYIO C 3TO 61TOBOIN No3uuuei. 3HaveHne 0 B GUTOBON
No3nLMKn OTKoYaeT PYHKLMIO, CBA3AHHYIO C COOTBETCTBYIOLLEN BUTOBOIN NO3ULMEN.

Ctpoka IBMRBSPermissions=010000000000 sBnsieTcs HarnsgHbIM NpYMEPOM YTBEPXKAEHWIN
Bbiwe. Ctpoka IBMRBSPermissions= keyword ncnonb3yetcs, 4To6bl pa3peLunTb pa3MeLLeHE B
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No6OM MecTe 3Toro nonsd. ITo no3sonsdeT agMuHncTpatopy LDAP noBTOpHO nNcnosb3oBaTh
CyLuecTBylOLLMIA aTpubyT 1, cnegoBaTensHO, 3bexxaTb paclumpeHus cxembl LDAP. Kpome Toro,
3TO NO3BOJISET UCMNONb30BaTb aTPUBYT B NepBOHaYanbHbIX Liensx. icnonb3osaTb CTPOKY
KJTIOYEBbIX CJIOB MOXXHO B JTIOOOM MeCTe 3Toro nons. Vicnonb3yembiin aTpmubyT No3BonsieT
COCTaBUTb CTPOKY cBoboaHoro chopmarta.a B cnydae ycnelwHoro nssneyeHnsa atpnbyra
Bo3BpaLlaemoe cepsepoM LDAP 3HauyeHne nHTepnpeTmpyeTcs B COOTBETCTBUMN C UHDOPMaLMEN B
cnepytollen Tabnuue.

Tabn. 2. butsil paspeLueHni

Tabnuua 13 Tpex CTonbLoB, B KOTOPOW O6BACHAOTCS NO3nuun GUTOB.

Mo3unuusa

6uTa DyHKUUA O6bsicHeHne

0 Bcerpa oTkasbiBatb Monb3oBaTesnb HUKOrAa He CMOXET NPONTY ayTeHTUMKaumio. ATy
(PYHKLIMIO MOXKHO UCMOMb30BaTh, YTOObI 3a6JI0KNPOBaTh KOHKPETHOIO
nosib3oBarens Unn Nonb3oBaTenel, CBA3aHHbIX C ONpeaeneHHoN
rpynno.

1 [ocTyn ypoBHS [MNonb3oBaTento NnpuceanBaloTCsa NpuBMNerun agMmmHucTparopa. Y

«AQMUHKCTpPAaTOpP» nosib3oBaTessi NOSIBSIIETCSA [OCTYMN HA YTEHME 1 3anNCb B OTHOLLEHNN
kaxxgomn yHKummn. Ecnm HacTpoutb 3TOT 6UT, HacTpaneaTb gpyrue
61Tbl NO OTAENIbHOCTU HE NOTpebyeTcs.

2 [ocTtyn «TonbKo YTeHne» Monb3oBaTenb nonyvaet 4OCTYN «TONbKO YTEHNE» N HE MOXKET
BbIMOHATE HUKaKME NpoLeanypbl 06Cny>XnBaHUs (Hanpumep,
nepesanyckaTb CUCTEMY, BbINOMHATL yAaNeHHble AENCTBISA UK
O6HOBIIEHNA MUKPOMNPOrpamMm) U1 BHOCUTb N3MEHEHNS (TO eCTb
BbINOJIHATb (DYHKLIMN COXPAHEHNS, O4NCTKN 1 BOCCTAHOBIIEHNS).
Mosnuus 6uta 2 1 Bce ocTallbHble OUTbI ABASIOTCSH B3aIMHO
VCKITHOYaoLWMMK, No3numnsa 6mta 2 MMeeT CaMblil HU3KWIA NPUOPUTET.
Ecnn 3apaHbl kKakne-nnbo gpyrue 6utbl, 3ToT 6UT 6yaeT
UrHOPMPOBAaTbLCS.

3 CeTeBble napamMeTpbl 1 Monb3oBaTenilb MOXXET MEHATb NapaMeTPbl CETU, CETEBbIE MPOTOKOJbI,

6e30nacHOCTb CeTeBOW UHTEPENC, Ha3Ha4YeHne NOPTOB 1 KOHDUIypauum
nocnegoBaTenbHbIX MOPTOB.
4 YnpaBneHve y4eTHbIMU [Monb3oBaTenb MOXeT A06aBNATb, U3BMEHATbL U YAANATb
3anucsiMn Nonb3oBaTenein | Nonb3oBaTenel, a TakXKe MEHSATb NapameTpbl r1o6anbHOro BXoAa B
OKHe «[1podnnun Bxoaa».

5 [ocTyn K yganeHHon Monb3oBaTeNlb MOXET OCYLLECTBAATL [OCTYMN K YOAIEHHOW KOHCON
KOHCcOoNM cepsepa.

6 [ocTyn K yganeHHon Monb3oBaTesib MOXET OCYLLECTBAATL [OCTYM K yOAIEHHOW KOHCON
KOHCOMN U yAaneHHOMY cepBepa 1 QYHKUMAM yaaneHHoro Aucka ons yaaneHHoro cepsepa.
Oncky

7 YpaneHHbIn 4OCTyn K [Monb3oBaTenb MOXET OCYLLEeCTBNATL OCTYN K (PYHKLUMAM BKIIIOHEHUS
nuTaHuto/nepesanycky 1 Nnepesanycka yganeHHoro cepsepa.
cepsepa

8 BasoBad KoHpurypaums [Nonb3oBaTenb MOXXET MEHATL NapamMeTpbl KOHUrypaumm Ha

apanTtepa cTpaHuuax «CrnctemHble napameTpbl» U «ONoBELLEHNS».

9 Bo3MO>KHOCTb o4mLLaTh Monb3oBaTesNib MOXXET OUULLIATL >XXYpPHasbl COObITUIA.

>KypHasbl COBbITUI

Mpumeyanue: Bce nonb3oBaTesniv MOryT NPOCMaTprBaTh XXypHasbl
CO6bITVIA, OOHAKO ANS OYNCTKM XKypHanoB TpebyeTcsi pa3peLLeHne
3TOro YpOBHSI.
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Tabn. 2. butsl paspeLueHuii (MPOoJOIXK.)

KoHVrypaums agantepa

Mo3uuusa
6uTa DyHKLMA O6bsicHeHne
10 PacwnpeHHas Y nonb3oBarens HeT orpaHu4eHmniin no Hactporike XClarity Controller.

Kpome Toro, nonb3oBaTenb MMEET afMUHUCTPATMBHbIE NpaBa
poctyna kK XClarity Controller. MNonb3oBaTtesib MOXXET BbINOJHATb
cnegyoLme paclupeHHbie QYHKLMN: OBHOBMIEHE MUKPOMNPOrpamMM,
3arpyska cetn PXE, BoccTaHoOBNeHUe 3aBoAckmx 3HaveHui XClarity
Controller, n"ameHeHne n BOCCTaHOBJIEHNE KOHUrypaummn agantepa
13 charina KoHpurypauum, a Takxe nepesanyck n cépoc XClarity
Controller.

11

3apesepBrpoBaH

OTa nosuumsa 6uta 3apesepBrpoBaHa Ans 6yayLero NCnonb30BaHus.
Ecnn H1 ognH 13 6UTOB He HACTPOEH, NoJIb30BaTeNb 06nagaet
npaeamu TOMbKO Ha YTeHune. MNpuopnTeT oTAaeTCa paspeLleHnsm Ha
BXO[, KOTOpPbIE N3BJIEKAIOTCS HEMOCPEACTBEHHO U3 3annci
nonb3oBarens.

Ecnn atpnbyT paspelueHnii Ha BXog, OTCYTCTBYET B 3anucu
noJsib30Batessi, NPenNPUHNMAaETCs MOMnbITKa N3BMeYb pPaspeLLeHns N3
rpynmn, K KOTOPbIM OTHOCUTCSA NOJSiIb30BaTe b. ITO AeNCTBUE
BbINOMHAETCS Ha aTarne rpynnoBoi ayTeHTudrkauun. MNonb3osarento
Ha3Ha4alTCA BCce OMTbI BO BCEX rpynnax ¢ BKtovarowmm «JiN».

Bbut goctyna «TonbKo YTeHne» (No3unums 2) 3agaeTcs, TONbKO ecnu
0151 BCeX oCTallbHbIX BUTOB 3afaH Hynb. buT «Bcerga otkasbiBate»
(no3uums 0) 3agaeTca ans nNoboin U3 rpynmn, Nob3oBaTeNto 0TKa3aHo
B noctyne. but «Bcerpga oTkasbiBatb» (Mo3uums 0) MMeeT npuopuTeT
Hag BCEMW OCTallbHbIMU GUTaMu.

Ecnu HM oguH 13 6UTOB He HACTPOEH, A/1s NofIb3oBaTens 6yaeT 3a4aHo 3Ha4YeHNe No YMONYaHUIo
TobKo YTeHune.

O6paTVITe BHMUMaHMe, 4TO NPUOPUTET OTAAETCA pa3peLleHNsAM Ha BXO[, KOTOPble N3B1EKatoTCA

HEeMoCpPeACTBEHHO 13 3anucK nonb3osarens. Ecnv atpubyT paspeLueHunii Ha BXOA, OTCYTCTBYET B 3anucu

nonb3oBaTens, NPeanpPUHNMAETCA NOMbITKA N3BMEYb PaspeLLEeHNst U3 Py, K KOTOPbIM OTHOCUTCS
nosb30BaTesb, 1 KOTOPbIE COOTBETCTBYIOT FPYNNoBOMY (UnbTPY (ECNN OH HACTPOEH). B aTom cnyyae
Nonb3oBaTeNo Ha3Ha4alTCs BCe OUThbl BO BCeX rpynnax ¢ Bkaodaowmm «UJ1N». AHanormyHo, 6ut
poctyna TonbkKo YTeHne 6yaeT 3afaH, ec/iv Bce oCcTalbHble 6UThI paBHbl HY0. KpoMe Toro, obpatute
BHMMaHMe, 4To ecnu 6uT Beceraa oTkasbiBaTb 3aaeTcs Ans 060 13 rpynn, Nofb3oBaTento 6yget
oTKasaHo B goctyne. but Bcerga otkasbiBaTb IMEET NPUOPUTET Ha, BCEMU OCTaSIbHbIMW BUTaMU.

MpumeyvaHne: Ecnu npefoctaBnTb NOb30BaTENO BO3MOXHOCTb MEHATL 6a30Bble, CETEBbIE
napameTpbl U NapameTpbl KOHMIypaumy aganTepa, CBsdaHHble C 6e30MacHOCTbIO, Lieniecoo6pasHo

npenocTaBUTb NOb30BaTENO U BO3MOXHOCTL nepesanyckatb koHTponnep XClarity Controller (nosuuus

6uta 10). B npoTuBHOM cny4yae nosib3oBaTeslb CMOXXET U3MEHUTb NapameTpbl (Hanpumep, IP-agpec
apanTtepa), HO He CMOXET caenaTh Tak, YTOObl OHU BCTYNUIN B CUTY.

3. BbibepuTe, HY>KHO N1 BKNo4MTb paclumpeHHyro 6€30nacHOCTb Ha OCHOBE ponen ansa
nonb3oBatenen Active Directory B pasnene MapameTpbl Active Directory (ecnu ncnonbsyetcs
pexum Ucnonb3oBaTb cepeep LDAP ana ayteHTudMKauum n asTopusaumm) niv HaCTpouTb

napamMmeTp Mpynnbl ana NoKanbHOMN aBTopu3auuvum (ecnm NCNOJNIb3YETCA PEXUM Ucnonb3oBaTtb cepBep

LDAP TonbkKo gnsi ayreHTucnkaumm (C nokanabHOW aBTopusaumen).

¢ BkounTb pacLUMpeHHyY0 6e30nNacHOCTbL Ha OCHOBE poJiel gns nonb3oBartenen Active

Directory

Ecnu BkntoyeHa aTa HacTpolika, Heo6XoayMO HaCTPOUTL MSI cepBepa B MPOU3BoJIbHOM dhopmMare
Tak, 4ToGbl OHO (PYHKLIMIOHMPOBAIO KaK NMs LiefIeBOro 06bekTa A/t KOHKPETHOrO KOHTposiepa
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XClarity Controller. LleneBoe nmsa MoxeT 6bITb CBA3AHO C OOHON UM HECKONBbKMY PONISIMU Ha
cepsepe Active Directory nocpencteom ocHacTku RBS. 910 gocTuraetcsa cosgaHnem ynpasnsieMblx
uenew, NPUCBOEHNEM UM KOHKPETHBIX MEH 1 CBA3bIBAHNEM UX C ONpeaesnieHHbIMK ponsamu. Ecnn B
3TOM MOJ1e HACTPOEHO VMSsi, OHO 06ECTEYNT BO3MOXXHOCTb OMNpPeAeNeHNss KOHKPETHbIX PoSien ans
nonb3oBaTenen n koHTponnepos XClarity Controller (ueneBbix 06bEKTOB), KOTOPbIE ABMAIOTCS
y4acTHMKamu Tor ke ponn. Korga nonb3osaresb BoinonHaeT Bxog B XClarity Controller n npoxogut
ayTeHTUukauuio HYepes Active Directory, ponn, y4aCTHUKOM KOTOPbIX ABASETCHA NONb30BaTE b,
n3BneKarTcsa U3 Katanora. PaspelueHnsi, Ha3Ha4aeMble NOMb30BATENIO, U3BNEKAIOTCA U3 ponei,
YYaCTHNKOM KOTOPbIX SABASETCA LIENEBON 06bEKT, COOTBETCTBYIOLLMI UMEHN CepBepa, KOTOpoe
HacTpavBaeTCs 34€eCh, UK LIENIEBOV OOBbEKT, COOTBETCTBYIOLLMI Mto6oMy koHTponnepy XClarity
Controller. Heckonbko koHTponnepos XClarity Controller MoryT CoBMeCTHO UCMO/1b30BaTh OOHO 1 TO
e uenesoe umsi. OHO MOXKET Ucnonb3oBaTbes ANs rpynnuposkn Heckonbknx XClarity Controller n
NPUCBOEHUS UM OZHOIN POJIK (M PONEN) C MOMOLLBIO OOHOMO YPaBISEMOrO LIENEBOro 06beKTa.
HanpoTus, kaxxgomMy koHTponnepy XClarity Controller MO>XXHO NpUCBOUTD YHMKANBHOE UMSI.

¢ [pynnbl AN foKanbHOW aBTOpMU3auumn

ViMeHa rpynn HacTpavBatoTcsa AN Toro, YTo6bl NPeAoCcTaBMTb rpynnam nonb3osBaTtenein
crneyundvKaumn ans nokanbHon aBTopmsaumm. KaxaoMy MMeHN rpynbl MOXKHO Ha3Ha4YuTb
paspeLleHmns (ponn) — Takune e, Kak B Tabnuue Boiwe. Cepsep LDAP cBsizbiBaeT nonb3osatenen ¢
nMeHeM rpynnbl. Korga nonb3oBaTtesb BbINOHAET BXO, eMy NPrYCBanBaloTCA paspeLleHus,
CBsi3aHHbIE C Ipynnoii, K KOTOPOI OTHOCUTCS Nofib3oBaTesb. [nsi HACTPOINKM AONONHUTENbHBIX FPYMN
LLENKHUTE 3HAYOK «+», AN YAANEHN — 3HAYOK «X».

HacTtpoiika ceTeBbIX NPOTOKOJIOB

Bocnonb3yiteck nHgopmaLmel n3 aToro pasgena gJjisi (pocMoTpa UM HaCTPONKN CETEBbLIX NapamMeTpoB
XClarity Controller.

HacTtpounka napameTtpos Ethernet

Bocnonb3yntecb nHopmaumnein n3 aToro pasgena ans NpocMoTpa unn naMeHeHns cnocoba obmeHa
naHHbiMu XClarity Controller no nogkntoyeHuto Ethernet.

MpumevaHue: Cepsepbl Ha 6a3e npoueccopoB AMD He nopgaep>XmnBatoT (PYHKLMIO aBapuiiHOro
nepekntoYeHns Yyepes Ethernet.

KoHTtponnep XClarity Controller ocHalleH ABymMs ceTeBbIMU KOHTpoepamu. O4uH CETEBOI KOHTPOJINEp
NOAKIOYEH K BblAENEHHOMY NMOPTY YNPaBfeHNs, a Apyron — K obemy nopty. Kaxxgomy ceTeBoMy
KOHTpPOJINIEpyY NpucBamBaeTcs cobCcTBeHHbIN 3anncaHHbii MAC-agpec. Ecnn DHCP ncnonbsyetcs ans
HasHa4veHus IP-agpeca koHTponnepy XClarity Controller, To korga nons3oBartesib NepPeKioYaeTcs Mexay
CeTeBbIMM MOPTaMu UM NPOUCXOANT OTPaboTKa 0TKasa 1 Nepexof C BbiAENEHHOrO CETEBOrO nopTa Ha
obLmn cetesor nopt, cepsep DHCP moxxeT npucsountb KoHTponnepy XClarity Controller gpyron IP-agpec.
PexkomeHpyeTcs, 4To6bl Npy ncnons3osaHuy DHCP nonb3oBatenu ykasbiBanu nMms XocTa, a He IP-agpec,
ansa ocywecteneHms goctyna kK XClarity Controller. Ecnu ceteBble nopTbl XClarity Controller He nameHstorcs,
cepep DHCP moxeTt HagHaunTb koHTponnepy XClarity Controller gpyron IP-agpec, korga cpok gencraus
apeHgpl DHCP nctevet nnu korga XClarity Controller BbinonHseT nepesarpy3ky. Ecnv nonesosaTtento
TpebyeTtca ocylecTBnATb goctyn K XClarity Controller ¢ nomolubio IP-agpeca, KOToOpbI HE USMEHUTCS,
cnepyet HacTpouTtb ans XClarity Controller ctatnyeckuin IP-agpec, a He DHCP.

LLlenkHnTe Network B pasgene BMC Configuration ons npocmotpa napameTtpos Ethernet gns XClarity
Controller.

KoHdurypaums umeHun xocta XClarity Controller

Mms xocTta XClarity Controller no ymonyaHuto npepcraBnseT cobon kombuHaumo ctpokn XCC, Tnna
KOMMbIOTEpPA cepBepa 1 CeEpPUINHOro Homepa cepaepa (Hanpumep, «xXCC-7X03-1234567890»). ims xocTa
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XClarity Controller MO>XXHO n3MeHUTb, BBEAS 3HA4YEHNE B 3TOM none (He 6onee 63 cumBonoB). MiMa xocTa He
OOJKHO cofiep>KaTb TOYKY (.) 1 MOXKET coep KaTb TOSIbKO BYKBbI, L pbl, AeDUCHI Y HUXKHUE
noa4epK1UBaHus.

MopTbl Ethernet

3TOT NapameTp ynpasnsieT BKIto4eHnem noptoB Ethernet, ncnonbayeMbix KOHTPOJIIEPOM yrpaBieHus,
BK/toYas obLLve U BbiAeNeHHbIe NMopThl.

Mocne oTkntoveHust scem noptam Ethernet He 6yayT HasHauaTb agpeca IPv4 nnu IPv6, a Takxe He 6yayT
BHOCUTbCS Kakume-nnbo panbHenwme nameHeHns B KoHdurypauum Ethernet.

MpumevaHue: OTOT NapamMeTp He BnusieT Ha nHtepderic USB LAN nnun nopT ynpaeneHnst USB B nepepgHeit
4YacTu cepBepa. OTUM NHTepdeEiCamMm COOTBETCTBYIOT UX COOCTBEHHbIE NapaMeTPbl BKIIOHEHNS.

HacTpoiika napameTtpoB ceTtu IPv4
YT106bI BOCNONB30BaThCA NogkntodeHnem Ethernet IPv4, BoinonHuTe cnepyowme encTeus:
1. Bkntounte napameTp IPv4.
Mpumevanue: BoikntoueHne nHtepdeica Ethernet He nosBonseT ocywecTsnaTb poctyn K XClarity
Controller n3 BHeLLHen ceTu.
2. B none Cnoco6 BbibepuTe OAHO U3 CNEQYOLLMX 3HAYEHWIA:

¢ MMonyunTtb IP-agpec ot DHCP: koHTponnep XClarity Controller 6ynet nony4ats ceou agpec IPv4 ot
cepsepa DHCP.

¢ WUcnonb3oBaTtb cTatudeckum IP-agpec: XClarity Controller 6yget ucnonbsoBartb 3agaHHoOe
nonb3oBaTenieM 3HadeHve agpeca IPv4.

e CHauyana DHCP, satem ctatudeckum IP-agpec: XClarity Controller nonbiTaeTcs nofiy4nte cBow
appec IPv4 ot cepBepa DHCP, ogHako ecnu nonbiTka 3aBepLunTtcs HeygadHo, XClarity Controller
6yLeT ncnonb3oBaTtb B KadecTBe agpeca |IPv4 3agaHHOe nonb3oBaTenemM 3HadeHume.

3. B none Ctatuyeckuin agpec seeaute IP-agpec, kotopsbin Tpebyetcsa npucsoutb XClarity Controller.
Mpumeyvanue: IP-agpec JonkeH cogepxaTb YeTbipe Lenbix Yncna ot 0 go 255 6e3 npobenos ¢

pasgeneHvemM Todkamu. ITo NoNe HeAOCTYMHO A HACTPOWKU, ECIN B KA4eCTBE Crocoba ykasaHo
MonyuuTb IP-agpec ot DHCP.

4. B none Macka ceTu BBeanTe macKy nogcetu, ncrnonbsyemyto XClarity Controller.
Mpumeyvanune: Macka noaceTn QOMKHA cogepXXaTb YeTbipe Lenbix Ynucna ot 0 o 255 6e3 npobenos
NN HECKONBbKNX TOYEK NOAPSA C pasaeneHneM Todkammn. 3HadeHme no ymonyanmio — 255.255.255.0.

STO none HeJOCTYMHO A1 HACTPOWKKM, ecn B kKavecTse cnocoba ykasaHo Monyuntsb IP-agpec ot
DHCP.

5. B none WWno3 no ymon4aHuio BBeguTe MapLpyTn3aTtop CeTeBoro waa3a.

Mpumeyvanue: Appec WN03a OOMKEH COAePXXaTb YeTblpe Lenbix Yncna ot 0 go 255 6e3 npobenos vunu
HECKOJIbKMX TOYEK Noapsa[ ¢ pasgeneHmemM To4kamu. 3To None HeAOCTYNHO AN HACTPOWKK, eCN B
kadecTBe cnocoba ykasaHo MonyuunTtb IP-agpec ot DHCP.

HacTponka napameTpos pacwumpeHHoro Ethernet

[ns HacCTpoWKn fononHUTeNbHbLIX NapameTpoB Ethernet nepeigute Ha Bknagky PacwmpeHHbin Ethernet.

Mpumeyanue: B cucteme Flex System napameTpbl BUpTyansHOM IOKaNbHON ceTn KoHTponupytotcs CMM
Flex System u He moryT 6bITb n3meHeHbl B XClarity Controller.
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YT106bI BKNTIOUNTL OOaBneHe METOK BMpTyanbHol nokansHomn cetn (VLAN) ycTtaHoBuTe hnaxok BknounTtb
BMPTYasnbHY0 JIOKasnbHY ceTb. ECiv BupTyanbHas nokasnbHas ceTb BKIOYeHa U HacTpoeH V[
BUpTyanbHon nokanbHon ceTtn, XClarity Controller npuHnumaeT ToNbKO NakeTbl ¢ 3agaHHbiMu
BUPTYyaslbHOW NoKasbHOW CeTU. [na naeHTM(1KaTOpPOB BUPTYaSIbHON NOKaIbHOW CETU MOXKHO HaCTPOUTb
TOJIbKO YNCOBble 3Ha4YeHnsa oT 1 oo 4094.

B cncke Boi6op MAC-agpeca BbiGepuTe OOHO N3 CReayroLLNX SHA4YEHWNA:

¢ llcnonb3oBaHune 3anncaHHoro MAC-agpeca

MapameTp «3anucanHbin MAC-agpec» — 3TO yHUKanbHbIM husndecknii agpec, npucsavsaemsiii XClarity
Controller nponssognTenem. ITOT agpec [OCTYMNEH TONbKO ANS YTEHUS.

¢ lcnonb3oBaHue nonb3oBaTensckoro MAC-agpeca

Ecnu 3Ha4yeHne 3aaaHo, NokanbHO agMUHUCTPUPYEMbI afpec nepeonpenenseT 3anucaHHbii MAC-
appec. JlokanbHO aAMNUHUCTPUPYEMbIN aapec OOMMKEH NPeaCcTaBnAaTb CO60i LecTHaaUuaTepuyHoe
3HayeHve oT 000000000000 go FFFFFFFFFFFF. 3TO 3Ha4YeHMe AOHKHO MMETb (hOPMAT XXIXXEXXIXXIXXEXX,
rae X — 3To WwecTHaguaTepuydHoe ymcno ot 0 oo 9 unm ot «a» o «f». XClarity Controller He

nopnep KMBaeT UCMONb30BaHNE afpecoB MHOroanpPecHom pacchinku. MNepBbii 6anT agpeca
MHOroaapecHO PacCbUIKN — HEYETHOE YMCIIO (HaMeHee 3Ha4YMMOoMy BTy NprUCcBanBaeTCs 3HayeHne 1);
NOSTOMY NEPBbIN 6ANT AOSHKEH ObITh YETHBIM YACTIOM.

B none MakcumanbHas eguHuLa Nnepeaadmn yKaxute MakCcuMasbHyo eguHULY nepeaaydn naketa (8
6arliTax) ons ceTeBoro uHTepdeiica. [inanasoH 3Ha4eHNI MakCMasTbHOM eanHNLbI Nepedadn — o1 60 oo
1500. 3HayeHune no ymonydaHuto — 1500.

YT06bI BOCNONb30BaTbCA NogkntoveHnem Ethernet IPv6, BoinonHUTE cnegytowmne aencTams:

HacTtponka napameTtpoB cetu IPv6
1. Bknrouute napameTp IPv6.
2. NpuceonTte agpec IPv6 nHtepdericy, ncnonb3ys oanH U3 CNeQyLLMX METOAOB NPUCBOEHUS:
¢ llcnonb3oBaTtb 6€3areHTCKY0 aBTOMaTU4ECKY KOHDUrypaumo agpecos
¢ llcnonb3oBaTtb KOHUIypaLumo agpecos ¢ 3arnoMnHaHnem coctosiHus (DHCPv6)
¢ llcnonb3oBaTtb CTaTU4ECKN NpucBansaembliii IP-agpec
Mpumevanust: Ecnu BoibpaH NnapameTp Ucnonb3oBaTb cTaTudecku npucsanBaembin IP-agpec,
noTpebyeTcs BBECTY CrefytoLLme CBEOEHMS:
— Agppec IPv6
- [HnuHa npedukca
- LLno3

HacTtpounka DNS

Bocnonb3synteck nHgopmaLmeli n3 aToro pasgena gjisi (pocMoTpa unmn naMeHeHus napametpos DNS
XClarity Controller.

MpumevaHue: B cucteme Flex System HeBo3MO>XKHO n3meHnTb napameTpbl DNS ans XClarity Controller.
Mopyne CMM ynpasnsaeT napameTtpamu DNS.

LLlenkHnTe Network B pasgene BMC Configuration ons npocmotpa nnn nameHennsi napametpos DNS ans
XClarity Controller.

Ecnu yctaHaBnuaeTcs dnaxkok Ucnonb3oBaTtb gononHuTesnbHble cepBepbl agpecoB DNS, He 3a6yabTe
ykasaTb IP-appeca Heckonbkux (0o Tpex) cepsepos DNS B ceTu. Kaxppi IP-agpec gonmxeH cogepxxaTb
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uenble yncna ot 0 oo 255, paspgensemble Todkamu. Takne agpeca cepsepoB DNS fo6aBnsoTCA B BEPXHIOW0
HacCTb CMMCKa Nnouncka, No3ToMy cHa4dana NnonckK UMeHn XoCTa BbIMNOJTHAETCA Ha 3TUX cepBepax, a 3ateM — Ha
TOM, KOTOPbI aBTOMaTU4eCKN HasHaveH cepBepom DHCP.

HacTtponka DDNS

Bocnonb3yintech MHopMaumuer s aToro pasgena o BKIKYEHNS 1 OTKIIIOYEHNS NpoToKoNna
OnHaMnyeckon cucteMbl AoMeHHbIX MMeH (DDNS) Ha koHTponnepe XClarity Controller.

LLlenkHnTe Network B pasgene BMC Configuration ons npocmoTpa unm nameHeHust napametpos DDNS
ons XClarity Controller.

YctaHosuTe chnarkok Bknountb DDNS, 4to6bl Bkntounte DDNS. Ecnn DDNS BkntoyeHa, XClarity Controller
yBeOOMIISIET CEPBEP AOMEHHbIX UMEH O HEOOXOANMOCTU N3MEHNUTL B PEXMME PEASTbHOIO BPEMEHM
aKTMBHYIO KOHUIypaumio cepBepa AOMEHHbIX MMeH anst HacTpoeHHbIx XClarity Controller umeH xocToB,
afpecoB U MPOYNX CBEAEHUI, XPaHMbIX Ha CepBepPe AOMEHHbIX UMEH.

BbiGepunTe napameTp U3 crvcka aneMeHToB, YTo6bl yKadaTb, Kak fO/HKHO BbIOUPaTLCSt AOMEHHOE UMS
XClarity Controller.

¢ HWcnonb3oBaTb NONb30BaTENbCKOE AOMEHHOE UMSA: MOXXHO yKasaTb AOMEHHOE NMS, K KOTOPOMY
oTtHocutcsa XClarity Controller.

¢ Wcnonb3oBaTb fOMeHHOE UMSsl, nony4eHHoe oT cepBepa DHCP: fomeHHOE 1Msi, K KOTOpPOMY
otHocuTcs XClarity Controller, 3apaetcs cepsepom DHCP.

HacTtpounka uHtepdenca Ethernet yepes USB

Bocnonb3yintech MHopMaumnel s aToro pasgena gna ynpaenexHus nHrepdericom Ethernet uepes USB,
Ncnonb3yemMbiM A1 BHYTPUMNONOCHOro o6MeHa AaHHbIMU MeXay cepBepom 1 KoHTponnepom XClarity
Controller.

LLlenkHuTe Network B paspene BMC Configuration ons npocmoTpa nnn nameHeHust napameTpos
nHtepdeinca Ethernet uepes USB gns XClarity Controller.

NHTepderic Ethernet yepes USB ncnonbayetcs gns BHyTPUNOMNOCHOro o6meHa gaHHbiMu ¢ XClarity
Controller. YcTaHoBUTE 3TOT (h/1aXXOK, YTOObI BKITOUNUTL UK OTKNIOYMTBL nHTEepdeinc Ethernet yepes USB.

BaxxHo: Ecnu Bbikntountb nHTepdeic Ethernet yepes USB, He yaacTcsi BbINONMHUTL BHYTPUMNOIOCHOE
o6HoBneHne mukponporpammbl XClarity Controller nnm Mmukponporpammbl cepBepa C MOMOLLbIO CITy>KEOHbIX
nporpamm Linux unn Windows Ha ¢naw-HocuTensx.

Bbi6epute meTop, ncnonssyemsoliii XClarity Controller ans HasHayeHns agpecoB KOHEYHbIM TOHKaM
nHtepdeica Ethernet yuepes USB.

¢ HWcnonb3oBaTb IOKaNnbHbIN agpec KaHana IPv6 ana nHrepdeiica Ethernet yepes USB: OT1oT meTop
ncnonbayeT agpeca IPv6 Ha ocHoBe MAC-agpeca, BbiAeNeHHOrO KOHEYHbIM TOYKaM nHTepderica
Ethernet yepes USB. Kak npaBuno, nokanbHbiin agpec kaHana IPv6é cosgaeTtcs ¢ ncnonbsosaHmem MAC-
appeca (RFC 4862), ogHako Windows 2008 n 6onee HoBble OC 2016 roga He noagep>XmBatoT
CTaTUYECKUIN NoKanbHbIN agpec kaHana IPv6 Ha XocT-cTopoHe nHTepdenca. Bmecto noBegeHns
Windows no ymonyaHuto npu BbIMOSIHEHNN BOCCO34al0TCH NPOUN3BOJIbHbIE JIOKalNbHbIE afpeca KaHasnoB
Ecnu nutepdeiic Ethernet yepes USB koHTponnepa XClarity Controller HacTpoeH ans ncnonb3oBaHus
pexxuma fiokasibHoro agpeca kaHana IPv6, pasnuyHbie yHKLMN, OCHOBaHHbIE HA UCMOIb30BaHUN 3TOrO
nHTepdeiica, paboTatb He 6yayT, nockonbKy XClarity Controller He 6yfeT 3HaTb, Kako agpec cuctema
Windows HasHauuna nHtepdeiicy. Ecnu cepsep pabotaeT nog ynpasneHnem Windows, BoCnonb3yntech
nobbIM gpyrum MmeTonoM KoHdurypauun agpeca Ethernet yepesz USB unn otkntounTe nosegeHme
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Windows no ymon4aHuio, BOCNonb30BaBLUKCH cneaytoLleln komaHaou: netsh interface ipv6 set global
randomizeidentifiers=disabled

¢ WUcnonb3oBaTb NOKanbHbIN agpec KaHana IPv4 gnsa nntepdeiica Ethernet yepes USB: IP-agpec B
AnanasoHe 169.254.0.0/16 npucsameaeTcs koHTponnepy XClarity Controller n cepsepHoli CTOpoHe ceTu.

¢ HacTtpoutb napameTpbl IPv4 gnsa untepdeiica Ethernet yepes USB: Npu ncnonb3oBaHum aToro
MeTopa cuctema 3apaeT IP-agpeca n ceTeByto MacKy, KOTopble HagHadatoTcs KoHTposnepy XClarity
Controller n cepepHoin cTtopoHe uHTepdeiica Ethernet yepes USB.

MpumeyaHus:

1. MapameTpbl KoHbUrypauun IP OC He ncnonbaytoTcst onsa HacTponku IP-agpeca OC nHTepdelica
Ethernet yepes USB, ogHako ucnonbaytotcs ansa ysegomneHus BMC o Tom, vto IP-agpec OC
nHTepdeinca Ethernet yepes USB namenuncs.

2. Nepep HacTpoiikon Tpex IP-napameTpoB gns nHTepdeica Ethernet yepea USB Heo6x0anMo Bpy4HYHO
HacTpouTb IP-apgpec OC nHtepdelica Ethernet 4yepes USB B nokanbHol onepaunoHHON CUCTEME.

ConocTaBneHne HoMepoB BHeLLHNX nopToB Ethernet Homepam nopTtos Ethernet yepes USB
KOHTposinpyeTcs hnaxxkoMm Bknrountb nepeHanpasneHue BHewHero nopta Ethernet B nopt Ethernet
yepe3 USB n TpebyeT yKkasaHus nHgopmaLumn o cornocTasneHnm ans nopTos, KOTopble cnegyeT
nepeHanpaBnTb U3 NHTepderica CeTU yNpaBfieHNsi Ha cepBep.

Hactponka SNMP

Bocnonb3yintech nHopMauuein s aToro pasgena gna Hactponku areHtos SNMP.

BbinonHuTe cnepgyrowme warun anst HacTponky napameTpos onoselleHnin SNMP B XClarity Controller.
1. WenkHute Network B paspene BMC Configuration.

2. YcTaHOBUTE COOTBETCTBYIOLLNI hnaxkok, 4Tobbl Bktounte SNMPv1 Trap, SNMPv2 Trap n/nnu
SNMPv3 Trap.

3. BanonHuTte cnepytome nons nNpu BktodeHun noeyLwkun SNMPv1 Trap nnm SNMPv2:
a. B none Umsa coobuiectBa BBEANTE NMS COOOLLECTBA; MMSI HE MOXKET ObITb MYCTbIM.
b. B none XocTt BBEaMTE agpec xocTa.
4. 3anonHuTe cnegyoLwme nNons Npu BKtoveHnn nosyLwkn SNMPv3:
a. B none A mexaHunama sesegute N[ mexaHnama lNone «[ mexaHnama» He MOXKET ObITb MYCTbIM.
b. B none MopT npuemHuKa noByLKN BBEOMTE HOMEpP nopTa. Homep nopTta no ymonyaHuto: 162.

5. Mpwn BkntoveHnn nosyLiek SNMP BbiGepuTe TUMbl COBbLITUI, O KOTOPLIX Bbl XOTUTE NOJy4YaTb
OroBeLLeHns:

e Kputunyeckoe
¢ BHumaHwme!

e CucrtemHoe

MpumeyaHue: HaxxmuTe Ha KaXXayto OCHOBHYIO KaTeropuio, YTobbl AOMNOHUTENIBHO BbiOpaTh TUMbI
COObITWIA NogKaTeropnn, 0 KOTOPbIX Bbl XOTUTE NOy4YaTb ONOBELLEHNS.

BkntoyeHue n otknroyeHme cetesoro gocrtyna IPMI

Bocnonb3yinTtech MHpopMauuen ns aToro pasgena gns ynpaeneHus ceteBbiM goctynom IPMI k XClarity
Controller.

LLlenkHnTe Network B pasgene BMC Configuration ons npocmoTpa unm nameHenns napametpos IPMI gns
XClarity Controller. [Ins npocmoTpa nnm nameHeHnst napametpoB IPMI 3anonHnte cnepytowme nons:
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AocTtyn K IPMI yepe3 nokanbHyto ceTb
LLlenkH1Te nepekntoyaTenb, YTOObI BKIOYUTL UK BbIKNIOYUTL ceTeBor goctyn IPMI k XClarity
Controller.

BaxHo:

e Ecnu Bbl HE UCMONb3yeTe HUKaKNE NHCTPYMEHTLI N NPUNOXKEHNS], ocyLuecTensiiowme gocTyn K XClarity
Controller no cetn ¢ nomoLbto npoTokona IPMI, B Lensix 6e30nacHOCTM HACTOATENBHO PEKOMEHAYETCS
OTKIMIOUNTL ceTeBon gocTyn IPMI.

¢ [lo ymonydanuto gocTtyn K XClarity Controller ¢ nomoLubto IPMI 4epes nokanbHyo CeTb OTKITHOYEH.

HacTtponka napameTpoB ceTu ¢ ucnosb3oBaHuem komaHpg, IPMI

Bocnonb3yintech MHopMauuel s aToro pasgena ois HacTPoKu NapaMeTpPOB CETU C MOMOLLBIO KOMaHA
IPMI.

MockonbKy Kaxxapii napameTp ceTn BMC HacTpamBaeTcs € UCMonb30BaHNEM OTAeNbHbIX 3anpocoB IPMI n
6e3 Kakoro-nmbo onpeaeneHHoro nopsnka, y BMC otcyTcTByeT nonHoe npepcrasneHne 060 BCex
napameTpax ceTu Ao Tex nop, noka BMC He 6ygeT nepesanyLueH, YHToObl MPUMEHNTb OXuaaroLLme
N3MEHEeHNs1 CeTU. 3anpocC Ha USMEHEHNE NapameTpa CETU MOXET 6bITb YCMELHbIM B MOMEHT 3anpoca,
O[LHaKO Mpu 3anpoce JOMNOJIHUTENBHbIX UBMEHEHMNI OH MOXXET CTaTb HegonycTuMbIM. Ecnn oxxugatowme
napameTpbl CETY HECOBMECTMMbI NMocJie nepesanycka BMC, HoBble napaMeTpbl He BCTYNAT B cuny. [Nocne
nepesanycka BMC cnegyeT nonbitatbcs ocyLecTBuTb gocTtyn K BMC ¢ HOoBbIMM NapameTpamu, YToObl
y6eanTbCs, YTO OHU NPUMEHEHbI AOMKHbIM 06Pa30oM.

BknioyeHue o6cny>xuBaHus U Ha3Ha4YeHne NopToB

Bocnonb3yinteck nHopmauueln n3 aToro pasgena gfisi (pocMoTpa Unm N3MeHeHUs HOMEPOB MOPTOB,
ncnonbdyemMbix HekoTopbiMu criy>xk6amm B XClarity Controller.

LLlenkHuTe Network B pasgene BMC Configuration ons npocMoTpa unm usmMeHeHns Ha3HavyeHuii NopToB
XClarity Controller. [1na npocMoTpa unn u3MeHeHNsi Ha3Ha4eHWn NOPTOB 3aMnoJIHUTE CriedytoLme Nnons:

NHTepHeT
Homep nopta — 80. 3T0 none HegOCTYMNHO ANt HACTPOWNKM NOSIb30BaTESNEM.

CeTtb 4epe3 HTTPS
B aTom none ykaxkmute HoMmep nopta ans untepdeinca «Cetb Yepes HTTPS». 3HaveHune no
ymMon4aHuo — 443.

REST uepe3 HTTPS
Homep nopTa aBTOMaTMyeCcKn USMEHUTCSA Ha YKasaHHbIn B nosfe «CeTb Yyepe3 HTTPS». 3T1o none
HEeLOCTYMNHO A1 HACTPOWKM NOJIb30BaTENEM.

CIM yepe3 HTTP
B aTom none ykaxuTte Homep nopta gnsa untepdeica «CIM yepes HTTP». 3Ha4eHue no ymonyaHuto —
59809.

Mpumevanue: NHTtepdeic CIM no ymonyaHmio OTKIIOYEH.

YpaneHHoe npucyTcTBUe
B sToM none ykaxuTte HOMep nopTa gns yaaneHHoro NnpucyTcTans. 3HaveHne no ymondaHuio — 3900.

IPMI yepe3 LAN
Homep nopta — 623. 310 Nnone HegOCTYMNHO AN HACTPOWNKM NOJSIb30BaTENEM.
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Mpumeyanue: ViHtepderic IPMI no ymonyaHuio OTKIIOHEH.

SFTP
B aTOM none ykaxkuTte HoMep nopTa, Ucnonb3yemblin ans npotokona SFTP. Homep nopta — 115. 310
noJie HeQOCTYMHO AN HACTPOWMKMN MONb30BaTENIEM.

Mpumevanue: [Ons BHyTpunonocHbix o6HosneHni OneCLI Tpebyetcsa IMM.SFTPPortControl=open.

SLP
B aTom none ykaxuTte HOMep nopTa, ucnonbdyemblin ans SLP. Homep nopta — 427. 310 none
HEeLOCTYMNHO OJ1s1 HACTPOWKN NOJSIb30BaTENEM.

Mpumevanus: CyuwecTtsyeT ABa Tuna cny6, o kotopbix XClarity Controller coctaenset ot4yeThI:

¢ cny>k6a management-hardware.Lenovo:lenovo-xclarity-controller
* cnyx6a wbem

SSDP
Homep nopta — 1900. 310 Nosie HeAOCTYMHO AN HACTPOWNKM NOSIb30BATENEM.

SSH
B aToM none ykaxkmute HoOMep nopTa, HacTpanBaeMbli 4N AOCTyNa B UHTEPENC KOMaHAHOW CTPOKN
Yyepes npotokon SSH. 3HayeHne No ymonyaHuo — 22.

AreHT SNMP
B aTom none ykaxxkmute Homep nopTa ans areHta SNMP, BbinonHsiemoro Ha koHTponnepe XClarity
Controller. 3Ha4eHune no ymonyaHuto — 161. [lonycTuMble 3HadeHMst HoMepa nopta — oT 1 go 65535.

JloBywkun SNMP
B aToM none ykakute Homep nopta, ucnonb3yembiin gns nosywek SNMP. 3HaveHne no ymonyaHuio —
162. [lonycTumble 3Ha4eHMs HoMepa nopTa — oT 1 oo 65535.

HacTtpoiika orpaHnyeHus goctyna

Bocnonbsyiteck nHdopmaumel n3 aToro pasgena gjis nipocMoTpa Unm N3MeHeHUs napameTpoB
6nokuposku goctyna K XClarity Controller ¢ IP-agpecos nnm MAC-agpecos.

LLlenkHnTe Network B pasgene BMC Configuration gns npocmoTpa unm nsmMeHeHnss napameTpoB KOHTPOS
poctyna k XClarity Controller.

Cnucok 6/1I0KUPOBKN M BpEMEHHOE OrpaHnyeHune
STy NnapamMeTpbl NO3BONAIOT 6510KMpoBaTh onpegeneHHblie IP/MAC-agpeca Ha yka3aHHbIi Nepriof BPEMEHN.
e Cnucok 3a6nokuposaHHbix IP-agpecoB

— Mo>xKHO BBeCTU, pasnenssa 3ansaTbiMuy, 4O TPEX aApecoB N ananasoHos agpecos IPv4 1 go tpex
afpecoB Unun gnanaloHoB agpecos IPv6, noctyn ¢ koTopkix K XClarity Controller 3anpetueH. Cm.
npumepsbl agpecos IPv4 H1xe:

— [lNpumep oTaensHoro agpeca IPv4: 192.168.1.1

— Mpumep apgpeca IPv4 B cynepcetn: 192.168.1.0/24

— Mpumep gnanasoHa agpecos IPv4: 192.168.1.1-192.168.1.5
¢ Cnucok 3a6nokupoBaHHbix MAC-aapecoB

— MoxxHo BBeCTU, pasaensasa 3anateiMu, 0o Tpex MAC-agpecos, goctyn ¢ koTopbix K XClarity Controller
3anpeLleH. Hanpumep: 11:22:33:44:55:66.
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¢ OrpaHu4eHHbI gocTyn (0AHOKPAaTHO)

— Mo>xHO 3aaaTb BPEMEHHOW UHTEPBAN OAHOPA30BOMO UCMOJIb30BaHNSs, B TEYEHNE KOTOPOro JOCTYM K
XClarity Controller HeBo3amoxkeH. Npn 3agaHnn 3TOro BpEMEHHOIO NHTEPBasia Heob6xoaMMo cobnoaaTb
crnepgytoLue ycnoBus:

— [Hata n Bpems Havana AomKHbl 6biTb NO3)Xe TekyLero spemerHn XCC.
— [ata 1 Bpemsi OKOH4YaHUs1 AOMKHbI ObITb MO3)Ke AaThl U BPEMEHN Havana.
e OrpaHu4YeHHbIN AOCTYnN (eXXeAHEBHO)

— Mo>xHO 3aaaTb OOUH U HECKOMBKO eXXeAHEBHbIX BPEMEHHbIX MHTEPBAJIOB, B TEYEHNE KOTOPbIX
poctyn K XClarity Controller HeBo3amo>xeH. [pu 3agaHnm KaXkgoro BpEMeEHHOro MHTepBana
HeobxoanMo cobnoaaTh cneaytoLlee ycnosue:

- [Hatan BpeMsA OKOHYaHNA OOJI>KHbI 6bITb NO3)Xe Aatbl 1 BpeMeHn Ha4vana.

Cnucok 610KUPOBKU C BHELLUHEeN akTuBaumen

OTn napamMeTpbl NO3BONSAOT HACTPOUTL aBTOMaTUYECKY0 6OKMPOBKY onpeneneHHbix IP-agpecos (IPv4 n
IPv6), c KOTOpbIM KNNEHT nocniegoBaTensHO NbiTancst BonTn B XClarity Controller ¢ pa3nnyHbiMu
HenpasWbHBbIMY COYETaHVSMU UMEHW NOJIb30BaTeNs 1 Napons.

DYHKLMSA aBTOMATUYECKON 6IOKUPOBKM OUHAMUYECKN ONpPeaensieT cly4an Ype3MepHOro KonmyecTsa
oLMBOK NP BXo4e B CUCTEMY C onpefeneHHbix IP-agpecos n 6nokupyet atum agpecam goctyn K XClarity
Controller Ha 3apaHee onpeaeneHHbln Nepnog BPpeMeHM.

e MakcumanbHoOe KoiIM4ecTBO OMGOK Npu BXxoae B cuctemy ¢ otaenbHoro IP-agpeca

— MakcumanbHOe KONM4YeCTBO MOMbITOK onpenendeTr Konn4ecTeo owmnbokK npwn Bxone B CUCTEMY,
KOTOPbIE MOXXET COBEPLUMTL NONb30BaTe b, BBOAS HEBEPHbIN Naposb ¢ onpegeneHHoro IP-agpeca,
npexge 4em oH 6yaeT 3ab/1I0KNPOBaH.

— Ecnun 3agaHo 3Ha4veHune 0, IP-agpec He 6yaeT 6/10KMpPOBaTbCA Ha OCHOBaHUN OLUMGOK NPy BXOLE B
cucTemy.

— CueTuuk oLLIMGOK NpU BXoAe B CUCTEMY And onpeneneHHoro |IP-agpeca 6yaeTt o6HyneH nocne
ycheLHoro Bxoga ¢ atoro IP-agpeca.

¢ [lepuop 6nokupoBku IP-agpeca

- MvHV/ManbHoOe KonNM4ecTBO BpeMeHu (B MUHYTaX), KOTOPOe AO/HKHO NPONTU, Npexxae Yem
nonb3oBaTeb CHOBa CMOXXET MOMbITATLCS BbIMOHUTL BXOZ, C 3a61oKMpoBaHHoro IP-agpeca.

— Ecnu 3apaHo 3HaveHue 0, goctyn ¢ 3abnokuposaHHoro IP-agpeca octaetca 3a6noKMpoOBaHHbIM, MOKa
agMUHMCTPATOP creynansHo He pasbnoKMpyeT ero.

¢ Cnucok 6J10KUPOBKU

— B Tabnuue «Cnncok 6r1oKMpoBKW» 0TOBpaXKaroTCs BCe 3abnoknpoBaHHble IP-agpeca. MoxxHO
pasbnoknpoBaTb oaunH nnn Bce IP-agpeca ns cnucka 610KNpOBKNA.

HacTtpounka USB-nopTa Ha nepegHen naHenu gns ynpassieHUs

Bocnonb3yintech MHopMaumel us aToro pasgena gnsa Hactponkun USB-nopTta Ha nuuesol naHenn XClarity
Controller gnsa ynpasneHus.

Ha HekoTopbIx cepBepax USB-nopT Ha nuiLeBol NaHe m MOXXHO NEPEKITHYNTL U MOAKIHYNTL 6O K
cepBepy, nmbo k XClarity Controller. NMogkntoyerne k XClarity Controller, B ocHoBHOM, NpegHa3Ha4YeHo ans
NCNOJIb30BaHNst Ha MOBUTBHOM YCTPOWCTBE C MOBUIbHBLIM NpunoxxeHnem Lenovo XClarity. Ecnn USB-
kabenb coeanHseT MOBUTbHOE YCTPOMCTBO M NINLIEBYIO NaHeNb cepBepa, nogknoyeHne Ethernet yepes USB
OyOeT yCTaHOBNEHO MeXAY MOOUSIbHBIM MPUIOXKEHMEM, BbINOSHAEMbIM Ha ycTponcTae, n XClarity Controller
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LLlenkHnTe Network B pasgene BMC Configuration ons npocmoTpa unm nsmeHeHuns napametpos USB-
nopta Ha nuuesoin naHenu XClarity Controller gna ynpasneHus.

[locTynHo YeTbipe TuNa napaMeTpoB Ha BbIGOP:

Pexxum «Tonbko xocTt»
USB-nopT n1LueBoil naHenu Bceraa nogkoyeH TONbKO K CepBepy.

Pexum «Tonbko BMC»
USB-nopT n1ueBoi naHenn Bcerga nogkntoyeH Tonbko K XClarity Controller.

O6wwmin pexxum: npuHagnexut BMC
USB-nopT Ha IMLEBOI NaHeN COBMECTHO UCMOJIb3YeTCS cepBepoM 1 KoHTposnepom XClarity
Controller, Ho nepekntoveH Ha koHTponnep XClarity Controller.

06K PEXUM: MPUHAZJIEXKUT XOCTY
USB-nopT Ha nueBoi NaHenm COBMECTHO UCMONb3YETCS cepBepoM 1 KoHTponnepom XClarity
Controller, HO NepeKntoYeH Ha XOoCT.

LononHntenbHble cBegeHNa 06 3TOM MOBUIbHOM NMPUJTIOXKEeHUN OOCTYMHbI HAa canTe:

https://pubs.lenovo.com/Ixca/Ixca_usemobileapp.html

MpumeyaHus:

e Ecnm USB-nopT Ha NMLEBO NaHeN HAaCTPOEH AJ1s1 UCMOJIb30BaHWS B 0OLLEM PeXnMe, MOPT NMOOKITOHEH K
koHTponnepy XClarity Controller, ecnu nutaHne oTCYTCTBYET, 1 K CEPBEPY, ECN NUTaHne nogaetcs. MNpu
HanMyMmM NuTaHns ynpaeneHne USB-nopTom Ha nyueBon naHenm MoXKeT NepexoanTb OT cepBepa K
koHTponnepy XClarity Controller, n HA060pOT. B 06LLEM peXXMeE NOPT TaKXKE MOXKET NEPEKIOYATbLCA
mexxay xoctom u XClarity Controller: ans aToro foctaTo4HO HaXKaTb 1 yAepXunBaTb 6onee 3 CekyHn
KHOMKY naeHTudmKaumm Ha nuueBoi NaHenn (Ans BbIYMCANTENbHbIX Y3/1I0B 3TO MOXET ObITb KHOMKAa
ynpasneHus USB).

e Ecnu HacTpoeH obLuunii pexxum n USB-nopT B HacTosLLee BpeMs NOAKIOYEH K cepBepy, XClarity
Controller MOXXeT nopaep>xuBaTh 3anpoc Ha nepekntodeHne USB-nopTa Ha nuueBon naHeny obpartHo Ha
koHTponnep XClarity Controller. Npu BbinonHeHun aToro 3anpoca USB-NopT Ha NiLEeBON naHenn
OoCTaHeTCcH nofgktoyeHHbIM K KoHTponnepy XClarity Controller go Tex nop, noka Ha KOHTposepe He
OyOeT oTCcyTCTBOBaTh akTMBHOCTL USB B TeueHne nepropaa, 3agaHHoOro TaiM-ayToM nocrne
HEeaKTUBHOCTW.

HacTtpounka napameTpoB 6e30nacHoCTn

Bocnonb3yinTtech nHopMauuen ns aToro pasgena ois HacTponKu NpoTOKOOB 6€30MacHOCTN.
Mpumeyanune: MuHnmaneHas sepcus TLS no ymonyanmio — TLS 1.2, ogHako XClarity Controller moxxHo

HaCTPOWTb ANs UICMONb30BaHWsA Apyrux sepcuin TLS, ecnu aTo HEO6XOAMMO Ans Ballero 6paysepa unm
npunoXxeHnn ynpaeneHus. [JononHuTenbHble CBeAeHWs CM. B pasfene «KomaHga tls» Ha cTpaHuue 164.

LLlenkHuTe Security B pasnene BMC Configuration, 4to6b1 nonyy4ntb 4OCTYN K CBOMCTBaM 6€30MacHOCTH,
cocTosHMIO 1 HacTpoikam XClarity Controller n npu He06XxoaMMOCTU N3MEHUTb UX.

0630p SSL

DTOT pa3pen copepXXnT 063op NpoTokona 6ezonacHocT SSL.

SSL — aT1o npoTokon 6e3onacHOCTK, obecnevmBaloLLmin KOHbaeHUManbHOCTL CBA3W. bnarogaps
npoToKosy SSL NpunoXxeHnst «<KNnMeHT—cepeep» MOryT B3anMoaencTeoBaTtb 6€3 nepexsata, UCKaXKeHUs
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nopnenku coobueHunin. MoxxHo HacTpoutb koHTposnep XClarity Controller ans ncnons3soBaHusa npoTokona
SSL gns pasHbix TMNOB noakntoyeHnin, Takux kak HTTPS, LDAPS, CIM yepes HTTPS n cepeep SSH, a
TaKkXe 4711 ynpasfieHns HeobxogumbiMu onst SSL cepTudmkaramu.

O6pa6oTka cepTuchukatos SSL

B paHHOM pasgene copepXxutcsa nHpopmMaums 06 agMUHUCTPUPOBAHM CEPTUNKATOB, KOTOPbIE MOTYT
Ncnonb3oBaTbCs C NPOTOKONOM 6e3onacHocTn SSL.

SSL MO>XXHO NCMONb30BaTh C CaMO3aBEPSIOLNM CEPTUGUKATOM UM CEPTUDINKATOM, 3aBEPEHHBIM
CTOPOHHUM LIeHTPOM cepTudumkaumu. Vicnons3oBaHme camo3aBepsioLLero ceptudgurkara — NnpocTennii
cnocob ncnonb3oBaHna SSL, ogHako Npy 3TOM BO3HMKAET HEOONbLLOW PUCK 6€30MacHOCTU. ITOT PUCK
BO3HUKAET 13-3a TOro, YTO KNMEHT SSL HUKaK He MOXXeT NOATBEPAUTb UOEHTUHYHOCTL cepBepa SSL npu
nepBOM MOAKJIIOYEHUN, KOTOPOE MbITAIOTCA YCTAHOBUTL KIIMEHT U cepBep. HanprmMep, CTOPOHHSAS CYLLHOCTb
MOXXET BblgaTb cebs 3a Be6-cepBep XClarity Controller n nepexsatnTb AaHHble, NepeaaBaeMble MexXay
dakTnyeckum seb-cepsepom XClarity Controller n Be6-6pay3sepom nonb3osatensi. Ecnu B nepuog, korga
YCTaHOBJIEHO NepBOHa4vanbHoe coeanHeHne mexay 6paysepom n XClarity Controller, camo3zasepstoLuin
cepTudUKaT MMNOPTUPYETCH B XpaHUuLLe cepTugurkaTtos 6paysepa, BECb JaSlbHENLLNIA OOMEH AaHHbIMU
ONa Takoro 6paysepa 6yget 6e3onacHbIM (MPY YyCNoBMKM, YTO 6€30MacHOCTb NEPBOHAYANIBHOrO COEANHEHUS
He 6blna HapyLleHa B pe3yfbTaTte aTaku).

YT106bI 06ecneynTb BOMee BbICOKUI YPOBEHb BE30MACHOCTM, MOXHO UCMOMb30BaTb CepTuduKar,
3aBepeHHbIN LieHTpoM cepTudurkaumm (LLC). YTobbl nony4nTs NognucaHHbIn cepTudmkar, Heo6xooumo
BblbpaTb KomaHay CospaTtk 3anpoc nognucu ceptudukara (CSR). BoibepuTte 3arpy3uTb 3anpoc
nognucu ceptudunkara (CSR) n otnpasbTe 3anpoc nognucu ceptudukara (CSR) B LIC, 4utobbl nony4nTtb
nognucaHHblli ceptndukat. MNonyyns nognucaHHbIi cepTndunkar, WenkHuTe UmnopTnpoBatb
nognucaHHbi cepTudumkar, 4Tobbl MnopTuposaTs ero B XClarity Controller.

®yHkuma LIC 3akntovaTca B noarsepxxaeHun ngeHtndHocTn XClarity Controller. CepTudumkat cogepxuT
undposble nognvcu gns LIC n XClarity Controller. Ecnu xopowwuo nssectHbili LIC nsgaet ceptudukar nnm
cepTudwmkar LIC 6bin y>xe nmnopTupoBaH B Be6-6pay3ep, Be6-6pay3ep MOXXET NoATBEPANTL cepTudumKaT 1
NoNoXXuTenbHO naeHTudnumposaTb Beb-cepBep XClarity Controller.

XClarity Controller TpebyeT cepTudumkat ans ncnons3osaHusa ¢ cepsepom HTTPS, untepdeinncom CIM vepes
HTTPS n 3awmiueHHbIM knneHTom LDAP. Kpome Toro, 3awwmieHHbin knneHT LDAP Takxe TpebyeT numnopTta
opHoro nnu 6onee [oOBEPEHHbIX cepTUdUKaToB. [JoBepeHHbI CEPTUDUKAT UCMONB3YETCH 3alLULLEHHBIM
knueHTom LDAP anst nonoxxntensHol ngeHtudukauum cepeepa LDAP. [JoBepeHHbIn cepTudgmkar — aTo
cepTnduKart LueHTpa ceptudunkaumm, nognucasLuero ceptudukar cepsepa LDAP. Ecnu Ha cepeepe LDAP
NCNOMb3YTCA CaMO3aBepsoLLE CePTMdhUKATbI, LOBEPEHHBIM CEPTUDNKATOM MOXET ObiTb CaMm
cepTudukar cepsepa LDAP. Ecnu B koHpUrypaumm ncnonb3yeTcsa HeCKosbko cepsepos LDAP,
Heo6XxoAMMO MMMOPTUPOBATbL AOMONMHUTENbHbIE AOBEPEHHbIE CEPTUDUKATBI.

YnpasneHue ceptucpukaramm SSL

B paHHOM pasgene cogep Xntcst HpopmMauns 0 HEKOTOPbIX AENCTBUSAX, KOTOPbIE MOXXHO BblOpaTh AN
yrnpaBsneHns cepTudukaTamm ¢ NpoTokonom 6esonacHocTn SSL.

LLlenkHuTe Security B pasgene BMC Configuration, 4To6b1 HacTpouTb ynpasneHne ceptndukaramm SSL.
Mpwn ynpasneHun ceptucpmnkatamm XClarity Controller gocTynHbl cnegytoLme gercTems:
3arpyska nognucaHHoro ceptudukara

VicnonbayinTe 3Ty CCbINKY A/19 3arpy3Ky KOMMU YCTaHOBIIEHHOMO B HAcTosiLLee BpemMsl cepTudmkara.

CepTundukat moxkHo 3arpy3uTb B hopmarte PEM unn DER. Cogep>xumoe cepTudumkara MOXXHO
npocMaTpuBaThb C NCMOMb30BaHMEM CTOPOHHENO NHCTPYMEHTA, Takoro kak OpenSSL (www.openssl.
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org). NMprmep KOMaHZHON CTPOKM A4J1s1 IPOCMOTPa COAEPKMMOro cepTrudurKaTa ¢ MCNONb30BaHNEM
OpenSSL MoXeT BbIrMsQeTh Tak:

openssl x509 -in cert.der -inform DER -text

3arpyska 3anpoca nognucu ceptucukara (CSR)
VMicnonb3yinTe 3Ty CChIIKY ONsA 3arpy3ku Konum 3anpoca nognuncu ceptudukara. 3anpoc CSR MoxHO
3arpy3uTtb B popmaTte PEM nnu DER.

CospaaHune nognucaHHoro ceptudukara
Cospainte camo3zasepstomin ceptudmrkar. o OKoHYaHUM onepauumn MOXXHO BKNHOUYNTL SSL ¢ NOMOLLIbIO
HOBOIro cepTudukaTa.

Mpumevanwue: Mpu BoinonHeHuu genctens CosgaHue nognucaHHOro ceprTudmkara oTKpoeTCs OKHO
co3faHusa camosasepsitoLlero ceptudukara ansa HTTPS. Oto6pasuTcs 3anpoc Ha 3anofiHeHne
06s3aTenbHbIX N Heobs3aTeNbHbIX None. Heo6xoammo 3anonHuTL Bce obsa3aTesNbHble nons. Beeas
Heob6xoaMMyto NHopMaLmio, HaxxmuTe Co3aaTb, YTOOLI 3aBEPLUNTDL BbINOSIHEHWE 3a4a4N.

Cospatb 3anpoc CSR
Cosgainte 3anpoc CSR. Mo okoH4aHnm onepauum ain CSR MOXHO 3arpy3nTb 1 OTNPaBuTL Ha
nognuce B LeHTp ceptudurkaumm (LLC).

Mpumevanwue: [Npun BoinonHeHun gelictenst Co3pganue 3anpoca nognucu ceptucdukara (CSR)
OTKPOETCS OKHO co3aaHuns 3anpoca nognucu ceptudukara ansa HTTPS. Oto6pasuTcs 3anpoc Ha
3anosiHeHne obsi3aTeNbHbIX 1 He0bA3aTeNbHbIX Nonen. Heo6xoanmMo 3anonHUTL BCce 06si3aTeNbHble
nons. Beegs Heob6xoammyto nHdopmaumto, HaxxmuTe CoaaaTb, YTOObI 3aBEPLUNTL BbIMNOJIHEHNE 3a4a4N.

UmnopT camo3saBepsiowero ceptucgpukara
VMicnonb3yinTe aTy KOMaHay Ans nMnopTa NOANMCaHHOro ceptudmkara. Yrobbl NonyyYnTe NOANNCAHHBIN
cepTndumkar, Heo6xoanmo co3gatb 3anpoc nognucu ceptudukara (CSR) n oTnpaBuTb €ro B LEHTP
ceptudukauum (LC).

HacTtpouka cepBepa Secure Shell
Bocnonb3yintech nHopMauuen ns aToro pasgena, Ytobbl N3y4nTb 1 BKIIKOYUTb MPOTOKOS 6E30MacHOCTM
SSH.

LLlenkHnTe Network B pasgene BMC Configuration, 4to6bl HacTponTb cepeep Secure Shell.

Y106kl ncnonb3oBaTb NPOToKoN SSH, cHavana Heo6XxoAMMO COo3aThb KoY ONS BKIOYEHNA cepeepa SSH.

MpumeyaHuns:

* YT06bI NCMOSIB30BaTL 3TOT NapameTp, ynpasneHne cepTudurkaTaMmm He TpebyeTcs.

e XClarity Controller nsHa4ansHo co3gacT ko4 cepeepa SSH. Ecnn TpebyeTca co3fgaTh HOBbIN KItoY
cepBepa SSH, wenkHnTe Network B pazgene BMC Configuration; 3atem wenkHute NMoBTOpHO co3paTh
KITHOM.

¢ [locne atoro gerictens Heobxoammo nepesanyctutb XClarity Controller, 4To6bl n3MeHeHNst BCTYNunn B
cuny.

AocTtyn ¢ nomowbio IPMI yepes kKnaBnaTypHyr0 KOHCOJb

Bocnonbsyiteck nHdopmaumel n3 aToro pasgena gns ynpasneHus goctynom k XClarity Controller ¢
nomotwbio IPMI yepes knasnaTypHYH KOHCONb.
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XClarity Controller npegoctasnsieT nitepderic IPMI no kaHany knasmaTypHO KOHCONK, He TpebyroLlemy
ayTeHTuukaumm.

Haxxmute BesonacHocTb B pasfene BMC Configuration, 4To6bl BKITHOUUTE UK OTKITHOUUTB JOCTYN C
nomotupsto IPMI yepes knasmaTypHYO KOHCOSb.

MpumevaHume: Mocne n3ameHeHus napameTpoB Heobxoammo nepesanyctuTtb XClarity Controller, 4Tobbl
N3MEHEHNS BCTYNWAN B CUITY.

BaxxHo: Ecnu Bbl HE NCMNOJIb3YETE HUKAKNE MHCTPYMEHTbBI U NMPUOXKEHNS Ha CEPBEPE, OCYLLIECTBNAIOLLEM
pocTyn K XClarity Controller no npotokony IPMI, B uensix 6e3onacHOCT HACTOSATENIbHO PEKOMEHAYETCS
OTKJIOUUTB JOCTYN ¢ nomMoLsto IPMI yepes knaBnaTypHyto KoHcosb. B XClarity Essentials gns poctyna K
XClarity Controller He ncnonbsyetcs nHTepdenc IPMI yepes knaBnaTypHyto KOHCOSb. Ecnn oTkntountb
nHtepdeinc IPMI yepes knaBnmaTtypHyto KOHCOMb, CIeAyeT BKIOHNTb €ro CHOBA, NPEXAe YeM 3arnyckatb
XClarity Essentials Ha cepBepe. [locne aToro nHTepdenc MOXXHO OTKIOUUTb.

MpepoTBpalleHue nepexoaa K npeabiaywmmMm BepCUsim CUCTEMHbIX
MUKpPoONporpamm

Bocronb3yiitech HdopmaLyeii U3 aToro pasgena, 4tobbl He 4OMYCTUTbL Nepexofa Ha npeabiayluve Bepcum
CUCTEMHBIX MUKPOMPOrpamMm.

3Ta hyHKLUS NO3BOJISIET PaspeLlTb BO3BPALLEHUE K NpeablayLLVM BEPCUSIM MUKPOMNPOrpaMM CUCTEMbI
UNu 3anpeTuTb Takoe rnoseaeHue.

LLlenkHuTe Network B pasgene BMC Configuration, 4To6bl npenoTBpaTuTh BO3BpaLLeHne K NpeabiayLLum
BEPCUSIM MUKPOMNPOrpamMmm

Llns BKAOYEHNst nnn BbiktoYeHnst aTon yHkumm wenkHuTe Network B pasgene BMC Configuration.
Jlio6ble BHECEHHbIE M3MEHEHUS BCTYNAT B CUY He3ameanmTensHo, nepesanyckaTb XClarity Controller ans
3TOro He TpebyeTcs.

HacTpounka ynpaBneHus knto4damm 6e3onacHoctu (SKM)

Bocnonbayiiteck Hdopmauyeli U3 aToro pasgena Afs CosfaHus Ktoyein 6e30nacHOCTM 1 yrnpaBieHns
UMM,

OT1a hyHKLMSA CMONBb3YET LIEHTPANN30BaHHbIN CepBep yNpaBfeHNs KitoYamm A NPefoCTaBNeHNs KIoYen,
pa36I0KNPYIOLLIMX 060PYAOBaHNE XPaHUINLL, YTOObI MONY4YUTb JOCTYM K AaHHBIM, XPaHNMbIM Ha ANCKax
SED Ha cepBepe ThinkSystem. Cepsep ynpasneHus kntodamu Bkntodaet SKLM — cepBep ynpasneHust
knto4amu ¢ guckamm SED IBM — n KMIP — cepBepbl ynpasneHus kntodamu ¢ guckammn SED Thales/Gemalto
(KeySecure un CipherTrust).

XClarity Controller nicnonb3yeT ceTb O/151 U3BNEYEHUSA KITKOYEN C CepBepa YNpaBfieHNs KitoYamu; cepBep
yrnpaBeHns Knioyamm omKeH 6biTb gocTtyneH koHTponnepy XClarity Controller. XClarity Controller
o6pasyeT KaHan obMeHa AaHHbIMU MEXAY CePBEPOM yrpaBeHns KioYamMm 1 3anpaLluysaloLLmm CepBepoM
ThinkSystem. Mukponporpamma XClarity Controller nbiTaeTcs cBA3aTbCs C KaXKAbIM U3 HACTPOEHHbIX
CepBEPOB yNpasfieHns Ko4amMm 1 npekpatlaeT nonbITKU, Kak TONIbKO MOAKIIIOYEHNE YCTaHOBMEHO.

XClarity Controller ycTaHaBnMBa€eT CBSA3b C CEPBEPOM YNPaBNeHNs KitoYamu, eCni BbINoHeHbI crefytolime
yCnoBusi:

e  OpHO unm HeCKoNbKo MMeH xocTa/IP-apgpecoB cepBepa ynpasnieHns kntovamm HacTpoeHbl B XClarity
Controller.

e [lBa cepTudumkaTta (KnmeHTa n cepsepa) o1 obMeHa AaHHbIMI C CEPBEPOM YNpPaBiieHns Kito4amu
ycTaHoBIeHbl Ha KoHTposnepe XClarity Controller.
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MpumevaHue: HacTtpoiTe ons cBOEro yCTponcTea No MeHbLUEN Mepe ABa cepBepa ynpaBneHns Koyamm
(oCHOBHOI 1 AOMOSIHUTESBHBIN) C OAHMM U TEM XKe NPOTOKOOM. ECniv oCHOBHOW cepBep ynpasneHus
Knto4amMu He pearupyeT Ha nonbITKy nogkntodeHms ot XClarity Controller; nonbITku NogkmtoyeHns ¢
OOMONHUTENBHBIX CEPBEPOB yNpasieHus kKiodamu 6yayT MHLMMPOBATLCS A0 TEX NMOpP, NMoKa He 6yaeT
YCTaHOBJIEHO YCMELUHOE NOAKIIOHYEHME.

Mexpy koHTponnepom XClarity Controller n cepsepom ynpasneHns Kntovamm AoSHKHO OblTb YCTaHOBMEHO
nopkntodeHre TLS. XClarity Controller BbinofHAET ayTeHTUUKaLMio cepeepa ynpasneHns Knroyamu,
CpaBHMBas OTNPaBJIEHHbI CEPBEPOM YNPABMEHNS KItoYamn cepTudgmrkaT cepBepa ¢ cepTUdrKaTom
cepBepa ynpaseHuns KnoYamm, paHee NMNopTMPOBaHHbIM B foBepeHHoe xpaHunuile XClarity Controller.
CepBep ynpasneHus Knodamuy BbIMOMHAET ayTeHTMdMKaumio Kaxxgoro koHTponnepa XClarity Controller,
KOTOpbIN YCTaHaBMBAET C HUM CBSA3b, Y NpoBepsieT, 4To KoHTponnepy XClarity Controller paspelueHo
OCYLLECTBNSATb [OCTYN K CEPBEPY YNPaBneHns Knoyamm. AyTeHTUDMKaLMSA BbINOHAETCS NyTeM CPaBHEHUS
cepTudmrKara KnmeHTa, otnpasneHHoro koHTponnepom XClarity Controller, co cnmckom oBepeHHbIX
cepTMdrKaToB, KOTOPbIE XPAHATCA HA CEpBEPEe YNpaBneHns KItoYamu.

BypeT nogkntoyeH No MeHbLUEN Mepe OAVH CEPBEP YNpaBfieHns KiovamMu, a rpynna yCTPOUCTB CUHATaETCS
Heoba3aTensHon. CepTudumkar cepeepa yrnpasfieHns Ko4amMm UMNoPTUPYETCSH, a cepTudurKar KnmeHTa
Heob6xoanMo 3agaThb. 1o ymonyaHuio ncnonbayetcs ceptudukat HTTPS. Ecnn ero Hy>kKHO 3aMeHUTb,
MO>XHO CO3[aTh HOBbIN cepTuduKar.

MpumevaHue: Ytobbl nogknountb cepep KMIP (KeySecure u CipherTrust), Heo6xoanmo creHeprpoBaTb
3anpoc Ha nognuck ceptudukata (CSR), a ero obLiee nms [OMKHO COOTBETCTBOBATb UMEHM MONb30BaATENS,
onpepeneHHoMy Ha cepeepe KMIP. 3atem Heo6xoanmMo nMnopTUpoBaTb cepTudmKaT, NOLMUCaHHbIN
LeHTpoM cepTudukauun, Kotopomy aosepsieT cepeep KMIP ans CSR.

HacTtpoiika cepBepoB ynpaBneHus Karo4amm

Bocnonb3yinTtech MHpopMauuen n3 aToro pasgena s cosgaHus MMeHn xocta unm IP-agpeca u
COOTBETCTBYIOLLEN UH(bOPMaLIMK O MOpTax A1 cepBepa yNpaBieHNs KtoHamu.

B pasgene HacTpoiiku cepBepa(oB) ynpasneHus Kiodamu AOCTYMNHbI Criedytolme nons:

WUmsa xocTta nnun IP-agpec
B aTtom none Beegute ums xocta (ecnu DNS BkntoydeHa n HacTpoeHa) unu IP-agpec cepsepa
ynpasneHns knroyamm. MoXxXHO fo6aBUTb 0O HYETbIPEX CEPBEPOB.

MopT
B aTom none BBeguTe HoOMep nopTa Ansa cepsepa ynpasneHus knioyamn. Ecnu aTto none octasneHo
NyCTbIM, UCMOSb3YETCH 3HaYeHne no ymonyaHuio 5696. [lonyctumMele 3HadeHns Homepa nopta: ot 1 Ao
65535.

HacTtpowka rpynnbl ycTpoucTB

Bocnonb3aynteck nHgopmaLmel n3 aToro pasgena, 4Hrobbl HACTPOUTL FPYNMYy YCTPOWCTB, MCNOMb3YEMbIX Ha
cepsepe SKLM.

['pynna yctpoincTts Ha cepeepe SKLM no3BonseT nonb3oBaTensm ynpasnsaTtb kKnodamm SED
(camowmdpyemoro ncka) Ha HECKONbKNX cepBepax B KadecTse rpynnbl. Heobxogumo cosgathk rpynny
YCTPOWCTB C TEM XXe UMeHeM Ha cepepe SKLM.

B pasgene «['pynna ycTpoincTs» AOCTYMNHO CneaytoLLlee nose:
Mpynna ycTtponcTts
'pynna ycTponcTB NO3BONSAET MNOMNb30BATENSAM YNPaBAATb KloYaMm 419 camoLungpyemMbiX ANCKOB

(SED) Ha HeckonbKmMx cepBepax B KayecTBe rpynnbl. Heobxoanmo co3patb rpynny YCTPONCTB C TEM XKe
nmMeHeMm Ha cepBepe SKLM. 3HayeHne no ymonydanuio gnsi atoro nonst — IBM_SYSTEM_X_SED.
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HacTtpowka ynpasneHuns ceptucpukaramm
B aTom paspene copepxarcsa cBefeHus 06 yrnpasneHun ceptudumkaramn gns KImeHTa u cepeepa.

CepTudukaTbl KNMEHTa U cepBepa UCNONb3YITCA AN ayTEHTUDUKaUUN B3aUMOLENCTBUA MeXay CepBepoM
SKLM n koHTponnepom XClarity Controller, pasmeLieHHom Ha cepBepe ThinkSystem. B aTom pasaene
paccmaTpurBaloTCs BOMPOChI yNpaseHus ceptudukaraMmm KnmeHTa n cepeepa.

YnpaBeneHue cepTudmkaTamm KnueHTa
B aTom pasgene cogep>xaTcs cBefieHnsi 06 ynpaBieHnn cepTudmKaTom KnveHTa.

CepTudikaTbl KIMeHTa KnaccupmumpyoTcs cliefyrowmm o6pasoM:

e Camogasepsitowmin ceptudmkat XClarity Controller.

e CepTudukar, co3aHHbIn B OTBET Ha 3anpoc Ha nognuck ceptudmkara (CSR) XClarity Controller n
nognucaHHbli ctopoHHum LIC (BHe opraHnzauun).

CepTudumkaTt knmeHTa Heob6xooum ans o6mMeHa gaHHbeiMu ¢ cepepomM SKLM. CepTtudmkaTt knmeHTa
copepxxuT undposblie nognucy gnsa LIC n XClarity Controller.

MpumeyvaHus:

¢ [1pn 06HOBNEHUN MUKPOMPOrpaMM CepTUPMKaTbI COXPaHSIOTCS.

e Ecnu cepTudmkar knveHTa gns obmeHa gaHHbiMu ¢ cepeepoM SKLM He cosfaH, ncnonb3yeTcs
ceptudmkar HTTPS-cepBepa XClarity Controller.

o OyHKuua LIC 3akntoyatcsa B nogreepxxaeHnn ugeHtndHocty XClarity Controller.

[ns cospgaHnsa ceptTudmkaTa KnneHTa LLeNKHUTE 3Ha4Y0K «Mmoc» ( n) 1 BblIBepuUTe OANH U3 cnedyoLmx
3/TIEMEHTOB:

e Co3pgaHne HOBOro KJlto4a 1 caMmo3aBepsItoLLEro cepTudrkara
e Co3paHune HOBOro Kito4a 1 3anpoca Ha nognnce ceptudgurkara (CSR)

OnemeHT genctens Co3pgaTb HOBbIN KITHOY U caMo3aBepALWMA cepTuduKkaTt co3faeT HOBbIN KoY

LW poBaHnsa 1 camozaBepsitoLmin cepTudmkaT. B okHe «Co3gaHne HOBOro Kiitoda 1 caMo3aBepsitoLLErO
cepTudmkaTa» BBeAUTE UM BbIGEPUTE CBEAEHMNS B HY)KHbIX MOMSX, a B HE06A3aTeIbHbIX MOJIAX YKaXKUTe
CBe[leHUs, aKTyanbHble ANS Ballen KoHurypauum (CM. Tabnuuy Huke). HaxxmuTe kHornky OK, 4To6b!
co3aaTb KoM WwndpoaHms 1 cepTudukaT. Noka cosgaeTcs camosaBepsitoLLni cepTudukar,
0TOBpaKaeTCsl OKHO C MHAMKATOPOM BbINOJIHEHUS. KaK TONbKO cepTudmkaTt 6yaeT yCrneLwHo yCTaHOBIIEH,
0TOBPAa3nNTCS OKHO C MOATBEPXKAEHNEM.

MpumeyaHne: HoBbIi KMoy LWNPOBaHNS 1 CepTUhUKAT 3aMEHSIIOT CYLLIECTBYIOLNN KIToY 1 cepTudukar.

Ta6n. 3. Co3gaHune HOBOIO K/to4a 1 camMo3aBePsIoLLEro cepTrgukara

Tabnuua n3 aByx CTONBLOB C 3arofioBKaMu, B KOTOPOI 3ahrMKCrpoBaHbl 06s13aTeNbHbIE 1 HEO6A3aTeNbHbIE
nons pencteuna «CosgaHne HOBOMO Kito4a U camo3aBepsitoLLero ceptudurkarar. HumxHaa cTpoka
oxBatbiBaeT oba cTtonbéua.

Mone OnucaHue

CtpaHa’ BbibepuTe B cnucke cTpaHy ursmyeckoro pacnonoxexus BMC.

CTpaHa unu permoH? BBepnuTe permoH dumsnydeckoro pacnonoxxeHus BMC.

opopg nnu BeenuTe ropog unn MyHUUUnanbHyto eanHuLy usndeckoro pacnonoxexHus BMC.
MyHMLMNansHas

eguHuua’
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Ta6s1. 3. CosgaHne HOBOIo K/to4a 1 camosaBepsitoLyero ceptuguvkara (mpogosrk.)

Mone

OnucaHue

HassaHue opraHusauyun’

Beegute HasBaHe KOMNaHUM UNN OpraHn3aLmn, KoTopon npuHaanexxmt BMC.

Mms xocta BMC?

BeenuTe ums xocta BMC, oto6paxkaemoe B CTPOKe agpeca Beb-6pay3sepa.

KoHTakTHOE nunLo

BBeauTe MMsi KOHTaKTHOrO NnLa, OTBETCTBEHHOro 3a BMC.

Appec an. no4Thbl

Beegute apgpec GJ'IEKTpOHHOVI NoYTbl KOHTAKTHOMO NMLa, OTBETCTBEHHOrO 3a BMC.

OpraHusaumoHHas YKaxxute opraHn3aumoHHy0 eqUHNLY KOMNaHun, KOTopon npuHagnexut BMC.
equHMLa
damunus BeeauTe hammnuio nuua, otBeTcTBEHHOro 3a BMC. 9T0 none MoXeT coaep)xaTb He

6onee 60 cumBONOB.

CobcTBeHHOE NMS

Beegute nms nuua, otBeTcteeHHoro 3a BMC. 3T1o none MoxeT copep>xatb He 6onee 60
CUMBOJIOB.

pasnnyaroerocs MMeHun

MHuymansl Beegute nHuumansl niua, oteeTcteeHHoro 3a BMC. 3To none MoxxeT cogep>xaTtb He
6onee 20 CMMBOSIOB.
Keanudukatop Beegute kBanndurkaTop pasnuyatoLerocs umexn gns BMC. 3To none MoXeT cogep>xatb

He 6onee 60 cuMBOSIOB.

1. 310 0b65A3aTENBLHOE MNOoNe.

lMocne cospanns cepTudukara KnneHTa MoOXXHO 3arpy3ntb CepTUMUKAT B XPaHWUIIULLE Ha KOHTPOJIiepe
XClarity Controller, BoibpaB anemeHT genctemsa 3arpy3uTtb ceptudmkar.

OnemeHT genctensa CosaaTtb HOBbIN KIH0OY U 3anpoc Ha nognucb cepTudmKaTa co3gaeT HOBbI KIToY
wucpposaHus n 3anpoc CSR. B okHe «Co3gaHre HOBOro KJlkoya 1 3anpoca Ha Noanuck ceptudgurkara»
BBEAUTE UK BblIbepuUTe CBEAEHNS B HY>XHBIX MOSAX, a B HE06A3aTENbHbIX MOMSAX YKaXKUTE CBEAEeHNS,
aKTyasibHble Os Bawen KoHpurypauum (cMm. Tabnnuy Hxe). Haxkmnte kHonky OK, 4To6bl co34aTh HOBbIN
KoY WndgpoBaHus n 3anpoc CSR.

Moka cospaeTcs 3anpoc CSR, oTo6paXkaeTcsi OKHO C MHONKATOPOM BbIMOJSIHEHUS, @ MO OKOHYaHN
npoLecca — OKHO ¢ noaTBepXxaeHueMm. Nocne cosganns CSR Heobxogumo oTnpasuTs CSR B LIC gns
pobasneHuns uudgposoi nognucn. Beibepute anemeHT gelricTens 3arpy3nTb 3anpoc Ha nognuchb
ceptudukara (CSR) n Haxxmute kHonky OK, 4Tobbl coxpaHuTs CSR Ha cepsepe. 3aTtem 3anpoc CSR
MO>XHO oTnpasuTb B LJC Ha nognuce.

Tabn. 4. Co3gaHne HOBOIro Kjto4Ya v 3arpoca Ha rnognvick ceptugukara

Tabnuua n3 aByx CTONBLOB C 3arofioBKaMu, B KOTOPOI 3ahrKcrpoBaHbl 06a3aTesNbHbIE N Heo6A3aTeNbHbIe
nonga gencteusa «CosgaHne HOBOMO KitoYa 1 3anpoca Ha NoAnuch ceptudukaTar». HmxHas cTpoka

oxBaTbIBaeT oba ctonbua.

Mone

OnucaHue

CtpaHa’

BbibepuTe B cnncke cTpaHy (pmsnyeckoro
pacnonoxeHus BMC.

CtpaHa nnu pernoH!

BBepnuTe pervoH cdusndeckoro pacnonoxexHus BMC.

lopog nnun MyHuumnanbHas eguHmua’

Beegute ropog nnm MyHULMNANbHY0 eauHALLY
dunsnyeckoro pacnonoxxeHunss BMC.

HassaHue opraHusauyun’

BBefuTe Ha3BaHWe KOMMaHNM UM OpraHn3aLmmn, KoTopou
npuHagnexxut BMC.
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Tabn. 4. Co3gaHne HOBOIro K/o4a v 3arnpoca Ha rnognuck ceptugukara (mpogosnk.)

Mone OnucaHue

Nms xocta BMC! BeenuTe ums xocta BMC, otob6pakaemoe B CTPOKe
appeca Be6-6paysepa.

KoHTakTHOe nimuo BeeanTe UMsi KOHTaKTHOrO NMLa, OTBETCTBEHHOIO 3a

BMC.

Agpec an. noyThl

Beegute agpec aneKTPOHHOW MoYTbl KOHTaKTHOro nuua,
oTBeTCTBEeHHOro 3a BMC.

OpraHusaunoHHas egnHuLla

YKa)KuTe opraH1u3aLoHHyo eavHULY KOMNaHuu,
KoTopou npuHapnexmt BMC.

damunums

BeenuTe dhamunumio niua, otBeTcTBeHHOro 3a BMC. 310
rnone MOXET cofep>xaTb He 6onee 60 cMMBOOB.

Cob6cTBEHHOE UMS

Beeaute ums nuua, oteeTctBeHHoro 3a BMC. 3to none
MOXET coaepxaTtb He 6onee 60 CMMBOSIOB.

VHunumansl

Beeaute nHuumansl niua, oteeTcteeHHoro 3a BMC. 3t1o
rnone MOXEeT coep>xaTb He 6onee 20 CUMBOSOB.

Keanudukatop pasnuyaroLLerocs MMeHu

BBenuTe kBanmdurkaTop pasnmyaroLerocst UMeHn s
BMC. 310 none MoxeT cogep>kaTtb He 6onee 60
CUMBOJIOB.

Maponb 3anpoca

BeenuTe naposb ans CSR. 9710 none MoXeT cogep>xarb
He 6onee 30 cuMBONOB.

HecTpyKkTyprpoBaHHOe UMsi

BBeauTe ononHUTENbHY0 MHhopMaLuio, Hanpumep
HECTPYKTYpPUPOBaHHOEe ums, npuceansaemoe BMC. 3to
rnone MOXeT cofep>aTb He 6onee 60 CMMBOJOB.

1. OT10 0b6513aTENBHOE MOoJIE.

LIC cTtaBut umdposyto nognmnck Ha 3anpoc CSR, ncnonbays MHCTPYMEHT 06paboTkn cepTUdUKaToB
nonb3oBaTens, Hanpumep OpenSSL unn nHCTpyMeHT komaHgHon cTpoku Certutil. Bce cepTudmkarhbi
KNMeHTa, NognucbiBaeMble C MOMOLLbIO UHCTPYMEHTa 06paboTky cepTudmkaTa nonb3oBaTend, UMeloT oauH
N TOT )K€ 6a30BbIN cepTudmKaT. ITOT 6a30BbIN cepTUdDMKAT HEOOXOANMO TaKXe MMMOPTUPOBaTh Ha
cepeep SKLM, 4Tob6bl BCce cepTudmkatbl ¢ LmdpoBoi Nognmnchio Noib30BaTeNsi NPUHUManncb CEPBEPOM

SKLM.

MopnucanHbin LIC ceptudukar Heobxoanmo umnoptrposats B BMC. Beibepute anemeHT geincrens
MmnopTt nognucaHHoro ceptudumkara u Bbibepute ann gns oTnpaBky B Ka4ecTBe cepTudmrkara
KnueHTa, 3atemM HaxkmuTe kHonky OK. NMoka oTnpaensetcsa nognucaHHbii LIC cepTudmkaT, oTobpaxkaeTcs
OKHO C MHAMKATOPOM BbINOSIHEHMS. KaK TONbKO cepTudukar 6ygeT ycneLwHo oTnpasieH, 0To6pasnTcs OKHO
oTnpaBku cepTudukara. Ecnu ceptudmkar He oTnpasfieH, 0TO6Pa3UTCs OKHO C OLLMOKOI OTNPaBKU

cepTudmrkara.

MpumeyvaHus:

e B yensix 6e30nacHOCTM PEKOMEHAYETCH NONb30BaTbCs cepTudumkaramm ¢ uudposoin nognuceto LIC.

e VmnopTtupyembliii Ha KoHTposinep XClarity Controller cepTudukar gomkeH COOTBETCTBOBATL paHee

cosgaHHomy 3anpocy CSR.

MNocne nmnopta ceptudukata ¢ nognuceto LIC B BMC BbibepuTe a1EMEHT AeCTBUS 3arpy3uTb
ceptudukar. [py BbIGOpe 3TOro aneMeHTa AencTemsa ceptudukar ¢ noanuceto LIC 3arpyrkaetcs ¢
koHTponnepa XClarity Controller B xpaHunuile Bawien cuctemel.
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YnpaBneHue ceptucdnkatamm cepsepa
B aTom paspene cogepxarcs cBegeHus 06 yrnpaBneHum ceptudrkaTtom cepeepa.

CepTucukar cepsepa cosgaetcs Ha cepsepe SKLM, n ero Heo6xoanmo nmnoptunposath B XClarity
Controller, 4To6bI hyHKLMA 6e30MacHOro ocTyna K gnckam 3apadotana. Ytobbl MMNOpPTUPOBaTb
cepTudmkar, ayteHtugnumpytowmin cepsep SKLM B BMC, wenkHite UmnopTtupoBaTtb cepTudmnkar B
pasgene «CocTosiHue cepTudurkarta cepsepa» Ha CTpaHuue «[ocTyn K guckam». lNepeHoc daiina B
xpaHunuite Ha koHTponnepe XClarity Controller unnioctpmpyetcsa MHOMKATOPOM BbINOSIHEHUS.

Mocne ycnewHoro nepeHoca ceptudukara cepsepa Ha koHTponnep XClarity Controller, B o6nactu
«CocTosiHne cepTudmrkara cepepa» oTobparkaeTcs cnepytollee cogep>xnmoe: A server certificate is
installed.

Ecnn Tpe6yeTc9| yoanntb ,qOBepeHHbIIZ CepTI/Id)I/IKaT, HaXXMUTE COOTBETCTBYIOLLYHO KHOMKY Ypanuto.

PaclumnpeHHbIN XXypHan ayguTa
BocnonbayiiTeck MHgopmaLyeii 13 3Toro pasgena ans ynpasieHns pacluMpeHHbIM XXyPHaIOM ayauTta.

OTa hyHKLUMSA NO3BONSET ONPEAenuUTb, CNeayeT M BKNOYaTb 3annucu XXypHana komaHabl set IPMI
(HeobpaboTaHHbIe faHHbIe) 3 kaHanos LAN n KCS B xypHan ayguTta.

Haxxmute BesonacHocTb B pa3aen KoHdwurypauus BMC B Be6-uHTepdeince XCC, 4To6bl BKNIOYNTL UK
OTKJ/IIOYUTb PaCLUMPEHHbIN XXYpHan ayauTa.

Mpumeyvanue: Ecnn komaHaa set IPMI noctynaet nsa kaHana LAN, B coobLueHne B XXypHane 6yayT
BKJIOYEHbI MMsI Nofib3oBaTens u IP-agpec uctoyHuka. Bece komaHabl IPMI ¢ KoHbuaeHUmansHom
nHopmaumein, ceszaHHoOM ¢ 6e30MacHOCTbIO (HanpuMep, NapoieM), UCKNOYaroTCs U3 XKypHana.

HacTtponka wucposaHusa

Bocnonb3yinTtech MHopMauuel ns aToro pasgena, Ytobbl N3yyYnTb pasHble HACTPOMKN N POBaHNS.

Pexxum BbiIcoKOI 6e30nacHOCTU

¢ [Mopaep>K1BarTCs TOSIbKO CTPOre N COBPEMEHHbIE LWNPbI.
e CootsetctByeT cTaHgapTy NIST.
e CootBetcTByeT cTaHpapTy PFS (Perfect Forward Secrecy).

Pexum coBmecTMmocTm

¢ [lognep>XnBaeT LWMPOKNIA AnanasoH WndpoB Anst MakCManbHOM COBMECTUMOCTH.
e He cooTtBeTcTBYeT cTaHaapTam PFS n NIST.

Pexxum cootBeTcTBUS cTaHgapTty NIST

e [logoep>XnBaeT LWMPOKNIA AnanasoH WndpoB Ans MakCMasnbHOM COBMECTUMOCTH.
e CootBetcTByeT cTaHgapTy NIST.

e CooTtBeTcTBYeT cTaHaapTty PFS.

Mopnep>xka Bepcun TLS
e TLS 1.0 u BbIwe
e TLS 1.1 uBblwe
e TLS 1.2 uBblwe
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e TLS1.3

HacTtpolika wngpoBaHus TLS nprnsBaHa orpaHnynTb Nogaep KmnBaemble Habopbl Wwndpos TLS gnsa cnyxo6
BMC.

Mopnep>xuBaemble Habopsbl WnpoB TLS npuBoaaTcs B cneaytoLlenn Tabnmue

Pexum Bepcusa TLS | Ha6op wudpos TLS
6e3onacHo-
cTn
Ez’é‘é":"om LS 134 e TLS AES_256_GCM_SHA384
6e3onacHo- | Hmke
CTHn
Pexum - LS 12 e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
BbICOKOU 2N
6esonacHo- | Hxe e TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
cTn e TLS_ECDHE_ECDSA WITH_AES 256_GCM_SHA384
5;’)’;":; « TLS_AES_256_GCM_SHA384
cTeus TLS1.3u o TLS_AES 128 GCM SHA256
cTaHgapTy HIDKE
NIST
e TLS_ECDHE_RSA WITH_AES 256_GCM_SHA384
e TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
e TLS ECDHE_RSA WITH_AES 128 GCM_SHA256
e TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256
e e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
COOTBET- LS 12 e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
|
CTBUA HUKE e TLS_DHE_RSA WITH_AES 256_CBC_SHA256
CTaHOapTy
NIST e TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384
e TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256
e TLS RSA WITH_AES 256 GCM_SHA384
e TLS_RSA WITH_AES_128_GCM_SHA256
e TLS_RSA WITH_AES_256_CBC_SHA256
e TLS_RSA WITH_AES_128_CBC_SHA256
Pexxum e TLS_AES_256_GCM_SHA384
TLS 1.3 1
COBMECTH- HUXKE e TLS_AES_128_GCM_SHA256
Moc e TLS_CHACHA20_POLY1305_SHA256
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Pexxum Bepcua TLS | Ha6op wudpos TLS

6e3onacHo-
CcTn
 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
e TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
e TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
PexuM S 12m e TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256
cosmectu- | S  TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
MoeT e TLS_DHE_RSA WITH_AES_128_CBC_SHA256
 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
 TLS_RSA_WITH_AES_256_GCM_SHA384
« TLS_RSA_WITH_AES 128_GCM_SHA256
 TLS_RSA_WITH_AES_256_CBC_SHA256
 TLS_RSA_WITH_AES_128_CBC_SHA256
Zg;“M"'e"’(':m_ TLS 1.1 1 o TLS_RSA WITH_AES_256_CBC_SHA256
MOCTU HIXe o TLS_RSA_WITH_AES_128_CBC_SHA256

HacTtpounka pyHkuyun Call Home

Bocnonb3yintech nHopMauuen us aToro pasgena gnsa Hactponku dyHkuum Call Home.

Mo>xHO co3gaTtb CpeAcTBO NepeHanpasneHns 06CNyXXNBaHWs, KOTOPOe aBTOMaTU4eCK/ OTNpaBnseT
OaHHble Mo 06CAY>XUBaHWIO 15 No6Oro ynpasnsieMoro yCTponcTBa B Cy>x0y nogaep>kku Lenovo ¢
nomoLso pyHkumn Call Home.

KomnaHust Lenovo genaet Bce BO3MOXXHOe st obecnedeHnst 6esonacHocTu. Ecnu dyHkuma Call Home
BKJIlOYEHA, OHA aBTOMAaTNYECKM CBA3bIBaeTCA C Lenovo gns cosgaHnst 3asiBKU Ha 06Cy>XNBaHWE 1
OTNpaBnseT AaHHble MO 06CAY>KMBaHWIO, COBPaHHbIE Ha yNpaB/iSeMOM YCTPONCTBE, eCNv NocnegHee
coobLaeT 06 annapaTtHOM c6oe. [laHHble MO 06CNY>XUBAHNIO, KOTOPLIE O6bIYHO MPUXOAUTCS BPY4HYIO
OTNpPaBnsATb B CNy>X6y noanep>xku Lenovo, aBToMaTU4ECKN OTNPaBAAOTCSA B LEHTP NoaAep>Xku Lenovo
yepe3 HTTPS c ucnonbsosaHvem TLS 1.2 unn 6onee nosgHen sepcumn, npyu 3TomM 6U3HeC-AaHHbIE He
nepepatotcd. [JocTyn K AaHHbIM MO 06CNY>XUBaHMIO B LIEHTPE NOAAEPXKKM LENOVO OTKPbIT TONBKO
YNOJSIHOMOYEHHbBIM CrieymuanmucTam rno o6Cy>XUBaHMHO.

Mepexop Ha cTpaHuuy dyHKuun Call Home B nepBbii pa3

Mpun nepeom nepexofe Ha cTpaHuly Call Home oTobpaxkaeTcsa npegynpexperHne. Haxxmute «[MpocMmoTpeTb
npaswna 1 yCnosusi», YTOObl MPOLOIKUT.

BHumanue! MNpexae Yem nepefasaTh AaHHbIE B CNY>X0Y Nogaep>kku Lenovo, He06X0ANMO MPUHATL
3asBneHue o KoHpugeHymanbHocT Lenovo. 31O feincTBue HEOH6XOANMO BbINOSHUTL TONTbKO OOVH pas —
npw NepBOM NepexXoae Ha CTpaHnLLy.

Mpumeyanue: Bl MOXeTe B Nto60€e BpeMsi 03HAKOMUTLCSA ¢ [NpaBunamm n ycnosusmm n 3asisneHmem o
KoH(uaeHumnanbHocTu Lenovo B BEPXHEN YacTu CTpaHuMUbI.
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Hactpoiika ¢pyHkuymm Call Home
HeobxogumMo 3anonHnTb AeBATb NONEN:
e CTtpaHa

¢ |IMsa KOHTaKTa

e Homep TenecoHa

e On.noyta

e [lo4TOBbLIN MHOEKC

e HasBaHune KomnaHuu

* Appec

e [opoga

* Pernon/obnactb

BHumaHue! Bce o6s3aTtenbHble Nons Heo6Xo0aUMO 3anofIHUTb, MHaYe Bbl HE CMOXKETE NMPUMEHUTL
N3MEHEHNs 1 BKIIOUNTb pyHKUMIO OTNpaBKa OTYETOB B CNyXX6y nogaep»xku Lenovo.

CocTtosiHue 3asiBKu

Y Kaxx[0i 3asiBKN MOXKET ObITb O4HO U3 NATU COCTOSIHUIA:

e OXXupaHue: BbINOMHAETCA OTNpaska nHhopmaumm 06 ob6cny>kmsaHum, Nnbo oXXugaeTcs OTBET.

* AKTMBHO: HdopMaLuusa 06 o6cnyXXmsaHnv yCnewHo oTnpasneHa, n npobnema paccmarprisaeTcsl.
e C60M1: He yganoch oTnpaBnTb MHhopMauuio 06 06CyXXKUBaHNUN.

¢ 3akpbITO: Npobrema pacCMOTPEHa, 3asiBKa 3akpbITa.

¢ OTMeHeHo: Npobnema paccMOTpeHa, 3asiBKka OTMeHeHa.

Mpoeepka Call Home

Mo>xHo npoTecTuposaTb dyHkumio Call Home, Haxas «[posepute Call Home», nocne Yero B BepxHen
YacTy CTPaHuLbl 0TO6PAa3UTCA COOBLLIEHNE O TOM, YAANOCh /N BbIMOMHUTL Onepawmnio. Takke MOXXHO 6yaeT
NpoBepUTb pe3ysibTaTbl TECTA B XKypPHAsIe COObITUIN HUXKE.

¢ [NeictBne — oTmeHa. Ecnun 3asiBka HaxoanTCst B COCTOSIHMN «AKTUBHO», MOXKHO Ha)kaTb 3HA4YOK
«OTMeHUTb» B cTONbLUE «[lecTBrE», HTOOLI OTMEHUTL 3aBKY.

e [encrtBue — npumedaHue. [pn HaxxaTm Ha 3Ha4oK «[1prMmeyaHne» B cTonbue «[encTeme» MOXHO
OCTaBUTb 3aMETKUN K COOTBETCTBYHOLLEMY COObITLHO.

MpumeyaHue: [1nsa ycnelwHoW OTNPaBKu 3asBKN HEO6XOAVMO 3arnofIHUTL MO 3arosioBKa U TeKCcTa
coobueHuns. 3ta yHkunsa TOJIbKO otnpaBnsieT nHbopmaumio Ha cepBep. OHa He NnpegHa3HayveHa
ONs1 coxpaHeHnsi 1 oTobpaxkeHus nHdopmaumn. Ecnn Haxatb «[prMmeyaHne» CHOBa, OTKPOETCS OKHO
HOBOrO NPUMeYaHns AN OTNPaBKU eLLe O4HOro COOBLLIEHNS.

BHumanue! [1ns ycnewHoro ncnonb3osanus yHkumn Call Home y6eaunTecs, 4Tto napameTpbl DNS
HACTPOEHbI NMPaBUJIbHO 1 YTO MEETCS NOAKITIYEHME K MHTEPHET-aapecy, Heobxognmomy gns Call Home.
Ecnu XClarity Controller nonydaet poctyn K VIHTEpHETY Yepes NpoKcu-cepsep ¢ nogaep>xkon HTTP,
y6eanTech, YTO NPOKCU-CEPBEP HACTPOEH AN NCMONb30BaHUA 623080 ayTEHTUMMKALNN U KaK He
OKOHEYHbI MPOKCU-CEpPBEP.

Mpokcu-cepeep ¢ nogaep>xkot HTTP

Mpokcu-cepsep ¢ nogaepxkon HTTP BbinonHAET oBe nocpeHNYecKue ponaun: ponb KJIMEHTa C
nopnep>xkon HTTP n cepepa ¢ nogaep>kkon HTTP gna 6esonacHOCTU, ynNpasneHns 1 KLLMPOBaHNS.
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Mpokcu-cepaep ¢ nogaepxxkon HTTP nepeHanpaBnsaeT 3anpock! KnueHTa ¢ nogaep>xkon HTTP n3 Be6-
6paysepa B VIHTepHeT, Npu 3TOM NOAAEPKMBASA KILLUMPOBAHNE NUHTEPHET-AAHHbIX.

e Appec NpoKcu-cepsBepa: 3To NoJjie Heo6XxoauMO ANS BKITHOYEHMS1 MPOKCU-cepBepa ¢ nogaep>xkon HTTP.
OHo MOXeT cogep>xaTtb He 6onee 63 CUMBOOB; B HEM MONb30BaTENMN MOTYT yKasaTb |IP-agpec unu nmsi
xocTa. MiMsl xocTa MOXKET COAep>KaTb TONTbKO BYKBEHHO-YMCNOBbBIE CMMBOSbI, Aedurc (-)  nogyepKBaHne

¢ TlopT: B 3TOM NoJie yKasbiBaeTCs NopT NPoKcu-cepBepa ¢ nogaep>xkon HTTP. B 3To none MoXXHO
BBOOWTb TOMIbKO YMcna B gnanasoHe 1-65535.

¢ [IpoBepka NpoKcUu-cepeepa: HTo6bl BKNOUNTb 3TY (QYHKLMIO, HEOO6XOAMMO MPaBusibHO 3arnofIHUTbL NONs
«PacnonoxxeHne npokcu-cepeepa» n «[opT Npokcn-cepaepa», HTo6bl NPOBEPUTL JOCTYMHOCTb
TeKyLLEero Npokcu-cepeepa ¢ nogaep>xkon HTTP.

* WNmsa nonb3oBartens: ecnu otMedeH napametp Tpebyetca ayreHTUdMKauus, Heo6xoaMmo ykasatb UMsi
nonb3oBaTens, NpeacTaBnsioLLee yYeTHble faHHbIE MPOKCU-cepaepa. B 3To none MOXXHO BBECTU HE
6onee 30 cMMBONOB, NPO6enbl HeQOMYCTUMBI.

¢ [laponb: 370 None HeobsA3aTeNlbHO 1 ByAeT OTOBpaXKaTbCH, ECNN OTMEYeH napameTp «TpebyeTcs
ayTeHTUdUuKauus». B 3To none MoXXHO BBeCTU He 6onee 15 cumBonoB, Npo6enbl He[onyCTUMBI.

Pe3epBHOEe KonnpoBaHne n BoccTaHoBJIeHUe KoHdurypauum BMC

CsefeHusa B aTOM pasgene noMoryT BOCCTaHOBUTb NI USMEHUTb Bally KOHd)I/IpraLLI/IIO BMC.

[lns BbINONHEHNS cnepyowmx aencTeuii Bbibepute PesepBHOe KonupoBaHue 1 BOCCTaAHOBJIEHNE B
pasgene BMC Configuration.

¢ [1poCMOTpP CBOAKM MO KOHbUrypauum KOHTposnsiepa yrnpasieHus

¢ Pe3epBHOE KOMMPOBaHWE UM BOCCTAaHOBIIEHNE KOHUIypaLmmn KOHTponepa ynpaBneHus
¢ [1pOCMOTP COCTOSIHUSA PE3EPBHOIO KOMUPOBAHWS NI BOCCTAHOBEHNS

e C6poc KoHUrypaumm KoHTponnepa ynpasneHnsi 4o 3aBOACKOr0 COCTOSIHUS

e [locTyn K MacTepy nepBOHayasibHON HACTPOWNKM KOHTPOSNepa ynpasnieHns

Pe3epBHOe KonupoBaHune KoHcpurypauum BMC

CBefieHusa B 3TOM pasgene NoMoryT BbIMOMAHUTb PE3EPBHOE KoMnMpoBaHue KoHpurypauum BMC.

Bbi6epuTe PesepBHOe KonvpoBaHue u BocctaHoBneHue B pasnene BMC Configuration. B camom Bepxy
CTpaHuLUbl oTobpaxkaeTcs pasaen PesepBHoe KonupoBaHue KoHdurypauvum BMC.

Ecnun paHee y>xe 6b110 BbIMOAHEHO Pe3epBHOE KONMPOBaHNe, CBeAEHNA O HEM OTOBpaXkatoTcs B Nose
MocnepHee pe3epBHOE KONUpoOBaHUe.

YT106bI BLINOMHUTE PE3EPBHOE KONMPOBaHWeE TekyLel koHpurypaumn BMC, BbINOAHWTE LIarn Huxe:
1. YKkaxxnTe naposb ans canna pesepsHoin konun BMC.
2. YKaxunTe, HY>KHO N1 3alumdpoBath BeCb hain nnm Tonbko KoHduaeHunanbHble JaHHbIe.

3. HayHuTe npouecc pe3epBHOro KONMpoBaHUs, HaXxaB KHoNKy Hayatb pe3epBHOe KonupoBaHue. Bo
BpEeMS 3TOro npoLecca He paspeLLeHo BbINOMHATbL Kakne-nnmbo AeCTBNS NO BOCCTAHOBIIEHWIO U
cbpocy napameTpoB.

4. [lo OKOHYaHUM 3TOro NpoLecca NOSBUTCS KHOMKA, MO3BOJIAIOLLANA 3arpy3uTb 1 COXpaHUTb cai.
MpumevaHue: Korpa nonb3oBartenb HacTpamBaeT HOBOro nosib3oBaTtens/naponb XClarity Controller n

BbINONHAET pe3epBHOE KOMMPOBaHNE KOHMUIrypaumn, Tak)Ke BKIIOYaKOTCH YY4eTHas 3anmchb No yMOMYaHuio n
naponb (USERID/PASSWORD). MocnenytoLlee yoaneHve y4eTHON 3anmcyi Mo yMOTHaHMIO 1 Napons 13
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PEe3epPBHOI KONUM NPUBEAET K TOMY, YTO CMCTEMA OTOBPa3nNT CoobLLEeHME, YBEOOMIAIOLLEE NOb30BaTeNs O
c60e Npu BoccTaHoBneHnn y4eTHom 3anucu/napons XClarity Controller. NMonb3oBateny MoryT urHopuposaTb
3TO coobLeHMe.

BocctaHoBneHne KoHcpurypauumn BMC

CeefeHus B 3TOM pasfgesie MOMOryT BOCCTaHOBUTL Bally KoHpurypauuio BMC.

Bbi6epute Pe3sepBHOe KonupoBaHue n BocctaHoBneHue B pasaene BMC Configuration. [Nog pasgenom
Pe3epBHOe KonupoBaHue KoHdurypauum BMC Haxogntcs pasgen BocctaHoBneHne BMC us channa

KOHdurypaumm.

Y106l BOCCTAHOBUTH PaHEE COXPaHEHHY0 KoHpurypauuio BMC, BbInonHMTE AENCTBUSA HUXKE:
1. Hanpgute n Bbibepute daiin pe3epBHOI KoMK 1 BBEAWTE Naposib B OTBET HA COOTBETCTBYIOLLMI 3anpoc.
2. NpoeepbTe hann, Haxxas NMPoOCMOTP CoAEPKMMOro A5 MPOCMOTPa CBEAEHWIA.
3. lNMocne npoBepkn cogep>xumoro Haxkmnte Ha4aTb BoccTaHOBNEHME.

C6poc napameTtpoB BMC fo 3aBogckux Hactpoek

BocnonbayiiTeck nHdopmauyeli U3 aToro pasgena ans cépoca BMC go 3aBoCcKOro COCTOSIHYS.

Bbi6epuTe Pe3epBHOe KonupoBaHue n BocctaHoBneHue B pasaene BMC Configuration. [Nog pasgenom
BocctaHoBneHue BMC u3 dainna koHcpurypaumm Haxogutcs pasgen Cépoc BMC go 3aBogckoro
COCTOSIHUSI.

YT106bI cOpocnTb BMC [0 3aBOACKOro COCTOSIHMS, BbIMNOSIHUTE Cneayowmne 0encTBus:
1. LLlenkHuTte Havatb c6poc BMC pgo 3aBoACKOIro COCTOSIHUA.

MpumeyvaHus:

® BbInonHWTL 3TO feiCTBME MOTYT TONbKO NOJSIb30BAaTENM C NpaBaMn YPOBHS «AOMUHUCTPATOP>.

¢ [logkntoyveHue Ethernet BpemeHHO pazopBaHo. Heo6xoomMmo cHOBa BbINONHNTL BXOS, B BEG-
nHtepdeic XClarity Controller no okoH4aHum onepauum cépoca.

¢ [locne HaxkaTus kHonku HavyaTte c6poc BMC fo 3aBOACKOro COCTOSIHUA BCe paHee caenaHHble
N3MeHeHNs KoHbUrypauum 6yaoyT notepsiHbl. Ecnn npu BocctaHoBneHnn koHpurypaumumn BMC
TpebyeTcs BkNoUMTb LDAP, cHavana Heo6XxogumMo UMNopTMpoBaTh OBEPEHHbIN cepTudmkar
6e3onacHoCTu.

¢ [lo okoHuaHuu npouecca XClarity Controller 6yneT nepesanyuieH. Ecnm aTo nokanbHbIn cepsep,
nogkntoyeHme TCP/IP 6ypeT pazopBaHo, 1 AJ11 BOCCTAHOBIEHNSI MOAKIIIOYEHUS, BO3MOXXHO,
noTpebyeTcst UBMEHUTbL HACTPOWKN CETEBOrO UHTepdeica.

e (Co6poc napametpos BMC go 3aBofckux HacTpoek He BnnseT Ha napameTpbl UEFI.

Mepe3anyck koHTponnepa XClarity Controller

B aTom pasfene copepxuntcsa nHopmMaumsa o nepesanycke KoHtponnepa XClarity Controller.

MopgpobHble cBeaeHnst o nepesanycke koHTponnepa XClarity Controller cm. B pasgene «[encTBrs KHOMKK
nUTaHUsA» Ha cTpaHuue 66
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naBa 4. MOHUTOPUHI COCTOSIHUSA cepBepa

NHdopmaLms B 3TOM pasfene NOMOXET MOHSITb, Kak MPOCMaTpuBaTh 1 OTCNeXMBaTb MHpopMaLmio o
cepBepe, K KOTOPOMY Bbl OCYLLECTBASIETE JOCTY.

Mocne Bxopa B cuctemy XClarity Controller oto6pasntcsa cTpaHuua CoOCTOsAHUA CUCTEMbI. Ha aTom cTpaHuue
MO>XHO MPOCMOTPETL COCTOSIHNE 060PYA0BaHNA CEPBEPA, XKYPHaIbI COOLITUIA 1 ayanTa, COCTOsSHME
CUCTEMbI, UICTOPUIO OBCTY>KMBAHWSA U NOMyYaTenen OnoBeLLEHNIA.

MpocmoTp cBOAKN COCTOAHUSA/AaKTUBHbIX CUCTEMHbBIX COObITUW

MHbopmaums B 3TOM pasgesnie MoOMOXKET NOHATb, Kak MPOoCMaTprBaTh CBOAKY COCTOSIHNS/aKTUBHbIE
CUCTEMHbIE COObITUS.

Mpu oTkpbITUK gomaluHen ctpaHuubl XClarity Controller ctpaHvua CBogka COCTOSAHUSA OTOOpaXkaeTcs no
ymonyaHuio. Ha rpacdmyeckomM npeacTaBneHnn NoKa3aHo KONMMYECTBO YCTaHOBEHHbIX annapaTHbIX
KOMMOHEHTOB 1 UX COOTBETCTBYIOLLIEE COCTOsIHNE. OTCNeXXMBalOTCS crnefytoLmne annaparHble KOMMOHEHTbI:

Mpoueccop (LM)
MamsaTb

JlokanbHoe xpaHunuiie
Apantepbl PCI

Bnok nutaHns
BeHTtunaTtop
MatepuHckasn nnata
Lpyrne KOMNOHEHTHI

MpumevaHue: B cuctemax ¢ KoHburypauueln o6beguHUTENBHON NaHeNu ¢ 0ObIMHOW 3aMEHOI JIOKasnbHoe
XpPaHUULLLE MOXET 0TOOpaXKaTbCs Kak HeQOCTYMHOE Ha 3Ha4YKe COCTOSHIS.
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Health Summary  Active System Events (2) (7]

CPU Memaory Local Storage
1/4 installed 4 [ 24 installed 2 /8 installed
l U’“ﬂ] . . IL - o \r
PCI Power Supply Fan
5 installed 112 installed 6 / 6 active
System Board Others

Ecnu kakoin-nn6o 13 annapaTtHbIX KOMMOHEHTOB He (hYHKLMOHMPYET HOPMaJibHO, OH GYAET NoMeYeH
3HAYKOM KPUTUYECKON OLLNGKM UK NpepynpexxaeHuns. Kputnyieckoe coctosiHie 0603Ha4aeTcst 3Ha4KoM B
BWAE KPaCcHOro Kpyra, a npeayrnpexxneHne — XesTbiM TPeyrofbHUKOM. HaBoas yKasaTe b MbiLLK Ha Takoi
3Ha40K, MOXHO MPOCMOTPETb A0 TPEX aKTUBHbIX B HACTOSsILLiEe BPEMS COObITWIA NI 3TOMO KOMMOHEHTA.

Q Power Power Supply 1 has a Configuration Mismatch.

FQXSP

JO00TL FRU: June 5, 2017 5:51:13 AM

e Power MNon-redundantinsufiicient Resources for Power Resource has asserted.

FQXSPPW0110M FRU: June S, 2017 5:51:08 AM

[na npocmoTpa Apyrux cobbITnii nepenante Ha Bknaaky AKTUBHbIE CUCTEMHbIE cobbiTusi. OTO6pasnTCA
OKHO C CO6bITMSIMUN, KOTOPbIE B HACTOSILLIEe BPeMS aKTUBHbI B cucTeme. LLlenkHuTte MpocmoTpeTb BCce
XKYpPHaJibl COGbITUI 711 MPOCMOTPa BCEro >XypHana CobbITUIA.

Ecnu annapaTtHblin KOMMOHEHT NOMEYEH 3eNeHbIM (PNaXXKoM, OH (PYHKLIMOHUPYET HOPMasIbHO, aKTUBHbIE
CObbITUS OTCYTCTBYIOT.

TekcT nog annapaTHbIM KOMIMOHEHTOM YKa3blBaeT Ha KOMMYECTBO YCTaHOBEHHbIX KOMMOHEHTOB. Ecnn
LLENKHYTb TEKCT, Bbl OyfieTe nepeHanpaeneHsbl Ha cTpaHuly UHBeHTapu3aums.

npOCMOTp cBegeHuun o cuctTeme
B aToM paspene pacckasblBaeTcs, Kak Nofy4nTb CBOAKY CTaHAAPTHON nHdopmaLmmn o cepeepe.
Ha naHenn CBeaeHusi 0 cUCTeMe M CUCTeMHbIe MapameTpbl, PACMOJIOXXEHHO B IEBOI YacTu foMallHel

CTpaHuubl, npegcTaBsieHa CBOAKa o6u.|,e|7| VIH(bOpMaLI,I/IVI O cepBepe, KOoTopad BKNKo4aeT cnenyrowme
cBefeHnA:
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e Vims KOMMbIOTEpPa, COCTOAHNE NUTAHNA U OI'IGp&LI,I/IOHHOVI CNCTEMbI

e Tun/mMopenb KoMnbloTepa
e CepuiiHblin HOMepP

e HasBaHue cncTemsl

e Bnapeneu nepegHero USB-pasbema
¢ Jlnuensus BMC

¢ |P-appec BMC

¢ llma xocta BMC

e Bepcusa UEFI

e Bepcua BMC

* Bepcusa LXPM

e PacnonoxeHue

CepBep MO>XET HAXOQUTbLCS B OQHOM U3 CUCTEMHbIX COCTOSIHUI, nepeyuncrieHHbIX B cne,u,yrou.l,eﬁ Tabnuue.

Ta6n. 5. OnucaHnsi CUCTEMHbIX COCTOSIHNIA

Tabnuua ns OByXx CTON6LOB C 3aronoBKamu, ONMChbIBaOLLAA CUCTEMHbIE COCTOSHUA cepBepa.

CocTosiHne

OnucaHue

IMunTaHne cnctembl Bbik/to4eHO/COCTOsSIHNE HEN3BECTHO

CepBep BbIKJIOYEH.

Cuctema BktodeHa/3anyck UEFI

Cepsep BkntoyeH, ogHako UEFI He pa6oTaer.

Cuctema paboTaeT B pexxume UEFI.

Cepsep BKkto4eH, n UEFI paboTaer.

Cwuctema octaHoBneHa B uHtepdgence UEFI

Cepsep BktodeH; UEFI o6Hapy>xun npobnemy n
npekpartun paboTy.

3arpyska onepauyioHHON CUCTeMbI UNK 3arpyska B
Heroaaep XX1BaeMoii onepaunoHHol cucTeme

CepBep MOXeT HaXOANTLCS B 3TOM COCTOSIHWM MO O[HOM
13 cnegyoLwmx NPUYnH:

e 3arpysuvk onepaumoHHO CUCTEMbI 3anyLLeH; OQHaKo
onepaunoHHasi cucTema He paboTaer

e VHTepdeinc BMC Ethernet yepes USB oTknto4eH.

¢ B onepaunoHHO cucteMe OTCYTCTBYIOT ApanBepbl,
nopaep>xunsatoume nHtepderic Ethernet yepes USB.

OI'IepaLJ,VIOHHaﬂ CucTeMa 3arpyxeHa

CepBepHaﬂ onepaunoHHas cuctema paboTaer.

MpnocTtaHoska B O3Y

CepBep nepeBegeH B PEXUM OXUAAHUS UKW CMSALLMRA
peXmm.

CucTtema paboTaeT B pexxmMe Tecta namsaTu

CepBep BKIIIO4EH, 3anyLLeHbl CPeACcTBa ANarHOCTUKN
namsTu.

CucTtema paboTaeT B peXXumMe HacTPOKKY

CepBep BK/IIOYEH, CUCTEMA 3arpy>XeHa B MEeHI0
HacTponku UEFI F1 unn LXPM.

Cuctema paboTtaeT B pexxume o6cnyxxusaHuns LXPM.

CepBep BKI/IIOYEH, CUCTEMa 3arpy>KeHa B PEXXKUM
o6enyxusaHus LXPM, B KoTopoM nons3osaTeny He
MOrYT OCYLLECTBAATb Nepexopn no MeHo LXPM.

Ecnn Tpe6yeTc9| N3MEHNTb Ha3BaHMe CUCTEMbI, LLENKHNTE 3Ha4Y0K C KapaHaalloM. BeepnuTe Ha3zBaHue
CNCTEMbI, KOTOpOE Tpe6yeTC;| MCNONb30BaTb; 3aTEM HAXKMUTE 3€MEHbIN d)J'Ia)KOK.
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Ecnun TpebyeTcsa nameHuTb BnagenbLa nepegHero pasbema USB, WwenkHuTe 3Ha4oK kapaHgalua v BoibepuTe
HY>XHbIA pexxum BnageHue nepegHum pasbsemom USB 13 packpbiBaroLLerocs cnucka. 3atem LenkHuTe
3eneHblin hnadkok.

Ecnu y Bawero cepepa umeeTcs Kakas-nmoo nuueHsns, otnnyHas ot XClarity Controller Enterprise, Bbl,
BO3MOXXHO, CMOXETE 0OHOBUTL €€, YTOObI BKIIIOUNTL pacLUMpeHHble yHKLUMK. YTO6bl yCTaHOBUTbL
OBHOBEHHYIO NNLIEH3UIO NOCHE MPUOBPETEHNS LLIENIKHNTE 3HA4YOK CO CTPENKOW, yKasblBaloLel BBEPX.

BMC License E

Y106bI 0O6ABUTD, YAQNUTb NN SKCNOPTUPOBATL JIMLUEH3UIO, LLENKHUTE CTPENKY, YKa3biBaloLLytO BNpaBo.

. Lenovo XClarity Controller Enterprise
| 1t
BMC License Upgrade T

YT106bI N3MEHNTBL COOTBETCTBYHOLLME NapameTpsbl IP-agpeca BMC, umenn xocta BMC, Bepcumn UEFI, Bepcum
BMC 1 aneMeHTOB MECTOMONOXXEHNS, LUENKHUTE CTPESKY, YKa3blBaloLLyHO BMpaso.

¢ B paspene Network Bbl 6ygete HanpasneHsl B pasgen Kondurypauua Ethernet ona Bsoga IP-agpeca un
NMMEHN XOCTa.

e [1ns ykasaHus Bepcuin UEFI n BMC Bbl 6yaeTe HanpaeneHbl Ha cTpaHuly O6HoBneHue
MUKPONPOrpamMmbl.

e [Ins ykasaHus MeCTOnonoxXXeHuns bl 6yaeTe HanpasneHbl B pasaen CBoMcTBa cepBepa Ha CTpaHuLe
KoHdurypauusa cepsepa.

BMC IP Address 10.243.1.28 -
BMC Hostname XCC-7X03-1234567890 -
BMC Version V1.00 (Build ID: CDI303V) -
UEFI Version V1.00 (Build ID: TEE103J) -
LXPM Version V2.00 (Build ID: PDL105C) -
Location 1, Room 222, Rack B52, Lowest unit 0 -

npOCMOTp CBeAeHI/Iﬁ 06 ncnosib30BaHUN CUCTEMbI
[Npwn HaxxaTUK Ha neBoi naHenn KHonkn Ucnonb3oBaHue 0TOOpaXkaeTcs cBoaKa ¢ obLeln nHdpopmaumnen o6
MCnosnb30BaHUN cepeepa.

Wcnonb3oBaHue cucTemMbl — 3TO COCTaBHOM NoKasaTesb, OCHOBaHHbI Ha UCMONb30BaHWN NPoLeccopa,
namsiTV 1 NOACUCTEM BBOAA-BbiBOAA B PeXVME peanbHOro BpeMeHn. Bee gaHHble 06 NCnonb30BaHnm
pecypcoB nocTynatoT co cTopoHbl ME (gucneTyepa y3noB) n cogep>xaT creaytoLyto nHdopmauumio.

¢ Wcnonb3oBaHue LM

— CoBokynHoe BpeMs npebbiBaHne B C-COCTOAHNN

— W3mepeHHoe Bpemsi NpebbiBaHns B cOCTosiHMM CO B NpoLeHTax OT MCMOoSIb3YEMOro U MakcMmarnbHoe
Bpemsi npebbiBaHne B cocTosiHnm CO (B cekyHAay).

* Wcnonb3oBaHne namaTu

- COBOKyI’]HbIVI 06beM onepau,w7| YTEeHNA-3arnmcu Bo BCEX KaHanax namMmaTn.

566 PykoeopcTeO NonbaosatenaXClarity Controller ¢ Intel Xeon SP (3-ro nokonenus) u AMD EPYC (2-ro v 3-ro nokoneHmii)



— W3mepeHHas nponyckHas Cnoco6HOCTL B MPOLEHTax OT UCMOJIb3YEMON N MakKCUMaSIbHO JOCTYMHas
NPOMNyCKHas CNOCOBHOCTb NaMsATK (B CEKyHAY).

¢ Wcnonb3oBaHue pecypcoB BBOAA-BbIBOAA
— CoBOKynMHbIN 06bEM onepauuii HTEHNA-3anmMcy B KOPHEBbIX nopTax WwiHbl PCle™.

- VaMepeHHast NponyckHas cnoco6HOCTb B MPOLEHTax OT UCMONb3YEMOi U MaKCUMasbHO OOCTYMNHas
NponycKHasi CocoGHOCTb BBOAA-BbIBOAA (B CEKYHAY).

MpocmoTp XXypHanoB co6bITUN

XXypHan co6bITUil NpeacTaBnseT cob0l CNMCOK BCEX annapartHbiX COBbITUI 1 COBbITUIA yrpaBneHns 3a
npoLusibie Nepuoabl.

MepengnTe Ha BKNaaky XKypHan co6biTui B pasgene CobbiTusi, 4Tobbl 0TO6pasnTb CTpaHuLy XKypHan
Co6bITUI. Bce cobbITMS B 3TOM XypHane UMelOT OTMETKY BPeEMEHM ([o6aBnsieMyto C MOMOLLbIO NapaMeTpoB
gatbl u Bpemenu XClarity Controller). HekoTopble cobbITus Takxxe cO34at0T ONOBELLEHNS, €CNU
COOTBETCTBYIOLLMIA NapameTp HacTpoeH B pasgene Mony4yatenu onoseweHnin. CobbITUSA B XXypHane
COObITUIA MOXKHO COPTMPOBaTh U hUNbTPOBaTb.

Huxxe nprBoanTcs onucaHne AecTBUiA, KOTOPble MOTYT BbIMNOMHATLCA Ha cTpaHule XKypHan co6bITUiA.

¢ HacTtpoutb Tabnuuy: BbiGepnTe 3TO ENCTBUE, YTOOBI YKa3aTb TUM OTOOpaXkaemol B Tabnvue
nHcpopmaumn. MoXXeT oTobpaxkaTbCs NOPSAKOBbIN HOMEP, MOMOTraloLLNiA ONpeaennTb
nocnenoBaTeibHOCTb COBLITUI MPU HANMMYNUN HECKOMBKMX COBLITUIN C OAMHAKOBON OTMETKOWN BPEMEHM.

MpumeyaHmne: HekoTopble NopsaKOBble HOMEPA NCMOJb3YIOTCS BO BHYTPEHHMX npoleccax BMC,
NoaToMy Hanunyne NPo6enoB B MOCNEA0BaTENBHOCTAX HOMEPOB MPY COPTUPOBKE COBLITUIA MO
NnopsiKOBOMY HOMEPY — 3TO HOPMaslbHO.

¢  O4YUCTUTB XKypPHarbl: BbiGeprTe 3TO AelCTBME, YTOOb! YOANUTL XXYPHasbl COGbITHIA.

¢ OGHOBMTD: BblIOEPUTE 3TO AENCTBME, YHTOObI OOHOBUTL NMPEACTaBNEHNe 1 0TO6Pa3NTb Ntodble 3anncu
XXypHana cobbITuii, KOTOpble, BO3MOXHO, UMENI MECTO C MOMEHTA NMOC/IEQHEr0 0TOOPaXKEHNSI CTPAHNLLbI.

¢ Tun: BbiGeprTe, COOLITUS KAKUX TUMOB CriegyeT NokasbiBaTb. [JJOCTyNHbI cnegyoLme TUMbl COObITUIA:

X

nokKasablBaeT 3an1cu oLnboK B XXypHane

nokasbIBaeT 3anucu NpegynpexxaeHnin B XxypHane

LLlenkHuTe KaXkablii 3HA4YO0K, YTOObI BbIKIIHOUYNTD WX BKKOYUTL TUMbI OLUMGOK AN OTOBPa’KeEHNS.
MocnepoBaTenbHOE HaXkaTue Ha 3HAYOK MO3BOMSET NEPEKOHATLCA MEXOY PEXUMOM OTOBPaKEHMUS 1
COKpPbITUS COObITUI. CUHSIN paMKa BOKPYT 3Ha4YKa ykasblBaeT Ha TO, YTO COOTBETCTBYHOLLMIA TUM cObbITUS
OyneT nokasaH.

nokKasbiBaeT VIHCbOpMaLI,I/IOHHbIe 3arnncu B XXypHarne

e PuUAbTP NO TUNY UCTOYHMUKA: BbIOEPUTE ITOT SNIEMEHT U3 PACKPbIBAKOLLErOCS MEHIO, YTOObI OTOOPA3NTL
TOJIbKO 3anuci XXypHana cobbiTuii BbIGpaHHOro Bamu Tuna.

e PuUnbTP BpeMeHU: BbIGEPUTE STOT ANIEMEHT AENCTBUIA, YTOObI yKasaTb MHTepBas COObITU Ans
OTOBpaXKeHus.
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¢ Touck: 4TO6bI BbIMOMHWUTL MOUCK MO KOHKPETHBIM TUMaM COBbLITMIA UMW KIOYEBbIM CIOBaM, LLEMKHUTE
3Ha4OoK Nynbl 1 BBEAUTE CNOBO ANs novcka B none Mouck. O6paTnTe BHUMaHMUE, YTO AaHHbIE BBOAATCS C
y4yeToM perucrpa.

MpumeyaHue: MakcrmanbHoOe HYUCNo 3anuceil B XXypHane cobbituin — 1024. Ecnum >XypHan cobbITuiA NOMOH,
HOBas 3anvcb aBTOMATUYECKN NepesanuleT caMmyto CTapylo.

MpocmoTp XypHanos ayguTa

XKypHan ayauta cCogep>XvT 3anncu o AeiCTBUSX Nonb3oBaTenel 3a NpoLUnble neproabl, HanpuMep o Bxoae
B cuctemMy Ha koHTponnepe XClarity Controller, cosgaHum HoOBOro nons3osartens 1 U3SMeHeHn Napons
nonb3oBaTens.

JKypHan ayguTta MOXXHO MCMNOob30BaThb A4S OTCNEXNBAHUSA U AOKYMEHTMPOBAHUS ayTeHTUdNKaUUN,
N3MEHEHNI N CUCTEMHbIX OENCTBUIA.

B >xypHane cobbITuii 1 XypHane ayanta AOCTYMHbI CXOXNe AeNCTBUSA MO 06CNYy>XKMBaHUIO CUCTEMBI U
npocmMoTpy MHdopmMaumn. OnMcaHne OeicTBUIN, KOTOPbIE MOXHO BbIMOMHUTL Ha CTpaHuue «KypHan
ayguTa» Ans oTobpakeHus uam hunbTpaummn onpegeneHHbIX CBeAeHni, CM. B pasgene «[1pocMoTp
XXypHasoB cobbITWIN» Ha cTpaHuue 57.

MpumeyvaHus:

¢ [locne 3anycka MHCTPYMEHTOB Lenovo B cepBepHOI ONepaLoHHON CUCTEME XXYPHan ayanta MOXXeT
cofiep>kaTb 3anucy 0 OeNcTBUSAX, BbINOSIHEHHbIX Nofb3oBaTtenem (Hanpumep, «20luN4SB»), nMs KoToporo
Bbl BpPsig N y3HaeTe. Ecnu kakne-nnbo MHCTPYMEHTbI BbIMOJSTHAIOTCA B CEPBEPHON OnepaLyoHHON
cucTeme, OHM MOTyT CO3aBaTb BPEMEHHYIO YHETHYIO 3annchb nosib3osBarens and goctyna kK XClarity
Controller. YyeTHas 3anmcb cO34aeTCs C NPOU3BOJIbHLIM VIMEHEM MOJIb30BATENS 1 NAPOSIEM; €€ MOXXHO
ncnonb3oBaTtbh ToSbko Ans goctyna K XClarity Controller Bo BHyTpeHHeM nHtepdeiice Ethernet yepes
USB. 3Ty y4eTHyt0 3anncb MOXKHO NCMOJIb30BaTh TONIbKO AN1s gocTyna K nHrepdencam CIM-XML n SFTP
XClarity Controller. CosnaHue v yganeHue aToil BpEMEHHOWN y4ETHON 3anncu UKCUPYETCH B XXypHane
ayguTa, paBHO Kak U1 fitobble AENCTBUS, BbINONMHAEMbIE MHCTPYMEHTOM C 3TUMM YHETHLIMU AAHHBIMU.

¢ MakcumanbHOe 4MCIo 3anucen B XXypHane ayguta — 1024. Ecnn >kypHan ayguta nosoH, HoBas 3anucb
aBToMaTU4YeCcKM nepesanniLeT camyto CTapyHo.

MpocmoTp uctopnmn obCcny>XxnBaHus

Ha ctpaHuue UcTopus o6cnyxnuBaHus npmsogutcs nHopmaums 06 nCTopmum 06HOBAEHWIA
MUKPOMPOrpamMm, KoHurypaumm n 3ameHbl 060pyLoBaHUsS.

Copep>Xmmoe nctopum 06cny>XmBaHns MOXXHO (prnbLTPOBaThb, YTOObI 0OTOOPA3NTL ONpPeAeneHHbIe TUMbI
COObITUI UK ONpefesieHHble NHTEPBasibl BPEMEHMU.

MpumevaHue: MakcrManbHOe HYMCNO 3anuceil B XXypHane obcnyxxmsaHusa — 250. Ecnuv xxypHan
06CNY>XMBaHWS NMOJIOH, HOBasi 3anMcb aBTOMATUYECKN NepesanuiLeT camyto CTapyto.

HacTtpounka nony4yartenen onoBeLeHUn

Y106bI [O62BUTL NN UBMEHUTL YBELOMIIEHNS NO SNIEKTPOHHOI NOYTE UM B CUCTEMHOM XXypHare u
nonydatenen nosywek SNMP, cnegyinte pekomeHgaumsm n3 aToro pasgena.

Hwxe npuBoguTCcs onncaHne OencTBuin, KOTOpble MOTYT BbINOMHATLCSA Ha BKnagke Mony4vaTtenn
ornoBeLYeHU .

CnepytoLume oencTanst MOXKHO BbIMOSTHUTL B pasfene nosyyatenein QNeKTpoHHasa noyTa/CUCTeMHbIN
XKypHarn.
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e CospaTtb: BbibepuTe 3TO AENCTBME, YTOObI CO3AaTb LOMOMHUTENbHbBIX HOBbIX NOfTlyYaTenen 3NeKTPOHHOM
NOYTbl 1 CUCTEMHOrO XXypHana. Mo>xHo HacTpouTb o 12 nony4darenen SNEKTPOHHOW MOYThbI 1
CUCTEMHOIO XXypHana.

— Co3spgaTtb nonyyarensi 3JIEKTPOHHOM NOYTbI: BbiGEPUTE 3TOT 3IEMEHT OENCTBUSA OJ1s1 CO3AaHNS
nony4varenst 3N1EKTPOHHOWN MOYThI.

- BBe,D,VITe M4 1 agpec 3J'IeKTpOHHOI7I MOYTbI Nony4varend.

- BkntounTe unu BbIKMOUNTE YBEOOMIIEHNE O COBLITUAX. ECM Bbl peLunnm BbIKMOHYUTb 3TOT
napameTp, y4eTHas 3anucb OCTaHETCS HACTPOEHHOM, OAHAKO 3NEKTPOHHbIE COOBLLEHNS
OTMNPaBnATLCA He ByayT.

— BbibepuTe Tnbl cOBbITUI, O KOTOPLIX NONyYaTenb OyAeT nony4aTte yBegomMneHus. Ecnm wenkHy s
PaCKpPbIBAKOLLMNCS CMCOK PSAOM C MeTKaMm Kateropuin «Kputmnyeckoe», «<BHumaHune!» nnm
<<CVICTeMHoe>>, MO>XHO Bbl6paTb yBenomMIeHnsa nNo KOHKPEeTHbIM KOMIMNOHEHTaM B KaTeropun u
OTMEHUTb BbIGOP.

— MoxHo yKa3aTb, CnenyeT JIn BKINO4YNTb COAEPKNMOE XXypHaia CO6bITUI B AJIEKTPOHHOE
ornoselleHne.

— WHpekc ykasbiBaeT, kakoe n3 12 rHesg nonyyarenein 6yaeT Ha3Ha4veHo.

— 3pecb MOXXHO HaCTPOUTL CEPBEP 3NEKTPOHHON MOYThI, HA KOTOPLIA BYAYT NepeHanpaBnATbCA
co6bITs. Kpome Toro, ons aToro MOXXHoO LLEeNKHYTb Aencteune «Cepsep SMTP» BBepxy pasgena.
CM. nogpo6Hble cBefeHNs o HacTpolke B pasgene «Cepsep SMTP».

— Co3spatb nony4yartens CACTEMHOro XypHana: Bbl6epI/ITe OTOT AJIEMEHT ﬂeVICTBMH onsa cosgaHus
I'IOJ'Iy‘-IaTeJ'IeVI CNCTEMHOIO XYypHana.

— Bsepgute umsa n IP-agpec nnm umsa xocta cepeepa CUCTEMHOMO XXypHana.

- BkJouunTe unm BelKNoUUTE YBEAOMIEHNE O COBbITUSAX. ECNM Bbl peLunny BbIKNIOHYNTL 3TOT
napameTp, y4eTHas 3anncb OCTAHETCA HACTPOEHHOW, OQHAKO 3NEKTPOHHbIE COOBLLIEHUS
OTNpPaBnsATbLCS He 6yayT.

— WHpekc ykasbiBaeT, kakoe u3 12 rHesg nonyyarenein 6yaeT Ha3Ha4veHo.

— BblibepuTe TUNbI CO6LITUI, KOTOPbIE BYAYT OTNPAaBAATLCSA HA CepBep CUCTEMHOro XypHana. Ecnn
LLIEJIKHYTb pacKpbIBaIOLLLEECS MEHIO PSAOM C MeTKaMmu kateropuii «Kputmndeckoe», «BHuMaHne!» unm
«CncteMHoe», MOXXHO BbiOpaTb YBEOOMEHUS MO KOHKPETHBLIM KOMMOHEHTaM B Kateropum u
OTMEHNTb BbIGOP.

e CepBep SMTP: BbiGepuTe 3TOT 3NIEMEHT OENCTBUS OIS HACTPOWMKN COOTBETCTBYHIOLLMX NMapamMeTpoB
cepBepa a1eKTPOHHOM MoyTbl SMTP. MOXXHO HaCTPOUTL TOMBKO OOUH CEPBEP INEKTPOHHON NoYTbl. OgHa
N Ta XXe KOH(pUrypaumnsa aa1eKTPOHHON NOYThl UCMONb3YETCA NPW OTNPaBKe OMOBELLEHNIA BCEM
HACTPOEHHbIM NonyyaTensaM anekKTpoHHoM no4dTbl. BMC aBTOMaTn4ecku nepekntoyaeTcs ¢ 6e30nacHoro
coeanHeHns Ha lWndgpoBaHHOe coeauHeHVE ANst nepeaaydn noyTbl ¢ NnoMoLLbio koMaHabl STARTTLS
paBHOMEPHO Yepea NopT 587, ecnv LENEBO MOYTOBbLIN CepBEP NOAAEPKMBAET 3Ty Onepaumio.

— Bsepgute umsa xocta unu IP-agpec n Homep CETEBOro nNopTa cepBepa 3NEKTPOHHON NOYThI.

— Ecnu cepBep anekTpoHHOW NoYTbl TPEOYET ayTeHTUdmKaumm, yctaHoBuTe hnaxok TpeboBaTb
ayTeHTUdUKauMm 1 BBEOMTE UMS NMOSb30BaTeNa U Naponb. Beibepute Tnn ayTeHTUdMKaLmm,
TpebyeMmblli CEPBEPOM 3NEKTPOHHOWM NOYTbI: METOL, «Bbli30B-0TBeT» (CRAM-MDS5) 1nun npocTblie
y4eTHble aaHHble (LOGIN).

— HekoTopeble ceTu MOryT 610KMPOBaTh NCXOAALLME COOBLLIEHNS 3NEKTPOHHON MOYThI, ECNN 3HAYEHNE
06paTHOro NyTn He COOTBETCTBYET oxxugaemomy. Mo ymonyanuto XClarity Controller 6ynet
ncnonb3osarb alertmgr@domain, rge domain — 310 JOMEHHOE UMS, 3agaHHoe B padgene DDNS
ceTesou Be6-cTpaHuubl XClarity Controller. BMecTo 3Ha4eHuin No ymonyaHuio MOXXHO yKasaTb
COBCTBEHHbIE CBefieHNs 06 oTrnpasuTene.
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MO>XHO NPOTECTNPOBATL MNOAKIIIOHYEHNE K CEPBEPY 3NEKTPOHHOM NOYTbI, YTOObI YOEAMUTLCS, YTO
napameTpbl 3IEKTPOHHOW MOYTbI HACTPOEHbI NpasusibHo. B XClarity Controller oto6pasuTcs
COO0OLLEHNE O TOM, YCMELIHO NN YCTaHOBIIEHO NOOKIIOYEHME.

MoBTOPUTbL NOMbITKY MW OTIOXKUTDb: BbIGEPUTE 3TOT BApUaHT, HTOObI HACTPOUTL COOTBETCTBYIOLLME

napameTpbl 47151 TOBTOPHOI MOMbITKA U OTCPOYKM.

JInMWT NOBTOPHBIX NOMBLITOK YKa3sbiBaeT, ckonbko pas XClarity Controller 6yfeT nbitatbcs 0TNpaBnTb
OMnoBeLLeHNe, eCnn NepBoHaYanbHas nomnbITka He 6bina ycrneLwHon.

3apep>kka mexxkay 3anmcamm nokasbiBaeT, ckonbko XClarity Controller 6yneT xxpatb nocne oTnpaskuy
OMOBELLEHNS OQHOMY MONyYaTento nepen OTNPaBKOV ONOBELLEHNS CNeayoLLEeMY NonyyaTento.

3apep>kka Mexkay nonbiTkamu nokasabiBaeT, ckonbko XClarity Controller 6ygeT »xgaTtb nocne
Hey[a4yHoM NOonbITKY, NPEXAe YeM NOBTOPUTL MOMbITKY OTMPaBUTb OMOBELLEHNE.

np0TOKOJ1: Bbl6epI/ITe 3TOT 3NIEMEHT AENCTBUS, YTOObI HaCTpPOUTb COOTBETCTBYHOLLME NapaMeTpPbl OnA

NPOTOKOJ1a NoOKNIYEHNA.

Mo>xHo Bbi6paTb MpoTokon TCP unu Mpotokon UDP. O6patute BHUMaHue, 4TO 3TOT NapameTp
NPUMEHSAETCH KO BCEM MosyvaTensiM CUCTEMHOrO XXypHana.

Ecnn nony4yarenmn aNIEKTPOHHbIX COOGLLLGHI/IVI N CNCTEMHOI 0 XXypHaJsia co3fgaHbl, OHWN 6y,qu nepeyuncrieHbl B

9TOM pasfere.

YT106bl UISMEHNTL HACTPOWMKM NONydaTeNs NEKTPOHHbBIX COOBLLEHNI UM CUCTEMHOIO XXypHana,
LLeNKHUTE 3Ha4Y0K C N306parkeHneM KapaHgalla rnog, 3arofloBkOM AeliCTBUSA B CTPOKE PSAoM C
nonyyarenem, KOToporo TpebyeTcs HaCTPOUTb.

Y106bI yoanutb noslydaTenst SNeKTPOHHbIX COOBLLEHNI AN CUCTEMHOIO XXypHana, WeNKHUTE 3Ha4YOK C
n306pa>KeHneM MyCOPHOI KOP3UHBI.

YT1Ob6bI OTnpaBnTb TECTOBOE OMNOBELLEHNE NnonyHaTento 3JIEKTPOHHbIX COO6LU,€HI/II7I nnn CNCTEMHOIo
XKypHana, WeJsIKHUTe 3Ha40K C VI306pa)KeHVIeM 6yMa>KHOFO camMoneTa.

B pasgene nonb3osatens SNMPvV3 MOXXHO BbINOSHWUTL CneayoLme eincTBus.

e Co3spgaTtb: BblibepuTe 3TO AeNCTBME ANs co3naHusa nonydvatenen nosywku SNMPV3.

60

Bbi6epuTe y4eTHyI0 3annchb Nosib30BaTesis, KOTopyto TpebyeTcs cBa3aTh ¢ oBylwkamm SNMPv3. 31o
OOJDKHA 6bITb OOHA U3 ABEHAOLATU NOKaNbHbIX YY4ETHbIX 3anuncen nosib30BaTernsi.

YkaxuTte nms xocta unu IP-agpec gucnetyepa SNMPv3, KoTopblin 6yaeT nony4daTs nosyLikn SNMPV3.

B XClarity Controller ansi ayteHTudmkaumm ¢ gucnetdepe SNMPV3 ncnonbsyeTtcs xaLw-anroputm
HMAC-SHA. 3T0 eanHCTBEHHbIV NOAAEPXMBAEMbIN anrOpuUTM.

Maponb KoHMUAEHLMANBHOCTY UCMONBb3YETCS C NPOTOKONOM KOH(DUAEHUMANbHOCTU st LUNGPOBaHUS
naHHbIx SNMP.

Fno6anbHas HacTpoiika SNMPv3 npumeHseTcs ko Bcem nony4vatensam nosywek SNMPv3. 31u
napameTpbl MOXXHO HAaCTpPOUTb Npu cosaaHum nosydatens nosyiek SNMPV3 nnu Haxkas gelnictene
«[MapameTpbl SNMPv3» BBepXy cermeHTa nosnb3osatenein SNMPv3.

— BblbepuTe, 4TOObI BKIIIOUYMTD MK BbIKIOYNTL NTOBYLLKM SNMPV3. ECnun BbIKMHOYEHO, 3TV NapameTpb!
OynyT HacTpoeHbl, ogHako noeyLwkn SNMPV3 oTnpaBnsaTecs He 6yayT.

— CBefeHVsi 0 KOHTAKTHOM NinLe 1 pacnonoxeHun BMC siensitoTcs 06s3aTesibHbIMI, OH
HacTpauBatoTcsl Ha Be6-cTpaHuLe «CBoicTBa cepBepa». [lononHNTeNbHbIe CBEAEHNS CM. B
paspene «HacTpoiika MecTOMoNOXeHS 1 KOHTAaKTOB» Ha cTpaHuLe 85.

— BbibepuTte Tunbl cOBbITUI, KOTOPblE BYAYT OTAPaBnaTb NosyLWKn gucnetyepy SNMPv3. Ecnn
LLeNIKHYTb PacKpbIBaloOLLIEECH MEHIO PSAOM C MeTKamuy kateropuii «Kputndeckoe», «BHumaHue!» unm
«CucTeMHoe», MOXHO Bbl6paTh yBEAOMNEHUS MO KOHKPETHLIM KOMMOHEHTaM B KaTeropum u
OTMEHUTb BbIGOP.
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MpumevaHue: NepeHoc faHHbIX Mexay KnneHToM SNMP 1 areHTOM MOXXHO 3aLNTUTb C MOMOLLBLO
wincpposaHus. [Insa npoTtokona KoHbuaeHymnanbHocTH nogaepxxmsatotca metoabsl CBC-DES n AES.

e Ecnu nony4vatenu nosywek SNMPv3 co3naHbl, oHM 6yayT nepeydncneHbl B 3TOM pasgese.

— Y706bI M3MeHNTb HacTponkm nonydatens SNMPV3, WenkH1Te 3Ha40K C M306paXkeHem KapaHgaiua
Mo/, 3arofiloBKOM [eNCTBUS B CTPOKE PAAOM C nosny4vaTesniemM, KOToporo TpebyeTcs HaCTpouUTb.

— Yt06bI yaanuTb nonyyarens SNMPV3, LenkH1Te 3Ha40K C M306pa>KeHneM MyCOPHOW KOP3WHBbI.

dukcaunsa gaHHbIX 3KpaHa npuv nocnegHem c6oe OC

Bocnonb3yinTtech nHopMauuen ns aToro pasgena gns mkcaumm n npocmoTtpa akpaHa céost OC.

OkpaH OC dumkecnpyeTcs asToMaTudeckm B cnydae tanm-ayta Watchdog OC. Ecnn npoucxoanT cobbiture,
n3-3a kotoporo OC nepecTaeT BbINONHATLCSA, akTuBupyetca dpyHkuma Watchdog OC u pukcupyeTcs
copep>xmmoe akpaHa. XClarity Controller xpaHuT TonbkO OAMH 3axBaT aKpaHa. B cnyyae taim-ayta
Watchdog OC HoBbIli 3axBaT 3KpaHa nepesanncbiBaeT NpenplayLLniA 3axBaT akpaHa. [1ns 3axeaTa akpaHa
c60s OC Heobxogumo BkouUNTb hyHKumo Watchdog OC. Ytobbl HacTpouTb Bpems Watchdog OC,
BOCMOMb3YyNTECh AOMNOSIHUTENBHON NHOPMaLMen B pasfene «HacTpolika Tarim-ayToB cepBepar Ha
cTpaHuue 86. dyHKumMs 3axBaTa akpaHa cb6os OC goctynHa Tonbko B XClarity Controller ¢ ypoBHeM
dyHKumoHanbHocTn Advanced nnu Enterprise. CM. cBefieHNs1 06 ypoBHe (YHKLMOHaNbHOCTN KOHTponepa
XClarity Controller, ycTaHOBNEHHOro Ha BalleM CepBepe, B JOKYMEHTaLUN K BaLleMy cepBepy.

LLlenkHuTe pencterne DKpaH nocnegHero c6os B pasgene YpaneHHasi KOHCOJb Ha [OMALLHElN CTpaHuLe
XClarity Controller, 4To6bl npocMoTpeTb n3obparkeHue akpaHa OC, 3aKCcpoBaHHOE B MOMEHT TanM-ayTa
Watchdog OC. [Jns npocmMoTpa 3axBaTa MOXXHO TakXe LeNkHyTb O6cny)KnBaHue, 3aTem dKpaH
nocnegHero c6os B pasgene BoicTpble gencTBUS Ha foMallHel cTpaHuue. Ecnm Tanm-ayT Watchdog OC
B CUCTEME He NPOMCX0ANI, OOHAKO crucTema 3adukcuposana akpaH OC, oTobpa)kaeTcsa COObLLEHNE O TOM.
YTO 9KpaH cbosi co3faH He BblS.
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NnaBa 5. HacTtpouka cepBepa

Bocnonb3syintecb nHopMaumei s 3Tol rnasbl, HTOObI MOHATL AOCTYMNHbIE NapaMeTpbl KOHUrypaLmm
cepsepa.

Mpw HacTpoiike cepBepa OOCTYMNHbI cnegytoLme napameTpsbl:
e ApanTtepsbl

e [lapameTpbl 3arpy3Ku

e [MonuTnka NuTaHns

e (CBolicTBa cepBepa

MpocmoTp cBepgeHun 06 agantepe U napameTpoB KOHdUrypauum
Bocnonb3yinTtech nHopMauuern B 3ToM pasaene Ans NpocMoTpa CBeAeHUN 06 YCTaHOBIEHHbIX Ha cepBepe
aganTtepax.

LLlenkHuTe AganTtepsbl B pasgene KoHdurypauus cepsepa, HToObl MPOCMOTPETHL CBeAeHNSA 06
YCTaHOBJIEHHbIX Ha CepBepe afjanTepax.

MpumeyaHuns:

e Ecnu aganTep He nogaep>XXMBaeT MOHUTOPUHI COCTOSIHUS, OH He ByAeT oTo6paXkaTbCs Anst MOHUTOPUHra
unn KoHdburypaumn. VIHBeHTapHble CBeAeHMs 060 BCeX yCTaHOBMNEHHbIX aganTepax PCl gocTynHbl Ha
cTpaHuLe Pecypcbl.

HacTpoiika pexxuma v nopsiaka 3arpy3Ku CUCTEMb

Bocnonb3yintech nHgopmMauuel s aToro pasnena, HTtobbl HACTPOUTL PEXMM 1 NOPSAA0K 3arpy3Kn CUCTEMBI.

Bbi6pas MapameTpbl 3arpy3ku B pasgene KoHdurypaumsa cepBepa, MOXXKHO HACTPOUTb PEXUM U NOPSAOK
3arpy3ku CUCTEMBI.

MpumeyaHue: [na N3MEHEHUsI CUCTEMHbIX MApPaMeTPOB, CBA3aHHbIX C 6€30MacHOCTbIO, HEMb3S
NCNOJIb30BaThb BHYTPUMOJIOCHbIN cnocob 6e3 ayTeHTudukauum. Hanpumep, HE JOMYCKAETCA
BO3MO>XHOCTb HAaCTPOWNKM B peXXrnmMe 6e30nacHOm 3arpy3ku Yepes BHyTpUnonocHbole AP| 6e3
ayTeHTUdukauumn yepesa OC unn obonoyky UEFI. OTo BKNoYaeT BHYTPUMNOIOCHOE BbIMNOSIHEHNE (PYHKLIN
OneCLI n nony4eHne e BpeMeHHbIX y4ETHBIX AaHHbIX ¢ nomoLubio IPMI, a TakxXe HacTpONKy napamMeTpoB,
CBSI3aHHbIX C 6e3onacHou 3arpyskoin, TPM unu naponem HacTpoikn UEFI yepes kakne-nmbo NMHCTPYMEHTbI
unun API. Insa poctyna K nto6biM napameTpam, CBsS3aHHbIM C 6€30MacHOCTbLIO, [OMKHA TpeboBaTbCA
COOTBETCTBYIOLLAA ayTEHTUdMKALNSA C 4OCTATOYHbIM YPOBHEM MPUBUErUIA.

,D,OCTyI'IHO OBa pe>xnmMa 3arpy3km CUCTembl:

3arpyska UEFI
Bbi6epuTte aTOT BapuaHT, 4Tobbl HACTPOUTL cepBep, nogaep xmsatrowmii Unified Extensible Firmware
Interface (UEFI). Ecnu BbinonHsieTcs 3arpyska OC ¢ nogaep>xkon UEFI, Bbi6op aTOro napameTrpa MoxXxeT
YCKOPUTb 3arpy3ky 6narogaps oTko4eHuo yctapesLumx O3Y.

YcTapesBLias 3arpyska
Bbi6epuTe aTOT BapuaHT, eCnun cepBep HacTpansBaeTcs ans 3arpy3kn OC, TpebyloLLen ycTapeBLUyo
Mukponporpammy (BIOS). BeibepuTe 3TOT BapuaHT TOMBKO B TOM CJly4ae, €C/v BbIMOMHAETCA 3arpyska
OC 6e3 nogaep>xku UEFI.
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YT106bI HACTPOUTL NOPSAOK 3arpy3Kn CUCTEMbI, BbiGEPUTE YCTPONCTBO U3 cnMcka JlocTynHble yCTponcTBa
N LLENKHUTE CTPeSIKY BNpaso, YTOObl 406aBMTb YCTPOWCTBO B MOPSAA0K 3arpy3ku. HYTobbl yaanuTb
YCTPOWCTBO 13 NOpsifKa 3arpy3Ku, BblbepnTe YCTPONCTBO M3 CMMCKa NopsaKa 3arpy3ku 1 LWENKHUTE
CTPEenKy B/IEBO, YTOObI NEPEMECTUTE YCTPONCTBO OOPATHO B CMIUCOK AOCTYMHbIX YCTPONCTB. YTO6bI
N3MEHWTb NOPSAOK 3arpy3ku, BbibepuTe yCTPONCTBO 1 C MOMOLLIbIO CTPESIOK «BBEPX» N «BHU3» MEPEMECTUTE
YCTPOWCTBO BBEPX UM BHWU3 B COOTBETCTBUUN C MPUOPUTETOM.

Mpu BHECEHN U3MEHEHUIA B MOPSAOK 3arpy3Kkiu nepen NpuMeHeHeM N3aMeHeHUst Heo6XoaVMOo BbiGpaThb
napameTp nepesanycka. [JocTynHbl crnepytoLve napameTpbi:

¢ [lepe3anycTuTb cepBep HEMeA IEHHO: U3MEHEHS MOPsSAKa 3arpy3Ky COXPaHSTCS, U cepBep
nepesaryckaeTcsi HeMeeHHO, MPY 3TOM OrepaLyioHHas cucTemMa He 3aBepLuaeT paboTy.

¢ Mlepe3anycTuTb cepBep B HOPMaJIbHOM PeXUME: 3MEHEHNS NOPsAKa 3arpy3KN COXPaHSATCS, 1
nepepn nepesanyckoM cepBepa onepaumoHHas cuctema 3aBepLuaeT paboTy.

¢ [epe3anycTuTb NO3)Ke BPYUHYH: 3MEHEHMS NopsiaKa 3arpy3Ky COXPaHSOTCS, HO He BCTYMNatoT B CUNy
[0 crnepytoLLell nepesarpysKkin cepeepa.

HacTponka ogHOKpaTHOM 3arpy3Ku

Y7106bI BPEMEHHO NPOUrHOPUPOBATL HACTPOEHHYIO 3arpy3Ky U OQHOKPATHO BbIMNOMHWTL 3arpy3Ky Ha
ornpefeneHHoe yCTPONCTBO, BOCMONb3yNTeCh MHOPMaLMEN U3 3TOro pasaena.

LLlenkHuTe MapameTpbl 3arpy3ku B pasgene KoHndurypauus cepsepa v BbibepuTe yCTPONCTBO U3
packKpbIBalOLLErocsi MeHIO, YTOOblI HACTPOUTL YCTPOWCTBO, HA KOTOPOe ByaeT BbiNOSIHEHA OAHOKpPaTHas
3arpyska c1UcTeMbl Npu crefyroLem nepesanycke cepaepa. [JOoCTynHbl CReayoLmMe BapuaHThbl:

CeTtb PXE
HacTtpanBaeT cepBep Tak, 4TOObl OH MbiTaNCs BbINOAHUTL 3arpy3ky B ceTu PXE.

OCHOBHOI CbEMHbI HOCUTESb
Cepgep 3arpy»aetcsi ¢ USB-ycTpoicTtBa No yMon4aHuto.

CD/DVD no ymonyaHuio
Cepgep 3arpyxaetcs ¢ CD/DVD-gucka no ymon4aHuio.

HacTpoiika cuctembl F1
Cepgep 3arpy»xaetcs B gucnetyep Lenovo XClarity Provisioning Manager.

AunarHocTnyeckuii pasgen
CepBep 3arpy»xaetcs B guarHocTndeckuin pasgen gucnetdepa Lenovo XClarity Provisioning Manager.

XecTKnn AUCK MO YMOTHAHUIO
CepBep 3arpy>xaeTcs ¢ ANCKOBOr0 HaKOMUTENS MO YMOJTHaHMIO.

OcCHOBHOI yAaneHHbIN HOCUTENb
CepBep 3arpy>xaeTcsi C NOAK/IOHEHHOO BUPTYallbHOFrO HOCUTENS.

Be3 ogHOKpaTHOW 3arpy3Kku
VMcnonb3yeTcs HAaCTPOEHHbI NOpsSAoK 3arpy3kn. OgHoKpaTHas 3arpyska He nepeonpenenset
HaCTPOEHHbI NOPSIAOK 3arpy3Ku.

Ecnu Bbl MeHsIETE TN 3arpy3Kn 1 yKasbiBaeTe, YTO OHA JOMKHA OAHOKPATHO BbINOJSIHATLCS C 3arpy304HOrO
YCTPOWCTBA, MOXXHO Tak>Xe yKasaTb, CneayeT Nn BbINOSHUTb YCTapeBLLUYIo 3arpy3ky unm 3arpysky UEFI.
YctaHosute chnaxkok NMpeanoyntaTtb ycTapeBLUylo 3arpy3Ky, ecnun TpebyeTcs BbINOMHATb YCTapeBLLYIO
3arpy3ky BIOS. CHumunTe donaxxok, ecnm TpebyeTtcst BbinonHUTb 3arpy3ky UEFI. Ecnn BbiGrnpaeTcs
OOHOKpaTHOE N3MEHEHME NnopsaKa 3arpysku, nepeq NPUMeHeHNEM N3MEHEHNS HE06XO0AUMO BbIOpaTb
napameTp nepesanycka.
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* MepesanycTuTb cepBep HEMEAJEHHO: N3MEHEHME NopsiaKa 3arpy3Ky COXPaHseTcsl, U cepBep
nepesaryckaeTcsi HeMeNeHHO, MPY 3TOM OrnepaLyoHHas cucTeMa He 3aBepLuaeT paboTy.

¢ [epesanycTutb cepBep B HOPMaNbHOM pPeXUMe: 3MeHeHVe NopsAKa 3arpy3Ku CoOXpaHseTcs, 1 nepeq,
nepesanyckoM cepBepa onepaLuoHHas crucTema 3aBepLuaeT paboTy.

¢ Mepe3anycTuTb NO3)Ke BPY4HYIO: U3MeHeHNe NopsiaKa 3arpy3ki CoXpaHsieTcsl, HO He BCTyMNaeT B Cuy
[0 cregyloLLeli nepesarpysku cepsepa.

YnpaBneHue nutaHuem cepBepa

BocnonbayiiTeck MHGopmauyeli N3 aToro pasgena, Ytobbl NPOCMOTPETL CBEAEHNS 06 ynpaBneHnm
MUTaHWEM U BbINONHNTb (PYHKLMK MO YNPaBieHNo MMTaHNEM.

Buibepute Power Policy B pasnene KoHdurypauus cepsepa ons npocMmoTpa nHpopmaumm o6
ynpaBfeHnn 3NeKTPONUTaHNEM W BbINOSTHEHNS (PYHKLMIA yNpaBieHnst N1eKTPONUTaHNeM.

Mpumeyvanue: B pame, cogepxallein yanbl 6neng-cepBepoB U CEPBEPOB BbICOKOW MIOTHOCTU,
OXJlaXAeHVe 1 NUTaHe pambl KOHTPOJIMPYETCS KOHTPOEPOM yrnpasnieHus pamon, a He XClarity Controller.

HacTtpounka pe3sepBupoBaHnNs NUTAHUSA

BocnonbayiiTech MHdopmauyeli U3 aToro pasgena, YTobbl HACTPOUTb PE3ePBUPOBaHME NUTaHNS.

MpumevaHue: B HacTosLee Bpems NOb30BaTe b HE MOXET MEHATb NOJIMTUKY NUTaHUSA B CMCTEMaXxX
AMD.

Ecnun yctaHoBneHbl ansi 6J10Ka NUTaHus, 3a4aeTcsl PeXXum pesepBupoBaHust «C pesepsupoBaHuem» (N
+N). B koHdurypauum ¢ 2 6nokamm NnUTaHNA €C/IM HAa OQHOM U3 HUX NPOUCXoauT c6om, NnoTeps unm
yAaneHue UCTOYHMKA MUTaHUA OT CeTU NEePEMEHHOro TOKa, B XXypHane cobbiTun XCC dmkcupyetcs
Cco6bITUE NOTEPU PE3EPBHOro UCTOYHMKA NUTaHUS.

Ecnu nocne NocTaBKu yCTaHaBNMBAETCS TONbKO 1 650K NUTaHUS, aBTOMaTUYECKN 3a4aeTCsl PeXUm
pesepBupoBaHus «be3 pesepsupoBaHus».

ﬂ,OCTyI'IHbIe nons B pasgene <<P636pBVIpOBaHI/Ie NMTaHNA» BKIKOYAOT crefyollee:

¢ UN36bITo4HbIN (N+N): B 3TOM pexxnme cepBep NpofomkaeT PYHKUMOHMPOBaTb AaXKe Npu noTepe OgHOro
6510Ka NUTaHus.

— Pexxum HyneBoro BbiBOAA: €CNN 3TOT PEXUM BKIIIOYEH B KOHUIypaLn ¢ pe3epBrpOBaHNEM,
HeKOTOpble 6JI0KN NUTaHUS ByaoyT aBTOMaTUHECKN NEPEXOANTL B PEXUM OXUAAHNS NPy Masion
Harpyake. [Npu aTom ocTaBLMiics 610K NUTaHUs 6epeT Ha cebsi MONHYI0 ANEKTPUYHECKYIO HArpy3Ky Ans
NoBbILEHNS 9D HEKTUBHOCTM.

¢ UN36bITouHbIN (N+1): B 3TOM pexxnme cepBep npoaokaeT OYHKLUMOHNPOBATL AaxKe Npu noTepe 0gHOro
6n10Ka NUTaHusi, ecnivi YyCTaHOBNEHO YeTbipe 6/10Ka NMTaHuS.

* Heuns6bITOUHDIN PEXUM: B 3TOM PEXNME HE rapaHTUPYETCS, YTO CEPBEP NPOLOIKNT paboTaTb Npu
notepe nutaHus. Cepsep NonbITaeTcsl NPMMEHUTbL PErynMpoBaHne, ecnv 610K NUTaHUS HE CMOXXET
NPOJOKNUTL PaboTy.

BHecs nameHeHus B KOH(bVIpraU,I/IIO, Ha>XKMUTE KHOMKY MpumeHnTb.

HaCTpOﬁKa MNOJINTUKUN OrpaHN4YeHunss MOLWHOCTHN

BOCI'IOJ'IbSyI7ITer I/IHd)OpMaLI,I/IeI‘ﬁ N3 3TOro pasgena, YTOObI HaCTPOUTb NOJINTUKY OrpaHN4YeHnsa MOLLUHOCTW.
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Mpumeyanue: Cepeepbl Ha 6a3e npoueccopoB AMD He NpegoCcTaBnsAoT Nob30BaTENAM BOSMOXHOCTb
HacTpPoOUTb (PYHKLIMIO NOSITUKM OrPaHNYEHNS MOLLHOCTM.

MO>XHO BKHOUNUTb NN BbIKTIOUUTD PYHKLMIO OrpaHnyeHnst MoLHOCTW. Ecnn orpaHnyeHne MowHocTn
BKJ1IO4YEHO, MO>XXHO OrPaHNYUTb UCMOJIb3YEMbI CEPBEPOM OOBEM MOLLHOCTU. ECnn orpaHmnyeHne MOoLHOCTH
BbIKJTIOYEHO, MaKCMasbHbI 06bEM MOLLHOCTU, UCMOJIb3YEMbI CEPBEPOM, ONPEenensieTcs NoNTNKON
pes3epBUpoBaHNS NNTaHUSA. YToObl UIBMEHUTL 3Ty HACTPOWKY, cCHavana wenkHuTe Cépoc. Buibepute
npennoYTUTENbHYIO HACTPOWKY U HaXKMUTe MpUMeHnTb.

OrpaHu4yeHne MOLLHOCTN MOXXHO BKJIIOUUTL, NCMOMNb3ys M3MepPeHUs NOTPeBNEeHNs MMTaHUS OT CETU
nepeMeHHOro U NOCTOSIHHOMO ToKa. B pacKkpbiBaloLLeMCs MeHIO BbiGepuTe TN M3MEPEHWIA, KOTOpble
6yLyT UCMOMb30BaTbLCS, YTOObLI ONPEeAenUTb IMMUT OrpaHNYeHNst MOLLHOCTU. MNpK NepeKntoYeHnn Mexay
nepeMeHHbIM U NOCTOSIHHLIM TOKOM Y/CSIO Ha NON3YHKE N3MEHUTCS COOTBETCTBEHHO.

CyLecTtByeT fBa crnocoba N3amMeHUTb 3HAYEHNE OrpaHNYeHNs MUTaHUS:

e Cnoco6 1: nepemMecTnTe OTMETKY Ha NON3YHKE Ha HY>XHOE 3HaYeHne MOLLHOCTU, YTOObI YCTaHOBUTb
OOLWUIA NINMUT MOLLIHOCTY NUTaHKSA cepBepa.

e Cnoco6 2: BBeguTe 3HayeHne B nose seoga. OTMeTKa Ha NoSI3yHKE aBTOMAaTUYECKN NEPEMECTUTCS B
HY>KHOE MOJIOXKEHME.

BHecs nameHeHus B KOH(bI/IpraLJ,I/IPO, HaXXMUTE KHOMKY MpumeHnTb.

Mpumeyanue: MNapameTp Monutuku anektTponutanus HepgoctyneH, ecnu XClarity Controller yctaHoBneH B
pamy, KoTopasi CooepP>XXUT y3bl 651eng-cepBepoB UM CEPBEPOB BbICOKOW MioTHOCTU. Monntrka
3NEKTPONUTaHNST KOHTPOJIMPYETCS KOHTPOSIIEPOM yrnpasfieHus pamoi, a He XClarity Controller.

HacTponka noanTUKn BOCCTaHOBJIEHUS NMUTAHUSA

YT06bl HACTPOWTL PeaKLMo cepBepa Ha BOCCTaHOBNEHWE NUTAHKSA NOCSe OTKMOHEHNS, BOCMONb3YNTeCh
nHbopmMaueln B 3TOM pasgerne.

Tpwn cnegyroLmx napaMmeTpa AOCTYMHb! AN HACTPONKN NOJIMTUKWA BOCCTaHOBIIEHNS NUTaHWS:

Bcerpa Bbiknio4eH
CepBep OCTaeTCA BbIKJTKO4EH, laXXe eCnn nTaHne BOCCTaHOBEHO.

BoccTtaHoBuUTbH
CepBep 6yaeT aBTOMaTU4eCKM BKHOYEH NOCIE BOCCTAHOBMIEHUS NMUTAHUA, €CN cepBep Obl BKITIOYEH B
MOMEHT c60s1 B cucTemMe NuTaHusi. B npoTMBHOM criyyae nocnie BOCCTAHOBMIEHUS MUTAHNSA NUTaHne
cepBepa OCTaHETCS BbIKITIOYEHHbIM.

Bcerpa BkntoyeH
CepBep BKNTIOYNTCA aBTOMATU4YeCKU NOCJie BOCCTAaHOBJIEHNA NMNTAHUA.

BHecs nameHeHus B KOH(bI/IpraLJ,I/IIO, HaOXXMUTE KHOMKY MpumeHnTb.

MpumevaHue: NapameTp MoNMTUKN BOCCTAHOBIEHUsI MUTaHNA HEOOCTYMNEH B paMe, KOTopasi COLepXXuUT
y3/bl 6neii-cepBepoB U CEPBEPOB BbICOKONW MIOTHOCTU. [1ofIMTUKa BOCCTaHOBEHNS MUTaHWS
KOHTPOJIMPYETCSA KOHTPOIEPOM yrnpasneHus pamon, a He XClarity Controller.

neI/ICTBI/Iﬂ KHOMKWU NMUTAaHuA

NHdopMaLms B 3TOM pasgene NoOMOXET MNOHSTb, Kakne CBSi3aHHbIE C NTaHNEM OEACTBUS MOXXHO
BbIMOJIHATb Ha CepBepeE.
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LLlenkHuTe [lencTBne KHOMKN NUTaHus B pasgene boicTpoe pencreue ctpaHuubl XClarity Controller.

B CﬂG,D,yIOLIJ,GVI Tabnvue npmBoanNTCA OonncaHmne CeBA3aHHbIX C NUTaHNEM U Nepe3arnyCckomM ,ﬂeVICTBMVI, KOTOpble

MO>XHO BbIlNMOJIHUTb Ha CepBepe.

Tabn. 6. Cesi3aHHbIE C MUTaHNEM JENCTBUS U OnncaHns

B cnepytowien Tabnuue n3 gsyx cTonbuoB NPUBOAATCSA ONUCaHNS OENCTBUIA, CBA3AHHbIX C MUTAHNEM U

nepesanyckom cepsepa.

[AeNcTBre KHOMKN NUTaAHUS

OnucaHue

BknounTtb nuTaHue cepeepa

Bbi6epuTe 9TOT aneMeEHT OENCTBUSA, YTOObI BKIOYUTD
CepBep 1 3arpy3unTb OnepauyioHHy0 CUCTEMY.

BbIKNto4MTb cepBep B HOPMasIbHOM pPeXxxume

BbiGepuTte 3TOT 3MeMeHT AeiiCTBIS, YTOOb! 3aBepLUNTb
paboTy onepauyioHHON CUCTEMbI U BbIK/IIOHNTL NUTaHne
cepBepa.

BbIknountb cepBep HeMegeHHO

BbibepuTe 3TOT aneMEHT AENCTBUSA, YTOObI BbIKIIIOYUTL
cepBep, He 3aBepLuasl cHavana paboTy onepauiOHHON
CUCTEMbI.

MepesanycTuTb cepBep B HOPMASIbHOM PeXnme

Bbi6epunTe 3TOT anemMeHT OelicTBuMS, YTOObl 3aBEpPLUNTD
paboTy onepauriOHHON CUCTEMBI 1 BbIKJTOUNTb, a 3aTEM
BKJIIOYUTb NTAHNE CcepBepa.

MepesanycTutb cepeep HEMEASIEHHO

BbibepuTe 3TOT aNneMeHT AENCTBUSA, YTOObI BbIKIIOYUTL U
CHOBAa BKJIOYNTb CEPBEP HEMEJIEHHO, HE 3aBepLuas
CHayana paboTy onepaunoHHON CUCTEMBI.

3arpysuTb cepBep B pasfen HacTPOWKN CUCTEMbI

BbibepuTe 3TOT 31EMEHT, YTOObI BKIOYUTL WX
nepesarpys3nTb CEPBEP 1 aBTOMATUYECKIN BbIMOHUTD
3arpysKy B pasfgesn HaCTPOWKN cucTembl 6e3
Heo6XoANMOCTN HaXKMaTb Knasuwy F1 Bo Bpems
3arpysKku.

MHuumupoBatb Hemackrpyemoe npepbisaHue (NMI)

Bbi6epyTe 3TOT aneMeHT AeliCTBMSA, YTOObI BbINOMHUTL
NPVHYAUTENbLHOE HeMacknpyemoe npepbisaHue (NMI)
3aBucLUeln cucTembl. Ecnu Bbl BbiGepeTe 3TOT afeMeHT
OencTeus, onepaumoHHas cuctema nnatdopmebl
BbINOMHWT Aamn NamsT, KOTOPbIN MOXHO ByaeT
NCNOb30BaTh AJ151 OTNaAKU 3aBUCLLEro COCTOAHMS
cncTembl. ABTOMaTUYeCKas nepesarpyska B HacTponke
NMI B MeHto HacTpolikn cucteMbl F1 onpepensieT, 6yget
nm XClarity Controller nepesarpy»xatb cepsep nocne NML.

3annaHnpoBaTb AeNCTBUS KHOMKU NUTaHus

BbibepuTe 3TOT aneMeHT AeNCTBUSA, YTOObI
3annaHMpoBaTh ANs cepBepa eXXeaHeBHbIE U
eXXeHeenbHble AeNCTBUS, CBA3AHHbIE C NMUTaHNEM U
nepesanyckom.

MepesanycTuTb KOHTPOEP YNpaBneHust

BbiGepnTe 3TOT a1eMEHT AECTBUS, YTOObI
nepesanyctutb XClarity Controller

BblkntoyeHme 1 BKIOYEHWE NUTaHNA cepBepa

Bbi6epuTe 3710 fencTBre, YTOObI BbIKITIOYMNTD U BKITIOYNTD
nuTaHve cepeepa.

MpumeyaHue: Ecnu onepauyoHHas crucTema HaxoauTcs B 3a6OKUPOBAHHOM PEXMME I PEXXMME SKPaHHOM
3acTaBKu, Korga npegnpyHYMaeTcs NonbiTKa 3aBepLlunTb paboTy onepaumoHHol cuctemsl, XClarity Controller,
BO3MO>XHO, HE CMOXXET BbIMOHWUTL HOpMaJlbHOE 3aBepLueHune paboTbl. XClarity Controller BbINONHNT >XXecTknin c6poc
WM BbIKJTIOYEHME CUCTEMbI MO NCTEYEHUN UHTepBana 3afep KK BbIK/TIOYEHNS, B TO BPEMS KaK onepaLoHHas

cucTemMa MoXXeT npofosmkaTb paboTtaTb.
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MOHUTOPUHI NOTPEO6IEeHN NUTaHUS N yrpaBsieHue NoTpeo6eHnem
nUTaHns ¢ nomoulbio KomaHpg, IPMI

Bocnonbayinteck nHopmauuern N3 aToro pasgena a1 MOHUTOPUHra NoTpebneHns NMTaHusa 1 ynpasnieHns
noTpebaeHnemM NUTaHns ¢ NOMoLLbLI0 KomaHg, IPMI.

B aTtom pasgene onncaHo, kak gucnetyep Intel Intelligent Power Node Manager n nitepdenc Data Center
Manageability Interface (DCMI) MOXXHO ncnonb3oBaTth 411 MOHUTOPUHIa NUTaHUS U TeMNepaTypsbl, a TakKe
ynpaBeHnsi 3IEKTPONNTaHNEM Ha OCHOBE MOJIMTUK AN CepBepa, UCMONb3yst KOMaHObl yNpaBneHus
anekTponuTaHvem IPMI.

Lnsa cepsepos ¢ Intel Node Manager SPS 3.0 nonesosatenu XClarity Controller moryT ucnonbsosartb
KOMaHAbl ynpaeneHus anektponutaHmem IPMI, npegoctaesnsaemble mogynem Intel Management Engine (ME),
4YTOObI KOHTPONMPOBaTb (MYHKLMKN AMCMETYEPA Y3/TOB U OTCIEXMBATL NOTPEONEHNE NMUTAHUSI CEPBEPOM.
YnpasneHue NnUTaHNeM cepBepa TakXXe MOXXET OCYLLECTBATLCA C MOMOLLBIO KOMaH yNpasBfieHns
anektponutaHnem DCMI. B aTom pasgene npuBOAAaTCS NPMMepPbl KOMaH, YpPaBieHns 351eKTponmTaHuem
ancnetdepa ysnos 1 DCMI.

YnpaBneHune nutaHnem cepsepa ¢ ucnonb3osaHmnem komaHg Node Manager

BOCI'IOHbSyIZTGCb I/IHd)OpMaLJ,I/IeIZ N3 3TOro pasgena gna ynpasneHna nutaHmem cepsepa c NoMoLUbro
ancnertyepa y3JoB.

Y Mukponporpammsl aucnetyepa y3nos Intel Node Manager HeT BHelLHero nHtepdelica; cneposaTenbHo,
KOMaHAbl AncneTyepa y3nos A0MKHbI 6bITb cHavana nony4deHsl XClarity Controller, a 3aTem oTnpasneHsl
ancnetyepy yanos Intel Node Manager. XClarity Controller hyHKUMOHMPYET Kak pene n yCTponcTBo
nepeHoca anst komaHpg IPMI, ucnonbaysi ctaHgapTHbI mocT IPMI.

Mpumeyanue: Npu 3MeHeHM NOANTUK AUCneTHepa y3noBs ¢ Ncnonb3osaHmem komaHg IPMI gucnetyepa
Y310B MOIYT BO3HUKHYTb KOH(IMKTbI ¢ pyHKUMen ynpasneHust nutaHunem XClarity Controller. Mo ymonyaHuto
MOCTOBO€E COeUHeHne koMaHg aucnetydepa y3nos Node Manager oTkto4eHO BO n3bexxaHne KOHMINKTOB.

[ns nonb3oBaTeneil, KOTOPbIE XenarT yNpaBnsaTb NUTaHNEM cepBepa C NMOMOLLIbIO AUcreTyepa y3oB, a He
XClarity Controller, goctynHa komanga IPMI OEM, cocTosiwas ns (cetesas yHkums: 0x3A) n (komaHga:
0xC7).

YT06b! BKMIOYNTL COBCTBEHHBIN TUM KomaHg, IPMI gucnetyepa yanos:ipmitool -H <$XClarity_Controller_IP>
-U <USERID> -P <PASSWORD> raw 0x3a 0xc7 0x01

YT06b! BbIK/IHOYNTL COBCTBEHHBIN TN KomaHg, IPMI gucnetyepa yanos:ipmitool -H <$XClarity_Controller_
IP> -U <USERID> -P <PASSWORD> raw 0x3a 0xc7 0x00

Hwxe npegcTaBneHbl NpUMepbl KOMaHg yrpaB/ieHns 31eKTPonuTaHnem aucneTyepa y3sos.

MpumeyvaHus:

e Ykazas KaHan 0 IPMI n uenesown agpec 0x2c¢, MOXHO Bocnonb3oBaTbest komaHgon IPMITOOL gns
OTnpaBKky KOMaHA B ancnetyep y3noB Intel Ha 06paboTky. CoobLleHme 3anpoca NCMoNb3yeTcs os
3anycka gencTeus, a CoobLLeHe OTBETA BO3BPALLAETCA 3anpaLlnBaloLLeMy OObeKTy.

¢ /13-3a NPOCTPaHCTBEHHbIX OrpaHMYeHnii KoMaHabl OToGpaXKatoTcs B criefytollem opmare.

MOHUTOPVHI NUTAHKUA C UCTOJIb30BaHUEeM KoMaHgbl «[osly4nTb rnob6anbHy0 CTaTUCTUKY NMUTaHUS
cucTtembl» (kog KomaHabl 0xC8): 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> -h 0x00 -t 0x2c raw 0x2E 0xC8 0x57 0x01 0x00 0x01 0x00 0x00 OteeT:57 01 00 38 00 04
00 41 00 39 00 ec 56 f7 53 5a 86 00 00 50
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OrpaHun4yeHne MOLHOCTM C UCMNOJIb30BaHNEM KOMaHAbl «<HacTponTb NONMTUKY gucneTyepa y3noB
Intel» (ko komaHnabl 0xC1): 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> -h 0x00 -t 0x2c raw 0x2e 0xC1 0x57 0x01 0x00 0x10 0x01 0xA0 0x00 0x00 0x00 0x60 Oxea
0x00 0x00 0x00 0x00 Ox1e 0x000TBeT:57 01 00

OHeprocbepexxeHne ¢ UCNoJib30BaHMEM KOMaHAbl «HacTpoutb nonuTtuky gucnetyepa ysnos Intel»
(kop komaHpabl 0xC1): 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P <PASSWORD> -h
0x00 -t 0x2c raw 0x2e 0xC1 0x57 0x01 0x00 0x10 0x01 0x00 0x00 0x00 0x00 0x60 Oxea 0x00 0x00 0x00
0x00 Ox1e 0x00

dyHkumna «Monyunts UM ycTponcTea» ¢ ucnosib3oBaHnem KomaHgbl «Monyunts UM ycTponcTea
moayns ynpasnenus Intel»:3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> -h 0x00 -t 0x2c raw 0x06 0x010OT1BeT:50 01 03 05 02 21 57 01 00 05 0b 03 40 20 01

JonosHuTenbHble KoMaHabl gucreTyepa y3nos Intel 4OCTymnHbI B MOCneAHEM BbiNyCKe cTaTbu
Cneundmkauyusa BHewHero nuitepdenca gucnetTyepa y3nos CUCTEMbI UHTENIEKTYaNIbHOIO NMUTaHNA
Intel c nucnonbsosaHnem komaHga IPMI no agpecy https://businessportal.intel.com.

YnpaBneHne nutaHnem cepBepa c ncnosib3oBaHmem komaHg DCMI

Bocnonbayiitech nHdopmavyeii U3 aToro pasgena ans ynpasneHus nutaHrem cepsepa ¢ NoMoLLbo KOMaH[
DCMIL.

DCMI npegocTtasnseT yHKLUM MOHUTOPYHIA U KOHTPOSSA, KOTOPble MOTyT NPeAoCTaBNATLCSA Yeped
cTaHpapTHble HTepdeinck MO ynpasneHus. OyHKLMM yNpaBieHUsa NnuTaHNEM CepBepa Takxxe MoryT
peann3oBbIBaTbLCS C NOMOLLL0 KoMaHg DCMI.

Hw>xe npepcTaBneHbl NpMMepbl Hanboiee pacnpoCTPaHEHHbIX (PYHKUMI 1 KOMaHZA yrpaBneHrs MMTaHuem
DCMI. CoobLLeHne 3anpoca ncnonb3yeTcs Ans 3arnycka AencTBms, a CoobLLeHe OTBETa BO3BpaLLaeTCs
3anpalunBaroLLeMy OObEKTY.

MpumevaHue: /13-3a NPOCTPAHCTBEHHbLIX OrpPaHNYeHnii KOMaHabl 0TO6paXKaloTCs B creayowmx dopmarax.

MonyunTb NoKasaTenb mowHocTH: 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> raw 0x2c 0x02 Oxdc 0x01 0x00 0x00 OtseT:dc 39 00 38 00 3b 00 39 00 e3 6f 0a 398030000
40

Hactpoutb numut mowHocTu: 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
PASSWORD raw 0x2c¢c 0x04 Oxdc 0x00 0x00 0x00 0x00 0xAO 0x00 Oxe8 0x03 0x00 0x00 0x00 0x00 Oxe8
0x03 OTBeT:dc

MonyunTb orpaHnyeHune mowHocTh: 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> raw 0x2c 0x03 Oxdc 0x00 0x00 OteeT:dc 00 00 00 a0 00 e8 03 00 00 00 00 01 00

AKTUBMpPOBaTb MMMUT MowHocTK: 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> raw 0x2c 0x05 Oxdc 0x01 0x00 0x00 OtBeT:dc

DeakTuBupoBaTb NMMMUT MoLHOCTK: 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> raw 0x2¢c 0x05 Oxdc 0x00 0x00 0x00 OTteeT:dc

Mpumeyvanue: Ha HEKOTOpPbIX cepBepax ,D,el7|0TBVIF| NCKItOYEHWN onsa komaHgbl Hactpoutb aumnT

MOLLHOCTM MOIYT He MOoAAepXMBaTbCS. TakK, MOXXET He NMoaAep KmBaTbcs napameTp XKecTkoe
BbIKJIlOYEHME CUCTEMbI U BHECEHME COObITUN B XXypHan SEL.
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MonHbIN cNUCOK KoMaHg, nogaep>kmsaemMblix cneumdukaymern DCMI, cm. B nocnegHeM BbiNycKe cTaTbu
Cneundukaunsa narepcdenca ynpasnsemoctu LLOL pasgena https://www.intel.com/content/dam/www/
public/us/en/documents/technical-specifications/dcmi-v1-5-rev-spec.pdf.

PYHKUNM yAaNEeHHON KOHCON

MHbopmMaums B 3TOM pasfgene NoMoXXeT NOHATb, Kak yaaneHHO NpocMaTprBaTbh KOHCOMb cepBepa n
B3aMMOAEeNCTBOBAaTb C HEN.

B Be6-nHTepdeiice XClarity Controller MOXXHO nonb3oBaTbCs (PYHKUMOHANBHOCTBIO YAANEHHOW KOHCOMM ANst
NPOCMOTPAa CEPBEPHON KOHCOIN 1 B3aMOAENCTBUS C Hel. MO)XHO HasHa4nTb o6pas aucka (cdann 1ISO nnm
IMG) B Ka4ecTBe BUPTYyanbHbIX ANCKOB Ha cepBepe. PYHKLNOHANBLHOCTb YAaNeHHOW KOHCONM JOCTYMNHA B
Bbinyckax XClarity Controller Advanced n Enterprise n Tonbko B Be6-uHTepdeiice. [1na ncnonb3osaHns
byHKLMIN yganeHHo KoHconmn Heobxoammo BbinonHUTL Bxod B XClarity Controller ¢ [ nonb3oBartens,
MMeLoLLEero npaea AocTyna Supervisor unm NpUBMAEru Ha JOCTYN K yAaneHHON KoHconn. JononHnTeNbHble
cBegeHus 06 obHoBneHun Boinycka XClarity Controller Standard go XClarity Controller Advanced nnn
XClarity Controller Enterprise cm. B pasgene «O6HoneHue XClarity Controller» Ha cTpaHuue 6.

WcnonbayitTe hyHKLWM yaaneHHoW KOHCONM ANs PeLUeHns Ceayowmx 3agady:

e YpaneHHbIn NPOCMOTP BUAeo ¢ rpaduryecknm pasperueHnem go 1280 x 1024 npu yactoTe 06HOBNEHNS
72 'y, unn 75 'y He3aBUCMMO OT COCTOSIHUA cepBepa.

e YpaneHHblin OOCTyn K cepBepy C ncnonb3oBaHneM KnasnaTypbl 1 MbILLN yOaneHHOro KineHTa.

* MoHTtax carinos ISO n IMG, pasmeLleHHbIX B NOKaNbHOW UW yOaneHHON cCucTemMe B KayecTse
BMPTYaslbHbIX QUCKOB, OOCTYMHbLIX A5 UCMOSIb30BaHUSA CEPBEPOM.

e OtnpasbTe 06pas IMG nnu ISO B namsaTe XClarity Controller n yctaHoBUTe ero Ha cepBepe B KayecTse
BUPTYyasibHbIX ANCKOB. B namsaTb koHTponnepa XClarity Controller MO>XXHO 3arpy3unTb A0 ABYX alinos C
MaKCUMasibHbIM COBOKYMHbIM padmepom 50 MB.

MpumeyvaHus:

e Ecnu dyHKUMNS yaaneHHoM KOHCONK 3anycKaeTcs B MHOronob3oBaTtenbckom pexume (XClarity Controller
¢ Habopom komnoHeHToB XClarity Controller Enterprise nogaep>xusaeTt fo LWecTy 0gHOBPEMEHHbIX
CeaHCoB), TO (PYHKLUSA yAaneHHOro AncKa He MOXXET MCMNOSIb30BaTbCS B HECKOSIbKMX CeaHcax
OAHOBPEMEHHO.

* YpaneHHas KOHCOJIb MOXET 0To6paXkaTb TONbKO BUAEO, CO3AaBaeMble BUAEOKOHTPOIEPOM Ha
MaTepUHCKOW nnarte. Ecnun ycTaHOBNEH 1 MCMNOSIb3YETCA BMECTO BULEOKOHTPOMNEPA CUCTEMbI OTAENbHbIN
afjanTep BUOEOKOHTponnepa, Ha yganeHHon koHconu XClarity Controller He MoXkeT oTo6paxkaTbcs
BUAEOCOAEP>XKUMOE C fo6aBNeHHOro agantepa.

e Ecnu B ceTu NCnonb3ytoTcsa 6paHamayapbl, CETEBON MOPT JOMMKEH OblTb OTKPLIT, YHTOOLI 06ECNeYnTb
nopnep XKy MyHKUUN yaaneHHom KoHconu. [1ns npocMmoTpa nnm n3MeHeHns Homepa CETEBOro NnopTa,
ncnonb3yemoro yHKUMen yaaneHHoW KOHCONN, BbINOIHUTE MHCTPYKUMN U3 pasaena «BknoveHune
o6cny>XKmMBaHMsS 1 Ha3Ha4YeHne NopPTOB» Ha cTpaHuue 36.

o OyHKUMA yaaneHHom KoHconu ncnonbdyet HTML5 ons otobpaxkeHus Buaeo ¢ cepeepa Ha Be6-
CTpaHuuax. YTobbl MCNONbL30BaTh 3Ty (OYHKLMIO, Ball 6pay3ep OOSMKEH NOAAEPKNBATbL OTOOpaXkeHne
BNOEOCOLEP>XKUMOIO C UCMnofib3oBaHNeM anemeHTos HTML5.

e Ecnu gns poctyna kK BMC B 6pay3aepe Internet Explorer ncnonb3ytoTcsi camo3aBepsitoLme cepTudunkaTol
n agpec IPv6, ceaHC yaaneHHOM KOHCOM MOXKET He 3anyCTUTbCA U3-3a oLWNGKU cepTudumkara. Bo
n3bexxaHmne aTon NPobnemMbl MOXHO 406aBUTbL CamMo3aBepsaoLLmMIi cepTudumkar B LieHTpbl cepTudmkanmm
[OBEpEHHbIX KOPHEBBLIX cepTudumkaTos Internet Explorer:

— BbibepuTte Security B pasgene BMC Configuration n sarpysnte camo3saBepsitoLmin ceptudukar.

— W3mennTe paclumpeHune dana ceptudurkara Ha *.crt n aBaxxgpl LenKHUTe gann NHTepHeT-
cepTucpmkara.
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— Ouuctute kaw 6paysepa IE11.

LLlenkHuTe YcTaHoBUTL cepTudukat, 4Tobbl yCTaHOBUTL cepTudukaT B XpaHunuile cepTndukaTos,
BbIMOJHMB Lary B MacTepe nMmnopTa cepTnudukaTos.

BknioyeHue hyHKUUMN yaaneHHOW KOHCONN

B aTom pasnene NnpnBoaAaATCcA cBeaeHns o (byHKLJ,I/II/I y,qaneHHO|7| KOHCON.

Kak ynomuHanocb paHee, yHKUMOHaNbHOCTb yaaneHHon koHconm XClarity Controller gocTynHa Tonbko B
Bbinyckax XClarity Controller Advanced n XClarity Controller Enterprise. Ecnu y Bac HeT npusunerun gns
paboTbl C yOaNeHHON KOHCOSIbI0, 0TOOPAa3MTCA 3HA4YOK 3amKa.

Ecnu Bbl nprnobpeny n nony4unu koY aktnsaumm gns oéHoeneHns XClarity Controller Advanced,
YyCTaHOBUTE €ro, BbINOMHNB MHCTPYKLMW 13 pasgena «YCTaHoBKa Kito4ya akTueauum» Ha ctpaHuue 97.

Insi ncnonb3oBaHUs yHKUMOHANBLHOCTY YAaNIEHHO KOHCOMW BbIMOMHWTE CeQyoLme AencTBUs:

1.

N OO O b

LLlenkHnTe n3obpaxkeHne ¢ 6enol yKasbiBatoLLE Mo AnaroHann CTPesion B pasaene «YaaneHHas
KOHcoNb» goMaluHel ctpaHuubl XClarity Controller unn Ha Be6-cTpaHuLe yaaneHHon KOHCONN.

. BblbepuTe oguH 13 cnegyoLmx pexxuMoB:

b SaI'IyCKaTb yAaneHHyo KOHCOJ1b B OHOMOJ1b30BaTEJIbCKOM peXXnme
° SaHyCKaTb yAaJNleHHYO KOHCOJ1b B MHOIronoJib3oBaTes/IbCKOM pexnume

Mpumevanue: XClarity Controller c Ha6opom cyHkumin XClarity Controller Enterprise B
MHOOMOJIb30BaTE/IbCKOM PEXUME NOJAEP>KNBAET A0 LIECTN OAHOBPEMEHHbIX BULEOCEAHCOB.

. BbiGepuTe, HY>KHO N paspeLLnTb APYrIM OTNPaBAAaTb 3anpochkl Ha OTNPAaBKY 3anpoca o paspbise

coeanHeHns NoNb30BaTeNto yaareHHON KOHCON, eClii KOMY-TO HEO6X0AMMO BOCMOJIb30BaTbLCS
byHKLMEN yoaneHHON KOHCON, KOTOpast y>Ke NCMOoNb3yeTCcsl B OQHOMONb30BaTENIbCKOM PEXMME, Unn
€CJIM MaKCUMaJlbHOE YMCII0 NMonb3oBaTtenen ncnosb3yeT MYHKUMOHANBHOCTL YAaNeHHOW KOHCON B
MHOroMnoJIb30BaTEeNbCKOM pexxmme. lNapameTp BpeMeHHOW nHTepBasn OTCYTCTBUSA OTBETa YKa3bIBaeT,
ckonbko XClarity Controller 6ygeT »xpgaTb, NpexXae YemM aBToMaTnydeckn OTKITHYNT NONb30BaTenNs, ecnv
OTBET Ha 3arnpoc O pa3pbiBE COEANHEHNS HE NOMNYYEH.

. BoibepuTe, cnegyet nu paspeluaTtb BUAECO3aNMCh TPEX NMOCNeAHVX 3arpy30K cepeepa.

. Boibepute, cnepyeT nu paspeluaTb BUAE03anncb TPEX NocnegHnx c6oes cepaepa.

. BblbepuTe, cnepyeT v paspewnTb CHUMOK 3KpaHa c6os OC ¢ owmnbkon HW.

. LLlenkHuTe 3anycTtutb yaaneHHyYr KOHCOJIb, HTOObI OTKPbITb CTPaHULYY YAaneHHOW KOHCONN Ha Opyroin

BKNapgke. Ecnu Bce AoCTynNHble CeaHCbl yaaneHHOM KOHCO/IM NCMOJIb3YHTCS, 0TOOPpa3nTCsa aManorosoe
OKHO. B aTOM granorosom okHe nosb3oBaTesSlb MOXET OTNPAaBUTb 3arnpoc Ha pa3pbiB COEANHEHMS
NnoJsib30BaTeNo yAaNeHHON KOHCONN, BKIIOUYMBLUEMY A1 3TON HACTPOVKM 3Ha4eHne PaspewmTb
APYrvm 3anpawimBaTb pa3befuHEHEe MOEero yaaNneHHoro ceaHca. [lonb3oBaTesnb MOXET NPUHATD
UM OTKSIOHUTb 3anpoc Ha paspblB coeauHeHns. Ecnm nonb3oBaTesib He OTBETUT B TEYEHME UHTEpBana,
3a[,aHHOro B HacTpolike BpemeHHOI MHTepBan OTCYTCTBUA OTBETA, CEeaHC MNosb3oBaTens 6ynet
aBTomaTtunyeckun 3aBeplueH XClarity Controller.

YaaneHHoe ynpaBfieHue NMTaHuem

B aToM pasgene onncaHa oTnpaska KOMaHA BKAYEHWS 1 Nepe3anycka cepsepa 13 okHa y,u,aneHH0|7|
KOHCOJN.

Mo>KHO OTNPaBnIATb KOMaHAb! BKIIOYEHNS U Nepesanycka cepBepa 13 OKHa yaaneHHOW KOHCOMU, He
BO3BpaLLlasiCb Ha rnaBHyto Be6-CTpaHuLy. YTobbl KOHTPONMPOBATb NUTaHME CepBepa C MOMOLLbHO
yOaneHHon KoHconu, wenkHUTe Power 1 BbiIGepuTe OAHY N3 CNeayoLLNX KOMaH;
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Bkniountb NnuTaHue cepseepa
Bbi6epuTe STOT afIEMEHT OENCTBUS, HTOObI BKIIIOYUTL CEPBEP M 3arpy3uTb ONEPaLMOHHYIO CUCTEMY.

BbIKNIOYNTbL CepBep B HOPMaJIbHOM pPeXXume
BbiGepuTe 3TOT 31EMEHT AeliCTBIS, YTOObI 3aBEPLUMTL Pa6OTy OMNEPaLMOHHON CUCTEMbI U BbIKNOYUTD
nuTaHue cepeepa.

BbikniounTtb cepBep HeMeJIEHHO
BbiGepute aTOT 3NeMeHT AeNCTBIUSA, YTOObI BbIK/IIOUYNTL CEPBEP, HE 3aBepLuas cHavyana paboTy
ornepaumoHHO CUCTEMbI.

Mepe3anycTutb cepsep B HOPMasSIbHOM peXXume
Bbi6epuTe 3TOT aNIEMEHT AENCTBUSA, YTOObI 3aBEPLUNTL PabOoTy ONepaLioOHHON CUCTEMBI U BbIKTHOYATD, a
3aTeM BKIIOYUTbL NUTaHne cepeepa.

MepesanycTuTb cepBep HEMeAJIEHHO
BbibepuTte aTOT aneMeHT AeNCTBUSA, YTOObI BbIK/IIOHYNTL U CHOBA BKJTIOYNTb CEPBEP HEMEANEHHO, HE
3aBepLuas cHavana paboTy onepaunuoHHON CUCTEMBI.

3arpys3uTtb cepBep B pa3fen HacTPONKN CUCTEMbI
Bbl6epuiTe 3TOT aNeMeHT, YTOObl BKIIIOHYNUTL UK NepesarpysnTb cepBep 1 aBTOMATUHECKM BbINONHUTb
3arpy3Ky B pasfien HaCTPOWKM cUCTeMbl 6e3 HeOGX0AMMOCTY HaxkMmaTb Knaeuwy F1 Bo Bpems
3arpysKu.

3axBaT 3KpaHa yaaseHHON KOHCOJU

Bocnonb3yintech MHopMaumnel s aToro pasgena, 4Htobbl MOHATb, Kak NoIb30BaThCA PYHKLMEN 3axBaTa
3KpaHa yaaneHHol KOHCoM.

DyHKLMSA 3axBaTa 3KpaHa B OKHE yAaneHHOM KOHCONMN (OUKCUPYET COAEPKUMOE BUAEONI0OPaKEHUS
cepaepa. YTob6bl 3axXBaTUTb U COXPaHUTb N306PaXKEHNE SKPaHa, BbIMOMHUTE CleayoLme AeCTBUS:

LLlar 1. B okHe yaaneHHO KOHCONWN HaXKMUTe 3axBaT aKpaHa.

Lllar 2. Bo BcnnbiBawoLem okHe LwenkHuTe CoxpanuTb dann n Haxxmute kHornky OK. ®ann 6ypeTt Ha3saH
rpviewer.png 1 coxpaHeH B Nanky «3arpy3Ku» no yMoa4aHuio.

MpumevaHue: 1306paxeHne 3axBaTa aKpaHa coxpaHsieTcs B Buge canna PNG.

Moapep>xka KnaBnaTypbl yaaneHHOW KOHCONU

B okHe yganeHHoli KoHconu nop, 3aronoskomM KnaBuaTtypa AOCTYMNHbI ciefytolye napameTpbi:

¢ |llenkHnTe BupTyanbHasi KnaBnatypa, 4toObl 3anyCTuUTb BUPTYalbHYO KnaBuaTtypy. 9ta pyHKLUUSA 04eHb
noJsie3Ha, ecnv Bbl NONb3YEeTECH MAHLETHbIM YCTPONCTBOM 6€3 hr3ndeckon knasmatypol. CnegytoLimne
napameTpbl MOXXHO UCMOJb30BaTh AJ1s1 CO30aHNs KOMOUHALIMIN MaKpOCOB 1 KNasuLL s OTNPaBKU Ha
cepsep. OnepaynoHHas cuctema B UCNONb3yeMON BaMU KITUEHTCKOWN CUCTEME MOXKET 3aKJo4aTb
onpepeneHHble KOMBUHauun knasmw (Hanpumep, Ctrl+Alt+Del) B noByLLKY, BMECTO TOrO YTOObI
nepepasatb UX Ha cepsep. dpyrue knasuwn, Hanpumep F1 nnu Esc, MmoryT nepexsaTbiBaTbCA
ncnonb3yemor nporpammMon unm épaysepomM. Makpoc npefoctaBnseT MexaHn3M OTNpaBKu Ha CepBep
Ha)KaTuin KnasuLL, KOTOPbIE NOb30BaTES0, BOSMOXXHO, OTMPaBUTb HE YAaCTCS.

e LllenkHnTe CepBepHbI MAKpPOC, HTOObI NCMOJIb30BaTb MakpOC, onpeaeneHHbI cepeepoM. HekoTopele
cepBepHbIe Makpochl npeponpeneneHsl B mukponporpamme XClarity Controller. [Jpyrue cepBepHbie
MaKpOChl MOXXHO onpegennTb ¢ nomoLpeto Lenovo XClarity Essentials n 3arpysuts ua XClarity Controller.
DTN MaKpoChl ONPefenstoTCa ONA BCeX Nonb3oBartenen hyHKLUMM yoaneHHON KOHCON.

¢ LllenkHnTe HacTpouTb, 4TOGbI [OGABUTL WY YAAUTb NOMb30BaTENbCKME Makpochl. [onb3oBaTtensckme
MaKpOChl ONPeRenstoTCS TONbKO AN TEKYLLEro Nosb3oBaTens yaaneHHon koHconu. Opyrue
nonb3oBaTeny yaareHHON KOHCON He BUAAT NoSib30BaTeNIbCK1Ue MakpoChl Apyr Apyra.
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— LlenkHuTe 3Ha4oK «[106aBUTb MakKpOChl» N HXKMUTE HY>KHbIE MOCNe00BaTENbHOCTU KNaBULL; 3aTem
wenkHuTe flo6aBuTb, YTOOLI 4O6aBUTL HOBLIN MaKpOC.

— YT060I yaannTb NoNb30BaTENbCKUI MaKpocC, Bbl6epVITe ero n3 cnnucka u wenkH1UTe 3Ha40K KOpP3UnHbI.

- YT06bl OTNPaBUTL NOML30BaTENLCKUI MaKpOoC Ha cepBep, BblibepuTe Monb3oBaTenbcKue Makpochl 1
LLLENKHUTE MaKpOoC, KOTOPbIN TpebyeTcsl OTNPaBuTb.

Mopnep)xka mbiliv yaaneHHon KOHCOoNMu

Bocnonb3yiiTech aToi uHopmMaumein, HTobbl MOHATL BO3MOXXHOCTU YAANIEHHOMO YNPaBiAeHNsi C MOMOLLIbIO
MbILLIN.

B okHe ypaneHHon KOHCONN HECKOMBKO NapaMeTpoB ANs yNPaBeHUs MbILLbIO, BKIto4asi aBCONMOTHbI
KOHTPOb Haf MbILLbO, OTHOCUTENBHbIN KOHTPOJSIb HaA, MbILLBIO (6€3 YCKOPEHNS) U KOHTPOJSb HaA, MbILLbIO
(RHEL, 6onee cTtapble Bepcun Linux).

AGCONITHOE U OTHOCUTESNIbHOE yNpaBfieHNe MbILLbIO

|/|CI'IOJ'Ib3yI7ITe Ty |/|chopmaLw|+o Ona gocrtyna K abCONOTHBIM N OTHOCUTENbHbIM napameTpam ynpasieHuns
MbILWbHO.

Ins poctyna K abContoTHLIM 1 OTHOCUTESNbHBIM NapamMeTpaM yrnpasBneHns MbILLbIO BbINOIHUTE criegytoLyme
DencTBus:

LLlar 1. B okHe yganeHHoIn KoHconu HaxxmuTe Mbiwb.
Lar 2. LlenkHnTe MapameTpbl MbILIKX B PACKPbIBAIOLLLEMCS MEHIO.
LLlar 3. Bbibepute 0anH U3 Cnegyowmnx peXxmnmMos YCKOpPEeHNe MbILLMK:

A6contoTHoe no3uumoHnpoBaHue (Windows, 6onee HoBble Bepcuun Linux n Mac OS X)
KnneHT oTnpasnsieT coobLLEHMS C yKa3aHUEM pPacnonoXXEHUA MbILLW Ha CepBep,
pacnosfioXXeHe KOTOPOro No OTHOLLEHUIO K UICXOAHOW 06nacTu (BEPXHWIA NEBbLIN Yros) 30HbI
NPOCMOTpPa OTHOCUTESIBHO.

OTHOCcUTENbHOE NO3NLMOHMPOBaHMe (6e3 yCKOpeHwusl)
KnneHt oTnpaBndAeT pacnosioxeHne Mbillin B Ka4ecTBe CMeLLieHNA OTHOCUTESIbHO
npegbIayLwero nosioXXeHs MbliLn.

OTHOCUTENbHOE NO3NUNOHNPOBaHue (6onee cTtapble Bepcuu Linux)
B aTom pexxnme npruMeHsieTcs (hakTop YCKOPEHNWS, YTOObI NyYLle BbipaBHMBATL MOJIOXKEHNE
MbILLW B HEKOTOPbIX LieNeBbIX 06bekTax Linux. HacTpoikn ycKopeHus yCcTaHaBnnMBaroTCs,
4TO6bI 06EeCNeYnTb MakKCUMasbHYO COBMECTUMOCTL € 60J1ee cTapbiMu ANCTprbyTrBamm Linux.

3anucb/BoCcnpon3BeneHne BUAeoM3o6pakeHnst Ha 3KpaHe

Vicnonb3yinTe nHhopmaLmio B 3TOM pasgene gJis 3anncu Uan BOCnponsBefeHNs BUOEON306paXKeHUs Ha
3KpaHe yganeHHoro npucyTCcTaems.

Be6-nHTepderic XClarity Controller npegoctaensieT cxoxyto ¢ DVR dyHKuuto, Tem cambiM obecnedrBas
noaaep KKy 3anucu 1 BOCMpou3BeaAeHNs BULEOM300Pa KEHWI C 3KpaHa yaalieHHOro NpucyTCTBUs. 3Ta
hyHKLUMA NogaepXK1BaeT 3anmchb BUAEO TONLKO B CETEBYIO Nanky. B HacToswee BpemMs noaaepXXnBaroTcs
npoTtokosbl NFS n CIFS. Huxe nprBogsaTcst nowwaroBble MHCTPYKLMU MO MCNOSIb30BaHUIO (hyHKLMM 3anvcn 1
BOCMNPOU3BEQEHMS.

1. Ha Be6-CcTpaHuLe yaaneHHoM KOHCONMN HaXKMUTE KHOMKY 3anuchk aKpaHa, 4To6bl OTKPbITb OKHO
HaCTpOeK.

2. B okHe HaCTpOeEK, BO3BMOXHO, r|0Tpe6yeT0ﬂ yKa3aTb cneagytouine ceeneHns.
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¢ Ecnu Bbi6paH Tnn nogkntoyeHus CIFS, ykaxnTte napameTpsl YaaneHHasa nanka, Mms nonb3oBatens
n Maponb. ®opmat umeHoBaHus yaaneHHon nanku CIFS: //<ypaneHHbin IP-agpec>/<umsa nanku>.
Hanpumep: //XXX.XXX.XXX.XXx/nanka.

¢ Ecnu BbibpaH Trn nogkntodeHus NFS, ykaxnte napameTp YaaneHHas nanka. dopmart MMeHOBaHUS
yaaneHHon nanku NFS: <yganeHHbi IP-agpec>:/<umsa nanku>. Hanpumep: XXX XXX.XXX.XXX:/
nanka.

¢ [lpu HEOBXOOUMOCTU YKaXKUTe UMsi Buageodaina. Ecnm nms darina y>xe ykazaHo, oTo6pasnTtcs
coobLLeHne 06 owmbKe. YTobbl Nepesanuncarthb CyLlecTByloLLee ums gaiina, Boibepute
«[lepesanucartb nva darna». Ecnu yctaHoBneH naxxok B nose «ABTO», UMsA Bugeodpainna 6yner
CreHepupoBaHO aBTOMaTUYECKU.

e [lapameTp «MakcrumanbHbIn pasmep daina» o3Ha4aeT MakCMManbHbIn pasmep Bugeodanina, no
OOCTUXXEHNN KOTOPOIro snaeo3arnnCb OCTaHOBUTCA aBTOMaTU4YEeCKW.

b ﬂapameTp «MakcumanbHas gnMTenbHOCTb 3anucu» o3HavaeT MaKCMaJIbHYO ONMNTENbHOCTb
Bmnaeosanncu, Nno OCTU>XXeHnmn KOTOpOI?I Brnaeo3arnncb OCTaHOBUTCA aBTOMaTUYECKW.

3. Haxxmute HavyaTtb 3anucb, 4To6bI Ha4aTb BMAeo3annch.

4. Haxxmnte OCTaHOBUTb 3anmncb, YTOObLI OCTAHOBUTL Buaeo3anncb. OTo6pa3nTcsi BCMbIBAOLLLEE OKHO C
coobLeHneM «Brnaeosanuck 3aBepLueHa» 1 Bcell MHopmaumen o BUAeo3anmncu.

5. Ckavarite 3anucanHble Bugeo ¢ NFS nnn CIFS B mecTHyto nanky. B pasgene «[1peasaputenbHbin
NPOCMOTP YAaneHHoW KoHconu» Ha aomaluHen ctpanuue XClarity Controller wenkHute 3anucaHHble
BUAEO 1 BbibepUTE BUOEO OJ151 BOCNPON3BEAEHUS.

PeXxumbl 3KpaHa yaaneHHON KOHCOoNMU

Bocnonbsyitech nHgopmaumer N3 aToro pasgena, YHtobbl HACTPOUTb PEXUMbI 3KpaHa yAaneHHONn KOHCON.
YT106bl HACTPOUTL PEXMMbI SKPaHa yAaneHHON KOHCONN, LenkHUTe Pe)xxum skpaHa.
JocTynHbl cnegyroLye napameTpbl MEHIO:

Bo Becb 3KpaH
B aTOM pexxunme BUaeo oTobpa)kaeTcs Ha BeCb paboynii CToN KNeHTa. Ecnu B 3ToM pexnme HaxaTtb
KnaeuLly Esc, Bbl BbllAeTe 13 pexxrMa NofHOro akpaHa. [1ockonbky MeHHo yaaneHHoN KOHCoNn He
oTOGpaXKaeTcs B peXXMME NONTHOMO 3KpaHa, NoTpebyeTcs BbINTY U3 peXxuma NosiHOro akpaHa, 4Tobbl
BOCMOMb30BaTbCA PYHKLMAMUN MEHIO YAANEHHOW KOHCOMMW, HAanpryMep Makpocamim KnasuaTtypbl.

Mo pasmepy akpaHa
3To HacTpolika Nno ymon4aHuto, AelicTBytoLLas Npw 3arnycke yaaneHHol KoHconu. Ecnv geincTeyeT aTa
HacTpolika, paboynii cToN oTobpa)kaeTcsl NMOMHOCTLIO, 6e3 MOOC NPOKPYTKU. CoxpaHsieTcst
COOTHOLLIEHNE MEXAY CTOPOHaMU.

OkpaH macwTabupoBaHus
Ecnun Bknto4eHO MacLuTabupoBaHme, pasmep B1Uaeon3obpakeHms nogovpaeTcs TakMm 06pasom, YToObI
n306pa>keHne NoJIHOCTbIO 3aHUMAsNO OKHO KOHCOJIN.

MUcxopgHbiih aKpaH
BupeonsobpaxeHue nmeeT Te xe rabapuTbl, 4TO N cepBepHas 4acTb. [1pn Heob6xoanMocTun
0TOBpaXKakTCs NONOChI MPOKPYTKM, MO3BONSAOLLME NPOCMOTPETL 06M1acTy BUAEOU306paKeHNs,
KOTOpbIe HEe MOMELLIAIOTCS B OKHO.

LiBeTHOM pexxum
KoppeKTnpyeT rnybuHy LBeTa OKHa yaaneHHom KoHconu. CyLLecTByeT aBa BapuaHTa LIBETHOIO
pexuma:

e LlgeTHomn: 7-, 9-, 12-, 15- n 23-paspsigHbin
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e OtTeHku ceporo: 16, 32, 64 n 128 oTreHkoB

MpymeyaHue: KoppeKkTMPOBKY LBETHOIO PeXnma, Kak NpaBuiio, BHOCATCS, €C/M Balle MOAKIIIOYEHNE K
yOaneHHoOMy CepBepy MMEET OrpaHUYEHHYHO NOSIOCY MPOMYCKaHNS U Bbl XOTUTE YMEHBLUUTD
NOTPEBHOCTb B NPOMYCKHOW CNOCOBHOCTM.

Cnoco6bl ycTaHOBKWU HOCUTENEN

Bocnonb3yintech MHpopMauuel s aToro pasgena, Ytobbl MOHSTb, Kak BbINOJHATL NMOLKIIOYEHNE
HocuTenei.

Ons nogkntodeHuns dannos ISO n IMG B kadecTBe BUPTYasibHbIX ANCKOB NPefoCcTaBseTCa TPy MexaHm3ma.

e [1ns po6aBneHust BUpPTyalbHbIX QUCKOB Ha CEPBEP N3 CeaHca yoaIEHHON KOHCOIM MOXXHO HaXKaTb KHOMKY
Hocurtenu.

¢ HenocpencTBeHHO ¢ BEG-CTpaHWLbl yaaneHHON KOHCOMN, He OTKPbIBasi ceaHC yaaneHHON KOHCOMN.
e  OTAenbHbIA MHCTPYMEHT

[nsa ncnonb3oBaHnsa QyHKLMIN BUPTYasbHbIX HOCUTENEN NOnb3oBaTensam TpebytoTcs npusunerum Jloctyn K
yAaneHHOW KOHCONMN U yAaNneHHOMY AUCKY.

dainbl MOXKHO MOAKIOYaTh B KAYECTBE BUPTYallbHbIX HOCUTENEN U3 NTOKANIbHOM CUCTEMbI U C YOANIEHHOT O
cepsepa. [1ocTyn K HUM MO>XHO OCYLLECTBIATL MO CETU UM MOCPEACTBOM 3arpy3Ku aTux (annos B NaMsiTb
XClarity Controller ¢ nomoLubto komnoHeHTa RDOC. 9Tu MexaHn3Mbl OnucaHbl HUXKE.

¢ JlokanbHble HocuTenu — 310 dannel ISO nnm IMG, KoTopble HaXoasaTCSA B CUCTEME Y UCTIONb3YIOTCS Ans
poctyna k XClarity Controller. 3ToT MexaHn3m JOCTYMNeH TONMBKO B CeaHCce yoaneHHoN KOHCONN (a He
HENoOCpPeACTBEHHO C BEG-CTpaHULpbl yAaneHHOW KOHComn) 1 npu Hanudmn dyHkumin XClarity Controller
ypoBHs Enterprise. [Ins nogknto4eHns nokasibHbIX HOCUTENEeN LWenkHuTe AKTMBMpPOBaTb B pasgene
MopknounTb NoKanbHble HocuTenu. OgHOBPEMEHHO K CEPBEPY MOXKET ObITb MNOAKIOYEHO A0 YETbIpex
dainnos.

MpumeyaHus:

— [Mpwu ncnonssosaHum 6paysepa Google Chrome gocTyneH LONONHUTENbHBIN NapaMeTp NOLAKIHEHNS
dainbl 1 Nanku NOAKOYeHUs1, NO3BONSAOLWMIA NepeTackmBaTb Gaisbl 1 Nanku.

— Ecnu BbinonHAeTCA HECKONMBKO NapannesibHbIX ceaHcoB yaaneHHon koHconu ¢ XClarity Controller, aty
hYHKLIMIO MOXKHO aKTMBUPOBATb TOJSIbKO AN OAHOro N3 CEaHCOB.

e ®dalinbl, pacrnosioXXeHHbIe B yAaNEHHOW CUCTEME, MOXXHO Tak>Xe NMogKioYaTb Kak BUPTyasbHble HOCUTENN.
OpHOBPEMEHHO B Ka4eCTBE BMPTYasibHbIX ANCKOB MOXXHO MOAKIoYaTh A0 YeTbipex dannos. XClarity
Controller nopoep>xnBaeT cneayoLLmne NpoToKosbl 06MeHa annamu:

— ®annoBasa cucrtema CIFS:

— Bsegute URL-agpec pacnonoxxeHus danna B yaaneHHo! cucteme.

— Ecnu tpebyeTcs, 4To6bI hain NpucyTCTBOBAS Ha CEPBEPE B KAYECTBE BUPTYasIbHOro HOCUTENS,
OOCTYMHOMO TONBbKO AS YTEHWS, YCTAHOBUTE 3TOT (hSIAXKOK.

— BBsepguTe yyeTHble faHHble, Heobxoanmble XClarity Controller ans ocyliecTeneHns poctyna K daniny
B YAAJIEHHOW CUCTEME.

Mpume4anue: XClarity Controller He nopgpep>XxnBaeT NCNosib3oBaHne NPo6enoB B UMEHN
nonb3oBaTens, napone nnn URL-agpece. Y6eautech, 4TO HAaCTpoeHHble Ans Bxoaa Ha cepsep CIFS
y4eTHble aaHHble n URL-agpec He copepxxaT npobena B MMeHN NoJfib30BaTens uin naporne.

- I'Iapameprl NoOKNMIOYEeHNA ABNAKTCA OONONHUTENNbHbIMU N onpeaenAaloTCcA MNPOTOKOJIOM CIFS.
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— Ecnun yoaneHHbIn cepep 0THOCUTCA K HABOpy CepBEPOB, 6E30MacCHOCTb KOTOPbIX 06ecrnevmBaeTcs
LEeHTpaNnn3oBaHHO, BBegnTe JOMeHHOe NMA, K KOTOPOMY OTHOCUTCA y,D,aJ'IeHHbIVI cepsep.

— ®annoBasa cuctema NFS:

— Beegute URL-agpec pacnonoxxeHus canna B yaaneHHOW cucTeme.

- Ecnn Tpebyetcs, 4To6bI (haiin NpucyTCTBOBaS Ha CepBepe B KAa4ecTBe BUPTYallbHOrO HOCUTENS,
[AOCTYMNHOMO TONBbKO AS1 YTEHUS!, YCTAHOBUTE 3TOT (DIaXKOK.

— [MapameTpbl NnogkNtovYeHUsa ABASIOTCA HeobaA3aTeNbHbIMU 1 onpeaensanTcs npoTokonom NFS.
Moppep>xusatotcsa npoTokonbl NFSv3 n NFSv4. Hanpumep, 4to6bl nucnons3osats NFSv3,
Heob6xoanmMo ykasaTb napameTp nfsvers=3. Ecnu cepep NFS ncnonb3yeT ons ayTeHTUdnKauum
onepauuin NFS koHdurypaumto 6ezonacHoctn AUTH_SYS, Heob6xoanmo ykasaTb napameTp sec=
sys.

— ®annoBasa cuctema HTTPFS:

— Bsegunte URL-agpec pacnonoxeHus daiina B yaaneHHo! cucteme

— Ecnu tpebyeTcs, 4Tobbl hann NpucyTCTBOBAs Ha CEPBEPE B KAYECTBE BUPTYaSIbHOrO HOCUTENS,
OOCTYMHOrO TOSIbKO AN YTEHWS, yCTaHOBUTE 3TOT (hS1aXKOK.

Mpumeyanue: [na ceptndukatos 6e3onacHocTr, co3paHHbix Microsoft IS, B npouecce
NoaKOYEHNS1 MOryT BO3HUKATL owWnbKu. Ecnn aTo npoucxoant, obpatuteck K pasgeny «[pobnemb ¢
MOAKMNKOYEHNEM HOCUTENEN» Ha CTpaHuue 83.

LLlenkHuTe Mopgknio4nTb BCE yaaneHHble HOCUTENU, YTOOb! NOAKMI0YNTL hain B Ka4ecTBe
BUPTyasIbHOro HocuTens. YTobbl yoanutb BUPTYasbHbI HOCUTESb, LWENKHUTE 3HAYOK KOP3MHbI cnpasa oT
NOAKHOYEHHOO HOCUTENS.

¢ C nomouubto komnoHeHTa XClarity Controller RDOC mo>xHo oTnpasuTtb B namsaTb XClarity Controller n
NOOKITIOUNTD B KAYECTBE BUPTYalbHbIX HOCUTeNeln 0o Apyx gannos. O6wuin pasamep o6oux ¢ainnos He
JoskeH npesbiwatb 50 MB. 31n dannel octaHyTcsa B namatu XClarity Controller no yoanerus, paxe ecnum
ceaHc yganeHHon koHconu 3aseplueH. KomnoHeHT RDOC nopaep>kvnBaeT cnegyoLlme MexaHn3mbl
oTnpasku annos:

— ®ainnosas cuctema CIFS: cm. nogpobHoe onvcaHne BhiLLE.
Mpumep:

YT106bI nogkntounTb daiin ISO ¢ nmeHem account_backup.iso, pacnofnioxxeHHbI B Katanore backup_
2016 cepsepa CIFS c IP-agpecom 192.168.0.100, B Ka4yecTBe JOCTYMHOIO TOJIbKO A1 YTEHMS
BUPTYaslbHOro ANCKa Ha cepBepe, HEOOXOOVUMO 3aMNOJSHNTL MOJIS, Kak MOKa3aHOo Ha PUCYHKE Hke. B
3TOM NPUMEPE CEPBEP, PACMONOXXEHHbIN No agpecy 192.168.0.100, asnseTcs 4neHoMm Habopa
cepBepoB B fIOMEHe «accounting». [lomeHHOe nMs AaBnsieTcs Heobs3aTebHbIM. Ecnun Baw cepsep
CIFS He siBNsieTCs YacTblo JOMeHa, ocTaBbTe none JJoMmeH nycTbiM. MNapameTp moHTaxxa CIFS
«nocase» 3aaH B 3ToM npumMepe B nosne MapameTpbl MOHTaXa, 4To ykasbiBaeT cepBepy CIFS Ha To,
YTO NMPOBEPKY MMEHM haina No BEPXHEMY/H>KHEMY PErMCTPY crnenyeT urHopuposartb. [one
MapameTpbl NOAKNOYEHUA ABNSETCA Heoba3aTenbHbIM. IHdopmauus, BBognMas nosib3oBaTenem B
3TOM nose, He ncnosb3yeTcs KoHTponnepom BMC n npocto nepepaetca cepsepy CIFS, korga
nogaeTcs 3anpoc Ha nogkntoveHne. CM. JOKyMeHTauuo no BHeapeHuto Bawwero cepeepa CIFS, 4Tobbl
onpenenuTb, Kakne napameTpbl nogaepXxmsatTcs Bawmm cepsepom CIFS.
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Mount Media File from Network: 0 mounted + O

B}

CIFS v Input URL. 11192.168.0.100/backup_2016/account_backup.iso Read-only
User Name: mycifsname Password: sessccscee

Mount Options: nocase Domain accounting

Mount all remote media

BMC npepocTtansieT HCTpyKuum rno ykasaHuio URL-agpeca. Ecnn BBognTcs HepgonycTumbin URL-
afpec, KHoMKa nogknoyeHms 6yaeT cepoin (HegoctynHow), u nog nonem URL-agpeca 6ynet
oTobpaxkatbes oxuaaembin popmat URL-agpeca KpacHbIM LIBETOM.

URL address in the form of /lipaddress/path/ioffile or /domain-
name/pathitoffile. The domain-name can be alphanumeric

characters, "', < or"_". It must contain at least two domain items.

— ®annosas cuctema NFS: cm. nogpo6Hoe onvcaHue BhbiLLE.
Mpumep:

Y106kl ycTaHoBUTb haiin ISO ¢ umeHem US_team.iso, pacnofioxXeHHbIin B kaTanore «personnel»
cepsepa NFS c IP-agpecom 10.243.28.77, B Ka4ecTBe AOCTYMNHOMO TOJIbKO AN YTEHWSI BUPTYalibHOMO
OncKa Ha cepBepe, HeOO6XOAVMMO 3aroNHUTL CReaytoLLme NOoNs, Kak NoKasaHo Ha PUCYHKE HXKeE.
MapameTp nopkntoueHnst NFS «port=2049» ykasbiBaeT, 4TO AJ1s1 Nnepeaayn AaHHbIX OOJDKEH
ncnonb3oBaTbcsi ceTeBol NopT 2049. None MapamMeTpbl NOAKIIOHYEHUSA SBNAETCS HE06A3aTENbHbLIM.
MHdbopmaums, BBoouMas nonb3oBaTtesnieM B 3TOM none, nepepaetcsa cepsepy NFS, korga nopgaetcs
3anpoc Ha nogkntoveHre. CMm. JOKyMeHTauumo no BHegpeHuto Bawero cepeepa NFS, 4Tobbl
onpenenuTb, Kakne napameTpbl NogaepXXmnsatoTcs Bawmm cepsepom NFS.

Mount Media File from Network: 0 mounted + O

NFS v| Input URL. 10.243.28.77:/personnel/lUS_team.iso Read-only m

Mount Options:  port=2049

Mount all remote media

BMC npegocTasnseT MHCTpyKumn no ykasaHuio URL-agpeca. Ecnu BBognTtcs HegonycTumelin URL-
afpec, KHoMnka nogknoyeHns yaeTt cepoin (HegoctynHow), n nog nonem URL-agpeca 6ynet
oTobpaxartbcs oxupgaembli popmat URL-agpeca KpacHbIM LIBETOM.

URL address in the form of ipaddress:/path/toffile or domain-
name:/pathioffile. The domain-name can be alphanumeric

characters, "’ - or"_". It must contain at least two domain items.

— HTTPS — Hypertext Transfer Protocol Secure:

— Beepgute URL-agpec pacnonoxeHus ¢ainna B yaaneHHOW CUCTEME.

Masa 5. HacTpoiika cepeepa 77



— Ecnu tpebyeTtcs, 4TobbI han NpucyTCTBOBAs Ha CEPBEPE B Ka4ECTBE BUPTYaSIbHOrO HOCUTENS,
OOCTYMHOIrO TOJSIbKO AN YTEHWS, yCTaHOBUTE 3TOT (hJ1aXKOK.

— BBsepguTe yyeTHble paHHble, Heobxoammble XClarity Controller ans ocylwiecTeneHnst goctyna K daniny
B YOQ/IEHHOW CUcTeMe.

MpumeyvaHus:

— [Ona ceptudmkaroB 6e3onacHOCTU, cosaaHHbix Microsoft IIS, B npouecce nogkntoveHns MoryT
BO3HUKaTb OLLM6KIK. Ecnn aTo npoucxogut, obpatntechb K pasgeny «[pobnemMbl ¢ NOOKIOHEHNEM
HocuTenen» Ha cTpaHuue 83.

— XClarity Controller He nogaep>xnuBaeT Ncnonb3oBaHne NPo6enoB B UMEHN NoNb30BaTeNs, naposne
wnn URL-appece. Y6eauTech, YTO HAacTPOeHHble aNns Bxoga Ha cepsep CIFS yyeTHble faHHble 1
URL-agpec He cogep>kat npobena B UMeHU nonb3osaTens unu naporne. NMpumep:

YT106b1 NopgkntounTb hann ISO ¢ nmeHem EthernetDrivers.ISO, pacnono>xeHHbin B KaTanore
newdrivers cepsepa HTTPS ¢ gomMeHHbIM MEeHEM mycompany.com, C UCMOJIb30BaHNEM CETEBOIO
nopta 8080 B Ka4eCcTBe JOCTYMHOMO TOMLKO A1 YTEHNS BUPTYasibHOro AMcKa Ha cepBepe,
Heo6X0AMMO 3anofiHUTb MO, KaK NMOKa3aHo Ha PUCYHKE HUXKeE.

Remote Disc On Card (RDOC): 0 uploaded (50 MB available) (7]

I»
at

HTTPS v Input URL: HTTPS://mycompany.com:8080/nevdriversiEthemetDrivers ISO @ Read-only

User Name: test Password.

BMC npepoctasnset nHcTpyKumm no ykasaHuio URL-appeca. Ecnu BBognTcs HepgonycTumbin URL-
appec, KHomka nogkno4veHns 6yaeT cepoi (HegocTynHon), u nog nonem URL-agpeca 6yneT
oTobpaxartbcst oxxmpgaembli popmat URL-agpeca KpacHbIM LIBETOM.

URL address in the form of hitps:/fipaddress[.port)/pathitoffile or HTTPS: idomain-

name[-port)/path/o/file. The domain-name can be alphanumeric characters - or

It must contain at least two domain items. The port number is optional

— MpoTtokon SFTP

— Beegute URL-agpec pacnonoxxeHus canna B yaaneHHOW cucTeme.

- Ecnn Tpebyetcs, 4To6bI (haiin NpucyTCTBOBaS Ha cepBepe B Ka4ecTBe BUPTYallbHOrO HOCUTENS,
[OCTYMNHOMO TONBbKO AN YTEHUS!, YCTAHOBUTE 3TOT (hNIaXKOK.

— BsepguTe yyeTHble paHHble, Heobxoammble XClarity Controller ans ocyliecteneHns goctyna K caniny
B YOaNEeHHO cucTeme.

MpumeyvaHus:

— XClarity Controller He nogaep>xuBaeT NCnonb3oBaHue NPo6enoB B UMEHN MONb30BaTeNs, Napose
unn URL-agpece. Y6egutech, 4TO HAaCTPOeHHbIe OJ1si Bxoaa Ha cepsep CIFS yyeTHble AaHHble 1
URL-agpec He cogep>kat npobena B UMEHU NoNb3oBaTeNs unu napone.

— Ecnu XClarity Controller nogkntovaetca k HTTPS-cepBepy, oTo6parkaeTcsi BCMbIBatoLLLEeEe OKHO C
WHpopmaLmen o cepTudurkare 6e3onacHocTu, ncnonssyemom cepsepom HTTPS. XClarity
Controller He ygaeTcs noaTBepAnTb ayTEHTUYHOCTb cepTudukaTa 6e30nacHoOCTH.

- JIOKAJIbHO — c¢amnoBasa cuctema CIFS:
— Hawnpgute B cucteme cann ISO nnu IMG, KoTopbin TpebyeTcs yCTaHOBUTb.

- Ecnn TpebyeTcs, 4To6bI (haiin NprucyTCTBOBaST HA CepBepe B KAYeCTBe BUPTYallbHOrO HOCUTENS,
LOCTYMHOMO TOJNBbKO A5 YTEHUS!, YCTAHOBUTE 3TOT (DJIaXKOK.
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LLlenkHuTe Mopgkniounte Bee channbl RDOC, 4Tobbl NoakniounTh hain B Ka4ecTBe BUPTYanibHOMO
HocuTens. YTobbl yaanuTb BUPTYanbHbIl HOCUTENb, LLENIKHUTE 3HAa4YOK KOP3UHbI cnpasa oT
NOAKIIIOYEHHOIrO HOCUTENS.

OTpenbHbI UIHCTPYMEHT

Ecnu nonb3oBartensam TpebyeTcs NOAKNOYUTL YCTPoMCTBa unm obpassbl (.iso/.img) ¢ nomoLbio XClarity
Controller, oH1 MoryT ncnonb3oBaTh OTAENBHYIO YacTb koga rdmount B nakete OneCLI. B yacTtHoCTH,
rdmount oTkpoeT nogkntodeHne K XClarity Controller n nogkniounT yCTpONCTBO Unn 06pasbl B XOCTE.

rdmount nmeeT cnenyoLLmMin CUHTaKCUC:
rdmount -s ip_address -d <iso or device path> -l <userid> -p <password> -w port (443)

Mpumep nogkntoyeHns danna ISO:

$sudo ./rdmount -s 10.243.11.212 -d /home/user/temp/SLE-15-Installer-DVD-x86 64-RC2-DVD1.iso -l userid -p password -w 443

YpaneHHbIn AUCK C UCMOJIb30BaHMEM KnmeHTa Java

B sTom pasgene onncaHo NogKntoYeHne NoKanbHOro HOCUTENS C UCNONb30BaHNEM KineHTa Java.

Mo>KHO ncnonb3oBaTtb KNMeHT Java anst HasHayeHnst cepepy CD- unn DVD-gncka, puckosopa anst QUCKeT
n USB-ycTtpolicTa hisLw-namsaTu, HaxogsLWwerocsi Ha Ballem KoMMbloTepe, b0 ykasaTb 06pas gncka Ha
CBOEM KOMMbIOTEPE OJ1A UCMOJIb30BaHNA CEPBEPOM. ,D,I/ICK MO>XHO MCNOoNb30BaThb ON1A nepe3arpy3kn
(sarpysku) cepBepa, 06HOBNEHUSA KoAa, YCTaHOBKM Ha cepBep HoBoro 0, a Tak>ke yCTaHOBKY 1
O6GHOBNEHNS ONepaUMOHHON cUCTeMbl cepBepa. MOXXHO OCYLLECTBNSATL AOCTYN K YAaneHHOMy AncKy. [duckun
1 o6pasbl gUCKOB oTobpaxkatoTcs B kadecTse USB-HakonuTenein Ha cepBepe.

MpumevaHus: YpaneHHas KOHCOSb Java noaaep kKmBaeT ogHy U3 cliefylolwmx cped Java n MoXXeT 6bITb
OTKPbITa, TONbKO ecnn KNneHT HTML5 He 3anyLueH.

1. Cpega BbinonHeHus Oracle Java Runtime Environment 1.8/Java SE 8 nnu 6onee HoBble Bepcum

2. Noppnep>xmBaetcsa anctpnbytme AdoptOpenJDK OpendDK 8. ¢ HotSpot JVM.

Mpwn ucnonesosaHn AdoptOpendDK Heobxognmo ncnone3osarb https://openwebstart.com/ B OSX,
Windows u Linux.

CospaHue c¢aina o6pasa
YT106bI cO3aaTh HOBbIN halin obpasa 13 yKasaHHOW MCXOAHON Nanku, BbINOIHUTE CneayoLmne encTBUS:

1. Haxxmnte Co3paTtb 06pas Ha BKagke BupTtyanbHble HocuTenu B okHe «KnneHT Java BUpTyanbHbIX
HocuTenen». OTobpasnTcs okHO «Co3aaHne obpasa U3 nanku».

2. HaxxmuTe kKHonky O630p, cBs3aHHyto ¢ nonem UcxopgHasa nanka, 4Tobbl BbiOpaTh HY>KHYIO UCXOOHYIO
nanky.

3. HaxxmuTe kHonky O630p, cBsizaHHyto ¢ nonieM HoBbin chann o6pasa, 4Tobbl BbIOpaATh HY>KHbIN hann
obpaaa.

4. HaxxmunTe KHonky Co3aaTb o6pas.
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https://openwebstart.com/

Create Image from Folder

Create a New Image File From a Source Folder

Source Folder:  Diworks'test_folders

New Image File:  Diworksitest folders.img

Browse

Browse

Create Image

Cancel

Puc. 1. CosgaHne ¢pavina ob6pasa

Bbi6op nogknovyaembiX YyCTPOUCTB

YT106bI NOAKNOYNTL NTOKanNbHbIN 06pag, nanky n CD-/DVD-/USB-guck, BbiNofHWTe chnegyrowmne gencTBus:

Haxxmute BbiGpaTtbh nogkntovyaemMmble yCTPOMCTBA Ha BKNaake BupTyanbHble Hocutenu B okHe «KnmeHT
Java BupTyanbHbIX Hocutenen». OTobpasnTca OKHO «Bblibop noakntoHaeMbiX YCTPONCTB».

Client View

s

Mapped | Read Only Drive

Close

Add Image...

Remove Image

Mount Selected

Map Folder

Scan Drives

Puc. 2. OkHO «BbI60Op rogkIoHaeMbix yCTPONCTB»

MOo>XHO MoJKNIOYUTL NIOKanbHbI 06pa3, nanky n CD-/DVD-/USB-guck, BbINOSIHWB CleQyoLme AeNCTBUS:

¢ lMopgknioyeHne NoKanbHOro o6pasa:
1. Haxxmute kHonky [lo6aBuTb 06pas, HTOoObI BbIGpaTh NOAKIHYaEMbIn 06pas.
2. YctaHoBuTe hnaxkok ConocTasieHo.
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3. MNpu HeobxoaMMoCTK ycTaHoBUTE h1aXkokK ToNnbKo YTeHune, 4ToObl BKITHOUYNTE COOTBETCTBYIOLLYIO

hyHKUWIO.

4. Haxxmute kHonkylogknounTb BbiIGpaHHOE, 1 NTOKasbHbIN 06pa3 6yaeT yCneLHO NOAKIIOYEH.

o

File Tools Virtual Media Help

Virtual Media

Transfer Rate: 0 Kbisec

T e

“ Computer

This PC

View

BE |

(7]

1 [y ThisPC »

v (;‘ | Search This PC

I Favorites
Bl Desktop

‘ Target Drive Mapped To Read Only | Duration ‘

|cDovD len_windows_senver_201..|Yes |oo:00:18

215040/ 0

Read | Write Bytes
s I & Downloads

= Recent places

USB Reset

1% This PC

O select Devices to Mount

Client View

€ Network

Mapped | Read Only|  Drive

Close

vl &) CDIDVD - en_windows_server_2012_

Add Image...

Mount Selected
Map Folder

Scan Drives

8items

Puc. 3. MNogkoyeHne 1okaibHOro oépasa

MoakntoyeHne NoOKanbHON NanNKMu:

!‘ Desktop

‘ 3 Documents

)% Downloads

) Music

i Pictures
t Videos

4 Devices and drives (2)

am Local Disk (C:)
[

> I
S 709 GB free of 99.4 GB

CD Drive (D:)
Bl R3_sss_x64FRE_EN-US DV9

bytes free of 4.23 G

B® Windows Server 2012R2

1. Haxxmute kHonky ConocTaBuTb Nanky, 4To6bl BbIGpAaTh NOKaIbHYO ManKy Ans NOAKIIO4YEHNS.

2. Haxmute KHOI'IKy“OAKﬂIO'-IVITb BblOpaHHoOe, 11 NoKasibHas nanka 6y,u,eT ycneLwHo noakro4yeHa.
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Client View

Mopped | Read Only [ Drive
¥ 5 COOVD - 333333 s0

Close

Add image...

Mabnt Selected

[Clear Map Folder

Scan Dives

Map Fodder CillsersichensunmDeskopiaass l

[ Virkual Media Java Chect 10.104.095.61 - o x [ : I* * | This PC l;|£-|
Fie Tosls Vimsal Meda  Help |
e [E— o
T ThiePC » v & aarch This P -]
Virssal Madia = |
Transter Rate 0 ks 40 Favorites ' Vidcos
B Cesktop
Target Drive Mapg= To Rt Dl Durancs i | Wit Byles 3
Fnmovable Tsk ik tast_iigers i HOOET__ aTZieain l & Downioads 4 Devices and drives (2)
b S heceint phices el Local Diske {C:)
USH Aesat 1 - —
b 1 This PC - tiay
TEST_F=1 (E} E
b i Network - |
|
8 iterna e

Puc. 4. MNogkntoHeHne n1oKabHO narnku

¢ MopkntoueHne CD-/DVD-/USB-pgucka:

1. Haxxmute kHonky CKaHMpoBaTb QUCKM, YTOObLI 06HAPY>XXNTb NogKto4YeHHbIn CD-/DVD- nnm USB-
JONCK.

2. YctaHoBuTe chnaxxok ConocraBneHo.

3. NMpun HeO0B6XOOUMOCTIN YCTaHOBUTE (hNaXkoK TONbKO YTeHUne, YTOOb! BK/IIOYNTE COOTBETCTBYIOLLYHO
DYyHKUMIO.

4. HaxxmuTe KHonkylMogkniounTb BbIGpaHHOE, 1 NIOKaNbHbI 06pa3 6yaeT YCNeLHO NOAKIHOYEH.

o T T R - 4 f = = -
N—— < T Drve Tools This PC [= = [
File Tools Virtual Media Help

“ Computer View Manage 0

[y T ‘3" » ThisPC » v ¢ | [ Search This pC 2|
Virtual Media rw
4 A
Transfer Rate: 0 Kbisec { Favorites
I Desktop Music
Target Drive \ Mapped To \ Read Only \ Duration Read / Write Bytes | Pl
|Removable Disk___|E [Yes |00:00:58 |7.438M 74096 g Ao

=1 Recent places

USB Reset : Pictures

M This PC

- i Videos
€l Network
Client View

Mapped | Read Oniy|  Drive P— 4 Devices and drives (2)
(=) Removable Disk - E: m = Local Disk (C3)
[y r— bl |
‘ S 70.9 GB free of 99.4 GB
Wt  USB(E)
Mount Selected
e -
12.3 GB free of 14,1 GB -
8items  1item selected = =

Select Devices ta Mount

s

Re e

Puc. 5. MNogknroveHne CD-/DVD-/USB-ancka
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B okHe «Bbi6op nogkntovaemMbix yCTPONCTB» 0TOOPaXKaeTCs CMUCOK JOCTYMHbIX AN NOAKII0YEHUSA
JIOKasIbHbIX YCTPONCTB. B 3TOM OKHe oTOGpaXkaloTcs cnegytoLme Nonas n KHOMKu:

¢ [lone ConocTaBneHo CoaepXUT (hJTaXKOK, C NMOMOLLIbIO KOTOPOIro MOXKHO BblGpaTh YCTpOoNCTBa Osist
MOAKIIOYEHUS U COMOCTAaBJIEHNS.

¢ [lone TonbKo YTeHMe coaep XnUT HNaxKokK, C MOMOLLBIO KOTOPOro MOXXHO BbiOGpaTb COMOCTaBMEHHbIE U
NoAKIOYEHHbIE YCTPONCTBA, KOTOPbIE Ha XOCT-cepBepe OyaAyT [OCTYMHbI TONIbKO A1 YHTEHUS.

e B none AMnck oTobpaxkaeTcs nMyTb K YyCTPOWCTBY Ha JTOKANIbHOM KOMIMbIOTEPE.
e HaXmMuTe KHOMKY 3aKpbITb, YTOObI 3aKPbITb OKHO «Bbl6Op Nogknto4aeMbix yCTPONUCTB».

¢ HaxxmuTe kKHoMky Jlo6aBuTb 06pas, 4ToObl HaNTK hainn obpasa Ha guckeTe unu dann obpasa ISO B
JIOKanbHoOM hannoBomn cucteme, KOTopbIi TpebyeTcs 406aBNTb B CNINCOK YCTPOWCTB.

e HaxxmuTe KHOMKY YaanuTb o6pas, 4To6bl yaanuTb obpas, Ao6aBneHHbIN B CIMCOK YCTPONCTB.

¢ HaxxmuTe kHonky MopgkniounTb BbIGPaHHOE, YTOObLI MOJKIOYMTL UM COMOCTaBUTL BCE YCTPONCTBA,
NMOMeYeHHbIE Ans NOJKMIOYEHNS UK comnocTasneHus B nosie ConocraBneHHbIe.
MpumevaHue: [Nanka 6yneT NogkoYeHa B Ka4ecTBe AOCTYMHOM TOSIbKO AN YTEHNUS.

e Haxmute KHoMnky CKaHMpoBaTb AUCKWU, HTOObI OBGHOBUTL CMMUCOK JIOKaSIbHbIX YCTPONCTB.

Bbi60p OTKNIO4YaeMbIX YCTPOUCTB
YTO6bI OTKNIOYNUTL YCTPOWCTBA OT XOCT-CepPBEPA, BbINONHUTE CrnefyloLLe AeNCTBUSA:

1. Haxxmnte OTKNOUNTL BCE Ha BKNaake BupTyanbHble HOcUTenun B okHe «KnueHT Java BUpTyasibHbIX
HocuTenen».

2. MNocne Bbl6opa BapnaHTa OTKNOYUTL BCe OTOOPA3NTCS OKHO NoATBeEpXKAeHMs aencteuns. lNocne
noaTBEPXXOEHNSI BCe YCTPONCTBA XOCT-cepBepa 6yayT OTKoYeEHbI OT cepBepa.

npumeqal-me: HeB0O3MOXXHO OTKNOYaTb OUCKN MO OHOMY.

B virtual Media Java Client 10.104.195.61 — O x
File Tools [ Virtual Media | Help
Create Image ...
Unmount All
Virtual Me| 4" Map CD/DVD ...
v" Map Removable Disk ... 0 HKbisec
Target Drive Mapped To Read Only Duration Read / Write Bytes

CDIDVD
Remowvable Disk

5B Reset

Puc. 6. OTKo4YnTb BCe

Mpo6nembl ¢ NnogKN4YeHNEeM HocuTenemn

BocnonbayiiTeck MHdopmauyeli U3 aToro pasgena Aans ycrpaHeHns npo6nem ¢ NogkntoHeHneM HocuTenei.
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Mpwu ncnonbsoBaHun cepTucmkaTros 6e3onacHoOCTN, co3aaHHbIx Microsoft IS, B npouecce nogknioyeHms
MOryT BO3HVKaTb OWMOKN. B 3TOM cny4yae 3ameHuTe cepTudukat 6€30nacHOCTN HOBbIM CEPTUDMKATOM,
cosfaHHbIM ¢ nomoLpto openssl. Mpu aToM co3panHbin PFX-daiin 3arpy>xaetcs Ha cepsep Microsoft IIS.

Hwxe npusegeH npumep co3gaHnsa HOBOIoO cepTudmnkaTa 6e30nacHOCTM C MOMOLLLIO openss| B
onepaunoHHol cucteme Linux.

$ openssl
OpenSSL>

$ openssl genrsa 1024 > serverkey
Generating RSA private key, 1024 bit long modulus

e is 65537 (0x10001)

$ openssl req -new -key serverkey > server.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some hlank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:BJ]

Locality Name (eg, city) []:HD

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Lenovo
Organizational Unit Name (eg, section) []:Lenovo

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:LNV

$ ls
server.csr server.key

$ openssl req -x509 -days 3650 -key serverkey -in server.csr > server.crt
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:BJ

Locality Name (eg, city) []:B]

Organization Name (eg, company) [Internet Widgits Pty Ltd]:LNV
Organizational Unit Name (eg, section) []:LNV

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

$ s
servercrt servercsr serverkey

$ openssl pkcsl12 -export -out server.pfx -inkey serverkey -in server.crt
Enter Export Password:
Verifying - Enter Export Password:

$ ls
servercrt servercsr serverkey serverpfx
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Bbixoa u3 ceaHca yaaneHHON KOHCON

B aTom pasnene onncaHo 3aBepLleHne ceaHca yp,aneHHO|7| KOHCOJN.

YT06bI 3aBEPLUNTD CEaHC YAaneHHOW KOHCOMW, 3aKPONTE OKHA YAaNeHHOW KOHCOMM 1 ceaHca BUPTYallbHbIX
HocuTenen.

3arpyska faHHbIX Mo 06CIy>XUBaHUIO

Bocnonb3yintech nHgopmMauuein s aToro pasgena gna céopa nHpopmarmm 06 06Cny>XxnMsaHnm Ballero
cepsepa Kak npasuno, 3To Npoueaypa BbiNONHSAETCS TOMNbKO MO 3anpocy crieumanncTa no o6¢ny>XmBaHuio B
npoLecce ycTpaHeHUsi NPo6ieM C CEPBEPOM.

Ha pomawiHen ctpanuue XClarity Controller wenkHnte napametp O6cnyxunBaHue B pasnene boictpoe
pencteue 1 BbibeprTe CKavaTb flaHHble No o6cnyXXusaHuto. Haxxmute kHornky OK, 4To6bl ckavaTb
OaHHble Mo 06CY>XXNBaHMIO.

Mpouenypa c6opa AaHHbIX MO OOCAY>KMBAHWIO 1 AaHHbIX MOAAEPXKKU 3aHUMAET HECKOJIbKO MUHYT (MIMEHHO
CTONIbKO BPEMEHU TPeByeTCs Ha FreHepnpoBaHMe AaHHbIX Mo 06cny kmnBaHuo). dann 6yaeT coxpaHeH B BaLly
nanky «3arpys3ku» no ymondanuto. MNpu Bbibope umeHn caiina ¢ gaHHbIMU Mo 06CNY>KMBaHNIO HEOO6XOANMO
cobnofaTth cnegyolme npasuna:<machine type and model>_<serial number>_xcc_<date>-<time>.tgz

Hanpumep: 7X2106Z01A_2345678_xcc_170511-175656.tgz.
Momumo hopmaTa tgz gaHHble MO 06CNYXKMBAHUIO TaKXXe MOXKHO 3arpy3unTb B opmarte tzz. Popmart tzz

NCMoNb3YET APYro anropuTM CXXaThs Y MOXKET U3BJEKATLCS C NMOMOLLbIO C/TY>KEBHON NporpaMmel,
Hanpumep lzop.

CBowcTBa cepBepa

Bocnonb3yiitecb nHpopMaumeli N3 3Toro pasgena, 4Htobbl UISMEHUTb UK MPOCMOTPETbL COOTBETCTBYOLLME
CBOWCTBa cepBepa.

HacTpoiika MecTonono)XXeHns U KOHTaKTOB

BocnonbayiiTeck MHdopmaueii N3 aToro pasgena, Ytobbl HAaCTPOWTL PasNNYHbie NapaMeTpPbl, MoMoratoLye
NOeHTUMULMPOBATL CUCTEMY AJ1A NepcoHarna no aKcrayaTauym 1 NoanepxKe.

Bbi6epute CBoncTBa cepBepa B pasaene KoHdurypauuma cepBepa, 4HToObl HACTPOUTb CBEAEHUSA
MecTonono)XxeHns n KOHTaKTbI.

KoHTakT
Mo3BonseT ykasaTb UMs 1 HOMeP TenedoHa Nnua, K KOTOpPOoMY ClieQyeT obpallarbCcsi npu
BO3HUKHOBEHWW NPOGeM B cUcTeME.

MpumeyaHue: 3710 none coBnagaeT ¢ nonem «KoHTakT» B KoHurypauumn SNMPv3 n aBnseTcs
HeobxoamMbIiM ans BkntodeHnss SNMPv3.

Umsa cToiku
MosBonsieT yno6Hee HallT cepBep Gnaroaapsi yKasaHuio CTONKKW, B KOTOPOW OH HaxoguTcs.

MpumeyaHue: OTo MNosie He ABNSIETCA 0653aTeNlbHbIM U He HacTpanBaeTcs Ha yane Flex.

Homep nomewyeHns
Mo3BonsieT ynobHee HaNTK cepBep Gnarogaps yKasaHMo NOMELLEHNS, B KOTOPOM OH HaxoguTcsi.
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3paHue
Mo3BonseT ynobHee HaliTK cepBep 6narofgaps yKkasaHuio 34aH1s, B KOTOPOM OH HaxXOAUTCA.

Camblii HXXKHUA U
Mo3BonsieT ynobHee HanTK cepBep 6narofgaps yKasaHuto NosIoXKeHUs B CTOMKE.

Mpumeyanue: 9710 none He ABNsSIeTCs 06513aTeNIbHBbIM U He HacTpanBaeTCA Ha y3ne Flex.

Anpec

Mo3BonseT ykasaTb NOJIHbIN NOYTOBbLIN aapec PacrofioXXeHNs cepeepa.

MpumeyaHue: locne BBOAa COOTBETCTBYIOLLEN NHPOPMALMN OHa OTOBPA3NTCHA OLHON CTPOKOI B none
PacnonoxeHue pasgena SNMPv3 n Ha gomaluHeli ctpaHuue XClarity Controller.

HacTtponka Tanm-ayToB cepBepa

Bocnonbayiiteck MHdopmauyeli U3 aToro pasgena, Ytobbl HACTPOWTL TaliM-ayTbl 4SS cepBepa.
3T TaiiM-ayTbl UCMONb3YOTCA O/ BOCCTAHOBMNEHNS pabGoThl 3aB1CLLIErO cepBepa.

Bbi6epuTe CBolicTBa cepBepa B pasaene KoHdurypauus cepeepa, 4ToGbl HACTPOUTL TaliM-ayThl
cepsepa. [ocTynHbl 4ns BbiGopa credyollme TaliM-ayThbl cepBepa:

Watchdog OC
Watchdog OC mncnone3dyeTcsa ans MOHUTOPMHIa onepaumoHHON CUCTEMbI, YTOObI n3bexaTtb ee
3aBucaHus. [ns ncnonb3oBaHns aTon yHKUMK TpebyeTcs nHtepdenc Ethernet yepes USB.
MogpobHble cBeneHnst cM. B paspene «HacTtpoiika nHrepderica Ethernet yepes USB» Ha cTpaHuue 34.
XClarity Controller o6paLyaeTcs K onepaLoHHON CUCTEME C MHTEPBANIOM, HACTPOEHHbLIM B NapameTpe
Bpemsa Watchdog OC. Ecnv onepaumoHHasa cuctema He oTBeYaeT [o criefnyroLein nposepku, XClarity
Controller ncxopnt us Toro, 4to onepauymnoHHas cuctema 3asucna. XClarity Controller pukcupyet
COOEP>XMMOE CEPBEPHOIO QUCTINES, a 3aTEM Nepe3arpy>kaeT CepBeP B NOMbITKE BOCCTaHOBUTb €ro
paboTy. XClarity Controller nepesanyckaeT cepBep TONbKO 0ANH pas. Ecnu onepaunoHHasa cuctema
npogoJKaeT 3aBMcaTb Nnocre nepesarpy3kun, BMECTO TOro 4Tobbl HEMPEPLIBHO Nepe3arpy»xaTb CepBeEP,
OH ByfeT oCcTaB/eH B 3aBUCLLEM COCTOSAHNMW, YTOObI MOXXHO ObINIO N3Y4MTb 1 YCTPaHWUTL Npobnemy.
Y106k cHoBa BktounTL Watchdog OC, BbiknounTe cepsep 1 BKAKOUUTE ero cHoBa. YTo6bl BKNIOUNTb
Watchdog OC, BbibepunTe UHTEPBaN N3 packpbiBatoLerocs MeHto Bpemenn Watchdog OC n HaxxmuTe
kHornKy MpumeHnTb. YT06HLI BhiKNtoUNTL Watchdog OC, Bbibepute HeT B packpbiBatoLLIEMCSt MEHIO
BpemeHn Watchdog OC.

Watchdog 3arpy3uuka
Watchdog 3arpysunka otcnexunsaeTt nHtepsan mexay BbinonHeHnem POST n Havanom paboTbl
onepauyioHHon cucteMsl. s ncnonb3oBaHUs aTon yHKUMK TpebyeTcs nHtepdeinc Ethernet yepesa
USB. lNoppo6Hble cBeaeHust cM. B pasaene «HacTtpolika nHTepdeica Ethernet yepes USB» Ha
cTpaHuue 34. Kak Tonbko BeinonHeHne POST 3aBeplueHo, XClarity Controller 3anyckaet Tainmep u
Ha4yMHaeT obpallaTbCs K onepaunoHHon cucteme. Ecnu onepaunoHHas cnctema He OTBeYaeT B
TeyeHne BpeMeHu, HacTpoeHHoro B napameTpax Watchdog 3arpy3syuka, XClarity Controller
npepnonaraet, 4to 3arpy3ka OC 3asucna. XClarity Controller nepesarpy>xaeT cepBep B NOMbITKe
BoccTaHoBUTL ero paboTy. XClarity Controller nepesanyckaeT cepBep TONIbKO OfuH pas. Ecnu 3arpyska
ornepaunoHHON CUCTEMbI MPOAOMKAET 3aBuCaTh MNOCE Nepe3arpy3kn, BMECTO TOrO YTOObI HEMPEPbIBHO
nepesarpy>xartb cepBep, OH OyAeT OCTaB/IEH B 3aBUCLLEM COCTOSHUN, YTOObI MOXXHO ObIS10 NU3Y4YUTb 1
ycTpaHuTb npobnemy. Watchdog 3arpysdrka BkntoHaeTcs CHOBa, ECNU BbIKMIOYNUTL Y CHOBA BKIIOYUTb
CepBep WK EC/IN CEPBEP YCMELLHO 3arpy><aeT ornepaumnoHHyto cuctemy. Ytobbl BknounTb Watchdog
3arpysauuka, BbibepuTe UHTEPBAN U3 packpbiBatoerocs meHio Watchdog 3arpysymka n HaxmmTe
kKHOMKY MpumeHnTb. YT06bI BhIKNO4UTE Watchdog 3arpysymnka, BoibepuTe HeT B packpbiBaroLemMcs
MeHto Watchdog 3arpysuyuka.
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BknioveHne 3aaep>KKN BbIKJIIOYEHUSA MUTAHUSA
B none «3agepxkka BbIKNIOYEHWS MUTAHNS» YKaXKUTE NEPUOA (B MUHYTaXx) OXKUAaHUSA NOACUCTEMON
XClarity Controller Bbiknto4eHNsi onepauoHHON CUCTEMBI Nepes NPUHYQUTENbHBIM BbIKITIOYEHVEM
nuTaHns. YTobbl 3agaTth 3HaYeHVe TaM-ayTa 3a4ep>XKN BbIKIIIOHEHWS NMUTaHNS, BbIbepuTe MHTEPBan
BPEMEHN N3 PACKPbIBAIOLLErOCS CNUCKa U HAXXMUTE KHOMKY MpumMeHnTb. YT0o06b! BLIKIMIOYUTD
NPUHYAMTENBHOE BbiKNtoYeHne nutanns koHTpoanepa XClarity Controller, BoibepuTte HeT B
pacKpbIBalOLLEMCSH CMNNCKE.

CoobLweHne npu HapyLweHnn

Bocnonb3yinTtech MHopMauuel s aToro pasgena, 4Htobbl COCTaBUTbL COOOLLEHNE, OTOBpaKaemoe npu
Bxofe nonb3osartens B XClarity Controller.

Bbi6epuTe CBolicTBa cepBepa B pa3nene KoHdurypauus cepsepa. BocnonbayiiTech napamMeTpom
Coo6LeHne Npu HapyLeHnK, YToGbl HACTPOUTL COOBLLIEHNEe, OToGpaXkaemoe Ans Nonb3oBaTens.
3aBepLUrB BBOA AaHHbIX, HAXXMUTE KHOMKY MpuMeHnTb.

TekcT coobLeHns oTobpaxxaeTcs B o6nactu «CoobLyeHne» ctpaHuupsl Bxoaa B XClarity Controller, korga
nonb3oBaTesb BbINOMHSET BXO4 B CUCTEMY.

YctaHoBKa gatbl u BpemeHu Ha XClarity Controller

MHdbopmaums n3 atoro pasgena NnoMoXXeT MOHATb HAcTPOoViKK aaTbl 1 BpeMmeHun XClarity Controller.
MpenocTaBnaoTCA MHCTPYKLUMK NMo HacTpolike patbl 1 BpemMeHn XClarity Controller. [ata n spemsa XClarity
Controller ncnone3sytoTcs ona 0O6aBAEHUA OTMETOK BPEMEHN KO BCEM COObITUSAM, BHECEHHbBIM B XXypHan
Co6bITUIA, 1 OTNPAaBASEMbIM OMOBELLIEHNSIM.

Ha pomauwHein ctpaHuue XClarity Controller wenkHuTe 3Ha40OK YacoB B BEPXHEM MPaBOM Yriy, YTOObI
NPOCMOTPETL UNKn n3meHnTb aaty u spemsa XClarity Controller. Y XClarity Controller HeT cOGCTBEHHbIX YacoB
peasibHOro BpemeHn. Mo>XXxHO HacTpouTb CHXpOoHU3auuio aathbl 1 BpemeHn XClarity Controller ¢ cepsepom
NTP (npoTokona ceTeBOro BpeMeHU) UM ¢ 060pyAoBaHNEM HacoB peanbHOro BPEMEHN cepBepa.

CuHxpoHusauusi c NTP
BbinonHnTe cnegytowme warun ans cuHxpoHnsauumn Yyacos XClarity Controller c cepsepom NTP:

¢ Bbi6epute CuHxpoHunsupoBaTtb Bpems ¢ NTP 1 ykaxxute agpec cepsepa NTP.

® HaXmuTe 3HaYOK «+», YTOObI yKasaTb JONONHUTENbHbIE cepBepbl NTP.

e YKaxuTe )xenaemyto nepnognyHoctb cuHxpoHudauum XClarity Controller c cepsepom NTP.
¢ Bpewmg, nonyyeHHoe ¢ cepaepa NTP, ykasaHo B popmate UTC.

— Ecnu tpebyetcs, utobbl XClarity Controller koppekTnpoBan Bpemsi 1 AaTy 419 Ballero pernoHa,
Bbl6epUTE B PACKPbIBAIOLLIEMCS MEHIO CMELLIEHNE YacOBOro Nosica 4J/1s Ballero si3bIkoBOro ctaHgapTa.

— Ecnu B Balwem pacnonoxxeHnn gencTByeT NeTHeE BpeMS, YCTaHOBUTE (hnaxok ABToOMaTu4ecKum
nepexop Ha neTHee Bpems U o6paTHO.

¢ 3aBepLUNB BHECEHWE N3MEHEHMI B KOHUIypaumto, HaXXMIUTE KHOMKY MpUMeHnTb.

CI/IHXpOHI/I3aL|M$I C XOCTOM

Bpemsi Ha 060pypoBaHMM HacoB peasibHOro BPEMEHN cepBepa MOXXET BbITb ykadaHo B hopmate UTC unun
y>Xe rnepeBefieHo N COXPaHeHo B hopmMaTe MECTHOIO BpeMeHU. HekoTopble onepaurioHHble CUCTEMBI
COXPaHSAIT BPeEMSs HaCcoB peanbHOro sBpemenu B popmare UTC, gpyrue — B hopmare MECTHOIO BPEMEHM.
Yachbl peanbHOro BpeMeHN cepBepa He yKasblBatoT, B KakoM chopmMaTe coxpaHeHo Bpems. CnegosartensHo,
ecnu XClarity Controller HAaCTpPOEeH Ha CUHXPOHM3aUMIO C YacaMun peasibHOro BPEMEHW XOCTa, NoNb30BaTesb
MOXXET BblbpaTb, kak XClarity Controller 6yaeT ncnonb3oBatb BpeMs 1 gaTy, NOJly4eHHbIE OT YacoB
peasnibHOro BpemMeHu.
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¢ JlokaneHoe (Hanpumep: Windows): B atom pexxume XClarity Controller pacueHnsaeT Bpems 1 garty,

noJiyy4eHHble OT HacoB peallbHOro BpeMeHu, Kak NNoKajlbHOe BpeMs B COOTBETCTBYHOLLEM HaCOBOM MosAce
N nepexogom Ha neTtHee Bpema, ecnm TakoBoW OCYLLEeCTBNIAETCA.

UTC (Hanpumep: Linux): B atom pexxume XClarity Controller pacueHvnBaeT Bpems u gaTty, Nony4eHHble OT
4YacoB peanbHOro BpemeHu, kak Bpems B popmarte UTC 6e3 4acoBoro nosica unu nepexoga Ha netHee
BpeMsi. B 3TOM pexxume MOXXHO KOPPEKTUPOBaTh BPEMS U AaTy 411 CBOErO PerMoHa, Bbibrpas B
packpblBalOLLEMCSH MEHIO CMELLIEHE YaCcoBOro nosica AJ1si Ballero s3bIKkOBOro ctaHgapTa. Ecnuv B Bawlem
pacnofioXXeHn OeNCTBYET NETHEE BPEMS, MOXKHO TakK>XXe YCTaHOBUTb (hriaxkok ABTOMaTU4ECKUM
rnepexoj Ha neTHee BpeMs 1 06paTHo..

SaBepLule BHECeHNe N3MeHeHNIN B KOHd)I/IpraLLI/IPO, HaXXMUTE KHOMKY anMeHMTb.

MpumeyaHus:

88

Korga BbINnosnHAETCH Nepexof Ha NeTHee Bpems, Nobble AelCTBIUS, 3aniaHpOBaHHbIE ANS BbINOSIHEHNS
koHTponnepom XClarity Controller B uHTepBane, korga 4acbl NepexondAT Bnepes, He BbINOJIHAOTCS.
Hanpumep, ecnn HavanbHoe neTtHee Bpemsi B CLLIA — 2:00 yTpa 12 mapTa, a To unm nHoe Aencreme ¢
nuTaHvem 3annaHuposBaHo Ha 2:10 yTpa 12 mapTa, 3TO AeliCTBME BbINMOMHEHO He ByaeT. Kak TonbKo
HacTynuT 2:00 yTpa, XClarity Controller cuntaeT HacTynueLuee Bpems kak 3:00 yTpa.

M3meHuTb HacTpolikn patbl n BpemeHun XClarity Controller B Flex System HeBo3MOXXHO.
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NnaBa 6. HacTtpownka xpaHunuwa

Bocnonb3syintecb nHopMaumei s 3Tol rnasbl, HTOObI MOHATL AOCTYMNHbIE NapaMeTpbl KOHUrypaLmm
XpaHunua.
Mpu HacTpoiike XpaHunuLLa AOCTYMNHbI CrieayloLlme napameTpbl:

e [logpo6Ho
e Hactporika RAID

CBepeHus o maccuBe RAID

Bocnonb3yintech MHopMauuel ns aToro pasgena, 4tobbl NCMonb3oBaTh PYHKLMIO MOMYYEHNS CBEAEHWIN O
maccuse RAID.

OT1a hyHKUMSA oTobpaxkaeT cBefeHnst 0 U3NYECKO CTPYKTYpe N KOHUrypaumum yCTPONCTB XpaHeHus!
OaHHbIX, a TaKXKe MHopMaumio 06 UX PacrnofioXXeHW, MPOU3BoaUTENe, Ha3BaHNN NPOAYKTA, COCTOSAHMM,
€MKOCTU, UHTepdeiice, HocuTensax, hopm-akTope 1 NPoYMe CBEAEHMS.

HacTtpounka RAID

Bocnonb3yintech nHgopmMauuen s aToro pasgena, 4Hrobbl BeiNnoaHUTL hyHKLMK No HacTpolike RAID.

Bocnonb3yiiTeck nHgopmaumel n3 3Toro pasgena s npocMoTpa U HaCTPOMKM MyoB NamsTw,
COOTBETCTBYIOLLMX BUPTYasbHbIX AUCKOB 1 Anckos ans agantepa RAID. Ecnu cuctema BbiknioveHa,
BKNIOYNTE ee, 4TOObI MpocMoTpeTh ceefeHnst o RAID.

MpocmMmoTp U HacTponKa BUPTyasibHbIX QUCKOB

BocnonbayiiTeck MHopmauyeli U3 3Toro pasgena Anst NpocMoTpa 1 HaCcTPONKU BUPTYasibHbIX ANCKOB.

Korpa Bbl BolbupaeTe komaHay Hactpoutb RAID B pasgene Kondurypauus cepsepa, BbIMOHAETCA
nepexop Ha Bknagky KoHdurypauus maccmsa, a CyLecTByoLNE BUPTYyalibHblE OUCKM OTOBpaxXaroTcs no
ymMon4aHuio. Jlornyeckne gUCKu CopTUpYyHOTCH NO MaccuBaMm ANCKOB 1 KOHTposnepaM. OTobpaxkatoTcs
noapo6bHble CBeAEHUS O BUPTYyaslbHOM QUCKeE, Takme Kak pasmMep 611okKa YepenoBaHus BUPTYarbHbIX AUCKOB
N 3arpy’>xaemble CBeAEeHUS.

Y106bI HacTpouTb NapameTpbl RAID, wenkHuTe BKNOYNTb peXxnm peaakTupoBaHuA.

B pexxvme pefakTMpoBaHnsi MOLLHO LLESKHYTb MEHIO AENCTBUA KOHTPOIIEPA, MPOCMOTPETb
CyLLeCTBYlOLLME U cO3aaTb HOBblE BUPTYanbHble guckn RAID.

B MeHto gelcTBMiA KOHTPOJINIEPa MOXXHO BbIMOJIHUTL Cleaytowmne LencTBus:

Ouuctutb KoHdurypauuio RAID
OunaeT BCo KOHUIrypaumio 1 Bce AaHHble Ha BbiIGpaHHOM KOHTPOJINEpPeE.

YnpaBnsatb BHEWHen KOHburypaumen
MmnopTupyeT niobble 06Hapy>XXeHHbIe BHELLHNE ANCKW. BHELWHWn ANCK — 3TO ANCK, MepeHECEeHHbIN B
Tekywmin KoHTponnep RAID us gpyron koHgurypaumm RAID

MpumeyaHue: Ecnu BHeELLHME OUCKN HE 06Hapy)KeHbI, Bbl MOJly4nTE COOTBETCTBYIOLLIEEe yBeAOMIIEHNE.
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CeefeHuns o TekyLmx BupTyasbHbix agnckax RAID ons onpefeneHHoro KOHTposiepa oTobpaxkatoTcs Kak
COOTBETCTBYIOLLME «KAPTOYKM BUPTYasnbHbIX ANCKOB». Ha KaXXoon KapToyke oTo6paXKaeTcs Takas
NHopmaums, Kak UMsl, CTaTyc, EMKOCTb U OENCTBUS BUPTyanbHbIX AUCKOB. LLIenkHyB 3Ha4yoK KapaHgalua,
MOXXHO pefAaKkTUpoBaTh 3Ty MHOPMaLMIO, a LENKHYB 3HaY0K KOP3UHbI, — YAANUTb «KapTO4Ky
BMPTYyaJibHbIX OANCKOB».

Mpumeyvanue: V3amMeHNTb eMKOCTb 1 ypoBeHb RAID HEBO3MOXXHO.

Ecnu WwenkHyTb HasBaHne BUPTYalibHbIX AVICKOB, 0TOOPa3NTCS OKHO CBONCTB BUPTYasbHbIX AUCKOB.

YT106bI CO3AaTb HOBbLIV BUPTYasbHbI Auck RAID, BbINONHUTE OENCTBUS HUXE:

MpumeyaHue: Ecnu mecTa 4ns XpaHeHusi He 0CTanoch, CO34aTh HOBbIN BUPTYasibHbIA QUCK He yaacTcsl.

1. BbiGepute AUCKUN unu ANCKOBbIA MaccuB CO CBOGOAHDBIM NPOCTPAHCTBOM AN XpaHeHUusA

a.

b.

Mpu cospgaHumn BUPTYanbHbIX ANCKOB B HOBOM OUCKOBOM MacCuUBe HEOO6XOAMMO yKa3aTb YPOBEHb
RAID. Ecnun HegocTaTo4HO ANCKOB ANd Bbi6opa 1 Bbl HAXKMMaeTe KHOMKY [anee, To nog nonem c
yposHeM RAID oTob6paxkaeTcs coobLueHne 06 oLLnbKe.

Lnst HekoTopbIx ypoBHel RAID Heob6xoammo ncnonb3oBaTh guanasoH. CyuectsyeT MUHUMAaNbHOE
KONMM4YeCTBO OUCKOB, KOTOPbIE AOMKHbI MPUCYTCTBOBATL B Auana3oHe.

1) B Taknx cutyauusix B Be6-nHTepderice no ymonyaHuio otobpaxxaetcs [inanasoH 1.

2) Bbibepute UCKM 1 HXXMUTE KHOMNKY [l06aBUTb 31€MEHT, 4TOOb! 06aBUTb ANCKMN B
AvanasoH 1. Ecnu B pasgene [inana3oH 1 HeOCTaTO4HO OUCKOB, OTKIIIOYMTE CChINKY
Jo6asuTb gnanasoH.

3) LLienkHnTe fJo6aBUTb guana3oH, 4Tobbl 0o6aBNTbL Juana3oH 2. Buibepute OUCKN N HXKMUTE
KHOMKY Jlo6aBUTb aNIeMeHT, 4TOObl [,06aBUTb aN1IEMEHTLI B [iuanasoH 2.

4) LLenkHnTe [lo6aBUTb 3N1I€MEHT, YTOObI 406aBUTb ANCKN B NOCNegHUn gnanasoH. Ecnn
TpebyeTcsa cHoBa A4o6aBuTb oUCKM B [inanasoH 1, Heo6XxoaumMo LenkHyTb [mana3oH 1 v
BblGpaTb ANCKKN onsa gobaeneHns B juanasoH 1.

5) Ecnun Konn4ecTtso guana3oHoOB fOCTUINO MakKCnMyma, OTKJTIOHUTE CCbIJTKY Ao6asutb
Anana3oH.

YT06bI CO3aaTh BUPTYasbHbIe ANCKM B CYLLECTBYIOLLIEM MACCUBE ANCKOB, HEOGXOAMMO BblGpaTh
MacCcuB AVCKOB CO CBOBOAHON €MKOCTbIO.

2. Co3paHune BUPTYyasbHbIX QUCKOB

a.

d.

Mo ymMmon4daHuto cospaunTte BI/IpTyaJ'IbeIVI ONCK, I/ICI'IOJ'IbByIOLLI,IAIZ BCHO OOCTYMHYKO eéMKOCTb AN
XpaHeHus. 3Ha4vokK AO6aBVITb HeaKTnBEH, eC/ NCMNoJsib30BaHa BCA EMKOCTb OJ1d XpaHEHUA. Mo>xHO
LLeSIKHYTb 3Ha4Y0K KapaHgalua, YTOObI UBMEHUTbL EMKOCTb UK npyrune CBOWCTBA.

Korpga Bbl oTpegakTupyeTe nepBbli BUPTyallbHbI OUCK Tak, YTOObl MCNOMIb30BaTh HE BCIO EMKOCTb
ONa XxpaHeHus, 3Ha4ok Jlo6aBUTb CTaHET akTUBHbIM. LLlenkHUTe aTOT 3Ha4oK, 4To6bl 0TO6pPa3nTb
OKHO [lo6aBneHne BUPTyasibHbIX JUCKOB.

Ecnu BUpTyanbHbIX GUCKOB HECKOJbKO, 3HA4YOK Y AanuUTb TakXe OyAeT akTUBEH. ITOT 3HAYOK He
0TOBpaKaeTcs, ECNN NMEETCH TONbKO OANH BUPTYasbHbIA Auck. [Mpu HaxxaTnm 3Haqka Yaanutb
BbleNeHHas CTpoKa yganseTcs HemepsieHHo. OKHO NOATBEP)KAEHNSI HE OTOOPaXKaeTCsl, MOCKONbKY
BMPTYyasibHbIl QUCK €LLe HE CO3aH.

LLlenkHuTe Ha4yaTb co3gaHne BUpTyasibHbIX AUCKOB, YTOObI 3anyCcTuTb npouecc.

I'IpumeanMe: Ecnu KOHTpOJIIEP HE NOOAEP>KNBAETCH, 0T06paSI/ITCF| COOTBETCTBYHOLLEE COOOLLEHME.

MpocmoTp n HacTponkKa pecypcoB XpaHEeHUs

Bocnonb3yintech MHopMaumnel ns aToro pasgena i npocMoTpa U HaCTPONKN PECYPCOB XPaHEHMS.

Ha Bknapgke Pecypcbl XpaHeHUs MOXXHO NpocMaTpuBaTh U HacTpanBaTb AUCKOBbIE MAaCCUBI,
COOTBETCTBYHOLLME BUPTYarnbHble AUCKM U AUCKU onst KoHTponnepa RAID.
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e na yCcTPOWCTB XpaHeHus, noaaepxumearowmx KoHcpurypauuro RAID:

1. Ecnmn KOHTpOiep BKIOHAET HACTPOEHHbIe ONCKOBblE MaCcCUBbl, YCTaHOBJIEHHbIE ANCKN 6y,u,yT
OTO6pa)KaTbCF| C y4eTOM ONCKOBbIX MaCcCuBOB. Hw>xe onncaHbl anemeHThl, 0T06pa>KaeMb|e B 3TOM
OKHe.

— 3aronoBok Tabnuupl: otobpaxaeTtcsa VN anckosoro maccuea, yposeHb RAID n obiuee
KONN4YeCTBO AUCKOB.

— Copepxumoe Tabnuupbl: NepeyncnaioTcs 6a3oBble CBONCTBA, TakNe Kak UMS ANCKa, COCTOSIHUE
RAID, Tun, cepuiiHbliin HOMep, HOMep KoMnoHeHTa, Homep FRU u geicteua. Ha ctpaHuue
Pecypcbl MOXXHO NPOCMOTPETL BCE CBOWNCTBA, AOCTYNHble ang obHapy>keHus XClarity Controller.

- neﬁCTBMﬂZ HW>Xe NoKasaHbl 3/IeMeHTbl OeNCTBUN, KOTOpPbIE MOTyT 6bITb BbIMOSHEHDI. HeKOTOpre
nencTens 6y,D,yT HeOOCTYMHbl, eCZI QUCK HaxXoOuTCA B APYyroM COCTOAHUN.

- HasnHaueHune ropsidyero pesepBa: yKasblBaeT, ABNAE€TCA JIn OUCK rno6anbHbIM UK
BblAeNneHHbIM ropA4YM pe3epBOM.

— YpaneHune ropsiyero pesepsa: yoanseT OUCK U3 ropsayero pesepsa.

- MepeBop AUCKOBOro HAKOMUTENS B aBTOHOMHbIW PEXUM: NepeBOANUT ANCK B aBTOHOMHbIN
PEXUM.

— MNepeBop AUCKOBOro HakKoNUTENS B peXxum «B ceTn»: nepeBoanT ANCK B pexxum «B cetn».

— MMepeBoa ANCKOBOIro HaKONUTENS B AOCTYNHOE AJ1si NTOBTOPHOIO MCMNOJIb30BaHUA
cocTtosiHue: [lenaet gnck OOCTYMNHbIM OJ14 NMOBTOPHOIO NCMNoJ1ib30BaHUA.

- I'IepeBon ANCKOBOIo HakonuTesia B OTCYTCTBYyHOLLee COCTOdAHUEe: ienaeT ONCK
OTCYTCTBYHOLLNM.

- MMepeBoa Ancka B cocTosiHUe, noaxoasiee ana BkntoveHnsa B JBOD: no6aesnsieT AuUCK B
ONCKOBYIO CTPYKTYpy JBOD.

- I'IepeBoA ANCKa B HeHaCTpoeHHOe UcrnpasHoe CoOCTosdHue: nenaet AUCK OOCTYNHbIM AN
HaCTpOIZKM B Maccumee 1N NCnoJsib30BaHnNA B Ka4eCTBe aBapvu7|Horo ropa4ero pesepsa.

- MepeBop AncKa B HEHAaCTPOEHHOE HencnpaBHOE COCTOSIHME: [ieflaeT ANCK HencrnpasHbIM 1
He MO3BOJIAET UCMOoSb30BaTh €ro B MacCuBe UMW B Ka4eCcTBe aBapuiiHOro ropsaYvero pesepsa.

- MoproroBka AUCKOBOIro HAKONUTENS K YAaNeHUI0: HAacTPoiiKa Aucka ANs yaaneHus.

2. Ecnu KoHTponnep BKOYaeT AUCKU, KOTOpPbIE eLle He BbinNn HaCTPOeEHbl, OHM ByayT OTO6paXKaTbCH B
Tabnuue Ouckn, otnuyHbie ot RAID. Ecnn wenkHyTs NMpeo6pasoBaTtb JBOD B rotoBoe ans
HaCTPOMKN COCTOSIHME, OTOBPA3NTCHA OKHO CO BCEMU ANCKaMN, MOLAAEPKMNBAIOLLMMN 3TOT 3NEMEHT
nenctenii. MoXxHO BbIGpaTh Af1st Npeobpal3oBaHns OAMH UM HECKOMBKO ANCKOB.

Ons ycTponcTs xpaHeHusl, He nogaepxusarowmx KoHburypauyuio RAID: Bo3moxxHo, XClarity Controller
He CMOXKET 0BHAPY>KNTb CBONCTBA HEKOTOPbIX ANCKOB.
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NnaBa 7. O6HOBNEHMEe MUKpoONporpaMmmbl cepBepa

BocnonbayiiTech MHdopmauyeli U3 aToro pasgena Aans 06HOBNEHNS MUKPOMNPOrpamMMbl cepeepa.

0630p

O6we cBepeHnsi 06 06HOBEHNN MUKPOMNPOrpamMMbl cepBepa.

MapameTp O6HOBNEHME MUKPONPOrpaMmMbl Ha NaHeN HaBUraLMm NPefoCTaBnseT YeTblpe hyHKUNN:

¢ Mukponporpamma cuctembl: 0630p COCTOSAHUS U BEPCUN MUKPOMPOrpaMmMbl CUCTEMBI. Takxe
NO3BONSAET BbINOSIHNTL OGHOBMEHNE MUKPOMNPOrpamMMbl CUCTEMBI.

e ABTOMaTM4YeCKOE NMpoaBuKeHne ocHoBHOro XCC B pe3epBHbIN: NMOCe BKITOYEHNS MUKPOMNporpaMmma
oXugatoLLero pesepBHOro 6aHka 6yaeT CUHXPOHU3NPOBaHa C OCHOBHbIM 6aHKOM MOCIIE TOro, Kak
OCHOBHOW BaHK NPONAET U3MEPEHVE NoKasaTensa CTabunbHOCTN n3o6paxxeHus (ISM).

e Mukponporpamma apantepa: o630p yCTaHOBﬂeHHOVI MUKpOMnporpamMmMbl aganrtepa, a Takxe ee
COCTOSAHUA N BEPCUN. KpOMe TOro, NO3BONSAET BbINOMHUTL OGHOBMEHNE MUKponporpamMmmMbl agantepa.

¢ Mukponporpamma 6510Ka NuTaHusi: 0630p BEPCUM MUKPONpOorpamMMbl 6510Ka nuTaHus. Takxe
NO3BOJSISIET BbIMNOMHUTL OBGHOBIEHNE MUKPOMNPOrpaMMbl 6110Ka NMUTaHUS.

e OO6HOBMEHNE N3 PENO3UTOPUS: CMHXPOHN3ALNS MUKPOMNPOrpaMmMbl cepBepa C yaaneHHbIM
peno3utopuem CIFS/NFS gnsa nakeTHoro 06HOBMNEHNS.

OTob6parkatoTcs Tekylee COCTosiHME N Bepcun MuKponporpamm BMC, UEFI, LXPM, anckos LXPM u
afanTepoB, BKITHOYas OCHOBHYHO 1 pe3epBHyto Bepc BMC. CyLuecTByeT YeTbipe KaTeropumn COCTOSHNIN
MVKPOMNPOrpamMmmbl:

¢ AKTUBHasi: MMKpOMNporpaMmMa akTuBHa.

¢ HeakTuBHas: M1Kponporpamma He akT/BHa.

¢ B oxunpgaHum: MMKponporpamma oXxuaaeT nepexoa B akTBHOE COCTOSHUE.
e H/A: pns 3TOro KOMMOHEHTa He YCTaHOBJIEHA HUKaKasi MUKpOoMporpamMma.

BHumaHue:

¢ [lepen o6HoBneHnem UEFI Heobxogumo o6HoBUTL A0 nocnegHel sepcum XCC n IMM. O6HoBneHNE B
OPYroM nopsigke MOXKET CTaTb NPUYMHON HECTAHAAPTHOMO UMM HENPAaBUBHOIO NOBEAEHNS] CUCTEMBI.

® YCTaHOBKa HENPaBWIbHOrO OBHOBIIEHNS MUKPOMPOrpaMMbl MOXKET NPUBECTU K HEUCMNPABHOCTU cepBepa.
Mepepn ycTaHOBKOWM OGHOBJIEHNS MUKPOMNPOrpaMMbl U gpariBepa ycTponcTsa npoytuTte annel Readme
N NICTOPWM N3MEHEHNI, CONPOBOXXAAIOLLNE 3arpy>XeHHOe OOHOBEHNE. DTN haisibl COQEPXKAT BaXKHYHO
MHdopmMaumio 06 06HOBEHUM U NPOLIeAYPE ero YCTaHOBKM, BKIOYAsa OnmMcaHus ocobbIx npouenyp
OBHOBNEHNSA C PaHHNX BEPCUIN MUKPOMNPOrpaMmbl Unm aparnsepa yCTPOWCTBa 0O NocneqHen BepCcun.
MockonbKy Be6-6pay3ep MOXeT cofeprkaTb AaHHble kKalwa XCC, pekomeHayeTcs nepesarpysunTs Beb-
CTpaHuly nocne o6HoBNeHUss MukponporpaMmmbl XCC.

¢ 3a ucknoyeHnem agantepa SATA M.2, cepeepsbl Ha 6a3e npoueccopos AMD He nopgaepXxvsatoT
06HOBJIEHVE MUKPOMPOrpamMMbl BHEMOJIOCHOrO aganTtepa.

e [1nsi HEKOTOPbIX 0BHOBNEHMI MKPOMNPOrpamMmmMbl TpebyeTcsi lepe3anyck CUCTEMBI, MPU KOTOPOM
BbIMOJIHAETCS aKTUBaLMsa MMKPOMPOrpaMmbl UM BHYTPEHHEE OOHOBEHME. DTOT NPOLIECC NPy 3arpy3kKe
CUCTEMbI Ha3bIBAETCS «PEXUM 0OCY>KUBAHUSA CUCTEMbBI» 1 BDEMEHHO HE MO3BOJISAET MONb30BATENIO
BbIMONHATb AENCTBUS KHOMKY NUTaHMA. Takxxe 3TOT PEXNM BKIKOHAETCS Npy OOHOBIEHNM
MUKponporpamMmel. [Nonb3oBaTesb He [OMKEH OTKIOHYaTb MUTaHUE NPY NEPEXOAE CUCTEMbI B PEXUM
o6Cny>XKmnBaHus.
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O6HOBNEeHue MUKponporpamMmbl CUCTEMbI, aganTtepa u 6J10Ka NUTaHnsA

Mowarosas MHCTPYKUMA No OBHOBNEHNIO MUKpOonporpamMmmMbl CUCTEMbI, aganTtepa n 6noKa nuTaHns.

YT06bI BPY4YHYIO NPUMEHNTL OOHOBSIEHVE 0151 MUKPONpPOorpamMmmbl CACTEMbI, aganTepa 1 610Ka nuTaHus,
BbINONHUTE CrepyoLme AencTBuS:

1. Haxxmute O6HOBUTL MUKPONPOrpaMmy B KaXKAOM KOMMOHeHTe. OTKPOeTCs OKHO OGHOBEHNS
MUKpOMporpamMmbl cepeepa.

2. LLlenkHnte O630p, HTOOLI BbIGPATh HY>XXHbI (haiin 0GHOBNEHUA MUKPONPOrpamMMbl.

3. MepelignTe K Hy>XHOMY haliny 1 HaXKM1Te KHOMKY OTKpbITb. Bbl BepHETECH B OKHO OGHOBNIEHUS
MIKpOMpOorpaMMbl cepBepa, rae 6yaeT oTo6paXkaTbCsi BbiGpaHHbIin calin.

4. HaxxmuTe KHonky [lanee >, 4To6bl HA4aTb OTNPAaBKY U NPOBEPKY BbiOpaHHOro darna. Xom oTnpaskiy 1
npoBepku arina oTobpa)kaeTcs Ha LUKase BbIMONHEHNUS.. B OKHE COCTOSHNSE MOXXHO y6eauTbCs, YTO
BbiGpaH NpaBubHbIA dan gns o6HoBneHus. [ns komnoHeHTa Mukponporpamma cUcTeMbl B OKHE
COCTOSIHMS OTOBpaXkaeTcst MHopmaums o Tune 06HOBNSIEMOro danna MMKponporpamMMbl, HanpuMep
BMC, UEFI unn LXPM. lNocne ycnewuHon oTnpaeku 1 NpoBepku darina MUKponporpaMmMbl HaXXMUTe
kHonKy [lanee, 4TO6bl BbIGpaTbh OOHOBNSEMOE YCTPONCTBO.

5. LLlenkHnTe OGHOBUTDb, 4TOOLI HA4YaTb OOHOBIIEHME MUKPOMPOrpaMMbl. X044 06HOBMEHMS1 OTOGpakaeTcs
Ha WwKane BbINonHeHus. lNocne ycnewHoro 0KoH4YaHns O6HOBNEHNSI MUKPOMPOrpaMmbl HAXKMUTE KHOMKY
FoToBo. Ecnu ans Toro 4to6bl 06HOBNEHME BCTYNUIIO B cuny, Tpebyetcsa nepesdanyctutb XClarity
Controller, oTo6pa3nTcsa cOOTBETCTBYOLEE NpeaynpexaeHue. NogpobHble CBeAEHUSA O Nepesanycke
koHTponnepa XClarity Controller cm. B pasgene «[JelicTBUSA KHOMKW NUTaHWsA» Ha CTpaHuLe 66.

OG6HoOBNEHNe U3 yaaneHHOro peno3utTopus

MoluaroBasi UHCTPYKLUMSI O OGHOBNEHNIO MUKPOMPOrpaMMbl cepBepa 13 yaasleHHOro perno3uTopus

C nomoLubio hyHKUn OGHOBNIEHUE U3 PENO3NTOPUSI NOJIb30BaTeNb MOXET HacTpoutb XCC ans
CYHXPOHM3aLM MMKPOMpOrpaMmbl cepeepa ¢ yaaneHHbIM penosntopuem Mmukponporpamm CIFS/NFS.
PenoauTopuii MuKponporpaMm SOMmKeH copepxkatb naketol SUP, Bkntoyas asounyHble daiinsl n hansebl
MeTagaHHbIX XML, nnn XLM-dannel meTagaHHbix UXSP 1 cooTBeTCcTBYOLWME ABOMYHbIE dhannbl. XCC
aHannanpyeT XLM-ainbl MeTagaHHbIX 1 U3BIEKAET NakeTbl MUKPOMPOrpaMMbl, MOAEPKMNBAtOLLME
o6HoBneHne OOB gnst o6opyaoBaHnsa COOTBETCTBYIOLLIEN CUCTEMBI, a 3aTEM 3arnyCKaeT NakeTHoe
obHoBfeHVE.

CyuiecTByeT NAaTb COCTOSAHUIA OBHOBNEHNS:

e 3eneHblii hnaxkok " : 06HOBNEHME MUKPONPOrpPamMMbl YCMELHO 3aBepLUEHO.

¢ KpacHblii 3Ha4oK X 0 : NpousoLuen c6oi 06HOBNEHNST MUKPOMPOrpaMmbl.

¢ BbinonHsieTcs 06HOBNEHUE: MUKPOMNPOrpaMma HaxoanTCs B NpoLecce OOHOBNEHNS.

e OTmeHa: 06HOBMEHVE MUKPOMNPOrpamMmbl OTMEHEHO.

e  OxupaHue: 0O6HOBNEHNE MUKPOMNPOrpaMmMbl OXKMAAET Pa3BePTbIBAHUSA.

Ecnu nonb3oBartens HaxxmeT OcTaHOBUTb 06HOBMIEHUE, OOHOBNEHNS B o4epean 6yayT OTMEHEeHbl Nocne
3aBepLUeHNS 0BHOBNEHMNS TEKYLLLEro YCTaHOBOYHOMO NakeTa.

YT06bI BbINOHWUTL OOHOBEHNE N3 PENO3UTOPUS, BBIMOMHUTE CleAyoLLe OENCTBUS:
1. Haxxmnte MoAaKnounTb K yaaneHHOMY perno3uTopuio Nocre BBoga CBEAEHWI O HEM.
2. Haxxmute O6HOBUTDB, YTOObI HA4aTb NAaKETHOE OOHOBJIEHNE.
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. Haxxmute NMpocmoTpeTb cBefeHns, YTobbl yBUAETL COCTOSAHNE OOGHOBNEHME. Kak roBOpwoCh BhiLle,
CyLLEeCTBYET 5 KaTeropuii COCTOSIHUS.

. Haxxmnte OctaHoBUTL OGHOBMIEHUE, HTOOLI OTMEHUTL OGHOBEHNS B O4epean Nocse 3aBepLUeHns
OBHOBMEHWS TEKYLLErO YCTAaHOBOYHOMO MNakeTa.

. Haxxmute OTKNOUNTD, YTOGbLI OTKNIOYNTBLCS OT YAaNeHHOr0 Peno3nTopus.

. Ecnu ans Toro 4to6bl 06HOBNEHNE BCTYNWNO B cuiy, TpebyeTtcs nepedanycTtutb XClarity Controller,
oTOBpPa3nNTCs COOTBETCTBYOLWEee NpenynpexaeHue. MNMogpobHble cBeAeHNs O nepesanycke
koHTponnepa XClarity Controller cm. B pasgene «[AelicTBUsSt KHOMKY NUTaHWS» Ha cTpaHuLe 66.
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MnaBa 8. YnpaBneHue NUUEeH3NsIMn

YnpaeneHue nuueHansamm Lenovo XClarity Controller no3BonsieT yctaHaBnMBaTh U KOHTPOIMPOBATb
DOMNONHNTENBbHbIE KOMMOHEHTbI YNPaBeHNsi CEPBEPOM 1 CUCTEMAMM.

CyLuecTByeT HECKONBKO YPOBHEN (hYHKLIMOHASNIBHOCTY U KOMMOHEHTOB Mukponporpammbl XClarity Controller
0N Ballero cepeepa. YpoBeHb YCTaHOBMEHHbIX HA CePBEPE KOMMOHEHTOB MUKPOMPOrpaMMbl BapbupyeTcA
B 3aBMICUMOCTU OT Tuna o60opyaoBaHus.

Ons o6HoBneHus dpyHkumoHansHocTn XClarity Controller MO>XXHO Npuo6pecT U yCTaHOBUTD KITHOY
aKTmsaumn.

YT06bl 3aKa3aTb KJItOY aKTUBaLMM, CBSXKUTECH CO CBOMM NpeAcTaBuTeNeM rno npopaxam unm 6usHec-
napTHEPOM.

Mcnonbayinte Be6-uHTepdeinc XClarity Controller nnu nitepderic komangHoin ctpoku XClarity Controller,
YTOObI BPYYHYIO YCTAHOBUTb KJTHOY aKTUBauun, NO3BOMSIOLLNIA UCNOb30BaTh NPUOBPETEHHbIN BamMu
OOMONHUTENBHBIN KOMMOHEHT. MNepen akTuBauuen Knoya:

e Knoy akTMBauum OMKEH HaXOAMTLCS B TON XKe cucteme, Kotopas ucnonbdyetcs ans exoga B XClarity
Controller.

¢ Heobxoanmo 3akasaTb JIMLEH3NOHHbIN KN4 1 noNly4ynTb ero Ko asTopmsaunm no novte nnmn
3J'IeKTpOHHOI7I rno4yre.

Cwm. cBegeHus 06 ynpasneHun KoYoM akTusaumm ¢ nomolubio Beb-nHtepderica XClarity Controller B
pasgenax «YcTaHoBKa Kiova akTusaumm» Ha cTpanuue 97, «YaaneHue Knoda aktueaumm» Ha ctpaHuue 98
Unn «3KCNOPT KNtoYa akTusaLmm» Ha ctpaHuLe 98. CM. cBefeHus 06 ynpasneHum KnioYoM akTueaLmm ¢
nomoLLbio MHTepderica komangHom ctpoku XClarity Controller B pasgene «KomaHga keycfg» Ha cTpaHuue
137.

YT06bI 3aperncTpnpoBaTb MAEHTUHOUKATOP NPU BbINOSHEHUN aAMUHUCTPATUBHbLIX Onepaumi ¢ NMUeH3nein
XClarity Controller, wenkHnTe cnepyoLLyto cebinky: https://fod.lenovo.com/Ikms/angular/app/pages/
index.htm#/welcome

[ononHuTenbHble CBeAEHNA 06 ynpaBneHun NUUEeH3naM1 Ans cepeepoB Lenovo aocTynHbl Ha Be6-caiite
Lenovo Press no crnegytoLemy agpecy:

https://lenovopress.com/redp4895-using-lenovo-features-on-demand

BHumaHue: HeBo3MOXXHO BbINONHNUTL 06HOBNeHWe Bbinycka XClarity Controller Standard go yposHs
Enterprise Hanpsimyto. INMoTpebyeTcs cHavyana BbINOMHUTL O6HOBNEHNE A0 YpoBHS Advanced 1 ToNbKO nocne
3TOro akTMBMpoBaTh MYHKLMOHaNLHOCTL YPOoBHS Enterprise.

YcTaHoBKa KJ1loya aktusauum

Bocronb3yiitecb Hdopmauyeii U3 aToro pasgena ans 4o6asneHnst oNoNHUTENIbHOrO KOMMOHEHTa Ha
cepsep.

YT06bI YCTaHOBWTb KJ1HOY aKTuBaunun, BbINOJIHUTE crefnyolne OencTBuUS:

Lar 1. LlenkHnTte JInueHsus B pasgene BMC Configuration.
Lar 2. LlenkHnte OGHOBUTb NNLIEH3UIO.
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LLlar 3. B okHe [lo6aBneHue HOBOM NULEeH3un LwenkHuTe O630p; 3aTeM BbibepuTe hain Knoya
aKTMBaLun, KOTopbI TpebyeTca [o6aBuTb, B OKHe «OTnpaska dainna», wenkHute OTKpbITb, YTOObI
po6aBuTb dann, nnm OTmeHa, 4Tobbl OCTaHOBUTL YCTAHOBKY. YTOObLI 3aBePLUNTL [OOaBEHNE
Knto4a, Haxxmute KHorky OK B okHe «[lo6aBneHre Kioya akTnsaumm» inm KHornky OTmeHa, 4tobbl
OCTaHOBUTb YCTAHOBKY.

OKHO «YcneLHo» roBOpPUT O TOM, HYTO KJIKOH aKTUBaUUn yCTaHOBJIEH.

MpumeyvaHuns:

e Ecnu Kntoy akTmBauumn He AeNCTBUTENEH, OTOBPA3NTCS OKHO C OLLUMOKOIA.
Lar 4. Haxmute kHonky OK, 4TOo6bl 3aKpbITb OKHO «YCMNELLUHO».

YpaneHue Kno4a aktmsauum

Bocronb3yiitech MHdopmaLeli U3 3Toro pasgena ansa yaaneHus onofHUTENbHOro KOMMNOHEHTa C
cepsepa.

YTO6b! yAANuTb KoY aKTUBaLWK, BbINONHWUTE creaytoLimne OelicTBuS:

Lar 1. LlenkHnTte JInueHsus B pasgene BMC Configuration.
LLar 2. BblbepuTe ygansembli KoY akTMBaLumn N HaXXMUTE KHOMKY YaanuTb.

LLlar 3. B okHe «[loaTBep>xaeHne yaaneHns Kioya aktmeaumm» Haxxmute kHonky OK, 4To6bl nogTBepanTb
yoaneHue KJoya aktusauum, unn OTMeHa, 4Tobbl COXpaHuTb haiin Koya.
Bbi6paHHbIin KoY akTuBaLmmn yoanseTcs ¢ cepsepa u 6osee He 0TobpadkaeTcs Ha CTpaHuue
«YnpasneHne NUUeH3NSIMN»,

SKCNOPT KJIH04a akTuBauum

BocnonbayiiTeck HGopmauyeli U3 aToro pasgena Ans akcropTa A0oMNONHUTENIbHOMO KOMMOHEHTA C
cepBepa.

YT106bI SKCNOPTNPOBATb KJTKOY akKTuBauun, BbINONHNTE cnepyLline OencTBus:

Lar 1. LlenkHuTe JInueHaus B pasgene BMC Configuration.

Lar 2. Ha cTpaHuue ynpasneHus MMLEH3NaIMN BbIGepuTe KoY akTuBauumy gns aKcnopTa u HaxXMuTe
KHOMKY QKCNOpPTMPOBAaThb.

LLlar 3. B okHe 9KcnopT BbiI6GpaHHOMN NMULIEH3UM LLENKHUTE DKCMOPTUPOBaTb, YTOOLI NOATBEPAUTD
3KCMopT Knto4a akTueauuuv, un OTMeHa, YTo6bl OTMEHWTL 3amnpoc Ha SKCMOoPT KioYa.

Lllar 4. Bbibepute kaTanor ois coxpaHeHus gamnna.
BbiGpaHHbI KoY akTBaLmm 3KCNoOpPTUPYETCH C cepBepa.
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NnaBa 9. CootBetctBylowme ctaHaapty Redfish API-
nHTepdencol REST Lenovo XClarity Controller

Lenovo XClarity Controller npegoctasnseT psg yoobHbIx cOOTBETCTBYOWMX cTaHaapTy Redfish API-
nHtepdencos REST, KOTopble MOXXHO UCMOJIb30BaTb AJ1s1 [OCTYNa K AaHHbIM 1 cny>x6am Lenovo XClarity
Controller n3 npunoxxennii, padotatomx BHe nnatdopmel Lenovo XClarity Controller.

OTO NO3BOSISET JIEMKO MHTErpnpoBaTb Bo3MoxkHocTh Lenovo XClarity Controller B gpyroe nporpammHoe
obecrneyeHre He3aBUCKMO OT TOrO, B KAKOW CUCTEME OHO paboTaeT — B TOW Xe, 4YTO 1 cepBep Lenovo
XClarity Controller, unn B yganeHHon cucteme B Tol xxe ceTn. 9Tn API-uHTepdencbl OCHOBaHbI Ha
COOTBETCTBYOLLMX oTpacneBomy ctaHgapTy Redfish APl-unTepdencax REST n gocTtynHbl no npoTokony
HTTPS.

PykoBogcTBo nonb3osBatens cooTeeTcTBytoLero ctaHgapTy Redfish APIl-uxtepdenica REST XClarity
Controller moxxHO HalnTK No cneaytoLlen cebike: https://pubs.lenovo.com/xcc-restapi/xcc_restapi_book.
pdf.

Lenovo npepocTaensieT npumepbl ckpuntoB Redfish ¢ OTKpbITbIM NCXOAHBIM KOLOM, KOTOPbIE MOXXHO
MCMoNb30BaTh B KAYECTBE OCHOBbLI AJ1s1 pa3paboTKy NporpaMmMHOro obecneveHns, B3anMoaencTBYOLLErO C
cooTBeTcTBYOWMM cTaHaapTy Redfish APl-untepdericom REST Lenovo. NpumMepbl CKpUNTOB MOXXHO HaANTK
no crnepyroLUM agpecam:

e Python: https://github.com/lenovo/python-redfish-lenovo
¢ PowerShell: https://github.com/lenovo/powershell-redfish-lenovo

Cneundukauun DMTF, cBagaHHbIe C cOOTBETCTBYOWMM cTaHaapTy Redfish API-nHTepdeincom, MoXXHO
HanTu No cnegyrowemy agpecy: https://redfish.dmtf.org/. Ha aTom Be6-cainte npnsogsartcs obLime
cneundukauumn 1 gpyrue cnpasoyHble MaTepuarnsl Mo COOTBETCTBYOLWeMY cTaHaapTy Redfish API-
nHtepdency REST.
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NmaBa 10. UHTepcdhenc KomaHgHOW CTPOKMU

Bocnonb3yintecb nHgopMaumneln s sToro pasgena ois BBoAa KOMaHA, NO3BOASAOLLMX OCYLLECTBAATb
MoHuTopuHr 1 ynpaeneHue XClarity Controller 6e3 ncnonb3osaHus Be6-uHtepdenica XClarity Controller.

Mcnonbayinte uHtepdeinc komangHom ctpoku XClarity Controller ans goctyna k XClarity Controller 6e3
ncnonb3oBaHus Beb-nHTepdenca. OH NpeaocTaBnseT NOAMHOXECTBO (DYHKLNIA ypaBneHus,
npeaocTaBnsieMbiX BE6-MHTEPHENCOM.

NHTepderic KomaHgHOM CTPOKM JOCTYNEH B ceaHce SSH. MNpexxae Yem oTnpaBnsTh Kakne-nnbéo KoMaHapl
NHTepdeica KoMaHAHON CTPOKU, Heobxoaumo nponTn ayTeHTudukauumio B XClarity Controller.

Mony4yeHune pgocTtyna K uHTepdency KoMaHgHON CTPOKN

Bocnonb3yintech nHopMauuei s aToro pasgena, 4tobbl Noy4mTb AOCTYN K UHTEPENCY KOMaHOHOWN
CTPOKW.

YT106bI NONY4YMTb JOCTYN K UHTEPdENCY KOMaHOHOW CTPOKU, 3anycTute ceaHc SSH ¢ IP-agpecom
koHTposnepa XClarity Controller (cm. pononHuTeNbHbIE CBEAEHNS B pasaene «HacTpolika nepeHanpasneHus
nocneposBaTenibHoro nopta B SSH» Ha ctpaHuue 101).

Bxopa B ceaHC KOMaHAHON CTPOKU

Bocnonb3yntechb nHdopmaumnen n3 aToro pasgena, YToodbl BbIMOAHUTbL BXOA B Ce€aHC KOMaHLHOW CTPOKM.
YT06bI BOWTY B KOMaHAHYIO CTPOKY, BbIMONIHUTE CleQyoLme AeNCTBUS:

Lar 1. YcraHosute coegunHeHne ¢ XClarity Controller.
LLlar 2. B cTpoke umeHun Nonb3oBaTens BBeANTE MAEHTU(MKATOP NONb30BaTeNs.
LLlar 3. B cTpoke naponsi BBeguTe naposnb, ucnosbdyemein ansi exoga B XClarity Controller.

Bbl BLINOMHUMW BXO[, B KOMaHAHYO CTPOKY. 3anpoc KOMaHOHOW CTPOoKM nMeeT Bupg systems. CeaHc
KOMaHAHOV CTPOKU ANUTCA A0 TeX Nop, NoKa Bbl He BBeAeTe exit B KomaHOHON CTpoke. Bbl BbilLn
N3 CUCTEMbI, CeaHC 3aBepLLEH.

HacTpounka nepeHanpaBneHust nocnegoBartenbHoro noprta B SSH

B aTom paspgene npencrtasneHbl cBefeHns o6 ucnonbdosaHum XClarity Controller B kadecTBe
nocnepoBaTefibHOro cepeepa TEPMUHANOB.

MepeHanpaeneHue nocnenoBaTesbHbIX NOPTOB B SSH No3BonseT cMCTEMHOMY agMUHUCTPATOPY
ncnonb3oBatb XClarity Controller B kayecTBe NocnepoBaTebHOro TEPMUHANILHOMO cepBepa.
MocnepoBaTerbHbI NOPT CepBepa AOCTYMNeH U3 NoaknodeHns SSH, ecnm BKIOYEHO NnocneaoBaTefibHoe
nepeHanpas/eHue.

MpumevaHue: KomaHga nHtepdernica KomaHgHON CTPOKKU console 1 ncnonb3yeTcsa Afis 3anycka ceaHca
nocnegoBaTenbHOro nepeHanpasneHns ¢ noptom COM.

Mpumep ceaHca

$ ssh USERID@10.240.1.12
Password:
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system>

Becb Tpaduk n3 ceaHca SSH HanpaBnsieTcs 8 COM2.

ESC (

BBenTe nocnenoBaTenbHOCTL KNaBuLL BbiXxoa, HTOObl BEPHYTHCH B MHTEPMENC KOMaHOHOW CTPoKu. B
3TOM NPUMEPE HY>XXHO HaXKaTb KnaeuLly Esc n BBecTn neByto ckobky. [Noackaska B MHTepdeiice komaHaHOM
CTPOKU YKa>)KET Ha BO3BPAT B UHTEpdeic komaHgHon cTpoku IMM.

system>

CuHTakcuc KkKomaHp

M3yunte NHCTPYKLMM N3 3TOro pasfena, YTobbl y3HaTb, Kak BBOAMTb KOMaHbl B MHTepdence komaHaHom
CTPOKMW.

Mepen MCNoNb30BaHNEM KOMaH 03HaKOMbTECH CO CNeayoLLMN UHCTPYKLUAMM:

Kaxxpas komaHaa nmeeT cnegyoLwmn opmar:
command [arguments] [-options]

B crHTakcuce KoMaHfbl y4UTbIBAETCS PETUCTP.
Msi KoMaHabl BBOAWUTCS CUMBOSIAMU HUXKHETO perncTpa.

Bce aprymeHTbl HEO6XOAUMO YKasbiBaTb cpady nocne komaHgbl. [NapameTpbl cnegytoT cpasy 3a
aprymeHTamum.

Kaxxgomy napameTpy Bcerga npeaLecTByeT geduc (-). BbiBaioT kopoTkue napameTpbl (M3 OQHON GyKBbI)
1 OJIMHHbIE MapamMeTpbl (M3 HECKOJIbKIX GYKB).

Ecnu napameTp nMeeT aprymMeHT, 3TOT apryMeHT sSBNSETCS 0b6a3aTenbHbIM, Hanpumep:

ifconfig eth0 -i 192.168.70.34 -g 192.168.70.29 -s 255.255.255.0

roe ifconfig — aTo komaHaa, eth0 — 31O aprymeHT, a -i, -g u -s — napameTpbl. B 3ToM nprmepe Bce Tpu
napamMeTpa UMeLOT apryMeHTbI.

CKOBKM yKa3bIBaKOT Ha TO, YTO apryMeHT un napameTp saBnseTcs HeobssaTesibHbIM. CKOGKM He
SABNAIOTCA YaCTblO BBOOUMOWN KOMaHgp.

BO3MOXXHOCTU 1 orpaHn4YeHuns

B aTom pasgene cogep>XxuTcs MHhopmMaLms 0 BO3MOXXHOCTSIX 1 OrpaHUYeHnsX MHTepdelica KoMaHgHOM
CTPOKMW.

NHTepderic KOMaHLHON CTPOKM NMEET CreayoLLe BO3SMOXHOCTN 1 OrpaHnyeHmns:

C nomoubto SSH MOXXHO NpoBOANTL HECKOJIbKO NapaniefbHbIX CeaHCoB MHTepdelica KoMaHOHOM
CTPOKW.

[onyckaeTtca ogHa KoMaHaa Ha cTpoky (numunt 1024 cumsona ¢ npobenamum).

OTCyTCTByeT CMBOJT NpOAOJIKEHNA ONA OJTMHHBIX KOMaHa,. EonHcTBEHHAsA beHKLI,I/IFl penakTnposaHnNAa —
Knasuia Backspace Ona CtTupaHnAa TOJIbKO YTO BBE€AEHHbIX CMMBOJIOB.

KnasuLm co cTpenkamm «BBepX» N «BHMU3» MOXXHO UCMOIb30BaTb A1 MPOCMOTPa NOCNEAHNX BOCbMM
komaHg. KomaHga history no3sonsiet oto6pasnTb CNCOK U3 BOCbMMW NOCNEAHUX KOMaHA, KOTopble
3aTeM MOXXHO MCMOMb30BaTh B KA4YeCTBe Apriblka A5 BbINONHEHNA KOMaHAb!, Kak B CriegyoLlem
npumepe:
system > history

0 ifconfig eth0
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1 readlog

2 readlog

3 readlog

4 history
system > 10

-state enabled

-¢ dthens

-1 192.168.70.125

-g 0.0.0.0

-s 255.255.255.0

-n XClarity ControllerA00096B9E003A
-r auto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00
system >

¢ B uHTepdence koMmaHaHOW CTPOKK Bydep BbIXOAHbIX AaHHbIX orpaHunyeH 2 KB. Bydepunsaums
OTCYTCTBYET. BbIXxOfHbIE AaHHblE OTAENBHON KOMaHAbl He AOMKHbI NpeBbiwaTh 2048 cumBonoB. 3T0
OrpaHuYeHre He JeNCTBYET B pPEXMME NOCNeAoBaTesIbHOro NepeHanpasneHns (daHHble 6ydhepursyoTca ¢
MOMOLLIbIO MOCIe[0BaTENbHOrO NEPEHaNpPaBneHns).

¢ [IpOCTble TEKCTOBbIE COOBLLEHNSA CNYXKaT A1 0603HAYEHNSA COCTOAHNSA BbINOSIHEHUSA KOMaHbl, Kak B
cnepgywouiem npumepe:
system> power on
ok
system> power state
Power: On
State: System power off/State unknown
system>

¢ B cuHTakcuce KomaHfbl y4UTLIBAETCS PErUCTP.

e Mexay napamMeTpoM 1 apryMeHTOM AOMKeH 6bITb XOTS Obl 0fMH Npobten. MprMep HenpasBubHOrO
cuHTakcuca: ifconfig eth0 -i192.168.70.133. MNMpumep npaBunbHOro cuHtakcuca: ifconfig ethd -i
192.168.70.133.

e Bce KoMaHOpl MMelOT napameTpsl -h, -help n ? , npegocTasnsioLme cnpasky No cMHTakcucy. Bece
cnegytoLlme NpUMepPbl AaroT OOUH U TOT XXe pesysbTar:
system> power -h
system> power -help
system> power ?

* HekoTopble KOMaHfbl, ONMUCaHHbIE B CeayoLmX pa3genax, MoryT 6biTb HEAOCTYMHbI NS Ballen
CUCTEMHOI KOHUrypauun. MonHbIi CNMCOK KOMaHg, NMOAAePXX1BaeMbIX BalLen KOHMUrypaunen, MoXXHO
BbIBECTM C NOMOLLbIO NapamMeTpa help nnm ?, Kak NokasaHo B CreayoLwwmx npumepax:
system> help
system> ?

¢ B cucteme Flex System HekoTopble napameTpbl KoOHTponupytoTcss CMM 1 He MoryT 6bITb USMEHEHDI B
XClarity Controller.

MepeuncneHne KkomaHpg no ancgasuTy

B aTom paspgene cogepXXntca CoOpTUpOBaHHbI No andaBuTy CNMCOK KOMaHA HTepdenca komaHaHoM
CTpOKMW. [penocTaBnsATCA CCbIIKW Ha pasnenbl Ans Kaxaon komanasl. B kaxxgom pasgene, nocBsiLLEHHOM
KoMaHgae, NpefocTaBnsieTcst Hopmaunsi 0 KoMaHge, ee PyHKLUMW, CUHTaKCUCE U NCTMONb30BaHU.

MonHbIN cnncok Bcex koMaHg nHTepdenca komangHom ctpokm XClarity Controller, copTnpoBaHHbI B
andasnTHOM NOpsAKe, BbIMSAAUT Clegyowmm o6pa3om:
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¢ «KomaHpa accseccfg» Ha cTpaHuue 120
e «KomaHpa adapter» Ha cTpaHuue 191

¢ «KomaHnpga alertcfg» Ha cTpaHuue 122

e «KomaHpa alertentries» Ha cTpaHuue 172
o «KomaHpga asu» Ha cTpaHuue 123

e «KomaHpa backup» Ha cTpaHuue 126

e «KomaHpa batch» Ha cTpaHuue 175

¢ «KomaHga chconfig» Ha cTpaHuue 178
e «KomaHpa chlog» Ha cTpaHuue 181

e «KomaHpga chmanual» Ha cTpaHuue 180
e «KomaHnpa clearcfg» Ha cTpaHuue 175

¢ «KomaHpga clearlog» Ha cTpaHuue 106

e «KomaHpa clock» Ha cTpaHuue 176

e «KomaHpa console» Ha cTpaHuue 120

e «KomaHpa dbgshimm» Ha cTpaHuue 194
¢ «KomaHpga dhcpinfo» Ha cTpaHuue 127
e «KomaHpa dns» Ha cTpaHuue 128

¢ «KomaHpga encaps» Ha cTpaHuue 130

e «KomaHpa ethtousb» Ha cTpaHuue 130
e «KomaHpa exit» Ha cTpaHuue 105

e «KomaHpa fans» Ha cTpaHuue 107

e «Komanpa ffdc» Ha cTpaHuue 107

e «Komanpa firewall» Ha cTpaHuue 131

¢ «Komanpa fuelg» Ha cTpaHuue 118

¢ «Komanpa gprofile» Ha cTpaHuue 133

e «KomaHpa hashpw» Ha cTpaHuue 133

e «KomaHpa help» Ha cTpaHuue 106

e «KomaHpa history» Ha cTpaHuue 106

e «KomaHpga hreport» Ha cTpaHuue 109

¢ «KomaHpa identify» Ha cTpaHuue 176

¢ «KomaHnpa ifconfig» Ha cTpaHuue 134

e «KomaHpa info» Ha cTpaHuue 177

¢ «Komanpga keycfg» Ha cTpaHuue 137

e «KomaHpa ldap» Ha cTpaHuue 138

e «KomaHpa led» Ha cTpaHuuye 110

¢ «KomaHga mhlog» Ha cTpaHuue 109

e «KomaHpa mvstor» Ha cTpaHuue 193

e «KomaHpa ntp» Ha cTpaHuue 140

¢ «KomaHpa portcfg» Ha cTpaHuue 141

e «KomaHpga portcontrol» Ha cTpaHuue 142
¢ «KomaHpa ports» Ha cTpaHuue 143
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o «KomaHpa power» Ha cTpaHuue 115

e «KomaHpa pxeboot» Ha cTpaHuue 119
¢ «KomaHpga rdmount» Ha cTpaHuue 144
e «KomaHpa readlog» Ha cTpaHuue 112

o «KomaHpa reset» Ha cTpaHuue 118

e «KomaHpa restore» Ha cTpaHuue 145

¢ «KomaHpa restoredefaults» Ha cTpaHuue 146
e «KomaHpa roles» Ha cTpaHuue 147

¢ «KomaHpa seccfg» Ha cTpaHuue 148

e «KomaHpa set» Ha cTpaHuue 148

¢ «KomaHpa smtp» Ha cTpaHuue 149

e «KomaHpa snmp» Ha cTpaHuue 149

¢ «KomaHpa snmpalerts» Ha cTpaHuue 151
e «KomaHpa spreset» Ha cTpaHuue 177

e «KomaHpa srcfg» Ha cTpaHuue 153

¢ «KomaHpa sshcfg» Ha cTpaHuue 154

e «KomaHpa ssl» Ha cTpaHuue 155

e «KomaHpa sslcfg» Ha cTpaHuue 156

e «KomaHpa storage» Ha cTpaHuue 181

¢ «KomaHpa storekeycfg» Ha cTpaHuue 160
e «KomaHpa syncrep» Ha cTpaHuue 161

¢ «KomaHpa syshealth» Ha cTpaHuue 113
e «KomaHpa temps» Ha cTpaHuue 114

¢ «KomaHpa thermal» Ha cTpaHuue 162

e «KomaHpga timeouts» Ha cTpaHuue 163
e «KomaHpa tls» Ha cTpaHuue 164

e «KomaHpa trespass» Ha cTpaHuue 165
¢ «KomaHpga uefipw» Ha cTpaHuue 165

e «KomaHpa usbeth» Ha cTpaHuue 166

e «KomaHpga usbfp» Ha cTpaHuue 166

e «KomaHpa users» Ha cTpaHuue 167

e «KomaHpa volts» Ha cTpaHuue 114

e «KomaHpa vpd» Ha cTpaHuue 115

KomaHAabl cny>xe6Hon nporpaMmmbl

B aTom pasgene npusogmntcs andasuTHbIA CNMCOK KOMaHA HTepdenca KoMaHgHON CTPOKN Anst
cny>xebHol nporpaMmei.

B HacTosLLee Bpemst [OCTYNHO 3 KOMaHAbl Cy>XeB6HOM NporpamMmbl:

KomaHpa exit

VcnonbayiiTe aTy KOMaHZy Ansi Bbixoda U3 ceaHca MHTepdelica KoMaHaHON CTPOKMU,
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Vicnonb3yinTe komaHay exit Ansi Bbixofa 13 CUCTEMbI 1 3aBepLUEHUsI ceaHca UHTepdenca KOMaHaHOW
CTPOKM.

Komanpa help

3OTa KoMaHga Cny>XuT AN OTOBGPaXKeHNs CNcKa BCex KoMaHm,

Wcnonb3ynTte komanay help ona otobparkeHus cnucka BCcex KOMaHp, ¢ KpaTknm onncaHnem Kaxxaoi. B
KOMaHAHOI CTPOKE MOXXHO TaKkXXe BBECTU ?.

KomaHnpa history

OTa KOMaHOa Nno3BONAET BbI3BATb CMUCOK paHee NCMNOoJIb30BaHHbIX KOMaHA.

Wcnonb3ynTte komanay history ona otobparkeHusa nHOeKCMpoBaHHOIoO CNMcKa BOCbMU NOCNEAHNX
BbI3BaHHbIX KOMaHz,. [n1s BbiI3oBa KOMaH[, U3 CrMcKa MOXXHO UCMOMb30BaTb 3TU MHAEKCHI (CO 3HAKOM «!» B
Hayase) B Ka4eCcTBe SPJIbIKOB.

Mpumep:

system> history

0 ifconfig eth0

1 readlog

2 readlog

3 readlog

4 history

system> ifconfig eth0
-state enabled

-c dthens

-1 192.168.70.125
HISTORY-g 0.0.0.0

-s 255.255.255.0

-n XCCA00096B9E0D3A
-r auto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-l 00:00:00:00:00:00
system>

KomaHpgbl MOHUTOpPA

B aTom pasgene npusogutcs andaBnUTHbIN CINCOK KOMaHA HTepdenca KoMaHaHOW CTPOKK Anst MOHUTOpA.

B HacToswee BpemMs gocTynHo 11 komaHg MoHUTOpA:

KomaHpa clearlog

3Ta KoMaHga UCnofb3yeTcs AN O4UCTKN XXypHana cobbituin IMM.

Lnsi oumcTkm XxypHana cobbituin IMM Bocnonb3ynTecb komangown clearlog. [ns ncnonb3oBaHus 3Ton
KOMaHbl HEO6XO0OUMO 06n1aaaTh NOIHOMOUYUAMU A151 O4YMNCTKM XKYPHANOB COObITUN.

an/IMe‘-IaHI/Ie: OTa KOMaHpa npepgHasHavdyeHa asid UCnoJjib30BaHNA TOJIbKO crieynannctamMmm no nogaeprkKke.

B cnepnytoleli Tabnuue nokasaHbl apryMeHTbl AN aTUX napameTpoB.
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Tab6sn. 7. KomaHga clearlog

B cnepytoLueit ogHOCTpOYHOW Tabnuue ¢ AByMS cTonbuamm NpMBOASATCSA NapamMeTpbl 3TON KOMaHab! 1
COOTBETCTBYIOLLME ONUCaHMsI.

NapameTp OnucaHue

He 3agaH, BblbnpatoTcs BCe TUMbl COObLITUIA.

-t <all | platform | audit> Twn cobbITnin; BoIGEPUTE TN COOLITUIN ANA O4UCTKU. ECnn Tvn cobbiTui

OnuncaHve TMnoB cobbITUi

e all: Bce Tunbl cOObITUI, BKIItOHYAsA cOObITMS NnaTopmMbl U COObITUS ayguTa.
e platform: co6bITns nnaThopmbl.

® audit: cobbITs ayguTa.

Mpumep:

system> clearlog

All event log cleared successfully

system> clearlog -t all

All event log cleared successfully

system> clearlog -t platform

Platform event log cleared successfully

system> clearlog -t audit
Audit event log cleared successfully

KomaHpa fans

OTa KoMaHga Cny>XXuT AN OTO6PaXKeHNsi CKOPOCTU BEHTUNSTOPOB cepBepa.
WcnonbayiiTe komaHay fans ons oTo6paXkeHns CKOPOCTY KaXXOoro U3 BEHTUNATOPOB cepBepa.

MNpumep:
system> fans
fanl 75%
fan2 80%
fan3 90%
system>

KomaHpa ffdc

OTa KomaHaa Ucnonb3yeTca AN CoO3AaHnsA HOBOro darna ¢ 4aHHbIMU N0 06CNYXXMBAHWIO.

Vicnonb3ayinTe KoMaHay hmkcauum gaHHbIx o nepeoM cboe (ffdc) onsa cosgaHusa v nepegadn gaHHbIX Mo
06CNY>XMBaHWNIO B CNY>XOY NOAOEPXKKMU.
CnepnytoLmii CNNCOK COCTOUT U3 KOMaH[, KOTopble CieQyeT Ucnonb3osath ¢ komaHaou ffdc:

¢ generate, co3gaHne HoBoro daina c gaHHbIMU Mo 06CNY>XUBaHWUIO
¢ status, npoBepka coCcTosHNSA hana ¢ AaHHbIMK MO OBCNY>KNBAHMWIO
® copy, KonNMpoBaHue CYLLIECTBYIOLLMX AaHHbIX MO 06CNY>KNBaHNIO

o delete, yganeHue cyLecTBYyOLLMX AaHHbBIX MO 06CNY>XNBaHMUIO

B cnepytollen Tabnuue nokasaHbl apryMeHTbl O 3TUX NapameTpoB.
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Ta6n. 8. KomaHga ffdc

B CJ'IeJJ,yIOLLI,eIZ MHOI’OCTpO‘-IHOI7I Tabnuue ¢ TpewmA cronéuamu npmnBoOATCA NapamMeTpbl, ornnmcaHne
napamMmeTpoB N COOTBETCTBYOLWME 3HAYEHUA ONA 3TUX NapaMeTpPoOB.

MapameTp | Onucanue

3HaueHus

-t

Homep Tuna

1 (gamn npoueccopa) n 4 (gaHHble No o6cnyxXuBaHuto). amn
npoueccopa Coaep>XUT BCe OOCTYMHbIE XypHasbl 1 hainbl. [aHHble no
06CNy>XUBaHMIO COAeP>KaT TONbKO NOAMHOXXECTBO XXYPHaNoB 1
hainnoB. 3HadyeHne no ymonyaHmio — 1.

YnaneHHbIn Katanor uMeH
dannos nnu Lenesbix
06bekTOoB sftp.

Ons sftp ncnonb3yinTe NOsHbIN NYyTb UM KOHEYHBIN / B MEHW KaTanora
(~/ unun /tmp/). 3Ha4eHre No yMon4aHMio — 3TO CO30aBaeMoe CUCTEMON
UMS.

-ip 1 Anpec cepsepa tftp/sftp

-pn ! Homep nopTa cepsepa 3HayeHue no ymonyaHmnio — 69/22.
TFTP/SFTP

-u’ WmMsi nonb3osaTens ans
cepeepa SFTP

-pw Maponb gns cepesepa SFTP

1. [lononHuTenbHble apryMeHTbl ANs KoMaHg generate 1 copy

CuHTakcuc:
ffdc [options]

option:

-t 1or 4

-f

-ip ip_address
-pn port_number
-u username

-pw

password

Mpumep:

system> ffdc generate
Generating ffdc...
system> ffdc status
Type 1 ffdc: in progress
systemy ffdc copy -t 1 -ip 192.168.70.230 -u User2 -pw PasswOrd -f /tmp/
Waiting for ffdec.....
Copying ffdc...

ok

system> ffdc status
Type 1 ffdc: completed
8737AC1_DSY0123 _xcc_120317-153327.tgz

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -ip 192.168.70.230
Copying ffdc...

ok

system> ffdc status
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Type 1 ffdc: completed

8737TAC1_DSY0123_xcc_120926-105320.tgz

system>

KomaHpa hreport

WcnonbayiiTe 3Ty KOMaHay Ansi OTO6pa)KeHUsi BCTPOEHHOro 0T4YeTa O COCTOSAHUN.

B cnepytolen Tabnuue nokasaHbl KoMaHap! hreport.

Ta6n. 9. KomaHge! hreport

B cnepytoLeli MHOroCTpoYHON Tabnuue ¢ ABYMS CTONIGLAMM NPUBOASATCS ONUCAHNS pasHbIX KOMaH,

hreport.
MapameTp OnucaHue
generate CospgaHrie HOBOIro 0T4eTa O COCTOSIHIM
status [MpoBepka cocTosHMSA
copy KonnpoBaHue CyLLeCTBYIOLLIErO OTYETA O COCTOSIHAN
delete YnoaneHve cyLecTBYOLLIEro OT4eTa O COCTOSHAN

B crnepytoLeii Tabnuue nokasaHbl apryMeHTbl A4St napaMeTpoB generate u copy.

Tab6n. 10. KomaHgb! generate v copy

B cnepytoleli MHOroCTpOYHON Tabnuue ¢ ABYMsi CTONI6LaMM NPUBOASATCS NapaMeTpbl KOMaHg, generate un
COpY 1 ONM1CaHNsa 3TUX NapameTpoB.

MapameTp OnucaHue

-f YpaneHHoe nmvs channa nnm uenesoi katanor sftp (mo ymonyanmo nucnonbsyetcs
CO3[aHHOEe CMCTEMO NMs, ANsa sftp ncnonb3yiiTe NONHLIA NYTb MW KOHEYHbIV / B UMEHN
kaTanora (~/ unm /tmp/))

-ip Apnpec cepsepa tftp/sftp

-pn Homep nopta cepsepa TFTP/SFTP (no ymonyaxuto 69/22)

-u Mmsi nonb3oBaTens ans cepsepa SFTP

-pw Maponb ona cepsepa SFTP

komaHaa mhlog

Wcnonb3yiiTe aTy KoMaHgy AJ18 OTOGPaXKeHUs 3anunceil B XXypHane NCTOpUn 06CyXXUBaHUS.

B cnep,yrou.l,elh Tabanue nokasaHbl apryMeHTbl Ona 3Tux napamMmeTpoB.

Ta6n. 11. KomaHga mhlog

B cnepnytoLLein MHOrOCTPOYHON Tabnuue ¢ ABYMSA CTON6LaMN NPMBOOATCA NapaMeTpbl 3TON KOMaHAbl 1

COOTBETCTBYHOLLNE ONMcCaHus.
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Tabn. 11. KomaHga mhlog (npogosxk.)

MapameTp OnucaHue
-C <count> OTob6paxkeHue cyLHocTel count (1-250)
-i <index> OTob6paxkeHne 3anucei, Ha4nHas ¢ nHagekca (1-250)
-f YpaneHHoe nms canna xxypHana
-ip Appec cepaepa tftp/sftp
-pn Howmep nopta cepeepa TFTP/SFTP (no ymonyaxuio 69/22)
-u Mms nonb3oBatens ans cepsepa SFTP
-pw Maponb gnst cepsepa SFTP
Mpumep

Ha akpaHe oTobpasnTtcs nHhopmaums, nogobHas cnenyroLen:

Hardware
Hardware
Hardware
Hardware
Firmware
Firmware
Hardware

Message Time

SAS Backplanel(SN: XXXX9CE009L) is added. 05/08/2020,04:23:18
CPU 1(SKU NO: 50844440) is added. 05/08/2020,04:23:22
CPU 2(SKU NO: 50844440) is added. 05/08/2020,04:23:22
M2 Card(SN: R1SH9AJ0037) is added. 05/08/2020,04:23:22
Primary XCC firmware is updated to TGBT99T by XCC Web. 05/08/2020,06:40:37
Primary XCC firmware is activated to TGBT99T . 05/08/2020,06:41:26

PSUL(SN: D1DG94C0075) is added. 05/08/2020,06:43:28

KomaHpa led

VcnonbayinTe 8Ty KOMaHAy 47151 OTO6PaXKeHUs1 U HACTPOMKN COCTOSIHUIA CBETOANOAHbIX MHONKATOPOB.

Komanpga led cny>xuT ons oTo6pa’KeHnsa n HaCTPOWKU COCTOSAHUI CBETOAMOAHbBIX MHONKATOPOB cepBepa.

e Ecnu BbinonHUTL KoMmaHay led 6e3 napameTpoB, 0TO6Pa3NTCA COCTOAHNE CBETOANOLHbLIX MHANKATOPOB
Ha NULUEBON NaHenu.

e [lapameTp komaHgp! led -d Heo6xoanMo ncnonbL3oBaThL ¢ NapameTpom komaHab! led -identify on.

B cnepytoleli Tabnuue nokasaHbl apryMeHTbl AN aTUX napameTpoB.

Ta6bn. 12. Koma+ga led

B cnepytoLLein MHOrOCTPOYHOM Tabnuue ¢ Tpemsi cTonbuamy NPUBOSATCA NapaMeTpbl, onMcaHmne
napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHUS ONs STMX NapamMeTpoB.

MapameTp

OnucaHue 3HaueHus

[Nony4eHne COCTOAHNA BCEX CBETOQNOLHbIX
NMHONKaATOPOB CUCTEMbI N MOAKOMIMOHEHTOB
CUCTEMBI

-chklog

BblikntoyeHe cBeTOAMOAHOIO NHANKaTopa Bbikn.
>XypHarna npoBepKu

110 PykosopcTso nonbaosatensXClarity Controller c Intel Xeon SP (3-ro nokonexus) u AMD EPYC (2-ro u 3-ro nokoneHwii)



Ta6sn. 12. KomaHga led (npogosnx.)

MapameTp | Onucanue 3HavyeHus
-identify CeeTogunoaHbIil MHQUKATOP MaeHTMUdMKaLn BbIkn., BKI., Muraet
N3MEHEHUSI COCTOSIHUS Kopryca
-d BkrtoyeHue cBeToaNOAHOIO HAMKaTopa Mepwvop BpemeHn (B cekyHaax)
noeHTUdMKaUMmM Ha 3agaHHbIN NepPUoA
BPEMEHN
CwuHTakcuc:

led [options]
option:

-l

-chklog off

-identify state

-d time

Mpumep:
system> led
Fault
Identify
Chklog
Power

system> led -I
Label

Battery

BMC Heartheat
BRD

Channel A
Channel B
Channel C
Channel D
Channel E
Chklog

CNFG

CPU

CPU 1

CPU 2

DASD

DIMM

DIMM 1

DIMM 10

DIMM 11

DIMM 12

DIMM 13

DIMM 14

DIMM 15

DIMM 16

DIMM 2

DIMM
DIMM
DIMM
DIMM
DIMM
DIMM
DIMM
FAN
FAN 1

O 00 ~N O~ U1 B W

off

On Blue

off

0ff

Location State
Planar 0ff
Planar Blink
Lightpath Card off
Planar off
Planar off
Planar 0ff
Planar 0ff
Planar 0ff
Front Panel off
Lightpath Card off
Lightpath Card off
Planar 0ff
Planar 0ff
Lightpath Card off
Lightpath Card off
Planar 0ff
Planar 0ff
Planar 0ff
Planar 0ff
Planar 0ff
Planar off
Planar 0ff
Planar 0ff
Planar 0ff
Planar off
Planar off
Planar off
Planar 0ff
Planar 0ff
Planar 0ff
Planar 0ff
Lightpath Card off
Planar off

Color

Green
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FAN 2 Planar off

FAN 3 Planar off
Fault Front Panel (+) off
Identify Front Panel (+) On Blue
LINK Lightpath Card off
L0G Lightpath Card off
NMI Lightpath Card off
OVER SPEC Lightpath Card 0ff
PCI 1 FRU off
PCI 2 FRU off
PCI 3 FRU off
PCI 4 FRU off
Planar Planar 0ff
Power Front Panel (+) 0ff
PS Lightpath Card off
RAID Lightpath Card off
Riser 1 Planar off
Riser 2 Planar 0ff
SAS ERR FRU 0ff
SAS MISSING Planar 0ff
SP Lightpath Card off
TEMP Lightpath Card off
VRM Lightpath Card of f
system>

KomaHpa readlog

OTa KoMaHga Cny>XuT Ans oTobparkeHnsi XxypHanos cobbituii IMM.

Mcnonbaynte komaHgy readlog ans otobpaxxeHus 3anuncei xxypHana cobbituin IMM. OTtobpaxkaeTcs nsaTb
>XKYpPHanoB COObITUI OOHOBPEMEHHO. 3anncy oTobpaXKaloTCs B NOPSAKE OT CaMblX HEAABHUX OO CaMbIX
cTapbliX.

KomaHpa readlog cny>xunT gns oToGpa)KeHusi ATy NepBbIX 3anvceil B XXypHane cobbiTulA, HaunHas ¢
camoli HefaBHel, NPV NepPBOM BbIMOJIHEHNW, a 3aTeM CleAYHOLLUX NSATY AN KaXXA0ro NocneayoLwero
BbI30Ba.

KomaHpa readlog -a oTo6pakaeT BCe 3anncu B XXypHane cobbITuiA, Ha4MHas C CaMo HeaBHEN.

KomaHga readlog -f c6pacbiBaeT cHETHUK 1 OTOOPpaXkaeT NATb NEPBLIX 3aMUCEN B XXypHane cobbITul,
Ha4nMHasi c caMon HefaBHeN.

KomaHpa readlog -date date oTo6paykaeT 3anucu B XXypHane cobbITuid ons 3agaHHon gaTel B popmate
Mm/pa/rr. MoXeT npefcTaBnsTb COGOI CNUCOK AaT, pasfeneHHbIX BepTUKabHON YepToi (|).

KomaHpa readlog -sev severity oTob6paykaeT 3anucu B XXypHase cobbITUi A1 3a0aHHOro YPOBHS
cepbesHocTu (E, W, I). MoxeT npeacTtaBnsTb cob60i CNNCOK YPOBHEN CEPbE3HOCTU, pasaeneHHbIX
BepTUKabHON 4epToiA (|).

KomaHpa readlog -i ip_address 3apaet agpec IPv4 nnu IPv6 IP cepsepa TFTP unn SFTP, Ha koTopom
COXpPaHEeH XXypHan cobbITuii. [NapameTpbl KOMaHg =i 1 =l ICNoNb3yITCA BMECTe O YKas3aHus
MECTOMOJIOXKEHNS.

KomaHpa readlog -l filename 3apaet ums danna xxypHana cobbiTuid. [NapameTpbl KoMaHp, i 1 -1
NCNONb3YOTCSA BMECTE AN YKa3aHNsi MECTOMONIOXKEHUS.

readlog -pn port_number oTo6paxxaeT unn 3agaet Homep nopta cepsepa TFTP unn SFTP (3Ha4veHne no
ymMon4aHuio: 69/22).

KomaHpa readlog -u username 3agaet nvg nonb3osarens ona cepsepa SFTP.
KomaHpa readlog -pw password 3agaet naposb ansi cepsepa SFTP.

CuHTakcuc:
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readlog [options]
option:
-a
-f
-date date
-sev severity
-i ip_address
-l filename
-pn port_number
-u username
-pw password

Mpumep:

system> readlog -f

11 2017-06-17T709:31:59.217 Remote Login Successful. Login ID: USERID

from SSH at IP address 10.134.78.180

2 1 2017-06-17T07:23:04.685 Remote Login Successful. Login ID: USERID

from webguis at IP address 10.134.78.180.

3 1 2017-06-16T11:00:35.581 Login ID: USERID from webguis at IP address 10.134.78.180 has logged off.
4 1 2017-06-16T11:00:15.174 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
5 I 2017-06-16T10:40:14.352 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
system> readlog

6 E SERVPROC 12/18/03 10:09:31 Fan 2 Fault. Multiple fan failures

7 E SERVPROC 12/18/03 10:09:31 Fan 1 Fault. Single fan failure

8 I SERVPROC 12/18/03 10:09:25 Ethernet[0] Link Established at 100Mb, Full Duplex.

9 I SERVPROC 12/18/03 10:09:24 Ethernet[0] configured to do Auto Speed/Auto Duplex.

10 I SERVPROC 12/18/03 10:09:24 Ethernet[0] MAC Address currently

being used: 0x00-09-6B-CA-0C-80

system>

KomaHpa syshealth

OTa KomaHga no3sonsieT noJsly4nTb CBOAKY COCTOAHUA NI aKTUBHbIX COObITUIA.

Mcnonbayinte komaHgy syshealth ons otob6parkeHnss CBOAKU COCTOSHNS UM aKTUBHBIX COBbITUI Ha
cepsepe. OTo6paxKaloTCA crnepyoLme nokasarenun: COCTOAHNE NNTaHUSA, COCTOSIHME CUCTEMbI, COCTOSIHNE
obopynoBaHus (B TOM YMCIle BEHTUNATOPA, 6110Ka NUTaHUsA, YCTPOWCTB XPaHEHWs, NpoLeccopa 1 namsaTy),
4YMCNO Nepes3anycKoB U COCTOsSIHNE NporpamMMHoro obecneverHns IMM.

CuHTakcuc:
syshealth [argument]
argument:
summary -display the system health summary

activeevents -display active events

cooling - display cooling devices health status
power - display power modules health status
storage - display local storage health status
processors - display processors health status
memory - display memory health status

MNpumep:

system> syshealth summary
Power On

State 0S hooted

Restarts 29

system> syshealth activeevents
No Active Event Available!
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Komanpa temps

OT1a KOMaHOa no3BondeT 0T06paSI/ITb BCe CBefieHnA O TeMnepartype 1 NoporoBbiX 3HA4YEHNAX TeMNnepaTypbl.

VMcnonbayinTte komaHay temps, 4To6bI 0TO6Pa3UTL BCE MOKasaTeNn 1 MOPOroBble 3HAYEHWS TeMMepaTypbl.
OTob6parkaeTcs TOT XKe HAbop TeMnepaTypPHbIX 3HAYEHUI, YTO 1 B BEG-UHTepdeiice.

Example
system> temps

Temperatures are displayed in degrees Fahrenheit/Celsius

cpul N/A N/A  80/27 N/A N/A
CPU2 N/A N/A 80/27 N/A N/A
DASD1 66/19 73/23 82/28 88/31 92/33

Amb 59/15 70/21 83/28 90/32 95/35
system>

MpumeyvaHus:
1. BbixogHble gaHHble 0TOBpaXarTCs B CTON6Lax Co crnegyroLmMm 3aronoBkamMm:

WR: c6poc ¢ npegynpexxaeHneM (ABVXYLLMIACS B MOMNOXUTENBHOM HanpaBieHn NoOpOoroBbIi
rMcTepesnc)

W: npenynpexxaeHune (BEpXHUA HEKPUTUHECKNIA MOPOT)

T: Temnepartypa (TekyLuee 3Ha4eHmne)

SS: Msarkoe BbIKNtOYeHNe (BEPXHUIN KPUTUHECKINIA MOPOT)

HS: >xecTKoe BbIKNto4YeHWe (BEPXHUIN HEBOCCTaHaBNNBaEMbIiA MOPOr)
2. Bce 3Ha4eHns Temnepatypbl ykasaHbl B rpagycax (F/C).
3. H[] o3Ha4aeT «HeaoCTynNHO».

KomaHpa volts

WcnonbayitTe aTy KOMaHay Anst OTOGpaXKeHUsi CBeAeHUIA O HaNPsXKeHUN Ha cepBepe.

WcnonbayitTe komaHay volts, 4To6bl 0TO6pa3nTb BCe NokasaTen 1 MOPOoroBble 3HAYEHNS HaNPsKEHNS.
OToGpaXkaeTcs TOT )Xe Habop 3HAYEHUI HANPSXKEHNS, YTO U B BeG-MHTepdelice.

Example:
system> volts

Sv 5.02 4.00 4.15 4.50 4.60 5.25 5.50 5.75 6.00
d:3w 3.35 280 2.8y 3.0 310 3:50 3. b5 370 3.8)
1Zv. 12.25 11:20 11.30 '11:56 11.85 12:15 12:25 12:40 12.%5
=3 =310 ~3:80 -3.03 ~3:40 320 A48y -4.05 -4:40 -~4.20
-3.3v -3.35 -4.10 -3.95 -3.65 -3.50 -3.10 -2.95 -2.80 -2.70

VRM1 3.45
VRM2 5.45
system>

MpumeyaHue: BbixogHble AaHHbIE OTOOPaXKAIOTCA B CTON6LAX CO CeAyoLLMI 3arofloBKaMmu:

114 PykosopcTso nonbaosatensXClarity Controller c Intel Xeon SP (3-ro nokonexus) u AMD EPYC (2-ro u 3-ro nokoneHwii)



HSL: )xecTKoe BbIKJIIOYEHNE HA HKHEM NOPOre (HXHUIA HEBOCCTaHaBIMBAEMbI MOPOT)
SSL: MSArkoe BbIKJIIOYEHNE Ha HXKHEM MOPOre (HMXXHUIA KPUTUYECKUIA MOPOT)
WL: npegynpexxaeHune Ha HUXHEM Nopore (H/KHUA HEKPUTUYECKIWIA NOPOr)

WRL: c6poc ¢ npepynpexXxaeHnemM Ha HUKHEM Nopore (ABVXYLLMIACA B OTpULLATENBHOM HanpasieHn
NMOpPOroBbIN MMCTEPE3NC)

V: HanpskeHue (TekyLuee 3Ha4YeHune)

WRH: c6poc ¢ npenynpexneHnem Ha BEpXHEM NOPOre (OBVKYLLMIACS B NOSOXXUTENIbHOM HarnpaBneHun
NMOpPOroBbIN MMCTEPE3NC)

WH: npegynpexneHne Ha BepxXHEM Nopore (BEPXHUA HEKPUTUHECKINIA NOPOT)
SSH: Msrkoe BbIKIOYEHWE Ha BEPXHEM Mopore (BepXHUIN KPUTUHECKINIA NOPOT)
HSH: )xecTkoe BbIK/lOHEHNE Ha BEPXHEM Mopore (BEPXHUI HEBOCCTaHaBMBAEMbI NOPOT)

Komanpa vpd

OTa KoMaHga No3BoNsSeT 0TOOPa3nTb AaHHbIE O KOHUIypauum n MHpOpPMaLNoOHHbIE CBEAEHNS (BaXKHble
OaHHble npoaykTos, VPD), cBa3aHHble ¢ 060pygoBaHNEM 1 NPOrpaMMHbIM o6ecneveHem cepeepa.

Bocnonb3syinTtecb komaHgon vpd, 4To6bl 0TO6Pa3nNTb BaXkHble faHHble MPOOYKTOB O cucTeme (sys), IMM
(bmc), BIOS cepaepa (uefi), Lenovo XClarity Provisioning Manager (Ixpm), MukponporpamMmmel cepaepa (fw),

cepBepHbIX KOMNOHeHTOB (comp) n yctpoincTts PCle (pcie). OTobparkaeTcs Ta xe nHdopmanms, 4To 1 B Be6-

nHTepdeiice.

CwuHTakcuc:

vpd sys - displays Vital Product Data for the system

vpd bmc - displays Vital Product Data for the management controller
vpd uefi - displays Vital Product Data for system BIOS

vpd Lxpm - displays Vital Product Data for system LXPM

vpd fw - displays Vital Product Data for the system firmware

vpd comp - displays Vital Product Data for the system components
vpd pmem - displays Vital Product Data for Intel Optane PMem

vpd pcie - displays Vital Product Data for PCIe devices

Mpumep:

system> vpd bmc

Type Status Version Build ReleaseDate
BMC (Primary)  Active 0.00 DVI399T 2017/06/06
BMC (Backup) Inactive 1.00 TEI305] 2017/04/13
system>

KomaHpbl ynpaBneHus nuTaHueM v nepes3anyckoMm cepBepa

B aTom pasgene npusoguTcs andaBuTHbINA CIMCOK KoMaHg MHTepdelica KomaHaHOW CTPOKM ANns
yrpasneHns NUTaHnem 1 rnepesarnyckom.

B HacTosiLLee BpeMsi [OCTYNMHO 4 KOMaHAbl yNpaBfieHnsi IMTaHeM 1 Nepe3anyckoM cepBepa:

KomaHpa power

OTa KomaHga onucbIBaEeT, Kak KOHTpONMpoBaTb NMTaHne cepBepa.

Vicnonb3yinTe KoMmaHay power Asi ynpasneHusi niuTaHnem cepeepa. YTobbl co3faBaTb KOMaHabl power
Heo6xoauMo o6nafaTh NOAHOMOUMAMUY Ha YAANEHHbI JOCTYN K MATaHWIO U NepesanycKy cepaepa.
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B cnepytoleit Tabnuue NpeacTasneHo NoAMHOXECTBO KOMaH[, KOTOPble MOXHO UCMOIb30BaTh C KOMaHAow

power.

Ta6n. 13. KomaHga power

B cnepytoLeli MHOrocTpo4YHo Tabnuue ¢ TpeMs CTonéLuammn NpUBoOsSTCS KOMaHbl POWer, X onncaHue u

COOTBETCTBYIOLLNE 3HAYEHUA.

MpumeyaHue: MapameTp -S BbIK/IOHAET ONEPALMOHHYIO
CUCTeMy [0 BbIKNlO4YEeHUSA cepBepa.

KomaHpa OnucaHne 3HaueHue
nuTaHne Mcnonbayiite 3Ty KOMaHAy Anst BKNIOYEHUS] MTaHNS BKJ1., BbIKJ1.
BKJ1lO4EHO cepsepa.
power off McnonbayiiTe aTy KOmaHay Ans BbIK/IIOYEHNS NUTaHWA BKJ1., BbIKJI.
cepBepa.
MpumeyaHue: NMapameTp -s BbIK/IOHAET ONEPALMOHHYHO
cucTemy A0 BbIKITIOYEHUS cepBepa.
LUMKI VicnonbsyiiTe aTy KOMaHay ANS BbIKJIOYEHNS 1
SNEeKTpOoNUTaHuA | nocnegytoLlero BKIIOYEHWS NUTaHUs cepeepa.

power enterS3

VicnonbayiiTe aTy KomaHay Ans nepesofa onepauyioHHON
cucTembl B pexkum S3 (cHa).

MpumeyaHue: 3Ta KOMaHAA NCMONb3YETCA, TONBKO €Cnu
ornepauvoHHasa cuctema BknoveHa. Pexxum S3
NoAfep>XNBaeTCs He Ha BCex cepBepax.

MpumeyvaHue: 3Ta KoMaHga UCMOJb3YETCS, TONBbKO EC/N
ornepaunoHHas cuctema BktoveHa. Pexxum S3
NOLAEPXNBaETCSA He HAa BCEX cepBepax.

power rp McnoneayiiTe aTOT NnapameTp A4N1s HaCTPOWKN NOAINTUKMN alwayson|alwaysoff|restore
BOCCTaHOB/EHUSI MUTaHUs XOCTa.

power VMcnonbayiiTe 3Ty KOMaHay Ans BbiBoAa OnepaLyoHHON

S3resume cucTemMbl U3 pexxuma S3 (cHa).

power state

VcnonbayiiTe aTy KOMaHAy Anst OTO6paXKeHNsi COCTOAHMUS
NUTaHKs! cepBepa 1 TEKYLLIEro COCTOSIHISA cepBepa.

BKJ1., BbIKJI.

B cnepytoLein Tabnvue npeAcTaBnieHbl NapameTpbl As KoMaHg power on, power off 1 power cycle.

Tabn. 14. KomaHga power

B cnepytoLeit MHOroCcTpo4HON Tabnnue ¢ TpeMsl CToNIGLaMI NpUBOOATCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLIME 3HAYEHVS )1 STUX NapaMeTpoB.
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Ta6n. 14. KomaHga power (Mpo[osk.)

Mapa-
meTp OnucaHue 3HauveHus

- McnonbeayiiTe aTOT NapameTp AJ151 BbIKJIIOYEHNS
ornepauvioOHHON CUCTEMbI 0 BbIKJIIOYEHMS cepBepa.
Mpumeyvanue: [MapameTp -s nogpasymMeBaeTcs Npu
MCcnonb3oBaHNM NapameTpa -every 45isi KomaHz power
off n power cycle.

-every VMcnoneayiiTe aTOT NnapameTp ¢ komaHgamu power on, | NMpumeyaHune: 3HayeHWs Ans aTOro

power off 1 power cycle ans ynpasneHus napamMeTpa npefCcTaBfieHbl Ha OTAENbHbIX
3neKTponuTaHnem cepsepa. MoXXHO HacTPOUTb AaTbl, | CTPOKaXx U3-3a OrpaHNHeHHOro NPOCTPaHCTBA.
BPEMS 11 NEPUOANYHOCTb (EXKEQHEBHO UK
eXeHe[eSIbHO) BKIOYEHNS, BBIKSTIOHEHUS 1 Sun|Mon|Tue|Wed|Thu|
BbIKJIOUEHVIS U MOCEAYIOLEro BKIIOYEHsi cepeepa.
Fri|Sat|Day|clear

-t VMcnonbayiiTe aTOT NapameTp, 4Tob6bl ykasaTb Bpems (B | icnonb3yiTe 3Ha4eHUs B CneayoLem
Yacax U MUHyTax) BKITIOYEHNS cepBepa, BbIKNIOHEHNS dopmate: 44:MM

OnepaLyioHHON CUCTEMbI U BbIKITIIOYEHUS U
nepesarnycka cepsepa.

-d McnonbayiiTe aTOT NapameTp, 4Tobbl ykasaTb aarty VMcnonb3yiTe 3Ha4YeHNs B criefytoLlem
BKJIIOYEHNS cepBepa. OTO AOMNOSHUTENbHbIN NapamMeTp | dhopmate: mvm/po/rrrr

ONs KOMaHAbl power on.

MpumeyaHue: [MapameTpsbl -d 1 -every HEBO3MOXXHO
O[IHOBPEMEHHO MCMOJIb30BaTb C OAHON 1 TOW Xe
KOMaHon.

-Clear Mcnonbayiite aTOT NapameTp, 4Tobbl yoanmTb
3annaHMpOBaHHYIO ATy BKOYEHNS. ITO
JOMNOJSIHUTENbHbBIV NapaMeTp A1t KomaHabl power on.

CwuHTakcuc:
power on

power off [-s]
power state
power cycle [-s]

Hwuxe npencTassieHbl NpMMepbl NCNOb30BaHNA KOMaHObl power.

YT06bI BLIKNIOYATL ONEPALMOHHYIO CUCTEMY U CepBep Kaxxaoe BockpeceHbe B 1:30, BBeguTe CReayoLLyo
KoMaHAay:

system> power off

-every Sun -t 01:30

YT06bI BLIKNIOYATL ONEPALMOHHYIO CUCTEMY U NepesanyckaTb cepBep Kaxapii aeHb B 1:30, BBeanTe
CneaytoLLyio KoMaHay:

system> power cycle

-every Day -t 01:30

YT06bI BKIOYATb CEpBEP KaxXKablil noHeaensHuK B 1:30, BBeAMTE CnenyoLLyo KOMaHay:
system> power on
-every Mon -t 13:00

Y1o6bI BKNO4UNTE cepep 31 aekabps 2013 roga B 23:30, BBeanTe cnegytoLLyto KOMaHay:

system> power on
-d 12/31/2013 -t 23:30
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YT106bl O4YUCTUTD EXXEHEAENBHbIN LMK BbIKIOYEHWS U BKIIIOYEHUS, BBEAWUTE CIIEQYHOLLYI0 KOMaHAy:
system> power cycle
-every clear

KomaHpa reset

OTa KoMaHga onuckIBaeT, Kak BbIMONMHUTL COPOC cepBepa.

WcnonbayitTe komaHay reset ans nepesanycka cepeepa. [ns CNoNb30BaHNA 3TON KOMaHbl Y Bac OOMKHbI
6bITb NMOTHOMOYNSA Ha yNpaBNeHNe NUTaHEM 1 NepesanyCcKoM CUCTEMbI.

B cnepytowen Tabnuue nokasaHbl apryMeHTbl OJ18 3TUX NapameTpoB.

Ta6n. 15. KomaHga reset

B cnep,yrou.l,em MHOFOCTpO‘-IHOI7I Tabnuue ¢ TpewmA cronéuamu npmnBOoOATCA NapamMmeTpbl, ornmcaHne
napameTpoB N COOTBETCTBYOLWME 3HAYEHNA ONA 3TUX NapaMeTpoOB.

MapameTp | Onucanue 3HaveHus

-S BbikntoyeHne onepaunoHHOn CUCTEMbI Nnepes,
cbpocom cepBepa.

-d 3ageprxka cbpoca Ha yKkasaHHOE KOJIMYEeCTBO 0-120
CeKyHf.
-nmi Co3zpaHune Hemackmpyemoro npepbisaHus (NMI)
Ha cepBepe.
CuHTtakcuc:
reset [option]
option:
-s
-d
-nmi

KomaHpa fuelg
OTa KoMaHga CiyXXuT Ans oTobpaxkeHust nHpopmaumm o NUTaHUM cepeepa.
VMcnonbayinte komangy fuelg ona otobpaxxeHus nHhopmMaumy 06 NCNoNb30BaHNY NTaHKUS cepBepa un

HACTPOWKM yNpaBfeHnst NUTaHneMm cepeepa. 3Ta KoOMaHaa TakxKe CNy>KUT AN HACTPONKM NONTUK Ha
cnydvanm yTepu pesepsa nutaHus. B cnepytoluen Tabnuue nokasaHbl apryMeHTbl AN 3TUX napameTpoB.

Tabn. 16. KomaHga fuelg

B cnepytoLLein MHOrOCTPOYHOW Tabnuue ¢ Tpemsi cTonbuamy NPUBOSATCA NapaMeTpbl, onMcaHmne
napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHNS 1S STMX NapamMeTpoB.

NapameTp | Onucanue 3HaueHus
-pme BkntoueHue u BbiknoUYeHne ynpasneHns BKJ1., BbIKJI.
3NEKTPONUTAHNEM 1 OFPaHUYEHNS MOLLIHOCTY Ha
cepBepe.

-pcapmode | HacTpoiika pexxuma orpaHuyeHnst NnTaHns ans cepeepa. | BXOA, BbIXOA

-pcap Yucnosoe 3Ha4eHVe B Ananas3oHe 3Ha4eHU orpaHuyeHns | YcnoBoe 3HaveHne MoLLHocTy (BT)
nUTaHus, oTobpa>kaemoe Npu BbINOMHEHNN KOMaHAbI
fuelg 6e3 NnapameTpoB Ha LieNeBOM OOBEKTE.
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Ta6n. 16. KomaHga fuelg (mpogosxk.)

MapameTp | Onucanvne 3HauveHus
-history OTob6paKeHne 3HepPronoTpebneHns N XXypHana MK, nponssoguTebHOCTb
NpPou3BOANTENBHOCTMN
-period YucnoBoe 3HauveHve ans oTobpaxxeHus xypHana (1 yac, 6 | Y1ncnoBoe 3Ha4eHne B Hacax
Yyacos, 12 yacos, 24 yaca)
-pm HacTpolika pexxuma nofMTUKK Ha cny4yan ytepu pesepsa e bt- 6a30BbIli C peryMpPOBaHIEM
nUTaHnS.
* rt- pesepBupoOBaHNe C perynmpoBaHnem
(no ymonyaHwuio)
e ort- pesepsuposaHne N_1 ¢
perynMpoBaHvnem
-zm BkntoyeHne nnm oTko4YeHEe pexxrMMa HyneBoro BbiBoga. BKJ1., BbIKI.
OTOT NapamMeTp MOXXHO HAaCTPOUTb, TONLKO eCNv B
KayecTBe pexxmmMa nonuTrKn BelbpaHo pesepsBrpoBaHne ¢
perynmpoBaHuem.
-perf OTo6paxkeHne nHopmaLmmn o TEKYLLEM UCMONb30BaHNN npoueHT
BbIYMCNNTENbHBIX PECYPCOB, BKIlOYas CUCTEMY,
MUWKPOMPOLIECCOP U BBOA-BbLIBOA.
-pc OTo6paxkeHre TeKyLero NOTpebneHns NUTaHns
¢ output- oTo6paxkeHne TekyLlero
noTpebneHns NOCTOSAHHOro Toka. [Ans
CTOEYHbIX U 6aLleHHbIX CepBEPOB 3TOT
napameTp BK/o4aeT
3HepronoTpebneHne cuctemsl, LI,
namsaTn 1 OPyrnx KOMNoHeHToB. [Ans
6nenp-cepsepos ITE napameTp
BKJ/tOHAET TOJSIbKO 3HepronoTpebrieHne
CUCTEMBI.
* input- oTo6pa)keHne TekyLero
BXOQHOrO 3HepronoTpebeHns,
BK/tOYas sHepronoTpebreHne
CUCTEMBI.
CuHTakcuc:
fuelg [options]
option:
-pme on|off
-pcapmode inputjoutput
-pcap
-history
-period
-pm bt|r|rt
-zm on|off
-perf

-pc inputjoutput

Mpumep:

system> fuelg

-pme: on
system>

KomaHpa pxeboot

OTa KomaHza Cny>XuT ans oTobpaxkeHnsi 1 HaCcTPoiiKmM ycnosus cpefbl Preboot eXecution Environment.
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Ecnu BbinonHnTb KOMaHay pxeboot 6e3 napameTpoB, BepHETCA TeKyLlas HacTpolika Preboot eXecution
Environment. B cnepgytollen Tabnuue nokasaHbl apryMeHTbl AN 3TUX napameTpoB.
Ta6n. 17. KomaHga pxeboot

B cnepytoLleit ogHOCTPOYHON Tabnuue ¢ Tpemsi cTonbuaMm NpUBOAUTCS NapameTp, onncaHre napameTpa u
COOTBETCTBYIOLLME 3HAYEHMS ANt 3TOro napameTpa.

MapameTp | Onucanune 3HaueHus

-en 3apaeT ycnosve cpeppl BKJIHOYEHO, BbIK/TIOHYEHO
Preboot eXecution
Environment gns
crnepyowero nepesarycka
CUCTEMBI.

CuHTakcuc:
pxeboot [options]
option:

-en state

Mpumep:
system> pxeboot
-en disabled
system>

KomaHpa serial redirect

B aToMm pasgene cogep>xmtcsa komaHga serial redirect.

LoctynHa nuwb ogHa Komanpaa serial redirect: «KomaHga console» Ha cTpaHuue 120.

KomaHpa console

OTa KomaHaa NCNOJIb3YETCA OJ14 3arnyCcKa ceaHCa KOHCOJIM nocnenoBartesibHOro nepeHanpasneHna.

VMcnonbayinTte KomaHay console s 3anycka ceaHca KOHCONM NOCnefoBaTensHOro nepeHanpasneHus Ha
yKasaHHOM nocneposaTensHOM nopTy mogyns IMM.

CuHTakcuc:
console 1

KomaHpgb! KOHurypauyum

B aTom pasgene npusoguTcs andaBuTHbIA CAMCOK KOMaHA KOH(Urypaummn nitepderica KOMaHgHOW CTPOKMN.

B HacTosLLee BpeMsi gocTynHa 41 KomaHga KoHgurypauum:

KomaHpa accseccfg

Mcnonb3yinTe 3Ty KOMaHAy A51s1 OTOBPaXKeHUs1 U HACTPONKM NapameTpoB 6€30MacHOCTM YyHETHOW 3anmncit.

Ecnun BbInonHUTL KOMaHLOy accseccfg 6e3 napamMmeTpos, OTO6paSF|TCF| BCe cBefeHnsa o0 6e30nacHoCTun
YYE€THbIX 3anuceii. B cnep,yrou_\elh Tabavue NoKasaHsbl aprymMmeHTbl Anda 3Tnux napamMmeTposB.
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Tabn. 18. KomaHga accseccfg

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

MapameTp OnucaHue 3Ha4veHus
-am 3apgaet meTog ayTeHTudmKauum local, Idap, localldap, Idaplocal
nosib3oBaresnen.
-lp Mepurop 6noKNPOBKYK Nocne Ot 0 go 2880, 0 = cpok gencTeust nepropa
MaKCUMasnbHOro Yncna owmnbok npu 6NOKVMPOBKM HEOrPaHUYEH
Bxofe (B MMHyTaXx).
-pe Mepuopg ncreveHns cpoka aencTens Ot 0 go 365, 0 = HMKOraa He NcTekaeT
napons (B gHsX).
-pew Mepwvog Bpemenn npegynpexaeHnsa o6 | OT 0 go 30, 0 = HMKorga He nNpegynpexaaTb
NCTEYEHUN CpOKa AeCTBUS Napons
MpumeyaHune: lMepnog
npegynpexaeHns o6 ncTeveHnn cpoka
OENCTBMSA Naponst AOMKEH ObITb
MeHbLLEe Neprofa NCTeYEHUss Cpoka
OencTBMSA Naponsi.
-pc BkntodeHbl npasuna CnoXxHoCTn BKJ1., BbIKJI.
napone.
-pl [OnuHa napons. Ecnn npaBuna cnoXHocTy Naponei BKIOYEHbI, AnMHA
napons AoJ/KHa cocTaenAaTb oT 8 o 32 cnveosios. B
NPOTUBHOM Crly4ae OH JOSKeH BKoyaTtb oT 0 o 32
CUMBOJIOB.
-Ci MuHMManbHbIM UHTEPBAN N3MEHEHNS Ot 0 po 240, 0 = U3MeHUTb Cpasy Xe
napons (B yacax).
-If MakcrmanbsHoe Yncno ownboK Npu Ot 0 go 10, 0 = HuKorga He 610KNpPoBaTh
BXOfe.
-chgnew M3meHeHre napons HoBoro BKI1., BbIKJI.
noJib3oBaresis Nocne Nepeoro Bxoaa.
-rc LInkn noBTOPHOro MCNoNbL30BaHUSA Ot 0 go 10, 0 = NOBTOPHO NCMONBL30BaTb CPa3y Xe
naponsi.
-wit Tanm-ayT ceaHca nocne HeaktueHoctn | OT 0 go 1440

B NIHTepHeTe n Secure Shell (B
MUHYyTax).
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Syntax:
accseccfg [options]
option:
-legacy
-high
—custom
—am authentication methoc
-1lp lockout period
-pe time period
-pr state
-pc state
-pd number characters
-pl number characters
—ci minimum interval
-1f number failures
-chgnew state
-rc reuse cycle
-wt timeout

Mpumep:
system> accseccfg
-legacy

-am local
-lp 2

-pe 0

-pr off

-pd 1

-pl 4

-ci 0

-if o
-chgnew off
-rc 0

-wt user
system>

KomaHpa alertcfg

Vcnonb3yinTe aTy KOMaHay Anst OTO6paXKeHns 1 HACTPOMKU FrnobasibHbIX MapaMeTpOoB yaanieHHOro
onoseleHus IMM.

Ecnu BeinonHnTL KoMaHay alertcfg 6e3 napameTpoBs, 0TOOPa3ATCH BCe rnodanbHble NapamMeTpbl YAANEHHbIX
onoselleHuin. B cnepytoweit Tabnuie nokasaHbl aprymMeHTbl 415 3TUX NapamMeTpoB.

Tabn. 19. KomaHga alertcfg

B cnepytoLeit MHOrocTpoYHol Tabnuue ¢ TpeMst CToN6LaMy MPUBOOATCS NapameTpbl, onucaHne
napamMeTPOB 1 COOTBETCTBYIOLLIME 3HAYEHVS A1 3TUX NapaMeTpoB.
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Ta6sn. 19. KomaHga alertcfg (npogosnx.)

NapameTp | Onucanwue 3HauyeHus
-dr 3apaet Bpemsi OXXMaaHus Mexay ot1 0 go 4 MuHyT waramm no 0,5 MUHyT
NMOBTOPHbIMI MOMbITKAMN OTNPaBKN
onoselleHns mogynem IMM.
-da 3apgaet Bpems oXxupaHis go Toro, ot 0 8o 4 MuHyT waramm no 0,5 MUHyT
kak IMM oTnpaBuT onoBeLLeHne
cnepytoLLeMy noslyyaTento B CAMCKe.
-rl 3apaeT Konn4ecTBo AonoNHUTENbHbIX | 0T 0 o 8
MomMbITOK OTMPaBKM OMNOBELLEHNSA
mogynem IMM, ecnn npegbigyLine
MonbITKM OKasanmcb 6e3yCrneLlHbIMU.
CuHTakcuc:
alertcfg [options]
options:
-rl retry_limit

-dr retry_delay
-da agent_delay

MNpumep:

system>alertcfg

-dr 1.0
-da 2.5
-rl 5

system>

KomaHpa asu

OTa KomaHAaa ucnosib3yeTcs Ans HacTponky napameTtpos UEFI.

Komangp! nporpammbl Advanced Settings Utility cnyxxat ana Hactpoikum napameTtpos UEFI. YTobbl
na3meHeHnst napameTtpoB UEFI BCTynunu B cuny, OCHOBHYIO CUCTEMY HEOOXOAMMO Nepe3arpysunTb.

B cnepytoleli Tabnuvue npencTaBneHo NOAMHOXXECTBO KOMaH, KOTOPble MOXXHO UCMONb30BaTh C KOMaHOol

asu.

Ta6n. 20. KomaHaa asu

B cnep,yrou.l,elh MHOFOCTpO‘-IHOI7I Tabnvue c TpemMA cronéuamu npmnBoanTCA NOAMHOXXECTBO KOMaH, KOTOpble

MOIyT NCNOJIb30BaTbCA BMECTE C KOMaH,D,OI7I asu. npe,ﬂ,OCTaBJ'IFHOTCﬂ onumcaresibHble cBeeHnA N

COOTBETCTBYKOLLNE 3HA4YEHNA KOMaHLA,.

KomaHpa OnucaHue 3HaueHue

delete VicnonbayiiTe aTy KOMaHAy ONs YAANEHUs 9K3emnispa setting_instance
WSIN 3anNncu HaCTPOMKKN. DTa HacTporiKa AomKHa
npeacTaBnsATb CO60M 3K3EMMNSAP C BO3MOXXHOCTbLIO
yaanenus, Hanpumep iSCSI.AttemptName.1.

cnpaeka NcnonbayinTe aTy KOMaHay Anst oTo6parkeHns setting

HaCTpOoeK.

CnpaBO4HbIX CBefeHnIn ANs OAHOM NN HECKONBbKNX
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Tabn. 20. KomaHga asu (MpofZosnx.)

KomaHpa OnucasHune 3HayeHue

set Mcnoneayiite aTy KOMaHay AN U3MEHEHUS 3Ha4YeHs 3Ha4YeHne HaCTPOWKMU
HacTponKu. 3agaHne BXOLHOIO 3Ha4YeHWs Ans
napametpos UEFI.

Mpume4aHus:

® HacTpoiika 0gHO NN HECKONbKUX Nap «napameTp/
3Ha4YeHune».

¢ Ecnu aTa HacTpoiika paclunpsieTcs Ao OTAeNbHOiA
HaCTPOWIKKN, OHa MOXET COAEeP>KaTb NOACTAHOBOYHbIE
CUMBOJbI.

e Ecnn 3HadyeHne coaepXXuT npobesbl, OHO AOSHKHO ObITb
3aKJIl04eHO B KaBbl4KW.

* Ynopsigo4eHHble CNNCKM 3HAYEHUIN pasaensaoTcs
3HakoM «paBHO» (=). Hanpumep, set B*.Bootorder «CD/
DVD Rom=Hard Disk 0=PXE Network.»

showgroups VMcnonbsyiiTe aTy KOmaHAgy Ans oTo6paXKeHns AOCTyrnHbIX | setting
rpynn HacTpoeK. 3Ta KOMaHA[a CNYXXUT AN OTOOpaXKeHNs
Ha3BaHWI N3BECTHbIX rpynn. HassaHus rpynn moryT
BapbMpOBaTbCs B 3aBMCUMOCTUN OT YCTAHOBIEHHbIX
YCTPOWCTB.

show VMicnonbayiiTe aTy KOMaHay AN OTOOPa)keHWs TEKyLLEero setting
3HaYeHNsA OJHON NN HECKOJIbKNX HACTPOEK.

showvalues VMcnonbayiiTe aTy KOMaHAy Ans 0TO6paXKeHWs BCEX setting
BO3MOXXHbIX 3HAYE€HWI OJHOW USIN HECKOMNBbKNX HACTPOEK.
MpumevyaHus:

e OTa KkomaHga oTo6pasunT CBeAeHNs O AOMYCTUMbIX
3HaYeHUSAX 3TON HACTPOWKMN.

e OTO6pasnTCa MUHMMAaNbLHOE U MakKCUManbHOe
KONMYECTBO JOMYCTUMbIX 3K3EMMIAPOB NS 3TOW
HaCTPOWKM.

e Ecnn gocTynHo, 0TO6pasnTcs 3Ha4YeHne rno
YMON4aHuto.

e 3Ha4eHue No yMOoI4aHUIo 3akioYeHO B TPeYrofbHbIe
CKOOKM (< 1 >).

e TeKCTOBble 3Ha4YeHNsi NOKa3blBalOT MUHUMaTbHYIO U
MaKCcuManbHyO OJINHY N perynsapHoe Bblpa>keHne.

MpumevaHuns:

¢ B cuHTakcuce komaHgpl setting — 310 HasBaHWe HacCTPOLiKK, KOTOpOoe TpebyeTcs NPOCMOTPETb NN N3MEHUTD, a
value — 3T0 3Ha4eHNEe, KOTOPOE NPUCBaNBAETCHA HACTPOMKE.

e Setting MOXeT Bblpa)aTbCsl HECKOSIbKUMU MMeHaMK (KpoMe Crly4aeB, Kora Ucrosib3yeTcs koMmaHaa set).
o Setting MOXeT cofiep>xaTb NOACTAaHOBOYHbIE CUMBOJIbI, HANPUMEP 3Be3404KY (*) unn 3Hak Bonpoca (?).

e Setting MmoxxeT npeacTaBnATb cob6oi rpynny, HazeaHue HacTpoiku nnm all.

anIMepbl CMHTaKcunca KoMmaHgbl asu npegctasiieHbl B cnenyroLllem Crncke:

e YT106bI 0TOOPA3UTL BCE NapameTpbl KOMaHAbl asu, BBegute asu --help.
e YT06bl 0TOOPA3UTL NOAPOGHYIO CNpPaBKy A9 BCeX KOMaHL, BBeAnUTe asu -v --help.
* Y106bI 0TO6PA3UTL NOAPOOHYIO CNPaBKy A4/151 OAHON KOMaHAbl, BBeguTe asu -v set --help.
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e YT0O6bl N3MEHUTb 3Ha4YeHne, BBeanTe asu set setting value.
* YT106bI 0TOOPA3UTL TEKYLLEE 3HA4YEHNE, BBeanTe asu show setting.
¢ YT106bLI 0TOOPA3UTL NAapaMeTpbl B ANIMHHOM NakeTHOM dhopmate, BBeguTe asu show -1 -b all

* YT106bI 0TO6PA3UTL BCE BO3MOXKHbIE 3HAYEHUS HACTPONKK, BBeanuTe asu showvalues setting. Npumep
komaHgbl show values:
system> asu showvalues S*.POST*
SystemRecovery.P0STWatchdogTimer==<Disable>=Enable
SystemRecovery.POSTWatchdogTimerValue=numeric min=5 max=20 step=1 default=5
system>

B cnepytolein Tabnvue nokasaHbl apryMeHTbl 4Jis 3TUX NapaMeTpoB.

Tab6n. 21. MNapameTpsbl asu

B cnepytolLLen MHOrOCTPOYHON Tabnuue ¢ Tpems cTonbLamm NpMBOATCA NapaMeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS A5 3TUX NapameTpoB.

MapameTp Onucaxue 3Ha4veHus
-b OTob6paxkeHne B NakeTHOM

topmare.
--cnpaska’ OTob6paxkeHne cBepeHnin 06

NCMNONb30BaHNV KOMaHabl 1
napameTpos. [NapameTp --help
pa3MeLLaeTcst nepeq KOMaHaoMn,
Hanpumep asu --help show.

--cnpaska’ OT06paxkeHune cnpasku Ans
KomaHgpl. NapameTp --help
pa3mMeLLaeTcs Noc/ie KOMaHabl,
Hanpumep asu show --help.

- Mmsa HacTpolikv B QJIMHHOM
dopmaTe (BKIOHAET 3a4aHHYIO
KOHUrypaumio).

-m VIMs HacTponKu B CMeLLaHHOM
dopmarte (BtOHAET
naeHTngukKaTop KoHburypauun).

-v2 Moppo6Hble BbIXOAHbIE AAHHbIE.

1. NMapameTp --help MoXeT ncnonb3oBaTbCs C NGO KOMaHOOW.
2. MNapaMeTp -V MO>XXHO MOMECTUTb TOJIbKO MeXy asu 1 KOMaHLoM.

CwuHTakcuc:
asu [options] command [cmdopts]
options:

-v verbose output

--help display main help
cmdopts:

--help help for the command

Mpumeyanune: CM. JONONHUTENBHbIE NapaMeTpbl KOMaH[ B pasaenax, NOCBSLLEHHbIX OTAeNbHbIM
KOMaHAaMm.

VMcnonb3yinTe KOMaHapl TPAH3aKLMIA asu Ans HACTPONKK HecKoNbkx napameTpoB UEFI n cospaHns un
BbINOMHEHNA KOMaH[, B NakeTHOM pexume. Micnonbayiite komaHasl tropen u trset ons cospganns ganna
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TpaH3aKuUin C HECKOTbKMMY NPUMEHAEMbIMU HACTpPOoOVKamn. TpaH3akums ¢ 3afaHHbIM MAEHTUMKATOPOM
OTKpbIBaeTCsi No komaHge tropen. NapameTpbl gobaenstoTcs B HA6op no komarge trset. BoinonHeHHas
TpaH3akuus ukcnpyeTcst no komange trcommit. 3aBepLunB paboTy ¢ TpaH3aKumeln, MOXXHO YAanuTb ee ¢
NMOMOLLbIO KOMaHApl trrm.

Mpumevanue: Onepauusa BoccTtaHosneHus napametpos UEFI cosgacT TpaH3akumio ¢ naeHTUKaTopomMm,
NCnosb3ysi MPOV3BOJIbHbIN TPEX3HAYHbIV HOMED.

B cnepnytoweli Tabnuue npeacTaBfieHbl KOMaHAbl TPaH3aKLUiA, KOTOPbIE MOXKHO MCMOJIb30BaTb C KOMaHAOoM
asu.

Ta6n. 22. KomaHgb! TpaH3aKyui asu

B cnepgytoLuein MHOFOCTPOYHON Tabnuue ¢ TpeMsi cTonéuammn NpuBOSATCA KOMaHabl TPaH3aKuum, nx
ornvcaHne N COOTBETCTBYIOLLIME 3HAYEHUS.

KomaHpa OnucaHue 3HaueHue

tropen id OTa KOMaHAa co3faeT HOBbIN dalin TpaH3akLuin ¢ Id — aTo ngeHTUMUMpyoLwas
HECKOJIbKMMY AOCTYMHbIMU AN HACTPONKU NapameTpamin. | CTpoka, KoTopasi MOXXET cofepaTtb
oT 1 0o 3 6yKBEHHO-4MCNOBbIX

CUMBOJIOB.
trset id OTa koMaHAa [obaBnsAeT B TPaH3aKLUMIO OAVH UK Id — 370 ngeHTUMUMPpPYoWas
HECKOJ/bKO NapameTpOoB UK Nap 3HaYEHWIA. CTPOKa, KOTopasi MOXXET coep>kaTb
oT 1 0o 3 6yKBEHHO-4UCOBbIX
CUMBOJIOB.
trlist id OT1a KkoMaH[a oTobpaXkaeT cogep>xumoe danna Id — 3710 naeHTUdMUMpPYIoLLas

TpaH3aKLun Ha NepBOM MecTe. OTO NoNe3Ho, ecnu aiin CTPOKa, KOTOpasi MOXXeT CofiepXXaTb
TpaH3akuun co3gaH B 060M104Ke UHTepdeinca komangHol | ot 1 oo 3 6yKBEeHHO-4MCOBbIX

CTPOKMU. CVMBOJIOB.
trcommit id OTa KkoMaHAa PMKCUPYET 1 BbINOMHAET COAEePXXUMOEe Id — aTo ngeHTUMUMpyoLwas
channa TpaHsakumm. OTob6paxkaloTcs pesynbTaThl CTPOKa, KoTopasi MOXXeT cofep>XaTb
BbINOSIHEHNS 1 Nto6Gble OLLNGKMN. oT 1 8o 3 6YKBEHHO-4YNCIOBbIX
CVMBOJIOB.
trrm id OTa KkoMaHAa yoanseT gann TpaH3akuum nocne Id — aT0 ngeHTUMUMPpYoWwas
dukcauun. CTPOKa, KOTOpasi MOXXeT Cofep>XaTb
oT 1 0o 3 6yKBEHHO-4MCNOBbIX
CVMBOJIOB.

Mpumep HacTporKK Heckonbknx napameTtpos UEFI:

asu tropen TR1

asu trset TR1 UEFI.BootModes.SystemBootMode "UEFI and Legacy"

asu trset TR1 BootOrder.BootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 BootOrder.WolBootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 UEFI.DevicesandIOPorts.Com1BaudRate 115200

asu trset TR1 UEFI.DevicesandIOPorts.ComlDataBits 8

asu trset TR1 UEFI.DevicesandIOPorts.Com1FlowControl Disable

asu trset TR1 UEFI.DevicesandIOPorts.Com1Parity None

asu trset TR1 UEFI.DevicesandIOPorts.Com1StopBits 1

asu trset TR1 UEFI.DevicesandIOPorts.COMPortl Enable

asu trcommit TR1

Komanpa backup

Vicnonb3yinTe 8Ty KOMaHgy 47151 CO3LaHns pe3epBHOro daiina, Cogep xaLlero TekyLme napameTpbl
6e30MacHOCTN CUCTEMbI.
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B cnepgytoweit Tabnuue nokasaHbl apryMeHTbl Ans 3TUX NapameTpoB.

Ta6n. 23. Koma+ga backup

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLME 3HAYEHVS )1 3TUX NapaMeTPoB.

MapameTp | Onucanue 3HauveHus
-f Nms pesepBHoro danna LonycTtnmoe nvs canna
-PP Maponb unu ppasa-naponb, UCNoNL3yemMble AN JonycTtymblii naponb unu pasa-naposib ¢
WwnchpoBaHna naponei BHyTpy pesepBHoro danna pasgenuTensiMi B BUAE KaBblyek
-ip IP-appec cepsepa TFTP/SFTP Donyctumbin IP-agpec
-pn Homep nopta cepsepa TFTP/SFTP LonycTumMblii HomMep nopTa (Mo ymonyaHuio 69/
22)
-u Nmsa nonb3osatens ana cepsepa SFTP Honyctnmoe nms nons3osarens
-pw Maponb gns cepsepa SFTP [onycTnmeiin naposnb
-fd Nms danna XML-onncaHns komaHg nHtepdgeinca LonycTtnmoe nwvs canna
KOMaHAHOV CTPOKU AN PE3ePBHOIO KOMMPOBaHWA
CuHTakcuc:
backup [options]
option:
-f filename
-pp password
-ip ip address
-pn port number
-u username
-pw password
-fd filename
Mpumep:
system> backup f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok
system>

KomaHnpga dhcpinfo

Mcnonb3yinTe aTy KOMaHay Ans npocMoTpa HasHaveHHon cepsepom DHCP IP-koHdurypaumm pns ethO.

Mcnonbayinte komangy dhepinfo ons npocmMoTpa HasHayeHHol cepBepoM DHCP IP-koHburypauun ans
eth0, ecnu nHTepdgeiic HacTpanBaeTcs aBToMaTudecku cepsepomM DHCP. [1ns BKnto4YeHMs 1 OTKITHOYEHMS
DHCP moxHo ucnons3osatb komaHgy ifconfig.

CuHTakcuc:
dhcpinfo eth0
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Example:

system> dhcpinfo etho

-server : 10.240.0.10

-n : XCC-7X19-123456789A

-i : 10.243.4.66

-i6 -

-g : 10.243.0.1

-s : 255.255.240.0
labs.lenovo.com
10.240.0.10
10.240.0.11

B cnepytolein Tabnuue NPUBOAATCSA BbIXOAHblE AaHHble U3 3TOro npumepa.

Ta6n. 24. KomaHga dhcpinfo

B cnepytoLeli MHOrocTpoYHo Tabnuue ¢ ABYMsi CTONIGLAMM OnuncaHbl NapameTpbl, MCMOSIb30BaHHbIE B
npeabiayLuem npumepe.

MapameTp OnucaHue

-server Cepsep DHCP, HazHaumBLWIA KOHbUrypaumo
-n HasHauyeHHoe ums xocTa

-i HasHnaueHHbIn agpec IPv4

-9 HasHa4eHHbI agpec wnio3a

-S HasHaveHHas macka nofceTu

-d HasHaveHHOe foMeHHOe nMS

-dns1 OcHosHon IP-agpec IPv4 cepsepa DNS

-dns2 LononHuTtenbHbin IP-agpec IPv4 cepsepa DNS
-dns3 Tpetun IP-agpec IPv4 cepeepa DNS

-i6 Appec IPv6

-d6 HdomeHHoe nms IPv6

-dns61 OcHoeHon IP-agpec IPv6 cepsepa DNS
-dns62 DononHuTtenbHbin IP-agpec IPv6 cepeepa DNS
-dns63 Tpetun IP-agpec IPv6 cepeepa DNS

KomaHpa dns

Vcnonb3ynTe aTy KOMaHay Ans npocmoTpa n HacTporiku DNS-koHpurypauumn IMM.

MpumevaHue: B cucteme Flex System HeBo3MOXXHO nameHuTb napameTpsl DNS ans IMM. Mogyns CMM
ynpasnsieT napameTpamu DNS.

Ecnu BbinonHUTL KoMaHAy dns 6e3 NapaMeTpoB, 0TO6Pa3ATCA BCe cBeAeHMs 0 KoHdburypauun DNS. B
cnepytoLlen Tabnuue nokasaHbl apryMeHTbl A1s 3TUX NapaMeTpoB.
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Ta6n. 25. Koma+ga dns

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

NapameTp | Onucanue 3HaueHus

-state CocTtosiHne DNS BKJ1., BbIKJ.

-ddns CocTosiHne DDNS BKJTHO4EHO, BbIK/TIOYEHO

-i1 OcHosHon IP-agpec IPv4 cepsepa DNS IP-agpec B gecatu4Hom copmarte IP-agpecos ¢
TOYKON.

-i2 JononHuTtenebHbin IP-agpec IPv4 cepsepa DNS IP-appec B pecsatudHom chopmate IP-agpecos ¢
TOYKON.

-i3 Tpetun IP-agpec IPv4 cepeepa DNS IP-agpec B gecatu4Hom copmarte IP-agpecos ¢
TOYKON.

-i61 OcHosHon IP-agpec IPv6 cepsepa DNS IP-appec B popmare IPV6.

-i62 DononHuTtenbHbin IP-agpec IPv6 cepeepa DNS IP-agpec B bopmarte IPV6.

-i63 Tpetnin IP-agpec IPv6 cepeepa DNS IP-appec B hopmare IPV6.

-p MpwvoputeT IPv4/IPv6 ipv4, ipv6

CwuHTakcuc:

dns [options]

option:

-state state
-ddns state

-il first_ipv4_ip_address

-i2 second_ipv4_ip_address
-i3 third_ipv4_ip_address
-i61 first_ipv6_ip_address
-162 second_ipv6_ip_address
-i63 third_ipv6_ip_address

-p priority

MpumevaHue: B cnepytollem npumepe nokasaHa KoHdurypauus IMM c BbikntodeHHoN cny>k6om DNS.

Mpumep:

system> dns
-state
-il
-i2
-i3
-i61
-162
-i63
-ddns
-dnsrc
-ddn
-ddncur
-p
-dscvry

system>

disabled
0.0.0.0
0.0.0.0
0.0.0.0

enabled
DHCP

labs.lenovo.com
ipvé
enabled

B cnepytoLein Tabnvue onmncaHbl napaMeTpbl, UCMONb30BaHHbIe B NpeabiayLLemM nprmMepe.
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Tab6n. 26. BbiBOg KOMaHAbl ANs

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ AByMs CTonGLUamm onnucaHbl napameTpbl, UCMOMb30BaHHbIE B
npeablayLiem nprmepe.

MapameTp OnucaHue

-state CocTtosHne DNS (on nnm of f)

-i1 OcHoBHon IP-agpec IPv4 cepsepa DNS

-i2 DononHuTteneHbin IP-agpec IPv4 cepsepa DNS
-i3 Tpetun IP-appec IPv4 cepeepa DNS

-i61 OcHoBHon IP-agpec IPv6 cepsepa DNS

-i62 LononHuTtenbHbin IP-agpec IPv6 cepeepa DNS
-i63 Tpetun IP-agpec IPv6 cepeepa DNS

-ddns CocTosiHne DDNS (enabled unu disabled)

-dnsrc MpeanoytuTensHoe gomeHHoe nms (dhep nnm manual)
-ddn YkaszaHHbIi Bpy4Hyto DDN

-ddncur Tekywwmin DDN (TonbKo YTeHNe)

-p MpepnoutuTensHbie cepeepbl DNS (ipv4 unu ipvé)

KomaHpga encaps
VMcnonbayinTe aTy koMaHgy, 4Tobbl no3BonnTs BMC BbINTU U3 pexxrnmMa NHKancynsaumm.

B cnepytowyen Tabnuue nokasaHbl apryMeHTbl o189 3TUX NapameTpoB.

Tabn. 27. KomaHga encaps

B cnepytoLLen ogHOCTpoOYHON Tabnuue ¢ AByMS CTON6LAaMU NPUBOAATCA NapamMeTpbl 3TON KOMaHAbl 1
COOTBETCTBYHOLLME OMNUCAHWS.

NapameTtp Onucaxune

lite off MpepoctaeneHne BMC Bo3MOXXHOCTY BbIATY U3 pexxuma
VHKancynsiumm n OTKpbITb rMob6anbHbIA [OCTYN st BCEX
nonb3osarenemn

Komanpa ethtousb

Bocnonb3yintech komaHgon ethtousb anst otobparkeHns n HacTponky conoctaeneHus noptos Ethernet n
Ethernet yepes USB.

OTa KoMaHga No3BoJSIET CONOCTaBUTL HOMEP BHeLLHero nopta Ethernet gppyromy Homepy nopta ans
nHtepdeica Ethernet yepes USB.

Ecnu BbinonHuTb KOmMaHay ethtousb 6e3 napameTpoB, oTo6pasaTcs ceeneHns o6 nHrepderice Ethernet
yepe3 USB. B cnepytoLein Tabnuue nokasaHbl apryMeHTbl O 3TUX napameTpoB.
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Ta6n. 28. KomaHpaa ethtousb

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

MapameTp | Onucanue 3HayeHus

-en CocTosiHne nHTepdenca BKNKOYEHO, BbIKNHOYEHO
Ethernet yepe3 USB

-mx HacTpolika conoctaeneHus | MNapa nopToB, pasgensemas ABoeTouneM (i), B popmare porti:port2
NopTOB ANsl MHOEKCA X lne:

* Homep nHaekca nopta x 3agaeTtcs B Buge uenoro yiucna ot 1 go 108
rnapameTpe KoMaHgpbl.

e port1 napbl NOPTOB — 3TO HOMEpP BHELUHero nopTta Ethernet.
e port2 napbl nopToB — 310 HOMep nopTa Ethernet yepes USB.

-rm YpnaneHne conoctaBneHnst or1pm010
NnopToB ANs 3a4aHHOro MHpekcbl conocTaBneHust NOpToB OTO6PaXKAKTCSI C MOMOLLIbIO KOMaHAbI
nHAekca ethtousb 6e3 napameTpos.
CwuHTakcuc:
ethtoush [options]
option:
-en state
-mxport_pair

-rm map_index

MNpumep:

system> ethtousb -en enabled -m1 100:200 -m2 101:201
system> ethtousb

-en enabled

-ml 100:200

-m2 101:201

system> ethtousb -rm 1

system>

KomaHpa firewall

Mcnonb3yinTe aTy KOMaHay Ans HAaCTPONKK 6paHaMayapa, YToObl OrpaHNYMTb OCTYMN C ONpeneseHHbIX
afpecoB 1 Npy HEOBXOAMMOCTY OFPaHNYUTL BPEMEHHON Nepuog foctyna. Ecnu napameTp He 3agaH, 6yayT
OTOBpaKaTbCH TEKYLUME NapameTpbl.

B cnep,yrou.l,elh Tabanue nokasaHbl apryMeHTbl Ona 3Tux napamMmeTpoB.

Tabn. 29. KomaHpaa firewall

B cnepytoLeli MHOroCTpOYHON Tabnuue ¢ TpeMs CTonéLuamMmn NpUBoOsaTCA NapameTpbl 3TOW KoMaHAapl U
COOTBETCTBYHOLLME OMNUCaHWSI.
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Tabn. 29. KomaHga firewall (npogosnx.)

Napametp Onucatne 3HaueHus
-bips 1-3 IP-agpeca 6noka (pasgeneHHbole Donyctumble IP-agpeca
3ansaToii, CIDR wunn gnanasoH) Mpumevanune: [Onsa agpecos IPv4 n IPv6

MO>XHO mcnosnb3oBatb opmat CIDR,
YTO6bI 3a6NMOKNPOBATL AMana3oH agpecos.

-bmacs Bnokuposka 1-3 MAC-agpecos DonycTtnmble MAC-agpeca
(paspeneHHbIX 3ansTow) Mpumeyvanue: dunstpaums MAC-
agpecos paboTaeT TONbKO C
onpefeneHHbIMN agpecamMu.

-bbd Larta Ha4yana 6noka [ata B popmate <IMTTT-MM-O0>

-bed [aTa okoH4aHusa 610Ka [ata B popmate <IMTTT-MM-O0>

-bbt Bpemsa Havana 6noka Bpewmsa B dopmarte <H4:MM>

-bet Bpems okoH4yaHus 6noka Bpewms B hopmate <H4Y:MM>

-bti Bnokuposka 1-3 BpemMeHHbIX nHTepBanos | [uana3oH BpemeHu B popmare <H4:MM-
(paspeneHHbIx 3ansTon) 44:MM>

Hanpumep, ecnu 3agaHo 3HaveHue firewall
- bti 01:00-02:00,05:05-10:30, gocTyn
OypeT 3abnokmpoBaH exxepgHesHo ¢ 01:00
0o 02:00 n ¢ 05:05 po 10:30

-clr OuncTka npasuna 6paHgmayapa ons ip, mac, datetime, interval, all
onpefeneHHoro Tuna

Cnepytowme napameTpbl NpeaHasHayveHbl Ans 6nokmposku |IP-agpecos

-iplp Mepunop 6noknposkn IP-agpecos muHyTax. | Yncnosoe 3HayeHune ot 0 go 2880, 0 =
HMKOrga He nctekaet
-iplf MakcrmanbHoe Konmy4ecTBO OLWMGOK Npu Yucnosoe 3HadeHne ot 0 o 32,0 =
BXofe B cuctemy, npexkge vyem |IP-agpec HuKorga He 610KMPOBaTh

6yneT 3a6noKMpPOBaH.

Mpumeyvanue: Ecnv 3HaveHne OTINYHO OT
0, OHO JOMKHO BbITb 6ONbLUE NN PAaBHO
3Ha4veHunio napameTpa <MakcumansHoe
KONMYEeCTBO OLUMGOK NMpu BXOAE B
CcUCTeEMy>, KOTOpPOE YCTaHaBNMBaeTCA
koMaHpoi <accseccfg -If>

-ipbl OTob6paxeHne/HacTponka cnucka del, clrall, show

6nokupyembix IP-agpecos.

e -del: ynaneHue agpeca IPv4 unn IPv6 ns
cnvcka 6510KMpoBKIY

e -clrall: ouncTnTb BCce 610knpyembie IP-
agpeca

e -show: nokasaTb Bce 6noknpyemble IP-
agpeca

Mpumep:

- “firewall”: Show all options’ value and IP addresses blocking list.

- “firewall -bips 192.168.1.1,192.168.1.0/24,192.168.1.1-192.168.1.5”: Block the access from multi IPs

- “firewall -bti 01:00-02:00,05:05-10:30,14:15-20:00": Block all access during 01:00-02:00,05:05-10:30,14:15-20:00 every day.
- “firewall —-clr all”: Clear all rules of “Block List and Time Restriction”.

- “firewall -iplp 60”:Set IP address lockout period to 60 minutes.
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-« “firewall -iplf 5”:Set maximum number of login failures to 5 timesi.

- “firewall -ipbl -del 192.168.100.1”:Delete 192.168.100.1 from IP address blocking list.
- “firewall -ipbl -del 3fcc:1234::2”:Delete 3fcc:1234::2 from IP address blocking list.
- “firewall -ipbl -clrall”: Delete all blocking IP addresses.

-« “firewall -ipbl -show”: Show all blocking IP addresses.

KomaHpa gprofile
Mcnonb3yinTte aTy KOMaHay Ans oTob6paxkeHnsi 1 HACTPONKK rpynnoBbix npodunen ans IMM.
B cnepgytoleit Tabnuue nokasaHbl apryMeHTbl Ans 3TUX NapamMeTpoB.

Tab6n. 30. KomaHga gprofile

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6uamn NpuBoasaTCs NapameTpsbl, onucaHne
napamMeTpOB 1 COOTBETCTBYIOLLIME 3HAYEHUS 1A 3TUX NapaMeTpoB.

MapameTtp OnucaHue 3HauveHus
-clear YnaneHue rpynmbl BKJTO4EHO, BbIK/HO4YEHO
-n Nms rpynnbl CTpoka group_name g/MHolu fo 63 CMMBOJOB.

3HaueHne group_name J0J/KHO 6bITb YHUKalbHbIM.

-a YpoBeHb NOIHOMOYNI B afMUHMCTpPAaTop, oneparop, <CM1CoK poneli> rbs: nsc|
3aBIICMMOCTU OT POSN am|rca|rcvmalpr|bcicellac

3HayeHuns ponen yKasblBaroTCs B BUAE CNUCKa
pasfeneHHbIX BEPTMKabHbIMK YepTami 3Ha4YEHIA.

-h OTob6paxxeHune ceBegeHnin 06
NCMoNb30BaHNV KOMaHabl U
napameTpoB

CwuHTakcuc:

gprofile [1 - 16 group_profile_slot_number] [options]
options:

-clear state

-n  group_name
-a authority level:
-nsc network and security
-am user account management
-rca remote console access
-rcvma remote console and remote disk access
-pr remote server power/restart access
-bc basic adapter configuration
-cel ability to clear event logs
-ac advanced adapter configuration
-h help

KomaHnpga hashpw

VcnonbayiiTe 3Ty KOMaHZy C NapamMeTpoM -SW AJ1s BKIIHOHEHUS/OTKIIOHEHNS (DYHKLIMM CTOPOHHErO Naporsi
UNK C NapameTPOM -re Ans BKAYEHNS/OTKIII0UYEHUSI BO3MOXHOCTU MOMY4YEHNs CTOPOHHEro napossi.

B cnepytoleit Tabnuue nokasaHbl apryMeHTbl 4SS 3TUX NapaMeTpoB.

Ta6n. 31. Koma+Hga hashpw

B cnepytoLeli MHOroCTpOYHON Tabnuue ¢ TpeMs CTonéLamMu NpUBoasaTCA NapamMeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapameTpoB.
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Tabn. 31. Komarga hashpw (npogosxk.)

MapameTp | Onucanue 3Ha4veHuns
-Sw CocTosiHre nepeknoyaTens CTOPOHHEro napons BKJTOHEHO, BbIKITIOHEHO
-re CocTosiHMe YTeHNs CTOPOHHEro napons BKJIIOHEHO, BbIKIO4YEHO

Mpumeyanue: Ecnn nepekn4aresib BKIHO4Y€EH,
MO>XHO HAaCTPOUTb YTEeHNeE.

Mpumep:

system> hashpw -sw enabled -re enabled

system> users -5 -n guest5 -shp ef92bh778hafe771e89245h89echc08addadelo6c066599118811383d4473e94f — r Administrator
system> users -5 ghp

ef92hb778hafe771e89245h89echc08ad4adelbb6c066599118811383d4473e94f

system> users

Account Login ID Advanced Attribute Role Password Expires
1 USERID Native Administrator Password doesn't expire
5 guests Third-party Password Administrator 90 day(s)

Komanpa ifconfig

VMcnonb3ynTe aTy KOMaHay Ans Hactponku nHtepdeinca Ethernet.

Beegute ifconfig eth0, 4To6b1 OTOGPA3NTL TEKYLLYIO KOHDUIYpaumto uHTepdeinca Ethernet. YTobbl
N3MeHUTb KoHUrypaumo nHTepdeinca Ethernet, BBegnte napameTphbl, 3a KOTOPbIMU CNEQYIOT NX 3HAYEHNS.

YT06bl N3MEHNTL KOHUrypauuio nHrepderica, Heobxoaumo obnagaTtb Mo MEHbLUEN Mepe NpaBamMm
HaCTPOWKM CETEBbLIX MapaMeTpoB 1 6e30MacHOCTY aganTtepa.

Mpumevanme: B cucteme Flex System napameTpbl BUPTYansHON nokasnbHOW ceTn KoHTponupytotcs CMM
Flex System u He MoryT 6bITb n3MeHeHb! B IMM.

B cnepytowein Tabnumue nokasaHbl apryMeHTbl A1 3TUX NapaMeTpoB.

Tabn. 32. KomaHga ifconfig

B cnep,yrou.l,em MHOI’OCTpO‘-IHOI7I Tabnuue ¢ TpemA cronéuamu npmnBoOATCA NnapamMeTpbl, ornmcaHne
napamMmeTpoB N COOTBETCTBYOLWME 3HAYEHUA ONA 3TUX NapaMeTpoOB.

MNapameTp OnucaHue 3HaueHus
-b 3anncaHHbii MAC-agpec (Tonbko
YTeHue, He HacTpanBaeTCs)
-state CocTosiHne uHTepdelica BbIKJTHOYEHO, BKJIKOYEHO
-C MeTopg KoHburypauun dhcp, static, dthens (dthens cooTBeTcTBYET

napameTpy ucnonb3ymnte dhcp-cepsep, B cny4yae
c6051 UICNONb3yNTE CTaTU4ECKYHO KOHUrypauuio
B BeG-nHTepdelice)

-i Cratudeckuin IP-agpec Appec B gonyctumMom chopmare.
-9 Agpec wno3a Appec B gonyctumom copmare.
-S Macka nogcetun Appec B gonyctumom opmare.
-n Nms xocTa Ctpoka anuHoi go 63 cumeonoB. CTpoka MoXeT

cofgepxxatb 6YKBbI, LU PbI, TOUKU, HUXKHNE
nogyepkmeaHus n geducei.
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Ta6n. 32. KomaHpga ifconfig (npogosmnx.)

NapameTp OnucaHue 3HaueHus
-r CkopocTb 06MeHa AaHHbIMK 10, 100, aBTO
-d LynnekcHbI pexxum MOJHbIN, MONOBUHHBINA, aBTO
-m MTU Yucno B gnanasoHe ot 60 go 1500.
-l LAA dopmat MAC-agpeca. Agpeca MHOroaapecHom
paccbUIK/ NCMONb30BaTh 3anpeLLeHo (NepBbii 6GanT
JOMKEH ObITb YETHbIM).
-dn [loMmeHHOe nms [oMeHHoe nmsi B gonycTuMom gopmare.
-auto MapameTp aBTOMaTNYECKOrO true, false
cornacoBaHusi, onpegensowmn
LOCTYMHOCTb [J151 HACTPOIKM
ceTeBbIX NapameTpoB «CKOpOCTb
nepefaYvn AaHHbIX» U «[lynneKkcHbIn
pPeXUM».
-ghn MonyyeHne nmeHn xocta ns3 DHCP BbIKNHOYEHO, BKHOYEHO
-nic nepekntoyeHne pexuma NIC! shared, dedicated, shared:nixX?
-failover? Pexvm aBapuiiHoro nepekniodeHns | none, shared, shared:nicX
—nssync3 CVIHXpOHVI3aLI,I/IF| ceTeBbIX BKJ1IO4€EHO, BbIK/TIOHEHO

napameTpoB

-address_table

Tabnuua aBToOMaTU4ECKN
reHepupyembix agpecos IPv6 ¢
yKasaHvnem anvHbel npedukca
MpumeyvaHue: ITOT NapameTp
OTOBpPaXKaETCs, TONbKO ecnv
BKJtoYeHbI IPv6 1 6e3areHTckast
aBTOMaTu4eckasi KoHUrypawuus.

OT0 3Ha4YeHNe AOCTYMHO TOMBKO AN YTEHUSI U He
MOXXET ObITb HACTPOEHO.

-ipv6 CocTosiHue IPv6 BbIKIHO4EHO, BK/TIOYEHO
-lla JlokanbHbI agpec KaHana JlokanbHbIn agpec KaHana onpegensetcsa IMM. 9To
MpumeyaHue: JlokanbHbIl agpec 3HaYeHne JOCTYMHO TOMbKO OIS YTEHWS U HE MOXXET
KaHana otobpaxkaeTcs, TOJIbKO ecnn | 6bITb HACTPOEHO.
IPV6 BKIIOYEH.
-ipv6static CocTosiHne ctaTtunyeckoro IPv6 BbIKJ1lO4€HO, BKNOYEHO
-i6 Cratudeckuin IP-agpec Cratuyeckuin IP-agpec gnsa kaHana Ethernet 0 B
dopmare IPv6.
-p6 OnvHa npedukca agpeca Yucno B guanasoHe ot 1 go 128.
-g6 LLinto3 nnu mapupyT no ymonyanuio | IP-agpec ans winosa nam mapLupyTa no yMonyaHuio
kaHana Ethernet 0 B IPV6.
-dhcp6 CocTtosiHne DHCPv6 BKJIIOYEHO, BbIKJIIOHEHO
-sab CocTosiHne 6e3areHTCKom BK/HO4EHO, BbIK/NO4YEHO
aBTOMaTU4eCKON KOHUrypaumm
IPv6
-vlan BkntoyeHmne nnm BeIKMOYEHNE METOK | BKJTHOHEHO, BbIK/OHEHO

BUPTYasnbHOW IOKaNbHOM CeTn
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Tabn. 32. KomaHrga ifconfig (npogosk.)

NapameTtp OnucaHue 3HayveHus
-vlanid MeTka ngeHTndukaumm ceTesbIx Yucno B gnanasoHe oT 1 oo 4094.
naketos gnst IMM
MpumevaHus:
1. -nic TaK>Xe NokasbIBaeT COCTOsIHUE Nic. [active] ykasbiBaeT, Kakyto kapTy nic ucnonb3yet XCC B faHHbIA MOMEHT

Hanpumep:

-nic: shared:nic3

nicl: dedicate

nic2: ext card slot #3

nic3: ext card slot 5 [active]

YKasbIBaeT, 4TO hic3 HaxoanTcs B 06LLEM pexume B rHe3fe 5, nic2 — B rHesge slot3, nic1 ssnsaetcs
BblAeneHHbIM noptoM XCC, a XCC ncnonbayeT nic3.

. 3HayeHme shared:nicX [OCTYNHO Ha cepBepax C YCTaHOBMIEHHOW JOMNOHNTEIbHON ME3OHVHHOW CeTeBOl KapTol.

Me3oHVHHas ceTeBas KapTa MOXXET Ucrnonb3oBaTbca Mogynem IMM.

. Ecnu mopynb IMM HacTpoeH Anst Cnonb30BaHNs BblGENEHHORO CETEBOMO NOpTa ynpaeneHus, napameTp -failover

ykaxkeT mogynto IMM, 4To Heo6X0AMMO NEPEKITIOYMNTLCS Ha OBLLMIA CETEBOW NOPT, €CNN BblAENEHHbI NopT
OTKJTHOHEH.

. Ecnn pexxum oTpaboTku oTKasa BKIKOYEH, MapamMeTp -Nssync ykaabisaeT mogynto IMM, 4to Heob6xoammo

1CMoSIb30BaTh B O6LLEM CETEBOM MOPTE TE XKe CETeBblE NapaMeTpbl, 4TO 1 B BblAeNIEHHOM CETEBOM MopTe
ynpaBseHus.

CuHTakcuc:
ifconfig eth0 [options]
options:

-state interface_state

-¢ config_method

-i static_ipv4_ip_address
-g ipv4_gateway_address
-s subnet_mask

-n hostname

-r data_rate

-d duplex_mode

-m max_transmission_unit
-l locally_administered_MAC
-b burned_in_MAC_address
-dn domain_name

-auto state

-nic state

-failover mode

-nssync state
-address_table

-lla ipvé_link_local_addr
-dhcpé state

-ipvé state

-ipvéstatic state

-sab state

-i6 static_ipv6_ip_address
-gé6 ipv6_gateway_address
-pé length

-vlan state

-vlanid VLAN ID

Mpumep:
system> ifconfig ethO
-state : enabled
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-c : dthens

-ghn : disabled

-i : 192.168.70.125

-g :0.0.0.0

-s : 255.255.255.0

-n : IMMO0096B9E0O3A
-auto : true

-r : auto

-d ¢ auto

-vlan : disabled

-vlanid : 1

-m : 1500

-b : 00:09:6B:9E:00:3A
-1 : 00:00:00:00:00:00
-dn :

-ipvé ¢ enabled
-ipvéstatic : disabled

-i6 P

-pb Y

-g6 e

-dhcpé : enabled

-sab : enabled

-lla : fe80::6eae:8hff:fe23:91ae

-nic : shared:nic3
nicl: dedicate
nic2: ext card slot #3

nic3: ext card slot #5 [active]

-address_table

system> ifconfig ethd -c static -i 192.168.70.133

These configuration changes will become active after the next reset of the IMM.

KomaHnpa keycfg

VlCI'IOJ'Ib3yl7ITe 9Ty KOMaHay ans OTO6pa)KeHVI$|, nob6asneHnsa nnu yoaneHuna KITHOYen akTuBaLmm.

Kntoun akTusaumm KOHTPONMMPYIOT AOCTYM K AOMONAHUTENbHLIM PyHKUMAM IMM.

MpumeyaHuns:

e Ecnu komaHpga keycfg BbinonHAeTcs 6e3 kakux-nnmbo napameTpoB, 0TobpaxxaeTcs CNNCOK
YCTaHOBJSIEHHbIX KNtoven akTusauun. OTobpaxkatoTcs cnegyoLmne CBEAEHNS O KNoYax: HOMep MHAaeKca
ONS KaXKAO0ro Kintova akTueaLmu, TUnM Knoya akTmeaumm, ata okoHYaHUs Cpoka AerCTBUS Kno4a,
OCTaBLLUEECS KOINYECTBO NCMONb30BaHWIM, CTaTyC 1 onucaHue Kioya.

e [lo6aBbTe HOBbIE KNIOYM aKTMBaLMM NOCPEACTBOM nepegayn hainnos.

e Ypanute CTapble KNo4n, ykasaB HOMEP U TUn Kiro4a. ﬂpm yaaneHnmn KItoYen no TANY yaanaeTca TONIbKO

I'IepBbII7I K4 3afaHHOro tmna.

B cnepgytowein Tabnuue nokasaHbl apryMeHTbl Ans 3TUX NapameTpoB.

Tabn. 33. KomaHga keycfg

B cnepnytoLeit MHOroCcTpoYHol Tabnuue ¢ TpeMs CToNn6LUamy MpUBOOATCS NapameTpsbl, onucaHne

napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHMS AN STUX NapamMeTpoB.
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Tabn. 33. Komarga keycfg (npogosnx.)

NapameTp | Onucawnue 3HayeHus
-add [ob6asneHve knto4a 3HayeHus napameTpoB KoMaHg -ip, -pn, -u, -pw n -f
akTuBauum
-ip IP-agpec cepsepa TFTP ¢ Donyctumbln IP-agpec ansa cepsepa TFTP
[06aBnsieMbiM KIHO4YOM
akTuBauum
-pn Homep nopta gna cepsepa Jonyctumblin Homep nopTa ansa cepeepa TFTP/SFTP (no ymonyaHuio

TFTP/SFTP c go6aBsnsiembim | 69/22)
KJTHOYOM aKTMBaLmm

-u Mmsa nonb3osaTens gna Jonyctrmoe nvsi nonb3osatens ansa cepsepa SFTP
cepeepa SFTP ¢
no6aBnsiemMbiM Ko4OM
akTBaumu

-pw Maponb onsa cepsepa SFTP | Jonyctnmbin naponb ans cepeepa SFTP
C [06aBNsAEMbIM KOHOM
akTuBauum

-f Nwms cdanna gns JonycTtmoe nvs gnsi charina Kioya aktmsaumm
[o6aBnsemMoro Kno4ya
aKTuBauumn

-del YpaneHue kno4a aktusauum | onycTumbli HOMep MHOEKCA Koya akTusauum ua cnucka keycfg
Nno HOMepY uHgekca

-deltype YpaneHune kno4a aktusauum | [lonyctumMoe 3HaveHue Tina Kioya
no Tuny Knto4va

CuHTakcuc:

keycfg [options]

option:

-add

-ip tftp/sftp server ip address
-pn pn port number of tftp/sftp server (default 69/22)
-u username for sftp server
-pw password for sftp server
-f filename
-del n ( where n is a valid ID number from listing)
-deltype x ( where x is a Type value)

Mpumep:

system> keycfg

ID Type Valid Uses Status Description

1 4 10/10/2010 5 "valid" "IMM remote presence"

2 3 10/20/2010 2 "valid"  "IMM feature

3 32796 NO CONSTRAINTS NO CONSTRAINTS "valid"  "IBM Security Key Lifecycle Manager for SEDs FoD"
system>

Mpumevanue: None Onucanme ans N, 3 oTtobparkaeTcst Ha OTAENbHbIX CTPOKaxX U3-3a OrpaHNyeHHoro
npocTpaHcTBa.

KomaHpa Idap

Vicnonb3yinTe aTy KOMaHay Anst oTo6paXKeHnst 1 HACTPOWKK NapaMeTpoB KoHGUrypauum npotokona LDAP.

B cnepytoLen Tabnuue nokasaHbl apryMeHTbl A9 3TUX NapameTpoB.
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Tabn. 34. KomaHga Idap

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

MapameTp | Onucanue 3HayeHus
-a MeTop, ayTeHTUdunKauumn TONbLKO nokanebHas, Tonbko LDAP, cHayana nokanbHas, 3atem LDAP,
nosnb3oBaresnen cHa4vana LDAP, 3aTtem nokanbHas
-aom Pexxum «Tonbko BKJTIOYEHO, BbIKJIKO4EHO
ayTeHTudurKaums»
-b MeTopn npuBA3Kn aHoHUMHbIN, Npuesaska ¢ ClientDN 1 naponem, npussa3ka ¢ y4eTHbIMU
OaHHbIMU N5t BXoaa
-C Pasnunyarowieecs nms Ctpoka client_dn gnnHon go 127 cumsonos
KNIMeHTa
-d LomeH noncka CTtpoka search_domain gnuHoli o 63 cumBsosioB
-f "pynnoBon hunbTp CTtpoka group_filter gnuHoii no 127 cumsonos
-fn Nms neca Lns cpep Active Directory. CTpoka gnuHoii go 127 cumMBoJSIOB.
-9 ATpurbyT rpynnoBoro CTtpoka group_search_attr gnnHon go 63 cumsonos
noucka
- ATpubyT paspeLueHuin Ha Ctpoka string gnvHown go 63 cumBeonos
BXOL,
-p Maponb knneHTa CTtpoka client_pw gnuHoli oo 15 cumsonos
-pc MopTeepxaeHne napons CTtpoka confirm_pw gnuHoii go 15 cumeonos
KNveHTa Mcnonb3oBaHne komaHab!: Idap -p client_pw -pc confirm_pw
Mpn N3MeHeHM Napons KNMeHTa 3TOT NapamMeTp SABASETCS
o0653aTenbHbIM. OH cpaBHMBaEeT aprymeHT confirm_pw c aprymeHToM
client_pw. Ecnu aprymeHTbl HE COOTBETCTBYIOT, BbIMOJIHEHVE KOMaHAbI
3aBepLUNTCS OLLNOGKOIA.
-ep 3awmdpoBaHHbI Naponb Pe3epBHOe KonMpoBaHKe/BOCCTaHOBEHME Napons (TONbKO AN
BHYTPEHHErO NCMNOJIb30BaHUS)
-r Paznuyatouieecs nms Ctpoka root_dn gnuHon go 127 cumsonos
KOPHEBOW 3anncu
-rbs Pac|_|_||/|peHHa;| BKJTIO4YE€HO, BbIK/THOYEHO
6e30MacHOCTb Ha OCHOBE
ponen gns nosb3oBaresen
Active Directory
-s1ip Nwms xocTta/IP-agpec CTtpoka anuHoi go 127 cumeonos nnu IP-agpec host name/ip_addr
cepsepa 1
-s2ip Nms xocTta/IP-agpec CTtpoka anuHoi go 127 cumeonos nnu IP-agpec host name/ip_addr
cepsepa 2
-s3ip Nms xocTta/IP-agpec CTtpoka anuHoii go 127 cumeonos nnu IP-agpec host name/ip_addr
cepsepa 3
-sdip Nwms xocTta/IP-agpec CTtpoka anuHow go 127 cumsonos nnu IP-agpec host name/ip_addr
cepsepa 4
-s1pn Howmep nopta cepsepa 1 Yuncnosoit Homep nopTa port_number (0o 5 undp)
-s2pn Howmep nopta cepsepa 2 Yucnoson Homep nopTa port_number (0o 5 uudp)
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Tabn. 34. KomaHga Idap (npogosnx.)

NapameTp | Onucawnue 3HaueHus

-s3pn Homep nopta cepsepa 3 Yucnosoit Homep nopTa port_number (0o 5 undp)

-s4pn Howmep nopta cepsepa 4 Yucnosoit Homep nopTa port_number (oo 5 undp)

-t LleneBoe nms cepeepa Ecnn napameTp rbs BktoYveH, B 3TOM Mone 3a0aeTcs LieneBoe nMms,
KOTOPOE MOXET 6bITb CBA3AHO C OLHOWN N HECKONTIbKUMU POSIIMU Ha
cepBepe Active Directory nocpeactsom ocHacTku RBS.

-u ATpnbyT noucka UID Ctpoka search_attrib onvHon go 63 cumeonos

-v MonyyeHne apgpeca cepeepa | Bbikn., BkrI.

LDAP uepes DNS
-h OTob6paxaeT cBefieHNsi 06
NCMNONb30BaHNV KOMaHabl U
napameTpsbl
CwuHTakcuc:

ldap [options]

options:

-a loc]ldap|locld|idioc
-aom enable/disabled
-b anonjclient|login
-c¢ client_dn

-d search_domain

-f group_filter

-fn forest_name

-g group_search_attr

-l string

-p client_pw
-pc confirm_pw
-ep encrypted_pw

-r root_dn

-rhs enable|disabled
-slip host name/ip_addr
-s2ip host name/ip_addr
-s3ip host name/ip_addr
-sdip host name/ip_addr
-slpn port_number
-s2pn port_number
-s3pn port_number
-sdpn port_number

-t name

-u search_attrib

-v offlon

-h

KomaHpa ntp

Vicnonb3yinTe aTy KOMaHay Anst oTobpakeHnsi U HacTponkn npoTtokona NTP.

B cnepytolein Tabnumue nokasaHbl apryMeHTbl A1 3TUX NapaMeTpoB.

Ta6n. 35. KomaHga ntp

B cnepytoLeit MHOroCTpoOYHON Tabnnue ¢ TPeMs CToIGLaMy MPUBOAATCS NapamMeTpbl, onucaHne
napamMeTPOB 1 COOTBETCTBYIOLLIME 3HAYEHVS /1A STUX NapamMeTpoB.

140 PykosopcTso nonbaosatensXClarity Controller c Intel Xeon SP (3-ro nokonexus) u AMD EPYC (2-ro u 3-ro nokoneHwii)




Ta6s. 35. KomaHga ntp (MpogZosnx.)

MapameTp Onucatne 3HaueHus
-en BkitoueHne 1 BbIK/tOYeHnEe BKJ1HO4EHO, BbIK/TIO4EHO
npotokona NTP.
-it Nwms unn IP-appec NTP-cepBepa. Mmst NTP-cepBepa, kOTopoe CnefyeT NCMnosib30BaThb
9710 nHgekc NTP-cepBepa. ONs cMHXpoHm3aumn Yacos. [Jnana3oH nHgekcos NTP-
cepBepa BKJYaeT MHAEKCHI OT -i1 go -i4.
-f Mepuopn4HocTb (B MMHYTaxX) oT 3 po 1440 MuHyT
CUHXPOHM3auun yacos IMM ¢ NTP-
cepBepOM.
-synch 3anpoc HemeaneHHow C 3TM napamMeTpoM He NCMONb3YITCH HNKakme
CUHXpoHu3auumn ¢ NTP-cepsepom. | 3Ha4eHus.
1. -i paBHoO i1.
CuHTakcuc:
ntp [options]
options:
-en state

-i hostname/ip_addr
-f frequency
-synch

MNpumep:
system> ntp
-en: disabled
-f: 3 minutes
-i: not set

KomaHnpa portcfg

Mcnonb3yinTe aTy KOMaHay Anst HAaCTPONKK pyHKLUKN nocneaoBaTesisHoro HanpasneHus B IMM.

Heobxogumo HacTponTb IMM Tak, 4To6bl HACTPOVKN COOTBETCTBOBANN NapamMeTpaM BHYTPEHHENO
nocnegoBaTtesibHOro nopTta cepsepa. HTobbl U3MEHUTb KOHUIrypaLmio Nocne[oBaTensHOro nopTa, BBEANTE
napameTpbl, 32 KOTOPbIMW CNeAyloT NX 3Ha4eHns. YTo6bl N3MEHUTb KOH(pUIypaLmio NOCe[oBaTeNnsHOro
nopTta, He0o6XxoAMMO 06/1a8aThb MO MeHbLUEN Mepe NpaBaMy HACTPOWKN CETEBbLIX NapamMeTpPOB 1

6e3onacHoCTN aganTepa.

MpumeyaHne: BHelwHWin nocnegoBaTtesbHbIV MOPT cepBepa MOXET NCnonb3oBaTbest mogynem IMM Tonbko
ana dyHkuum IPMI. HTepdelic KomaHgHOW CTPOKU He NoJAePXMBAETCs MOCNef0BaTe/lbHbIM MOPTOM.
MapameTpol serred u cliauth, npucyTcTBOBaBLLME B MHTEpdence kKomaHaHoN cTpokn Remote Supervisor

Adapter Il, He nogaep>xmBatoTcS.

Ecnv BbinonHnTL komaHgy portcfg 6e3 napameTpos, 0TO6PA3NTCA KOHPUIrypaLms nocneqosaTesisHoro
nopta. B cnegytoweii Tabnuue nokasaHbl apryMeHTbl ANs 3TVMX NapaMeTpoB.

MpumeyaHme: Yvcno 6UTOB AaHHbIX (8) 3a4aeTcsa Ha annapaTHOM YPOBHE U HE MOXKET GbiTb U3MEHEHO.

Ta6sn. 36. KomaHga portcfg

B cnepytoLeit MHOroCcTpo4Hol Tabnuue ¢ TpeMs cToNbLuamy NpuBoaaTCS NapameTpsbl, onucaHne
napameTpOoB 1 COOTBETCTBYIOLLME 3HAYEHNS AN 3TUX NapameTpoB.
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Tabn. 36. Komarga portcfg (mpogonx.)

NapameTtp OnuncaHue 3HayeHus
-b CkopocTb (6uT/c) 9600, 19200, 38400, 57600, 115200
P YeTHOCTb HEeT, HeYETHbIN, YETHbIN
-S CTon-6uthl 1,2
-climode Pe>xum nHtepgeiica 0,1,2
KOMaHHOW CTPOKM lge:
¢ 0 =none: nHTepdenc KOMaHAHON CTPOKM BbIKITIOYEH
e 1 =cliems: nHTepeinc kKomaHOgHOM CTPOKUN BKOYEH C MOMOLLbHO
nocrepoBaTeflbHOCTEN KnaBuLl, COBMECTUMbIX ¢ EMS
e 2 =cliuser: nHTepeinc KOMaHOHON CTPOKN BKITFOYEH C MOMOLLbIO
nocegoBaTeslbHOCTEN KNaBuLL, ONpenensieMbiX Nosib3oBaTenem
CwuHTakcuc:
portcfg [options]
options:
-b baud_rate
-p parity
-s stopbits

-climode mode

Mpumep:

system> portcfg

-b: 57600

-climode: 2 (CLI with user defined keystroke sequence)

-p: even
-s: 1

system> portcfg -b 38400

ok
system>

Komanpa portcontrol

WcnonbayinTe aTy KOMaHAy Ansi BKIOYEHUS 1 BbIKITIOUYEHUS] CETEBOIrO NopTa Cy»XKObl.

B HacTosLLee BpeMsi aTa KOMaHAa Nogaep>XXuUBaeT TOMbKO yrpasfieHne NopTom ans npotokona IPMI.
BeepuTe portcontrol, 4To6bl 0TO6pa3nTL cocTosHMe nopTa IPMI. HYTo6bl BKOUMTL UM OTKIIIOYUTL CETEBON
nopt IPMI, BBegnTe napameTp -ipmi 1 3Ha4eHne on nnn off cpasy nocne Hero.

Ta6s. 37. KomaHga portcontrol

B cnepytoLLein MHOFOCTPOYHOM Tabnuue ¢ Tpemsi cTonbuamy NPUBOSATCA NapaMeTpbl, onMcaHne
napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHUS 1S STUX NapamMeTpoB.

MapameTp OnucaHue 3HayeHuna

-all BkntoyeHune nnn BKI1., BbIKJ1.
OTKJIOHEHNE BCEX
NHTepdENCoB 1 MPOTOKOJIOB
ObHapy>XeHus

-cim BkntoueHune nnum BKJ1., BbIKJI.

OTKIOYEHNE OBHAPY>XEHNS
CIM
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Ta6n. 37. KomaHga portcontrol (mpogonx.)

MapameTp Onucatxune 3HavyeHus
-ipmi BkntoueHue nnn BKJ1., BbIKJ1.
OTKNIOYEeHME gocTyna K ipmi
yepes LAN
-ipmi-kcs BkntoveHue nnm BKJ1., BbIKJ1.
OTKJIOYEeHWe JocTyna K ipmi
C cepBepa
-rest BkntoyeHue nnm BKJ1., BbIKJ1.
OTKJII0YEHME OBHapY>XXeHUs
REST
-slp BkntoveHue nnm BKJ1., BbIKJ1.
OTKJIOHYEHME OBHAPYXKEHNS
SLP
-snmp BkntoueHue nnn BKJ1., BbIKJ1.
OTK/OYEHNE OBHaPY>XeHNs
SNMP
-ssdp BkntoyeHune nnn BKI1., BbIKJ1.
OTKJIOUYEHME OBHAPYXKEHNS
SSDP
-cli BkntoyeHue nnm BKJ1., BbIKJ1.
OTK/OYEHNE OBHAPY>XeHNS
CLlI
-web BkntoveHune nnm BKJ1., BbIKJ1.
OTKJIOUYEHME OBHAPYXKEHNS
WEB
CuHTakcuc:
portcontrol [options]
options:
-ipmi on/off
Mpumep:
system> portcontrol
cim : on
ipmi : on
ipmi-kecs : on
rest : on
slp : on
snmp : off
ssdp : on
cli : on
web : on

KomaHpa ports

VMcnonb3ayinTe aTy KOMaHay Anst oTobpadkeHnst 1 HacTponku noptos IMM.

Ecnun BbinonHUTL KoMaHay ports 6e3 napameTpoB, 0To6pasnTcsa nHpopmauns 060 scex noptax IMM. B
cnepytoLleln Tabnuvue nokasaHbl apryMeHTbI NS 3TUX NapamMeTpoB.
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Tabn. 38. KomaHga ports

B CﬂeﬂyIOU.LeVI MHOI’OCTpO‘-IHOI7I Tabnuue ¢ TpewmA cronéuamu npmnBoOATCA NapamMeTpbl, ornnmcaHne

napamMmeTpoB N COOTBETCTBYOLWME 3HAYEHUA ONA 3TUX NapaMeTpPoOB.

NapameTp | Onucanue 3HauveHus
-open OTO06pa>keHne OTKPbITbIX MOPTOB
-reset C6poc nopToB A0 NapaMeTpoB Mo
YMOM4aHuIio
-httpp Howmep nopta HTTP Howmep nopta no ymonyaxuo: 80
-httpsp Howmep nopta HTTPS Howmep nopta no ymonyaxuio: 443
-sshp Howmep nopTa ycTtapesLuero nHrepdeica Homep nopTa no ymonyaxuio: 22
KOMaHgHow cTpokun SSH
-snmpap Howmep nopta areHta SNMP Howmep nopTta no ymonyaxuio: 161
-snmptp Howmep nopta nosyiek SNMP Howmep nopta no ymonyaxuio: 162
-rpp Homep nopTa yganeHHoro npucyTcTeus Howmep nopta no ymonyaxuio: 3900
-cimhp Homep nopta CIM 4epe3 HTTP Homep nopta no ymonyanuio: 5988
-cimhsp Howmep nopta CIM 4yepes HTTPS Howmep nopta no ymonyaxuio: 5989
CwvHTakcuc:
ports [options]
option:
-open
-reset

-httpp port_number
-httpsp port_number
-sshp port_number
-snmpap port_number
-snmptp port_number
-rpp port_number
-cimhp port_number
-cimhsp port_number

Mpumep:
system> ports
-httpp 80
-httpsp 443
-rpp 3900
-snmpap 161
-snmptp 162
-sshp 22
-cimhp 5988
-cimhsp 5989
system>

KomaHpga rdmount

|/|CI'IOJ'Ib3yI7ITe 3Ty KOMaHOy AnAa yCtaHOBKN o6pa305 yaaneHHbIX OUCKOB WS CETEBbIX Narnok

B cnepytoleli Tabnuue nokasaHbl apryMeHTbl ANs 3TUX napameTpoB.
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Ta6n. 39. Koma+Hga rdmount

B cnepytoLLein MHOrOCTPOYHON Tabnuue ¢ ABYMS CToN6LaMn NpMBOOATCS NapaMeTpbl 3TON KOMaHAbl 1

COOTBETCTBYHOLLME ONNcCaHnA.

MpumeyaHus:

e C nomotubto komnoHeHTa XClarity Controller RDOC moxHo otnpasutb B namsate XClarity Controller n
NOAKMIOYNTL B Ka4ecTBe BUPTYaNbHbIX HOcUTeNen fo AByx dainos. O6wuin pasamep o6oux hannos He
pomkeH npesbiwatb 50 MB. OTnpaeneHHble 06pasbl 4OCTYMHbI TONBKO OJ151 YTEHUS, ECNN He

ncnonb3yeTcs napameTp —rw.

¢ [lpun ncnonbzoBaHum NpoTtokonioB HTTP, SFTP nnu FTP ana nogknioyeHns Unv conocTasneHnss 06pasos,
o6 pasmep Bcex 06pa3oB He [omkeH npebiwate 50 Mb. Ecnu ncnonbaytotes npotokonsl SAMBA n

NFS orpaHnyeHuin no pasmepy HeT.

MapameTp

OnucaHue

-r

Onepaums rdoc (ecnvn ucnonb3yeTcs, [OKeH 6biTb NEPBbIM
napameTpom)
-r -map: noaksyeHme obpasos RDOC

-r -unmap<ums_caiina>: oTK/YeHne NogKMioYeHHbIx o6pasos RDOC

-r -maplist: oTo6pakeHne nogknoyeHHbIx o6paszos RDOC ¢ nomousto
Be6-6pay3epa XClarity Controller n nHtepgeiica KomaHgHOM CTPOKN

-map

-t Tun chainnoBoil cnctembl <sambalnfs|http|sftp|ftp>
-r0 TOMbKO YTeHue

-r'W YTEHUe 1 3anncb
-U nonb3oBarenb

-p naposb

-l pacnonoxerune darina (popmat URL-agpeca)

-0 NapameTp (ONOMHNTENbHAsA CTPOKa NapamMeTpoB AJ1 yCTaHOBOK
samba n nfs)

-d gomMeH (gomeH ons yctaHoBKM samba)

-maplist

oTob6padkeHne ConocTaBeHHbIX 06pa3oB

-unmap <id|fname>

ucnons3osaHue N[ c ceTeBbiMu o6pasamm, nMeHun anna — ¢ rdoc

-mount

NogKtOYEHNE CONMOCTaBIEHHbIX 06Pa30B

-unmount

OTK/IOYEHNE NOAKIIOYEHHbIX 06pa3oB

KomaHpa restore

McnonbayiiTe aTy KOMaHAy Ansi BOCCTAHOBMIEHUS] CUCTEMHbIX NapaMeTPOB U3 pe3epBHOro daina.

B cnepytollen Tabnuue nokasaHbl apryMeHTbl O 3TUX napameTpoB.

Ta6n. 40. Koma+pga restore

B cnepytoLleit MHOrocTpo4Hol Tabnnue ¢ TpeMsi cToNbLamm NpuBoasaTCs NapameTpbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLME 3HAYEHWS 4J1S 3TUX NapaMeTpoB.
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Tabn. 40. KomaHga restore (npogosx.)

MapameTp | Onucanue 3HaueHus

-f Mmsa pesepsBHoro daiina JonycTtnmoe nms carina

-pp Maponb unn ppasa-naponsb, LonycTMbiin naponb nnu dpasa-naponb C pasgenmrensmm B
ncnosb3yemMble Ans LWnppoBaHns BUAE KaBblHeK

naponei BHyTpu pesepBHOro garnna

-ip IP-appec cepsepa TFTP/SFTP Donyctumbin IP-agpec
-pn Howmep nopta cepsepa TFTP/SFTP [onycTnmMbin HoMep nopTa (Mo ymon4yaHuo 69/22)
-u Mmsa nonb3oBarens ans cepeepa [onycTtMmoe nmsi nonb3oBarens
SFTP
-pw Maponb pns cepsepa SFTP [onycTnMmelin naposb
CuHTakcuc:
restore [options]
option:
-f filename

-pp password

-ip ip_address

-pn port_number
username

-pw password

Mpumep:

system> restore f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>

KomaHpa restoredefaults

VicnonbayinTe 3Ty KOMaHAy A1 BOCCTAHOBMIEHMS 3aBOACKMX 3HAYEHWIN MO YMONYaHMIoO ANsi BCEX
napameTtpos IMM.

e [lapameTpbl ons komaHgbl restoredefaults otcyTcTByIOT.
¢ [lepen 06paboTKOI KOMaHAbl BaM NoTpedyeTcs ee NoaTBEpaANTb.

CuHTakcuc:
restoredefaults

Mpumep:
system> restoredefaults

This action will cause all IMM settings to be set to factory defaults.

If this is the local system, you will lose your TCP/IP connection as a result.
You will need to reconfigure the IMM network interface to restore connectivity.
After the IMM configuration is cleared, the IMM will be restarted.

Proceed? (y/n)
Y
Restoring defaults
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KomaHpa roles

VMicnonb3yinTe 3Ty KOMaHay Ansi OTO6paxKeHNst UM HACTPOWKN POose.

B cnepytolein Tabnvue nokasaHbl apryMeHTbl 4Jis 3TUX NapaMeTPoB.

Tabn. 41. KomaHpga roles

B cnepytoLLein MHOrOCTPOYHON Tabnuue ¢ Tpems cTonbLamm NPMBOSATCA NapaMeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS ON1S 3TUX NapameTpoB.

MapameTp

OnucaHue

3HaueHus

-n

Ponb gnsa HacTpolikn

He 6onee 32 cumBonos

-p

HacTporika npusuneruii

custom:am|rcalrcvmalpr|cel|bc|nsclac|us

¢ am: OOCTyn K ynpaBneHnto y4eTHbIMN
3anucsamun nonb3oBaTtenen

® rca: yaaneHHbli JOCTYN K KOHCON

® rcvma: yaaneHHbIn JOCTYN K KOHCOMN U
ONCKY (BUPTYanbHOMY HOCUTESIO)

® pr: yganeHHbln JOCTyn K nuTaHuio/
nepesanycky cepsepa

e cel: BO3BMOXXHOCTb O4MLLATb >XXypHasbl
cobbITui

¢ bc: kKoHUrypaumsa agantepa (6azoBas)

® nsc: KoHUrypaums agantepa (cetesble
NOAKIIIOYEHNSA 1 6€30MacHOCTb)

® ac: KoHdVrypauus agantepa
(pacLumpeHHasi)

e us: 6esonacHocTb UEFI
MpumeyvaHue: ykasaHHbIe Bbille

nosib3oBaTeNbCKue raru paspeLleHnin MOXXHO
MCnosb30BaThb B NIO6OM codeTaHnn

YpaneHne cTpoku

CuHTakcuc

roles [-options] - display/configure roles
- role_account -role number[3-31]

options:
-n
-p
am
rca

- role name (limited to 32 characters)

- privilege (custom:am|rcalrcvmalpricellbcInsclaclus)

- User account management access
- Remote console access

rcvma - Remote console and remote disk (virtual media) access

pr
cel
bc
nsc
ac
us

- Remote server power/restart access
- Ability to clear event logs
- Adapter Configuration (basic)

- Adapter Configuration (network and security)

- Adapter Configuration (advanced)
- UEFI Security

Note: the above custom permission flags can be used in any combination

-d

- delete a row
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Mpumep

system> roles -3 -n testl -p custom:amlrcalrcvma
ok

system> roles

Account Role Privilege Assigned To
0 Administrator all USERID
1 ReadOnly none
2 Operator custom:pricellbcinsc
3 testl custom:am|rcalrcvma

KomaHpa seccfg
VMcnonb3yinTe aTy KOMaHAy A4S BbINOSIHEHNSI OTKaTa MMKPOMNpPOrpaMmel.

B cnepytoLen Tabnuue nokasaHbl apryMeHTbl A9 3TUX NapameTpoB.

Tabn. 42. Komarga seccfg

B cnepytoLLein MHOrOCTPOYHOM Tabnuue ¢ ABYMS CToN6L.aMn NPMBOSATCA NapaMeTpbl 3TON KOMaH4b! 1
COOTBETCTBYHOLLME OMNNCAHWS.

MapameTp | Onucanve 3HaueHune

-fwrb [Mo3BoNSAET BbINOAHUTL OTKAT MUKPOMNPOrpaMmbl na, Het
00 NpefpioyLmx Bepcui

-aubp BkntounTe unm BbIKioYnTE MYHKLMIO BK/tOYEHO, BbIKNIO4YEHO
aBTOMATU4eCKOro Pe3epBHOro KOMMpoBaHus B
nepBn4yHOE NPOABMXEHNE

KomaHpa set

VMcnonb3yinTe aTy KOMaHAy Anst UBMEHeHUs1 HeKOTOpPbIX HacTpoek IMM.

¢ HekoTopble napameTpbl IMM MOXXHO M3MEHUTL C MOMOLLIbIO MPOCTON KOMaHp! set.

¢ HekoTopble 13 3TVX NapaMeTPOB, HaNpUMep NepemMeHHble Cpefbl, UCMOoNb3YTCH B UHTepdeiice
KOMaHIHOW CTPOKMU.

B cnepytowyen Tabnuue nokasaHbl apryMeHTbl OJ18 3TUX NapameTpoB.

Tabn. 43. Koma+pga set

B cnepytoleint ogHOCTPOYHON Tabnuue ¢ Tpemsi cTonéuammn NpYBOAUTCSA onucaHne KoMaHapl 1
COOTBeTCTBYOLasA HopMaLys.

MapameTp | Onucanue 3HaueHus

3Ha4eHune 3agaHuve 3HavYeHns ans ykasaHHoro nyTu unm [Nopxopsiee 3Ha4eHne onsa yKasaHHOro NyTu Unn
HacTpPONKN HaCTPOWKM.

CuHTakcuc:
set [options]
option:

value
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KomaHpga smtp

Mcnonb3yinTe aTy KOMaHay Anst OTo6paXKeHUs 1 HaCTPOMKU NapaMeTpoB nHtepderica SMTP.

Ecnu BbinonHMTL KOMaHay smtip 6e3 napaMeTpoB, 0To6pas3nTcs Bce cBeaeHus 06 nHTepdeince SMTP. B

cneqaytoLein Tabnmue nokasaHbl apryMeHTbl O/ 3TUX NapamMeTpoB.

Tabs1. 44. KomaHga smtp

B cnepytoLeit MHOroCcTpo4Hol Tabnuue ¢ TPpeMs CToN6Lamn NpMBoOATCS NapameTpsbl, onucaHne
napameTpOB 1 COOTBETCTBYIOLLME 3HAYEHNS ANA STUX NapameTpoB.

NapameTp | Onucanue 3Ha4veHus
-auth Mopaep>xka ayteHTudmnkaumm SMTP BKJ1O4EHO, BbIKITIIOHEHO
-authepw BawmdpoBaHHbIi naponb ayteHTudrkay SMTP | CTpoka gonycTtumoro napons
-authmd MeTtop ayTeHTudmnkaumm SMTP CRAM-MD5, LOGIN
-authn Mmsa nonb3osartens ayteHTugmkaumum SMTP Ctpoka (He 6onee 256 cumBonoB)
-authpw Maponb gns ayteHTndmkauymm SMTP Ctpoka (He 6onee 256 cvumBOnoOB)
-pn Homep nopta SMTP [onycTuMblii HOMep nopTa
-S IP-appec unu nms xocta cepsepa SMTP LonycTtnmein IP-agpec nnu nms xocta (He 6onee
63 crmBONOB)
CwuHTakcuc:

smtp [options]

option:

-auth enabled|disabled
-authepw password

-authmd CRAM-MD5|LOGIN
-authn username

-authpw password

-s ip_address_or_hostname
-pn port_number

Mpumep:

system> smtp

-s test.com
-pn 25
system>

KomaHpga snmp

McnonbayinTe aTy KOMaHay 411 OTO6paXKeHWs U HACTPOWKK cBefdeHuin o6 nHtepdelice SNMP.

Ecnu BbINnofHWTL KOMaHZy shmp 6e3 napameTpoB, 0TO6pas3ATcs Bce cBefeHusa ob nHrepdenice SNMP. B
cnegytoLlen Tabnvue nokasaHbl apryMeHTbI A 3TUX NapamMeTpoB.

Tabn. 45. Komasga snmp

B cnepgytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCs NapameTpsbl, onucaHne
napameTpOoB 1 COOTBETCTBYIOLLME 3HAYEHWS ANA 3TUX NapameTpoB.
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Tabn. 45. KomaHga snmp (Mpogosk.)

MapameTp

OnucaHue

3HauveHus

-a3

AreHT SNMPVv3

BKJ1., BbIKJ1.
MpumeyaHuna: YTobbl BKItoUnTb areHT SNMPV3, Heob6xoaumo
BbINOJIHWUTb ClieaytoLLNE YCITOBUS:

e KoHTakT IMM, 3agaHHbI C NCNONIb30BaHNEM NapamMmeTpa KoMaHab!
-cn.

e PacnonoxeHue IMM, 3agaHHOe C NCNOIb30BaHMEM NapameTpa
KomaHgpl -I.

Josywkn SNMPv1

BKJ1., BbIKIJ.

Nosywkn SNMPv2

BKJ1., BbIKJI.

Josykn SNMPv3

BKJ1., BbIKIJ1.

Pacnonoxenune IMM

CTtpoka (He 6onee 47 CMMBOJIOB).
MpumevyaHus:

®  AprymeHTbl, cogep xalume npobenbl, LOMKHbI ObITb 3aKNOYEHbI B
KaBbl4KW. B aprymeHTax 3anpeLyeHo ncnonb3osaTtb Npobesnbl B
Ha4ane nnan B KOHUe.

¢ QuuncTuTe pacnosnioxeHvie IMM, He yka3aB HUKaKKX apryMeHTOB Wn
yKasaB B Ka4eCTBe apryMeHTa MycTylo CTPOKY, Hanpumep «».

Nms koHTakTa IMM

CTtpoka (He 6onee 47 CMMBOJIOB).
MpumeyaHus:

e AprymeHTbl, cogep>kallye npobenbl, AOKHbI ObITb 3aKJTHOYEHDbI B
KaBblYKU. B aprymeHTax 3anpeLleHo ncnonb3oBaTh Npobensl B
Hayane unn B KOHUeE.

e OuucTuTe Ms KoHTakTa IMM, He yKa3aB HUKaKMX apryMeHTOB UJin
yKasaB B Ka4eCTBe apryMeHTa nycTyto CTPOKY, Harnpumep «».

Nms coobuectsa SNMP

Ctpoka (He 6onee 15 cumBosnos).
MpumevaHus:

® AprymeHTbl, cogepxkalume npobenbl, 4OMKHbI ObITb 3aK/HOYEHDbI B
KaBbl4KW. B aprymeHTax 3anpeLleHo ncnonb3osatb Npobensl B
Hayane unn B KOHUE.

¢ Ounctnte ums coobiectsa SNMP, He yka3as HNKaKnX apryMmeHToB
WM yKa3aB B Ka4eCTBe apryMeHTa NnycTyto CTPOKY, HanpuMep «».

Nms coobuyecTtsa nosyLuek
SNMPv2

CTtpoka (He 6onee 15 cumBonos).
MpumevaHus:

®  AprymeHTbl, cogep xalume npobenbl, LOMKHbI ObITb 3aKNOYEHbI B
KaBbl4KW. B aprymeHTax 3anpeLyeHo ncnonb3osaTtb Npobesbl B
Ha4ane nnan B KOHUe.

¢ OuncTuTe MMs KoHTakTa IMM, He ykasaB HUKaKKX apryMeHTOB Wn
yKasaB B Ka4eCTBe apryMeHTa MycTylo CTPOKY, Hanpumep «».

IP-agpec unn nms xocta
coobuiectea SNMP

HonycTtnmbii IP-agpec nnu nms xocta (He 6onee 63 cMBONOB).
MpumeyaHus:

¢ |P-agpec nnun ums xocta MOXXET COAEPKAaTb TOSIbKO TOYKM, HUXKHWE
noAyYepKrBaHns, 3Hakm MUHyC, 6yKBebl 1 Ldpbl. 3anpeLlaeTcs
MCMNONb30BaTh BHEAPEHHbIE NPo6esbl U NocnefoBaTesbHble TOYKM.

e QuuctuTe IP-agpec nnu nms xocta coobectsa SNMP, He yka3aB
HUKAKOWN apryMeHT.
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Tabs. 45. KomaHga snmp (mpogosixk.)

MapameTp | Onucanue 3HaueHus
-cti IP-agpec/nms xocTa Donyctnmbii IP-agpec nnu nms xocta (He 6onee 63 cMBOSOB).
COOO6LLIECTBA NOBYLLEK MpumeyaHuns:
SNMPv2
e |P-agpec nnm umsi Xocta MOXXET COAepPXKaTb TONbKO TOYKU, HDKHNE
noa4vepKmBaHusl, 3Haku MnHyc, 6yksbl 1 uudpbl. 3anpeLlaeTcs
MCMoNb30BaTh BHEAPEHHbIE NPO6ESbI UM NOCNEA0BaTENIbHbIE TOYKU.
e Quuctute IP-agpec nnu nmsa xocta coobuiectsa SNMP, He ykazas
HUKAKOWN apryMeHT.
-eid 14 mexaHnama SNMP Ctpoka (oT 1 0o 27 cMmBOsOB)
CwuHTakcuc:
snmp [options]
option:
-a3 state
-t state
-l location
-cn contact_name
-t1 state

-¢ community name

-¢i community IP address/hostname
-t2 state

-ct community name

-cti community IP address/hostname
-eid engine id

Mpumep:

system> snmp

-t enabled

-a3 enabled

-l ZhangjiangMansion
-cn Kelvin

-t1 enabled

-¢ communityl

-ci hostl

-t2 enabled

-ct community2
-cti host2

-eid XCC-7Z70-DSYMO9X
system>

KomaHpga snmpalerts

VcnonbayiiTe aTy KOMaHAy Ansi yNpaBfieHUst ONoBEeLLEHUSIMI, KOTopble oTrnpaBnstoTcs Yepe3 SNMP.

Ecnun komanpa snmpalerts BbinosiHseTcs 6e3 napamMeTpoB, OTOBPaKaAKTCS BCE HACTPOWKU OMOBELLEHWN
SNMP. B cnepytoLleli Tabnvue NnokasaHbl aprymMeHTbl 4151 3TUX NapamMeTpoB.

Tabn. 46. KomaHga snmpalerts

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCs NapameTpsbl, onucaHne

napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHMS ANs STUX NapamMeTpoB.
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Tabn. 46. KomaHga snmpalerts (npogomx.)

MapameTp | Onucanue 3HaueHus

-status CocTosiHNE OMnoBeLLeHNst BKI1., BbIKJ.
SNMP

-crt HacTpoiika Kputnieckux all, none, custom:te|vo|po|di|falcp|melin|re|ot
COGbITWIA, OTNPABASOLLMX Monb3oBaTenbCKre HACTPOKN KPUTUHECKIUX OMNOBELLEH NI 3a[al0TCS C
yBELOMIIEHNSI 1CMOsb30BaHNeM pasfesieHHOro BEPTMKasbHbIMM MOI0CaMm Crimcka

3HayeHuin B hopmate snmpalerts -crt custom:te|vo, roe
UCMOJb3YIOTCS CNeayoLLmMe Nonb30BaTeNnbCKue 3Ha4YeHNs:

e {e: NPeBbILLEH KPUTUYECKINI TEMMEPATYPHBIV NOpor
® VO: NPEBbILLIEH KPUTUHECKNI MOPOT HANPSHXKEHNS

® pPO: KpUTUYECKNIA COOI NNTaHNSA

e di: cOoM XXecTKoro ancka

e fa: cbon BeHTUNSTOPA

e cp: cH0oI MMKponpoLleccopa

* me: cbol namsTn

® in: HECOBMECTMMOCTb 060pYyLOBaHUSA

e re: cOoOI pesepBa NUTaHUA

e ot: BCe ocTasibHble KpuTn4eckmne cobbITnA

-crten OTnpaBka onoBeLLeHNIA O BKJ1tO4EHO, BbIKNTIO4YEHO
KPUTUYECKNX COBBITUSX

-wrn HacTpolika cobbIThii Tuna all, none, custom:rp|te|vo|po|falcp|me|ot
«npegynpexapeHne», Monb3oBaTeNbCKNe HACTPOWKIM ONOBELLEHWIA TUMNA «NpedynpexaeHne»
OTNPaBASAOLLMX 3a[aloTCsA C UCNONb30BaHNEM Pa3AENeHHOro BEPTUKaNIbHbIMU
yBeooOMNEeHus rosiocamu crnvcka 3HadeHuii B popmarte snmpalerts -wrn custom:rp|

te, roe ncnonb3yoTcs cnegytoLye Nonb3oBaTeNbCKe 3HaYEHNS:
* rp: NpegynpexneHe pesepea NuTaHns

e te: NpepynpexgeHie o NPeBbILEeHNN TeMnepaTypHOro nopora
* VO: NpeaynpexxaeHue o NPEBbILLEHNN Mopora Hanps>XXeHns

* pPO: NpepynpeXxaeHyie o NPeBbILLEeHUM Nopora NUTaHns

¢ fa: HekpuUTUYeCcKoe cobbITie BEHTUIATOPA

® Cp: yXyALeHHoe COCTOsIHIE MUKponpoLeccopa

* me: NpepynpexaeHue NamsaT

e ot: BCce ocTasbHble COBLITUSA THNA «NPeRynpexKaeHne»

-wrnen OTnpaBka onoBeLLEeHNIA O BKJTHOYEHO, BbIK/TIOYEHO
COBbITUAX TUNA
«npegynpexaeHve»
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Tabs1. 46. KomaHga snmpalerts (npogosk.)

MapameTp | Onucanue 3HaueHus

-sys HacTpoiika pyTUHHbIX all, none, custom:lo[tio|ot|po|bfitil|pflel|ne
COGbITWIA, OTNPABASAIOLLMX Monb3oBaTenbCKne HaCTPOWKM CTaHAAPTHbIX OMOBELLEHNIA 3aAal0TCs C
yBELOMIIEHNSI UCMoMb30BaHNeM PasfesieHHOro BEPTMKasbHbIMI MoIoCamm crivcka

3HauveHuii B hopmate snmpalerts -sys custom:loltio, roe
NCMOJIb3YIOTCH CNEAYIOLLME NOJIb30BaTEIbCKMNE 3HAYEHNS:

e |0: yCreLHbIA YAaneHHbIN BXO4

e tio: TaliM-ayT onepauMoHHON CUCTEMBI

e ot: Bce ocTanbHble MHPOPMALMOHHbIE 1 CUCTEMHbIE COBBITUSA
® pO: BKJIIOYEHNE/BbIKITIOHYEHNE MUTaHNA CUCTEMBI

e Dbf: c6oli 3arpy3Ku onepauioOHHON CUCTEMbI

¢ til: Tanm-ayT Watchdog 3arpy34mka onepaunoHHON CUCTEMbI
e pf: nporHosmpyemblii cb6oi (PFA)

® el XXypHan cobbITuin Ha 75 % nonoH

® nel USMEeHeHne ceTn

-sysen OTnpaBka onoBeLLeHNIn 0 BK/1IO4YEHO, BbIK1tOYEHO
PYTUHHBIX COBBITUSAX

CuHTakcuc:
snmpalerts [options]
options:

-status status
-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state

KomaHpa srcfg

V|CI'IOJ'Ib3yl7ITe 9Ty KOMaHay ans 0603Ha4YeHNs NocneqoBaTeNbHOCTY KNaBuL s BXo4a B I/IHTequeI7IC
KoMaHgHoM CTPOKWN N3 pexXxmnmMma nocriegoBaresibHOro nepeHanpaBneHns.

Y7106kl N3MEHUTb KOHMUIypaLIMio NocneqoBaTeflbHOro nepeHanpasneHns, BBeauTe napameTpsbl, 3a
KOTOPbIMU CNEAyIOT X 3Ha4YeHusl. YTo6bl U3MeHUTb KOHMUIypaLuio nocneosaTte/lsHOro nepeHanpasneHys,
Heo6xoaMMOo o6nafaTth No MeHbLUEl Mepe NpaBaMn HAaCTPOVKM CETEBbLIX NapamMmeTpoB 1 6e30MacHOCTY
apjanTepa.

Mpumevanue: O6opynosaHne IMM He npegocTaBNAET BO3MOXXHOCTb CKBO3HOIO NpoxXoAa oT OAHOro
nocnegosartenbHOro nopta K gpyromy. CnegosartensHo, napameTpbl -passthru n entercliseq,
npucyTcTBYIOLLME B UHTEpdeice komaHaHoM cTpokn Remote Supervisor Adapter |, He nogaep>xuBatoTcs.

Ecnu BbinonHWTL KOMaHAy srcfg 6e3 napameTpoB, 0TOOPA3NTCA TEKYLLLAA NOCNef0BaTENIbHOCTb HaXKaTui
KnasuvLL A1 NocneqoBaTenbHOro nepeHanpasneHus. B cnegyrollen Tabnuue nokasaHbl apryMeHTbl Ans
napameTpa koMmaHgabl srcfg -entercliseq.

Tabn. 47. KomaHga srcfg

B cnepytoLleil ogHOCTPOYHO Tabnuue ¢ Tpemsi cTonéuaMm NpYBOAUTCS NapameTp, onncaHve napamMeTpa u
CBEAEHNS O 3HAYEHMUSIX O/ 3TOro napameTpa.
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Tabn. 47. KomaHga srcfg (npogosx.)

NapameTp OnucaHue 3Ha4yeHus
-entercliseq Beeaute Onpepensiemast nonb3oBaTeneM NocnefoBaTeNbHOCTb HaXKaTuys
nocnenosaTeb- KnaBuLW gns Bxoaa B MHTepdec KOMaHAHON CTPOKMW.
HOCTb HaXxaTusi MpumeyvaHue: 3Ta nocnenoBaTeslbHOCTbL MOXKET BKIIHOYATb OT
KnasuLl B opHoro go 15 cumeonos. CumBon KapeTku () nmeeT ocoboe
MHTepdelice 3HayeHwue B aTol nocneposartenbHocTn. OH o603Ha4vaeT Ctrl ons
KOMaHLHOWM CTPOKMN HavKaTUn KNaeuLl, ConocTaBsieMblx nocnegoBatenbHocTsM Ctrl
(Hanpumep, N — knaeuwa Esc n AM — Bo3Bpart kapeTkn). Bce
BXOXXJEHNS N MHTEPNPETMPYIOTCS Kak YacTb NOCNefoBaTeNbHOCTA
Ctrl. Cm. nonHbIn cnvcok nocnefosatensHocTen CTRL B Tabnuue
npeobpasoBaHns ASCIl-kog — knasuwa. 3HavyeHne No yMoI4aHuo
ans atoro nons — A[(, 4To o3HavaeT knasuwy Esc, 3a koTopoi
cnepyer (.
CwuHTakcuc:

srcfg [options]

options:

-entercliseq entercli_keyseq

Mpumep:

system> srcfg

-entercliseq “[Q

system>

KomaHnpa sshcfg

Vcrnonb3yinTe aTy KOMaHay Anst OTO6padKeHnst 1 HAaCTPOMKK NapaMmeTpoB SSH.

Ecnun BbinonHute kKomaHay sshefg 6e3 napameTpos, oTo6pasaTcs Bce atpmbyTbl SSH. B cnepytoLein
Tabnye nokasaHbl apryMeHTbl Ojist TUX NapamMeTpoB.

Tabn. 48. KomaHpa sshcfg

B cnepytoLleit MHOrocTpoYHol Tabnuue ¢ TpeMsi CToNIGLaMN NpUBOOATCS NapameTpbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHIOLLME 3HAYEHVS J11 STUX NapaMeTpoB.

NapameTp | Onucawnue 3HayeHus
-cstatus CocTosHue nHTepdelica BKIO4EHO, BbIK/TFOHEHO
KOMaHfgHowm cTpoku SSH
-hk gen CospgaHue 3aKpbITOro Kntoya
cepeepa SSH
-hk rsa OTo6paxeHne OTKPbITOro
kntoya RSA cepsepa
CwvHTakcuc:
sshcfg [options]
option:
-cstatus state
-hk gen
-hk rsa
Mpumep:

system> sshcfg
-cstatus enabled
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CLI SSH port 22

ssh-rsa 2048 bit fingerprint: b4:a3:5d:df:0f:87:0a:95:f4:d4:7d:¢c1:8¢:27:51:61
1 SSH public keys installed

system>

KomaHpa ssl

McnonbayinTe aTy KOMaHay Ans oTo6paKeHnst 1 HACTPONKK napameTpoB SSL.

YT106bI BKNIOUNTL KNMEHT SSL, HE0O6XOAMMO YCTaHOBUTL cepTudukat knneHTa. Ecnm BeinofHUTE KoMaHay
ssl 6e3 napameTpoB, oTobpasaTcs aTpubyTbl SSL. B cneaytoLueln Tabnmue nokasaHbl apryMeHTbl Anst 3TUX

napameTpoB.

Tabn. 49. KomaHpaa ssl

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMsi cToNGLamm NpuBoasaTCS NapameTpbl, onucaHne
napamMeTpOB 1 COOTBETCTBYIOLLIME 3HAYEHUS OIS STUX NapaMeTpoB.

NapameTp Onucatue 3HaueHus

-ce BktoveHne nnm BbiktoHeHre KnneHta SSL | BKIL., BbIKJI.

-se BkntoyeHne unu BbiktoveHne cepsepa SSL | BKJ1., BbIKI.

-cime BkntoueHune unu BbiktoHeHne nHTepdeiica | BKII., BbIKI.
CIM yepes3 HTTPS Ha cepBepe SSL

CuHTakcuc:
portcfg [options]
options:

-ce state

-se state

-cime state

ATpI/I6yTbIZ cnepywowine anVI6yTbI OTO6pa)KaIOTCF| Ha 3KpaHe COCTOAHNA napaMeTpa ansa KomaHgbl ssln
BbIBOOATCA TOJIbKO U3 VIHTep(beI7I03. KOMaH,D,HOI7I CTPOKW:

BknroueHne 6e30nacHOro TpaHcnopTta cepsepa
aToT 9KpPaH COCTOAHUA OOCTYNEH TOJIbKO A1 YTeHUA, 3afaTb ero HenocpeacTseHHO HEBO3MOXKHO.

CocTosiHue Be6-kntoya/knroya CMD cepBepa
BTOT 3KpaH COCTOSIHUS! [OCTYMEH TOMbKO AJ1st YTEeHMs!, 3a4aTb ero HeNMoCcpPeaCTBEHHO HEBO3MOXKHO.
[ocTynHbl cnepytoLume BO3MOXXHbIE BbIXOAHbIE 3HAYEHWSI KOMaHLHOW CTPOKMU:

3akpbITbii ko4 1 cepTudmkat/CSR HegoCTynHbI

3aKpbITbIi KITHOY 1 3aBepeHHbIn LIC cepTudmkar yctaHoBnEHbI

3aKpbITbI K1Y 1 aBTOMATUYECKN CO3AaHHbIM CaMO3aBepSIoLLNiA cepTUmKaT yCTaHOBEHbI
3aKpbITbIV KNOY U CaMO3aBePSOLLNA CEPTUDUKAT YCTaHOBSIEHbI

3akpbITbI KoY coxpaHeH, CSR gocTyneH ansa 3arpysku

CocTosiHue kntova CSR cepBepa SSL
OTOT aKpaH COCTOSAHUS AOCTYNEeH TONbKO ANA YTeHWs, 3a4aTh ero HenocpeacTBEHHO HEBO3MOXXHO.
[ocCTynHbI cneaytoLie BO3MOXKHbIE BbIXOAHbIE 3HAYEHUS KOMaHOHOW CTPOKW:

3akpbITbii Koy 1 cepTudukat/CSR HegoCTYMHBI
3aKpbITbI KNtoY 1 3aBepeHHbIn LIC cepTudukar ycTtaHoBEHBI
3aKpbITbI K04 1 aBTOMaTUHYECKN CO3AaHHbIN CamMmo3aBepstoLLni cepTUduKaT yCTaHOBEHbI
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3aKpbITbI KNOY 1 CamMo3aBepsaroLLni cepTUduKaT yCTaHOBEHbI
3akpbITbIli Knto4 coxpaHeH, CSR gocTyneH ans 3arpysku

CocTosHue knro4ya LDAP knueHTa SSL
STOT 3KpaH COCTOSAHNA ,EI,OCTyI'IeH TOJNbKO ANnd 4YTeHud, 3agaTb ero HeI'IOCpe,D,CTBeHHO HEeBO3MO>XHO.
,D,OCTyI'IHbI cne,qyrou.l,me BO3MOXXHble€ BbIXOAHble 3HA4YeHUSA KOMaH,D,HOVI CTPOKW:

3akpbITbili Knto4 1 cepTugmkaT/CSR HegoCTyNHbI

3aKpbITbIl KoY 1 3aBepeHHbIn LIC cepTudmrkar yctaHOBNEHbI

3aKpbITbIli KNOY 1 aBTOMaTUYECKN CO3[AaHHbIN CaMo3aBepsIioLLNA CEPTUDUKAT YCTaHOBEHbI
3aKpbITbIli KITHOY 1 CaMO3aBEPSIOLLMIN cepTUdmKaT YCTaHOBEHbI

3akpbITbIli Knto4 coxpaHeH, CSR [ocTyneH ans 3arpysku

CocTtosiHue kntova CSR knmeHTa SSL
OTOT 3KpaH COCTOSIHUS [OCTYMNEH TONbKO AJ151 YTEHUS], 3a4aTb €ro HENMOCPeaCTBEHHO HEBO3MOXKHO.
LocTyrHbI crepytoLme BO3MOXKHbIE BbIXOAHbIE 3HA4YEHUS1 KOMaHLHON CTPOKMN:

3akpbITbii kntod 1 cepTndukat/CSR HegoCTyMHbI

3akpbITbIli KoY 1 3aBepeHHbIn LIC cepTudmkar yctaHOBNEHbI

3aKpbITbI KIHOY 1 aBTOMATUYECKN CO3[aHHbIN caMo3aBepsoLLniA cepTUdrKaT yCTaHOBEHDI
3aKpbITbIli KITHOY 1 CaMO3aBEPSIOLLMIN cepTUdmKaT YCTaHOBEHbI

3akpbITbIi KNtoY coxpaHeH, CSR gocTyneH ans 3arpysku

KomaHpa sslicfg

Vicnonb3yinTe aTy KOMaHay Anst oTobpaxkeHus n HacTponku SSL ans IMM un ynpasneHnsi ceptudukaTamu.
Ecnu BbinonHuTb KOMaHay sslcfg 6e3 napameTpoB, 0OTOOPA3ATCHA BCe CBeAeHNS O KOHurypaumm SSL.
KomaHpa sslcfg cny>xuT ans cosgaHns HOBOro Knoya WinpoBaHns 1 camo3aBepsatoLLero ceptudukara nunm

3anpoca Ha noganuce ceptudukara (CSR). B cnegytollein Tabnuue nokasaHbl apryMeHTbl Ans 3TuX
napameTpoB.

Tab6n. 50. KomaHpa ssicfg

B cnepytoLeli MHOrocTpoYHON Tabnuue ¢ TpeMs CTonéLamMmn NpUBoOsSTCA NapamMmeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapaMeTpoB.

MapameTp | Onucanue 3HayeHuna

-server CocTosiHne cepBepa SSL BKJTHOYEHO, BbIK/TIOYEHO
Mpumeuanue: Cepsep SSL MOXKHO BKIIIOHMTL TOSMBLKO MNPV HAMYUm
[OeiicTBUTENbHOro cepTudmKara.

-client CocTosiHne knneHTa SSL BKJ1tO4€HO, BbIK/TIO4YEHO
Mpumeyanue: KnveHT SSL MOXHO BKIKOUNTL TOMNBKO NPU HaNM4um
OeNcTBUTENBHOMO cepTudmkara cepeepa um KimeHTa.

-cim CocTtosHne CIM yepes BKJIHO4YEHO, BbIKJTO4EHO
HTTPS Mpumeyanue: CIM yepe3 HTTPS MOXXHO BKIIOUYNUTb TOMNBKO NMpu
HanNM4YMM OenCcTBUTENBHOrO cepTndrKaTa cepsepa Unmn KInmeHTa.
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Ta6n. 50. KomaHpa ssicfg (npogosxk.)

MapameTp | Onucanue 3HayeHus
-cert Co3spaHune server, client, sysdir, storekey
camo3aBepsiioLLEro MpumeyaHus:
cepTudukaTa
e 3HayeHus 4N napaMmeTpoB KOMaHf, -¢, -sp, -cl, -on, and -hn npun
CO3[aHNM CaMO3aBEPSIOLLIErO cepTudmrkaTa ABnsATCA
065a3aTeNbHbIMU.
e 3HayeHus O0na napameTpoB KOMaHf, -cp, -ea, -ou, -s, -gn, -in 1 -dq
npu CO3LaHNM CaMO3aBEPSIIOLLIErO cepTudmrKaTa ABnsoTCS
Heob6sA3aTeNbHbIMU.
-Csr CospaHne 3anpoca CSR server, client, sysdir, storekey
MpumevaHuns:
e 3HayeHusa gna napameTpoB KOMaHp, -¢, -sp, -cl, -on 1 -hn npu
cospgaHum 3anpoca CSR aBnstoTca 06a3aTenNbHbIMU.
e 3HaveHus 18 napameTpoB KOMaHf, -cp, -ea, -ou, -s, -gn, -in, -dq,
-cpwd 1 -un npu co3paHum 3anpoca CSR aBnsoTcA
Heobs3aTeNbHbIMU.
-i IP-appec cepsepa TFTP/ Donyctumein IP-agpec
SFTP MpumeyvaHue: Heobxopmmo 3anats IP-agpec ansa cepsepa TFTP vnn
SFTP npu oTnpaBke cepTudumkarta nnm sarpyske ceptudukara nim
3anpoca CSR.
-pn Howmep nopTa cepsepa JonycTnmblin HoMmep nopTa (Mo ymon4yanHuio 69/22)
TFTP/SFTP
-u Vms nonb3oBarens ans JonycTrmoe nvsi nonb3oBarens
cepsepa SFTP
-pw Maponb gnsi cepsepa SFTP | JonycTuMmblin naposib
-l Wms carina ¢ LonycTtnmoe nwvs canna
cepTndukaTom Mpumeyanue: Mpu 3arpyske nnm oTnpaeke cepTudukara unm anpoca
CSR nms danna sasnsetcsa obssarensHbiM. Ecnv nmsa davina gns
3arpysku He ykasaHo, UCMOoNb3yeTcH U oTobpaXaeTcsa ums dainna no
YMOJIHaHNIO.
-dnid 3arpyska tanna OTOT NapaMeTp He NPVHUMAET apryMeHTbl, OAHAKO HEOBX0AMO BCE
ceptudvkara paBHO 3afaTb 3Ha4YeHMs 4f1s napamMmeTpa KoManabl -cert unm -csr (8
3aBYICMMOCTM OT TUNA 3arpy>KaemMoro o6bekTa). ITOT NapamMeTp He
NPYHUMAaET apryMeHTbl, O4Hako Heo6XoAMMO BCE PaBHO 3afatb
3Ha4YeHus N8 napameTpa KoMaHfbl -i 1 napameTp komaHapl -L
(Heobsi3aTENBHO).
-upld WmnopT darina OTOT NapameTp He NPUHMMAaET apryMeHTbl, O4HaKo HEOOXOAUMO BCe
cepTudmkara paBHO 3afaTb 3Ha4YeHMs AN1s napameTpoB koMaHg -cert, -i v -1.
-tcx [oBepeHHbIn cepTudmkar x | import, download, remove
ons knneHta SSL MpumeyaHue: Homep goBepeHHOro ceptudurkara x 3agaetcs B Buge
uenoro yncna ot 1 go 3 B napameTpe koMaHfpl.
-C CtpaHa Kop, cTpaHbl (2 6ykBbl)
MpumeyvaHue: O653aTeNeH NpU Co3aaHNM CaMO3aBEPSIOLLErO
cepTudukarta nnm CSR.
-Sp PervoH CTpoka ¢ pasgenutensMmn B Buae Kaeblvek (He 6onee 60 cumBOoB)

Mpumeyanune: O6s3aTENEH NPY CO34aHNN CaMO3aBEPSIIOLLErO
ceptudumkara nnm CSR.
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Tabn. 50. Komarga sslcfg (npogosnx.)

NapameTp | Onucawnue 3HayeHus
-cl [opog nnu myHuumnansHas CTpoka ¢ pasgenutensamm B Buae Kaebldek (He 6onee 50 cuMBOnoOB)
egnHuua Mpumeyvanue: O6s3aTeNeH NpU CO34aHNN CaMO3aBEPSIOLLErO
ceptudumkara nnm CSR.

-on HassaHue opraHusaumu CTpoka ¢ pasgenutensamMm B Buae KaBbldek (He 6onee 60 CMMBOMOB)
Mpumeyvanue: O653aTeneH NpU co3gaHn CaMo3aBepPSIOLLErO
ceptudumkara nnm CSR.

-hn Nmsa xocta IMM CTtpoka (He 6onee 60 cMMBOJIOB)

Mpumeyvanue: O653aTenNeH NpU co3aaHN CaMO3aBEPSIOLLErO
ceptudumkara nnm CSR.

-Cp KoHTakTHOE nuuo CTtpoka ¢ pasgenutensiMi B Buge KaBblvek (He 6onee 60 cuMBOnoB)
MpumeyvaHue: HeobsizaTeneH Npy co3gaHNn CaMo3aBepsIoLLIEr0o
ceptudmkara nnm CSR.

-ea ALpec aneKTPOHHON NoYThl | [AeNCTBUTENBbHBIN aapec 3NEKTPOHHON NoYThl (He 6onee 60 cUMBOOB)

KOHTaKTHOro nmua MpumeyvaHue: Heobsa3aTeneH npu co3gaHum camo3aBepsitoLLero
ceptudumkara nnm CSR.

-ou OpraHmsaynoHHas egnHuya | Ctpoka ¢ pasgenitensimm B BUAE KaBblyek (He 6onee 60 cMMBOIIOB)
MpumeyaHue: Heobsa3aTeneH npu co3gaHum camo3aBepsitoLLero
ceptudumkara nnm CSR.

-S damunns CTtpoka ¢ pasgenutensMn B Buge KaBblvek (He 6onee 60 cMBOOB)
MpumeuyaHue: Heobsa3aTeneH npu co3gaHum camo3aBepstoLero
ceptudukara nnm CSR.

-gn Nms CTtpoka ¢ pasgenutensMn B Buge KaBblvek (He 6onee 60 cMBONOB)
MpumeyaHue: Heobsa3aTeneH npu co3gaHum camo3aBepstoLero
ceptudukara nnm CSR.

-in NHnugnans! CTpoka ¢ pasgenutensiMmm B Buae Kaebldek (He 6onee 20 CMMBOMOB)
MpumeyvaHue: HeobsizaTeneH Npu co3gaHnn caMo3aBepsioLLIErO
ceptudukarta nnn CSR.

-dq Keanudukarop gomeHHoro | CTpoka c pasgenutensiMu B Buae KaBblvek (He 6onee 60 cMBOSIOB)

UMEHN MpumeyvaHue: HeobsizaTeneH npy co3gaHnn caMo3aBepsioLLIErO
ceptudumkara nnm CSR.

-cpwd Maponb 3anpoca Ctpoka (gnuHol ot 6 go 30 cumBONOB)

Mpumeyvanue: HeobssaTeneH npu cosgaHum CSR.
-un HecTtpykTypuposaHHoe umsi | CTpoka c pasgenutensimu B Buae KaBblvek (He 6onee 60 cMBosIOB)
MpumeyaHue: HeobsazaTeneH npu cosgaHum CSR.
CwuHTakcuc:
sslcfg [options]
option:
-server state
-client state
-cim state

-cert certificate_type

-csr certificate_type

-i ip_address
porinnumber
username

-pw password

-1 filename

-dnld
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-upld

-tc xaction

-¢ country_code

-sp state_or_province
-cl city_or_locality

-on organization_name
-hn bmc_hostname
-cp contact_person
-ea email_address

-ou organizational_unit
-s surname

-gn given_name

-in initials

-dq dn_qualifier

-cpwd challenge_password
-un unstructured_name

Mpumepsbl:

system> sslcfg

-server enabled

-client disabled

-sysdir enabled

SSL Server Certificate status:

A self-signed certificate is installed

SSL Client Certificate status:

A self-signed certificate is installed

SSL CIM Certificate status:

A self-signed certificate is installed

SSL Client Trusted Certificate status:

Trusted Certificate 1: Not available
Trusted Certificate 2: Not available
Trusted Certificate 3: Not available
Trusted Certificate 4: Not available

Mpumepsbl cepTudmrkKaTa KnneHTa:

Y106kl cos3gatb CSR gna xpaHunuiia Ktoyein, BBEAUTe CrnefyroLLyo KomaHay:
system> sslcfg

-csr storekey -c US -sp NC -cl rtp -on Lenovo -hn XCC-5c¢f3fcéelc9d

-cp Contact -ea -ou
ok

I'Ipl/lmep Bbille 0To6pa>KaeTc;4 Ha HECKOJIbKNX CTPOKax n3-3a HEXBATKN MecTa.

YT106bI 3arpy3utb ceptudukat ns IMM Ha apyroii cepBep, BBeAuTe CNeaytoLLyto KoMaHay:
system> sslcfg

-csr storekey -dnld -1 192.168.70.230 -1 storekey.csr

ok

YT106bl 0TNpaBuTL cepTudukaT, o6paboTaHHbIN LieHTpoM cepTuduxkauun (LIC), BBeguTe cneaytoLuyo
KOMaHgy:

system> sslcfg

-cert storekey -upld -1 192.168.70.230 -l tklm.der

YT106bl CO3AaTbh CaMO3aBepAOLLMIA cepTUdUKAT, BBEAUTE CreayroLLy0 KOMaHay:

system> sslcfg
-cert storekey -¢ US -sp NC -cl rtp -on Lenovo -hn XCC-5cf3fcéelc9d

-cp Contact -ea -ou
ok
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Mpumep BbiLLe OTOGPaXKaeTCA HA HECKOJIbKNX CTPOKaXxX 13-3a HEXBaTKN MeCTa.

Mpumep ceptudmkarta cepsepa SKLM:

¢ YT106bI MMNOpTUPOBaTh cepTudurkart cepeepa SKLM, BBegnTe crienytoLLyo KomaHay:
system> storekeycfg
-add -ip 192.168.70.200 -f tklm-server.der

ok

KomaHpa storekeycfg

Vcrnonb3yinTe aTy KOMaHAy Anst HACTPONKK nmeHn xocta unn IP-agpeca n cetesoro nopta cepsepa SKLM.

Mo>kHO HacTponTb A0 YeTbipex LieneBbix 06bekToB cepBepa SKLM. KomaHaa storekeycfg Takke cnyxut
07151 yCTaHOBKM 1 ypaneHns cepTndnkaros, KoTopble ucnonbdytotes IMM gnsa ayteHTudmnkaumm Ha cepsepe

SKLM.

B cnepytoLen Tabnuue nokasaHbl apryMeHTbl A9 3TUX NapameTpoB.

Ta6s. 51. KomaHga storekeycfg

B cnepytoLLeit MHOroCTPOYHON Tabnuue ¢ TPEMs CToIGLaMN MPUBOAATCS NapameTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapaMeTpoB.

cepeepa SKLM

MapameTtp Onuncanune 3HaueHus

-add [o6aeneHune Knoya 3HayeHns — 3To napameTpbl KOMaHA -ip, -pn, -u, -pw n -f
akTMBauum

-ip Nms xocta nnu IP-agpec LonycTtnmoe nms xocta unu IP-agpec cepsepa TFTP/SFTP
cepsepa TFTP/SFTP

-pn Howmep nopTa cepsepa TFTP | Jonyctumbin Homep nopTa ans cepsepa TFTP/SFTP (3HaveHne no
v SFTP ymon4yaHuio — 69/22)

-u Vms nonb3osatens ans [onycTmoe nvsi nonb3osatens ans cepsepa SFTP
cepsepa SFTP

-pw Maponb ans cepsepa SFTP | JonycTumblin naponb ans cepsepa SFTP

-f Wms carina ans knoya [onycTtmoe nvs gnsi channa Kioya aktmsaumm
aKTuBauumn

-del Wcnonbayinte aTy KomaHgy JonycTnmMbii HOMep MHAEeKCa KIoya akTueaumm 13 cnucka keycfg
ONA yoaneHus Knoya
akTuBaLmMn Nno Homepy
nHpgekca

-dgrp [o6asneHne rpynnbl MmMs rpynnbl yCcTponcTs
YCTPOWCTB

-sxip [o6asneHne nMeHn xocta LonycTtnmoe nwvs xocta unm IP-agpec cepsepa SKLM. Yucnosoe
unu IP-agpeca ans cepeepa | 3HayeHue 1,2, 3 unn 4.
SKLM

-SXpn [ob6aeneHne Homepa nopTta | LdonycTumelii Homep nopta s cepsepa SKLM. YncnoBoe 3HaveHne

1,2,3nnn 4.
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Ta6n. 51. KomaHga storekeycfg (npogosxk.)

MapameTp OnuncaHue 3HauyeHns
-testx lMpoBepka KoHpurypauumn n | HYrucnosoe 3HadeHune 1, 2, 3 unn 4
NOOKMIOYEHUS K CEpBEPY
SKLM
-h OTob6paxkeHve ceefeHni 06
MCMNONb30BaHN KOMaHabl 1
napameTpoB
CuHTtakcuc:
storekeycfg [options]
options:
-add state
-ip ip_address

-pn port_number

-u username

-pw password

-f filename

-del key_index

-dgrp device_group_name

-sxip ip_address

-sxpn port_number

-testx numeric value of SKLM server
-h

Mpumepsbl:

YT1o6bl MMNopTUpoBaTh cepTudukat cepeepa SKLM, BBegnTe crnepytoLLyo KomarHay:
system> storekeycfg

add -ip 192.168.70.200 -f tklm-server.der

system> ok

YT106bl HacTpouTb agpec cepsepa SKLM n Homep nopTa, BBEAUTE CNeayoLLYy0 KOMaHay:
system> storekeycfg

-slip 192.168.70.249

system> ok

YTO6bl HACTPOUTHL UMS FPYMMbl YCTPONCTB, BBEAUTE CEAYIOLLYIO KOMaHAY:
system> storekeycfg

-dgrp IBM_SYSTEM X SED

system> ok

KomaHpa syncrep

WcnonbayiiTe aTy KOMaHAy Ans 3arnycka CUHXPOHM3aLMM MUKPOMNPOorpaMMbl U3 yAaneHHOro peno3uTopust.
B cnepytolein Tabnvue nokasaHbl apryMeHTbl 4Jis 3TUX NapaMeTPoB.

Tabn. 52. KomaHga syncrep

B cnepytoLeit MHOrocTpo4Hol Tabnnue ¢ TpeMsi cToNGLamm NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLME 3HAYEHNS 4J1S 3TUX NapaMeTPoB.
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Tabn. 52. Komarga syncrep (Mpo[osx.)

NapameTp | Onucanwue 3HaueHus
-t MpoTokon gns NogKNtoYeHNs penosnTopus samba, nfs
-1 Pacnono>xeHune yganeHHoOro penosmropus B ¢opmaTe URL-agpeca
-u MNonb3oBaTenb
-p Maponb
-0 MapameTp [ononHntenbHas CTpoka napamMeTpoB 4nis
nogkntoveHns samba un nfs
-d LOomeH LomeH ons nogknioyeHns samba
-q 3anpoc TeKyLLEero cocTosiHMs 06HOBNEHUS
-C OTmeHa npouecca CMHXpoHM3auun
CuHTakcuc

syncrep [options]

options:

-t <sambalnfs> protocol to connect repository
-l location of remote repository (URL format)

-u
-p
-0
-d
-q
-c

Mpumep

User

Password

option (extra option string for samba and nfs mounts)

domain (domain for samba mount)
query current update status
cancel the sync process

(1) start sync with repository

system> syncrep -t samba -l url -u user -p password
(2) query current update status

system> syncrep -q

(3)cancel the sync process

system> syncrep -c

KomaHnpa thermal

WcnonbayinTe aTy KOMaHay Anst OTOGpaXKeHUsi U HACTPOWKM MONMTVKN TEMMNePaTypHOro pexxuma rfiaBHom

CNCTEMbI.

Ecnun BeinonHnTb KoMaHgy thermal 6e3 napameTpoB, 0TO6Pa3NTCA NOAUTMKA TEMNEPATYPHOro pexxnuma. B

Launch firmware sync from remote repository

cnep,yrou_\em Tabanue NokKasaHsbl aprymMmeHTbl Anda 3Tnux napameTposB.

Tabn. 53. Koma+Hga thermal

B cnepytoLleli MHOrocTpoYHON Tabnuue ¢ TpeMs CTonéuamMmn NpUBoasTCa NapameTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapaMeTpoB.
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Tab6s. 53. KomaHga thermal (npogosnx.)

MNapameTp | Onucanue

3HauveHus

naeHTudmrKauum ycTponcTs
(NO) n anbTepHATUBHbIX
TemnepaTtypHbIX pexxmmax

-mode Bbi6op TemnepaTypHOro HOpMaJIbHbIN, MPOU3BOAUTENBHOCTD, MUHUMASIbHBIN, 3 EKTUBHOCTD,
pexuma NnoJsib30BaTENIbCKUIA

-table Tabnnua c gaHHbIMK O
NnocTaBLUMKaXx,

CuHTakcuc:
thermal [options]
option:

-mode thermal_mode
-table vendorlD_devicetable_number

MNpumep:

system> thermal

-mode normal

-table 80860126 1 10DEODFA 3
system>

KomaHpa timeouts

VMicnonbayinTe aTy KOMaHay Anst OTO6padKeHNst U USMEHEHNs1 3Ha4YEeHUA Tanm-ayTa.

e [1ns oTo6paKeHus TarM-ayToB BBeagnTe timeouts.

® YTO6bl USMEHUTL 3HAYEHMNS TallM-ayToB, BBEAUTE NapameTpbl, 32 KOTOPbIMU CREQYIOT UX 3HAYEHUS.

® YTO6bl NI3MEHNTb 3HAYEHNS TaliM-ayToB, He06X0AMMO 0bnafaTh NO MeHbLLEN Mepe NpaBamMun Ha

KoHUrypauuto agantepa.

B cnepytolein Tabnvue nokasaHbl apryMeHTbl 4J18 3Ha4YeHWI TaliM-ayToB. 3TY 3HAYEHNs1 COOTBETCTBYHOT
napameTpam TaliM-ayToOB CepBepa B PacKpbIBalOLLEMCS CMCKE C rpadyvpoBaHHON LLIKASO, JOCTYNHOM B

Beb6-uHTEpPdEce.

Tabn. 54. KomaHpga timeouts

B cnepytoLLeli MHOroCTpOYHON Tabnuue ¢ YeTblipbMs cTON6LAaMN NPUBOAATCSA NapameTpbl, onncaHue
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMSA /1S 3TUX NapaMeTpOB.

MapameTp | Tanm-ayT EpvHnubl 3HaueHus

-f 3apgep>xka BbIKJTOHYEHUS NMUTaHNS MWH. BbIKJIlO4EHO, 0,5, 1, 2, 3, 4, 5, 7,5, 10, 15, 20, 30,
60, 120

- Tanm-ayT 3arpysynka MWH. BblKJtOHeEHO, 0,5, 1,1,5,2,2,5, 3, 3,5,4,4,5,5, 7,5,
10, 15, 20, 30, 60, 120

-0 TaliM-ayT onepaunoHHON cUcTeMbl | MUH. BbIK/IOYEHO, 2,5, 3, 3,5, 4

-S CHumok akpaHa c6os OC ¢ / BbIK/IIOHEHO, BKIIIOHEHO

omoékon HW

CuHTakcuc:
timeouts [options]
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options:

-f power_off_delay_watchdog_option

-0 OS_watchdog_option

-l loader_watchdog_option

-s OS failure screen capture with HW error

MNpumep:
system> timeouts
-0 disabled

-l 3.5

-f disabled

-s disabled
system> timeouts -0 2.5
ok

system> timeouts
-0 2.5

-l 3.5

-f disabled

-s disabled

KomaHpa tis
Vicnonb3yinTe aTy KOMaHgy 4715 HACTPONKM MUHMMASIbHOMO ypoBHS TLS.
B cnepytowein Tabnuue nokasaHbl apryMeHTbl o189 3TUX NapameTpoB.

Tabn. 55. KomaHpga tls

B cnepytoLeit MHOrocTpoYHoOl Tabnuue ¢ TpeMsl CToNIGLamMI NpUBOOATCS NapameTpbl, onucaHne
napamMeTpOB 1 COOTBETCTBYHOLLME 3HAYEHVS AJ1S STUX NapaMeTPOoB.

MapameTp | Onucanue 3HaueHus
-min Bbi6eprTe MUHUMaNbHbI 1.1,1.21,1.3
ypoBeHb TLS
-h Cnncok BapnaHToB
MCMOJIb30BaHUSA 1
napameTpoB
MpumevaHus:

1. Ecnn B kavecTBe pexvmMa g poBaHns 3apaH pexxum cooteseTtctemsa ctaHgapTy NIST-800-131A, Heobxoammo
3apgaTb Bepcuio TLS 1.2.

Mcnonb3oBaHue:

tls [-options] - configures the minimum TLS level
-min <1.1 | 1.2 | 1.3> - Selects the minimum TLS level
-h - Llists usage and options

MNpumepsbl:

YT06bI NpoaHanM3npoBaTh NCMNofIb30BaHNE KOMaHAab! tIs, BbI3oBUTE CnenyoLLyto KoMaHay:
system> tls

-h

system>

YT06bI NOAYHYNTb TEKYLLYIO Bepcuio tls, BbI30BUTE CrneayoLLyo KoMaHay:
system> tls
-min 1.2
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system>

YT06bl N3MEHUTL TEKYLLYIO Bepcuto tls Ha 1.2, BbI3oBUTE CnepfyoLLyo KoMaHay:
system> tls

-min 1.2

ok

system>

KomaHpa trespass

Mcnonb3ayinTe 3Ty KOMaHay Anst HAaCTPONKK U OTOBPpadKeHNs1 COOBLLEHWN MPY HAPYLLEHWN.

KomaHpy trespass MO>XXHO 1CNoNb30BaTh A1 HACTPONKM 1 OTOBPaXKEHMS COOBLLEHNIA MPY HAPYLLEHWN.
Coob6LeHre 0 HapyLLeHUn ByayT oTob6paxKaTbCa ANs Noboro Nofb3oBaTens, BbIMOMHAOLEro BXo, Yepes
nHtepdeinc WEB nnn CLI.

B cnepytowein Tabnvue nokasaHbl apryMeHTbl 4Jis 3TUX NapaMeTPoB.

Tab6sn. 56. KomaHga uefipw

B cnepytoLLein MHOrOCTPOYHON Tabnuue ¢ ABYMSA CToN6LaMn NPMBOLATCA NapaMeTpbl 3TON KOMaHAbl 1
COOTBETCTBYHOLLME OMNUCaHNS.

MapameTtp Onucanne

-8 HacTpoiika coobLLleHni Npu HapyLleHnn

-h Cnrcok BapraHToB MCMOMb30BaHNs 1 NapaMeTpoB
CuHTakcuc:
usage:

trespass display the trespass message
-s <trespass message> configure trespass message
-h - Llists usage and options

Mpumep:

Mpumeyanne: CoobLLeHVe NpU HAPYLLEHUM HE COOAEPXXNUT NPoGenoB.

system> trespass -s testingmessage
ok

system> trespass

testingmessage

The trespass message contains spaces:
system> trespass -s "testing message"
ok

system> trespass

testing message

Komanpa uefipw

VMcnonb3ayinTe aTy KOMaHay Anst HacTponky naponein agmuHnctparopa UEFI. MNMaponb [oCTyneH TonbKo ois
3anucu.

KomaHgy uefipw MO>XXHO MCMONb30BaTh C NapamMeTPOM «-p», YTOObl HACTPOUTL NapOoNb agMUHUCTpaTopa
UEFI gnst XCC, vnu ¢ napameTpom «-ep» ansi LXCA, 4Tobbl HacTpouTb naponb agMuHuctpartopa UEFI B
uHtepdeince CLI. MNMaponb AOCTYNEH TONLKO A1 3anucu.
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B cnepytowen Tabnuue nokasaHbl apryMeHTbl o189 3TUX NapameTpoB.

Ta6n. 57. KomaHga uefipw

B cnepytoleli MHOroCcTpOYHON Tabnuue ¢ ABYMs CTON6LaMn NPUBOASATCA NapamMeTpbl 3TON KOMaHfb! 1
COOTBETCTBYHOLLME OMNUCaHNS.

MapameTp OnucaHue
-Cp Tekywnii napons (He 6onee 20 cMMBOSIOB)
-p HoBbIn naponb (He 6onee 20 CUMBOJIOB)
-cep TekyLwuii naponb 3almdpoBaH
-ep HoBblili naponb 3awmgpoBaH
CuHTakcuc:
usage:

uefipw [-options] - Configure the UEFI admin password
options:

-cp - current password (limited to 20 characters)

-p - new password (limited to 20 characters)

-cep - current password encrypted

-ep - new password encrypted

KomaHpa usbeth

VMcnonb3yinTe 3Ty KOMaHAy Ans BKIIKOYEHNS U BbIKITIOYEHUS BHYTPUMOIOCHOIO MHTEpdeica NoKanbHO
ceTun Yyepes USB.

CwuHTakcuc:

usheth [options]
options:

-en <enabled|disabled>

MNpumep:

system>usbeth

-en : disabled
system>usheth -en enabled
ok

system>usheth

-en : disabled

Komanpa usbfp
VMcnonbayinTe aTy KOMaHgy, 4Tobbl KOHTpoNMpoBaTh ucnons3osaHme BMC nopta USB Ha nuiuesoii naHenu
B cnepytowel Tabnuue nokasaHbl apryMeHTbl 418 3TUX NapamMeTpoB.

Ta6n. 58. KomaHga usbfp

B cnepytoLein MHOrOCTPOYHOM Tabnuue ¢ ABYMs CToN6LaMn NPMBOSATCA NapaMeTpbl 3TON KOMaHLbl 1
COOTBETCTBYIOLLME ONUCAHUSA.

MapameTp OnucaHue
-mode <bmc | server | shared> YKaxuTe pexum ucnonbsosaHus: BMC, cepsep nnm obLmii
-it <minutes> TaliM-ayT Nocne HEaKTUBHOCTY B MUHYTaxX (OOLLMIA pexkum)
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Tab6s. 58. KomaHga usbfp (npogosxk.)

MapameTp

OnucaHue

-btn <on | off>

BkJito4eHne Ncnonb30BaHNs KHOMKK MAEHTUDUKaLMN OS5 CMEHbI
BnagenbLa (06Lwuin pexxnm)

-own <bmc | server >

YkasaHuve B kadecTse Bnagensua BMC unu cepsepa (06Lwuin pexxum)

KomaHpa users

McnonbayinTe 3Ty KOMaHay 4S5 AOCTyna KO BCEM YHYETHbIM 3anncsiM Nosb3oBaTeNiei n NX YpPoBHSIM

paspeLUeHunii.

KomaHga users Takxxe CNy>XUT st CO34aHNst HOBbIX M UBMEHEHNS CYLLECTBYIOLLMX YHETHBIX 3anmncen
nonb3oBatenen. Ecnv BbINONHUTE KOMaHAy users 6e3 napameTpoB, 0TO6Pa3nNTCA CIMCOK NoJib3oBaTenel u
6a3oBas UHopmaums o H1X. B cnepytouleri Tabnuvue NnokasaHbl aprymMeHTbl 415 9TUX NapamMeTpoB.

Tabn. 59. KomaHpa users

B cnepytoLeit MHOrocTpo4Hol Tabnnue ¢ TpeMsi cToNGLamn NpuBoasaTCS NapameTpbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHWS 4J1S STUX NMapaMeTpoB.

MapameTp OnucaHue 3HaueHus
-user_index | Homep nHpgekca y4eTHom oT 1 go 12 BkntounTtensHo unu all gnsa Bcex nonb3oBaTene.
3anncu nosib3oBarens
-n Mms ydeTHOM 3anncu YHuKanbHasa cTpoka, cogep katlas TofbKo undpbl, 6yKBbI, TOUKN 1
nonb3oBaTens HXHKEe nogyepkunBanns. OT 4 0o 16 cMMBONOB.
-p Maponb yyeTHOR 3anucu CTtpoka, cogeprkaliasi N0 MeHbLUEN Mepe oanH 6YKBEHHbIA U OAWH
nonb3oBaTtensi HebykBeHHbIN cumson. OT 6 po 20 cumsonos. 3HadveHue Null cospgaet
YYeTHyt0 3anmck 6e3 naponst — NapoJsib OSHKEH 3aAaTh Nosb3oBaTesb
npu NepBOM BXOZE.
-r Nms ponn Kak ykazaHo B komaHae «KomaHnpa roles» Ha cTpaHuue 147
-ep Maponb wndposaHus (ana | JonycTumbln naponb

pe3epBHOro KonnpoBaHnA n
BOCCTaHOBJ'IeHVIH)
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Tabn. 59. KomaHga users (npogosk.)

MapameTp

OnucaHune

3HauyeHus

-clear

YpaneHune ykazaHHON
Y4ETHOW 3anncu
nosnb3oBarensi

Mpun Hann4n
COOTBETCTBYHOLUNX
paspeLLeHnii MOXXHO
yOanuTb COBCTBEHHYO
YYETHYIO 3anunchb Unn
YYETHYI0 3anncb ApYrnx
nosib3oBaTenen, Aaxxe ecnm
B HacTosiLLiee BPEMS OHU
paboTaloT B CUCTEME.
VckniodeHne coctaBnsoT
cny4au, Korga peyb geT o
eANHCTBEHHOW OCcTaBLUEelNCs
y4eTHOW 3anmcu ¢
NpUBUIErNSIMU YNpaBiieHns
YYETHBLIMU 3aNUCAMU
nonb3oBatenei. CeaHchbl,
BbIMOJIHABLUMECS Ha
MOMEHT yAaneHns y4eTHbIX
3anuvcein nonb3oBaTesnen,
He 6yayT 3aBepLUEHbI
aBTOMaTU4ECKN.

Heo6xo0amMmMo yKkasaTb HOMepP MHAEKCA yAansieMoln y4eTHOM 3anncu
nosnb3oBaTens B cnegytoLlem gopmare:
users -clear -user_index

-curr

OTob6paxeHne
nonb3oBaTenen, KoTopble B
HacTosiLLee BpeMsi
BbIMOMHWAN BXOA,

-sauth

lMpoTokon ayTeHTUrKaumn
SNMPV3

HMAC-SHA, HeT

-spriv

MpoTokon
KOHMAEHUNANBHOCTHY
SNMPv3

CBC-DES, AES, HeT

-spw

Maponb
KOHhuaeHUanbHOCTK
SNMPV3

[onycTumelii naponb

-sepw

Maponb
KOHMAEHUNANBHOCTHY
SNMPV3 (3awwmpoBaHHbI)

[onycTnmblin naposb

-8acc

Tun goctyna SNMPv3

get, set

-strap

Mmsa xocTa noByLLKM
SNMPv3

JonycTtnmoe nmsa xocta
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Tabs. 59. KomaHga users (Mpo[omx.)

MapameTtp Onucanne 3HaueHus
-pk OTob6paxkeHne OTKPbITOro Homep nHgekca y4eTHOI 3anucuy nosib3oBarensi.
knoya SSH ans MpumeyaHus:
nonb3osarens
e OTob6parkatoTCs BCE Ha3HaYeHHbIE Mosb3oBaTento Koy SSH 1
NOEHTUMULMPYIOLLNA HOMEP MHOEKCA Kito4a.
¢ [Ipy ucnonb3oBaHNM NapamMeTpoB OTKPLITOro Koya SSH
Heo6Xxo[MMO UCMOJIb30BaThb NapameTp -pk nocne nHaekca
nosib3oBarens (napameTp -userindex) B cnefytoLlein hGopme: users
-2 -pk.
e Bce knto4m ykasbisatotcs B popmate OpenSSH.
e [ns y3noB Flex komaHgbl Nonb3oBartenei orpaHnyeHbl NOKanbHbIMU
y4eTHbIMu 3anucamm IPMI n SNMP. MapameTp -pk ansa cuctem Flex
System He nopgpep>xkmBaeTcs.
-e OTo6paxkeHune Bcero Knoya | SToT napameTp He NPUHUMAET apryMeHTbI 1 JOMMKEH NCMONb30BaTLCS
SSH B hopmate OpenSSH | oTaenbHO 0TO BCeX OCTanbHbIX MapamMeTpoB users -pk.
(mnapameTp OTKpPbITOro Mpumeyvanwme: [Mpy NCNONB30BaHNV NAPAMETPOB OTKPLITOrO KIlloya
Knoya SSH) SSH Heobxoanmo ncnonb3oBaTh NapamMeTp -pk nocne nHgekca
noneb3osarens (napameTp -userindex) B cnegytoLlen opme: users -2
-pk -e.
-remove YnaneHue oTKpbITOro Homep nHaekca yaansemMoro oTKpbITOro Kito4a Heo6X0AMMO
kntoda SSH gns yKa3bIBaTb Kak onpeneneHHbI napameTp -key_index unu -all gns
none3osarens BCEX NprcBanBaeMbIX NOL30BATENIO KITHOYEN.
(napameTp OTKpbITOro MpumeyaHus:
Kknoya SSH)
¢ [pu ncnonb3oBaHUM NapamMeTPOB OTKPbITOro kno4a SSH
Heob6xoauMOo NCMNoJIb30BaTh NapamMeTp -pk nocne nHgekca
nosib3oBarenis (napameTp -userindex) B cnefytoLlein hopme: users
-2 -pk -remove -1.
e [ns y3noB Flex komaHgbl nonb3oBarenein orpaHnyeHbl NOKanbHbIMU
y4eTHbIMM 3anucamu IPMI n SNMP. MapameTp -remove gna cuctem
Flex System He nopgaep>xuBaeTcs.
-add [o6aBneHne OTKPbITOro PaspgeneHHbIli kKaBbldkamu Kntod B popmate OpenSSH

kntoya SSH ans
nonb3oBarens
(napameTp OTKpPbITOro
knto4va SSH)

MpumevaHus:

e [lapameTp -add ncnonb3yeTcsa OTAENBHO OTO BCEX OCTaNbHbIX
napamMeTpoB KOMaHAbl users - pk.

¢ [pu ncnonb3oBaHUM NapamMeTPOB OTKPbITOro kno4a SSH
Heob6xoaumMo ncnonb3oBaTb NapamMeTp -pk nocne nHaekca
nonb3oBartens (napameTp -userindex) B cnegytoLein hopme: users
-2 -pk -add "AAAAB3NzC1lyc2EAAAABIWAAA QEAvfnTUzRF7pdBuaBy4d0/
alFasa/Gtc+o/wlZnuC4aD
HMA1UmnMyLOCiIaNOy400ICEKCqIKEhrYymtAoVtfKApy Y396pnSGRC/
qcLGWLM4cmirKL5kxHNOqIcwbhTINPceoKH j46XTE
+mqlfWnAhhjDpcVFjagM3Ek2yTw/tBGrwGgNTDP
HJU1tzcJy68mEANIrzjUoR98Q3/B9¢ID7TydGKe8rPdI2
hIEpXR5dNUiupA1Yd8PSSMgdukASKEd3eRRZTBL3SAtMu
cUsTkYjlXcqex10Qz4+N50Ré6MbNcwlsx+mTEAvvcpJhug
aT0UNPGhLIML6kTjeiQ8Xd2p Xb0zQ=="

e [ns y3nos Flex komaHabl Nonb3oBaTtenei orpaHnyeHbl NoKanbHbIMU
y4eTHbIMKM 3anucsamu IPMI n SNMP. MapameTp -add gns cuctem
Flex System He nopaep>xnBaeTcs.
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Tabn. 59. KomaHga users (npogosk.)

MapameTtp Onucanne 3HaueHus
-upld OTnpasKa OTKPbITOro [ns ykasaHna pacnonoxeHus knoya TpedytoTcs napameTpsbl -in -L.
ktoya SSH MpumeyaHus:
(napameTp OTKpbITOro
e [MapameTp -upld ncnonb3yeTcs oTAENBHO OTO BCEX OCTASIbHbIX
Kkno4a SSH) .
napameTpoB KomaHApl users -pk (kpome -in -1).
e YT06bl 3aMEHUTb KJTHOY HOBbIM, HEO6XOANMO yKa3aTb -key_index.
YT106b1 [OGABUTL KIIOY B KOHEL, CNINCKA TEKYLLMX KITHOYEN, He
yKasbIBaliTe MHOEKC KITHoYa.
e [pu ncnonb3oBaHWN NapamMeTPOB OTKPbITOro knova SSH
Heo6XxoQMMO 1CMONb30BaTh NapameTp -pk nocne nHaekca
nonb3oBarens (napameTp -userindex) B crnegytoLlen hopMme: users
-2 -pk -upld -i tftp://9.72.216.40/ -1 file.key.
e [ns y3nos Flex komaHabl Nonb3oBaTteniei orpaHnyeHbl NoKanbHbIMU
y4eTHbIMK 3anucsimu IPMI n SNMP. MapameTp -upld ans cuctem
Flex System He noppep>xnsaetcs.
-dnld 3arpyska 3agaHHoro YT06bI yKasatb KoY Ansa 3arpysku, Tpedyetcs -key_index, a 4Tobbl
OTKpbITOro kntoya SSH yKasaTb pacrosfioXXeHue 3arpy3kn Ha ApyroM KOMMNbIOTEPE C CEpBEPOM
(napameTp OTKpPbITOro TFTP — napametpsbl -in -L.
Kntoya SSH) MpumeyaHus:
e [lapameTp -dnld ncnonb3yercs oTAENBHO OTO BCEX OCTaSIbHbIX
napameTpoB KomaHApl users -pk (kpome -i, -l n -key_index).
e [pu ncnonb3oBaHMN NapamMeTPOB OTKPbITOro knova SSH
Heo6Xx0[MMO 1CMONb30BaTh NapameTp -pk nocne nHaekca
nonb3osarens (napameTp -userindex) B cnegytoLiein hopme: users
-2 -pk -dnld -1 -i tftp://9.72.216.40/ -1 file.key.
-i IP-appec cepsepa TFTP/ LonycTtumein IP-agpec
SFTP pns otnpaskn u MpumeyvaHue: MapameTpbl komaHg users -pk -upld nusers -pk -dnld
3arpysku canna kno4a TpebyloT napamMeTpa -i.
(napameTp OTKpbLITOro
knto4ya SSH)
-pn Homep nopTta cepsepa [onycTnmMbin HoMep nopTa (Mo ymon4yaHuo 69/22)
TFTP/SFTP MpumeyaHune: Heobs3aTenbHbI aTpmbyT ANs NapaMeTpoB KOMaHA
(napameTp OTKpPbITOro users -pk -upld n users -pk -dnld.
kno4ya SSH)
-u Mms nonb3osarens ans [onycTmoe nms nonb3oBarens
cepsepa SFTP MpumeyaHue: Heobsa3aTenbHbIn aTpUBYT ANS NapameTpoB KOMaHA
(napameTp OTKpPbITOro users -pk -upld n users -pk -dnld.
Kntoya SSH)
-pw Maponb gnst cepsepa SFTP | JonycTumbin naponb

(napameTp OTKpbITOro
knto4a SSH)

MpumeyaHue: HeobsA3aTenbHbIN aTpUBYT ANS NnapameTpoB KOMaHA
users -pk -upld v users -pk -dnld.

Vms danna gnsa otnpasky u
3arpysku channa knova
yepes TFTP vnun SFTP
(napameTp OTKpPbITOro
Kntoya SSH)

LonycTtnmoe nwvs canna
MpumeyvaHue: MapameTpbl komaHg users -pk -upld nusers -pk -dnld
TpebytoT napameTpa -L.
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Tabs. 59. KomaHga users (Mpo[omx.)

MapameTtp Onucanne 3HaueHus
-af MpuHATNE nopgknoyeHnn oT | Pasgensiemblli 3anaTbiMy CMMCOK MMeH xocTa 1 IP-apgpecos (He 6onee
xocTa 511 cumsonos). [lonycTumble CMBOJIbI: 6YKBEHHO-YMCOBbIE, 3ansaTas,
(mapameTp OTKpPbITOro 3Be3[04Ka, 3HaK BONpOca, BOCKULATESNbHbIN 3HaK, To4Ka, geduc,
Knoya SSH) OBOETO4ME 1 3HaK NPoLeHTa.
-cm KommeHTapuii CTtpoka ¢ paspenutensamm B BUAE Kasblyek (80 255 cumBosos).
(mapameTp OTKpbITOro MpumeyaHue: Npy ncnonb3oBaHMM NapamMeTPOB OTKPLITOro KJoya
Knoya SSH) SSH Heobxognmo ncnonb3osaTb NapamMeTp -pk nocne nHgekca
nonb3oBarens (napameTp -userindex) B cnegytoLlein hopme: users -2
-pk -cm "This is my comment.".

CuHTakcuc:
users [-options] - display/configure user accounts
options:
-[1-12] - user account number
-1 - display password expiration days
-n - username (limited to 16 characters)
-p - password (limited to 32 characters)
-shp - set hashpassword (total 64 characters)
-ssalt - set salt (limited to 64 characters)
-ghp - get hashpassword
-gsalt - get salt
-ep - encrypted password (used with backup/restore )
-r - role name as listed in roles command
-clear - clear user account
-curr - display current users
-sauth  (none|HMAC-SHA) - snmpv3 authentication protocol
-spriv. (none|CBC-DES|AES) - snmpv3 privacy protocol
-SpwW password - snmpv3 privacy password
-sepw encryptedpassword - snmpv3 privacy password (encrypted)
-sacc (Get) - snmpv3 Access type
-strap  hostname - snmpv3 trap hostname
-pk - SSH public keys options:
-e - Displays the entire key in OpenSSH format
-remove - Removes the specified key for the specified user
-add - Adds a public key for the specified user
-upld - Used to upload a public key in OpenSSH/RFC4716 format
-dnld - Used to download the specified public key to a TFTP/SFTP server
-i - IP address of the TFTP/SFTP
-pn - port number of tftp/sftp server (default 69/22)
-u - username for sftp server
-pw - password for sftp server
-l - Filename of the key file when uploading or downloading via TFTP/SFTP
-af - accept connections from host, in the format: from="<list>", where
<list> is a comma-separated list of hostnames and IP addresses
(limited to 511 characters)
-cm - comment (limited to 255 characters, must be quote-delimited)
Mpumep:
system> users
Account Login ID Advanced Attribute Role Password Expires
1 USERID Native Administrator 89 day(s)

system> users -2 -n sptest -p PasswOrd12 -r Administrator
The user is required to change the password when the user logs in to the management server for the first time
ok
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system> users

Account

Login ID Advanced Attribute
USERID Native
sptest Native

system> hashpw -sw enabled -re enabled

system> users -5 -n guest5 -shp 292bchc41bb078cf5bd258db60b63adb337c8c954409442cfad7148bcé428fee —-ssalt abc -r

system> users -5 ghp
292bchc41bb078cf5bd258db60h63a4b337c8c954409442cfad7148hcé428fee
system> users -5 gsalt

abc

Administrator

Administrator

Password Expires

90 day(s)
Password expired

Komanpgb! ynpasnexHus IMM

B aTom pasgene npuBoguTcsa andaBuTHbIN CIMCOK KOMaHA MHTepdenca KoMaHaHON CTPOKM 415
ynpasneHns IMM.

B HacTosLee BpeMs OCTYNHO 7 KoMaHg ynpasnenusa IMM:

KomaHpa alertentries

VMcnonb3yinTe 9Ty KOMaHay Ans ynpasfieHns NonydaTensiMy OnoBeLLEHNIA.

¢ Ecnu komaHpga alertentries BbinonHsieTcsl 6e3 NapameTpoB, 0TO6PaXKaOTCA BCe HACTPOIKN 3anicei

OMNOBELLEHUN.

e KomaHpa alertentries -number -test co3gaeT TecToBOE OnoBeLLEeHVE AN HOMEPA UHAEKCA YKa3aHHOro

nony4arens.

e KomaHga alertentries -number (rge number — 310 4ncno ot 0 go 12) oto6parkaeT napameTpbl 3anncen

OonoBeLLEeHNI ans YKa3aHHOro Homepa nHaekca nony4darena n no3BonAeT UISMeHNTb NapamMeTpbl
OMNoOBELLEHNI ANs 3TOro nony4yarens.

B cnepytowein Tabnumue nokasaHbl apryMeHTbl AJ1s 3TUX NapaMeTpoB.

Tabn. 60. Koma+pga alertentries

B cnepytoLleli MHOroCcTpo4YHOM Tabnuue ¢ Tpems CTonéuammn NpUBoasTCa NapameTpbl, onucaHme
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapaMeTpoB.

nony4yaresnsa onoBelleHns

MapameTp | Onucanue 3HaueHus
-number Homep nHgekca nonyyatens | ot 1 go 12
onoBeLleHni ans
oTo6paxeHusi, fobasneHns,
N3MEHeHUs Unn yoaneHns
-status CocTosHre nonyyarens BKIJ1., BbIKJI.
OMoBELLEHUS
-type Twn onoBeLleHns email, syslog
-log BkntoyeHue xxypHana BKJ1., BbIKJ1.
COObITU B 91EKTPOHHOE
onoBeLLeHne
-n Nwmsa nonyyarens Ctpoka
OMoBELLEHUS
-e Anpec anekTPoHHOM NoYTbl | [lonycTUMBIA aapec SNEKTPOHHON NOYTbI

172 PykosopcTso nonbaosatensXClarity Controller c Intel Xeon SP (3-ro nokonexus) u AMD EPYC (2-ro 1 3-ro nokoneHwii)

Administr



Tab6s. 60. KomaHga alertentries (npogosmx.)

MapameTp | Onucanue 3HaueHus
-ip IP-appec unu nmsa xocta Lonyctumbiin IP-agpec nnmn nms xocta
CUCTEMHOIO XXypHana
-pn Howmep nopTta cuctemHoro JonycTnmMbii HOmep nopTa
XypHana
-del YpaneHve ykazaHHOro
HOMepa nHaekca
nonyyarens
-test Co3paHne TecToBoro
OnoBeLLeHns Ans
yKa3aHHOro Homepa
nHAgeKca nony4arens
-crt HacTpolika kputnyeckmnx all, none, custom:te|vo|po|di|falcp|me|in|re|ot
COO6bITWIA, OTNPaBASAOLLNX Monb3oBaTenbCcKNe HAaCTPOWKY KPUTUYECKMX OMOBELLEHUNI 3aal0TCs C
yBegoMNeHus NCMOJIb30BaHNEM Pa3feNeHHOro BePTMKaNbHbIMY Nonocamm Crnmcka
3HaueHwnii B hopmare alertentries -crt custom:te|vo, roe
MCMOoNb3yTCA CNeaytoLLye Nonb3oBaTeNbCKe 3Ha4YeHNs:
e te: NpeBbILLEH KPUTUYHECKUIA TEMMNEPATYPHbIA NOpPOr
® VO: NPEBbILLIEH KPUTUHECKNIA MOPOT HANPSXKEHNS
® pPO: KPUTUHECKUIA COOI NTaHNA
e di: cboi XKeCTKOro gucka
e fa: cbon BeHTUNSITOPA
e cp: c60i MrKponpoLeccopa
* me: cbol NnamsTn
® in: HECOBMECTNMOCTb 060PYAOBaHUSA
e re: cboin pesepBa NUTaHUS
® ot: BCe oCTalbHble KPUTUYECKNE COBbLITUS
-crten OTnpaBka onoseLleHnin o BKJIIOHEHO, BbIKJIIOHEHO
KPUTNYECKNX COBbLITUSAX
-wrn HacTpoiika cobbiTuii Tuna all, none, custom:rp|te|vo|polfalcp|me|ot
«npepynpexapeHne», lMonb3oBaTenbCcKne HACTPOWKM OMOBELLEHNI TUNA «MpeaynpexxaeHne»
OTNPaBASAOLLMX 3a[aroTCcs C MCMOoSIb30BaHEM Pa3aesieHHOro BepTUKasbHbIMN
yBEeOOMEHUS ronocamu cnncka aHadyeHuin B popmate alertentries -wrn custom:rp|
te, roe ncnonb3yoTcs cnefyoLme Nob3oBaTeNIbCKMe 3HAYEHUS:
* rp: NpenynpexneHne pesepsa NUTaHms
e te: NpepynpeXaeHue o NPEBbILLEHN TEMMEPaTYPHOro nopora
® VO: NpeaynpexaeHve o MPEeBbILLEHNM MOPOora Hanps>KeHNs
® pO: NPenynpexaeHne o NPEeBbLILLEHNW NOpora NUTaHNs
e fa: HeKpUTU4eCKoe cobbITNE BEHTUNATOPA
® Cp: yXyOLWeHHOe COCTOsIHME MUKpopoLieccopa
* me: npegynpexaeHvie namaTy
e ot: Bce ocTasibHble COObITUS TUNA «NPERYNPEXAeHNE»
-wrnen OTnpaBka onoBeLLEeHNIA O BK/HOYEHO, BbIKTHOYEHO

CcobObITUAX TUNa
«npegynpexxgeHne»
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Tabn. 60. KomaHga alertentries (mpogonx.)

MapameTp | Onucanue 3HaueHus

-sys HacTpolika pyTUHHbIX all, none, custom:lo[tio|ot|po|bfitil|pflel|ne
COGbITWIA, OTMPABAAOLLMX Monb3oBaTenbCKe HaCTPOVKY CTaHAAPTHBIX OMOBELLEHNI 3afatoTCs C
yBELOMSIEHNSI 1CMOsb30BaHNeM pasfefieHHOro BEPTMKabHbIMMI MOI0CaMm Crimcka

3HayeHun B hopmarte alertentries -sys custom:lojtio, roe
UCMOJIb3YIOTCS CNeAyoLLMe NONb30BaTeNbCKNE 3HAYEHNS:

e |0: ycnewHbI yaaneHHbIn BXoA

e tio: TaliM-ayT onepavLmoHHON CUCTEMBI

e ot: Bce ocTanbHble MHPOPMALMOHHbBIE U CUCTEMHbIE COObITUS
® pO: BKJIHOYEHWE/BBIKIIOYEHNE MUTAHNS CUCTEMBI

e bf: c6oli 3arpy3Ku onepauioOHHON CUCTEMBI

¢ til: Tanm-ayT Watchdog 3arpy3yuka onepaunoHHON CUcTembl
e pf: nporHo3supyemblii c6oii (PFA)

® el XypHan cobbIThin Ha 75 % nonoH

® nel NSMeHeHne ceTn

-sysen OTnpaBka onoBeLLeHNIA 0 BKJTHOHEHO, BbIK/TIOYEHO
PYTUHHBIX COBBITUAX

CwuHTakcuc:
alertentries [options]
options:
-number recipient_number
-status status
-type alert_type
-log include_log_state
-n recipient_name
-e email_address
-ip ip_addr_or_hostname
-pn port_number
-del
-test
-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state

Mpumep:
system> alertentries
1. test

. <not used>
<not used>
<not used>
<not used>
<not used>
<not used>
<not used>
9. <not used>
10. <not used>
11. <not used>
12. <not used>

0o ~NOo U A WN
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system> alertentries -1
-status off

-log off

-n test

-e test@mytest.com
-crt all

-wrn all

-sys none

system>

KomaHpa batch
C nomMoLLbIo 3TON KOMaHAbl MOXKHO BbIMOMHUTL OAHY WW HECKOJIbKO KOMaHa UHTepdeinca KomaHgHoM
CTPOKM, KOTOPble cogep>xaTcs B dainne.

° CTpOKI/I KOMMEHTapmneB B NakKETHOM cpa|7|ne HaYNHAIOTCHA CO 3HaKa #.

¢ [Ipu BbINOMHEHUN NAKETHOIO halna KoMaHgpl, BbINOSHEHNE KOTOPbIX 3aBEPLUNIOCH OLLUMOKO,
BO3BpaLLalOTCs BMECTE C KOAOM BO3BpaTa OLLNOKM.

e KomaHabl NakeTHoro garina, Coaep kaliue Hepacrno3HaHHble napameTpbl KOMaHA, MOTyT Bbi3biBaTb
co3faHue npenynpexxaeHuin.

B cnepytoleit Tabnuue nokasaHbl apryMeHTbl A 3TUX NapaMeTpoB.

Ta6bn. 61. KomaHpga batch

B cnepytoLeli MHOroCTpOYHON Tabnuue ¢ TpeMs CTonéLamMmn NpUBoasaTCA NapamMeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapameTpoB.

MapameTp | Onucanue 3HaueHns
-f Nms nakeTHoro canna LonycTtnmoe nwvs canna
-ip IP-appec cepsepa TFTP/SFTP Donyctumein IP-agpec
-pn Homep nopta cepsepa TFTP/SFTP LonycTuMbiin Homep nopTa (Mo ymon4yaHuto 69/22)
-u Mwmsa nonb3osarens ans cepsepa SFTP JonycTmoe nms nonb3osarens
-pw Maponb pns cepsepa SFTP [onycTMblin naposb
CuHTakcuc:
batch [options]
option:
-f filename
-ip ip_address
-pn port_number
username

-pw password

Mpumep:

system> batch -f sslcfg.cli -ip 192.168.70.200
1 : sslcfg client dnld ip 192.168.70.20
Command total/errors/warnings: 8 / 1 / 0
system>

KomaHpa clearcfg

Vicnonb3ayiTe aTy KOMaHay, YTo6bl BEPHYTb 3aBOACKNE HACTPOWKM MO YMon4aHuto anst KoHdurypauum IMM.
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Llna oTnpaeky aTo KOMaHAbl HEO6X04MMO 06nafaTh NpaBamMu HACTPOWKN KOHUrypauum agantepa no
MeHbLUen mepe ypoBHA Advanced. Nocne ounctkn KoHburypauum IMM mogyne IMM nepesanyckaeTcs.

KomaHpa clock

VcnonbayinTe 3Ty KOMaHAy 4151 OTOOPaXKeHWs1 TEKYLLUMX AaTbl 1 BPEMeHN. MOXXHO HacTPOWTb CMeLLEHne
UTC n napameTpbl NETHEr0 BPEMEHN.

BMC nony4aeT BpemMsi OT cepBepa xocTa unu cepeepa NTP.

Mony4aemoe OT XxocTa BpeMsi MOXET 6bITb B hopmarte mectHoro spemenu nnm UTC. B kavecTtBe napametpa
xocTa Hy>Ho ykasatb UTC, ecnn NTP He ncnonbsyetcs n xoct ucnonbadyet popmat UTC. CmeweHne UTC
MO>XHO yKa3zaTtb B popmaTte +0200, +2:00, +2 unu 2 (415 NoNoXUTeNbHbIX cMeLleHui) nnéo -0500, -5:00 nnn
-5 ons oTpuuarteneHbix cmeleHnin. CmewerHne UTC n napameTpbl IETHEro BpeMeHun ncnonbaytotcs ¢ NTP
UM eCcn B Ka4eCTBe pexunma xocta 3agaH UTC.

LOna cmeweHns UTC +2, -7, -6, -5, -4 n -3 TpebytoTca crneyunanbHble HACTPONKN NIETHENO BPEMEHN.

e [Ins cmeLLeHns +2 cnonb3yoTcsa crnefyroLlmne HacTponku neTHero spemeHu: off, ee (Boctounas Espona),
tky (Typuwusi), bei (BelipyT), amm (AMmmaH), jem (Mlepycanum).

¢ [Insa cmeLeHns -7 NCNOJb3YIOTCS ChneaytoLlme HaCTPONKKN neTHero BpemMeHu: off, mtn (ropHoe), maz
(MacatnaH).

e [1ns cmeLleHns -6 Cnosnb3yoTCs cneayoLine HaCTPOVKK neTHero BpemeHu: off, mex (Mekcuka), cna
(ueHTpanbHasa CeBepHasa AMepuKa).

e [1ns cmelleHns -5 ncnonb3yoTcsa cneaytoLLmne HaCTPOVKK neTHero Bpemenu: off, cub (Ky6a), ena
(BocTo4yHas CeBepHas AMepUKa).

e [1ns cmeLleHns -4 ncnonb3yloTCs CneayoLmne HaCTPOVKN NETHEro BpeMeHu: off, asu (ACYHCbOH), Culi
(Kysiba), san (CaHTbsro), cat (KaHaga — ATnaHTuka).

e [1ns cmeLleHuns -3 NCnonb3yTCS CneaytoLmne HacTPOWKN neTHero BpeMeHu: off, gtb (MCotxo6), bre
(Bpasunnusa — BOCTOK).

CuHTakcuc:

clock [options]

options:

-u UTC offset

-dst on/off/special case

-host - local | utc , format of time obtained from host (default: utc)
Windows systems use local, Linux uses utc

Mpumep:
system> clock
12/12/2011 13:15:23 GMT-5:00 dst on

KomaHpa identify

WNcnonb3yinTe aTy KOMaHAy Ansi BKIIOYEHUS], BBIKITIOYEHUS U NepeBoja B PEXUM MUraHWs CBETOANOLHOIO
VHAVKaTopa uaeHTuduKaumm Ha pame.

MapameTp -d MOXHO UCMONb30BaTL BMECTE C NapaMeTPOM -S ON NS BKOYEeHNs CBETOANOAHOIro
nHOMKaTopa Ha BpeMmsi B CeKyHaax, 3ajaHHoe ¢ noMolLbto napametpa -d. Mo ncrteveHne ykasaHHOro cpoka
B CEKyHax CBeTOAMOAHbIN MHANKATOP BbIKIHOYaETCS.

CuHTakcuc:

identify [options]
options:
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-s on/off/blink

-d seconds

MNpumep:

system> identify

-s off

system> identify -s on -d 30

ok
system>

KomaHpa info

VMicnonb3yinTe aTy KOMaHay Ans oTo6paKeHnst 1 HACTPONKK ceegeHnii o6 IMM.

Ecnu BbinonHWTL KomMaHay info 6e3 napameTpoB, OTOOPA3ATCH BCE CBEAEHNS O MECTOMOMOXXEHUN U
koHTakTax IMM. B cnepytoLlen Tabnuue nokasaHbl apryMeHTbl Anst 3TUX NapameTpoB.

Tabn. 62. KomaHga info

B cnepytoleli MHOroCTpoYHO Tabnuue ¢ TpeMs CTonéLamMmn NpUBoaSTCA NapamMeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapameTpoB.

MapameTp | Onucanue 3HaueHus
-name Nma IMM Ctpoka
-contact Nms koHTakTHOro nuua IMM Ctpoka
-location Pacnonoxenue IMM CTtpoka
-room’ NaoeHTndukarop nometueHns IMM Ctpoka
-rack’ MpeHtudunkartop crorikm IMM Ctpoka
-rup’ MonoxxeHne IMM B cTolike Ctpoka
-ruh BbicoTa oTceka cTomnkm TonbKo YTeHne
-bbay PacnonoxxeHune oTceka ans 6neng-cepBepoB TonbKo YTeHune
1. OT0 3Ha4YeHne [OCTYMHO TONLKO AN1S YTEHUSA U HEe MOXET 6bITb coHpoLLeHo, ecnu IMM HaxoguTtca B cucteme Flex
System.
CuHTakcuc:

info [options]
option:

-name Xcc_name
-contact contact_name
-location xcc_location
-room room_id

-rack rack_id

-rup rack_unit_position
-ruh rack_unit_height
-bbay blade_bay

KomaHpa spreset

VMcnonbayinTe aTy kKOMaHay Ans nepesanycka IMM.

[nsa oTnpaBkm aTOM KOMaHAbl HEO6XO0OUMO 06naaaTh NpaBamMu HaCTPONKK KOHMUIrypaumm agantepa no
MeHbLUen Mepe ypoBHsA Advanced.

Masa 10. UHTepdeiic komaHaHoii ctpokn 177



KomaHpgb! Service Advisor
B aTom pasgene npuBoanTcs angaBuTHbIN CNMCOK KOMaHA UHTepdeinca KOMaHOHON CTPOKKM Ans Service
Advisor.

B HacTosLee BpeMst pocTynHo 3 komaHabl Service Advisor:

KomaHnpga chconfig

Vicnonb3yinTe aTy KOMaHAy Anst OTO6padKeHUs1 N HACTPOMKKN NapamMeTpoB Service Advisor.

e [lpexpae 4yem HacTpanBaTb NOObLIE OpYyrie NnapamMeTpbl, Heob6xoaMmo NpuHATL Npasuna n ycnosus Service
Advisor, Bocnonb3oBasLuncb komangon chconfig -li.

¢ [lepep BKOYEHEM NogaepXKn Service Advisor HEO6XOANMO 3aMNOSIHUTL BCE MO C KOHTAKTHOW
nHopmaumen, a Takxe nosne LileHTp noaaep Xkm ycnyr (C NOMOLLbIo koMaHabl checonfig -sc).

e Ecnu Hy>XHO ncnonb3oBaTh NPOKCU-cepeep ¢ noaaep>xkonm HTTP, Bce nons, cBa3aHHbIe C 3TUM
CepBEPOM, AOJKHbI ObITb 3aMOJHEHBI.

B cnepytowen Tabnuue nokasaHbl apryMeHTbl o9 3TUX NapameTpoB.

Tabn. 63. KomaHga chconfig

B cnepytoLleil MHOroCcTpoYHON Tabnnue ¢ TPeMs CToIGLaMN MPUBOAATCS NapameTpbl, onucaHne
napamMeTPOB 1 COOTBETCTBYIOLLIME 3HAYEHVS A1 STUX NapaMeTpoB.

MNapameTp | Onucanue 3HauyeHust

-li MpocmoTtpuTe nnu npumnte Mpasuna n NPOCMOTPETb, NPUHATL
ycnosus Service Advisor

Mpumeyanue: lNpexae 4em HacTpameaTtb
Apyrve napameTpbl, HEOOXOANMO MPUHSATH
Mpasuna n ycnosus.

-sa CocTosiHne nogaep>kku Service Advisor BKJ1IO4EHO, BbIK/IO4EHO
MpumeyvaHus: Y706kl BKNOUNTL Service
Advisor, Heo6x0aUMO BbIMOSHNUTb
cnepylowue ycnoBus:

e TpebyeTcs KOA CTPaHbl.

e Bce napamMeTpbl B pasfesie KOHTaKTHbIX
AaHHbIX Service Advisor sBnsitloTcs
06s3aTeNbHbIMU.

-SC Kop, cTpaHbl, B KOTOPOI pacrnonoXeH [Byx3HauHbI Kog cTpaHbl ISO
LleHTp noppep>xkn ycnyr

MHdopmaums koHTakTHOro nuua Service Advisor:

-cn /IMa OCHOBHOIO KOHTaKTHOro nuua CTtpoka ¢ pasgenntensiMi B Buae KaBblyek (He 6onee 30
CUMBOJIOB)
-cph Howmep TenedoHa ocHoBHOro KoHTakTHOro | CTpoka c pasgenutensmu B Buge Kasblyvek (5-30
nua CUMBOJIOB)
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Tab6sn. 63. KomaHga chconfig (mpogosnx.)

MapameTp | Onucanve 3HayveHus
-ce Afpec aneKTPOHHOM NOYTbl OCHOBHOIO LencTBnTenbHbIN agpec aNeKTPOHHON NoYThl B hopmaTe
KOHTaKTHOro nuua userid@hostname (He 6onee 30 CMMBOJIOB)
MpumeyvaHne: BykBeHHO-4YNCNOBLIE
CUMBOIJIbI, «.», «=» UIN «_» MOXXHO
ncnonb3oBath B V[ nons3oBartens nnm
UMeHN xocTa. AQpec 3N1eKTPOHHON NOYTbI
OOJKEH cofep>XaTb He MeHee OBYX
OOMEHHbIX 3/IEMEHTOB, a NOCNEAHNIA
OOMEHHbI 3N1EMEHT JO/MKEH COCTOSATb U3
2-4 6yKBEHHO-YNCNOBbIX CMBOJIOB.
-Co HasBaHuve opraHusauuy unm KoMnaHum CTpokKa ¢ pasgenutensamm B Buge Kaebldek (He 6onee 30
OCHOBHOIO KOHTaKTHOro nmua CVIMBOJIOB)
-ca Afpec pacnonoxXXeHnsa KomnboTepa CTtpoka ¢ pasgenutensMmu B BUAe KaBblyek (He 6onee 30
CUMBOJIOB)
-CCi "opopa pacnonoxXxeHus KomnboTepa CTtpoka ¢ pasgenutensMu B BUAe Kasblyek (He 6onee 30
CUMBOJIOB)
-Cs PervioH pacnonoxeHus KomnbtoTepa CTtpoka ¢ pasgenutensmm B BUAe kaBblyek (He 6onee 30
CUMBOJIOB)
-Ccz Mo4TOBbIV NHAEKC PACMONOXXEHNS CTtpoka ¢ paspgenntenamu B BUAE kaBblyek (He 6onee 9

KOMMbloTEpPa

CUMBOJIOB)

MHdbopmaums gononHNTENbHOrO KOHTAKTHOro nuua Service Advisor:

-an NMs pononHUTenbHOro KoHTakTHoro nuua | Ctpoka ¢ pasgenutensmm B BUAe kaBblyvek (He 6onee 30
CVMBOJIOB)
-aph Howmep TenedoHa [ONOAHUTENBHOIO CTtpoka ¢ pasgenutensiMu B Buge Kasblvek (5-30

KOHTaKTHOro nmua

CVMBOJIOB)

-ae ALpec 3neKTPOHHOI NOoYTbI
OOMOJSTHUTENIbHOrO KOHTaKTHOro nnua
MpumeyaHune: BykBeHHO-4MCNOBbIE
CUMBOIIbI, «.», «=» U «_» MOXHO
ucnonb3osatb B V] nonesosatens nam
UMeHMn xocTa. AQpec SNeKTPOHHON MOYThI
OOMKEH coaepXartb He MeHee ABYX
OOMEHHbIX 3/IEMEHTOB, a NOCNEfHNIA
OOMEHHbIV 3N1EMEHT JOMMKEH COCTOSATb 13
2—4 ByKBEHHO-4CI0BbIX CUMBOJIOB.

[OelicTBUTENBHbIN aApec aNeKTPOHHON NoYyThl B hopmaTe
userid@hostname (He 6onee 30 cMBONOB)

-ao HasBaHune opraHusauumn nam KomnaHmm
OOMNONTHUNTENIbHOI0 KOHTAKTHOI o nnua

CTpoka ¢ pasgenutensiMi B BUAe KaBblyek (He 6onee 30
CUMBOJIOB)

-aa Agpec 4onNoNHUTENIbHOrO PacnonoXXeHns CTtpoka ¢ pasgenutensmn B BUAe kaBblyek (He 6onee 30
KoMMbtoTepa CVMBOJIOB)

-aci "opopn AOMONHNUTENIbHOIO PaCMooXeHUs CTtpoka ¢ pasgenutensiMi B Buae KaBblyek (He 6onee 30
KoMMbtoTepa CVMBOJIOB)

-as PervioH gononHutensHoro pacnonoxeHus | CTpoka c pasgenutensiMi B BUAE KaBblyek (He 6onee 30
KoMMbtoTepa CVMBOJIOB)

-az Mo4YTOBbI NHAEKC OOMONHUTENBHOIrO CTtpoka ¢ pa3genutensamn B BUAE KaBblyek (He 6onee 9

pacnono>xeHnsa KoMmnboTepa

CUMBOJIOB)
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Tabn. 63. KomaHga chconfig (mpogosxk.)

MapameTp | Onucanue

3HauveHus

MapameTpbl NpoKcu-cepBepa ¢ nogaep>xkon HTTP:

-loc MecTononoxxeHue NpoKkcu-cepsepa ¢
nopaep>xkonm HTTP

MonHoe umsa xocta nnu IP-agpec npokcu-cepeepa ¢
nopaep>xkon HTTP (He 6onee 63 cMMBOOB)

-po MopT npoKcu-cepBepa ¢ NopaepP>XKon LonycTtumbin Homep nopTa (1-65535)
HTTP

-ps CraTyc npokcu-cepsepa C NOAAEPKKON BK/O4€HO, BbIKNIO4YEHO
HTTP

-pw Maponb Npokcu-cepBepa ¢ NOAAEPXKKONA [elicTBUTENbHbBI Naposb C pa3fgenuTensaMmm B BUae
HTTP KaBblyeK (He 6onee 15 cMMBOSIOB)

-epw 3awmdpoBaHHbI Naponb NPOoKCU- [LelicTBUTENbHbIV Naposb C pa3nenuTensamy B BUae

cepBepa ¢ nogaep>xkont HTTP

KaBblyeK (He 6onee 15 cuMBOSIOB)

-u Mms nonb3oBaTens npokcu-cepsepa ¢
nogaep>xkon HTTP

[LelicTBUTENBHOE UMS NMONB30BaTENSA C pa3fenMTensMm B
BuAe KaBblvek (He 6onee 30 cumBOoB)

-test [MpoBepka npokcu-cepsepa ¢
nogaep>xko HTTP

CwuHTakcuc:

chconfig [options]

option:
-li view|accept
-sa enable|disable
-sc service_country_code
-ce contact_email
-cn contact_name
-co company_name
-cph contact_phone
-cpx contact_extension_phone
-an alternate_contact_name
-ae alternate_contact_email
-aph alternate_contact_phone
-apx alternate_contact_extension_phone
-mp machine_phone_number
-loc hostname/ip_address
-po proxy_port
-ps proxy_status
-pW proxy_pw
-ccl machine_country_code
-U proxy_user_name

Komanpa chmanual

Vicnonb3yinTe aTy kKomMaHay, 4Tobbl Bpy4HYto co3paTth 3anpoc Call Home.

Mpumevanue: Nonyyarenu coobeHnii Call Home HacTpaunBatoTcs ¢ nomollpto komarnael checonfig.

e KomaHga chmanual -test nossonsieT cosgatb TecToBoe coobuueHne Call Home.

B cnepnytoleli Tabnuue nokasaHbl apryMeHTbl AN aTUX napameTpoB.
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Ta6n. 64. KomaHga chmanual

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

MapameTtp OnucaHue 3HaueHus

-test CospaeT TecToBOE COOOLLEHNE AN
nony4yatenen Call Home

CuHTakcuc:

chmanual [options]

Generates a manual Call Home or a Test Call Home
-test: Generate a test Call Home.

KomaHpga chlog
McnonbayinTe 3Ty KOMaHay 41s oTobpaxkeHus nocnegHux Nty cobuitun Call Home n oTMeHnTb 3asBKy,
CBSA3aHHYO C COobbITUEM, No NapameTpy caseNumber.

Komanpga chlog cny>xuT anst oto6pa>keHns Nty NocNeqHUX 3anucen B XXypHane aktnsHocTtu Call Home,
CO3[aHHbIX CepBEPOM UK nonb3oBaTenem. [NepBoit NnokasaHa camas nocnepHssa 3anuck Call Home.
CepBep He oTnpaBnsaeT cobbiTUA-Ay6NNKaThl, €CNN OHWN HE NOATBEPXXAEHbI B XXypHasie akTUBHOCTM Kak
ncrnpasneHHble.

B cnepytowein Tabnvue nokasaHbl apryMeHTbl 4Jis 3TUX NapaMeTpoB.

Tabn. 65. KomaHga chconfig

B cnepytoLleil MHOrocTpo4Hol Tabnnue ¢ TpeMsi cToNibLamm NpUBOASATCS NapamMeTpbl, onucaHne
napamMeTpOB 1 COOTBETCTBYIOLLIME 3HAYEHUS OIS 3TUX NapaMeTpoB.

MNapameTp | Onucanue 3HayeHus
-C OTMeHa 3asBKW1, CBA3AHHOWN
C cobbITMEM, NO NapameTpy
caseNumber
CuHTakcuc:

chlog[-options]
Displays the last five call home events that were generated either by
the system or the user (most recent call home entry first.)

-c: cancel the case associated with the event by caseNumber

KomaHpabl 6e3 areHTOB

B aTom pasgene npusoguntcs andaBnTHbIA CIIMCOK KOMaHA 6€3 areHToB.

B HacToswee BpemMA OOCTYMNHO 3 KoMaHAabl 6e3 areHToB:

KomaHpa storage

Mcnonb3yinTe 3Ty KOMaHgy 47151 OTO6paXKeHUs U HACTPOMKM (€CM NoAAep KuBaeTcs nnaTtgopmon) ceegeHnn
06 YCTpOICTBax XpaHeHns cepeepa, ynpasfieHne KOTOPbIMI OCYLLECTBASETCSA C nomoLpto IMM.

B cnepytolein Tabnvue nokasaHbl apryMeHTbl 4Jis 3TUX NapaMeTPoB.
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Tabn. 66. KomaHga storage

B CJ'IeJJ,yIOLLI,eI‘/JI MHOI’OCTpO‘-IHOI7I Tabnuue ¢ TpewmA cronéuamu npmnBoOATCA NapamMeTpbl, ornnmcaHne
napamMmeTpoB N COOTBETCTBYOLWME 3HAYEHUA ONA 3TUX NapaMeTpPoOB.

MapameTp

OnucaHue

3HaueHus

-list

MNepeuncnsieT Bce Lenesble
OOBbEKTbI XPaHeHust, ynpasJsisiemble
IMM.

controllers|pools|volumes|drives
e target — aTo:

e controllers: cnncok nogaep>xMBaemMbIx
koHTposnepos RAID!

® pools: CNMCOK MyNIOB NamMsiTh, CBA3AHHbIX C
KoHTposnnepom RAID?

¢ volumes: CnNMCoOK TOMOB XpaHunuLLa,
CBsi3aHHbIX C KOHTposnepom RAID?

e drives: CNUCOK YCTPONCTB XPaHEHUs! faHHbIX,
CBSI3aHHbIX C KOHTposnepomM RAID!

-list -target target_id

Cnincok o6bekToB target
XpaHunuwa, ynpasnsembix IMM
no target_id.

pools|volumes|drives ctri[x]|pool[x]
[oe target n target_id — aT0:

¢ pools ctri[x]: cnucok nynos NamsiTyi, CBA3aHHbIX
¢ KoHTponnepom RAID, no target_id’

¢ volumes ctri[x]|pool[x]: cnicok TomoB
XpaHunuLa, cBsasaHHbIX ¢ KoHTponnepom RAID,
no target_id"

¢ drives ctri[x]|pool[x]: cnuicok ycTpolicTs
XpaHeHusi, CBsi3aHHbIX ¢ KOHTponnepom RAID,
no target_id"

-list flashdimms

Cnncok dnaw-moaynen DIMM,
ynpasnsiembix IMM.

-list devices

OTo6paXkaeT COCTOsIHNE BCEX
anckoB 1 naw-moaynen DIMM,
ynpasnsembix IMM.

-show target_id

OTob6paxaeT cBefieHNst ons
Bbl6paHHOro o6bekTa target,
ynpasnsemoro IMM.

[oe target_id — aT0:
ctri[x]|vol[x]|disk[x]|pool[x]

[flashdimm[x]

3

-show target_id info

OTob6paxaeT noapobHble
cBefeHVs ans BbI6paHHOro
obbekTa target, ynpasnsemoro
IMM.

Ine target_id — aTo:
ctri[x]|vol[x]|disk[x]|pool[x]

[flashdimm[x]

3

-show target_id

OTobpaxaeT cBefeHusi o

Ioe target_id — aTo:

firmware? MUKponporpamme Ans ctri[x]|disk[x]|flashdimm[x]2
Bbl6paHHOro oobekTa target,
ynpasnsemoro IMM.
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Tabs1. 66. KomaHga storage (Mpogosx.)

MapameTp

OnucaHue

3HauyeHus

-showlog target_id<m:n|
all>®

OTo6paxaeT XypHarnbl COObITUI
Ons BblbpaHHOro oobekTa target,
ynpasnsemoro IMM.

ne target_id — aTo: ctri[x]*
m:n|all

[Ae m:n — KONMYECTBO XXYPHaNoB COGLITUIA OT
OLHOro 10 MakC1MasibHOro

oe all — aTo BCe XXypHanbl cObbITUI

-config ctrl -scanforgn
-target target_id3

O6Hapy»xeHne KoHburypawumm
BHewHero RAID.

'pe target_id — aTo: ctri[x]°

-config ctrl -imptforgn
-target target_id®

MMnopT KoHWrypaumm BHELHEero
RAID.

Ine target_id — aTo: ctri[x]°

-config ctrl -clrforgn
-target target_id®

OuncTka KoHpurypaumm
BHewwHero RAID.

ne target_id — aTo: ctri[x]°

-config ctrl -clrcfg -target
target_id?®

Ounctka KoHdurypaumm RAID.

'pe target_id — aTo: ctri[x]°

-config drv -mkoffline
-target target_id®

13meHeHne cocTosAHNS AncKa C «B
CeT» Ha «He B CETU».

ne target_id — aTo: disk[x]°

-config drv -mkonline
-target target_id®

VIaMeHeHne cocTosiHUA ancka ¢
«He B CETU» Ha «B CETU».

ne target_id — aTo: disk[x]°

-config drv -mkmissing
-target target_id®

O603Ha4veHne aNCcKa He B CETU B
KayecTBe MCnpaBHOro
HEeHacTPOEHHOro ancKa.

Ine target_id — aTo: disk[x]°

-config drv -prprm -target
target_id?®

MoproTtoBka NcnpasBHOro
HEHaCTPOEHHOIro AncKa K
N3BMEYEeHNIO.

Ine target_id — aTo: disk[x]°

-config drv -undoprprm
-target target_id®

OTMeHa NogroToBKu ncnpasHoro
HEeHaCTPOEHHOIro AnckKa K
N3BNIe4HeHnto.

pe target_id — aTo: disk[x]°

-config drv -mkbad
-target target_id®

I3meHeHre ncnpasHOro
HEHaCTPOEHHOro AncKa Ha
HencnpasHbI HEHACTPOEHHbIN
OVCK.

pe target_id — aTo: disk[x]°

-config drv -mkgood
-target target_id®

M3ameHeHne HencnpasHOro
HeHacTPOEHHOro AncKa Ha
MNCMpPaBHbI HEHAaCTPOEHHbIN ONCK.
nnu

Mpeo6pasoBaHue gucka JBOD B
MCNpaBHbIi HEHACTPOEHHbIN ANCK.

ne target_id — aTo: disk[x]°

-config drv -addhsp
-[BbIAENEHHDbIE NYyNbI]
-target target_id®

HasHaveHve BblaeneHHoro gucka
B Ka4ecTBe ropsa4ero pesepsa ansa
OTAEeNbHOro KoHTpOonnepa nnn
CYLLECTBYHOLLUMX NyNOB NamMATy.

pe target_id — aTo: disk[x]°

-config drv -rmhsp -target
target_id?®

V3BneyeHne ropsyero pesepsa.

Ine target_id — aTo: disk[x]°

-config vol -remove
-target target_id®

13BneyeHne oToenbHOro Toma.

pe target_id — aT0: vol[x]°
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Tabn. 66. Komarga storage (Mpo[onx.)

OnucaHue

3HaueHus

MapameTp

-config vol -set [-N] [-w]
[-r1[-] [-a] [-d] [-b] -target
target_id?

I3ameHeHne CBOCTB OTAENbHOIo
ToMma.

¢ [-N volume_name] — 3710 ums Toma

¢ [-w <0|1]|2>] — 3TO NonMTMKa 3anucy KaLa:
— Beepgute 0 gnsi NOAMTUKM CKBO3HOW 3anmcu
— Bsegute 1 ans nonuTknM obpaTHOI 3anmcu

— BepguTe 2 gnsa NOAMTUKK 3anucu ¢
pesepBHbIM 6510koM 6aTapeun (BBU)

o [-r <0|1]2>] — 37O NonNNTKKA YTEeHUs KaLla:

— Bsepgute 0 onda nonuTukm 3anpeta
yNpexxaarLero YTeHus

— Beegute 1 gna nonuTtuky ynpexkgaroLero
yTeHns

— BseauTe 2 Ans NOAUTUKN aganTUBHOMO
YNPEeXOaoLLero YTeHnst

¢ [-i <0|1>] — aTO NonuTMKa BBOAA-BbIBOAA KaLLa:

— Bgegute 0 ons NonAMTKK NPsSiMOro BBOAA-
BblBOAA

— Beepgute 1 gna nonuTtukn KaLLMpoBaHHOIro
BBOAA-BbiBOOA

¢ [-a<0|2|3>] — 370 NnonnTKKa gocTyna:
— Bsegute 0 a4nst NOANTVKK YTEHNS N 3anNNCK
— BsepuTe 2 pna NOAUTUKN «TONBKO YTEHNE»
— BseguTte 3 ans nonnTrkn «3abnoKMpoBaHO»

¢ [-d <0]1|2>] — 3TO NOAMTMKA K3LLMPOBaHUS
[INCKOB:

— BeeguTte 0, ecnu nonuTrKa He MeHsieTCs
— BseauTe 1, 4TO6bI BKNIOUNUTL MNONNTUKY®
— BseguTte 2, 4TO6bI BbIK/OUUTE NOAUTUKY
¢ [-b <0|1>] — 37O (hoHOBAsA NHULMANUIALWS:
— BsepguTte 0, 4TO6bI BKNIOYNTD UHULMANM3ALMIO

— Beegute 1, 4TOGbI BbIKNIOYNTD
MHULMann3auuio

e -target_id — aTo vol[x]°

-config vol -add<[-R] [-D
disk] [-H disk] [-1 hole]>
[-N] [-w] [-r]3,7

CospaHne oTaensHoro Toma anis
HOBOr o Myna namsT, ecimn
LeneBbiM 06 bEKTOM SIBNSIETCS
KOHTpoOInep.

nnn

CospaHune oTgenbHoro Toma ¢
CYLLECTBYIOLLMM MySIOM NaMATH,
€CInn LeneBbiM 0O bEKTOM
ABNAETCA Ny namaTu.

¢ [-R <0|1|5|1E|6]|10]|50|60|00|1ERLQO|1EORLQO>]
OT10T NnapameTp onpepenset ypoeHb RAID u
MNCMNONb3yeTCH TONBbKO C HOBbIM MyJIOM MNamATH

¢ [-D disk [id11]:disk[id12]:..disk[id21]:disk
[id22]:..] SToT NnapameTp onpeaensieT rpynny
OVCKOB (BKtoYasi OXBa4eHHblE 06HEKTDI) 1
NCMONb3YETCS TONBbKO C HOBbLIM MYJIOM NamsTy

e [-H disk [id1]:disk[id2]:..] SToT napameTp
onpepenseT rpynmy ropsiyero pesepsrpoBaHunst
1 NCMOJb3YETCH TONBKO C HOBbLIM MYJ/TIOM MaMsITH.

¢ [-1 hole] OToT napameTp onpegenseT Homep
nHAaeKca cBo60oOHOro NpPoCTpaHCTBa AJ1s
CYLLIeCTBYIOLLErO nyna namaTu
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Tabs1. 66. KomaHga storage (Mpogosx.)

NapameTp OnucaHue 3HauyeHus

¢ [-N volume_name] — 370 nms Toma

¢ [-w <0|1]|2>] — aTO NonUTVKa 3anncu KaLa:
— BBepgute 0 gns NONUTUKN CKBO3HOW 3anncu
— Bsepute 1 ans nonuTrkn obpaTHO 3anmcu

- BBepgute 2 gns nonuTukm 3anucu ¢
pe3epBHbIM 6110koM 6aTapen (BBU)

¢ [-r <0|1]2>] — 3TO NonNNTHKA YTEHUS KaLLa:

— Bsepgute 0 ona nonnTUKK 3anpeTa
yNpeXaaloLLero YTeHns

- BeeguTe 1 onsi NOAUTYKM yNpeXxaatoLLero
YyTeHus

— BBseguTe 2 ansa noNUTYKK apanTUBHOIO
yNpexXaatoLLero YTeHms

-config vol -add[-i] [-a] [-d] | Co3naHne oTgensHOro Toma ans

[-f] [-S] [-P] -target target_ | HoBoro nyna namsitu, ecnu * [ <O0[1>] — o0 nonmTuka BBOAA-BLIBOAA KaWIA:

id3 LeneBbIM 06 LEKTOM SIBNISIETCS - BeeguTe 0 Ans NOAUTUKN NPSIMOro BBOAA-
KOHTpoOSInep. BblBOAA
nm

— BsepguTe 1 oA NOAUTUKN K3LLMPOBAHHOMO

BBOJa-BbiBOAA
CospaHiie oTaenLHOro Toma ¢

CYLLIECTBYIOLLMM MYSIOM NaMATH, * [-a<0]2|3>] — aT0 NonnTVKa gocTyna:
ecnn UeneBbiM OO bEKTOM
SABNSAETCA My NaMaTu.

— Bsegute 0 4N NOAWUTUKN YTEHUS 1 3anUcK
— Bsegute 2 Ans NOANTUKN «TONBKO YTEHME»
— Bsepute 3 ans nonutrkn «3abnokmMpoBaHo»

¢ [-d <0|1|]2>] — aTO NoNNTUKA KILLNPOBaHMNS
[OMNCKOB:

— Bsepgute 0, ecnn nonntnka He MeHsieTcA

— BseguTe 1, 4TO6bI BKNIOUNTE MNOAUTUKY ©

— BBsepuTte 2, 4TO6bI BLIKNOYUTE NOINTUKY
o [-f <0/1/2>] — 3TO TVN NHMLUMANUIALNN:

— Bsegute 0, 4TO6bI 0603HAYNTL OTCYTCTBUE
MHULManusaumm

— Bsegute 1 ans 6bICTPON MHUUMANN3ALMN
— BBepgute 2 gnsa nonHoOM nHUUManM3aunun

e [-S volume_size] — 31O pasmep HOBOIo TOMa B
MB

e [-P strip_size] — aT0 pasmep YepenoBaHus
TOoMa, Hanpumep 128K nnun 1M

e -target target _id:
- ctrl[x] (HoBbI Nyn namsTn)®

— pool[x] (cywecTBytoLmnii nyn namsti)®
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Tabn. 66. Komarga storage (Mpo[onx.)

MapameTp OnucaHue 3HauveHus
-config vol -getfreecap MonyyeHne o6bema cBo604HOro
LRI[Ddiskl (Hdiskl | mpocrpacrea b anckosor * LR <0lIS{1E[6i10/50/60/001{ERLGO1EORL Q0>
target target_id3 rpynne. TOT NapameTp onpepenseT ypoBeHb n
MCMOJIb3YETCS TOMBbKO C HOBbLIM MYfOM NamMsiTu
e [-D disk [id11]:[id12]:..[id21]:[id22]:..] DTOT
napameTp onpegenseT rpynny AUCKOB (BKITro4as
OXBa4eHHble 06BEKTbI) 1 MCMOMB3YETCS TOSIbKO C
HOBbIM MYJIOM MaMSATN
e [-H disk [id1]:[id2]:..] ToT napameTp
onpegensieT rpynny rops4ero pe3epBrnpoBaHns
1 VCMOJb3YETCH TONBKO C HOBbIM MY/IOM MaMsTH.
e -target target_id:
- ctri[x]®
-help OTob6paxeHune ceBefeHnii 06
NCMOJIb30BaHNN KOMaHfbl 1
napameTpoB
MpumeyaHuns:
1. OTa KOMaHaa NofAeEPKMBAETCS TONbKO Ha cepBepax, rae IMM MoXXeT ocyLLeCTBASTL AOCTYN K KOHTPONeEpy
RAID.
2. CBefieHMs 0 MMKPOMNPOrpaMmMe 0TO6parkatoTCH TONBKO AJ15 CBA3aHHbIX KOHTPOJIEPOB, AUCKOB 1 hNaLL-Moaynei

DIMM. CBepeHuss 0 MMKpONporpaMmMe Ans CBA3aHHbIX MyJIoB M TOMOB HE OTOOPakatoTCS.

NOoO O~ W

. MHbopmaums oTtobparkaeTcst Ha HECKOJIbKUX CTPOKax U3-3a HeXBaTkn MecTa.

. 9Ta KOMaHAa NOAAEPKMBAETCH TONbKO Ha cepeepax, NoaaepxmeatoLmx xxypHansl RAID.

. OTa KomaHga noaaep XmMBaeTcs TONbKO Ha cepBepax, noaaep xmsarowmnx KoHpurypaumm RAID.

. 3HayeHue Enable He nognep>xmBaeT KoHpurypauun RAID nepBoro ypoBHSs.

. 34ecb NpMBOANTCSA HEMOJHbBIV CMMCOK AOCTYMHbIX NapameTpoB. OcTanbHble NapamMeTpbl KOMaHabl storage
-config vol -add nepedncneHbl B cnepytoLeli CTpoKe.

CuHTakcuc:
storage [options]
option:

-config ctrl|drv|vol -option [-options] -target target_id

-list controllers|pools|volumes|drives

-list pools -target ctri[x]

-list volumes -target ctri[x]|pool[x]

-list drives -target ctri[x]|pool[x]

-list devices

-list flashdimms

-show target_id

-show {ctri[x]|pool[x]|disk[x]|vol[x]|flashdimm[x]} info
-show {ctri[x]|disk[x][flashdimm[x]}firmware
-showlog ctri[x]m:njall

-h help

MNpumepsbl:

system> storage

-config ctrl -clrcfg -target ctrl[0]
ok

system>

system> storage

-config ctrl -clrforgn -target ctrl[0]
ok

system>

system> storage
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-config ctrl -imptforgn -target ctrl[0]
ok

system>

system> storage

-config ctrl -scanforgn -target ctrl[0]
Detect 1 foreign configuration(s) on controller ctrl[0]
system>

system> storage

-config drv -addhsp -dedicated pool[0-1] -target disk[0-0]
ok

system>

system> storage

-config drv -addhsp -target disk[0-0]
ok

system>

system> storage

-config drv -mkbad -target disk[0-0]

ok

system>

system> storage

-config drv -mkgood -target disk[0-0]
ok

system>

system> storage

-config drv -mkmissing -target disk[0-0]
ok

system>

system> storage

-config drv -mkoffline -target disk[0-0]
ok

system>

system> storage

-config drv -mkonline -target disk[0-0]
ok

system>

system> storage

-config drv -prprm -target disk[0-0]

ok

system>

system> storage

-config drv -rmhsp -target disk[0-0]

ok

system>

system> storage

-config drv -undoprprm -target disk[0-0]
ok

system>

system> storage

-config vol -add -1 1 -target pool[0-1]
ok

system>

system> storage

-config vol -add -R 1 -D disk[0-0]:disk[0-1] -w 1 -r 2 -i 0 -a 0 -d 0 -f 0
-N LD_volume -S 100000 -P 64K -H disk[0-2] -target ctrl[0]
ok

system>

system> storage

-config vol -getfreecap -R 1 -D disk[0-0]:disk[0-1] -H disk[0-2] -target ctrl[0]
The drive group configuration is good with free capacity 500000MB
system>

system> storage
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-config vol -remove -target vol[0-1]
ok

system>

system> storage

-config vol -set -N LD_volume -w 0 -target vol[0-0]
ok

system>

system> storage

-list controllers

ctrl[0] ServerRAID M5110e(Slot No. 0)
ctri[1] ServerRAID M5110f(Slot No. 1)
system>

system> storage

-list drives

disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2

system>

system> storage

-list flashdimms
flashdimm[1] Flash DIMM 1
flashdimm([4] Flash DIMM 4
flashdimm[9] Flash DIMM 9
system>

system> storage

-list pools

pool[0-0] Storage Pool 0
pool[0-1] Storage Pool 1
system>

system> storage

-list volumes
system>storage -list volumes
vol[0-0] Volume 0
vol[0-1] Volume 1
Vol[0-2] Volume 2
system>

system> storage

-list drives -target ctrl[0]
disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2

system>

system> storage

-list drives -target pool[0-0]
disk[0-0] Drive 0
disk[0-1] Drive 1

system>

system> storage

-list pools -target ctrl[0]
pool[0-0] Storage Pool 0
system>

system> storage

-list volumes -target ctrl[0]
vol[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage

-list volumes -target pool[0-0]
vol[0-0] Volume 0
vol[0-1] Volume 1
system>
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system> storage

-show ctrl[0] firmware

Total Firmware number: 2
Name: RAID Firmwarel
Description: RAID Firmware
Manfacture: IBM

Version: 4.01(3)T

Release Date: 01/05/2013
Name: RAID Firmware2
Description: RAID Firmware
system>

system> storage

-show ctrl[0] info

Product Name: ServerRAID M5110e
Firmware Package Version: 23.7.0.1.2
Battery Backup: Installed
Manufacture: IBM

UUID: 1234567890123456
Model Type / Model: 1234AHH
Serial No.: 12345678901

FRU No.: 5005076049CC4

Part No.: LSI2004

Cache Model Status: Unknown
Cache Model Memory Size: 300MB
Cache Model Serial No.: PBKUDOXTAOPO4Y
PCI Slot Number: 0

PCI Bus Number: 2

PCI Device Number: 2

PCI Function Number: 10

PCI Device ID: 0x1000

PCI Subsystem Device ID: 0x1413
Ports: 2

Port 1: 12345678901234
Port 2: 12345678901235
Storage Pools: 2
paotpe0Pool 0

paolkplrelPool 1

Drives: 3

disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-show disk[0-0] firmware
Total Firmware number: 1
Name: Drive

Description:

Manufacture:

Version: BE24

Release Date:

system>

system> storage

-show disk[0-0] info
Product Name: ST98394893
State: Online

Slot No.: 0

Disk Type: SATA

Media Type: HHD

Health Status: Normal
Capacity: 100.000GB

Speed: 6.0Gb/s
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Current Temperature: 33C
Manufacture: ATA

Device ID: 5

Enclusure ID: 0x00FC
Machine Type:

Model:

Serial No.: 9XKIKL

FRU No.:

Part No.:

system>

system> storage

-show flashdimm[15]

Name: CPU1 DIMM 15

Health Status: Normal
Operational Status: Online
Capacity(GB): 4006B

Model Type: DDR3

Part Number: 93E40400GGM101PAT
FRU S/N: 44000000

Manuf ID: Diablo Technologies
Temperature: 0C

Warranty Writes: 100%

Write Endurance: 100%

F/W Level: A201.0.0.49152
system>

system> storage

-show pool[0-0]

RAID State: RAID 0

RAID Capacity: 67.0006B (0.000GB free)
Drives: 2

disk[0-0] Drive 0
disk[0-1] Drive 1
Volumes: 2

vol[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage

-show pool[0-1] info

RAID State: RAID 1

RAID Capacity: 231.898GB (200.000GB free)
Holes: 2

#1 Free Capacity: 100.000GB
#2 Free Capacity: 100.000GB

Drives: 2
disk[0-1] Drive 1
disk[0-2] Drive 2

Volume: 1

vol[0-1] LD_volume
system>

system> storage
-show vol[0-0]
Name: Volume 0
Stripe Size: 64KB
Status: 0ffline
Capacity: 100.000GB
system>

system> storage
-show vol[0-0] info
Name: LD_volume
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Status: Optimal

Stripe Size: 64KB

Bootahle: Not Bootable
Capacity: 231.898GB

Read Policy: No Read Ahead
Write Policy: Write Through
I/0 Policy: Direct I/0
Access Policy: Read MWrite
Disk Cache Policy: Unchanged
Background Initialization: Enable
system>

KomaHpa adapter

OTa KoMaHga cny>kuT Ans oTobpa>keHnst HBEHTapPHbIX cBeaeHuii 06 agantepe PCle.

Ecnn komanga adapter He nogaep>xuBaeTcs, cepBep pearnpyeT Ha OTAPaBKY Takol KOMaHAb! CleayoLmum
coobLeHnem:

Your platform does not support this command.

Mpu cHATUN, 3aMeHe 1N HacTpoiiKe NbbIX afanTepoB HEOO6XOAMMO Nepe3anyCcTnTb cepaep (MO MEHbLLEN
Mepe ofuH paa), YToObl YyBUAETbL 0BHOBEHHYIO HGOpMaLMio 06 aganTepe.

B cnepytowen Tabnuue nokasaHbl apryMeHTbl O 3TUX NapameTpoB.

Tabn. 67. Koma+Hga adapter

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Luamm NpMBoaAaTCS NapameTpsbl, onucaHne
napameTpOoB 1 COOTBETCTBYIOLLME 3HAYEHMS ANA 3TUX NapameTpoB.

MapameTp OnucaHue 3HauyeHus

-list Mepeuncnenne Bcex agantepos PCle Ha
cepeepe

-show target_id OTob6pakeHne Nogpo6HON MHhopMaLmn o target_id [infolfirmware|ports|chips]
uenesom agantepe PCle lpe:

¢ info: oTo6paxkeHne cBefeHUin 06
obopyfoBaH/u aganTtepa

¢ firmware: oTo6pa)xeHne BCcex CBeAEHNIN
0 MVKpoMnporpammax aganrepa

e ports: oTo6parkeHne BCeX CBEAEHUI O
noptax Ethernet agantepa

e chips: oTo6paxkeHne BCex CBeAeHnin O
MUKpOCXeMe rpadn4eckoro npoweccopa
apanTtepa

-h OTob6pakeHne ceBepeHnin 06
NCMOJIb30BaHUN KOMaHAb! 1 NapameTpoB

CuHTakcuc:

adapter [options]

option:
-list
-show target_id [infolfirmware|ports|chips]
-h help

MNpumepsbl:
system> adapter
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list

ob-1 Flex System CN4054 10Gbps Virtual Fabric Adapter
ob-2 GPU Card 1

slot-1  Raid Controller 1

slot-2  Adapter 01:02:03

system> adapter

show ob-1 info

Product Name: Flex System CN4054 10Gbps Virtual Fabric Adapter
Card Interface: PCle x 16

Function Count: 2

Function Name: xxx Emulx xx componentl
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM

Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x

Package Type: dici
Function Name: xxx nVidia xx component2
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
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Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x
Package Type: dici

KomaHpa mvstor

VcnonbayiiTe aTy KOMaHgy Ansi nofydeHust MHdhopMaumm o 3anacax, CBsisaHHyto ¢ M.2, u ynpasneHum
BMPTYasibHbIMV TOMaMM.

B cnepytoleit Tabnuue nokasaHbl apryMeHTbl A1 3TUX NapaMeTpoB.

Tabn. 68. KomaHga mvstor

B cnepytoLein MHOrOCTPOYHO Tabnuue ¢ ABYMS CToN6LaMn NPMBOSATCA NapaMeTpbl 3TON KOMaHAbl 1
COOTBETCTBYIOLLME ONUCaHMS.

MapameTp OnucaHue

-h/? MeyaTb cnpaBoYHbIX CBEAEHWI 151 3TON KOMaHAbI

-version OTo6paxeHne nHopmaL M 0 MUKponporpamMmme KOHTpornnepa

-disks OTo6pakeHre NHopMaLmMmn 0 MyNbTUMEOUAHBIX ANCKaX

-volumes OT06pa>keHun nHopmaLmm o BUPTyasnbHbIX TOMax

-create CospaHue BupTyanbHoro Toma, napametpam VD_Name, RaidLevel n StripeSize moxHo
3aaTb 3Ha4YeHus

-delete YpaneHve BnpTyasibHOro Toma

-import MmMnopT BHelLHero BMpTyansHoro Toma. lNocne nmnopTa BUpTyabHOro Toma oH 6yaer

aBTOMaTU4YeCKM BOCCTAHOBIIEH NPU Nepes3arpy3ke CUCTEMBI.

Ucnonb3oBaHune
mvstor [-options] - raid configuration for SATA/NVMe RAID boot solution.
options:
-version - displays controller firmware version.
-disks - displays information of media disks.
-volumes - displays information of virtual disks

-create -slot <slot_no> -name <vd name> -level <0]1> -stripe <32164[128|256|512> - create virtual volume.

Marvell SATA RAID: stripe size can only be 32k or 64k
Marvell NVMe RAID: vd name is unapplicable. The name will always be VD_0.

-delete -slot <slot_no> -id <0[1> - delete the virtual volume

-import -slot <slot_no> -id <0[1» - import a foreign virtual volume
Mpumep
system> mvstor -version

Controller Slot Device Name Version
1 ThinkSystem M.2 SATA 2-Bay RAID Enablement Kit 2.3.20.1203

system> mvstor -disks
Controller Slot 1 M.2 Bay0 128GB M.2 SATA SSD LEN
Controller Slot 1 M.2 Bayl 128GB M.2 SATA SSD LEN

system> mvstor -volumes
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Controller Slot 1:

VD_ID: 0
VD_Name: VD_Test
PD_Member: 0,1
Raidlevel: 1

StripSize: 64k
VD_Capacity: 117 GB
VD_Status: Optimal
1 64k 29 GB Optimal

system> mvstor -delete -slot 1 -id 0
VD_ID 0 is deleted

system> mvstor -create -slot 1 -name M2RAID -level 1 -strip 64
New volume is created

system> mvstor -import -slot 1 -id 0
VD_ID 0 is imported

KomaHpabl nogaep>XXku

B aTom pasgene npuBoguTcsa andaBUTHBIA CIMCOK KOMaH NOOOEPXKKN.

LocTynHa nuwb ogHa KomaHaa nogaep>kku: «KomaHga dbgshimms» Ha ctpaHuue 194.

Komanpga dbgshimm

Vicnonb3yinTe 3Ty KOMaHay Ans pa3brioKMpoOBKY CETEBOIO AOCTYNa K 060/104Ke 6€30MacHO OTNaaKku.
MpumeyaHue: OTa KoMaHAa NpegHasHaveHa AJist UCNoNb30BaHWS TOSIbKO CheumanucTaMmm No NoaaepKKe.
B cnepytoleli Tabnuie nokasaHbl apryMeHTbl 415 3TUX NapameTpoB.

Tabn. 69. KomaHga dbgshimm

B cnepytoleli MHOrocTpo4YHoN Tabnuue ¢ ABYMsi CTON6LaM1 NpUBOASATCA NapaMeTpbl 3TON KOMaHb! 1
COOTBETCTBYHOLLME OMNUCaHNS.

MapameTp OnucaHue

status OTob6parkeHne COCTOAHNS

BKJOYNTD BkntoyeHue goctyna K otnagke (Mo yMoYaHuio, eCiiv napameTp He
3agaH)

OTKIIOUNTb BbikntoyeHne gocTyna K oTnagke
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Nnasa 11. UHTepcenc IPMI

B sToii rnase onucaH uHtepdeiic IPMI, kotopbii nogaep>xmsaetca XClarity Controller.

CeepneHus o ctaHgapTHbIX KomaHpax IPMI cm. B cneumdmkaumn nitepdeinca IPMI (Bepcust 2.0 v Bbiwe). B
3TOM JOKYMEHTe XapakTepuaytoTcsa napameTpbl OEM, ncnonbsyemsle co ctaHgapTHoeiMu IPMI-komaHgamm
IPMI n OEM, koTopble nogaepxxusarotca mukponporpammont XClarity Controller.

YnpasneHue XClarity Controller ¢ nomowbio IPMI

Bocnonb3yintech nHgopmauymein ns atoro pasgena gna ynpasneHus XClarity Controller ¢ nicnonssosaHuem
nHTepdenca ynpaeneHusa nnatgopmoin (IPMI).

XClarity Controller noctaBnseTcs ¢ naeHTUMKaTOPOM NOIb30BATENS, AN KOTOPOro N3HavaibHO
HacTpoeHo ums nonb3osarend USERID n napons PASSWORD (Honb, a He 6ykBa «O»). 3TOT nosib3oBaTesnb
UMeEeT YPOBEHb A0CTYNa «AAMUHUCTPATOP».

BaxxHo: B uensx 6e30nacHOCTN N3MEHUTE 3TO MMS NOJIb30BATENS 1 Naposib BO BPEMS NepBOHaYaIbHOM
HaCTPOWKMN.

B cucteme Flex System nonb3oBaTenb MoXeT HacTpoutb Moaynib CMM Flex System gns
LeHTPa/IM30BaHHOMO yrpaeneHns y4eTHbeIMK 3anucsamin nonb3osateneit IPMI XClarity Controller. B atom
clly4ae Bbl, BO3MOXXHO, He CMOXeTe ocyLlecTBnATb goctyn K XClarity Controller ¢ ucnonssosaxuem IPMI go
Tex nop, noka CMM He HacTpouT ngeHTndrKaTopsbl nons3osarenein IPMI.

MpumevaHue: Y4eTHble AaHHble nonb3osatens User ID, HacTpanBaemoro CMM, MoryT otanyarbcs oT
BblLLeonucaHHon kombuHaumm USERID/PASSWORD. Ecnn mogyns CMM He HacTpou HUKaKnX y4eTHbIX
3anucei nonb3osarens IPMI, ceTeBoin nopT, cBA3aHHbIN ¢ npoTokonoMm IPMI, 6yaeT 3akpbIT.

XClarity Controller Takxxe npegocTaBnsieT cnegyrome dyHKLMN yaaneHHoro ynpaeneHus cepsepom IPMI:

UHTepdeiicbl komaHgHom cTpoku IPMI
NHTepderic komaHaHom cTpoku IPMI npegoctaBnaeT Npsamoin AocTyn K hyHKLUMAM yrpasieHus
cepsepom no npotokony IPMI 2.0. IPMItool MoXXHO ncnonb3osBatb Ans OTNpasky KOMaHg rno
yNpaBfieHNIO NUTaHNEM CepBepa, MPOCMOTPY CBEAEHUI O CepBepPe 1 NAEHTUdVKaLUN cepBepa.
LononHuteneHble cBegeHnsa o6 IPMItool cm. B pasgene «/cnonb3osaHue IPMItool» Ha cTpaHuue 195.

MepeHanpaBneHne NnocnepoBaTeNbHOrO NOPTa Yepes JIOKaJIbHYHO CeTb
YT06bI yNpaBnaTb cepBepamMm U3 yganeHHoro pacnonoxeHuns, socrnonbaynteck IPMItool ans
YCTaHOBKM NOCneoBaTeNbHOro NoaKNioYeHns no nokansHomn cetu (SOL). [lononHuTenbHble CBeAEHUS
06 IPMItool cm. B pasgene «Vicnonb3oBaHue IPMItool» Ha cTpaHuue 195.

Ucnonb3oBaHue IPMltool

Bocnonb3yintech MHopMauuel 3 aToro pasgena ois nonyyeHnst 4octyna K nHpopmaumm o6 MHCTPYMEHTE
IPMItool.

IPMItool npegocTaBnseT pasnnyHble UHCTPYMEHTbI, KOTOPbIE MOXXHO UCMNOMNb30BaThb ANS HACTPONKM
cuctembl IPMI n ynpaeneHus eto. IPMItool MOXXHO ncnonb3oBaTb BO BHYTPUMOOCHOM U BHEMOOCHOM

pexxume anst HacTpolikn 1 ynpasneHus XClarity Controller.

JDononHutensHble cBeaeHus 1 3arpyska IPMItool gocTtynHel Ha cainTe https://github.com/ipmitool/ipmitool.
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Komangp! IPMI ¢ napametpamn OEM

Mony4yeHune/3apaHue napameTpoB KOHhUrypauum nokanbHoOu ceTu

YT106bI peann3oBaTb BO3MOXXHOCTHY, NpeaocTaensiemble XCC Ans HEKOTOPbIX CETEBbIX HACTPOEK,
HEKOTOpble NapamMeTpbl HEOOXOAMMO 3afaTb TaK, Kak MNoKasaHo HXe.

DHCP
B pononHeHue k ctaHgapTHeIM MeTofdam nony4yeHus IP-agpeca XCC noppepXXnBaeT pexkuM, B KOTOPOM
XCC nbitaetcs nonyuuntb IP-agpec ¢ cepeepa DHCP B TedeHne onpeaeneHHoro nepmnoaa u ecnm atu
NOMbITKN 3aBEPLLAIOTCA Heyfa4ven, cuctema nepexofuT Ha UCNosb3oBaHne ctaTtudeckoro IP-apgpeca.

B cnepytoLLein MHOrOCTPOYHON Tabnuue ¢ Tpems cTonbLamy NPUBOSATCA NapaMeTpbl, onMcaHne
napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHMS ANs 3TUX NapamMeTpoB.

MapameTtp | # [AaHHble napameTpoB
NcTouHuk | 4 data 1
IP-agpeca

[7:4] — 3ape3epBUpOBaHO

[3:0] — ncroyHuk agpeca

Oh = He 3agaHo
1h = cTaTnyeckui agpec (HacTpanmBaeTCs BPY4YHY!HO)
2h = agpec, nony4eHHbin XCC npu BbinonHeHun DHCP

3h = agpec, nony4eHHbin BIOS nnu nporpamMmmHbIM
obecreyeHnemM CUCTEMBI

4h = appec, nony4eHHbI XCC npu BbINOHEHNUN APYrOoro
NPOTOKONa Ha3Ha4YeHNs1 afpPecoB.

XCC ucnonb3ayeT 3Ha4veHune 4h, 4Tobbl ykasaTtb pexxum agpeca DHCP
C NepexofoM Ha CTaTUYeCKniA B criyyae coosi.

Bbi6op uHtepdenica Ethernet

O6opypoBaHue XCC BkntoyaeT aBoiiHble koHTponnepbl MAC Ethernet 10/100 ¢ nitepdericamn RMIL.
O6opypnosaHne XCC Takxxe BKo4aeT ABoWNHble KoHTponnepbl MAC Ethernet 1 [6ut/c ¢ nHTepdeiicamm
RGMII. OgnH n3 koHTponnepos MAC, Kak npasuno, nogkntodeH k obwwen kapte NIC cepsepa, a gpyron
NCNONb3YETCH B KAYECTBE BbIAENEHHOrO NopTa ynpasneHnsi CUCTeMON. B onpeaeneHHbIin MOMEHT
BpEeMeHU Ha cepBepe MOXKET ObITb aKTUBEH TONMbKO oauH nopT Ethernet. HeBoamoxxHO ogHOBpeEMeHHO
BKJIOUUTL 06a nopTa.

Ha HekoTOopbIX cepBepax cneunanncTbl MO NPOEKTUPOBAHUIO CUCTEM MOTYT MPUHATL peLleHne o
NOOKITIOYEHNN B MNaHapHOM KOPIyCe CMCTEMbI TOJIbKO OAMH U3 3TUX nHTepdercos Ethernet. B Taknx
cuctemax XCC nogpep>kmBaeT ToSibko MHTepdenc Ethernet, KOTopkIn NogKNtOYEH K niaHapHOMy
kopnycy. 3anpoc Ha UCnosib30BaHne HEMOOKMIOYEHHOro NopTa Bo3BpaLlaeT Ko BoinosHeHns CCh.

VpeHTndrKaTopbl NakeToB AN BCEX OOMONHUTENBHbIX CETEBbLIX KAPT HYMEPYIOTCS CNeayoLLnm
obpasom:

e pnononHutenbHas kapta 1, [ naketa = 03h (eth2),
e pononHuTenbHas kapta 2, I naketa = 04h (eth3),
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B cnepnytoLeil MHOroCcTpo4Hol Tabnnue ¢ TPpeMs CToNGLamMm NpUMBOASTCS NapamMeTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLME 3HAYEHNS A4JIS STUX NapaMeTpoB.

MapameTp # JAaHHble napameTpoB
Mapametp OEM COh datai
OTOT HOMep napameTpa 00h = eth0
ncnoneb3yetca XCC, 4TobbI
yKasaTtb, Kakoi 13 BO3MOXXHbIX 01h = eth1
noptoB Ethernet (nornyecknx
NMakeToB) CieQyeT NCMNOJIb30BaTb. 02h = eth2
OTOT NnapameTp B KOMaHae T a..
«[Mony4yeHne/3agaHve
napameTpoB KOHUrypaumm FFh = oTkntounTb BCe BHELLHNE CETEBbIE NOPThI)
JIOKanbHOW CeTU» He UCMONb3YeT
CpPeAcTBO Bbibopa HA6OPOB U He XCC noggep>kvBaeT BTOPOWN AOMONHNUTENbHbIN 6anT
TpebyeT cpencTBo Bbibopa OaHHbIX, KOTOPbIN YKa3bIBAET, KAKOW KaHas B NakeTe
6510KOB, Tak YTO OJ1s1 ATUX Nosien ncnonb3yeTcs
HeobxoauMo 3afaTb 3Ha4YeHNe
00h. data2
[aHHble oTKMKa Bo3BpaLaoT 3 00h =kaHan 0
6alita unn 4 6anTta, ecnu
YCTPOWCTBO HAXOONUTCH B NakeTe 01h = kaHan 1
NCSI.
. nT. o...
BanT 1 = Kop BbINONHEHUS A
Banit 2 = pegakuus Ecnwn B 3anpoce He ykasaHo 3Ha4eHue data2,
BaitT 3 = 00h ans eth0 unm noppasymesaeTtcs kaHan 0
Oth gnaethinT. g...
BaiiT 4 = (Heo6a3aTeNsLHO)
HOMep KaHana, ecnm
YCTPOWNCTBO HAaxoanTCs B
naxkete NCSI

bawnTt datal ncnonbayeTcs ons ykazaHus IOrM4eckoro naketa. 1o MoOXeT 6bITb BbigeneHHas kapTta NIC
Onsa ynpasneHnst cuctemon nnm nHtepcenc NCSI B ncnonssyemori coemecTtHo ¢ cepeepoM kapTe NIC.

BanT data2 ncnonbayetcsa Ans ykasaHus KaHana gnis normyeckoro nakeTa, eCnm nakeT npeacTasnseT
coboi yctponctso NCSI. Ecnu sHayeHune data2 B 3anpoce He yKasaHo 1 Norm4eckuii nakeT
npeacTaenset cobow yctporicteo NCSI, nogpasymeBaeTcs kaHan 0. Ecnu 3HaveHne data2 B 3anpoce
yKasaHo, HO Jlorn4eckunin nakeT He saensietcs yctporctsoM NCSI, nHdopmaums o kaHane nrHopnpyeTcs.
Mpumepsbl:

MpunoxeHne A. Ecnu kanan 2 o6uen kapTbl NIC B nnaHapHoMm kopnyce (V[ naketa = 0, eth0) cnegyet
NCnonb30BaTh B KAYECTBE MOpTa YNpaBieHns, BBOAHbIE AaHHble OyayT umeTb cnegytowmii Bug: 0xCO
0x00 0x02

MpunoxeHwne B. Ecnn cnepgyeT ncnonb3oBaTtb NEPBbLIA KaHa NepBO ME3OHUHHOW CETEBOW KapThl,
BBOAHblE JaHHbIE JOMKHbI UMeTb cnegytomi sua: 0xCO 0x02 0x0

BknroueHune/BbikntodeHue Ethernet yepes USB

MapameTp HUXKe NCNoNb3yeTCs A5 BKIIKOYEHUSA U BbIKIMIOYEHUSA BHYTPUMNONOCHOrO uHTepdeinca XCC.
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B cnepytoleli MHOroCcTpoYHON Tabnuue ¢ Tpems CTonéLuamMmn NpUBoasTCA NapameTpbl, onucaHne
napameTpoB 1 COOTBETCTBYIOLLME 3HAYEHMS OJ1S1 9TUX NapameTpoB.

MapameTp # JAaHHble napameTpoB
Mapametp OEM Cih data 1

(OTOT HOMEp napameTpa 0x00 = BbIKNO4EHO
ucnonbayetca XCC ans

BKJTIOYEHNS WU BbIKITOHYEHUS 0x01 = BKkJIIOHEHO
nHTepelica Ethernet yepes

USB.)

OTOT napameTp B KOMaHAe
«[MonyyeHne napameTpos
KOHUrypaumm nokanbHom cetun»
He 1Cnonb3yeT CPEACTBO Bbibopa
HabopOoB N He TpebyeT CPeaAcTBo
Bbl6bopa 6/I0KOB, Tak YTO OJ1st ATUX
rnonen Heo6xo4MMo 3agaTb
3Ha4veHue 00h.

[aHHble oTKIMKa Bo3BpaLatoT 3
6aliTa:

BanTt 1 = Ko BbINONHEHMS
Baiit 2 = pegakuns

Bant 3 = 00h (BbIK/OHEHO)
unm 01h (Bknto4eHO)

BanT datal ncnonbayetcsa gnsa ykasaHus normyeckoro nakera. 3To MOXeT ObITb BblgeneHHas kapta NIC
onst ynpasneHus cuctemon unm nHtepdernc NCSI B ncnonbsyemoin coBMmecTHo ¢ cepepoM kapTe NIC.

BanTt data2 ncnonb3yeTcs ons ykasaHusa KaHana ans orm4eckoro nakeTa, ecnv nakeT npeacTasnseT
co6oi yctporncteo NCSI. Ecnn 3HadeHune data2 B 3anpoce He yKasaHo 1 TOrm4eckuin nakeT
npenctasnget cobon yctponcTtaso NCSI, nogpasymesaeTtcs kaHan 0. Ecnu 3HaveHne data?2 B 3anpoce
yKa3aHo, HO JIOrnm4eckunin nakeT He siBnseTcs yctponcteoM NCSI, nHdopmaums o kaHane nrHoprpyeTcs.

Mpumepsbl:
MpunoxeHne A. Ecnu kaHan 2 o6wen kapTol NIC B nnaHapHom kopnyce ([ naketa = 0, eth0) cnegyet
NCnonb30BaThb B KA4eCTBE NopTa YrnpasneHns, BBOAHbIE AaHHble 6yayT UMeTb cnepyrowmii sug: 0xCO

0x00 0x02

MpunoxeHne B. Ecnn cnegyeT ncnonb3oBaTth NEPBbLIV KaHan NepBON ME30OHUHHOW CETEBOW KapThl,
BBOZAHbIE AaHHbIE OOKHbI UMeTb cnegytowmin sua: 0xCO 0x02 0x0

MapameTp IPMI gna nonyydenns DUID-LLT
LlononHuTenbHOe AOCTYMHOE TOMIbKO S YTEHMS 3HAYEHNE, KOTOPOE HEOOXOAMMO NPELOCTaBNATb

yepes IPMI, — DUID. CornacHo RFC3315, Takon chopmat DUID ocHoBaH Ha agpece ypOBHSA CCbINKK
noc Bpemsi.
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MapameTp # [aHHble napameTpoB

Mapametp OEM C2h

(DTOT HOMEP NapameTpa
ncnoneb3yetca XCC gna
BKJIIOYEHNS NN BbIKSIOYEHNS
nHTepdelica Ethernet yepes
USB.)

OTOT NnapameTp B KOMaHze
«[MonyyeHne napameTpoB
KOHpUrypaummn nokanbHon ceTn»
He 1CNonb3yeT CPEACTBO Bbibopa
HabopOoB U He TPebyET CPEACTBO
Bbl6opa 6510KOB, Tak YTO AN 3TUX
nonen Heo6XxoAMMO 3a4aTb
3Ha4eHue 00h.

[aHHble oTKMKa Bo3BpaLLatoT 3
GanTa:

Baiit 1 = Kof BbINOSIHEHNSA

banTt 2 = pegakumns
napameTpa (Kak B
cneundukaumm IPMI)

Baiit 3 = gnnHa cnegyomx
6aliToB aaHHbIX (B HacTosLLee
Bpemsi 16 6anToB)

Bant 4-n DUID_LLT

MapameTpbl KOHpurypauunm Ethernet

MapameTpbl HMXKe MOXXHO MCMNOSIb30BaTh A9 HACTPOMKN KOHKPETHLIX NapameTpoB Ethernet.
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MapameTp # [AaHHble napameTpoB
Mapametp OEM C3h data 1
(DTOT HOMEpP napameTpa 0x00 = BbIK/O4YEHO
ucnonb3yetca XCC gna
BKJTIIOYEHNS UU BbIKJTKOHYEHUS 0x01 = BKkntoYeHO
HaCTPOWNKN aBTOMATNYECKOrO
cornacoBaHusi Ans uHTepdenca Mpumeyanwne. B cuctemax Flex n ThinkSystem D2
Ethernet.) Enclosure (ThinkSystem SD530 Compute Node)
HaCTPOIKYy aBTOCOrNacoBaHUsi U3MEHUTb
[aHHble OTKNMKa Bo3BpaLaoT 3 HEBO3MO>XHO, MOCKOJIbKY B 3TOM Cly4ae MOXeT
6anTa: HapYyLWMTBLCA NYyTb CeTeBOM CBA3N Yepe3 CMM u
o SMM.
BanT 1 = Kop BbINONHEHUS
Baiit 2 = pegakuusi
BawnTt 3 = 00h (BbIKNOYEHO)
unu 01h (BKNtOYEHO)
Mapametp OEM C4h data 1
(DTOT HOMEp napameTpa 0x00 = 10 M6uTt
ncnonb3yetcs XCC gns
nonyyYeHns unn sagaHus 0x01 =100 M6wuT
CKOpOCTU 06MeHa JaHHbIMU MO
nHTepdency Ethernet.)
[aHHble oTKIMKa Bo3BpaLatoT 3
GanTa:
BanTt 1 = Ko BbINONHEHMS
Bant 2 = pegakuuns
Baiit 3 = 00h (10 M6uT/c) unn
01h (100 M6uT/c)
Mapametp OEM C5h data 1

(BTOT HOMep napameTpa
ucnonelyetca XCC gna
noslyYeHns nnu 3agaHns
napameTpa Duplex nHtepdeiica
Ethernet.)

[aHHble oTKNIMKa Bo3BpaLatoT 3
GanTa:

BanT 1 = Ko, BbINOSIHEHMS
Baiit 2 = pegakuusi

Baiit 3 = 00h (nonygynnekc)
nnn 01h (NonHbIN Qynnekc)

0x00 = nonygynnekc

0x01 = nonHbIN gynnekc
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MapameTp # [aHHble napameTpoB

Mapametp OEM Cé6h data 1

(BTOT HOMEp napameTpa Pasmep MakcrmanbHON egnHnLbI nepeaaydn
ncnoneb3yetca XCC gna
NoNy4eHNs NN 3ajaHuns
MaKCcUMasnbHO eauHNLbI
nepegayn nHtepdeica Ethernet.)

[aHHble oTKMKa Bo3BpaLaoT 3
6aviTa:

BanT 1 = Kop BbINONHEHUS
Baiit 2 = pepgakuusi

Baiit 3-4 = pasmep
MakcuMasibHOW eanHNLbI

nepegayn
Mapametp OEM C7h data 1-6
(9TOT HOMEP NapameTpa Mac-agpec

ncnonb3yetcs XCC gnsa
noJsly4eHns nnu 3agaHns
agMVHUCTPUPYEMOTO JIOKallbHO
MAC-agpeca.)

[aHHble oTknnka BoaspatiatoT 3
GanTa:
Bant 1 = Kog BbINONHEHMS
Baiit 2 = pepgakuus
Barit 3-8 = MAC-apgpec

MapameTp IPMI gns nony4yeHus nokanbHOro agpeca CCblIKU

3TO AOCTYMHBIV TONBKO OIS YTEHKS NapaMeTp Ans NoJly4YeHus nokanbHoro agpeca ccoinkm IPV6.

MapameTp # JaHHble napameTpoB

Mapametp OEM C8h

OTOT NnapameTp Cny>xuT ans
NoJTyYeHNs NoKanbHOro agpeca
ccbinku XCC.

[aHHble OTKNMKa BO3BpaLLatoT
cnepyouee:

BanT 1 = Ko BbINONHEHWS

BaniT 2 = pegakuusi
napameTpa (Kak B
cneuundrkaumn IPMI)

Baiit 3 = gnnHa npedukca
appeca IPV6
Baint 4-19 — nokanbHbIN

afpec CCbINKN B ABOVYHOM
cdopmare
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MapameTp IPMI gns BkntovyeHus/BbikntoveHus IPv6

OT0 AOCTYMHbIN ANs YTeHWs/3anncK NnapameTp, NO3BONSOLLMIA BKIOYNTL/BbIKNto4nTb IPV6 B XCC.

MapameTp # [AaHHble napameTpoB
Mapametp OEM Coh data 1

OTOT NapameTp CRy>XuT ans 0x00 = BbIKO4EHO
BKJIIOYEHNS/BbIKNOYeHNst IPv6 B

XCC 0x01 = BkntoYeHO

[aHHble OTKNIMKa Bo3BpaLLatoT
cnegytouee:

BanT 1 = Kop BbINONHEHUS

Baiit 2 = pegakuusi
napameTpa (kak B
cneundukaumm IPMI)

Baiit 3 = 00h (BbIKtO4EHO)
unm 01h (Bknto4eHO)

CkBo3Has nepegad4a no Ethernet yepes USB Bo BHeLLHIOIO ceTb

MapameTp HVXe CNyXXUT ANst HACTPOWKN CKBO3HOW Nepedaqu no Ethernet yepes USB Bo BHelLHIO0
ceTb.
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MapameTp # [aHHble napameTpoB
MapameTp OEM CAh 3afgaHue napameTpoB KoHUrypaumm
JIoKaslbHOM CeTu:
OTOT napameTp B kKOMaHAge
«[NonyyeHne/3apaHre napameTpoB data 1
KOHUrypauum noKanbHOM CeTu» He
Mcnonb3yeT CPeacTBo Bbibopa HA6opoB 3apesepsupoBaHo (= 00h)
1 He TpebyeT cpencTBo Bbi6opa
6/10KOB, TaK YTO AN 3TUX Nonen data 2:3
Heobxoagumo 3agaTtb 3Ha4YeHne 00h.
Howmep nopta Ethernet yepes USB, cHauvana
[anHble oTknuka Get BosspaiuaioT LSByte
crnepyoLLee:
< data 4:5
BanT 1 = Kop BbINONHEHUS
BanTt 2 = pegakuus BHewwHuii Homep nopTa Ethernet, cHavana
Baiit 3 = 3apesepsuposaHo (00h) LSByte
Baiitbl 4:5 = Homep nopTa Ethernet YMCno NocneayoLLWX 6aiiTOB MOXET
4epes USB (cHaqana LSByte) Bapbuposatbes (1, 4 unu 16) B 3aBUCUMOCTY OT
BaiTbl 6:7 = BHELUHWI HOMEp nopTa pexunma agpecauun:
Ethernet (cHauana LSByte)
data 6
Yucno nocnegyoLLmx 6anTOB MOXET
BapbupoBaTbes (1, 4 unn 16) B 00h = OTKNO4MTL CKBO3HYIO Nepeaaqy
3aBVICMOCTM OT pexxuma agpecaumu:
. 01h = ucnonb3osatb IP-agpec CMM
e BainT 8 = npegBapuTENbHO
onpefeneHHbIe PEXNMbI: data 6:9
00h = ckBO3Has nepegaya
OTKNtOYEeHa BHewwHuii ceteson IP-appec IPv4 B gBOMYHOM
opmate
01h = ncnonb3lyetcs IP-agpec thop
CMM data 6:21
BanTbl 8:11 = BHewwHui ceTesom IP-
appec IPv4 B pBonyHom chopmate BHewwHwnii ceTeson IP-agpec IPv6 B oBOMYHOM
Baritbl 8:23 = BHelwHu ceTesol IP- (bopmare
agpec IPv6 B ggon4Hom chopmate
Kogabl BbINONHEHNS:
00h — ycnewHo
80h — napameTp He nogaep>KmBaeTcs
C1h — koOMaHfa He noaaep>XXnBaeTcs
C7h — HeponycTuMas anvMHa gaHHbIX
3anpoca
Mapametp OEM CBh Data 1:4

OTOT NapameTp CNyXWUT ANs 3afaHus
nony4eHuns IP-agpeca fiokanbHon ceTn
yepe3 USB n macku cetn XCC:

[aHHble OTKNIMKa BO3BpaLLatoT
crnepyoLLee:

BanT 1 = Ko BbINONIHEHWS

IP-appec uHTepdenca noKanbHOM CeTn Yepes
USB Ha ctopoHe XCC.

Data 5:8

Macka ceTn nHTepderica noKanbHo! ceTu
yepe3 USB Ha ctopoHe XCC
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MapameTp

JAaHHble napameTpoB

BaiiT 2 = pegakums napameTpa (kak
B cneumdurkauum IPMI)

Baiit 3:10 = cHavana IP-agpec n
3Ha4veHune macku cetn (MS-byte)

Mapametp OEM

OTOT NapameTp CNy>XUT OS5 3adaHns n
nony4eHnsi IP-agpeca nokansHoOn ceTn
Yepe3 USB onepaLnoHHON XOCT-
CUCTEMBI:

[aHHble OTKNNKa BO3BpaLLatoT
cnepyloulee:
BanTt 1 = Ko BbINONHEHMS

Baiit 2 = pegakums napameTpa (kak
B cneundmkaummn IPMI)

Byte 3:6 = cHavana IP-agpec (MS-byte)

CCh

Data 1:4

IP-appec uHTepdeiica noKkanbHoOM ceTn Yepes
USB Ha cTopoHe xocTa.

3anpoc KoJindecTtBa JIOrM4eCKux nakeTos
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I'IapameTp H>XEe NCNOJNb3YeTCA OJid 3anpoca AaHHbIX O KOJIM4YeCTBe NakeToB NCSI.

PykoBopcteo nonb3osatensaXClarity Controller ¢ Intel Xeon SP (3-ro nokonexus)) u AMD EPYC (2-ro n 3-ro nokoneHuii)




MapameTp # [aHHble napameTpoB

Mapametp OEM D3h MonyyeHne/3apaHne napameTpoB KOHDUrypaLmm
JloKasbHOM ceTu:

OTOT napameTp B kKOMaHAe
«[NonyyeHne/3apaHne
napameTpoB KoHbUrypauum
NIOKaJSIbHOWN CETU» HE NCMONb3YyeT
CpPEeACTBO Bbibopa HAGOPOB 1 He
TpebyeT CpeacTBo BbiboOpa
610KOB, TaK YTO A1 ATUX Nonen
HeobxoauMo 3afaTb 3Ha4YeHue
00h.

Onepau,vm 3anpoca Kon4ectsea
NnakeToB

Onepauus 3anpoca nHgopmMaumm
0 NakeTax BbIMNOSIHAETCA NyTeM
OTNpaBKu 3anpoca c AByMs
6alitamm gaHHbIX 0x00 BmMecTe ¢
HoMepom napameTpa D3h.

3anpoc Konn4ecTsa NakeToB:

--> 0x0C 0x02 0x00 0xD3 0x00
0x00

Otknmk XCC BkNto4aeT no 6anty
MHbopMaLmn Ans KaXKaoro 13
NPUCYTCTBYOLLUMX NaKETOB:

6UTbI 7:4 = YACNO KaHanos
NCSI B nakete

6uTbl 3:0 = Homep
JIOrMYEeCKoro nakeTa
OTKIIMK

--> 0x00 0x00 0x40 0x01 0x32

yKasblBaeT, YTO NpUCYTCTBYET 3
NOrMYeECKyX NakeTa:

y naketa 0 — 4 kaHana NCSI

nakeT 1 He ABNAETCHA KapTon
NIC NCSI, Tak 4TO OH He
nopaepxunsaet kaHanbl NCSI

y naketa 2 — 3 kaHana NCSI

MonyyeHne/3apaHne JaHHbIX IOrMYECKNX NaKeToB

I'IapameTp HXXe CNY>XXUT ONnAa YTeHUa U 3agaHng npuoputeTa, HaSHa4eHHOIro KaXKaoMy NnakeTy.
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MapameTp

JAaHHble napameTpoB

Mapametp OEM

OTOT NnapameTp B KOMaHAae
«[MonyyeHne/3apaHve
napameTpoB KOHUrypauum
NOKaNIbHOWN CETU» HE NCMONbL3YyeT
CPEACTBO Bbibopa HAGOPOB 1 He
TpebyeT CPeacTBo BbibOpa
6J10KOB, TaK YTO AN ATUX Nonen
HeobxoanuMo 3aaaTh 3Ha4YeHne
00h.

OTa KoMaHga noaaep>KvsaeT 2
onepauuu:

e YTeHume npuopuTeTa nakeTa

e 3apaHue npuopuTeTa Nnaketa

Onepauys YTeHnsa npropuTeTa
naketa

Onepauus YTeHns npropuTeTa
nakeTa BbINONHAETCSA NyTeM
OTNpaBKy 3anpoca ¢ AByMs
6aiTamu gaHHbIx 0x00 BmecTe C
HoMepom napameTpa D4h.

YteHne npunoputeTa naketa:

--> 0x0C 0x02 0x01 0xD4 0x00
0x00

OTKNnK

--> 0x00 0x00 0x00 0x12 0x23

nornveckuin naket 0 =
npuoputet 0

JIOrMYECKNI NaKeT 2 =
npvoputeT 1

NIOrM4ecKunin naket 3 =
npUopuUTeT 2

Onepauus 3afaHns npuopuTeTa
naketa

Onepauus 3agaHnsa npuopuTeTa
nakeTa BbIMOJIHAETCSA NyTEM
oTnpasku 3anpoca ¢ 1 unn 6onee
napameTpoB BMECTE C HOMEPOM
napametpa D4h.

3a,an|/|e npuopuTeTa nakeTa:

--> 0x0C 0x01 0x01 0xD4 0x00
0x12 0x23

D4

MonyyeHne/3agaHrie NnapaMeTpPOB KOHMUrypaLmm
JIOKaNIbHOIN CeTu:

BuTt [7-4] = npuopwuTeT nornyeckoro naketa (1 =
CaMblil BbICOKUI, 15 = cambll HU3KWI)

But [3-0]= HoMep nornyeckoro naketa

PykoBopctso nonb3osatensaXClarity Controller ¢ Intel Xeon SP (3-ro nokonexus)) u AMD EPYC (2-ro n 3-ro nokoneHuii)




MapameTp

JAaHHble napameTpoB

3apatb nornyeckuii naket 0 =
npuoputet 0

3a4aTb IOrNYECKUIN NakeT 2 =
npuoputeT 1

3aaTb JIOrN4ecKnin NaketT 3 =
npuopuTer 2

OTKNNK:

TOJNbKO KOp, BbINONHEHWS, 6e3
OOMNOJTHUTENBHbIX AaHHbIX

Mony4yeHune/3apaHune cTatyca ceTeBon cMHXpoHusauyum XCC

MapameTp

HaHHble napameTpos

Mapametp OEM

STOT 6aviT CNyXnT Ans
HaCTPOWKN CUHXPOHU3aLMN
CeTeBbIX HACTPOEK BblAENEHHOro
n o6uero pexuma NIC

OTOT NnapameTp B KOMaHae
«[NonyyeHne napameTpoB
KOHUrypauum nokanbHom cetu»
He 1Cnonb3yeT CPEACTBO Bbibopa
HabopOB U He TpebyeT CPeAcTBO
Bbl6opa 6/10KOB, TaK YTO A5 3TUX
nonen Heo6xo4MMo 3aaaTtb
3Ha4veHune 00h.

[aHHble oTKMKa Bo3BpalLatoT 3
6alita:

Bbant 1 = Kof BbINONHEHMS
Baiit 2 = pegakuus

Baiit 3 = 00h (BKIIOHYEHO) UK
01h (BbIKNHOYEHO)

D5h

data 1
0x00 = cuHXpoHu3auus

0x01 = HesaBucumas paboTa

OTOT 6aiT CNY>XUT AN HACTPOWKN CUHXPOHN3ALMN CETEBBLIX HACTPOEK BbIAENEHHOIO U OOLLEro pexxmma
NIC. 3HaueHune no ymonyanuto — Oh. 3710 3HauuT, 4To XCC 6yneT aBTOMaTU4ECKN OOHOBNATL CETEBbLIE
HaCTPOMKN NPY U3MEHEHUN PEXMMA 1 UCTIOSIb30BaTb NapamMeTpbl COBMeCTHOro ncnonbsosaHns NIC (Ha

rnnare) B Ka4ecTBe OCHOBHOIo opueHTMpa. Ecnm 3apaHo 3HadeHve 1h, Kaxkgas ceteBas HacTpoiika

6yOeT UCMOoMb30BaTLCA MO OTAENBHOCTMW. 3TO 3HAYUT, YTO MOXKHO 3aAaTb PasHble CETEBbIE HACTPOKM

ONs KaxXKaoro pexxuma, Hanpumep skntodntb VLAN B BbiaeneHHOM pexxume 1 BbiktounTs VLAN B

o6uem pexume NIC.

Mony4yeHune/3apaHune ceteBoro pexuma XCC
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MapameTp

JAaHHble napameTpoB

Mapametp OEM

OTOT NapameTp CNy>XWUT Ans
noJsly4eHns/3agaHns cCeTeBoro
pexuma kapTbl NIC ans
ynpasneHus XCC.

[aHHble oTKIMKa Bo3BpaLatoT 4
GanTa:

BanT 1 = Ko BbINOSIHEHMS
Baiit 2 = pegakuns

Bant 3 = nprMeHeHHbIN/
yKa3aHHbIi CETEBOIN PEXNM

BanTt 4 = [ nakeTa
NPUMEHEHHOIO CETEBOIO
pexnma

Bant 5 = 1 kaHana
NPUMEHEHHOIO CETEBOIO
pexunmMa

D6h

3afaHune napameTpoB KOHMUrypauun NoKanbHo
cetu:

data 1
3agaBaeMblil CETEBON PEXUM

MonyyeHne napaMeTpoB KOHMUIypaLun IOKabHOMN
cetu:

data 1
Monyyaemblii cETEBON PeXIMM, 3TO Heoba3aTeNbHbIe

AaHHble, Mo YMOTHYaHMIO 3anpalLnBaeTCs TeKyLLWN
CETEBOW PEXVM

OEM-komaHpab! IPMI

XCC nopnepxusaet cnegytowie OEM-komangp! IPMI. [Inga BbINONHEHNS KaXXA0M KOMaHabl TpebyeTcs
pasHbI YPOBEHb MPUBUNENNI, KakK YKasaHO HIKE.

KomaHpgb! Netfn
Kop Ox2E MpuBunerunsa
0xCC C6poc napameTpoB PRIV_USR
XCC po 3Ha4eHuii no
YMOJYaHmio
KomaHpbi Netfn
Kop 0x3A Mpusunerus
0x00 3anpoc Bepcuu PRIV_USR
MUKpPOMpOorpaMmbl
0x0D WHdopmaums o PRIV_USR
nnate
Ox1E BapwuaHTel 3agep>xkn | PRIV_USR
BOCCTaHOBJIEHMS
nUTaHWs pambl
0x38 NMI n c6poc PRIV_USR
0x49 3anyck cbopa PRIV_USR
OaHHbIX
O0x4A Otnpaska canna PRIV_USR
0x4D CocTosHue cbopa PRIV_USR
AaHHbIX
0x50 Mony4eHune PRIV_USR
MHdopmMaLmm o
cbopke
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KomaHpgpbi Netfn
Koga 0x3A Mpusunerus

0x55 MonyyeHne/3apaHve PRIV_USR
MIMEeHU XocTa

0x6B 3anpoc ypoBHs PRIV_USR
pepakLmm
MUKPOMNpOrpaMmbl
FPGA

0x6C 3anpoc ypoBHs PRIV_USR
pepakLmm
obopygoBaHus NnaTtbl

0x6D 3anpoc ypoBHsi PRIV_USR
penaxkumm
MUKpOMNporpaMmbl
PSoC

0x98 YnpasneHne USB- PRIV_USR
NopTOM Ha NepepHen
naHenu

0xC7 BcTpoeHHbIit PRIV_ADM
nepeknoyarens NM
IPMI

C6poc XCC oo komaHapbl Mo yMOJHaHUIO

OTa KomaHaa No3BonAeT c6pocuTb NapaMeTpbl KoHdurypauumn XCC 0o 3Ha4eHuin No yMoa4YaHuio.

CeTeBast hyHKuua = 0x2E

Kopa KomaHpa 3anpoc, gaHHble OTKNIMKa OnucaHue

0xCC C6poc 3anpoc: OTa KoMaHAa No3BosisieT
napameTpoB cbpocuTb NapameTpbl
XCC po Baiit 1 — Ox5E bawnt 2 — 0x2B KoHdurypauum XCC [o 3HayeHui
3Ha4yeHui No no yMon4aHuio.

YMOHYaHWIo Baiit 3 — 0x00

Bavit 4 — Ox0A Bant 5 — 0x01
Bant 6 — OxFF

Bant 7 — 0x00 Bant 8 — 0x00
Bavit 9 — 0x00

OTKNUK:

bant 1 — kop, BbinonHeHnst bant
2 — Ox5E baiit 3 — 0x2B

Bant 4 — 0x00
Bant 5 — Ox0A Baiit 6 — 0x01

BbanTt 7 — paHHble oTKnukKa

0 = YcnewHo

HeHynesoe 3Ha4veHne = CbHoin
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KomaHabl ans nosy4veHus vHgopmauum o nnarte/MuKponporpavme

210

B aTom pasnene nepedncrieHbl KomaHabl, No3BoNnA0LWMeE 3anpanBaTtb VIHCbOpMaLI,I/I}O o nnareun

MUKpornporpamMme.
DyHKLUusA ceTu = 0x3A
Kop KomaHpa 3anpoc, gaHHble OTK/IMKA OnucaHue
0x00 3anpoc 3anpoc: OTa KoMaHza BO3BpaLLlaeT Homepa
Bepcun OCHOBHOW 1 [OMNOJSIHUTENBHOMN
MUKpoOrnpo- HeT paHHbIX No 3anpocy BEPCUiN MMKponporpammsl. Ecnv
rpammbl KOMaHza oTnpaBnseTcs ¢
OTKNUK: [ONONHUTENbHBbIM 1 6anToM
OaHHbIX 3anpoca, oTKNnk XCC
Bant 1 — Ko BbINONHEHUS Tak>Xe BO3BpaLLaeT TpeTbe none
(pepakumio) Bepcum.
bant 2 — ocHoBHas Bepcus
(OcHoBHas.[JononHuTeNbHas.
BanTt 3 — pgononHuTenbHas Pepakuusi)
Bepcus
0x0D 3anpoc 3anpoc: HegocTyneH OT1a KomaHpAa Bo3spallaet N
nHdopma- nnatbl U pegakumio nnaHapHoro
uum o nnate | OTKNMK: Kopnyca.
Bant 1 — V[ cncrtemsl
BanTt 2 — pepakuusi nnatbl
0x50 3anpoc 3anpoc: HegocTyneH OTa KoMaHAa BO3BpaLLaeT ums,
nHcopma- naty v Bpemsi c6opku. CTpoku ¢
unm o OTKNUK: UMEHEM U [aTON COOPKN UMEIOT
c6opke HyneBoe OKOHYaHue.
Bant 1 — Kop BbINOMHEHNS.
®dopmar gatel céopkm — TTT-
Baiitbl 2:10 — ums c6opkn ASCIIZ | MM-O0.
BawnTtbl 11:23 — pata c6opkun Hanpumep, ZUBT99A
ASCIIZ
“2005-03-07”
BaiiTbl 24:31 — Bpems c60pKu “23:59:59”
ASCII
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®dyHKUMs ceTn = 0x3A

Kop KomaHpa 3anpoc, aaHHble OTKNMKa OonucaHue
0x6B 3anpoc 3anpoc: OTa KoMaHAa Bo3BpaLlaet
YPOBHS YPOBEHb peaakumm
penakummn Bant 1 — Tyn yctpoictea FPGA* | mukponporpammel FPGA.
MUKPOMpPO-
rpaMmmbl Tun yctporictea FPGA Ecnn 6anT 1 nponyLyeH,
FPGA BbIGMpaeTCs noKanbHas Bepcusi
0 = nokanbHoe (aKTVBHbIIA (aKTMBHBIN YpOBEHL)
YPOBEHb)
1 = npoueccopHas kapTa 1
(aKTUBHbI YPOBEHD)
2 = npoueccopHas KapTta 2
(aKTVBHbBIN ypOBEHb)
3 = npoueccopHad kapta 3
(aKTUBHbI YPOBEHD)
4 = npoueccopHasd KapTa 4
(aKTVBHbBIN ypOBEHb)
5 = nokanbHoe ocHosHoe 13Y
6 = nokanbHoe pe3sepBHoe MNM3Y
OTKNMK:
Bant 1 — Kop, BbINONHEHWS
BaiiT 2 — ypoBeHb OCHOBHOM
pepakuuin
Bait 3 — ypoBeHb
LOMOJSHUTENBHON pegakLmm
Baiit 4 — ypoBeHb
OOMNONHUTENBHON NoApenakuum
(TecToBbIN 6aiT Ha nNnaTdopmax
XCC)
0x6C 3anpoc 3anpoc: OTa KoMaHfa Bo3BpaLlaeT
YPOBHS YPOBEHb pefakuu 060pyLoBaHNsA
pepakuum HeT oaHHbIX. nnatbl, HA KOTOPOW pasMeLLeHa
obopypoBsa- cxema FPGA.
HVS nnaTbl OTKNUK:
BanTt 1 — Kop BbINOMHEHNS
BaiiT 2 — ypoBeHb pegakuum
0x6D 3anpoc 3anpoc: OTa KoMaHAa Bo3BpaLlaet
YPOBHS YPOBEHb pefakunm Bcex
penakummn HeTt o6Hapy>eHHbIX ycTpolicTB PSoC.
MUKPOMpPO-
rpammbl OTKNMK: MpumedaHune: bin# npepcrasnset
PSoC dunsnyeckoe pacnonoxeHue. Ans

Bant 1 — Kop, BbINONHEHWS

nony4eHunsi 6onee Nogpo6HON
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KomaHgbl ans ynpaBneHnss CUCTemon

212

DyHKUusA ceTu = 0x3A

Kop

KomaHga

3anpoc, AaHHble OTKJINKAa

OnucaHue

Bant 2 — bin#

Baiit 3 — APID

Bant 4 — Pepakuns

BanTtel 5-6 — [ FRU

Baiitbl 6:N — nosTopeHue 6aliTos

2—-6 onsa KaxXkgoro n3
obHapy>eHHbIX PSoC

MHopMaLmn obpaTuTechb K
cneundrKaumm CUCTEMBI.

Cneundukauus IPMI npepocTtaBnsieT 6a30Bble MUHCTPYMEHTbI 4151 ypaBfieHns NMTaHnemM 1 c6pocom.
Lenovo pno6aBnseT elle psa QYHKUMI ynpaBneHus.
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CeTteBas pyHKLuA = 0x3A

KOA KOMaHAa 3anpoc, AaHHble OTKJIUKa OnucaHve
Ox1E BapuaHTbl 3anpoc: 3Ta HacTpolika Ncrnonb3yeTcs,
3a[ep>XXKMN €CNU CornacHo noMTrnke
BOCCTaHO- BaiiT 1 Tun 3anpoca: BOCCTaHOBJIEHVSA NUTaHNSA pambl
BNEHUS nNUTaHWe Ha pamy nogaeTtcs
nuTaHns 0x00 = Bcerga imbéo nuTaHne pambl
pambl 3anaHve BO306HOBNSAETCS (EC/M paHee
napameTpos 6b1110 BKNIOYEHO) nocne noga4n/
3a[1epXKKM BOCCTaHOBJIEHMS NTAHUS OT CETU
nepemMeHHoro Toka. [JoctynHo 2
0x01 = 3anpoc | | BapuaHTa Ha BblGOp: OTK/IOHEHO
napameTpoB (HacTpoika no ymonyaHuio, 6e3
3af1epXKKM 3aep>XKKN NpY BKIKOYEHUN
NUTaHNs) 1 NPON3BONLHO. Ecnn
Bawit 2 (ecnm 6anT 1 = | | 3apaHa Npon3BonbHas 3aepkka,
0x00) To Mexxay nopadein/
BOCCTAHOBJIEHNEM NUTaHNS OT
0x00 = CeTN NepeMeHHOro Toka u
OTKINIOHEHO aBTOMaTU4YECKNM BKITHOHEHNEM
(no cepBepa nponcxoanT
yMOn4aHuio) Npon3BoJibHas 3afep>KKa
npoaoKuTeIbHOCTLIO OT 1 Ao 15
0x01 = CEeKyHg,
NPOU3BOJIbHO
OTa KoMaHAa nogaep>XnBaeTcs
0x02 — OxFF XCC TOMbKO A/t CTOEYHbIX
3apes3epBrpo- cepBepos.
BaHO
OTKNMK:
Bant 1 — Kop, BbINONHEHNS
Bant 2 — napameTpbl 3a4epPXKKN
(Tonbko pnsi 3anpoca)
0x38 NMI n c6poc | 3anpoc: OTa KomaHga ncnonbayeTcs Ans

Baiit 1 — uncno cekyHn

0 = Tonbko NMI

Baiit 2 — T1n c6poca

0 = «Msarkuin» cépoc

1 = BbIKNIOYEHNE U BKITIOYEHNE
nnTaHnAa

OTKNuUK:

Bant 1 — Kop, BbINONHEHNS

BbIMOSTHEHNSI HEMAaCKPYyeMOoro
npepbiBaHNs cnucTemsl. Mpu
HEeo6XoaUMOCTU Nocne
HeMacKnpyemoro npepbiBaHns
cucTemMy MOXHO C6pOCUTb
(NnepesarpysunTb) Nn BbIKIOHATE 1
BKJTIOUNTb €e NuTaHune.

Ecnwn B none «4ncno cekyHg»
yKa3aHO HeHyneBoe 3Ha4eHue,
cOpPOC UNK BbIKOYEHNE U
BKJTOHMEHWE NUTAHNSI CUCTEMBI
npPon3onaeT Yepes ykasaHHoe
YNCJIO CEKYHA.

Barit 2 3anpoca siBnsieTcs
HeobsA3aTenbHbIM. Ecnn 6anT 2 He
yKasaH unvm nmeet 3HadveHne 0x00,
BbINOJHAETCS «MSArKUIA» COPOC.
Ecnu 6anT 2 nmeeT 3HadyeHne
0x01, nutaHne cncTemsl
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CeTeBas pyHKUnA = 0x3A

Koa Komanga 3anpoc, aaHHble OTKAMKa OnucaHue

BbIKNKO4YaEeTCA U BKIKOYaeTCA
CHOBa.

I'Ipoque KOMaHAbl

B aTom pasnene npnBoaAaATCA KOMaHAbl, KOTOPbl€ HEBO3MOXXHO OTHECTU HN K KAKOMY OpyromMy pasgerny.
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®dyHKUMs ceTn = 0x3A

Kopa KomaHpa 3anpoc, aaHHble OTKNMKA OnucaHue
0x55 Mony4yernve/ | AnuHa 3anpoca = 0: Vicnonb3yinTe aTy KOMaHay Ans
3apaHve noJlyYeHns/3afgaHns IMeHn XxocTa.
nmeHun xocta | MNycTble faHHbIe B 3anpoce
Mpwn 3apaHn NMeHN XxocTa
OTKNMK: »Xenaemoe 3HavYeHne JoMKHO
oKaH4umBaTbcs 00h.
BanT 1 Kog MakcumanbHas gnvHa umeHn
BbINOJIHEHNS xocTa — 63 cuMBOna 1 3Ha4eHne
~ null.
BawTtebl 2-65 TekyLiee nms
xocTa.
ASCIIZ,
CTpoka c
HyneBbIM
OKOHYaHMeM.
AnnHa 3anpoca 1-64:
bantbl 1-64 Mms xocTa
DHCP
ASCIlIZ
OKaH4MBaeTcs
00h
0x98 YnpaeneHvne | 3anpoc: OT1a KoMaHAa Ucnonb3yeTcs ANs
USB-nopTtom 3anpoca cocTosiHus/
Ha nepepHen | Bant 1 KoHdurypauun USB-nopTa Ha
naHenm NNLEBOI NAHENWN, HACTPOWKMN
0th: Mony4eHne pexuma/Tarim-ayta USB-nopTa Ha
TekyLero JIMUEBOI NaHeNn 1 NepektoYeHns
Bnagenbua Mexay enagensuamm USB-nopta
USB-nopta Ha || (xoctom n BMC)
nnueBon
naHenu B koHurypaumm USB-nopt Ha
NNLEBOI NaHenn MoXXeT
HKLMOHNPOBATb B OQHOM 13
OTKNMK: DyHKY, P A

Bant 1 — Kop, BbINONHEHWS

Baiit 2
00h: MpuHagnexuT
XOCTY
O01h: MpuHagnexnt
BMC
3anpoc:
Ban 1
02h: MonyyeHne
KOHurypa-
umn USB-

TPEX PEXXMMOB: BbIfJ€NEH XOCTY,
NCMONb3YEeTCH NCKOYUTENBHO
BMC nnn paboTaet B 06LLeM
pexuvme, Korga Bnagenel MoXeT
nepekioYaTbCst MeXy XOCTOM U
BMC.

Ecnu BkntoyeH o6LLMin pexnm,
USB-nopT nogknto4veH kK BMC,
KOrpa nuTaHve cepeepa
BbIKJTIOYEHO, U K CepBepy, KOrAa
nuTaHne cepsepa BKITHOHEHO.

Ecnu BkntoyeH 06LLWIn peXnmM un
nutaHve cepsepa, BMC
Bosspawaet USB-nopt cepaepy
nocne Taim-ayTa KoHurypaumm
13-3a HeaKTMBHOCTMW.
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DyHKUusA ceTu = 0x3A

Kop

KomaHga

3anpoc, AaHHble OTKJINKAa

OnucaHue

nopTa Ha
nnueBon
naHenu

OTKNMK:

BanTt 1 — kop BbINONHEHUSsI

bant 2

00h: BbigoeneHo
XOCTY

01h: BbigeneHo
BMC

02h: Pexxnm
COBMECTHOI0
1ncnonb3oBa-
HUSA

Bawnt 3:4 — Talim-ayT nocne
HEeaKTUBHOCTW, B MUHYTax

(cHa4ana MSB)

BanTt 5 — BKJIlOYEHNE KHOMKM

noeHTnnKaumm

00h:

OTKNtOYEHO

0th:

BkntoueHo

Bant 6 — ructepesnc
(qononHWTenbHO) B CekyHAax

3anpoc:

Baint 1

03h: 3agaHne koHbUrypauum
USB-nopTa Ha nuueBon naHenu

Bant 2

00h: BbigeneHo
XOCTY

01h: BbigeneHo
BMC

02h: Pexnm
COBMECTHOIO
1ncnonb3oBa-
HUA

BawT 3:4 — Talim-ayT nocne
HEeaKTUBHOCTU, B MUHYTax

Ecnu cepsep o6opynosaH
KHOMKOW naeHTudukaumm,
nosib3oBaTeny MoryT BKo4aTs/
BbIK/04aTb (DYHKLMIO CMEHbI
Bnapensua USB-nopTa Ha
JMUEBOI NaHeny ¢ MOMOLLbHO
KHOMKW naeHTugmrkaumu,
yoep>xneas ee 6onee 3 CeKyHA.

McTepesnc B cekyHaoax 3agaercs
npw aBToMaTn4eckom
nepeksItoyYeHnn nopTa npu
BbIKJIIOYEHN N BKJTHOHEHUN
nuTaHns. 3To Heobsa3aTeNbHbIN
napameTp.

Cepaepbl SD530

Ha nnatcopme SD530 aToT nopT
SABNSIETCS AOMONHUTENBHBIM U MPY
HaIM4YMM OH NoJKoYaeTcs
Hanpsimyto K XCC u Tonbko kK XCC.
Mepeknto4nTb NOPT Ha XOCT
HEBO3MO>XHO.

e Ecnu komaHpa oTnpasnsieTcs ¢
6avitom 1 =1, XCC 6ynet
BCcerga oteBeyaTb, YTO NopT
npuHagnexxut BMC.

e Ecnu komaHpa oTnpaBnsieTcs ¢
6avitom 1 =2, XCC 6ynet
BCerga oTBevarb, Y4TO MopT
BblgeneH BMC.

e Ecnu komaHpa oTnpaBnsieTcs ¢
6antom 1 = 3 unu Gantom 1 =4,
XCC 6ynet oTBe4aTb KOAOM
BbINnonHeHus D6h.

Mpoune cepsepbl

Ha nnatdopme, oTnnyHom ot
SD530, ncnosnb3oBaHne USB-
rnopTa Ha NMLEBO NaHenn
mogysiem XCC MOXXHO OTKJTHOUNTD,
nepenas B peXxmM «TOoJIbKO XOCT».

Ecnn komaHpa oTnpaensieTcs ¢
6anTom 1 = 5 nnu 6aiitom 1 = 6,
XCC 6ypeT oTBEYaTb KOAOM
BbINnonHeHnsa D6h.
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®dyHKUMs ceTn = 0x3A

Kog

KomaHpa

3anpoc, AaHHble OTKJIUKa

OnucaHue

(cHavyana MSB)

BanTt 5 — BKNOYEHNE KHOMKMK

noeHTudnKaumm
00h: OTknto4eHo
01h: BkntoueHo

Bant 6 — rucrepesnc
(mononHMTENbLHO) B ceKyHaax

OTKNUK:

Bbant 1 — kop, BbinonHeHnst banTt 2

00h: Mepeknioye-
HMe Ha XOCT
O1h: MNepekntoye-
Hyne Ha BMC

OTKNUK:

Baiit 1 — Kog BbINOSIHEHNS

BawnT 1
05h: BkntoyeHune/
BbIK/IOYEHNE
USB-nopTa Ha
nuueson
naHenu
BawnT 2
00h: BbikntounTb
01h: BkntounTtb
OTKNuUK:

Baiit 1 — Kop BbINOSIHEHNS

3anpoc:
BawnT 1
06h: Y1eHne
COCTOSIHUSI
BKNtOYEeHUs/

BbIKNOYEHNS
USB-nopTa Ha
nuueBon
naHenu
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DyHKUusA ceTu = 0x3A

Kop KomaHga 3anpoc, gaHHble OTK/IMKA OnucaHue
OTKNUK:
Bbant 1 — Kopg BbINONHEHNSI
Bawit 2
0xC7 BcTtpoenHbin | OnvHa 3anpoca = 0: OTa KoMaHga Cny>XuT ansi

nepeksntoya-
Tens NM
IPMI

|_|y0TbIe AaHHble B 3anpoce

OTKNUK:
banT 1 Kog
BbIMOJIHEHUS
Bantbl 2 Tekyliee
COCTOSIHUNE
«BkntoyeHo/
BbikntoyeHo»

AnuHa 3anpoca = 1:

Bant 1 ATpnbyTt
«BkntoyeHo/
BbiknoueHo»
BCTPOEHHOr 0
MHTepdelica
NM IPMI

00h —
BbIK/IO4YNTb

01h —
BKJTIOHUTb

OTKNUK:

bant 1 Kopg

BbIMOJIHEHUA

BKJIIOYEHNS/BbIKIOHEHNST DYHKLINN
mocTa XCC pgnst BCTPoeHHbIX IPMI-
KomaHg Intel.
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NnaBsa 12. CepBepbl Edge

B sTom pasgene onncaHbl yHKLUMKN cepBepos Edge.

MpumeyaHuns:
1. Mpwn nepsom BxofAe B CUCTEMY HEOOXOAMMO U3MeHUTL Naponb XCC.
2. Mo ymonyaHuto goctyn K IPMI yepes nokasnibHyto CETb OTKIIHOYEH.
3. No ymonyaHuto goctyn K IPMI 4epes KCS oTkno4eH.

Pe>Xum 610KUpPOBKN CUCTEMDI

Ecnu pexxum 6510KMPOBKU CUCTEMbI B aKTUBHOM COCTOSIHWW, 3TO 03HAYAET, YTO CUCTEMA HAXOAWNTCA B
pexxumMe 610KMPOBKU. MOXXHO aKTUBMPOBATb 1 pa3bfioKnpoBaTb cUCTEMY. B MpoTMBHOM cnyyae 3arpysnuTb
XOCT-CUCTEMY He yOacTcsl.

Haxxmute BesonacHocTb B pasfene BMC Configuration 1 npokpytute Ao Pe)xum 6,10KMPOBKU CUCTEMbI.

PeXXum 6J1I0KUPOBKN CUCTEMbI
YTO6bI aKTMBMPOBATb CUCTEMY U BbINTU U3 peXXUMa GIOKUPOBKN CUCTEMbI, BbINOJIHATE CreayloLmne
DencTBus.

1. Haxxmute KHonky HeakTuBeH — 0TO6pasnTcsl OKHO AKTUBALMSA XpPaHUAMLLA KIloYel C TEKCTOM
3anpoca.

2. O6patuTtech k cBoeMy NT-agMuHUCTpaTOpy 1 BBEAWTE TEKCT 3anpoca.

3. MNMony4nTte oTBET Ha 3anpoc y ceoero NT-agMnHncTpaTopa n BBEAUTE ero B OkHe AKTMBaLmA
XPaHWUNULLA KNo4Yen.

4. Haxxmute kKHonky OK, a 3atem — MpumeHnTb.
5. Ecnu BCce HacTpoiikn paboTatoT npaBusibHo, PexXxnmMm 6No0KNPOBKU CUCTEMbI CTaHET HeaKTuBEH.

MpumeyaHue: Ecnn pPeEXNmM 6J'IOKI/IDOBKI/I CNCTEMbI HaXoanTCA B aKTUBHOM COCTOAHUN, OOCTYN K
ceKpeTaM CUCTEMbI, TAaKUM KakK, Harnpumep, Kio4un SED, 3anpeLyeH.

YT06bI NPUHYQUTENBHO NMEPEBECTN CUCTEMY B PEXXUM GIIOKMPOBKN, BbIMOMHUTE CEAyoLe OECTBUS.
1. Haxxmnte KHONKY AKTUBEH.
2. Haxxmute kHonky OK, a 3atem — MpumeHnTb.

OGHapy>XeHue ABMKEHUSA
MO>KHO BKNHOUNTE 3TY (QYHKLMIO, YTOObI 3aLLUTUTL CBO CepBeEpP NyTEM 0OHaPY>XeHMs (HPU3NIHECKUX
nepemMeLLeHnin cepBepa.
Ecnun o6Hapy>xeHne OBMXEHNS BKITIOYEHO, B 3aBMICUMOCTU OT NPEeanoYTEHNA N KOHMUIypaumm MOXXHO
3agatb cnegyoLume napameTpbl.

¢ YpoBeHb YyBCTBUTEJIbHOCTU: BbiOEpUTE OAVH U3 TPEX YPOBHEN YyBCTBUTENbHOCTY (HU3KMA,
CpeaHuin nnn BblCOKMIA) B 3aBUCMMOCTHY OT NPeanoYTeEHUN

¢ OpwueHTayms: BbibepuTe OOHY 13 KoHurypaumin: Ha ctone, MoHTaX Ha CTEHyY (rOPM3OHTaJIbHbIN),
MoHTaX Ha CTeHy (BepTuKasnbHbIi), Monka 1 MoHTa)XK Ha NOTOJNOK.

MpumevaHune: O6Hapy>KeHNEe OBMKEHNS aBTOMaTNYECKN OTKIIIOHAETCS, KOrga cuctema nepexoamnT B
peXxXxnm 6/10KNPOBKU.

O6Hapy>)xeHune BTOPXXEHUs1 B pamy
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MOo>XHO BKNOYMTE 3TY (PYHKLMIO, HTOObI 3alLUTUTL CBOW CepBep NyTeM OOHAPY>XeHUs (PU3nN4ecKnx
nepemMeLLeHNiA BEPXHErO KOXXYyXa.

JononHuTtenbHble KOHhUrypauum
Ecnu yctaHoBneH naket LOM ¢ nogaep kKo 6eCnpoBOAHOro COeAMHEHUS, o1t O6HapY>KEHHOIo
CO6bITVS NOBPEXAEHNA MOXXHO BbI6paTh TP NapameTpa.
B pepkunx cny4asx, korga TeKCT 3anpoca He ygaetcs nposepuTb Ha nopTane ThinkShield Key Vault
Portal, MmoxxeT noTpeboBaTbca COPOCUTb BHYTPEHHNIA CHETHNK YCTPOWCTBA, NPEXAe YeM aKTMBMPOBaTb
YCTPOWCTBO Mo npockbe NT-agMuHUCTpaTopa.

Aucnetuyep SED AK

B cucTteme, yctaHoBneHHoN ¢ nomolpto SED (camowmndpyemoro gucka), ata yHKUmMsS KoHTponupyeT BMC
Onsa passepTbiBaHNs Kntoya SED. Knoy SED MOXXHO ncnonb3oBath AN WMpoBaHns 3arpy304HbIX ANCKOB
1 OMCKOB faHHbIX, & TaKXXe aBTOMaTNYeCKOW 3arpy3Kn CUCTEMBI

Mpume4aHue: STa onepauuns He pa3peLLeHa, EC/IM CUCTEMA He aKTUBMPOBaHa (MoATBEPXXAEH PEXIM
BONOKNPOBKU CUCTEMbI) MO0 Y TEKYLLErO NOMb30BaTENS HET NPaB Ha ynpasneHne Kniodom SED.

Haxxmute BesonacHocTb B pasfene BMC Configuration n npokpytuTte o nyHkrta [iucneryep kno4a
ayTeHTudukauun (AK) SED.

N3meHeHnue SED AK
CospaHue SED AK Ha ocHoBe naponbHou bpasbl: 3againiTe Naposb U MOBTOPHO BBEOUTE €ro s
noaTeepxaeHus. LLienkHute Co3gaTtb NOBTOPHO, HTOObLI NOAy4MTb HOBbIM SED AK.
Co3paanue cny4danHoro SED AK: wenkHute Co3gaTb NOBTOPHO, Y4TO6bLI NONyynTh cryyYanHbin SED AK.
Pe3epBHoe konupoBaHue SED AK. 3apalite naposb 1 NOBTOPHO BBEAUTE €ro AJ1si NOATBEPXKXAEHMS.
LLlenkHnTe HayaTb pesepBHOe KonnpoBaHMue [151 BbINOSIHEHNS] pe3epBHOro konnpoBaHus SED AK.
3artem 3arpysuTe cann SED AK 1 coxpaHuTe ero B 6e30nacHOM MecTe AJ1s1 UCMONb30BaHMs B

OyAyLLem.

Mpumevanne: Ecnv ona sBocctaHoOBNEHNS KOHDUIYypaLmm ncnonb3yeTcs dain pesepsHoin konun SED
AK, cuctema 3anpocuT naposb, 3afaHHbIN 30eCh.

BoccTtaHoBneHue SED AK. 3Ty onepauuio MOXHO BbINOSHUTb, TONbKO korga SED dyHKunoHupyeT
HenpaBunbHo. CyllecTByeT ABa cnocoba BoccTtaHoBneHuss SED AK:

e BoccrtaHoBneHue SED AK ¢ nomoLybio naponbHoi hpasbl: UCNob3ynTe Naposb, 3aAaHHbIl B
pexume CospgaHune SED AK Ha ocHoBe naponbHowm thpa3sbl, 4ns BocctaHoBneHnst SED AK.

e BoccTtaHoBneHue SED AK u3 caina peaepBHOM KONuK: OTrpaBbTe dain pe3epBHON Konuu,
co3faHHblIli B pexkume Pe3sepBHoe konupoBaHue SED AK, 1 BBeguTe COOTBETCTBYIOLLMIA NapOSib
daiina pesepBHoOI Konuu aNst BocctaHosneHnst SED AK.

MorpaHu4Hbie ceTn
CTpaHunua aTon hyHKLMM NoAOEPXKUBAETCS, TOJNIBKO ecnn ycTaHoBseH naket LOM ¢ nognep>kkom

6eCcnpoBOAHOIr0 NOOKIIIOYEHMS.

CM. pononHnTenbHbIE CBEAeHNS B Tabnuuax npeaycTaHoBOK TONOMOrMM CeTU B pasaene https://
thinksystem.lenovofiles.com/help/topic/SE350/pdf_files.html.

MopgkntoueHue Wi-Fi
LLlenkH1nTe BKNro4YeHOo, 1 Bbl CMOXKETE HACTPOUTb NapaMeTpbl B COOTBETCTBMM C KoHDUrypaunein Wi-Fi.

MopxknioyeHne LTE
OT1a hyHKLMSA NO3BONSAET KOHTPONMPOBAaTh NogkntodeHne LTE ana nnaTel NOrpaHnyHoOn CeTu.
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Appec nnatbl NOrpaHUYHON ceTun

CocTosiHne IPv4 nnu IPv6

CocTosiHne cepBepa DHCP

MeTop

OTKNIO4YEHO OTKNIIO4YEHO Mony4arts IP-agpec us DHCP

BknioyeHo BknroyeHo Ucnonb3oBaTb cTaTuydeckun IP-
agpec

BkntoyeHo OTKNO4YEHO Mony4atb IP-agpec us DHCP vnnun

MUcnonb3oBaTb ctatudeckum IP-
apapec B 3aBNCUMOCTM OT
NCnob30BaHNA.

CeTteBout moct BMC

Mo>kHO HacTpouTb criegytowme napameTpbl gocTtyna kK BMC: Hucxopswme noptbl, MopTtbl Wi-Fi,

Bocxopsiwme noptbl unn Her.

MpumevaHue: HacTtpoiika HeT o3HavaeT, 4To hyHKUUS OTKIIHOYEHa.

YcTpaHeHue Henonapok ¢ NaaTon NorpaHNYHoOm ceTn
I'Iepe3anycw|Tb HemMeaJsiIeHHO: HaXKaB Ha 3Ty KHOMKY, MOXXHO nepe3anyCTuTb CeTeByo nnarty.
BoccTaHOBUTbL 3aBOACKME HACTPOMKIN: HAXXaB Ha 3Ty KHOMKY, MOXHO COPOCUTL NapaMeTpbl CETEBOM

nnarbl Ao 3Ha4YeHn no yMO4aHuto.

Mnasa 12. Cepsepbl Edge 221




222 PykosopcTeo nonbaosatenaXClarity Controller ¢ Intel Xeon SP (3-ro nokonenus) u AMD EPYC (2-ro v 3-ro nokoneHmii)



MpunoxexHune A. lNMony4yeHne NoMoLM N TEXHUHECKOWN
noanepXkKu

Ecnun Bam HY>XHa NMOMOLLb, O6CJ'Iy)KI/IBaHI/Ie Nnn TexHn4deckKasa nognep>kKka B CBA3NM C NpoayKTamu, Lenovo
MOXXET NpeanoXXntb CamMmble passindHble NCTOYHUKK NMOMOLLA.

AKTyanbHyo nHopMaLuio 0 cucTeMax, AONONMHUTENbHbBIX YCTPOMCTBAX, ycyrax u nogaep>xxke Lenovo
MO>KHO HanTu B IHTepHeTe no cnepyoLlemy agpecy:

http://datacentersupport.lenovo.com

Mpumeyanue: B 3TOM paspgene eCTb CCbIKM Ha Be6-canTbl IBM 1 nHopmaums o nonyveHmum
obcny>xmBaHusi. Pekomerngyembii Lenovo cepsuc-ueHTp ans ThinkSystem — komnanus IBM.

Mepepn obpawieHnem B CnyXX0y Noaaep>XKu

Mpexpe Yem 06paTuTbCs B CNY>XOY NOAAEPKKU, yOeaNTeCh, YTO Bbl NPESNPUHSANM CeayoLwme AencTBis,
YTOObI NONLITATLCA YCTPAHUTL HEMONAAKY CaMOCTOATENLHO. ECnn Bbl pelunTe, YTO BaM BCE XKE HYy>KHA
NoMoLLb, cobepuTe MHopMaLMio, KOTopas NOTPebyeTca CNeUnanncTy no TEXHNYECKOMY O6CNYy>KNBaHNIO
Ons 6onee 6bICTPOro peLLeHns BaLlen NpobemMbl.

MonbiTaniTech pewmnTb NPo6sieMy CaMOCTOATENIbHO

MHorue npo6sieMbl MOXXHO PeLlnTb 6€3 BHELUHEN MOMOLLY, BbINMOJSIHMB NPoLeaypbl N0 YCTPaHEHNIO
Hernonapok, onucaHHsle Lenovo B cnpaske B IHTepHeTe 1 B AOKYMeHTauum K npoaykTy Lenovo. B
OOKyMeHTauum K npogykTy Lenovo Takxe onvcbiBaroTCs AnarHoCTUYeCKme TeCTbl, KOTOPbIE MOXHO
BbINOMHUTE. B fOKYMeHTaummn K 60MbLUNHCTBY CUCTEM, ONEPaLMOHHBLIX CUCTEM Y NPOrpamMM copepxarcst
npouenypbl YCTpaHEHNst HENONa[oK 1 paclungpoBka coobLleHnin 06 ombKax 1 Kogos oLwnboK. Ecnn Bbl
nofo3peBaeTe, YTO Hernonagka ceasaHa ¢ nporpaMmHbIM obecrneyeHremM, NoOCMOTpUTe JOKYMeHTaLo
onepaLVoHHON CUCTEMbI UM NPOrpaMMbl.

JDokymeHTauumo no npopyktam ThinkSystem Mo>xXHO HalnTu No cneayoLlemy agpecy:
https://pubs.lenovo.com/

Mpexpae 4eM 06paTUTLCS B CIY>X6Y NOAAEP KK, MOMbITANTECH PELUUTL NPOGIIEMY CaMOCTOSTENBHO:

. ﬂpOBepre, BCe N1 Kabenu NogCcoeaMHEHbI.

° I'IpOBepre BCe BbIKJlto4HaTeENnN N y6ep,|/|Ter, YTO KOMMNbIOTEP N BCE OOMNOJIHUNTESIbHbIE yCTpOI7ICTBa
BKJ1HOYEHDbI.

¢ [lpoBepbTe HanM4Yne 06HOBIEHU MPOrPaMMHOI0 06ecnedeHsl, MMKPONporpaMmMbl 1 ApariBepoB
YCTPOWCTB OMNepaLMoHHON CMCTEMbI o1 Ballero npogykTta Lenovo. CornacHo ycnoBumsM 1 MOMOXKEHUAM
rapaHTum Lenovo Bbl, BnageneL, npoaykta Lenovo, OTBETCTBEHHbI 3a Nogaep>XaHne n 06HOBNeHNE
NporpamMmMHOro o6ecneyeHnss U MMKpPONporpamMm NpoayKTa (EC/iM 3TO HE MNOKPbIBAETCS AOMOSHUTESbHbLIM
KOHTPaKTOM Ha TexHU4eckoe obcny>xmnsaHue). CneunanmcT No TEXHNYECKOMY 06CY>XMBaHUIO MONPOCUT
Bac 06HOBUTbL NPOrpaMMHOe ob6ecrneyeHe N MUKPONporpamMMy, €Cii B OAHOM U3 OOHOBNEHWIA
nporpamMMHOro o6ecnevyeHns eCTb 3a40KYMEHTMPOBAHHOE pPELLIEHNE HEMONAaKMU.

e Ecnu Bbl ycTaHOBUIM HOBOE 060pyaoBaHVEe Nv NporpamMHoe obecnedeHne B cpeny, NpoBepbTe Ha
CcTpaHuue http://www.lenovo.com/serverproven/, 4To 060pyaoBaHMe 1 NporpaMmMHoe obecnedeHme
NoAAEeP>KMBAETCA BalLUMM NPOAYKTOM.

e [lepengunTe Ha canT http://datacentersupport.lenovo.com 1 nonLLMTE NHHOPMALMIO, KOTOPas MOXET
MOMOYb PELLNTb Npobsiemy.
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- [MpocmoTpuTe ceBepeHusa opymos Lenovo no agpecy https://forums.lenovo.com/t5/Datacenter-Systems/
ct-p/sv_eg — BO3MOXXHO, KTO-TO y)Ke CTankmsancs ¢ aHanorn4Homn npo6aemor.

MHorvne npo6nembl MOXXHO peLUnTb 6€3 BHELLUHEN MOMOLL, BbINOMHUB NPOLEeAypbl MO YCTPaHEHWIO
Henonagok, onucaHHble Lenovo B cnpaske B VIHTepHeTe 1 B AOKYMeHTauum K npoaykTty Lenovo. B
OOKYMeHTaLuun K NpoayKTy Lenovo Takxke onmncbiBaroTCsA AMarHOCTUYECKIME TECTbI, KOTOPbIE MOXHO
BbINONHUTL. B AoKyMeHTauumn K 60MbLUINHCTBY CUCTEM, OMNEePaLMOHHbIX CUCTEM 1 NPOrpamMmM cogep xarcs
npoLenypbl yCTpaHEHUS HEMONAAOK 1 pacluMdpoBKa COObLLEHNA 06 oLmnbKax u KOAOB oWn6oK. Ecnn Bbl
nogos3pesaeTe, YTO HenosagKa ceBs3aHa ¢ NPorpaMMHbIM obecneyeHem, MOCMOTPUTE AOKYMEHTauumIo
onepaumoHHON CUCTEMbI UM NPOrpamMMbl.

C60p Heo6xoaumon HopmaLumn anst o6paLleHns B CNY)X0y noaaep Xk

Ecnu Bbl nonaraeTe, 4TO HEO6XOAMMO rapaHTMNHOE O6CNYy>XBaHNE BaLlero npoaykra Lenovo,
cneunanncTbl N0 TEXHNYECKOMY 06CY>XMBaHUIO CMOIYT NOMOYb Bam 6osiee ah(heKTUBHO, ECN Bbl
nogroToBMTECHh K 06paLleHunio. [lononHuTelbHblE CBeAeHNS O rapaHTyM Ha Ball NPOOYKT Tak>Xe OCTYMHbI
no agpecy http://datacentersupport.lenovo.com/warrantylookup.

CobepuTe cneaymoLLyto MHHOPMAaLIMIO, KOTOPYIO HY>XXHO 6yaeT NpefoCTaBuTb CneumanucTty no
TEXHNYECKOMY OB6CNY>XMBaHNIO. DTN AaHHbIE MOMOrYT CNeUnanncTy No TEXHNYECKOMY 06CTY>XMBaHWUIO
ObICTPO NPEQIOXKNTL PELLEHNE Balleil Henonaaku 1 o6ecnednTb BaM YPOBEHb 0GCNY>XMBAHMSA COMNacHo
OoroBopy.

e Ecnu npumMeHnMo, HoMepa LOroBOpPoOB Ha 06CNyXMBaHNE 060py[OBaHMSA 1 NPOrPamMMHOro obecnevyeHns
¢ Howmep Tnna komnbtoTepa (naeHTnduKaTop KomnbtoTepa Lenovo, 4 undpbl)

¢ Howmep mogenn

e CepuiiHblin HOMep

¢ Tekywue yposHu UEFI n Mmukponporpammel cuctemsi

e [lpyras oTHoCSALAaCs K aeny UHopmaLns, Takas Kak CoobLLeHMS 06 OLLIMBKaXx 1 XXypHarbl

B kadecTBe anbTepHaTBbl 06paLleHIO B CNYy>K6y Noaaep Xk Lenovo MoXXHO nepeinTu no cebinke https:/
www-947.ibm.com/support/servicerequest/Home.action n 0TNpaBuUTb 3NEKTPOHHbIN 3anpoc Ha
o6cnyxmBaHme. OTnpaBKa 3NeKTPOHHOMO 3anpoca Ha 06Cy>XMBaHMe 3anyckKaeT MPOLIECC NOMCKa PeLLeHNSs
BaLLen Npo6nemMbl; Ans 3TOro NpeaocTaBneHHas nHhopmaums NnepegaeTcs cneynanicTam rno TEXHUHYECKOMY
obcnyxmeaHuo. CneumanncTbl MO TEXHUYECKOMY 06CTY>XMBaHUIO Lenovo MoryT HavaTb paboTaTtb Haf
BaLLUM peLLEHNEM, KaK TOSIbKO Bbl 3aNOSIHATE 1 OTNPaBUTE S1IEKTPOHHbIN 3anpoc Ha 06CY>XMBaHUE.

C60p AaHHbIX NO 06CNY>XUBaAHUIO

[lna TouHOro onpefeneHns OCHOBHOWN NPUYUHbBI NPOBEM C CEPBEPOM WK MO 3anpocy CneLmnanncToB
cny>x6bl noaaep>xkn Lenovo Bam, BO3MOXKHO, NoTpebyeTcst cobpaTtb AaHHble N0 06CY>XNMBaHUIO, KOTOPbIE
3aremM MOryT NCMONb30BaTbCs A1 fanbHenwero aHanmsa. [JaHHble Mo 06CNy>)XMBaHMIO BKITHOYAOT TaKyto
NHbopMaLMIO, KaK >XXypHasbl COObITUN 1 UHBEHTapb 060PYO0BaHMS.

[aHHble No 06Cy>XMBaHNIO MOXXHO COBMpPaTh C MOMOLLIbIO CIIEAYIOLLNX MHCTPYMEHTOB:
¢ Lenovo XClarity Controller

[na c6opa gaHHbIX NO 06CAY>XUBaHUIO CepBepa MOXHO UCNoNb30BaTh Be6-uHTepdeinc Lenovo XClarity
Controller nnu nHtepdeiic kKomaHgHoN CTPOoKKU. dPalin MOXXHO COXPaHUTb U OTNPaBUTb B CNYXXOY
nogaep>xkn Lenovo.

— [HononHuTesnbHble CBeOeHNs 06 NCNoNb3oBaHUN BeG-UHTepdenca ona c6opa AaHHbIX Mo
o6Ccny>KnBaHMo CM. NO CCblKe https://pubs.lenovo.com/xcc/NN1ia_c_servicesandsupport.html.

— [HononHuTenbHble cBeaeHnst 06 NCMonb3oBaHUN NHTepdeica KOMaHOHON CTPOKN Anst céopa faHHbIX
no o6Ccny>X1BaHMIO CM. NO ccbifike https://pubs.lenovo.com/xcc/nniia_r_ffdccommand.html.
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https://forums.lenovo.com/t5/Datacenter-Systems/ct-p/sv_eg
https://forums.lenovo.com/t5/Datacenter-Systems/ct-p/sv_eg
http://datacentersupport.lenovo.com/warrantylookup
https://www-947.ibm.com/support/servicerequest/Home.action
https://www-947.ibm.com/support/servicerequest/Home.action
https://pubs.lenovo.com/xcc/NN1ia_c_servicesandsupport.html
https://pubs.lenovo.com/xcc/nn1ia_r_ffdccommand.html

¢ Lenovo XClarity Administrator

Lenovo XClarity Administrator Mo>xHO HacTpouTb gnst aBTomaTmnieckoro céopa 1 oTnpaBkm
AmnarHocTnyecknx annos B cny>x6y noanep>xku Lenovo, korga onpegeneHHble 06Cy>XnBaemble
cobbiTns nponcxogaTt B Lenovo XClarity Administrator n Ha ynpaBnsieMbIX KOHEYHbIX ToYkax. MoXXHO
OTNpaBnAaTb AnarHoctudeckme dainbl B Nogaep>xka Lenovo ¢ nomousto dpyHkumm Call Home nnm B
Opyroi cepsuc-LeHTp ¢ nomoLlbio SFTP. Kpome Toro, MoXXHO Bpy4HY0 cobpaTb AnarHoCTu4eckme
chalnbl, OTKPbITb 3anMcb HENOAOKM 1 OTNPaBUTL AMarHOCTUYECKNe daiinbl B LLEHTP nogaep>kkn Lenovo.

JononHuTenebHble CBEAEHUSA O HACTPOVIKE aBTOMATNHYECKNX YBEAOMIIEHMI O Henonagkax B Lenovo
XClarity Administrator cm. no cceinke https://pubs.lenovo.com/Ixca/admin_setupcallhome.html.

¢ Lenovo XClarity Provisioning Manager

McnonbayinTe hyHKUmMIo coopa gaHHbIx no o6cnyxmsaHuio B Lenovo XClarity Provisioning Manager gns
cbopa CUCTEMHbIX AaHHbIX MO 06CnyXuBaHuio. MoXXHO cobpaTh CyLLEeCTBYOLME AaHHbIE CUCTEMHOIO
>KypHana uim BbINOSIHNTb HOBYIO ANArHOCTMKY A1 c6opa HOBbIX AaHHbIX.

¢ Lenovo XClarity Essentials

Lenovo XClarity Essentials MOXXHO 3anyCTuUTb BO BHYTPUMOSIOCHOM PEXVME U3 ONEPALNOHHON CUCTEMBI.
B pononHeHune K annapaTtHbiM gaHHbIM no o6cnyxnsaHuto Lenovo XClarity Essentials MmoxxeT cobnpatb
cBefeHMs 06 onepaunoHHON CUCTEME, TaKne Kak XypHas cobbITUiA ONepaLyioHHON CUCTEMBI.

YTO6bI NONY4YUTb OaHHbIE MO OOCNYXXMBAHNIO, MOXXHO BbINOMHUTL KOMaHAY getinfor. [lONOAHUTENBHbIE
CBeeHNs O BbIMOJIHEHUM getinfor CM. B pasferne https://pubs.lenovo.com/Ixce-onecli/onecli_r_getinfor_
command.html.

O6paLleHue B cnyXxoy noaaepxku

[nsa nonyyeHns NOMOLLM B peLLEHN TON N NHOWN NPO6EMbI MOXHO 06paTUTBLCA B CNY>KOY NOAAEPXKKM.

Mo>XHO BOCMONb30BaTLCS yCnyramu o6cny>xmBaHms o60pyaoBaHns, NpegocTaBnseMbiMy aBTOPU30BaHHbIM
cepBuC-LieHTPOM Lenovo. YTo6bl HaNTK CEPBUC-LEHTP, YNOJHOMOYEHHbIV KOMMNaHnen Lenovo BbINMOMHATb
rapaHTUinHoOe obCcny>XmBaHne, OTKPOITE BEG-CTpaHuLy no agpecy https://datacentersupport.lenovo.com/us/
en/serviceprovider 1 BOCMNOJIb3yNTeCh MONCKOM C hunbTpaumen ans pasHelix ctpaH. Homepa teneoHoB
CNy>X6bl nogaep>kkm Lenovo no permoHam cMm. Ha cTp. https://datacentersupport.lenovo.com/us/en/
supportphonelist.
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NMpunoxeHune B. 3ame4yaHus

Lenovo moxeT npenocTaBnATb NPOAYKThI, YCIIYrh U KOMMOHEHTbI, ONMCaHHbIe B 3TOM OOKYMEHTE, HE BO
BCeX CTpaHax. CeepneHust o npopykKTax un ycnyrax, goCTyrnHbIX B HacTosALlee BpeMA B BalleM permoHe,
MO>XHO MONy4nTb y MECTHOIO npencraBuTenisa Lenovo.

CchblikM Ha NPoAYyKTbl, IpOrpaMmMbl UK ycyrn Lenovo He 03Ha4aloT U He NPeAonaratT, YTO MOXXHO
NCMNob30BaTh TONBbKO YKa3aHHble MPOAYKTbI, Mporpammbl nam yenyru Lenovo. [JonyckaeTcs Mcnosib3oBatb
Nto6ble hyHKLMOHANBHO 3KBMBaNEHTHbIE NPOAYKTbI, MPOrPaMMbl UV YCAYrX, ECAN NPY 3TOM He
HapyLuatoTcsl npaBa Lenovo Ha UHTeNNeKTyanbHyo co6cTBEHHOCTb. OfHAKO NpY 3TOM OTBETCTBEHHOCTb 3a
OLEHKY 1 NPOBEPKY paboTbl ApYruxX NPOLYKTOB, MPOrpamMm Wn yCnyr BO3naraeTcsi Ha Nosib3oBaresisi.

Lenovo MoXeT pacrnonaraTtb nateHTaMu Uy paccMaTprBaeMbIMi 3asiBKaMU Ha NaTeHTbl, OTHOCALLIMMUCS K
npegMeTy AaHHOW ny6nvkauumn. MNpegocTaBneHie 3TOro JOKYMeHTa He SABNSeTCS Nped/IoXXeHneM 1 He faeT
JIMLIEH3UIO B pamKax Kakux-nm6o naTeHToB WM 3asiBOK Ha naTeHTbl. Bbl MO)eTe nocnars 3anpoc Ha
JIMLIEH3MIO B MMCbMEHHOM BUe No crepytoLlemy agpecy:

Lenovo (United States), Inc.

1009 Think Place

Morrisville, NC 27560

U.S.A.

Attention: Lenovo VP of Intellectual Property

LENOVO MPEOOCTABNAET OAHHYIO NYBNKALIO «<KAK ECTb», BE3 KAKVX-TMBO TAPAHTUN,
ABHbIX U NMOOAPA3YMEBAEMbIX, BKJTFOYAA, HO HE O PAHNHYNBAACH TAKOBbLIMU,
MNOOPA3YMEBAEMBbIE TAPAHTUN OTHOCUTEJIbHO EE KOMMEPHYECKOI'O NCIMNOJIb3OBAHUA NN
MPUrOOHOCTW ONA KAKUX-NIMBO LIENEN. 3akoHoaaTeNnbCTBO HEKOTOPLIX CTPAH He 0MyCKaeT 0TKas oT
SIBHbIX UMW NpeanonaraeMbixX rapaHTuii 4nsa psaa onepauuii; B TaKOM ciydae AaHHOE MOSIOXKEHME MOXKET K
BaM He OTHOCUTBLCS.

B npvBeneHHoI 3aecb NHopMaLn MOryT BCTPETUTLCS TEXHUYECKNE HETOYHOCTU Unn Tunorpadckme
oneyatku. B nyénunkaumio Bpemsi OT BpeMeH1 BHOCATCS U3MEHEHUS, KOTopble ByayT OTPpaXeHb! B
cneayowmx nsgaHusx. Lenovo moxeT B nto6oi MOMeHT 6e3 npenBapuTesibHOro yBeoMeHNss BHOCUTb
N3MeHeHUs B NPOAYKTbI 1 (UNK) MporpaMMbl, ONcaHHble B AaHHON NyGnmKauum.

MpopyKThbl, ONUCaHHbIE B 3TOM AOKYMEHTE, He MpefHasHavyatoTCs 4189 UMnaaHTauum Uam ncrnosib30BaHns B
Kaknx-nmbo yCTPONCTBax »Xn3HeobecrneveHnsi, 0TKa3 KOTOPbIX MOXXET NPUBECTU K TPaBMaM UM CMEpPTH.
MHdopmaums, cogeprkallasncsa B 3TOM AOKYMEHTE, He BANSET Ha crieundukaummn NnpoayKTa v rapaHTuinHble
o6sa3arenscTsa Lenovo 1 He MeHsieT nX. HUYTO B 3TOM [OKYMEHTE He CIy>KUT SSBHOW UM HESIBHOW
JIMLEH3MEeN unm rapaHTuen Bo3meLleHns yepba B CBA3M C NpaBamMm Ha MHTENNEKTyanbHYt0 COBCTBEHHOCTb
Lenovo unu TpeTbnx CTOPOH. Bce gaHHble, cofeprkalumecs B 3TOM AOKYMEHTE, NoJTyyeHbl B Crneumnuyecknx
YCNOBMSX N NPUBOAATCS TOJIBKO B Ka4eCcTBe utocTpaumun. Pe3ynbeTarbl, Nofly4eHHbIe B pyrnx pabo4mx
YCNOBUWSAX, MOFYT CYLLEECTBEHHO OTNINYATLCS.

Lenovo MOXXeT ncnonb3osaTtb 1 pacnpoCcTpaHATb NpUciaHHyo BaMin I/IH(bOpMaLI,I/IPO No6bIM CNOCOBOM,
KakKnM COYTET HY>KHbIM, 6€e3 Kaknx-nmbo 06sa3aTenbcTs nepen samMmn.

Jlio6ble cChiKM B faHHoOW HopMauun Ha Be6-caliThl, He NpuHaanexxatime Lenovo, NnpnBoasaTCcst TONbKO
Ons ynobcTea U HAKOUM 06pa3oM He O3HavaroT NoAaepXku Lenovo aTux Beb-cantos. MaTepuarns! Ha 3TUX
Beb-canTax He BXOOAT B YMCNIO MaTepuanos No gaHHOMY NpoaykTy Lenovo, 1 BClo OTBETCTBEHHOCTb 3a
NCMOJIb30BaHNE 3TUX BEO-CATOB Bbl MPUHMMAaETe Ha cebsl.
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Bce gaHHble No NponsBoANTENBHOCTU, COAEPXKALLIMECS B 3TOWN Ny6IMKaUmMK, NnosyyeHbl B yrpasiseMo
cpepe. MNoatomy peaynbTaTbl, MOMYyHEHHbIE B APYrMX padoynx YCNoBUsiX, MOryT CYLLEECTBEHHO OTIMYaTbCS.
HekoTopble namepeHuns Mornu GbiTb BbINOMHEHbI B pa3pabaTbiBaeMblX CUCTEMAaX, U HET rapaHTun, YTo B
06LLef0CTYMHbIX CUCTEMAxX pe3ynbTaTbl 3TUX n3MepeHuii 6yayT Takumm xxe. Kpome Toro, pesynbTaThl
HEKOTOPbIX N3MePEHUIA MO 6bITb MONY4YeHbl AKCTpanonsaumeli. PeanbHble pe3ynbTaTbl MOMYT OTNMYaTbCS.
Monb3oBaTeny AOMKHbI NPOBEPUTL 3TN AaHHbIE OJ1S1 CBOMX KOHKPETHBIX YCIIOBUIA.

ToBapHble 3HaKu

Lenovo, norotun Lenovo, ThinkSystem, Flex System, System x, NeXtScale System u x Architecture —
ToBapHble 3Haku Lenovo B CLLIA 1 gpyrux ctpaHax.

Intel n Intel Xeon — ToBapHble 3Hakn kopnopauun Intel Corporation B CLLIA n gpyrux ctpaHax.
Internet Explorer, Microsoft u Windows siBnstoTcs ToBapHbIMM 3HaKamm rpynnbl KoMnaHuin Microsoft.
Linux — 3apernctpmpoBaHHbIi ToBapHbIN 3Hak Linus Torvalds.

Mpoumne HasBaHWsA hrpM, NPOAYKTOB UK YCYTr MOTYT 6biTb TOBAPHbLIMY 3HaKaMu U MapkKamm
06CNy>XXNBaHUS APYIMX KOMMaHWUA.

Ba)xkHble npumeyaHus

CKopOoCTb NnpoLeccopa yKasblBaeT BHYTPEHHIO TaKTOBYIO HaCTOTY MUKPOMNPOLLIECCopa; Ha
NPOV3BOANTENILHOCTb MPUMOXEHWIA BANSIOT N Apyrue dhakTopsbl.

CKkopocTb AnckoBoga Af1s1 KoMnakT-auckos unn DVD-gUckoB — 3TO NepemMeHHasi CKOPOCTb YTEHNS.
[encTBuTENbHASA CKOPOCTb MBMEHSIETCS; KaK NPaBuio, OHa MeHbLLIE MaKCMasbHOW CKOPOCTMW.

Mpwn onucaHnmM cUCTEMbI XpaHEHUs!, AEACTBUTENBHOIO U BUPTYaNibHOMO XpaHuauLLa, o6beMa KaHanoB OfuH
KB paBeH 1024 6aiT, oguH Mb paseH 1 048 576 6aiiT, a ognH I'b paeeH 1 073 741 824 6ain.

Mpu onucaHnn eMKOCTU XXECTKOrO AUcka unm o6bemMa KOMMYHUKALNOHHbIX yCTponcTs oanH MB paseH
1 000 000 6aiT, a ognH ' pasen 1 000 000 000 6anT. O6LLMIN 06bEM NAMATW, [OCTYMNHbIN NOL30BATENAM,
3aBucUT OT paboyell cpeabl.

MakcumarnbHasi BHYTPEHHAS EMKOCTb XKECTKOro AMcKa noapasyMeBaeT 3ameHy Nto6oro cTaHaapTHOMo
YKECTKOr0 AMCKa 1 3aM0fIHEHNE BCEX OTCEKOB XXECTKUX OVCKOB CaMbiMi BMECTUTENbHBIMU AUCKaMU,
nogaep>XveBaeMbiMU B AaHHbI MOMEHT KoMnaHueli Lenovo.

[ns nocTmXKeHnss MakcumanbHOro o6bema namsT MoXXeT I'IOTpe6OBaTbCﬂ 3aMeHa CTaHOapTHbIX Mo,u,yne|7|
Ha gononHuTesN1IbHble MOAYNN NaMATWN.

Y KaXX[ol A4enkn TBEPAOTENBHOM NAMATY €CTb MPUCYLLEE €l KOHEYHOE YUCIIO LVKITOB 3anncu, KOTOPOe OHa
MO>XKET BbINOJIHUTL. [03TOMY Yy TBEPAOTENBHbLIX YCTPONCTB ECTh NapamMeTp MakCHManbHOro Konn4ecTsa
LIMKIOB 3anucu, Bblpa)xaeMblil B 06LLEM KONMYeCTBe 3anucaHHbix 6anT total bytes written (TBW).
YCTpoICTBO, KOTOPOE NPEOAONENO ATOT MOPOr, MOXKET HE OTBEYATb HA KOMaHAbl CUCTEMbI UM MOXKET
nepecTarb Nogaep>KmBaTth 3anicb. Lenovo He OTBEYaEeT 3a 3aMeHY YCTPOWCTBA, KOTOPOe NMPEBbICUIIO
MaKCUMaJibHOE rapaHTUPOBaHHOE KONMYECTBO LNKIOB NPOrpaMMmnpoBaHms v CTUPaHus, Kak onMcaHo B
ouLManbHbIX 0ny6nMKOBaHHbIX crieundurkaumax onsa yCTponucTsa.

KomnaHua Lenovo He npenocTaBSIAET HUKAKNX rapaHTvn7|, CBA3aHHbIX C NPOAYKTaMI, KOTOPbIE BbIMNMYyCKakTCA

He Lenovo. lNopaep>xka (ecnv TakoBasi eCTb) NPOAYKTOB, MPON3BEAEHHbIX APYroil KOMMaHMen, [oMKHA
OCYLLECTBNATLCSA COOTBETCTBYIOLLIEN KOMMNaHuel, a He Lenovo.
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HekoTopoe nporpamMmmHoe o6ecnedeHne MOXXET OT/IMYaTbCHA OT PO3HUYHOM BEPCUM (€CNK AOCTYMHO) U
MOXKET He cofep>KaTb PYKOBOACTB MO 3KcnyaTaumm unm scex QyHKUNIA.

3arpsisHeHMe Yactuuyamm

BHumaHue! B3BelLeHHble YacTuLbl (BKTHOHAA METANSIMHECKYIO CTPYXKKY) 1 aKTVBHbIE rasbl OTAENbHO UK B
coYeTaHusIX C ApYrMin hakTopami OKpy>KatoLLei cpefbl, TaKMU Kak BaXKHOCTb UM TemnepaTypa, MoryT
MPeacTaBnAaTb ONacHOCTb AJ1S ONMCAHHOIO B 3TOM JAOKYMEHTE YCTPOWCTEA.

K puckaM, KoTopble NPeacTaBsAtoT N36bITOYHbIE YPOBHU HYaCTWL, UM KOHLIEHTPAaLWS ONacHbIX ra3os.,
OTHOCSITCA NOBPEXAEHS, KOTOPbIE MOTYT Bbi3BaTb HEUCMPABHOCTb W BbIXOA, YCTPOWCTBA U3 CTPOS.
MN3no>xeHHble B JaHHOM AOKYMEHTE crieLmdrKaLym ycTaHaBIMBatoT OrpaHnyeHns AN HacTuL, U rasos v
NO3BOJIAIOT NPEROTBPATUTE Takue noepexxaeHus. OrpaHnyeHnst He JOSIKHbI paccMaTpuBaTbLCs Un
NCMoSIb30BaTbCA Kak OHO3HaYHbIE, TaK KaK pasfinyHble Apyrue hakTopbl, Takue Kak TemMneparypa u
BNaXXHOCTb BO3ayxa, MOryT NMOBMUSATbL HA BO3OENCTBIE YacTuL, UM KOPPO3UIMHBIX U ra30BbIX 3arps3HEHNA.
Mpu oTCYTCTBUM ONpefeNieHHbIX OrpaHUYeHnin, NPYBeAEeHHbIX B 3TOM [OKYMEHTe, He0GX0AVMO peanv3oBaTb
npasusa, NoaAep>KMBatoLLve onpeaeneHHble YPOBHM YacTul, 1 ra3oB, oGecneynBaroLme 6e30nacHoCTb
3A0p0Bbs YenoBeka. Ecnv koMmnaHua Lenovo onpepenuna, 4To NoBpeXaeHne yCTPONCTBa Bbi3Basin YPOBHU
YacTuL, UM ra3oB B OKpYy>KatoLLeli cpeae, MPY PEMOHTE U 3aMeHe YCTPOWCTBA U ero KOMMOHEHTOR B
Takoli cpege KOMMaHus MOXXeT NoTpeboBaTh YCTpaHEeHUs! TAKMX YCOBUIA 3arpsisHeHmns. Peanunsaums Takux
Mep BO3/iaraeTcs Ha KineHTa.

Tabn. 70. OrpaHyn4eHuUsi 451 YacTUL 1 ra3oB

3arps3HeHue OrpaHuyeHus

YacTuupl
H e B cooTtBeTcTBUM co ctaHaapToM ASHRAE 52.2' Bosayx B NOMELLEHUN [OMXKEH NOCTOAHHO

dunbTpoBaTbCA PUILTPOM C Nble3agep>XmBatoLLen cnocobHocTsio 40 % (MERV 9).

e Bo3ayx, KOTopbI MOCTYNaeT B LEeHTP 06paboTKy AaHHbIX, AOMKEH (DUNbLTPOBaTLCS C
appekTnBHOCTLIO 99,97 % MNK BbiLe C NOMOLLBIO BbICOKO3((EKTUBHBIX (DUbTPOB HacTuLy
(HEPA), cooTtBeTcTBYlOWMX cTaHgapTy MIL-STD-282.

e OTHOCUTENbHasA BNaXKHOCTb B CPEeAe 3arpAa3HSAIOLLIMX YacTuUL, AOMKHA 6biTb Bbille 60 %2.

* B nomeLLeHnn He OOMKHbI HAXO0OUTLCS 3NEKTPOMNPOBOLHbIE 3arpPA3HNTENM, Takue Kak
HacTuubl UMHKa.

Fagel ¢ Mepb: knacc G1 cornacHo ctaHgapTy ANSI/ISA 71.04-19853

e Cepebpo: CKOPOCTb KOppo3un MeHbLue 300 A B Teyenme 30 OHen

1 ASHRAE 52.2-2008 — meToA NpOoBepKu obLeil BEHTUNSILMKM BO3ayXa — OYNCTKA YCTPOMCTB C
achheKTUBHBIM yaaneHnem no pasmepy Yactuu. Atlanta: American Society of Heating, Refrigerating and Air-
Conditioning Engineers, Inc.

2 OTHOCUTENbHAs BNaXXHOCTb PACTBOPEHMUS 3arpsA3HAIOLLIMX YacTUL, — 3TO OTHOCUTESIbHAsA BNaXKHOCTb, NpU
KOTOPOW Mbifb MOMIOLLAET [OCTATOYHOE KOJIMYECTBO BOAbI, YTOObI CTaTb BAAXXHON 1 NONACTb NOA OENCTBME
MOHHOI NPOBOANMOCTN.

3 ANSI/ISA-71.04-1985. YcnoBusi oKpy»KaroLein cpeabl Anst UaMepeHusi npouecca U CUCTeM ynpasieHus:
3arpsisHsilome BewecTBa B Bo3ayxe. Instrument Society of America, Research Triangle Park, North Carolina, U.
S.A

3asiBieHue o COoTBETCTBUMMN HOPMaTUBHbIM A OKYMEHTaM B o6bnactu
TeJ'IeKOMMyHI/IKaLWIﬁ

OTOT NPOAYKT MOXET BbITb HE CEPTUMULMPOBAH B BalLIEN CTpaHe AN NOAKIIIOYEHUS No6biM 06pa3oM K
nHTepdencam obLLea0CTYMHbIX TENIEKOMMYHMKALMOHHBIX CeTel. [epen yCTaHOBIEHNEM TaKoro
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coevHeHUs MO 3aKOHY MOXKET TpeboBaTbCA AOMNONHUTENbHAA cepTudmkauus. Ecnn y Bac ecTb BONpoCh!,
obpaTuTecb K MECTHOMY NPeACTaBUTENIO U TOProBLy npofykumen Lenovo.

3ameuaHusi 06 NEKTPOMArHUTHOM U3NTy4EHUN

Mpu nopkno4eHnn K 060pyAOBaHNI0 MOHUTOPA HEOOXOAMMO NCMONL30BaTh CneLnanbHbli Kabenb
MOHWTOpPA W YCTPOWNCTBA NOAABEHNS MOMEX, BXOASALLNE B KOMIMJIEKT MOHUTOPA.

LononHuteneHble 3amevaHns 06 ANIEKTpOMarHnMTHOM N3ny4eHnm MOXXHO HalTK No cnepyrouliemMy agpecy:

https://pubs.lenovo.com/
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3asiBneHue o aupektuse RoHS Bropo ctaHgapToB, MeTPONorum u
KOHTpons TansaHs (Kutamn)

PRAME R ECERSE
Restricted substances and its chemical symbols
B8 7T Unit B ESLYES ZIR_AE
iflead |KMercury| #Cadmium | Hexavalent |Polybrominated| Polybrominated
(Pb) (Hg) (Cd) chromium biphenyls diphenyl ethers
(Ct%) (PBB) (PBDE)
o O @) @) ) @) @)
S ER Z R O O O 0 o} O
M A S - O O 0 @) O
TEREERE - O @) ) ®) O
REHEEH - @) @) @) @) @)
NFER - @) @) @) e) @)
IR - @) @) @) o) @)
gy - @) @) ) o) @)
SR - @) @) ) @) @)
BEREs - @) @) ) @) @)
BE - @) @) ) @) @)
EEASH - @) @) ) @) @)
BiR - O O 0 @) O
RERE - @) @) ) @) @)
EMEASH - @) @) ) @) @)
BmechiW BB+ - @) @) @) @) ®)
F|EmechWERF - @) @) @) o) @)
Eates - @) @) @) o) @)

BHEL "BHOIwt%” K TE#HH0.01wt%” RIERANEZANLESEBHBESLSEREE -

Note1 : “exceeding 0.1wt%” and “exceeding 0.01 wt%” indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence condition.

BE2.0" GIEZERANEZESEZERBEAN LS EE%EE -

Note2 : “O ”indicates that the percentage content of the restricted substance does not exceed the
percentage of reference value of presence.

BE3. " - BRIERERAVESRAHRIESR -

Note3 : The “-“indicates that the restricted substance corresponds to the exemption.

KoHTakTHasa nHcopmauusa otaena umnopTa u 3KcnopTa Ha TanBaHe

(Kutan)

Hwxe nprBegeHa KOHTaKTHas MHopmMaLms oTaena nvnopTa 1 akcnopTa Ha TansaHe (Knutan).

Mpunoxerune B. 3amevanus
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ZHRG/EOBRE. EBRBIRIXERRNBRAT
EORFHI: 8iEhEEE =51 66 Ik 8 18
# B EE: 0800-000-702
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NHpekc
A

abCcontoTHOE ynpasfieHne Mbilwblo 73
agpecauus cepsepa
DNS 128
Appecauus IPv4
DNS 128
Appecauus IPv6
DNS 128
aKTUBHbIE CUCTEMHbIE COObITUS
o63op 53
andasuTHbIN CNCOK KomaHg, 103
aTpubyT rpynnoBoro noncka
LDAP 138
ATpnbyT noncka UID
CepBep LDAP 138
aTpubyT paspeLLeHnin Ha BXog,
LDAP 138
ayTeHTuduKaums nonbiTok Bxoga 17

B

Bbasbl MIB: BBegeHne 8

6e30MacHOCTb
LocTtyn k gucky 160
ob3opssl 39
obpaboTka ceptudukaros ssl 40
CepBep HTTPS  155-156
CepBep SSH 41,154
YnpaBneHue ceptucdunkatamu SSL - 40
CIM yepe3s HTTPS  155-156
LDAP 155-156

6€30MacHOCTb Ha OCHOBE POJIEN, NOBbILLEHHASA
LDAP 167

Ba)KHble 3ameydaHns 228
Be6-UHTEpdenc
BXo[ B BeG-uHTEepdelnic 12

Be6-MHTEepdelic, OTKpbITUE 1 cnons3osaHne 9
BeO-CTpaHuLa NoAaEPKKM, NepcoHanbHaa 223

Bknapka «JocTyn K Aucky»
napameTp 6e3onacHocTn 42-44
Bknapka «YnpasneHue cepsepom»

napameTp yrnpasfieH/si SNeKTponuTaHmem 65

BOCCTaHOBUTb KOHUrypauumto
IMM 145
BOCCTaHOBNEHNE KOHDUrypaumm
IMM 145
Bpemsi
set 176
Bxop B XClarity Controller 12
BbIXOf, N3 CeaHca yaaneHHom koHconm 85
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rno6anbHbIN BXOL,
napameTpbl 23
rpynna ycTponcTB
CcTpaHuua goctyna K gnucky 43
"pynna yctpoiicte SKLM
KOHturypaumsa 43
rpynnoson ounbTp
LDAP 138
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AaHHble No obcnyxneaHuo 224
3arpy3ka 85
cbéop 85
[aHHble akpaHa c6os OC
durkcaumsa 61
narta
set 176
nata u Bpewms, XClarity Controller
setting 87
aucneTyep y3nos
YyHKUMN N KOMaHObl 68
Oucnetyep XClarity Provisioning Manager
Setup Utility 10
[OMEH rnowncka
Cepep LDAP 138
HocTtyn Kk gncky
6esonacHocTb 160
ynpasneHue ceptudgumkatom 160
DocTyn ¢ nomoLubto IPMI 4epes knaBmaTypHyH KOHCOSb
HacTporika 41
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3arpsisHeHune razammn 229
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3amevaHua 227
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ynpasneHve cepsepom 73
3anpoc Ha No[nuch cepTudmrkaTa
BMC 44
3axBaT CMHero akpaHa 72
3axBaT 9KpaHa onepaLnoHHON CUCTEMbI 72
3asBneHune o gupektmee RoHS Blopo cTaHaapTos,
MeTposiorun 1 KoHTpons TarieaHs (Kutan) 231
3asiBieHne 0 COOTBETCTBMN HOPMATUBHBLIM JOKYMEHTaM B
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MMsi fOMeHa, 3ajaHHoe cepsepom DHCP
DDNS 128
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DDNS 128

MMs xocTa
Cepsep LDAP 138
CepBep SMTP 149
set 134

VNHCTPYMEHTbI
IPMltool 195

NHTepeic KOMaHAHON CTPOKM
BO3MOXXHOCTU 1 orpaHuyeHus 102
Bxog 101
onucaHne 101
nonyyeHue goctyna 101
CuHTakcuc komaHg 102
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WHTepdeiic IPMI
onucaHve 195
Mcnosib3oBaHne
dyHKUMN yaaneHHon koHconn 70
dyHKUWSA yaaneHHom koHconm 70
MCMNofib30BaHNe MOCTOB ipmi
¢ nomoLubto XClarity Controller 68
yrnpasneHue anekTponutaHnem 68
ncnosb3oBaHne cuctemol 56
npocmoTtp 56
ncropusi obenyxnsaHns 58
MNCTOYHUK JOMEHHbIX UMEH
DDNS 128

K

Knaccugurkaumm ceptudmrkaTos
MopnucanHbin LIC 44
camo3saBepsiowmin - 44

KINEHT
yrnpasneHue ceptudurkatom 44

KoY aKTmBaumm
yganute 98, 137
ynpasneHvne 137
yctaHoBka 97, 137
akcnopt 98

KoY WincpoBaHns
LieHTpann3oBaHHoe ynpasfieHne 42

Kntoun SSH
none3osatens 167

KomaHpga accseccfg 120

Komanpa adapter 191

KomaHpa alertcfg 122

KomaHpa alertentries 172

Komanpgaasu 123

Komanga backup 126

KomaHpga batch 175

KomaHpga chconfig 178

Komanpga chlog 181

KomaHga chmanual 180

KomaHpa clearcfg 175

KomaHpga clearlog 106

Komanpga clock 176

KomaHpa console 120

Komanga dbgshimm 194

KomaHnga dhcpinfo 127

KomaHpgadns 128

KomaHga encaps 130

KomaHpga ethtousb 130

KomaHpga exit 105

KomaHpga fans 107

KomaHnpga ffdc 107

KomaHpga firewall 131

KomaHnpa fuelg 118

KomaHga gprofile 133

KomaHga hashpw 133

Komanga help 106

Komanpga history 106

Komanpga hreport 109

Komanpga identify 176

KomaHga ifconfig 134

Komanpgainfo 177

KomaHnga keycfg 137

KomaHpgaldap 138

KomaHpaled 110

KomaHga mhlog 109

KomaHpga mvstor 193

Komangantp 140

Komanpa portcfg 141

Komanpga portcontrol 142

KomaHpa ports 143

Komanpga power 115

KomaHga pxeboot 119

234 PykosopcTeo nonbaosatenaXClarity Controller ¢ Intel Xeon SP (3-ro nokonenus) u AMD EPYC (2-ro v 3-ro nokoneHmii)

Komanpga rdmount 144
KomaHpgareadlog 112
KomaHnpareset 118
KomaHpa restore 145
KomaHnpa restoredefaults 146
KomaHpgaroles 147
Komanpa seccfg 148
KomaHga serial redirect 120
KomaHpa set 148
Komanga smtp 149
KomaHgasnmp 149
KomaHga snmpalerts 151
Komanpa spreset 177
KomaHnpga srcfg 153
KomaHnpa sshcfg 154
Komanpgassl 155
KomaHpa ssicfg 156
KomaHpa storage 181
YCTPONCTBA XPaHEHNS faHHbIX
KomaHpa storekeycfg 160
KomaHga syncrep 161
Komanpa syshealth 113
KomaHnpgatemps 114
KomaHnga thermal 162
KomaHpa timeouts 163
Komanpga TLS 164
KomaHpa trespass 165
KomaHnpa uefipw 165
Komanpa usbeth 166
KomaHnpa usbfp 166
KomaHnpga users 167
KomaHpga volts 114
KomaHgavpd 115
KOMaHzbl

apgantep 191
BeHTUNaTopbl 107
noeHTngukaumm 176
KoHconb 120
nutaHua 115
noptoel 143
pesepsBHas konua 126
cnpaska 106
XpaHunmwe 181
accseccfg 120
alertcfg 122
alertentries 172
asu 123

batch 175
chconfig 178
chlog 181
chmanual 180
clearcfg 175
clearlog 106

clock 176
dbgshimm 194
dhcpinfo 127

dns 128

encaps 130
ethtousb 130

exit 105

ffde 107

firewall 131

fuelg 118

gprofile 133
hashpw 133
history 106
hreport 109
ifconfig 134

info 177

keycfg 137

Idap 138

led 110

mhlog 109

mvstor 193

ntp 140
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portcfg 141

portcontrol 142

pxeboot 119

rdmount 144

readlog 112

reset 118

restore 145

restoredefaults 146

roles 147

seccfg 148

set 148

smtp 149

snmp 149

snmpalerts 151

spreset 177

srcfg 153

sshcfg 154

ssl 155

sslcfg 156

storekeycfg 160

syncrep 161

syshealth 113

temps 114

thermal 162

timeouts 163

TLS 164

trespass 165

uefipw 165

usbeth 166

usbfp 166

users 167

volts 114

vpd 115

KomaHpgpbl 6e3 areHToB 181

KOMaHabl KoHurypauum 120

KomaHabl MoHUTOpa 106

KomaHppl nogaepxku 194

KoMaHfbl cny>xe6Hon nporpammbl - 105

KomaHppl ynpaenenns IMM - 172

KomaHgabl ipmi

notpe6nexHve nutaHus 68

KoMaHAbl service advisor 178

KOMaHgbl, andgasuTHbIi cnincok 103

KoMaHgbl, TMbI

Bes arentoB 181
KOHburypauns 120
MoHuTop 106

niTaHve n nepesanyck cepsepa 115
MNopnepxka 194
cny>xebHas nporpamma 105
Ynpasnenve IMM 172
serial redirect 120

service advisor 178

KonTtakt SNMPv1

set 149

KoHTtakt SNMPv3

set 149

KoHTakTHas nHopmaums otgena umnopTa u aKkcrnopTa

Ha TamBaHe (Kutan) 231

KOHTpOJINEp ynpasfieHns MaTepuHckon nnaton (BMC) 1

KOHUrypaumsi o yMosyaHuio
IMM 146

KOH(urypaums cepsepa
cBolicTBa cepBepa 85

KoHdurypauus cepsepa
HacTtpoiika RAID 89
CeepeHusi o maccuee RAID 89
cBefeHuns o6 agantepe 63

koHdurypaums XClarity Controller
HacTpanBaemble NapameTpbl
XClarity Controller 17

KoHdurypauus XClarity Controller
HacTpolika pyHkumn Call Home 49
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JNoywkn SNMPv1
HacTporika 149

M

MakcrMasbHas eamHuLa nepegayn
set 134
MeTof ayTeHTudukaummn nofb3osarenen 17
set 120
MEeTO[ NPUBS3KN
Cepsep LDAP 138
MUKpOnporpamma
npocmoTp cepsepa 115
MUKponporpamMma cepsepa
obHoBneHne 93-94
Mukponporpamma cepsepa ThinkSystem
onucaHne 1
MUKpOnporpamma, cepsep
obHoBneHne 93-94
MUHUMYM, YPOBHU
TLS 164
MOAYNb paclUnpeHHoro ynpasneHns 1
MOHUTOPWHI NMUTaHNSA
C nomoLupbto komaHg IPMI 68
MOHUTOPWHI COCTOSIHNSA cepBepa 53

H

Ha3Ha4eHusi MopTOB
HacTpolika 36
napameTpbl 36

HacTporika
I'pynna yctpoincte SKLM 43

LocTyn ¢ nomowbto IPMI 4yepes knaBmaTypHyto KOHCOJb

JNoBywikn SNMPv1 149

HasHa4yeHus noptoB 36

napameTpbl 6e3onacHocTn 39

napameTpbl rnobansHoro Bxoga 23

MapameTpbl HTepdeica Ethernet uepes USB 34

MapameTpbl onoseleHniit SNMPv3 35

MapameTtpbl DDNS 34

MapameTtpbl DNS 33

MNapameTpbl Ethernet 31, 196

MapameTpbl LDAP 25

nepeHanpasneHne nocnenoBarTensHoro nopta B SSH

noptel 143

nocneposaresnbHbli nopt 141

npepoTBpaLleHre nepexoaa K NpeaplayLLyM BEpCrsM
CUCTEMHbIX MUKponporpamm 42

Cepep LDAP 138

CepBep SSH 41

CepBepbl penosuTopues kntoyern SKLM 43

CEeTEeBON NopT CnyX6bl 142

ceTeBble NpoTokonbl 31

CNNCOK 6NOKUPOBKM 1 BDEMEHHOE OrpaHuyeHne 37

YPOBHMN 6€30MaCHOCTM YHETHbIX 3annceii
none3osarenen 120

YueTHble 3anucu nonb3osatenenn SNMPv3 167

DDNS 128

DNS 128

Ethernet 134

Ethernet 4epes USB 130

IPMI 35

IPv4 134
IPv6 134
LDAP 138
SMTP 149
SNMPv1 149
USB 130

USB-nopT Ha nuueBon naHenu gns ynpaenexns 38

41

101

235



HaCTpOliKa MECTOMOJIOXKEHUS N KOHTakToB 85
HacTpolika HomepoB noptoB 143
HacTpolika cepBepa

HacTpaunBaemble NapameTpbl

cepeep 63

HacTpolika TaiM-ayToB cepBepa 86
HacTpolika XxpaHuamia

HacTpaunBaemble NapameTpbl

XpaHunuwe 89

HacTtpoiika wndposaHusa

HacTtpoiika wudgposaHus 47
Hactpoiika RAID

KoHdurypauusi cepsepa 89
HOBas! JioKasibHasl y4eTHasi 3anucb

co3paHne 19
HoBas posib

co3paHne 18
HOMep nopTa

CepBep LDAP 138

CepBep SMTP 149
HOMepa nopToB

set 143
Homepa TenedoHoB 225
Homepa TenedoHOB oTAeNa 06CNy>XNBaHUS Y NMOAAEPXKKN

obopygoBaHua 225
HoMepa TenedoHOB OTAENA O6CNY>XMBaHNS 1 MOAAEPKKMN
nporpammHoro obecneveHns 225

(0

ob3op 53
ssl 39
obcny>KrBaHme 1 NOAAEPKKa
obopypoBaHue 225
nepepg obpatleHnemM B Cny>x6y nogaepxkn 223
nporpamMmmHoe obecrneveHne 225
OfiHOKpaTHas
HacTpolika 64
OKHO CObbITUI
XypHan 57-58
OTHOCUTENBLHOE yNpasneHne Mbilbio 73
OTHOCUTENbHOE yrpasneHne Mbllbio ans Linux
(yckopeHue Linux no ymonyaxuto) 73

Mn

napameTp
SKM 42
napameTp 6e30nacHoOCTn
Bknapgka «JocTyn k gucky»  42-43
MapameTp 6e30nacHoOCTU
Bknapgka «JocTyn k gucky»  43-44
napameTp COO6LLEHNS Npu HapyLweHun 87
napameTp yrnpasfeHnsl SN1IEKTPONMTaHNeM
Bknapka «YnpaeneHne cepsepom» 65
OENCTBUS KHOMKN NuTaHns 66
NOINTVKA BOCCTaHOBMNEHNS NUTaHNs 66
NoJITVKa OrpaHNYeHnst MOLLHOCTU 65
pesepBunpoBaHne NuTaHns 65
napameTpbl
6esonacHocTb 39
rnobanbHbili BXog, 23
Ha3HayeHus noptoB 36
OnoseleHne SNMP 35
pacwmpeHHbin 31
CNUCOK BNTOKNPOBKY U BPEMEHHOE OrpaHnyerne 37
DDNS 34
DNS 33
Ethernet 31
Ethernet yuepes USB 34
MapameTpbl
rno6anbHblii BXoA,

napameTpbl NOIMTUKN 6€30MaCHOCTN Y4ETHbIX
3anucenn 24
paclwpeHHbii 196
CepBep SSH 41
Ethernet 196
LDAP 25
napamMeTpbl rnobanbHoro Bxoga
napameTpbl NOAUTUKM 6€30MaCHOCTM YHETHbIX 3anucei
napameTpbl CETU
Komangp! IPMI 36
MapameTpbl SNMPV3
nosb3osarenb 167
napornb
nosb3osarens 167
Cepeep LDAP 138
nepesanyck koHTposnnepa XClarity Controller 52
nepeHanpasneHyie NOpToB
Ethernet yvepe3a USB 130
nepeHanpaenieHne nocnegosatenbHoro noptas SSH 101
MepeHanpaBneHue nocnefoBaTeslbHOrO NopTa Yepe3
nokasnbeHyto cetb 195
nepcoHasibHas BE6-CTpaHmua nogaepxkn 223
nTaHve n nepesanyck cepsepa
KomaHgbl 115
nuTaHns
MOHUTOPWHI C NoMoLLbto komaHg, IPMI - 68
ynpasneHue ¢ nomoLpto komang IPMI - 68
noBblLLEHHasi 6e30MacHOCTb Ha OCHOBE posei
LDAP 167
noAaep kKKa KnasuaTypbl Ha yaaneHHon koHconn 72
nogaep>kka MbilLn B YAANIEHHOW koHconn 73
NnoAaep>KKa MbllLn yaaneHHonm KoHconm 73
NoAAepXKa HECKOJbKUX A3bIKOB 7
MognucaHHbin LIC
ceptucdukar 44
Mony4yatenu nosywek SNMP 58
MonyyeHne nomowm 223
Monb3osatenu Active Directory
LDAP 167
nonb3oBarenb
Knioun SSH 167
MapameTtpbl SNMPV3 167
napone 167
ynpasneHvue 167
delete 167
MopTt areHta SNMP
set 143
MopT nHTepdeiica komaHgHoW cTpokm SSH
set 143
MopT nosyLuek SNMP
set 143
MopT cepsepa LDAP
set 138
NopT YAaNEHHON KOHCONN
set 143
MopT CIM yepe3 HTTP
set 143
MopTt CIM yepe3 HTTPS
set 143
nopThbl
HacTporika 143
HacTpolika HomepoB 143
NPOCMOTP OTKPbITbIX 143
MocnepoBaTenbHOCTL KNaBwL B MHTepdeice KOMaHaHOM
CTPOKM
set 141
nocnegoBaTenbHbIN NOPT
HacTpolika 141
noTpebeHne NUTaHNs
KomaHgbl ipmi 68
npepHacTpoeHO
CepBep LDAP 138
npefoTBpaLLieHre nepexona K npeaplayLmM Bepcusim
CUCTEMHbIX MUKPOMpPOrpamMm
HacTpolika 42
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npuMeYaHns, BaxkHole 228

npo6siemMbl C MOAKNIOYEHNEM HOocuTenen 83
NMPOCMOTP 1 HACTPOIKa BUPTYasibHbIX ANCKOB 89
NPOCMOTP OTKPbITbIX NopToB 143

NMPOCMOTP CBELEHUIA O MMKPOMpPOrpammax

MeTog npuesaskn 138
HacTpolika 138
Homep nopta 138
naponb 138
npegHacTpoeHo 138

cepep 115 pasnuyatoLleecs nms knmeHta 138
NPOCMOTP TEKYyLLEro pasnuyatoLleecs ma KopHs 138
users 167 DNS 138
nyénukauun B IHTepHeTe IP-agppec 138
cBefeHus o kogax owmnook 1 Cepsep SSH

cBefieHns 06 06HOBNEHUN AOKYMeHTaumm 1
cBegeHusi 06 06HOBMIEHN MUKponporpammbl 1

6esonacHocTb 154

ynpaeneHue ceptudumkatom 154
cepBepbl yNpaBneHus Kntoyamm

HacTpolrika 43

CcTpaHuua goctyna K agncky 43
Cepsepbl Flex 1

pa6oTa ¢ cepTucmkar cepsepa
ynpasneHne 47
Cco6bITVA B XXypHane ayguta 58 Cepricmkar SKLM

cobbITUA B XXypHane cobbituin 57

pasnu4aroieecs NMa KnneHta

CepBep LDAP 138

pasnu4aroieecs NMa KopHs

CepBep LDAP 138

pasnunyaroieecs UM, KNNeHT

CepBep LDAP 138

pasznMyaroLLeecst UMsi, KOPeHb

Cepep LDAP 138

PacLumpeHHbIi xxypHan ayguta

paclpeHHbIV XXypHan ayguta 47

pacwmpeHHbIi Ethernet

napameTtpbl 31
MapameTpbl 196

ynpasneHne 44
ceTeBoe nogkntodeHne 10
cTtatuyeckuin IP-agpec no ymonyanuio 10
cTatnyeckuin IP-agpec, no ymonyanuto 10
IP-agpec, cTatudeckui, no ymonyaHuio 10
CEeTeBOWN NopT Cy>XObI
HacTpolika 142
cosfaHue
y4eTHas 3anucb nonb3osatens 167
co3faHne NepCcoHanbHON Be6-CTPaHULIbl MOAAEPXKKN
Coobuiectea SNMPv1
ynpasnerHne 149
cocTosiHue obopygoBaHus 53
COCTOsIHME cepBepa

223

peX1Mbl 3KpaHa yaaneHHon KoHconn 74

pecypcbl xpaHeHusi 90 MOHUTOPUHI 53

CNNCOK 6/TOKMPOBKN 1 BDEMEHHOE OrpaHu4eHne
napameTpbl 37
Cnocobbl nogkntoYeHns Hocutenen 75
C cnpaska 223
CpepcTBO NpOCMOTpa BUAEO
abCconoTHOE ynpaBneHve Mbiwbilo 73
3axear aKpaHa 72
KOMaHgbl NUTaHWsA n nepesanycka 71
OTHOCUTENbHOE YNpaBneHne Mbillbilo 73
OTHOCUTENbHOE yNpasneHne Mbilwbio ans Linux (yckopeHue
Linux no ymonyaHuio) 73
nopaep>xka moiun - 73
LiBETHOI peXXum Bngeo 72
ctatudeckunt IP-agpec no ymonyanuio 10
cTatudeckuin IP-agpec, no ymonyarmio 10
CTpaHuua JocTyna K AUCKY
rpynna yctpoiicts 43
HacTporika 43
cepBepbl yripasneHns Kntodamm 43
YnpaBneHue ceptudmkatamm SKLM 44

camMo3aBepsioLwmi
ceptucdukar 44
c60p AaHHbIX Mo 06¢cnyXmBaHuio 85, 224
c6poc KoHUrypaumm
IMM 146
CeepeHuns o maccuse RAID
KoHdurypaums cepsepa 89
cBefeHus o cucteme 54
npocmoTtp 54
cBefgeHus 06 agantepe
KoHdurypaums cepsepa 63
CBOIICTBa cepBepa
KOHurypauusa cepsepa 85
HaCTpOIiKa MECTOMONIOXKEHUS 1 KOHTakToB 85
CBOIICTBa CETEBOro NpoToKoNa
LocTyn c nomoubto IPMI 4yepes knaBmaTypHyto KOHconb 41
Ha3Ha4eHusa noptoB 36
MapameTpbl onosetyeHnit SNMP - 35 T
MNapameTpbl Ethernet 31, 196
npepoTBpaLleHre Nepexoaa K NpeabiayLLyM BEpCrsM
CUCTEMHbIX MUKponporpamm 42
CMMCOK BNOKMPOBKUN 1 BPEMEHHOE OrpaHuyeHne 37

TaiiM-ayT Be6-ceaHca nocne HeakTuBHocTn 23
set 120
Talm-ayT cepBepa

BBQS 3334 BblGpaHHble 3Ha4YeHnss 86
Ethernet uepes USB 34 Igzgg;;fmzHaKM 228
IPMI 35

cepsep Be6-6paysep 6

onepauuoHHas cuctema 6
TpeboBaHus K 6pay3epy 6
TpeboBaHusa K Be6-6pay3epy 6
TpeboBaHWs K onepaLyoHHon cucteme 6

napameTpbl KOHdUrypaummn 63

ynpasneHue ceptnudurkatom 47
CepBep HTTPS

6eszonacHocTb  155-156

ynpaeneHve ceptudumkatom 155-156
Cepsep LDAP

ATtpubyTt noncka UID 138

nomeH noucka 138

mms xocta 138
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XypHane 58
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FoD 137
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abCconNoTHOE ynpasneHve Mbiwbio 73
3axear 9KpaHa 72
KOMaHfbl NMTaHus 1 nepesanycka 71
OTHOCUTESNIbHOE yNpaBfeHne Mbllblo 73
OTHOCUTESIbHOE yrpasneHne Mbilbio ans Linux (yckopeHue
Linux no ymonyaHuio) 73
nogaep>xka knasmatypbl 72
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yOaneHHoe ynpaeneHue niutaHnem 71
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yoanutb
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yoanutb rpynny
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KoY aktmBauyum 137
noneb3osatens 167
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Ceptudpukar SKLM 44
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oTHocuTtenbHoe 73
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aKpaHe 73
MUKporporpamma cepsepa 93-94
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YnpasneHue cepTudmkaTtamm KnneHTa
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Hoctyn k gnucky 160
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