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ThinkSystem SR630
System Events * 16 A1

Serial Number DSYMOSX
Machine Type 7X01
BMC IP 10.104. 185. 86

UEFI Version 1.40 IVERZBA (
BMC Version 1. 90 CDI323H (05/

’FltSusten Setup‘

ThinkSystem

UEFI:RUN SETUP

TPH_TCM_POLICY is not locked
Undefined TPH_TCH_POLICY found

16 GB memory detected
Independent mode, usable capacity 16 GB

2 processor (s) detected. 32 cores enabled
Intel (R) Xeon(R) Gold 6142 CPU @ 2.606Hz

[F12:0ne Time Boot Device

i

B 2. IR <F1> System Setup /)5, #% F1, WIRF B SCE TIPS 600 B B %500, D620
i O\ B B % 4 BB 1 W] X Clarity Provisioning Manager,

# % 3. M XClarity Provisioning Manager 3 ¥.H1i%$; UEFI Setup.
$U 4. LT —NhE# L, & BMC Settings; )5, H i Network Settings,
#$%% 5. DHCP Control FZEHH =1 XClarity Controller [ 4% 1% 5 :

e Static IP

e DHCP Enabled

e DHCP with Fallback
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P . Thi -7 - @ D
P i i M hinkSystem SR650 [7X05RCZ000]

{ Exit UEFI Setup -

Attention: Must click the "Save Network Settings” at the bottom of this page to save any change on

- this page and its subpage.
System Information

Network Interface Port

Dedicated v
System Settings
Fail-Over Rule [
None v Save
Date and Time
Burned-in MAC Address 7C-D3-0A-CE-30-3D
Start Options Hostname [XCC-7X05-6543210789 ] ©
Discard
Boot Manager DHCP Control DHCP with Fallback v
BMC Settings g
Default
System Event Logs
User Security
1Pvé AEnabIe v
Local Link Address FE80:0000:0000:0000:7ED3:0AFF:FECE:303D/64
VLAN Support Disable v

> Advanced Setting for BMC Ethernet

Save Network Settings

B 6. EBH AP —AMLEZIER,

HIR 7. WRGEEE A P sk, WL M E 1P Hisk, FIAEEMBRIAN K,

S8 8. EWW LA Lenovo XClarlty Controller Manager RiEFEL M4 ERE (R RF4HE
HAELHM L) 8IE3 XClarity Controller W 45 iE#;
W

o LHFRGE B S ARG RS 4 LT REAT . W REMBEFRA T AR %,
shared % B K J& Mt — 7] /] i) XClarity Controller & . 7 Network Configuration
Jp# %% L1 Network Interface Port B, %# Dedicated (WIRIEM) K Shared.

o A XClarity Controller 7EM M 55 4% LR B LRI EE DAL E, 155 B IR S5 4%
i A By SCA

SR 9. HLifrA?.
#$ 8% 10. iB i XClarity Provisioning Manager,

E:
o BHERRA 1 B DB AR, R M55 A% 1 A RE R IE W B AT,

o WA PLEIE XClarity Controller Web HHi B fir 217 A 1H (CLI) >RAELE XClarity Controller
W &% i%E$:, £ XClarity Controller Web F 1 H, Wi B i ST HEARZM ) BMC BEE, 24
Jo 5 P45 SR L B W 4515 4%, 7E XClarity Controller CLI 1, i fii il — 2y 4 SR L& W 4%
#, BB TRRMEE,

8% 2 %, T MM XClarity Controller Web #1611



& F & XClarity Controller
Fe A 1@ 145 Bl I X Clarity Controller Web # i i/i 7] X Clarity Controller.

M ¥: XClarity Controller #4715 & M1 F* % 9 USERID, #4524 PASSWORD (BETFEE, MAL
FRO) o BB P B E B BT . 35 A5 0 LA TG B 5 IR b P 4 o DL K B
sk, WG, AREYS PASSWORD FF R % B N B %,

7ii: £ Flex System H', XClarity Controller M F* 1K/ W] lH Flex System Chassis Management
Module (CMM) & #, 3 H W BEM AR T L ik USERID/PASSWORD 45,

2@ XClarity Controller Web # 1 Jj [7] X Clarity Controller, i 58 T 525 ¥R:

B 1. FTIT Web W54, 7EMblbsk URL FBY, #ii NZEHER XClarity Controller HJ IP
s EANL

BB 2. MWIEE THIIERPERERFRIES.
TEERTERE L,

Clarity Controller

Lenovo ThinkSystem SR630

System Events x 4 A 2
Machine Type 701
Serial Number 1234567890

Power State On

BMC IP 10.240.216.239

Location

ThinkSystem

¥R 3. 7 XClarity Controller ¥ 3k & H i NGB 7 £ %, WRZE KEMH XClarity
Controller, ] DA MF G B GAC IR P 4 A . B Bk 2 A #8 & il sk 2l F4F H &
. MIBEBRGEHAREN P ID WITXAR, WHEE S5 & A E,

S0 4. BEHEBFUIFHSE. WES2TTHF XClarity Controller T, W FE A, EERN
XClarity Controller FT ¥ B R G015 B, H i EIRER R UM FAES VR aMsE O
mEbE&E A
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Clarity Controller [2] I Lenovo Thinksystem SR630 System name:Cable Owned by S < Bxpot & USERD @ 1028AM =

L o Health Summary  Active System Events (6) o System Information and Settings e
B Events ) Lenovo ThinkSystem SR630 Power On (System running in setup)
{:} id [ 8 | Machine TypeModel 7X01RCZ000
iZ Inventory ) e Serial No 1234567890
2/2in Ve
»
! =4 ®° .5
2 >
su Fa
nnnnnnnnn 2/2installed 0143 >
BNC Version V0.00 (Build ID: DVI399T) >
v Q ] UEFI Version V1.30 BUild ID: IVEA171 3>
LXPM Version V* (Build ID: >
BMC Configuration S e >
Quick Actions (2} Power Utilization System Utilization CcCe
() Power Action |D Location LED: off 3 se 216w 194W 1 750W
Input Output
14w 12w 68w
cpu Memory Others
Remote Console Preview o CPU Memory 1O  System
B capture Screen Tempsrature
£ settings
I Recorded Videos — T

@ Latest Failure Screen

BT LSNPS . SR R ZE M A S AR, A& — AW ST DT AR i

o MRS AR

o MLERZSH

e [ii# XClarity Controller 3% BMC
o HEHTIHE M

5B AR A0 S UL AR DU 4R B Y B TEAG S B . BB M S (R B BRI A IR 55 2 RS S AT
He s b R A

Web S L # XClarity Controller Zh &g # it
TR A G2 S E AR H Y X Clarity Controller HfE,

HE: £ Web R R S, &7 DLF g A5 B s A FHBRALA B .

# 1. XClarity Controller &£
VLR =53R4 4 7 DLidid XClarity Controller Web F1H $UT 1 1 M #iR

EBR P i
BATROUHEAG B R B | R RS0 1240 1 4 AR
AoEESRE RBEH W R GG B AR,

e g Pephas il It 55 35 IR AL B LED Ay PRI RERE, DA
By T R 55 Bl W $2 L

LSRR AR R R AR | SR A6 i IR R &R G R A R Al 55 45 4 Y

o L b i 2 i W TEARAE R RPN RS54, BT MNA TR ENAER
AR A AU HRAE M52 EH & . XClarity Controller & T Az fi

5% 2 %, T MM XClarity Controller Web R 13



# 1. XClarity Controller %) 8¢

(%)

&k

%

i ik

BB Bon— AR sh AL b . AT
H A4 5 DT PRy A

o Wt

o RE

o SRl AL

o BIE - KRR

£ i

FEH S

PR A AR A B R G T SR AE R,

H% H &

REEH P ##/E (W% 53] Lenovo XClarity Controller,
QUEEHTH PR SOR P%E) PRIl s, B H
HBTE IT R Al oA EmE:,

2L IE AL

27 A T A S A R A B 5 4 I o D

Bz o

B SR R E MO . B YT R T
77, FHFEEGER T RrA FERKOT R BCE . SR A
SRR, DA IR

i

BRFRE PRI A R IEREMEAGE R Bk
AR AR B

W: AXRMRTREFEREMELFHNEL, BSH
SMM2 Web 5T,

i I

VLT Bt i B 20 7 A 55 2 B L 4 1 A 34 S5 AL
R, HEMAHR, BEEN. RATRANHRM
P T BEAR BB o

17 1k

HAIE B

BRI A B A AR T

RAID &% &

AHE KB UL HT RAID BB, 45 5 oL 8 Aoy B A
it ¥ 25 B A5 B

AR P &

PAE ViR H A M shEE. w6 R BRI R sh A3 4R
G LM E L (EE A CIFS, NFS, HTTPS
2 SFTP #) BMC #47iW) B ISO 2 IMG X, ©
LRGSR B R 5 IS5 48 E M USB #E &L IX3h 2% .

V] 1 B

o RIRFEMRI,
e B ¥i XClarity Controller [ {4 F1 1k 55 %% & £,
o 6B X Clarity Controller [ ff,

Ji 55 4% L .

BACEENNEERANES, DEWHEE XClarity
Controller il & A% &,

o JEFT RS HEN G N —KIES ST SBE.
B S A 5 S B

G . FL R R A R T A L JROT AR
We B 2h B RO
Fic . v Y B SR
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# 1. XClarity Controller 28¢ (£)

Ew R

i3 £

ik

W: ARMBRTEBBERSHEZHEHAREL, ESH
SMM2 Web %1,

Jie 55 % Je e

o ISPRARSS AR MR, RERIABE,
o BRI ST A% R Bl A N DLAS DU IR 55 4% R I M R

o GIEIELBRANE. BWUAEEERAEEUES
il AR eE| XClarity Controller 14y B IED

BMC fit &

B H WA

# XClarity Controller ML B & ) BINMAE, &4
=4 i T B M ST PR S L B

YRR IE

EH A% XClarity Controller & G % 9

ZE

fii® XClarity Controller FJPM4%)E 1, RSFIKE,

Zatk

it # XClarity Controller & 2@ M, REFZE,

H P /ILDAP

e MiE XClarity Controller % 57 2 S £ il 2 J5) B 5%
wHE.

o EHF YT ¥ FF] XClarity Controller ) K F,

o LDAPEM RECEH T 48X 4 LDAP 3545/ H
FOAIE, & W@ BR824 A LDAP & 213
B

Call Home

fil @ Call Home W IKRER X ZENEE, HKBHER
%4 Lenovo PLIRBUR S,

% 2 . TP A XClarity Controller Web 51 15
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% 3E EE XClarity Controller
WS RARFEPRE B T M XClarity Controller Bt E 7 H 115,

it ® XClarity Controller I, B[ H] DL % 41 Wi :
o HIEHWE

o VFWIE

e

o ZAE

e JIF/LDAP

B & A 7 ik 7 /LDAP
5 A R G £ LT AR T LT

i BMC BLE T 1 LDAP DLEIEE ., Btin&E H ik IRl E LDAP KHE.,

ASH ] P iE T R 78 X Clarity Controller HL E Y ] 7+ K F DA B 24 i % %% X Clarity Controller
ORISRl RN

LDAP &5 H T Vi MR #7£7E LDAP R 55 4% LR H P ik P 9 LDAP BLE.

A FIAER &

WS RAR B E B T XClarity Controller X % 57 22 1 #E 17 I UE W] 4 FH 4
B oly 0 P8 S AR B Aot F P B B SR AT A E . T RAIE SR DA R — AP IR T ¥ :

o fUAHL: i RTE XClarity Controller 1AL E I AHE ] K P i IANTEF P70 40 SR BEA DL Y
H P ID T RS, 4R 4 35 7] .

e {{ LDAP: XClarity Controller 21X ffi /] LDAP iR 5525 LR MSEIEINIER /1o BLIAGE T 3 A
# & XClarity Controller " /A< H] F K,

o AN PILK, K LDAP: WA MTARMINGE, WRAMINIERM, W27 LDAP
U\iiEO

e LDAP {5, ARl P Hik: Be22iRidEfT LDAP iNiE. W LDAP IAIEZL, szt fT 4
HIAGIE

H:

o A HUAE BRAY K W] 7 IPMI A1 SNMP # 0 3EH, X880 R X F LDAP AL,

o BARVBFFEIXE NN LDAP K, IPMI fil SNMP F f w] fi F 2 345 B A ik 7 380 47 8 5%,

EHAR
HAR I 15 B A
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NEABS
Rl aIEG R, K5 RGO aE B E SR,

HEUTFB: MOAAKRMBRER. ARUREHENER, HSHUTEHD,
Frel g iy B qe “H /> #a MM A TR R,

H: AAVEmERMER R/ ft “LDAP” W MG AFR, AT DEEOR R B R SRR .

PR 4% 5
H A XA S AR R R AL 6

M E - M4 M BMC K4
HAaDAE “BMC &4 fil “W” mm LEREs1.

DAL Jak g

R PR, B Scsm B P, PROE S R B ik .
R 6 P AL

FA P AT DL ) G R A 6
AL A I i i 2 s 17

JH P AT DA i 7] 322 72 28 1 65 A0 Rl 40000 o 2 e
2% P IR 55 a5 VRO BR A/ SR O 3

JA P AT AR SR8 AR 55 A SAAT 4T T B 0 0 BT e 3 A
BlE - JEAR

AP 0T DAL i 55 4 I A0 2 0 BT b A8 S B S R

i bR 3 fF H B R RE
R P DR bR fE B S, BB AERFHH G HR, 7EIBRE R A 65 b H &,

BLE - W% (WPEEH, HH ks BMC, BERE)
JH P 7ETE B X Clarity Controller W &AM H|, #Ah, H X XClarity Controller A
FETI AR, FEY RGBT Rghae: EAFER. PXE M451S, KH XClarity
Controller ) BRIAME, I HLE XAB R IKE X Clarity Controller %8 DA I ¥ i 5 3l /5
# XClarity Controller,

WL ® - UEFI %41k
F P af PL& L UEFI Z 4% HE .
MENAE
PAFONTRE XA fa, Joi gt AT g s sl B -
B B
BB MOARZAEMRRS], BT A AR
Hix
RiEAAr UERMSHEGE, EARPITENRGRSHEE, ke, Bk, FHhk, &
Ja . B E A

# A B
HAT A B 60 - S0 DT RUR
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e MHE - M4H BMC &4

o JEFRNR S5 AR IR E B S B

o MLHE - KA

o WHERFMHEMRED

o MLE - Wik (BMEH, EHE3 BMC, KJFREE)

BIEF AR
HAR o £ B R — A AR

k=D
Aoy Bl DRI P K

HEUTFB: Hpf, 0, SAEs, SN TRRRPREME, AXRMENESENRFES,
BT

y=y=:)
AT DRI P s AR A . RETRBDL T IR XA
HoLn
BB G A A AR TR, W ASAAT B A AR
Rk

A AT UERMRS &GS, HEARMTRWRSORSHERME, flmke, gk, &k, &
JE L B

Ak B
HAT B A B A P S04 DL BURR -

o RLE - PI4tHI BMC L2

o JEFRNR ST A IR E TS )

o MLE - B

o WEREMHBEMEN

o WLE - Wgk (WFEH, HHE3) BMC, EFACE)

SNMPv3 & B

P SNMPv3 Ui IR, i53% T SNMPv3 88550 B SERE, T 30 LR ™ U % 05
AT UL
Vi ) R
L R RWUARAE ., X Clarity Controller /3 SNMPv3 B E #/E, SNMP3 HBEPAT 2 i) #
,f/lgo

Bi Bk 3tb ik
_ER PR BEE bR, XA AR IP Hihb sk 414, @i FEE, SNMP QL2 )45 B 8
WA REM (P, 40P 38E E B R E )

NI B
{32 # HMAC SHA 1E R INEPRIX, SNMPv3 24 BRI B 3% 58 2: 3 470,

% 3 #. il E XClarity Controller 19



[5¥:973
w] DL B kAR SNMP % 7 s FARBE 2 [R] M B A% . 2 FFA 88 CBC-DES Al AES,

E: HfE SNMPv3 P A8 EE P B NER, 3% 2177 W XClarity Controller, T i
LRGN L ST A

o WRVEHBEEN ‘111111117 (B84 1 0)\M8F) , IF HAEM N ZE R N R 1 oM
i T A4, P SRR DL 1A] X Clarity Controller, H801, WURHINMZEN “11111111117
(BETA 1T , BT UiRRR, Kt EE 255 By RGN,

o WMALKEIREN “bertbert” , I HENZHEHNEINEH AT “bertbertbert” , I
Vi) XClarity Controller, X Pi1™%5 5% #5400 HA M 6] B % 91

AXEZHAMEER, S0 RFC 3414 Internet fifi LAY (https:/tools.ietf.org/html/rfc3414) Y
%72 W,

SSH #4R

X Clarity Controller X +F SSH A4HINIE (RSA #HEA) . EmAH A /¥ #n SSH %4,
W SSH ® Y1 i M EERAE, A T 5 P43 5 At % £

X FF 9% 91 3
MR 55 25 1 B2 5 A\ 3| XClarity Controller #) SSH % £ 3.

A AR 5 B v i\ 4 D
TESCA T Be b R W el N SSH. 91 8
E:

o #B4r Lenovo L HFEMRSS 4 #AE R G Lz 47 N W] G2 B —A i i P K P A 18] X Clarity

Controller, ZIMEI K AT W, HA LM 12 NAMA K/ AL E ., %P M YL - 4

(Blan, “201uN4SB” ) MEMIEITEIE, WK H FAENER Ethernet over USB # 1 L i 7]

X Clarity Controller, JfHAXFR i CIM-XML FI SFTP 1, 1 & A 5 1% i i ik 7 DA R T
i ax S 58 HE AT B AT ] R4 2K il AR S H 8

e X}F SNMPv3 5% ID, XClarity Controller i l] T-N#EHlFFF KR E ID, XA T A BEH] 7
2 B 2 MR N X Clarity Controller L& #HHeili ., &5 BT 24

FAHLH “XCC 7X06 S4AHJ300” B ok #y ASCII #53X: 88 67 67 45 55 88 48 54 45 83 52
65 72 74 51 48 48

SRIGHEH ASCIT M AE B A 258 GERBE P ZSH) : 58 43 43 2d 37 58 30 36 2d
53 34 41 48 4a 33 30 30

i BR A i
HAR A £ LM — A A P P i
S BRI 0 N R AT L R AT . SR R, AT DL B

TRy SO P Bk (BRI i eEs) , BRARERGHM T RME—— A a ks
BUBURR AW o B P WK I AN 2 A 3h 20k IEFE AT B2 15

£ A 85 28 1T INIE
5 A 0 £ L T AR 0 0 8 AT A
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https://tools.ietf.org/html/rfc3414

b 7 X R %55 F1 LDAP /AD H /)", XClarity Controller i % f# 8 F 58 = J7 851 % 6 47
INIE, FERZ S 06 5 m 851 (SHA256) #3\, Jf% XClarity Controller Web, OneCLI il CLI
B FE, ARIEER, XCC SNMP, IPMI fl CIM HHE MIAIER A L HE = s EE, RfF
OneCLI T HA XCC CLI W B & 8 % i ik /o, sRBTRUI B 5, s i 7 #
E LI EE, OneCLI LAF XClarity Controller CLI it 7l jfijd X Clarity Controller £
R G E

Wil XClarity Controller Web 15 ¥ (51 % #%

B BMC BE THE M, A5 TIE3 2 Security Password Manager #4353 H 25 58
SR, WRE M, KRR =05 MO E AT B AR, T DU S AE M X Clarity
Controller £ % 5 = J7 B % 4,

T: RINHOT, CHERB=ZITES R RS =07 %5 6k,

G A F P i AHL EE = 05 Y, 5 BMC BB TR PLDAP TG R, B E
AT HEIBES] T I,

Vi o

o WMREHEE=HEN, WHA ARG EY, SR LSS BN B KR

o MRFBE=JFEMCEH, H/oBFEHEEERESEHEE,

it OneCLI Yyt it ¥ i 5 %

Ja Mg

$ sudo OneCli config set IMM.ThirdPartyPassword Enabled

BIEHAN RS (UG Salt) o PAFWAEAU M password123 #14% 5% X Clarity Controller,
$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk ‘{print $NF}""

$ echo $pwhash 5e884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8

$ sudo OneCli config set IMM.Loginid.2 admin

$ sudo OneCli config set IMM.SHA256Password.2 $pwhash

$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""

Bl B % (F Salt) WP, LT a2 BRI password123 #i4% 5% X Clarity

Controller, Salt=abc,

$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}'"

$ echo $pwhash 292bcbc41bb078cf5bd258dbh60b63adb337c8c954409442cfad7148hco428fee
$ sudo OneCli config set IMM.Loginid.3 Admin

$ sudo OneCli config set IMM.SHA256Password.3 $pwhash

$ sudo OneCli config set IMM.SHA256PasswordSalt.3 'abc’

B R B EHA salt,

$ sudo OneCli config set IMM.ThirdPartyPasswordReadable Enabled

$ sudo OneCli config show IMM.SHA256Password.3

$ sudo OneCli config show IMM.SHA256PasswordSalt.3

T R B2 B RS A salt,

% 3 #. il B XClarity Controller 21



$ sudo OneCli config set IMM.SHA256Password.3 ""
$ sudo OneCli config set IMM.SHA256PasswordSalt.3 ""

o ABA WK B E B E
$ sudo OneCli config set IMM.Loginid.2 admin
$ sudo OneCli config set IMM.Password.2 PasswOrd123ahc
$ sudo OneCli config set IMM.SHA256Password.2 $pwhash
$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""

W BAEN—SEE, BILAER, FIGRES R R, EAREIF, HA 7Em bR %
W25, A8 XE IR AR %S Passw0rd123abc,

Wid CLI Yk it & o) % W

e JAHhEE
> hashpw -sw enabled

o BIEEBBIEE (G Salt) . PAFMAHR W password123 % 1%% 5% X Clarity Controller,
$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print $NF}'"
5884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8

>users -2 -n admin -shp 5e884898da28047151d0e56f8dc6292773603d0dbaabbhddé62allef721d154
2d8 -a super

o GIERMBINEW (F Salt) WA, LT AR password123 ##5% 3% X Clarity

Controller, Salt=abc.,
$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}'"
$ echo $pwhash 292bchc41bb078cf5bd258db60b63adb337¢c8c954409442cfad7148bcéd28fee

> users -3 -n Admin -shp 292bcbc41bb078cf5hd258db60bb63adh337c8c954409442cfad7148bc6428
fee -ssalt 'abc' -a super

o MREIIEHA salt,
> hashpw -re enabled
> users -3 -ghp -gsalt

o JMBREPE S salt,

> users -3 -shp -ssalt
o NILA M I E B,

> users -2 -n admin -p Passw0rd123abc -shp 5e884898da28047151d0e56f8dc6292773603d0déaa-
bbddé62allef721d1542d8 -a super

H: BOEBE—Z%E, B, Righ s R, ARG, R 7EM RS S%
W25, A e KA R 46 bn % 59 Passw0rd123abc.

WEBIIEBZE, FOAERILH T%5% XClarity Controller, % 5tif, &7 Zfl ] 4 CAE
i, FEFHBREF, SiXAREEN “password123”

$ pwhash = ‘echo —n password123 | openssl dgst —sha256 | awk '{print $NF}"

5e884898da28047151d0e56f8dc6292773603d0d6aabbddé2allef721d1542d8
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>users -2 -nadmin -shp 5e884898da28047151d0e56f8dc6292773603d0déaabbddé62allef721d1542d8
-a super

BEESRERXIRE
2 e 3 BT DA S SR

Web Z R & Bt
PR 00 A5 B Web 23 PR 235 8 IN 1R T,

£ Web 2 WS THBNFZEH, &7 DI E XClarity Controller Wi FF 25/ Web 21 3% # Z 1i %
FRRYIHE B (DA sl ihr) o meKSFRIENY 1440 2080, WRBEN 0, W Web 2I6KA
%IJ%O

XClarity Controller [El 5% [N X F: N1 Web 216, NBMSIE DM A, #iXEELSR
IS Web 236, 1 AZEERE 2SN 26 B H 3) KM,

E: WA XClarity Controller Web T 7E 3 B85 1 46 £ R KT FPIRS B H BRI BT, B L ) Web
U2 BT AR R A 315K,

KR ERERE
UL TG B T R IF BUE R S5 8% B K P K A IR

: 7£ Flex System "', WK\ X2 KWK E M Flex System Chassis Management Module
(CMM) REE, AEHEE XCCHETBH. HH CMM FE ik < aRm i, JHER T 0

e CMM 5 XCC A, BHEMHAANE LMY (KE) 8. WRAE CMM PR ES A0 ki
BANEE 5 K, XCCRHLHEHBIMEHMMBERN 5 K, MR, WRFEENAR 5 K, WH
b B 9 4 31K 5 AT RO TR e O\ AR L

o XTFIRBFIMKE (KB %E, CMM FRENTEEN 0-100 X, HE, XCC F&EXH
JWHEHN 0-10 K, Hit, WRHPE CMM FEFEMERE 10 1k, XCC RS RKEFRK
WRECK BN 10 K,

o XTI E MM (AIE) %8, cMM Tk B MTEEDY 0-1440 /A, HRE, XCC
g CITERE N 0-240 /b, BEIE, WRH A E MM R R EES 240 /M, XCC T4
S F5 S 4% e TR SO TR) TR) B 136 B 240 /B,

UTREBM L2 ETE.

UK S I o S Y
BB B BRNE RS RH P, 3% SR AR 5 % AR OB S I B O R . i B
Fh SR TN AP 32 3% SR AE

IR TURE SR IN R v, B A 0 b A DA T AL -

o NBEUTEH RAARVFEHAR) + A-Z. az. 0-9. ~1@H#$%" &*()-+={}[] |:'"<>2/._
o UHHEHELL AP

o UHBEEL—IHE

o LBV OEUTEEHMBASG:
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- 2L —ANREPHE,
- BH NN,

- BV ANEERTEAT

A RVFEE AR (R 2 B2 B 4T )

FHARA SN LESMHENFE (B “aaa” ) .

AT E LSRR AR, AR AR RS REE S P AP RRT .
WAV EE 8 MR, BEEE 32 NN

WERARIE P ZIETAE, BEEHKERENFRETREN 0-32 MFRF, WREBEH K
BEE 0, K R A RN 25

HWABOM (RK)
B S U E BN RN KEREAN, SZRNMEN 0 5] 30 X, HFBEMBINE
14 K,

B R (KE)
B a %S P HEmnE 2 i KB, MREERN 0, WARELMELE, ZRMER
0 %] 30 K, LFEMEINMERN 14 K,

It ol 4 0 K
BoF B SN RN, BB 8 B 32 AT, P BRIBIAMEN 10,

05 1% ¥R 525 D W s e ol 38
B Beig e A6 0 2 204 A [l A 05 JE 4 RE S RS i A e . T DAL e % TN S il i . 3%
£ o UAFRRALR#EH. SXHHEN 0 2] 10, BFBEBINMERN 5.

T T 5 % XSO TR TR (A %)
S B AL 5 P 8 i P OO B R AL B R B I TR B . SEHF RN 0 B 240 /I,
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AN F BB EN T SSH X E 4 hiX (SFTP) Wi H-5, 3 H50 115, B AT
M &

E: A OneCLI W N F, #4%ii%%E IMM.SFTPPortControl=open.

SLP
FEMb 7 Bob i T SLP Wydi 150 i 150 427, Bbr B P ATRLE .

7 XClarity Controller #f % B Ik 57 27 -
¢ Jlk%5: management-hardware.Lenovo:lenovo-xclarity-controller

o k% : wbem

SSDP
u 58 1900, WFPBHPAREE,

SSH
FEM B R BUE M TEd SSH P BT Wl & A7 Al s 15, BUAEDN 22,

SNMP {8
M B P8 EFE X Clarity Controller Fiz47H) SNMP fUBLA % 5, BIAMEN 161, AR
s 5 fEN 1 %) 65535,

SNMP i B
EHFBHIgE R T SNMP FEBFR S 05, BRIAMEN 162, ARGHHISER 1 5] 65535,

Bie & i (5] R i
AR B A5 B A E S E W IR IP Hidik 5 MAC #3k1)5 [F] X Clarity Controller ¥ & ,

i BMC BEHE T 0 P4 DL & F S& 2 X Clarity Controller ) 1 Al ¥ il % & .

BEL 1k 51| % A0 & 8] PR
A ax a3 5, W] DAAE 4 R B 1R] B Y B IR 45 52 B TP/MAC. bk,
o FLILWY IP HBHLF)R

ST N 22 = AR AL i i 7] X Clarity Controller ) IPv4 #ilik (BEH) fifkZ =14 IPv6
ik (SFEH) , DLES SR, iESHUT IPv4 7Rl
BAS IPv4 HidkRf: 192.168.1.1
- B 1Pva Hulk R H]: 192.168.1.0/24
IPv4 JEHEI R~ H]: 192.168.1.1-192.168.1.5
o FLILAY MAC ik %
- WY NE 2 = A P 1iH) XClarity Controller ) MAC Hitik, PLiES 4R, 6.
11:22:33:44:55:66,
o BBIIM (—¥&PE)
- BRE A REE R IR RIBE, %A NS AL i B X Clarity Controller, X T$5 &€
N EE] R
— JF iR H BRI )26 20 e T 24 XCC ],

34 XClarity Controller (fit# Intel Xeon SP (38 =1%) fl AMD EPYC (. H£=/R) ) M



— G5 H 1A I )6 25 T T B H A I D
o BUBVIM (H¥)

- BWEE A B NREIE R, AN A TR XClarity Controller, A T &AM
SE V) B [ 1) o

— G5 H IR )6 50 T T 4R H A R
S AR A% R B BE LE 51 3R
A X8k, W PASCE H 3B IL % P o MR ) TP Ml (IPv4 F1 IPv6) &2 i AN W /Y
iR P 4 808 5% 5% B] XClarity Controller,
H 3l B LT BB 3 2R B0k B A5 TP Hubik iy % e R ORBOS 2 MBI, FRAE TR S Ik i) o B 1k
MiZ Hs ik 35 W] X Clarity Controller,
o KR IP MYde K8 R IBKE

- GRRNRBE R E TP ML BUE Z |, P AT PAMIZ TP Huhk i 35 5 A 2 1) i A X s

R IO IR K

- WRREN 0, M IP MR K i A2 i T8 R BUE .

— MiZ 1P HuHE RN E R, 45E TP MhE M R IBOE R IT RS K EE AR,
o BLIE IP M8

T AT AZ S NBAE ) TP T 2 B AR B B I D (DA BN B

- WEREY 0, MAREHR BB AT, RIKEAMIE NBUER TP MUk 34T 5
o PHIEH K

- MIEFIERERT A BUER IP bk, "TRAM “BHIEZIF” d#gi— A kPl 1P Hidik,
BEEREMR USB im0 U ITEE
P AR R8P 15 BBL B X Clarity Controller FjHEiAR USB ¥ H 245 ¥,
TR 554y b, AT AR USB i H DLERES] IR 5545 8 X Clarity Controller. E#%| X Clarity
Controller EE ] Ti24T Lenovo XClarity %3 N HIfE 7 B30 %% . e 30 3% 2 A ik 55 2% W A

WAR Z [ &EH USB &iln, ¥ LIETEEAT R 3) S FlF2 )7 fl X Clarity Controller Z [H)¥f & 7.
Ethernet over USB &%,

it BMC BE¥E T P4 DL F 88 X X Clarity Controller M Hi Hi AR USB ¥ H 2|4 B E .
A DY B ST B B AT DA

L% B
BT AR USB 3 4 & DUE BB IR 55 4%

BMC. % HI B
Hi WA USB 3 H 45 440 % 2] X Clarity Controller.

FEBA: i BMC Wil
Wi AR USB i H H ik 5545 A1 X Clarity Controller 3652, {H1%3% H P42 X Clarity Controller,

A MBI A
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AT AR USB i 1 H Al 55 25 Al X Clarity Controller 3522, fH %35 I Y] #e2] F 41,
i X% Mobile N 25 W H Al B, 152 R LUTF oA

https://pubs.lenovo.com/lxca/lxca_usemobileapp.html

bi

o WIRAETHIAR USB i 0 & N 3L 5K, W AR HL N %3 % $2 2] X Clarity Controller, i i@
HLIN R RS54 . BHLJE, HiHEAR USB %k H Al 7E k 5585 Al X Clarity Controller Z [0 >R[]
e, EIFHAT, @R mAAR IR O T3 R B0y USB 45 BRI%4L) 3 B8k A
k., Zum W AE EHLFM X Clarity Controller Z [H] Y] #t,

o PCE YILFMH USB it H Y B E#E| Ik 5545, XClarity Controller 7] SZH#H4 HiHiAR USB i
)4l X Clarity Controller HiE K, $HUATIHIERES, HITEAR USB i ¥R $F51EHF] X Clarity
Controller, E %% XClarity Controller fJ USB JG{% 3l It [H]1% 3| TG 1% 3 A8 i} 48 & 1 INf 7]

REZSIRE
AR O £ LB A N

H: BOARIRAR TLS AR E N TLS 1.2, (HA0 R W4 s By R fp 2, Wt X Clarity
Controller i FHH Al TLS R4, BETMHEZHFEL, HSMHE 148 T “ds W27,

¥ BMC BEE T L&D Ui flLE XClarity Controller FJ & 2@, REMIKE,

SSL #iA
A FE MR SSL &4 il

SSL & — Pt BB 5 B AN L 2 PhiX, SSL % F ot/ Ik 55 25 B FHFR P 6848 DL —Fh B 1k B30, Bk
Ay B E KT8, &P PARLE XClarity Controller /A [A] RF % £ 48 SSL 37 ¢,
B 24 Web RS2 (HTTPS) . %44 LDAP #%# (LDAPS) . CIM over HTTPS #il SSH /it
588, BRI SSL BRI,

SSL if $4b#
AR RS B A SSL % 4 SR FH A9 IE F5 384795 B A 3 .

BT DK SSL 5 H B A k- s 38 =07 ik BRI S A IE B AN, BAMEHNE S LI
JEAE R SSL Mgl B 05 ¥, (HR TR R — BN Rt XK. R A XK R PR, SR
SSL % /3 1 SSL R 55 a4 Z A B IR A&, SSL % /- om Lk ik SSL S5 4x &4y B,
SE=J A PB4 B 7 XClarity Controller Web IR 5545, 28 E L X Clarity Controller Web fk
4R P Web WA Z R EIRT . WHRAEX YA A1 X Clarity Controller Z [A] B K IEH I,
B AZZIEHSNBIN TS BEEE, WA EN AR A GG R X an (RikHE
WEEAREZHE) .

ZORBUE SE R 2, W DABE ALE R UR AL (CA) BHAMIEH, ERME LIS, FEESE

HRIEF AR (CSR) , BHETRIEBZEHAWR (CSR) HRKZIEHEEATER (CSR) REF
CA DIRMEZ Y, WBIZEZIERE, BESAZHRIEE DK SN XClarity Controller,

36 XClarity Controller (Bl Intel Xeon SP (3=0) #1 AMD EPYC R, H{=R) ) W
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CA M) BB &% IE X Clarity Controller HJ &4y, —/IE-F 4 CA Fil XClarity Controller F1%F*
Ztho WMARFEML CA KM TIES, #FE CA WIEHBTSAE Web W5, AW LA T K
WEiZUESS, R HR B X Clarity Controller Web 5525 .

XClarity Controller Zik HTTPS [k 5545, CIM over HTTPS f% 4 LDAP % /' 4 5 ik 5L &
. AN, &4 LDAP &\ il ERG N —AREANHFEIEY ., %4 LDAP &/ il il v {5 ik
BRI LDAP iR5545. IEIE1 2 &% LDAP RSG5 AIEH R CA Pk i AIE-f, Wk
LDAP R5545 i A A4 uE4, AW EIES T LR LDAP IR 5545 A & Bk 45, 40 SRAE A8 H e
A T 24 LDAP IR554%, 005 N FFIESS,

SSL EHERE

AR A SSL %4 Pp BOIE 5 3 47 UE 45 48 B I W] 3% £ 0 358 4 34
¥l BMC BB T E PN E SSL ik 1545 2,
gegill X Clarity Controller B, %8200 HAE:

FTRERIET
il JH L B4 T B T LR AIE-B AR A, IEH W L PEM =k DER #3 T3, WA OpenSSL
(www.openssl.org) FHE = THEFIEBHNE. MM OpenSSL EFIUEH N A 217K

(SR

openssl x509 -in cert.der -inform DER -text

TRIEBZAHRK (CSR)
5 H B BE 3R T #OE B4 B RIAIA, CSR W PL PEM X DER # X T #.

A % 4
HERAZAIES . RAESERIE, TRESBE A HTIE4 )5 Al SSL.
H: PATAR RS HIEBEAEN, “4 8 HTTPS MAZZIEE” & B ITH . BKBFRHES &
AR P BRSNS SE B B, MINE B sER)E, BR  AR L 5E BT 55

A RAE % F 3R (CSR)
ERIERBEATER (CSR) #AESEHR)E, T CSR XK R LBHE AR (CA)
HITEA
H: PATERIEBLBHA R (CSR) HAER, “A R HTTPS MIE-BEAE R & HHKHTIT,

BRBEIR G L RHMAIEFBENRR, B858RI 7 B, MANEBERE, ¥R
SERAE 55

SANZEHIES
L ES NS G, BEREZHIUER, BHBEBRIEEEAIER (CSR) HRKHEET
B R (CA) .

BLE £ 4 Shell RS
AR b A5 8 T IR SSH R A Hh ik,

M BMC BCHE T M4 AR E %4 Shell IR5545.
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MM SSH PpiX, WELAEM— T HHUEM SSH RS54 .

#:
o 8 FH I A 5 AT A Ok 5 A B

* XClarity Controller ¥ 8]# — %14 SSH M5 H . WRZAEBH N SSH IRFHEH, 1§
B BMC BCE T RIS, SR)5 5 A R 9l .

o SHRMENE, YUHEPES) XClarity Controller DAY B s A 2K,

IPMI over Keyboard Controller Style (KCS) i5ia]

AR @ i fE B 6l @i IPMI over Keyboard Controller Style (KCS) *f XClarity
Controller #4171 [7],

X Clarity Controller $2fit IPMI 1, Z#E M KCS @&, JHINE,

i BMC BB T A K 4Pk DUs F 88 IPMI over KCS 117,
W EYUEEE, YHREREZ XClarity Controller DLl 3 B4 3K,

W WRAEMRSH LB EMEE 1PMI P33R i 8] XClarity Controller ) 1. H =i A 2
7, EAVEIEE ] IPMI KCS Vi B AR R & 4, XClarity Essentials £ /] IPMI over KCS #H
Vil X Clarity Controller, WIHRZEH] IPMI over KCS #: H, 7EMRS54% L2417 X Clarity Essentials
B ERE N ZED. R)EEMENSRERNEEZD,

BE b 2 2% & 14 BE 4%

A T 45 8 Bk 2R G T 1 B R B AR A A 2
Ty B AT P R A A0 VF 2R S 1 [ 38 B B4R A 1 1 2
Hidy BMC S BT AY A 4 AT B Ik 2 4 ] 1 e 22

A H AL i 1% te, 55 b BMC BEE T A DI, I M AA A1 AT 38 ok S B A 28, T 7 T8 3
XClarity Controller,

BEZEZHAEE (SKM)

AR A Sl AT B 2.

Wbl B0 4 rh 3 91 A BILIR 55 4 R 06 F) TR B S B AR A% 4, AT U5 [ 2% 7£ ThinkSystem

it 55 4% SED EREHE, %914 BK 554 8% SKLM - IBM SED # 91 4 Bk 55 &+ fil KMIP -
Thales/Gemalto SED H#] BBk 554 (KeySecure fil CipherTrust) o

X Clarity Controller 5 ZF JH M 45 M B #1145 BLIR 55 88/ R % #1, BHIL X Clarity Controller 2475 fiE
% 15 0] % 45 PR 55 4% o X Clarity Controller 1£% 918 Bk 55 8% 5 & 15 K ) ThinkSystem IR 55
#r Z A ftiE {5 @i, XClarity Controller [} 22 5 HA CHL B WM& H148 PR 5548 & $%, A
Ry s S R A Ik 22

WR W 2 DL R %, XClarity Controller B[l 5% 4% 8 Ik 55 2% @ Ll 15

* XClarity Controller P E T — ANk X A8 91 B Bk 55 8% AL MP Hudk,
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* XClarity Controller %3 T Hl T5 % #14 B 55 85 #t AT @R M PIAIESS (% P ik A5 A0 iRk 55
WIES)

HE: WRAEWE T ZOWA-BAME P SO E P BIRS5 A (T2 9158 BILAR 55 2 0 il B 2% 9 48 B
MR5528) o WREBFE RS AP K H XClarity Controller HIEE 2K, W HH AL HE
BIR 55 A4 RO ER 2, HE R ESLERN Ik,

Wit XClarity Controller 5% #]E Bk 55 8% Z M@ rfe )2 € 4 (TLS) %, XClarity
Controller A L% 4145 Bl 55 4% W J7 #5 & xof Lo 5 41 48 B IR 55 4% 2 22 WY Ik 55 2% 3k 45 5 DA i S A\ 2
XClarity Controller M5 LA X I EHEBIRS SIE T, BHHEHRSHRAES K7 @
f& B84 XClarity Controller, 1% XClarity Controller U [F] % 445 BLIR 5548 . SEILILIAIE
1977 iR Xf tb X Clarity Controller 1238 W% F sin ik 15 5 %5 1 45 BRI 55 4% L4768 09 v 5 E 1 91 36

ZORERR A BV BIRSG A, PR RFAN N TIE, FESAFEHEBIRFSSIES, RN
EIRE R b, BRIVEW T, i HTTPS iE45, WRZER e, W & mHiE.
W: EiER: KMIP R 5% (KeySecure fil CipherTrust) , SZEIEEE4iER (CSR) , A

HAMHA SRS KMIP RS4RI EL; AR5, N CSR SACHIERMANAE (CA)
Z % H3 KMIP RS 25 5 A e,

BRERAEERSSH
A 8 AF S B A1 8 IR 55 4 1 EAL A4 B TP Mk DA SR B 3 1145 B

Y1 BILIR 55 4 W0 BB 4 8 DA R B

T H K 1P ik
B P ANFATHRS SN ENS (WREHHFEE T DNS) =X IP ik, &% wEm
YA AR 55 2%

i 1
B P NF S BRSSO 5, R B E2s, MM BRIAME 5696, A 2
W SMEHN 1 £ 65535,

HEREA
AR T 5 B ELE SKLM it 55 2% v i i 2 4l

£ SKLM i 55ash, AP Wik &S/ Msa8 LA mEEE (SED) 4. ELHE
SKLM k5525 eI [ 4 m ik 4,

“EEA” BWAESUTRR:

B4l
WA, AP icd S M s L SED %4, B4H7E SKLM it 5545 LAl g F 4
M dl, WP BRIBIAMEN IBM_SYSTEM_X_SED.,

BYIUEREE
A F2 8 % 7 o A IR 55 A% A5 A B

% Fom AR 55 45 IE 15 TIAGE SKLM IR %548 542 T ThinkSystem /IR 5588 H11 X Clarity Controller
Z IRV TEAE o AT I I % P i A IR 55 45 0 A B
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B imiE S EE

A% A 1% 7 o e A5 4 B

& P ok 2y R F

* XClarity Controller H 43tk 15,

¢ M XClarity Controller IEFZ£15K (CSR) EBIHE=T CA (FESME) ZEMIES,

5 SKLM k588 AT R EE P it . %P umitfia & CA fil XClarity Controller HJ¥(
§%°

T

o A B IEHRFFAE,

o WIARCREIEE FomIE DAL S SKLM Mk 55 a7 15, WK XClarity Controller HTTPS
Jik 55 4% E 45
e CA MIhRERZ L IE XClarity Controller HJ &1},

A% PR, Wrd s (B) | 5 meE TR

o REHTEHI A A AL

o HEGFIEHMIEREAIER (CSR)

A 3G R 2 A DE S R AR A BT I I B S AT, AR AR BTSN A AR
HHH, MASEFELEHFBRURMEMEN TEMEENTERZER SR TE) PHER. £

il R DA A S B R A . A A R S N RN BE R T ) & R S IR 2R
BINE

T B0 YA A5 AR T B B AT

7 3. LRHEHFEXE IS

AR PP eA%, i 8O0 T4 BU 91 A0 B B 4 L B RAE B IR T B, BR — 1T
WjﬁUO

FB g

K /4 [X 1 MFV T, B BMC SR 7E I E K /LI,

e i\ BMC SEARFTAE MM S A

3R, i 5 X1 B\ BMC SEAR BT AE 1 3 B X

AN % B HW\IE BMC WA F S A 5 L7,

BMC EAHL4" i NTE Web Hiib#2rf B8 BMC EH14,

BEA Hi NS BMC MB R ANk,

H, - B 3 31k i N\ 3T BMC FIBCR A Y HL 1 W A s ik

AL A AT NHAE BMC AL,

2 1K NS BMC A REER, HZBEBEZTEE 60 MEMF.
FAES HWNTTE BMC MARMZA T, FREZTEE 60 74,
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x3 LRHEHAEZZIEH (%)

TB i &

2 HINT T BMC WA RIEZE RS, WPEBRS TEE 20 74,
DN FREFF i\ BMC WA 23 PR AR IRESRT . WP B Z AT RE 60 747,

L X BIT B

H)RE P e, OB IR T RIEBHAET, Kk B T &I %2 XClarity Controller |,

A B E A RIE B AR (CSR) HAETUE BN E 91 A CSR, 78 “ 4 BT HI L1534
R EWO, WABGRFSIE T B RAEME N TEMBENTIEFE GBS TER) PHfE

B H e DL AR BB I % S AT CSR,

A% CSR ¥ B HE S O, T shse Bk B E 0, A2 CGSR Ja, %5 CSR Ki%F)
CA R FEL, EFTRIFEBEA/IWR (CSR) H#ET, A0 HHe R CSR RESER
REes. Rg, WH¥ CSR R EM CA #HTE4,

7 4. LRFE T BEEBER

bR BB A%, o i B8O T AR SR FI AR 1 & 4 R R AR AT 3R B, Beda— AT

W,

TR ik

K/ X1 MFIFETH, %BE BMC SRR B E KX,

e R i\ BMC SEARPTAE MM R4

Ik i B [X 1 i\ BMG SEAR P L B 3t st IX

HYH 2R HWNPA BMC M2 " SAR 4K,

BMC FHl 41 i NTE Web HulLf= BIR 89 BMC EHL4.

IE YN i\ 5t BMC MEXR ANk,

B, S 1 e ik NIt BMC MR A B 7 B8 ik,

HYLAL WA R NHIH BMC 1AL,

2 1 ML BMC MARERK, HERESTH
£ 60 M1,

75 N BMC MARMEZY., WEBREZ A
& 60 NI,

s N Tt BMC WA RIEZ B P RAS, PR
REZAE 20 MFEF.

DN FR & FF i\ BMC WV 5> AR E R, BB 2 W
HBE 60 P,

T[] %5 i\ CSR HH, FBEZTEE 30 74,

kG5 1k 44 5 MG R, Wars BMC WA A R,
FBREZTEE 60 171,

1. XRULHZE,
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CA I P AE BB T B (41 OpenSSL B Certutil 417 TH) , PUEFHAZLE CSR, &
P P B TE 5 40 B T B 2858 0 Bir A % o k15 B A R R B AR GRS, 3R b K e AR TiE S5 A\ B
SKLM Jfik554%, DAE SKLM k55 #5852l P DA 5 BB T A IR 55 4%

15 CA BBUEBIG, BAKESAS BMC 1, IS AGEH BRI, LR
FAERSCHR, SRR, LA CA BB MBI B R T, R AR, W
“EREGER” B, WR BRI, MR R g,

bi
o TIRERAEM, B cA UBFHNEZMIES,
e $ A\ %] XClarity Controller ' f¥3iE 45 2525 %F B F DA Bl 42 B CSR.

¥ CcA BEEWILHE S AT BMC 15, E&F TFRIEBHREN ., E&FEILEEDR, M XClarity
Controller T3 CA ZBMIEBUGHAEBM RS L,

RS EBRIEFERE
A F2 A 41 IR 55 A% I 15 A B

16 SKLM IR 55#8 i A UM S5 85 0k 45, I B 250K IR 55 4% 3E 455 A\ 3] X Clarity Controller ', %
Ja A e PR AR U Mo b, B INIE SKLM R 55 2% B 455 N2 BMC, %M “ 8% i ) ”
TOE Y RS IEIRAE B RGN, B S i E] X Clarity Controller 76 b}
¥ BRI A

B2 R 1 55 45 i -5 7% # 2] X Clarity Controller J&, “HRSFZHIERA” XBUK B A T WA

A server certificate is installed,

T SR B R A e AR, 1 B B A B
FEEZBEE

AR EBHWE LB BEZHE &,

FMAIhfE, WL E R R K E LAN Ml KCS @& IPMI set 4 (RGEEHIE) MHESRHE
BEAEFZHER,

M XCC Web | BMC tE &4, DUBHZEHY RS H &,

H: WR IPMI set 4K H LAN @&, WA ZME IP bl SEBSHE . SHBRIE
WAHBURZEMERE (BINEE) M IPMI @4,

maig B
5 2 DA L £ T A B

WRAEBRX

o DU FEHABEM,

e fFH NIST,

o [ PFS (SERMMRE) .

e A PR

42 XClarity Controller (A% Intel Xeon SP (3=fX) #1 AMD EPYC (5B AR, SB=M) ) M dEM



o XFFAMEREM, DALl KMFRAN,

o AP 4H PFS Ml NIST,

NIST A HBi

o WRFFFEMEM, DTIHEKMIFAM,
o %H NIST,

e f PFS,

XM TLS A

e TLS 1.0 K& & A
e TLS 1.1 ¥ FhRA
e TLS 1.2 KB FA

e TLS 1.3

TLS fm#i% & H TR H BMC IR X FH TLS &L,
BSETRTBEANKE T XFFN TLS £

BABX | TLS A | TLS W EH
gz e g};ﬁ}i;{ K | TLS_AES 256 GCM_SHA384

e TLS ECDHE_RSA WITH_AES 256 _GCM_SHA384
Bt g}; ﬁ}igl:&  TLS DHE_RSA WITH_AES_256_GCM_SHA384

e TLS ECDHE_ECDSA WITH_AES 256 GCM_SHA384
NIST &8 | TLs 1.3 % |® TLS_AES_256_GCM_SHA384
B AR AR e TLS_AES 128 GCM_SHA256

e TLS ECDHE _RSA WITH_AES 256 GCM_SHA384

e TLS DHE_RSA_WITH_AES 256 _GCM_SHA384

e TLS ECDHE _RSA WITH_AES 128 GCM_SHA256

e TLS DHE_RSA_WITH_AES 128 GCM_SHA256

e TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256

e TLS ECDHE_RSA WITH_AES 256 CBC_SHA384

e TLS ECDHE_RSA WITH_AES 128 CBC_SHA256
gﬁlisg HH "g};};ﬁi& e TLS DHE RSA WITH_AES 256 CBC_SHA256

e TLS_DHE_RSA_WITH_AES 128 CBC_SHA256

e TLS ECDHE_ECDSA WITH_AES 256 _CBC_SHA384
e TLS ECDHE_ECDSA WITH_AES_ 128 CBC_SHA256
e TLS RSA WITH_AES 256 _GCM_SHA384

e TLS RSA WITH_AES 128 GCM_SHA256

e TLS RSA WITH_AES 256 CBC_SHA256

e TLS RSA WITH_AES 128 CBC_SHA256

% 3 #. it E XClarity Controller
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REBR

TLS A

TLS #%E 4

FHA PR

TLS 1.3 &
AR RRAR

e TLS_AES 256_GCM_SHA384
e TLS_AES_128_GCM_SHA256
e TLS CHACHA20 POLY1305 SHA256

TLS 1.2 &%
AR RRAR

e TLS ECDHE_RSA WITH_AES 256_GCM_SHA384
e TLS DHE_RSA WITH_AES_256_GCM_SHA384

e TLS ECDHE_RSA WITH_AES_ 128 GCM_SHA256
e TLS DHE_RSA WITH_AES_128_ GCM_SHA256

e TLS ECDHE_ECDSA WITH_AES_ 128 GCM_SHA256
e TLS ECDHE_RSA WITH_AES 256 _CBC_SHA384

e TLS ECDHE_RSA WITH_AES_128 CBC_SHA256

e TLS DHE RSA_WITH_AES 256 _CBC_SHA256

e TLS DHE_RSA_WITH_AES_128_CBC_SHA256

e TLS ECDHE_ECDSA WITH_AES 256 _CBC_SHA384
e TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA256
o TLS RSA WITH_AES 256 _GCM_SHA384

e TLS RSA WITH_AES 128 GCM_SHA256

e TLS RSA_WITH_AES 256 _CBC_SHA256

e TLS RSA_WITH_AES 128 CBC_SHA256

TLS 1.1 }%
B I R AR

e TLS RSA_WITH_AES 256 _CBC_SHA256
e TLS RSA WITH_AES 128 CBC_SHA256

Bt E Call Home
AR P RS B AL E Call Home,

A PLEIREE — RS R A, ZIRST R4 Call Home ZhAERHTT Z 8 2 MRS EIE B 3h &
i%%] Lenovo X FFH L,

Lenovo N TR\ X2, B, Call Home 2 H3)5 Lenovo Bk R LI LIRSS L, HAERZ
G A4 A B I I RO M B R M IR S5 R . X4 P R IR S5 B -3 A% 3] Lenovo X H¥
o, BdESiH TLS 1.2 HE S RAEN HTTPS H31 R %% Lenovo X FH O, HIHE P 4x}

Ao SR, RAERBURS AR A HEVi M Lenovo 34 H1U Y I 55 B i .

BR# A Call Home WH

BRI Call Home BT MK BR 455 1, By “AF KoMK DLAKEE,

HR: BWRLHIEEZ Lenovo BBA WA GER B ML Hii F] Lenovo XFfh Lo RBLEE
U B BT — R R A

T TDLTE B AR 4R B “AB KM AEAE” Al Lenovo AW, WM ETEE.

Bl E Call Home
BRA BHEFZE:
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o EHZE/MMKX

o AN

o HLjf

o HLFHEME

o I 4

o AT AR

o Jhiik

o BT

o BIBWRX/EEW

ER: LOHGHA BB, MR T B 3 SO 5 H i Lenovo MR 5445 .

FERE

AR UAEAUTHMREZ —:

o FRMLBHL: R STAE B IE AR R K Bl SRR R

o ReBrp: RI5MEB CHINAIE, =H7IELEL BIZ ],
o KW MRSSAEBARBINKIE.

o BXRH: ZMEOAEIHKHA,

o DIUI: %IMECALEIFEGH.

Ji# Call Home

war pLmd B R Call Home” SRR Call Home ZhAE, W REP¥ B8 —%HE, IR
BERB RS, BREWATHMEFHSPERMALGR,

o WMl - W HRERAPRAY “RBRT W, ATRLEG CHAET B RY CRE T EAR DA
R,
o BAE - R B CHAE FITR CHRE” BIARIY, R GUR SRR KON AR L S0 B R R

H: BIR EE AR AN B IESCA RE R A A . b REA i R 55 A R IEAE B, T A 2 RAF A
BARFE. MARERSRSG CHER”, MR “HER” w0, #aEBETA &HE.

R BRI HNIT Call Home, iHHifR DNS BB A, I HCERF Call Home i M
Internet ik, W XClarity Controller J#id HTTP fRE i [H] Internet, &M PR1G QB IR S5 25 AL
BN R A I I B O AR & R ARBE,

HTTP X3

HTTP fRELFUFA P MM, 25 HTTP % /75 HTTP 58, PAISEBl L4t g
PEA G R SR, HTTP REE HTTP % 7 5038 SR M Web 0 %2 25 5% tH B Internet, [l B 32 :¢
Internet ﬁ(ﬁ%ﬁ%ﬁo

o RBURFMMBHE: FTEMMUFBREMN HTTP R, EHL HiEZ 63 74/, RWFHF
5 IP Mk EALE . EALANE S PR, BTN () MTRIK () 47,

o MgH: TEMHNFZBRIEE HTTP REL MmN, P BAX AR ATEE N 1-65535 M,
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o WAL TR LLThAE, B IEm PR E A AR DLW 2 HT R HTTP QBT A
A,

o AP A WMBIED TWEINIERS, WHEEHEH /P4, ERARETIE, hPBAFNEK
KEN 30 D345, 2T,

o W WFREWIEM, WREDT “TEIE” &, W2EREFR, HFBRAVFREKR
KEN 15 DNFFF, ST

0 ME BMC B E
A% P I B3 A R A T ST s i BMIC LR

1E BMC HE B T 3% £ 85 41 15 9 5 DL SAT DA T $ 4 :
o A HLIR ] 4 B B I

o Er Bl AR B ) 2% I B

o HH R BUK SRS

o R BHLE AF O E AR N T BOARE

o T[] BRI 2 0 4R iR EL I S

%% BMC B B
AR LA 7 B A ST 44 BMC B

1E BMC BB T8 S, & ITRZE &4 BMC BET .
WRZ Ao A, e L —RENFBP BRI ARG R

L&D L H BMC BLE, 35 3%0 T Bin B 25 IR A

1. & BMC #1 CHFH#5 ,

2. BRI B SO IR R AU UK B

3. BEIFIRAM T &I, IR, RV PATE MRS B #RAE,

4. ZERER)E, KA NIRRT BRI R Z

E: LA PR EH K XClarity Controller JH /' /%555 I U7 L & &y I, W BFEBINK P /%6

(USERID/PASSWORD) . B )5 MiZ 25 M BRBRINIK P /& i S B R SK B A —FEE, BRI AKX
& XClarity Controller 1K/ /%W Hi 55, /7 2 W ILHE S

282 BMC BLE
A B AR BN BWMTIRE BMC BLE .

1£ BMC BLHE TiEH& S, WRCE XA BMC #8460 T % 42 BMC BEE T 5,

K BMC PRE 2| LA R A2 AL B, 35 300 T Brzm 1 25 BR 4 A
1. WS DL R 2840 S0P, B3R I il N\ Y

2. R EFRNAUESR G L, NI %X,

3. BiENA)E, HdITRIRE.
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¥ BMC EEN KT MINE
AR 1S B A AT BMC BN O,

£ BMC Bt FEFR/M- S5 HE. &% BMC BBl BRIMET AT ML E SCHER E BMC F 7,

N BMC HENH BOIAE, &R s 025 BRERAE:
1. &% BMC HEE ) BRI

i
o ARG EEH P BUIRE R N R A REPAT I #RAE
o DIKMIERKENWIT, EERECHRE, LHFHRE T XClarity Controller Web #H,

o —HEHIFHY BMC EE M) BMIME, Frf LB i E E S £ 8. %A BMC EKE
I RE B M LDAP, WS A—ANAFELZLIES.

o LMW, XClarity Controller ¥ EH B3, WREARMMSEH, L TCPAP EH
¥Rk, BTReHEEHNE WSS DA ikEER,

o ¥ BMC EENH BINKEASS W UEFI & H&,

E# /B3 XClarity Controller
A M AE B A AT E T S 30 X Clarity Controller.

A R B Fi )5 35 XClarity Controller I HAME B, ES S 60 71 “HIEHRAE”
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FA4E HERF|[RES
3852 A T B T AR T 45 7 3 W 7 U e B 25 98 15 .

¥ 3 XClarity Controller 5, ¥ SR —NRFGCRETH, ML TR W &EF R SGHBARES, F4-
MAZHE, RERE, 49Dl g S wor .

BREETRARBRBEIRESH
AR G 5 L T AR O AT IR S B R A

Vili] X Clarity Controller LTI, BRIAMEI T BB REHE, HhRHBELRER, BR
T2 R REAF AL P A B0 Je 4% B I AT IROUIRAS . 2 I YRR AF 411 2 16 DA R 8- 3t :

o 4#Z (CPU)

s W

o AMTEMH

o PCI J&ERLA

o HLJEBILR

o MU

o EAR

o HAth

E: ER&ZHERTRNERS L, RWAAMTRER “AH” REE R,
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Health Summary Active System Events (2) (7]

CPU Memaory Local Storage

1/4installed 4 /24 installed 2 18 installed

- —0 »

PCI Power Supply Fan
5installed 1/2installed 6 /6 active
= 2
] —
System Board Others

WRIEL AT — DM A R IEH 21T, Rt R3S & Mir. LR ESRI,
Wﬁ@iﬁ%@ﬁ%%%%ﬁﬁo%ﬂﬁ@ﬁ%%ﬁ%%ﬁ%%ﬁ%tﬁ,%%ﬁﬁ%ﬁ%ﬁ%
35 3 M =4 F

Q Power Power Supply 1 has a Configuration Mismatch.
FQXSPPWOOD7L FRU: June 5,2017 5:51:13 AM
%
° Power Mon-redundantinsufficient Resources for Power Resource has asserted.
Power Supply
. FOXSPPWO110M FRU: June 5, 2017 5:51:08 AN
1/2installed

HEFRHMFRE, HRIHRDREIFES R, Bk En N0, HhBRR%E P SHEs)
FF, RLAERRASHEHBERERAN M B,

SRR P GUAAR AT SR SRR T, WA BAETERISAT, I HLBATE3) Mk,

RE P 4L0F T 5 W SCAR UL BT 26 e AL PR, R B SO, DU AU 160 5 AT o
BERERER

7% 25 8 1 0 £ R P R 55 9 0 L RO

T 2R Ge AR B BEE A R AR LI S5 4515 B EE, P ARG DUT &0
o HLEFAM, HEMBAERGERE

o HLEF KA/ S

o Bl
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o REHW

e IETH USB Fif
e BMC ¥ Ak

e BMC IP Hiiik

e BMC E£Hl#

e UEFI JRA

e BMC A

e LXPM JiitA

o fLE

Jli 55 4% T AR R R B S AR S — P R R A

T K (BEWH) #E T RS a&0MRERE.

F ORI RER T i 55 2% IR B X H

RS ITIB/IELEJE 3 UEFI

k5525 IR T AT A, R UEFI RiEf7,

% % 1EAE UEFI Hiafs

k%5 7% IR T 4T 77, H UEFI IE£EiE4T,

% % O4E UEFI &1k

i 5525 IR CATJF; UEFI Al 2 )8 5 O 4% 153
7.

IEAE G| S B R AL BRAE R BRI HF

MR55 28 F e T LT R B Z— ik TR A
s BIERGRANEFCREY, BHERZELRELT
e BMC Ethernet over USB #Z O B2,

o HAER G RN Ethernet over USB 1
IR )7 .

BIERZTSS

Ik 55 4 B AE R SR IEAEIBAT .

#H 2 RAM CUKE i 55 4 B T R AL SR IR 25
FRIERIBIT AN fli 55 4% IR AT I 3 HIEFE BT NAE 2 W LR,
RO THRERS i 55 %4 CATIT IR, HAR LTSS £ UEFI F1

Setup ¥ E LXPM £,

RS IEAED LXPM 4 BB 4T

M2 TR, BRZETISE LXPM iy i
X, EZERXTH/SLERE LXPM E

WREERREAR, HHRGHERR, MAZEHNREAE, BaRhsGE kR,
WARE SR USB FrA R, B i Rbs, K5 MW TR FE IR USB B 5 AU .

WA, Bdisa kR,

W1 SRR 55 25 W7 W UEAS & X Clarity Controller Enterprise ¥ RIE, W48 W] DLW &5 7l 3k F+ 2 DL B
T ae. EARTRWOIT R VF " dEAT &%, 3 i i) B Sk Bl s o
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BMC License E

LA, W BRECS HVFRTIE, 3 B A A Sk B

- Lenovo XClarity Controller Enterprise
\ 1t
BMC License Upgrade r

R BMC IP Hihk, BMC FAl4% . UEFI JRA, BMC MARFIALE T CEE, E8RbGmA
%ﬁ%o

o XNF IP Mk EHK, REK S HIEI MG T DL P AL E 55 .

o XIF UEFI fil BMC MU, Z 56 S A 2 B 2k: o8 im .

o NFAMET, RG-S RS o E 7w AR5y as B .

BMC IP Address 10.243.1.28 -
BMC Hostname XCC-7X03-1234567890 -
BMC Version V1.00 (Build ID: CDI303V) -3
UEFI Version V1.00 (Build ID: TEE103J) -
LXPM Version V2.00 (Build ID: PDL105C) -
Location 1, Room 222, Rack B52, Lowest unit 0 -

EERSAMAR
I T e N B A P R IR, WA SR R IR 55 28 A R AE B,
AREMHEEBIELEE. NERM VO TREMENAMHARTERHNE S ERMA, FHREHE
kA ME (7 888) W, BB TILS:
e CPU FIHI%

- RF ¢ RAET MR H

— WA REY SR O co RSN SHEK Co RN E L,
o WIER X

— iR NGB NS RBUE N\,

— DS BE N RS O B N AR B W e KT I N T B 43 b
e O FIHE

— PCIe* &R uG 1 RSB0 E N &,

- WAFEANEHD O Vo W5 5K KWH Vo RN E S,

EEEHAR
36 b A o i R A B O B I
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AR E D SRS H BT, H & H B BT A7 F4F ¥4 H X Clarity Controller H
SO0 700 ik 1] 5 . N B ) 2B W%E%ﬁﬁﬁﬁﬁﬁtﬁﬁ?ﬁfmﬁ HEBO M R AR IN IR 2 A
o AT DA R H s o i 2 R AT HE R A 67 0

VAR N2 0 W3 A g6k H A D0 HhoT DT B R AR

o W EFFILBRAET DL A BAR P BN BRE, SA S0 AT F B, W
7R -5 LS B 8 S YU

#: FERFSHNE BMC B, FILEFE S EEETHrR, WRIHAAERKF S
RIEWIR,

o WBRHE: LEFFBLBRAAM ERSEF H

o W AEBFUEHARIDL RN B OE _E KRR R AR BTA FEE B &E

o RM: EFEBARRFMHFRE, FHRMGFEUTILM:

o _
B8 HEPHHRAH
!
TH)U\I:IJEG%H:%H
[l

ERHEFRMNSH%H

B e B B T K PR B AT T S R 7 B B R SR o 3 2 B ol Wl s T A S 8 PR RS 2 7 A 2 T
DI, Pl bm F Bl B4 5 ME 91 7 2 S s B9 S 1 2R A8

o URFRBIGHIERAE: M THS AP ESE B R ERR BB Rr a0 HE%H KA,

o IO TAIGH I AR A 3% £ AR AR 200 DL A B TR] ) R SR A LI [ % A Y 4

o WHR: WHRKERMMEMAICRT, HRGHAGERE, RRTERRETHAZERNT,
BER, WAXSKRANE

EEFXRAR
SRR s R0 P Bl 0097 212, 418 8] XClasity Controller. 1AL P RIS/

A A% H S BRERAE AR, B MOR R SRR

$#Huﬁﬁﬁﬁm FRRMUA At P 5 R, BAF AL “H%HE” TOE LT 2R it
BRI, ESHE 52 W “EFFMFHE .

:

o TEMZSHBAER S LiEIT Lenovo THIE, #HEHSWRAFEANRMH/ S (HlH
F1” 201luN4SB “) $UTHRMER LR, o TRERS HSE#ERS LETN T2 % —4
Il IF 72 K P PA 5 18] X Clarity Controller, % WK/ i F BEALH] - 4 fu s ag #4761, IEUH T
TENEB Ethernet over USB # I L i [i] XClarity Controller, %K /"X 7 il T i ] XClarity
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Controller CIM-XML F1 SFTP 1, G & A B 1% i B bk 5 DA K T2 i i 2655 3F $uAT M4
I BBl ke F R HE P,

o HRHEBILFMREREEN 1024, FHEHECHN, FEHEKARK A EERBNHERE,

BERETHEILF
e i o e 4 R LR O S SR K

T G 348 A 47 3 52 T S B AL DA S s AR ST I = R T B T IS

%;%iglﬁiiﬂ%ﬂﬁ%ﬁﬁ%ﬁ 250, Hed )y i HAE T, B HE% B A sh B R 0

REERERA
PR I £ BRI 5 6 BOR T IR, Syslog &I Bk SNMP i BT .

DA A A 28 A5 B R 7 3 I o AT AT Y AR

"] 75 WL ¥ WE PF/Syslog 5 W7 8 43 AT DA T 4R AR T
o Al RS IL AT I DL A I R FE T MR PR R WO T Syslog #MTT . B ATICE 12 A4 HLF BB
:Fn Syslog W5 .
— AU ROy B B AR 0 DL R T B O
— i ONFE WS B 0 A A A b
- EFEMSSEHEAEm, MRRREEH, ZkrB R ERE, HARRIERTFERAE,

- EPEMEBOT R, RS KR . “ERY R CRE” RAREFUNT
PESR L, A] G PR B % £ 1% 28 50 T R AL RSB A

- ANEFR SRR HE RN A S ST IR T
- AR 59 R AR BB A O

— BT DAAR DR AL I B W P R R L R PR IR S5 A, BB IS Bl LR 4 TR Y SMITP Il 5%
SRR E, AXREEAGE, ESH TN SMTP kR34

- GI# Syslog Wy : EHFURIET LA Syslog W,
— Hi\ Syslog W55 2% W) IP Hihkak £ 4,
- EFEMSEEHEEm, MR, ZKFB R ERE, EARRIERTFERAE,
— A R 51 AR BB A WO .

- EFBERIEZRE Syslog MFEAHAMEMARM, mRpH “B2” . “HEE” K “RH” 19
bR T PSR, R BRI % 12 I8 b ey e AL A S
o SMTP JR55%%: ERFMBAETIAE SMTP B FHB4:IRSS25 B . AURTEE B — A4~ HL 7~ iR
PR 5545 . 1 B TEC BV PR W A 2 O O R IR S AR I 4 K e I R] — F BT B . A0 SR B AR R
PRS2 X F, BMC 2 B N L EEZVIBINEERE, DMEM#EH STARTTLS 44 —Eid
s 0 587 HEAT WA %

— BN HL T S AR 55 A B AL AL TP b bk Y 4 S,

— WSRO BRI S5 A I, SR PR BN SRR, SRR P AR, R T
P i 55 4% BOR B INIE SR BY ,  WT DAL GO - B2 J5 ¥ (CRAM-MDS5) sl BAEIE (B %)
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— WSRO AR AN R BOYIE, LN 4T RE 2 LIk R H R R, BOARE UL, XClarity
Controller ¥ ff /] alertmgr@domain, Y domain /&7 XClarity Controller Web T [
Ay DDNS #8423 a5 il 4 . AT B B O R R AR AR BSOSO IR AR B

DN T RIS A MR, DL R IERURLE T B AF B . X Clarity Controller
KRR —RIEE, BAERRSRID,

MO - % I A0 o DA E R AR R A A K R

— HIAFRH#§ € XClarity Controller 1& 5 K223 S WA % YU T BB 22 1R 18 S 4R iy IR B

- 4 HZAMEEHRE XClarity Controller 1] A2 U & 18 % i Z 18] ¢ 1Y I o

- ;ﬁzjl@ HIHE IR 8 & XClarity Controller 7&K 22 18 2R WS 2 ¥ B 2 i 18 5 i 2 1) S5 4%

IS THE]

BPC: 0 55 O R AR T DA TEE O D ORI A SR B

— W PAAE TCP $rlfn UDP Bpil Z RIHEATIEEE, HIER, WWREREMN THA Syslog W5 .

iR CEIE PRk Syslog ¥, BATEAEAE 3 H,

- HOH AT EEE Syslog BT ISR, I8 S b SR A AR BT O L E RO F A BT E
E*’%O

— ZEMER T E R Syslog EMWTT, 1 B o B IR A A

- S BT HRPE B Syslog BT Sk A B 4, 1 o AR KL AR

SNMPv3 H /* # 4 o w] $047 DA R #:4E

Ak JEPRILRAET LA SNMPV3 [ BHZ U

- EHES SNMPv3 FEBECERM I Pk, ZA K BN AR R Z—,

- REKEW SNMPV3 [APF SNMPv3 & HLES 1 AL A4 8L 1P Hidik,

- XClarity Controller ffi il HMAC-SHA #(%5| 5 1) SNMPv3 4 B AT IAIE, X R ME—Z
R,

— BRAAE 5 B FA VR AL A 1 F DA XS SNMP 3088 317 % .

- SNMPv3 &8 BIEH T i SNMPv3 FaBHZI T . B8 SNMPv3 [ BFE WO I B A] 30 it
HEATELE, Sc¥ds SNMPv3 HI P4 TR i) SNMPv3 % B RS AT E
- %ﬁ%ﬁ%ﬁ%ﬁﬂ SNMPv3 [alF, R, SEBRAFLERS, HASKE SNMPv3

— WA BRI Web T 1515 RRLE BMC IR ARIBLER R, SN 78 7“2
BAEMBRAN” , THESE L.

— EFMR N SNMPv3 B R EFABFR E R RAL, mRpE YRR . “ERC H A
G0 RAARZ 50 T RSE R, Al 5% 2 5 gy LR i s
W AR RN SRR YT SNMP & m AVREL 2 (R A et 4. BRAA BRSS9 J5 ¥ CBC-DES
1 AES,
R T A SNMPv3 FaBFHZW T, BATKAAEARR 2 F 5] H,
- B SNMPv3 WU W3R, 1R RAERR ST 7 EEE WO b A R
- EBr SNMPv3 W7, 158 bR E AR,
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HRLEXREREHERFRE
AR 1 B O R A R SRR R

BAERAF TR KB, & AZIMREERARE. QRRESBRERZEILBTHE
fF, Ffl R R AR VERFPIAE, HMIKGFRHNA, XClarity Controller R REFAHE— M EBE,
BAER B VIR P R A I, BT A BB R BE i DL AT AR . e ZUR I BRI R LR R P e e
WIRBAE R AR . R ERIERGFR TP, S 78 51 “BCE RS SHE R RN
HEE R, HiER GRS R X Clarity Controller Advanced 3 Enterprise Hj#E 2 1| 7f
Mo ARSI E$ XClarity Controller HHHER B MI1E B, 15 BUIR 5545 3RS

H.ily XClarity Controller & FUZPEEE W £330 20 p B S0 iE — KM Bk bR /e, W EABRIERZE T
R R A i I BN AR A 400 R R B AR AR, PTG IT A 3 DR BE SR AT 2 B IR 55, ARJE Fh
BOE — KRR DR R AR Z BB, WIR R GE R K A R AF FR G0 SR P ol I AR il AR 44 & 2
e, W ER—RIHB, 1878 MR B8 MR B
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ES5FE BERSS
5 5 A o 0 57 L T A 252 G A 0B

FiC 8 ik 55 25 Bk AT B FH DA 3% 0
o ML

o 5| SFiEm

o HLJR SR MK

o it 55 I

EREEREEANEERE
HeA S 1 135 AT AT SRR 55 5 D 2 B S R R 1 £ .
A2 M 3 3 T T B o R O DA 95 6 A KR 25 3 o 0 M B LS 19 15 R

i

o WIREBLAAZFPIREIE, WEN TREKEEA TR, HXIA CLREMN PCI &R A ##H
AR, ISR,

BE RS SEXHMIRF
TRLE R 5] SERAT, 55 B A R £ R

75 i 55 4 W0 L F 3 £ 9] Sk 85 AT ELE &R 55 S B ART .

H: ARFEHRESIERS N TSR E SRS Rt RGIRE, P, AEM8HEERSFK
UEFI shell S RS IAUERH N APT RELE R 255, XA NBSITIEH 1PMI KB I
FEIEH OneCLI, BT THL B X455, TPM. UEFI #E %A EEN THM APL, Tf
55 522 4 1 A 5 A 50 D 0 2 B oK HL A R 8 R A I 38 24 TAEE

NFRGGI SR, HUTHAEGAH

UEFI 5| %
BRI % T 7] i B 2 ¥ Unified Extensible Firmware Interface (UEFI) HJR% 2%, AR5 S
Wi T UEFT B3 F 2 56, B30 ] DLz 2] legacy YEJ5 ROM 4 315 i),

Legacy gl
AR BRIk 55 AR LB N B 3 R E legacy (BIOS) FEfFHY#AE RS, HIEHFILIET, WRETS
AJAH UEFI M#EMERSE, Hk LI,

LIERZTSWF, MBS TR AR A8, K55 m & Sk iz s imm el 5]
SR, MG S P R, 3 MG SR SR kB — s, RJE 2§ KR %
B B W AR, HEUSI ST, HEE -k dm L AU E TR
BRI,

HR G P, BASEEE - ADERHREG, RIFHNHESR, DT &S H:
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o SLHPEEHON AW ST A ORAF TSI B O S B ECHT A B IR 55 4% 10 A S Rr SR AE R SR
o IEWEFHAMHE: RESISMFESOECHBERS, ReHEHHIMSTHE,
o MEFAHEFHZY: REGISIMFEL, HEYCHE T T —KEHE 30 RS 58AEK.

BLE—XMHE%
LTI AL T I B S T — MR T S R R, S AR R R R

TEMR Sy S WL T R 1 S IE B, FFEFE N TR i NS TR E, T KRGS HEH B
B RGH —KMES S EZR G, AU TSR

PXE M4

B 525 % BN 2R BRI PATHER L5 S
T ] £ B4y i

MEIN USB & &5 SRS 48.

il CD/DVD
MEIN CD/DVD XK 5] 5 R 5545 o

F1 REBHE
# k554551 % F Lenovo XClarity Provisioning Manager,

Lhia X
#5545 915 2 Lenovo XClarity Provisioning Manager W2 W2 73 4,

L NN K
BRI 5 5] TR 55 4%

F B B A R
I 55 4% M Ry HE LA i 51

Fo—KHH S
5 B E W51 SR . XS RCE R 5 SP T — ks S8/ 5.

B — KT SR AT G S RKBN, BB 5] SIEEN legacy 5158 UEFI 515, W
RAUG| G legacy BIOS 515, B H % Legacy 51 SR IEME, WRAEE UEFI 515, N
HA R MAE, KRG S F N, SAeRFE—ANEHENEI, AR5 R,

o LUV BRI A: RAF TSI F BE O L B HE RS B IR 55 4% T A SRR B AR R SR,

o EWEBHDMGH: RETI ST ESOIRABIMERSE, RARHEH B MFHE.

o M TFIEFMEA: REFISWFER, HEYCK T T —REH S 3 RS8N AR

EEBRSRBIR
S IR S0 BT AT B, TS AR R I

1 P IR 55 e W0 L T A4 FL U SR 328 10 T A R BRAE B R AT LR BT fE.

T 65 T) e i S5 A B0R o BE S5 4% 1T RUAO LA o, LS BORGRT LU el LA 4 B AR 9, T
A H XClarity Controller # i,
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B E B IFRITR
TRCE WA, WS HA LR,

H: HEG, WP LTS AMD 25 i U SR

LR MEBPUROC, SCRBABRER “I0R (N+N) 7 o XA IR BHUR T
mﬁg,i%ﬁ$~¢%%ﬁﬂ$ﬁﬁiﬂﬁ‘ﬁ%%%%%ﬁaﬁﬂT,Xm$$#H$$%ﬁ
HICRBZ R

WRFB KR T 1 AERYAOT, STRBGRE AR EN “RITRBIR” .
HLJR TR 20 6 85 0 T 2 B

o JUAR (N+N) : BT, MEFSERAEZR A RIBEBHA SRR R FH21T,

- FHMBGR: FECREE TiEME, L PSU KARMEFMT AZIEASIVRES, @idix
i, BARE PSU A DLSRAE R d YA AR, T B R ROR

o JUR (N+1) : WHEXT, ERETHANRBFEIATEL T, W5 HAERAEZR A BB
Ay = 1 IR R 5 B 1T

o AESTRBIA: BBEAT, M8 TCHRIEAEZ R A BRI LT REH21T, ERFEA
PR FF B AT R, T 55 a4 T 3

56 B E B B UG S B,

BB TR R B

PR E oh R RSN, SR EE PG R,

E: AMD 4t BE#S IR 5548 A 32 47 1 P c A A YR B PR SR e oh g

BT DR R S Mo R EIR TR, WR)E AT IR B, DT g IR 55 4% 0 o R R
AR TR B, R S5 A8 6 H A B RS R IR IT AR R R e . HHEMGZRE, EeR S
HH, EFEEENRE, RERGME,

P& b PR AT 388 3 A2 i L YR S FE I B B EL R R YRS AR I B R . T B Bk £ TR 2 R B R
U RVUN = it I o = R el TR E Y £ 7 Y L G R DR 8 o

T 8 3 A 5 B R R b BRAE

o Jith1: KPRl E R M EEOR R E RS S ER ER,
o Jith 2: fEEINAETEINM, HPRICH A B KR BRI B AL E
56 R C B 3 A B R

7i: XClarity Controller 1L T 2 JJ Jy 5% 5 % BE IR 55 4% 19 s B ALAR v InE, oL 50 SR 58 50 A v
% YR SR g LA A B b ) 2R 3, 1WA & i XClarity Controller #:1il,

Be B 8 IR ik & R g
S M 55 4 7 L2 U A S0 NI 95 P ST, S DA R £
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G . P PR R SR N, T A DL R = A S

kS Ol
BB P ST B R, R 55 A U3 BR R B IROR LIRS
WA

A LRI IR SR IR 55 8% AT T IR, IR At o )5 IR 55 85K B Sh 3T OT B, A, PR A
HL i e 55 2 B IR TS K DR 7 SR LIRS

WMAATIT
WA, M55 4K H sh 4TI B,
56 JC B B R B R

TE:  FL R SR R TR A 5 U0 b R 2 B R S 4 T S B P AR T R, % P RIR O SR LA A B
fil#% ¥, 1M A& H XClarity Controller ¥,

B R 8 4F

TES AR 328 P AR R DL TR D B 55 4% AT Y HL R R AR

1t XClarity Controller 2 JT " A HR$E B A 755 43 5 o L U SR 4
TR TR R S5 B _EST A LR AR A S B SR AR R R

% 6. BFRIEFH L
B MR 55 5 R DR AR BT Bl SR ATE R PR T B A

HL O 4 A ik

TT I e 55 #5% L IR M B DL BRAE AT I R 55 2% IR 5| S HRAE R 4

1E 6 5% P e 55 4 R 1 5 DM R A O A 4R A R G0 9F O A TR 55 4 LU

a7 B 5% A ke 55 i R 10 55 I R AR A A % A 4R A1 R 8 B I 00 T oK B AR
S5 LR

1E W HHT A 30 R 55 4% 1 5 I A 305K PR R A R G 9 S AL AT O TR 55 4%
LR

7 B B iR 55 A 1 1 B R UL AS 5% P A R GE A 00 T Sn B SR 1
I AT IT IR 55 4% LR

BIRSHISERZKRE WEEE AT IT IR S5 2 IR T R sh IR 55 4%, AR
HI 5| S EZERZGRE, MATFAETISHMAE FI.

fih % A5 AT B i R T (NMIT) EFEMBRAE DA AE “HRE” Ro LRI AT AR
PR M (NMI) o I BED, F & #R4E
F 480 DASAT N A7 e i DL TR 2R G Hl 1% O
F1 REREFEPE X NMI &E W EH S EHEE
BB E X Clarity Controller £ NMI J5 & 2
TR B IR 55 4%

B H v JERAE I Y LB A I DA AR 55 % 4 HE B R0 A ) P Y R4
0 E B R 3 B A
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Z 6. BFRFENHL (%)

HiL 95 B AR ik
T A B B ) 2% MR AE T DL E BT /3 3) X Clarity Controller
R P FEAT IT IR 55 45 22 3 L IR 1 £ I R A DA S P AT T IR 55 4 LR

T WA R GO LN A F B R R SBE BKH, W X Clarity Controller 7 EJEH R
IEH %M. XClarity Gontroller ¥ {5 %P UL I 1) WA 45 HUR SATRE T BB L, T 4841 6 4 T e 0
LEEAT

R IPMI i< EEMIEE T

HAR £ BB P TPMIL fir 45 B v W s S

AREEA AT f BB (IPMI) W4 @i Intel Intelligent Power Node Manager
1 Data Center Manageability Interface (DCMI) 4 iR 5525 #2458 B YR AT R s s DA B 356 TSR i 1
HLR A BTl BE

Xf T f# /il Intel Node Manager SPS 3.0 HJJlk 55 #%, XClarity Controller H /* #] i il Intel
Management Engine (ME) 24t IPMI HJE4 B4y 4 ¥ #] Node Manager HYZ)jHE & Wi #5 Ik
i h#E. UbAh, WREEH DCMI HL R4S Bl Ay & 58 BUR 55 4 L IRAT B, R 1B T Node
Manager I DCMI HLJ5 % Bl iy 2 W 7R 4l

f# F Node Manager %< B RSE 258 R
YA T8 145 Bl Node Manager % B /IR 55 7% HLUE

Intel Node Manager [ %A SM#EH; Fib, Node Manager fir 2 #7456 H X Clarity Controller
W, #R)5 1 Ki%% Intel Node Manager, XClarity Controller ffi I #7# IPMI #7724 1PMI
iy 2 1y AR AL Bk AR

7: 1] Node Manager IPMI ¥4 H il Node Manager # I 7] 62 5 X Clarity Controller HLJf
R RER AR, BRINE UL T B25H Node Manager iy 4 B E DA B 1k & A AR 01 5%,

X T A B ] Node Manager 1fi AJ& XClarity Controller SKREBLIRFAFHIEM A, Al (B4
Tifg: 0x3A) Fil (f¥4: 0xC7) 41 OEM IPMI fir & "] 6 i

)5 I ANl Node Manager IPMI iy 4 & : ipmitool -H <$XClarity Controller IP> -U
<USERID> -P <PASSWORD> ran 0x3a 0xc7 0x01

B2 ] A Hl Node Manager IPMI iy 4 2% : ipmitool -H <$XClarity Controller IP> -U
<USERID> -P <PASSWORD> raw 0x3a 0xc7 0x00

VL5 B & Node Manager Hi 4 By 4 7= 4l

b

o JENIEE IPMI B 0 1 0x2c Hiriht, ¥ i H IPMITOOL ¥y 4 K i% % Intel Node
Manager iﬁﬁ?%@o iﬁﬁ%‘?ﬁﬁmﬂ:ﬁ@—‘/ﬁﬁ%ﬂf, i%*ﬁ%%%ﬂﬁ@ﬂguﬁ&‘zﬁdé\o

o HTEMEMRME, frdEmhPl T,
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HH” RMeERHBRELEREHHEL “WEBE, (WLSRH 0xC8) : HK: ipmitool -H
<$XClarity_Controller_IP> -U <USERID> -P <PASSWORD> -b 0x00 -t 0x2c raw 0x2E 0xC8
0x57 0x01 0x00 0x01 0x00 0x00 fil: 57 01 00 38 00 04 00 41 00 39 00 ec 56 f7 53 5a 86 00
00 50

)1 B Intel Node Manager KMt “BtEIHF LR, (@4 0xC1) %K: ipmitool -H
<$XClarity_Controller IP> -U <USERID> -P <PASSWORD> -h 0x00 -t 0x2c raw 0x2e 0xC1 0x57
0x01 0x00 0x10 0x01 0xA0 0x00 0x00 0x00 0x60 Oxea 0x00 0x00 0x00 0x00 Oxle 0x00 M :
57 01 00

1 “#H Intel Node Manager SRWt” AT WHE, (W& MR#% 0xC1) : iHK: ipmitool -H
<$XClarity_Controller IP> -U <USERID> -P <PASSWORD> -h 0x00 -t 0x2c raw 0x2e 0xC1 0x57
0x01 0x00 0x10 0x01 0x00 0x00 0x00 0x00 0x60 Oxea 0x00 0x00 0x00 0x00 Oxle 0x00

il “3KH Intel Management Engine Device ID” 3RM Device ID ¥jfiE: i K: ipmitool -H
<$XClarity Controller IP> -U <USERID> -P <PASSWORD> -b 0x00 -t 0x2c raw 0x06 0x01 M
J: 50 01 03 05 02 21 57 01 00 05 Ob 03 40 20 01

A X H A Intel Node Manager ¥4, 155 [ https://businessportal.intel.com FHHIRAH Intel
Intelligent Power Node Manager External Interface Specification Using IPMI,

A DCMI S BB RS [EIR
P A 32 5P 4% B T DCMI Ay 445 B IR 55 28 WL JR,

DCMI 2 ft i id A e 48 B P 5 1160 B s s fn gl sh e, BeAbh, AT DCMI iy 4 58 i
5 o HIRAT BT BB

VMR B % H DCMI LIRS B e A iy & B Bl . 3% SRIE 8 T 50 — 484, 3R 05 Kl
A& [5] F Wi 7 35 S8 o

W BT ARG, A4 BT

R g E: 5K: ipmitool -H <$XClarity_Controller IP> -U <USERID> -P <PASSWORD>
raw 0x2c 0x02 Oxdc 0x01 0x00 0x00 Mi)S: dc 39 00 38 00 3b 00 39 00 e3 6f 0a 39 e8 030000 40

PEE R, R ipmitool -H <$XClarity_Controller IP> -U <USERID> -P PASSWORD raw
0x2c 0x04 0xdc 0x00 0x00 0x00 0x00 0xA0 0x00 0xe8 0x03 0x00 0x00 0x00 0x00 0xe8 0x03 i
W dc

FH % EW: i5K: ipmitool -H <$XClarity_Controller IP> -U <USERID> -P <PASSWORD>
raw 0x2c 0x03 Oxdc 0x00 0x00 Mix: dc 00 00 00 a0 00 e8 03 00 00 00 00 01 00

WEh BB : 35K: ipmitool -H <$XClarity Controller IP> -U <USERID> -P <PASSWORD>
raw 0x2c 0x05 Oxdc 0x01 0x00 0x00 i) : dc

BB : 155K: ipmitool -H <$XClarity_Controller IP> -U <USERID> -P <PASSWORD>
raw 0x2c 0x05 0xdc 0x00 0x00 0x00 M : dc

T LR S5 E% BT B SRS B E R B I R R A, B, WREA SRR RS
AR SEL K% HEFME 25
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https://businessportal.intel.com

A X DCMI MG X F¢ a4 5885 3R, 15 0 hitps://www.intel.com/content/dam/www/publi
c/us/en/documents/technical-specifications/dcmi-v1-5-rev-spec.pdf L F R AH Data Center
Manageability Interface Specification.,

T 72 42 ) & Th BE
T AR R 0BT R R N 5 AR A 00 5 Z TR L

&V DL#E X Clarity Controller Web A i iz f2 I H G h BB EF RSB/ R EIH G IR E, &
A DAE R 55 4% LK s g (ISO 3¢ IMG 3UHF) M sl &3 e, I RE il & ZO HEXY X Clarity
Controller Advanced fil XClarity Controller Enterprise ZhfE "] ] HAX Al @it Web R HE ., &
W AT 18 U AR PR ez R 2 ) 6 T IR B H P ID %52 X Clarity Controller, A HEfEH
ATt sh#e. XM XClarity Controller Standard F#¢%| X Clarity Controller Advanced
8 XClarity Controller Enterprise FJHE4fE B, iHSB% 6 W “JH XClarity Controller” .

ol 2 PR 4 ) 5 o R BRUAT DL 4

o EMAEFMM, KIEAPEREIA 1280 x 1024 (72 8% 75 Hz) , M-S5MREMREBT R,

o fii IR 2 S A Ak 2 A R Az R O ) IR 55 2 .

o K TAM ARSI ZME RS L ISO Al IMG SCHFAE R o] 46 AR 5525455 F B4 e 0 358 28 2 2%

o # IMG 5% ISO W4 [44 %] X Clarity Controller WAZ K HAE N B I & R 8RB R 5525, W L
2 WA (ARK/AA#IE 50 MB) 2| XClarity Controller 1%,

T
o UZH B BEfEEfl&hieN (B XClarity Controller Enterprise HJ 6% X Clarity
Controller l % XFANTIHKLIE) , — MR P 2EPITIZRE#E BTG,

o mFRESH A OOT BN TR ARSI R ) A5 2R MR AT, G SR 2 S T S N A AR o) 8% 3 E A% AR
BT RZEMIFEHES, 84 XClarity Controller EF2 ] & JC ¥k .78 >k B B8 inid Be 2§ i AL
PN

o WIRMILH AR KB, Wb BITH— AP0 H A Frmfe sl 6 thik, AR S QUL i
Hil & T ae A AR g 5, 1S5 33 0“5 S D3I

o EFEEHI G IhREM Fl HTML5 15 Web WU F B /R RS 250000, B0 FH LT fE, W ba8s &0 4%
i l HTML5 JC & &7 8 N &,

o WRIEFEMEH B A UEFH IPve HilikiE Y Internet Explorer W Yi4S 1Al BMC, NZfEEH&
2IE A RERIE B R L3, BRI, W HE AR ME] Internet Explorer {5
A AR IE 5 R AL :

1t BMC BB TR at, KA TRALKIL,

KBSy R A BN *.crt, RJENEZ Web IE1 30,

i BR TE1L 00 5245 i M 247

oy SRR A5 DA K EGIE 45 5O\ 1) 51 25 BRORE I 45 KR BE 45 %

BRERES B8
A% A SRR B 6 3

WHISCTE, XClarity Controller 2% | 5T HE{X/E X Clarity Controller Advanced fil XClarity
Controller Enterprise ZJREH W M, WIREA RIS & PR, %FD—N8EE,
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W K IR A5 XClarity Controller Advanced FRBEFA S, RS 87 W “LREIGEH
O B AT R

LR AT he, EsE L T R

1.

2.

N e e

B i XClarity Controller F T BUZFEE T & Web JUH “mARIEHI &> #4 hHy B A X A &
KRB

U THERZ —:

o VLHH P ARSI RS &

o UZH P AR ZRES 6

#:: #1F XClarity Controller Enterprise 3 it i) X Clarity Controller 7£% | J1 R T &
2 SRR R I B2 1

PR NAEE F AR 4 ] B TR % b e CAe T3 P R, B P BRSUUT IE AR 66 A
TARFEH] & 0 P BRI e KB, R VI AR ) 6 P 3 SR AGE T TR R, T
Wi 5 W i) () g8 i A2 72 7 T 185 SR R W2 i 2 B 4 UL T, X Clarity Controller H 3 Wit % M 7 i
AR Z Wy WAL

R VP IC TR =4 MR 55 4% 51 S AL

PR SO VF 0 S Bl = A IR 55 4% 13 AR AL

PR AR S VE AL 5 B8 A A IR A R A R SRR R

Bl R ghE A m G A — AR AT T IR R & T, WUR T T RE R AR & 238
WIEARRE R, R —ARHEAE. P T NZOSIEAE P R T R A A SR T R S R &
WER I B R RG] 6 P ROR M ITIE R, P TR R SR AW TR . WRA P oRTE TS
Wi 2 I o o Bk 152 L 45 <€ 14 I (7] [ B A WA B, X Clarity Controller Kt H 3 £ 1L % H P 23

o 72 BB R %
A% LA A0 SRR ) A3 B R IR G 2 ML A TR B 4

A7 DA M R 4% ] 65 6 11 8038 T 55 4 R JRURN BT 3 iy 4 T S J& (B 2 3 Web TUTH, Bl IR 42
i B PS5 a8 IR, SRR, RREFU TS Z

17 it 55 4% v O

1% £ L BRAE AT T i 55 4% IR 51 S 34 R 52

TE 5 5% PR IR 9% 4 HL 5

3% B BB o< P R A 2R 0 9F O P AR 55 4 PR

0 BP 5% PR IR 95 4 L 8

12 £ I R A IUTE S 5% PR 3R A 2R 8 Y17 DL T 2 P R 55 45 FEL UG

AE 5 o3 ) 3l K 95 4%

3 B B BRAE IS PR AR 2R ST 5K PR EEAT T IR 55 4 LI

0 BPTEHE Js 3h R 55 4

13 £ b 4 A T AR A 5C P SR 2R G BRI DU 3 B 5K PRI IR FE AT T IR 55 2% HL IR

BRI HHNGEZRGRE
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PRI IATIT I 55 2% KR EBT R 3 IR 55 4%, RIG AT S ERGRE, MIETAET S H %
F1,
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ZREH B8R
T2 DA R I £ L T A 0 6 SRR ) 2 AR DR D B

ﬁﬁ@ﬂﬁ@n¢%§ﬁ%%ﬁﬁ%%%%%ﬁﬁﬁﬁmﬁoE%ﬁ#%ﬁﬁ%@%,%%&u
—F/ %!

B BB GO, BhRb.
AR 2. EHMEE O, BEREE, RIREHRE. ZXR & %N rpviewer.png, I RFE
BIBOA T B R

H: BREEGAEN PNG U RA,

ZREFEREXE
it AR ) A B O e AR O DL R R

o MBMIMBM PGSR, GURIEEMARAWEEEN PR E, bkt aaH. D
TR AT W R R B RS A R MA AR, BREHRE RS ERRIERR TS
B A (W) Corl+Ale+Del) , MARIAXBIRSTES . JoMbid (W1 F1 3 Esc) MIWTAES
BRIEAE R AR P Bn] W AR 2R 2 4R Bt — PHL R WK F P R RE TG R & M F AR B IR 55 4%

o i MO DAME RIS B S, S92 % H X Clarity Controller [AFFHUE X, J{ib
Rk 5545 € X WK W i ] Lenovo XClarity Essentials #17& X I W iliid X Clarity Controller T
Bo XU XMEEH TEREH & A H .

o LT E DAV S BR P R . P XRRDUE R TR s h B BT . B RE
SRR Fe b FE s il & P AR R,

- i IR Bis, RIEE TR NIREFES], K5 R Emskasm— AR E .
— EWERH P XM, WEMNIIRPIEREL, Ra B d iR,

- SRR PR SRR BIRST B, ORI OE X, KR R
TR F & BRI
1A 05 7 A T A 5 35

AR B O RIS T BRIk, ARk Binyshl, M Einisdl o) finRbsds
# (RHEL, #®IHRAH Linux) .

48 3ot 71 AR X B P 42 46
2 VLT AR U8 Ul 1) R 46 i B #4268 065 A A Xk 326 331

S5 18] T2 o Bl s 80 A 6 R 6 I T, 3% 52 B DA T 2 3R

B FEERES G O, bbb,
S 2. N RSB P Al AR E.
B3, EEUT M mEREZ—:

Hi) Z . (Windows, Linux 5 KAA Mac OS X)
%Pk A TEE KR A (22 L5 Ki8) B RbR AL B B R IX B RSS2,
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RS A, T i
% P ALK B o B DL A5 5 I B AL B A R A B A B Nl AT R 8

B L (Linux KA )
BEA N Y i B 7 DAAE R 4> Linux B Aw b3 47 #0380 5% . o i3 & 2k DA B
KA 5 H Linux K AT A M,

RFRB/E K
42 A 02 A £ e e o i S5 B R

XClarity Controller Web AT #24t 350 DVR WIZhfg, DA 3¢ sl Fn ol i F2 52 357 3 A4,
Ty REAN 3 55 K WL A3 % 1) 2 B 4% SCAE SR, H TS FF NFS Al CIFS P, DATF & s il i ol i o g
H@ﬁ‘%o

1. 7EiEfEtl & Web THE b, BREREFHITFRERH,
2. FEREHEHY, WRRTEEFEUTHEE,

o WRIERET “CIFS” RERM, FHiFE@B R, I HAMEMSE, CIFS mfE XXk
IR RN /<@ 1P Mhk>/< PR AR>S o BIW: //xxx.xxx.xxx.xxx/folder,
MBIEFE T “NFS” FELA, HEHRERBEXHFRSE, NFS @SR “<igfi
IP Mk >/<XPERABR> o Hl: xxx.xxx.xxx.xxx:/folder,

WARTE, BREMB L. MRCLRE T XML, WK ERERESE, EELIA
X4, RS CEEHES” . MRAET “B37 FIEHE, K E 3R S
CHCR I RN R R A e B B 45 bk i S B 5 R AR SC KR

B RS N K FR R el B Bl 45 1k 2 T AW AR SC A 0 B R st I,

3. BE RSB ITIE F 1B

4. B IE R IR B BEERER A HNED, R “HHEHTER” , HRARHR
PLI s7% il £ 1B o

5. Bl ALSI N NFS 2k CIFS F#EE| AR M LMK, 1E XClarity Controller T H ““z 2 55 il
B B, B S ) A O 1 45 15 R A R A S A

ZREFERBERX
A o £ L B R A2 DR AR
AL LR A AR, I ol R R
A5 4B DA 3 M
£
SRR U AR BB T, AEBEBER T4 Esc MR N &R, h Fimiihl 3%

AR BT AT, PRI 208 Y 4x B A4 e B i R 4% il 5 S B SR At AT S e (i
L) .

SN
X H GRS E MBIAE, RET, ARSI EEER Bbnsm, BRI,
R

JE SR , R TSI P 188 4 T Y e B B R W T 5 B T
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JE Uk Bt B
I R R ST 5 R 55 a8 o ROT A ] . b SEIPHE R iR B 2%, DME AR % 1 rp J0 8 A 40 el A3t 1l
B X,

B B
PR EH G EH DB AEE, B AR A %E:
o Fifa: 7.9, 12, 15 Al 23 £
o RKJ¥: 16, 32, 64 Fi1 128 KEH

T WERGOLT, WRS AR S5 8% 0 50 YA BRI A B eI 9 7 SR I T i 5 e A X

TR TT A
V5 DA L £ B T AR T BT A R K

A ZMAHLE R ISO #1 IMG SO i SUAE 3 3 4K

o I EhATR, T AMEFR B G 25K R URE S 2 R 55 4%
o HIEMZERREN G Web WM, TLHEILIZRER G2,
o T H

JA P 7 B P 5 ) 5 A0 P 25K AR R A BB 3 D AR LA B T

A AR R G sz PR IR 55 A 4 SCPE AR N JB B4 ke 3k, 5 vl W 4 3 Wl s RDOC: 3 BEKE
% %] XClarity Controller N7, XLl i #L BT,

o M4y it M T Vi li] XClarity Controller B & 4t EH ISO 5 IMG X, BbHLH| R gl im i
BEHEXEEH, MAEERMNZREHE Web TUHAMH, HMYHH XClarity Controller
Enterprise JJREIN 4 ol il BREARMA T, TH1ERBAA B4 h 0 E WG . B W IF
K DU SO 3 BB R 55 4%

-

— f#l] Google Chrome WA, S5H —A 4 B/ PR B BIET AT, W EW
BT S 3R

- WRIEFEYS XClarity Controller T2 MK mfEysH 6218, WAAHP—P 230
WL EE.

o ZIRRGE WS AE N BB B R, 2o T[] IR YA SOV i L S 3 3K, X Clarity
Controller 3 5P F X L2 il

— CIFS - i/l Internet X FH %:
- WN{EIZFE R & BRI XM H URL,
— WCREIE SO R R LA R B 55 A%, W A3 % SR AE .
- %\ XClarity Controller Jl T Uj W2 & 45 b 0 S By FETiE

{E: XClarity Controller AXH 14, #idsk URL P EE&=H, HHR CIFS R4
W8 T AR IEA A SR P A &S, H URL AE S
- RBETONWIE, HH CIFS PrilE o
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— WMREBMRSHETEAN RO 2RSSR, EH N %R RS2 8 84 .
— NFS - &7 4%:

— i NAEERE RS e A% SCERY URL,

— WRZILZ SO RSB B IR BE 48 IR 55 4%, WA 3% % IR AE,

- REIRTONVE, HE NFS WhiE X, X NFSv3 fil NFSv4, filtn, ZfEH NFSv3,

TIREIET “nfsvers = 37 , W NFS k5545 ] AUTH_SYS &4 J5 R INIE NFS #
fE, WMTBR/EED “sec=sys” .

— HTTPFS - 3¢ F HTTP Fuse WX R %::
- E N RS L i X URL,
— WSRO RO BRI IR B A R S5 A, Ak % IR AE

H: F#E Microsoft IIS AWML 2 IE BRI AT aER A 85 1%, WREAEZEN, BSHE
76 T A BEEAIRNE

ﬁgfﬁgﬁ@ﬂﬁﬁ%i#%%@ﬁﬁﬁ%‘ﬁo I B R A T, 37 B o B R R A A #Y
B 3 Al Bl A o

e % Wi XClarity Controller W7 LA WA, I ] XClarity Controller RDOC FjfigKs
FAE A BB R, PSR BRI A R IE 50 MB, 3X 28 SCHE 7R B B 8K — ELAR B A2
X Clarity Controller WY, HIfimfEfshl & 2% C4 K, RDOC Hele Lk XL F LT
GINE
— CIFS - @i} Internet XPFR%: HXRFHER, ESH LR,

ZN K

ZH IP Mhk’y 192.168.0.100 % CIFS Jli 55 #% backup_2016 H & A A ac-
count_backup.iso 1] ISO SCHAE R Ik 5585 W R BB S BEAT 3 8., THE TRRANE
B, ARpBlH, AT 192.168.0.100 k5545 2 “accounting” W FRFSHEGHH—1,
WATIE, WERER CIFS S5 a AE TR, 7B . AR o 3% 8 o 7 B
& CIFS FHIETN “AXANNEGFRE” , RPN B WX CIFS Ik 55 4% b Uk 4 K5 5
B/NEF IR E, REEH FRE, BMC REMAHPEZFREANGE, FHER
Hi R BIE R, ZfE 82 EEL#ER CIFS R385, 1550 CIFS i 55 4% St SChs, R
SEHEH) CIFS IR 55 as 32 H7 W 2835 531

Mount Media File from Network: 0 mounted + ©

CIFS v Input URL: /1192.168.0.100/backup_2016/account_backup.iso Read-only ]

Mount all remote media

BMC 2 1E48E URL WAtHES, QURPTH AR URL o3, “R&K” ¥ KE, URL ¥
BRI 2 M a3 2R URL MU #% K,
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URL address in the form of /ipaddress/path/ioffile or /domain-
name/pathitofile. The domain-name can be alphanumeric

characters, ", - or "_". It must contain at least two domain items.

— NFS - ISR SE: AXHEAGER, ESH LG,
ZN B
ZK TP Huhikh 10.243.28.77 1) NFS k5545 “personnel” HEHZHN US_team.iso 1 ISO
ORI S5 4 B RSB U AT 2%, TEHEW TRPIATER. NFS “UH=2049" 3%
BIE TR E W 4% 1 2049 B TAEEEIE, RBEHFBOTE, K HREF RN, HH A&
GBI NRE BR e 5] NFS IR554%. 1550 NFS k554 SEMiSCR, SR 81 NFS
JIi 55 25 3¢ 5 WP L 3% 331

Mount Media File from Network: 0 mounted + O

B}

[NFs o] Input URL: 10.243.28.77:/personnel/US_team.iso Read-only

Mount Options:  port=2049

Mount all remote media

BMC 2 /£ URL MHRAEHES . WERFTH AR URL B3, “R&K” ZAKKE, URL
BTl 2 AR RER URL M HUHI#E K,

URL address in the form of ipaddress:/path/toffile or domain-

name:/pathitoffile. The domain-name can be alphanumeric

characters, ", - or"_". It must contain at least two domain items.

- HTTPS - K428 O b :
- WNTEEFRE R G FE AN URL,
— SRR SR Y R LA R A 43 IR S5 4%, N2 3 % R A,
- H#i)\ XClarity Controller H] T i [AliZf2 & 48 b iy SO i FE I,

¥

— 3% Microsoft IS A M Z At h R A 8%, WERREZE L, WEES 5 76
T BRI

- XClarity Controller A X7 144, %k URL H a2, MR CIFS IR 4 1%
SEEIEA G & 2B M P B ER, H URL hASEH. 2l

B B 4% 11 8080 K5I &N “mycompany.com” ] HTTPS 5548 “newdrivers”
H sk ## N EthernetDrivers.ISO W) ISO SCHVE N RS 25 1ol Sk i PURE 73 R 473 2R,
THE T E R NER,
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Remote Disc On Card (RDOC): 0 uploaded (50 MB available) o

I»
at

HTTPS v Input URL. HTTPS://mycompany.com:8080/newdrivers/EthemetDrivers. SO @ Read-only

User Name: test Password:

BMC 21E$8 & URL BB S . WRAH NG URL Jodk, “3” WHAKKE, URL
FET IS HAAXARER URL BwI# R,

URL address in the form of hitps /fipaddress[:port)/path/tofile or HTTPS: idomain-

name[ port)/pathftofile. The domain-name can be alphanumeric characters, '", - or

It must contain at least two domain items. The port number is optional

— SFTP - SSH XAt 4 Br il

- HINAEZEM RS LEALZ SR URL,
— SRRSO R LA TR A 4 IR 55 4%, T 20 3 % A,
- Hi)\ XClarity Controller H T 1Ji[n]ix#2 & 45 b iy S04 By 5L ik,

T

— XClarity Controller A X5 f' £, %#8; URL & 24, IR CIFS 5588 1%
SRR AW EMH P AMER, H URL PAREEK,

— XClarity Controller J£#%| HTTPS MR 55as Wt — A% 1, E81% HTTPS RS54 FT
MM L2 M B, XClarity Controller JG 5 iiF ¢ 4 iF 5 i F Sk,

— 7R - B Internet X FRE:

- ERGPWERIEREMN ISO 5 IMG X,
— WRELE I SCAE N RO R B R SR B A MRS A, T ) 3% 12 IR A

Hr BT RDOC SUHRE SCHEAR N B B e dk . SN BR B BLA i, % B oy i e A oA )
VBRI TISE 7

LA I <

T EfF ] XClarity Controller (.iso /.img) &3 EWARHH 7 OneCLI & # rdmount
Wr R4y, BRI, rdmount ¥ 4TJT XClarity Controller MR, IFH5 ik S el g3k %)
&AE‘EmO

rdmount &M DA T if -

rdmount -s ip_address -d <iso or device path> -l <userid> -p <password> -w port (443)

i, iso MR R :

$sudo./rdmount -5 10.243.11.212 -d /home/user/temp/SLE-15-Installer-DVD-x86_64-RC2-DVD1.iso -l userid -p password -w 443

fEH Java BEF RN ZE#E
AT BT E Java &7 o 2% B A HL A IR
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TP DABE R Java % 7 o 1) iR 55 45 43 BE— A3 AL BB CD 5 DVD JeiK, 3K IK3) 45 USB NFE
MR, A AR A B b I — AR WG BE R 25 2 T . T A PR 3 DA R 3
fe: FFESN (515) Mssas. BB QR, FEMSsas LBRBBE, PLRAEIR S5 &% b 2 3 ol 3 4
RS, WA fe i, AR A E R A IR 55 4% £ 2780 USB HK3h 4%,

H: ZEREH G Java XU TE— Java 3158, 3 B RHEE HTMLS % P RIE4T A BEFT T
1. Oracle Java Runtime Environment 1.8/Java SE 8 2% 5 iR A<,

2. Open]DK 8, ¥ #f HotSpot JVM i & ] AdoptOpen]DK.

WM AdoptOpen]JDK, M #4Zi7E OSX ., Windows Ml Linux Ffi il https://openwebstart.c

om/,

I BRE ST
SN A WY PRSI BB B R SCHR, 3 58 L 2P 3R

. AERE BT Java %5 s B AR A LA B SR R B o B BGE T, BEE R BN MO
KA F .

o B oy 5 R SO SR B S R A o) BRE 2 L DA 32 5 o IR SO R
ol 3 WA S P B S R G ol B 2 L DA 32 B B A AR S A
. B A A L

(=

m N

[ cCreate Image from Folder =

Create a New Image File From a Source Folder

Source Folder:  D:works\test_folders re—
NewImage File:  D:works\test_folders.img Browse
Create Image Cancel

A1 /BREXH

ERERENIRE
R AR PR . U KA CD/DVD/USB 388, 558 B T 2B Bk:

1ERE BT I Java %5 3 6 1 HR A R340 SO 50 R B0 i il S SR B B A0 0 I, Bl A K R 1
IR EHH,

B E.MEMRSSE 71


https://openwebstart.com/
https://openwebstart.com/

B Select Devices to Mount

Client View

Mapped | Read Only Drive

Close

Add Image...

Remove Image

KMount Selected

Map Folder

Scan Drives

H2 THAEBERIARE EO

I PATU T SRR A MR . Uk F1 CD/DVD/USB 4% 3 %% :

o JREA WA :

o B AR T e A L 0% B R B AR
s 3 peT

R R RIE I DR % e (ARG
P ol 2P T 0 2 L WYY 3 A M AR

w0 N
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o 4 : - o i

This PC [-To N

File Tools Virtual Media Help
“ Computer View e
1|/ » ThisPC » v & [ Search ThisPC o
Virtual Media Desktqp 7Y
Transfer Rate: 0 Kbisec { Favorites !
Bl Desktop
[ Targetonve Mapped To | Readonly | Duration |  Read)write Bytes | s " o
|comvo [en_windows_server_201_|ves [o00018  |21504070 iy oW ars E: EEE L
=1 Recent places ”
USB Reset
/8 This PC )% Downloads
Select Devices to Mount =
€M Network ) M
Client View
Mapped | Readomy‘ Drive Close
&} CDIDVD - en_windows_server_2012_;
e Pictures
Mount Selected ‘ Videos
Map Folder ;
4 Devices and drives (2)
Scan Drives
s Local Disk (C:)
ey |
W 709 GB free of 99.4 GB
_ CD Drive (D:)
Bl 1R3.55_X64FRE_EN-US DV9
0 bytes free of 4.23 GB w5
8items =~

B3 RaErumE

o PR IO :
1. Bty W S SO SR 4 L 0 45 T B A AR S A R
2. B oy 3 R T 3% 42 L B MY B e AR A s SO K

B® Windows Server 2012R2
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Client View

Mapped | Read Only | Drive

e o= COVDVD - 3333350

Map Folder Cils ers\chensunmDes 0piaass

Close

Add image...

Mount Selecied

Clear Map Folder

Scan Dnves

120 Virtual Media Java Chart 1010409561

- 8 x ey e This PC
Fie Tools Virial Meda Help “
Computer View
M r ThiPC »
Virseal Madia
Transier Rate: 0 Morsec 45 Favornites l Wideo
| B Deskiop
Targt Dvive Mapgad To Rasd Oaly Duranos Real | Writs Byles F
Ferbable Disk T raikaitn o _talders TaE L ATZIGHI0 | & Downloads 4 Devices and drives (2)
l% & Recent places - Locsl Dk {C:}
USH Aeset -
b 18 This PC .
TEST_Fu1 (E)
+ G Network w —
Biterma

H4. RELMXHF

e 33 CD/DVD B USB Hizh#:

R R R DR I 6 O\ ) CD/DVD 8% USB 8
. A B,

CeERBES DR HiZh e (WRTE) .
P ol 2 T 00 2 L WP T 2 3 A M AR

O N -
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+ 5 s 5 ¢ 1 B = . —
@ vire e 2 2 b | L = | Drive Tools This PC I_Ii-
File Tools Virtual Media Help “ 0
Computer View Manage
i v & Search This PC

N 1 [/ y Thispc ¢ | 2]
uuuuuuuuu v
Transfer Rate: 0 Kbisec { Favorites
Bl Desktop ) h M
‘ Target Drive ‘ Mapped To Read Only Duration | Read / Write Bytes | D load: ¥
|Removabie Disk E [Yes [o0:0058 __|7.436M /4096 ks
2. Recent places
USB Reset : Pictures
1™ This PC
(@ select Devices to Mount X _ f  Videos
€M Network
Client View
4 Vi I )
Mapped | Read Only|  Drive e Devices and drives (2)
7] "

S 705 GB free of 99.4 GB

i wi  USB(E)
Mount Selected
e =
can Drives cted

[¢] (=) Removable Disk - E: am Local Disk (C:)
Add Image... L[ = —

B 5. %& CD/DVD 2 USB 558

CEFERBNBAS B A S SRR A IR A B, I DA S DU BRI R AL

O e 7 B A & Ao VAR R B LSRR Y i A Y SR AE

SURTFBAA S AN SIEAE, ZEEAE AV BOE B AR ST 2 £ M U SR BB
B B S A I AL LRk s AR

HLh R PRIR AL P I PR BRI W,

P A o WA 2 LA A b SO R G v D) N I B 35 £ A1) 3 P R B G A ISO G LAk
P O o e A 2 L B S I B 35 25 5 36 rh B AR

R vy 2 30T 36 2 L DA e R RSB A L W S BB v ) 3 Y SR AR WU B BT R B

T SO IAARE N R SUF RAR #K
R oy 4 400 88 28 2 L BT A M e A R

BEEHRNRE
SR ENM S8, B TR

1. AEMRAN R Java % 5 3 B 1A A MBS B 350K T B0 ol 340 3 4 VB 8 it
2. EPFHBAMIETS, KRR “EEEE” WINE O, GURERZ, RS S LA EHUR

55 % B R 3K
H: AR E M

£ T Y



B virtual Media Java Client 10.104.195.61 - O x
File Tools | Virtual Ilmlin| Help

Create Image ...
Unmount All
Virtual Me{ 4/ Map CD/DVD ...
v~ Map Removable Disk ... 0 Kbisec
Target Drive Mapped To Read Only Duration Read | Write Bytes

CDIDVD
Remaovable Disk

5B Reset

6. gz

TR B IR A&
A 8L 055 R A R R

i ] Microsoft IIS A B Z A IE 1IN, B P ek R iR, WRRAEZEI, HRiELE
MEF 0 H openssl B A AL 2 UEAS . JOH T ER B A B pfx SO #E] Microsoft IIS
IRk 55 4% o

LR R B/ WATAE Linux #R1E RGPl openssl A BN & 2k 15 W= 4l

$ openssl
OpenSSL>

$ openssl genrsa 1024 > server.key
Generating RSA private key, 1024 bit long modulus

e is 65537 (0x10001)

$ opensslreq -new -key server.key > server.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enteris what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:B]

Locality Name (eg, city) []:HD

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Lenovo
Organizational Unit Name (eg, section) []:Lenovo

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

Please enter the following 'extra' attributes
to be sent with your certificate request
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A challenge password []:
An optional company name []:LNV

$1ls
server.csr serverkey

$ opensslreq -x509 -days 3650 -key server.key -in server.csr > server.crt
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enteris what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:B]

Locality Name (eg, city) []:B]

Organization Name (eg, company) [Internet Widgits Pty Ltd]:LNV
Organizational Unit Name (eg, section) []:LNV

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66
Email Address []:test@test.com

$ls
servercrt server.csr serverkey

$ openssl pkes12 -export -out server.pfx -inkey server.key -in server.crt
Enter Export Password:
Verifying - Enter Export Password:

$ls
server.crt server.csr serverkey server.pfx

BEZREHE21E
A% 8L 20 0 45 R R ) 23

ZHR R 6218, WHRAEREH A RMER ARG,

TERSHE

A B £ B R IR 55 2% M IR 55 15 8. o IE I U0 LI RRAUAE R 35 N\ 5378 SR 265 W B A DR R 55
i BN AT

1t XClarity Controller T, HfiPefl A3 P ayIRSy, AREFTFTRIRSEIW, B
VAR 8RR 55 Bl

IR 55 A1 37 Fr B0 HE WL SR I FR 7 FE I B4 B DL A B 55 BOEE . 1% UK R AE B R B B A T 3R
R, MRS B SO a4 A E PG DL T A4 <machine type and model>_<serial

number>_xcc_<date>-<time>.tgz

Blan: 7X2106Z01A 2345678 xcc_170511-175656.tgz

BT tgz #X, BTN tzz W TEMS B, Tzz BB PR S, FHTAMEH
“lzop” ZRKEMBTFWHES.
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AR5 75 /8 1%
AR I £ S A I 2

RENEMEKRA
B P 0155 R A S DA B A M A B P S A BRI R

T8 IR 55 45 W . T 358 4% R 5% % ) Pk DA B B ALK 3R A5 S

BEA
FVF 1 RE F G0 % A 1] 8RR I DL 2 B R N B A 4 44 A R 3 5

H: FBEYS SNMPv3 BLE R “BERN” PN, H4%505H SNMPv3,

LA A
1 3 35 5 i 7 B ATLAR DA 465 B 45 B ML 4R B L IR 55 4%

H: UFBNTIE, BIE Flex TR PAWEE,

B 5
S 452 3 £ 5 9 DA A6 45 51 0 R B 55 3.

Pt
I 35 5 i 7E B AL B DA 265 B 4 B ML AR B L IR 55 4%

K U
T HAELEE b BB DL IS s 5 b R B e R 55 28

#E: FFBONIE, HAE Flex AP ATEE,

3b bl
Fo VF S92 A 55 45 i A AL B AY 50 B B 5 ik
H: WAMHXERE, XU%EERKAAE SNMPv3 #4 BILE 72 B X Clarity Controller & 71 H DA
B —47 8w
R E MRS 2 @ A
R A BB 55 A

XSG N TR R O R IR 55 4% I R AR
A6 R 55 e E B T 3% 500 5 o P DA C B IR 55 25 I S 36 Y e 55 25 8 I A B 0

RUERZBAIRSY
BERGHR VRS HTRERERZDMRIAREE, ZEMIIRE, %4505 Ethernet over
USB #H, AXFHEL, ESM%E 31 1 “HlE Ethernet over USB” , XClarity Controller
HLRBMERGA TP FE S PR E R R R R RIERS, WRBERRAET - REE
Hi AR Wi SZ, W XClarity Controller N #AE R K A ik, X Clarity Controller ¥ %K /Ik 5%
MERRMNG, REEHEINRSGEHEUZIAKE #1E, XClarity Controller R #8 T H7 5 3 Ik

78 XClarity Controller (A% Intel Xeon SP (3=fX) #1 AMD EPYC (5B AR, SB=M) ) M dEM



Saw o WERER RN )5 WAERGOIREGE, WK LR 5585 PR FF B IR T A 4R EL TR 3h
W35, DMEHEREE o m 8, REE)RHRERAFETRTY, WS HEE, K5
FHIIT. ERHARMERAE TR, 6§ MEAERSE VIR T B & 85— A ) A B
WiaHR LM, BERMBERER TR, WERERSEFRF R TR EEFET.

EARBPETRF

BN BRI M POST S8 EIBAE R ST dhia 47 Z TR IN TR R) B . S0 A BE D BB,
W55 )53 Ethernet over USB #H, AXHMMEL, WESME 31 1 “EE Ethernet over
USB” , POST 5685, XClarity Controller 78T, KRG BB RBIMERS, WREMER
GUARRE NFR PP 7R R P 348 £ o A0 B P9 IR AD YR W B2, T X Clarity Controller AN #AER 525
SREHME, XClarity Controller ¥ FF B HT /5 3l Ik 5545 DL 22 i K H #:4F. X Clarity Controller
HEEEF RSk 5 48— IR WRFEHE NG HERSE T SUIREHE, WK LR 5585 PR +5 H kIR
AR AGREL TR A S MR 55 a5, DABE T2 MBI A e [, 5 P SR BT 4T T IR 55 4 BoKs IR 55 45
D5 S ERERGNERERNEFEVEFR. LRARARFETRER, ENEARTFES
R ThiF R P AN HERE, R5RENH, ZRRRNRFESERF, BERANRF
BRI IR R BB LT,

Jd 5K PR S R
R R BRIEEER” PR 48 E XClarity Controller ¥ & 48 15 5 ] 5 P HL I 2 Wil K 46 Fp 1

TERGER Ao o8, EiRERH R PFIEEEEE, HMNTHSIRPIEFE—ANEERFE, &5
BN, EE M XClarity Controller 3 XM IR, 1§ M T HiFIREFEHIEFET,

EZEZRAEER
SR #AE ] ;1 % 3£ 8] XClarity Controller I E/RWTH B, WES AR ZEHHE B,

A5 B 55 0 0 L S £ MR 95 A% SR o B P A N AR B B AR R E B AR A B P ORI B . SEIR
Ja, Hdi B

Y P B F, 78 XClarity Controller % 3% JUTH Ay M 8 DX 4 ¥ .78 1% 3 B UK,

1% B XClarity Controller &9 B 23 18 6]

AR EB P B T ## XClarity Controller ) H A A% E , " ARIEHR LA J IR E X Clarit
Controller [ H 1} H], XClarity Controller ) H i1 i 8] ] T %5 4 H & H il sk W B 5 354
B R 3 v % 4o = I 1) 2

1t XClarity Controller T, Hify b A 09N $h & 45 ] & S i X Clarity Controller HJ H
BiFIE, XClarity Controller ¥ H A CHSEM I, FIELE XClarity Controller 55 B 45 It [H]
P B 55 25 2 IR 55 2 b 19 S IR I B BgE 4 4T I TR) A B D 2B

5 NTP B

LT B X Clarity Controller I 8l5 NTP AR 5545 347 [ 2 :

o W&FH NTP W% W W4 E NTP k5545 Hillk,

o EITHTE 47 EARHEE AL NTP RS54,

o {{AEA ¥ XClarity Controller 5 NTP It 5525 #E47 ] 3 9 K

o M NTP Jit 5545 K7 oy I ) 4% O Bp i R I (UTC) # s
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— WRAE XClarity Controller i %y 2y XI5 iy I [E] A0 H B, 38 M F B3 B ik H R 78 X
3 DX A RS B

— WIRFAEALE R AR AR, EAEEX AN (DST) H3)WNEEIEHE,
o SERIMEREYE, HBdiMA,

SEXNCES

IR 55 4% S Wf Bf B 48 e B B 194 I T T R A b R At S AR X, T B 2 R B I AR A Dl AR M I TRV
Ko W BAE R GUR KNI PR AEAE ) UTC M3, T At 5 A 2% 48 s If () 47 8 D A o i ], IR 5%
LI AR AR A& R, Bk, ¥ XClarity Controller Bt & 4 5 FHL M S 80 [F 25 15, A
F A& X Clarity Controller Q1o £ FJ M S i Iy 4 ZR I i [) #n H

o ML (Fl: Windows) : MK, XClarity Controller TAJy MK i it #i AR E Y I 1] Fit H
TR IS R I XA DST i B5 B 1 A Hh s i)

e UTC (#lf#: Linux) : AT, XClarity Controller A M SE I I B3R B I 8] A1 H #1H
ARSI XA DST (e85 5 B Up it S I BeBET, G DT L 3 B vhask 56 B 7 DX B I X A
Fo B, WL BRI ) H T B O A b DI A I TRD R H T, QR FE AL B R I R A I, Wl 4
EEFN AN (DST) H3h &S M,

o SERIEEUE, AN,

7

o RAEF AN, AE M TR AE N B PR P ) B R 2B 1 X Clarity Controller #AE ¥ A T i
1o B, WRFEEEANFHRNEY 3 A 12 HER 2:00, WHEAEERIEITRT 3H 12 A
RIR 2:10 AT, WZBREEA2 KA, BYRE—B2A %R 2:00, XClarity Controller #f
I ) B UM % = 3:00,

* £ Flex System ', Jo#fE ¥ XClarity Controller [ H I #1 I [A] 5 & ,
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F6E BEFH
5 5 A TR o1 0 05 8 T A A B LR TP A .

Wit B A7 it I R A R DA R I R
L4 )E'é ‘;’H”%E‘
e RAID & H

RAID #4152
B4 1) RAID SEMBE, 155 HA TR 0 E.

Vb B8 .7 A7 B 5 £ O W BRLGE A RIAZ A B DA R PR ANAE B., BaneAr . &R, AR, R
&, AR, BOL AR, SMEARSRIBLE R

RAID RE
ZLHAT RAID BB, 5 BHA LB HE R,

AR EE PG BAEBMELE RAID GRS MMM, BB REEMER, WRRERED
XM, BT AHBREEHESR RAID 5B,

EENEEEMER
AR B 13 2 G R L

PR AL T A9 RAID B Bm, BRIANG UL K 3% o B S S B 0% R 5 B 7n BLA B4 R PR 25
3 PRI AR PR S AR AR AT HE R . A SRR U £ TR AN B () R 0L 28 2% K/ 5|
SHEE) KRR,

ZIEE RAID B, 355 0 4Bk,

AT, WL SRS RS, AR YT RAID M BLWE 8 B BT RAID B PI#GE .
M1 i 2 R AE > S BT AT DL 4R AR

% RAID W%
T B BT e 45 i s b B B A TG B A RO

BRI AL B
SENAEATAS DR B SRR AR AE AR ML At RAID PCEL 7% 55 24 i RAID 18 il 45 P 5%

T WERARA I BE TSR AE 5, 0K W@

e S 228 ) 5 1) 24 BT RAID KB #0018 5045 8 R N S Y “ BV R o kR B iR UG 28 P 4
PR, ORES, AEMBAEEEL. BEERRTHEEL, BhIRAR T INE R R .

H: AEM RAID A LEH L,
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ol Rl AOURE 38K 4 R S 7 R 40U 28 e 9 T
ZAIEH A RAID MBS, THHT AT 2 5R:

W WORTCRARAEGE AR, K5 I0H 08B 0 UL,
1. AT L A7 B 2 S5k 8 8 T 2 B %)

a.

b.

e G PES v QI i LR S I, FEERAE RAID 050, 4n SR AR I A 58 0 2 A5 00 T
i F—%, % RAID &HFETHER - FHRHEL.

X FHLE RAID 4%, SHHEHAMGER. #EHE D SIEFEE - E RN,
1) M TFiX&HI, Web FTHBIAE O TR BRBEEHE 1.

2) GRFEREAE, ARJ5E E B B DCR AR S N B AR 1. R 1 PR R AL,
25 FH 4% I s 25 9% B

3) ;H&%bﬂﬁﬁﬁ%u%ﬁﬂnmﬁ% 2, JEPERERL, AR5 B e @R R b LK BE A A 0 2 e 4
2,

4) B B R SR BE LI M B B e — G R . WARE UK SR MBI R 1, &
Rl 1, R ER MBI EE 1 MR,

5) N SRmE B IR BCR B B R PR, 25 ok S
AL Wh B e 5 v QU B A 2, W BUE B IR A B FES

2. Bl B 10l ik 4

a.

b.

C.

d.

BONTHOL T, Rl A AR BB RIS, T 5% T PR 25 80 B A
] B o Y 28 P A DA B SO B A e

G AR — A R DURE BOR B r AR A RN, B 2R A, B iZ AR DL s 3
MR O,

I SRR U S RO — A, KR FMBR b . OUR — A R DU 55 A 7R BE AR, B oo
Bk P e K S BN B Bk 94T . BN N2 B AR RTINS 1, RO R Q8 % U A

B T A @ AL 2 DL R B % R

W WERA LRSS, FER—RHE.

EENEEFHEBE
AR O 03 2 A A

EEBERET R T, B UEFIEEE RAID #3H 25 MG BE5) . JC I i ke 0L A 43 Fn i 4%
o X T X RAID Bt & WA EE 3%

1.

QRIS A O E RS, R R PP R LR, DT RN D
Zes = R
- R WORBEEL PSRRI, RAID Z000 AAE 5 B 2K

- RMEWA: FIMBEARRME - A4, RAID RS, R, FHIS. HES. FRU %S5
Bfe, B ZH R TMSRA R XClarity Controller R £l 2] i B A7 J8 2k,

- Bdle: ATHATHBRAESN TR . WA RAEAERE SLAL T A PRSI AT H
- RN e ERAEHBL HRSHNEE,
— BRI R MR PN R
- KB B E B R R R E B
— BB AL B E R R A R E O BRI,
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— BRI EM: KRB NTEM,

— PR B E MR K RE S B E R,

- BB BE NN JBOD ek KR nE JBOD B A HES

— W B E R AL W e AL A E O T B E A, ST R R ARG .

— PRI BEE R A E SRR AL KRR AR C N R IE R, B TR AR B A A
NEBREN,

- KRB EREET: KR RENESHT,

2. USRS AR S MORECE REEL, WK B ek RAID BT, @il ik JBOD ¥
BB BRI ATIT — A E 1, i BoR SRR AR B B 2. 8T DU B — A
B2 A B8 B AT R A

BT A X ¢ RAID BB A2 BE#r: XClarity Controller P B8 JG A5 WU 21 &8 43 5% 5% 1 & o
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BTE ENRS[|EHF
A £ A 52 D O

Bk
5T R MR 55 % 1A B — B AR B
ST AR A B SE R R A 4 AT E:

Rahife: REEARESMRABER . I AT R 5 1B

H3KE XCC A NS XCC: JRH)E, B H 00 & A2 6 1 1 A8 A28 Rl il peg g e
Pefibs (ISM) i & Ja M BRI 2.

WA A 2 A AR PR A, BATTRIRES AR AR . I BRAT IE IEC A% [ 1 BT
PSU Wf: HEBS BT MR ACKER . I 04T PSU [ #F 3387,
ARG SR K5 IR 55 45 1 5 72 CIFS/NFS 6% & [F] 25 AT it B B 37,

¥ & 7" BMC., UEFI, LXPM. LXPM %Xz #2 /7 Filid fc 25 [ 48 09 4 g RS AR, 855 BMC £
FRASF 2 RRAS T IR AS A DY Fb 2R 50

Wil AL T B IR
G2l AL TR IR
i BFIEESFEHFENEHRES.
AEH: Z AR LA T

ER:

FES B UEFI Z B, #20K XCC Al IMM B8 Bl 5B oA . LA [R]85 B30T vl e = S S
HH RN

SRR BRI [ 1 BT T R S BUW S5 4% R AR . AR R I F B A RS R R Z B, 3 P
E AL R ORI T S e g L R N R S PN L T R T
WA EEAE R, AHE MIH B 535 % WX 30 12 9 ROA B0 B e W A B AR T 5 ki . T
Web ¥ Wi d3 ATHEHR & XCC R EAEWE, HIHEXAE XCC BT 55 EHME Web T,

Bk SATA M.2 JGHL#S AN, AMD A& B2 IR 55 25 A 2 Ry HDid Be 25 1B 24 56397,

FUREFE R RS RS, DT B EE SER. ERAE R TI S PN R G
PR, FEBLE R AR R VE R P AT IR R AR, R AT AR p R AR, 4
RGN B, P S 7 T A2 3 L YR

A4, G/ PSU BEHEH
SR AR, BRI R PSU AR5,

LFG RGN, BRI AR PSU BfE, 3658 0L T 2 5R:

1. AR LB, Ba2 B “HEHMSHEE GO,
2. B oy ol B 3% 5 5 P A I R S A
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3. W EILRFEM M, ReREHIF, EREER “ERFRSHESE” F0, BEOT2E
7 It 3% B S0P

4. B F—% > UIFIR BRI RRE T SOk B, BRI IE SR, B BaR A,
ZET DL BOIRAR 11, DA Ik 0 A B3 B SO R 5 R IE A R SO . S TR WA, RS H
PR & A7 S ZE B i BT SCPR 388 (4 BMC., UEFI 2k LXPM) W5 B, B30 _BAg 3t
Bub e, Wi F Bk R RS,

5. M WHIT AR B R, MK BN BB R . [P R R e UE s B sk, AR
i 7 EH B3 3) XClarity Controller A B, K2 BAR—FEHMWE. AXWTHEF)EZ)
XClarity Controller W45 8, HSHE 60 71 “HIEHRIE

Iz 2 17 68 FE BB T
P T 1t P S A7 M 5 4 T 2

W ARG SBE, P A DABLE XCC DA K iR 55 45 [ 1 5 A2 CIFS/NFS [ fE# 68 2,
PG N A 2 SUP 2, A3 s Aol XML SCfF, 58 UXSP JoXids XML FAH S ) ik
WS, XCC N CE R XML SCHF, Phidk 2 ¥ X0 b4 € R i 2 /7 OOB B 37 1y [ 4 4.,
VY EPAR GE R N

100 S R A
o Gkt @ o FEHIH R SR

o 4fs X kit O ¢ B TR RI,

o WHi: FMFELTSIE P,

o WY B ETFGE BN,

o Mffrh: [BMTFEASHEE,

PR B O I, T Y RS BTSRRI A B P T 2

NS PEREHT, 1558 DA T PR

WNZREARE S B )R, B R ER EiERAEE .

B oy BT G R T

PEERENEREHRE, WEE, 5 MRE.

Bk SRR, R AE SRR R SE U, BOHBA S R T,

Aol W O X 4 DA W T 5 T AR AR B PR R R

Wn SR 7 TR 30 X Clarity Controller 4 B3, K2 BA R EHHE. AXMTE
i JA3) XClarity Controller I TELIME K, WS BISE 60 1 “HIEHRE" .

LA o
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E8E WAILERE
Lenovo XClarity Controller V7] L4 Bl ] 2 3¢ I 48 B v 1 [t 55 45 1 R S 45 BLIh BB

HZ A% XClarity Controller [l fE Ty AEAI D AEHE 4 AT T AR B MR 55 4% . ARAL MR 55 4% LAY
P 2y 18 Y 25 Tl R 0 1 SR A0 i 5

RY D) Jd I W ST 9 22 35 TG 85 1 R FH 2 X Clarity Controller IS HE,
ZIT WA B, R B BRSO 55 E 1R

f# i} XClarity Controller Web %[ 8 X Clarity Controller CLI 7] T3 LR FEHEHH, #id %
WHHEH T CISK A TR R, W 90

o WIEHH L HALT H T8 5%F] XClarity Controller & 4t I,

o BHEITWIF LR, FFE ISk 2 T SR R AR AU

A KM X Clarity Controller Web H I BLHUIEHFINIMGE B, WESHE 87 W “LRMWIHEHEH” .

5% 88 T “MHBRMIEHY” B5E 88 T “SHMIEE S . A XM A XClarity Controller CLI 4
HEEEHNGEE, BSWE 124 T “keycfg W47 .

M — AR DL4F B X Clarity Controller ¥ 7] 3E, %5 DL T 8
https://fod.lenovo.com/lkms/angular/app/pages/index.htm#/welcome

PLF Lenovo Press W3 #2445 5% Lenovo IR 5525 ¥F v E 45 B AY HABAE B

https://lenovopress.com/redp4895-using-lenovo-features-on-demand

ER: AHEM XClarity Controller Standard %)) B # 1 2 %] Enterprise # . %ETHE
Advanced %, A5 A BEIE Enterprise 2 ZhAE .

RRBERH
AR L £ L 60 R 55 8 I T S 2
BRWIRE S, WM T S

S 1. Hds BMC BEE T 8 HE,
S8 2. BHEFRGWIE,

AR 3. RN VAL Db, % A8 CSCrF B AR ARk SRR 0 R 8 1 SO
ARG AT IF AR N SCAE, e O DS Ik, ESERINME S, EAE I
P17 EW O RS, BE BN DR IR L

JR B 478 B R RS #
#E:
o WRBEERHEHI TR, WAKER—THRE .
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https://fod.lenovo.com/lkms/angular/app/pages/index.htm#/welcome
https://lenovopress.com/redp4895-using-lenovo-features-on-demand

IR 4. R DA R

i R #OE 2 £A
A o 57 AR 5 45 I T o

S BRI P, IH ST PR

B 1. Hidi BMC BCE T ¥ WIE,
IR 2. EBEMERABEEES, R DR,

5%3.E%MW%%%%%%D¢,i%ﬁ%u%%%%ﬁﬁ%%ﬁ%i%m%%%%%ﬁi
XS T4 25 28 TR, 9 ELRFE HBLAE VT REAT L DU,

S 3R 4
A o 57 R 5 2 H T o

LG HMPEEE Y, WA T P IR:

S’ 1. d BMC BB T R E,

S8 2. M UWIEEHE” mE, EFEESHMTEES, RS H,

S8 3. FESBEEIEE b, BESEBUMABGEEHSH, SphBlE D BOEESH S g
*0

SR 4. EBFEM TR E 3%,
Wt e MR 55 4% 5 BT 3% 1 B0 4
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% 9 E Lenovo XClarity Controller Redfish REST API

Lenovo XClarity Controller #ift—4l5 Redfish #% Hi# 5 5 H i) REST API, 7 /T M Lenovo
X Clarity Controller HEZLPAAPz 47 #Y B #2715 7] Lenovo XClarity Controller U4 il it 55 .

XA HKE Lenovo XClarity Controller B 848 B E| ALK, TR LM TES Lenovo
X Clarity Controller M5 4 i 0 & 55 137, 415 W — R 4ol W3R R 55 Liaf7, 3% API
3 F47 L #5 # Redfish REST API, #ilid HTTPS Wil i,

{ XClarity Controller Redfish REST API H ;" # 8 ) L F DL T KW 3 :
https://pubs.lenovo.com/xcc-restapi/xcc_restapi_book.pdf,

Lenovo AL IF ¥R Redfish A, JF&X %5 Lenovo Redfish REST API &1 9% #: Ik ] DA F 4
S, X IR B A AT AE I 3R F -

¢ Python: https://github.com/lenovo/python-redfish-lenovo
®* PowerShell: https://github.com/lenovo/powershell-redfish-lenovo

55 Redfish API #I5<H) DMTF MIEAL T : https://redfish.dmtf.org/. MM 72t Redfish REST
APT Ay — BB i e fth 2% Bl
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F10E HmSITHRE

ﬁ?ﬂ:iﬁ;@ﬁ 45 B4\ S BRI IR 2 X Clarity Controller HIfir 4, 1fi Jo#%{#i il XClarity Controller
Web )

f# /] XClarity Controller iy 247 M (CLI) 7 ¥i[i] XClarity Controller T A 246 Web F
i, ERMT Web Fi 424t iy —#k 2B B e

R PLEIS SSH 21 i lal CLI, #7051 id X Clarity Controller TAIE, ZRJ5A4 AEK HH CLI fiy

%,
RIS ITRE

¥ AR 8 45 B i B CLI,

il CLI, i&[" XClarity Controller /] IP HilikJ53) SSH i (FXHEZHER, HSHE 91
W “HLE serial-to-SSH HEH” )

ERIGTITLE

AR LB A E R ERB G LITRE,

FR SR B AAT, THEH T PR

S 1. B 5 XClarity Controller HJIE#,

S 2. R AR, WA ID,
B 3. EHEWERAFL, N T HFE XClarity Controller 5,

BOBFBIWL1T. WK ERWSITRRN system>, MAfT2IE4KEE, HEKAEML
17 EHON exit, BOERFHFHETH K,

B E serial-to-SSH EE [
A E B MR X Clarity Controller A B 47 255 IR 5528 A A5 B.o

Hlid serial-to-SSH &[], AL H B 7 DK XClarity Controller FI1E #4740 IR 5545, B H
THAOBEEMN, FPLEN SSH EZ VMRS 5 H,

¥: CLI console 1 4 H @ COM % g 3h B 1 & M 23 .
B2

$ ssh USERID@10.240.1.12
Password:

system>

Pk B SSH 2 B B #8 #% 2] cOM2.
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ESC (

i NGB AR 5 LR F B CLI, 7Ebafld, 3% Esc #, REWMANLERTES. K B2~ CLI #5
7, PAiB/Ri& M % IMM CLI,

system>

AANE D
Ap %'IE'/

B A A BN LY M7 CLI ¥ A\ v 2.

3:':

S Ay A B, 3 B DA T v
WA 2 # B A LT

command [arguments] [-options]

WA EX S KIE,

WA B EWNIE,

P S 2R b 0 R IRAE v 2 I T o 3R IR A S RUR T

%;%ﬁﬁﬂ@ﬁﬁﬁ#ﬁ%%’ﬁﬁ?ﬁ (<) o WRIUATDARA LS (AT RE) , WAl PR KIET (%
I o

WREANEFRAGA S, WL LHSE BT, -

ifconfig eth0 -1192.168.70.34 -¢ 192.168.70.29 -s 255.255.255.0
H, ifconfig 4, eth0 ¥, -i. -g fl -s BIET, EWRBIF, EEANEFTHBAEES
.

TSRS RBOET R IER, FTHSABTHWAR®SL.

Th &€ 1 BR %I
AR E A4 LI # 3 R R

CLI HA PAF sl aE A iR i :

AVFHEE SSH #4724 H R CLI &1,
AT R4 (FREIN 1024 25, BFESK)
KA EH ELL TR ME— 10 2 58 o 58 2 £ FF 38 % SR 48 o A5 I i N\ O 2457

1) b 77 1) B ) T 5 1) B RS TR0 BRI A 4. history W54 BRI N\ A BB, W
AR ST HEA iy 2 By Pty L, DL Rl B
system > history

0 ifconfig eth0

1 readlog

2 readlog

3 readlog

4 history

system > !0

-state enabled

-c dthens

-1192.168.70.125

-9 0.0.0.0

-5 255.255.255.0

-n XClarity ControllerA00096B9E003A

-rauto
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-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00
system >

£ CLI H, HithZoh XER$N 2 KB, AEATHM, B4 H AR 2048 725, I
FREAEHF B O EE R (7S O EE RS ZWERE) .

18 B SCACTE B TR R iy & PUTIRZS, WL TRl b s
system> power on

ok

system> power state

Power: On

State: System power off/State unknown

system>

WA EX S KNG,

IR ESHZHEVPNAE "2k, B, ifconfig ethd -i192.168.70.133 & A IEH 1 15
Yo IEWHRIE SR ifconfig eth0 -1 192.168.70.133,

i A HEA -h, -help F1 2 &I, EAITREEEIB . LT A 2635 32460 [F 45 5
system> power -h

system> power -help
system> power ?

DT RN EEa S RN RS E P TRRA T, EEE KN E I LML 15)
*®, EMA help 8¢ 7 &I, WPLTFRBIHFR:

system> help

system> ?

1t Flex System ', —S6i% & il CMM &8, 1fi JLIELE X Clarity Controller H1Z¥L,

B R F S By a2 Bl R

AREEE S IEFBIF S B CLI av 255, FAar SR T REE, 81 et ERas
Kzt RILe, HEMAENEL.

PL'F 2P H XClarity Controller CLI iy 2 W58 85| %  (FFREMFHES) -

% 109 7 “accseccfg 4"
%172 “adapter fiF 2"
5% 110 “alertcfg 4"
% 155 “alertentries iy %"
5 111 B “asu iy 4”

% 114 “backup 4"
% 157 7 “batch fir 2"

% 160 “chconfig ¥4
% 162 W “chlog 4"

% 162 “chmanual 4"
% 158 T “clearcfg fiv 4"
% 96 T “clearlog T4

% 158 1 “clock fir %"

b= D= D = D= R = D= = D= B = =)
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%8 109 1 “console 4"
% 175 W “dbgshimm fiy4”
% 115 71 “dhcpinfo fiv4”
% 116 T “dns 4"
%117 W “encaps 4"
%% 118 W “ethtousb 4"
%95 T “exit A"

%5 97 W “fans W47
%97 T “ffde A"
%119 W “firewall 4"
%107 T “fuelg 4"

5% 120 7 “gprofile fir 4"
% 120 7 “hashpw W4
% 95 W “help 4"

% 96 7 “history T4
% 98 U “hreport ¥4
%159 T “identify 4"
% 121 W “ifconfig M4
% 159 W “info W4

% 124 T “keycfg it 4"
%125 W “ldap W4
%100 T “led 4"

% 99 W “mhlog 4"

5 131
5 132 “restoredefaults iy 2 ”
% 132 T “roles 4"

% 134 W “seccfg 4"

5 134 T “set 4"

(13 2
restore TJLI? /7\

e £ 174 W “mvstor 4"
o 127 U “ntp A"
e %127 W “portcfg T4
e % 128 W “portcontrol fiy4”
e %8 129 7T “ports i d”
e %8105 71 “power fF4”
e %5 108 71 “pxeboot fir 4"
e £ 130 W “rdmount 4"
e %101 B “readlog 4"
e %107 W “reset A"

I

U

T
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e 134 W “smtp A7

o %135 “snmp 4"

o % 137 “snmpalerts it 42"’
e %8 160 “spreset ¥4

e %f 138 “srcfg T4

% 139
140
% 141
% 163
% 144
% 146
% 102 71 “syshealth v 4"
y
% 103 U “temps 4"
% 147 W “thermal 4"
%147 W “timeouts 2"
%5 148 “ts WA
% 149 “trespass fit %"’
5% 150 “uefipw 4"
% 150 “usbeth iy 4"
% 150 “usbfp 4"
% 151 “users iy 2"
% 103 “volts 4"
% 104 “vpd 4"
P

“sshcfg 4"
“SSI ﬁi}é\ b
“sslcfg T4

“storage fir 4"

“storekeycfg iy 4"

b= = = D= B = W= D= = = = S|

“syncrep fir 4"

=

b= = == = = = S

XHAERFRTS

AR 8 R BRI R R A S R P CLI an 2 B 3,

YA 3 KL WA:

exit in S

i v 4 w4 CLI 26,

i exit W4 AIHEHH L5 R CLI &,

help 8%

AT N SR (BT P

M help AW BRI A w4 MSR, DREA WA MRIRNR, 0w DUFE 64 327 57 0§\
?

o
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AL A
g <

history
Pt A PRAE DR R iy A B3

i history fiv & RIRHH K5I MPT RIC T, WAL BM NS, RiF, WHEHRIIE
FPrtETF X (RITHEAEA 1), DLEHTR HBe DT il sed & b i fiv 4

N E

system> history

0 ifconfig eth0

1 readlog

2 readlog

3 readlog

4 history

system> ifconfig eth0
-state enabled

-c dthens
-1192.168.70.125
HISTORY-g 0.0.0.0

-5 255.255.255.0

-n XCCA00096B9E0D3A
-rauto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00
system>

BRBS
A F2 B P B MR 4% CLLI fiv & 151 3%
YHTA 11 FEEH 4

clearlog %
Uefir A BT B IMM 4 H &

fiH clearlog ¥4 FIH Bk IMM B S {F H &, BB BREF H S B R A BE i B a4
H: Mo S DU SR AR B
TRERIER NS

# 7. clearlog &%

AR AT PIS B, P 3% 2R 3% S A 4L AR

1% mit i g

-t <all | platform | audit> FOERA, R ERA R RA, WARRNEE B, K &
B R 2RA,

AR RA R

o all: FifFMRA, WIHEFEFMHEMERFE,
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 platform: “FHFMHRA,
 audit: HRZFMRA,

ZN/E

system> clearlog

All event log cleared successfully
system> clearlog -t all

All event log cleared successfully
system> clearlog -t platform

Platform event log cleared successfully
system> clearlog -t audit

Audit event log cleared successfully

fans %
Bty 4 H F 87 IR 55 25 X il 3 B,
i fans 4 0] B8 MRS 25 X a8 B 3 B,

ZN B
system> fans
fanl 75%
fan2 80%
fan3 90%
system>

fidc %

I iy 4 FH T A BT O R 55 B a SO

B FH B R R R S AR (fFde) iy 4 2 IR 55 B0 IF K5 A% 18 B L LM

UTFIERMES fide fir 4Bl A B 8 fir & 4Lk
* generate, BIEHT IR 35 EE XA

o status, K2R S5 BURE CAFRPIRAS

* copy, S HIBLA MRS EE

o delete, MHERILA kS5 E R

TR ERET S

# 8 fldc w2

TEREADZITZFIRM, BRI, 5 5 8 Ak 5 BRAE 5 B

3% v ik fid
-t R 1 CLBEs#ehE) 4 ORSEIR) . WBISFAEESHA WA H
BRSO S5 B AU &4 H B Asch:, BIMEN 1.
£ RS A B sfp HAn | X T sfep, 3B SE B R AR ol fE H % %Wk EERRE / (~/ 2%
H . fempl) o BIMERE 7 504 B 4 F
-ip ! tftp/sftp R 55 #% WY sk
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# 8. fldc m< (%)

& 15 ik i

-pn ’ thtp/sfip IRZ5 40 5 | BOAER 69/22,
-u '’ sftp IRS5 a2 0 P 44

pw ' sfep IR552% M0 %15

1. generate Fll copy fiv & 1 fif In %

s
ffdc [options]
option:

-tlor4

-f

-ip ip_address

-pn port_number

-U username

-pw password

ZNIE

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -t 1 -ip 192.168.70.230 -u User2 -pw PasswOrd -f /tmp/
Waiting for ffdc.....

Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123_xcc_120317-153327.tgz

system> ffdc generate

Generating ffdec...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -ip 192.168.70.230
Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123_xcc_120926-105320.tgz
system>

hreport &3 %
i e iy & 7T 2os iR A B A7 R GL IR o

T#EENRN hreport 4.

# 9. hreport S
TRE—NZIWHNERE, HIAF hreport 74 I 14 4 B,
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# 9. hreport S (%)

% Wi i

L307 B FE AT RO R4
copy ¥ LA AR UL A
o B3 i B B A 32 AR UL AR

TRER generate il copy LIS

# 10. generate F] copy S
TRE—ANZITPHNIEK, H generate M copy iy 21T DA B 3% T7 iR 4 Bk,

-£ MR sftp Hin Hsr (RRIMER ARG AR AT ( 8T sftp, f#
HSE BB AR BRAE B A HR)E M 1 (~/ B iempl) )

-ip thtp/sftp Mk 55 4 19 b ik

-pn thep/sftp M55 M5 15 (BRIAE R 69/22)

-u sttp MR 55 4% B9 P 44

b sftp Mt 55 2% W% 1%

mhlog %
5 I My 4 T R AP T SRR E A H A
T BRI S

# 11. mhlog &<
TRE-ANZATPIPI B, F % 5 sk 55 4if 1A 4 e

3% W ik

-c <count> B8 “count” % H (1-250)

-i <index> BRMET (1-250) LIFhEI%&HE

£ e H & SO S 44

-ip thtp/sfep M55 4% W b hk

-pn thep/sftp IR 55 a5 Wum 5 (CBROIAMEZ 69/22)
-u sftp 55245 W P 44

-pw sftp AR 55 4% B % 15

gt

BIRNAEREWTRR:
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05/08/2020,04:23:18
05/08/2020,04:23:22
05/08/2020,04:23:22
05/08/2020,04:23:22
05/08/2020,06:40:37
05/08/2020,06:41:26
05/08/2020,06:43:28

Type Message Time
Hardware SAS Backplanel(SN: XXXX9CE009L) is added.
Hardware CPU 1(SKU NO: 50844440) is added.
Hardware CPU 2(SKU NO: 50844440) is added.
Hardware M2 Card(SN: R1SH9AJ0037) is added.
Firmware Primary XCC firmware is updated to TGBT99T by XCC Web.
Firmware Primary XCC firmware is activated to TGBT99T.
Hardware PSU1(SN: D1DG94C0075) is added.

A A
led a0 <

5 FH b iy 4 T R A1 E LED R,

led ¥4 7 B8 Fi% B RS54 LED BPIRE,
o BATARHALNTIEIA M led 4% B8 01 H AR LED FIRZ,
e led -d WA ET LAY led -identify on T2 IET 45 G M.

TRERIE NS

7 12 led

s

TERE-AZITZFIEM, BEERI, R Ak B AE 1 AE B

% mi g i

-1 KT A R R RG T AN LED RS

-chklog KM H & LED FS

-identify [ B AIMERIN LED FPRES off, on Al blink
-d A48 € IN 1R BE 4T H #5 3R LED Mg (Fh)
Gk
led [options]
option:

-1

-chklog off

-identify state

-d time
N E

system> led

Fault off

Identify On Blue

Chklog off

Power off

system> led -1

Label Location State Color
Battery Planar off

BMC Heartheat Planar Blink Green
BRD Lightpath Card off

Channel A Planar off

Channel B Planar off

Channel C Planar 0ff
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Channel D
Channel E
Chklog
CNFG
CPU
CPU 1
CPU 2
DASD
DIMM
DIMM 1
DIMM 10
DIMM 11
DIMM 12
DIMM 13
DIMM 14
DIMM 15
DIMM 16
DIMM 2
DIMM 3
DIMM 4
DIMM 5
DIMM 6
DIMM 7
DIMM 8
DIMM 9
FAN

FAN 1
FAN 2
FAN 3
Fault
Identify
LINK

LOG

NMI

OVER SPEC
PCI1
PCI 2
PCI 3
PCI 4
Planar
Power
PS

RAID
Riser 1
Riser 2
SAS ERR
SAS MISSING
SP

TEMP
VRM
system>

Planar
Planar
Front Panel
Lightpath Card
Lightpath Card
Planar
Planar
Lightpath Card
Lightpath Card
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Lightpath Card
Planar
Planar
Planar
Front Panel (+)

Front Panel (+)

Lightpath Card
Lightpath Card
Lightpath Card

Lightpath Card

FRU

FRU

FRU

FRU

Planar

Front Panel (+)
Lightpath Card
Lightpath Card

Planar

Planar

FRU

Planar

Lightpath Card
Lightpath Card
Lightpath Card

off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
0ff
On Blue
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
0ff
off
off

readlog i<

a4 ERs IMM 4 H &,

i H readlog fr &I 28 IMM HFMEHERH, KA BAIAFMHEHE, & HIEMEH 250

I 7 27 o

% 10 . Ay

<
-
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readlog Al &R HF H B P AT A% E, B RkKPUTZM LB MNEH K BITHER, DaER
LN ETAZ R T T

readlog -a W RN F A HERWARHE, NEHFZBITHER,
readlog -f W HE I BRFHAEPMET 5 M5RE, MNEHFEFHER,

readlog -date date W 78 Pk mm/dd/yy #RIFE T E H B R HBRHE ., 7D
(1) ZrkaryE %,

readlog -sev severity P R fREEHMELR G (E. WHRIT) MEHFHERH. BWRLRDERL
(1) 43 BBy = EREG )3,

readlog -i ip_address A% B H TRFZZEF H &R TFTP 2 SFTP /IR 55 25 # IPv4 55 IPv6 IP Hi
e, A0 -1 AR E ] TR EALE .

readlog -1 filename IR E F/F H B XM # . i M -1 a2k W TR e hr e .
readlog -pn port_number ] B/~ 8% E TFTP 3% SFTP k5548 Mo H 5 CRIMERN 69/22) .
readlog -u username 3% SFTP 554+ M H 7 %

readlog -pw password FJ$8&E SFTP JIk 5548 Y %14,

Wik
readlog [options]
option:
-a
-f
-date date
-Sev severity
-iip_address
-l filename
-pn port_number
-U username
-pw password

ZNE

system> readlog -f

112017-06-17T09:31:59.217 Remote Login Successful. Login ID: USERID

from SSH at IP address 10.134.78.180

212017-06-17T07:23:04.685 Remote Login Successful. Login ID: USERID

from webguis at IP address 10.134.78.180.

312017-06-16T11:00:35.581 Login ID: USERID from webhguis at IP address 10.134.78.180 has logged off.
4712017-06-16T11:00:15.174 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
5 12017-06-16T10:40:14.352 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
system> readlog

6 E SERVPROC 12/18/03 10:09:31 Fan 2 Fault. Multiple fan failures

7 ESERVPROC 12/18/03 10:09:31 Fan 1 Fault. Single fan failure

8 1 SERVPROC 12/18/03 10:09:25 Ethernet[0] Link Established at 100Mb, Full Duplex.

9 I SERVPROC 12/18/03 10:09:24 Ethernet[0] configured to do Auto Speed/Auto Duplex.

10 I SERVPROC 12/18/03 10:09:24 Ethernet[0] MAC Address currently

being used: 0x00-09-6B-CA-0C-80

system>

syshealth #%
I iy 4> $2 A3t 12 A7 IR UL B 3 3 B 2L

i/l syshealth iy 2 " B8 IR 55 8% B AR OUBE B FAF MR, BrNARR: RS, R4
W&, AR (BHFEXE, BIEESR, #%, Q8. W) . EHRE IR IMM R,
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W

syshealth [argument]

argument:
summary -display the system health summary
activeevents -display active events

cooling - display cooling devices health status
power - display power modules health status
storage - display local storage health status
processors - display processors health status
memory - display memory health status

il :

system> syshealth summary
Power 0On

State 0S booted

Restarts 29

system> syshealth activeevents
No Active Event Available!

temps &%
A 4 2N B A IR R IR R B B

fiH temps fir & W B8 BT A IR EANR B HE. B —4LRES Web F1HE HHI

Example
system> temps

Temperatures are displayed in degrees Fahrenheit/Celsius

WR W 1]
CcpPul N/A N/A  80/27
CPU2 N/A N/A 80/27
DASD1 66/19 73/23 82/28
Amb 59/15 70/21 83/28
system>
¥

1. % th B A LR A 8

WR: & EE (IE B )

w: B el R B E B
T: #J¥E (CHAEifE)
SS: BRAL (e 5 BB L FR)

HS: BERHL ORI B LR )

2. P i B A0 DL AR G BE /8% R BE N B

3. NJA E2RAEH,

volts ip &
15 R Iy 4 S TR 5 8 L £

%10 HE. AT RE

103



fEH volts iy & Al B R frf LR AL BE, B/nr—4lHES Web R H M.

Example:
system> volts

Sv 5.02 4.00 4.15 4.50 4.60 5.25 5.50 5.75 6.00
33w .35 280 2.95 305 3.4 358 I b3 3.0 I8
12w 12.2% 11:30 311.30 1150 11.85 12:15 12.25 12:40 312.85
-5V -5.10 -5.85 -5.65 -5.40 -5.20 -4.85 -4.65 -4.40 -4.20
-3.3v -3.35 -4.10 -3.95 -3.65 -3.50 -3.10 -2.95 -2.80 -2.70

VRM1 3.45
VRM2 5.45
system>

T R DL B AR
HSL: WCHL TR ORI PRE BE THR)
SSL: #HORHL TR (A BRE THR)
WL: #& TR (R ABEETR)
WRL: %&8E TR (5w R ENEH)
V: HBE (Y4H7E)
WRH: %5®HE LR (ERBENEE)
WH: %& B (el A EE LR
SSH: #Hl ERR (A BE LFR)
HSH: #XHL BB (ARIRE BE ERR)

vpd @S

BE A4 57 5 IR 55 28 T AE A AR R SR BRI L B A S 5 500l (B~ )

i vpd AT RRFRL (sys) . IMM (bmce) . t554F BIOS (uefi) . Lenovo XClarity
Provisioning Manager (Ixpm) . WRE#EMF (fw) | IRFHBAMF (comp) Fl PCle &% (pcie)
AR A . RoRHIfE B S Web H T HHIF

Wi

vpd sys - displays Vital Product Data for the system

vpd bmc - displays Vital Product Data for the management controller
vpd uefi - displays Vital Product Data for system BIOS

vpd Lxpm - displays Vital Product Data for system LXPM

vpd fw - displays Vital Product Data for the system firmware

vpd comp - displays Vital Product Data for the system components
vpd pmem - displays Vital Product Data for Intel Optane PMem

vpd pcie - displays Vital Product Data for PCIe devices

ZN
system> vpd bmc

Type Status  Version Build ReleaseDate

BMC (Primary) Active  0.00 DVI399T 2017/06/06
BMC (Backup) Inactive 1.00 TEI305] 2017/04/13
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system>

BREBRRMNEFEZHEH TS

AR 32 8 R BRI S Bt R IR A TR 3 CLI w4 3K,
YA 4 KRS BIEMERE WL

power 5%

M iy 4> il 328 0 A 2 o] e 55 2% LR

il power 3 & RIRHI MR 5585 . ZR ) power v 4, B HBUHA TR M55 4 i YRS AE BT
Jei 3 Ui Tl BCRR 2 531

THREETH power WAL HHAN a2,

# 13 power &%
TFTRE—NZITZDIRME, BE power WA, AR DL K5 & RBANE B

fir 2 il & i
FTIT A5 b Ay 4 T T )i ik 55 4 LU on il off
KAl 5 Btk iy 4 T S Al 55 45 LU on fil off

H: s BB RHBMER G, KI5 KA.
power cycle | fifi F b iy 4 W < P AR FHATOT i 55 4% IR
H: s BB RARMER G, RIe KA.

power enterS3 | i jj bty & PR RMER AR T 83 (IEIR) #A,
W VR SHRERGIT AR GRAE H sy &, IFERT
MR 55 4 LS HE S3 B,

power rp A5 F MG 3% 25 AT 8 AL IR R SR, alwayson | alwaysoff| restore
power I Bb iy A R R AE RGN 83 (REHR) 5K Hh e
S3resume Mg

o SV MR R GIE R I A R e A, AR
AR5 ds L# R S3 A,

power state 5 FH B fiiy 4 T 275 i 55 4% L JRCIR 2R DA B IR 55 4% Y on #il off
AP

TR A power on, power off fll power cycle T4 I,

7 14. power S

TEREADZITZFIRM, BEEB, 550 Ak R R A5 B
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7 14. power < (%)

3% mit

i i&

-S

LR T AT SR PR R S8, AR R ST 4%
7:: X power off fl power cycle v 2 ffi ] -every
T TN I 4 -s IR

-every

MIET 5 power on, power off fll power cycle
i 4 TE BB FH T 4 o i 55 4% LR ST DA EAT
TF. KPR 55 A B IR B O P FHAT JT IR 55 45 HE TR AY
HE, BHEASER (8 HSER) .

W BTSRRI 3% SR R O B
MILAT .

Sun |Mon |Tue|Wed| Thu |

Fri|Sat|Day| clear

-t

3% 5 AT 4 A2 FT 0T R 55 A IR, QPRI R AR &R
G, RPN Ss A HLUR DA B ST B il 55 4% 4 B 1)
(RL: N8 o

R TF#A: hh:mm

55 FH 328 50 T 4 A2 AT 0T IR 55 4 IR H Y. X
power on fit & BIHP FEIE I

H: AEANE A2 FENEH -d fil -every i&
Iﬁo

AT mm/ddlyyyy

-clear

55 e 306 350 P 5 B HE R AT R RIE A, ax 2
power on T & I FEIE I,

Wk

power on

power of f [-s]
power state

power cycle [-s]

DR B power fir 4 7 .
TG H 1:30 SCUBE R GRCPHIR S 5, WHADL F s

system> power off
-every Sun -t 01:30

LAERR 1:30 XPARMERGIH BTGNS, HMALT WL

system> power cycle
-every Day -t 01:30

AR — 1:30 T RS A IR, HMAL T W4
system> power on
-every Mon -t 13:00

BAE 2013 4F 12 A 31 H T4 11:30 TP IRSS 45 IR, iE#iADL T a4

system> power on
-d 12/31/2013 -t 23:30

L B R S BT OT IR R, AL T4
system> power cycle
-every clear

106 XClarity Controller (HL# Intel Xeon SP (32=f) f1 AMD EPYC CEMR, H=R) ) A




reset 8%

I Ay A 1 3 fe] TR B IR 55 2% HL R,

i reset A REHBIRS S, EEHNGS, B PH BIEMEH S 3 U AR,
TRERIETNSE,

# 15 reset
TREANZITZF) K, BEET, ETBET KMENE S,

% mi ik i

-s HERS A, RARERS.

-d ¥ B W PT IR R 4 € AP B 0-120
-nmi RS2 AT R T (NMI)

Wk

reset [option]

option:

4
fuelg %
iy 4 ST AT 5 T 5508 HhL R 5 L

BEH fuelg fiv 4 7R A 5% IR 55 45 F0L IRCBE FH A7 00 A0 5 8 DA B B0 B TR 55 A LA B, IPb iy AR T 8 187 )
REHBFICRII R M, TRERETH S

# 16, fuelg <
TEREADZITZFIRM, BEED, R Ak w5 B

1% Wi Wid fi

-pme 1E R 55 4% L a F SA i e A BE A o R ERR, on il off
-pcap- BB MRS 4 oh R ERRAE, input fl output
mode

-pcap XF H AR B A7 WA ETIET A fuelg AN ERE— | LBUE
ATEZ) R b PR B B

-history | @ R ThRE skt AB DT 5 0 % pc 1 perf
-period SRR (1. 6. 12, 24 /M) DA /IN IS g B AT 4 A
-pm B 0 2 22 90 A% L VR B SR R K o bt - AL

o rt- JUAEWE (BRIN)
e ort - N_1 TR A

-zm AR AR, R ENICR | on M off
SRR, A REEE IR,
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&£ 16, fuelg S (%)

3% Wi iR fi

-perf BAAMEGHEMEER, GRS, MBI VO, | A4

-pc 2R 24 i Bh 6 * output - R Y H B hFE. NT
PRAE AR ST, ERaER
5. CPU., WA A4 /3
#&; AT ITE TR RSE, BRX
BE R

* input - BN Y ETHIADFE, BIER

S FE

W

fuelg [options]

option:

-pme on|off

-pcapmode input|output

-pcap

-history

-period

-pm bt|r|rt

-zm on | off

-perf

-pc input|output

ZN Uk

system> fuelg
-pme: on
system>

pxeboot 5%
My A W] R 1% B BUS 3 AT S SR A

15 TCAEAT I I5 1% UL T 1247 pxeboot K i& [0 4 B FiUR s PATH B B . TR BRIETHSHL,

# 17. pxeboot w S

TERRE BRI ZFIRAE, BEEN, R RSB S S,

% Bl i i

-en HETRRSGEH B3 | enabled. disabled
B TR B AT IR BE A 1

Bk

pxeboot [options]

option:

-en state

ZNJE

system> pxeboot

-en disabled
system>
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EOEEEHDS
A B TR L 4

NAE—4BHOEEMMS: % 109 1 “console & ,

console %

Bb 4 TR 3h B D EE mEH 6 21
f#i il console fir 4 FI Xt IMM $85& iy & 15 3h 8 1 & & il & 298,

Wk
console 1

BREGRS

AR AR B S BE L B CLI 4 AR,
WHIA 41 KME ML

accseccfg 1%
Ay & BRI ELE K P 2R E,

AETCARAT IR TS UL FIE4T aceseccfg AR BRI A K Z2E R, TRERET NS,

# 18. accseccfy @S

e —

TRE—ANZITZF)FAM, SR, IR FETOCHAE B E S,
1% B ik i
-am BE M PN &, local, ldap. localldap I ldaplocal
-Ip BB KBS KRR B Z G MBUE | /T 0 F1 2880 Z[E], 0 = BUEMASFIM
o () .
-pe EBHNEB (KRB0 . T 0 1365 Z[El, 0 = KAFH
-pew 8 el 30) 300 4 4 I i) B T 0 F1 30 ZIH], 0= KkAEE
T A 3 4 i () B 6 0 T
25 1y 3] 1 I 1) B
-pc B0 B 2R R RS, on Al off
-pl KB, WARBH T HEBE RN, WEBKEST 8
32 2, BN, BEHKEMNT 0 32 ZH,
-ci 5 66 25 e SO T TR B (/DN T 0 f1 240 2], 0 = SLEIE K
ﬁ) o
-1f B 7 R M e R IR B T 010 ZH, 0= KAPE
-chgnew RS E B SOE P R . on fll off
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# 18. accseccfg S (£)

1% v #id fii
4 T4 P S F 0 A1 10 21, 0= SLHES
-wt Web fil Secure Shell JEiHEZI 235 | /T 0 1 1440 Z[H]
A (a8 .

Syntax:
accseccfg [options]
option:

-legacy

-high

-custom

—am authentication methoc
-1lp lockout period
-pe time period

-pr state

-pc state

-pd number characters
-pl number characters
-ci minimum interval
-1f number failures
-chgnew state

-rc reuse cycle

-wt timeout

ZNE
system> accseccfg
-legacy
-am local
-lp 2

-pe 0

-pr off
-pd 1

-pl 4

-ci 0

-Lf 0
-chgnew of f
-rc 0

-wt user
system>

alertcfg @<
i b A BRI E IMM 2 RERERS .

AE TCARNT LT 15 0L T84T alertefg A BRI A £ RERERS . TRERETMSR,

#F 19. alertcfy <
TRE-AZIT=ZDIEM, SEET, IR MIETOCHAEMAE B
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£ 19. alertcfg w2 (%)

% o iz i

-dr BE IMM EHREER AR [0 2 4.0 480, % 0.5 438k
IR 2 18] & R 1]

-da BE IMM ARSI T80 | 0 2] 4.0 48, % 0.5 435k 3
R 2 T A I TRD

-rl WEAERIZ AR MERT, (02 8
IMM i Ah 22 1 R 326 48 3 i TR B

B

alertcfg [options]

options:

-rl retry_limit
-dr retry_delay
-da agent_delay

ZNE
system>alertcfg
-dr 1.0

-da 2.5

-rl 5

system>

asu Mm%
A4 H T E UEFI X HE.

Advanced Settings Utility it 4 (ASU) HTHLE UEFI 8. WHAEHEENRS, £/ UEFI
W B R R

THRAETH asu WAGGHEHAN B2,

# 20 asu S

TEEANSIT=ZFINER, WY asu WASGHAN 0w &4, HpRAtxsaSh
3R A AN SR R

i % ik fi
delete 5 FH e iy 2 M B 35 B Y SEB sk . IZIRE B AR | BESH
SV BRI SEH], Hlan iSCSLAttemptName.1,

B fEH a2 BRI RSB E N BE R BHE
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#20 asuwms (%)

LSS #iid fii

set B b 2 R E R E . ¥ UEFI SCE 308 B
LTINS
:

o REAHSMREMEXT,
o WURBLEYOVHBE, WEWLSERL.
o WREEEEM, WL GS5IEZHE.

e AIFRARMEUEFS (=) #iT70K. #HlWw,
set B*.Bootorder "CD/DVD Rom=Hard Disk
0=PXE Network",

showgroups | fli fljtbfiv & B HMREA, ka4 Eromd | kE

MR, 2% PR T B PRI BT 5 A B T

show 5 By & B — AR B AR E G AT BHE

showvalues B e Ay & s — AN B AR TR ATEUR R BeHE

E:

o ML AR BN % S VR BCE B IR B
o LA RN SO VFSEE B FH A S5 /A B R SE I E
o WABOME, WK EIRBIME.

o MEARIES (<l >) FHEKIMI,

o SUAAE SR S ANA R R K BE DA R E I A

H:

o TEMAEEY, BE NEEFIERMIRENAR, M OVIRSIZSENE.

BE TDREZAAE, HEH set v & B ERSb,
BE TESERA, flu, BS (x) &FS (?)
BEE ATDURA, BEAFK all,

U TFFERB %N asu fir 42155 HRH):

ERRIA asu WAET, HHIA asu --help,

TR A AW AR, WM asu -v --help.

HRR AWM AR, B\ asu -v set --help,

EHEKAH, M asu set setting value,

LR Y HTAME, TEHI\ asu show setting,

EY KA B RN EREE, E# A asu show -L -b all

EEIREANRBABUYFTAE, EH N\ asu showvalues setting, show values 4 7 il :

system> asu showvalues S*.POST*
SystemRecovery.POSTWatchdogTimer==<Disable>=Enable
SystemRecovery.P0STWatchdogTimerValue=numeric min=5 max=20 step=1 default=5
system>

TERERIET NS
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7 21. asu &I
TRE-ANZITZFRME, SSEM, EFHBRAETCBANE S,

% g i

-b DL sk #AE B o

~-help’ BRAA FENIER, -help i%
BE T 20, Bl asu --help
show,

--help’ BRI A B, --help ETR
BTWA)E, #lW asu show
--help.,

-1 KM E A0 (BHEEE
%) o

-m WA E A (M E
FRiR)

-v2 A .

. --help W] SALAT iy & 45 G065 .
2 X asu G4 ZEMER -v &,

Wik
asu [options] command [cmdopts]
options:

-\ verbose output

--help display main help
cmdopts:

--help help for the command

H: AREZMLEN, HSHEANML,

1] asu F 5L E LA UEFI %8 D RGI@MmBfT b s (a4, i tropen Fl trset fiy
LU —AFS, HPaES A ENHMRE, B tropen it &4TIT RA 4 En R B %55,
i trset AKX BERMB LS., M trcommit WARL OB ES, FHPUTREN, 7
A trrm i 2 ERE

#E: KK UEFI 58 B RAER ™ A —A 255, Han R B R RPN = A8
THREZWY asu WALGGHMAKFSFWL,

7 22 asu BEEmS
TRE-ANZITZFINEK, HESHLS. SRS 4 <5 AY (E 4%,

iy 2 ik i
tropen id shfr & BUE A H Sk, K a S EEmN id A 1 2 3 M F BT FR MR
AT BE, WFERFH
trset id [IATECS Ca & 2 & A RO R IEIE id;aﬁlif 3 DNFREEF T I
‘i?l:{ Y o
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7 22 asu BFm<S (%)

fir & iz i
trlist id WA E B RNESAENNE. £ CLI shell 14 | id 7 1 & 3 M Z2F R

HEE SO, X — AT REAR A A

WP,

trcommit id | MeAy SR FPAT IS XA NE . BIER B

id A 1 2 3 M FREFFR MR

PTG R AT 55 1% WERF
trrm id Bhfir & 7R 32 22 55 M IR M bR e id A 1 2 3 M FREFFR MR

WERF

L %A UEFI #% B HR )

asu tropen TR1

asu trset TR1 UEFI.BootModes.SystemBootMode "UEFI and Legacy"

asu trset TR1 BootOrder.BootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 BootOrder.WolBootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 UEFI.DevicesandIOPorts.Com1BaudRate 115200

asu trset TR1 UEFI.DevicesandIOPorts.Com1DataBits 8

asu trset TR1 UEFI.DevicesandIOPorts.Com1FlowControl Disable

asu trset TR1 UEFI.DevicesandIOPorts.Com1Parity None

asu trset TR1 UEFI.DevicesandIOPorts.Com1StopBits 1

asu trset TR1 UEFI.DevicesandIOPorts.COMPort1 Enable

asu trcommit TR1

backup &%
fili I Bt Ay & P 2R BB B Y BT R L 2 W E WS L.
TRERIEINSE

# 23. backup @<

TREASIT=FIEM, BEE, %5 A 5O E 5 B

3% B ik fi

-f & A 44 AR £

-PP JH T T 28y SC P PN 285 e B 2 e i 4 A RE BG5S 4 By 4
-ip TFTP/SFTP JIR554% 19 1P Hudik AR 1P Hudik

-pn TFTP/SFTP JIk 5545 Wi H 5 Ao H5 (BOAER 69/22)
-u SFTP I 55 4% B H P 44 R GiaE

-pw SFTP Jit 55 #% B % % A BE

-fd B4y CLI v 4 i) XML 13 iy S 44 AR 4

W
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backup [options]
option:
-f filename
-pp password
-ip ip address
-pn port number
-u username
-pw password
-fd filename

ZNJE

system> backup f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>

dhcpinfo a8 <
i iy & & F DHCP MR554% U eth0 4 HLHY IP ML E.

f# [ dhcpinfo #74 F[#7E DHCP JR5525 M eth0 4 FCA IP FLE (4R iZ$E: 0l DHCP IR554% H
HALE) . A A ifconfig fir4 K JH M 225 DHCP.,

P
dhcpinfo eth0

Example:

system> dhcpinfo etho
-server : 10.240.0.10
-n : XCC-7X19-123456789A
-i : 10.243.4.66
-i6 HE
-g : 10.243.0.1
-s : 255.255.240.0
-d : labs.lenovo.com
-dé s
-dnsl : 10.240.0.10
-dns2 : 10.240.0.11
-dns3 : 0.0.0.0
-dnsé6l
-dns62
-dns63

TR T B R i

# 24. dhcpinfo S
TREANZTWIIEK, DL R F) 68 R E

3% 55 ]

-server SyBLELE W) DHCP it 55 2%
-n 4 e EALH

-i S HELHY TPv4 Hbik
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7 24. dhcpinfo < (£)

3% 5 iR

-8 3 T 4 9 5K i ik

-s 43 TS 1) - D 44 1)

-d 43 Tt 1Y 38K 44

-dnsl + IPv4 DNS R 55 #% 1P Hidk

-dns?2 #iBh IPv4 DNS IP Hihk

-dns3 %8 = IPv4 DNS IR 55 4% IP Huhik

-i6 IPv6 Hidik

-d6 IPv6 18 %

-dns61 F IPv6 DNS k55 #% IP Hilk

-dns62 HiBh IPv6 DNS IP Hihk

-dns63 %8 = IPv6 DNS IR 55 4% IP Huhik
dns %

i bt A I & F I E IMM ) DNS L E

{E: 7E Flex System W', Jo¥i7E IMM L& DNS i%#. DNS X #EH CMM & B,

AE TCALTIE I 1% UL T84T dns 2K 7R DNS LB B, TRERERHSR.

# 25 dns w2
TRE—ANZITZFIERME, BEET, EHMBMIET CKMENE LS.

% Wi £ i
-state DNS RZ& on Ml off
-ddns DDNS R A& enabled., disabled
-il & IPv4 DNS R% %% IP bt FH AR P kA% R 1P Mk,
-i2 B TPv4 DNS IP Hbhk SR A Tk TP HihE AR S TP Hidk,
-3 % = IPv4 DNS it 55 8% 1P #hiik KR Ak TP Huhk A% X TP Mk,
-i61 F IPv6 DNS Jli 5545 1P Mkt K H 1Pv6 #3UH TP Hidk,
-162 BB IPv6 DNS IP Hiudik X H 1Pv6 #%3UH IP Hudik,
-163 % = IPv6 DNS I 55 2% IP ik X H 1Pv6 # A  IP Hihk,
-P IPv4/IPv6 fk %62k ipv4 2 ipv6
iR
dns [options]
option:
-state state
-ddns state
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-il first_ipv4_ip_address

-i2 second_ipv4_ip_address
-i3 third_ipv4_ip_address
-i61 first_ipv6_ip_address
-162 second_ipv6_ip_address
-163 third_ipv6_ip_address
-p priority

H: ATFAPIERT2EH DNS B IMM BLHE

il :
system> dns
-state : disabled

-il : 0.0.0.0
-i2 : 0.0.0.0
-i3 : 0.0.0.0
-i61

-162

-163

-ddns : enabled
-dnsrc : DHCP
-ddn

-ddncur : labs.lenovo.com
-p 1 ipveé

-dscvry : enabled

system>

A DL B R ] R IE

# 26. dns S H MY

TREASITMBIEM, il DAL oR ] b R IE

%W ik

-state DNS 7S (on K off)

-il F IPv4 DNS R 5545 IP Hihk

-i2 B IPv4 DNS IP Hihk

-i3 %= IPv4 DNS IR 55 %% IP Hidk
-i61 F IPv6 DNS ik 55 #% IP Hihk

-162 #iBh 1Pv6 DNS IP Hbiik

-i63 5= IPv6 DNS 5548 IP Huhk
-ddns DDNS JR7Z (enabled B& disabled)
-dnsrc 1%k DDNS 34 (dhcp 3% manual)
-ddn F3h 5 £ #) DDN

-ddncur i DDN (Hi%)

-p HiE DNS IjR554% (ipvd 3% ipveé)

encaps W%

i A 4 Al ik BMC JB i} Encapsulation 3,

% 10 . Ay

e
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TREREGTHN S

# 27. encaps w3

TRE A RAT SR A, 3% A 3 55 3 A

1% wil i g
lite off ik BMC iB i Encapsulation #3347 X ir e H P 2=
i ] L PR

ethtousb &%
ffi H ethtousb ¥4 7 & /8 H L & Ethernet - Ethernet over USB ¥ 1 Bt 4t

A A S A8 6 AR DL K P i 15 L5t 2 A [6] i) Ethernet-over-USB i 5,
- TCAR MR TR BTG L T 1217 ethtousb 72 .7~ Ethernet-over-USB 1 B.. TR ERIETSE,

# 28 ethtousb w2
TRE—ANZITZFERME, BEET, ETWBMIET CKMENE S,

% i ik i

-en Ethernet-over-USB IR 7 | enabled. disabled

-mx BCE RG] x Wy s PRCES () 2RiE O, #3008 portl:port2
o

o N HEIF5 x FEMAAIETHIEN 1 2] 10 ZH MK,
o it FIA B portl JEAMER AR5 5
e g A} port2 /& Ethernet-over-USB i H 5,

-rm i B A 2 % 51 Ao LTt | 1 2] 10
i8IS AR TCAEAT I A 1E UL T B ethtousb ¥4 W g 75 i 1k
SER5.

Wk

ethtoush [options]

option:

-en state

-mxport_pair

-rm map_index

ZNE

system> ethtousb -en enabled -ml 100:200 -m2 101:201
system> ethtousb

-en enabled

-m1100:200

-m2101:201

system> ethtousb -rm 1

system>
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firewall ip %

55 FHY B i 2> 0 9 ok it T D R AR R 1 E 86 b ki A 7 1), 9 T DA R ) 7 ) N DY R, Am SRR
TEAETIEI, K Ros SR E .

TRERIETRNSE,

# 29. firewall <

TERE-ANBAZIE, S RBUAERGHE,

3% Wi g i
-bips FHLIE 1-3 4 IP #uhk (DLES 23R . H Ay 1P Ak
CIDR EZiu ) ¥E: IPv4 fil IPv6 Hudik 7 DL il CIDR

¥ SR B 1k — R 3 ik,

-bmacs FHIE 1-3 4~ MAC Huhk (DLES2BR) | AR MAC ik
H: MAC bk 5% 3% 0GE T 45 2 ay it
iJJ:O

-bbd REL1E FF 46 H ¥ N <YYYY-MM-DD> 1 H #i

-bed R 1 25 3 H 3] #AH <YYYY-MM-DD> f# H ]

-bbt BH. 1 FF 46 B} 1) ¥R <HH:MM> 15

-bet BH. 1F 45 R B} 1) AN <HH:MM> 1IN [E]

-bti FELIE 1-3 AITEEBE (PLES 2 F) ¥R N <HH:MM-HH:MM> 1] It [H]
Ju

BN, firewall - bti
01:00-02:00,05:05-10:30 %% < &k
2>4E 01:00-02:00 A1 05:05-10:30 (1]

BHL 1k 5 [7]
-clr V5 R 25 o 2T ) Bl Ak 5% 0 ) ip. mac., datetime, interval, all
&S T 1P Huhk B 1k
-iplp IP sk BUE R (Ao 5hoh Hdr) o T 0 fil 2880 ZHIAYEUE, 0 = K
¥
-iplf IP Mk B BUE Z B B KB SRR | 4T 0 1 32 ZTHIEUE, 0 = KA
®. B
E: WRILEARN 0, WML ELHKRT
% Tl <accseccfg -1f> WHEIT <
B R S R Ik B>
-ipbl BoR /LB B BE R TP ks, del. clrall, show
o -del: MPFHIEZIFEH M ER TPv4 5K
IPv6 Hikik

o _clrall: HBRPIAFLIE IP
e _show: E/RFFEIE IP

N E

- “firewall”: Show all options’ value and IP addresses blocking list.

- “firewall -bips 192.168.1.1,192.168.1.0/24,192.168.1.1-192.168.1.5”: Block the access from multi IPs

- “firewall -bti01:00-02:00,05:05-10:30,14:15-20:00": Block all access during 01:00-02:00,05:05-10:30,14:15-20:00 every day.
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- “firewall —clr all”: Clear all rules of “Block List and Time Restriction”.

- “firewall -iplp 60”:Set IP address lockout period to 60 minutes.

- “firewall -iplf 5”:Set maximum number of login failures to 5 timesi.

- “firewall -ipbl -del 192.168.100.1”:Delete 192.168.100.1 from IP address blocking list.
- “firewall —ipbl -del 3fcc:1234::2”:Delete 3fcc:1234::2 from IP address blocking list.

- “firewall —ipbl -clrall”: Delete all blocking IP addresses.

- “firewall —ipbl -show”: Show all blocking IP addresses.

gprofile @8 %
il Ay & BT 2R AL B IMM 1 42 S0

TRERIER NS

# 30. gprofile 7%
TRE-ANZITZFIEAM, BRI, 0B FETOCHAL W E B

3% B ik i

-clear T B 4 enabled. disabled

-n A B group_name FiFH, &KH 63 MFHF,
group_name W IR ME—

-a BT A B 923 supervisor, operator, rbs <At HFE>:
nsc|am/|rca|rcvma|pr|bc|cel|ac
i FH S5 £ 43 B BB 9] 4 i A (R B AL

-h 273 iy 4 9 A 3k B

Wk

gprofile [1 - 16 group_profile_slot_number] [options]

options:

-clear state
-N group_name
-a authority level:
-nsc network and security
-am user account management
-rca remote console access
-rcvma remote console and remote disk access
-pr remote server power/restart access
-bc basic adapter configuration
-cel ability to clear event logs
-ac advanced adapter configuration
-h help

hashpw @<

Kot &5 -sw EI— A R F/AS S =05 % ie, B8 S -re 35— TR H/ZEH
R RSB =TT HH T RE,

TREREGTNSE

# 31. hashpw @S
TRE-ANZITZFIEAM, BRI, I AETOCHAL I E B
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# 31. hashpw @< (%)

% Wi i i i
-SwW B= B IF LR enabled. disabled
-re B=FEBHEIRBURES enabled. disabled

W WARBA TIPSR, WA RLSCE B,

ZE

system> hashpw -sw enabled -re enabled

system> users -5-nguest5-shpef92h778hafe771e89245h89echc08addadel66c066599118811383d4473e94f - rAdministrator
system> users -5 ghp

ef92b778hafe771e89245h89echc08ad4adel66c066599118811383d4473e94f

system> users

Account  Login ID  Advanced Attribute Role Password Expires
1 USERID Native Administrator  Password doesn't expire
5 guest5 Third-party Password Administrator 90 day(s)

ifconfig ap <
5 ) ot 2 T C B AR IR T

#\ ifconfig eth0 W 278 HHTDAKMIE OELE . S S DURER DBCE, &5 AEH, HFRE,
LHYGE DR, B F D FAT & o 4% B9 282 4 0 B A FR .

#: 7E Flex System ', VLAN % & H Flex System CMM &8, i LA IMM LB,
TRERETRHSE,

# 32 ifconfig S
TRE-AZAITZDIERM, SEE, IR TOCHAL M AE B

1% 5 ik fi
-b Eft MAG Hilik (R EARR
#H)
-state BEORS disabled fil enabled
-c [N iR7S dhcp. static 1 dthens (dthens 5 Web #

H _E/# try dhep server, if it fails use static
config A )

- A 1P Mk Aok 2 bk

-8 W] > b ik AR bk,

-s ERLE AT A B X bk

-n FH% REZAE 63 M FEMMER B, ZFM B
BREETEE, P, R, TRIKMEZR,

r o R 10. 100 FI auto

-d W T )7 full, half Fil auto
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# 32 ifconfig @2 (%)

3% B ik fi
-m MTU 60 1 1500 i) FI%E T
1 LAA MAC HHtAE X, ARFL I CE—4F
T RABE)
-dn WA A Rk X4
-auto B A XE, BEREBIHER | true Al false
0BT P 4 5% L R A7 T L
-ghn M DHCP FRH EHL 4 disabled fll enabled
-nic Pl NIC B shared. dedicated il shared:nixX?
-failover? WL % B8 AR X none, shared fil shared:nicX
-nssync3 X £5% 1% 5 [ 35 enabled. disabled
-address_table H 34 Y IPv6 Mk KILRTSE | BbfEoy R HA TR E .
KEmE

E: X4 E A IPve FITCRZS A )
[V D I 2 i U

-ipv6 IPv6 R7& disabled Fl enabled

-lla e 8 At b e A M AL IMM B2 . MEON HE R
E: Y4B IPve I, AR | TRLE,
BERE A Ak,

-ipvéstatic A IPv6 A disabled I enabled

-i6 A IP #bhk IKMIEE 0 MFZ 1P Hulik (1Pve #) o

-p6 b 1k T SR B 1 3 128 Z AIMEAE,

-g6 ZP% NN AR IE 0 B ok sl BRI B i iy TP Mtk

(IPv6 &) .

-dhcp6 DHCPv6 R 7 enabled. disabled

-sa6 IPv6 ToR A A 2 B IR A enabled. disabled

-vlan B R 25 ] VLAN #3id enabled. disabled

-vlanid IMM % 2 808 A 5 R b 3 1 %] 4094 Z R H%UE.

T

1. -nic ¥ B8 nic BIRZE. [active] $57 Y4 BT IEAEME A nic XCC

Bl :

-nic: shared:nic3
nicl: dedicate

nic2: ext card slot #3
nic3: ext card slot 5 [active]

187~ nic3 £ 5 B FIERR, nic2 M THiM 3 L, nicl & XCC MM, XCC ELEMH

nic3,

N

AAERHETHREREM KRS S L shared:nicX . IMM " it R EM &,

3. QR IMM BLEON B L A B S 1, IR X -failover JETUK 78 IMM 72 % Hl 3 F1 T T 3E £ 1
5 00T D) #2036 5 59 23 11
4. WMRBEHTHREEBEERX, IBZ -nssync BB 177 IMM 3t 36 52 B0 g3 11068 F A8 % A4 2L 4% 3 11
R R R 5 B
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ERG
ifconfig eth0 [options]
options:

-state interface_state

-¢ config_method

-i static_ipv4_ip_address
-g ipv4_gateway_address
-S subnet_mask

-n hostname

-r data_rate

-d duplex_mode

-M max_transmission_unit
-l locally_administered MAC
-b burned_in_MAC_address
-dn domain_name

-auto state

-nic state

-failover mode

-Nssync state
-address_table
-llaipvé_link_local_addr
-dhcpé state

-ipvé state

-ipvéstatic state

-Sab state

-i6 static_ipv6_ip_address
-g6 ipv6_gateway_address
-p6 length

-vlan state

-vlanid VLAN ID

ZN K
system> ifconfig eth0

-state : enabled

-c : dthens

-ghn  : disabled

-i :192.168.70.125

-g : 0.0.0.0

-S : 255.255.255.0

-n : IMMO0096B9EOD3A
-auto : true

-r ¢ auto

-d ¢ auto

-vlan : disabled
-vlanid : 1

-m ¢ 1500

-b : 00:09:6B:9E:00:3A
-l : 00:00:00:00:00:00
-dn

-ipvé : enabled
-ipvéstatic : disabhled

-i6

-p6 ;b4

-gé

-dhcpé : enabled
-sab : enabled

-lla  : fe80::6eae:8hff:fe23:91ae
-nic : shared:nic3

nicl: dedicate

nic2: ext card slot #3
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nic3: ext card slot #5 [active]
-address_table

system> ifconfig eth0 -c static -1 192.168.70.133
These configuration changes will become active after the next reset of the IMM.

keycfg a8 %
A Ay 2 W] SN L o s R 0

s Y1 P Tk IMML 2 BE Y 7 TR AURR

#E:

o BATAWEMERINN keycfg fF W, Ko ERCRMBEFEEIINE, RrRrEdE By
MHMEEHARRG S, BEEF R, FHNEE. BRERRE, HHREMEH L,

o IS A S R O A

o ERTREFHEHBEEIIRBIMER BEH . HIEBMEREFIN, XMW ERLS & RBAE— N

TRERIET NS

# 33. keycfg @S
TRE—ANZITZFFAM, BRI, IR Rk TOCHAE W E B,

3% vl £ P fi
-add AN SRR -ip. -pn. -u. -pw Fl -f iy 4 3% 0 M {E
-ip BAERMAEEZHE | TFTP RS2 0A % 1P Huik
TFTP JIlR 5545 0 1P ik
-pn HAERMAENEZHE | TFTP/SFTP RGS4HMAR0R TS (BRiAE 69/22)
TFTP/SFTP it 55 2% B it
ER=
-u BAERMMEBIEZRSN | SFTP M RAHXKE P4
SFTP k5525 W H F 44
-pw B ERMBEIEZEHN | SFTP RS 2% 08 BB
SFTP ft 55 25 0 % 5
-f TR PSS | SRS B S A B
%
-del ¥R 515 M BRI % keycfg FI R P A BB BEEHA RGNS
-deltype | 35540 KA M BR LTS &4 | B BB R AE

Bk

keycfg [options]

option:

-add

-ip tftp/sftp server ip address
-pn pn port number of tftp/sftp server (default 69/22)
-U username for sftp server
-pw password for sftp server
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-f filename
-del n ( where n is a valid ID number from listing)
-deltype x ( where x is a Type value)

ZN /B

system> keycfg

ID Type Valid Uses Status Description

1 4 10/10/2010 5 "valid" "IMMremote presence"
2 3 10/20/2010 2 "valid" "IMM feature

3 32796 NO CONSTRAINTS NO CONSTRAINTS "valid" "IBM Security Key Lifecycle Manager for SEDs FoD"
system>

H: ARIRS 3 MR 2 B B 23 1R) B ) 2 7 Ol Bk L AT,
ldap 8%

13 FH b Ay 4 7l BRI E LDAP il & S5
TR RNET NS

# 34. ldap @S

TEREADZITZFIEM, BEED, 50 Ak 5 SR A5 B

3% Wi ik i

-a H P AE 5 B3 local only, LDAP only, local first then LDAP 1 LDAP first
then local

-aom FOAERLR, enabled., disabled

-b G E I ik anonymous, bind with ClientDN and password F1 bind with
Login Credential

-c % P s T 43 k4 R BEXT client_dn MR, BEEE 127 TFHF

-d R £ %% search_domain M2, HEZ A 63 N2/

-f S i 1% 2% A X} group_filter BIFAF R, BEZEAE 127 NFH

-fn 2y i $tX} Active Directory 588, BZ A E 127 N ERF PR 8,

-g MR E £ %F group_search_attr MR, HEZHEE 63 NFH/F

-1 X S AR e ik BEXT string MIFAF R, REZBE 63 MFLF

P &P HLE Xt client_pw M, BREZHEE 15 T4

-pc HINT 7 i 5 B3t confirm_pw MTFAFH, BEZEE 15 NP
% P N: 1dap -p client_pw -pc confirm_pw
B ERE Fom i, WETUELTFN. ZIETHE confirm_pw
Y client pw SEHATILE ., WRZEXWANTSEAILE, #%
fir &K 2RI

-ep T AR RS (AR R )

- B P4FF (DN) | 14 root_dn W H, BEAE 127 MFH

-rbs Active Directory F F1 3L | enabled. disabled

T 66 B 1 5 0 2 4
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& 34. ldap < (%)

1% 5l ik fii
-slip R%54% 1 EHLAMAP Hhk | 15 host name/ip_addr R H, HEAE 127 MFH
-s2ip MR55 %% 2 EHLAMP Hidik | 41 %) host name/ip_addr HI P58, BEHE 127 NEF
-s3ip 55 2% 3 EHLAMP Hidk | 1%} host name/ip_addr WP, BEZEH 127 MFHF
-sdip k5545 4 EHLAMAP Mk | 1% host name/ip_addr R, HEBEAE 127 TR
-slpn MR%54 1 mHS5 X} port_number BB M5, REZEE 5 M
-s2pn k55 4% 2w H -5 X} port_number BB M5, REZEE 5 M
-s3pn k5545 3w H5 5%} port number MIEFui HS5, HEZEA 5 M
-s4pn k5545 4w H5 X} port_number BT 15, REZEE 5 M
-t M 55 % H b 4 55 JAH rbs WG, WFBIEETHESETAANEEME (RBS)
HHPILY Active Directory R 558 LM — A A G M
RIK Y H A5 4R o
-u UID # RK)& 1 X} search_attrib FIFZFFH, BEZEE 63 M4
-v il DNS 3K LDAP Jii | off 3 on
55 i ik
-h 32 75 1 4 A 5
Wik
ldap [options]
options:
-a loc|1dap |locld |1dloc

-aom enable/disabled

-b anon|clie
-C client_dn

nt |login

-d search_domain

-f group_filter

-fn forest_name

-g group_search_attr

-l string
-p client_pw

-pc confirm_pw

-ep encrypte
-r root_dn
-rbs enable|

d_pw

disabled

-s1lip host namel/ip_addr
-52ip host namel/ip_addr
-53ip host name/ip_addr
-s4ip host name/ip_addr
-slpn port_number
-s2pn port_number
-s3pn port_number
-s4pn port_number

-t name

-u search_attrib

-v off| on
-h
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DAL
n =<

ntp

5 FH B i 4 T 2 7R 0 B R 4 IR BRI (NTP) o

TR BRGNS

# 35 ntp S

TEREADZITZFIRM, BEEB, 50 R Ak R R 65 B

i g i

-en Jo B sk 2% R 9 2% s 1) B 3 o enabled. disabled

-1 WIS DR IR ST a8 M 4 kel | S T I8P 2510 NTP RS2 455, NTP ik
IP Hisik, X EMEREPR | FHEMEISHER -1 5 -i4,
FHmEI S,

-f IMM N 8i 5 45 IR O | 3 2 1440 4380
SRR (DLash
{ﬁ) o

-synch WKL S MM A ORS | B85S 80 &6 A E,
%,

1. -i 5 i1 #RF,

wk:

ntp [options]

options:

-en state

-i hostnamel/ip_addr
-f frequency

-synch

i E
system> ntp
-en: disabled
-f: 3 minutes
-i: not set

portcfg 7 <
3 F b A RT3 B 0 EE M S R AL B IMM,

WK MM BLE N 5 IR 55 25 AR s DT Se B AR DO iD, SOW o0 DRLE, M NIES, HImE, %
SO R, S 2 3 0 B I A A 4 A0k G AR

{E: MRSSAAMEEHE O R B IMM T IPMI hf, A@id 03 H CLI, A X7 Remote
Supervisor Adapter II CLI ' HH L serred Fl cliauth &%,

TE TCAEAT L I 1% 0L T 1247 portefg i ¥ B MILE ., THREREFHS .,

W BARALE (8) RAEKEMFPCEM, FREEU,

# 36. portcfyg B

TEREAZITZFIRM, BEED, 5 Ak 5 R 1 A5 B
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7 36. portcfg S (4)

3% mi #iid i
-b U R R 9600, 19200, 38400, 57600, 115200
P EREY none. odd fl even
-s {5 1k for 1,2
-climode CLI Ji X 0,1,2
o
* 0 =none: F/] CLI
* 1=cliems: /il CLI, fiH5 EMS Je& #5751
e 2 = cliuser: J8/M CLI, #i ] F & XT3

Wik
portcfg [options]
options:
-b baud_rate
-p parity
- S stopbits
-climode mode

7N B

system> portcfg

-b: 57600

-climode: 2 (CLI with user defined keystroke sequence)
-p: even

-s: 1

system> portcfg -b 38400

ok

system>

portcontrol f7 <
i FH b iy 4 FF 3 B0k B X 465 M 55 o T

MHET, Moy A R IPMI P H . %\ portcontrol DL 7R IPMI i HARZS, )8 sk
5 IPMI W40 1, 5 M\ -ipmi &5 on 2 off fH,

# 37. portcontrol @<
TFTRE—ANZITZFIRM, BEET, IR FET OB B,

% Wi g {8

-all BB AEZEOMA | on Ml off
-cim BB cIM R 3L on il off
-ipmi Ja B2 i@id LAN # | on 1 off

17 W) IPMI 5[]

-ipmi-kcs Jo P B2 ) MR 55 833547 | on M1 off
i IPMI i [
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# 37. portcontrol < (%)

pr AL} ik fi

-rest JA B2 REST K3 | on il off
-slp Ja B2 SLP &8 on fil off
-snmp Ja A eiZEH SNMP K 31 on Fl off
-ssdp Ja R eiZEH SSDP kI on fil off
-cli A HEZEH cLI B8 on fil off
-web Ja F B2 WEB X3 on fll off

P

portcontrol [options]

options:
-ipmi on/off

N K

system> portcontrol

cim: on

ipmi: on

ipmi-kcs : on

rest : on

slp : on

snmp : of f

ssdp : on

cli:on

web : on

ports i<

55 1 e fiw A AT 8 s AL B IMM. 3 H

BATAHAEMTIES Y ports A 2K B8 A IMM 35 R B, TREREHMSEL,

# 38 ports B

TREASIT=ZFIEM, SEEH, %5 ik 5O B E S B

% il ik fi

-open BN IF Wi

-reset B 1 E BN E

-httpp HTTP i H%5 BN 5. 80
-httpsp HTTPS %i H%5 A 5. 443
-sshp SSH legacy CLI ¥ 15 ik 05 22
-snmpap | SNMP RH 55 H 5 ik 5. 161
-snmptp [ SNMP [ B 15 iAs T 5: 162
-rpp R 2 P 15 BRikui 5 3900
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7 38 ports S (£)

3% Wi Wiz i

-cimhp CIM over HTTP it 15 Bilu 15 : 5988
-cimhsp CIM over HTTPS i 15 Wil 5 : 5989

ik

ports [options]

option:
-open
-reset
-httpp port_number
-httpsp port_number
-sshp port_number
-snmpap port_number
-snmptp port_number
-rpp port_number
-cimhp port_number
-cimhsp port_number

ZNIE
system> ports
-httpp 80
-httpsp 443
-rpp 3900
-snmpap 161
-snmptp 162
-sshp 22
-cimhp 5988
-cimhsp 5989
system>

rdmount i %
155 F I £y 4 AT 2 R 2 P 28 M A4 ) % L

TRERETNS

# 39. rdmount <

TR AT R, FH % SR 3% 5 A 4R

b

e % P[] XClarity Controller WF_ L&A WA, 4 H XClarity Controller RDOC it K
HAEN BRI TR, WA SR B R/PARRERIE 50 MB, BRAESEFH —rw JETH, 75 0] A& i
%o Rk,

e ] HTTP. SFTP X FTP Pp PR B G WR I, Frf B B K/ANAB8IE 50 MB, 1
R B NFS 2t SAMBA ThHi, WA FR & K,
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7 39. rdmount i< (£)

3% wil

g

-r

rdoc A (HRBEH, W20 58— A& 50
-r -map: 3% RDOC W%

-r -unmap<3(fF &> HIEKEN RDOC Bg

-r -maplist: {E/RH#Jd XClarity Controller Web i %2 2% Fil
CLI HTH## RDOC Wif%

-map

-t <samba |nfs | http | sftp | ftp> XA R G KM
-ro R %

rw BE

-u P

-p password

1 XALE (URL #3R)

-0 Wi (samba I nfs 33k HAME IR 7245 5 )
-d . (samba $EK M)

-maplist

327 RS Y AR

-unmap <id|fname>

X PR W4 i F id, *F rdoc NS F X 44

-mount

e WL B 1R

-unmount

S A R AR

restore ip %

B by & M B SO R IR R R SRR EL

TR BRI SR

7 40. restore &<

TERE-ANZITZFIRM, BEEH, 5 R Ak B AL P 5 B

% ik fi

-f X 4 CE S eiE

-pPp )jﬁ!;;fﬂg%%%i#ﬁﬂ%@%%ﬁ% A REW KL G54 R a4
c 1

-ip TFTP/SFTP JIR 5545 1) 1P Hbhik AR 1P Hihk

-pn TFTP/SFTP JIk 5525 Wi H 5 AR A5 GRIMED 69/22)

-u SFTP Jik 5545 B - %4 BB 44

-pw SFTP it 55 a4 0 % 15 B

%10 HE. AT RE
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B
restore [options]
option:
-f filename
-pp password
-ip ip_address
-pn port_number
-U username
-pw password

ZNIE

system> restore f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>

restoredefaults 8%
i e 2 S A IMM % B2 E R ) BRIAE,

¢ restoredefaults iy 2 % H &,
o TERSPATZHT, B EREHINIZWL,

WEk:

restoredefaults

ZNUE

system> restoredefaults

This action will cause all IMM settings to be set to factory defaults.

If this is the local system, you will lose your TCP/IP connection as a result.
You will need to reconfigure the IMM network interface to restore connectivity.
After the IMM configuration is cleared, the IMM will be restarted.

Proceed? (y/n)

Y
Restoring defaults

roles fF %
i FH b Ay 4 v 8 B B A

TREREGTNS

7 41. roles 2

TEREADZITZFIRM, BEEB, 550 R Ak m R R 5 B
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7 41. roles w2 (%)

1% i ik

fi

n LHLCE MM

BRI 32 A4

P BE R

2 il : am |rca|rcvma|pr|cel|bc|nsc|a-
clus

T B DR AL A6 DL b A R A 7

am: FI KP4 B 1]

rca: AR & Ui AR

rcvma: JEREEH] GRS (E
5 Vil

pro JER I 25 2% L U5 T 7 2 ) 1
cel: WHEFMHEMEEN

bc: EACAILE (FEA)

nsc: GERALAFELE (ML AL amk)
ac: EACATLE (FH)

us: UEFI %41k

d i B 47

B*E
roles [-options] - display/configure roles
- role_account -role number[3-31]

options:
-n - role name (limited to 32 characters)
-p - privilege (custom:am|rcalrcvmalpricellbcInsclaclus)

am - User account management access
rca - Remote console access

rcvma - Remote console and remote disk (virtual media) access

pr - Remote server power/restart access
cel - Ability to clear event logs
bc - Adapter Configuration (basic)

nsc - Adapter Configuration (network and security)

ac - Adapter Configuration (advanced)
us - UEFI Security

Note: the above custom permission flags can be used in any combination

-d - delete a row

=P

system> roles -3 -n testl -p custom:amlrcalrcvma
ok

system> roles

Account Role Privilege
0 Administrator all
1 ReadOnly none
2 Operator custom:pricellbcInsc
3 testl custom:amlrcalrcvma
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seccfg <
5l 0 iy 4> W] BT LA DR
TRERNET NS

# 42 seccfy S

TR ADZATB B, P 3% A 3% 5 A LA

% v ik fi

-fwrb S VF T 18138 2 DA R ) IR AR yes. no

-aubp B HEZEH “Ashk&H Xco #IAhE enabled, disabled
XCC” Pifig

set %

i I iy T B ECEE 4 IMML R L

o F AT set iy RIEE L IMM B E .
o Hrp—MbiE (W, FBEEE) B CLI A,

TRERETH S

7 43 set w2

TERE-AHRTZIRM, B8 wS MR SKHRIE .

ms | s it
fi B I B 0 BT B B O 21
i 2%

set [options]
option:
value

smtp W<
fi Ay & FT 2R AL E SMTP £ H 3 E .
FETARMET N UL FIE4T smep AR ERTAE SMTP #HER., FTRERETHNSE.

# 44. smip B
TRE—ANZITZFFAM, BRI, IR FETOCHAE W E B

%ol ik fi
-auth SMTP I\ JiE % enabled. disabled
-authepw [ SMTP A B 0% i % 55 G TR
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#F 44. smip S (%)

1% i ik

fi

-authmmd | SMTP A iE )7 &

CRAM-MD5 5 LOGIN

-authn SMTP AEH /4

TR (BR$IN 256 A~F4F)

-authpw SMTP A iE %55

TR (BRI 256 4~54F)

-pn SMTP i 5 A R 15

-s SMTP k5528 1P Huhksk ML 4 HRH 1P ks ENEZ (BREIN 63 A%
)

iR

smtp [options]

option:

-auth enabled | disabled
-authepw password

-authmd CRAM-MD5 | LOGIN
-authn username

-authpw password

-5 ip_address_or_hostname
-pn port_number

il :
system> smtp
-s test.com
-pn 25
system>

snmp %

35 F b fiw & 0T B8 FIBL B SNMP #1045 8.

BATAWAEMIET A snmp @2 B8 SNMP ZOE R, TRERETNS,

# 45 snmp S

TREASIT=IEM, BEEH, %5 ik 5 B A 45 8.

1% B il & fii

-a3 SNMPv3 G HL on Fl off
W: EEH SNMPv3 REE, WD &M

o flif] -cn A EWIEE IMM BL R A,
o M -1 4IRS E IMM AL E,

-t1 SNMPv1 [ Bk on fil off
-t2 SNMPv2 [ B on Fl off
-t SNMPv3 [ B on Fl off
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7 45 snmp m<S (&)

3% mit

ik

i

-1

IMM fr &

FREH (FREN 47 NF2R)

s

o UEEKMNATZRLMAGISTIREEK, BEERAR ARG HIE
] {5 23 4% B R R S #s

o AR EEMSEEFHIRESAHBIERNSE (I “”) Xk
R IMM ALE

-cn

IMM Bx & ANt

FREE (RN 47 NERF)

s

o AESKMNATEMLBHTISTER, AZREPAR R HIUE
] {5 23 4% B2 TR S #s

o HENAIREEMSEEFHIRESAHBERNSE (I “”) Xk
W IMM BRRARES

SNMP H 1k & F5

PR (BRER 15 MF2F) .

u:

o AESKMNATEMLMHTISER, AERPRARREHIE
] BT 5 23 4% 2 8 S #

o BEAREMLMSEEERESATFRENSE (I “7 ) X
& % SNMP HiK &R,

-ct

SNMPv2 [ B H 1K £ Fi

B (BN 15 NF2F) S

0

o MESKMAETEMLMHTISTER, AR AR R HIE
] BT 5 23 4% 2 FB S #5

o JENAIEEMLMSEEFIRESHHFHMENSE (") XK
B IMM BKAE A NS,

-ci

SNMP {4 1P ks 41
2

A IP ks BN (FREIN 63 DNF4F)
E:

o IP Mulbsk BN A HREAE A, TRIL, W5, FHAKT. A
Fe VAR iR N S 4% BE 2240 5

o B ARIGEMMSEORTE B SNMP FK 1P Hihksk EHL 4,

-cti

SNMPv2 & BFHEK TP H1
b/ ENZ

A2 TP ks EHLA (FREIY 63 DNF4F)
E:

o IP MBS EN L AME A, TRL, WS, ¥R, A
Fe VAR R N 224 B S 4 1

o B ARIGEMMSEORTE B SNMP FK 1P Hihksk EHL 4,

-eid

SNMP 5|% ID

FRHE (RE 18 27 )

W
snmp [options]
option:

-a3 state

-1 state

-l location

-Ch contact_name
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-t1 state

-C community name

-¢i community IP address/hostname
-t2 state

-ct community name

-cti community IP address/hostname
-eid engine id

N K

system> snmp

-t enabled

-a3 enabled

-l ZhangjiangMansion
-cn Kelvin

-t1 enabled

-¢c communityl
-cihostl

-t2 enabled

-ct community2

-cti host2

-eid XCC-7Z70-DSYMO9X
system>

snmpalerts @ %

i by 4 W4 BB SNMP R Ik 1Y & 4R

BT AHAEMTIEN A snmpalerts ¥ /R i SNMP HiRikE., TREREHMSE.

# 46. snmpalerts @<

TEREAZITZFIRM, BEEI, &R AE SR E RS B

3% i ik fi
-status SNMP 2307 on fil off

-crt BUE RIS E R R B

all, none., custom:te|vo|po|di|falcp|mel|in|re|ot
EH R EREEMS SRS RAESRIEE, KR

snmpalerts -crt custom:te | vo, ﬁ:':P custom fHH:
o te: I M FHE L B fE
o vo: HIid iR A
® po: B YR

o di: BEALMEE

o fa: JAJ3 KR

® cp: ﬁ%@ﬁﬁpﬁ

* me: PAFHRE

o in: WHFARIRE

® re: Eﬁﬂ,ﬁﬁi%ﬂﬂ%

ot: FiAy H Al K B F

-crten ﬁlﬁl—%%${¢%?ﬁ

enabled. disabled
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# 46. snmpalerts S (&)

% ik fii
-wrn HERIEER M ESEM | all, none, custom:rp|te|vo|po|falcp|me]|ot

R ) o B S R R R R, AR RO

snmpalerts -wrn custom:rp | te, H custom N :
o rp: MUEILREN

o te: IR BHME

o vo: AL HE

* po: EMEHIREME

o fa: JEFG MU HEH

® cp: ﬁ%@ﬁ%?%ﬁﬁ?&

* me: WHEE
o ot: A H A
-wrnen RIS B B R enabled. disabled
-sys HERIEERPENEM | all. none, custom:lo|tio|ot|po|bf|til|pf|el|ne

R ] e B S B R P R R, AR AN

snmpalerts -sys custom:lo|tio, H' custom fHN:
o lo: AL HIEAEE %

o tio: HRAERGEH

o ot: FTAHMSEMRGFM

e po: RGATIF/IKHA IR

o bf: WIERGETSFRK

o til: #RAERGRNILTE TP

o pf: FWHKE (PFA)

o el: FHAEHB 75% T

® ne: Méﬁﬁaﬁ

-sysen RIEH B R enabled. disabled
i
snmpalerts [options]

options:

-status status
-crt event_type
-crten state

-Wrn event_type
-Wrnen state
-Sys event_type
-sysen state

srcfg %
fili FH 0 Ay 4 W3R 7R @I o 10 1 AU E N CILT M 3%4 51,

LHEY RO RMEE, HwAER, LaiE, RGP DEEmEE, SumElb aEh
i WA 28 2 4 PR S B ARR
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i IMM B ARRAR DR D@ shaE, Fitk, A XFF7E Remote Supervisor Adapter II CLI
drH BLAY -passthru A1 entercliseq &M,

TETCAR M IE TR 15 UL FIE 4T srefg WA E R YR HEHEMRBTFI ., TRERT srcfg
-entercliseq M4 LT M S,

# 47 srcfg B2
TRE-ABIT=ZDIEM, SEET, EHHEERESENE L.

% Wi ik sk

-entercliseq HEN CLI #5875 | P KA FHEN CLI MR85 51,

i WP BFRA B> —NERFRE 15 DFE/. AL
5 (r) R RARRES . EREPHE] Cel FHIH
FRBEHR W Cerl (BlQN, A #R Esc #, M "M RARMER) .
Fif B ~ BN Cul AR —E 4. 5 M ASCII-
ELWE, LTMH Col FHIMEREIE, HPEBEHRINER
“"[(” , Bl Esc IR (o

787

srcfg [options]

options:

-entercliseq entercli_keyseq

i :
system> srcfg
-entercliseq *[Q
system>

sshcfg %
i Ay A BRI L E SSH S8,
AETCAENTIE IR 1B UL T 1247 sshefg 2 ¥ BRI SSH 28, TRERNET NS,

# 48. sshefg B2
TRE-AZITZDIERM, I, EH R FIETOCHAL M AE B

1% i Hiid fi

-cstatus SSH CLI MR 7 enabled, disabled
-hk gen A B SSH IR 55 #3 FAH
-hk rsa BRRE 4 RSA A4

Wk
sshcfg [options]
option:
-cstatus state
-hk gen
-hk rsa
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ZNE

system> sshcfg

-cstatus enabled

CLI SSH port 22

ssh-rsa 2048 bit fingerprint: b4:a3:5d:df:0f:87:0a:95:f4:d4:7d:c1:8¢:27:51:61
1 SSH public keys installed

system>

ssl %
i FH bb g 4w B8 IR AL E SSL %L,

Z)H M SSL & Friin, MABRFER P mibds. fETAEMTIEBFE I TIE1T ssl fiv &8 B8 SSL &
B TRERERASL.

# 49. ssl @2
TRE—ANZATZFNEM, BEET, ETHBMET RRKMENE S,

% mi ik i

-ce Ja B2k SSL & P i on Fl off
-se Ja B2k SSL IR5s 4% on fll off
-cime 1E SSL it 5543 b g s 25 H CIM over | on I off

HTTPS

Bk
portcfg [options]

options:

-Ce state

-Se state

-cime state

S8: UTSELHILE ssl w2 MESCRSERd, IF B CLI #ith:

Server secure transport enable

IR BRI R B, PRREZKE,
Server Web/CMD key status

PERSRA N R, ARREZRE, "R 2175 W T R:
Private Key and Cert/CSR not available
Private Key and CA-signed cert installed
Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed
Private Key stored, CSR available for download

SSL server CSR key status
IR R AN R, AREERE. "R 2175 W T rR:

Private Key and Cert/CSR not available
Private Key and CA-signed cert installed
Private Key and Auto-gen self-signed cert installed
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Private Key and Self-signed cert installed

Private Key stored, CSR available for download

SSL client LDAP key status B
PR BN 3%, AREERBCE ., WTRERY Ay & 17 8 L0 T Brs

Private Key and Cert/CSR not available

Private Key and CA-signed cert installed

Private Key and Auto-gen self-signed cert installed

Private Key and Self-signed cert installed

Private Key stored, CSR available for download

SSL client CSR key status
RS ER N R, AREEEBCE ., WA Ay 178 AW TR

Private Key and Cert/CSR not available

Private Key and CA-signed cert installed

Private Key and Auto-gen self-signed cert installed

Private Key and Self-signed cert installed

Private Key stored, CSR available for download

sslcfg TS
135 F b Ay A W] BRI ELE IMM B9 SSL, FHEHIEF,

AETCAEAT LI IE UL T IB4T sslefg A4 R T SSL BLEAS 8. sslcfg 4 T 4 BUHT I % %
AMAZZIEBAEBZELIER (CSR)  FTREREHISE,

# 50. sslcfg B2
TRE-AZIT=ZDIEM, BEET, EH R IETOCHAEMAE B

1% 5 ik i

-server SSL R #IRES enabled. disabled
E: PCHZRTAHBMIEBR, 4688 M SSL R34+

-client SSL & Ptk & enabled. disabled
H: NHLRT AR 4 8% P ot iy, A B8R SSL &
F ¥ o

-cim CIM over HTTPS iR# | enabled. disabled
H: NHRRT ARG & F P ot 5, 465 MH cIM
over HTTPS,

-cert HRBEZ 4R server, client, sysdir, storekey

i

o HKHZELZLIERM, -c. -sp. -cl. -on fl -hn ¥4 & 5 M 5
BT,

o HMBEZZIETHN, -cp. -ea, -ou, -s. -gn. -in fil -dq 14>
1 T fE AL T TR Y
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# 50. sslcfg B2 (%)

1% vl iR i
-csr A B CSR server, client, sysdir, storekey
W
o KB CSR K, -c. -s cl. -on Fl -hn fiy4 3% 30 A {8 R Wb 77
i o
o 4% CSR I, - -ou, -s, -gn, -in, -dq. -cpwd FlI
-un iy 42> % I E’Jﬁ%‘fﬁiﬂ’l
-i TFTP/SFTP MR 7500 IP | AR 1P itk
Hi 3l W: BEIEHEEE TR /CSR K, %4i$8E TFTP & SFTP
5525 09 1P Hadik,
-pn TFTP/SFTP k5525 Wum | ARG 05 (BIAEN 69/22)
mE=
-u SFTP RS 2F W F £ TR 4
-pw SFTP Jk 55 2% 0 % 55 A B
-1 HEH 4 B4
W: FEREH LEIER/CSR B, XHZRLFR, WRTERN
RIGE A, KR S I Bs BIA AR
-dnld T &R ek MR A SEG B, WM -cert 3K -csr WA IR TS5 &
(TR FERMIEBRA) . WETAWSE HE, WL
N - AT -1 (RIE) A IETIR e,
-upld SNIER WIETR AN S B, WAFHN -cert, -i Ml -1 A ETIR
ﬁ::ﬁo
-tex SSL & i i A f5iE 45 x | import, download 3 remove
W: AMEIERES x EWAERTFREN 1 8 3 ZRIMEE,
-c 5K/ 3h [X E R XRE (2 ~%H)
W: AR BASLIEHEE CSR I %I,
-Sp BIEWG X/ EREN IS5 MNP/ E (RE 60 1FFF)
W A Z AU CSR 4,
-cl T 7 X 8 b A, 154 RMPFE (RZ 50 ~F25/F)
W: AR BEHLIE S CSR B b,
-on HANLA B 5 IS5 RNTRE (RE 60 1F2F/)
W: A BELIE s CSR B 244,
-hn IMM EHL4 FREB (BE 60 NF5/)
W A E AU CSR N4,
-cp HEYN S5 RMEFE (HE 60 MF4F)
W: AR BEELIEPEE CSR N A&,
-ea B & N\ HL - R 4 H bk BRIl (5% 60 DFELF)
W: AR BEELIEP R CSR N A&,
-ou H A ML ISR (E 60 MNFE4F)
W BB EAIER K CSR A&,
-s ok S5 ARMEFE (RE 60 T~F4F)
W: AR BEEHIEP K CSR M A&,
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7 50. sslcfg s (£)

1% i Hiid fi

-gn %5 154 RAFFE (&% 60 M)
H: AR BAEZIETE CSR WA,

-in EEZS: SIS RAEFE (K% 20 NF5F)
H: AR BAEAIETE CSR WA IEH,

-dq B4 PR E 1] IS aRAEFe (&% 60 NFF)
H: AR AZZLIEE CSR WA EHE,

-cpwd P2 1] 25 15 FRHE (D 6 MNFERF, &E 30 NFR)
H: BB CSR BR[EH,

-un Ak G 1k 4 B SIS RAEFSE (K% 60 1NF14F)
H: B CSR I A[EH,

Wk

sslcfg [options]

option:

-Server state

-client state

-cim state

-cert certificate_type
-csr certificate_type
-iip_address

-pn port_number

-U username

-pw password

-| filename

-dnld

-upld

-tc xaction

-C country_code

-Sp state_or_province
-cl city_or_locality

-0Nn organization_name
-hn bmc_hostname

-Cp contact_person

-ea email_address

-0U organizational unit
-S surname

-gn given_name

-in initials

-dq dn_qualifier

-cpwd challenge_password
-un unstructured_name

N K

system> sslcfg

-server enabled

-client disabled

-sysdir enabled

SSL Server Certificate status:

A self -signed certificate is installed
SSL Client Certificate status:

A self-signed certificate is installed
SSL CIM Certificate status:
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A self-signed certificate is installed
SSL Client Trusted Certificate status:
Trusted Certificate 1: Not available
Trusted Certificate 2: Not available
Trusted Certificate 3: Not available
Trusted Certificate 4: Not available

% F o E A5 7 41«
o WA EDIN CSR, THHIADLT 4

system> sslcfg
-csr storekey -c US -sp NC -cl rtp -on Lenovo -hn XCC-5cf3fcéelc9d

-cp Contact -ea -ou
ok

VL b il o 23 1) PR ) 2 7R O 24T
o ZRIEH N IMM FEEI B — G554 L, HWALT @4

system> sslcfg
-csr storekey -dnld -1192.168.70.230 -1 storekey.csr
ok

o HEERLIEBA RN (CA) WBAIES, HWMALT W4
system> sslcfg
-cert storekey -upld -i 192.168.70.230 -l tklm.der

o EAWRAZZLIEY, HMATMA:
system> sslcfg
-cert storekey -c US -sp NC -cl rtp -on Lenovo -hn XCC-5¢cf3fcéelc9d

-cp Contact -ea -ou
ok

VL b il ol 1 23 ) PR ) R o 24T

SKLM il 55 #% it 15 7~ ] -
o TGS N\ SKLM R EIEH, EM AU TFm4:

system> storekeycfg
-add -ip 192.168.70.200 -f tklm-server.der
ok

storekeycfg <
i bty 4 WL B SKLM IR 55 25 1 AL & 5 1P Huhk DL K B 4% 5 11

Z AL E P SKLM RS 25 HAR. storekeycfg fiv 438 Fl T &AM Bk MM H F i SKLM fik
55 f HEATINIE RO IE S

TRERETNS

7 51. storekeycfy 7S
TRE—AZAITZDIERM, BEET, EH R IETOCHAEME B
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7 51. storekeycfg w< (%)

3% Wi 1P i

-add 00 % A {64 -ip. -pn. -u, -pw Ml -f iy &%

-ip TFTP/SFTP R&8: ¥ | TFTP/SFTP RS MAE R EN LK 1P Hidik
Ml Z Bk 1P Huhk

-pn TFTP 5 SFTP JiR52$0 | TFTP/SFTP RS2 A ReR 115 (BIMEN 69/22)
i 15

-u SFTP Ik 5525 I H 44 SFTP RGBS EBRH 4

-pw SFTP Jlk 55 %% i % 55 SFTP JIR 5525 WA 0% 0

-f WS W X4 W S A RO £

-del B IR R FI SR | keycfg 13 H A ETEHFHA K515
B

-dgrp VIR R H LR

-sxip WM SKLM Mt 55250 F | SKLM RS2 E B EN A 1P bk, & 1. 2. 3 2 4,
W4k 1P Huhk

-sxpn Wi SKLM R5548 M | SKLM MRS5 7% A R 15, i 1. 2. 3 5K 4.
mR=

-testx WiREE ALY SKLM | B 1. 2. 3 % 4
R 55 25 W % 12

-h S8 7N i 4 F 2 A0 3% TR

B

storekeycfg [options]

options:

-add state

-ip ip_address

-pn port_number

-U username
-pw password
-f filename

-del key_index

-dgrp device_group_name

-sxip ip_address

-SXpn port_number

-testx numeric value of SKLM server

-h

N K

LN\ SKLM IR 55 43 iE 45, i HA DL T a4
system> storekeycfg

add -ip 192.168.70.200 -f tklm-server.der

system> ok

EHLE SKLM RS a5 bk fisw 05, WA T w4

system> storekeycfg
-s1ip 192.168.70.249
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system> ok

LWRERGALR, HFMAU T4
system> storekeycfg

-dgrp IBM_SYSTEM_X_SED

system> ok

syncrep <
5 FH 00 iy A T I R A % B )R 3l 4 ] 25

TERERIET NS

7 52, syncrep wS

TEREAZITZFIEM, BEEB, 51 ik 5SS B 1 A5 B

% 5 ik fi

-t F T 38 8 A B W B i samba, nfs

-1 2 T A7 A P v oL M URL # R

-u il

P G

-0 ¥ 15 samba Fil nfs % 2Kk 15 P 50 247
-d 53 samba %% Z 1 IR

-q Bl Y AT EHRE

-c B W) 25 3 72

E*E

syncrep [options] Launch firmware sync from remote repository
options:

-t <sambalnfs> protocol to connect repository

-l location of remote repository (URL format)

-u User

-p Password

-0 option (extra option string for samba and nfs mounts)

-d domain (domain for samba mount)

-q query current update status

-c cancel the sync process

=

(1) start sync with repository

system> syncrep -t samba -l url -u user -p password
(2) query current update status

system> syncrep -q

(3)cancel the sync process

system> syncrep -c
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thermal 5%

A5 FH 1t iy A W] 2 7R R I B AL R S RO R

TE TCAEMTIE T % UL T I24T thermal fir &4 B R BRI, TRERFETHSE,

7 53 thermal <

TEREADSITZFIRAM, BRI, 5 5 8 A 5 B B 5 B

&5 ik fi

-mode B A Ak %

normal, performance, minimal, efficiency., custom

-table PR, &R (ID)

A gs Fl B
W
thermal [options]
option:

-mode thermal mode
-table vendorID_devicetable_number

7~ il :

system> thermal

-mode normal

-table 80860126 1 10DEODFA 3
system>

timeouts 7%
i F I Ay 4> 0] 2 7 B B 50 I,

o FRINEK, EHI timeouts,
o EHTUUEMNAE, HMNET, HLEHRMA,

o WHUGHNAA, MaE D BA GRS ER,

TRERTEMNMEMSE, XBES Web F1H _E AR 5545 8 Al 43 BE bR Bk 55—,

# 54. timeouts <

TERE DSBS, &I, 55 3 Ak R H 45 B

% vt 8 h L ¥4 1

-f S B H YA R 434 disabled. 0.5, 1. 2. 3. 4, 5, 7.5, 10,
15. 20. 30. 60 X 120

-1 3O\ 5 A N 434 disabled. 0.5. 1. 1.5. 2. 2.5. 3. 3.5,
4. 45, 5, 7.5, 10, 15, 20, 30, 60 F1
120
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7 54. timeouts < (£)

1% vl Fin) L (V2 i
-0 BAER G N 43 8h disabled. 2.5. 3. 3.5 f1 4
-S BEWR RN ERG W |/ disabled fil enabled
B
gro
timeouts [options]
options:

-f power_off_delay watchdog_option

-0 OS_watchdog_option

-l loader_watchdog_option

-s OS failure screen capture with HW error

N K

system> timeouts
-0 disabled

-1 3.5

-f disabled

-s disabled
system> timeouts -0 2.5
ok

system> timeouts
-02.5

-1 3.5

-f disabled

-s disabled

tls S
3 F bb v A X B B K TLS &3,
TERERETRMSE,

# 55 ts w2
TRE—ANZITZFEME, BEET, EHMBMET RRKMENE LS.

05 g

-min EFERAR TLS 0 1.1, 1.27, 1.3
-h Bt ¥ A0 e 75

W

1. BRI E N “NIST-800-131A AR B, S04 TLS AR E RN 1.2,

e

tls [-options] - configures the minimum TLS level
-min <1.1]1.2 1 1.3> - Selects the minimum TLS level
-h - Lists usage and options

ZN K
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LT s AWM, WERMA T4
system> tls

-h

system>

ZURWCY B t1s BRA, WERMPL T4
system> tls

-min 1.2

system>

TR T ds MOARESCON 1.2, HERHBL T4
system> tls

-min 1.2

ok

system>

trespass <
8 F e Ay 4 7T BE B R R R RN B

trespass WA H TIHEMZREERAEE., EERAHERK ZRAEE Web 8 CLI H 1%

ST ] P
FHELRETMSH,

# 56. uefipw @S
TREAZATWHIBYRM, I T 0 3% 50 4 8 4 B

3% W A

-s fil B B AR N B
-h B 2 0%
B
usage:

trespass display the trespass message
-s <trespass message> configure trespass message
-h - Lists usage and options

ZNJE
H: FERAHEALESEM .

system> trespass -s testingmessage
ok

system> trespass

testingmessage

The trespass message contains spaces:
system> trespass -s "testing message"
ok

system> trespass

testing message

% 10 . Ay

e
-
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uefipw %
i b4 P ELE UEFI A8 R, %k HEH,

uefipw WA A5 “.p” EH— &M HRECE UEFI FR R %K G F XCC) , FAE “ep”
I — R SRE i CLI AL E UEFI FH A %HE (N T LXCA) . BHEEREM,

TRERIE NS

7 57. uefipw &
TRE-ADZATWIBIBIFRME, 5 50 % 55 4 0 4R

3% 1 ik

-cp LHTEE (FBREN 20 ©~F4F)
P BrEw (BRHN 20 ~F4F)
-cep I 2 I A

-ep g T
W
usage:

uefipw [-options] - Configure the UEFI admin password
options:

-cp - current password (limited to 20 characters)

-p - new password (limited to 20 characters)

-cep - current password encrypted

-ep - new password encrypted

usbeth %
35 FH e fiw 4 7T 5 5258 Fl A N LAN over USB % H,

Hk:

usheth [options]
options:

-en <enabled|disabled>

N E

system>usbeth

-en : disabled
system>usheth -en enabled
ok

system>usheth

-en : disabled

wme

usbfp
fii F by 4 R ) BMC 3 F BT TRTAR USB 3 H Y JF X

TREREGTNS
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# 58. usbfo &<

TRE—AZITPHIB RN, I 500 3% 50 4 38 4 B

3% Wi ik

-mode <bmc | server | shared> Kl AR E N BMC, RS aSEILE
-it <minutes> PAG3 9 o B Yy a3 PR I (BN

-btn <on | off>

RV A PRI A H ()

-own <bmc | server >

Bl % B8 BMC sl ssas (GEEHGR)

users I
5 b iy 4 BT 5 ) Be A P ik P B AR 2 ) o

users iy 27 T RIEHH P k- g e ma kP . e ToEm g
AR IR ER. TR

7 59. users w3

&5 B AE 0L T 12 4T users WA K i

L 7N IR I SR

FTREANZITZFIEM, BEET, EHERET CBRMENRE B
v} e i
cuser_in- | Ji P R 515 18] 12 (H7%) s all #RFH .
dex
-n i Nl SRy REEERE., P8, HEMTHNENE—2Z/E, &P 440F
%, m% 16 NF5%,
P i el Sak. T ZLAE-ANFHPHFN AN ELBEZHFNEFE, & 64
PR, % 20 MEF. PR RN S8 — A A
WP, R AR IR e I I
-r RS M 132 T “roles 4" W %)
-ep g (HTR0M% | AN
)
-clear BERRTE & M ik WA E BRI P RSS, IEEIEL A
WMRPABIR, AT | users -clear -user_index
B B O o s Al A
kP (B Y i &8
), BRAEBER YR T
HME—— N F PR
BRI BR A P
K A 2 B 3 0k IEAE
HEATHI 206
-curr 77 24 88 57 4 L
-sauth SNMPv3 TATE R HMAC-SHA . none
-Spriv SNMPv3 & FA B X CBC-DES. AES 2 none
-Sspw SNMPv3 B3 FA% 1 AR
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7 59. users S (%)

3% wi A i
-sepw SNMPv3 [ERAEH (B | AR
)
-sacc SNMPv3 ¥ [a] K # get B set
-strap SNMPv3 Bk £ %4 ARENZ
-pk BRI 8 SSH A4 Pk R515,
o
o KBNS SSH B8, W AERINEHERS]
%O
o fHiH SSH A8k, SHMAEM" K5 (-userindex HETH)
Jafi A -pk W, #AHA: users -2 -pke
o FIAEHYIRXN OpenSSH #H .
o XTF Flex T AL, WP a4 {XRATAH 1PMI fit SNMP K
Fo Flex %éﬁmi*# 'pk iﬁIﬁo
-e VL OpenSSH ## X n% | T AR SE, I HARS A HA users -pk T FILH .,
> SSH %4 W: i SSH A4 &m K, %A H P 5] (-userindex %
(SSH A#ixwi) W) JEfEH -pk &, ¥R HN: users -2 -pk -e,
-remove MHFPhBR2E SSH A0 | B EM BRI AHRTISHEN —ITFEE -key_index 3 -all
%= (EamHAPSEAAEEH)
(SSH A% ixwi) W
o fliffl SSH Ak, WHHAEMFZE5] (-userindex ET)
JafE R -pk 3T, #3N: users -2 -pk -remove -1,
o X T Flex T Al, WP a4 {XRHTAH 1PMI il SNMP #K
1o Flex RHEALFE -remove ET,
-add R P SSH A4 L5154 %4, kM OpenSSH 4%

(SSH A#liEwi)

H:
o -add WAL S A HAM users -pk WA XTI,
e i/l SSH AHHEIK, H5AEMHP &5

(-userindex

W) E M -pk E W, K AN users -2
-pk -add “AAAAB3NzC1yc2EAAAABIWAAA QEAvfn-
TUzRF7pdBuaBy4d0/alFasa/Gtc+o/wlZnuC4aD HMA1Um-
nMyLOCiIaNOy400ICEKCqjKEhrYymtAoVtfKApv Y39Gp-

NnSGRC/qcLGWLM4cmirKL5kxHNOgIcwbTINPceoKH
jA6XTE+mqlfWnAhhjDpcVFjagM3Ek2y 7w/ tBGrwGgN7DP
HIU1tzcJy68mEANIrzjUoR98Q3/B9cID77ydGKe8rPdI2
hIEpXR5dNUiupA1Yd8PSSMgdukASKEd3eRRZTBL3SAtMu
cUsTkYjlXcqex10Qz4+N50R6MbNcwlsx+mTEAvvcpJhug
aTOUNPGhLIML6kTjeliQ8Xd2p Xb0ZQ=="

o XF Flex T s, M4 XA T A IPMI fil SNMP ik
Po Flex géﬁxi*ﬁ 'add ii]:ﬁ\io
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7 59. users mS (%)

% wi iR i
-upld e SSH A4 T -i 0 -l ERTUCRIBE R HAILE
(SSH A#i&wi) :
o -upld WA A HAL users -pk A LTI (-1 1 -L
BRAN)
o TR —-NMEABHNHEH, UHIRE -key index, WHRE
MY R EHIERNRRBBN—NEH, BaReEHET.,
o fliff] SSH AHEm MK, HHMAEMH P 5 (-userindex
W) EMA -pk EW, KX H: users -2 -pk -upld -i
tftp://9.72.216.40/ -1 file.key,
o X T Flex T &, HPa4XRATAHM IPMI fil SNMP K
1o Flex RHEAZHF -upld ET,
-dnld TEIGEM SSH A4 TE -key_index RKIFEE FEMEHH, HFHTE -i fn -l &
(SSH A#13%Ewi ) RAg B —iB4T TFTP RS 8 MiH AL L FERAE,
W
o -dnld T ARSI A H AL users -pk WA ETILH (-i, -1
fl -key_index B4
o i SSH AFEWM, HIAEHF K5 (-userindex %
W) JEfER -pk &, A H: users -2 -pk -dnld -1 -i
tftp://9.72.216.40/ -L file.key.,
- HF EEs T EEH M | A0 1P Motk
) TFTP/SFTP JIli 5543 #Y | ¥E: users -pk -upld 1 users -pk -dnld iy &L % -1 &I,
IP Hihk,
(SSH A#1i&wi)
-pn TFTP/SFTP [R5 W | AomH5 (RIAMEN 69/22)
mR= ¥: users -pk -upld A1 users -pk -dnld fy4 &5 A AT 3E S5,
(SSH A#1ikwi )
-u SFTP R as MM # | B 4
(SSH A%k i) : users -pk -upld F1 users -pk -dnld iy 2-3E 30 W v 3L S5,
-pw SFTP Jlit 55 2% % 5 AR
(SSH A#ikwi) ¥: users -pk -upld F1 users -pk -dnld fiv 4 3% 57 A4 Al % S50,
-1 3 TFTP 5% SFTP bA% | 84
BN ERBYH OIS | H:: users -pk -upld #1 users -pk -dnld AW HE -1 &I,
(SSH A#1i&wi)
-af B kE ENWERE VLES 2 BRR BN R IP ka5 3, PR&IA 511 9245,
(SSH A#Em) ARZHFE: 28T, ES, B, M5, ENS, 4
M, EHAF, ESES S,
-cm R IS RMeffe, e 255 N FR/F.
(SSH A#iEwi ) W i SSH AFETR, MM K5 (-userindex i%
W) JEfE A -pk W, #FAN: users -2 -pk -cm "This is my
comment.",
Wk

users [-options] - display/configure user accounts

options:
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-[1-12] - user account number

-l - display password expiration days
-n - username (limited to 16 characters)
-p - password (limited to 32 characters)

-shp - set hashpassword (total 64 characters)

-ssalt - set salt (limited to 64 characters)

-ghp - get hashpassword

-gsalt - get salt

-ep - encrypted password (used with backup/restore )
-r - role name as listed in roles command

-clear - clearuseraccount

-curr - display current users

-sauth (none|HMAC-SHA) - snmpv3 authentication protocol
-spriv (none|CBC-DES|AES) - snmpv3 privacy protocol

-spw password - snmpv3 privacy password

-sepw encryptedpassword - snmpv3 privacy password (encrypted)
-sacc (Get) - snmpv3 Access type

-strap hostname - snmpv3 trap hostname

-pk - SSH public keys options:
-e - Displays the entire key in OpenSSH format
-remove - Removes the specified key for the specified user
-add - Adds a public key for the specified user
-upld - Used to upload a public key in OpenSSH/RFC4716 format
-dnld - Used to download the specified public key to a TFTP/SFTP server

-i - IP address of the TFTP/SFTP

-pn - port number of tftp/sftp server (default 69/22)

-u - username for sftp server

-pw - password for sftp server

-l - Filename of the key file when uploading or downloading via TFTP/SFTP
-af - accept connections from host, in the format: from="<list>", where

<list> is a comma-separated list of hostnames and IP addresses
(limited to 511 characters)

-cm - comment (limited to 255 characters, must be quote-delimited)
ZNE
system> users
Account LoginID  Advanced Attribute Role Password Expires
1 USERID Native Administrator 89 day(s)

system> users -2 -n sptest -p PasswOrd12 -r Administrator

The user is required to change the password when the user logs in to the management server for the first time
ok

system> users

Account  LoginID  Advanced Attribute Role Password Expires
1 USERID Native Administrator 90 day(s)
2 sptest Native Administrator Password expired

system> hashpw -sw enahled -re enabled

system> users -5-nguest5-shp 292bchc41bh078cf5bd258db60bb63adh337¢c8c954409442cfad7148bcb428fee —ssalt abc -r Administrator
system> users -5 ghp

292bchcd1bb078cf5bd258db60b63adh337c8c954409442cfad7148hcbo428fee

system> users -5 gsalt

abc

IMM 12 &l a5 <
2% E J B S B R S A IMIML 835 GILI i & 0 51 25
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WA 7 % IMM Bl 4.

alertentries 5%
i F Bt Ay 4 ] 4 PR RS

o AWHALMIETRA alertentries ¥ BN A ZEMLAHIKE,
¢ alertentries -number -test HJ [1] 23 %€ W32 T R 515 42 B iR & 4 .

¢ alertentries -number (HH number N 0 F| 12) B RIFEZER T B5 5HERKXH K EL
VA RO IR E

TRERETN S

7 60. alertentries S

TEREAZITZFIRM, BEED, 550 Ak R H A5 B

1% v g fi
-number | BHIR . F, BREM |1 B 12
Friy & IRIEWOIT R 515
-status R B WO RS on Al off
-type et email 3 syslog
-log EER TP AFESE | on M off
i H &
-n iR AR FAF
-e AR B WOT TR AE M hE | A R E - R R ik
-ip Syslog IP Hilksk 4L 4 | AR 1P Hihk sk EAHL 4
-pn Syslog ¥ii H 5 B e
-del T B4 R W WO B 515

-test

If) 36 2 YW R 51524
B 3 4R

-crt

BUE AR AR R 2

all, none. custom:te|vo|po|di|fa|cp|me]in|re|ot

7 ) 55 7 R R 1 DA SRR ) B (BB kAR E , MR
H: alertentries -crt custom:te | vo, H custom A H5:
o te: jeId I AR L ERE

o vo: j&id il A B fE

® po: B HL R

o di: EALMEE

o fa: N3 KR

o cp: THALBHES R

P A L

o in: BEAFAIA

FL IR T AR R

o ot: FiAHMKZEMN

® me:

® re:
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7 60. alertentries @< (%)

% ik

i

-crten RIE R BFFER

enabled. disabled

-wrn

BUE AR B AR S

all, none., custom:rp|te|vo|po|fa|cp|me]|ot

S 2 R B T DL ) W R LR, H
HN: alertentries -wrn custom:rp | te, Hb custom 1H A H:
o rp: HEIIRE L

o te: ISR R ME

e vo: M &G KR E

e po: B & hHREME

o fa: JERBNUEHEMF

* cp: TALBEARAL T RESOIRAS

WA

o ot: FiA A

® me:

-wrnemn

K R

enabled. disabled

-sys

BEE IR B AR A WAL S

all, none. custom:lo|tio|ot|po|bf]|til|pf|el|ne

JE il 1 ik 15 B A ) DA SR A3 B B B R B E , #E K
H: alertentries -sys custom:lo|tio, HH' custom fffL#E:
e lo: JHTh AR % 5%

o tio: HRIMERZEH

o ot: FiAHMSHEMRGEFMH

e po: RGEFTIF/IKHA B

e bf: HERLGTISRIK

o til: #AERGUERNILTFE L7

o pf: FIHEE (PFA)

o el: FHAHB 75% O

ZET I

>

® ne:

-sysen

KL W

enabled, disabled

Wk
alertentries [options]
options:
-number recipient_number
-status status
-type alert_type
-log include_log_state
-N recipient_name
-e email_address
-ip ip_addr_or_hostname
-pn port_number
-del
-test
-crt event_type
-crten state
-Wrn event_type
-Wrnen state
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-Sys event_type
-sysen state

i :

system> alertentries

1.

O ~NOo~U1T B WN

9

10. <not used>
11. <not used>
12. <not used>

test

.<not used>
.<not used>
.<not used>
.<not used>
.<not used>
.<not used>
.<not used>
. <not used>

system> alertentries -1
-status of f
-log of f

-n test

-e test@mytest.com
-crt all
-wrn all
-sys none

S

ystem>

batch w5 %
5 i B & T BT SCHE T AL B B — AN R 2 4 CLI fr .

o HLALBHICAE T ITERAT L “#” I3k,

LB TR BSOS IR iy 4 K T ¥ R R (B 6 — 2R [E]

o AN RT IR A i 4 S I AN A S B SO i 4 T RE AR B A .

TR B ARG ZEL

# 61. batch w2
TRE-ANZITZFNEM, BEET, EIH R ET BN B

i3] ik fi

-f 4k B3 RO

-ip TFTP/SFTP Jlk 5545 1 IP $bhk AR 1P Hudik

-pn TFTP/SFTP JIk 55 25% iy it 115 ARom 5 (BRIAMEN 69/22)
-u SFTP /IR 55 #5 B9 F* 44 AR P4

-pw SFTP Jit 55 4% B % % A RBUE
W

batch [options]

option:

-f filename

%10 HE. AT RE
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-ip ip_address
-pn port_number
-U username

-pw password

ZNE

system» batch -f sslcfg.cli -ip 192.168.70.200
1:sslcfg client dnld ip 192.168.70.20

Command total/errors/warnings: 8 /1 /0
system>

clearcfg 8%
fifi F Ay 2 K IMM B B 38 O 30 BRI,

BN BA w OGRS B AR A BE R th a4, WY IMM LR S, IMM K EHES.

clock 8%
i by 4 B 2480 H AR, B DL E UTC WM EME A HIEE

BMC MEHLIRS 2588 NTP R 55 25 PREUIHHE]

MM ENIRA W IE) AT R AR M I [ 2k UuTC WA, WA H NTP B EMNMEH vTce #&3%, 3

WLIEH N & BN UTC, UTC B R PIZAH +0200. +2:00, +2 5k 2 A FREWMER, XH

-0500, -5:00 3% -5 HRERAMBEE, UTC RBEEMEANHT NTP kEHNARXZE UTC Wi

mo

WR UTC WBEERN +2, -7, -6, -5, -4 1 -3, WAFEFHKELSNLE.

o WK +2, MAHEANIETUWT: off, ee (FRRK) . tky (EHHK) | bei (JIE4F) . amm
(&%) M jem (HREHME) .

o MWK 7, WMLEAKFXBEUWT: off. mtn (&) fl maz (LFE4F22)

o MHENK -6, WMAEAMNEEWT: off, mex (BVEHEF) Ml cna (ALFEHHEP) .

o MHN 5, MLEAMNKEWMT: off. cub (HE) Ml ena (ALEEKH) .

o WK -4, WMLZEANIZEWMT: off, asu CEMFR) . cui JEWE) | san (ZHIE) F1
cat (MEKR-KWEH) .

o WA -3, WAHAMREMT: off, gtb (RHHA) M bre (EL-LH) .
ik

clock [options]

options:

-u UTC offset

-dst on/off/special case

-host - local | utc, format of time obtained from host (default: utc)
Windows systems use local, Linux uses utc

N IR
system> clock
12/12/2011 13:15:23 GMT-5:00 dst on
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identify a5 <
6 B A 4 AT A LA B30 LED 38808 K, st JE 4R,
-d AT -s on MBI AR, 8 LED IUE -d IR 2 MEP AN 536, G2 %BEUS, LED

B

identify [options]

options:

-S on/off/blink

-d seconds

ZN 1K

system> identify

-s of f

system> identify -s on -d 30

ok
system>

info ip %

5 B Ay 2 W] R s ML E A X IMM AR B
B ARAEMIET A info W22 BRA IMM LERKRFELR. TREREHHSE,

7 62 info w2

PRSI, B EEI, 5E 5 8 Ak B B 5 B

% nit ik fid
-name IMM % 5 A
-contact | IMM Bt & AWk 4 FAF
-location | IMM f% & FAF H
-room' IMM 3 il 47 31 FAF
-rack’ IMM #2845 FIF
-rup’ IMM 7 HLZE HR i 4 PR
-ruh ML 5 i
-bbay IR LA Rk

1. W3R IMM {7 T Flex System ', AN RIELHTLEEE,

B

info [options]

option:

-name xcc_name
-contact contact_name
-location xcc_location
-room room_id

-rack rack_id

-rup rack_unit_position
-ruh rack_unit_height

%10 HE. AT RE
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-bbay blade bay

spreset %
il JH 0 fiy 4 W] BT S 3 IMML,

=0 B BA o G L a5 O B AR A RE K th By 4.

Service Advisor %
A B3 B 7 1Rt Service Advisor CLI iy 4 W%,

MHIF 3 % Service Advisor 74 :
chconfig a8 %
i ey 4 B8 ML B Service Advisor X .

o MEALMIHALSEGT, LB cheonfig -li iy LT % Service Advisor FRaK 514,

o BURHEFA R BF BN P DFE (S cheonfig -sc AT , WA
" PLJE F X Service Advisor 37 7,

o WRTE HTTP B, WLBRENRA HTTP RBEFE,
TRERET S

# 63. cheonfig S
TRE-ANZIT=ZDIEM, EEB, IR AR TS B 5 B .

3% Wi g i

-li HBFE %% Service Advisor kXMl | view, accept
%A
W BRI EARMEN, REA
AEHC BAT T It %0,

-sa Service Advisor M X FRIRA enabled., disabled
W: EEH Service Advisor, #57
DT &

o [E G/ IXAHS 2 b 7 1Y
e “Service Advisor B R E” 1y

FI AT 3 T AR R b T
-sc JIR 55 3 R Hh o 1 1 R 7 X AR T AR 1SO H K/ X AR
Service Advisor k& {5 8L :
-cn FHEBRAWLES 15 REEF S (&E 30 F45F)
-cph FEPR AN HEIE S 5154 R E/ASE (5 3 30 7M7)
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# 63. cheonfig S (%)

3% vl

ik

fii

-ce

BB R A W HL 1 R H bk

H: WAMEH R C
B AN ID BiENG, BT
bbb 5 2B EWA I, I B
Ja — AN A A 24 N FE R

(Y31

¥ N userid@hostname B R FHECFbE (5
% 30 )

-Co

R3S YNLE P WA

S5 RRTAE (BE 30 ©54F)

-ca HLE B B AY Hb ik 15 R TAE (% 30 ©54F)
-cci ML AL B BT A8 3 1T 5150 RNTRE (RS 30 1T54F)
-cs HLES B B BT A2 B B /B EE T/ AR X 5150 RHTRE (RS 30 T54F)
-cz AL o0 5 P S 3 4 5150 RNTRAE (RS 9 DT

2 H Service Advisor Bt & 15 BE T

-an = diil T E YN e 154 W FESE (KL 30 1F4F)
-aph L E YNGR TR T 154 WS (5 2 30 MMEFF)
-ae 25 FLER 2R N 1 7 g 4 b A userid@hostname P R AL T-HEA: Mokl (d5
H: TUBHERPER <7 . 7 [ 2 30 NER)
B MR ID NS, BT
P ik b 75 0 B AR, I Ho
Ja— AR AL 2-4 NP REEAE,
-ao - E YNGR WA B 54 WP SE (gL 30 1F4F)
-aa £ FIHLA8 O B 1 b bk 154 W FRFESE (BE 30 1F4F)
-aci £ FIHLA8 0L B 7 1 308 7l 154 MNP E (B 30 174F)
-as FAPBE LB AAEMBEET/ARKX | 55 SRIEFE (BE 30 MFF)
-az £ FIHL A5 A5 5 1 s T80 49 1 FI5 AWM EESE (e 9 7R
HTTP QB3 &
-loc HTTP AL E HTTP B A5 e EHL L 5 IP #idk (5% 63 4
FAE)
-po HTTP RHEH H Ao 5 (1 2] 65535)
-ps HTTP fRERE enabled. disabled
-pw HTTP fRE% S 154 RN ARER (BE 15 TF4H)
-epw HTTP BN % 54 RN ARER (B2 15 MF4H)
-u HTTP RELH f 4 SIS AR ARAr 4 (K% 30 MEF)
-test Wi HTTP REE
Hk:

chconfig [options]

option:

-li view|accept
-sa enable | disable
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-SC service_country_code

-ce contact_email

-CN contact_name

-C0 company_name

-cph contact_phone

-CpX contact_extension_phone
-an alternate_contact_name
-ae alternate_contact_email
-aph alternate_contact_phone
-apx alternate_contact_extension_phone
-mp machine_phone_number
-loc hostname/ip_address

-po0 proxy_port

-PS proxy_status

-pW proxy_pw

-ccl machine_country_code

-U proxy_user_name

chmanual %
fi F Ay & Wl 4 B F 3 Call Home 38 K,

: 1] chconfig it 2L E Call Home iH 83T,
¢ chmanual -test ¥ 2 ¥4 B Call Home Wik H 5.,

TRERETH S

7 64. chmanual <

TRE-AZITZIIEM, BEEM, &R A OB E A B

% Wi ik fi
-test A Call Home #2 W5 A4 B i 75 8
Wik

chmanual [options]
Generates a manual Call Home or a Test Call Home
-test: Generate a test Call Home.

chlog 8%
8 ] iy 2 T R B T4 Call Home 2514 9108 13 2201 90 5 BUH 5 3% 28 5 R S B Y 22 4911

chlog fir 4 W8 RS 45 M P A B Call Home 153 H &P MBIE A5 H . BB RBREIEN Call
Home % H, MFB/BEHAREZEE M (WRXLEFEEZ HEPREANCEIE)

TRERETNS

# 65. checonfig S
TRRE-AZIT=DIEM, BEIET, G RIEBOCHAE M AE B
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# 65. cheonfig S (%)

% v ik i
-c IR B 5 BUE 5 E M

FH > Bk B 24
B

chlog[-options]

Displays the last five call home events that were generated either by
the system or the user (most recent call home entry first.)

-c: cancel the case associated with the event by caseNumber

TREWS

A 8 BRI R S A4 TC AR B A A 1 B3R
LHIA 3 RITCIRBAr 2

storage W%

BEFH Bb Ay & AT BN AR E (WERF 6 308 A X% IMM A BLAY IR 55 25 A7 B iR 2 WO AR B o

TR BRGNS

# 66. storage B

TERE DS IR, BRI, 5 5 8 A B B 5 B

3% Wi

i g

fii

-list

5t 5% IMM 5 B TE6% B 5o

controllers | pools | volumes | drives

Hr, target N

controllers: F1 i X F# ) RAID ¥l 2%
pools: F 5 RAID ¥ il 2§ 5K 1 776 it

volumes: %5 RAID ¥l 5 BRI AE
fiti 1

drives: % H 5 RAID & #l#% < B0 E 6%
i 281

-list -target target_id

W target_id 5| HZ IMM &
PR ARk H AR

pools|volumes|drives ctrl[x] | pool[x]

Hrp, target Ml target_id H:

pools ctrl[x]: ¥ target id 5 Hi 5 RAID
25 ) % 5% TR ) A7

volumes ctrl[x] | pool[x]: R target id
F 5 RAID £ il 85 5 Bk ) 77 6 6 1

drives ctrl[x] |pool[x]: ¥ target_id 3
Hi5 RAID 42 85 5C HK iR 472 6 K 5l 45

-list flashdimms

5% IMM % BLAY Flash
DIMM,
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# 66. storage S (£&)

3% vl

ik

-list devices

B85 IMM 45 B BT A 1 25
F1 Flash DIMM AR A

-show target_id

7852 IMM 48 B P 3% H
HUEEPSS

H, target_id H:
ctrl[x] | vol[x] | disk[x] | pool[x]

[flashdimm|[x]

3

-show target_id info

B8% IMM 4 B B ik B Az
PR B .

Hr, target id N:
ctrl[x] | vol[x] | disk[x] | pool[x]

[flashdimm[x]

3

-show target_id

785 IMM 48 B BT 3% H e

Hr, target_id N:

firmware3 ) R . ctrl[x] | disk[x] | flashdimm[x]?2
-showlog B8% IMM & B8 % B 5 H, target_id HN: ctrl [x]*

target_id<m:n|all>3

A H

m:n|all

Horr, men N — B HE R E R

o, all HFAFEMAHE
-config ctrl -scanforgn | &l 4Mi RAID FLE , HH1, target_id H: ctrl[x]®

-target target_id®

-config ctrl -imptforgn | § A\ A/pEF RAID Bt &, H, target_id A: ctrl[x]®
-target target_id®

-config ctrl -clrforgn T B AN RAID AL HE . o, target_id H: curl[x]®
-target target_id3

-config ctrl -clrcfg % RAID B E . R, target id A: ctrl[x]®
-target target_id®

-config drv -mkoffline | Y43 & RS MBALE SO BN, | HH, target id H: disk[x]®
-target target_id3

-config drv -mkonline | &3S RS MBHESCH BN, | HH, target id H: disk[x]®
-target target_id®

-config drv A BEHUBE S bR AR BUR 95545 | L, target id W: disk[x]S
-mkmissing -target i 5,

target_id®

-config drv -prprm | Y RALE W SEH RS DB | P, carget_id J: disk[x]5
-target target_id® 53

-config drv WU e 2 R M SE B MEDL | JE, target_id W disk[x]®
-undoprprm -target AL 00 B B A

target_id3

-config drv -mkbad KRB E SR TSR | K, target id N: disk[x]°
-target target_id3 T 1 A R A
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# 66. storage S (4£)

3% vl

ik

fi

-config drv -mkgood
-target target_id®

oK AR T . A A o T 5 Bl R
Pic B 1Y SE A RE A
7

KA (JBOD) ME#L
SN R L E W S AT R A

Hr, target_id H: disk[x]®

-config drv -addhsp
-[dedicated pools]
-target target_id>

*H P 3 88 25 Oy A48 4 i 2
— A AR I b b

Hr, target id N: disk[x]°

-config drv -rmhsp
-target target_id®

T B2 B

H, target id H: disk[x]5

-config vol -remove
-target target_id®

e — A%

Hr, target id H: vol[x]°

-config vol -set [-N]
[-w] [-r ] [-] [-a] [-d]

[-b] -target target_id®

Bl AR,

* [-N volume_name] N i%% i) % 5
[-w <0[1]2>] R EEHE N\KHE:

- KM 0 FAHET R
- RA 1 FKR [ E R

— A 2 FAKLHBEMWEIT (BBU) A

g

- KRB 0 LR TS K e
— RA 1 FIR TR MG
- R 2 TR HIE B B R

- R 0 KA HEFE VO K
- RH 1 RAREAF VO KWk
[-a <0]2|3>] 9 ¥ W] SR W& :
- KA 0 RARBE KM

- KA 2 RN A PR

- XA 3 RARTHIEK M

- RA 1 FRE RS
- R 2 R R W
[-b <0]1>] A)5 BRI EH:
- XA 0 Fmm AR
- RA 1 KRR AR A
-target_id H vol[x]®

[-r <O|1]|2>] /i 4% 47 B BUR WK«

[ <0|1>] N EHEELFE VO KWK:

[-d <O0|1|2>] Jy 4% W i 2% A7 5K W -
- WRAREBORME, WOHRKR 0

%10 HE. AT RE
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# 66. storage S (£&)

3% vl

ik

i

-config vol -add<[-R]
[-D disk] [-H disk] [-1
hole]> [-N] [-w] [r]%

2 H bR el e i, A2 b
g — 18,

5

4 HAR AL, HBUA
el — 4%,

e [-R<0[1|5|1E|6|/10|50|60|00| 1IERLQ-
0| 1IEORLQO>] Ii%k 5 & X RAID £J,
BOR T 3 47 4% it

e [-D disk [id11]:disk[id12]:..disk[id21]:d-
isk[id22]:..] MR T E A4 (R 5
Bl . UHTHiGbE b

e [-H disk [id1]:disk[id2]:..] BbIE T & 4%
e, DURT B

* [-1 hole] Btk 5 K BLA 17 ¥t i) 7 il L
HEM RS

¢ [-N volume_name] N i% & %

o [-w<0|1]2>] NREEHEE NKME:
- KB 0 RTHERM
— KRB 1 FoR D E R

- A 2 FARLZLHHBEMEIT (BBU) A
R W

o [-r <0|1|2>] Jy e i 2 A7 B UK W -
— KA 0 FIRA T SR W
— KA1 R TBR Wy
- RA 2 IR HIE N TR

-config vol -add[-i]
[-a] [-d] [-f] [-S] [-P]

-target target_id®

EREL 2Pk ay k3 SR R
g — 1,
£

S HAR AL, HBLA
it el — A%,

o [-i <0|1>] NREEAF VO R i:
- KR 0 LR EE VO KM
- KW 1 FLRER VO KM
o [-a <0]|2|3>] 9 in] R Mg :
- BB 0 R WE R
- KA 2 FoR RBR
- KB 3 LR CHILR
o [-d <0|1|2>] Jy ka2 A7 SR MK«
- WRRMERFEAAE, WK 0
- RR 1 FoRE R g6
- KRR 2 LR R
o [-f <0/1/2>] M HI4E Ak iy 2 A .
- KR 0 ERAWIL
- KA 1 R R
- KA 2 LARLEAIHL
] [}S) volume_size] N#HE MR/ (ML MB
v
o [-P strip_size] N KA, film,
128K # 1M
* _target target id J:
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# 66. storage S (4£)

-getfreecap[-R] [-D
disk] [-H disk] -target

1% 5 ik fi
- ctrl[x] (HifEfifit) S
- pool[x] (A FEH) 5
-config vol IR 3 AT A & * [[R<0[1|5/1E|6]/10]/50|/60|00|1ERLQ-

0| 1IEORLQO>] UM% & X RAID %1,
DR T Hi f268 th

target_id® o [-D disk [id11]:[id12]:..[id21]:[id22]:..] It
WIE RS (B , DUBTH
o [-H disk [id1]:[id2]:..] Bbi& 5 & X # a5 1
H, DUHTHGFHID
* _target target id J:
- ctrl[x]®
-help 27 iy 2 i A
W
1. RALE IMM W i3] RAID 2% i R 55 8% b 32 #e b 4
2. IR RFKER P HISS . BRI Flash DIMM [ -4 Ko 10 A S8 7R S Bk 1 ith i 36 14 B8 1 £ B o
3. RIEHAR, FERREST L,
4. HAEFEXFE RAID HEMIRS 4 LRt 4,
5. RATEXFF RAID L& IR 5585 F X Feban 4,
6. Enable A X RAID 5 1 FlE,
7. M FH—EB 4 W IR T B, DA TATH 5 storage -config vol -add 4 1 H AR IE,
Wwk:
storage [options]
option:

-config ctrl|drv|vol -option [-options] -target target id
-list controllers|pools|volumes|drives

-list pools -target ctrl[x]

-list volumes -target ctrl[x] | pool[x]

-list drives -target ctrl[x] | pool[x]

-list devices

-list flashdimms

-show target_id

-show {ctrl[x] | pool[x] | disk[x] | vol[x] | flashdimm[x] } info
-show {ctrl[x] | disk[x] | flashdimm[x]}firmware
-showlog ctrl[x]m:n|all

-h help

ZN B

system> storage

-config ctrl -clrcfg -target ctrl[0]
ok

system>

system> storage

-config ctrl -clrforgn -target ctrl[0]
ok

system>

system> storage

-config ctrl -imptforgn -target ctrl[0]
ok
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system>

system> storage

-config ctrl -scanforgn -target ctrl[0]
Detect 1 foreign configuration(s) on controller ctrl[0]
system>

system> storage

-config drv -addhsp -dedicated pool[0-1] -target disk[0-0]
ok

system>

system> storage

-config drv -addhsp -target disk[0-0]
ok

system>

system> storage

-config drv -mkbad -target disk[0-0]

ok

system>

system> storage

-config drv -mkgood -target disk[0-0]
ok

system>

system> storage

-config drv -mkmissing -target disk[0-0]
ok

system>

system> storage

-config drv -mkoffline -target disk[0-0]
ok

system>

system> storage

-config drv -mkonline -target disk[0-0]
ok

system>

system> storage

-config drv -prprm -target disk[0-0]

ok

system>

system> storage

-config drv -rmhsp -target disk[0-0]

ok

system>

system> storage

-config drv -undoprprm -target disk[0-0]
ok

system>

system> storage

-config vol -add -1 1 -target pool[0-1]
ok

system>

system> storage

-config vol -add -R 1 -D disk[0-0]:disk[0-1] -w1 -r2-i0-a0-d0-f0
-NLD_volume -S 100000 -P 64K -H disk[0-2] -target ctrl[0]
ok

system>

system> storage

-config vol -getfreecap -R 1 -D disk[0-0]:disk[0-1] -H disk[0-2] -target ctrl[0]
The drive group configuration is good with free capacity 500000MB
system>

system> storage

-config vol -remove -target vol[0-1]

ok
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system>

system> storage

-config vol -set -NLD_volume -w 0 -target vol[0-0]
ok

system>

system> storage

-list controllers

ctrl[0] ServerRAID M5110e(Slot No. 0)
ctrl[1] ServerRAID M5110f(Slot No. 1)
system>

system> storage

-list drives

disk[0-0] Drive 0
disk[0-1] Drive1
disk[0-2] Drive 2

system>

system> storage

-list flashdimms
flashdimm[1] Flash DIMM 1
flashdimm[4] Flash DIMM 4
flashdimm[9] Flash DIMM 9
system>

system> storage

-list pools

pool[0-0] Storage Pool 0
pool[0-1] Storage Pool 1
system>

system> storage

-list volumes
system>storage -list volumes
vol[0-0] Volume 0
vol[0-1] Volume 1
Vol[0-2] Volume 2
system>

system> storage

-list drives -target ctrl[0]
disk[0-0] Drive 0
disk[0-1] Drive1
disk[0-2] Drive 2

system>

system> storage

-list drives -target pool[0-0]
disk[0-0] Drive 0
disk[0-1] Drive1

system>

system> storage

-list pools -target ctrl[0]
pool[0-0] Storage Pool 0
system>

system> storage

-list volumes -target ctrl[0]
vol[0-0] Volume 0

vol[0-1] Volume 1
system>

system> storage

-list volumes -target pool[0-0]
vol[0-0] Volume 0

vol[0-1] Volume 1
system>

system> storage

-show ctrl[0] firmware
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Total Firmware number: 2
Name: RAID Firmwarel
Description: RAID Firmware
Manfacture: IBM

Version: 4.01(3)T

Release Date: 01/05/2013
Name: RAID Firmware2
Description: RAID Firmware
system>

system> storage

-show ctrl[0] info

Product Name: ServerRAID M5110e
Firmware Package Version: 23.7.0.1.2
Battery Backup: Installed
Manufacture: IBM

UUID: 1234567890123456
Model Type / Model: 1234AHH
Serial No.: 12345678901
FRU No.: 5005076049CC4
Part No.: LSI2004

Cache Model Status: Unknown
Cache Model Memory Size: 300MB
Cache Model Serial No.: PBKUDOXTAOP04Y
PCI Slot Number: 0

PCI Bus Number: 2

PCI Device Number: 2

PCI Function Number: 10

PCI Device ID: 0x1000

PCI Subsystem Device ID: 0x1413
Ports: 2

Port 1: 12345678901234
Port 2: 12345678901235
Storage Pools: 2

pool[0-0] Storage Pool 0
pool[0-1] Storage Pool 1
Drives: 3

disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-show disk[0-0] firmware
Total Firmware number: 1
Name: Drive

Description:

Manufacture:

Version: BE24

Release Date:

system>

system> storage

-show disk[0-0] info
Product Name: ST98394893
State: Online

Slot No.: 0

Disk Type: SATA

Media Type: HHD

Health Status: Normal
Capacity: 100.000GB

Speed: 6.0Gh/s

Current Temperature: 33C
Manufacture: ATA
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Device ID: 5

Enclusure ID: 0x00FC
Machine Type:

Model:

Serial No.: 9XKIKL

FRU No.:

Part No.:

system>

system> storage

-show flashdimm[15]
Name: CPU1 DIMM 15

Health Status: Normal
Operational Status: Online
Capacity(GB): 400GB
Model Type: DDR3

Part Number: 93E40400GGM101PAT
FRU S/N: 44000000

Manuf ID: Diablo Technologies
Temperature: 0C

Warranty Writes: 100%
Write Endurance: 100%
F/WLevel: A201.0.0.49152
system>

system> storage

-show pool[0-0]

RAID State: RAID 0

RAID Capacity: 67.000GB (0.000GB free)

Drives: 2

disk[0-0] Drive 0
disk[0-1] Drive 1
Volumes: 2

vol[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage
-show pool[0-1] info
RAID State: RAID 1

RAID Capacity: 231.898GB (200.0006GB free)

Holes: 2
#1 Free Capacity: 100.000GB
#2 Free Capacity: 100.000GB

Drives: 2
disk[0-1] Drive1
disk[0-2] Drive 2

Volume: 1

vol[0-1] LD_volume
system>

system> storage
-show vol[0-0]
Name: Volume 0
Stripe Size: 64KB
Status: Offline
Capacity: 100.000GB
system>

system> storage
-show vol[0-0] info
Name: LD _volume
Status: Optimal
Stripe Size: 64KB
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Bootabhle: Not Bootahle
Capacity: 231.898GB

Read Policy: No Read Ahead

Write Policy: Write Through

1/0 Policy: Direct I/0

Access Policy: Read Write

Disk Cache Policy: Unchanged
Background Initialization: Enable
system>

adapter @ %
a4 HF 87 PCle EHLASE 45 B

WIRA Z ¢ adapter ¥4, Wk S5 #8 76 K H 12w A I DL R T 8 3 47 Wi s -

Your platform does not support this command.

WRET, EHREEEMER S, WABEFRIHMSTHE (BH0—K) A HEEF T Ha G

wfE B
TRERIE NS

# 67, adapter S

TEREAZITZFIEM, BEERI, 501 Ak B HRAE HA5 B

1% 5 ik fi
list B i Ik 55 4% BT A PCle GG RLAR
-show target_id B B PCle JEHL 25 B 4145 B target_id [info|firm-
ware | ports | chips]
* info: W7NIGEMRCASHYMEMELGE B
o firmware: 7518 AL 2% W AT A AR
%AE\
® ports: 273 8 T 2% 1 B A DA K Y i
HE B
e chips: RARERAHFMTA GPU &
HER
-h 7 iy 4 FH IR R I
Bk
adapter [options]
option:
-list
-show target_id [info | firmware | ports | chips]
-h help
ZNE
system> adapter
list

ob-1 Flex System CN4054 10Ghps Virtual Fabric Adapter
ob-2 GPUCard1
slot-1 Raid Controller 1

172 XClarity Controller (HL# Intel Xeon SP (32=f) f1 AMD EPYC CEMR, H=R) ) A




slot-2 Adapter 01:02:03

system> adapter

show ob-1 info

Product Name: Flex System CN4054 10Ghps Virtual Fabric Adapter
Card Interface: PCIe x 16

Function Count: 2

Function Name: xxx Emulx xx componentl
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x

Package Type: dici
Function Name: xxx nVidia xx component?2
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355
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Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x
Package Type: dici

mvstor a7 %
i ey 4 3RS M2 MR B e B IR BURE B,

TREREGTNS

7 68 mvstor

TR ADDATPII BN, FH 3% 55U 3% 5 A 4R

% Bt ik

-h/? FT B0 Ay 4 1 35 Bl 45 B

-version 87 ¥ 1 2 A A B

-disks BN

-volumes BRBEEEE R

-create Bl —AEPE, WLAIEE VD _Name, RaidLevel fl StripeSize
-delete 5 e Bl 38

-import SA—AHEERE., SANZRBEE, RAERNEIK A ERZEDE,
A%

mvstor [-options] - raid configuration for SATA/NVMe RAID hoot solution.
options:

-version - displays controller firmware version.

-disks - displays information of media disks.

-volumes - displays information of virtual disks

-create -slot <slot_no> -name <vd name> -level <011> -stripe <32[64|128]256]512> - create virtual volume.
Marvell SATA RAID: stripe size can only be 32k or 64k
Marvell NVMe RAID: vd name is unapplicable. The name will always be VD_0.

-delete -slot <slot_no> -id <0[1> - delete the virtual volume
-import -slot <slot_no»> -id <0[1> - import a foreign virtual volume
Bl
system> mvstor -version
Controller Slot  Device Name Version
1 ThinkSystem M.2 SATA 2-Bay RAID Enablement Kit 2.3.20.1203

system> mvstor -disks
Controller Slot 1 M.2 Bay0 128GB M.2 SATA SSD  LEN
Controller Slot 1 M.2 Bayl 128GB M.2 SATASSD  LEN

system> mvstor -volumes
Controller Slot 1:
VD_ID: 0
VD_Name: VD _Test
PD_Member: 0,1
RaidlLevel: 1
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StripSize: 64k
VD_Capacity: 117 GB
VD_Status: Optimal
1 64k 29 GB Optimal

system> mvstor -delete -slot 1 -id 0
VD_ID 0 is deleted

system> mvstor -create -slot 1 -name M2RAID -level 1 -strip 64
New volume is created

system> mvstor -import -slot 1 -id 0
VD_ID 0 is imported

XEFWL

A = B I 4R S R A B R

B — %X Fwm4d: 5 175 7 “dbgshimm 4"
dbgshimm %<

5 F Jb 1y 4> A B X 8% 5 Tl B DA 2 42 1 3R shello
E: ey AU FE A R
TRERIETHSE

# 69. dbgshimm @<
TRE—ANSATHIIFA,  H 5 550 3% 55045 38 4 6

& i i

& BARRAE

Ja M SRR YT (R 48 2 A5 0] 1% 550 ] B9 S8R IAfED)
5 25 JH 8 3R Vi 1Al
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£ 1ME IPM #QO
AREEAH XClarity Controller X i) IPMI £ H
HRbrE IPMI @4 B4 R, 50 (CHRTFEEMED IPMI) MYE) X (2.0 iE S

JRA) o ARCEGFEBE S X Clarity Controller [ 4 XX F7tn i IPMI 71 OEM IPMI fiy & — & fii
1 OEM ZE B i,

F A IPMI &2 XClarity Controller
AR B EfE B A REF S B (IPMI) 4 2 XClarity Controller,

X Clarity Controller FJ¥] 43 il F* ID $'E N il F* %4 USERID, ##3) PASSWORD (38 F=%
MARER O) o W/ BA R U RHR,

HORL: AR 0 T A 1) B SO0 P P A A R DL 5 R A

f£ Flex System H1, M AJHLE Flex System CMM % #1458 X Clarity Controller IPMI ] /' K
Fo WEULT, CMM 565 IPMI I/ ID o & i &8 vl 8 JC 8 1 IPMI 15 W] X Clarity Controller,

WH: CMM BEEMHA P ID ik fE5 i USERID/PASSWORD A A& A, WHR cMM KL E
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IREN/EE LAN i ES K
HR W XCC BB i B AR AT AL, B4 S BOIR M E D F & X,

© Copyright Lenovo 2017, 2022 177


https://github.com/ipmitool/ipmitool

DHCP
BT AR IP Hudik % F 5 580, XCC BB T M BT, XCC 27452 M
Al B N 22 A DHCP IR 55 474K IP Huhik, W0SRAESD, WK HoRe e 1% 21 66 F 6 25 1P udik,
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XCC fii A 4h 87 BB 25 A AL DHCP bk
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] I s o

R RS B, REETHE W LESFIGER R 5 F AR EiX 2 DR E T il —A 88—,
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TE. ) 0x01 = B8 H
M) )57 %5 4 K 3B BT 3 A~ #:: 7E Flex 1 ThinkSystem D2 Enclosure
o 1 o (ThinkSystem SD530 Compute Node) % 4t
T = SO Ea FS R R T, S A
P2 =17 HiEid CMM F1 SMM 1) B 4538 45 B 42 .
Z3 3 =00n (O2H) =
0lh (BEH)
OEM &% C4h g
(XCC i LS55 kIR 0x00 = 10 Mb
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0x0D A5 B PRIV_USR

0x1E HLAG B JE R 1R | PRIV_USR
I

0x38 NMI I E PRIV_USR

0x49 R BIE W PRIV_USR

0x4A 1 S PRIV_USR

0x4D KO g R A PRIV_USR

0x50 FKH Build 3 5 PRIV_USR

0x55 B E EHA PRIV_USR

0x6B # i) FPGA [& 1% | PRIV_USR
T

0x6C EWRE 2T H | PRIV_USR
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FI 9 - 0x00

"If‘lEZ:

ZA 1 - EEARE 2T 2 -
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=i | 56 AR S
717 2-65 LT RN,
ASCIIZ, V)
Null £ 118y
PR,
WHRKE 1-64:
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e BRI R S5 25
. BE, WMREA THEE P
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ZR KB
Polybrominated
diphenyl ethers
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BE3. " - REZERAVERHRIER -

Note3 : The “-“ indicates that the restricted substance corresponds to the exemption.

BE2O" RERERAVEZENSERBEAN LI EEEE -

Note2 : “ O ”indicates that the percentage content of the restricted substance does not exceed the
percentage of reference value of presence.

BEL "BHo1wt%” K C#BH0.01wt% BRIERANBEZESSEBHENLSEREE -

Note1 : “exceeding 0.1wt%"” and “exceeding 0.01 wt%” indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence condition.
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IPMI ¥
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BIEEH 61
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IPv4
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DNS 116
IPv6 9
BE 121
IPv6 S-ht
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CLI #5127
HTTP 3 H 129
HTTPS %0 129
LDAP R &#mmH 125
MTU 121
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© Copyright Lenovo 2017, 2022

SKLM
EHEHMRSHE 39
SKLM % # 4l
BE 39
SKLM iif 45
HH  39-40
SKLM iif 5 % 8
“TERYIH” T 39-40
SKM
M 38
SMTP
Rs54s 1P ik 134
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