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Lenovo XClarity Controller (XCC) N17 A5 Redfish A § J&-F 5B 2 API 128t X #F. Redfish
API "W FlF M XCC BB TN R Ui XCC Bk S . Hit, W PLK Lenovo XCC i
R AN B F] Lenovo B3 = B k. Redfish i ] RESTful #1135 XA JSON PR A R 61 %
IS HTTPS WpiX BT RSB, Redfish &M T & MRS A, MILIR S 38 2O M0 0T | 36
¥, I HFFENTRAR ST,

X Clarity Controller H #ii 32 Redfish #L{E 1.15.0 fil Redfish ZEHIH 4 2021.4, A SCAY 35 W 4
fil#£ ThinkSystem [k 55 #§ L. Il XClarity Controller #J Redfish ZfE,
WMFHA K Redfish [T AR EZ(E R, ES R T RKE:
e DMTF Redfish i£3%: http://dmtf.org/redfish
- By, AE, BB, B, W ILMERE . BE MR,
e DMTF Redfish JF KA B 1)1: http:/redfish.dmtf.org

- HBEMB, SERASH., oI EE R
e DMTF Redfish . H: http:/github.com/dmtf

- JFRTEME, HYIHRN BRI Redfish,
e Redfish I J1#8¥%: http://www.redfishforum.com

- DMTF £, BE A Redfish LA W&, #CMitie,

NIE 3%
Redfish 7 Z6 FHAF A2 RM TLS EESRIE#HEIE. XCC Redfish # 032 “HAGNIE” f1 “2
IEBFIAIE” . I Redfish G, Jo7FHIAUEEP A 5 W) A ME—F PN IR SR “/redfishivl/” o

HTTP #AAIE (H RFC7235 & X) il HTTP “Authorization” #73k 7B I P RS %
Wi (0 Web WI%E8%) K HBYiERINIER] XCC Redfish RS, MRk aE A SFEE, mEIES A
B P R PRGN P REIAIER B YT R curl 34T IEHAE K 7~ 6 :

curl https://10.10.0.128/redfish/v1/Systems/1 -X GET -k -H "Content-type: application/json"
-H "Authorization: Basic VVNFUKLEOLBBUINXMFIE"

R B SR IE & “USERID:PASSWORD” 1) base64 %24 &, Tt DL T 44 5
echo -n “USERID:PASSWORD” | haseé4.

Erms AP RBEEVDEE AR “SEEH” BaPMiAnSi5E 8 A HA @ Redfish
Baaih. BI@BRSTENE 5N REMN HTTP IR AR 3k 7B “X-Auth-Token” & [ /1)
“session-auth-token” ., “‘session-auth-token” F Tilid¥ HTTP i&Kirk “X-Auth-Token”

BHEN “session-auth-token” REIEJFEIE K, LT RLE curl FHATILEAE MR H:

curl https://10.10.0.128/redfish/v1/Systems/1 -X GET -k -H "Content-type: application/json"
-H "X-Auth-Token: session-auth-token"

BRI 2EBOREN 16, I B R W REE N,
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Lenovo ¥ EBIE MR

ML ERAT B T 78 Redfish 2844 12 X Z AMFERE Redfish SR, W 9 70 4] 4 45 5 8 3
., BN BIOS B EM .

T AR B R R A 5 X B JSON % A5 5 BRI B I, DMTF & A i b HfE 7 Mk 2 T M
https:/redfish.dmtf.org/registries | #, XCC Redfish R 557 “/redfish/vl/Registries’” HHEHt—
LM R, Hd @& DMTF trift MR U X Lenovo ¥ REM &,

o WMEHEME

- BT RN B EME “Base.1.8.0.json” Z, XCC E 4 OEM ¥
M3 “ExtendedError.1.2.2.json” K¥ J& XCC Redfish It 55 Fl B B, ¥
MFE M URI B “/redfish/vl/schemas/registries/ ExtendedError.1.2.2.json”
“/redfish/v1/Registries/LenovoExtendedWarning.1.0.0”

BRFEEME ( “/redfish/vl/Registries/ResourceEvent.1.0.2” ) % X T H T Redfish %
VAR ERE B . E5FEMFTEME ( “/redfish/vl/Registries/TaskEvent.1.0.1” ) & X T
M T 878 Redfish £ 55 < B BATE &,

TR F B fEH, A HH 2 Bt B2 k. 755 Lenovo [ fF B Hi{H
BEME (/redfish/vl/schemas/registries/LenovoFirmwareUpdateRegistry.1.0.0.json) DA
IRBUH B XA T R J5 %

o HfEMEME
- TEAFH B EMERE XK XCC Redfish FHS5%EE., XCC A B 2 H0 5 2 4F:

— WA R “FE SR XX T IPMI SEL WS E, XeRA0
] Redfish {EMt % “/redfish/vl/schemas/registries/EventRegistry.1.0.0.json”

— LR PRAT R RAE R R R o SRR S R R A R
EventRegistry.1.0.0.json,

e BIOS J& Pk #

— BIOS J& P48 H] )8 M1 M 325U “/redfish/vl/schemas/registries/BiosAttributeReg-
istry.1.0.0.json” . BLiENIE XA Lenovo UEFI 24t HY 7 B 0L & 8 P15 B .

o BURGTEM %

— Redfish FEMHIEiE K Redfish RS WK BUACPRBEAT Dl 3l . AR VEM R 2 X T Ui W) 3%
R R, FESEyEMRT, Fr @B R R M e R Z RIFAEXN R R R

Redfish T &

Redfish /& —ffl REST API, P ILw bk REST & /o5 2 7R H, X% F o4 15 % Fl i
TH (W curl) , DERMEHAMAIET (W Python fl PowerShell) #H 7AiM, Postman )&
—Fh % HZ HTTP REST % /i B, A M https://www.getpostman.com/ ZREUIL T B,

Lenovo #2477 —2&f#i ] Redfish i) Python il PowerShell 7~ il il A<, 31X £ i A< ] 48 Ry T JEAR
% M Lenovo i) Github J i http://github.com/lenovo/ KHL

¢ Lenovo Python Redfish }Zk: https:/github.com/lenovo/python-redfish-lenovo
* Lenovo PowerShell Redfish JZX: https://github.com/lenovo/powershell-redfish-lenovo
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X AFI ] Redfish API K45 P Lenovo ThinkSystem JR55 %5, A S & b & B 1] ) 8 328 Wi
W, HET, 1SR SRR A A/ 1P B, R TG A s ) 0 A BE AR PR, ] B BT DA R R R
o XA L (XCC Mgryish) , WA DIARHMER (ThinkSystem k5545 E#Y

W, EZF XCC ARMEHMLEZD) .

HoAl 32 45 Redfish FIITIR L HA$E Ansible, BT H M 2.7 BRI 46 DL =A@ FRAE AR BB A JE 50
NT X Redfish B X HF, XY T Lenovo ThinkSystem MR 55 8% FiEAT00

¢ redfish_facts: https://docs.ansible.com/ansible/latest/modules/redfish_facts module.html

¢ redfish command: https://docs.ansible.com/ansible/latest/modules/redfish_command_modul

e.html

® redfish_config: https://docs.ansible.com/ansible/latest/modules/redfish_config module.html

AN, DMTF 4t 7 —8 75 T Ak #E4T Redfish TR FI X $%, AP, DMTF B Redfish T B4
B2 6 2 I TR) A 7% 3 T 30 20 R FR A9 U B 87 . IX BL BR YR W DL #E DMTF Github BT _F 3%

https://github.com/DMTF

DMTF Redfish T H

THAE

Redfish Mockup Creator

3% JE—A python3.4 FLfF, DML IE S
Redfish JIk 55 £ & Redfish Mockup XK 4544,

Redfish Service Validator

Redfish Service Validator & —/> Python3 T.H,
HFHEAET B Redfish IR TR “%&” &
T4 A Redfish CSDL 44,

Redfish Tool

XJE— Python34 f2)7, LI T T 1] Redfish
API W4T LR,

Redfish Interface Emulator

Redfish Interface Emulator P PLE# A (GET)
%34 (POST. PATCH. DELETE) il T+
Redfish WM,

Redfish Mockup Server

X FE— R R A Python 3.4 F2/%, W DAS I B4EfT
Redfish BRI T 2% SC ke b, 3F B DAAETR & M
IP/3 H oA Redfish if RIEBLIR 55,

Python Redfish Library

X &= Python &, T 5 X# Redfish It 55
i gt AT A2 HL

%1 E EA 3


https://docs.ansible.com/ansible/latest/modules/redfish_facts_module.html
https://docs.ansible.com/ansible/latest/modules/redfish_command_module.html
https://docs.ansible.com/ansible/latest/modules/redfish_command_module.html
https://docs.ansible.com/ansible/latest/modules/redfish_config_module.html
https://github.com/DMTF
https://github.com/DMTF/Redfish-Mockup-Creator
https://github.com/DMTF/Redfish-Service-Validator
https://github.com/DMTF/Redfishtool
https://github.com/DMTF/Redfish-Interface-Emulator
https://github.com/DMTF/Redfish-Mockup-Server
https://github.com/DMTF/python-redfish-library
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F2E BRSRE

%R ServiceRoot

M JEE R Redfish RS A, Fid XCC EH Redfish 2 10 P W) 5 B A H: s 9% 5 48 B 32 5% 7]
MRS 1T 58

BB E 1
PER R Iredfish/v1/
ZeAH S ServiceRoot_v1.xml

GET - RS HBREM
fli |l GET H#K & Redfish IREWIRSH (/redfish/vl/) G JE M,

#H3R URL
https:// <BNC_IPADDR>[redfish/vl/

B3R IEX
Jo
I R 1F 32
Wi 37 R 4 DL R S 80 JSON AR
TR xR ik
Id F8d | “RootService”
Name FRH | “Root Service”
Description LR “This resource is used to represent a service root for a
Redfish implementation.”
Vendor FHEHE | “Lenovo”
SessionService W 21 Ik 55 BEUR W 5 Bk
Managers e EHELAEA NG R,
RedfishVersion FRE | BLBLA Redfish IR 55 MRRA
UUID FREE | RS A E— bR R4
Chassis e HUAR 2R B 5] P B2
Tasks i RS A 5 R,
EventService S FF MR 55 BEUR I 5] BE R,
JsonSchemeas g Json BB 5] HI fE .
JobService e b iRk 55 B Y 51 B
AccountService T WK P IR 55 SRR B 5 | B

© Copyright Lenovo 2018, 2024 5




TR RH ik
CertificateService R HEF5 R 55 PEUR A 51 R .
Systems R Bk SNk
Registries e WM RE A5 B,
UpdateService % BB R 55 SRR 51 R
TelemetryService B T AR 55 B Y 5] B
Links x4 (S5
Sessions R LR G WG B,
ProtocolFeaturesSupported | %4 eIt
ExcerptQuery i 7R R L “excerpt” HMSH,
FilterQuery i IR TR RA LA $hilter HEHSHL
OnlyMemberQuery i 7R R R ZHF “only” HHSH,
SelectQuery iR 8RB L FF $select HHSHL,
ExpandQuery PUE CRIT,
ExpandAll A IR TRARRA LFR S Sexpand (BIAAERH)
Levels /R RN AR 55 2 B 3L HF $levels FRAEFFETT,
Links i 7R ﬁg)%ﬁi‘i%i&iﬁ% $expand (&I “Links” #8431 i
MaxLevels B 578 $expand BAEH I Slevels P& FF I KBURE.
NoLinks 1 /R fj?f‘%%ﬁs‘z%’@ﬁ $expand (VBRI ATE “Links” #4H i
DeepOperations pOE 3 I,
DeepPATCH i IR 678 BE R 55 e 5 SRR PATCH #4F .
DeepPOST i IR 878 BU R 55 J 3 S FR R POST #:1E
MaxLevels Bz TR BESRAE b 70 VF R e K IR
RERD
HTTP R&ERY WP A ID
500 InternalError
=Pl
i& 5] LR 75 45 JSON Fi B :
{
“Tasks": {
"Qodata.id": "/redfish/v1/TaskService"
2’Chassis"= {
, "@odata.id": "/redfish/v1/Chassis"

"Id": "RootService",
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“ProtocolFeaturesSupported"”: {

"ExpandQuery": {

"Levels": true,
“NoLinks": true,
"Links": true,
"ExpandAll": true,
"MaxLevels": 2

I8

“OnlyMemberQuery": true,

"DeepOperations”: {

"DeepP0ST": false,
"DeepPATCH": false,
"MaxLevels": 2

|8

“FilterQuery": true,

"ExcerptQuery": true,

“SelectQuery": true
I8
"Links": {

"Sessions": {

"@odata.id": "/redfish/v1/SessionService/Sessions"

}

I
"RedfishVersion": "1.10.0",
"EventService": {

"@odata.id": "/redfish/v1/EventService"
I8
"JsonSchemas": {

"@odata.id": "/redfish/v1/JsonSchemas"
8
"Systems": {

"@odata.id": "/redfish/v1/Systems"
I8
"TelemetryService": {

"@odata.id": "/redfish/v1/TelemetryService"
I
"UpdateService": {

"@odata.id": "/redfish/vl/UpdateService"
I8
"Registries": {
“@odata.id": "/redfish/v1/Registries"
8
“CertificateService": {

"@odata.id": "/redfish/v1/CertificateService"
I8
"UUID": "3D03A592-79ET-11EA-9029-B1651358D6FA",

"Vendor": "Lenovo",
“Name": "Root Service",
"JohService": {
"@odata.id": "/redfish/v1/JobService"
I8
"Description"”: "This resource is used to represent a service root for a Redfish implementation."”,
"@odata.type”: "#ServiceRoot.vl 7 _0.ServiceRoot",
"SessionService": {

"@odata.id": "/redfish/v1/SessionService"
I8
"@odata.id": "/redfish/v1/",
"@odata.etag": "\"9d900d0444cd31da3490c\"",
"AccountService": {

"@odata.id": "/redfish/v1/AccountService"

}
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"Managers": {
"@odata.id": "/redfish/vl/Managers"
}
}

8 Lenovo XClarity Controller REST API $§7



FIE <BEHE

&R SessionService

MR LR Redfish RS STEES . B SessionService FIR I BV Ui M BT A 206 %R,

PR K 1
PR R /redfish/vl/SessionService
R S SessionService_vl.xml

GET-2FEEEM

il GET 77 K& Redfish IR 55 H SessionService ¥IEH HY g1,

F3R URL

GET https://<BMC IPADDR>Iredfish/v1/SessionService

BERIEX

"

M 7 1E 32

Wiy )52 2 A 2 DA T S 5 JSON AR :

Y B kK Hiik

Name FR [ & E4F B “SessionService”

Sessions xR IE ) 1t B £ £ Sessions A W EERE

ServiceEnabled i 7R R AE R R ARG, RSB T IHRS .

SessionTimeout B2 X216 IR S5 B AS 35 3 1 5% A1 2 16 Z il 22 08 AT B AL T RS g R
AR E. HNAT 30 | 86400 X,

Description FRE | WEHFBEHTRREA Redfish LI 215 RS R 1

RERB

HTTP RN WMRIHE ID

500 InternalError

i) Rz 7= 31

TEARB I I, KR E R APLTF DT A Y B IE SC:

{
"Id": "SessionService",
“Name": "SessionService",

"@odata.context": "/redfish/vl/$metadata#SessionService.SessionService",
"@odata.etag": "\"e863afle936fd7556he8ebh637f07117\"",
"@odata.type": "#SessionService.vl_1_4.SessionService",
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"SessionTimeout": 300,
"@odata.id": "/redfish/v1/SessionService",
"Sessions": {

"@odata.id": "/redfish/v1/SessionService/Sessions"

}

ServiceEnabled": true,

“Description": "This resource is used to represent a session service for a Redfish implementation.'

PATCH - E#TiEafE 1%

il PATCH J5#: % % Redfish It 551 SessionService %I H i it g
#H3R URL

PATCH https://<BMC_IPADDR>/redfish/v1/SessionService

BEREX

S ST A N B

7B e8] ik

SessionTimeout B R AT 30 ) 86400 Z 8],

g R IE 32
Wi 2 3 18] ) N 55 GET #RAEA L, H BT 7 s .

RERD

HTTP RAERY WMPH A ID

500 InternalError

Bl
PLF 736 & PATCH IE 3,

{

“SessionTimeout": 500

}

i& 5] PL R 75 45 JSON Fi B :

{
"@odata.id": "/redfish/v1/SessionService",
"Name": "SessionService",
"ServiceEnabled": true,
“@odata.type": "#SessionService.vl_1_é.SessionService",
"SessionTimeout": 500,
“Id": "SessionService",
"Sessions": {
"@odata.id": "/redfish/v1/SessionService/Sessions"
1
"@odata.etag": "\"2e82e923b1582967372\"",
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"Description”: "This resource is used to represent a session service for a Redfish implementation."

}

&R Session
VRN Redfish RSB IELH, XCC %L AFFKIZEIT 16 1 Redfish 21,

TR R i DR 2IEHREE, B85 Redfish 21,
Web GUI 21, HHELGEH G 26 F,

gl g /redfish/v1/SessionService/Sessions/{1:-*N}

Y AP Eis Session_vl.xml

GET - 2§48
il GET J7 /& Redfish RS2 IEE G T HIB I,

B3R URL
GET https://<BMC_IPADDR>Iredfish/v1l/SessionService/Sessions

ERIEX
7

Mg R IE X

TR i) ik

Name F B “SessionCollection”

Members B iz 2iEonE G|

: : (13 . . . 2
Description PR A collection of Session resource instances.

RAERBE

HTTP RERY B A ID

500 InternalError

Bl
1B 8 DL R 7 6 JSON Wi ¥ -

"Members": [
{
"@odata.id": "/redfish/v1/SessionService/Sessions/3"

}
1,
"@odata.type”: "#SessionCollection.SessionCollection”,
"@odata.id": "/redfish/v1/SessionService/Sessions",
"Name": "SessionCollection”,
"@odata.etag": "\"23ca87ca635524230d9\"",
"Members@odata.count”: 1,

"Description”: "A collection of Session resource instances."




GET - 2#EM™

i H GET J7 /% Redfish IR55 1) Session FIHH B M:,

E3R URL

GET https:// <«BMC_IPADDR>Iredfish/v1/SessionService/Sessions/{1...N}

BRIEX

I

M 7 1E 3T

B RH ik

UserName PR BlENSIEMRAT 4,

Password FRH | WEMEE POST P THECIEH iGN IR E RS, WELAE
GET %A null,

SessionType FRHE | 2 RBEFE, UL T2ERE (HlI: Redfish.
WebGUI, ManagerConsole %)
: £ Purley ‘& Lk, fUEFF Redfish 2iF,

Name FIT R 2% ID 18,

Id PR | 21 ID fE,

MRERE

HTTP K& WIRWA D

500 InternalError

T~

i& [5] PLF 7 45 JSON Fli B :

Redfish session

{

"@odata.id": "/redfish/v1/SessionService/Sessions/6",

"Password": null,
“@odata.type": "#Session.vl_2_1.Session",
"Id": "6",
"SessionType": "Redfish",
"@odata.etag": "\"1470b92b471825a097d\"",
"Name": "6",
“UserName": "USERID"
}

WebUI session

{

"@odata.id": "/redfish/v1/SessionService/Sessions/7",

"Password": null,

“@odata.type": "#Session.vl_2_1.Session",
"Id": 7",

"SessionType": "WebUI",

"@odata.etag": "\"142ad4e178¢c5a2420877\"",
"Name": "7",

"UserName": "USERID"
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}

CLI session

{
"@odata.id": "/redfish/v1/SessionService/Sessions/8",
"Password": null,
"@odata.type”: "#Session.vl_2_1.Session",
“Id": "8",
"SessionType": "ManagerConsole",
"@odata.etag": "\"1647efec331f2aelcdc\"",
"Name": "8",
"UserName": "USERID"

POST - Bl & &
5 22 R DA AT i — 25 1 V1 DDA

H3R URL
POST https://<BMC_IPADDR>[redfish/v1/SessionService/Sessions

BERIEX
FB eyt ik
UserName | 245 Bl IER P 4

Password | 245

Mg HAE POST HH FAERI G H & 1E I8 2
W, WEHAE GET 4 null,

W3 R IE 3
TR i) #iid
UserName | 245§ Bl 2 IE P 4.

Password | 24 H

BB PEAE POST o TAEGIE BT 238 g

#i, MEYAE POST Wi 4 null,

Session- FIF “Redfish”

Type

Name PR 2% ID {5

Id FRF 2% ID 14
0e) )82 % 3k

FB ik

Location B 208 IR M85,

X-Auth- Bl T2 3 I A2 SO RS

Token




RERD

HTTP RN WP A ID
201 Created
401 NoValidSession
403 SessionLimitExceeded
500 InternalError
Bl

PLF Rl & POST IE X,

{
"UserName" : "USERID",
"Password" : "PASSWORD"

}

1B 18] DL 75 4] JSON i ¥ -

{
“@odata.id": "/redfish/v1/SessionService/Sessions/é",
"Password": null,
"@odata.type": "#Session.vl_2_1.Session",
"Id": "6",
"SessionType": "Redfish",
"@odata.etag": "\"1470b92b471825a097d \"",
“Name": "6",
"UserName": "USERID"

DELETE - MR <&
f§i | DELETE J7 %M % Redfish RS M 20 0. TR Ui 9128 7 33 1T 7 1 221

#E3R URL
DELETE https:// <BMC_IPADDR>Iredfish/v1/SessionService/Sessions/{1...N}

BERIEX

I

1 B2

I

MR
HTTP RN WIRWE ID
204 NoContent
500 InternalError
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E4E

&R AccountService

kB E

W IEE R Redfish IRSWIK P AAGES, Bid AccountService TR W I BEEE VT Ui W T &

A M A AR,
PR R 1
PEUR B A fredfish/vl/AccountService
Ze A S AccountService_vl.xml

GET -tk EEEM

il GET 5 ¥4 %& Redfish IR55 B AccountService ¥R 1 )8 .

R URL
GET https://<BMC_IPADDR>Iredfish/v1l/AccountService
BERIEX
"
I j8; 1E X
T8 B3] ik
AccountLockoutThreshold e FH P P BB 45 8 INHKC 2Z 0 22 108 s R IO IR 3. (B N A
F 0 #| 10 ZH,
AccountLockoutDuration S B E KB RE R BUE K N (AR R L) o WA
oo, MR ER null, B0H 60~172800
AccountLockoutCounterRe- | #i/K WA AR BB ERENKZ RS ES RME T EES. o
setEnabled $ AccountLockoutDuration N null, @K Bam, 7 0
BINHMES AccountLockoutDuration f[d,
AccountLockoutCounterRe- | %t IR AccountLockoutDuration & null, BJEMREERm, &N
setAfter H B /RMMES AccountLockoutDuration [,
Id FIF “AccountService” .
Name ] “AccountService”
MaxPasswordLength 2 LB B HEGN R TFHRKEDKE, ERN 20, Lk
Bk,
MinPasswordLength 2 ESCI BB N RV R, 6N 8, TLHEBY,
Accounts R I JE B 43 & ManagerAccount 287 45 G 1 5 %
Roles IR I M N A A Role RAIMEE A MM BER,
ServiceEnabled i /R W AR, MaEREHTIRS ., ERN
“True” 9 %%1%3&0

© Copyright Lenovo 2018, 2024
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B k¥ ik

Description R “This resource is used to represent a management

account service for a Redfish implementation. »?

LocalAccountAuth LR I Je 1 7 s o O AR 55 Gm AT A A IR S FR H Al T B AccountService

) Accounts A, BB MR 3RO T BRI 1
s R
LocalAccountAuth@Red- gl Wi: FHHE
fish.AllowableValues
WEC: 4
1E Flex P& L, HERBRSERM.

LDAP POE 3 It AccountService X FFHI5E—/> LDAP MRk #R46F2 7,
AccountProviderType PR | R A VR T A AP K SR BERR R i S,
Authentication R I A B AN K P SR BERR R A ESR B o

AuthenticationType PR | SR A TR AN K SR PR AR A,
Username FRE | SR A AT EER SNBSS R R I EM P 4
Password SAER | SO0 T B S W™ B BEREFF 09 VR 5.
Certificates B g o B R R IE 4 A URI 51 H .
LDAPService IR U A 40 AT 38 LDAP IR 55 B 7 09 Al e 5 45 8.
SearchSettings paE gt S R LDAP IS & iikE,
BaseDistinguished- A H | K LDAP RS N ELAE ] WS AW] 4 BEAA PR
Names
GroupNameAttribute | ZfFH | B4, K@ E&41 LDAP & H L4 &5,
GroupsAttribute PR | BEAKR, e LDAP &H LA P4,
UsernameAttribute PR BYgk, HhaSH LDAP 4H WA 4,
PasswordSet i /R il Password JBMEHRAE TAES AR, MB NN true, BN
N A falseo
ServiceAddresses PR | MR A I IR TR R P o SRR i bk, e B
B R T Typeo
RemoteRoleMapping i IHE Je P I A W S L ) R, X S D) D TR A o 44t
P27 K P A5 B % ey A Redfish A1,
RemoteRoleMapping[N] | ¥} & &It
LocalRole LA E | R E S B E AR ] P 4L Redfish JIRS5 Role
IR AT Roleld J&H:1E.
RemoteGroup FRH | BN EN A S ERA (R Redfish k5, Wiz
FRA A, I A S 6 K W ) B0 b SE AR 51 i A b £ )
24 5
ServiceAddresses PP | LDAP R85k, Frdlia,
ServiceEnabled i IR J& | LDAP,
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RERB

HTTP RA&NR® MRME ID
500 InternalError
Bl
& 18] DL 78 4] JSON i ¥ -
{

"Accounts": {

"@odata.id": "/redfish/vi/AccountService/Accounts"
}

“"AccountLockoutThreshold": 5,

"@odata.id": "/redfish/v1/AccountService",
"AccountLockoutDuration": 3600,
"ServiceEnabled": true,
"MinPasswordLength": 10,
"AccountlockoutCounterResetAfter": 3600,

"Description”: "This resource is used to represent a management account service for a Redfish implementation."”,

"LocalAccountAuth": "Enabled",

"LDAP": {
"RemoteRoleMapping": [
{

"LocalRole": null,
"RemoteGroup": null

“LocalRole": null,
"RemoteGroup”: null
}
1,
"Authentication": {
"Username": "",
"Password": null,
“"AuthenticationType": "UsernameAndPassword"
|3

"PasswordSet": false,
"Certificates": {

"@odata.id": "/redfish/v1/AccountService/LDAP/Certificates"”

I8
"ServiceAddresses": [
"192.168.0.227:50637",
"0.0.0.0:389",
"0.0.0.0:389",
“0.0.0.0:389"
1,
"LDAPService": {
"SearchSettings": {
"BaseDistinguishedNames": [
"ou=Users,dc=ibmbase,dc=com"
1,
"UsernameAttribute": "cn",
"GroupsAttribute": "",
"GroupNameAttribute": "member0of"

o4 LMK/ EH
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"ServiceEnabled": true

I
"Name": "AccountService",
"Roles": {

"@odata.id": "/redfish/v1/AccountService/Roles"

||Oem||: {

N

“@odata.type": "#AccountService.vl_6_0.AccountService",

“LocalAccountAuth@Redfish.AllowableValues": [

"Enabled”,
"Disabled",
"LocalFirst",
“Fallback"

1,
“MaxPasswordLength": 32,

"@odata.etag": "\"fc78176d1e9673250dac95c513f397h6\"",

"AccountLockoutCounterResetEnabled”: true,

“Id": "AccountService"

PATCH - Efi2 Rtk P~ 8iEEEM Idap B %
fi § PATCH J7 ¥: 38 31 Redfish R 558 AccountService %5 Ay )& 1,

EFR URL

PATCH https://<BMC_IPADDR>Iredfish/vl/AccountService

BERIEX
EE B W TR,
B RH ik
AccountLockoutThreshold | %57 FH P P B B8 38 8 INHK Z AT 22308 S R IR IR 3. LN A
F o 2 10 Z[H,
AccountLockoutDuration B R E R B RE S BUE K N (AR R BAAT) o iR
M0, R ER null, FWH 60~172800,
AccountLockoutCounterRe- | #i/R AR RN AE K P B BUE R E K Z B 6 1 B A T 8. W
setEnabled R AccountLockoutDuration H null, BbJE R, &0
BINMMES AccountLockoutDuration fH[f,
LDAP POE It AccountService X FEHI5E—4> LDAP MR K/ $R 862 %,
LDAPService R LR M &M@ LDAP IR 55 B % i Ml e 5 5 8
SearchSettings POE 3 g A RN LDAP IS FEkE,
BaseDistinguished- FRE | K LDAP M55 I B T 0 3 AR 4 BE 4 R
Names
GroupNameAttribute 5T B, HpasS54d LDAP & H EHAMARR,
GroupsAttribute FrE | BitgRR, HPaS M LDAP & H LA P4,
UsernameAttribute P BHgi, XhaS M LDAP 4H AP 4,
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B B g
ServiceAddresses FRE | LB ARG R ko SRR R i Mk, R B
4 BT Typeo
RemoteRoleMapping A I Je e 7 A, A e S R O] P R, X R 0] ) TR AT o e 48
TP P 45 B 8 A Redfish £ 4,
Authentication IR I e B AR K P R BEAR AR B
Username FRE | B S AT ERBSNE KRR F N IGERM 4.
Password FRE | SRR A TR AN S PR AL FR DA IE B %D
RemoteRoleMapping[N] R BT
LocalRole LA E | o R A B AR ] P B 41 Redfish RS Role
HIEF I Roleld B 118,
RemoteGroup FREH MWEHEMEN A S EEH (WHRZE Redfish RSy, WAz
A, bR s M a8 W B eSSk 5| i A f )
H 48
M 57 1E X
W SR A IN A S GET #EMF, EEH T8,
RERB
HTTP RERH WXWE ID
500 InternalError
Bl

PLF Rl & PATCH 1E 3¢

{
"AccountLockoutThreshold": 5,

"AccountLockoutDuration": 3600,
"AccountLockoutCounterResetAfter": 3600

}

i& [51 DL T 7R 45 JSON i B :

{

"Accounts"”: {

"@odata.id": "/redfish/v1/AccountService/Accounts"

I
"AccountLockoutThreshold": 5,

"@odata.id": "/redfish/v1/AccountService",

"AccountLockoutDuration": 3600,
"ServiceEnabled": true,
"MinPasswordLength": 10,

"AccountLockoutCounterResetAfter": 3600,

“Description”: "This resource is used to represent a management account service for a Redfish

implementation.",
“LocalAccountAuth": "Enabled",
"LDAP": {
"RemoteRoleMapping”: [
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"LocalRole": null,
"RemoteGroup”: null

})
{
"LocalRole": null,
"RemoteGroup”: null
}

1,
"Authentication”: {
"Username": "",
"Password": null,
"AuthenticationType": "UsernameAndPassword"
I8
"PasswordSet": false,
"Certificates": {
"@odata.id": "/redfish/v1/AccountService/LDAP/Certificates"
I8
"ServiceAddresses": [
"192.168.0.227:50637",
"0.0.0.0:389",
"0.0.0.0:389",
"0.0.0.0:389"
1,
"LDAPService": {
"SearchSettings": {
"BaseDistinguishedNames": [
"ou=Users,dc=ibmbase,dc=com"
1,
"UsernameAttribute": "cn",
"GroupsAttribute": "",
"GroupNameAttribute": "member0f"

}

IR

"ServiceEnabled": true
1
"Name": "AccountService",
"Roles": {

"@odata.id": "/redfish/v1l/AccountService/Roles"
}
Iloemll:{
}

@odata.type": "#AccountService.vl_6_0.AccountService",
“LocalAccountAuth@Redfish.AllowableValues": [
"Enabled”,
"Disabled",
"LocalFirst",
"Fallback"
1,
“MaxPasswordLength": 32,
"@odata.etag": "\"fc78176d1e9673250dac95¢513f397he\"",
"AccountLockoutCounterResetEnabled”: true,
"Id": "AccountService",
"@Message.ExtendedInfo": |
{
"MessageArgs": [
"AccountlockoutCounterResetAfter"

],
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"Resolution": "Remove the property from the request body and resubmit the request if the operation
failed.",
"Messageld": "Base.1.6.PropertyNotWritable"”,

"Severity": "Warning",
"Message": "The property AccountLockoutCounterResetAfteris a read only property and cannot be
assigned a value.",
"@odata.type": "#Message.vl _0_8.Message"
}
]

}

%R ManagerAccount
IV R Redfish IR S5 1Kk 5280,

g% & BRI 8 (1-12)
BRI /redfish/v1/AccountService/Accounts/{1---12}
R S ManagerAccount_vl.xml

GET -tk F &4
i GET J7 %4 & Redfish IR 55 0k = 46 b il g ik,

EHR URL
GET https:// <BMC_IPADDR>Ivedfish/v1/AccountService/Accounts

ERIEX
P

g R IE X

TB XM ik

Name T H “ManagerAccountCollection”

Members il Wi WK onE TR,

Description =t “A collection of ManagerAccount resource instances.”

RERD

HTTP KRR B E ID

500 InternalError

]
1R 18] PR 7545 JSON Wi J3 «

{
"Members": [
{
"@odata.id": "/redfish/v1/AccountService/Accounts/1"
}
1,
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"@odata.type”: "#ManagerAccountCollection.ManagerAccountCollection”,
"@odata.id": "/redfish/v1/AccountService/Accounts”,

“Name": "ManagerAccountCollection”,

"@odata.etag": "\"2a2ad4e0d98532a24d0b\"",

"Members@odata.count": 1,

"Description”: "A collection of ManagerAccount resource instances."

GET -tk FE ™

il GET J5 ¥:4 & Redfish {55 B Account IR W&,

3R URL

GET https:// <«BMC_IPADDR>Iredfish/vl/AccountService/Accounts/{1...12}

BERIEX

"

M 37 1E 3

TR RH ik

Name R | BN UserX (X=1~12) ,

1d ?ﬁ% “1” L 12”

Password FRE | KPP RE®, £ GET P20 null

Roleld FAFEE | SoE MR E R Y K P S E Y Role ¥ RAY ID

Enabled i /R Ry Y =Rl Y

PasswordChangeRequired | #i/R U SR A B A — 2B 5 1] 2 Wi 5 SO i P R B S, O L)
PN true.
H: WEEAERET Intel Purley MR GH AT,

PasswordExpiration PR | SoE RN K P R RS B A B AN ], A RAECH null,
VU WK P 2 i K A I
H: WEEAEET Intel Purley MR G AT,

UserName FAE | SRR B P £

Locked i IR UeJE RN K P IR S5 C B S BUE Bk, By B 8 € |
i, BEN true I, KHUEMM, 45 B 5 7T DUK R itk
BN false N F3NMEH, siBF S EMEE, Hkr RS w7
B,

Description FIF “This resource is used to represent an account for the
manager for a Redfish implementation.”

Links A4 J& It

Role Pz BEk P 5 2 1 Role SE4 W58

AccountTypes A Ti: PAF

T 1
AccountTypes[N] =y “Redfish”
SNMP PO 3 J& It
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TB

R

ik

AuthenticationProtocol

TR

PEAE 1 78 IR AT & INIE B 3

EncryptionKey

S

SNMPv3 MHLFINIE® . £ GET H &7 N null,

EncryptionKeySet

i 7R

WRN AuthenticationKey JB IR BE 7 AH BE, W]k 8 it W E
N true, BN, BAHA false,

EncryptionProtocol

S

WO AR 71 I 45 £ s o X

RERD

HTTP RERY B A ID

500 InternalError

Bl
1B 8 PR 7 4 JSON Wi ¥ -

{

"UserName": "USERID",
"@odata.id": "/redfish/vi/AccountService/Accounts/1",
"SNMP": {
"AuthenticationProtocol": "None",
“EncryptionKey": null,
"EncryptionKeySet": false,
"EncryptionProtocol”: "None"
I8
“Id": "1t
“Enabled": true,
"Links": {
"Role": {
"@odata.id": "/redfish/v1l/AccountService/Roles/Administrator"
}
8
"AccountTypes": [
“Redfish"
1,
"Name": "User1",
"@odata.type”: "#ManagerAccount.vl 6 0.ManagerAccount"”,
"Oem": {
"Lenovo": {

"@odata.type": "#LenovoManagerAccount.vl_0_0.LenovoManagerAccount",

"SSHPublicKey": [

nn
)
nn
)
nn
)
nn

]
}

I8
“RoleId": "Administrator",
"Password": null,
"PasswordChangeRequired": false,
"@odata.etag": "\"5b51d6d4824024ed59b\"",
"Locked": false,

“Description”: "This resource is used to represent an account for the manager for a Redfish implementation."
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POST — &1k /=

#id HTTP POST J5 0 Redfish 55 G188, M7 EEE M TAE T Intel Whitley #J Lenovo
Z M AMD Wik & 5,

T AEQUEIK Z AT, IEF RIS 2 M E S ENE AccountService HHIALN, FIANKEE, K
Ay N I g 21 R

ER URL
POST https://<BMC_IPADDR>[redfish/v1/AccountService/Accounts

BERIEX
B k¥ ik
UserName PR | Bk B
Enabled i /R RN U=l A Y
Password FRH | KR,
Roleld FRH | B A A ID,
PasswordChangeRequired iR BB RS FEE RN,
SNMP R J& It
AuthenticationProtocol FR WA R INES SN GE I,
EncryptionKey P SNMPv3 HHLE INIE®
EncryptionProtocol PR | R AE AR N 0 R S B .
M Bz 1E X
W BB B NS5 GET AR, HEEH 78,
RARKE
HTTP R WIRWMAE ID
500 InternalError
Pl
LR Bl & POST 1IE X
{
"UserName": "TempUser",
"Password": "Passw0rd4u",
“RoleId": "Administrator",
"PasswordChangeRequired”: true,
"SNMP": {
"AuthenticationProtocol": "HMAC_SHA96",
"EncryptionKey": "snmpPasswOrd",
"EncryptionProtocol": "CFB128_AES128"
}
}

i& [5] PLF 7 45 JSON Fi B :

26 Lenovo XClarity Controller REST API 5/




"SNMP": {
“AuthenticationProtocol": "HMAC_SHA96",
"EncryptionKey": null,
"EncryptionKeySet": true,
"EncryptionProtocol": "CFB128 AES128"

h
"@odata.id": "/redfish/v1/AccountService/Accounts/4",
"Links": {
"Role": {
"@odata.id": "/redfish/v1l/AccountService/Roles/Administrator"
}
h
“AccountTypes": [
"Redfish"

l,
“Password": null,
"PasswordChangeRequired": true,
"Description”: "This resource is used to represent an account for the manager for a Redfish implementation.",
"Name": "Userd",
"UserName": "TempUser",
"PasswordExpiration": "2021-03-22T03:40:13Z2",
“0em": {

“Lenovo": {

"@odata.type": "#LenovoManagerAccount.vl_0_0.LenovoManagerAccount",

"SSHPublicKey": [

nn
’
nn
)
nn
)
nn

]

}
I8
"RoleId": "Administrator"”,
“Enabled": true,
"@odata.type": "#ManagerAccount.vl_6_0.ManagerAccount",
"@odata.etag": "\"5e434a32aa61272b802\"",
"Locked": false,
"Id": "4"

PATCH - ¢tk (EATET Intel Purley W& %)

Hid HTTP PATCH Ji e WK P By “ 23R B Redfish 55 60— MK 50, 67 2@ M
T 5T Intel Purley i) Lenovo £4t, B NIXSRSG LHBHA TIKF B “HiME” . 78 “SHg>
i, B “UserName” WE N PR H

W AEQUEIK Z AT, EH IR IKS Z M E S EE AccountService AL, HIANKEE, HiHE
ek, USRI A

#E3R URL
PATCH https:// <BMC_IPADDRsIredfish/vl/AccountService/Accounts/{1...12}

BREX
WRIEXS 4.2.3 M,
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g BI 1E XX
Wi B2 3% 8] f NS GET $RAEAH [, AH 38 T s .

RERT

HTTP KRR WA ID

500 InternalError

Bl
PLF 7R H & PATCH IE 3¢

"UserName": "TempUser",

"Password": "PasswOrd4u",

"RoleId": "Administrator",

“SNMP": {
"AuthenticationProtocol": "HMAC_SHA96",
"EncryptionKey": "snmpPasswOrd",
"EncryptionProtocol": "CFB128 AES128"

}

}

1B 8 DL R 7 ] JSON Mg B«

{

"0em": {

“Lenovo": {
"@odata.type": "#LenovoManagerAccount.vl_0_0.LenovoManagerAccount",
"SSHPublicKey": [

null,

null,

null,

null
]

}

b

“Description”: "This resource is used to represent an account for the manager for a Redfish implementation."”,

"RoleId@Redfish.AllowableValues": [

"Administrator",

"Operator”,

"ReadOnly",

“CustomRole2"

1,

“UserName": "TempUser",

“Id": "2,

"Name": "User2",

"AccountTypes": [

"Redfish"

1,
"@odata.id": "/redfish/v1/AccountService/Accounts/2",
"RoleId": "Administrator",
“Locked": false,
"@odata.etag": "\"d9e5633a7024f737e544883bhd1c5cc332a05d16\"",
"SNMP": {

"AuthenticationProtocol": "HMAC_SHA96",

"EncryptionProtocol": "CFB128_AES128",
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"EncryptionKey": null,
"EncryptionKeySet": true

}J
"Enabled": false,

“@odata.type": "#ManagerAccount.vl_é_0.ManagerAccount",

"Password": null,
"Links": {
"ROle":{

"@odata.id": "/redfish/v1l/AccountService/Roles/Administrator"

}
}
}

PATCH — E #T userid/password/role/ PasswordChangeRequired
il PATCH J5 ¥ % #i Redfish IR55 B Account K IEH A g 1,

3K URL

PATCH https:// <BNC_IPADDR>Iredfish/vl/AccountService/Accounts/{1...12}

BRIEX
G5 =R 3 T AN s ey = i I D R O
B ER3ii] g
UserName PR i kN Dk
Password B P %S, £ PATCH Wi 3t 78 null,
Roleld FRE B oG P B A Role YEURA ID
Enabled i /R B K,
PasswordChang- Zi TN TSR J5 B LK P B A RE R VR RE— 2B U], T R e B
eRequired WEN true,
W WEAERT Intel Purley MRS HAH A,
SNMP 4 J& It
Authentication- TR B A UE G DA IE B3 3
Protocol
EncryptionKey FIFH SNMPv3 WAL INIER .
EnlcryptionProto- FIF v 2 A Jn % W
co
N&) Rz 1E 3Z
Wi B3R [l B NS GET #AEMHE, (H3E 5 7 8.
RABRB
HTTP K& WIRWAE ID
500 InternalError
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Bl
PLF P& PATCH 1E3C,

{
"UserName": "USERID",
“RoleId": "Administrator",
"PasswordChangeRequired": false
}

1B 8] DL R 7 ] JSON Wi 3 -

{
“AccountTypes": [
"Redfish"
1,
"@odata.type": "#ManagerAccount.vl_4_0.ManagerAccount",
"@odata.id": "/redfish/v1/AccountService/Accounts/1",
"Password": null,
"Links": {
"Role": {
"@odata.id": "/redfish/v1/AccountService/Roles/Administrator”
}
I8
“Name": "Userl",
“Enabled": true,
“Id": "1",
“Oem": {
"Lenovo": {
"SSHPublicKey": [
1,
"SNMPv3Settings": {
"AccessType": "Get",
"PrivacyProtocolPassword": null,
"Destination”: "",
"AuthenticationProtocol”: "None",
"PrivacyProtocol": "None"
h
"@odata.type": "#LenovoManagerAccount.vl_0_0.LenovoManagerAccount"”
}
I8
"RoleId": "Administrator",
"UserName": "USERID",
"PasswordChangeRequired": false,
"@odata.etag": "\"fabh97f1216ebd001a50b81fhéd23270b\"",
“Locked": false,
“Description”: "This resource is used to represent an account for the manager for a Redfish implementation.”
}

POST - il B ik /=

J@id HTTP DELETE Jj ¥ M K& Redfish k55 Bk P %I, M7 &M T2 T Intel Whitley HY
Lenovo R &M AMD X &R 4t
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#E3R URL
POST https:// <BNC_IPADDR>Iredfish/vl/AccountService/Accounts/{1...12}

BERIEX

Tco

M) Bz 1E 32

Tto

RERB
HTTP R WRWAE ID
204 NoContent
500 InternalError

PATCH - fiiBrtk = (EATFTET Intel Purley W& %)

i@t HTTP PATCH J5 ¥ M Bk Redfish AR 55K 3808, IR K ) “UserName” % B N 5557
fFE (7)) o WHBEENTHRT Intel Purley ) Lenovo &%4t, ENXMALS LHBHERT 7K

H@ CG%%’! o

E3R URL
PATCH https://<BMC_IPADDR>Iredfish/vl/AccountService/Accounts/{1...12}

WREX

TR i) i

UserName = yu: ] BB RS HE <7,

e R 1E X
Wi 37 3% [8] B P9 228 55 0 i P B 22 A AT GET #AEHIIF .

RS REG

HTTP RAERH WMRWEE D

500 InternalError

~Bl
PLF R PATCH 1E 3¢

{

"USerName": un

}

& 8] PR 7 6 JSON Wi ¥ -

{
"@odata.id": "/redfish/v1/AccountService/Accounts/2",
"UserName": "",
"Enabled": false,

o4 LMK/ EH
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"Description": "This resource is used to represent an account for the manager for a Redfish implementation.",
"RoleId": "CustomRole2",
"Password": null,
"Links": {
"Role": {
"@odata.id": "/redfish/v1/AccountService/Roles/CustomRole2"
}
I
“SNMP": {
“"EncryptionProtocol”: "None",
"AuthenticationProtocol”: "None",
"EncryptionKeySet": false,
"EncryptionKey": null
h
“Locked": false,
“AccountTypes": [
"Redfish"

]

@odata.type”: "#ManagerAccount.vl_é_0.ManagerAccount",
"RoleId@Redfish.AllowableValues": [
"Administrator",
"Operator”,
"ReadOnly",
"CustomRole2"
1,
"Id": "2",
"Name": "User2",
"0em": {
"Lenovo": {
"@odata.type": "#LenovoManagerAccount.vl 0 _0.LenovoManagerAccount",
"SSHPublicKey": [
null,
null,
null,
null
]
}
I
"@odata.etag": "\"22ea0db164122f8h861444197c969a8932a05d16\""

}

%R Role
W% P E R Redfish MRS M G523,

PR REMM AR (3-32)

WUR B % /redfish/vl/AccountService/Roles/{Administra-
tor,Operator,ReadOnly and CustomRole{N}}

e SO Role_vl.xml

GET - AeEH
i H GET J7 %4 & Redfish IR 551 Role ¥ 5 1 i Jg 1,

B3R URL
GET https://<BMC_ IPADDR>Iredfish/vl/AccountService/Roles/{Administrator,0perator,ReadOnly and $Roleld}
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FREX
7

e R 1E 32

TR KRR ik

Name FIFH “Administrator” ., “Operator” . “ReadOnly” il
“CustomRole{N}” H LAl — 4>

Id T H “Administrator” . “Operator” . “ReadOnly” I
“CustomRole{N}” H Ll —A4~

Roleld FAF WiEXff: “Administrator” | “Operator” Fn
(13 b4

ReadOnly
OemPrivileges e U ek R B A B Y OEM AR 4. X T Tl iy F
4, ME NN readOnly, X2 W] DL Jk::
“Supervisor” |
“ReadOnly” .
“UserAccountManagement”
“RemoteConsoleAccess” .
“RemoteConsoleAndVirtualMediaAccess” .
“RemoteServerPowerRestartAccess” .
“AbilityClearEventLogs™ .
“AdapterConfiguration_Basic” .
“AdapterConfiguration_NetworkingAndSecurity” .
“AdapterConfiguration_Advanced”
OemPrivileges[N] FRPHE | OEM BURFAF i, BAE W RBBCOL T H P ik . 1§50
OemPrivileges@Redfish.AllowableValues,
OemPrivileges@Redfish.Al- | %4 UPDATE #/EFt 0¥ H) OEM PR, MEM: R A XM f
lowableValues #1, JXF Administrator, Operator fil ReadOnly £ 4[5,
OemPrivileges@Red- FRH BN

fish.AllowableValues[N]

“UserAccountManagement”
“RemoteConsoleAccess” |
“RemoteConsoleAndVirtualMediaAccess” .
“RemoteServerPowerRestartAccess” .
“AbilityClearEventLogs” .

13 . o 9
Configuration_Basic™ .
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TR RH ik
“Configuration_NetworkingAndSecurity” .
“Configuration_Advanced” .
“Configuration_UEFISecurity”
IsPredefined i 7R bR A R TR A
H: PE X MEH Administrator, Operator, ReadOnly,
AssignedPrivileges e N e A 8 5 SR b HEAFR
Description ST “This resource is used to represent a user role for the
user account for a Redfish implementation.”

RERT

HTTP RA&RY

WA ID

500

InternalError

=Bl
i& [ DL R 7 45 JSON Fi B :

P IE /AccountService/Roles/Administrator:

"IsPredefined": true,

"@odata.id": "/redfish/v1/AccountService/Roles/Administrator",

“AssignedPrivileges": [
"Login",
"ConfigureManager",
"ConfigureUsers",
"ConfigureSelf",
"ConfigureComponents"
l,
“Name": "Administrator",
"@odata.type": "#Role.vl_2 4.Role",
“OemPrivileges"”: [
"Supervisor"
]

“Id": "Administrator”,

“@odata.etag": "\"aade26bf7h815e38f2c05df254f8a080\"",

"Roleld": "Administrator”,

“Description”: "This resource is used to represent a userrole for the user account for a Redfish implementation."

%8 /AccountService/Roles/Operator:

{
"IsPredefined": true,
“Id": "Operator",
“AssignedPrivileges": [
"Login",
“ConfigureSelf",
“ConfigureComponents"
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1,

“Name": "Operator”,

"@odata.type": "#Role.vl_2_4.Role",

"OemPrivileges"”: [
“RemoteServerPowerRestartAccess”,
"AbilityClearEventLogs”,
“Configuration_Basic",
“Configuration_NetworkingAndSecurity"

1,

"@odata.id": "/redfish/v1/AccountService/Roles/0Operator",

"@odata.etag": "\"e2f69b3d79821fd69587ccad12295¢c70\"",

"RoleId": "Operator”,

"Description”: "This resource is used to represent a user role for the user account for a Redfish implementation."

YR /AccountService/Roles/ReadOnly:

{
"IsPredefined": true,
“Id": "ReadOnly",
“AssignedPrivileges": [
“Login”,
“ConfigureSelf"
1,
“Name": "ReadOnly",
"@odata.type": "#Role.vl_2_4.Role",
“OemPrivileges"”: [
"ReadOnly"
1,
"@odata.id": "/redfish/v1/AccountService/Roles/ReadOnly",
"@odata.etag": "\"aa8e529f6994a33c3alf4c923f51cdch\"",
"RoleId": "ReadOnly",
"Description": "This resource is used to represent a userrole for the user account for a Redfish implementation."

P E /AccountService/Roles/CustomRolel2:

"IsPredefined": false,
"Id": "CustomRolel12",
"AssignedPrivileges": [
“Login"
l,
“Name": "CustomRole12",
"@odata.type": "#Role.vl_2 4.Role",
"RoleId": "CustomRolel12",
"OemPrivileges"”: [
"UserAccountManagement”
l,
"@odata.id": "/redfish/v1/AccountService/Roles/CustomRole12",
"@odata.etag": "\"1cb07hd5147b5751700f2728e290e080\"",
"OemPrivileges@Redfish.AllowableValues": [
"UserAccountManagement"”,
"RemoteConsoleAccess”,
"RemoteConsoleAndVirtualMediaAccess"”,
"RemoteServerPowerRestartAccess”,
"AbilityClearEventLogs”,
“Configuration_Basic",
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"Configuration_NetworkingAndSecurity",
"Configuration_Advanced",
"Configuration_UEFISecurity"

1,

“Description": "

}

This resource is used to represent a user role for the user account for a Redfish implementation."

POST - tlZBENAE

i il POST Jj ¥ Redfish IR 55818 A& XMA, HIFEEH T2 T Intel Whitley ] Lenovo &
Zifl AMD M R 5.

#HR URL
POST https://<BMC IPADDR>Iredfish/vl/AccountService/Roles

BERIEX
B KR ik
Roleld FH | Roleld KJEMRBIAN 1~32 N2, RITFHFAFF: A-Z, a-z,
0-9. - (BXIZ&) .. (W) f_ (FRXK) .
OemPrivileges A e M BB N R BE A A OEM AURR . 4T 7 & I f
£, WEMHENA readOnly, X T HE XXMM, HLSIH A EE
ARVFN BTSN, XA DL
“UserAccountManagement” .
“RemoteConsoleAccess” .
“RemoteConsoleAndVirtualMediaAccess” .
“RemoteServerPowerRestartAccess” .
“AbilityClearEventLogs” .
“Configuration_Basic” .
“Configuration_NetworkingAndSecurity” .
“Configuration_Advanced” .
“Configuration_UEFISecurity”’
M 7 1E X
W B JR B NS5 GET #AEH R, B3EHT 7 8
MRARKB
HTTP R WIRWMAE ID
500 InternalError
Bl

VLRl & POST IE X,
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{

}

"RoleId": "CustomRole",

]

"OemPrivileges” : [

"UserAccountManagement"”

1& [51 DL R 7R 45 JSON Fi B -

{

}

"IsPredefined": false,

"@odata.id": "/redfish/v1/AccountService/Roles/CustomRole",

"AssignedPrivileges": [
“Login"

1,

“Name": "CustomRole",

"@odata.type": "#Role.vl_2 _4.Role",

"RoleId": "CustomRole",

"OemPrivileges"”: [
"UserAccountManagement”

1,

"Id": "CustomRole",

"@odata.etag": "\"56d3deeh04702aecf49\"",

"OemPrivileges@Redfish.AllowableValues": [
"UserAccountManagement"”,
"RemoteConsoleAccess”,
"RemoteConsoleAndVirtualMediaAccess"”,
"RemoteServerPowerRestartAccess”,
"AbilityClearEventLogs”,
“Configuration_Basic",
“Configuration_NetworkingAndSecurity",
“Configuration_Advanced",
“Configuration_UEFISecurity"

1,

“Description”: "This resource is used to represent a userrole for the user account for a Redfish implementation.”

PATCH - tlZBEXAE (EATET Intel Purley &%)
i /] PATCH J5 ¥ Redfish R 55818 H & XA, I 3EM T 2T Intel Purley Y Lenovo

EY

#ER URL

PATCH https:// <BMC_IPADDR>Iredfish/vl/AccountService/Roles/CustomRole{N}

BERIEX

FB IR ik

OemPrivileges A I I W L7 D e A A A B OEM AR . 3 T Fi @ X f

S

f, BEPERN readOnly, AT HE XXMM, FHESLHWEE
ARV LB PEREAT B N, XS AT DL

(13 bb
UserAccountManagement™ |

(13 b2
RemoteConsoleAccess™ .
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TB KRR ik

“RemoteConsoleAndVirtualMediaAccess” .

“RemoteServerPowerRestartAccess” .

“AbilityClearEventLogs” .

(13 . .« 9
Configuration_Basic™ .

“Configuration_NetworkingAndSecurity” .

“Configuration_Advanced” .

“Configuration_UEFISecurity”

e 1
Wiy 758 18] B N5 5 GET $RAEAH R, (HREHT T IR P,

RERT

HTTP RN WMRWEE D

500 InternalError

Bl
PLF APl & PATCH IE X,

{

“OemPrivileges": [
"RemoteConsoleAccess”,
"RemoteConsoleAndVirtualMediaAccess"”,
"RemoteServerPowerRestartAccess”

]

}

i& [5] PLF 75 45 JSON Fi B :

{
"@odata.etag": "\"66dab541a5fh25ae602\"",

“OemPrivileges"”: [
"RemoteConsoleAccess”,
"RemoteConsoleAndVirtualMediaAccess"”,
"RemoteServerPowerRestartAccess”

1,

"OemPrivileges@Redfish.AllowableValues": |
"Supervisor",

"ReadOnly",

"UserAccountManagement"”,
"RemoteConsoleAccess"”,
"RemoteConsoleAndVirtualMediaAccess"”,
"RemoteServerPowerRestartAccess"”,
"AbilityClearEventLogs",
"AdapterConfiguration_Basic",
"AdapterConfiguration_NetworkingAndSecurity",
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"AdapterConfiguration_Advanced"

]

"Login”

]

"RoleId": "CustomRole2",
"IsPredefined": false,
“AssignedPrivileges": [

"Id": "CustomRole2",
"Name": "CustomRole2",

"@odata.type": "#Role.vl_2_4.Role",

"@odata.id": "/redfish/v1/AccountService/Roles/CustomRole2",
This resource is used to represent a user role for the user account for a Redfish implementation."

"Description”:

PATCH - EfTEE XL AR
i | PATCH J5 Z: ¥ #7 Redfish R 55 # Role %I B8 1,

&R URL

PATCH https:// <BMC_IPADDRsIredfish/v1/AccountService/Roles/CustomRole{N}

BRIEX
SRR I T BN, A X Sk g AR T DA Bk B

B eyl iR

OemPrivileges A I W B S R I R 5 B ) OEM

B, X T X, BhJE P
N readOnly, % T HEX M, K
YU S AT BEAS Fo VRS B PR AT
No XECAE T DL :
“UserAccountManagement”

(13 b4l
RemoteConsoleAccess™ .

“RemoteConsoleAndVirtualMedi-
aAccess” .

(13
RemoteServerPowerRestartAc-
b4l
cess .

“AbilityClearEventLogs” .
“Configuration_Basic” .

“Configuration_NetworkingAnd-
Security” .

“Configuration_Advanced” .

“Configuration_UEFISecurity”




M B7

W N GR B N A S GET #RAEM R, B3 H TR,
RERB

HTTP RN WMRHEE D

500 InternalError

Bl
PLF P& PATCH 1E3C,

{
"OemPrivileges” : [
" RemoteConsoleAccess "
]
}

1B 18] LT 78] JSON i ¥ -

{

"IsPredefined": false,

“Id": "CustomRole12",

"AssignedPrivileges": [

“Login"

l,

"Name": "CustomRole12",

"RoleId": "CustomRole12",

“@odata.type": "#Role.vl_2_4.Role",

"OemPrivileges”: [

"RemoteConsoleAccess”

l,
"@odata.id": "/redfish/vi/AccountService/Roles/CustomRole12",
"@odata.etag": "\"7465e9¢5393¢c1fbc1da204d67d854889\"",
“OemPrivileges@Redfish.AllowableValues": [

"UserAccountManagement",

"RemoteConsoleAccess”,

"RemoteConsoleAndVirtualMediaAccess",

"RemoteServerPowerRestartAccess”,

"AbilityClearEventLogs",

"Configuration_Basic",

"Configuration_NetworkingAndSecurity",

"Configuration_Advanced",

"Configuration_UEFISecurity"

1,

“Description”: "This resource is used to represent a userrole for the user account for a Redfish implementation."

}

POST - HIBRAE

#id HTTP DELETE Jj %M Bk Redfish RS M A ATH, M EEMH THET Intel Whitley H
Lenovo R%if1 AMD W R4,

E3R URL
POST https:// <«BMNC_IPADDR>Iredfish/vl/AccountService/Roles/{1...12}
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ERIEX

Tco

M 57 1E X

Tco

RERB
HTTP R WXWE ID
204 NoContent
500 InternalError

PATCH - B A€ CGEATET Intel Purley BNZR %)

it HTTP PATCH J5 M B% Redfish IR A A TR, IR MAN “OemPrivileges” ¥ H WK
ik OEM *#*X ( “ReadOnly” ) . W7 ¥iEM T3 T Intel Purley /) Lenovo &%, FINiXULR
Gi LA T AAN R,

#R URL

PATCH https:// <BMC_IPADDRsIredfish/v1/AccountService/Accounts/{1...12}

FEREX
B KRB il &

OemPrivileges A ¥ E BN OEM AR
“ReadOnly” .
FAFH

[ “ReadOnly” ]

) 82

MR GR BN A S A “Wl” L GET #AEMEH.
RERTE

HTTP RAERG WMRHEE D

500 InternalError

~Bl
PLF P& PATCH IE X,

{
"OemPrivileges": ["ReadOnly"]

}

i& [5 DL R 7R 45 JSON Hi B -

{
"@odata.etag": "\"5b0d772cl6cd27ed99a\"",

“Description”: "This resource is used to represent a userrole for the user account for a Redfish implementation.",
"AssignedPrivileges": [
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“Login"
1,
"IsPredefined": false,
“RoleId": "CustomRole4",
"@odata.id": "/redfish/vi/AccountService/Roles/CustomRole4d",
“Id": "CustomRoled",
“Name": "CustomRole4",
"@odata.type": "#Role.vl_2_4.Role",
“OemPrivileges@Redfish.AllowableValues": [
"Supervisor",
"ReadOnly",
"UserAccountManagement",
"RemoteConsoleAccess”,
"RemoteConsoleAndVirtualMediaAccess",
"RemoteServerPowerRestartAccess”,
"AbilityClearEventLogs",
"AdapterConfiguration_Basic",
"AdapterConfiguration_NetworkingAndSecurity",
"AdapterConfiguration_Advanced"
1,
“OemPrivileges"”: [
"ReadOnly"
]
}
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FS5E HEERE

%R Chassis
WHEIFEH TR AREN Redfish SZH AL

PR R 1.N
PR 12 Iredfish/v1/ Chassis/{1..N}
e S Chassis_vl.xml

GET - K&

i GET J K& Redfish R 55 MHLA 4 G 00 )8 o
#HR URL

GET https://<BMC IPADDR>Iredfish/v1/Chassis

BERIEX

7

) B 1E 3

Wi )52 2 A 2 DA T S 5 JSON AR :

B KRR ik

Name o] “ChassisCollection” .

Members Xl Wi: ML TCERNSI R,

Description PR “A collection of Chassis resource instances.”

RERE

HTTP KRR WMRWEE ID

500 InternalError

e B7 7R 51
TR I, KR 5 R TF AR A B B IE 3

{
"@odata.id": "/redfish/v1/Chassis",

“Name": "ChassisCollection"”,

"@odata.context": "/redfish/vl/$metadata#ChassisCollection.ChassisCollection”,

"Members": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
]

@odata.type": "#ChassisCollection.ChassisCollection”,
"@odata.etag": "\"af5a94479815eh5f87fe91eal8fdelac\"",

© Copyright Lenovo 2018, 2024
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"Members@odata.count”: 1,
“Description”: "A collection of Chassis resource instances."

}

GET - HlEE %
i GET T KRR 21 Chassis FIFEH BB M,

#ER URL
GET https://<BMC_IPADDR>Iredfish/v1/Chassis/{1..N}

BEREX

7o

&) Rz 1E 3C

M 52 24 2 DA T S HY JSON MR :

FB A3l Wig

Id PR | AR IR B S PR BT,

X F RS 25 Chassis Wi, M I1d N “17 .

TE V% B R ik Flex System J] i &4t b, Chassis ¥ H
ﬁg Id y\j 652” R

xF T M 55 4% h L 28 A7 i T AR B9 Chassis HH, Id A4

“3” ~ “N” ,
Description FRH | REEHLA R R
LogServices RS SEALAE 2 0 H A IR Ss RUR 5  BE
Memory T2 AT BEHLAR b i VA BEUR B9 5| ) B
PCleDevices W ALF AL i PCle B4 1051 I BEEE
Power R SR AL v £ B A R R SRR Y 5
AssetTag FREE | PO BEATLAR 43 BE A B AR
ChassisType FAE | SRR B IR B BANE AR KA, A RE

¢ RackMount: %5258 WAL AR S 25,
e Blade: JMR55#F 01 R ARS Ao
e StandAlone: MR NILAMEE.

EnvironmentalClass FR HEMLFE B ASHRAE IFBE454%
HeightMn B HILAR 0 VR BE
IndicatorLED FRE | #5847 LED BRZEE, M TIRANAE. A E .

e Off: #7747 LED %K,
e Lit: #7233 4T LED K5
* Blinking: #7347 LED IE{EN#R.
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TR | ik
Links pOE 3 [BY/=54
ComputerSystems e BEHLAS A3 B T SEHL R e 5 B4,
ComputerSystems|1] g WENLR G eI 5] %,
ContainedBy B Ik JB 1 B {E & %} Flex System Enterprise Chassis 5 Lenovo
D2 Enclosure HJHLA AT URI 51 M,
CooledBy e 9 EHLAE B BEUR Y ID B4,
CooledBy[N] W AR B R 5| B
Drives el SR R 2 0 R DR R A
Drives[N] W T 4% PR UR B 5| B,
ManagedBy Al T T PR ALAR 145 B 00 51 B4,
ManagedBy[0] R T T PR ALAR 45 BILAR VR 5 R,
ManagersInChassis ¥ SEHLAE w42 i 45 B 0 5 304,
ManagerInChassis[0] o o PEAS PR A T B,
PCleDevices | B F BEHLAR P PCle 30451 51 54,
PCleDevices[N] ez P F ALA o PCle 13045 FEUR I 51 I 858
PoweredBy e 9 e AL AL FE A SRR B ID B,
PoweredBy[N] W P YR 156 2% SR UR I 5| T B
Processors B B F UL AUA b i 2L BE2S 1 51 AL
Processors[N] i PLF SEALAR H i 4L B S SRR Y 5 B
Storage e e B L HLAE S AL T R ALAE PV ER P i RS 5 B4
Storage[N] ez Br T B ALAR N P 770 3 28 VR 5 T B .
MaxPowerWatts B B TG 1 o 3 iy R,
MinPowerWatts & HLA T #6102 R TR,
Manufacturer FREE | A RHRIERT, IRZEEN “Lenove” B “LNVO” ,
Model FRE | MRS,
Name FAFH | Chassis HIRM AT, HEEREN “Chassis”
NetworkAdapters % S AL v 4 B 1 X 4% 365 T 4 SE DR A 1 5 T B
PartNumber FREE | SRS,
Power T DAL Hh 4 B 1 r R 2 SRV 5 P
PowerState FREE | B B SRR IER S, A REa !
e On
o Off
SKU PR | AL SKU,
Sensors B EHLA Hh A B i 1 SR SR ORI 5 T B
SerialNumber FRE | AN TS,
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FB XK Wik
Thermal HEE BEHUAS A3 B O R IR W 5 B
Status POE BED TR,
Health PR g%%ﬁ%ﬁﬁﬂ@i@ﬁﬁ%, ndEpHE PR EEIR, AUE
e OK: IEW., MWAHLMBIEEM: HE P o% &R 2,
e Critical: fA1E 7 E L HISCTER R BURVL. WAL 4 H
L LSV < R 9 E X O
* Warning: W EERMRI. WAMKFSHEH R
YPE—AEE (HEFELFEME)
State FHH | “Enabled” .
UUID FrEH | LA B UUID,
Location R HLFR AL,
Contacts A R B %4,
Contacts[0] R T
ContactName FRE | AR ANES,
PartLocation pOE S ER AL E
LocationOrdinalValue B TARTBAALE BT, WR LocationType H “slot” , ik
I T4 2 W, W] LocationOrdinalValue 4 2,
LocationType FREE | B E KA, W slot. bay il socket
ServiceLabel FREE | WAL B, W02 SRR AR AR RS,
Placement MNHR E R R OA AL =X A
Rack PR | AT RN E M SR
RackOffset R W EEAME (DA RackOffsetUnits JHAL)
RackOffsetUnits PR | IETEME I BPLR BR T R A,
PostalAddress R - 3k R A S Bk
Building FRE | R AR,
Location PR | LG A PR SO AR A B
Name PR HH o
Room FREH | HEARER S,
REREBE
HTTP RAER WIRMA ID
500 InternalError
bl

i& [ DL R 7 45 JSON Fi B :

{
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"SerialNumber": "NARVIR0OT73",
"@odata.id": "/redfish/v1/Chassis/1",
"IndicatorLED": "Lit",
"PowerState": "0On",
"NetworkAdapters": {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters"
}

"EnvironmentalClass": "A4",
IIOemII:{

}
"ChassisType": "RackMount",
"Location": {
"PostalAddress": {
"Location": "",
"Room": "10F",
"Building": "Z3",
“"Name": "Narvi-SR860V2-1"
1
"Placement”: {
"Rack0ffset": 48,
"Rack": "15C",
"RackOffsetUnits": "EIA_310"
|8
"PartLocation”: {},
“Contacts": [
{
“ContactName":
}
]
}
"Model": "7Z59CTO1WW",
"PCIeSlots": {
"@odata.id": "/redfish/v1/Chassis/1/PCIeSlots"

5

“Description”: "This resource is used to represent a chassis or other physical enclosure for a Redfish

implementation.",
"Thermal": {
"@odata.id": "/redfish/v1/Chassis/1/Thermal"
I8
"Links": {
“Drives": [],
“CooledBy": [
{

"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/0"

"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/1"

"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/2"

"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/3"

"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/4"

"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/5"
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"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

],

“/redfish/v1/Chassis/1/Thermal#/Fans/6"

“/redfish/v1/Chassis/1/Thermal#/Fans/7"

“/redfish/v1/Chassis/1/Thermal#/Fans/8"

“/redfish/v1/Chassis/1/Thermal#/Fans/9"

“"ComputerSystems": [

{

}
],

"PCIeDevices": [

{
}

"@odata.id":

"@odata.id":

]

PoweredBy": [

"@odata.id":
"@odata.id":
"@odata.id":

"@odata.id":

]

Storage": [],

"/redfish/v1/Systems/1"

“/redfish/v1/Chassis/1/PCIeDevices"

"/redfish/v1/Chassis/1/Power#/PowerSupplies/0"

"/redfish/v1/Chassis/1/Power#/PowerSupplies/1"

"/redfish/v1l/Chassis/1/Power#/PowerSupplies/2"

"/redfish/v1/Chassis/1/Power#/PowerSupplies/3"

"ManagersInChassis": [

{

}
1,
"Processors”: [

{

"@odata.id":

"@odata.id":
1,
{

}

"@odata.id":

]

ManagedBy": [
{

}
]
}Y

"@odata.id":

"Iredfish/v1l/Managers/1"

"/redfish/v1/Systems/1/Processors/1"

"/redfish/v1/Systems/1/Processors/2"

"/redfish/v1/Managers/1"

“AssetTag": "asset tag",
“MaxPowerWatts": 1800,

"MinPowerWatts": 0,

"PCIeDevices": {
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"@odata.id": "/redfish/v1/Chassis/1/PCleDevices"
I
"Status": {

"State": "Enabled"”,

"Health": "Critical"
I
"1d": "1",

"Name": "Chassis",
"HeightMm": 177.8,
"Power": {

"@odata.id": "/redfish/v1/Chassis/1/Power"
8
"SKU": "7Z59CTO1WW",

"@odata.type": "#Chassis.vl_12_0.Chassis",
"PartNumber": "SB27A22721",

"Manufacturer": "Lenovo",

"@odata.etag": "\"f72f9435541d30ead7472\"",
"LogServices": {

"@odata.id": "/redfish/v1/Systems/1/LogServices"
I
"UUID": "55833BF4-5BBB-11E7-997F-0A94EF402C57"

PATCH - BNl A~/ 12 M E LED U R HMttuBERE M

i | PATCH J7 ¥ ¥ %7 Redfish R 55 # Chassis %54 08 .
#ER URL

PATCH https://<BMC_IPADDR>[redfish/v1/Chassis/1
BERIEX
ZEHH R PR T TR, A X L AR R DL Rk B

B xR WP A 1D

AssetTag FREE | P O LA 43 S B BE AR A
AssetTag M K FZAF R KEN 32,

IndicatorLED FRE | #8847 LED HPIRA, T IRAHLA.

'ﬂ‘)ﬁﬁy‘] “Lit” . GCBlinking!Q B—i “Off” o

Location R HLA AL E
Contacts il B A B4,

Contacts[0] R cREHF

ContactName | 245 WER AT,

Placement PO 8 F-hEAr B P AL,
Rack FRH | AT NI E R,
RackOffset BE W EEME (ML RackOffsetUnits N HAL)

PostalAddress Fop - 1k % U A S 28 Mk

Building TRE | AL,

5% 5 m.HLME B
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TR k¥ MRMAE ID
Location PR | AL AR S AR R A B
Name FR B EA i
Room ZRH | s AR S .
1 87
W SR B N A S GET #RAEM R, B T8,
MRERE
HTTP K& WIRWAE ID
500 InternalError
Bl
VLRl & PATCH 1E 3,
{
"AssetTag" : "ABC-1-2"
}

BHE 4T PATCH #AE )5, HUA 3R W5 R Bl DL T 78 ) JSON M 3«

{
"SerialNumber": "NARVIROT73",
"@odata.id": "/redfish/v1/Chassis/1",
“IndicatorLED": "Lit",
"PowerState": "On",
“NetworkAdapters": {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters"
1
“EnvironmentalClass": "A4",
"0em": {
“Lenovo": {
"@odata.type": "#LenovoChassis.vl_0_0.LenovoChassisProperties”,
"FruPartNumber": "016T946",
"Sensors": {
"@odata.id": "/redfish/v1/Chassis/1/0em/Lenovo/Sensors"
1
"ProductName": "ThinkSystem SR860",
"LEDs": {
"@odata.id": "/redfish/v1/Chassis/1/0em/Lenovo/LEDs"
1
"Slots": {
"@odata.id": "/redfish/v1/Chassis/1/0em/Lenovo/Slots"
}
}
1
“ChassisType": "RackMount",
"Location”: {
"PostalAddress": {
“Location": "",
"Room": "10F",

"Building": "z3",
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“Name": "Narvi-SR860V2-1"
|8
"Placement”: {
"Rack0ffset": 48,
"Rack": "15C",
"Rack0ffsetUnits": "EIA_310"
|8
"PartLocation": {},
"Contacts": [
{
“ContactName": ""
}
]
I8
“Model": "7Z59CTO1WW",
"PCIeSlots": {
"@odata.id": "/redfish/v1/Chassis/1/PCIeSlots"
8
"Description”: "This resource is used to represent a chassis or other physical enclosure for a
Redfish implementation."”,
"Thermal": {
"@odata.id": "/redfish/v1/Chassis/1/Thermal"

I8
"Links": {
“Drives": [],
“CooledBy": [
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/0"
}
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/1"
I
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/2"
}
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/3"
I8
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/4"
IR
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/5"
I8
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/é"
b
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/7"
I8
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/8"
IR
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/9"
}
]J
“ComputerSystems": [
{
"@odata.id": "/redfish/v1/Systems/1"
}
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],

"PCIeDevices": [

{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/oh_1"
1
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_13"
}
]7
"PoweredBy": [
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/0"
1
{
"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/1"
})
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/2"
1
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/3"
}

1,
"Storage": [],
"ManagersInChassis": [
{
"@odata.id": "/redfish/v1l/Managers/1"
}
1,
"Processors": |
{
"@odata.id": "/redfish/v1/Systems/1/Processors/1"
b
{
"@odata.id": "/redfish/v1/Systems/1/Processors/2"
}
1,
“"ManagedBy": [
{
"@odata.id": "/redfish/v1l/Managers/1"
}
]
I8
“AssetTag": "ABC-1-2",
"PCIeDevices": {
"@odata.id": "/redfish/v1l/Chassis/1/PCleDevices"

}

"Status": {
"State": "Enabled",
"Health": "Critical"
}7
"1d": "1",

“Name": "Chassis",
"HeightMm": 177.8,
"Power": {

"@odata.id": "/redfish/v1/Chassis/1/Power"
I
"SKU": "7Z59CTO1WW",

“@odata.type”: "#Chassis.vl_10 0.Chassis",
"PartNumber": "SB27A22721",
"Manufacturer": "Lenovo",
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"@odata.etag": "\"fe6783781ffh0b49d7667e84cebab24a\"",

"LogServices": {

“@odata.id": "/redfish/v1/Systems/1/LogServices"

}
}

"UUID": "55833BF4-5BBB-11E7-997F-0A94EF402C57"

%R Chassis (Flex System Enterprise Chassis 3 Lenovo D2 Enclosure)
HBHEM TR A HEA Redfish SEILH Flex System Enterprise Chassis 3 Lenovo D2 Enclosure,

HPEIEAGE R T PAT Platform K#: Iteblade il Highdense

FIRB R 1
R fredfish/vl/ Chassis/2
3 AP Eis Chassis_vl.xml

GET - Flex System Enterprise Chassis = Lenovo D2 Enclosure £4
i GET J K& Redfish R 55 MHLA 4 G 08 o

F3R URL

GET https://<BMC IPADDR>Iredfish/v1/Chassis

ERIEX
7

g R IE X

Wi )32 2 A 2 DA T S 5 JSON MR :

B

KRR

ik

Name

T

“ChassisCollection” .

Members

Bl

Wi: HUAECE I 5B

Description

TR

(13 . . . b
A collection of Chassis resource instances.

RERE

HTTP RAERG

WMRWEE ID

500

InternalError

=P

1& [51 DL R 7R 45 JSON Fi B -

{

"@odata.id": "/redfish/v1/Chassis",

"“Name": "ChassisCollection”,

"@odata.context": "/redfish/vl/$metadata#ChassisCollection.ChassisCollection”,

"Members": [

5% 5 m.HLME B
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{
"@odata.id": "/redfish/v1/Chassis/1"

}?

{
"@odata.id": "/redfish/v1/Chassis/2"

}
]

"@odata.type”: "#ChassisCollection.ChassisCollection”,
"@odata.etag": "\"af5a94479815eh5f87fe91eal8fdelac\"",
“Members@odata.count”: 2,

"Description”: "A collection of Chassis resource instances."

GET - Flex System Enterprise Chassis 2 Lenovo D2 Enclosure & 1%
%I}E GET J7 K R R554% Flex System Enterprise Chassis B Lenovo D2 Enclosure % 5% [

ER URL
GET https://<BMC_IPADDR>Ivedfish/vl/Chassis/2

BERIEX
7
MR R IE 3T
B EAyii] g
SerialNumber PR | WA TS
ChassisType FREE | DoE PR R I VER A BLAN B AR SR,
Description FREE | RBLIALA IR R,
Links X4 CEIT
Contains e SR AL o £ 2 B AILAR Y 51 B4l
Contains [N] i 1P R e 1) R XS MLAR BER AT URI 51,
Model FRH | AL,
Id PR | IR R AP R, REREN 27,
Status pop 3 BEUTILR
State PR “Enabled”
Name FAFH | Chassis IR AT, HAKEN “Chassis Enclosure” .
Power HEE S AL v £ B i HL R SRR A 5 R
Manufacturer FREE | AR HIERT . 1RERE Y “Lenove” B “LNVO” .
Location PIg 3 LA AL
PartLocation 4 5 VA
LocationOrdinalValue | #%% FREBFALE BT . R LocationType N “slot” , it
B FHiH 2 H, W LocationOrdinalValue 4 2,
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TB RH ik
LocationType PR | BAEALE A, W slot, bay Fil socket
Placement FoE e = R A W ol P =W LA
Additionallnfo LA | DRI R A B A B
RERB
HTTP K& WMXWE ID
500 InternalError
Bl
1& [51 DL R 7R 45 JSON Fi B -
{
"SerialNumber": "485034927",
"Id": II2II’
"@odata.id": "/redfish/v1/Chassis/2",
"Status": {
"State": "Enabled"
I
"Links": {
“Contains": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
]
}
"Name": "Chassis Enclosure",
"Power": {
"@odata.id": "/redfish/v1/Chassis/2/Power"
I8
"Manufacturer": "Lenovo",
"@odata.type”: "#Chassis.vl_9_1.Chassis",
“ChassisType": "Enclosure”,
"Location": {
"PartLocation": {
"LocationType": "Bay",
" LocationOrdinalValue ": 1
}
"Placement”: {
"AdditionalInfo": "CMM"
}
I8
"@odata.etag": "\"92e4b90992e982cel122a657d1cc2e307\"",
“Model": "Iteblade”,
"Description”: "This resource is used to represent a physical enclosure for a Redfish implementation.”
}

%R Sensor
HE IR TR AHEA Redfish SEIL WL &2,
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1.N

PRI 12 /redfish/vl/ Chassis/1/Sensors/{sensor Id}
ZeAE S Sensor_vl.xml

GET - £ RBES
i H GET Ji #:4 & Redfish RS 015 RS 5 A W g 1,

E3R URL
GET https:// <BMC_IPADDR>Iredfish/vl/Chassis/1/Sensors
BRIEX
I
1 8 1E X
TR RH ik
Name FIF i “SensorsCollection”
Members A Wi RIS e R Mg
Mem- B RIS TR M E
bers@odata.count
Description FIF “A collection of sensor resource instances.”
MRERB
HTTP K& WA D
500 InternalError
Bl
{
“Name": "SensorCollection",

“Description”: "A collection of Sensor resource instances.",
"@odata.type”: "#SensorCollection.SensorCollection”,
"@odata.id": "/redfish/v1/Chassis/1/Sensors",

"Members": [

{

"@odata.id": "/redfish/v1/Chassis/1/Sensors/100L0"

I3
{

"@odata.id": "/redfish/v1/Chassis/1/Sensors/100L3"

"@odata.id": "/redfish/v1/Chassis/1/Sensors/101L0"

"@odata.id": "/redfish/v1/Chassis/1/Sensors/101L3"

"@odata.id": "/redfish/v1/Chassis/1/Sensors/102L0"

"@odata.id": "/redfish/v1/Chassis/1/Sensors/102L3"
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"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

“/redfish/v1/Chassis/1/Sensors/103L0"

"/redfish/v1/Chassis/1/Sensors/103L3"

“/redfish/v1/Chassis/1/Sensors/104L3"

"/redfish/v1/Chassis/1/Sensors/105L3"

“/redfish/v1/Chassis/1/Sensors/106L3"

"/redfish/v1/Chassis/1/Sensors/107L3"

“/redfish/v1/Chassis/1/Sensors/108L0"

"/redfish/v1/Chassis/1/Sensors/108L3"

“/redfish/v1/Chassis/1/Sensors/109L0"

"/redfish/v1/Chassis/1/Sensors/109L3"

"/redfish/v1/Chassis/1/Sensors/10L0"

“/redfish/v1/Chassis/1/Sensors/110L0"

“/redfish/v1/Chassis/1/Sensors/110L3"

“/redfish/v1/Chassis/1/Sensors/111L0"

“/redfish/v1/Chassis/1/Sensors/111L3"

“/redfish/v1/Chassis/1/Sensors/96L3"

“/redfish/v1/Chassis/1/Sensors/97L0"

“/redfish/v1/Chassis/1/Sensors/97L3"

"/redfish/v1/Chassis/1/Sensors/98L0"

“/redfish/v1/Chassis/1/Sensors/98L3"
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"@odata.id": "/redfish/v1/Chassis/1/Sensors/99L3"

"@odata.id": "/redfish/v1/Chassis/1/Sensors/9L0"

"@odata.id": "/redfish/v1/Chassis/1/Sensors/PSU1_InputVol"

"@odata.id": "/redfish/v1/Chassis/1/Sensors/PSU2_InputVol"

"@odata.id": "/redfish/v1/Chassis/1/Sensors/PSU3_InputVol"

"@odata.id": "/redfish/v1/Chassis/1/Sensors/PSU4 InputVol"

]

"Members@odata.count": 280,
"@odata.context": "/redfish/vl/$metadata#SensorCollection.SensorCollection”

GET - R E M
il GET 77 ¥k 2 1 28 6 U v 14 I

&3k URL

"@odata.etag”: "\"5f07cdf91848d2f06b0dh8\"",

GET https://<BMC_IPADDR>Iredfish/v1/Chassis/1/{sensor Id}

BERIEX
T
MR B IE 3
FB E Ayl ik
Id TR M — AR A A A TR
ID %} <SensorNumber>L<OwnerLUN>, } H14{f & M
SDR ZRHUH, #lU0% 244L0. 20L1 %,
Name FRE kAR AR, ULEZ M SDR ZREU,
Description FAF FRBE R LA BE IR B A
ApparentVA e BEATLA A 2 i IR SS EURAY 5] B
MaxAllowableOp- | ¥ Ik BBk R iF BT .
eratingValue
MinAllowableOper- | ¥ W& MR /N R BITE,
atingValue
PhysicalContext TR IHe A e DN B3 PR 1 DX B 4 4%
Precision & BT WA AL

58 Lenovo XClarity Controller REST API 57§




FB K ik
Reading e o A5 1
ReadingRangeMax | ¥ LA SR 4 Y B KT BB AL
ReadingRangeMin | ¥ I 1 TR 2% W B /N W BB AL
ReadingType P 2 iR g% 2
ReadingUnits Bz RO B A Y A
Status 4 G
State FIF A3fE: “Enabled” . “Disabled”
Health FRF fA%fE: “OK” . “Warning” . “Critical” X null
Thresholds pOE 3 Y- 5is
LowerCaution pOE 3 BT
Activation P H “Decreasing”
Reading B 5 X Reading J& PR T 1E ¥ 16 H 09 {E.
LowerCritical R [Y/=5is
Activation FIFH “Decreasing”
Reading B 5E X Reading J& PEAK T 1E % ¥ Bl 4H 1% o 15 2] Boar f2 BE M fAL
LowerFatal pOE 3 C I
Activation FIF “Decreasing”
Reading e 7E X Reading J& MK T 1E % o il H.ik ) Baw 2 B 1A,
UpperCaution x4 [SY=5is
Activation FRF “Increasing”
Reading LIS % X Reading J& P & T 1E ¥ V& H B9 16
UpperCritical pOE It
Activation FRF “Increasing”
Reading B 7E X Reading J& TR T 1% ¥ Bl 4H 14 R 35 2 B F2 B AU 1AL
UpperFatal poEd BRIt
Activation FRE “Increasing”
Reading e 5E X Reading J& I & T IF. % ¥ B HLik 2 3 A F2 BE 1 0
VoltageType FIF “DC”
WORA R AR R A, 2 BOR B RE
RABRB
HTTP RN BRI A ID
500 InternalError

5% 5 m.HLME B
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=l

{
"@odata.id": "/redfish/v1/Chassis/1/Sensors/1L0",
"Status": {
"State": "Enabled”,
"Health": "0K"
I
“ReadingUnits": "",
“Reading": 0,
“PhysicalContext": null,
"@odata.type": "#Sensorvl 1 0.Sensor",
"ReadingType": "Power",
“Id": "1L0",
"@odata.etag": "\"253a27c7e52c2a24abf\"",
“Name": "Host Power",
“Description": "This resource is used to represent a sensor for a Redfish implementation."
}
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E6E WMEEERR[REZ

%R NetworkAdapters

WHRBEH T EREAD Redfish SZILH B 45 3&E Bl 85 o

PHRE R 1& FC A i B

RIRER /redfish/vl/ Chassis/ l/NetyvorkAdapters/ {Loca-
tion} (Location = ob-X E slot-Y)

ZE A NetworkAdapterCollection_v1.xml

NetworkAdapter_vl.xml

GET - MAEEHRES
i/l GET /¥4 & Redfish ]k 55 1) NetworkAdapter 6 H 1 & It

ER URL

GET https://<BMC_IPADDR>[redfish/v1/Chassis/1/NetworkAdapters

ERIEX
7

g B IE XX

Wi 37 R 4 4 DL R S 80 JSON AR

TB

R

ik

Name

TAT

“NetworkAdaptersCollection” ,

Members

Bl

Ji: NetworkAdapters JC % I 5| Fl 8%,

Description

S

“A collection of NetworkAdapter resource instances.”

RERE

HTTP RN

MRWEE D

500

InternalError

]
1& [5] PL R 7 45 JSON Fi B -

{

"Members": [

{

"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13"

}
]

"@odata.type”: "#NetworkAdapterCollection.NetworkAdapterCollection”,

"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters",

© Copyright Lenovo 2018, 2024

61



“Name": "NetworkAdapterCollection",

"@odata.etag": "\"7c4a52116d626eal0f04de562c990269\"",
"Members@odata.count”: 1,
“Description”: "A collection of NetworkAdapter resource instances.”

GET - W@ &R R4

il GET J7 ¥ % Redfish IR 551 NetworkAdapter ¥ J5H )& M,

3K URL

GET https:// <«BMC_IPADDR>Iredfish/vl/Chassis/1/NetworkAdapters/{Location}

{Location}: tH NetworkAdapter &N E ., {Location}=ob-X K slot-Y. ob FRREKLH,
slot ZMmK. X BM 1 TFEMBRERZEF 5. Y ZRIN-RHEH S,

B3R EX
T
W) R 1F 32
FB ] g
Id FRF H#i R YK, Fibre Channel, InfiniBand %% X4
NetworkAdapter % Ji:
TR, BEN “slot-{slot number}”
MTREZEE, WEHN “ob-{index}”
Controllers e It NetworkAdapter £ & 1 B £ ¥ 2% ASIC %
Controllers[] x4 oI
FirmwarePack- FAE T 16 P # T B AR
ageVersion
PClIelnterface pOE 3 t It
LanesInUse e B E ) PClIe @B %o
MaxLanes b I B 25 X F# ) PCIe TG X,
MaxPCleType A R ik % T HE ) PCIe LS MY 5 ARAR
PCleType TR PE 2 I PCle LTERIRRA
Location FOE 3 X 4% 38 BC 2% P LB .
PartLocation R BN E
ServiceLabel TR AL E AR, MZE AR5, PCle X (X RAHHS) .
LocationType TR WY 2538 L 2 WO AL B 2R A, TRl 2 fH: Slot
LocationOrdi- | #%} TR E M T, MR LocationType A “slot” , i b #IGAL T
nalValue it 2 ¥, 0| LocationOrdinalValue 7 2,
Info FAE PHIRMALE : Slot {N} (N ZHiHi%5) 5 “OnBoard” .
Infoformat FHH | Info BHEEMKN, “Slot X” 5 “OnBoard” .
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B RH ik
Info@Red- TR HEHCH M., EBH PartLocation,
fish.Deprecated
InfoFor- =y RO HF M, E%H PartLocation,
mat@Red-
fish.Deprecated
Links PUEd I s o) A B B
PCleDevices el Wi: Bk
PCleDevices]] g tH>% PCleDevice M5,
NetworkPorts KA Wi: B
NetworkPorts[] | 4% tH>% NetworkPorts 8%,
NetworkDevice- | ¥4 Wi: S5
Functions
NetworkDevice- | §§% # % NetworkDeviceFunctions B %3,
Functions][]
ControllerCapa- X ¥ ) 25 B Zh E .
bilities
NetworkPort- N 38 FE 25 1) 4 B T30
Count
NetworkDevice- | ¥ I 3 TE 25 1) 3 o 1T 5
FunctionCount
Description PR “A NetworkAdapter represents the physical network adapter
capable of connecting to a computer network.”
Manufacturer P I X 4% 38 L 25 14 1l 3 B B8 OEML,
Model TR H I P £ 36 L 2% PO B 5 2 75 4R
SKU FIFH I P £ 33 T 2% W4 1 3 S SKU,
Name FAF 1M D) 4% 3 L 2% R 44 o
PartNumber FIF R I PR 4% 3 T 2% R AR
SerialNumber P I ) 4 38 L 2% 19 7 5 5
Status pupd J& It
State 25 Enabled
Health PR B HALFENEITRVCRE,
NetworkPorts W % NetworkPortsCollection FJ5EJZ,
NetworkDevice- B % NetworkDeviceFunctionsCollection FJ5E4,
Functions
WK
HTTP RN BRW A ID
500 InternalError
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{
“SerialNumber": "L2NV97J018G",
“NetworkDeviceFunctions": {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions"
1
"Id": "slot-13",
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/slot-13",
"NetworkPorts": {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts"
1
“Status": {
"State": "Enabled",
"Health": "0K"
I8

“Name": "Broadcom NetXtreme PCIe 1Gb 2-Port RJ45 Ethernet Adapter”,
“Controllers": [
{
"ControllerCapabilities": {
"NetworkDeviceFunctionCount": 2,
"NetworkPortCount": 2

h
"FirmwarePackageVersion": "212.0.5.4",
"Location": {
"PartLocation": {
"LocationType": "Slot",
"Servicelabel": "PCIe 13",
"LocationOrdinalValue”: 13
3
"InfoFormat": "Slot X",
"Info": "Slot 13",
"Info@Redfish.Deprecated": "The property is deprecated. Please use PartLocation instead.",
"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."
h
"Links": {
"NetworkPorts": [
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"
I
{
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/2"
}
1,
"NetworkDeviceFunctions": [
{
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/1.1"
I3
{
"@odata.id": "/redfish/vi/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/2.1"
}
1,
"PCleDevices": [
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_13"
}

]
1
"PCIeInterface”: {
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“LanesInUse": 2,
"MaxPCleType": "Gen2",
"MaxLanes": 4,
"PCIeType": "Gen2"
}
}

1,
"PartNumber": "SN30L21970",
"SKU": "00YK550",

"@odata.type": "#NetworkAdapter.vl_3_0.NetworkAdapter",

"em": {
"Lenovo": {

"@odata.type": "#LenovoDeviceInfo.vl_0_0.LenovoDeviceInfo",
"UuID": "00000000000000000000B02628C5541C"

}
I3

"Manufacturer": "Broadcom Limited",
"@odata.etag": "\"9b40314193f036ad3898f8482h8a3a9a\"",

“Model": "5720",

“Description”: "A NetworkAdapter represents the physical network adapter capable of connecting to a

computer network."

}

&R NetworkPort

HEEH T R REA Redfish SZILH R &% 55 I,

FIRBR W &% i 1 B0 i

TR R /redfish/v1/Chassis/1/NetworkAdapters/{Loca-
tion}/NetworkPorts/{1-N} (Location = ob-X
slot-Y)

LY ARV S NetworkPortCollection_v1.xml

NetworkPort_v1.xml

GET - MKk O &ES

ffi |l GET J7 ¥4 & Redfish k55 # NetworkPort %A H B & 1.

#ER URL
GET https://<BMC_IPADDR>Iredfish/vl/Chassis/1/NetworkAdapters/{Location}/NetworkPorts
BERIEX
I
W) 8 1E 3X
TB R Hiid
Name FR B “NetworkPortsCollection” .
Members Bl i: NetworkPorts JGZE W 5| H##,
Description FIF “A Collection of NetworkPort resource instances.”
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RERD

HTTP R WMREE ID
500 InternalError
Pl
1B 18 L 7] JSON i ¥ -
{
"Members": [
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"
},
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/2"
}
1,
"@odata.type": "#NetworkPortCollection.NetworkPortCollection"”,
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts",
"Members@odata.count”: 2,
"@odata.etag": "\"8e527250h8722a01098e15a8e56f0aad\"",
“Name": "NetworkPortCollection",
“Description”: "A collection of NetworkPort resource instances."
}

GET - REZiwOBEM
il GET J5 K&K Redfish it 55 1 X 4 om 11 98 J5 0 04 g k.

#HR URL
GET https://<BMC_IPADDR>Iredfish/v1l/Chassis/1/NetworkAdapters/{Location}/NetworkPorts/{1-N}

{Location}: M NetworkAdapter X% HINE , {Location}=ob-X i slot-Y, ob FRREKKH,
slot MM £. X &M 1 HFBMRERET5. Y &BINR 55

{1-N}: &4 8 AR 51,

BRIEX
¥
M &7 1E X
Wi 37 45 DL R S 80 JSON A4
TB R g
Id FrH | £l
ActiveLinkTechnology 25 B P 2% s 11 3= B 5% B 3 R
AssociatedNetworkAddresses | ¥{4H 5 2B AL B Wbk (MAC B WWN)
RN
CurrentLinkSpeedMbps A P &5 ity 11 224 Tl % 1% 30 ¥
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T8 RH ik
Description FIFH “A Network Port represents a discrete physical port
capable of connecting to a network.”
LinkStatus PR | B 5 R B A R 2 TR Y BE IR A
Name =yul] “Physical Port X” (X =1d 1)
NetDevFuncMaxBWAlloc il 55 i 11 5 3K g ) 2% 5% £ oh BE WY B /il 5 43 B0 A 4 B B0
NetDevFuncMaxBWAlloc[] | X4 BRIt
MaxBWAllocPercent b 43 0 45 FH 7 X 44 5% 5 2 R S 491 114 B R 55 43 TG B 43 kb
NetworkDeviceFunction B NetworkDeviceFunction R %%
PhysicalPortNumber FRE | s O B 0 SR
PortMaximumMTU ez Ty 1 A 4 i 11 G B i B KR o8 (MTU)
Status SR B It
State Z4H | Enabled
Health 5 OK
HealthRollup AP | R B R B AR IR A s AT R OIS
SupprtedLinkCapabilities SR BEIT
CapableLinkSpeedMbps[0] | %41 UM it 11 Y B 1 RS ) 4R
RERE
HTTP RN WIRW A ID
500 InternalError
e R 7= 451
& 18 DL 78 4] JSON i ¥ -
{
"AssociatedNetworkAddresses": [
"B02628C5541C"
1,
“NetDevFuncMaxBWALloc": [
{
"NetworkDeviceFunction": {
"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/1.1"
I
"MaxBWALllocPercent": null
}
1,
“SupportedLinkCapabilities": {
"CapableLlinkSpeedMbps”: [
10737418240
]
h
"Id": II1II’
"Status": {
“State": "Enabled",
"Health": "0K",
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"HealthRollup": "0K"
I8
“Name": "Physical Port 1",

“CurrentLlinkSpeedMbps": null,

“ActivelinkTechnology": "Ethernet”,

"@odata.type": "#NetworkPort.vl_2 3.NetworkPort",

"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1",
"PortMaximumMTU": 72000,

"@odata.etag": "\"53ae26592e452ae923e\"",

“PhysicalPortNumber": "1",

“Description”: "A Network Port represents a discrete physical port capable of connecting to a network."

&R NetworkDeviceFunction
M T 2 R8HEA Redfish 2R P45 1% 2 Th BE

R B R W 4% 1% 2% 2h B i A B
VR % 42 /redfish/v1/Chassis/1/NetworkAdapters/{Lo-

cation}/NetworkDeviceFunctions/{1-M}.{1-N}
(Location = ob-X 5 slot-Y)

Iy A Ryl NetworkDeviceFunctionCollection_v1.xml

NetworkDeviceFunction_v1.xml

GET - MZiEZWEEERS
il GET J ¥4 & Redfish IR 551 NetworkDeviceFunction £ & H H g M,

#3R URL
GET https://<BMC_IPADDR>Iredfish/v1/Chassis/1/NetworkAdapters/{Location}/NetworkDeviceFunctions

BERIEX

I

M 8 IE X

Wiy 2 2 £ 85 DA T S50 JSON A 4
B R% ik
Name TR “NetworkDeviceFunctionCollection” ,
Members Bl Ji: NetworkDeviceFunction JC % 5] F 8532,
Description FIF “A collection of NetworkDeviceFunction resource

instances.”

MRAERE
HTTP R WMREE ID
500 InternalError
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]
1& [51 PLF 7R 45 JSON Hi B -

{
"Members": [
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/1.1"
}’
{
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/2.1"
}

1,

"@odata.type": "#NetworkDeviceFunctionCollection.NetworkDeviceFunctionCollection",
"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions",
"Members@odata.count”: 2,

"@odata.etag”: "\"f98dé6d4ab9ahb89400faash2f4e0784f47\"",

"Name": "NetworkDeviceFunctionCollection",

“Description”: "A collection of NetworkDeviceFunction resource instances."

GET - M&&ig % PCle H&E
il GET 5 #:4%E Redfish R %) NetworkDeviceFunction %I H g 1,

R URL
GET https://<BMC_IPADDR>Iredfish/v1l/Chassis/1/NetworkAdapters/{Locaton}/NetworkDeviceFunctions/{1-M}.{1-N}

{Location}: ¥ NetworkAdapter &ML E, {Location}=ob-X 5 slot-Y. ob FRREKH,

slot X7RMMFR, X ZM 1 FTFEMREER ST S, Y ZHHM-REHEER S,
{1-M}: P8 45 H MR 5],
{1-N}: B8 4o BRG],

ERIEX
7

g R IE X

TB =5l g

Id FIF FH% NetworkPort IR HELm ORI + “.” + BHm ORI,

AssignablePhysi- Bl Wi 9%
calPorts

AssignablePhysi- | #£§% 7] i NetworkPort M) 453
calPorts[N]

PhysicalPortAs- B M % NetworkPort HY5E#

signment

PhysicalPortAs- PR B e HFH.
signment@Red-
fish.Deprecated
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FB e 3l Wik
Description TR “A Network Device Function represents a logical interface
exposed by the network adapter.”
DeviceEnabled iR True
InfiniBand R B
I;%riganentl’ort- FAF 43 T 45 I 9 £ 35 25 T BB M K A I GUID,
MTUSize B N D B9 4 % 25 h BB L B B B KL H o0 (MTU) &
Ethernet PO JEH (WHRIXRE Ethernet, W B8 FHEHMH) ,
Permanent- FIF XS i (WEhEE) KA MAC i,
MACAddress
MACAddress TR X (BHnH) Wik Ee 2 Bkl & 1 MAC Hik,
MTUSize B N BB 4% % 2 Th BRI B i i Ke fi o0 (MTU) &
FibreChannel OE J&IF (WRIX R FibreChannel, WK 7R T M) .
Permanen- FIF XA ELAT M ik ST RE (MR AE) AIKA WWPN Mk,
tWWPN
WWPN FAF XREM R EIIEE (PBLThAE) 2 AT EC E A WWPN Hidik,
Links pop 3 J& ¥
EthernetInterface | 4543 VAR P 4% H B 4%
PCleFunction w4 PCIeFunction M5,
PhysicalPortAs- | {2 % NetworkPort HJ 55,
signment
Name FIF “Logical Port” + “ 7 +® #3 1 &3,
NetDevFuncType | 4 i I X9 4 % 25 o) RE TEC B Y 2 RE .
Status R J& T
State R Enabled
Health 24 R OK
HealthRollup FIF 271 I T R B AR 8 BE IR A B AT IR LR A
@Redfish.Settings | %4 &YESNE
X4 NetDevFuncType # iSCSI I, A ZFpILXf 4,
Messages ¥ Ti: MR
Messages[N] MR cET
Messageld I B “RebootRequired”
RelatedProper- | %4 Wi: 88
ties
RelatedProp- | 75 | BIKR & Th BRI T 4 7R, MM “#ASCSIBoot/~”
erties[N]
Severity =] “Warning”
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Bt *H i
Message FIF “Changes completed successfully, but these changes will not
take effect until next reboot.”
Resolution FIF “Reboot the computer system for the changes to take effect.”
SettingsObject i W 4% 15 B o B 150 B BT HE R R A BE R
Time P H $en B RS 35 B IR A I,
SupportedApply- | % 4H Wi: FRH
Times
W 1
SupportedAp- FR “OnReset”
plyTimes[0]
iSCSIBoot R BRIt
Authentication- A X 4% & Dh B R iSCSI 51 FINIE 5 ¥,
Method
CHAPSecret PR FF CHAP iAIE M L% 4,
CHAPUsername | 74 AT CHAP AIER I P 4o
IPAddressType FRF f£ iSCSIBoot IP Mk =B 4 N\ 1) TP Huhk iy 7Y,
ARfH: “IPva” . “IPV6”
InitiatorDefault- | Z2£fH IPv6 5% IPv4 iSCSI 5|5 ERINMI %,
Gateway
InitiatorIPAd- PR IPv6 B IPv4 iSCSI 5| S ERIARI %,
dress
InitiatorName PR B iSCSI K& J5 &K
InitiatorNetmask | 5245 & iSCSI 5| S &2 J5 i IPv6 Bk IPv4 M4,
MutualCHAPSe- | 4 JAF W1 CHAP JAIER) CHAP %41,
cret
Mutual CHA- PR FF M H CHAP AIERY CHAP I 4.,
PUsername
PrimaryLUN Bz F iSCSI 51 S HirWME ¥ 5cS (LUN) .
PrimaryTargetl- | Z2£f F iSCSI 5|5 HAx Y IPv4 5% IPv6 Hblik,
PAddress
PrimaryTarget- PR iSCSI F5|% HAnmy &5,
Name
PrimaryTar- Bz F iSCSI 515 Hir#y TCP 3i H,
getTCPPort
TargetInfoViaD- | i /R 78 &4 N )\ DHCP ZRI iSCSI 51§ HAR £ %7, LUN, IP Mihkfn
HCP ZE:S TN
MRESKB
HTTP RN BRI ID
500 InternalError
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{
"Ethernet": {
"MACAddress": "b0:26:28:¢5:54:1¢",
"PermanentMACAddress": "b0:26:28:¢5:54:1¢c",
"MTUSize": 72000
1
"Status": {
"State": "Enabled”,
"Health": "0K",
"HealthRollup": "0K"
I8
“DeviceEnabled": true,
“PhysicalPortAssignment”: {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"
h
"Links": {
"PhysicalPortAssignment”: {
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"
1
"PCIeFunction”: {
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_13/PCIeFunctions/slot_13.00"
}
I8
“Name": "Logical Port 1",
“NetDevFuncType": "Ethernet”,
"AssignablePhysicalPorts": [
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"
b
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/2"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/1.1",
“@odata.type": "#NetworkDeviceFunction.vl_4_0.NetworkDeviceFunction",
“Id": "1.1",
“PhysicalPortAssignment@Redfish.Deprecated": "The property is deprecated. Please use
Links/PhysicalPortAssignment instead.",
"@odata.etag": "\"436229ed07f09d724dch0ec5bad22368\"",
“AssignablePhysicalPorts@odata.count”: 2,
“Description”: "A Network Device Function represents a logical interface exposed by the network adapter."

}

PATCH - BT W18 % PCle ThEE&R IR
i il PATCH J5 ¥: % ¥ Redfish It 55 ) NetworkDeviceFunction %59 )8 P,

&K URL

PATCH https://<BMC_IPADDR>Iredfish/v1l/Chassis/1/NetworkAdapters/{Location}/
NetworkDeviceFunctions/{1-M}.{1-N}/Pending

BERIEX
SEHUH B R PR T TR, B A X S A AT DL B B
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TR RH 1P
iSCSIBoot AR HLAE B,

Authentica- | ZfFH | BB FIIEEN iSCST 51 S IAUE T ¥,
tionMethod

CHAPSecret | 2478 | T CHAP \IER L84,
CHAPUser- | 2858 | HHF CHAP INIEWH P %,

name

IPAd- FRFH | 48 iSCSIBoot IP Ml B P L NI TP Huhk g 387,
dressType

HXAE: “1Pva” . “IPV6”

InitiatorDe- | 245 # | IPv6 Bk IPv4 iSCSI 5| S BIAW %,
faultGate-

way

Initiatorl- R | IPv6 5 IPv4 iSCSI 3 S ERIAM X,
PAddress

Initiator- TR iSCSI K # J B F5 .

Name

InitiatorNet- | ZfFH | iSCSI 5| S K EH B IPv6 5 IPv4 PIKIER,

mask

Mutu- ZHH | /T AR CHAP AEH CHAP %4,
alCHAPSe-

cret

MutualCHA- | 2458 | H T W a CHAP iAIER CHAP H /' %,

PUsername

PrimaryLUN | ¥ F iSCSI 5| S BB H{ LS (LUN) ,
Primary- FRH ¥ iSCSI 5|5 H 7 iy 1Pv4 % 1Pv6 Mok,
TargetIPAd-

dress

PrimaryTar- | 2fF 1 | iSCSI £5| S HixmM A5,

getName

PrimaryTar- | ¥{5% + iSCSI 51 S HA#M TCP % H .,
getTCPPort

Target- i IR 87 A S )\ DHCP KHX iSCSI 515 HAnf4 %%, LUN, IP ik Ry 45 i,
InfoViaD-

HCP

{24 AuthenticationMethod & CHAP I}, 7F fE%} CHAPUsername fl CHAPSecret 147 PATCH
#AE, I AuthenticationMethod N MutualCHAP B}, 748X MutualCHAPUsername #
MutualCHAPSecret #1417 PATCH ##4% .

g R IE X
Wiy B35 8] (g NS GET $#RAEAH L, B89 T s .
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RERD

HTTP R WMREE ID

500 InternalError

Pl

YL F 7Rl & PATCH IE X

{

"iSCSIBoot": {
"AuthenticationMethod": "MutualCHAP",
"IPAddressType": "IPv4",
"InitiatorDefaultGateway": "192.168.1.1",
"InitiatorIPAddress": "0.0.0.0",
"InitiatorName": "ign.com.example"”,
"InitiatorNetmask": "255.255.255.0"
"MutualCHAPSecret": "
"MutualCHAPUsername": "username"”,
"PrimaryLUN": 0,
"PrimaryTargetIPAddress": "192.168.1.10",
"PrimaryTargetName": "ign.example",
"PrimaryTargetTCPPort": 3261,
"TargetInfoViaDHCP": false
}
}

Bz 4T PATCH #48)5, HUAH 3R R R [ DL T 725 6 JSON Wi B :

{
"Ethernet": {
"MACAddress": "b8:59:9f:03:00:3f",
"PermanentMACAddress": "b8:59:9f:03:00:3f",
"MTUSize": 32768
1
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/1.1",
"Links": {
"PhysicalPortAssignment”: {
"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"
},
"PCIeFunction”: {
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_13/PCIeFunctions/slot_13.00"
}
I8
“Description”: "A Network Device Function represents a logical interface exposed by the network adapter.”
"iSCSIBoot": {
"AuthenticationMethod": "MutualCHAP",
"IPAddressType": "IPv4",
“InitiatorDefaultGateway": "192.168.1.1",
"InitiatorIPAddress": "0.0.0.0",
"InitiatorName": "ign.com.example"”,
"InitiatorNetmask": "255.255.255.0"
"MutualCHAPSecret": "
"MutualCHAPUsername": "username",
"PrimaryLUN": 0,
"PrimaryTargetIPAddress": "192.168.1.10",
"PrimaryTargetName": "ign.example",
"PrimaryTargetTCPPort": 3261,
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"TargetInfoViaDHCP": false
H
"PhysicalPortAssignment"”: {

"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"
5
"DeviceEnabled": true,

"AssignablePhysicalPorts@odata.count": 1,
“NetDevFuncType": "iSCSI",
"AssignablePhysicalPorts": [

{

"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"

}

1,
"@Redfish.Settings": {

"SettingsObject”: {

"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/1.1/Pending"
|3
"@odata.type": "#Settings.vl_3 0.Settings",

“SupportedApplyTimes": [

"OnReset"

l,

“Messages": [],

“Time": null
5
"@odata.type”: "#NetworkDeviceFunction.vl_4_0.NetworkDeviceFunction",

"Status": {

"State": "Enabled",
“Health": "0K",
"HealthRollup": "0K"

3

“Name": "Logical Port 1",

"@odata.etag": "\"c583b2e1c88932caffrod\"",

“Id": "1.1",

"PhysicalPortAssignment@Redfish.Deprecated": "The property is deprecated. Please use
Links/PhysicalPortAssignment instead."

}
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F7TE #HE, BRAANITR

&R Power
HEEH TR RHEA Redfish SZILH HLJEAS B,

BHBE 1
TR AR /redfish/v1/Chassis/1/Power
By A Power_vl.xml

GET-#HEREEEREM
i GET J5 RS54 1) Power FEUR Y JE

HR URL
GET https:// <BMC_IPADDR>Ivedfish/vl/Chassis/1/Power

BERIEX
7
M 7 1E 3
TR XM ik
Id FRF “Power”
Name S H RIETIR AR, IABEN “Power”
Description FAF H “Power Consumption and Power Limiting”’
PowerControl A KRR R h e (ShRBEBUMRG) #E .
PowerCon- pag X f& PowerControl FU4 1Al F-4k gk 57 iy B 2R A,
trol[1]
Memberld P It PowerControl M &K 7],
Name A MR R S E 4, HZIEEN “Server Power Control”
PhysicalCon- | Z£f I R PR s O A X, iR iR A AL
text
PowerCon- e HLAH T #E 1 SE R 2h 38
sumedWatts
PowerRe- ey AL S8 U538 SR A ¥ 7 2h T BB T2 BT RE I h BOKF, BN B R
questedWatts Ih A FEHLAR 8 A B R A B oh RS,
PowerAvail- Br i A G k1) 28] 705 op O R AT 43 E 48 oA HT 3@ M Zh B (powerCapacity -
ableWatts powerAllocated) . WA RFRMFHDEERE,
PowerCapaci- | ¥ A BEALA 3 TR B R R, T T AR R A B M B LA 4
tyWatts B 45 B HLAR 1 2h P
PowerAllocat- | ¥ Ol (EHE) AVMRENREE,
edWatts
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FB Eyit] ik
Status R 3 B IR B e PR S EAT RV
State FRF FRARFEMCHRE, HIMEECEM. HEEEN “Enabled” .
HealthRol- | 247 i Fa 78 B YRR ) B AR DUIR S . A RA
fup o “OK”: IEW
e “Warning” : 15 % EHEZ AR
o “Critical” : fF1EHEIL I IEM R SR
Health 25 B “OK”
PowerLimit X4 BEAILA B 3 3 R IR S A B4R B
E: WREARGHRYDT 3, REFERIFHBIET AMD Milan
MR GE, LR GOk Bl B o
Limida: (005 SRR LD o B moll 48T R
atts
LimitExcep | 5468 | TR A SR T LimiclnWares IHT 9B M, K2 i
tion “NoAction” ,
PowerMetrics | #}4 BEATLAR Y 2h IR
E: WRBAZWRELZADT 2, MR GOR R 8
IMnFervaIIn- B W & PowerMetrics IAIAIRG (K& ) . WHXEER 1,
MinCon- BF WEHEH ()5 IntervallnMin 43 81) W EAKIhFEK T,
sumedWatts
MaxCon- e WEEH ()5 IntervallnMin 43581) WNIE R ZhFEKF,
sumedWatts
AverageCon- | ¥ WEE T ()5 IntervallnMin 2351) WHISES Sh#EKF,
sumedWatts
RelatedItem | (4] B B U5 A0 B B AL
Relate- R B B 05 00 51 B %
dItem[1]
POV};I]‘COH- PUE 3 X J: PowerControl U4 pYyal -4k 5% 5 iy FL 2R A
trol
Memberld FRF It PowerControl ELH M &K 5],
Name TR H HIRE RIS E AR, WRE&EEN “CPU Sub-system Power” .
PhysicalCon- | 47 i Db YR RS R X, Rkl WRAREN
text “CPUSubsystem”
PowerCon- B CPUSubsystem i #E /52 fr2h %,
sumedWatts
PowerMetrics | %f 4 It CPUSubsystem 3R L5,
E: WRBAZWELADT 2, W GOR R 8
Intervalln- B Wl PowerMetrics WIBHAIAIPG (BR&E ) . SR&XEER 1,
Min
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7B KA ik

MinCon- ¥ WEHEO ()5 IntervallnMin 73 41) W IKIhFEKE,
sumedWatts

MaxCon- Bz WE%E D ()5 IntervallnMin 4>8h) A& ShEKF,
sumedWatts

AverageCon- | ¥ WEED ()5 IntervallnMin 7351) WHISES ShEKF .
sumedWatts

Status 4 38 G2 05 B H - IR S IE A7 R B o
State FAF BARBEHCHRE, AlEECREH. BXKEN “Enabled” .

HealthRol- | 24 #i 7R L PR ] BB AT IR UL AS . A RE

top e “OK”: IEW
e “Warning” : 7777 BEHERE AR
o “Critical” : TA1ETZLHISCTEM B 2R
Health FIFH “OK”
RelatedItem EEE b BLES R I BE R R AL
Relate- R Kb BB VIR I 5] A B
dItem[1]
Po‘lmigl]'COn- R X J& PowerControl U4 i) 5-Hb Bl 5y 1) B 28700
tro

W: BT AMD Milan W ZSA X FHHA4A,

Memberld FAF H It PowerControl &5,
Name TR IR I Sh B4 PR, IR KEN “Memory Sub-system Power”
PhysicalCon- | Z£f SRR HE B X, RS, mAREN
text “MemorySubsystem”
PowerCon- ¥ MemorySubsystem TH #& 1) SE bR 3,
sumedWatts
PowerMetrics | Xf 4 it MemorySubsystem )R %,
H: WRERGEHESNT 2, WX KR
Intervalln- B W & PowerMetrics FIBFEIEIRG (BREH) . WHAEEN 1,
Min
MinCon- ¥ WEHE O ()5 IntervallnMin 781) N BARShFEKF,
sumedWatts
MaxCon- ¥ MWEEHD (&5 IntervallnMin 7%7) W& & ShFEKF,
sumedWatts
AverageCon- | ¥ WEHD ()5 IntervallnMin 23 81) WHICES T #EKFE .
sumedWatts
Status PO 3 38 8 U5 B H - IR S B 47 R B o
State FAF BARREHCARE, AlESCREM, HAEEN “Enabled”
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TB KRR

ik

HealthRol- | 24 5 578 D6 HL VRS ) B A TR PUIRAS . R
fop « “OK”: EW
e “Warning” : f#7E % EHERAPR I
o “Critical” : TF1ETELHICTEM R RN
Health FRE “OK”
RelatedItem Bl HLAR TR M BE 2 504
Relate- % HUAR E IR 0 5] B2
dItem[1]

PowerSupplies A

5 R G B2 B VR RIS B TR M RS R
BREHREE, WRASK (W Flex System) HRZELM PSU, It
P EREEISE R

PowerSup- IIE 3 55 1 R 40 15 4 S0 Ik i L R B TE AR R

plies[N]
Memberld TR XREEA PR BRI, PR PSUID, W “17
Name S IR BRI AR, BEF AP E L “PSU” JF3k, J5H PSU ID,

“PSU1” ,

PowerSupply- | 245 8
Type

AR R (R ER) » ARUE:

o “Unknown” : JCiEHfxE WA HL I A

o “AC” : R (AC) HIEBIR

e “DC”: Hiii (DC) HFEB

o “ACorDC” : HLUFHIHR[F] I 3% 5 FL I A1 38 It

Linelnput- FRH

0T I FRL RS 4 il N T SR I % L TR 8T, A A

VoltageType e “Unknown” : JEuHi i LU AL HE i\ o FE 2670
e “ACLowLine” : 100-127 V Z{i BN, CHM: ] Ac120v
e “ACMidLine” : 200-240 V RN, CHM: i AC240V
e “DC240V” : 240 V ELift HAE Fif \

LineInput- S HL YRR B3 47 I 14 £ 3 B O\ FL IS

Voltage

PowerCapaci- | ¥
tyWatts

b LA P A R KA

LastPower- B
OutputWatts

Uk R R B Y 2 o R A

PowerInput- g
Watts

L R PR 9 S N T R

PowerOutput- | ¥
Watts

1P L A ST S0 i e T R

EfficiencyPer- | $i#

L R A 9 S S8R T 43 B

cent
HotPluggable [ /R RN AE G 1% 2508 47 I A5 T DA IR M 15 4% o
Location R HLVR B AL .
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7B KA ik

PartLocation | %4 HHALE .
ServiceLa- | Zff i WAL BEARE, MZEAFRSERARE, HEREN “PSU” + psu_id.
bel
Location- P 8 EOEAE RAL, W slot. bay Ml socket, IR EN “Slot”
Type
Loca- BB TR E BT, R LocationType A “slot” , T H AL T
tionOrdi- it 2 ¥, N LocationOrdinalValue J 2.
nalValue
Model FAF R I F PR AR S
FirmwareVer- | 25§ i I R VAL B RS . [ 24T R AL B PowerSupply OEM # 43 H /&
sion XA 3 [ A A il Bl 1 A RRAR

SerialNumber | 5245 & I B YR A B A 5,

PartNumber ¥ i I H PR B R AR S

Manufacturer | 245§ IH e R AR e A 1) 3 T

InputRanges | 4l HLJE B A B NYE . BRI BN 1,
Inpu- IE WL AR S T B e N S R P TR B
tRanges|[1]

InputType | fFH A%ME: “Ac” . “DC”

Maximum- | %5~ Lo R PR A N S A R R R AR B O\ L
Voltage

Minimum- | ¢ Tk I F R S A N\ s R A R B /N R B i O\ LB
Voltage

Output- B 5 PowerCapacityWatts H [f] ,

Wattage

Status MNHR 3 8 05 B H - RS B A7 R B o
State TR R IE IR B C AR . A R

e “Enabled” : B/ Hibzh B % 5
e “Disabled” : U.2%H ) fit 5k % U8

Health FRE 578 M R B B AT IR PUIRAS . A R

e “OK”: IEW

o “Warning” : 775 BEHERE R

o “Critical” : 7A1E T Z L HISCTEM & 2R

RelatedItem | (41 HUAE 7% P BRI AL
Relate- e MUAE DE R B 5| ) 5%
dItem[1]
Redundancy sl ML S % LR T R LA e TR IR E N 1. MR RS
(I Flex System) RZFALAT PSU, I K .
Redundancy[1] | %}4 B BIEA YT R NS R .

Memberld FR It Redundancy A M E I,
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FB pAyii] ik
Name FRE “PSU Redundancy”
Mode ??‘{F $ “N+m”
MaxNumSup- | B3 I 28 O A 4L SV 1A e R BB
ported
MinNum- B I 2 SEBRITC AR B 5 4 e AN BB
Needed
a2
Redundan- i /R BARRBEMHT IR,
cyEnabled
Status R il 3 % U5 B 7 IR S FE 47 R L
State TR BAMITR TR, B RUE:
o “Enabled” : T/ Itz fE sk % K
e “Disabled” : T.2% ] I3 AE 5 FE IR
Health TR H TR MICR BB TRICRES . A RUE:
e “OK”: IEW
* “Warning” : Ff®REEZHR
o “Critical” : {77675 Zor B OG0 2 2R UL
Redundancy- | %4 XAREITUREME L
> THZ Power I PowerSupplies $( %,
Redundancy- | 55§ Power ] PowerSupplies )8,
Set[N]
Voltages Al IX 2 HL A SRR I
T HRE I 2R 455 v ) A S B
Voltages[N] MNHR R A% AR 1 8
Memberld T 5 lig Voltages AR
Name TR H H, A% 2% 24 B o
:ensorNum- B F T 37 L F A% A I B A R
er
Status R il 3 % VR B 7 I IR AR AT IR UL
State TR H 578 B L A S AR 1 DDA . AR
o “Enabled” : T/ Itz % K
e “Disabled” : T.2% ] M3 AE S FE IR
ReadingVolts | ¥ HL P A SRS I X W, G SR L R A% K ZR 1 State  “Disabled”
« ReadingVolts A B
UpperThresh- | %2 mTIEREE,
oldNonCriti-
cal
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TB XM ik
UpperThresh- | $i7 BTIEREH, EMREBHGRE,
oldCiritical
UpperThresh- | %< T IEWGE, HixP| S mEE,
oldFatal
LowerThresh- | <2 KT IEWERE,
oldNonCiriti-
cal
LowerThresh- | %52 KT IEREE, HEREBHmREE,
oldCiritical
LowerThresh- | ¥{52 BRTFEHTEE, HEBBGRE,
oldFatal
MinReadin- By CurrentReading ) /M,
gRange
MaxReadin- b CurrentReading ) KA,
gRange
PhysicalCon- FAF R o P ) 3 P B X IR A, SRR E N “VoltageRegulator” o
text

“VoltageRegulator” : RREAR R
RelatedItem A 1R O 3 5 00 L5 A X i A . BN 2
Relate- W AT R RME N RS MR, — Mo RERINMRE. —1c
dItem|[N] RHERB ARG RN,

RABRB

HTTP K& BRI A ID

500 InternalError

=Pl

& 18] L 78 4] JSON i ¥ -

{

"PowerControl@odata.count": 3,

"@odata.type": "#Power.vl_6_0.Power",

"Id": "Power",

"Redundancy@odata.count”: 1,
Power Consumption and Power Limiting",

“Description”: "

"Name": "Power",

"@odata.id": "/redfish/v1/Chassis/1/Power",

"PowerSupplies@odata.count"”: 4,

"PowerControl”: [

{

"PowerLimit": {

"LlimitException": "NoAction",
"LimitInWatts": null

}
{

"RelatedItem": [

"@odata.id": "/redfish/v1/Chassis/1"

}
]7
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"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/0",

"Status": {
"HealthRollup": "0K",
"Health": IIUKII’

"State": "Enabled"
1
"PhysicalContext": "Chassis"”,

"Name": "Server Power Control",
"PowerMetrics": {
“IntervalInMin": 1,
"MinConsumedWatts": 350,
"MaxConsumedWatts": 359,
"AverageConsumedWatts": 354
1
"PowerAvailableWatts": 0,
"0em": {
"Lenovo": {

"PowerUtilization": {
"MaxLlimitInWatts": 1800,
"EnablePowerCapping”: false,
"limitMode": "AC",
"EnablePowerCapping@Redfish.Deprecated”: "The property is deprecated.

Please use LimitInWatts instead.",
"CapacityMinAC": null,
"MinLimitInWatts": 0,
"GuaranteedInWatts": 65535,
"CapacityMinDC": null,
"CapacityMaxDC": null,
"CapacityMaxAC": null

5
"HistoryPowerMetric": {
"@odata.id":
“/redfish/v1/Chassis/1/Power/PowerControl/0/0em/Lenovo/HistoryPowerMetric"
I3

"@odata.type”: "#LenovoPower.vl 0 _0.PowerControl"
}

1,
"RelatedItem@odata.count": 1,
"PowerCapacityWatts": 1800,
"PowerAllocatedWatts": 1800,
"PowerRequestedWatts"”: null,
"PowerConsumedWatts": 381,

"MemberId": "0"
I8
{
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Systems/1/Processors"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/1",
"Status": {
"HealthRollup": "0K",
"Health": "0K",
“State": "Enabled"
1

"Name": "CPU Sub-system Power",
"PhysicalContext": "CPUSubsystem",
"PowerMetrics": {
“IntervalInMin": 1,
"MinConsumedWatts": 0,
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}
]

{

"MaxConsumedWatts": 0,

"AverageConsumedWatts": 0
}7
"RelatedItem@odata.count”: 1,
"MemberId": "1",
"PowerConsumedWatts": 0

"RelatedItem": [
{
"@odata.id": "/redfish/v1/Systems/1/Memory"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/2",
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"
b
“Name": "Memory Sub-system Power",
"PhysicalContext": "MemorySubsystem",
"PowerMetrics": {
"IntervalInMin": 1,
"MinConsumedWatts": 0,
"MaxConsumedWatts": 0,
"AverageConsumedWatts": 0
I8
"RelatedItem@odata.count”: 1,
"MemberId": "2",
"PowerConsumedWatts": 0

Voltages": [

"MaxReadingRange": 3.32,
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Systems/1"
})
{

}

"@odata.id": "/redfish/v1/Chassis/1"

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/0",
"Status": {

"State": "Enabled"
I8
"SensorNumber": 3,
“Name": "CMOS Battery",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count”: 2,
"LowerThresholdCritical": 2.25,
"MinReadingRange": null,
"ReadingVolts": 3.07,
"MemberId": "0",
“LowerThresholdNonCritical": 2.39

"MaxReadingRange": 3.98,
"RelatedItem"”: [
{
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"@odata.id": "/redfish/v1/Systems/1"
I
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/1",
"Status": {
“State": "Enabled"
1
"SensorNumber": 160,
"Name": "SysBrd 3.3V",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count": 2,
"LowerThresholdCritical": 2.96,
"MinReadingRange": null,
"ReadingVolts": 3.4,
“UpperThresholdCritical": 3.63,
"MemberId": "1"

"MaxReadingRange": 5.87,
"RelatedItem": [

{
"@odata.id": "/redfish/v1/Systems/1"
h
{
"@odata.id": "/redfish/v1l/Chassis/1"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/2",
"Status": {
"State": "Enabled"
1

"SensorNumber": 161,

“Name": "SysBrd 5V",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count": 2,
"LowerThresholdCritical": 4.51,
"MinReadingRange": null,
"ReadingVolts": 5.01,
"UpperThresholdCritical": 5.5,
"MemberId": "2"

"MaxReadingRange": 14.03,
"RelatedItem": [

{

"@odata.id": "/redfish/v1/Systems/1"
I
{

"@odata.id": "/redfish/v1/Chassis/1"
}

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/3",
"Status": {

"State": "Enabled"

}

SensorNumber": 162,
"Name": "SysBrd 12V",

"PhysicalContext": "VoltageRegulator",
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"RelatedItem@odata.count”: 2,
"LowerThresholdCritical": 10.62,
"MinReadingRange": null,
"ReadingVolts": 11.83,
"UpperThresholdCritical": 13.2,

"MemberId": "3"
}
1,
"Oem": {
"Lenovo": {

"RandomDelay": false,

"@odata.type”: "#LenovoPower.vl 0_0.Capabilities",
“LocalPowerControlEnabled”: true,
"PowerOnPermissionEnabled": true,
"PowerRestorePolicy": "Restore",
"WakeOnLANEnabled": true

}
}

Voltages@odata.count”: 4,

"@odata.etag": "\"47c8335ea313f33bbh9b799\"",

"Redundancy”: [

{

"@odata.id": "/redfish/v1/Chassis/1/Power#/Redundancy/0",

"Status": {

"State": "Enabled",

"Heal.th": ||0K||

}Y

“Name": "PSU Redundancy",

"RedundancySet"

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

1,
IloemII: {
"Lenovo": {

]

“/redfish/vl/Chassis/1/Power#/PowerSupplies/0"

“/redfish/v1/Chassis/1/Power#/PowerSupplies/1"

“/redfish/vl/Chassis/1/Power#/PowerSupplies/2"

“/redfish/v1/Chassis/1/Power#/PowerSupplies/3"

"NonRedundantAvailablePower": 1800,
"PowerRedundancySettings": {
"EstimatedUsage": null,
"MaxPowerlLimitWatts": 1800,
"PowerRedundancyPolicy”: "RedundantWithThrottling",
"PowerFailureLimit": 0

})
}

"@odata.type": "#LenovoRedundancy.vl_0_0.LenovoRedundancyProperties"

}

RedundancyEnabled": true,
"MemberId": "0",

"RedundancySet@odata.count”: 4,
"MaxNumSupported": 2,

"Mode": "N+m",

"MinNumNeeded":

2
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],

“PowerSupplies": [

{
"SerialNumber": "D1DG94C0092",
"InputRanges”: [
{
"InputType": "AC",
"OutputWattage": 1800,
"MaximumVoltage": 240,
"MinimumVoltage": 200
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/0",
"PowerOutputWatts": 353,
"RelatedItem@odata.count": 1,
"PowerInputWatts": 381,
"LastPowerOutputWatts": 356,
"Location": {

"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PSU1",
"LocationOrdinalValue": 1

}

1
"FirmwareVersion": "6.11",
"RelatedItem": |

{

"@odata.id": "/redfish/v1l/Chassis/1"

}

1,
"EfficiencyPercent": 92,
"Status": {
"State": "Enabled",
"Health": "0K"
1,
"LineInputVoltage": 220,
“Name": "PSU1",
"PowerCapacityWatts": 1800,
"MemberId": "0",
"0em": {

"Lenovo": {

"HistoryPowerSupplyMetric": {
"@odata.id":
“/redfish/v1/Chassis/1/Power/PowerSupplies/0/0em/Lenovo/HistoryPowerSupplyMetric"
I
"Location”: {
"Info": "Slot 1",
“InfoFormat": "Slot X"
h

"Location@Redfish.Deprecated”: "The property is deprecated.
Please use Location instead.",
"FruPartNumber": "0378714",
"@odata.type”: "#LenovoPower.vl 0 _0.PowerSupply"
}
1
"HotPluggable": false,
"PowerSupplyType": "AC",
"Manufacturer": "DETA",
"LineInputVoltageType": "ACMidLine",
"Model": "LENOVO-SP57A14705",
"PartNumber": "SP57A14705"
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{
"SerialNumber": null,
"InputRanges": [

{

"InputType": null,
"OutputWattage": null,
"MaximumVoltage": null,
"MinimumVoltage": null

}

1,

"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/1",
"PowerQutputWatts": null,

"RelatedItem@odata.count": 1,

"PowerInputWatts": null,

"PartNumber": null,

"LastPowerQutputWatts": null,

"FirmwareVersion": null,

"RelatedItem"”: [

{

"@odata.id": "/redfish/v1/Chassis/1"

}

1,
"EfficiencyPercent"”: null,
"Status": {
"State": "Absent",
"Health": null
I
"LineInputVoltage": null,
“"Name": "PSU2",
“Location": {

"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PSU2",
"LocationOrdinalValue": 2

}

}
"PowerCapacityWatts": null,
"0em": {

“Lenovo": {

"HistoryPowerSupplyMetric": {
"@odata.id":
"[redfish/v1/Chassis/1/Power/PowerSupplies/1/0em/Lenovo/HistoryPowerSupplyMetric"
1
"Location": {
"Info": "Slot 2",
"InfoFormat": "Slot X"
}

Location@Redfish.Deprecated”: "The property is deprecated.
Please use Location instead.",
"FruPartNumber": null,
"@odata.type": "#LenovoPower.vl_0_0.PowerSupply"
}

1,
"HotPluggable": null,
"PowerSupplyType": null,
"Manufacturer": null,
"LineInputVoltageType": null,
"Model": null,

"MemberId": "1"
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"SerialNumber": null,
"InputRanges”: [

{
"InputType": null,
"OutputWattage": null,
"MaximumVoltage": null,
"MinimumVoltage": null
}

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/2",
"PowerQutputWatts": null,
"RelatedItem@odata.count”: 1,
"PowerInputWatts": null,
"PartNumber": null,
"PowerSupplyType": null,
"RelatedItem": [
{

}
])
"FirmwareVersion": null,
"EfficiencyPercent”: null,
"Status": {
“State": "Absent"”,
"Health": null

"@odata.id": "/redfish/v1/Chassis/1"

1
"LineInputVoltage": null,

"Name": "PSU3",

"PowerCapacityWatts": null,

"LastPowerOutputWatts": null,

"0em": {

"Lenovo": {
"HistoryPowerSupplyMetric": {
"@odata.id":
"/redfish/v1/Chassis/1/Power/PowerSupplies/2/0em/Lenovo/HistoryPowerSupplyMetric"
}
"Location": {
"Info": "Slot 3",
"InfoFormat": "Slot X"
I
"Location@Redfish.Deprecated”:
“The property is deprecated. Please use Location instead.",
"FruPartNumber": null,
"@odata.type": "#LenovoPower.v1_0_0.PowerSupply"
}

1,
"HotPluggable": null,
"Location": {

"PartLocation": {
"LocationType": "Slot",
"ServiceLabel": "PSU3",
"LocationOrdinalValue": 3

}

1,

"Manufacturer": null,
"LineInputVoltageType": null,
"Model": null,

"MemberId": "2"
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“SerialNumber": null,
“InputRanges”: [

{
"InputType": null,
"OutputWattage": null,
"MaximumVoltage": null,
"MinimumVoltage": null
}

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/3",
"PowerOutputWatts": null,
"RelatedItem@odata.count": 1,
"PowerInputWatts": null,
"PartNumber": null,
"FirmwareVersion": null,
"MemberId": "3",
"RelatedItem”: [
{

}
]’
"EfficiencyPercent”: null,
"Status": {
"State": "Absent",
"Health": null

"@odata.id": "/redfish/v1/Chassis/1"

h
“LineInputVoltage": null,

"Name": "PSU4",

"LastPowerOutputWatts": null,

"PowerCapacityWatts": null,

"Oem": {

"Lenovo": {
"HistoryPowerSupplyMetric": {
"@odata.id":
"/redfish/v1/Chassis/1/Power/PowerSupplies/3/0em/Lenovo/HistoryPowerSupplyMetric"
1
“Location": {
“Info": "Slot 4",
"InfoFormat": "Slot X"
1
"Location@Redfish.Deprecated":
“The property is deprecated. Please use Location instead.",
"FruPartNumber": null,
"@odata.type": "#LenovoPower.vl_0_0.PowerSupply"
}

I8
"HotPluggable": null,
"PowerSupplyType": null,
"Manufacturer": null,
“LineInputVoltageType": null,
"Model": null,

"Location": {

"PartLocation": {
“LocationType": "Slot",
“Servicelabel": "PSU4",
“LocationOrdinalValue”: 4
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PATCH - Eff8 R EEBRE M
ffi | PATCH J5 ¥ ¥ 37 Redfish R 551 Power R IE S 098 P,

H: DPRAAZFFIBE: Flex System MHEE AL, BT AMD WRAEUKEZHET 3 H
E 0

#H3R URL

PATCH https://<BMC_IPADDR>/redfish/v1/Chassis/1/Power
BHXRIEX

ZETH AR PR T TR, A X SR AR T DLk T

B R% ik

PowerControl R [SY;255

PowerLimit FoE BRI,

LimitInWatts e DhEMRS (DLERAHEAL) . Null RARZEH iR ER

M 57
W IR B NS GET #RAEF I, HEH 7 e,
RAERE

HTTP RAR B A ID
400 PropertyValueTypeError, Conflict

500 InternalError

Bl
PLTF 6 & PATCH IF 3,

{
"PowerControl": [
{
"PowerLimit": {
"LimitInWatts": 800
}
}
]
}

Hia4T PATCH #AF )5, HIR BT #°K 5K 5] AT 7861 JSON Wi B :

{
"PowerControl@odata.count": 3,
"PowerSupplies": [
{
"SerialNumber": "D1DG94C006R",
"InputRanges”: [
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“InputType": "AC",
"OutputWattage": 1800,
"MaximumVoltage": 240,
"MinimumVoltage": 200
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/0",
"PowerQutputWatts": 69,
"RelatedItem@odata.count": 1,
"MemberId": "0",
"PartNumber": "SP57A14705",
“Location": {
"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PSU1",
"LocationOrdinalValue": 1
}
h
“LineInputVoltageType": "ACMidLine",
"RelatedItem": [
{
"@odata.id": "/redfish/v1l/Chassis/1"
}
1,
"EfficiencyPercent"”: 80,
"Status": {
"State": "Enabled",
"Health": "0K"
I8
"LineInputVoltage": 220,
“Name": "PSU1",
“LastPowerOutputWatts": 10,
"FirmwareVersion": "6.11",
"0em": {
"Lenovo": {
"HistoryPowerSupplyMetric": {
"@odata.id":
"/redfish/v1/Chassis/1/Power/PowerSupplies/0/0em/Lenovo/HistoryPowerSupplyMetric"
1
"Location": {
“Info": "Slot 1",
"InfoFormat": "Slot X"
h
“"Location@Redfish.Deprecated":
"The property is deprecated. Please use Location instead.",
"FruPartNumber": "0378714",
"@odata.type": "#LenovoPower.vl_0_0.PowerSupply”
}
I
"HotPluggable": false,
"PowerInputWatts": 86,
"Manufacturer": "DETA",
"PowerSupplyType": "AC",
“Model": "LENOVO-SP57A14705",
"PowerCapacityWatts": 1800

"SerialNumber": null,
“InputRanges”: [
{
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"InputType": null,
"OutputWattage": null,
"MaximumVoltage": null,
"MinimumVoltage": null
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/1",
"PowerQutputWatts": null,
"RelatedItem@odata.count": 1,
"MemberId": "1",
"PartNumber": null,
"LineInputVoltageType": null,
"Location": {
"PartLocation": {
"LocationType": "Slot",
"Servicelabel": "PSU2",
"LocationOrdinalValue": 2

}
1
"RelatedItem": |
{
"@odata.id": "/redfish/v1/Chassis/1"
}

1,
"EfficiencyPercent"”: null,
"Status": {
"State": "Absent"”,
"Health": null
1,
"LineInputVoltage": null,
“Name": "PSU2",
"FirmwareVersion": null,

“"LastPowerQutputWatts": null,

"0em": {
"Lenovo": {

"HistoryPowerSupplyMetric": {

"@odata.id":
“/redfish/v1/Chassis/1/Power/PowerSupplies/1/0em/Lenovo/HistoryPowerSupplyMetric"

I3

"Location”: {
“Info": "Slot 2",

“InfoFormat": "Slot X"
H
"Location@Redfish.Deprecated”:

“The property is deprecated. Please use Location instead.",
"FruPartNumber": null,
"@odata.type”: "#LenovoPower.vl 0 _0.PowerSupply"
}

1,

"HotPluggable": null,

"PowerCapacityWatts": null,

"Manufacturer": null,

"PowerSupplyType": null,

"Model": null,

"PowerInputWatts": null

"SerialNumber": null,
"InputRanges”: [
{
"InputType": null,
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"OutputWattage": null,

"MaximumVoltage": null,

"MinimumVoltage": null
}

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/2",
"PowerQutputWatts": null,
"RelatedItem@odata.count": 1,
"MemberId": "2",
"PartNumber": null,
"LineInputVoltageType": null,
"PowerInputWatts": null,
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"EfficiencyPercent"”: null,
"Status": {
"State": "Absent",
"Health": null
I8
"LineInputVoltage": null,
“"Name": "PSU3",
"FirmwareVersion": null,
"LastPowerQutputWatts": null,
"0em": {
"Lenovo": {
"HistoryPowerSupplyMetric": {
"@odata.id":
"[redfish/v1/Chassis/1/Power/PowerSupplies/2/0em/Lenovo/HistoryPowerSupplyMetric"
h
"Location”: {
"Info": "Slot 3",
"InfoFormat": "Slot X"
I
"Location@Redfish.Deprecated":
“The property is deprecated. Please use Location instead.",
"FruPartNumber": null,
"@odata.type": "#LenovoPower.vl_0_0.PowerSupply"

}

}
"HotPluggable": null,

"Location": {
"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PSU3",
"LocationOrdinalValue”: 3
}
I8
"Manufacturer": null,
"PowerSupplyType": null,
"Model": null,
"PowerCapacityWatts": null

"SerialNumber": null,
“"InputRanges"”: [
{
"InputType": null,
"OutputWattage": null,
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"MaximumVoltage": null,
"MinimumVoltage": null
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/3",
"PowerQutputWatts": null,
"RelatedItem@odata.count”: 1,
"MemberId": "3",
"PartNumber": null,
"LineInputVoltageType": null,
"FirmwareVersion": null,
"RelatedItem": [
{

}
])
"EfficiencyPercent”: null,
"Status": {
"State": "Absent"”,
"Health": null

"@odata.id": "/redfish/v1/Chassis/1"

1
"LineInputVoltage": null,
"Name": "PSU4",
"LastPowerQutputWatts": null,
"PowerInputWatts": null,
"0em": {
"Lenovo": {
"HistoryPowerSupplyMetric": {
"@odata.id":
"/redfish/v1/Chassis/1/Power/PowerSupplies/3/0em/Lenovo/HistoryPowerSupplyMetric"
b
"Location": {
"Info": "Slot 4",
"InfoFormat": "Slot X"
I
"Location@Redfish.Deprecated”:
“The property is deprecated. Please use Location instead.",
"FruPartNumber": null,
"@odata.type": "#LenovoPower.v1_0_0.PowerSupply"
}
1,
"HotPluggable": null,
"Location": {
"PartLocation": {
"LocationType": "Slot",
"Servicelabel": "PSU4",
"LocationOrdinalValue": 4
}
1,
"Manufacturer": null,
"PowerSupplyType": null,
"Model": null,
"PowerCapacityWatts": null
}
1,
“Id": "Power",
"Redundancy@odata.count”: 1,
“Oem": {
"Lenovo": {
"@odata.type": "#LenovoPower.vl _0_0.Capabilities",
"LocalPowerControlEnabled": true,
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"PowerOnPermissionEnabled": true,
"PowerRestorePolicy": "Restore",
"WakeOnLANEnabled": true
}
H
"Name": "Power",
"@odata.id": "/redfish/v1/Chassis/1/Power",
“PowerSupplies@odata.count”: 4,
"PowerControl": [
{
"PowerLimit": {
"LlimitException": "NoAction",
“LimitInWatts": 1000

I8
"RelatedItem": |

{

"@odata.id": "/redfish/v1/Chassis/1"

}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/0",
"Status": {

"HealthRollup": "0K",

"Health": "0K",

"State": "Enabled"
h
"PowerAllocatedWatts": 1800,
“"Name": "Server Power Control",
"PowerAvailableWatts": 0,
"PhysicalContext": "Chassis”,
"PowerMetrics": {

“IntervalInMin": 1,

"MinConsumedWatts": 8,

"MaxConsumedWatts": 11,

"AverageConsumedWatts": 10

IR
"RelatedItem@odata.count": 1,
"MemberId": "0",
lloemllz{

"Lenovo": {

"PowerUtilization": {
"MaxLimitInWatts": 1800,
"EnablePowerCapping”: true,
"limitMode": "AC",
"EnablePowerCapping@Redfish.Deprecated"”:

“The property is deprecated. Please use LimitInWatts instead.",

"CapacityMinAC": 190,
"MinLimitInWatts": 0,
"GuaranteedInWatts": 190,
"CapacityMinDC": 172,
"CapacityMaxDC": 396,
"CapacityMaxAC": 426

1

"HistoryPowerMetric": {
"@odata.id":

"[redfish/v1/Chassis/1/Power/PowerControl/0/0em/Lenovo/HistoryPowerMetric"

}
}
I8
"PowerRequestedWatts": 426,
"PowerConsumedWatts"”: 18,

odata.type": "#LenovoPower.vl_0_0.PowerControl"
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"PowerCapacityWatts": 1800

I8
{
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Systems/1/Processors"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/1",
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"
I
"Name": "CPU Sub-system Power",
"PhysicalContext": "CPUSubsystem",
"PowerMetrics": {
"IntervalInMin": 1,
"MinConsumedWatts": 0,
"MaxConsumedWatts": 0,
"AverageConsumedWatts": 0
1,
"RelatedItem@odata.count”: 1,
"MemberId": "1",
"PowerConsumedWatts": 0
I8
{
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Systems/1/Memory"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/2",
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"
1
“"Name": "Memory Sub-system Power",
"PhysicalContext": "MemorySubsystem",
"PowerMetrics": {
"IntervalInMin": 1,
"MinConsumedWatts": 0,
"MaxConsumedWatts": 0,
"AverageConsumedWatts": 0
1
"RelatedItem@odata.count”: 1,
"MemberId": "2",
"PowerConsumedWatts": 0
}

]’
“Voltages": [
{
"MaxReadingRange": 3.32,

"RelatedItem": |

{

"@odata.id": "/redfish/v1/Systems/1"
I
{

"@odata.id": "/redfish/v1/Chassis/1"
}
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1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/0",
"Status": {

"State": "Enabled"”
IR
"SensorNumber": 3,
“Name": "CMOS Battery",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count": 2,
"MemberId": "0",
"MinReadingRange": null,
“"LowerThresholdNonCritical": 2.39,
"ReadingVolts": 3.07,
“LowerThresholdCritical": 2.25

"MaxReadingRange": 3.98,
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Systems/1"
})
{

}

"@odata.id": "/redfish/v1/Chassis/1"

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/1",
"Status": {

"State": "Enabled"
I
"SensorNumber": 160,
“Name": "SysBrd 3.3V",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count”: 2,
"LowerThresholdCritical": 2.96,
"MinReadingRange": null,
"UpperThresholdCritical": 3.63,
"ReadingVolts": 3.39,
“MemberId": "1"

"MaxReadingRange": 5.87,
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Systems/1"
})
{

}

"@odata.id": "/redfish/v1/Chassis/1"

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/2",
"Status": {

"State": "Enabled"
I8
“SensorNumber": 161,
“Name": "SysBrd 5V",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count”: 2,
"LowerThresholdCritical": 4.51,
"MinReadingRange": null,
"UpperThresholdCritical": 5.5,
"ReadingVolts": 4.99,
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"MemberId": "2"

"MaxReadingRange": 14.03,
"RelatedItem": [

{

"@odata.id": "/redfish/v1/Systems/1"
I
{

"@odata.id": "/redfish/v1/Chassis/1"
}

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/3",

"Status": {

"State": "Enabled"

b

"SensorNumber": 162,

"Name": "SysBrd 12V",

"PhysicalContext": "VoltageRegulator",

"RelatedItem@odata.count": 2,

"MemberId": "3",

"MinReadingRange": null,

"UpperThresholdCritical": 13.2,

"ReadingVolts": 11.83,

“LowerThresholdCritical": 10.62

}

l,
“@odata.type": "#Power.vl_6_0.Power",
“Voltages@odata.count": 4,
"@odata.etag": "\"eebade2bl7f6176e60f74867634ce2hb\"",
“Redundancy": [

{
"@odata.id": "/redfish/v1l/Chassis/1/Power#/Redundancy/0",
"Status": {
"State": "Enabled",
"Health": "OK"
1,

“Name": "PSU Redundancy",
"RedundancySet": |
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/0"
5
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/1"
}
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/2"
5
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/3"
}
1,
"0em": {
“Lenovo": {
"NonRedundantAvailablePower": 1800,
"PowerRedundancySettings": {
"EstimatedUsage": "21.17%",
"MaxPowerlimitWatts": 1800,
“PowerRedundancyPolicy”: "RedundantWithThrottling",
"PowerFailureLlimit": 0
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"@odata.type": "#LenovoRedundancy.vl_0_0.LenovoRedundancyProperties"

}
}7
"RedundancyEnabled": true,
"MemberId": "0",
"MinNumNeeded": 2,
"MaxNumSupported": 2,
"Mode": "N+m",

"RedundancySet@odata.count”: 4

}
]

}

"Description”: "Power Consumption and Power Limiting"

%R Power (Flex System Enterprise Chassis = Lenovo D2 Enclosure)
MR TR HEA Redfish SLIAYHEJEIE B (Flex System Enterprise Chassis 3 Lenovo D2

Enclosure) »

BB /redfish/v1/Chassis/2/Power
Y pais Power_vl.xml

GET-#HEREEEM

M GET KR MG 1 Power FEIHH I JE M,

F3RK URL

GET https://<BMC_IPADDR>Iredfish/v1/Chassis/2/Power

BRIEX

7o

) B 1E 3

TR B3] ik

Id FREHE | “Power”

Name R | MERENAR. BEREN “Power”

Description FHFH | “Power Consumption and Power Limiting”

PowerControl Bl X2 EE R EE (ShRBBUMRE]) BE o

PowerControl[1] POE 3 X & PowerControl 341 # W] -1k Bl B Y 36 3 /Y,
Memberld FIH | I PowerControl 41L& T,
Name FRH | IR, WRAWREN “Server Power Control” .
PowerConsumedWatts | %< LA WS RE I SRR %,
PowerCapacityWatts B AL A LA h RS, R R R AR B M b
U HLAE 43 TC 25 B HLAE 0 2 R B SE
RelatedItem WA HLAE FE I ) B R AL
Relatedltem[1] AR HLAR SE IR 5| Bz,
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RERD

HTTP RAERY BN A ID

500 InternalError

Bl
&[5 DL R 7 ] JSON Mg ¥ -

{
“PowerControl@odata.count”: 1,
“PowerControl": [
{
“Name": "Server Power Control",
"RelatedItem@odata.count": 1,
"@odata.id": "/redfish/v1/Chassis/2/Power#/PowerControl/0",
"MemberId": "0",
"PowerCapacityWatts": 200,
"PowerConsumedWatts": 150,
"RelatedItem": |
{
"@odata.id": "/redfish/v1/Chassis/2"
}
]
}
1,
"@odata.type": "#Power.vl_5_3.Power",
"Id": "Power",
"@odata.id": "/redfish/v1/Chassis/2/Power",
“@odata.etag": "\"ebe56474dde0e18185¢c641e587cal790o\"",

"Name": "Power",

“Description”: "Power Consumption and Power Limiting"

B Thermal
HWE P T R REA Redfish SEILHI B L,

TR E 1
RR B /redfish/v1/Chassis/1/Thermal
ZeAE SO Thermal vl.xml

GET - BAEEEM
i GET HF K EMFS M Thermal FI5H 09818,

B3R URL
GET https:// <BMC_IPADDR>Iredfish/v1l/Chassis/1/Thermal

ERIEX
7
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e B IE XX

Wi 37 R 445 DL R S 80 JSON AR

B KRR ik
Id FRE | MR RBRARBEP R R R, RERERN “17 .,
Name TAH | BRARBENLAF, HEREN “Thermal” .
Description TAE | BRI,
Status XFE 308 38 B IR B e RS TB AT IR DL
State FRHE | HEAREMCHRE, AlmESTEREN,
HealthRollup FAH | LR BRI E i SR B TR OUIRAS .
Temperatures A 1X kI AR AR B E 3
Temperatures[1] R X S48 E IR P AR AR T X
Memberld FAE | XREE PR RS RAT .
Name TR H I I A% AR W A4 P
LowerThresholdCritical | %< RTIEW VG, B REB] B,
LowerThresholdFatal b s WRTEWTERE, HixBIHaaE,
LowerThresholdNonCrit- | {2 KT IEXIEHE,
ical
UpperThresholdCritical | ¥(5¢ | #FIEHGMH, 014K is 8 8mRE,
UpperThresholdFatal = BTIEYWEE, HA3EaRE,
UpperThresholdNonCiriti- | {5 B TEXTEE,
cal
MinReadingRangeTemp | ¥ ReadingCelsius /M
MaxReadingRangeTemp | (5 ReadingCelsius 5 KfH,
PhysicalContext TATE | 0 I R R R DO R i A
ReadingCelsius & B
RelatedItem B o 3 A 3R ) 23 Y Y DX AR i A
Relatedltem[N] BEBE | LN R SROGE I R A R BB, — 0 BERLEI B VIR
—ATER BB R AT,
W PhysicalContext N “CPU” , ZEH &M A PEZS
TR oo R B
SensorNumber B F T 37 I8 B AR R4 B b IR AT
Status JIE T8 38 B IR B HeF PR S FB AR L
State R | EAREMCHRE, AlERCREN,
Fans B X KU R X
Fan[N] POE 3 X AR E M E X o
Memberld TAE | KRR A TR R RAT
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B k¥ ik

Name PR | KB AR,

MaxReadingRange A Reading 3 K1E.

MinReadingRange LS Reading 3 /ME,

PhysicalContext LA E | R XU O B A DX i A

Reading e 4 X 3

ReadingUnits PR | B R R AL, RAREN “RPM” ,

RelatedItem A 5 3% 1P L 8 0 B P ) DX
RelatedItem[N] PRz AW R RBLE AWM. — oK EEBINAE PR,

—ANEERBRERE.

Status IR 1R T IR B 7 I RSB 7R B
State ZRHE | BARENCARE, PlER B,
Health PR | RN M BEIRAE B O SR A UL T s AT IR BUIR A

UpperThresholdCritical S BTIEWGE, HEREBIZHGRE,

UpperThresholdFatal A BTIEWGE, HiEDBMEE,

UpperThresholdNonCriti- | ${52 B TIEXTEHE,

cal

LowerThresholdCritical ENES R FIEEIEE, RSB HmILE,

LowerThresholdFatal A RTIEETEE, BiEBISHaR_RE,

LowerThresholdNonCrit- | $(52 KT IEYIEHE,

ical

MR
HTTP RN WMREE ID
500 InternalError
Pl
1 [5] PR 7845 JSON Wi 1z«
{

“Fans": [

{

"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/0",
"ReadingUnits": "RPM",
"PhysicalContext": "SystemBoard",
"LowerThresholdFatal": null,
"Location": {
"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "Fan 1 Tach",
“LocationOrdinalValue": 1
}
1,
"UpperThresholdCritical”: null,
"MaxReadingRange": 18360,
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"RelatedItem": [

{
"@odata.id": "/redfish/v1/Systems/1"
1,
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
“LowerThresholdCritical": 3,
"Status": {
"State": "Enabled",
"Health": "0K"
}

"FanName": "Fan 1 Tach",
"Name": "Fan 1 Tach",

"Reading": 0,
"UpperThresholdNonCritical": null,
Iloemll:{
"Lenovo": {
"Location": {

"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use
PartLocation instead.",
"InfoFormat": "Slot X",
"Info": "Slot 1",
"Info@Redfish.Deprecated": "The property is deprecated. Please use PartLocation
instead."
}
}
1
"HotPluggable": true,
"MinReadingRange": 0,
"MemberId": "0",
"LowerThresholdNonCritical": null,
"SensorNumber": 65,
"UpperThresholdFatal": null

l,
"@odata.id": "/redfish/v1/Chassis/1/Thermal",
"Status": {

“State": "Enabled",

"HealthRollup": "0K"

H
“Name": "Thermal",
"1d": "1",
“Oem": {
“Lenovo": {
"@odata.type": "#LenovoThermal.vl_0_0.Thermal",
"HistoryTempMetric": {
"@odata.id": "/redfish/v1l/Chassis/1/Thermal/0Oem/Lenovo/HistoryTempMetric"
}
}
}

"@odata.type": "#Thermal.vl_5_3.Thermal",
“Temperatures": [
{
"PhysicalContext": "Intake",
"LowerThresholdCritical": null,
"RelatedItem": [
{
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"@odata.id": "/redfish/v1/Systems/1"
I
{

}

"@odata.id": "/redfish/v1/Chassis/1"

1,
"UpperThresholdFatal": 50,
"Status": {
"State": "Enabled"
b
"SensorNumber": 49,
"Name": "Ambient Temp",
"MaxReadingRangeTemp": 100,
"UpperThresholdNonCritical": 43,
"UpperThresholdCritical": 47,
"LowerThresholdNonCritical": null,
"MemberId": "0",
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Temperatures/0",
"MinReadingRangeTemp": 0,
"LowerThresholdFatal": null,
"ReadingCelsius": 43

1,

“Temperatures@odata.count”: 40,

"@odata.etag": "\"d605f7b6ecfed4632ch9e370\"",
"Fans@odata.count": 5,

“Description”: "It represents the properties for Temperature and Cooling."
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588% BMC B

%R Manager

WHRBEH T EREA Redfish SEILHE HSE,

I IR A 1
IR Iredfish/vl/Managers/1
ZH Manager _vl.xml

GET -BMC EEE &

fiHl GET J5#:#: & Redfish IR 55 1) Manager % U5 )& 1t

ER URL
GET https://<BMC_IPADDR>Iredfish/vl/Managers/1
BERIEX
.
I j8; 1E 3X
T8 RH ik
Id PR | BMARREN 1,
Name FIF B “Manager”
Actions PUE S [y
#Manager.Reset FOE 8 SN/
ResetType@Redfish.Al- | %40 Wi: 2545
lowableValues
W% 2
ResetType@Red- ] “GracefulRestart” ., 877 BMC ¥ PLIEHR 5 R EHE 3.
fish.AllowableVal-
ues[0]
ResetType@Red- oyt “ForceRestart” . 1§78 BMC %3 Bl EH B30,
fish.AllowableVal-
ues[1]
#Manager.ResetToDe- PO 8 BB
faults
ResetType@Redfish.Al- | ¥4 Wi: 25 H
lowableValues
W 1
ResetType@Red- FAF “ResetAll” , ¥ XEEENH BRIAE,
fish.AllowableVal-
ues[0]
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B k¥ ik
AutoDSTEnabled i /R true fil false
CommandShell FoE e BRI,
ServiceEnabled iR WMBBEHT SSH, NN True.
WHREH T SSH, N4 False.
MaxConcurrentSessions B 2
ConnectTypesSupported A SSH. HBifX 3+ SSH.
DateTime FAEE | AR NM O R (R RS,
DateTimeLocalOffset FAFH | DateTime JBHEBCE MM T UTC WIB AR &, %0
+06:00,
Description PR “This resource is used to represent a management
subsystem for a Redfish implementation.”
GraphicalConsole X4 g,
ServiceEnabled IR WRZEHT FOD 4, NN True.
MaxConcurrentSessions B 6.
ConnectTypesSupported g Ti: FHHB,
i 1,
ConnectTypesSup- =y “KVMIP” ,
ported[0]
ManagerType FHE | BERERERFERENE SRR, 8 R A
FHEHEBRA, R “BMC CHBAANITHEN RS RAE
HIhRERIPEHIAS) 7 o
Model FRHE | EEENHNSELSE (HHEREX) . N “Lenovo
XClarity Controller” .
EthernetInterfaces g PIRW OG5 URI 518, XREXMNIEHEZEHTW
%G NIC £A M5,
HostInterfaces B EHEOLEEGH URL 51, X&ENENHTWLEERE
1 NIC &85 /.
LogServices R HEMRFES (WESREHMBMENNHEMNES) 1 URI
gl e,
NetworkProtocol PRz P4 Ph AR A (AR A 0 45 B2 42 ) 1 Do &4 IR 55 B HC %
W51 ) B URI 518,
Seriallnterfaces Wz PHES (LEFHEFHESHNTHTEFEMENEERFE) 1
URI 5| H 8%,
VirtualMedia Wz Bk A PS5 0 R LA AR B I URI 5] 88 4%,
FirmwareVersion F i@ PN TAR Y N
Links PO 3 SIS R EHEA S (WBT) MNP,
ManagerForChassis A A 45 P A% W] s il B MLAE B 5 B,
ManagerForChassis[0] | ##% UM Je e R S LA VR Y URT 51
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TR KRR #iid

ManagerForChas- B 1

sis@odata.count

ManagerForServers B xF BB A BRI B R U 51 AL

ManagerForServers[0] | f£#% Ub e AR T SEAL R SE IR Y URI 51 A,

Manager- L3 1

ForServers@odata.count

ActiveSoftwarelmage R I Je e R % ] B PR R Y URI 51,

Softwarelmages Xl W W%

W 2
Softwarelmages[N] FiEES L Jes A 1 R 0 [ R BRI URT 51

SoftwareIm- BB 2

ages.@odata.count
PowerState PO BEJE PR A R RS IREON “on” .
SerialConsole pIE 3 eIt

ConnectTypesSupported Hd Ti: LA,

W 2,
ConnectTypesSup- FRE | “IPMI”
ported[0]
ConnectTypesSup- TR R “SSH” ,
ported[1]

MaxConcurrentSessions B 2,

ServiceEnabled i 7R WHREHT SSH, WA True.

WIREH T SSH, NIy False,
ServiceEntryPointUUID FRE | WM E R R RS A\ D R UUID,
Status R T,

State FAE | RN B AR, 1408 “Enabled”
UUID FAH | R ER R B  UUID,
RAERBE
HTTP RN HRH AL ID
500 InternalError
=Pl

B8 DL R 7 6 JSON Wi ¥

{

"DateTimelocalOffset": "+00:00",

“Td": 1",
"AutoDSTEnabled": false,

% 8 ¥.BMC HH
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"ManagerType": "BMC",
"NetworkProtocol": {
"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol"

}
"Links": {
"ActiveSoftwareImage": {
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary"
5
"SoftwareImages": [
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary"
1
{
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/BMC-Backup"
}
1,
"ManagerForServers@odata.count”: 1,
"ManagerForChassis": |
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"ManagerForServers": [
{
"@odata.id": "/redfish/v1/Systems/1"
}
1,
"ManagerForChassis@odata.count”: 1,
"SoftwareImages@odata.count": 2
1,

"LogServices": {
"@odata.id": "/redfish/v1/Systems/1/LogServices"
}7
"SerialConsole": {
"MaxConcurrentSessions": 2,
"ConnectTypesSupported”: |
"IPMI",
"SSH"
]7
"ServiceEnabled": true
1
"CommandShell": {
“MaxConcurrentSessions": 2,
“ConnectTypesSupported": |
"SSH"
1,
"ServiceEnabled": true
I8
"HostInterfaces": {
"@odata.id": "/redfish/v1l/Managers/1/HostInterfaces"
}7
"VirtualMedia": {
"@odata.id": "/redfish/v1l/Managers/1/VirtualMedia"
1
"SerialInterfaces": {
"@odata.id": "/redfish/v1/Managers/1/SerialInterfaces"
}7
“DateTime": "2021-08-26T16:48:53+00:00",
"Actions": {
"#Manager.ResetToDefaults": {
"@Redfish.ActionInfo": "/redfish/vl/Managers/1/ResetToDefaultsActionInfo",
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"target": "/redfish/vl/Managers/1/Actions/Manager.ResetToDefaults",
"title": "ResetToDefaults",
"ResetType@Redfish.AllowableValues": |
"ResetAll"
]
8
"#Manager.Reset": {
"@Redfish.ActionInfo": "/redfish/vl/Managers/1/ResetActionInfo",
"target": "/redfish/vl/Managers/1/Actions/Manager.Reset",
"title": "Reset",
"ResetType@Redfish.AllowableValues": [
"GracefulRestart",
"ForceRestart"
]
}
b
"FirmwareVersion": "TGBT23K 1.50 2021-07-30",
"UUID": "3D03A592-79E7-11EA-9029-B1651358D6FA",
"Status": {
“State": "Enabled"
I8
"PowerState": "On",
“Name": "Manager",

"Description”: "This resource is used to represent a management subsystem for a Redfish implementation."

“ServiceEntryPointUUID": "3D03A592-79E7-11EA-9029-B1651358D6FA",
"Oem": {
"Lenovo": {
"ServiceAdvisor": "/redfish/vl/Managers/1/0em/Lenovo/ServiceAdvisor",
"AgentlessCapabilities": |
"Raidlink",
"00B_PCIe",
"RaidlinkConfig",
"RaidLinkAlert",
"00B_PCIe_Config",
"00B_Option_Firmware Update",
"PreStandardPLDM",
"StandardPLDM",
"Storlib",
"
1,
"RemoteControl": {
"@odata.id": "/redfish/v1/Managers/1/0em/Lenovo/RemoteControl"”
}
“ServerProfile": {
"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/ServerProfile"
I
"RecipientsSettings": {
"RetryCount": 5,
"RetryInterval”: 0.5,
"RntryRetryInterval”: 0.5
I8
"Configuration”: {
"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/Configuration”
I8
"FoD": {
"@odata.id": "/redfish/v1/Managers/1/0em/Lenovo/FoD"

}Y
"KCSEnabled": true,
"Security": {
"@odata.id": "/redfish/v1/Managers/1/0em/Lenovo/Security"”
1

i
’
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"@odata.type": "#LenovoManager.vl 0_0.LenovoManagerProperties”,
"DateTimeService": {

"@odata.id": "/redfish/vl/Managers/1/0em/Lenovo/DateTimeService"
}

release_name": "whitley_gp_21c",
"Watchdogs": {

"@odata.id": "/redfish/vl/Managers/1/0em/Lenovo/Watchdogs"
b
"RemoteMap”: {

"@odata.id": "/redfish/vl/Managers/1/0em/Lenovo/RemoteMap"
1,
"ServiceData": {

"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/ServiceData"
h
"SecureKeylifecycleService": {

"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/SecureKeylifecycleService"
1,
"0PSettings": {

“ClientID": null,

"AuthorizationServerUri": null,

"SS0State": false,

"PubKey": null,

"UserInfoUri": ""

1
"Recipients"”: {

"@odata.id": "/redfish/vl/Managers/1/0em/Lenovo/Recipients"”
}

}

I8
"@odata.type": "#Managervl 8 0.Manager",
“GraphicalConsole": {

"MaxConcurrentSessions": 6,

"ConnectTypesSupported": |

"KvmIp"

1,

"ServiceEnabled": true
b
"@odata.id": "/redfish/v1/Managers/1",

"@odata.etag": "\"19824603bh212f31d5e3a26\"",

“Model": "Lenovo XClarity Controller",

"EthernetInterfaces”: {

"@odata.id": "/redfish/v1/Managers/1/EthernetInterfaces”

}

}

PATCH - &% BMC R X M E 1 OEM & 1%
/] PATCH J7¥: 3 ¥ Redfish IR 55 1) Manager %5 18 1

E3R URL
PATCH https://<BMC_IPADDR>Iredfish/v1/Managers/1

BERSH
SEHUH B R PR T Fran, B IX Sk A AT D B B
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TR k¥ ik
Date- TR DateTime J& 1% B WX T UTC ) [E
Time- BE, RFEMSIRNT:
LocalOff-
set “+00:00” , “+01:00”, ‘“+02:00” ,
“+03:00” , “+03:30”, “+04:00” ,
“+04:30” , “+05:00”, “+05:30”,
“+05:45” , “+06:00” , “+06:30” ,
“+07:00” , “+08:00”, “+09:00” ,
“+09:30” , “+10:00”, “+11:00”,
“+12:00”, “+13:00”, “-12:00”,
“.11:00” , “-10:00” , “-09:00”,
“.08:00” , “-07:00”, “-06:00”,
“.05:00” , “-04:30”, “-04:00” ,
“.03:30” , “-03:00”, “-02:00”,
“.01:00”
Ja H DST 3¢ EAL N Ta] A I [R] N, TG0t
I BT PATCH #:4E,
) BI 1E 32
Wi BB [l B NS GET #AEMHE, (H3E 5 78 .
RERB
HTTP KRR MR E ID
500 InternalError
i
PLF7R#l R PATCH IE X,
{
"DateTimeLocalOffset" : "+08:00"
}
IR [B] B 3 i 9 U
{
"DateTimelocalOffset": "+08 :00",
"@odata.id": "/redfish/v1/Managers/1",
}

POST -BMC EE
il POST J#HEE BMC,

R URL

POST https:// <BNC_IPADDR>Iredfish/vl/Managers/1/Actions/Manager.Reset

% 8 ¥.BMC HH
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ERIEX

T8 B3] g
Reset- A B 878 BMC MEERM, f380E:
Type “GracefulRestart” . “ForceRestart”
M &7 1E X
I
MRERB
HTTP RERH WIRWAE ID
500 InternalError
1 7 7= 1

PLF Rl & POST IE X,

{
"ResetType": "GracefulRestart"

}

& 18] LT 78] JSON i ¥ -
7o

POST -BMC EE N ] BRIAE
fii Fl POST J5 % BMC H & H T BRIME,

#ER URL
POST https://<BMC_IPADDR>Iredfish/vl/Managers/1/Actions/Manager.ResetToDefaults

ERIEX

TB KRR i &

Reset- F R {78 BMC FIEE R, H3HEH: “ResetAll”
Type

g BZ 1E XX
7o

RERB

HTTP KRR WA ID

500 InternalError

M 52 7= 4
PLF P& POST IE X,

{
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"ResetType": "ResetAll"
}

1B 18] PL R 78 4 JSON Mg J3 «
7

%R SecureKeyLifecycleService

GET - SecureKeylLifecycleService & 14
il GET 7 #:# % Redfish R 551 SecureKeyLifecycleService %% i H )& 1t

ER URL

GET https://<BMC_IPADDR>Iredfish/vl/Managers/1/0em/ Lenovo/SecureKeylifecycleService

B3R IEX

7o

I R 1F 32

FB FH g

Id PR | “SecureKeyLifecycleService”

Description FIFH | “This resource is used to represent a secure key lifecycle
service for a Redfish implementation.”

Name PR | “SecureKeyLifecycleService”

KeyRepoServers[N] 4% BRI
W YEHET 2 N, REBRENER,

HostName FrH | EFRRSS A AL, B LR 1Pva Hidik, TPve Hidik, FHL
% 5% FQDN,
Port e R AR S5 Ao . A RAEN 1 2] 65535,

DeviceGroup FREBE | RRKERN 16 M ET AR B,
E: YERET 2 B, A2 RniEk,

ClientCertificate A Pk g e 4 (R X i B 42 B ) URI 51 A

ServerCertificate R Pk R e 4 (R X i 42 B ) URT 51

Protocol FRH | MEHI. E: SKLM 3 KMIP, ST250/SR250/ST50 V- &
X F SKLM,
W YEHET 2 B, A BRiEE,

Protocol@Redfish.Allowabl- | %41 Wi: R

eValues
WH: N
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TB KRR ik

Prtocol@Redfish.Allow- 5 &It
ableValues[N]
BJE N “SKLM” it “KMIP” . ST250/SR250/ST50 V-
B “SKLM” .
EKMSLocalCachedKeySet- R B
tings

H: WHRAREDEFH EER,

LocalCachedKeyEnabled iR K EAZHN OB RS

CacheExpirationTime D 27 47 3] 1] 1) 18]

RESRKB
HTTP KRR BB ID
500 InternalError
Pl
i& 8] LR 75 45 JSON Fi B :
{
“Name": "SecureKeylifecycleService",
"EKMSLocalCachedKeySettings": {
"LocalCachedKeyEnahled": false,
"CacheExpirationIntervalHours": 1
1,
"@odata.id": "/redfish/v1/Managers/1/0em/Lenovo/SecureKeylifecycleService",
"ServerCertificate": {
"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/SecureKeylifecycleService/ServerCertificate"
1
“Description": "This resource is used to represent a secure key lifecycle service for a Redfish implementation.",
“Protocol": "SKLM",
“DeviceGroup": "TKLM_DEV_GROUP",
“@odata.type": "#LenovoSecureKeylifecycle.vl_0_0.LenovoSecureKeylifecycle",
"Protocol@Redfish.AllowableValues": [
"SKLM",
"KMIP"
1,
"@odata.etag": "\"71103deObeba24f03b3\"",
“@odata.context": "/redfish/vl/$metadata#lenovoSecureKeylifecycle.LenovoSecureKeylifecycle",
"ClientCertificate": {
"@odata.id": "/redfish/vl/Managers/1/0em/Lenovo/SecureKeylifecycleService/ClientCertificate"
1
"KeyRepoServers": |
{
"Port": 5696,
"HostName": ""
1
{
"Port": 5696,
"HostName": ""
3
{
"Port": 5696,
"HostName": ""
1
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{

"Port": 5696,
"HostName": ""

}
],

"Id": "SecureKeylifecycleService"

}

PATCH - E#1 KeyRepoServers M E /& 4
i F PATCH J5 ¥ % %7 Redfish ]k 55 SecureKeyLifecycleService % Ui H ) & 1

ER URL

PATCH https://<BMC_IPADDR>Iredfish/v1/Managers/1/0em/Lenovo/SecureKeylifecycleService

ERIEX

ZEHOH AR PR T R, B X S R AT DL B

FB KM | HRWE ID
KeyRe- [ X4 [ BRI
poServe-
rs[N] H: BERIKT 2 B, A2BRENR,
P A R 38 i #) PATCH 1E3CH,
Host- P | RS Ak, BRI DR IPv4 Hidik, IPve dbhk, FHL4EE FQDN.,
Name H
Port B | @RS 0. ARBEN 1 %] 65535,
Device- | ZfF | AKEN 16 NFITHFELF &,
Group H
H: BERET 2 B, ABRLEME,
Protocol | 2%F | RS 88, f: SKLM B KMIP, ST250/SR250/ST50 “F 41X 3% # SKLM.
H
H: BERET 2 B, A2BRLEME,
EKM- MR | TR
SLocal-
Cached- H: WNRARELG Y& LRR,
KeySet-
tings
LocalC- | fi/R | ARMEABEH N OB RS
ached-
KeyEn-
abled
Cache- | ¥7 | ZAZ BB NR]
Expira-
tionT-
ime
) R 1E 32

Wi 2 3% ] B N5 GET $RAEMEL, HBE R 7 s 1.

% 8 ¥.BMC HH
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RERD

HTTP RAERY BN A ID

500 InternalError

Bl
PL TR & PATCH IF 3,

{
"KeyRepoServers": [

{
"Port": 5696,

"HostName":

"Port": 5696,

"HostName":

"Port": 5696,

"HostName":

"Port": 5696,
"HostName": ""
}
1,
"EKMSLocalCachedKeySettings": {
"LocalCachedKeyEnahled": false,
“CacheExpirationIntervalHours": 1
1,
“Protocol": "SKLM",

“DeviceGroup": "TKLM_DEV_GROUP"

BHiE4T PATCH #4165, $EUEA ¥R I DU 7R ] JSON M 3 :

{

“Name": "SecureKeylifecycleService",
"@odata.type": "#LenovoSecureKeylifecycle.vl 0 _0.LenovoSecureKeylifecycle",
"@odata.id": "/redfish/v1/Managers/1/0em/Lenovo/SecureKeylifecycleService",
"@odata.context": "/redfish/vl/$metadata#lenovoSecureKeylifecycle.LenovoSecureKeylifecycle",
“Description”: "This resource is used to represent a secure key lifecycle service for a Redfish implementation."
"EKMSLocalCachedKeySettings": {

"LocalCachedKeyEnahled": false,

"CacheExpirationIntervalHours": 1
b
"KeyRepoServers": |

{

"Port": 5696,

"HostName":

"Port": 5696,
"HUStName": nn
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]

}

"Port": 5696,

"HostName": ""
I8
{

"Port": 5696,

"HostName": ""
}

@odata.etag": "\"71103de0beéa24f03b3\"",
"ServerCertificate": {

"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/SecureKeylifecycleService/ServerCertificate"

DeviceGroup": "TKLM_DEV_GROUP",

"Protocol@Redfish.AllowableValues": |

]

“ClientCertificate": {

}

"SKLM",
"KMIP ]

Protocol": "SKLM",

"@odata.id": "/redfish/vl/Managers/1/0em/Lenovo/SecureKeylifecycleService/ClientCertificate"”

Id": "SecureKeylifecycleService"

&R LicenseService

BEBEIER RN A Redfish SEBLAY VF AT Gk R 55 DA e 5 Wi AR 55 A< £ 1Y i 4

HR R 1
R AR /redfish/vl/LicenseService
ZR A A LicenseService_v1.xml

GET - LicenseService B M4

il GET 7 ¥4 & Redfish IR 55 B LicenseService ¥ H H g M,

s
1=

3R URL

GET https://<BMC_IPADDR>Ivedfish/vl/LicenseService

BERIEX
7
Wa 87 1E 32
B eyit] g
Id TR R “LicenseService”
Name FAF “License Service”
Description FIF “This resource is used to represent a License service for a
Redfish implementation.”
ServiceEnabled iR &N true
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TB KRR ik
4

LicenseExpirationWarning- | 2% 2®HN O
Days
Licenses ek LicenseCollection $%#%

&R License
HE VT RARFEA Redfish LB 7 3E,

PR KR 0~2
VR % 4% /redfish/vl/LicenseService/Licenses/{Id}
B8 A A LicenseCollection_v1.xml

LicenseService_vl.xml

GET - FAiE& &
i GET J7#: K& Redfish I35 License & % IHH g k.

E3R URL
GET https://<BMC_IPADDR>Iredfish/vl/LicenseService/licenses
BRIEX
o
M 7 1E 3T
B RH ik
Description FIT R “A collection of Licenses resource instances.”
Name PP “LicenseCollection”
Members Bl HEAE A IR B .
Members[N] B SE G5 B 51 PR AT IE SR
MRERE
HTTP K& WMIREE ID
500 InternalError
T~

i& [51 DL R 75 45 JSON Fi B :

{
"@odata.etag": "\"30631ch877892a27df1\"",
"Name": "LicenseCollection"”,
"@odata.type”: "#licenseCollection.licenseCollection”,
"@odata.id": "/redfish/v1/LicenseService/Licenses"”,
“Description”: "A collection of Licenses resource instances.",
"@odata.context": "/redfish/vl/$metadata#licenseCollection.licenseCollection”,
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"Members@odata.count”: 2,

"Members": [

{

"Qodata.id": "/redfish/v1/LicenseService/Licenses/VROC_VMD"

13
{

"@odata.id": "/redfish/v1/LicenseService/Licenses/XCC_Advanced"

}
]
}

GET - FriEfE &
i GET J5 ##K & XCC_Advanced/XCC_Enterprised f5 B,

FHR URL

GET https://<BMC_IPADDR>Iredfish/vl/LicenseService/Licenses/XCC_Advanced|XCC_Enterprised

ERIEX
p

Wa B IE XX

TR XM ik

Id T H “XCC_Advanced” B, “XCC_Enterprised”

Name FAE “Lenovo XClarity Controller Advanced Upgrade” X
“Lenovo XClarity Controller Enterprise Upgrade”

Description I H “This resource is used to represent a license for a Redfish
implementation.”

LicenseType P E “Production”

LicenseOrigin A “Installed” B “BuiltIn”

ExpirationDate SR VR B B0 F
WARBA RS, WEAR “null”

Removable i /R R “LincenseOrigin” %F “Installed” , MER true,
W “LincenseOrigin” % T “Builtln” , WA false,

Manufacturer R “T.enovo’’

LicenseString 255 B Null

Entitlementld FRT H BLEE 25 L7 515

AuthorizationScope P “Service”’

RemainingUseCount B BN 0

DownloadURI P H “/LicenseDownload/license_XCC_Advanced” B
“/LicenseDownload/license_ XCC_Enterprised”

Status POE 3 BRI
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TB KA i &

State P R F B RAES
0: “Enabled”

HAfE: “Disabled”

Health S “OK”

Links paE 3 [YESi

H¥

AuthorizedDevices s

RERB

HTTP RN WA ID

400 BadRequest

500 InternalError

]
i& 5] LR 75 45 JSON Fii B -

XCC_Advanced i 7 ik :

{
"links": {
"AuthorizedDevices": []
|8
“Oem": {

"Lenovo": {
"DescTypeCode": 52,
"IdTypes": |

"MTSN"
1,
"@odata.type": "#Lenovolicense.vl 0_O.Lenovolicense"

}

I3

“AuthorizationScope": "Service",

“Manufacturer": “Lenovo",

“Name": "Lenovo XClarity Controller Advanced Upgrade"”,
"@odata.type": "#Llicense.vl_0 O.License",

"Status": {
"State": "Enabled",
"Health": "0K"

h

“LicenseOrigin": "Installed",
“RemainingUseCount": 0,

“LicenseType": "Production”,

"@odata.context": "/redfish/vl/$metadata#license.license",
"@odata.etag": "\"61949b8df02528abh0a\"",

“Description”: "This resource is used to represent a license for a Redfish implementation.",
"Removable": true,

"EntitlementId": "72721234567890",

“@odata.id": "/redfish/v1/LlicenseService/Licenses/XCC_Advanced",
“LicenseString": null,

“Id": "XCC_Advanced",

“DownloadURI": "/LicenseDownload/license_XCC_Advanced"

122 Lenovo XClarity Controller REST API {51



XCC_Enterprised T ¥ iiE:

{
"Links": {

"AuthorizedDevices": []

}
"0em": {

"Lenovo": {
"DescTypeCode": 53,
"IdTypes": [

"MTSN"
]

}

}
"Removable"”: true,

"EntitlementId": "72721234567890",
“Id": "XCC_Enterprised",

“Name": "Lenovo XClarity Controller Enterprise Upgrade",
"@odata.type”: "#license.vl 0 _0.license",

"@odata.id": "/redfish/v1l/LicenseService/Licenses/XCC_Enterprised”,
“DownloadURI": "/LicenseDownload/license_XCC_Enterprised”,
"@odata.context": "/redfish/vl/$metadata#license.license"”,
"Manufacturer": "Lenovo",

"@odata.etag": "\"63f3a04a2c28296c963\"",

“licenseOrigin": "Installed",

"RemainingUseCount": 0,

“LicenseType": "Production”,

@odata.type": "#Lenovolicense.vl_0_0.Lenovolicense"

"Status": {
“State": "Enabled"”,
"Health": "0K"

I8

“Description”: "This resource is used to represent a license for a Redfish implementation."”,

"AuthorizationScope"”: "Service",
“LicenseString": null

POST - & F AliE
M POST 75 ik REVF ATk,

B3R URL

POST https://<BMC_IPADDR>[redfish/v1/LicenseService/licenses

BERIEX

FB R ik

LicenseS- | ff i | &, WAHESCF WA B base64 F4F Hi
tring

H: WP A AR base64 fRFD /4t T HE key XN base64 ¥ H . ARJa, oK
i base64 F4F B H i F] POST 1E 3,
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e R IE 3C

TR R | R

Descrip- ZIF “A collection of Licenses resource instances.”
tion B
Name = “LicenseCollection” .

Members | $(4H Wi YFERE 5] B B

RAERE
HTTP R&ER® BRI A ID
400 BadRequest
500 InternalError
Bl
LR Bl POST 1EX:
{
“LicenseString":"Aj8wTGVuh3ZvIFNZU1RFTSBYIEZ....V\D9uToqr57iu5Luo6YelYlrmg4TmmLggPzM/Pw=="
}

1B 18] DL 78 4] JSON i 7

{

"@odata.context": "/redfish/vl/$metadata#licenseCollection.licenseCollection"”,
"@odata.etag": "\"2a59d9ed8de02723db9\"",
“Description”: "A collection of Licenses resource instances.",
"Members@odata.count”: 1,
"@odata.type": "#LlicenseCollection.LicenseCollection”,
"@odata.id": "/redfish/v1/LicenseService/Licenses"”,
"Name": "LicenseCollection"”,
"Members": [
{
"@odata.id": "/redfish/v1/LicenseService/Licenses/XCC_Advanced" "
}
]

}

DELETE - il BRi% AT iE
ff H DELETE J5 &0 5 1F W] 3iF

B3R URL
DELETE https:// <BMC_IPADDR>Iredfish/vl/LicenseService/Licenses/XCC_Advanced|XCC_Enterprised

ERIEX
360
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) j32

Tco

RERE
HTTP RER WMREE ID
400 BadRequest
500 InternalError

TN B Y B VR AT E . B P9 B VR AT IR R 5] 500 5 RN,

% 8 ¥.BMC HH
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F9FE NKEEH

‘BB Ethernetinterface (BMC NIC)
MBI T EAED Redfish IR BMC LUAMEO,

PR K 2

BRI 2 /redfish/vl/Managers/1/EthernetInterfaces/{NIC,
ToHost}

p1Y Ay EthernetInterfaceCollection_v1l.xml
EthernetInterface_vl.xml

GET-BMC UAWMEOEHES
i GET J KR BMC W PLA W 046 I g

#HR URL

GET https://<BMC_IPADDR>Iredfish/v1l/Managers/1/EthernetInterfaces
BERIEX

7

e R 1E X

W7 £ 4 DA R 2800 JSON A 4.

TR R i ik
Members e Yi: EthernetInterface JUE B 5| #E#,
Name 25 B EthernetInterfaceCollection.,

Description FIF “A collection of EthernetInterface resource instances.”

MR
HTTP RAERH WMRHEE D

500 InternalError

g Rz 7= 45l
1& [5] DL 75 45 JSON Fi ¥ -

{
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces"”,
“Name": "EthernetInterfaceCollection”,
"@odata.context": "/redfish/vl/$metadata#fEthernetInterfaceCollection.EthernetInterfaceCollection”,
"Members": [
{
"@odata.id": "/redfish/v1/Managers/1/EthernetInterfaces/NIC"

}’
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{

"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/ToHost"

}
]

"@odata.type": "#EthernetInterfaceCollection.EthernetInterfaceCollection”,

"@odata.etag": "\"3a44d9cd5c02b15baaeddcaebeld29fb\"",

"Members@odata.count”: 2,

“Description”: "A collection of EthernetInterface resource instances."

GET - BMC U AN E M
il GET J7 $:40 % BMC 1 DA W2 11 9 06 10 g 1

EFR URL

GET https://<BNC_IPADDR>Iredfish/vl/Managers/1/EthernetInterfaces/{NIC,ToHost}

B3R EX
T
W) R 1F 32
B | g
FQDN FHEHE | W XCC BOMERE LR T4
EthernetInterfaceType P E FRFH “Physical” ,
IPv6DefaultGateway PR | XeC e H BB ET IPve BRI\ G i hE
Id PR | £ BMC DUKREE DS, EN “NIC” .
1 BMC Ethernet over USB & 11, BLfiN “ToHost” .
IPv6StaticAddresses A MFEAM XCC BHI IPv6 &A% B FHE X R A A
IPv6StaticAddresses PO BHILER
PrefixLength b It IPv6 Hudik i Al 28 K B
Address FRE | AW 1Pve Mk
AutoNeg i /R 88 BB AR XCC 1 b E 3h i A e B 5 XYL
o True: Joi I BEERXL A3 Phis,
o False: 2% AT HE) s,
IPv6AddressPolicyTable ¥l AT RRHILIERE SRR (€ XA RFC 6724) WX REA
IPv6AddressPolicyEntry | %f% WHTE
Prefix FHE | 1Pve Mk T
Precedence &2 W EME “10” o
Label ¥z IPv6 ik i FR %,
SpeedMbps FREH | I XCC EOMYETEE (342 Mbps, Bl Mbit/s) . 24
“AutoNeg” N true I}, HAEN null,
Status 4 CEM.
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TR | ik
State FREE | WREH TR ED, Wy “Enabled” .
Health =25 | Null
HostName FRE | I XCC B ENL, REEMEER.
IPv6Addresses e FF#RIE XCC MR 1Pv6 3 B AE M xR 504
IPv6Address X4 WHILER
Address P | 1Pv6e Hidk
PrefixLength 7 IPv6 Hihk i g7
AddressOrigin FRH | M XCC B IPve ik SR JE ) 37
e Static: M/ E WFRSHGE,
e DHCPv6: Hilikili DHCPv6 Jlk 55424,
e LinkLocal: HisibfUXfBEPIEE (BERY) AR
e SLAAC: HulitfiJoiRZSHIEEHZIELE (SLAAC) ARS5HE4E,
AddressState FREE | BEHHER S EPRAE (B X RFC 4862) -
o Preferred: ULbHEYHj4E T RFC 4862 H & XA A1
BRI e AN,
* Deprecated: MHIHEY [ 7E A R EFHI N, (HILLEH
7 RFC 4862 W& X W E &AW,
* Tentative: JHiNEY B IE/E#% 5 RFC 4862 5 5.4 it
R SR TR b A D0 0 3,
* Failed: ItHilikRiEIS RFC 4862 5 5.4 17 & X HEE H
HEAS DI 3, 2 AR
FullDuplex i /R I XCC 81 EPLRMEREMN LRSS, 2 “AutoNeg” N
true A, BLAEA null,
IPv4StaticAddresses A FAF#RIE XCC 01 1Pva M B FHAE M0 R A 4L,
IPv4StaticAddress X 4 WA TR
Address FHE | 1Pva HidiE
SubnetMask PR IPv4 1 MRS,
AddressOrigin FR B Statico
Gateway PR | tbHulkfg IPva B
IPv4Address ¥l TR XCC # M) IPva EEFHE B0 R A
IPv4Address R BAHLER
Address FREH | IPv4 Hudik
SubnetMask FRH | IPva TR,
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TR | ik
AddressOrigin FIF 58 7~ M 1k 5 4 o] 7 2 A
e Static: ]/ ELE ML,
e DHCP: Hulikfi DHCPv4 It 55 #2 4,
e BOOTP: Hilikii BOOTP k55124t
e IPv4LinkLocal: MiMEAUATULBE (8EH) H R
Gateway PR E | HHHEAY IPv4 BIOE
NameServers BA B XCC %1 L4 DNS #FRMi 58 (IPv4 58 1 4,
24, B3 A Ip ik, IPv6e B 1A, F24. F3 A
IP Hudik)
InterfaceEnabled /R A g FH e 1 A R 4
LinkStatus AP | Do R B B 2 BR A
AR
LinkUp: BCHERS W H T 00 1 _EAE e,
NoLink: 7EIbHE I _FARAS DU 2 4 o] 5 % e 452,
LinkDown: Ut F¥AHR, HEOCER,
Links XA S92
Chassis 20 U J kMBS A Chassis BRI FIEM TN (R BERRE
G DR P R BR I B AC 2% )
HostInterface TR U B {7 B % HostInterface AR IRAISI (IR
RATHIHTHEHSERFNED) . NFE ToHost T4
U
MACAddress PR (o 1) 2 1Y T E A MAGC ik,
PermanentMACAddress PR | AEAED GRH) KA MAC Hiik,
Name PR g R i
MTUSize e I XCC #1 E Y EiH E R KB (MTU) (DL
N AL
VLAN TR U J M A R BB B TR VLAN, R0 £ HE4
VLAN, W ARAFEE VLAN JE#:, 1M fELE VLANS 4
R,
VLANEnable T VLAN @ &% 0 a .
VLANId B VLAN ] ID,
MaxIPv6StaticAddresses ¥z IPv6 7 Mk i 5 K EBUR
DHCPv4 POE 3 S92
UseDNSServers i /R B 751 ] DNS 55 %%
UseDomainName 7 /R R4,
DHCPEnabled A 7R &7 )5 1 DHCP,
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TR XM i
UseNTPServers A IR REEH, HEN null,
UseGateway i IR R, HAN null,
UseStaticRoutes #i /R R, 4N null,
FallbackAddress FRFE | BT DHCPv4 R M HE T ¥,
H % fH: None. Static
DHCPv6 MR [&YESE
UseDNSServers i 7R KA1 DNS M55 4%,
UseDomainName iR REMHE A,
OperatingMode PR | BATERAN “Stateful” B “Disabled”
UseNTPServers A IR AREBEH, HEN null,
UseRapidCommit A IR R, HAEN null,
IPv6StaticDefaultGateways | 4] AT RARM XCC #FEH B IPv6 7 BRI LA R B4,
Address FAFH | B IPve BRINKI KL
PrefixLength BH 5 & i “0”
StaticNameServers el Wi F55H$
% 6
StatelessAddressAutoConfig | X} 4 o
IPv4AutoConfigEnabled IR R, HEH null,
IPv6AutoConfigEnabled iR EAEH IPve B3 E,
Description oyt FHBAMED
RANKE
HTTP R&ENRY WP A D
500 InternalError
Rl
1& [5] PLF 75 45 JSON Fi ¥ -
{
"IPvb6Addresses": |
{ "AddressState": "Preferred”,
"AddressOrigin": "SLAAC",
"Address": "fdad4:254h:323a:70:a94:efff:feaf:4d2f",
"PrefixLength": 64
|3
{

"AddressState": "Preferred”,
"AddressOrigin": "LinkLocal",

"Address": "fe80::a94:efff:feaf:4d2f",

"PrefixLength": 64
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}
1,
"InterfaceEnabled": true,
“FullDuplex": null,
“SpeedMbps": null,
"MaxIPvéStaticAddresses”: 1,
"IPvéDefaultGateway": "::",
“StatelessAddressAutoConfig": {
"IPvbAutoConfigEnabled": true,
"IPv4AutoConfigEnabled": null
I8
"HostName": "XCC-7Z60-1325476891",
“AutoNeg": true,
"StaticNameServers": [
"0.0.0.0",
“0.0.0.0",
"0.0.0.0",

1,
“Oem": {

“Lenovo": {
"NetworkSettingSync": true,
"DomainName": "lenovo.com”,
"IPvbAddressAssignedby”: |

"LinkLocal",
"DHCPv6",
"SLAAC"
1,
"IPv4Enabled": true,
"IPvéEnabled": true,
"IPv4AddressAssignedby": "DHCPFirstThenStatic",
"InterfaceFailoverMode": {
"NicValue": 1,
"FailoverMode": "None"
1,
"InterfaceNicMode": {
"NicMode": "Dedicated",
"NicValue": 1
}

}

odata.type": "#LenovoEthernetInterface.vl_0_0.LenovoEthernetInterfaceProperties”

1
"VLAN": {
"VLANEnable": false,
"VLANId": 1
I8
"MACAddress": "08:94:ef:af:4d:2f",
"DHCPv4": {
"UseDNSServers": true,
"FallbackAddress": "Static",
"UseGateway": null,
"UseStaticRoutes": null,
"UseNTPServers": null,
"DHCPEnabled": true,
"UseDomainName": true
1
“Description”: "Manager Ethernet Interface",
"IPvé6AddressPolicyTable": [
{
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"Prefix": "::1/128",
"Label": 0,
“Precedence”: 50

|8

{
"Prefix": "::/96",
“Label": 3,
"Precedence”: 11

I8

{
"Prefix": "::ffff:0.0.0.0/96",
"Label": 4,
"Precedence”: 35

I8

{
"Prefix": "2001::/32",
"Label": 6,
"Precedence": 10

1

{
"Prefix": "2001:10::/28",
“Label": 7,
"Precedence”: 10

h

{
"Prefix": "3ffe::/16",
"Label": 12,
"Precedence”: 1

|8

{
"Prefix": "2002::/16",
"Label": 2,
"Precedence”: 30

|8

{
"Prefix": "fec0::/10",
“Label": 11,
“Precedence”: 1

I8

{
"Prefix": "fc00::/7",
“Label": 5,
"Precedence”: 5

I8

{
"Prefix": "::/0",
"Label": 1,
"Precedence”: 40

}

1,
“Name": "Manager Ethernet Interface",
"@odata.type": "#EthernetInterface.vl_é_0.EthernetInterface",
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/NIC",
"DHCPv6": {

"UseDNSServers": true,

"UseDomainName": true,

"UseNTPServers": null,

"UseRapidCommit": null,

“OperatingMode": "Stateful"
5
"IPvéStaticAddresses": [
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{
"Address": "::",
"PrefixLength": 64
}
1,
"Status": {
"State": "Enabled",
"Health": null
}
“linkStatus": "LinkUp",
"EthernetInterfaceType": "Physical"”,
"@odata.etag": "\"1190210c0722731d50cfb6a\"",
"PermanentMACAddress": "08:94:ef:af:4d:2f",
“NameServers": |
“0.0.0.0",
"0.0.0.0",
"0.0.0.0",

1,
"IPvéStaticDefaultGateways": [
{
"Address": "::",
"PrefixLength": 0
}
1,
"FQDN": "",
“Id": "NIC",
"IPv4StaticAddresses”: [
{
"Gateway": "0.0.0.0",
"AddressOrigin": "Static",
"Address": "192.168.70.125",
"SubnetMask": "255.255.255.0"

}
1,
"Links": {
"Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
}

IR

"MTUSize": 1500,

“IPv4Addresses”: [

{

"Gateway": "192.168.1.1",
"AddressOrigin": "DHCP",
"Address": "192.168.1.2",
"SubnetMask": "255.255.254.0"

PATCH - 31 BMC U ANE &
% H PATCH J5 ¥: 337 BMC B LA K32 1 33 aY )8 ok

B3R URL
PATCH https://<BMC_IPADDR>Iredfish/vl/Managers/1/EthernetInterfaces/NIC
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ERIEX

ELHH AR PR R R
FB e g
InterfaceEnabled i 7R 5 7n R JE ez 1 A A R 4L
MACAddress TR B (B 8uG F) B2 Y HT A E B MAC Mk,
SpeedMbps FAE | I XCC HOMYHEE (BA: Mbps, H Mbit/s)
ZEER AT 10 2 100 Z ],
AutoNeg i /R RN RBAEIL XCC £ 11 1 A 3) P R A e B s B A L
True: Ji3 BRI A 30 Wi o
False: 2% T3 BRI T A 3 P ig
FullDuplex i IR I XCC # 0 LUK MERE RN ITORE:
True: % F2WTAHN,
False: R T2WLHEA,
MTUSize B b XCC #1 EYHiR E kR e m e (MTU) (DAY
N AL
HostName FRH | Xce BAMENSL, AEEMEE R,
IPv4StaticAddresses | HFRAE XCC O 1Pva EZFIE AT S5 A
IPv6StaticAddresses | FF#RIE XCC 1 IPve #4A ME BE 4 AE b R 55 4l
IPv6StaticDefaultGateways | %41 FTF#ER I XCC # M IPve #ASEIAN 0 54
Address FREE | Bk
VLAN HERE I RS R e HE T B VLAN, W SR 0 224
VLAN, W AR F# VLAN J&¥:, i F7E VLANS &6
¥,
VLANEnable i /R VLAN g &8 0 e o
VLANId e VLAN 1 ID,
DHCPv4 pOE 3 C T
DHCPEnabled 1 /K &% J5 il DHCP.,
UseDNSServers i /R B3 DNS IR55 8%
UseDomainName iR RS,
FallbackAddress FRE | kB H A DHCPv4 BB HIHE ¥, H2{H: None., Statico
DHCPv6 R C T
OperatingMode FREE | BATEER R .
fER A “Stateful” B “Disabled” .
UseDNSServers 1 /R A5 F DNS RS 25 .
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TR RH #iid
UseDomainName 5 IR BEEMHRA,
StaticNameServers A Wi: F5FH
i 6
StatelessAddressAutoConfig | %j4& BRIt

IPv6AutoConfigEnabled

/R BB 1IPve HEIHLE,

&) B2 1E 32
Wi B2 3% 8] f NS GET $RAEAH R, B39 7 s .
RERT
HTTP RER#H B A ID
400 PropertyValueNotInList, PropertyValueFormatError,
PropertyValueTypeError, PropertyNotWritable
500 InternalError
=~

VL FaHl & PATCH IE X,

{
"MTUSize": 1490,
“SpeedMbps": 100,
“FullDuplex": true

}
I8 [ B 397 F v R
{

"DHCPv6": {
"UseNTPServers": null,
"OperatingMode": "Disabled"”,
"UseDNSServers": false,
"UseDomainName": false,
"UseRapidCommit": null

|8

"Links": {

"Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
}

b

"VLAN": {

"VLANEnable": false,
"VLANId": 1

I8

“Oem": {

“"Lenovo": {

"@odata.type": "#LenovoEthernetInterface.vl 0_0.LenovoEthernetInterfaceProperties”,

"DomainName": "",
"IPv4Enabled": true,

"IPv4AddressAssignedby": "Static",
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“InterfaceNicMode": "Dedicated"”,

"NetworkSettingSync": true,
"IPvéAddressAssignedby”: [],

"InterfaceFailoverMode": "Shared",

"IPvbEnabled": false
}
h
"IPvéAddresses": [],
"Status": {
"Health": null,
"State": "Enabled"
I
"IPvéDefaultGateway": "::",
"IPvéStaticDefaultGateways": [
{
"Address": "::",
"PrefixLength": 0
}
1,
“StaticNameServers": [
“0.0.0.0",
“0.0.0.0",
“0.0.0.0",

w,.on
o,

1,
"MTUSize": 1490,
“FullDuplex": true,
"IPv4StaticAddresses”: |
{
"AddressOrigin": "Static",
"Gateway": "192.168.0.1",
"Address": "192.168.0.41",
"SubnetMask": "255.255.255.0"
}
1,
"IPvb6AddressPolicyTable": [
{
“Label": 0,
"Precedence": 50,
"Prefix": "::1/128"

"Label": 3,
"Precedence": 11,
"Prefix": "::/96"

"Label": 4,
"Precedence": 35,
"Prefix": "::ffff:0.0.0.0/96"

"Label": 6,
"Precedence": 10,
"Prefix": "2001::/32"

“Label": 7,
"Precedence": 10,
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"Prefix": "2001:10::/28"

"Label": 12,
"Precedence": 1,
"Prefix": "3ffe::/16"

“Label": 2,
"Precedence": 30,
"Prefix": "2002::/16"

"Label": 11,
"Precedence": 1,
"Prefix": "fec0::/10"

“Label": 5,
"Precedence": 5,
"Prefix": "fc00::/7"

"Label": 1,
"Precedence”: 40,
"Prefix": "::/0"
}
1,
“PermanentMACAddress": "7c:d3:0a:5e:22:65",
"StatelessAddressAutoConfig": {
"IPv4AutoConfigEnabled": null,
"IPvbAutoConfigEnabled": false
1

"NameServers": [

nn
)

nn
)

nn

1,
“Name": "Manager Ethernet Interface",
“AutoNeg": true,
"@odata.etag": "\"24596c8504c398d843823abc542140fa\"",
"EthernetInterfaceType": "Physical”,
"MACAddress": "7c:d3:0a:5e:22:65",
“FQDN": "XCC-7X00-1234567890",
“Description”: "Manager Ethernet Interface",
"@odata.type”: "#EthernetInterface.vl_5_0.EthernetInterface",
"InterfaceEnabled": true,
“Id": "NIC",
“linkStatus": "LinkUp",
“DHCPv4": {
"UseNTPServers": null,
"UseDNSServers": true,
"UseGateway": null,
"FallbackAddress": "None",
"DHCPEnabled": false,
"UseDomainName": true,
"UseStaticRoutes": null
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"IPvéStaticAddresses”: |
{
"Address“: II::II’
"PrefixLength": 64
}

1,
"HostName": "XCC-7X00-1234567890",
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/NIC",
"IPv4Addresses”: [
{
"AddressOrigin": "Static",
"Gateway": "192.168.0.1",
"Address": "192.168.0.41",
"SubnetMask": "255.255.255.0"
}
l,
"MaxIPvéStaticAddresses”: 1,
"SpeedMbps": 100
}

PATCH — E ¥ BMC Ethernet over USB Bt &
i PATCH J5 3 3% BMC 1 DL K Bz 1 58 05 b i e k.

#H3R URL

PATCH https:// <BMC_IPADDRsIredfish/vl/Managers/1/EthernetInterfaces/ToHost
BRIEX

G s =Ry T AN s ey = i A ) 2 I

T B Bl WMRHA ID

InterfaceEn- i /R 88215 e 0 e A R .
abled

IPv4StaticAd- el MAFERAI XCC BHK IPv4 EZFFAER REH, HEEEH S
dresses IPv4 ik,

M 57 1IE X

W N R BN A S GET #EMF, BB T8,

RERE

HTTP RERH WXWE ID
500 InternalError
T~

PLF P& PATCH IE X,

{

"InterfaceEnabled" : true,
"IPv4StaticAddresses” : [

{
"Address": "169.254.95.119",
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"SubnetMask": "255.255.0.0"

}
]
}
IB 18] B3 5 i B R
{
"FQDN": ",
"Id": "ToHost",
“InterfaceEnabled": true,
"Links": {
"Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
I8
"HostInterface": {
"@odata.id": "/redfish/v1/Managers/1/HostInterfaces/1"
}
}

utoNeg": false,
"IPvéAddressPolicyTable": [
{
"Precedence": 50,
"Prefix": "::1/128",
“Label": 0

"Precedence": 11,
"PreﬁX": ":.'/96",
“Label": 3

"Precedence”: 35,
"Prefix": "::ffff:0.0.0.0/96",
“Label": 4

"Precedence": 10,
"Prefix": "2001::/32",
"Label": 6

"Precedence": 10,
"Prefix": "2001:10::/28",
"Label": 7

"Precedence": 1,
"Prefix": "3ffe::/16",
"Label": 12

"Precedence”: 30,
"Prefix": "2002::/16",
“Label": 2

"Precedence": 1,
"Prefix": "fec0::/10",
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“Label": 11

"Precedence": 5,
"Prefix": "fc00::/7",
“Label": 5

"Precedence": 40,
"Prefix": "::/0",
"Label": 1
}
1,
“SpeedMbps": 100,
"HostName": ""
"IPvéAddresses”: [
{
"AddressState": "Preferred”,
"Address": "fe80::7ed3:aff:feed:bbla",
"PrefixLength": 64,
"AddressOrigin": "LinkLocal"
}
1,
"FullDuplex": true,
"StaticNameServers": [
"0.0.0.0",
"0.0.0.0",
"0.0.0.0",

1,
"DHCPv4": {
"UseDNSServers": false,
"FallbackAddress": "None",
"UseGateway": null,
"UseNTPServers": null,
"UseDomainName": false,
"DHCPEnabled": false,
"UseStaticRoutes": null
I8
"IPv4Addresses”: [
{
"Gateway": "0.0.0.0",
"Address": "169.254.95.118",
"SubnetMask": "255.255.0.0",
"AddressOrigin": "Static"
}
1,

“Description”: "Management Network Interface”,

"StatelessAddressAutoConfig": {
“IPv4AutoConfigEnabled": null,
“IPv6AutoConfigEnabled": false

I

"IPvéStaticDefaultGateways": [
{

"PrefixLength": 0,
"Address": II::II
}

],
"MTUSize": 1500,
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"DHCPv6": {
"OperatingMode": "Disabled"”,
"UseNTPServers": null,
"UseDomainName": false,
"UseRapidCommit": null,
"UseDNSServers": false

h

"Status": {
"State": "Enabled",
"Health": null

}

"MACAddress": "7c:d3:0a:ed:bb:1a",
“Name": "Manager Ethernet Over USB Interface",
"IPv4StaticAddresses”: [
{
"Gateway": "0.0.0.0",
"Address": "169.254.95.119",
"SubnetMask": "255.255.0.0",
"AddressOrigin": "Static"
}

]’
"@odata.id": "/redfish/v1/Managers/1/EthernetInterfaces/ToHost",

“0em": {

"Lenovo": {
"0SIPv4Address”: "169.254.95.120",
"AddressMode": "IPv4LLA",
"@odata.type": "#LenovoEthernetInterface.vl _0_0.LenovoEthernetInterfaceProperties”,
"PortForwarding": {

"@odata.id": "/redfish/v1l/Managers/1/EthernetInterfaces/ToHost/0Oem/Lenovo/PortForwarding"

}

}

3
“@odata.type": "#EthernetInterface.vl_5_1.EthernetInterface",

"MaxIPvéStaticAddresses”: 0,

"linkStatus": "LinkUp",

"@odata.etag": "\"f57f676204ef32c8c907e\"",
"PermanentMACAddress": "7c:d3:0a:ed:bhb:1a",
"NameServers": []

‘BB Ethernetinterface (BRZ5E8 NIC)
HFE VT EAEAD Redfish LIRS 25 ARKMZE L,

FHER R Jie 55 5 DAK WA 2 11 Ry 2 i

VR % 4% /redfish/v1/Systems/1/EthernetInterfaces/NIC{1-
N},ToManager

Py A Ryl EthernetInterfaceCollection_vl.xml
EthernetInterface_vl.xml

GET - RS BUANEDES
18 GET 75 B 22 IR 55 25 9 DL A IR 422 11 42 6 6 Do 10 R 1
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#HR URL

GET https://<BMC_IPADDR>[redfish/v1/Systems/1/EthernetInterfaces
BERIEX

7o

0e) Rz 1E 3C

My 52 2 45 DA T S50 JSON A4

TB e i) #iid

Members ol Ti: EthernetInterface JC % W 5| 8582,

Name Z4%H | EthernetInterfaceCollection,

Description R “A collection of EthernetInterface resource instances.”

RERD

HTTP RERY WA ID

500 InternalError

W3 R R 43l
TR I, KR E R AP DA A B IE S

{
"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces"”,
"Name": "EthernetInterfaceCollection”,
"@odata.context": "/redfish/vl/$metadata#EthernetInterfaceCollection.EthernetInterfaceCollection”,

"Members": [

{
"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/ToManager"
I3
{
"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/NIC1"
5
{
"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/NIC2"
}

]

@odata.type": "#EthernetInterfaceCollection.EthernetInterfaceCollection”,
"@odata.etag": "\"796d097492fa96e3f9e0be275hebab05\"",
"Members@odata.count”: 3,

"Description”: "A collection of EthernetInterface resource instances."

GET - RSS2 A KM Z OB
B GET J7 4 5 M 25 25 110 DK IR 452 11 98 0o 0

ER URL
GET https://<BMC IPADDR>Iredfish/v1/Systems/1/EthernetInterfaces/NIC{1..N}
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ERIEX

I
M 57 1IE X
Wiy 7 J 4,45 DA T S50 JSON W 4 :
B RH ik
1d FER NIC{1..N}
SpeedMbps PR | XCC UMY HTEE (BB4L: Mbps, B Mbit/s)
InterfaceEnabled i /R BB O WA RE
MACAddress ST (% % ) 2 H 2 HiELE K MAC Hidk,
PermanentMACAddress P AEEIED RE) BiKA MAC Hidk,
Name oy “External Ethernet Interface”
LinkStatus PR | HEN GEH) HERRS
Status & I
State I e DL P32 O IR S,
Health FRH | WPLAME HBETR .
Links X4 &It
Chassis R Mol R X R R Y A LS IR IE “Chassis” W5 H.
Description FIT R “External Network Interface”
FQDN TR o (BEFH)
HostName PR (BRI
NameServers I ZSHH
A
IPv4Addresses B =RA
REREB
HTTP RER WIRMAE ID
500 InternalError
Bl
1 5] PR 7845 JSON Wi 1%«
{
"FQDN": ",
"Id": "NIC1",
"NameServers": [],
“SpeedMbps"”: null,
“HostName": ""
“IPv4Addresses”: [],

“Description”: "Enternal Network Interface",
"Status": {
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“State": "Enabled",
"Health": “OK”
}

"MACAddress": "7e:d3:0a:ed:bhb:1b",

"Name": "Enternal Ethernet Interface”,

"InterfaceEnabled": true,

"@odata.type”: "#EthernetInterface.vl_5_1.EthernetInterface",

"Links": {
"Chassis": {

"@odata.id": "/redfish/v1/Chassis/1"

}
}

"LlinkStatus": "LinkDown",

"@odata.etag": "\"4524h3cedd2525a%e6c\"",
"PermanentMACAddress": "7e:d3:0a:ed:bb:1b",

"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/NIC1"

GET - BR% 28 Ethernet over USB B 1
i GET H ¥R RS2 5%8 Blds 2 1] A DL W 42 1 98 950 i ) itk o

&R URL

GET https:// <«BMC_IPADDR>Iredfish/vl/Systems/1/EthernetInterfaces/ToManager

BERIEX
7
g R 1E 32
Wiy 7 2 4 2 DA T S48 JSON X R :
TR RH i ik
Id FRH ToManager
SpeedMbps FAE | I XCC HHMYHTEE (BAAL: Mbps, I Mbit/s)
InterfaceEnabled A 7R T8N S MR O A A R A
MACAddress FRHE | GBHENT) BEOMATEE M MAC Mk,
PermanentMACAddress | /56 | ABLAILEL (1) MAA MAC Hiit,
Name T H “Host Ethernet Interface”
LinkStatus FRH [ BT G MEERCIRE,
Status SR B
State FRFH | “Enabled”
Health S | Null
Links g | R
Chassis BB | BN FR AR MV “Chassis” 131,
Hostlnterface TR X PR “HostInterface” (&7 AL T 54 BLAE 5 1Y
#Z10) #5IH.
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B k¥ ik
Description P “Host Network Interface”
FQDN AT O (BERFER)
HostName LT ER “r(BEFH)
NameServers FR =R
B
IPv4Addresses B 2B
REREB
HTTP K& WIRWAE ID
500 InternalError
Bl
& 18] DL 78 Bl JSON i 3 -
{
"FQDN": n II’
“Id": "ToManager",
"NameServers": [],
“SpeedMbps": 100,
“HostName": "",
"IPv4Addresses”: [],
“Description”: "Host Network Interface",
"Status": {
"State": "Enabled",
"Health": null
1
"MACAddress": "Te:d3:0a:ed:bb:1b",
"Name": "Host Ethernet Interface",
"InterfaceEnabled": true,
“@odata.type": "#EthernetInterface.vl_5_1.EthernetInterface",
"Links": {
“Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
I8
"HostInterface": {
"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1"
}
1
“LinkStatus": "LinkUp",
"@odata.etag": "\"4524h3cedd2525a%e6c\"",
"PermanentMACAddress": "Te:d3:0a:ed:bb:1b",
“@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/ToManager"
}

&R HostInterface

il GET J5 #:4 & I 55 25 ) HostInterface %5 ¥ 1) )8 1t
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FIRB R 1

PR B 12 /redfish/vl/Managers/1/HostInterfaces
ZEAa HostInterfaceCollection_v1.xml

HostInterface_v1.xml

GET - EHl#EOKE
i H GET J7 #:#% Redfish R %5 ) HostInterface % & 4 g 1,

E3R URL
GET https://<BMC_IPADDR>[redfish/vl/Managers/1/HostInterfaces
BERIEX
7
) B 1E 32
Wi )57 2 A 2 DA T S8 HY JSON AR :
B eyl ik
Name T B “HostInterfaceCollection”
Members i Bi: EAEEHICE NG| R
Description FIF “A collection of HostInterface resource instances.”
RERB
HTTP K& WMXWE ID
500 InternalError
Bl
1& [51 PL R 7 45 JSON Fi B -
{
"@odata.id": "/redfish/v1/Managers/1/HostInterfaces",
"Members@odata.count": 1,
"@odata.context": "/redfish/vl/$metadata#HostInterfaceCollection.HostInterfaceCollection”,
"Members": [
{
"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1"
}
1,
"@odata.type”: "#HostInterfaceCollection.HostInterfaceCollection",
"@odata.etag": "\"806b8hd9dlab4falac993403401f40e0\"",
“Name": "HostInterfaceCollection”,
"Description”: "A collection of HostInterface resource instances."
}
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GET - =N #EAOEM

il GET Ji K K55 451 HostInterface 35 0 JE 1tk

3R URL

GET https://<BMC_IPADDR>Iredfish/v1/Managers/1/HostInterfaces/1

BERIEX
7
M 37 1E 3
Wi 37 45 A DL R S 80 JSON A4
B RH ik
Id FRH | IR RSP, HERREN 17,
Description FIF B 124t HostInterface R IH IR,
ExternallyAccessible i /R W% H N false
HostEthernetInterfaces R &R G T 5 A0 D AT B 45 @45 A DLR B2 D 4R B iy 5
8.
HostInterfaceType S5 “NetworkHostInterface”
InterfaceEnabled /R R ESEHKEO,
Links PO 3 CEIH
ComputerSystems e EEB M N O EALRE TR,
ComputerSystems[0] g RN R G RIER 5| 8
ManagerEthernetInterface ko MBS H TS5 403 0347 &S A DLW D a5
8,
Name PR EHEORFENBIF, HEKEN “Host Interface”
NetworkProtocol W G PR T ) 0 D 4% IR 55 B 1B W T R B R
REREBE
HTTP RER WMIRMAE ID
500 InternalError
1A Rz 7= 1
R IN, K & B 2R AT DL A T BE 3
{
"HostInterfaceType": "NetworkHostInterface",
“NetworkProtocol": {
"@odata.id": "/redfish/v1/Managers/1/NetworkProtocol"
3
"I1d": "1",
“InterfaceEnabled": true,
“Links": {
"ComputerSystems": [
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{

}

]
I8
"Name": "Host Interface",
"@odata.context": "/redfish/vl/$metadata#fHostInterface.HostInterface",
"@odata.etag": "\"173c848afdf17h76c0b2defcelf48he7\"",
"@odata.type": "#HostInterface.vl_2_0.HostInterface",
"ManagerEthernetInterface”: {

"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/ToHost"

"@odata.id": "/redfish/v1/Systems/1"

3
"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1",

"ExternallyAccessible”: false,
"HostEthernetInterfaces": {
“@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1/HostEthernetInterfaces"
5
"Description”: "This resource shall be used to represent Host Interface resources as part of the
Redfish specification."
}

PATCH - B R/ZRAEHEC
i | PATCH J5 ¥ ¥ # Redfish it 55 %) HostInterface %8 & 1t

#E3R URL
PATCH https:// <BNC_IPADDRsIredfish/vl/Managers/1/HostInterfaces/1
BERIEX
R B W T R

TR 31 WiRWE ID

Inter- i /R BarRS B kEN,

faceEn-

abled
) BI 1E 32
W BLR [E N A5 GET #AEMHTF, HEEHT 78,
RERB

HTTP RA&ENRH WMRHAE ID
500 InternalError
M) Bz 7= 45
LRl PATCH 1E X,
{

"InterfaceEnabled"” : false
}

24T PATCH #4E )5, EALE: 1 IR A #K 3% 18] DL R 78 4] JSON Wi B «

o9 . MgE
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"HostInterfaceType": "NetworkHostInterface",
"NetworkProtocol": {
"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol"

1
"Id": "1",
“InterfaceEnabled": false,
"Links": {
"ComputerSystems": [
{
"@odata.id": "/redfish/v1/Systems/1"
}
]
I
"Name": "Host Interface",

"@odata.context": "/redfish/vl/$metadata#fHostInterface.HostInterface",
"@odata.etag": "\"3d8fd8e9aa9e2d0aaré6f0acé87eechhd\"",
"@odata.type": "#HostInterface.vl 2 0.HostInterface",
"ManagerEthernetInterface”: {

"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/ToHost"
I8
"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1",

“ExternallyAccessible": false,

"HostEthernetInterfaces": {

"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1/HostEthernetInterfaces"

I

“Description”: "This resource shall be used to represent Host Interface resources as part of the
Redfish specification.”

}

GET - LAMEZEOEKS
il GET 77 /% Redfish I 55 i HostEthernetInterfaces ¥ i )& It ,

#HR URL
GET https://<BMC_IPADDR>Iredfish/vl/Managers/1/HostInterfaces/1/HostEthernetInterfaces

ERIEX
7

g Bz 1E XX

B KRR ik

Name FIF “EthernetInterfaceCollection”

Members e Wi: DARMEOCERN S iR

RERD

HTTP RAERY BPH A ID

500 InternalError

Bl
1B 8] DL R 7 ] JSON Wi ¥ -
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"Members": [

{

"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/ToManager"

}
]

@odata.type": "#EthernetInterfaceCollection.EthernetInterfaceCollection”,

"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1/HostEthernetInterfaces"”,

"@odata.etag": "\"277e05446a7928a3f63\"",

“Name": "EthernetInterfaceCollection”,

"Members@odata.count": 1

‘#® IR ManagerNetworkProtocol
il GET 7 #:K& k55 23 ) ManagerNetworkProtocol %5 H ¥ J& 1k

FIRBUE 1
PR 12 [/redfish/vl/Managers/1/NetworkProtocol
i Aa ManagerNetworkProtocol_v1.xml

GET - BMC M &R

i/l GET J5 K% BMC H IR 4% b Ay Jg itk 2 X

ER URL
GET https://<BMC_IPADDR>Iredfish/v1/Managers/1/NetworkProtocol
BERIEX
7o
g I 1E 32
FB ey i
Id FRH | “NetworkProtocol” .
Name F5F “Manager Network Protocol” ,
Description FHFH | “The resource is used to represent the network service
settings for the manager for a Redfish implementation.”
HostName PR | LRI DNS EHLA, ASEMEE S
FQDN FRE | X RS DNS RIUHK A LA e e FRE R %, 55 EALA TR
P A
DHCP xR UL FEAR 1) DHCP ZFFIHE,
ProtocolEnabled A IR AR C R HEREZEH .
DHCPv6 PO UL B DHCPv6 X% E
ProtocolEnabled i 7R B e HEEZEH,
SNMP R UL BLES I SNMP X HF i HE .
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TR | ik
Port By Fam U D
Engineld PIg 3 514 1D,
Architectureld FRE | BRI,
PrivateEnterpriseld F FAE A 1D,
EnableSNMPv3 i 7R /AR ARFEN SNMPV3 #E4T 1),
NTP R LA LS M NTP X Hi%E .
NTPServers el Wi PP
NTP k554 IP %,
ProtocolEnabled i /K B s HE RS,
HTTP R VLA P H) HTTP PriCE %A
ProtocolEnabled i /R BaAhXCEHEEEH,
B EME “true” .
Port ¥ 578 W D 1
HTTPS X4 AT HELZS ) HTTPS Phil X FFiE .
ProtocolEnabled i /R R X OB R 22 .
Port By Fa 7 U D
Certificates iz U R P B % R X IE AR A R 5.
VirtualMedia PO DU PEES W B LA B S R
ProtocolEnabled i /R RN C s G,
B E A “true” .
Port L 578 U D 1
KVMIP XA WA KVM-IP PG 7% E .
ProtocolEnabled A /R BT s HIEEZEH,
B EME “true” .
Port &S 88 B D0 H
SSH U BLAFBIAS I SSH (%4 Shell) PhCEHFRHE .
ProtocolEnabled i /R AT R,
Port B a8 B B 1T
IPMI POE 3 A BEAS ) IPMI-over-LAN Phi 2 #7i%E .
ProtocolEnabled i IR i S QRN Y
Port e oA B . [ E s €623
SSDP R WA PSS SSDP X HFikE .,
ProtocolEnabled i /R HBAhXCEHEEESEHN, FEM “tue”
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B R

i i&

Port G

TR PCm T, 2 5 19007

NotifyMulticastInter- S
valSeconds

BB IRS N SSDP HUT SRR, EEME “60”

Notify TTL G2

187 SSDP 8 A11H & B A2 35 I Al BR s T8 [SE <27

NotifyIPv6Scope FR

578 SSDP IPv6 JEAIH B TS, EZEME “Organization”

Status MNH

CRJt

State 2B

“Enabled”

Health

13 OK”

RERD

HTTP RAER

HiRlE ID

500

InternalError

|
& 18] PR 7545 JSON Mg 1«

{

"FQDN": "XCC-7Z60-1325476891.lenovo.com”,
"HostName": "XCC-7Z60-1325476891",
"SSDP": {
"NotifyTTL": 2,
"Port": 1900,
“NotifyIPvé6Scope": "Organization”,
“ProtocolEnabled": true,
“NotifyMulticastIntervalSeconds": 60
I8
"Status": {
“State": "Enabled"”,
"Health": "0K"
I
“Id": "NetworkProtocol",
"DHCPv6": {
“ProtocolEnabled”: true

}

"IPMI": {
"ProtocolEnabled”: true,
“Port": 623

I

"SSH": {
“ProtocolEnabled": true,
"Port": 22

}

"KVMIP": {
"ProtocolEnabled": true,
"Port": 3900

I8

"HTTPS": {
"ProtocolEnabled”: true,
"Port": 443,
“Certificates": {

"@odata.etag": "\"d822f21401ff31db011af\"",

o9 . MgE
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"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates"

}
I8
"HTTP": {
"ProtocolEnabled": true,
"Port": 80
1,
“Name": "Manager Network Protocol”,
"SNMP": {
"Engineld": {
"ArchitectureId": "04 58 43 43 2D 37 5A 36 30 2D 31 33 323534 37 36 38 39 31",
"PrivateEnterpriseId": "80 00 1f 88"
}
"Port": 161,
"EnableSNMPv3": true
1

"VirtualMedia": {
"ProtocolEnabled": true,
"Port": 3900

1

“@odata.type": "#ManagerNetworkProtocol.vl_é_0.ManagerNetworkProtocol",

"NTP": {

"ProtocolEnabled": true,
"NTPServers": [
"10.10.10.1",
"10.10.10.2",
"10.10.10.3",
]
I8
"DHCP": {
"ProtocolEnabled”: true
1
“0em": {
“Lenovo": {
"SMTPClient": {
"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/Oem/Lenovo/SMTPClient"
1

"CimOverHTTPS": {
"BackendEnabled": false,
"ProtocolEnabled": false,
"Port": 5989

1,

"SLP": {

"Port": 427,
"MulticastAddress": "239.255.255.253",
"ProtocolEnabled": true,
"AddressType": "Multicast"

1,

“OpenPorts": [

"22",
"68",
"80",
"115",
"123",
"161",
"427",
"443",
"546",
"623",
"1900",
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||3900||
],

"@odata.type": "#LenovoManagerNetworkProtocol.vl_0_0.LenovoManagerNetworkProtocolProperties”,

"DNS": {

"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol/Oem/Lenovo/DNS"

3
"LDAPClient": {

"@odata.id": "/redfish/v1/Managers/1/NetworkProtocol/Oem/Lenovo/LDAPClient"

}7
"SNMP": {

"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol/Oem/Lenovo/SNMP"

}

}
}
}

"WebOverHTTPS": {
"ProtocolEnabled”: true

"@odata.id": "/redfish/v1/Managers/1/NetworkProtocol",

"Description”: "The resource is used to represent the network service settings for
the manager for a Redfish implementation."

}

PATCH - 3 BMC M REZEE
i Hl PATCH J5 ¥: 3 3 BMC 14 % 4% B 35O T8 b 89 )8 1k,

3R URL
PATCH https://<BMC_IPADDR>Iredfish/vl/Managers/1/NetworkProtocol
BRIEX
ZHEH MBI TR, A X g P v DL B B,
FB P ik
HTTPS R LA EAS ) HTTPS h i L FFif E .
Port e R U B
SSH R M BN SSH (%4 Shell) PhEFFE
ProtocolEnabled i 7R B OB HEREEEH,
Port e AN/ S E
VirtualMedia POp I A P8 B R LA o S iR
Port 2 AN/ S E N
IPMI 4 M4 FELES 1) IPMI-over-LAN PhiX G F5i%t .
ProtocolEnabled i /R R X BB R =S,
SSDP PR UL FLES 1) SSDP X HFiXE .,
ProtocolEnabled /R BRI EEHEREEH. BEEM “tue” .
NTP R L BRI NTP X Rk E

o9 . MgE
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TR B i
NTPServers Bl Wi: P4
NTP Jlk 55 4% IP %1|3%
ProtocolEnabled iR At e HEREEH,
SNMP PUE 3 WA B SNMP X #Fik B
EnableSNMPv3 i /R R RR BN SNMPV3 #EAT 1A,
Port e /A D H o
DHCP R WA BLES ) DHCP ik E
ProtocolEnabled iR Bt o HERZH,
DHCPv6 R IS PEAS Y DHCPv6 ik HE
ProtocolEnabled iR HBAIXEEHEREZH,
1 3
R IR M IN A S GET #AEME, H3EH 78,
MRAERE
HTTP RERH WMREE ID
500 InternalError
T~
VL F 76l & PATCH 1E 3,
{
"HTTPS" : {
"Port" : 445
}
}

& 18] DL 78] JSON i ¥ -

{
“@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol",
"HTTPS": {
"ProtocolEnabled": true,
"Port": 445,
"Certificates": {
"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates"
}
1
}
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F10E HOEH

&R Seriallnterface
W% FE R Redfish JIR 5509 8 15280,

TR R 1
PEUR A /redfish/vl/ Managers/1/Seriallnterfaces/1
i A SeriallnterfaceCollection_v1l.xml

Seriallnterface_v1.xml

GET -BMC &0 & &

il GET I K& Redfish RS 18 H G H i g,
B3R URL

GET https://<BMC_IPADDR>[redfish/vl/Managers/1/Seriallnterfaces
BERIEX

7o

e R 1 X

Wi 37 R 4 4 DL R 2 80 JSON AR

TB R ik

Name PR “SeriallnterfaceCollection”

Members A Wi: BOJCEMGHEE

RERE

HTTP RN R E ID

500 InternalError

e B7 7R 51
TR I, KR E R APLF DT A B IE S

{
"@odata.id": "/redfish/v1l/Managers/1/Seriallnterfaces"”,
"Members@odata.count”: 1,
"@odata.context": "/redfish/vl/$metadata#SerialInterfaceCollection.SerialInterfaceCollection”,
"Members": [

{
"@odata.id": "/redfish/v1l/Managers/1/Seriallnterfaces/1"

}
],

"@odata.type”: "#SerialInterfaceCollection.SerialInterfaceCollection”,

© Copyright Lenovo 2018, 2024
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"@odata.etag": "\"ca33897145chc4d601528e54e3h4ba97\"",

"Name": "SerialInterfaceCollection",

“Description”: "A collection of SerialInterface resource instances."”

}

GET -BMC &0 E %

il GET J7 4K Redfish AR 5589 5 135 U6 b 4 g ok

B3R URL
GET https://<BMC_IPADDR>/redfish/v1/Managers/1/Seriallnterfaces/1
BHXRIEX
7
&) B2 1E 32
My 52 24 2 DA T S8 JSON MR :
FB Eyit] ik
id FRHO 17
Name FRFH | “Serial Interface”
BitRate TRE | BORIRR, ARMEAE: 9600, 19200, 38400, 57600,
115200
SignalType FAF “Rs232”
Parity FAE | BONTEERES, ARMEEHE: None, Odd. Even,
StopBits FIF R RN R A
DataBits ZHE |8
Description FIH | Redfish H 1
FlowControl FRH | “None”
InterfaceEnabled iR BraESREHKEO,
RERB
HTTP RN WA ID
500 InternalError
ey 82 7= 51

TR I, KR 1B AT LR YA B IE 3

{

"SignalType": "Rs232",
"BitRate": "115200",

"@odata.id": "/redfish/vl/Managers/1/SerialInterfaces/1",

"InterfaceEnabled": true,

“Description”: "Serial port redirection of the host.",

“Name":

Serial Interface",

"@odata.context": "/redfish/vl/$metadata#SerialInterface.SerialInterface",
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"StopBits": "1",
"Oem": {
"Lenovo": {
"CLIMode": "UserDefined",
"@odata.type”: "#LenovoSerialInterface.vl_0_0.LenovoSerialInterfaceProperties”,
"EnterCLIKeySequence": "~[(",
“SerialInterfaceState": "Enabled"”

}
}

@odata.type": "#SerialInterface.vl_1_3.SerialInterface",
“DataBits": "8",

"Id": II1II’

"@odata.etag": "\"bc5c2883051h4e001123be789f9c8034\"",

"Parity”: "None",
“FlowControl": "None"

PATCH - 3 BMC &0 E &
i Fl PATCH J5 ¥: 3 37 Redfish R 55 4 88 1 %8 95 v i g e,

E3RK URL
PATCH https://<BMC_IPADDR>Iredfish/vl/Managers/1/SerialInterfaces/1
BERIEX
MR TR, BirA X L )E it &R ml DL B B
TR 3] WMRME ID
BitRate FIFH HRAE: 9600, 19200, 38400, 57600, 115200
StopBits FAF H IR A,

HRE: 1. 2
Parity e HX{: None. Odd. Even,
InterfaceEn- T /R HRME: True/False
abled
I j8; 1E X
W BB M IN A5 GET #HAEMF, H3EH 78,
RERE
HTTP RN WMRWE ID
500 InternalError
1

PLF il & PATCH IE X,

{
"BitRate": "57600",

"Parity": "Even"

}

%10 =, B OSH
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iz T PATCH #44E)5, LA %08 R & W DL T 7R 41 JSON Hii B «
{

"@odata.context" : "/redfish/vl/$metadata#SerialInterface.SerialInterface"”,
"BitRate" : "57600",
"Parity" : "Even",
"Id": "1,
"SignalType" : "Rs232",
"Oem" : {
“Lenovo" : {
"EnterCLIKeySequence" : ""[(",
"SerialInterfaceState" : "Enabled",
"CLIMode" : "UserDefined"

}
3,
"StopBits" : "1",
"DataBits" : "8",

"@odata.etag” : "\"c27142bd8ebce22599a3heed29808fd3\"",
"@odata.id" : "/redfish/v1/Managers/1/SerialIlnterfaces/1",
"@odata.type" : "#SerialInterface.vl_1_3.SerialInterface",
"Description" : "Serial port redirection of the host.",
“Name" : "Serial Interface"”,

"FlowControl" : "None",

“InterfaceEnabled" : true
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EFNMNE EETREE

&R VirtualMedia
BN Z T RATEA Redfish SEIL AR FRSS

PEIRE R 10
gy /redfish/vl/Managers/1/VirtualMedia/{Id}
P21y Ayl VirtualMediaCollection_v1l.xml

VirtualMedia_v1.xml

GET - BN R&ES
il GET J7 4 & Redfish it 55 0B R B4 G g

ER URL

GET https:// <BMC_IPADDR>Iredfish/v1/Managers/1/VirtualMedia
BERIEX

7

0fa 81 1E 32

Wiy 57 J £, 4% DA T 280 JSON M4 :

B RH ik
Name FIF “VirtualMediaCollection”
Members il W R ROCE WG s

RERE
HTTP RAER WMRHEE D

500 InternalError

e B R 43l
TR I, KR E R APLTF DT AT B IE S

{
"@odata.id": "/redfish/v1/Managers/1/VirtualMedia",
"Name": "VirtualMediaCollection",
"@odata.context": "/redfish/vl/$metadata#VirtualMediaCollection.VirtualMediaCollection",

"Members": [
{
"@odata.id": "/redfish/v1/Managers/1/VirtualMedia/RDOC1"
3
{

"@odata.id": "/redfish/v1/Managers/1/VirtualMedia/RDOC2"
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"@odata.id": "/redfish/vl/Managers/1/VirtualMedia/EXT1"

"@odata.id": "/redfish/vl/Managers/1/VirtualMedia/EXT2"

"@odata.id": "/redfish/vl/Managers/1/VirtualMedia/EXT3"

"@odata.id": "/redfish/vl/Managers/1/VirtualMedia/EXT4"

"@odata.id": "/redfish/vl/Managers/1/VirtualMedia/Remotel"”

"@odata.id": "/redfish/vl/Managers/1/VirtualMedia/Remote2"

"@odata.id": "/redfish/vl/Managers/1/VirtualMedia/Remote3"

"@odata.id": "/redfish/v1/Managers/1/VirtualMedia/Remoted"

}
]

"@odata.type”: "#VirtualMediaCollection.VirtualMediaCollection",

"@odata.etag": "\"c54172a08a2b5db8321ef2d79e8850h2\"",

"Members@odata.count": 10,

“Description”: "A collection of VirtualMedia resource instances"

GET - BRI B

il GET J5 4% Redfish 55 W R LA 5t 98 U5 o 14 g

3R URL

GET https:// <«BMC_IPADDR>Iredfish/v1/Managers/1/VirtualMedia/{Id}

BERIEX
J
i) B 1F 32
FB byt ik
Id FRH | WFRERNBA RIMEMEME LA,
Id ¥ & (Remotel. ... Remote4) . (RDOCI,
RDOC2) # (EXTIL. ... EXT4) "HHERMHE,
Description FIT R “This resource is used to represent a virtual media service
for a Redfish implementation”
Name FIF “VirtualMedia”
ImageName R | MR A
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FB K g
Image PR | REBEPTIEMUR AL E Y URL
MediaTypes Bl SCHRHAE R B 04 B A A o R Y
MediaTypes]] FRE | RS SR R A,
ConnectedVia FAFE | 2R U BUE T B
Inserted i /R R B B O N\ B LA,
WriteProtected i /R WA IREE SR
UserName FRE | P4
Password =8 | Null
TransferMethod FRE | “Upload” B “Stream” .
TransferProtocolType FAF “HTTPS” . “NFS” Bk “CIFS” . X} F RDOC 3, R
B e k.
RAERB
HTTP RAERY WMRW A ID
500 InternalError
Bl
A& 18] PR 75 45 JSON Wi J :
{
“ConnectedVia": "NotConnected",
"Id": "RDOC1",

"@odata.etag": "\"3da38b2209e828a948h\"",
"MediaTypes": [

IICDII’

IIDVDII’

"Floppy",

"USBStick"
1,

“Image": null,

"@odata.id": "/redfish/vl/Managers/1/VirtualMedia/RDOC1",

"Name": "VirtualMedia",
"Password": null,

"@odata.type": "#VirtualMedia.vl_3 2.VirtualMedia",

“WriteProtected": true,
“Description”: "
"Inserted": false,
“ImageName": null,
"UserName": null,
“TransferMethod": null,
"TransferProtocolType": null

}

PATCH - fE A/sa HE LN R

This resource shall be used to represent a virtual media service for a Redfish implementation.",

5 PATCH J5 ¥4 N85 ) i 47 i

511 RS B




i R (S F

o AEXFEHN/HE “Remote{N}” i,

o AZFN “RDOC{NY”’ A,

o [UEFFEEPHIX HTTP L HFEIEM NFS #i A\ “EXT{N}” /)i,

#HR URL
PATCH https:// <BNC_IPADDR>Iredfish/vl/Managers/1/VirtualMedia/{id}
BRIEX
EHEHMBELEW TR, A X 28 A8 vT DL B,

TR KRR BB A D
Image TR FRALPTIE MR AL E B URL, B BN null $¢ 3 H R B 5,
Inserted i IR R AR P RS HNEN T, REN false ¥ 5 H BB 5,
WritePro- i IR AN REGA SR
tected
UserName | 245 | FIP 4
Password 22 Null
M) 52
Wi 238 15T B NS5 GET #RAEHME, HEH T8 .
RERB
HTTP K& WML D
400 InsufficientPrivilege, Conflict, Proper-
tyValueTypeError, PropertyMissing.,
PropertyNotWritable, SourceDoesNotSupport-
Protocol
500 InternalError
Bl

PLF P& PATCH 1E3C,

{
“Image": "http://192.168.1.2/Core-current.iso”,

“Inserted": true,
"WriteProtected": true,
"UserName":"test",
"Password":"PASSWORD"

BIhiZ24T PATCH ##48)5, HLAH S UEE #5R B DL F 7 4

{
“ConnectedVia": "URI",

"Id": "EXT].",
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"MediaTypes": [
“cD",
“pvp"
1,
“Image": "http://192.168.1.2/Core-current.iso",
"@odata.context": "/redfish/vl/$metadata#VirtualMedia.VirtualMedia",
"@odata.id": "/redfish/v1l/Managers/1/VirtualMedia/EXT1",
“ImageName": "Core-current.iso",
"@odata.type": "#VirtualMedia.v1_3_0.VirtualMedia",
"WriteProtected": true,
"@odata.etag": "\"5fb9f3ba323469f34cf349a889ff49cf\"",
"Inserted": true,
“Name": "VirtualMedia",
"Password": null,
“Description”: "This resource shall be used to represent a virtual media service for a Redfish implementation."
"Inserted": false,
"UserName": "test",
"TransferMethod": “Stream”,
"TransferProtocolType": “HTTP”
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F12F BRFSREE

%R ComputerSystem
UL SE R F R R B4 Redfish LI IH LR S

FRE 1
IR B 12 Iredfish/v1/Systems/1
LY Ao ComputerSystemCollection_v1.xml

ComputerSystem_v1.xml

GET - RS EES

il GET J7 #: K& Redfish IR Systems %G H i g8
#E3R URL

GET https://<BMC_IPADDR>Ivedfish/v1l/Systems

BERIEX

7o

) B 1E 3

Wi )37 2 A 2 DA R S8 JSON AR :

TB KRR ik
Name FAF e “ComputerSystemCollection”
Members Bl Bi: RGIUEM G R,

Description PR B “A collection of ComputerSystem resource instances.”

REREE
HTTP RN MRAWEE ID

500 InternalError

e B7 7R 51
TR I, K& 5 AT AR A B IE 3

{

"@odata.id": "/redfish/v1/Systems",
"Members@odata.count": 1,
"@odata.context": "/redfish/vl/$metadata#ComputerSystemCollection.ComputerSystemCollection",
"Members": [

{

“@odata.id": "/redfish/v1/Systems/1"

}

1,
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"@odata.type": "#ComputerSystemCollection.ComputerSystemCollection",
"@odata.etag": "\"1daba583ad7f7510727402he8f09f081\"",

“Name": "ComputerSystemCollection”,

“Description”: "A collection of ComputerSystem resource instances."

GET - RSS2 E M
i/l GET J5 & Redfish 551 System ¥ U 18 1,

B3R URL
GET https://<BMC IPADDR>Iredfish/v1/Systems/1

BERIEX
7
&) Bz 1F 32
TB R ik
Id TR | C1”
Name TR “ComputerSystem”’
Description FHFH | “This resource is used to represent a computing system for a
Redfish implementation.”
SystemType FREE | BBHIRR R B AL R SRR
AssetTag FREH | REMBE T Arid
Manufacturer PR | R G800 R AR i
Model FREH | REMES
SubModel FRH | RENTHS
SKU PR | MARGRHIE R SKU,
SerialNumber FRE | RENFHS
PartNumber S | Null
UUID FAFE | BRSE ] ME—ARIRAF (UUID)
HostName PR | lENA A% : XCC-SubModel-SerialNumber
IndicatorLED PR | SRS RBKAIRRITRE
Boot xR AL BT PR 5 S5 B TR E U AL BUE BIOS #A 5|50
Jy S
BootOptions R 5t AL R SR UEFI 5] Sk W4 6 1) 8k,
BootOrder BAH | W FE®
ik N
BootOrder[N] LA | WP AT N %N BootOptionReference AT 1, K5 it HALR
i PESR/NCT RS 3 115 o8
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B

i ik

BootOrderProper-
tySelection

TR R

“BootOrder” ,

BootSourceOver-

rideEnabled

TR

ik <5 SHRB R DEERRE

BootSourceOver-
rideMode

TR

M BootSourceOverrideTarget 5|47 5|5 M2 A BIOS 5%
B (Legacy 5% UEFI)

UefiTargetBoot-
SourceOverride

T H

4 BootSourceOverrideSupported 4 UefiTarget AN 5| 5 U % 25
% UEFI & #4&,

BootSourceOver-
rideTarget

TR

BootSourceOverrideEnabled N true MIEH T, TikR5|5 M2 A4
AEISE (BURIEX 5 Si% &)

BootSourceOver-
rideTarget @Red-
fish.AllowableVal-

ues

A

Wi EAF 8
Wi 8

BootSourceOver-
rideTarget @Red-
fish.AllowableVal-
ues[0]

TR

(13 2
None

BootSourceOver-
rideTarget @Red-
fish.AllowableVal-
ues[1]

T H

(13 b4
Pxe

BootSourceOver-
rideTarget @Red-
fish.AllowableVal-
ues|[2]

TR

“Cd”

BootSourceOver-
rideTarget @Red-
fish.AllowableVal-
ues[3]

TR

“Usb b4

BootSourceOver-
rideTarget @Red-
fish.AllowableVal-
ues[4]

TR

“Hdd”

BootSourceOver-
rideTarget @Red-
fish.AllowableVal-
ues[J]

TR

“BiosSetup”

BootSourceOver-
rideTarget @Red-
fish.AllowableVal-
ues[6]

R

13 . b
Diags

BootSourceOver-
rideTarget @Red-
fish.AllowableVal-
ues[7]

TR R

“UefiTarget”
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T8 kK ik
BootSourceOver- | ¥(4H Wi: /4P
rideEnabled
@Redfish.Allow- Wk 2
ableValues
BootSourceOver- P “Once”
rideEnabled
@Redfish.Allow-
ableValues|[0]
BootSourceOver- F R “Disabled”
rideEnabled
@Redfish.Allow-
ableValues[1]
BiosVersion FERE | 25 BIOS HiRAS
TrustedModules % ZEP GRS B,
#: T AMD Milan MR GEAR L FEMAT R,
InterfaceType FRE | e T R R,
FirmwareVersion | S2f58 | A {E 80 B 2R A<,
TnterfaceTypeSe- | S/ | LT 5 BOH L 945 11 A AL,
lection
Status X4 AT B RS
State FRE | AR B RIR A,
Health PR | MWEREN “Absent” , MG, ENH “OK”
ProcessorSummary | %j4 X R RBOE MR RGP I b BLES
Count 7 REH B E,
LogicalProcessor- | 3%} R BH2S 1T 3L
Count
Metrics P 5t 2R 45 b B A A BELES DR B P FE AR 1 B
Model PR | RGP RS AE A B R B AR RS,
Status XA B2 WAk BEAS 4 BRAS
State LT E “Enabled”
HealthRollup PR E | FRon TR AL B B AR B TR LIRS
Health PR E | FRn I BT IR AE A A TR I UL R B AT R LIRS
MemorySummary | %j4 B RRBEM IR R RN
Metrics Bk 5 R G B AR R BRI e bn i B
TotalSystemMem- | ¥§ 57 BAERGEWURIHECENGFEER (RAM) , P GiB HHAL
oryGiB
Status R BN ZOR A
State FZLFE | “Enabled” .
HealthRollup PR | Fon M BT B AR B i B AR TR BUIRES .
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FB | ik
Health FREE | Fom I PR AE B A O IR B LT s AR BUIRES
Processors R BT RRBOE IR R AL HLER .
Status IR oIt
State F45H | “Enabled”
HealthRollup FREE | o B BEIR A AR b B AR IE TR DUIR A
Health FAREH | Fon I PEIRAE B A O IR B A LT Ms AR UIRES
Links PIEd 51 B AT R
ManagedBy Bl 5 B R S8 0 BEA 9 5 AL
Chassis el 85 L R G AR 5 B0
PoweredBy Al FF 06 2R G 0 LR G 5 B0
CooledBy il HT I RZE BRSNS A
EthernetInterfaces | ##$% ARG RBMUAMZE D EGMTIH
NetworkInterfaces | 4% 5 RGBT E A5 H
LogServices R S RGP HERSEANTIH
PowerState FRE | RGN Y TR ERE
Bios R 5 R G KB BIOS #E M5 H,
Memory R HIE R G RN R SR EGHEIH,
Storage % HIL R GRS B A G,
SecureBoot EA 5 IR G KB SecureBoot ¥ E M5,
¥9stWatchdog- R I AR I R G EAVE SRR 1 28 2h Rk
imer
FunctionEnabled | #i/R R RE O ENEFRF RS aE. BOE N2 2 6e 7% Z A S
3 F AL A
Status PIE R
State TR E | “Disabled” 5 “StandbyOffline”
TimeoutAction FREE | MR RN 2 SRR T IN A5 02 2 I I ZE AT B
TimeoutAction@ | %4 WRH ., FFH
Redfish.Allowabl-
eValues Wk 1
Hi: “PowerCycle”
WarningAction FREE | BRI RAER RPN ERE GEEY 3-10 £) 53] H 8 N E
AT I BRAE
WarningAction@ | %41 TiRH: FAF
Redfish.Allowabl-
eValues Wk 1
%i: “None”
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T8 kK ik
PCleDevices A WAIL RSN PCI &M 5| B4
PCleFunctions i WAL RS PCI ShEER 5| B4l
Actions R I 5 U8 g T 4R
#ComputerSys- PO AR N AT ComputerSystem B E, X TSI T APCI HLURF4Lh
tem.Reset BRI R 55, PushPowerButton 1N AT H] ACPT HLUFEIRZAL % T
Y. ForceOff fH Wi JF & 4t MLIF S HUT ACPI HLFIZM B S CGEWIRN
YA VR 4 ) , ForceRestart N 54T ForceOff ¥, A5
HHAT On #:1E,
@Redfish.Action- | #5§ {SR}/Systems/1/ResetActionInfo
Info
ResetType@Red- | ¥4H W: FEFE
fish.Allowable-
Values W 7
ResetType@Red- | 2% & “On”
fish.Allowable-
Values|[0]
ResetType@Red- | 2% E | “Nmi”
fish.Allowable-
Values[1]
ResetType@Red- | 2fFH# | “GracefulShutdown”
fish.Allowable-
Values|[2]
ResetType@Red- | 245 & “GracefulRestart”
fish.Allowable-
Values|[3]
ResetType@Red- | 247 H “ForceOn”
fish.Allowable-
Values[4]
ResetType@Red- | 2% % | “ForceOff”’
fish.Allowable-
Values|[5]
ResetType@Red- | 2475 | “ForceRestart”
fish.Allowable-
Values|[6]
REREBE
HTTP RER WMAMA ID
500 InternalError
Bl

i& [51 DL R 7 45 JSON Fli B :

{

“SerialNumber": "NARVIROT73",

"Id": ||1||’

"IndicatorLED": "0Off",
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"PowerState": "On",
"ProcessorSummary”: {
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled”
|8
"Metrics": {
"@odata.id": "/redfish/v1/Systems/1/ProcessorSummary/ProcessorMetrics"
I8
“Count": 1,
"Model": "Genuine Intel(R) CPU 0000%@",
"LogicalProcessorCount”: 48
H
"NetworkInterfaces": {
"@odata.id": "/redfish/v1/Systems/1/NetworkInterfaces"
I
"Storage": {
"@odata.id": "/redfish/v1/Systems/1/Storage"
H
“PartNumber": null,
"SubModel": "7Z59",
"Bios": {
"@odata.id": "/redfish/v1/Systems/1/Bios"
I8
"UUID": "55833hf4-5bbb-11e7-997f-0a94ef402c57",
“Name": "ComputerSystem"”,
"HostWatchdogTimer": {
“WarningAction": "None",
"WarningAction@Redfish.AllowableValues": [
“None"
]

"Status": {
"State": "Disabled"
8
“TimeoutAction": "PowerCycle",
“TimeoutAction@Redfish.AllowableValues": [
"PowerCycle"
1,
"FunctionEnabled": false
I8
"Oem": {
"Lenovo": {
"ScheduledPowerActions": {
"@odata.id": "/redfish/v1/Systems/1/0em/Lenovo/ScheduledPowerActions"
I
"FrontPanelUSB": {
"InactivityTimeoutMins": 5,
"IDButton": "On",
"PortSwitchingTo": "Server",
"FPMode": "Shared"
I
"Sensors": {
"@odata.id": "/redfish/v1/Chassis/1/0em/Lenovo/Sensors"
I8
"SystemStatus": "Booting0SOrInUndetected0S",
“Number0fReboots": 22,
"HistorySysPerf": {
"@odata.id": "/redfish/v1/Systems/1/0em/Lenovo/HistorySysPerf"
}

@odata.type": "#LenovoComputerSystem.vl _0_0.LenovoSystemProperties”,
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"TotalPowerOnHours": 219,
"Metrics": {
"@odata.id": "/redfish/v1/Systems/1/0em/Lenovo/Metrics"
I
"BootSettings": {
"@odata.id": "/redfish/v1/Systems/1/0em/Lenovo/BootSettings"
}
}
I8
“@odata.type": "#ComputerSystem.vl_9_0.ComputerSystem",
“Manufacturer": "Lenovo",
"@odata.etag": "\"42a3dfa9254124eb4ca7ar0e77fh8ce7\"",
"Actions": {
"#ComputerSystem.Reset": {
"title": "Reset",
"target": "/redfish/v1/Systems/1/Actions/ComputerSystem.Reset",
"@Redfish.ActionInfo": "/redfish/v1/Systems/1/ResetActionInfo"”,
"ResetType@Redfish.AllowableValues": |
“On",
“Nmi",
"GracefulShutdown",
"GracefulRestart",
"ForceOn",
"Force0ff",
“ForceRestart"
]
I
"Oem": {
"#LenovoComputerSystem.BootToBIOSSetup”: {
“title": "BootToBIOSSetup"”,
"target": "/redfish/v1/Systems/1/Actions/0Oem/LenovoComputerSystem.BootToBI0OSSetup”
h
"#LenovoComputerSystem.CustomizedReset": {
"target": "/redfish/v1/Systems/1/Actions/Oem/LenovoComputerSystem.CustomizedReset",
"title": "CustomizedReset",
"ResetType@Redfish.AllowableValues": |
"on"
]
}

}

I8
"EthernetInterfaces": {

"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces”
I8
“Boot": {

"BootSourceOverrideEnabled@Redfish.AllowableValues": [

“Once",
"Disabled"

1,
"BootSourceOverrideTarget@Redfish.AllowableValues": |

“None",

"Pxe",

“cd",

"Ush",

"Hdd",

"BiosSetup"”,

"Diags",

"UefiTarget"

1,
"UefiTargetBootSourceOverride”: null,
"BootSourceOverrideTarget": "None",
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"BootSourceOverrideEnabled": "Disabled”,
"BootSourceOverrideMode": "UEFI"

3
"@odata.id": "/redfish/v1/Systems/1",
"AssetTag": "",
"PCIeFunctions": [
{
"Qodata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_13/PCleFunctions/slot_13.00"
h
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_13/PCIeFunctions/slot_13.01"
1
{

"Qodata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_1/PCIeFunctions/ob_1.02"

}
l,
"SystemType": "Physical",
"BiosVersion": "M5E101Q",
"HostName": "Narvi-SR860V2-1",
“MemorySummary": {
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled”
1
"Metrics": {
"@odata.id": "/redfish/v1/Systems/1/MemorySummary/MemoryMetrics"
3
“TotalSystemMemoryGiB": 16
3
"Processors": {
“@odata.id": "/redfish/v1/Systems/1/Processors"
I3
"PCIeFunctions@odata.count"”: 3,
"SecureBoot": {
"@odata.id": "/redfish/v1/Systems/1/SecureBoot"
1
"PCIeDevices": [
{
"Qodata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_13"
I3
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_1"
}
l,
“TrustedModules": [

{
"Status": {
"State": "Absent"
I8
"InterfaceType": "TPM2_0",
"FirmwareVersion": "7.2.1.0",
"InterfaceTypeSelection": "BiosSetting"
}

1,

"PCIeDevices@odata.count”: 2,
"SKU": "TZ59CTO1WW",

"Model": "ThinkSystem SR860",

“Description”: "This resource is used to represent a computing system for a Redfish implementation."”,

"Links": {
“CooledBy": [
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"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

],

“Chassis": [

{
}

"@odata.id":

]

PoweredBy": |

"@odata.id":
"@odata.id":
"@odata.id":

"@odata.id":

]

ManagedBy": [
{

}
]
I8

"LogServices": {

"@odata.id":

“/redfish/v1/Chassis/1/Thermal#/Fans/0"

“/redfish/v1/Chassis/1/Thermal#/Fans/1"

“/redfish/v1/Chassis/1/Thermal#/Fans/2"

"/redfish/v1/Chassis/1/Thermal#/Fans/3"

“/redfish/v1/Chassis/1/Thermal#/Fans/4"

"/redfish/v1/Chassis/1/Thermal#/Fans/5"

“/redfish/v1/Chassis/1/Thermal#/Fans/é6"

“/redfish/v1/Chassis/1/Thermal#/Fans/7"

“/redfish/v1/Chassis/1/Thermal#/Fans/8"

“/redfish/v1/Chassis/1/Thermal#/Fans/9"

“/redfish/v1/Chassis/1"

"[/redfish/v1/Chassis/1/Power#/PowerSupplies/0"

"/redfish/v1/Chassis/1/Power#/PowerSupplies/1"

"[/redfish/v1/Chassis/1/Power#/PowerSupplies/2"

"[/redfish/v1/Chassis/1/Power#/PowerSupplies/3"

“Iredfish/v1/Managers/1"

"@odata.id": "/redfish/v1/Systems/1/LogServices"

}

emory”: {

"@odata.id": "/redfish/v1/Systems/1/Memory"
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h

"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"

PATCH - B P X — X5 SEEMEME 1%
] PATCH J7 ¥ % ¥ Redfish R 551 System ¥ U H )& 1

&R URL

PATCH https:// <BMC_IPADDR>Iredfish/v1/Systems/1

BERIEX
T A R R R R
B eyit] g
Boot xR IR L/ BHIR A 5] S5 B . A R E A2 M BIOS
A 51 L o
BootSourceOverrideEn- P R “IBEBEE” hERrRA,
abled
BootSourceOverrideMode | S2£f Hi M BootSourceOverrideTarget 5|5 #1755 I 24 F i
BIOS 5|94 (Legacy 3t UEFI) ,
UefiTargetBoot- FRHE | 2 BootSourceOverrideSupported # UefiTarget NAE R 51 S
SourceOverride VW% 2 1) UEFT %83 5%14%,
BootSourceOverrideTar- PR BootSourceOverrideEnabled A true MIfEH T, T&IISH
get TR A LT 5] S 9 (RRIER 51 % &%)
HostWatchdogTimer R BE XS R A8 M R G ) EHLE PR T I A5 hRE
FunctionEnabled /R AR OB HENESTRF NS, BE NS ae
B AN I BT BN A
AssetTag PR | REWET R,
IndicatorLED xF 4 5 R G R R ATIRES
) j32

Wiy 738 18] i) N5 5 GET $RAEAHRE, (H BT T IR T,

RERE

HTTP RA&NRH WMXWE ID
500 InternalError
T~

PLF P& PATCH IE X,

{
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||B00t|| :{
"BootSourceOverrideMode" : "Legacy",
"BootSourceOverrideTarget" : "Hdd",
"BootSourceOverrideEnabled" : "Once",
"UefiTargetBootSourceOverride” : null
I
"HostWatchdogTimer" : {
"FunctionEnabled": true
I8
"AssetTag": "asset tag",
"IndicatorLED": "Lit"

BiE T PATCH ##44E)5, R4 R IEE #PR& [ DL T 78 61 JSON Fii B «
{

"IndicatorLED": "Lit",
"HostWatchdogTimer": {
"WarningAction": "None",
"WarningAction@Redfish.AllowableValues": [
“None"
]

"Status": {
"State": "Disabled"
I
"FunctionEnabled": true,
"TimeoutAction@Redfish.AllowableValues": [
"PowerCycle"
1,
"TimeoutAction": "PowerCycle"
1
“AssetTag": "asset tag",
"Boot": {
"BootSourceOverrideEnabled@Redfish.AllowableValues": [
"Once",
"Disabled"
l,
"BootSourceOverrideMode": "Legacy"”,
"UefiTargetBootSourceOverride": null,
"BootSourceOverrideEnabled": "Once",
"BootSourceOverrideTarget@Redfish.AllowableValues": |
“"None",
"Pxe",
“cd",
"Ush",
"Hdd",
"BiosSetup"”,
"Diags",
"UefiTarget"
1,
"BootSourceOverrideTarget": "Hdd"
I8
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POST - ISR EERE
{71 POST J7 ¥ 40T M 45 i TR 4R A,

#E3RK URL

POST https://<BNC_IPADDR>Iredfish/vl/Systems/1/Actions/ComputerSystem.Reset

BERIEX
YR WMRMAE ID
ResetType RGEEE LA, WHEMAE:
On/ForceOff/GracefulShutdown/Graceful-
Restart/ForceRestart/Nmi/ForceOn
RERB
HTTP R WIRWAE ID
500 InternalError
i) 2 7= 51
VLBl & POST 1E 3,
{
"ResetType" : "On"
3

& 18] PR 7545 JSON Mg 1 :

7
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F13E HBERFSMNEHBEE

%R LogService
Ebﬁ%ﬁaﬂ:%%ﬁt%/l\ Redfish iﬂﬂ‘] EI lU\Hﬁ%ﬂ%ﬁ E[ o

PR BE 5 (#T Intel Purley &%) 3 6 (ET Intel
Whitley fl AMD 2P % %i)
FIR IR /redfish/v1/Systems/1/LogServices/{StandardLog,

AuditLog, Platformlog, ActiveLog,
MaintenanceLog, SaLog, SEL}

ZE A LogServiceCollection_vl.xml

LogService_vl.xml

GET -BMC BERSES

i GET 5/ R M543 H 75 Ik 55 5808 b 1 g ik
E3R URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/LogServices
BERIEX

Jo

) B 1E XX

Wi 37 R 4 DL R S 80 JSON AR

TB R
Name FAF HERSEEMAIR, &R EN “LogServiceCollection”
Members B4l 8 H B RS 8 A R R R .

Description FRE “A collection of LogService resource instances.”

£
&

MR
HTTP RENR WMRHEE D

500 InternalError

=~
TR I, KR E R APLTF DT AT B IE SC:

{

"Members": [

{
"@odata.id": "/redfish/v1/Systems/1/LogServices/PlatformLog"

b
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"@odata.id": "/redfish/v1/Systems/1/LogServices/AuditLog"

"@odata.id": "/redfish/v1/Systems/1/LogServices/Activelog"

"@odata.id": "/redfish/v1/Systems/1/LogServices/Maintenancelog"

"@odata.id": "/redfish/v1/Systems/1/LogServices/Salog"

"@odata.id": "/redfish/v1/Systems/1/LogServices/SEL"

]

@odata.type

: "#LogServiceCollection.LogServiceCollection",

"@odata.id": "/redfish/v1/Systems/1/LogServices",

“Name": "LogServiceCollection”,
"@odata.etag": "\"45c14a3a3bee29678fh\"",
"Members@odata.count": 6,

“Description”: "A collection of LogService resource instances."

GET - BMC &3 BEN RS

5 GET J5 ¥ & M 35 4% B35 3 H 5 Al 55 BT b A0 s ko

3R URL

GET https://<BMC_ IPADDR>Iredfish/v1/Systems/1/LogServices/Activelog

BEREX

7

&) B 1F 32

FB eyt ik

Id FAF {%H%Hﬁ%%ﬁ%ﬁ*"ﬁ*ﬁiﬁﬁbﬁ%o RERE N
ActiveLog™ .

Name FRH | RS A TR AR,

DateTimeLocalOffset P gﬁj DateTime BH:AEM “+HH:MM” #4858 UTC W
H,

MaxNumberOfRecords LI PR SSAT DABHA B K H B H B, W& BN 1024,

DateTime FAE r%i?gﬂﬁ%ﬂﬁ%iﬁﬁﬁ,ﬂﬂﬂﬂl‘lﬂ (SmWEER) , HT3E SR

Al o

ServiceEnabled i /R WAL

LogEntryType FR “Multiple”

Entries PUE S HEKHEGHEIH,

Description TR “This resource is used to represent a log service for a

Redfish implementation.”
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RAERBE
HTTP RAERY B A ID

500 InternalError

Bl
1B 8] DL R 7 4 JSON Wi ¥ -

{
"DateTimeLlocalOffset": "+00:00",
"@odata.id": "/redfish/v1/Systems/1/LogServices/Activelog",
"Name": "LogService",
"Entries": {
"@odata.id": "/redfish/v1/Systems/1/LogServices/ActiveLog/Entries"
I8
"MaxNumberOfRecords": 1024,
"DateTime": "2020-06-03T06:33:48+00:00",
"@odata.type": "#LogService.vl_1 3.LogService",
"LogEntryType": "Multiple",
“Id": "Activelog",
"@odata.etag": "\"3807510e8e6h24e8f42\"",
"ServiceEnabled": true,
“Description”: "This resource is used to represent a log service for a Redfish implementation."

}

GET -BMC W ESEHAENERS (EATET Intel Purley W& SE)
# FH GET J5 9K % M 55 28 b I 76 M 55 8 0 o 0 Jd

: 7EHT Purley 1) Lenovo R4, trdeFf: HE MRSy i #% H B IR S5 F0°F & H S AR 55 4LAL,
MAET—RE™ i (AT Whitley MR S) 1, trilk HERSSFEATELE, R AP EHIHAY
HEMRS, B “#58” (13.1.5) f1 “F&” HEMRS (13.1.4)

ER URL
GET https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/StandardLog

BERIEX
7
g I 1E 3X
7B =) ik
Id TR {%H%Hﬁ%ﬁ%ﬁ%ﬁqﬂﬁﬂﬁﬁﬁtﬁ%o HABAEN
StandardLog ™ .
Name TRE | FESBAT R AR,
DateTimeLocalOffset T é g DateTime JHEE M “+HH:MM” #3085 # UTC W
MaxNumberOfRecords B bR 55 7T DASIA Ry dee ok H s 2% H B IR A BEE N 1024,
DateTime T rﬁjﬁﬂﬁ%ﬂﬁ%’lﬁﬁﬁ,ﬂﬁﬁﬂ‘@ (Swmsa) , HTiRERRE
Ho
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B RH ik
OverWritePolicy FRHE | HECWRRENIRSMESE R, HBRAXEN
“WrapsWhenFull” - 4 HECWHN, HEHAHKERKE

EAVN =R

ServiceEnabled i /R /AR G RS,

LogEntryType R “Multiple”

Entries PIE HE&BHEAM5IH,

Actions pap i ST E X (o

#LogService.ClearLog R WHAEH FHEBR A H %8,

Description FRF “This resource is used to represent a log service for a

Redfish implementation.”

MR
HTTP RER WMREE ID
500 InternalError
T~

i& [ DL R 7 45 JSON Fii B :

{
"OverWritePolicy": "WrapsWhenFull",
“DateTime": "2021-10-13T02:18:41+00:00",
“@odata.etag": "\"d77bd9dédea833h5clad1\"",
“Description”: "This resource is used to represent a log service for a Redfish implementation."”,
“Actions": {
"Oem": {
"#lenovologService.GetLogEntriesBySequenceNumber": {
"target":
“fredfish/v1/Systems/1/LogServices/StandardLog/Actions/Oem/LenovologService.GetLogEntriesBySequenceNumber",
"title": "GetLogEntriesBySequenceNumber"
1
"#LenovolLogService.ClearSpecifiedLog": {
“target":
“/redfish/v1/Systems/1/LogServices/StandardLog/Actions/0Oem/LenovologService.ClearSpecifiedLog”,
“title": "ClearSpecifiedLog"
b
"#LenovologService.GetLogEntriesByTotalSequenceNumber": {
"target":
"[redfish/v1/Systems/1/LogServices/StandardLog/Actions/0em/LenovologService.GetLogEntriesByTotalSequenceNumber",
“title": "GetLogEntriesByTotalSequenceNumber"
}
b
"#LogService.ClearLog": {
"target": "/redfish/v1/Systems/1/LogServices/StandardLog/Actions/LogService.ClearLog",
“title": "ClearLog"”
}
I8
"Entries": {
"@odata.id": "/redfish/v1/Systems/1/LogServices/StandardLog/Entries"
I8
“LogEntryType": "Multiple",
"@odata.type": "#LogService.vl_1 3.LogService",
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“Id": "StandardLog",

"@odata.id": "/redfish/v1/Systems/1/LogServices/StandardLog",
"ServiceEnabled": true,

“Name": "LogService",

“MaxNumberOfRecords": 2048,

"DateTimelocalOffset": "+00:00",

"Oem": {

"Lenovo": {
"AuditHiddenLastSegqNum": 12,
"PlatformHiddenLastSeqNum": 5,
"SupportedCategories": 3087007935,
"PlatformHiddenFirstSeqNum": 1,
"AuditLastSeqNum": 56,
"AuditFirstSeqNum": 1,
"PlatformFirstSeqNum": 1,
"AuditHiddenFirstSeqNum": 1,
"AuditLogCapabilities": [

“None"
1,
"DesiredCategories": 2147483684,
"@odata.type": "#LenovologService.vl_0_O.LenovologServiceProperties",
"PlatformLastSeqNum": 30,
"VMMoveCategory": |

{
"VMMoveCategoryBit": 0,
"VMMoveCategoryType": "VMEFlag",
"VMMoveCategoryName": "RAS event VM movement support”
}

GET - BMC ¥ &8E4HEMNRS
il GET 77 ¥k 2 IR 22 10F & H 5 IR 55 YE 05 b 1 g ok

: WIIELESEE T Purley B Lenovo 24 LA, W REHIEET Purley #Y Lenovo R4t L4
BFEHBMRSE, WE5H 13.1.3,

#HR URL
GET https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/PlatformLog

FREX

pi

g R IE 32

T B R ik

Id TR | AR H SRS TR AR A bR B VIR A B
PlatformLog ™ .

Name TR | RIERBATE AR,

DateTimeLocalOffset TR é g DateTime B “+HH:MM” # X4 1 UTC W
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B &3l ik
MaxNumberOfRecords e BEAR S5 AT ASIA B R H B 2k H L, W& BN 1024,
DateTime FAE | SRS HBINE (SwBER) , HTIRE SN
]
OverWritePolicy FREE | HE WM R AN MBS R, HARERN
“WrapsWhenFull” - 4 HECHN, HESHHKEKE
=UHSH,
ServiceEnabled iR BRESEHKRS,
LogEntryType PR “Multiple”
Entries A4 HEZHEAMWII .
Actions pup YR AR A
#LogService.ClearLog | #1% | BE4RAEII T3 A bidlk H 4 H
Description TR “This resource is used to represent a log service for a
Redfish implementation.”
RERE
HTTP RAERM BRI A ID
500 InternalError
Al
1& 18] PR 7845 JSON Wi %«
{
“DateTimeLocalOffset": "+00:00",
“Id": "PlatformLog",
"@odata.id": "/redfish/v1/Systems/1/LogServices/PlatformLog",
"ServiceEnabled": true,
“LogEntryType": "Multiple",
“Name": "LogService",
"Entries": {
"@odata.id": "/redfish/v1/Systems/1/LogServices/PlatformLog/Entries"”
1

"MaxNumberOfRecords": 1024,
"DateTime": "2020-06-03T06:35:36+00:00",

“@odata.type": "#LogService.vl_1 3.LogService",

“OverWritePolicy": "WrapsWhenFull",
Iloemll:{
"Lenovo": {
"HiddenFirstSeqNum": 1,
"LastSeqNum": 316,

"@odata.type": "#LenovologService.vl_0_O.LenovologServiceProperties",

"FirstSeqNum": 5,
"VMMoveCategory": |
{

"VMMoveCategoryName": "RAS event VM movement support”,

"VMMoveCategoryBit": 0,
"VMMoveCategoryType": "VMEFlag"
}

1,
"HiddenLastSeqNum": 7,
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"SupportedCategories”: 3087007930,
"DesiredCategories": 2147483684
}
I3
"@odata.etag": "\"93a07843ee0d2d2672f4c\"",
"Actions": {
"Oem": {
"#lenovologService.GetLogEntriesBySequenceNumber": {
"title": "GetLogEntriesBySequenceNumber",
“target": "/redfish/v1/Systems/1/LogServices/PlatformLog/Actions/0Oem/LenovologService.
GetLogEntriesBySequenceNumber"
}
5
“#LogService.ClearLog": {
“title": "ClearLog",
"target": "/redfish/v1/Systems/1/LogServices/PlatformLog/Actions/LogService.ClearLog"
}
},

"Description":
}

This resource is used to represent a log service for a Redfish implementation."

GET - BMC E%E4 BHEMRS
5 GET J7 ¥4 2 IR 55 2 0 0 B H 6 MR 55 8 D6 b o Jg

H: MR EAESEE T Purley ) Lenovo R4 AW, WREAAES T Purley ) Lenovo R4t L#&
EHZHERS, E5MH 13.1.3,

B3R URL
GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/Auditlog

BERIEX
7o
) B 1E 3
TR K ik
Id TR @HMHE%%’%{)?%AEPHE RN BEIR, GREREN
AuditLog” .
Name PR | RESBATR WA,
DateTimeLocalOffset FRF ég DateTime B MEED, “+HH:MM” #3850 UTC W
MaxNumberOfRecords e DRSS A A A Bl R H S A H B, W& E N 1024,
DateTime FA nuﬂli%ﬁ’:‘léu A H BN (S mEsa) , AT E SO U
i,
OverWritePolicy FRH | HECWR R AW JHS JIR 55 W B n SR W, MR E N
“WrapsWhenFull” - 2% HE TN, H 5 A H
mUET%HE,
ServiceEnabled i /R BB RS,
LogEntryType FrH | “Multiple”
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TR byt ik
Entries R HE&HEATIH,
Actions 4 I B R AT R 4R A
#LogService.ClearLog X4 WEBAER THE B A HE R .
Description FIF “This resource is used to represent a log service for a
Redfish implementation.”
RAERE
HTTP R&ERH WP A ID
500 InternalError
)

&[5 PR 7 ] JSON Wi 3 <

{
"DateTimeLocalOffset": "+00:00",

“DateTime": "2020-06-03707:21:22+00:00",

"@odata.id": "/redfish/v1/Systems/1/LogServices/AuditLog",

“Id": "AuditLog",
"Entries": {

"@odata.id": "/redfish/v1/Systems/1/LogServices/Auditlog/Entries"

1
“Name": "LogService",
“ServiceEnabled": true,
“MaxNumberOfRecords": 1024,
"0em": {
"Lenovo": {
"HiddenFirstSeqNum": 3,

"@odata.type”: "#LenovologService.vl 0 0.LenovologServiceProperties"”,

"FirstSeqNum": 1,
"HiddenLastSeqNum": 60,
"LastSegNum": 311
}
}

"OverWritePolicy": "WrapsWhenFull",

“LogEntryType": "Multiple",

"@odata.etag”: "\"7h494747f82927f1bd1\"",

"Actions": {
Iloemll: {

@odata.type": "#LogService.vl 1 3.LogService",

"#LenovologService.GetLogEntriesBySequenceNumber": {
"title": "GetLogEntriesBySequenceNumber",
"target": "/redfish/v1/Systems/1/LogServices/AuditLog/Actions/0em/
LenovologService.GetLogEntriesBySequenceNumber"

)
)

LogService.ClearLog": {
"title": "Clearlog",

"target": "/redfish/v1/Systems/1/LogServices/AuditLog/Actions/LogService.ClearLog"

}
}7

“Description”: "This resource is used to represent a log service for a Redfish implementation."

}
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GET - BMC # 3P EH BEMNRS
il GET 77 ¥k 2 R 25 22 0 A 4 H 7 IR 55 8 957 10 U

#HR URL
GET https:// <BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/Maintenancelog

BERIEX
7o
) B 1E 3
FB e 3. #iid
Id FREB | EHSRSHEEG PR RIE R, BEREN
“MaintenanceLog” .
Name FREH | RSB ALTER AR,
DateTimeLocalOffset FRE | YHT DateTime BHEMEY “+HH:MM” R E 51 UTC W
@%0
MaxNumberOfRecords LIS VEAR 5 AT AR B R H S 2k H B, W& &N 1024,
DateTime FAEH | HSRSSEEE HHINT (SmER) , BT RE SN
] o
ServiceEnabled Zi TN 5N 2R Ja 55
LogEntryType TR “Multiple”
Entries POE HE&xHESGHTIH,
Description FIFH “This resource is used to represent a log service for a
Redfish implementation.”
RERE
HTTP RN BB A D
500 InternalError
L]
1& [5] PLF 75 45 JSON Fi B -
{
"DateTimeLocalOffset": "+00:00",
"@odata.id": "/redfish/v1/Systems/1/LogServices/Maintenancelog"”,
“Name": "LogService",
"Entries": {
"@odata.id": "/redfish/v1/Systems/1/LogServices/Maintenancelog/Entries"
3

"MaxNumberOfRecords": 750,

“DateTime": "2020-06-03T07:21:52+00:00",
"@odata.type": "#LogService.vl_1 _3.LogService",
“LogEntryType": "Multiple",

“Id": "Maintenancelog"”,

"@odata.etag”: "\"3ac30640398727e442bh\"",
"ServiceEnabled": true,

“Description”: "This resource is used to represent a log service for a Redfish implementation."
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GET - BMC Service Advisor B4 B EH RS
i GET F R Z RSS20 Service Advisor H & iR 55 %8 U5 4 J&g 1tk

7. M API i& ] T2 T Intel Whitley #J Lenovo R4iHl AMD Wi &4, 5T Intel Purley fJ &
JA X BLIHE

#HR URL
GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/Salog

ERIEX
7
M 8 1E X
B RH ik
Id FRH | SRS RBEES P RN, HEEEN
“SaLog” .
Name FRH | BRKBA LR BT,
DateTimeLocalOffset FHH | 4H DateTime BIHEMEM “+HH:MM” ¥R 4 8 UTC H
BHE,
MaxNumberOfRecords B RS A AFA MR KHEXER. HEEERN 750,
DateTime SR | RSN R (SRR TR
I‘Hj o
ServiceEnabled i IR WAL E RS
LogEntryType R “Multiple”
Entries PIE HEXBEAMIIH,
Description FRF “This resource is used to represent a log service for a
Redfish implementation.”
REREBE
HTTP WRARH B A ID
500 InternalError
Bl

i& [51 DL R 7 45 JSON Fi B -

{
“DateTimelocalOffset": "+00:00",
"@odata.id": "/redfish/v1/Systems/1/LogServices/Salog",
“Name": "LogService",
"ServiceEnabled": true,
“MaxNumberOfRecords": 5,
“DateTime": "2020-06-04T07:23:06+00:00",
"@odata.type": "#LogService.vl_1 3.LogService",
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"LogEntryType": "Multiple",
"Id": "Salog",
"@odata.etag": "\"371639a953hf2ae7845\"",
"Entries": {
"@odata.id": "/redfish/v1/Systems/1/LogServices/Salog/Entries"
5

"Description”: "This resource is used to represent a log service for a Redfish implementation.”

GET - IPMI SEL BEREW RS
i GET R RIRSG 241 Service Advisor H GRS %I 08,

HR URL
GET https://<BMC_IPADDR>[redfish/v1/Systems/1/LogServices/SEL
ERIEX
P/
g R IF 3
B 81 i
Id FRE | 8 H SRS THRE S P AR IR TR, WR&REDN “SEL”
Name PR | RIERBATE AR,
DateTimeLocalOffset FH B YT DateTime BHEMEY “+HHMM” %3448 UTC R
@io
MaxNumberOfRecords By VB S5 wT AHHA MR R H S Sk H A, IR BN 511,
DateTime FAE | MRS ET H IR (SRR , AT RCE SRR
[Z1]8
ServiceEnabled A 7K N 258 AR 55
OverWritePolicy FIFH “NeverOverWrites” 3 “WrapsWhenFull” ,
LogEntryType FrH | “Multiple”
Description FAF e “This resource is used to represent a log service for a
Redfish implementation.”
KRR
HTTP RARH BN AL ID
500 InternalError
=Pl

& 18] LR 78 4] JSON i B -

{
"OverWritePolicy": "NeverOverWrites",
"Actions": {
“#LogService.ClearLog": {
“target": "/redfish/v1/Systems/1/LogServices/SEL/Actions/LogService.ClearLog",
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}’

}

"title": "ClearLog"

"DateTimeLocal0Offset": "+05:00",
"DateTime": "2021-10-11T12:02:39+05:00",

"Description”: "This resource is used to represent a log service for a Redfish implementation.",
“MaxNumberOfRecords": 511,

"@odata.etag": "\"51cc7189a8h227e82e7\"",
Iloemll:{

“Lenovo": {

"@odata.type": "#LenovologService.vl_0_O.LenovologServiceProperties”,

3

“Name

}

"EnableSELWrapping": false

LogService",

“@odata.type": "#LogService.vl_1 3.logService",
"ServiceEnabled": true,
"Id": "SEL",

"@odata.id": "/redfish/v1/Systems/1/LogServices/SEL"

GET - IPMI £ i H & IRSS
i GET 77 H: K R IR 55 58 10 TPMI 12 W57 H 76 18 25 8 05 o 1 g e

E3R URL
GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/LogServices/Diagnosticlog

BERIEX
¥
M R IE 32
B e ik
DateTimeLocalOffset FRE | AT H R A R R
Description FHFE | “This resource is used to represent a log service for a
Redfish implementation.”
Entries R A H B %% H R
Name FrFHE | “LogService”
ServiceEnabled iR True
Id FHrH | “DiagnosticLog”
MaxNumberOfRecords B 3 (Manager (FFDC) . OS (M(FEpt%) PLK OEM
(MPFA) )
DateTime FREE | METH BN EE R CHBINE
OverWritePolicy FR | HOEFAFH “WrapsWhenFull”
LogEntryType PR | MEFAH “Multiple”
Actions pap [SYEFi
#LogService.CollectDiag- | xf4
nosticData
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RERB

HTTP RERH WIRWAE ID
500 InternalError
Bl
{

"@odata.type": "#LogService.vl_3 _0.LogService",

"@odata.id": "/redfish/v1/Systems/1/LogServices/DiagnosticLog",
"@odata.etag": "\"6ab575h7abaf242f460\"",
“MaxNumberOfRecords": 3,

“0em": {

“Lenovo": {

"@odata.type": "#LenovologService.vl 0 _0.LenovologServiceProperties",
"MPFA_LastSeqNum": 31,
"MPFA_FirstSeqNum": 1
}
3
“DateTime": "2022-12-16T00:54:51+00:00",
"Entries": {

“@odata.id": "/redfish/v1/Systems/1/LogServices/DiagnosticLog/Entries"”
5
“Id": "Diagnosticlog",

"@odata.context": "/redfish/vl/$metadata#LogService.LogService",
"Actions": {

“#LogService.CollectDiagnosticData": {

"target": "/redfish/v1/Systems/1/LogServices/DiagnosticLog/Actions/LogService.CollectDiagnosticData",
“title": "CollectDiagnosticData"
}

}
"DateTimelocalOffset": "+00:00",

“Description”: "This resource is used to represent a log service for a Redfish implementation."”,
"LogEntryType": "Multiple",

"ServiceEnabled": true,

"OverWritePolicy": "WrapsWhenFull",

"Name": "LogService"

POST - BREH#BE
il POST HEwEBRFEMHHE,

ER URL
POST https://<BMC_IPADDR>Ivedfish/v1/Systems/1/LogServices/StandardLog/Actions/LogService.ClearlLog

FREX
7

e R 1 X
7o

RS RS

HTTP RAERG WMRWEE D

500 InternalError
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M 2 7=
PLF 7B & POST 1E 3¢,

7o
& 18 LR 75 4] JSON i ¥ -
7o

%R LogEntry

IR TR A Redfish SEILH LogEntry H &

H B4 B B

PR AR

/redfish/v1/Systems/1/LogServices/Standard-
Log/Entries

/redfish/v1/Systems/1/LogServices/Platform-
Log/Entries

/redfish/v1/Systems/1/LogServices/AuditLog/En-
tries

/redfish/v1/Systems/1/LogServices/ActiveLog/En-
tries

/redfish/v1/Systems/1/LogServices/Mainte-
nanceLog/Entries

/redfish/v1/Systems/1/LogServices/SaLog/Entries

ZA S

LogEntryCollection_v1.xml

LogEntry vl.xml

GET - BMC &3 H&%H
B0 GET J7 WA 3 M 25 38 10035 20 H % 4% H ot 1R

B3R URL

GET https://<BNC_IPADDR>Iredfish/vl/Systems/1/LogServices/Activelog/Entries

BEREX

7o

8 E X

FB EAyit] ik

Id FREE | BB R HEG MR IR

Name FRE | RERBATLENAR, HEEEN “LogEntry”

194 Lenovo XClarity Controller REST API {51




TR R ik

Severity FIFH H&SH W™\,

Created PR | B H K H EEE

Eventld FRE | B F R SR IRAT

EntryType FRE | HEAHBRE, HEKEN “Oem” ,

OemRecordFormat FAGH | WA KA Oem, WA % OEM il g Hs R iy

HAE . ML REN “Lenove” ,

OemLogEntryCode FRH | FET OEM Mk H U,

Message TR | LR HERH,

MessageArgs Bl HEMSE,

Description A B “A collection of Active LogEntry resource instances.”
RAERBE

HTTP RAERH HRH AL ID

500 InternalError

=~
& 18 DL 78 4] JSON i ¥ -
{

“Members": [
{
"Id": "427",

"MessageArgs": [
“processor 1"
1,
"@odata.id": "/redfish/v1/Systems/1/LogServices/ActiveLog/Entries/427",
"Severity": "Critical",
"EntryType": "Oem",
“Name": "LogEntry",
"Created": "2020-06-02T02:20:07.639+00:00",
"OemLogEntryCode": "PLAT0062",
"0em": {
“Lenovo": {
"RelatedEventID": "",
"IsLocalEvent": true,
"EventID": "0x806F05070301FFFF",
"TotalSequenceNumber": "427",
"EventID@Redfish.Deprecated": "The property is deprecated. Please use EventId instead.",
"EventFlag": 0,
"EventType": 0,
“"CommonEventID": "FQXSPPUOOO9N",
"Source": "Processors"”,
"LenovoMessageID": "PLAT0062",
"RawDebuglogURL": "",
"ReportingChain": "XCC",
"TSLVersion": "16",
"@odata.type": "#LenovologEntry.vl_0 _0.ActivelogEntry"
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"EventId": "0x806F05070301FFFF",
"OemRecordFormat": "Lenovo",
"Message": "processor 1 has a Configuration Mismatch.",
"@odata.etag": "\"69da974945f5296f92a\"",
"@odata.type": "#LogEntry.vl_5_0.LogEntry",
"Description”: "This resource is used to represent a log entry for log services for a
Redfish implementation."
}
1,
"@odata.type": "#LogEntryCollection.LogEntryCollection",
“@odata.id": "/redfish/v1/Systems/1/LogServices/ActiveLog/Entries",
"Members@odata.count”: 1,
"@odata.etag": "\"24e5339e3932332c¢8fh019\"",
“Name": "LogEntryActivelogEntryCollection”,
“Description”: "A collection of LogEntryActiveLogEntry resource instances."

GET -BMC #RESE#HHELEB (EATET Intel Purley WES)
B M1 GET J7 $:K0 2 M 5538 b H 7% 5% I o i g 1
: FEHT Purley M) Lenovo R4iH, W FMFHEKH %% HEKBM & HESRH4H,

AR TR i (W2 T Whitley FIRSE) 1, Anift HB A B AREAAAE, 027280 B4~ 5 A
HEs&H, B “#H> (13.24) f1 “FH” (13.2.3) HEXH.

#R URL

GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/LogServices/StandardLog/Entries

BERIEX

7

a Rz 1E XX

Wi 52 2 4 2 DA T S5 HY JSON MR :

B KM ik

Id TR | AEH SR H RGP R IZ TR

Name FHE | REERAIEE L. HAREN “LogEntry”

Severity FHEE | HE&H™ERE,

Created FRE | A H B H RRE,

Eventld FAE | R SR IR AT

EntryType TRE | HEAHBRE, BAREN “Oem” ,

EventGroupld R FAFH 8] — R R S SR R R AR IRAT . SRR EN 0,

OemRecordFormat FAH | WREHHI Oem, WS X OEM iy idsed X i
HAHER. BHAEEN “Lenovo”

OemLogEntryCode FRHE | FET OEM Mk HAUH,

Message TR | KHBKHE.
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TR KRR #iid
MessageArgs A HEMSE,
Description FIFH “A collection of Platform LogEntry resource instances.”
RERB
HTTP R&ERH HRH A ID
500 InternalError
)
&[5 PR 7R JSON i 3%«
{
"Members@odata.count”: 86,
"Members": [
{
"Created": "2021-09-29T09:01:47.462+00:00",
IIOemII: {
“Lenovo": {
"AuxiliaryData": "",

“Source": "Power",
"TSLVersion": "16",
"RelatedEventID": "",
"Hidden": false,

"EventID": "0x806f06080a01ff03",

"EventID@Redfish.Deprecated": "The property is deprecated. Please use EventId instead.",
"EventSequenceNumber": 1,
“LenovoMessageID": "DMTF0104",

"Serviceable": "Serviceable by Customer”,

“"CommonEventID": "FQXSPPWO0OOTL",

"TotalSequenceNumber": 2,
"AffectedIndicatorLEDs": [

{

}
]

{

}
]

"LEDState": "Lit",
"LEDIdentifier": "85"

"LEDState": "Lit",
"LEDIdentifier": "0"

"FailingFRU": [

"FRUSerialNumber": "33",
"FRUNumber": ""

"EventType": 0,
"ReportingChain”: "XCC",
"@odata.type": "#LenovologEntry.vl 0 _0.StandardLogEntry",
"IsLocalEvent": true,
"RawDebuglogURL": "",
"EventFlag": 0

}
}

LogType": "StardandLogEntry-Platform",

"@odata.etag": "\ "ejUxXINOYWSkYXIkTGInRW50cnkK2\"",
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"EventGroupId": 0,
“Description”: "
"MessageArgs": [

"Power Supply 1"
1,
"OemLogEntryCode": "DMTF0104",

This resource is used to represent a log entry for log services for a Redfish implementation.",

"Message": "Power Supply 1 has a Configuration Mismatch.",

"Severity": "Critical",

"@odata.id": "/redfish/v1/Systems/1/LogServices/StandardLog/Entries/2",
"EntryType": "Oem",

"Id": 2",

"Name": "LogEntry",

"@odata.type": "#LogEntry.vl_6é_0.LogEntry",

"0OemRecordFormat": "Lenovo",
"EventId": "0x806f06080a01ff03"
})

-

"@odata.etag": "\"2eh23540698c7c2e2296868\"",

“Description”:

A collection of LogEntryStandardLogEntry resource instances.",

"@odata.type": "#LogEntryCollection.LogEntryCollection”,
“@odata.id": "/redfish/v1/Systems/1/LogServices/StandardLog/Entries"”,

“Name": "LogEntryStandardLogEntryCollection”

GET -BMC ¥&8EH4HXE%H
il GET J7 A Z IS5 200 & H %% H b iR M

E: WHIELESR T Purley B Lenovo 24 LA, W REMIEET Purley #J Lenovo £ 4t L4

BEFEHELH, i55MH 13.2.2,

F3R URL

GET https://<BNC_IPADDR>Iredfish/vl/Systems/1/LogServices/PlatformLog/Entries

B3R IEX

T

W) R 1F 32

Wi 37 R 4 45 DL R S 80 JSON A4

FB B3] #iik

Id PR | EHERHES PR IE R,

Name PR | RESRBACE AR, RAREN “LogEntry” .
Severity PR | HEKE B EE,

Created PR | AlE H &L H WA,

Eventld PR | A0 E— B AR R A

EntryType PR | HEKHMWER, BEAREN “Oem” .
EventGroupld PR | TR — R 0 S SR BOR SR AR IR AT, IRERE R 0,
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TR R ik
OemRecordFormat FRE | WRKHREN Oem, NWHEEH XK OEM H L 5% Uiy
UG R, IREREN “Lenovo” .

OemLogEntryCode FRH | $5ET OEM Wy H AU,

Message TAEH | ERRHBERH,

MessageArgs i HEMSH,

Description TR “A collection of Platform LogEntry resource instances.”
RERDE

HTTP KA BBl A 1D

500 InternalError
=~
&[5 DL R 7R JSON Wi 3%«
{

"Members": [

{

"Message": "ENET[CIM:ep1] IPvé-LinkLocal:HstName=XCC-7Z60-SN, IP@=fe80::0a94:efff:feaf:4e9f ,Pref=64 .",
"@odata.etag”: "\ "ejUxXINOYWSkYXIkTGInRW50cnkK5\"",
"MessageArgs": [
"CIM:ep1",
"XCC-7Z60-SN",
"fe80::0a94:efff:feaf:4e9f",
nga"
1,
"@odata.id": "/redfish/v1/Systems/1/LogServices/PlatformLog/Entries/5",
"Description”: "This resource is used to represent a log entry for log services for a Redfish implementation.",
"EntryType": "Oem",
"Name": "LogEntry",
"EventGroupId": 0,
"OemLogEntryCode": "Lenovo0055",
"0em": {
“Lenovo": {

"ReportingChain": "",

"IsLocalEvent": true,

"RawDebuglogURL": "",

"EventID@Redfish.Deprecated”: "The property is deprecated. Please use EventId instead.",

"EventFlag": 0,

"AuxiliaryData": "",

"Source": "System",

"FailingFRU": [

{
"FRUSerialNumber": "",
"FRUNumber": "

}

1,
"TSLVersion": "0",
"RelatedEventID": "",
"Serviceahle": "Not Serviceahle",
"EventID": "0x4000003700000000",
"EventSequenceNumber": 5,

"EventType": 0,
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"@odata.type": "#LenovologEntry.vl 0 _0.PlatformLogEntry",

"LenovoMessageID": "Lenovo0055",
"AffectedIndicatorLEDs": [],
"TotalSequenceNumber": 8,
"CommonEventID": "FQXSPNM4028I",
"Hidden": false
}
}

"OemRecordFormat": "Lenovo",
"d": "5,

"Severity": "0K",

"EventId": "0x4000003700000000",

"@odata.type": "#LogEntry.vl_5_0.LogEntry",

“Created": "2019-12-20701:51:47.819+00:00"

}?

@odata.type": "#LogEntryCollection.LogEntryCollection”,

"@odata.id": "/redfish/v1/Systems/1/LogServices/PlatformLog/Entries”,

"Members@odata.count”: 234,

"@odata.etag": "\"7al0c2ef50776342e2a9600f\"",

“Name": "LogEntryPlatformLogEntryCollection",

“Description":

A collection of LogEntryPlatformLogEntry resource instances."

GET - BMC ##%E# B E%H
i H GET FEREMSHWFEZHELXE PR,

H: WHEIAERT Purley B Lenovo R4t EATH], W

EHFHEHELH, E5MH 13.2.2,
iEF3R URL

YR AH

JON I

T Purley HJ Lenovo &4t L%

GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/LogServices/Auditlog/Entries

B3R EX

T

) R 1F 32

Wi 37 R 44 DL R S 80 JSON A4

FB B3] #iik

Id PR | EHERHES PR IE R,

Name PR | RESRBACE AR, RAREN “LogEntry” .
Severity PR | HEKE B EE,

Created PR | AlE H &L H WA,

Eventld PR | A0 E— B AR R A

EntryType PR | HEKHMWER, BEAREN “Oem” .
EventGroupld PR | TR — R 0 S SR BOR SR AR IR AT, IRERE R 0,
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B XM ik
OemRecordFormat PR WHRZHEAE K Oem, M¥HEH X OEM H YL 54 KW
UG B. IREEEN “Lenovo” .

OemLogEntryCode FHE | FET OEM W%k H M,

Message FHEH | LRHERH,

MessageArgs i HEMSH,

Description PR “A collection of Platform LogEntry resource instances.”
RAEREBD

HTTP R&ENRH HRHE 1D

500 InternalError

Bl
&[5 DL R 7R JSON Wi 3%«
{

"Members": [

{

"Message": "Undefined TPM_POLICY found",

"@odata.etag”: "\ "ejUxXINOYWSkYXIkTGInRW50cnkK1\"",

"MessageArgs": [],

"@odata.id": "/redfish/v1/Systems/1/LogServices/AuditLog/Entries/1",
"Description”: "This resource is used to represent a log entry for log services for a

Redfish implementation."”,

"EntryType": "Oem",

“Name": "LogEntry",
"EventGroupId": 0,
"OemLogEntryCode": "UEFI",

"Oem": {
“Lenovo": {

"ReportingChain": "UEFI",
"IsLocalEvent": true,
"RawDebuglogURL": "",
"EventID@Redfish.Deprecated": "The property is deprecated. Please use EventId instead.",
"EventFlag": 0,
"AuxiliaryData": "",
“Source": "System",
"FailingFRU": [
{
"FRUSerialNumber": "",
"FRUNumber": ""
}
1,
"TSLVersion": "0",
"RelatedEventID": "",
"Serviceable": "Not Serviceable",
"EventID": "0x0000000000000000",
"EventSequenceNumber": 1,
"EventType": 0,
"@odata.type": "#LenovologEntry.vl_0_0.AuditLogEntry",
"LenovoMessageID": "UEFI",
"AffectedIndicatorLEDs": [],
"TotalSequenceNumber": 1,
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"CommonEventID": "FQXSFPU4051G",
"Hidden": false

}
})
"@odata.type": "#LogEntry.vl_5_0.LogEntry",
"OemRecordFormat": "Lenovo",
n dII. II n

"Severitg": "0K",
"EventId": "0x0000000000000000",
“Created": "2019-12-20T701:51:27.000+00:00"

"@odata.type”: "#LogEntryCollection.LogEntryCollection”,

“@odata.id": "/redfish/v1/Systems/1/LogServices/AuditLog/Entries",
“Members@odata.count": 188,

“@odata.etag": "\"601ae59a9185682d37fh812\"",

“Name": "LogEntryAuditLogEntryCollection”,

“Description”: "A collection of LogEntryAuditLogEntry resource instances."

GET - BMC 4P =4 R ELH
i GET 77 A0 Z MR 2528 1 4 4 H 75 2% H v R 4k

#H3R URL
GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/LogServices/Maintenancelog/Entries

B3R IEX
"
M R IE 3
My )57 24 5 DA T S JSON MR :
FB K ik
Id FR R | fEHEFH RGP ME— AR Z TR,
Name FRE | RERBAHTRALR., HEEEN “LogEntry” .
Created PR | BIEH A& H R,
EntryType FRE | HEZEHBER, BARERN “Oem”
EventGroupld FREE | TR R — B R A S SR IR SR B A IR
OemRecordFormat FREE | WRFZEEEH Oem, D"H%’a“ﬁ % OEM Wi id 5% R i
HHER. IHEEEN “Lenovo”
Message FREE | LhRHERHE,
Description T H “A collection of Platform LogEntry resource instances.”
REREBE
HTTP RER WIRWAE ID
500 InternalError
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]
1& [51 PLF 7R 45 JSON Hi B -

{
"Members": [
{
"@odata.id": "/redfish/v1/Systems/1/LogServices/MaintenancelLog/Entries/3",

"EntryType": "Oem",

"Name": "LogEntry",

"EventGroupId": 1,

“Id": "1,

"Severity": null,

"@odata.type": "#LogEntry.vl_5_0.LogEntry",

"0emRecordFormat": "Lenovo",

"Message": "CPU 2(SKU NO: 01048340) is added.",

"@odata.etag”: "\"31ba8a086a922965c8h\"",

“Created": "2019-12-20T01:52:132",

"Description”: "This resource is used to represent a log entry for log services for a
Redfish implementation."

}?

"@odata.type": "#lLogEntryCollection.LogEntryCollection”,

"@odata.id": "/redfish/v1/Systems/1/LogServices/Maintenancelog/Entries",
"Members@odata.count”: 83,

"@odata.etag": "\"1171e4930e543e359ah966e\"",

“Name": "LogEntryMaintenancelogEntryCollection",

“Description”: "A collection of LogEntryMaintenancelogEntry resource instances."

GET - BMC Service Advisor 4 B &% B
il GET B R IRSS £ 1 Service Advisor H 2% H did g #,

ER URL
GET https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/Salog/Entries

BERIEX
P/

g R IF 32
Wiy 7 2 4 2 DA T S 40 JSON X R :

B e i) ik

Id FAE | fEHBKE R PRI TR,

Name FAE | RSB TRN AR, RAREN “LogEntry” .
Created PR | AU H & H BRE

EntryType FAE | HBAHRRE, HEREN “Oem” .
OemRecordFormat PR | WERAHEEN Oem, MR EH K OEM H L5 U1

HAE B . M&REN “Lenove” ,
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B k¥ ik
Message FRH | LRHESKHE,
Description FIF “A collection of Platform LogEntry resource instances.”
WK
HTTP R WIRWE ID
500 InternalError
Pl
& 18 DL 78] JSON i ¥ -
{
“Members": [
{
"@odata.id": "/redfish/v1/Systems/1/LogServices/Salog/Entries/1",
"Id": Illll’
"EntryType": "Oem",

“Name": "LogEntry",
"Severity": "0K",
"Created": "2020-06-05T06:26:002",
"0em": {
"Lenovo": {
"EventSeverity": "INF0",
“CaseNumber": "N/A",
"EventStatus": "Pending"
}
5
"EventId": "FQXSPSS40041",
"OemRecordFormat”: "Lenovo",
"Message": "Test Call Home Generated by user USERID.",
"@odata.etag": "\"38fclel486al28a43c3\"",
"@odata.type": "#LogEntry.vl_5_0.LogEntry",
"Description”: "This resource is used to represent a log entry for log services fora
Redfish implementation."
}
1,
"@odata.type”: "#LogEntryCollection.LogEntryCollection”,
“@odata.id": "/redfish/v1/Systems/1/LogServices/Salog/Entries",
“Members@odata.count”: 1,
"@odata.etag": "\"64b7hffdea2a25aff8f\"",
“Name": "LogEntryServiceAdvisorLogEntryCollection”,
“Description”: "A collection of LogEntryServiceAdvisorLogEntry resource instances."

GET - BMC RF1ZMEH BHERB
i Fl GET 75 A0 Z R 55 58 10 MR 552 W7 H 7 2% B b kg 1k

B3R URL
GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/LogServices/Diagnosticlog/Entries

ERIEX
7
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e B IE XX

Wi 37 R 445 DL R S 80 JSON AR

B eyl iR
Id TR H R AR IRy “Manager” > JILfEy “FFDC”
WRBHE LA “08” , MIL{EN “FailureScreen”
WRE R LKA “MPFA” , WIILAEH “MPFA”
Description FIFH “This resource is used to represent a log entry for log
services for a Redfish implementation.
Name FAF “FFDC” . “Failure Screen” X, “Memory PFA Data”
Created SRFH | S MR R I 2 R
EntryType FHHE | “Oem”
OemRecordFormat 5B “Lenovo’’
AdditionalDataSizeBytes | #3( | FFDC SCH g HCBE I B0 e B8 1 S P /v,
WRSWEBIEA T, WRHEERN 0,
AdditionalDataURI FRE |t XCC HTTPS MR 5548l TR 2 I 3R 1 URL. W0 RS i
BARATH, WK HZEN null,
DiagnosticDataType FAF MR ZE XCC FFDC, WA “Manager” ;
AR BRI, W “0S” .
WARE MPFA, WH “OEM” ,
RAERB
HTTP RN BRI A ID
500 InternalError
Bl
Get /redfish/v1/Systems/1/LogServices/DiagnosticLog/Entries/FFDC
{
"@odata.type": "#LogEntry.vl_11 0.LogEntry",
"@odata.id": "/redfish/v1/Systems/1/LogServices/DiagnosticLog/Entries/FFDC",
"Description”: "This resource is used to represent a log entry for log services for a Redfish implementation.",
"OemRecordFormat": "Lenovo",
"@odata.context": "/redfish/vl/$metadata#logEntry.LogEntry”,
"@odata.etag": "\"34d175e8b88124292cd\"",
"DiagnosticDataType": "Manager",
"AdditionalDataSizeBytes": 0,
"EntryType": "Oem",
"AdditionalDataURI": null,
"Id": "FFDC",
"Name": "FFDC"
}
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F14EF RFHR/E

%R Memory
BB T KA HEA Redfish LI N 1E,

R R SRR AR R R
gy /redfish/v1/Systems/1/Memory/{1-N}
P21y Ay MemoryCollection_vl.xml

Memory_vl.xml

GET - RESBRNEES

il GET J7 4 & Redfish IR 550 NAEE G T g 1k,

&R URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/Memory

FREX
P

e R 1E X

B R ik

Name PR “Memory Collection”

Members A Wi: WERELCENTIHEERE

Description FIT B “A Collection of memory resource instances.”

RERE

HTTP RN

HMRWEE D

500

InternalError

]
1& [51 PLF 75 45 JSON Fi B -

{

"Members": [

{

"@odata.id": "/redfish/v1/Systems/1/Memory/1"
8
{

"@odata.id": "/redfish/v1/Systems/1/Memory/2"
|8
{

"@odata.id": "/redfish/v1/Systems/1/Memory/3"
8
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"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

“/redfish/v1/Systems/1/Memory/4"

“/redfish/v1/Systems/1/Memory/5"

“/redfish/v1/Systems/1/Memory/6"

“/redfish/v1/Systems/1/Memory/7"

“/redfish/v1/Systems/1/Memory/8"

“/redfish/v1/Systems/1/Memory/9"

“/redfish/v1/Systems/1/Memory/10"

“/redfish/v1/Systems/1/Memory/11"

“/redfish/v1/Systems/1/Memory/12"

“/redfish/v1/Systems/1/Memory/13"

“/redfish/v1/Systems/1/Memory/14"

“/redfish/v1/Systems/1/Memory/15"

“/redfish/v1/Systems/1/Memory/16"

“/redfish/v1/Systems/1/Memory/17"

“/redfish/v1/Systems/1/Memory/18"

“/redfish/v1/Systems/1/Memory/19"

“/redfish/v1/Systems/1/Memory/20"

“/redfish/v1/Systems/1/Memory/21"

“/redfish/v1/Systems/1/Memory/22"

“/redfish/v1/Systems/1/Memory/23"
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"@odata.id": "/redfish/v1/Systems/1/Memory/24"

"@odata.id": "/redfish/v1/Systems/1/Memory/0em/Lenovo/HistoryMemMetric"

}
l,
"Oem": {
"Lenovo": {
"HistoryMemMetric": {
}
}

}

@odata.type": "#MemoryCollection.MemoryCollection",

"@odata.id": "/redfish/v1/Systems/1/Memory",

“Name": "Memory Collection",
"@odata.etag": "\"a2fh3627522630e8h7fe2\"",
"Members@odata.count": 24,

"Description

GET - AEE
il GET 77 ¥k & Redfish 551 Memory % U5 H i) J& 1t

F3RK URL

A collection of memory resource instances."

GET https:// <BMC IPADDR>Iredfish/v1/MemoryService/Memory/{1...N}

BRIEX
T
IR IE X
B k¥ ik
Name FAF WHE £ 7
Description FRF “This resource is used to represent a memory for a Redfish
implementation.”
SerialNumber F WNEM RS,
VolatileRegion- FAF Sy R B KN, DR (MiB) AL,
SizeLimitMiB
MemoryDevice- FIFH WM R HEHGE B
Type
Id FIFH W1 ID,
MemorySubsys- | 546 | WP i 1901 F R G BB 1D,
temControllerPro-
ductID
Links PUE 3
Chassis Y% A e N A WAL 1 B %
MemoryMedia A I Y A7 3 B YA )T
PartNumber FR 7= EEaS,
DeviceID@Red- FRF HEHCHM. 8 H ModuleProductID,
fish.Deprecated

14 E,ORSH/BHR
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TR RH ik
MemoryLocation PO e
Channel B WHRSERIINEERS
MemoryCon- A WK S ERIINNFRH RS
troller
Slot R WA ER S DIMM i (slot) 4%,
Socket E3 WIF A ERERN CPU #ifli (socket) 45 .
MemorySubsys- FAF WHET REEH M HER ID,
temController-
ManufacturerID
MemoryType SR | VR,
DeviceLocator FAF WHRRIETF BT IALE,
RankCount B WA & r] )5
SubsystemVen- FIFH HEECHF M, %N MemorySubsystemControllerManufac-
dorID@Red- turerID,
fish.Deprecated
VendorID TR HBERIF ID,
Regions A WA PN EXELE B
Regions[N] TR Jc
Regionld PR XK 1D,
MemoryClassi- | 24 H WFE 3L,
fication
SizeMiB B ARE.
SecurityCapabili- | %} 4 WH IR &L 26,
ties
VendorID@Red- FRH WEECHH. E%H ModuleManufacturerID,
fish.Deprecated
Location PO Jc
PartLocation paE 7c
LocationType FR A B Ar B 2R
ServiceLabel P B AL E IR .
LocationOrdi- HE TR E B F. WR LocationType H “slot” , 1 HGHL T
nalValue i 2 1, N LocationOrdinalValue N 2,
DeviceLoca- 25 B WEEE v4 1 0 EHF M., iE%H Location/PartLocation/Service-
tor@Redfish.Dep- Label,
recated
DataWidthBits B BRI (DA mBer) o
CapacityMiB B WHEAR, DIJRFET (MiB) JEAL
Description FAF “This resource is used to represent a memory for a Redfish

. . b
implementation.
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B RH ik

SubsystemDe- FAF WEECH M. E%H MemorySubsystemControllerProductID,
viceID@Red-

fish.Deprecated

Manufacturer 25 B N A7 28 11l 8 7

SubsystemDevi- 25 B FRFEEE ID,

celD
OperatingMemo- | (41 WIE & X R INFE R,
ryModes
Status pOp 3 T

State FIFH IR RAS

Health FAFH BRI TR,
BusWidthBits BX BT (DR BAL)
Operat- B WA RAMETHEE (DL MHz 3 MT/s HHAL, PGS E) .
ingSpeedMhz
ModuleManufac- 25 B WX ENHER ID,
turerID

BaseModuleType P NI By LRl AL e 2
SubsystemVen- ZH B TREBNE ID,

dorID

Allowed- el S A7 1 28 S o 1 T

SpeedsMHz

ModuleProductID | =455 7= i ID,

DevicelD FRE % ID,

PersistentRegion- | %% FEAME X B KA, RFET (MiB) yHfL,

SizeLimitMiB

I;on;c_)]lgatile- Bz Ik 5 JAEFE 4 WAE IR/ (DL MiB RH#AL) , U AEP f21E,
1zelvlil

VolatileSizeMiB 37 S HEEE 4 INAE RIS R/ (DA MiB R EAAL)

CacheSizeMiB By SRAFTR A NAER R R/ (DL MiB NHAL) . UK AEP ##7E,

LogicalSizeMiB e BHRNARE KD (DL MiB H¥AL) . U AEP F1E,

FunctionClasses | ¥4l 106 B M h RE 2K

RESRE

HTTP RAERY BRIE ID

500 InternalError

Pl

1& [5] LR 75 45 JSON Hi B -

{
"SerialNumber": "132D7396",
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“VolatileRegionSizeLimitMiB": null,
“MemoryDeviceType": "DDR4",
“Id": "12",
"MemorySubsystemControllerProductID": "0x0000",
"Links": {
"Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
}
1
“MemoryMedia": [
"DRAM"
1,
"Location": {
"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "DIMM 12",
"LocationOrdinalValue": 11
}
}

“DeviceID@Redfish.Deprecated”: "The property is deprecated. Please use ModuleProductID instead.",
“Memorylocation”: {

“Channel": 2,
"MemoryController": 0,
"Slot": 12,
"Socket": 1
I8
“MemorySubsystemControllerManufacturerID": "0x0000",
“MemoryType": "DRAM",
“Devicelocator": null,
"DataWidthBits": null,
“Oem": {
"Lenovo": {
"@odata.type": "#LenovoMemory.vl_0_0.LenovoMemory",
"FruPartNumber": ""
}
I8
“Devicelocator@Redfish.Deprecated”: "The property is deprecated since v4_1 0.
Please use Location/PartLocation/Servicelabel instead.",
"RankCount": 3,
“BaseModuleType": "LRDIMM",
“OperatingSpeedMhz": 21333,
“VendorID": "Micron Technology",
"Regions": [],
"ModuleProductID": "0x0000",
"@odata.id": "/redfish/v1/Systems/1/Memory/12",
“VendorID@Redfish.Deprecated”: "The property is deprecated.
Please use ModuleManufacturerID instead.",
"@odata.type”: "#Memory.vl_9_1.Memory",
"SecurityCapabilities": {},
"@odata.etag”: "\"e011lé6cdc90fe3599856ff\"",
"CapacityMiB": 65536,
“Description”: "This resource is used to represent a memory for a Redfish implementation.",
“AllowedSpeedsMHz": [
0
1,
“Manufacturer": "Micron Technology",
“SubsystemDeviceID": "0x0000",
“OperatingMemoryModes": [
"Volatile"
]

"Status": {
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“State": "Enabled",
"Health": IloKII
}

SubsystemDeviceID@Redfish.Deprecated": "The property is deprecated.

Please use MemorySubsystemControllerProductID instead.",
"PartNumber": "T2ASS8G72LZ-2G6B2",

"ModuleManufacturerID": "0x2¢80",

"SubsystemVendorID@Redfish.Deprecated”: "The property is deprecated.
Please use MemorySubsystemControllerManufacturerID instead.",

"SubsystemVendorID": "0x0000",

“DeviceID": "DIMM_12",
“Name": "DIMM 12",
"BusWidthBits": null,

"PersistentRegionSizelimitMiB": null,

"VolatileSizeMiB": 65536,
"FunctionClasses": [
“Volatile"

]

GET - R8s &#E N
i H GET J7 %4 & Redfish IR 55 09 W 4432 1 o 4 g ok

3R URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/NetworkInterfaces/{1-N}

BERIEX
7
M) B 1F 32
Wiy 57 J A4 DA T S50 JSON M4 :
TR RH i ik
Id R |
Description FAF e “A NetworkInterface contains references linking Net-
workAdapter, NetworkPort, and NetworkDeviceFunction
resources and represents the functionality available to the
containing system.”’
Name FIFH MgEN X (X=1-N)
Status SR BT
State ZH B Enabled
Health FR OK
Links R JE& It
NetworkAdapter R % NetworkAdapter M5,
NetworkPorts TS #H% NetworkPortCollection M54,
NetworkDeviceFunctions T #H % NetworkDeviceFunctionCollection 84,
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RERD

HTTP R MRMAE ID
500 InternalError
Bl
1B 18 L 7] JSON i ¥ -
{
"@odata.context" : "/redfish/vl/$metadata#NetworkInterface.NetworkInterface",
"d" "1,
"Status" : {
"Health" . IloKII,
“State" : "Enabled"
}

"NetworkPorts" : {

"@odata.id" : "/redfish/v1/Chassis/1/NetworkAdapters/ob-1/NetworkPorts"
5
"Links" : {

"NetworkAdapter" : {

"@odata.id" : "/redfish/v1/Chassis/1/NetworkAdapters/ob-1"

}

5

"NetworkDeviceFunctions" : {

"@odata.id" : "/redfish/v1/Chassis/1/NetworkAdapters/ob-1/NetworkDeviceFunctions"

3

"@odata.etag” : "\"dc20bec25dc27d97279c8hada95185d6\"",

"@odata.id" : "/redfish/v1/Systems/1/NetworkInterfaces/1",

"@odata.type” : "#NetworkInterface.vl 1 1.NetworkInterface",

"Description” : "A NetworkInterface contains references linking NetworkAdapter, NetworkPort, and
NetworkDeviceFunction resources and represents the functionality available to the
containing system.",

“Name" : "Network Interface 1"

&R PCleDevice
MWHEBEH T EAED Redfish LI PCle %55,

PR PCle &% % &
PEIR A2 Iredfish/v1/Chassis/1/PCleDevices/{Location}

(Location = ob_X  slot_Y)

ZR A A PClIeDevice_vl.xml

GET - k%88 PCle 8%
fii |l GET J#7#:# % Redfish IR 55 H PCIeDevice A 4 1 & 1.

ER URL
GET https:// <«BMC_IPADDR>Iredfish/vl/Chassis/1/PCleDevices/{Location}
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ERIEX

7o
) B 1E 3
TR xR ik
Id PR | Id B T HE—FR R IE PCIe &4,
DeviceType FHE | I PCle AR RA
FirmwareVersion FRE | I PCle %% 1Y W A RA
SKU FRHE | XE PCle %% SKU
PClIeFunctions MNHR #H5% PCleFunctions M) %%
Links PO J& ¥
Chassis Ee HILAR B8 U5 B B
PCleFunctions R # 2% PCIeFunctions F 5%
Manufacturer PR | XL PCle #0485 1 ) i
Model FRE | X2 PCle HAMAS
Name FRE | Ik PCIe 41 VPD HIK4, WRZEIRE PCle #4%, iF
TERRBEM “(onboard)” .
WREHR VPD ¥4E, HEMERKAN “Adapter” .
PartNumber FRE | Ik PCle B& MM
SerialNumber FRE | b PCIe REHFSIS
PClelnterface 4 XSk B A A HEAS Redfish 2B PCle 2 H M E X
LanesInUse BH I 528 I ) PClIe W IEHL
MaxPCleType FRE | MR TR PCle HLIE M 5 B MUA o
MaxLanes B %2 X FEH PCle 8 %o
Status POE 3 J& T
State Z4%H$ | Enabled
Health FRE | R THENETRICGRES
Description FRF “This resource represents the properties of a PCleDevice
attached to a System.”
RESRE
HTTP RN BRI L ID
500 InternalError

=P

1& 5] PLF 75 45 JSON Fi B -

{

"SerialNumber": null,
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"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_3",

"Links": {
"Links/PCIleFunctions@Redfish.Deprecated": "The property is deprecated. Please use PCIeFunctions instead.",
“Chassis": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"PCIeFunctions": |
{
"@odata.id": "/redfish/vl/Chassis/1/PCleDevices/slot_3/PCleFunctions/slot_3.00"
}

]

I
"PCIeFunctions”: {

"@Qodata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_3/PCleFunctions”
1
"PClelnterface"”: {

“LanesInUse": null,

"MaxLanes": null,

"MaxPCIeType": "Gen3"
I8
“PartNumber": null,

"Description”: "This resource represents the properties of a PCIeDevice attached to a System.",
"FirmwareVersion": null,
"Status": {
"State": "Enabled",
"Health": "0K"
1
“Name": "Adapter",
"Id": "slot_3",
ODem": {
"Lenovo": {
"@odata.type": "#LenovoDeviceInfo.v1_0_0.LenovoDeviceInfo",
"Location”: {
"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PCIe 3",
"LocationOrdinalvalue": 3
5
"InfoFormat": "Slot X",
"Info": "Slot 3",
"Info@Redfish.Deprecated": "The property is deprecated. Please use PartLocation instead.",
"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."
}

}

1
"@odata.type": "#PCleDevice.vl_4 0.PCIeDevice",

"SKU": null,

"Manufacturer": null,

"@odata.etag": "\"e7a9ch060992cf9c73f21a48370932b8\"",
“Model": null,

“DeviceType": "SingleFunction”

&’ PCleFunction
W T EREA Redfish LA PCle DiEEE B,
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PR R

PCle ZhE &

g/ ¥ g e Iredfish/v1/Chassis/1/PCleDevice/{De-
vice_id}/PCleFunctions/{Location}
(Location = ob_X.YY 5 slot W.ZZ)
R S PClIeFunction_vl.xml

GET - BR%588 PCle IhBERY ThEE
M GET J7 #:# & Redfish ]t %5 ) PCleFunction % & " g 1t

F3R URL

GET https://<BMC_IPADDR>Iredfish/v1/Chassis/1/PCIeDevice/{Device id}/PCleFunctions/{Location}

BERIEX
7o
) B 1E 3
Wiy )37 2 4 2 DA T S 5 JSON AR :
FB e ik
Id FREE | 1d @A T E— iR iRk PCIe Tk,
ClassCode FRHE | b PCle ZhfBAI R BIRE
Description FAF e “This resource represents the properties of a PCIeFunction
attached to a System.”
DeviceClass FRFE | Ik PCle ZhfBAIZ
Deviceld FRE | i PCle ZhRERY I ID
Functionld FRE | PCle Zhfighn 4T
FunctionType =8 | Physical
Links POg- 3 &It
Drives e F2% Drive ¥t BE$2
EthernetInterfaces A F% EthernetInterface ¥t 5 455
StorageControllers Bl Hi5% StorageController %5 )% 1%
PCleDevice R F 2% PCleDevice ¥ ) 5% 3
NetworkDeviceFunctions | 4##% #5% NetworkDeviceFunctions ¥ I [ 85 4%
Name FHE | VPD PR + BREGS. RESS. DS
WIREA VPD ¥dlE, WM “Adapter” RE R A,
Status X4 Ji& It
State =% | Enabled
Health Ffpg | OK
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TB KRR ik

HealthRollup P | Ik PCIe B4 HB TR,

Revisionld FHH | Ik PCIe ZhHERIEIT ID

SubsystemId FRE | I PCle IBEM T R4 ID

SubsystemVendorld FAFH | Ik PCle ZhREMI T R SEHBE R ID

Vendorld FREH | I PCle ShRERYHE SRS ID

RERD

HTTP RAERY BN A ID

500 InternalError

Bl
1B 8] PR 7 ] JSON Wi ¥ -

{
“VendorId": "0x14e4",
"Id": "ob_3.01",
“Links": {
“Drives": [],
"PCIeDevice": {
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_3"
},
"StorageControllers": [],
"NetworkDeviceFunctions": [],
"EthernetInterfaces”: []
I8
“FunctionId": 1,
“SubsystemId": "0x4042",
“Description": "This resource represents the properties of a PCIeFunction attached to a System.",
“FunctionType": "Physical”,
"Status": {
"State": "Enabled",
"Health": "0K",
"HealthRollup": "0K"

}

DeviceClass": "NetworkController",

“Name": "Adapter 03:00:01",

“SubsystemVendorId": "0x17aa",

“@odata.type": "#PCIeFunction.vl_2_3.PCIeFunction”,

“Deviceld": "0x165f",

“@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_3/PCIeFunctions/ob_3.01",
"@odata.etag": "\"8c4bb6c7797c87h8affddbef11ee9df50\"",

"RevisionId": "0x00",

“ClassCode": "0x020000"

&R PCleSlot
WHEBEH T EAEAD Redfish LI PCle i,
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PR R

PCle 1 % &

PR A2

/redfish/v1/Chassis/1/PCleSlots

24 S

PClIeDevice_vl.xml

GET - k%528 PCle ##E
il GET Jj 4% Redfish R 55 # PCleSlots H1 8 )& 1,

&R URL

GET https:// <BMC_IPADDR>Ivedfish/v1/Chassis/1/PCleSlots

BRIEX
Jo
) R 1E 32
FB e ik
Id FrFHE | “PCleSlots”
Name FAF e “PCle Slots”
Description ¥ “This resource shall be used to represent a set of PCle
slot information for a Redfish implementation.”
Slots IR PCI #5884,
Links pOE 3 5 Slots HH 5% iy o Ath % 5 i B 422
PCleDevice T H 2% PCleDevice MIHE#E:,
HotPluggable i /R 578 PClIe iR A S F7 B 1K
Location pOE 3 PCle #iflifL &,
PartLocation PO AL E
ServiceLabel FREE | AL E MRS, W PCle X (X ZHWHYS) .
LocationType FREE | EARALE KA, W “slot”
LocationOrdinalValue | 2fF 8 | KR #4400 B BT
WR LocationType H “slot” , T HIGA T A 2 &, N
LocationOrdinalValue J 2,
InfoFormat FRH | Info BHEMER, HAREN “Slot X7,
Info FPREB | BREMAALE: Slot X (X WS
Info@Redfish.Depre- FHE | WEECHM. B8 PartLocation,
cated
InfoFormat@Red- PR | Bt CHFH. %A PartLocation.
fish.Deprecated
Status poE 3 PCleSlots HPRRZAFZ TR,
State FHRH | PCleSlots M TANIRZS, W enabled. disabled.
Health FHREH | RRBBENBTRICRE.
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RERD

HTTP R WMREE ID
500 InternalError
Bl

&[5 DL R 7 ] JSON Mg ¥ -

{
“Name": "PCIe Slots",
“@odata.type": "#PCIeSlots.vl_1_1.PCIeSlots",
"@odata.id": "/redfish/v1/Chassis/1/PCIeSlots",
“Id": "PCIeSlots",
"@odata.etag": "\"cc0d3éeaddé7ad5054edfaaadfhe2893\""
"Slots": [
{

’

"Location": {
"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PCIe 4",
"LocationOrdinalvalue”: 4
3
"InfoFormat": "Slot X",
"Info": "Slot 4",
"Info@Redfish.Deprecated": "The property is deprecated. Please use PartLocation instead.",
"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."
5
"HotPluggable": false
"Links": {
"PCIeDevice": [
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_4"
}
]
5
"Status": {
“State": "Enabled",
"Health": "OK"
}
}
1,
“Description”: "This resource shall be used to represent an set of PCIe slot information fora
Redfish implementation."

}

%R Processor
HHEFEH T EAREN Redfish LR BLSS

PHRECR X HE YA B B
PR 2 /redfish/v1/Systems/1/Processors/{1-N}
Iy A Ryl ProcessorCollection_vl.xml

Processor_vl.xml
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GET - ihEESRES

il GET J7 K& Redfish /IR 55 i 40 BLE8 45 v i g 4.

E3R URL
GET https://<BMC IPADDR>Iredfish/vl/Systems/1/Processors
BRIEX
7o
) B 1E 3
W) 37 R 445 DL R S 80 JSON AR
T8 R ik
Name PR “ProcessorCollection”
Members A Ti: AbPRER IR CE WG R
Description FIF “A Collection of Processor resource instances.”
MR
HTTP RA&ERY BRI L ID
500 InternalError
i
1& [5] PLF 75 45 JSON Fli B -
{
"Members": [
{
"@odata.id": "/redfish/v1/Systems/1/Processors/1"
8
{
"@odata.id": "/redfish/v1/Systems/1/Processors/2"
|3
{
"@odata.id": "/redfish/v1/Systems/1/Processors/GPU1"
}
1,
Iloemll:{
"Lenovo": {
"HistoryCPUMetric": {
"@odata.id": "/redfish/v1/Systems/1/Processors/Oem/Lenovo/HistoryCPUMetric"
}
}
H
"@odata.type”: "#ProcessorCollection.ProcessorCollection”,
"@odata.id": "/redfish/v1/Systems/1/Processors"”,
“Name": "ProcessorCollection”,
"@odata.etag": "\"3déb38a53bed29662db\"",
"Members@odata.count”: 3,
"Description”: "A collection of Processor resource instances."
}
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GET - CPU B &
i | GET J5 4% Redfish IRS5H CPU B 1 &8 1,

ER URL
GET https://<BMC_IPADDR>[redfish/v1/Systems/1/Processors/{1-N}

B3R IEX
T
W) R 1F 32
B K ik
Description FHFH | “This resource is used to represent a processor for a
Redfish implementation.”
TotalEnabledCores B BEAL PR ES T 5 B S AR
Id FHE | 1~N), N =1 - QHSKE
InstructionSet PR | R Status.state AETE, WA null, HWH “x86-64” .
Manufacturer FAFH | A BEARHIE
MaxSpeedMHz e Ak BRLAS Y e K N P OB
Model PR | B AL,
Name FRE | “Processor {N}” , N & I 4b B 2% 4 8 4w 5
SerialNumber FRE | WABRNTES,
PartNumber RS | BB WMES,
Version FHrH | 5 Model &AM,
ProcessorArchitecture PR E | R Status.state AFELE, WA null, BNH “x86”
Processorld pOp 3 oIt
EffectiveFamily FRE | R ERERRS,
EffectiveModel FRE | AN AERAS,
IdentificationRegisters FREE | B PEES AR IR AESF (CPUID) MN%A,
Microcodelnfo =8 | null
Step FRE | BB KAE,
Vendorld FREE | BALBEES AP R R AR I
ProcessorType I “cpu”
Socket PR | AR AL
Status R BEUTIEHR
Health FEFE | HAHEB BRI
State FHrH | “Enabled” : ACPHZSAEAE
“Absent” : ALHLIEARIFAE
TotalCores e BEAL BHLAS A A B R
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TB KR ik
TotalThreads e BEAb BRAS 32 R i PUAT R B AL
Location R RhPEES LR
PartLocation R BB E
LocationOrdinalValue #BE EaEE A B B,
W R LocationType H “slot” , TiUbEICAL T HiAE 2 d, N
LocationOrdinalValue N 2,

LocationType PR ERHEALE KA, W slot. bay il socket, AL A 4hd K
“Socket”

ServiceLabel FRH | WAL ERRS, W2 AR RIRR
TDPWatts B VARLH B BUE Bk it sh & (TDP)
Metrics BERE 5 Bb A P 8% o2 BX RO 38 AR AU BE S,
ProcessorMemory o HEEE D A P2 s 4R B LA BEES TR I N AE

MemoryType PR | SeA BEAS A F A A 2R,
CapacityMiB B WHEAR (DL MiB NHAL)
IntegratedMemory i 7R Fa7 BN R S B AR AL B N
SpeedMHz B WEWMEITEE (DL MHz NAL)
Links AR J& It
Chassis G /redfish/v1/Chassis/1/
RERE
HTTP RERH WXWE ID
500 InternalError
Bl
1& [5] PLF 75 45 JSON Fi B -
{
“SerialNumber": ""
"Id": "1",
"Metrics": {
"@odata.id": "/redfish/v1/Systems/1/Processors/1/ProcessorMetrics"
1
"Links": {
“Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
}
}

"TotalEnabledCores": 12,
"InstructionSet": "x86-64",
“PartNumber": "",
"Location": {
“PartLocation”: {

"LocationType": "Socket",

"Version": "Intel(R) Xeon(R) Silver 4116 CPU @ 2.10GHz",
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"ServicelLabel": "CPU 1",
“LocationOrdinalValue": 0
}
1
“ProcessorArchitecture": "x86",
"Description”: "This resource is used to represent a processor for a Redfish implementation."”,
"@odata.id": "/redfish/v1/Systems/1/Processors/1",
"0em": {
"Lenovo": {
"ProcessorFamily": 179,
"CacheInfo": [

{
"InstalledSizeKByte": 768,
"MaxCacheSizeKByte": 768,
“Cachelevel": "L1"

1

{
"InstalledSizeKByte": 12288,
"MaxCacheSizeKByte": 12288,
“Cachelevel": "L2"

1

{

"InstalledSizeKByte": 16896,
"MaxCacheSizeKByte": 16896,
"Cachelevel": "L3"
}
1,
"@odata.type": "#LenovoProcessor.vl_0_0.LenovoProcessor”,
"Number0fEnabledCores": 12,
"ExternalBusClockSpeedMHz": 100,
"CurrentClockSpeedMHz": 2100
}
I8
“TotalThreads": 24,
“MaxSpeedMHz": 3000,

"Status": {
"State": "Enabled",
"Health": IIOKII

}7

“ProcessorType": "CPU",

“Name": "Processor 1",

“Processorld": {
"“Step": "0x04",
"VendorId": "GenuineIntel",
"EffectiveModel": "0x55",
"EffectiveFamily": "0x06",
"IdentificationRegisters": "0x00050654hfebfbff",
"MicrocodeInfo": null

1,

“TotalCores": 12,

“ProcessorMemory”: [

{
"SpeedMHz": null,
"MemoryType": "L1Cache",
“IntegratedMemory”: true,
"CapacityMiB": 0

5

{

"SpeedMHz": null,
"MemoryType": "L2Cache"”,
“IntegratedMemory”: true,
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"CapacityMiB": 12

H

{
"SpeedMHz": null,
"MemoryType": "L3Cache"”,
"IntegratedMemory": true,
"CapacityMiB": 16

}

1,

"@odata.type": "#Processorvl_8_0.Processor",

"TDPWatts": 85,

"Manufacturer": "Intel(R) Corporation”,
"@odata.etag": "\"c04762céeb9530eafcab9\"",
"Model": "Intel(R) Xeon(R) Silver 4116 CPU @ 2.10GHz",

“Socket": "CPU1"

GET - GPU EM

i GET J5 ¥:4 & Redfish IR 550 GPU %A B M,

3R URL
GET https://<«BMC_IPADDR>[redfish/v1/Systems/1/Processors/GPU{1-N}
BERIEX
Jo
) B 1E XX
FB EAyii] g
Description FAFH | “This resource is used to represent a processor for a
Redfish implementation.”
Id FRH | GPUN}Y, N 2R 5|
Manufacturer PR | A BEA I E R
Name FRHE | “Processor {N}” , N J& Uik B 2% Ay 7 1 o 5
SerialNumber PR | BB NFESS,
PartNumber FAE | BB RS,
FirmwareVersion FRE | M GPU M REFIRA
Processorld R oIt
Vendorld FAFE | DRAL B B BE R B AR IR
ProcessorType PR “GPU”
Links IR J& It
Chassis Wl Iredfish/v1/Chassis/1/
PCleDevice T It GPU PCleDevice 5
PCleFunctions W It GPU PCleFunction )84
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RERD

HTTP RAERY BN A ID

500 InternalError

Bl
&[5 DL R 7 ] JSON Mg ¥ -

{
“SerialNumber": "0320117104864",

“FirmwareVersion": "86.04.55.00.01",
"Id": "GPUL",
“ProcessorType": "GPU",
"Name": "GPU 1",
"ProcessorId": {
"VendorId": "0x10de"
}

anufacturer": "NVIDIA Corporation",
"@odata.type”: "#Processor.vl_8_0.Processor”,
"@odata.id": "/redfish/v1/Systems/1/Processors/GPUL1",
"PartNumber": "1BB3-895-A1",
"@odata.etag": "\"4770b092045628a9743\"",
"Links": {
"PCIeDevice": {
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_1"
b
"Chassis": {
"@odata.id": "/redfish/v1l/Chassis/1"
1
"PCIeFunctions”: [
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_1/PCIleFunctions/slot_1.00"
}
1,
"PCIeFunctions@odata.count”: 1

I8

"Description": "This resource is used to represent a processor for a Redfish implementation."

}

&R ProcessorMetric
WE VR T EAREA Redfish LHL AL HES,

R BCR 1+ N (N: ZHRHLBEGEE)
PR 2 /redfish/v1/Systems/1/ ProcessorSummary/Pro-
cessorMetrics

Iredfish/v1/Systems/1/Processors/{1-
N}/ProcessorMetrics

Py ARy o ProcessorMetric_v1l.xml

GET - & ESEEfREM
i Fl GET 77 P % Redfish J 55 1 4 B 58 35 b o 1 5

226 Lenovo XClarity Controller REST API 15 Hj



#HR URL

GET https://<BNC_IPADDR>Iredfish/vl/Systems/1/ProcessorSummary/ProcessorMetrics
BERIEX

7o

g R iE 32

TR R i ik

Id FIFH “ProcessorMetrics”

Name FIF “Processor Summary Metrics” o
Description = “This resource is used to represent processor summary

metrics for a Redfish implementation.”

BandwidthPercent FAF CPU %A & lk,

ConsumedPowerWatt P AP RIThEE (DLELNBEAL) o
RERE

HTTP RAERH WP A ID

500 InternalError

]
1& 5] PLF 75 45 JSON Fi B -

{
"BandwidthPercent": 0,
“Description”: "This resource is used to represent processor summary metrics for a Redfish implementation.",
"@odata.type": "#ProcessorMetrics.vl_0_1.ProcessorMetrics",
"@odata.id": "/redfish/v1/Systems/1/ProcessorSummary/ProcessorMetrics",
"Id": "ProcessorMetrics”,
"@odata.etag": "\"édedc04fhaeb3c9leec00838a25f9¢cIhb\"",

“Name": "Processor Summary Metrics",
“ConsumedPowerWatt": 20

#H3R URL

GET https://<BMC_IPADDRsIredfish/v1/Systems/1/Processors/{1-N}/ProcessorMetrics
BERIEX

Jo

I B 1F 32
TR KM ik
Id FAFH “ProcessorMetrics”’
Name FAF “Processor Metrics”
Description FAF “This resource is used to represent a processor metrics
for a Redfish implementation.”
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TR B g
ConsumedPowerWatt A Ak B 25 B 2 #E BLEL
TemperatureCelsius L A0 PH 2% AR E

REREB

HTTP R WMREE ID
500 InternalError
Bl

1& 5] PR 7845 JSON Wi %«

{
“Id": "ProcessorMetrics"”,
“TemperatureCelsius": 34,

“Name": "Processor Metrics",
"ConsumedPowerWatt": 24,

“Description”: "This resource is used to represent a processor metrics for a Redfish implementation.",
“@odata.type": "#ProcessorMetrics.vl_1_0.ProcessorMetrics",
"@odata.id": "/redfish/v1/Systems/1/Processors/1/ProcessorMetrics",

“@odata.etag": "\"2c50f0353a3827e65b4\""

%R MemoryMetrics

PRI T RAHEA Redfish LI N FRARHE,

IR 1

PE R B 15 /redfish/v1/Systems/1/MemorySummary/Mem-
oryMetrics

S AP Eis MemoryMetrics_vl.xml

GET - AFEREM

il GET J5 ¥/ % Redfish IR55 1 Memory % U5 H i JE 1,

E3R URL
GET https://<BNC_IPADDR>Iredfish/vl/Systems/1/MemorySummary/MemoryMetrics
BERIEX
T
) R 1IE 3
B FH g
Id FAF e “MemoryMetrics”’
Name T H “Memory Summary Metrics”
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T8 e 3] iR
Description FAF “The usage and health statistics for system memory
summary.”’

BandwidthPercent ¥ WNEFEHE S

OperatingSpeedMHz e WTEZ T B (DL MHz 3% MT/s NEAL, MBI E) .

RAERB

HTTP RA&ER BBRW A ID

500 InternalError

Pl

1& 5] PLF 75 45 JSON Fi B -

{
“OperatingSpeedMhz": 2933,
"BandwidthPercent": 0,
"@odata.type": "#MemoryMetrics.vl_3_0.MemoryMetrics",
"Id": "MemoryMetrics",
"@odata.id": "/redfish/v1/Systems/1/MemorySummary/MemoryMetrics",
"@odata.etag": "\"273ef9e516c225a3db1\"",
“Name": "Memory Summary Metrics",
“Description”: "The usage and health statistics for system memory summary."

}
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F15F TFHERE

%R Storage

WHRBEH T EAEA Redfish LI E

PR R T i 1 ) 2 R
PR 2 /redfish/v1l/ Systems/1/Storage/{Id}
P21y Ay StorageCollection_vl.xml

Storage_vl.xml

GET - R RIBES
B GET Js A 38 I 95 45 077 B 4 1 VL1 1

&R URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/Storage

FREX
7

e R 1 X

Wi 7 & £ 45 DL S50 JSON X4

TR

e i)

ik

Members

Bl

Wi FEEOTER M SR R

Name

TR H

StorageCollection

Description

S

13 . . b4
A collection of storage resource instances.

RS REG

HTTP RAERG

MR AE ID

500

InternalError

Rl
& 18] DL 78 4] JSON i B -
{

"Members": [

{

"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot1"

I3
{

"@odata.id": "/redfish/v1/Systems/1/Storage/HBA_Slot10"

}’
{

© Copyright Lenovo 2018, 2024
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"@odata.id": "/redfish/v1/Systems/1/Storage/7MM "

"@odata.id": "/redfish/v1/Systems/1/Storage/M.2 "

"@odata.id": "/redfish/v1/Systems/1/Storage/Direct_Attached NVMe"

}
]

@odata.type": "#StorageCollection.StorageCollection”,

“@odata.id": "/redfish/v1/Systems/1/Storage",

"Name": "StorageCollection”,
"@odata.etag": "\"3fe649519a8f27e9c28\"",
"Members@odata.count”: 5,

“Description”: "A collection of storage resource instances"”

GET - FHEHIREM
§ 71 GET J7 A 5 M 5 2 12 b4 JE R0 I

B3R URL
GET https://<BMC_IPADDR>[redfish/v1/Systems/1/Storage/{Id}
M R IE 3T
FB XK ik
Description FHFH | “This resource is used to represent a storage for a Redfish
implementation.”
Id PR | IR AARIRAT .
Links R BN/ 54
Enclosures ¥edl MLAE %R URT 51 H .,
Enclosures[N] 4 BE¥%: /redfish/vl/Chassis/1
Name FRH | RN AR,
Status 4 CEIT.
State FH | “Enabled”
HealthRollup FREE | R B IR A E b AR B TIRPUIR A
Health PR | RS REARBITROUE R, BREEhaG. EEmE
StoragePools T AR AR AR B ER
E: WIRAEGE R RAID fE6EFshlds, WK R EX &R,
StorageCon- A JT 36 42 A% W 4 1) 2% £ 6L
trollers
StorageCon- 4 G
trollers[N]
AssetTag FRFH | SO A B AR D
Support- A FERE R 25 SC R B9 RAID KRR,
edRAIDTypes
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TR e 3. ik
Support- FRH | TRIT.
edRAID-
Types[N]
FirmwareVer- | 27 | $is il 45 09 I8 £ 5 B
s W R R NVMe 266, WX 50K 9 298
PClelnterface | %% CREH,
W WRGFHEEN DRGSR 7 2K, WEERIENR,
MaxLanes I X H Y PCle B,
MaxPCleType | %% X F# I PCIe HLIE 1 55 R AR
PCIeType LS IEAEE B PCIe BTE BIRRAS
LanesInUse B IEAESE A PCle @B EL
Identifiers ¥edl Vs A 4 A B B X R
Wi 1
H: WRFHER NVMe 266, WX 50K 90298
Identifiers[N] | x}% CRIT,
Durable- FRH [ “UuiD”
NameFormat
W WRFHER NVMe 265, X 50K 3 15 98
gurable- FREE | WA 4R B UUID,
e W WRTFHER NVMe 266, WX 50K 90298
Manufacturer | ZRFH | oA Ak s i 25 04 ) 36 Y
Model FRH | XA A RS
Memberld FRH | XOREA R AR IRAT .
Name FREH | TR0 25 0 B R
Cachesummary | Xf#4 A7 o ) 25 8 R R A I R BOE AR B
T WRAERER 7 2R NVMe 7265, 0] b0 G085 Bl Bt .
TotalCache- BR Wd BB B R R AE (DL MiB AL
HieehiB Yo WIRAERARE 7 SR SK NVMe 756, TG BN,
Persistent- B B PRFEAER S (DL MiB A BAL)
CacheSizeMiB
H: WRAERER 7 2K NVMe 7265, 0] 00 085wl B .
Status IO WA 4 1) 2 ) R AE R BRI RS
State FRFH | BB S I R E AR
Health PR | BAERE s S 0 B AE T B B TR
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TR KM #iik
Location IOE 3 b maE,
H: WIRFEEE NVMe 76, S 508 B KSR
PartLocation pap 3 AL E
LocationOr- | %% FETR BE A B 5 ) 45 PR 0 B A B0
dinalValue
LocationType | 47 “Slot”
ServiceLabel | ZFF it | G4 fif 5t 45 B IR 5545 25
InfoFormat PR | “Slot X7 o fUEM T T Purley B Lenovo %%,
Info FRE | N “Slot X” o MUEM T T Purley #J Lenovo R4,
SKU TR | WA SKU,
E: WURAFRER NVMe 268, 10X 50K 3 B8
PartNumber TR | DA RS RS
H: WIRAAEE NVMe 76, G G4 B KGR
SerialNumber | S7F | A7 B b ) 25 0 1 5 5
E: WURAERER NVMe 265, 010Xt 50K 3 B3 8
SpeedGbps By T 428 Tl i 1 8 8 4 10 R i R JBE
SupportedCon- | ¥4 SCRE T 5 DA 2 1 2% T A O B AR
trollerProtocols
SupportedDevi- | £ 4] P b ) 4% T T4 R 4 R R AT TEAR R B
ceProtocols
Status IO b7 i 2 1l 4 IR
State FRE | PR A R
Health FRE | PR A BT RO
Drives e T B B B 3 £ ) 2% A T £
Drives[N] pap s i
Volumes Bl P A BRI B
Volumes[N] IIE 3 %
KA
HTTP RAR HRMA D
500 InternalError

=

1& [5] LR 75 45 JSON Fi B -

{
“Drives": [

{
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"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot18/Drives/Disk.0"
H

{

"@odata.id": "/redfish/v1/Systems/1/Storage/RAID Slot18/Drives/Disk.11"

}

l,
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot18",
"Volumes": {

“@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot18/Volumes"
I
"StorageControllers”: [

{
“SerialNumber": "SP627P1828",
"SupportedDeviceProtocols": |
"SATA",
"SAS"

1,
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot184#/StorageControllers/0",
"AssetTag": "",

"MemberId": "0",
"Location": {

"PartLocation": {

"LocationType": "Slot",
"ServicelLabel": "PCI 18",
“LocationOrdinalValue": 18

1,
"InfoFormat": "Slot X",

“Info": "Slot 18",

"Info@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead.”,

"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."
I8
"FirmwareVersion": "51.10.0-2837",

"Status": {
"Health": "0K"
}
"SupportedControllerProtocols”: [

"PCIe"
1,

"Name": "ThinkSystem RAID 930-16i 4GB Flash PCIe 12Gh Adapter"”,
"SKU": "01KN508",
“0em": {

"Lenovo": {

"SupportedRaidLevels": "0/1/5/6/10/50/60",
"Battery": {
"SerialNumber": "7962",
"RemainingCapacity”: "3621",
"DesignVoltageMv": 9500,
"CurrentMA": 0,
"ProductName": "CVPM0O5",
"OperationalStatus"”: "Operational”,
"DesignCapacity”: "3063",
"VoltageMV": 9829,
"TemperatureCelsius": 28,
"BatteryType": "TMMC",
"Manufacturer": "LSI",
"Chemistry": "EDLC",
"FirmwareDescription": "07251-00",
"FullChargeCapacity": "01"
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"Mode": "RAID/IBOD",
"SupportedRaidlLevels@Redfish.Deprecated”: "The property is deprecated. Please use
SupportedRAIDTypes instead."
}

},
"Identifiers": [
{
"DurableNameFormat": "UUID",
"DurableName": "0000000000000000500605B2016249C0"
}

1,
"PartNumber": "SR17A04506",
"SpeedGhps": 12,
"Manufacturer": "Lenovo",
"SupportedRAIDTypes": |
"RAIDO",
"RAID1",
"RAID5",
"RAID6",
"RAID10",
"RAID50",
"RAID60"
1,
"Model": "SAS3516",
"CacheSummary": {
"Status": {
"State": "Enabled",
"Health": "Warning"
1
"TotalCacheSizeMiB": 4096,
"PersistentCacheSizeMiB": 128
}
}
1,
“Name": "RAID Storage",
“StorageControllers@odata.count”: 1,
“Id": "RAID_Slot18",
“@odata.type": "#Storage.vl_7_0.Storage",

"Links": {
"Enclosures”: [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
]
}

“Drives@odata.count": 12,
"@odata.etag": "\"f8hf8ed58a4584cf58cbala8eff8af13\"",

"Status": {
"State": "Enabled",
"Health": IIOK"’

"HealthRollup": "0K"
1

“Description”: "This resource is used to represent a storage for a Redfish implementation."

&R Drive
HHEBEHTEARAEN Redfish LI EAE B,
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PR R 7 22 ) i L S 9 58
g/ ¥ g e /redfish/v1/Systems/1/Storage/Id/Drives/{Driveld}
BAe S Drive_vl.xml

GET - HF#EHIREENER
B GET J5 ¥ % M 55 i 1 B 58 V8 U8

3R URL

GET https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/Storage/Id/Drives/{Driveld}

BERIEX
"
) B 1E 3
B R ik
AssetTag paE | R AR
Description FAF “This resource is used to represent a drive for a Redfish
implementation.”
BlockSizeBytes | {5 e BRAS 7% W) B /el S aE B SC R R,
Capable- B PRURTEA L7 85398
SpeedGbs
CapacityBytes | ¥{2 PERESE R RN (LT N BpL)
Encryption- P “None”
Ability
“SelfEncryptingDrive”’
EncryptionSta- | 245 H “Unlocked”
tus
“Locked”
“Unencrypted ”
Negotiated- | %% | MBLak i A BRI LTI, DATORGUE (Ghivs) Wifi,
SpeedGbs
HotspareType | 24 “None”
“Global”
Id FAF W4 ID
FailurePre- i /R F8 7 DO 28 24 i A T 0 B B R A A
dicted
Identifiers A TN ES T/
Identifiers[N] | x4 cRH.
Durable- FRF “uuIp”
NameFormat
DurableName | 24 & &M UUID 15 8
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FB K Wiig
Links R gt
Chassis P MLAE VR URI 51 H .
Volumes B LR A R ORI N R
Volumes[N] YR biE
PCleFunctions | {4l T 8% 7 42 1) PCIe ZhRE MY BEIREAL,
PCleFunc- iE o R
tions[N]
PhysicalLoca- | xj% WG B A
tion
PartLocation | %} 4 R E
LocationOr- | #&¥y TR T 25 Y AL B B B
dinalValue
LocationType | =45 “Bay”
ServiceLabel | 2% P 58 25 1 e 55 25
Info TR B WRNFEERS . WRFHEEENELGEE K RAID, WK &R )& ik,
InfoFormat FIF R “sréot Number” o WIRGHZ EHE KGR K RAID, W &R0
& .
Manufacturer =] 158 5 104 ] 32 v
MediaType TR 5 255 By A Jo 8 A
Model TR B T 4% P R 5
Name FIF T 3% 1 4 R
PredictedMe- | ¥(# 0-100, WEAEBBARE M
diaLifeLeftPer-
cent
SKU S H JEAE & SKU,
StatusIndicator | 7 ff H RERAITEPRE, H TR &R ERE B
T WRTEEE NVMe AIC 7766, 0] b i ko5 49 558 38
PartNumber R s 28 ) F 4 5
Protocol PR WG 8 )T 55 170 4 1 2% 8 A5 W B 3o
Revision FRE T 2% v [ 1 /8 AR
Rotation- e T 28 A 4
SpeedRPM
SerialNumber | 244 1 35 1 7 5 5
Status R S5
State PR “Enabled”
Health FIF 1 8 s AT RO B

HE: PHR “Drive” W LAIEZMRMARERL, EXUFEOLT, #lin M.2 R EFNT NVMe i,
a5 B AT REA AT
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RERB

HTTP RA&NR® WMRHE ID
500 InternalError
Pl
& 18] DL 78 4] JSON i ¥ -
{
"SerialNumber": "WOK02Y42",
"Id": "Disk.1",
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID Slot18/Drives/Disk.1",
"Revision": "L5AT",
"AssetTag": "",
"FailurePredicted": false,
"BlockSizeBytes": 512,
"HotspareType": "None",
"CapableSpeedGhs": 12,
"Identifiers": [
{
“DurableName": "",
"DurableNameFormat": "UUID"
}
1,
“StatusIndicator”: null,
"PartNumber": "SH20L60465",
"EncryptionStatus”: "Unencrypted",
"MediaType": "HDD",
“Description"”: "This resource is used to represent a drive for a Redfish implementation.",
Volumes": [],
“Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
I8
"PCIeFunctions”: []
I8
"RotationSpeedRPM": 10500,
"NegotiatedSpeedGhs": 12,
"@odata.type": "#Drive.vl_6_0.Drive",
"Status": {
"State": "Enabled"”,
"Health": "0K"
8
“Protocol": "SAS",
“Name": "3006B 10K 12Gbps SAS 2.5 HDD",
"PredictedMediaLlifeLeftPercent”: null,
"EncryptionAbility": "None",
"0em": {
“Lenovo": {
“DriveStatus": "Unconfigured good",
"@odata.type": "#LenovoDrive.vl_0_0.LenovoDrive"
}
}

"CapacityBytes": 300000000000,

"Physicallocation": {

"PartLocation": {
“LocationType": "Bay",
"ServiceLabel": "Drive 1",
“"LocationOrdinalvValue": 1

b
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“InfoFormat": "Slot Number",

“Info": "Slot 1",

"Info@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead.",

"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."”
1
"Manufacturer": "LENOVO",
"@odata.etag": "\"9ed0621341deebbbe98hb40ddeebadsl\"",
“Model": "ST300MM0048",
“SKU": "00FCé612"

&iB Volume
B T RAHEA Redfish LW EE L.

PHR R F A 2 o 0 A BRI 6 2 i

Vg ¥z /redfish/v1/Systems/1/Storage/Id/Volumes/{Vol-
umeld}

Bty A Volume_v1l.xml

GET - HEF®#IZHIREENS

ER URL
GET https://<BNC_IPADDR>Iredfish/vl/Systems/1/Storage/Id/Volumes/{VolumeId}

W R IE X
TB R #iik
Description T H “This resource is used to represent volume in Redfish

. . b
implementation.

BlockSizeBytes B KK 1 5 /N AT 41k B R R R/
T WRAFRA 7 2Kk M2 776, T U % BB E

AccessCapabili- A X R 10 Vil hhE,
ties
W WORAERE N M2 76, T e xS 08 S e

CapacityBytes b g B RN (LEITNEAL)

Id FIFH | B ID
Links MR BT,
Drives A F T 6 4 B R 45 B 51 84
Drives[N] B R
RAIDType FRE | B RAID HH,
Name FRE | BERAK
Status pOE 3 CREIT.
State PR | WEBRRE,
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B XM ik
Health FREH | ENBTR.
ReadCachePolicy | ZfFi | #5536 IR A7 R E
W WORTEER 7 2R M2 16, T 0 S8 w5 B
ReadCachePolicy | 245 5 “Off” . “ReadAhead” .
@Redfish.Allow-
ableValues TE: WORAEE Y 7 KRS M.2 Fa6#, T e ) 00 1 B
WriteCachePolicy | 75 | 8RB 1B NEHF R E,
E: WIRAEGE 7 KRS M2 7465, T b XS 50 1 B
WriteCachePolicy | S2£f H “WriteThrough” . “UnprotectedWriteBack” fl “ProtectedWrite-
@Redfish.Allow- Back” .
ableValues
E: WIRAEGEDY 7 ZOREE M2 74%, D0 e X 585 15 B
StripSizeBytes B i 2% AL B0 Wi O R S B S T B SR B () B
W WOREER 7 2R M2 1264, I 508 w5 R
DisplayName FRE | AT a4 B0 R,
E: WIRAEGEY 7 ZKREE M2 6%, T e XS G0 w5 B
Actions R S5
W WORTEER 7 2R M2 16, 00 S8 B R
#Volume.Initial- | %f4 gEHN
ize
RERE
HTTP RAERY WP A 1D
500 InternalError

=P

1B 18] PR 78 ) JSON Mg 3%«

{

"Id": II1II’
"Links": {
“Drives": [

{

"@odata.id": "/redfish/v1/Systems/1/Storage/RAID Slot14/Drives/Disk.0"

}
]
}

“WriteThrough",

“UnprotectedWriteBack"”,

“ProtectedWriteBack

]!
"BlockSizeBytes": 512,

"AccessCapabilities”: [],

“WriteCachePolicy@Redfish.AllowableValues": [

%15 E. FiEE

241




“DisplayName”: "VD_0",
"ReadCachePolicy": null,
"ReadCachePolicy@Redfish.AllowableValues": [
Iloffll,
"ReadAhead"
]

@odata.type”: "#Volume.vl_4_1.Volume",

"Status": {
"State": "Enabled",
"Health": "0K"

}

Capacity": {
"Metadata": {},
“Snapshot": {},
"Data": {}
1
"Name": "VD 0",
"Description”: "This resource is used to represent a volume for a Redfish implementation.",
"Actions": {
"#Volume.Initialize": {
"target": "/redfish/v1/Systems/1/Storage/RAID_Slot14/Volumes/1/Actions/Volume.Initialize",
"title": "Initialize",
"InitializeType@Redfish.AllowableValues": |
"Fast"”
]
}
I8
"0em": {
"Lenovo": {
“DriveCachePolicy": "",
"@odata.type": "#LenovoStorageVolume.vl_0_0.LenovoStorageVolume",
"Bootahle": true,
"AccessPolicy": "",
"I0Policy": "",
"RaidlLevel": "RAID 0"
}
b
“CapacityBytes": 238999830528,
"RAIDType": "RAIDO",
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot14/Volumes/1",
"@odata.etag": "\"8a2516f626f924f192e\"",
"StripSizeBytes": 0,
"WriteCachePolicy": null

POST - t|i&E %
£ H POST J iM% .

#E3R URL
POST https:// <BMC_IPADDR>Iredfish/v1/Systems/1/Storage/{Id}/Volumes

242 Lenovo XClarity Controller REST API 35/



ERIEX

TB 3] i

Name TRE | WA,

1

RAIDType 248 | [RAIDO, RAID1. RAID5., RAID6. RAIDIE. RAID00. RAIDI10,

1 RAID50, RAID60] ' fl T3 —Fi

CapacityBytes FRHE | 2 1048576

it 2

ReadCachePolicy | 245 & “off” B “ReadAhead”

WriteCachePolicy | S24F Hs “WriteThrough” . “UnprotectedWriteBack” 5 “ProtectedWrite-
Back”

E 1 WETERATN, EeIEE N AR NS P47,

E 2: WEMEARRSFEGRFET A, Fib GET #4E P eyjE v it 5 POST # M b i i N &

A, WAER B /MR 1048576 (1 MB = 1024 * 1024) .

g R
M 17 38 1] 1 St B 284 8

RAERBE

HTTP RERY B A ID

201 Created

500 InternalError

Bl
PLF 7Bl POST 1EXC

{
"Name": "VD_4",
"RAIDType": "RAIDO"

& 18] DL 75 ] JSON Wi 7,

{
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot2/Volumes/23",
"Status": {
“State": "Enabled",
"Health": "0K"
I
"ReadCachePolicy@Redfish.AllowableValues": [
"off",
"ReadAhead"

1,
"WriteCachePolicy@Redfish.AllowableValues": [
"WriteThrough",
“UnprotectedWriteBack"”,

%15 E. FiEE
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"ProtectedWriteBack"
1,
Iloemll: {

“Lenovo": {}

}

@odata.type": "#Volume.vl 4 1.Volume",
“Links": {
“Drives": []
I8
“Description”: "This resource is used to represent a volume for a Redfish implementation.”,
"@odata.etag": "\"d4eebd9ccabbc25aael2\"",
"Actions": {
"#Volume.Initialize": {
"target": "/redfish/v1/Systems/1/Storage/RAID_Slot2/Volumes/23/Actions/Volume.Initialize",
"title": "Initialize",
"InitializeType@Redfish.AllowableValues": |
"Fast"
]
}
h

“AccessCapabilities": []

POST - 414k E
i Fl POST J 0l 5,

B3R URL
POST https://<BMC_IPADDR>Iredfish/v1/Systems/1/Storage/{Id}/Volumes/{VolumeId}/Actions/Volume.Initialize

ERIEX

TB 8] ik

InitializeType FR “Fast”

e 1
P/

RERB

HTTP RAERG WAL D

204 NoContent

500 InternalError

Bl
PLFAHE POST IEX

{

“InitializeType”:”Fast”

}
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PATCH - BT 5188

i PATCH J5 ¥ ¥ 37 Redfish R 55 138 o i g 1,

F3R URL

PATCH https://<BMC IPADDR>Iredfish/v1/Systems/1/Storage/{Id}/Volumes/{VolumeId}

BRIEX
ST AY R M  F F R, A X S g AR v DA Bk B

FB X ik

Name FRE | HEBEE 15 TEHNH LK.
ReadCachePolicy | ZffH# | “Off” 5 “ReadAhead”

WriteCachePolicy | “ff#i | “WriteThrough” . “UnprotectedWriteBack” 5 “ProtectedWrite-

Back”

Oem/Lenovo/IOP- | 2fFH | “DirectlO” 3 “CachedlO”

olicy

Oem/Lenovo/Ac- | ZfFH | “ReadWrite” . “ReadOnly” B “Blocked”
cessPolicy

Oem/Lenovo/Dri- | 2ff#i | “Unchanged” . “Disable” 3 “Enable”
veCachePolicy

e 82

W B2 IR l  IN S GET ##EMH I, (H3E 5 7 )& it

KRB

HTTP K& WRW A ID

200 OK

400 BadRequest

500 InternalError

WER, WRCKEENEE, WSREFEGHHEE ID “ChassisPowerStateOnRequired” 1] 400

BadRequest,

=~

PLF Rl PATCH 1E 3L

{
}

"ReadCachePolicy": "ReadAhead"”

DELETE - M %
f# /| DELETE J5 #: M B% Redfish IR55 1%
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#ER URL
DELETE https://<BMC_IPADDR>Iredfish/vl/Systems/1/Storage/{Id}/Volumes/{VolumeId}

BERIEX

Too

M 1

Tto

RERB
HTTP RN WMREE ID
204 NoContent
500 InternalError

%R StoragePool

W B R TR R HEA Redfish SEILH StoragePool 5 B,

Ve U E A H A 6 2 1) 4% B B StoragePool
VU 12 /redfish/v1/Systems/1/Storage/Id/StoragePools/{StoragePoolld}
IR S StoragePool_vl.xml

%R StoragePool
VR T R A HEA Redfish LILH StoragePool 5 &

FHRE R HH 77 i s ) 25 45 BE Y StoragePool ¥
JH & 1% /redfish/v1/Systems/1/Storage/Id/Storage-
bz 1 y g g
Pools/{StoragePoolld}
1LY ARy StoragePool_v1l.xml

GET - HF#EZ HB{EEM StoragePool
i Hl GET J5 K & 5545 1 StoragePool ¥k,

HR URL
GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/Storage/Id/StoragePools/{StoragePoolId}
) B 1F 32
TR KRR #iik
Id FRE [ % ID
Name TR | BREEAK
Description FIFH “This resource is used to represent StoragePool in Redfish
implementation.”
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B XM ik
AllocatedVolumes | HE§ ML it 2 BE B B SR A R 5T
Capacity R AEMAE,

Data JIE 3 H5H P BEMRHE G E.
AllocatedBytes | #&%y F 0 2 58 25 W7 BB A2 6 O DR BN 2B 43 IS A = T R
1C;otnsunrled- BE BEBOHE ST AE BE B A7 B b o B = 5

ytes

Metadata R 5B BEHIMAERGER.

Snapshot xR 5 I g BRI A R A B,

CapacitySources A [l 2 7 a1 W TV

Capaci- xR DL A7 % W 22 1H) 43 BE B BE AN T R

tySources[N]

Id TR | CapacitySource M ¥EUE ID,
Name P CapacitySource SR A i
Description ZRF | Ik CapacitySource ##id,
Providing- e R H N — AR
Drives

Status SR BT A AR A,

State FREE | AR b R
SupportedRAID- Bl g X1 RAID REIE S,
Types

RERE
HTTP R WMRIHE ID
500 InternalError

"AllocatedBytes": 298999349248,
“ConsumedBytes": 2989993492438

Bl
& 18] DL 78 4] JSON i ¥ -
{
"Capacity”: {
"Metadata": {},
“Snapshot": {},
"Data": {
}
}

"Name": "Pool_1 1",

“Description”: "The resource is used to represent a storage pool for a Redfish implementation."”,

"@odata.etag": "\"7a4f29555d192af3bb5\"",

"CapacitySources": [

{
"Id": ||1||’

"Name": "CapacitySources 1",
"@odata.type": "#Capacity.vl_1_3.CapacitySource",

%15 E. FiEE
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"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot14/StoragePools/Pool_1_1/CapacitySources/1",
"ProvidingDrives": {
"@odata.id":
“lredfish/v1/Systems/1/Storage/RAID_Slot14/StoragePools/Pool_1_1/CapacitySources/1/ProvidingDrives"
1
"Description”: "The resource is used to represent a capacity for a Redfish implementation.",
"@odata.etag": "\"31dd7e507e4725ab6be5\""
}
1,
"Id": "Pool 1 1",
“AllocatedVolumes": {
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID Slot14/StoragePools/Pool 1 1/AllocatedVolumes"
I8
“Status": {
"State": "Enabled"
5
“SupportedRAIDTypes": [
"RAID1"
1,
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot14/StoragePools/Pool_1_1",
“CapacitySources@odata.count": 1,
“@odata.type": "#StoragePool.v1_5_0.StoragePool"
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%16 &

BIOS REM| S EHE

%R Bios

WHRBEH T EAHED Redfish LA BIOS K&,

PR K 2
TEUR B 42 /redfish/v1/Systems/1/Bios

/redfish/v1/Systems/1/Bios/Pending
By A Bios_vl.xml

GET - BIOS #&iR

i | GET J7 ¥4 & Redfish R 5589 BIOS % J5 b )@ ok,

HFR URL
GET https://<BMC_IPADDR>[redfish/v1/Systems/1/Bios
BERIEX
7
0a 81 1E 32
B kM ik
Id T | “Bios” .
Name T H “Bios” .
Description R “System Bios”
AttributeRegistry FHH | “BiosAttributeRegistry.1.0.0”
Attributes JOE IX R A T 36 W AR B R Y BIOS J@ AR,
Actions NH BRIt
#Bios.ChangePassword X4 o
@Redfish.ActionInfo g /redfish/v1/Systems/1/Bios/ChangePasswordActionInfo
PasswordName@Red- el Wi: 2/ H$
fish.AllowableValues
WE: 2
PasswordName@Red- PR “UefidAdminPassword” ,
fish.AllowableValues[0]
PasswordName@Red- FIF “UefiPowerOnPassword” ,
fish.AllowableValues[1]
#Bios.ResetBios SR cREIT.
@Redfish.Settings pOEd [958

© Copyright Lenovo 2018, 2024
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T B KRR #ii&

Messages A W: MER,
Messages|[N] POE 3 BT
Messageld P “RebootRequired”
RelatedProperties A Wi: FHFH.
RelatedProperties[N] | 7 | BIOS BB E 4F. MY “#Acributes/” + B
HR,
Severity T H “Warning”
Message P “Changes completed successfully, but these changes will
not take effect until next reboot.”
Resolution FIF R “Reboot the computer system for the changes to take
effect.”
SettingsObject g /redfish/v1/Systems/1/Bios/Pending/
Time SRE | R LU I I
SupportedApplyTimes A Ti: FAFH
WE: 1
SupportedApplyTimes[0] | Z4f8# | “OnReset” .
Links POE 3 BT
ActiveSoftwareImage R /redfish/vl/UpdateService/Firmwarelnventory/UEFI
Softwarelmages A Wi: PP
B 1
SoftwareImages[1] g /redfish/vl/UpdateService/Firmwarelnventory/UEFI
SoftwareIm- ¥ 1

ages@odata.count

RERB

HTTP KRR WA ID

500 InternalError

=Bl
i& [ DL R 7 45 JSON Fi B :

{
"@odata.type": "#Bios.vl_0 _6.Bios",
"Actions": {
"#Bios.ResetBios": {
"target": "/redfish/v1/Systems/1/Bios/Actions/Bios.ResetBios",
"title": "ResetBios"
1,
"#Bios.ChangePassword": {
"PasswordName@Redfish.AllowableValues": [
"UefiAdminPassword",
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"UefiPowerOnPassword"
1,
"@Redfish.ActionInfo": "/redfish/v1/Systems/1/Bios/ChangePasswordActionInfo",
"target": "/redfish/v1/Systems/1/Bios/Actions/Bios.ChangePassword",
"title": "ChangePassword"
}
5
“Id": "Bios",
“AttributeRegistry": "BiosAttributeRegistry.1.0.0",
"Attributes": {

8
"Name": "Bios",
"@odata.id": "/redfish/v1/Systems/1/Bios",
"@odata.etag": "\"610e10e486e3486d2a50c5b9e6750559\"",
"Description": "System Bios",
"@Redfish.Settings": {
"@odata.type": "#Settings.vl_2_1.Settings",
"SettingsObject”: {
"@odata.id": "/redfish/v1/Systems/1/Bios/Pending"

3
“Messages": [],
"SupportedApplyTimes": |

"OnReset"
1,
“Time": "2019-11-28T10:07:08+00:00"
I3
"Links": {

"ActiveSoftwareImage": {

"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/UEFI"

|3
"SoftwareImages": [
{
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/UEFI"
}

],

"SoftwareImages@odata.count”: 1

POST — X BIOS ZWB1ix &
£ POST J5 ¥ ¥ X BIOS %G E

B3R URL
POST https://<BMC_IPADDR>Iredfish/v1l/Systems/1/Bios/Actions/Bios.ChangePassword
BERIEX
TR %A BW A ID
Password- A “UefiddminPassword” B “UefiPowerOnPassword”
Name
OldPassword FAF fit & 2% OldPassword,

NewPassword | “24f BL B 2% NewPassword, ZHHG W R A%, WRANZ, MEHK
AL 8, HKA 20, WHHN M ETE Lenovo UEFI # 5L,
A I EAELM WP
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e R IE 3C

"
RESRKEB
HTTP RAERY WIRMAE ID
200 RebootRequired
400 ActionParamFormatError
403 InsufficientPrivilege
500 InternalError
e R 7= 45
VLR 7Bl & POST 1E3C,
{
“PasswordName" : "UefiAdminPassword",
((OldPasswordH:H******H’
"NeWPaSsWOrd" . 1k ok ok ok kok 1
}
I8 [8] DL M R«
{
"@Message.ExtendedInfo": |
{
"MessageArgs": [],
"Resolution”: "Reboot the computer system for the changes to take effect.",
"Messageld": "ExtendedError.1.1.RebootRequired”,
"Severity": "Warning",
"Message": "Changes completed successfully, but these changes will not take effect until next reboot.",
"@odata.type": "#Message.vl_0_b.Message"
}
]
}

POST - EE BIOS #
il POST ¥ & BIOS %X E

ER URL
POST https:// <BNC_IPADDRsIredfish/v1/Systems/1/Bios/Actions/Bios.ResetBios

FRIEX
7

W Bz 1E XX
P/
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RAERBE

HTTP RN BRI A ID
200 RebootRequired
403 Forbidden
500 InternalError
503 ServiceUnavailable
e 2 7
POST EXH %,
A& [8] DL W <
{
"@Message.ExtendedInfo": |
{
"MessageArgs": [],
“Resolution"”: "Reboot the computer system for the changes to take effect.”,
“Messageld": "ExtendedError.1.1.RebootRequired",
“Severity": "Warning",
“Message": "Changes completed successfully, but these changes will not take effect until next reboot.",
"@odata.type": "#Message.vl_0_b6.Message"
}

GET - &# BIOS iR E
fli | GET # ¥4 % Redfish it 551 BIOS %I (B#:) ryEH:.

B3R URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/Bios/Pending

BERIEX

7o

I
TR ey ik
Id FAF “Pending”
Name I “Pending”
Description PR “Bios Pending Setting”
AttributeRegistry FIFH | “BiosAttributeRegistry.1.0.0”
Attributes X4 CJ&JT, BIOS J& iy H5i
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RERD

HTTP R WMREE ID
500 InternalError
Bl
&[5 DL R 7 ] JSON Mg ¥ -
{

"1d": "Pending”,

“Name": "Pending",

"@odata.context": "/redfish/vl/$metadata#Bios.Bios",

"@odata.type": "#Bios.v1_0_6.Bios",
“AttributeRegistry": "BiosAttributeRegistry.1.0.0",
"Attributes": {
"DevicesandIOPorts_Device_Sloté" : "Enable",
"Memory_MemorySpeed" : "MaxPerformance",
“Processors_CPUPstateControl” : "Autonomous”,
"Processors_CStates" : "Disable",

N

“@odata.etag": "\"55e794278a844299f0ee2f8eb5¢c57a9e\"",

"@odata.id": "/redfish/v1/Systems/1/Bios/Pending",

“Description": "Bios Pending Setting"

PATCH - E# & # BIOS 18 &

i | PATCH J7 ¥ ¥ %7 Redfish R 55 89 BIOS %t J5 b g

ER URL
PATCH https://<BNC_IPADDR>Iredfish/vl/Systems/1/Bios/Pending
BERIEX
T F AR T TR, B A IX B g 4 AR T DA B B
T8 RH g
Attributes * 4 O, BIOS &ty X,
1 Az
R IR M IN S S GET #AEMHE, HEH T8,
WK
HTTP K& BB A 1D
200 RebootRequired
403 InsufficientPrivilege
500 InternalError
503 ServiceUnavailable
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=

PLF P& PATCH IE X,

{
"Attributes":{

“DevicesandIOPorts_Device _Sloté":"Disable"

}
}

BhiE4T PATCH #1E)5, FRSFHIEEHPRAE B LT 786 JSON i ) :

"@odata.context" : "/redfish/vl/$metadata#Bios.Bios",

"AttributeRegistry" : "BiosAttributeRegistry.1.0.0",
"@odata.id" : "/redfish/v1/Systems/1/Bios/Pending",
"@odata.etag” : "\"150413e15fe8f09a9a53h1f0edf68cfe\"",

"DevicesandIOPorts_Device_Sloté" : "Disable"”,
"Memory_MemorySpeed" : "MaxPerformance",
"Processors_CPUPstateControl" : "Autonomous”,

{
"Id" : "Pending",
"Attributes" : {
}
}

PATCH - BLE AMT i3 1% I
i H PATCH Jj Bl E Redfish R3S BIOS HIHEH ) AMT W& 50,

W: BPLEAET URL 4 F AMT Wik iE B “Memory AdvMemTestOptions’
ry_. P

https://<BMC_IPADDR>/redfish/v1/Systems/1/Bios, HRiAN%EN 0,

&R URL

PATCH https:// <BMC_IPADDR>Iredfish/vl/Systems/1/Bios/Pending

BREX
LEHH AR T R, P ax S g PR AT DLk B R

B KRR ik

Attributes | X4 CJEJF, BIOS J& 1t M8 H5ikE.

e Bz

Wi 3% 0] i N 25 5 GET #RAEH R, fH3E 3 78

RERB

HTTP RA&ENRH HRH A ID

200 RebootRequired
403 InsufficientPrivilege
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HTTP RAER BWIRWMAE ID
500 InternalError
503 ServiceUnavailable
Bl
VL F Bl & PATCH iE X,
{
"Attributes": {
"Memory_MemoryTest": "Enabled",
"Memory_AdvMemTestOptions": 0xF0000,
"SystemRecovery_P0STWatchdogTimer": "Disabled"
}
}

B Hi247 PATCH ##4E)5, RSHIEE WHRE B DL T 7R 6] JSON Wi 5 :

"Message": "Changes completed successfully, but these changes will not take effect until next reboot."

{
“Name": "Pending",
“@odata.type": "#Bios.v1_2_0.Bios",
"@odata.id": "/redfish/v1/Systems/1/Bios/Pending",
“@odata.context": "/redfish/vl/$metadata#Bios.Bios",
“AttributeRegistry": "BiosAttributeRegistry.1.0.0",
"@odata.etag": "\"2856he2dd5340359614bbh4\"",
“Description": "Bios Pending Setting",
"Attributes": {
"Memory_AdvMemTestOptions": 983040,
"Memory_MemoryTest": "Enabled",
"SystemRecovery POSTWatchdogTimer": "Disabled"
|8
“Id": "Pending",
"@Message.ExtendedInfo": |
{
"@odata.type": "#Message.vl_1_2.Message",
"Messageld": "ExtendedError.1.2.RebootRequired”,
"Resolution”: "Reboot the computer system for the changes to take effect.",
"MessageArgs": [],
"MessageSeverity": "Warning",
}
]
}

IR AttributeRegistry

WHRBEH T EAED Redfish LI B HEME.

IR 1

PR g 15 /redfish/vl/schemas/registries/BiosAttributeReg-
istry.1.0.0.json

Iy A byl AttributeRegistry_v1.xml
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GET - BIOS & fix it &
il GET J7 ¥/ % Redfish R 55 #) AttributeRegistry HHYJE 1,

F3R URL

GET https://<BMC_IPADDR>Iredfish/vl/schemas/registries/BiosAttributeRegistry.1.0.0.json

BERIEX
7
I B 1F 32
B M ik
Id P “BiosAttributeRegistry.l .0.0”
Language FAF R “en”
Name FIF R “Bios Attribute Registry Version 1”
aningEn- FIF R “Lenovo”
tity
?(_fgistrYEn- PO U AL 1 A R e % e B R e ) R
ries
Attributes e A 45 Ik B I WY B A B B Al
At- MHR JrE e T i 1
tributes[N]
e e T
Name
Current- FR null
Value
Default- TR Jr A 4 SBKTA =
Value
Display- F R pattr.short_desc
Name
Display- |8 | WIBMDRHE NN TILBHE R INT OPF) M
rder
GrayOut i /R I PR A R B RAS
HelpText | 2ff i Jr M W 5 B ST AR
Hidden i /R I i e 1 B IR 2
Lower- | %% “H TR A TR
Bound
MaxLength | %45~ CEFFHR RAB AR RRFFRKE
MenuPath | 25 i T8 328 I Je A ) SR B UK G AR Y R A
MinLength | % CERFE KRR PEAE W B DA KR
ReadOnly | /R U e By R IR A
Re§et§e- /R Xt FFif BIOS {EMEE P, BAEHERN true.
quire
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T8 k¥ ik
Scalarln- ¥ TR P 3 SR R U I 2 35 3 sk . BB R AR R
crement
Type FIFH JE 2R,
Upper- iES CEBC KA PEAE R ERR
Bound
Value A B B KRR T REE MR
Value[N] [ xf4 N5
ValueDis- | Z£f i JEHEAERH P B EAF . (DLE X MIES B8)
playName
Value- FIFH JB8 i P 1 44 B
Name
ValueEx- FAF AT RE A EN RSB R, DUERT “FPRE” 5“8 KRRt
pression
Warning- FIFH B R A SR
Text
WriteOnly | f5/R EXWEERBERNRE, MHEEE, WREER RS A ihE
Dependen- il 3,5 b 2H A b R kAR o % R ) 3R 4L
cies
Dependen- | X4 B B R AR Ok R
cies[N]
gepen- IR B HETEM R — A R EAE RO R RIER
ency
MapFrom | (4 e S A0 8 O 2R W R R 2 PR A
MapFro- | {4 e S 8t S 2R W B S R 2% A
m[N]
MZPFI‘O- FAF T i AR Ok R Rk AR ik
mAt-
tribute
MapFro- | Z4FH F T T S AR O R Rk X 5k A
mCondi-
tion
MapFro- | ZfFH “CurrentValue”
mProp-
erty
MapFro- | ££f H T i AR Ok &R R B L
mValue
MapTe- | Z4F 5 T AR R RRIBX A G BN LN MapFrom 5% 1938 5 15
rms
MapToAt- | Z4F 5 2 AR 2% F 2 2R w1 g e 1 44 B
tribute
MapTo- FIFH AEHFiH S AR 31 5¢ R 5 XM MapFromAttribute "8 % 1 g 1t 1 ST %L
Property Ei =R
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B XM ik
MapTo- i /R TRUE
Value
Del:l?enden- FIFH JE ) AttributeName, 58 5 T0RE il R 3% 4K M 5¢ &R Rk K i 58
cyFor
Type AL “Map”
Menus Bl 5 B S T L R R G B
Menus[N] | x4 SR T JL R G
gisplay- FRT BESR B H P s B R A 8 (DU XMIE S 27R)
ame
lc))iS(;)lay- By T 32 S BRR R T SR B BN B (FHR) R
rder
GrayOut iR FALSE
MenuName | 24t LS B W — % B 4 o
MenuPath | 24F i 3 1P S L U G AR R R T A S B B B R
ReadOnly iR FALSE
RegistryVer- | R4 H “1.0.0”
sion
Support- e U e 3 W A SR Y R S B
edSystems
Support- Xt 4 Vb J P TR 2 X R R
edSys-
tems|[N]
Product- P REWTFE AR
Name
Systemld TR RGMAL ID
Firmware- FR [ 42 R A
Version
WK
HTTP K& HWRHE 1D
500 InternalError
Bl

& 18] DL 75 4] JSON i ¥ -

{

"@odata.type”: "#AttributeRegistry.vl 3 0.AttributeRegistry”,

"RegistryVersion": "1.0.0",

"Id": "BiosAttributeRegistry.1.0.0",
“SupportedSystems": [

"ProductName": "Lenovo ThinkSystem SR650",
"SystemId": "7X00252000",
"FirmwareVersion": "CDI340M"
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}
1,
“Language": "en",
“Name": "Bios Attribute Registry Version 1",
"@odata.id": "/redfish/vl/schemas/registries/BiosAttributeRegistry.1.0.0.json",
"OwningEntity": "Lenovo",
"@odata.context": "/redfish/vl/$metadata#AttributeRegistry.AttributeRegistry”,
"RegistryEntries": {
"Dependencies”: [
{
"Type": "Map",
"Dependency”: {
"MapToValue": true,
"MapFrom": [
{
“MapFromAttribute": "LegacyBIOS_LegacyBIOS",
"MapFromProperty": "CurrentValue",
"MapFromValue": "Enable",
"MapFromCondition": "EQU"
}
1,
"MapToProperty": "GrayOut",
"MapToAttribute": "BootModes_SystemBootMode"
1
"DependencyFor": "BootModes_SystemBootMode"
},
{
"Type": "Map",
"Dependency”: {
"MapToValue": true,
"MapFrom": |
{
“MapFromAttribute": "SystemRecovery_POSTWatchdogTimer",
"MapFromProperty": "CurrentValue",
"MapFromValue": "Disable",
"MapFromCondition": "EQU"
}
1,
"MapToProperty": "GrayOut",
"MapToAttribute": "SystemRecovery POSTWatchdogTimerValue"
I
"DependencyFor": "SystemRecovery _POSTWatchdogTimerValue"
}
l,
"Menus": [
{
"GrayOut": false,
"ReadOnly": false,
“MenuPath": "./",
"MenuName": "BiosMainMenu",
"DisplayOrder": 1,
"DisplayName": "BIOS Configuration”

"GrayOut": false,

"ReadOnly": false,

"MenuPath": "./UEFILanguage/UEFILanguage UEFILanguagepage",
"MenuName": "UEFILanguage UEFILanguagepage",
"DisplayOrder": 3,
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"DisplayName": "UEFILanguage"
}
1,
“Attributes": [
{
"GrayOut": false,
“Type": "Enumeration”,
"HelpText": "Enable/Disable POST Watchdog Timer.",
"DefaultValue": "Disable",
"WarningText": "POST Watchdog Timer changes require a system reboot to take effect.",
"DisplayName": "POST Watchdog Timer",
"CurrentValue": null,
"ReadOnly": false,
"AttributeName": "SystemRecovery_P0STWatchdogTimer",
"Value": [
{
"ValueDisplayName": "Disahle",
"ValueName": "Disable"

1,

{
"ValueDisplayName": "Enable”,
"ValueName": "Enable"

}

]

MenuPath": "./SystemRecovery/SystemRecovery_SystemRecovery",
"Hidden": false,

"DisplayOrder": 1,

"ResetRequired": true,

"WriteOnly": false

"GrayOut": false,
"Type": "Enumeration”,
"HelpText": "Display the current secure boot mode",
"DefaultValue": null,
"WarningText": "Secure Boot Mode changes require a system reboot to take effect."”,
“DisplayName"”: "Secure Boot Mode",
"CurrentValue": null,
"ReadOnly": true,
"AttributeName": "SecureBootConfiguration_SecureBootMode",
"Value": [
{
“ValueDisplayName": "UserMode",
"ValueName": "UserMode"

1

{
"ValueDisplayName": "SetupMode",
"ValueName": "SetupMode"

1

{
"ValueDisplayName": "AuditMode",
"ValueName": "AuditMode"

1

{
"ValueDisplayName": "DeployedMode”,
"ValueName": "DeployedMode”

}

]

MenuPath": "./SecureBootConfiguration/SecureBootConfiguration_SecureBootConfiguration",
"Hidden": false,
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"DisplayOrder": 118,
"ResetRequired": true,
"WriteOnly": false
}
|
}
}

&’ SecureBoot

WEEH T EREA Redfish LI EZ LTS5 8.,

FIR AR 1
U5 % 12 /redfish/v1/Systems/1/SecureBoot
ZeA S SecureBoot_vl.xml

GET - Z£5| & #®

i GET J7 ¥4 & Redfish R SecureBoot FIHH )& i,

ER URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/SecureBoot

BERIEX
I
RAERE
HTTP R WIRWAE ID
500 InternalError
M &7 1E X
Wiy 2 2 £ 55 DA T S 500 JSON A4
B R% ik
Id P “SecureBoot”
Name LT “Secure Boot”
Description FIF “UEFI Secure Boot Configuration”
SecureBootEnable iR, a2l UEFI ¥251% (ZETFRIISHNARK) .
Null
SecureBootCurrentBoot 7 MET 5 S R P R a5 SIRA,
H
Null
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B KRR ik

SecureBootMode =4 WA 4 5] SR
&
Null R P
e “UserMode”

e “SetupMode”
* “AuditMode”
¢ “DeployedMode”

Actions X4 EEF.
#SecureBoot.ResetKeys PO B0 “Post” B4,
@Redfish.ActionInfo R /redfish/v1/Systems/1/SecureBoot/ResetKeysActionInfo,
g Rz 7 451
WEREI I, K [ 2R AT DA A I BIE X
{

"SecureBootCurrentBoot": "Disahled",
"@odata.id": "/redfish/v1/Systems/1/SecureBoot",
"Name": "Secure Boot",
"@odata.context": "/redfish/vl/$metadata#SecureBoot.SecureBoot",
“Id": "SecureBoot",
"@odata.type”: "#SecureBoot.v1_0_4.SecureBoot",
"SecureBootEnable": true,
"SecureBootMode": "SetupMode”,
"@odata.etag": "\"95230d5e00821715e4deb085f28c564e\"",
"Actions": {
"#SecureBoot.ResetKeys": {
"target": "/redfish/v1/Systems/1/SecureBoot/Actions/SecureBoot.ResetKeys",
“title": "ResetKeys",
"@Redfish.ActionInfo": "/redfish/v1/Systems/1/SecureBoot/ResetKeysActionInfo"
}
}, n n

"Description”: "UEFI Secure Boot Configuration"

PATCH - Efi 25| &EM
] PATCH J5 ¥: ¥ ¥ Redfish Ik 55 SecureBoot FIFH )& M,

ER URL
PATCH https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/SecureBoot

ERIEX
SRR R T BT R
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TR KRR | Wik

Se- . gf’f Ja e 28 UEFI Z451S (ETFRSISRAR) .
cureb-

ootEn- XCC ¥ 78 W B ot fiy 4 I8 AE N AT RPP i 5
able

R KW F RPP, W& HRHS 200 + @Message.ExtendedInfo
13 . bh)
RebootRequired™ :
"RebootRequired': {
"Description': "Indicates that one or more properties were changed, and/or
actions completed successfully. However, these changes will not take effect until

the next system reboot.",

"Message'": '""Changes completed successfully, but these changes will not take
effect until next reboot.",

"Severity': "Warning",

"NumberOfArgs'": 0,

"ParamTypes": [],

"Resolution': "Reboot the computer system for the changes to take effect."
3

A, & 1]

R 200 + @Message.ExtendedInfo “PhysicalPresenceError” :
"PhysicalPresenceError": {

"Description': "The operation failed because Physical Presence or Remote
Physical Presence was not asserted.",

"Message'': " The operation failed because of Remote Physical Presence security
requirements.",
"Severity'": "Warning",

"NumberOfArgs'": 0,
"ParamTypes": [],

"Resolution": "Attempt asserting Physical Presence or Remote Physical Presence,
and retry the operation."

}

M) B 1E 3Z

Wiy 58 18] B N5 5 GET $RAEAHE, (HBEHT T IR P,
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RERB

HTTP RERH WIRWAE ID
200 RebootRequired
403 InsufficientPrivilege
500 InternalError

i) 2 7= 1

VLR fil & PATCH iFE 3,

{

"SecureBootEnable": true

}

FRECDL T Wi .«

{

"SecureBootCurrentBoot": "Disahled",
"@odata.id": "/redfish/v1/Systems/1/SecureBoot",
“Name": "Secure Boot",
"@odata.context": "/redfish/vl/$metadata#SecureBoot.SecureBoot",
"Id": "SecureBoot",
"@odata.type”: "#SecureBoot.vl_0_4.SecureBoot",
"SecureBootEnable": true,
“SecureBootMode": "SetupMode"”,
"@odata.etag": "\"95230d5e00821715e4deb085f28c564e\"",
"Actions": {
"#SecureBoot.ResetKeys": {
"target": "/redfish/v1/Systems/1/SecureBoot/Actions/SecureBoot.ResetKeys",
“title": "ResetKeys",
"@Redfish.ActionInfo": "/redfish/v1/Systems/1/SecureBoot/ResetKeysActionInfo"
}
5
"Description”: "UEFI Secure Boot Configuration",
"@Message.ExtendedInfo": |

{
"MessageArgs": [],
"Resolution”: "Reboot the computer system for the changes to take effect.",
"Messageld": "ExtendedError.1.1.RebootRequired”,
"Severity": "Warning",
"Message": "Changes completed successfully, but these changes will not take effect until next reboot.",
"@odata.type": "#Message.vl _0_é.Message"
}

POST - EER£5| S %4
f /] POST J5 TR 1 %451 S 841,

B3R URL
POST https://<BMC IPADDR>Ivedfish/v1/Systems/1/SecureBoot/Actions/SecureBoot.ResetKeys
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ERIEX

TB

i)

i

Re-
setKeysType

S

B TEER 2T SEH FETRISHERK) -

1A :

¢ “ResetAllKeysToDefault”
¢ “DeleteAllKeys”

* “DeletePK”

XCC 5 72 W2 Bt fiv & I £ B AT RPP Wi &

R WF RPP, NHRFIRES 200 + @Message.ExtendedInfo “Re-
bootRequired” :

"RebootRequired': {
"Description': "Indicates that one or more properties were changed,
and/or actions completed successfully. However, these changes will

not take effect until the next system reboot.",

"Message'": ""Changes completed successfully, but these changes will
not take effect until next reboot.",

"Severity'": "Warning",
"NumberOfArgs": 0,
"ParamTypes": [],

"Resolution': "Reboot the computer system for the changes to take
effect.”

}s

AW, R EES 200 + @Message.ExtendedInfo “PhysicalPresenceEr-
ror” :

"PhysicalPresenceError": {

"Description": "The operation failed because Physical Presence or
Remote Physical Presence was not asserted.",

"Message'': " The operation failed because of Remote Physical
Presence security requirements.",

"Severity'": "Warning",
"NumberOfArgs": 0,
"ParamTypes": [],

"Resolution": "Attempt asserting Physical Presence or Remote
Physical Presence, and retry the operation."

266 Lenovo XClarity Controller REST API 5/




TB KA i &

}s
RERE
HTTP RN HBRWME ID
200 RebootRequired. PhysicalPresenceError
403 Forbidden
500 InternalError
e 2 7
L F il & PATCH IEC,
{
"ResetKeysType": "DeletePK"
}
IRBLDL T Wi o7 ¢
{
"@Message.ExtendedInfo": |
{
"MessageArgs": [],
"Resolution”: "Reboot the computer system for the changes to take effect.”,
"Messageld": "ExtendedError.1.1.RebootRequired"”,
"Severity": "Warning",
"Message": "Changes completed successfully, but these changes will not take effect until next reboot.",
"@odata.type": "#Message.vl _0_é.Message"
}
]
}

%R BootOption

BRI T KR HEA Redfish SLELHY 5] S50,

FIRB R 1
gy /redfish/v1/Systems/1/BootOptions
XSS BootOption_vl1.xml

GET - 5| ®&M&EE

S5 GET J5 ¥4 2 M 55 4% B4 51 -3 10 A4 J

&R URL

GET https://<BMC_IPADDR>Ivedfish/v1/Systems/1/BootOptions
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e R IE 3C

TR | XM ik

Mem- | %4 Uiz 5l SEBITE M5B

bers

Name | %5 H BootOptions

De- P “A collection of boot option instances”
scrip-

tion
RERD

HTTP R&ENRH HRMA D
500 InternalError

“/redfish/v1/Systems/1/BootOptions/Boot0001"

“/redfish/v1/Systems/1/BootOptions/Boot0002"

“/redfish/v1/Systems/1/BootOptions/Boot0003"

“fredfish/v1/Systems/1/BootOptions/Boot0004"

"@odata.type": "#BootOptionCollection.BootOptionCollection”,

"@odata.id": "/redfish/v1/Systems/1/BootOptions”,

"@odata.etag": "\"36cclba2c2b725a43e4\"",

“Description”: "A Collection of BootOption resource instances."

Bl
i& 5] DL R 75 45 JSON Hi B :
{
"Members": [
{
"@odata.id":
1,
{
"@odata.id":
},
{
"@odata.id":
1,
{
"@odata.id":
}
]
“Name": "BootOptions"”,
"Members@odata.count”: 4,
}

GET - 5| Ri& TR #
§ 1 GET J7 #5155 25 19 51 5 6 550 10 I

H3R URL

GET https://<BMC_IPADDR>[redfish/v1/Systems/1/BootOptions/{Id}
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e B IE XX

FB byt g

De- FA WWHRBEH TERRENE SRR T FIET,

scrip-

tion

Id FAE H 51 SIE T 1D,

Name | Z2fFH 5| 5 3% T i) 44 R

BootO- | F~7F H ME— 1 5| S &I,

ption-

Refer-

ence

Dis- FAF 16 F P 0 51 S0 5 2 v i s 0 5 1S I B P T Bk SRR A R

play-

Name

Ue- TR R FF Vi Wit UEFI 5] S3i% 5 ) UEFI % & #K2.

fiDevi-

cePath

MR

HTTP RN BRW A ID

500 InternalError

Al

1& [51 DL R 7R 45 JSON Fi B -

{
"@odata.id": "/redfish/v1/Systems/1/BootOptions/Boot0001",
"BootOptionReference”: "Boot0001",
“Name": "CD_DVDRom",
“UefiDevicePath": "VenHw_B2AD3248 4F72_4950_A966_CFE5062DB83A_02000000",
"@odata.type": "#BootOption.vl_0_3.BootOption",
"Id": "Boot0001",
"@odata.etag": "\"2ch45a4be77927e33d6\"",
"DisplayName”: "CD_DVDRom",
“Description”: "This resource shall be used to represent a single boot option contained within a system."

}

% 16 Z. BIOS KB MG S& A
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BITE BEHBENMERRS

#®JR UpdateService

BEBEIRN % TR HA Redfish SCBLRY RTG53 .. B3R5 M il 55 A< B B4 J k.

TR A & 1
TR B 12 /redfish/v1/UpdateService
P AP Eis UpdateService_vl.xml

GET - BIMFEF RS HWE 1%

il GET J5 ¥:4 & Redfish IR 55 1 5 357 I 55 %2 U5

3R URL

GET https://<BMC_IPADDR>Iredfish/v1/UpdateService

g I 1E 3C
TR b3 #iik
Id FAF “UpdateService”
Name FIF “Update Service”
Description LR “Lenovo firmware update service.”
ServiceEnabled i /R True,
Status PO 3 S92
HealthRollup FRHE | “OK” ,
Health FHH | “OK”
State P H “Enabled” ,
Actions A4 BT,
#UpdateService.SimpleUp- | %f 4 cEF.
date
@Redfish.ActionInfo R “/redfish/v1/UpdateService/SimpleUpdateActionInfo”
target PR | B B,
title FAF “SimpleUpdate” .
Targets@Redfish.Allow- R “/redfish/v1/UpdateService/FirmwareInventory/BMC-
ableValues Backup”
TransferProtocol @Red- N SimpleUpdate #1152 V7 (E

fish.AllowableValues

Bi: AT

T 2

© Copyright Lenovo 2018, 2024
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B KK ik
TransferProtocol @Red- B “SFTP” .
fish.AllowableValues[N]
“TFTP” o
HttpPushUri R F T 55 387 iRk 55 4T HTTP 2 HTTPS #iX 8 ¥ 19 URIL,
8 “/fwupdate” .
HttpPushUriTargets el Wi: 45 H
W& 0-1
HttpPushUriTargets[N] FRE | A EHEG N BT URT B4A, ERIINEA,
It HAE XCC EEGASIRE K 5 i 55 1 fH,
HttpPushUriTargetsBusy i /R R RBH LM% PRk T HitpPushUriTargets B, I
fHHHIN false, Jf HAE XCC HEFARE,
HttpPushUriOptions SR [&Y;2Sik
HttpPushUriApplyTime SR BB
ApplyTime FIF “Immediate”
Firmwarelnventory R MR %5 2% b 0 B 445 B 89 URI
MultipartHttpPushUri PR E | T EE s B E R IE SO IR &5 AT HTTPS #1853 1
URI; fEA “/mfwupdate” ,
MaxImageSizeBytes BB 250000000
REREB
HTTP RERY WIRWAE ID
500 InternalError
Bl

i& 5] LR 75 45 JSON Fii B :

{

272

“MultipartHttpPushUri": "/mfwupdate”,

“Id": "UpdateService",
"ServiceEnabled": true,
"HttpPushUri": "/fwupdate",
"HttpPushUriTargets": [],

“Description":
“FirmwareInventory": {

"@odata.id": "/redfish/v1l/UpdateService/FirmwareInventory"

I8
"Status": {
"HealthRollup": "0K",
"Health": "0K",
“State": "Enabled"
I8

“Name": "Update Service",

“HttpPushUriTargetsBusy": false,

Iloemll:{
"Lenovo": {
"FirmwareServices": {

Lenovo XClarity Controller REST API 57

Lenovo firmware update service.",




"@odata.id": "/redfish/v1/UpdateService/Oem/Lenovo/FirmwareServices"

}

)
)

@odata.type
"Actions": {

"@odata.type": "#LenovoUpdateService.vl_0_0.LenovoUpdateService"

#UpdateService.vl 6 _0.UpdateService",

“#UpdateService.SimpleUpdate": {
"target": "/redfish/vl/UpdateService/Actions/UpdateService.SimpleUpdate"”,
“title": "SimpleUpdate"”,
“TransferProtocol@Redfish.AllowableValues": [

"TFTP",
"SFTP"

]

"Targets@Redfish.AllowableValues": [

"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"

]

}
I3

"@Redfish.ActionInfo": "/redfish/v1/UpdateService/SimpleUpdateActionInfo"

"MaxImageSizeBytes": 250000000,
"@odata.etag": "\"593b8fa08d40fe0001e39baf3ac3094a\"",

"HttpPushUriOptions": {

"HttpPushUriApplyTime": {

“"ApplyTime

}
}

: "Immediate”

"@odata.id": "/redfish/v1/UpdateService"

PATCH — X B 37 Bk S5 IR 5 3t 1T B #
37 PATCH J5 #5357 35 2 DAL P A IR A4 537

E3R URL

PATCH https://<BMC IPADDR>Iredfish/v1/UpdateService

ERIEX
TB %A ik
HttpPushU- | 4] Ui PR, UG 0-1
riTargets
Http- FRH | RR E MRS BT B URT B, BRI = A, I HAE XCG
PushUri- HEJE AR % o R E.
Targets[N]
HttpPushU- | #i/R BARRBAHEME Pt T HitpPushUriTargets B, MWAEHR PN false,
riTargets- I HE XCC BEEFARHE.
Busy
e R

Wiy B 3K 8] (NS GET $#RAEAHE, AH 38 T s .
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RERD

HTTP R WMREE ID
500 InternalError
Bl

PL T 736 & PATCH IFE 3¢

{
"HttpPushUriTargets" : [
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"
]
}

B2hiz4T PATCH #4E )5, SEH IR 55 BEUR A #°K 3% 18] DL 75 1] JSON Hii B «

{
“MultipartHttpPushUri": "/mfwupdate”,
“Id": "UpdateService",
“ServiceEnabled": true,
"HttpPushUri": "/fwupdate",
"HttpPushUriTargets": [
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"
1,
“Description”: "Lenovo firmware update service.",
“FirmwareInventory": {
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory"
I8
“Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"

}

Name": "Update Service",
"HttpPushUriTargetsBusy": false,
"Oem": {
"Lenovo": {
"FirmwareServices": {
"@odata.id": "/redfish/v1/UpdateService/Oem/Lenovo/FirmwareServices"
}

}

@odata.type": "#LenovoUpdateService.vl 0 _O.LenovoUpdateService"

I8
“@odata.type": "#UpdateService.vl_6_0.UpdateService",
"HttpPushUriOptions": {
"HttpPushUriApplyTime": {
"ApplyTime": "Immediate"
}
I8
"MaxImageSizeBytes": 250000000,
“@odata.etag": "\"7dd4cla358h13e95cclc93dr0426ad56\"",
"Actions": {
"#UpdateService.SimpleUpdate": {
"target": "/redfish/vl/UpdateService/Actions/UpdateService.SimpleUpdate",
"title": "SimpleUpdate",
"TransferProtocol@Redfish.AllowableValues": [
"TFTP",
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"SFTP"

]

"Targets@Redfish.AllowableValues": [

"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"

]

}
}

}

"@Redfish.ActionInfo": "/redfish/vl/UpdateService/SimpleUpdateActionInfo"

"@odata.id": "/redfish/vl/UpdateService"

POST - ElfFHy & £ B
SEHRAE T DA BF KPR WAR SO (BT ImageURT 28051 ) URT ) 6 8 9 LB B PR ALAE

ER URL

POST https://<BMC_IPADDR>Ivedfish/v1l/UpdateService/Actions/UpdateService.SimpleUpdate

B3R IEX

SR e BRI A ID
ImageURI FAF W4 S ) URI
Targets TR 7 BB B URT

BB EEH BMC () WEMAN, Targets ZE TN
[/redfish/vl/UpdateService/Firmwarelnventory/BMC-Backup] . X
WL E IS FE Targets FHRBEME KA Redfish BEAT [ 44 56 57 4 491 A1 1%
o, PUEMT BMC (% H) ¥, AT HEHEMRBAE M, AhE
Targets Z WS E 2 null A,

TransferProto- | 245§

Ui 55 FH A6 2R B 4 e 44 SO ) 4% 33X

col

Username FRFH T Vil sfp RFBBHF B, GPBAT sfep M5 L, JFH
username:password 7£ ImageURI H AT I, MSEELFHN,

Password TR H FIF Vi) sfep M52 B, MBI T sfp M8 L, A
username:password £ ImageURI FART I, MSEELFHN,

e 32

B R BN A 1D

Id FRT H Bl ML S5 ID,

Name FRT H £:55 4K

Description | 24} & “This resource represents a task for a Redfish implementation.”

TaskMoni- | 245 BEAE 55 AR 55 IR P 45 ) URL

tor

StartTime | 24 Hi R B AR 55 I TR

TaskState R E i BTN

Messages A X555 R BT B 4L,
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B e 3. BiAM A ID

Percent- B 5558 B 43 L

Complete

HidePay- i /R 878 Payload A4 N EEHURS BEAXENAT GET Wi& M,

load
RAERE

HTTP RA&ERD BRM A ID

202 Accepted

400 BadRequest. ActionParamMissing., Action-

ParamTypeError, ActionParamFormatError

419 Conflict

500 InternalError

Bl

LT RBlRER BMC (FFH) #iEK, POST IESCHEFTWT:
{

"ImageURI":"sftp://192.168.1.126/tmp/xcc/lnvgy_fw_xcc_cdi338d-2.70_anyos_noarch.uxz",

"Targets": [

“/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"

1,
"Username":"userid",
"Password":"password"

}

i& 8] LR 75 45 JSON i B

{

“Id" : "c13eeaT76-4ee3-4696-8e03-0f0b16bb6512",

"Messages" : [],

"TaskState" : "New",

"@odata.etag" : "\"1577366735335\"",

"@odata.id" : "/redfish/v1/TaskService/Tasks/c13eeaT76-4ee3-4696-8e03-0f0b16bb6512",

“PercentComplete" : 0,

"@odata.type" : "#Task.vl_4_1.Task",

“StartTime" : "2019-12-26T13:25:35+00:00",

"Description"” : "This resource represents a task for a Redfish implementation.”,

"Name" : "Task c13eea76-4ee3-4696-8e03-0f0b16bbh6512",

"HidePayload" : true,

“TaskMonitor" : "/redfish/v1/TaskService/0c24a202-c4ef-4bf8-9c10-2bh806ffd8a2"
}

AEM S E SO RS A BT BT Task R, A5, i “GET” FRI URI IR EEH IS, & H
VLR JSON i ¥

{
“StartTime": "2019-12-26T13:25:35+00:00",
“TaskState": "Running",
"HidePayload": true,
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"@odata.id": "/redfish/v1/TaskService/Tasks/c13eea76-4ee3-4696-8e03-0f0b16bb6512",
“PercentComplete": 17,
"Name": "Task cl13eea76-4ee3-4696-8e03-0f0b16bhb512",
"TaskMonitor": "/redfish/v1/TaskService/0c24a202-c4ef-4bf8-9¢c10-2bh806ffd8a2",
“Id": "c13eealb-4ee3-4696-8e03-0f0blébhé512",
"@odata.type": "#Task.vl 4 1.Task",
"@odata.etag": "\"1577366759808\"",
"Messages": [
{
"@odata.type": "#Message.vl_0_7.Message",
"Message": "The task with id c13eea76-4ee3-4696-8e03-0f0b16bb6512 has changed to progress
17 percent complete.”,
"Resolution”: "None.",
"Severity": "0K",
"Messageld": "TaskEvent.1.0.TaskProgressChanged",
"MessageArgs": [
"cl3eealé6-4ee3-4696-8e03-0f0bl6bb6512",

w7
]
5
{
"@odata.type": "#Message.vl_0_7.Message",
"Message": "Transfer 49 percent complete.”,
"Resolution”: "None",
"Severity": "0K",
"Messageld": "LenovoFirmwareUpdateRegistry.1.0.UpdateTransferInProgress”,
"MessageArgs": [
ngq
]
}
1,
“Description”: "This resource represents a task for a Redfish implementation."

}

PLF 7Bl B35 UEFI BYiE>K, POST IESCH AW T:

{
"ImageURI":"sftp://192.168.1.126/tmp/uefi/lnvgy_fw_uefi_ivel48m-2.41_anyos_32-64.uxz",

"Username":"userid",
non

"Password":"password"

}

&[5 POST SimpleUpdate #:AE 2L F 7~ 6] JSON i K,

{
"Id" : "5913dce0-dbc7-4ba3-a643-0f4cddhec5e8"”,

"Messages" : [],

"TaskState" : "New",

"@odata.etag" : "\"1577365985589\"",

"@odata.id" : "/redfish/v1l/TaskService/Tasks/5913dce0-dhc7-4ha3-a643-0fdcddbec5e8"”,
"PercentComplete" : 0,

"@odata.type" : "#Task.vl_4 1.Task",

“StartTime" : "2019-12-26T13:13:05+00:00",

"Description” : "This resource represents a task for a Redfish implementation."”,
"Name" : "Task 5913dce0-dbc7-4ha3-aé43-0f4cddbec5e8",

"HidePayload" : true,

"TaskMonitor" : "/redfish/v1/TaskService/20c990b8-6aéh-44dd-818c-9e6348hdfcad"”

517 B I A R T R 55
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AW B2 1E SCH R L S BT B B Task R, )5, @ “GET” K URI MR EEH S, &M
LT 74 JSON il B ,

{
“StartTime": "2019-12-26713:13:05+00:00",
“TaskState": "Running",
"HidePayload": true,
"@odata.id": "/redfish/v1/TaskService/Tasks/5913dce0-dbc7-4ba3-a643-0f4cd4hec5e8”,
"PercentComplete": 59,
"Messages": [
{
"MessageArgs": [
"5913dce0-dbc7-4ha3-a643-0f4cddbec5e8"”,
wgn
1,
"Message": "The task with id 5913dce0-dbc7-4ba3-aé43-0f4cd4bec5e8 has changed to progress 59 percent
complete.",
"Messageld": "TaskEvent.1.0.TaskProgressChanged"”,
"Severity": "0K",
"Resolution”: "None.",
"@odata.type": "#Message.vl 0 T7.Message"

"MessageArgs": [
"
"/redfish/v1/UpdateService/FirmwareInventory/UEFI",
"UEFI-IVE1l-6",
"48M-2.41",
“Unknown"
1,
"Message": "Assignment 1: Resource /redfish/v1/UpdateService/FirmwareInventory/UEFI SoftwareID UEFI-IVE1-6
Version 48M-2.41 to Version Unknown.",
"@odata.type": "#Message.vl 0_7.Message",
"Severity": "0K",
"Messageld": "LenovoFirmwareUpdateRegistry.1.0.UpdateAssignment”,
"Resolution”: "None"

})
{
"@odata.type": "#Message.vl 0_7.Message",
"Message": "Assignment 1: Apply 38 percent complete."”,
"Resolution": "None",
"Severity": "0K",
"Messageld": "LenovoFirmwareUpdateRegistry.1.0.PayloadApplyInProgress”,
"MessageArgs": [
II1II,
"38"
]
}

1,
“@odata.type”: "#Task.vl 4 1.Task",

“Name": "Task 5913dce0-dbc7-4ba3-a643-0f4cddbec5e8”,

"Id": "5913dce0-dbc7-4ba3-a643-0f4cd4bec5e8”,

"@odata.etag": "\"1577366006339\"",

“TaskMonitor": "/redfish/v1/TaskService/20c990b8-6a6h-44dd-818c-9e6348hdfcad",
“Description”: "This resource represents a task for a Redfish implementation."”
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POST - E#H HTTP #IAE

SRR R IE IR R AW SO HEIE B UpdateService. HttpPushUri @145 ) URT, *f O3 Mk
HFPATHEHT . £ XCC Redfish [R5 H, UpdateService.HttpPushUri BE{EN “/fwupdate”

#HR URL
POST https://<BMC_IPADDR>Ifwupdate
BEXRIEX
HTTP POST #AER N INIESRBE T 3/ ] UpdateService ¥ I e A8 AR
0g) 82
FB %A BBAW A ID
Id FAE A MAESS ID,
Name PR B %A,
Description | Z24f i “This resource represents a task for a Redfish implementation.”
TaskMoni- | 245 IEAT 55 B4R 55 B 5 48 1) URI,
tor
StartTime | 24 i IR F A S5 I TR
TaskState PR 5 MRS,
Messages A X 25 A 55 R BN B 84l
Percent- R L&A,
Complete
{{iifpay- i K 878 Payload X4 N EEBURS EAXTENIT GET W&,
oa

e %P Al DOEERAE POST i R 17 “Content-Length” #5kPA#E/R POST IE3C K/, XCC
RS A% SK I 56 S ] 4 B R A7 SRR IR RN, IR SRS /N Y DR IR S5 T DA SE R B RS, UK 1]
i 413, o B & 878 SO RN R BER RIS B

443 Bt HTTP #EX R IEARBATI, "WHREREA HTTP #1838 H 5% AR 503, RZAFK,

RERB
HTTP RARH BRMA ID
202 Accepted
400 BadRequest, ActionParamMissing, ActionParamTypeEr-
ror. ActionParamFormatError
413 RequestEntityTooLarge
500 InternalError
503 ServiceUnavailable
]l

T curl 4 W7RH1E UEFI/BMC (£5)H) B HTTP #E% E B,
o ¥R 1. ¥ HttpPushUriTargetsBusy BEH N true.
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% FU % B Y6 B & HttpPushUriTargetsBusy J& . X M AN false B, F ¥
HttpPushUriTargetsBusy & %N True, DMEF WIE AR G H TS, WBERTI, K
i 7 3 A 7 BT I R 55 A A LA

PATCH EXN:

{
"HttpPushUriTargetsBusy" : true

}

o BUR 2. WREF U RIEH BMC (/) , &% E#HIMEM HepPushUriTargets.
WRAEH BMC (& H) FEfF, Bk PR,

PATCH 1EXH:

"HttpPushUriTargets" : [
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"
]

o IR 3. W5 W% 2] HetpPushUri B H 1 URL,
T & T UEFI HTTP #3265 5 1% KRR B curl 74

curl -s -k -u USERID:PASSWORD --data-hinary @/tmp/uefi/lnvgy_fw_uefi_ivel48m-2.41_anyos_32-64.uxz
https://192.168.1.126:443/fwupdate

W BAPLK “v” BB curl fiv4 DLW E SO0 15 ik B
THZHT BMC (#H) HTTP #EHEH 15 KRR H curl iy 4

curl -s -k -u USERID:PASSWORD --data-hinary @/tmp/xcc/lnvgy_fw_xcc_cdi338d-2.70_anyos_noarch.uxz
https://192.168.1.126:443/fwupdate

& 18] DL 78 B JSON i 7

"Id" : "a274a218-58hc-4100-9ec3-6843dfaad8é6c"”,

"Messages" : [],

"TaskState" : "New",

"@odata.etag” : "\"1577227530316\"",

"@odata.id" : "/redfish/v1/TaskService/Tasks/a274a218-58bc-4100-9ec3-6843dfaad86c",
"PercentComplete" : 0,

"@odata.type" : "#Task.vl_4_1.Task",

"StartTime" : "2019-12-24722:45:30+00:00",

"Description"” : "This resource represents a task for a Redfish implementation.”,
"Name" : "Task a274a218-58bc-4100-9ec3-6843dfaad86¢c",

"HidePayload" : true,

"TaskMonitor" : "/redfish/v1/TaskService/d3883fd4-ed0bh-45dc-8c21-f7ad45f81c5d"

A8 W 52 1E SCH R 45 BT B M AE 55 B IR, 78 TaskMonitor J& 2 H0 K 51 FIE 55 B # 4% BE IR
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o B 4. Frimw EEMMAEMLS I URT IEHEE,

UTREHETRHREREMELESHRBEMHRPH JSON mp, (£ % ID
€f05579b-380c-423-a20d-d890073fb588 )

HRRE, £58EREEN 31%, &/ amEERIE L g,

{
"Id" : "ef05579b-380c-4f23-a20d-d890073fh588",
"Messages" : [
{
"MessageArgs" : [
"ef05579h-380c-4f23-a20d-d890073fh588",
nyq
1,
"Resolution” : "None.",
"Message" : "The task with id ef05579b-380c-4f23-a20d-d890073fh588 has changed to progress 31 percent
complete.",
"@odata.type" : "#Message.vl_0_T7.Message",
"Messageld" : "TaskEvent.1.0.TaskProgressChanged",
"Severity" : "0K"

5
{
"MessageArgs" : [
np
l,
"Resolution” : "None",
"Message" : "Verify 0 percent complete.",
"@odata.type" : "#Message.vl_0_T7.Message",
"Severity" : "0K",
"Messageld" : "LenovoFirmwareUpdateRegistry.1.0.UpdateVerifyInProgress”
}

1,
"TaskState" : "Running”,

"@odata.etag" : "\"1577225350164\"",

"@odata.id" : "/redfish/v1/TaskService/Tasks/ef05579b-380c-4f23-a20d-d890073fh588",
"PercentComplete" : 31,

"@odata.type" : "#Task.vl_4_1.Task",

"StartTime" : "2019-12-24T722:09:02+00:00",

"Description” : "This resource represents a task for a Redfish implementation."”,

"Name" : "Task ef05579b-380c-4f23-a20d-d890073fh588",

"HidePayload" : true,

"TaskMonitor" : "/redfish/v1/TaskService/bf3cd02d-a77e-4ad4-8df8-f00802fc40e0"”

S RAR A, RS RAKHERE N 58%. % ;i IEAE R H R

{
"Id" : "ef05579b-380c-4f23-a20d-d890073fh588",
"Messages" : [
{

"MessageArgs" : [
"ef05579h-380c-4f23-a20d-d890073fh588",
npgu

1,

"Resolution” : "None.",

"Message" : "The task with id ef05579b-380c-4f23-a20d-d890073fh588 has changed to progress 58 percent

complete.",

517 B I A R T R 55
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"@odata.type" : "#Message.vl_0_T7.Message",
"Messageld" : "TaskEvent.1.0.TaskProgressChanged",
"Severity" : "0K"
3
{
"MessageArgs" : [
e
"/redfish/v1/UpdateService/FirmwareInventory/UEFI",
"UEFI-IVE1l-6",
"48M-2.41",
"Unknown"
1,
"Resolution" : "None",
"Message" : "Assignment 1: Resource /redfish/v1/UpdateService/FirmwareInventory/UEFI SoftwareID UEFI-IVE1-6
Version 48M-2.41 to Version Unknown.",
"@odata.type" : "#Message.vl_0_7.Message",
"Messageld" : "LenovoFirmwareUpdateRegistry.1.0.UpdateAssignment”,
"Severity" : "0K"

I8
{
"MessageArgs" : [
"
n3gn
1,
"Resolution” : "None",
"Message" : "Assignment 1: Apply 36 percent complete.”,
"@odata.type" : "#Message.vl_0_7.Message",
"Messageld" : "LenovoFirmwareUpdateRegistry.1.0.PayloadApplyInProgress”,
"Severity" : "0K"
}

]

TaskState" : "Running”,

"@odata.etag" : "\"1577225369708\"",

"@odata.id" : "/redfish/v1l/TaskService/Tasks/ef05579b-380c-4f23-a20d-d890073fb588",
"PercentComplete" : 58,

"@odata.type" : "#Task.vl_4_1.Task",

“StartTime" : "2019-12-24T722:09:02+00:00",

“Description” : "This resource represents a task for a Redfish implementation."”,

"Name" : "Task ef05579b-380c-4f23-a20d-d890073fh588",

"HidePayload" : true,

“TaskMonitor" : "/redfish/v1/TaskService/bf3cd02d-a77e-4ad4-8df8-f00802fc40e0"

TR, EFEAREERN 74%, &5 umE A —2 5 g,

{
“Id" : "ef05579b-380c-4f23-a20d-d890073fh588",

"Messages"” : [
{

"MessageArgs" : [
"ef05579b-380c-4f23-a20d-d890073fh588",
g

1,

"Resolution” : "None.",

"Message" : "The task with id ef05579b-380c-4f23-a20d-d890073fh588 has changed to progress 74 percent

complete.”,

"@odata.type" : "#Message.vl_0_T7.Message",

"Messageld" : "TaskEvent.1.0.TaskProgressChanged",

"Severity" : "0K"
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1
{
"MessageArgs" : |
"
"/redfish/v1/UpdateService/FirmwareInventory/UEFI",
"UEFI-IVE1-6",
"48M-2.41",
“Unknown"
l,

"Resolution” : "None",

"Message" : "Assignment 1: Resource /redfish/v1/UpdateService/FirmwareInventory/UEFI SoftwareID UEFI-IVE1-6

Version 48M-2.41 to Version Unknown.",
"@odata.type" : "#Message.vl_0_T7.Message",
"Messageld" : "LenovoFirmwareUpdateRegistry.1.0.UpdateAssignment”,
"Severity" : "0K"

b
{
"MessageArgs" : [
e
g1
1,
"Resolution” : "None",
"Message" : "Assignment 1: Apply 61 percent complete.",
"@odata.type" : "#Message.vl 0 T7.Message",
"Messageld" : "LenovoFirmwareUpdateRegistry.1.0.PayloadApplyInProgress”,
"Severity" : "0K"
}

1,
"TaskState" : "Running",

"@odata.etag" : "\"1577225376926\"",

"@odata.id" : "/redfish/v1/TaskService/Tasks/ef05579b-380c-4f23-a20d-d890073fh588",
"PercentComplete" : 74,

"@odata.type" : "#Task.vl_4_1.Task",

"StartTime" : "2019-12-24T722:09:02+00:00",

"Description” : "This resource represents a task for a Redfish implementation."”,

"Name" : "Task ef05579b-380c-4f23-a20d-d890073fh588",

"HidePayload" : true,

"TaskMonitor" : "/redfish/v1/TaskService/bf3cd02d-a77e-4ad4-8df8-f00802fc40e0"”

TR, £5BEREEN 100%, BENHTRER. £5REN “BRR” .

{
"Id" : "ef05579b-380c-4f23-a20d-d890073fh588",
"Messages” : [
{
"MessageArgs" : [
"ef05579b-380c-4f23-a20d-d890073fh588"
1,
"Resolution” : "None.",
"Message" : "The task with id ef05579b-380c-4f23-a20d-d890073fh588 has completed.”,
"@odata.type" : "#Message.vl 0 T7.Message",
"Messageld" : "TaskEvent.1.0.TaskCompletedOK",
"Severity" : "0K"
5
{
"MessageArgs" : [
null

],
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"Resolution” : "None",
"Message" : "Successfully Completed Request"”,
"@odata.type" : "#Message.vl_0_7.Message",
"Messageld" : "Base.l.5.Success",
"Severity" : "0K"
5
{
"MessageArgs" : [
"
"/redfish/v1/UpdateService/FirmwareInventory/UEFI",
"UEFI-IVE1l-6",
"48M-2.41",
"48M-2.41"
1,
"Resolution" : "None",
"Message" : "Assignment 1: Resource /redfish/v1/UpdateService/FirmwareInventory/UEFI SoftwareID UEFI-IVE1-6
Version 48M-2.41 to Version 48M-2.41.",
"@odata.type" : "#Message.vl 0 T7.Message",
"Messageld" : "LenovoFirmwareUpdateRegistry.1.0.UpdateAssignment"”,
"Severity" : "0K"

5
{
"MessageArgs" : [
wp
1,
"Resolution” : "None",
"Message" : "Assignment 1: Apply complete”,
"@odata.type" : "#Message.vl_0_7.Message",
"Messageld" : "LenovoFirmwareUpdateRegistry.1.0.PayloadApplyCompleted",
"Severity" : "0K"
}

1,
"TaskState" : "Completed”,

"@odata.etag" : "\"1577225382166\"",

"@odata.id" : "/redfish/v1/TaskService/Tasks/ef05579b-380c-4f23-a20d-d890073fb588",
"TaskStatus" : "0K",

“PercentComplete"” : 100,

"@odata.type" : "#Task.vl_4_1.Task",

"StartTime" : "2019-12-24722:09:02+00:00",

"EndTime" : "2019-12-24T722:09:42+00:00",

"Description"” : "This resource represents a task for a Redfish implementation.”,

"Name" : "Task ef05579b-380c-4f23-a20d-d890073fh588",

"TaskMonitor" : "/redfish/v1/TaskService/bf3cd02d-a77e-4ad4-8df8-f00802fc40e0"”,
"HidePayload" : true

o BIE5 FPuiREREZMES, HEHREEN “Completed” H “Exception” ., HHEIE [
WA 55 B AL BE 5

T R L S R 55 S

{
“Id" : "afaef595-c15e-4085-b985-7c6c10f10812",

"Messages" : [
{
"MessageArgs" : [
"afaef595-c15e-4085-h985-7cé6c10f10812"
])

"Resolution” : "None.",
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"Message" : "The task with id afaef595-c15e-4085-h985-7c6c10f10812 has completed with warnings.",
"@odata.type" : "#Message.vl_0_T7.Message",
"Messageld" : "TaskEvent.1.0.TaskCompletedWarning",
"Severity" : "Warning"
1
{
"MessageArgs" : |
e
"(0007): Error verifying image transferred to IMM applies to this system."
1,
"Resolution” : "Resubmit the request. If the problem persists, consider resetting the service.",
"Message" : "Verify failed, return code=7 - return message: (0007): Error verifying image transferred to IMM
applies to this system.",
"@odata.type" : "#Message.vl_0_T7.Message",
"Messageld" : "LenovoFirmwareUpdateRegistry.1.0.UpdateVerifyFailed",
"Severity" : "Warning"
}
]

TaskState" : "Exception”,

"@odata.etag" : "\"1577224625433\"",

"@odata.id" : "/redfish/v1/TaskService/Tasks/afaef595-c15e-4085-h985-7¢c6c10f10812",
"TaskStatus" : "Warning",

"PercentComplete" : 31,

"@odata.type" : "#Task.vl_4_1.Task",

“StartTime" : "2019-12-24T721:56:55+00:00",

"EndTime" : "2019-12-24T721:57:05+00:00",

"Description” : "This resource represents a task for a Redfish implementation."”,
"Name" : "Task afaef595-c15e-4085-b985-7c6c10f10812",

"TaskMonitor" : "/redfish/v1/TaskService/5254¢31b-1491-40cd-bhd94-cb7d9639b5d4",
"HidePayload" : true

XCC RBOBB/FWESFSHENTRERE, Zruwm i i ESRESTE GG 3 hirME
TaskMonitor 51 H) , 1 XCC 2 M BtH N M55

e BIR 6. WRHIRE BMC (M) , BFHEHINGER HetpPushUriTargets.
WARARER BMC (% H) B, ESkd BB,
PATCH IE3CN:

{
"HttpPushUriTargets" : [ ]

}

o BB 7. ¥ HttpPushUriTargetsBusy H ¥ N false,

[ R B RS PR S8 BE , 15 ¥ HitpPushUriTargetsBusy B BN false, DIER IR 55 R 45 oAt
% 7 o kAT P R

PATCH IEXXH:

{
"HttpPushUriTargetsBusy" : false

}
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POST - E#H# 2 B HTTP 1A EH

I 5% 4 BT 3 A R WA S 3£ 3] UpdateService.MultipartHttpPushUri & #:51 Fi /9 URI, *}
DR A PITER . 7 XCC Redfish k55, UpdateService.MultipartHttpPushUri J&
PEMER “/mfwupdate”

#H3R URL
POST https://<BMC_IPADDR>Imfwupdate
BRIEX
HTTP POST #AE N 9Nk R4 ] T Ui ] UpdateService %I Y2 85 AR .
M R
B b3l BRI A ID
Id FIF I ST ID,
Name 25 P L& B,
Description | Zff “This resource represents a task for a Redfish implementation. ”
TaskMoni- | 24 i AT 55 W4T 55 BR #8485 19 URI,
tor
StartTime | ZfFH IR AR S5 B R
TaskState o] 155 IR A
Messages A X5 A 55 KRBT B AL
Percent- B L5 5E A 4 b
Complete
HidePay- i /R 1878 Payload X RN KGR HA AT GET WHR [,
load

W B LRI POST IEXXH S HTTP 4 B E ARG, PIMEIEE RFC2388 M AE iyt
Bt % . XCC A2 B bR Sk 56 0F [ 2 5 31 0 R /NS 32 3, FHEAE SCHF R/ K IR B AR RS
413, WREFEE—A POST iR L&A XM, MR EAR 400, 78R —KEIRHE B
B AAZ L F,

4 HTTP #A HBNEAEATHE, WTHE R4 Bl HTTP #E8 3 5 & U 503, RZF4K.

RERD
HTTP K& B A 1D
202 Accepted
400 BadRequest, ActionParamMissing., ActionParamTypeEr-
ror, ActionParamFormatError
413 RequestEntityTooLarge
500 InternalError
503 ServiceUnavailable
]

PIFH curl 52 WA UEFI/BMC (&) M B HTTP #E3% g R,
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e S 1. ¥ HttpPushUriTargetsBusy B #H N true,

% P oo B E Y6 A & HttpPushUriTargetsBusy JB M. M M E N false B, F ¥
HttpPushUriTargetsBusy & 5 5N True, DAMEF B4R S8 50 7055, Wi R T, H
s P St A 7 B3 1k IR 55 A b B 4
PATCH IE3CH:

{
"HttpPushUriTargetsBusy" : true

}

o BBR 2. WIRE FumITRIEH BMC (FH]) , EHEH IS HeepPushUriTargets.
WRAE B BMC (&) FfE, HHkd PR,

PATCH IEXH:

"HttpPushUriTargets" : [
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"
]

o BB 3. K g % B] MultipartHttpPushUri & #: /) URL,
THEHZEMNT BMC (/) M4 B HTTP X Hi% KR A curl 4

curl -s -k -u USERID:PASSWORD -F 'UpdateParameters={ "Targets":[ "/redfish/v1/UpdateService/FirmwareInventory/
BMC-Backup" ],"@Redfish.OperationApplyTime":"0OnStartUpdateRequest”};type=application/json' -F
'UpdateFile=@/tmp/xcc/xcc-fw.upd;type=application/octet-stream' https://192.168.1.216:443/mfwupdate

& 18] DL 75 4] JSON Wi ¥z

{
“Members": [
{
"@odata.id": "/redfish/v1/TaskService/Tasks/1491a59d-2abbh-4ebe-9el11-84fea2c89ceh”
}
1,
"@odata.type": "#TaskCollection.TaskCollection",
"@odata.id": "/redfish/v1/TaskService/Tasks",
"Members@odata.count”: 1,
"@odata.etag”: "\"1585198032333\"",
"Name": "Task Collection",
“Description”: "This resource represents a Resource Collection of Task instances for a Redfish implementation."”
}

A8 T 8 1E SCH R A 5 BT B AR 55 B8R, /£ TaskMonitor J& o 1K 51 FIE 55 M 92 4% BE IR
o B 4. Frimw EEMRAEMLS I URT IEHEE,

DUTRERMTHRERERESEEMN SH JSON m ., (£% ID H
1491a59d-2abb-4e6e-9e11-84fea2c89ceb)
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HIRKRE, £5EEEEN 31%, &/ mIERRIE ELrRpg,

~

—~

“StartTime": "2020-03-26704:47:12+00:00",
“TaskState": "Running",
"HidePayload": true,
“Name": "Task 1491a59d-2abb-4eée-9el11-84fea2c89ceh”,
“PercentComplete": 31,
"@odata.id": "/redfish/v1/TaskService/Tasks/1491a59d-2abb-4ebe-9e11-84fea2c89ceb”,
“@odata.type": "#Task.vl_4_2.Task",
“Id": "1491a59d-2abb-4eée-9ell-84fea2c89ceh”,
“TaskMonitor": "/redfish/v1/TaskService/7add4883-18c6-431c-9f1bh-f2f8cc43804c",
"@odata.etag": "\"1585198032627\"",
"Messages": [
{
"@odata.type": "#Message.vl_0_8.Message",
"MessageArgs": [
"1491a59d-2abh-4eé6e-9el1-84fea2c89ceb”,
ngq
1,
"Message": "The task with id 1491a59d-2abhb-4eée-9el1-84fea2c89ceb has changed to progress 30 percent
complete.”,

"Severity": "0K",

"Resolution": "None.",

"Messageld": "TaskEvent.1.0.TaskProgressChanged"

b
{
"@odata.type": "#Message.vl_0_8.Message",
"Message": "Verify 1 percent complete.”,
"Resolution”: "None",
"Severity": "0K",
"Messageld": "LenovoFirmwareUpdateRegistry.1.0.UpdateVerifyInProgress",
"MessageArgs": [
"o
]
}

],

“Description”: "This resource represents a task for a Redfish implementation.”

}

TR E, £58EEEN 100%, BENHTER. £5REN “BRmR” .

{
"StartTime": "2020-03-26T04:47:12+00:00",
"TaskState": "Completed"”,
“Name": "Task 1491a59d-2abbh-4ebe-9el11-84fea2c89ceh”,
"EndTime": "2020-03-26T04:48:36+00:00",
"HidePayload": true,
"@odata.id": "/redfish/v1/TaskService/Tasks/1491a59d-2abb-4ebe-9e11-84fea2c89ceb”,
“PercentComplete”: 100,
"TaskStatus": "0K",
"@odata.type”: "#Task.vl_4_2.Task",
“Id": "1491a59d-2abb-4ebe-9e11-84fea2c89ceb”,
"TaskMonitor": "/redfish/v1/TaskService/7add4883-18c6-431c-9f1b-f2f8cc43804c",
"Messages": [
{
"MessageArgs": [
"1491a59d-2abb-4eée-9e11-84fea2c89ceh”
1,
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"Message": "The task with id 1491a59d-2abb-4eé6e-9el1-84fea2c89ceb has completed.”,
"Resolution": "None.",

"Severity": "0K",

"Messageld": "TaskEvent.1.0.TaskCompletedOK",

"@odata.type": "#Message.vl_0_8.Message"

I8

{
"@odata.type": "#Message.vl_0_8.Message",
"MessageArgs": [],
"Message": "Successfully Completed Request",
"Severity": "0K",
"Resolution": "None",
"Messageld": "Base.l.6.Success"”

H

{

"@odata.type": "#Message.vl_0_8.Message",
"Message": "Assignment 1: Resource /redfish/vl/UpdateService/FirmwareInventory/BMC-Backup SoftwareID
BMC-TEI3-10 Version 95D-3.40 to Version 95D-3.40.",
"Resolution”: "None",
"Severity": "0K",
"Messageld": "LenovoFirmwareUpdateRegistry.1.0.UpdateAssignment”,
"MessageArgs": [
e
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup",
"BMC-TEI3-10",
"95D-3.40",
"95D-3.40"

"@odata.type": "#Message.vl_0_8.Message",

"Message": "Assignment 1: Apply complete”,

"Resolution": "None",

"Severity": "0K",

"Messageld": "LenovoFirmwareUpdateRegistry.1.0.PayloadApplyCompleted",

"MessageArgs": [

wpn
]
}

1,
"@odata.etag": "\"1585198116883\"",
"Description”: "This resource represents a task for a Redfish implementation."

}

o 5. FPrummEREIZMS, HEHRSEN “Completed” 5 “Exception” o HRIFEIE [H]
A AR 551 5 A0 B 57

T R L R AT 55 W SR

"StartTime": "2020-03-26T06:02:32+00:00",

"TaskState": "Exception”,

"Name": "Task 55bhlabaf-a678-4869-aef5-1a57ef76ad3b",

"EndTime": "2020-03-26T06:02:33+00:00",

"HidePayload": true,

"@odata.id": "/redfish/v1/TaskService/Tasks/55hlabaf-a678-4869-aef5-1a57ef76ad3h",
“PercentComplete”: 30,

"TaskStatus": "Warning",

"TaskMonitor": "/redfish/v1/TaskService/edece36d-5hcd-4eel-9a5e-3e498412d502",
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“Id": "55hlabaf-a678-4869-aef5-1a57ef76ad3h",
"@odata.type": "#Task.vl_4_2.Task",
"@odata.etag": "\"1585202553905\"",
“Messages": [

{
"@odata.type": "#Message.vl 0_8.Message",
"Message": "The task with id 55blabaf-a678-4869-aef5-1a57ef7éad3b has completed with warnings.",
"MessageArgs": [
"55hlabaf-a678-4869-aef5-1a57ef76ad3b"
1,
"Severity": "Warning",
"Resolution”: "None.",
"Messageld": "TaskEvent.1.0.TaskCompletedWarning"
I8
{
"MessageArgs": [
"57",
"Invalid URI"
],
"Message": "Verify failed, return code=57 - return message: Invalid URI",
"Resolution”: "Resubmit the request. If the problem persists, consider resetting the service.",
"Severity": "Warning",
"Messageld": "LenovoFirmwareUpdateRegistry.1.0.UpdateVerifyFailed",
"@odata.type": "#Message.vl 0_8.Message"
}

]’ n, n

“Description”: "This resource represents a task for a Redfish implementation."”

}

e S 6. WRHIE BMC (8H) , BHEMING R HetpPushUriTargets,
WARAREH BMC (%5 H) I, HBE L3R,
PATCH 1EXH:

{
"HttpPushUriTargets" : [ ]

}

o BB 7. ¥ HttpPushUriTargetsBusy ¥ N false.

RS PR S8 E . 15 HitpPushUriTargetsBusy B BN false, DAER IR S5 RE45 HoAth
% o AT P SR

PATCH 1EXXH:

{
"HttpPushUriTargetsBusy" : false

}

%R Firmwarelnventory
BB SRR B % T 3R Bk Redfish Jit 5545 BLAY BN SR AR 41408
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RS R BB I 1 2% B R

gy /redfish/vl/UpdateService/Firmwarelnven-
tory/{Id}
LY ARV S SoftwareIlnventoryCollection_v1l.xml

Softwarelnventory_vl.xml

GET - RESBEHEEES
i Fl GET J7 ¥k R M55 28 b0 [ 1E 15 5 %,

#H3R URL
GET https://<«BMC_IPADDR>Iredfish/v1/UpdateService/FirmwareInventory

M) B 1F 32

FB eyt ik

Members i Hi: Firmware JC % 5| ] 85
Name Z/H | SoftwarelnventoryCollection
Description PR “Firmware Inventory Collection.”

: “Firmwarelnventory” 18 2 fl i & W 415 8, HHaH:

BMC (F) . BMC (% /) UEFILXPM. LXPM Windows/Linux W fE BRI E 4, EHT: X
¥¥ PLDM s JCAQEAE B AR ZA PR GG L2 . 1 RAID #8485 B & (F£2£ T AMD Milan
MRS EAZFE) . Intel® Optane™ Persistent Memory (fE3F AMD Milan MR % LA X
Fr) . BEBPLERE

TR R EIGR, T DAL 35 A% 4157 SR8 2 SEBlax SL g

RSRB
HTTP RER BRI L ID
500 InternalError
i
1& [5] PLF 7 45 JSON Fi B -
{
“Members": [
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary"
|3
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"
h
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/UEFI"
I3
{

"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/LXPM"
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{

"@odata.id":
})
{

"@odata.id":
}
{

"@odata.id":
})
{

"@odata.id":
},
{

"@odata.id":
})
{

"@odata.id":
},
{

"@odata.id":
})
{

"@odata.id":
}
{

"@odata.id":
})
{

"@odata.id":
},
{

"@odata.id":
}

],

“/redfish/v1/UpdateService/FirmwareInventory/LXPMWindowsDriver"

"/redfish/v1/UpdateService/FirmwareInventory/LXPMLinuxDriver"

“/redfish/v1/UpdateService/FirmwareInventory/Slot_7.Bundle"

"/redfish/v1/UpdateService/FirmwareInventory/0Ob_1.Bundle"

“/redfish/v1/UpdateService/FirmwareInventory/0b_1.1"

“/redfish/v1/UpdateService/FirmwareInventory/0b_1.2"

“/redfish/v1/UpdateService/FirmwareInventory/0b_3.1"

“/redfish/v1/UpdateService/FirmwareInventory/0b_4.1"

“/redfish/v1/UpdateService/FirmwareInventory/0b_5.1"

“Iredfish/v1/UpdateService/FirmwareInventory/Slot_7.1"

“[redfish/v1/UpdateService/FirmwareInventory/PSUl"

"Members@odata.count": 15,
"@odata.type": "#SoftwareInventoryCollection.SoftwareInventoryCollection”,
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory",

“Members@odata.navigationLink": "/redfish/v1/UpdateService/FirmwareInventory/Members",

"@odata.etag": "\"2f84hcael162420f035fd84eb6bb2d13a0\"",

“Name": "SoftwareInventoryCollection",
“Description”: "Firmware Inventory Collection."”,

"@odata.context": "/redfish/vl/$metadata#SoftwareInventoryCollection.SoftwareInventoryCollection'

GET-E#BEEEM
#H GET H#EK RN EMAEER.

HR URL
GET https:// <«BMC_IPADDR>Iredfish/vl/UpdateService/FirmwareInventory/{Id}

M) B 1E 3Z

TB KRR ik

Id FAE | 1d B T bR A
Description PR | B RIE,
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B KRR ik

LowestSupportedVersion P TN SR 2 R W S A IRAS B 2 455 o

Name & A R
RelatedItem Al 55 IR BRI S K B SRR Y URL
RelatedItem[N] R BN R B,
Softwareld FREE | TARIR I E A R E ID,
Manufacturer FAREE | o BT A S A T R R AT R
ReleaseDate PR | MR AR R AT H
E: WIRE PMem FEME B, AT GOK KG9
Status PO 3 CEIT.
HealthRollup FRHE | “OK” ,
Health FRE | “OK”
State FAF l%j#lﬁ%i#ﬁﬁf\, W “Enabled” . “Disabled” .
StandbySpare” .
Updateable i /R 578 Redfish &7 7] DL 557 [ 1
Version FREE | EARRARS

HNTEFHEHKEHEITIRA, Version BMEF UANTF
Web [HR CLI H 278 IR A 255 53

WriteProtected iR true
RERB
HTTP RN WMRWE ID
500 InternalError
Bl

PLF 74 JSON mi B #i8 7 BMC () FEHFE B

{
"SoftwareId": "BMC-CDI3-10",
"Updateable”: true,
“Name": "Firmware:BMC",
"@odata.etag": "\"0d057295e35b9b29ddad595a90d7ac3f\"",
"Version": "40M-3.00",
"RelatedItem@odata.count”: 1,
"LowestSupportedVersion": null,
"@odata.type": "#SoftwareInventory.vl_2_2.SoftwareInventory",
“WriteProtected": true,
“Id": "BMC-Primary",
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Managers/1"
}
1,
“Status": {
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"Health": "0K",
"HealthRollup": "0K",
“"State": "Enabled"
1
“ReleaseDate": "2019-09-25T00:00:00Z",
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary",
"Manufacturer": "Lenovo",
“Description”: "The information of BMC (Primary) firmware."

LT JSON Wi Sz 4838 7 RAID & e 4% i [ R 5 8.

{

“SoftwareId": "DEVICE-1D490500-13",

“Updateable”: true,

“Name": "Firmware:DEVICE-ThinkSystem RAID 530-8i PCIe 12Gb Adapter"”,

"@odata.etag": "\"dffae54e34119febhb7ce896633c58ae\"",

"Version": "50.5.0-1510",

"RelatedItem@odata.count”: 1,

“LowestSupportedVersion": null,

“@odata.type": "#SoftwareInventory.vl_2_2.SoftwareInventory",

"Id": "Slot_7.Bundle",

"RelatedItem": [

{
"Qodata.id": "/redfish/v1/Systems/1/PCleDevices/slot_7"
}

1,
"Status": {

"Health": "0K",

"HealthRollup": "0K",

"State": "Enabled"
I8
“ReleaseDate": "2018-06-25T00:00:00Z",
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/Slot_7.Bundle",
“Manufacturer": "AVAGO Technologies",
“Description”: "The information of ThinkSystem RAID 530-8i PCIe 12Gb Adapter firmware."
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F18F AFEHE

%R TaskService

P JEE R Redfish RS S5 %A, i TaskService ¥t B HERL 7T i W] fr 5 LA £ 55

R 1
PR R 12 Iredfish/vl/TaskService
i A TaskService_vl.xml

GET - SRS EM

] GET J7 #:# & Redfish IR %51 TaskService Y5 g k.

F3R URL

GET https://<BMC IPADDR>Iredfish/v1/TaskService

BRIEX
7o
) B 1E 3
B FH Wig
Id FRFH | “TaskService” .
Name FHrH | “Task Service”
DateTime FREE | RS MSTIEAEME IR Y 5T H N (S mBE) &E,
CompletedTaskOver- FAFHE | “Oldest” .
WritePolicy
ServiceEnabled i /R WAL HERS,
fi: True
Status PIE R,
State FAFH | “Enabled”
Health FRHE | “OK” .,
HealthRollup FHHE | “OK” .
Tasks xS Uh MR A A Task KBRS MRBEE:,
RAERB
HTTP RN BRI A ID
500 InternalError
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{
"Tasks": {

"@odata.id": "/redfish/v1/TaskService/Tasks"

I
"Id": "TaskService",
"Status": {
"HealthRollup": "0K",
"Health": "0K",
“State": "Enabled"
1
“Name": "Task Service",
“ServiceEnabled": true,
“DateTime": "2019-11-11T14:51:52+00:00",

"@odata.type": "#TaskService.vl_1 3.TaskService",

“CompletedTaskOverWritePolicy": "0Oldest",

"@odata.etag”: "\"381031aeeabf8aa7d88a786db25df665\"",

"@odata.id": "/redfish/v1/TaskService",

“Description”: "This resource represents a task service for a Redfish implementation."

BiR Task

IR PR Redfish JIi 55 WAL 55 SEIRSE B

PR B = Redfish /IR 55 4 v B 4E: 555
RR B /redfish/vl/TaskService/Tasks/{Id}
P spais Task vl.xml

GET - 5B

i GET JF 4K Redfish IR 1 Task %5 o g g ik

3R URL

GET https://<BMC IPADDR>Iredfish/v1/TaskService/Tasks/{Id}

BEREX
7
&) Bz 1F 32
FB R ik
Id FAEE | Id e T E— AR R B AE 55 IR
Name TR “Task {Id}”
Description PR “This resource represents a task for a Redfish
implementation.”
StartTime FRE | LRIENE SR H Y .
EndTime TR | _BRSE AT 55 Y H TN )
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FB 3l Wiig
HidePayload /R LG B A 7 48 7 A BT 55 J5 e 13 B2 B A R B 3R N4
PercentComplete B Do PR F N ST B SE R EEBE (PASE R 43 L AT 4Ry )
TaskMonitor R BEAT 55 WA 55 W P 45 1) URT. X 7E TaskState H
Completed. Exception 5 Killed It Tl B3 55 B URI,
TaskState FRE | ESHIRE,
TaskStatus Sl 1255 1 8BRS .
TaskState Fil TaskStatus Z [A] B K & -
e “Completed” (TaskState) —> “OK” (TaskStatus)
e “Killed” (TaskState) —> “Warning” (TaskStatus)
e “Exception” (TaskState) —> “Warning”
(TaskStatus )
o HAth (TaskState) —> A/AJF TaskStatus (TaskStatus)
Messages X4 B,
Messages|[N] FRE | SEFREKHEE,
RERE
HTTP RN HBRWE ID
500 InternalError
)

& 18] PR 75 45 JSON Wi J% :

{
“StartTime": "2019-11-12T15:05:12+00:00",
"@odata.id": "/redfish/v1/TaskService/Tasks/e809efad-0e8f-48fc-86d9-6d4c5b0d2dal”,
"Messages": [
{

"@odata.type": "#Message.vl_0_7.Message",

"MessageArgs": [

"e809efad-0e8f-48fc-86d9-6d4c5b0d2da0”

l,
"Message": "The task with id e809efad-0e8f-48fc-86d9-6d4c5b0d2dal has completed.”,
"Severity": "0K",

"Resolution": "None.",
"Messageld": "TaskEvent.1.0.TaskCompletedOK"

3
{
"@odata.type": "#Message.vl _0_7.Message",
"Message": "Successfully Completed Request”,
"MessageArgs": [
null
1,
"Severity": "0K",
"Resolution": "None",
"Messageld": "Base.l.5.Success"
|3
{
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"@odata.type": "#Message.vl_0_7.Message",
"MessageArgs": [
"
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary",
"BMC-TEI3-10",
"57B-1.20",
“57B-1.20"
1,
"Message": "Assignment 1: Resource /redfish/v1/UpdateService/FirmwareInventory/BMC-Primary
SoftwareID BMC-TEI3-10 Version 57B-1.20 to Version 57B-1.20.",
"Severity": "0K",
"Resolution”: "None",
"Messageld": "LenovoFirmwareUpdateRegistry.1.0.UpdateAssignment"

I8
{
"@odata.type": "#Message.vl_0_7.Message",
"Message": "Assignment 1: Apply complete”,
"MessageArgs": [
wp
1,
"Severity": "0K",
"Resolution”: "None",
"Messageld": "LenovoFirmwareUpdateRegistry.1.0.PayloadApplyCompleted”
}

1,
“Id": "e809efad-0e8f-48fc-86d9-6d4c5h0d2dal”,

"HidePayload": true,

“Name": "Task e809efad-0e8f-48fc-86d9-6d4c5b0d2dal”,

“PercentComplete”: 100,

"TaskStatus": "0K",

"TaskMonitor": "/redfish/v1/TaskService/fdcf8893-817e-4a6a-b990-264123bad004",
“TaskState": "Completed"”,

"EndTime": "2019-11-12T715:06:33+00:00",

"@odata.etag": "\"1573571193473\"",

“@odata.type”: "#Task.vl 4 1.Task",

“Description”: "This resource represents a task for a Redfish implementation.”
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F19F SEHERSF

% J& EventService
WK T EARED Redfish EIAFEHF RS,

THRE 1
HIR R /redfish/vl/EventService
i A EventService_vl.xml

GET - EHFBRSEM®

il GET J 4R Redfish IR 55 09 F 4 IRk 55 SE 05 0 g k.

F3R URL

GET https://<BMC IPADDR>Iredfish/vl/EventService

BERIEX
7
g R IE X
TB KRR i
Id FAF “EventService”
Name FAE “Event Service”
Description FAFH “This resource represents an event service for a Redfish
implementation.”
ServiceEnabled R True
SSEFilterPropertiesSup- FoE e BT
ported
SubordinateResources iR True
ResourceType 15 /R True
EventFormatType iR True
RegistryPrefix iR True
OriginResource iR True
MetricReportDefinition R True
Messageld 15 /R True
DeliveryRetryAttempts B 3
DeliveryRetryIntervalSec- B 60 (BAfr: Fb)
onds
ResourceTypes il A[E1T B ) ResourceType 1€ M @odata.type fH (ZEH

) MR,

© Copyright Lenovo 2018, 2024
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B KK ik
ResourceTypes[N] T | ResourceTypes B4 LR
¥E: JCi#% ResourceType Fii i & i FF,
Actions pOE o
#EventService.Sub- poE 3 iE 50 “Actions”
mitTestEvent
Status X CE I
State =y ul ] “Enabled”
Health R “OK”
EventFormatTypes Bl Wi: FRH
T 2
EventFormatTypes[N] FRE | AR “Event” . “MetricReport”
SubordinateResourcesSup- iR oSS R L F 1T B SubordinateResource B It
ported
RegistryPrefixes B Wi: 245 H
TREL: B st 2 B R /redfish/vl/Registries T Ay % R
RegistryPrefixes[N] FREEH | BB % VR /redfish/vl/Registries T I B B
Subscriptions B EventDestinationCollection J$# (3417 [ i 5|
ServerSentEventUri BEE “/redfish/v1/EventService/ServerSentEvent”
SMTP POE oIt
Authentication FAFH | SMTP IR 5525 WA GE J5 ¥
Port e H#% SMTP %,
ConnectionProtocol FHE | S5 H SMTP RS mERE LR,
Password PR AT SMTP RS #H#FATINIER B, AR $ Y
“pull” ,
ServiceEnabled i /R BB BHTHTEMAEZEN SMTP,
FromAddress PR | TR RN ik,
Username PR | BT SMTP RS #3347 IERH P 4.
Authentication@Redfish.Al- | ¥4H Ti: FZHHP
lowableValues
W 3
Authentication @Red- P “None” . “Login” . “CRAM_MD5” ,
fish.AllowableValues[N]
ConnectionProtocol@Red- | %41 Ti: F/HHP
fish.AllowableValues
W 1
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TB k¥ ik
ConnectionProtocol 5 “AutoDetect” ,
@Redfish.Allowable-

Values[N]
ServerAddress FRHE | SMTP RS 2505 Hu ik,
RERE
HTTP K& WMXWAE ID
500 InternalError

Y]
1& [51 DL R 75 45 JSON Fi B :

“IncludeOrigin0fConditionSupported”: true,
“DeliveryRetryIntervalSeconds": 60,
“DeliveryRetryAttempts”: 3,
"RegistryPrefixes": [
“Base",
"EventRegistry”,
"ExtendedError",
“LenovoExtendedWarning”,
“LenovoFirmwareUpdateRegistry”,
“ResourceEvent"”,
“TaskEvent"
1,
"SubordinateResourcesSupported": true,
"EventFormatTypes": [
"Event",
"MetricReport"
]

"SHTP": {
"Password": null,
"ServiceEnabled": true,

"@odata.etag": "\"b61666f78b2b2f04398a6\"",

"ConnectionProtocol@Redfish.AllowableValues": [

"AutoDetect"
]

"None",
"Login",
"CRAM_MD5"
1,
"Username": "",
"Port": 25,
"ServerAddress": "0.0.0.0",
"Authentication”: "None",
“FromAddress": null,
“ConnectionProtocol": "AutoDetect"
h
"ServiceEnabled": true,
"SSEFilterPropertiesSupported”: {
"RegistryPrefix": true,
“OriginResource": true,
"ResourceType": true,
"Messageld": true,

"Authentication@Redfish.AllowableValues": [
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"EventFormatType": true,

"SubordinateResources": true,
"MetricReportDefinition": true

}

@odata.type
"Subscriptions

: "#EventService.vl_6_0.EventService",

||:{

"@odata.id": "/redfish/v1/EventService/Subscriptions”

}

"Actions": {

"Id": "EventService",

"#EventService.SubmitTestEvent": {
"target": "/redfish/vl/EventService/Actions/EventService.SubmitTestEvent",
“title": "SubmitTestEvent"

}
}?

“Name": "Event Service",

"Status": {

"State": "Enabled",
"Health": "0K"

}

"ResourceTypes”: [

"LogService"

],

“Description":

}

"@odata.id": "/redfish/v1/EventService",

This resource represents an event service for a Redfish implementation."”,
“ServerSentEventUri": "/redfish/v1/EventService/ServerSentEvent"

PATCH - EEH#REZEM
il PATCH J7 3 5087 35 1 IR 55 V¢ U508

B3R URL
PATCH https://<BMC_IPADDR>/redfish/vl/EventService
BHXRIEX

FB eyl #iik

SMTP A BYESE

Authenti- | ZfF i | SMTP I35 #% M INIE 5 .

cation

Port B H#5 SMTP i H,

Password | ZffH | FF i SMTP RS 25 BEATINIER %8S, BLEAEMRN HH “null”

Username | 2ff8 | I T SMTP I 55 88 #EATIAEM T P 44

ServerAd- | 25 H SMTP ik 5545 iy ik,

dress

FromAd- | ZfFd | R FHRARR RN Hidk,

dress
I Rz

Wiy 758 18] i N5 5 GET $RAEAH R, (HBEHT TR P,
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RERB

HTTP RERH WIRWAE ID
500 InternalError

~Bl
PLF Rl PATCH 1E L

{
"SHTP": {
"Password": "PASSWORD",
"Username": "USERID",
“Port": 25,
"ServerAddress": "0.0.0.0",
"Authentication": "None",
“FromAddress": "userid@lenovo.com"
}
}

K2 T PATCH #4E)5, BB R3S B IR #8151 LT 7R 4] JSON Wi i

{
“DeliveryRetryIntervalSeconds": 60,
"DeliveryRetryAttempts"”: 3,

“ServerSentEventUri": "/redfish/v1/EventService/ServerSentEvent",

“IncludeOrigin0fConditionSupported”: true,
"RegistryPrefixes": [
"Base",
"EventRegistry",
"ExtendedError",
“LenovoExtendedWarning”,
“LenovoFirmwareUpdateRegistry”,
"ResourceEvent"”,
"TaskEvent"
1,
"SubordinateResourcesSupported”: true,
"EventFormatTypes": [
"Event"”,
"MetricReport"
1,
"SMTP": {
"Password": null,
"ServiceEnabled": true,
"Authentication”: "None",
“Username": "USERID",
"Port": 25,
“ServerAddress": "0.0.0.0",
"Authentication@Redfish.AllowableValues": [
"None",
"Login",
"CRAM_MD5"
1,
“ConnectionProtocol”: "AutoDetect"”,
"FromAddress": "userid@lenovo.com",
"ConnectionProtocol@Redfish.AllowableValues": [
"AutoDetect”
]
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b
"@odata.etag": "\"b84bdec2dé6f72e14f9c04\"",
"ServiceEnabled": true,
“Name": "Event Service",
“Description”: "This resource represents an event service for a Redfish implementation.",
“Id": "EventService",
"Actions”: {
"#EventService.SubmitTestEvent": {
"title": "SubmitTestEvent",
"target": "/redfish/vl/EventService/Actions/EventService.SubmitTestEvent"
}
I8
"SSEFilterPropertiesSupported”: {
"RegistryPrefix": true,
"OriginResource": true,
"ResourceType": true,
"Messageld": true,
"EventFormatType": true,
“SubordinateResources”: true,
"MetricReportDefinition": true

I8

"Status": {
"Health": "0K",
"State": "Enabled"

}

"@odata.id": "/redfish/v1/EventService",
“@odata.type": "#EventService.vl_é6_0.EventService",
"ResourceTypes”: [
"LogService"
1,
“Subscriptions”: {
"@odata.id": "/redfish/v1/EventService/Subscriptions"”
}
}

POST - XM EH
§ 7 POST J7 ik 10 3T B4 R W ik 2

B3R URL
POST https://<BMC_IPADDR>Iredfish/vl/EventService/Actions/EventService.SubmitTestEvent
BEREX

TR xR B A ID

Event- BB ZER M F R4 1D,
Groupld

Eventld AT H IR M FEAE Y ID,

Event- FRTH TEIN g 2 Y I T
Timestamp

Message TR SER I = g 2R S O
Messageld | ~4f 8 LR M F RS ID,
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FB e 3l WM A ID
Mes- il SIS I B =R T B S BB
sageArgs
OriginOf- FIF G BF I A IR URL,
Condition
i K2
7o
RABRB
HTTP RENH BRI A ID
204 NoContent
500 InternalError
Bl
VAR Bl POST 1EXC
{
"Origin0fCondition": "/redfish/v1/Systems/1/LogServices/AuditLog",
"Message":"Login ID: USERID from web at IP address 1.1.1.1 has logged of f. ----Test Test",
"MessageArgs":["USERID","web","1.1.1.1"],
"Messageld":"EventRegistry.1.0.FQXSPSE40321",
"EventTimestamp":"2020-12-31700:00:00+00:00",
"EventId": "0000003a",
"EventGroupId": 1
}

1& [51 DL R 7R 45 JSON Fi B :

7

ATWT 8545 B DL T S0 B3 K 45 B 72 3T B T Redfish IR 55 0 H An L B .

"Events@odata.count": 1,

"MessageArgs": [
"USERID",

{
"Id": II1II’
"Events": [
{
"web",

"1.1.1.1"

]

"EventId": "1",

"MemberId": "0001",

"Message": "Login ID: USERID from web at IP address 1.1.1.1 has logged off. ----Test Test",
"EventGroupId": 1,

"Messageld": "EventRegistry.1.0.FQXSPSE40321",
"EventTimestamp": "2020-12-31T700:00:00+00:00",

"Origin0fCondition": {

"@odata.id": "/redfish/v1/Systems/1/LogServices/AuditLog"

}
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}
]

“Name": "SubmitTestEvent",

“Description":

"@odata.type": "#Event.vl 5 _0.Event",

This resource represents an event for a Redfish implementation."”

%R EventSubscription

B FEIE A T IREEHEA Redfish KA F AT 3,

R 1

E R g 15 /redfish/vl/EventService/Subscriptions
/redfish/v1/EventService/Subscriptions/{Subscrip-
tion ID}

ZE A A EventDestination_v1l.xml

EventDestinationCollection_v1.xml

GET - 41T

HES=)

B8 GET J5 K & MRk 55 4% i S5 1137 b0 48 6 S IR0 s ik

HR URL

GET https://<BMC_ IPADDR>Iredfish/vl/EventService/Subscriptions

ERIEX
7

e R IE 3C

TB

i

Members

Bl

Wiz AT BOTE M5 R

Name

TR

13 . . bh
Subscriptions” o

RERB

HTTP ARG

WP AE ID

500

InternalError

=l

i& [51 DL R 75 45 JSON Fli B :

{

“Members": [

{

"@odata.id": "/redfish/v1/EventService/Subscriptions/EE116883"

}
],
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"@odata.type”: "#EventDestinationCollection.EventDestinationCollection”,
"@odata.id": "/redfish/v1/EventService/Subscriptions",

"Members@odata.count”: 1,

"@odata.etag": "\"1554223063641\"",

“Name": "Subscriptions”,

"@odata.context": "/redfish/vl/$metadata#EventDestinationCollection.EventDestinationCollection”

GET - 41T

S GET J5 ¥ K & i 55 45 W9 4537 B 2% H p B g 1k

&R URL

GET https://<BNC_IPADDRsIredfish/vl/EventService/Subscriptions/{Subscription ID}

BRIEX
7o
) |8 1E X

B eyl Wik

Id FREE | AEIT R G T E— AR R B R

Name PG5 “Destination”

Description FIF R “This resource represents the target of an event
subscription, including the types of events subscribed and
context to provide to the target in the Event payload.”

Destination FREE | MR A B AR X B B H AR URL,

Context FREE | G EARIT R AR Y i % P s R A B A

Protocol =y “Redfish”

HutpHeaders Al | ITRE HTTP fsk, GIOEERE R, A% GET 1
A null,

HttpHeaders[N] POE 3 M T &8 HTTP fr3k, BlHRRUE L. WNZRLE GET
A null,

Messagelds e IR S5 AU K IE ) Messagelds W5, a0 R IR A2 85

Hohzs, WEAE Messageld W F AR KX BT B4,
Messagelds[N] FREE | RS RIEHEE ID

SubordinateResources iR K BEE N true HIRE OriginResources, XFER
1T PR B #§ € OriginsResources X i Mg ¥t I ity 3 14

ResourceTypes N A 71T B i) ResourceType H45E I @odata.type A (214
#ZFR) MBIE,

ResourceTypes[N] FRE | ResourceTypes Al LR
7: TGP ResourceType ik % ik FF,
EventFormatType FRE | AR “Event” . “MetricReport”

(# A X #F MetricReport F R F{}:)
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T B KRR ik

RegistryPrefixes Bl Ti: FZHHP
WE: Wt BBV /redfish/vl/Registries T H B 5
RegistryPrefixes[N] PR | B BIREIR /redfish/vl/Registries T B B
OriginResources B R 55 B UKL A S A B R UR S ZR . 0 Rk 8 M A fE AR S B A
HE, WK B AR EIR 0 AR R OX BT B
OriginResources[N] PRz JIR 55 K AR 18R O A v SR 51
SubscriptionType FRE | AfH: “RedfishEvent” ., “SSE”
REREBE
HTTP RAERY BRIEA ID
500 InternalError
Bl

i& [8] DL R 75 45 JSON Wi B :

{
"HttpHeaders": [],
“Id": "3A048DOE",
"SubordinateResources”: null,
“Context": "Test_Context",
"Messagelds": [],
“EventFormatType": "Event",
"ResourceTypes": [],
"OriginResources@odata.count”: 0,
“Protocol": "Redfish",
"Name": "Destination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/3A048D0E",
"RegistryPrefixes": [
"EventRegistry"
]

@odata.type": "#EventDestination.vl_5_0.EventDestination”,

“SubscriptionType": "RedfishEvent",

“Destination”: "https://192.168.0.2:443",

"@odata.etag": "\"1575571584025\"",

“OriginResources": [],

“Description”: "This resource represents the target of an event subscription, including the types
of events subscribed and context to provide to the target in the Event payload.”

}

POST - &/ #Z1] 5
G5 Redfish JIRZ5 9 1T BT DAY PR RIEA TR

#E3R URL
POST https:// <«BMC_IPADDR>Iredfish/vl/EventService/Subscriptions
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ERIEX

fil &t Redfish BT B

VLBl & POST 1E 3,
{
"Protocol": "Redfish",
“Context": "Test_Context",
“Destination”: "https://192.168.0.2:443",
"RegistryPrefixes": [
"EventRegistry”
]
}

& 18] DL 78 4] JSON i ¥ -

{
"SubscriptionType" : "RedfishEvent",
"HttpHeaders" : [],
"RegistryPrefixes" : |

"EventRegistry”
]

EventFormatType" : "Event",

"OriginResources@odata.count” : 0,

"OriginResources" : [],

"Id" : “3A048DOE",

“Destination” : "https://192.168.0.2:443",

"Context" : "Test_Context",

"Messagelds" : [],

"SubordinateResources"” : null,

"@odata.id" : "/redfish/v1/EventService/Subscriptions/3A048DOE"

)

TR KRR ik
Destination PR | SRk A R S R A B H AR Y URL
Context FRE | S E AR R A B 0 B R s SR AT
Protocol FR “Redfish”
RegistryPrefixes A Ti: FAFH
T BB B /redfish/vl/Registries T K 5
RegistryPrefixes[N] PR | BB /redfish/vl/Registries T K 7
g R iE 32
P w52 B 3T B R UR, R GET J5 ¥k 51 S50 3T B A e B2 1E 3,
RAERBE
HTTP RAERH HRH AL ID
201 Created
400 BadRequest, PropertyValueNotInList
500 InternalError
ayl
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"@odata.etag” : "\"1575571584025\"",

"@odata.type" : "#EventDestination.vl_5_0.EventDestination",

“Protocol" : "Redfish",

“Description” : "This resource represents the target of an event subscription, including
the types of events subscribed and context to provide to the target in the Event payload.”,

"Name" : "Destination”,

"ResourceTypes" : []

}

flg SMTP Bl il B
LB R POST IEX

{
“Context”: “SMTP user”,
“Destination”: "mailto:userid@lenovo.com",
“Protocol": "SMTP"

}

i& [5] PL R 75 45 JSON Fi B -
{

"Protocol": "SMTP",
“Description”: "This resource represents an event destination for a Redfish implementation.",
"EventFormatType": "Event",
“Id": "REST-SMTP-1",
"Status": {
"State": "Enabled"
1,
"Context": "SMTP user",
“@odata.type": "#EventDestination.vl_11 0.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SMTP-1",
"@odata.etag": "\"363737e9a52729657ae\"",
“Name": "REST-SMTP-1",
"Destination”: "mailto:userid@lenovo.com",
“SubscriptionType": "RedfishEvent"

fild SNMPv1 T M

PLF a2 POST 1E X
{

“Destination”: "snmp://10.10.10.10",
“Protocol": "SNMPv1",
"SNMP": {
“TrapCommunity": "test"
}
}

& 18] L 78 4] JSON i ¥ -
{
“Protocol": "SNMPv1",
“Id": "REST-SNMPv1-1",
“SNMP": {
"TrapCommunity": "test"

I3
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"@odata.type": "#EventDestination.vl_8_0.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SNMPv1-1",
“Destination”: "snmp://10.10.10.10",
"Description”: "This resource represents an event destination for a Redfish implementation.”,
“Context": "",
“Name": "REST-SNMPv1-1",
"Status": {
“State": "Disabled"
I3
"@odata.etag": "\"38906ed3cd672966db8\"",
“SubscriptionType": "SNMPTrap",

"EventFormatType": "Event"

wow R, wm R om M b “State” N “Disabled” , W & E I
/redfish/vl/Managers/1/NetworkProtocol /Oem/Lenovo/SNMP H )5 ] SNMPv1 %4,

) SNMPv2c i1 5
PLF 7Bl & POST 1E 3¢
{

“Protocol": "SNMPv2c",
"Destination”: "snmp://10.10.10.11",
"SNMP": {
“TrapCommunity": "TestTrapCommunity"
}
}

i& [51 DL R 75 45 JSON Fi B :
{

"SubscriptionType": "SNMPTrap",
“Description”: "This resource represents an event destination for a Redfish implementation.",
“Destination”: "snmp://10.10.10.11",
"Context": "",
"Status": {
“State": "Enabled"
I8
"EventFormatType": "Event",
“Id": "REST-SNMPv2c-1",
"Name": "REST-SNMPv2c-1",
"@odata.type": "#EventDestination.vl_11 2.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SNMPv2¢c-1",
“Protocol": "SNMPv2c",
"@odata.etag": "\"3dd4bf8b4cer2a26dff\"",
"@odata.context": "/redfish/vl/$metadata#EventDestination.EventDestination”,
"SNMP": {
“TrapCommunity": "TestTrapCommunity"
}
}

HHEE, REEGE# 1 SNMPv1 fil—4 SNMPv2c,
5 SNMPv3 23T 5

PLFRBl & POST IEX

%19 ®=. FEmSs 311



{
“Destination”: "snmp://test@10.10.10.10",
“Protocol": "SNMPv3"

}

1B 18 LR 7 4] JSON i ¥ -

{
“Protocol": "SNMPv3",
“Id": "REST-SNMPv3-2",
“SubscriptionType": "SNMPTrap",
"@odata.type": "#EventDestination.vl_8_0.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SNMPv3-2",
“Destination”: "snmp://test@10.10.10.10",

“Description”: "This resource represents an event destination for a Redfish implementation.”,
“Context": "",
“Name": "test",
"Status": {
"State": "Disabled"
I8
“SNMP": {
"TrapCommunity": null

I8
"@odata.etag": "\"3b17f6a279c82667a00\"",

“EventFormatType": "Event"

W R, o m R om N b B “State” N “Disabled” , N
/redfish/vl/Managers/1/NetworkProtocol /Oem/Lenovo/SNMP B M SNMPv3
ik, HSPI%E 353 U5 23 3 “SNMP B
DELETE — Ml BR1T [

i il DELETE Jj ¥: B Redfish AR5 HIIT SR, T BR D i 2R 2 %% P s T T 25 1 1 61 1Y
T,

ER URL

DELETE https:// <BMC_IPADDR>Iredfish/vl/EventService/Subscriptions/{Subscription ID}

BERIEX

T

i) R

7

RESRKB

HTTP RAENRG WMRWAE ID
204 NoContent

500 InternalError

ol
VL F7~# & DELETE IE XX
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¥e

1& [51 DL T 7R 45 JSON Fi B -

¥e

SSE 1T 5

4 Redfish 55 @I M55 8 ROXHA BT I, DURER S0 ROE B P o R 5 E BT IF .

E3R URL
POST https://<BMC_IPADDR>I{ServerSentEventUri}

ServerSentEventUri: 7E EventService HJ ServerSentEventUri J& 182,

ERIEX
7

e R 1E X
7o

RSN
pi

Bl
i B SSE F4F - curl

curl fiv & DL T /- 6145 618 SSE & #9 @ i b i R ek

$ curl "https://192.168.0.1/redfish/v1/EventService/ServerSentEvent" -X GET -k -u USERID:PASSWORD

iT B4 SSE F 4 - % %

i H Web wWeoso & O ol oW Chrome ) i [ URI
https://192.168.0.1/redfish/vl/EventService/ServerSentEvent, %47 2 48 2 W& 44,
$AE JSON Zk mi Bi

& 18] DL 75 ) JSON Wi 7

: stream keep-alive

id:2

data:{

data: "Events@odata.count":1,
data: "Id":"2",

data: "Events": [

data: {

data: "MessageArgs": [
data: "USERID",
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data: “the standard password",

data: "web",

data: "192.168.0.2"

data: 1,

data: “Message": "Remote Login Successful. Login ID: USERID using the standard password from web
at IP address 192.168.0.2.",

data: “EventGroupId": 0,

data: "0em": {

data: "SystemSerialNumber": "DSYMO9X",

data: “Lenovo": {

data: "ReportingChain": "",

data: "IslocalEvent": true,

data: "RawDebuglogURL": "",

data: "AffectedIndicatorLEDs": [

data: 1,

data: "EventFlag": 0,

data: "AuxiliaryData": "",

data: "Source": "System",

data: "FailingFRU": [

data: {

data: "FRUSerialNumber": "",

data: "FRUNumber": ""

data: }

data: 1,

data: "TSLVersion": "0",

data: "RelatedEventID": "",

data: "Hidden": false,

data: "EventID": "0x4000000e00000000",

data: "EventSequenceNumber": 1616,

data: "EventType": 0,

data: "@odata.type": "#LenovologEntry.vl_0_0.StandardLogEntry",
data: “LenovoMessageID": "Lenovo0014",

data: “TotalSequenceNumber": 1965,

data: "CommonEventID": "FQXSPSE40011",

data: "Serviceable": "Not Serviceable"

data: 1,

data: "SystemMachineTypeModel": "7X05CTOLWW",
data: "SystemUUID": "FOF63E94-8E25-11E8-9A5A-TED30ASE226T7"
data: 1,

data: "EventId": "16EDT86F53C",

data: “MemberId": "0001",

data: "Messageld": "EventRegistry.1.0.FQXSPSE4001I",
data: "MessageSeverity": "0K",

data: “Origin0fCondition": {

data: "@odata.id": "/redfish/v1/Systems/1/LogServices/StandardLog"
data: 1,

data: "EventTimestamp": "2019-12-05T19:26:16+00:00"
data: }

data: |

data: "@odata.type": "#Event.vl_4 0.Event",

data: "Name": "Redfish Event",

data: "Description”: "This resource represents an event for a Redfish implementation."”
data:}

: stream keep-alive

: stream keep-alive
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i) SSE k1T 54
GET https://192.168.0.1/redfish/v1/EventService/Subscriptions, AJFKEI%E A 1 SSE HiiT ¥,

AR, S “/redfish/vl/EventService/Subscriptions/C8ECC924”

{
"Members": [
{
"@odata.id": "/redfish/v1/EventService/Subscriptions/C8ECC924"
}
l,
"@odata.type”: "#EventDestinationCollection.EventDestinationCollection”,
"@odata.id": "/redfish/v1/EventService/Subscriptions"”,
"Members@odata.count”: 1,
"@odata.etag": "\"1554741700566\"",
“Name": "Subscriptions”,
"@odata.context": "/redfish/vl/$metadata#EventDestinationCollection.EventDestinationCollection”
}

GET https://192.168.0.1/redfish/v1/EventService/Subscriptions/C8ECC924, A5 &k iT R 1t

{

"HttpHeaders": [],

"Id": "C8ECC924",

“SubordinateResources": null,

"Context": null,

"Messagelds": [],

“SubscriptionType": "SSE",

"ResourceTypes": [],

"OriginResources@odata.count": 0,

“Protocol": "Redfish",

"Name": "Destination”,

"RegistryPrefixes": [],

"@odata.type": "#EventDestination.vl_5_0.EventDestination",

"@odata.id": "/redfish/v1/EventService/Subscriptions/C8ECC924",

“Description”: "This resource represents the target of an event subscription, including the types
of events subscribed and context to provide to the target in the Event payload."”,

"@odata.etag": "\"1575573946737\"",

"OriginResources": [],

"EventFormatType": "

}

Event"

Y

i+t “SubscriptionTYPe” JBHEMEN “SSE” , Fn SSE i,

=
W YEUE I F R KA Redfish BT 1F45 B

GHUR B AiEH
TR R iR
Zely A Event_vl.xml
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EHEM
Redfish flit 55 0 44 IRk 55 9% U8 b 09 ) e

3K URL

AidE
BRIEX
¥
M B IE 3
FB XA g
Id FREE | ME—HE ID
Name FFH | “Redfish Event”
Context FREH | AEIT RN DL RS RS0, SRR R T B SRR R S
Events e W R
W 1
Events[N] R gt
EventType PR | B MIE EventService W& R 3% MR 2 H
EventGroupld BB 0
EventId FREH | XRFFME—ZHAR IR, &P uAEME ] SubmitTestEvent
Belp R IXF AL Eventld.
EventTimestamp FREH | RRFMAR AT,
MessageSeverity R HEERM™EM, A8UE:
e “OK”
e “Warning”
e “Critical”
Memberld FREE | KRBT AR,
Message PR | HE SR
Messageld FREE | XM S, TN BEM R P AN L.
MessageArgs ¥l RS A
MessageArgs[N] FRE | HESE
OriginOfCondition PR H | “/redfish/vl/Systems/1/LogServices/StandardLog”
KRB
AiEH
Al
VLR34 JSON ZCH i Bz i 7 491 :
{
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IIIdII . II2II’
"Events” : [

{
"EventTimestamp" : "2019-12-05T19:26:16+00:00",
"MessageArgs" : [

"USERID",
“the standard password”,
"web",
"192.168.0.2"
1,
"0em" : {
"SystemUUID" : "FOF63E94-8E25-11E8-9A5A-TED30ASE2267",
“Lenovo" : {

"IsLocalEvent" : true,

"AffectedIndicatorLEDs" : [],

“LenovoMessageID" : "Lenovo0014",

“EventType" : 0,

"RelatedEventID" : "",

"RawDebugLogURL" : "",

“AuxiliaryData” : ""

“Source" : "System",

“FailingFRU" : [

{
"FRUNumber" : "",
"FRUSerialNumber" : ""
}

l,

"EventSequenceNumber" : 1616,

“EventFlag" : 0,

"TSLVersion" : "0",

“CommonEventID" : "FQXSPSE4001I",

“TotalSequenceNumber" : 1965,

“EventID" : "0x4000000e00000000",

“Serviceable" : "Not Serviceable",

“ReportingChain" : "",

"@odata.type" : "#LenovologEntry.vl 0_0.StandardLogEntry",

"Hidden" : false
I
"SystemMachineTypeModel" : "7X05CTO1WW",

"SystemSerialNumber" : " DSYMO9X"

8
"MemberId" : "0001",
"Origin0fCondition" : {

"@odata.id" : "/redfish/v1/Systems/1/LogServices/StandardLog"
b
"Messageld" : "EventRegistry.1.0.FQXSPSE4001I",

"EventGroupId" : 0,
"EventId" : "16EDT86F53C",
"Message" : "Remote Login Successful. Login ID: USERID using the standard password from web at
IP address 192.168.0.2.",
"MessageSeverity" : "0K
}

1,
"@odata.type" : "#Event.vl_4 0.Event",

"Events@odata.count” : 1,

"Context" : "Test_Context",

"Name" : "Redfish Event",

"Description” : "This resource represents an event for a Redfish implementation.”
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F20E

2N 58

®IR TelemetryService

IR T KA HEA Redfish SCHLHYE R 55 .

TR 1
IR B 12 Iredfish/vl/TelemetryService
Ze A S TelemetryService_vl.xml

GET - ENRSE M

il GET J5 iK% Redfish It 55 i 3& I ARk 55 9% 6 o 1 s 1tk

ER URL

GET https://<BMC_IPADDR>Ivedfish/v1l/TelemetryService

BEREX
pin
g R IE X
T B IR i
Id FRH | “TelemetryService”
Name FIF R “Telemetry Service” .
Description FHH | “This resource shall be used to represent a Metrics
Service for a Redfish implementation.”
ServiceEnabled /R WR FoD N 2 8 K, MULIEN true, B NH false,
S.upportedCollectionFunc- el “Average” . “Minimum” ., “Maximum”
tions
Status IR & W e 55 B R A
State FARE | B SS HIRE
Health TR | B SS R EATIRDL.
MetricDefinitions B b SO A I REE
MetricReportDefinitions R EiL TR S SE ik
MetricReports R b i 5 A A REEE
Actions PO Y/ =Fis
#TelemetryService. XA Lb AR A A B b A 4
SubmitTestMetricReport
target ez WA A R R

© Copyright Lenovo 2018, 2024
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B KK ik
title TR “SubmitTestMetricReport”
@Redfish.ActionInfo R BLERAE B B A,
KRB
HTTP RER WMREE ID
500 InternalError
Bl
1B 18] DL 78 4] JSON' i ¥ -
{
“MetricReports": {
"@odata.id": "/redfish/v1/TelemetryService/MetricReports"
1
"@odata.id": "/redfish/v1/TelemetryService",
"Status": {
"State": "Enabled",
"Health": "0K"
}

“Name": "Telemetry Service",
"ServiceEnabled": true,
“SupportedCollectionFunctions”: [
"Average",
"Minimum",
"Maximum"
]

Id": "TelemetryService",

“@odata.type": "#TelemetryService.vl_1_1.TelemetryService",

"MetricDefinitions": {

"@odata.id": "/redfish/v1/TelemetryService/MetricDefinitions"

h
“MetricReportDefinitions": {

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions"

}7

“@odata.etag": "\"7913d34db76cc9af9c13306d210bh0dar\"",

"Actions": {

"#TelemetryService.SubmitTestMetricReport": {

"target": "/redfish/vl/TelemetryService/Actions/TelemetryService.SubmitTestMetricReport",
"@Redfish.ActionInfo": "/redfish/v1/TelemetryService/SubmitTestMetricReportActionInfo",

"title": "SubmitTestMetricReport"

}
I8

"Description”: "This resource shall be used to represent a Metrics Service for a Redfish implementation.'

GET - SubmitTestMetricReport B iR{EE &

#H GET J7#:# % SubmitTestMetricReport M #AE{E & B8 U8 g

&K URL

GET https://<BMC_IPADDRsredfish/v1l/TelemetryService/SubmitTestMetricReportActionInfo
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ERIEX

7
) B 1E 3
B byt ik
Id FAF “SubmitTestMetricReport”
Name FL R « SubmitTestMetricReport” °
Description FIF B “This action is used to generate a metric report. »?
Parameters eyl TWi: MR
B 2
Parameters|[1] % oI
Name FAF “MetricReportName”
DataType ST “String”
Required ZH B | true
Parameters[2] xR cREH
Name FAF “GeneratedMetricReportValues”
DataType LR “ObjectArray”
ObjectDataType F BRIt
Required iR true
MR
HTTP KRR BRI A ID
500 InternalError
T~

1B [51 PL R 7R 45 JSON Fi B -

{
"@odata.type": "#ActionInfo.vl_1_0.ActionInfo",

“Id": "SubmitTestMetricReport",
"@odata.id": "/redfish/v1/TelemetryService/SubmitTestMetricReportActionInfo",
"Parameters": [

{

"Required": true,

"Name": "MetricReportName",

"DataType": "String"

"ObjectDataType": "#TelemetryService.vl_1_0.MetricValue",
"Required": false,

"Name": "GeneratedMetricReportValues",

"DataType": "ObjectArray"
}
]

Name": "SubmitTestMetricReport",

20 FE. B G
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“Description”: "This action is used to generate a metric report."

}

POST - RN EIrIR &

i ] POST JHF¥iRZEMAIE M E. WP AT A i L4 “EventFormatType eq
MetricReport’” ) SSE {ii, PAIRERIXFab5d o

ZNUE
https://sseuri?$filter=EventFormatType eq ‘MetricReport’

B3R URL
GET https://<BMC_IPADDR>Iredfish/vl/TelemetryService/Actions/TelemetryService.SubmitTestMetricReport

BERIEX
FB xR ik
MetricReport- FAE A B R AR 4 b R AR 4R B A4 B
Name
GeneratedMetri- | %4l Ti: MNA
cReportValues
WE: 0-N
GeneratedMet- | X4 A B B dR A A 4 MetricReportValues N Z .
ricReportVal-
ues|[N]
MetricDefini- g Ly iksiEE N
tion
Metricld FAF B4 b B e bm 2 XK hn R4
MetricProp- PR IR Az M $R AR 1 JR P 9 URIL
erty
MetricValue | 247 H fbnfE (R EH#K0)
Timestamp FAE AR IR b A A I 1]

1 B

¥

MRERBE
HTTP K& WIRWAE ID
204 NoContent
500 InternalError
Pl

PLF Bl & POST IEX:

{
“MetricReportName": "PowerSupplyStats"”,
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"GeneratedMetricReportValues": [

{
"MetricDefinition": "/redfish/v1/TelemetryService/MetricDefinitions/AveragePowerSupplyInput",
"MetricId": "AveragePowerSupplyInput",
"MetricProperty": "/redfish/v1/Chassis/1/Power#/PowerSupplies/1/PowerInputWatts",
"MetricValue": "300",
"Timestamp": "2029-07-10T14:08:00+00:00"

}

%R MetricReportDefinition
PR TR 2R HEA Redfish LILH MetricReportDefinition,

PHR R 6 3 8 (BT HLARLR)

HIRB 2 /redfish/v1/TelemetryService/MetricReportDefi-
nitions/{Id}

1LY ARy MetricReportDefinitionCollection_v1.xml
MetricReportDefinition_v1.xml

GET - MetricReportDefinition &
5 GET ¥4 & Redfish IR 551 MetricReportDefinition £ ¥ I H 1 & 1t

B3R URL
GET https:// <«BMC_IPADDR>Iredfish/vl/TelemetryService/MetricReportDefinitions
BREX
P/
g R iE 32
TR RH #iik
Members A Ji: MetricReportDefinition JG % [ 5| F 542
Name 2% 8 | MetricReportDefinitions
Description ST “A Collection of MetricReportDefinition resource
instances.”

¥:  “MetricReportDefinition” £ & 7 HEA & LT B A -
CPUTemp

CPUTempEvent

InletAirTemp

InletAirTempEvent
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PowerMetrics

PowerMetricsEvent

PowerSupplyStats

PowerSupplyStatsEvent

CPUPowerMetrics (Lenovo AMD 2p &% LA X HF)
CPUPowerMetricsEvent (Lenovo AMD 2p #& 4 EAZFE)
CPUUtilizationStats (Lenovo AMD 2p &% LA F#E)
CPUUtilizationStatsEvent (Lenovo AMD 2p &% EA X FE)
MemoryUtilizationStats (Lenovo AMD 2p &% LA HF)

MemoryUtilizationStatsEvent (Lenovo AMD 2p &4t _EA % #F)

RESRKB
HTTP KRR BRI A 1D
500 InternalError
Pl
i& 5] LR 75 45 JSON Fi B -
{
"Members": [
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/CPUTemp"
1
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/CPUTempEvent"
I8
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/InletAirTemp"
1
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/InletAirTempEvent"
h
{
"@odata.id": "/redfish/v1l/TelemetryService/MetricReportDefinitions/PowerMetrics"
1
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerMetricsEvent"
8
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerSupplyStats"
1
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerSupplyStatsEvent"
h
{
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"@odata.id":

I8
{

"@odata.id":
|8
{

"@odata.id":
|8
{

"@odata.id":
|8
{

"@odata.id":
I8
{

"@odata.id":
}

]

"[redfish/v1/TelemetryService/MetricReportDefinitions/CPUUtilizationStats"

“/redfish/v1/TelemetryService/MetricReportDefinitions/CPUUtilizationStatsEvent"

"[redfish/v1/TelemetryService/MetricReportDefinitions/MemoryUtilizationStats"”

“/redfish/v1/TelemetryService/MetricReportDefinitions/MemoryUtilizationStatsEvent"”

"[redfish/v1/TelemetryService/MetricReportDefinitions/CPUPowerMetrics"

“/redfish/v1/TelemetryService/MetricReportDefinitions/CPUPowerMetricsEvent"

@odata.type": "#MetricReportDefinitionCollection.MetricReportDefinitionCollection”,

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions",

“Name": "MetricReportDefinitions"”,
"@odata.etag": "\"bde9fce087662d2afeldf\"",
"Members@odata.count": 14,

"Description”: "A Collection of MetricReportDefinition resource instances."

GET - MetricReportDefinition & 14
il GET Ji ¥k R E A MetricReportDefinition 15 B,

E3R URL

GET https:// <«BMC_IPADDR>Iredfish/vl/TelemetryService/MetricReportDefinitions/{Id}

I R 1F 32

FB K ik

Id PR | IR AR IRAT,

Description FRFE | “A set of metrics that are collected into a metric report.”
Name PR | WBIEM B R

ReportTimespan PR | HRE R bR R R SN ) R

MetricReportDefinitionType | 245

36 5 ] S A2 B b A A

ReportActions Al A A b R I ZE AT B R A 4R
ReportUpdates FREE | R B, WY “AppendWrapsWhenFull”
AppendLimit B AR MR AL, WY 25920,
Metrics Bl DS IR i e St i NE R A
Metrics[1] R HE A A TSR AR R b iR R
MetricProperties FREE | AR B bR KR B JE Y URT %6
CollectionTimeScope FAREE | R e dh BE B I RS
CollectionDuration FREE | TSI R B R SN ]
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B KK ik
Wildcards ¥l MetricProperties J& 2 i) 2% H 18 BLAF S S e (i 4 .
Status pOE R AR,
State TR Bb P VR IR A,
MetricReport FRE | BRI RSN RE A E,
Schedule R A R bR R TR
Recurrencelnterval FR FT—RPAT A Z BTEL S BB,
RERB
HTTP RN WMREE ID
500 InternalError
Bl
VLR 7~ JSON Wi B8 7 PowerMetrics fil PowerMetricsEvent,
{
"Wildcards": [
{
"Name": "PWild",
"Values": [
"0",
II1I|’
II2|I
]
}
1,
“ReportUpdates”: "AppendWrapsWhenFull",
“Metrics": [
{

"MetricProperties”: [
“/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/MaxConsumedWatts",
“/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/AverageConsumedWatts",
“/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/MinConsumedWatts"

1,

“CollectionTimeScope": "Interval”,

“CollectionDuration”: "PT30S"

}
1,

“Description”: "A set of metrics that are collected into a metric report.”,
“Name": "PowerMetrics",

“ReportTimespan": "PT24H",

“Id": "PowerMetrics",

"@odata.etag": "\"648d59955bddcc7f09232753f8ea5f4b\"",
“AppendLimit": 25920,

“ReportActions”: |

"LogToMetricReportsCollection”

1,
“MetricReport": {

"@odata.id": "/redfish/v1/TelemetryService/MetricReports/PowerMetrics"
h
“@odata.type": "#MetricReportDefinition.vl_3_0.MetricReportDefinition",
"Status": {

"State": "Enabled"
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5
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerMetrics",

“MetricReportDefinitionType": "OnRequest"”

"Wildcards": [

{
"Name": "PWild",
"Values": [
"
Illlly
II2II
]
}
1,
"ReportTimespan": "PT10M",
"Metrics": [
{

"MetricProperties": [
“/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/MaxConsumedWatts",
"/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/AverageConsumedWatts",
"/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/MinConsumedWatts"

1,

“CollectionTimeScope": "Interval",

“CollectionDuration”: "PT30S"

}
1,
"Description": "A set of metrics that are collected into a metric report.”,
“Name": "PowerMetricsEvent",
"Schedule": {

“Recurrencelnterval": "PT10M"
I8
“Id": "PowerMetricsEvent",
"@odata.etag": "\"ffbObaa73f2c9f39bb6fab3236a919d7\"",
"ReportActions”: [

"RedfishEvent"
1,
"@odata.type": "#MetricReportDefinition.vl_3_0.MetricReportDefinition",
"Status": {

"State": "Enabled"
8
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerMetricsEvent",

"MetricReportDefinitionType": "Periodic"

#® R MetricReport
TR T R A HEA Redfish LI MetricReport,

PHR B R 6 3 7 (BURTHLARER)

TR R /redfish/vl/TelemetryService/MetricReports/{Id}

P21y Ayl MetricReportCollection_v1.xml
MetricReport_v1.xml
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GET - MetricReport £4&
il GET J7#:# & Redfish IR 55 # MetricReport 5 7 % U H 1 & 1

E3R URL
GET https://<BMC_IPADDR>Iredfish/vl/TelemetryService/MetricReports

BEREX
7
0 Bz 1E XX
TB RH ik
Members BeH Ti: MetricReport JG % 19 5| ] ##2
Name Z4 8 | MetricReports
Description TR “A Collection of MetricReport resource instances.”

H:  “MetricReport” FAFREA S TR R :

CPUTemp

InletAirTemp

PowerMetrics

PowerSupplyStats

CPUPowerMetrics (Lenovo AMD 2p &% LA X FF)
MemoryUtilizationStats (Lenovo AMD 2p &% LA SZHF)

CPUUtilizationStats (Lenovo AMD 2p &%t A % #§)

MemoryUtilizationStats (EF AMD Milan &S LR X 1) RAERE

HTTP RAERY WRMA ID
500 InternalError
Bl
i& 5] PR 7R ) JSON Wi 3%«
{
"Members": [
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReports/CPUTemp"
})
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReports/InletAirTemp"
1
{

"@odata.id": "/redfish/v1/TelemetryService/MetricReports/PowerMetrics"
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"@odata.id": "/redfish/v1/TelemetryService/MetricReports/PowerSupplyStats"

"@odata.id": "/redfish/v1/TelemetryService/MetricReports/CPUUtilizationStats"

"@odata.id": "/redfish/v1/TelemetryService/MetricReports/MemoryUtilizationStats"

"@odata.id": "/redfish/v1/TelemetryService/MetricReports/CPUPowerMetrics”

}
]

@odata.type": "#MetricReportCollection.MetricReportCollection”,

"@odata.id": "/redfish/v1/TelemetryService/MetricReports”,

“Name": "MetricReports"”,

"@odata.etag": "\"590749d0e56a27efeb4\"",

"Members@odata.count": 7,

“Description”: "A Collection of MetricReport resource instances."

GET - MetricReport &t
i}l GET J5 %K EH A MetricReport 15 B,

HFR URL
GET https:// <«BMC_IPADDR>Iredfish/v1/TelemetryService/MetricReports/{Id}
g I 1E 3C
TR R #iik
Id T | BT RR PULT
Description P/ H | “The metric definitions used to create a metric report.”
Name TR | BRI AR,
Timestamp TRE | SRR SR
MetricReportDefinition Bk AR S P E X,
MetricValues Bl BEda bR B T B A S AR KA
MetricValues[N] IR Rb 1A
MetricDefinition Wz Eisg AN (KT
Metricld FRHR | BERAR AR R AR IRAT
MetricProperty LA E | IRA R AR 1 JE ) URL,
MetricValue TRE | EhE (EREBEL .
Timestamp FARE | RS
KA
HTTP RARH BN A ID
500 InternalError
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{
“Name": "PowerMetrics",
"MetricValues": [
{
"MetricValue": "242",
"Timestamp": "2020-03-21T709:34:30+00:00",
"MetricProperty": "/redfish/v1/Chassis/1/Power#/PowerControl/0/PowerMetrics/MaxConsumedWatts"

"MetricValue": "223",
"Timestamp": "2020-03-21T709:34:30+00:00",
"MetricProperty": "/redfish/v1/Chassis/1/Power#/PowerControl/0/PowerMetrics/MinConsumedWatts"

"MetricValue": "230",

"Timestamp": "2020-03-21T709:34:30+00:00",

"MetricProperty": "/redfish/v1/Chassis/1/Power#/PowerControl/0/PowerMetrics/AverageConsumedWatts"”
},

1,
“MetricReportDefinition": {

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerMetrics"
5
“Id": "PowerMetrics",

“Timestamp": "2020-03-21709:34:57+00:00",

"@odata.etag": "\"e941767245f49ddcf2707ee0ba3f9252\"",
"@odata.type": "#MetricReport.vl_2_0.MetricReport",

“Description”: "The metric definitions used to create a metric report.",
"MetricValues@odata.count": 25920,

"@odata.id": "/redfish/v1/TelemetryService/MetricReports/PowerMetrics"

B iR MetricDefinition
WHEHH T EARFEN Redfish SZILH MetricDefinition,

R RCR 0 2 2 (URTAHLESRA)

R /redfish/vl/TelemetryService/MetricDefini-
tions/{Id}

1LY Ay S MetricDefinitionCollection_v1.xml
MetricDefinition_v1.xml

GET - MetricDefinition £&
il GET )7 ¥4 & Redfish IR 55 i MetricDefinition %6 %I 5 i 8 1,

ER URL
GET https://<BMC_IPADDR>/redfish/v1/TelemetryService/MetricDefinitions

330 Lenovo XClarity Controller REST API 51



ERIEX

7
0a 81 1E 32
B byt ik
Members A Ti: MetricDefinition JG & I 5|l ##%
Name Z/H | MetricDefinitions
Description AT “A Collection of MetricDefinition resource instances.”

H: “MetricDefinition” £/ A& L T A :

AveragePowerSupplylnput

AveragePowerSupplyOutput

AverageCPUUtilization (Lenovo AMD 2p F 4t EAXH¢)

AverageMemoryUtilization (Lenovo AMD 2p &% LA X #7)

RERE
HTTP RA&NRH WMRWE ID
500 InternalError

"@odata.etag”: "\"52b424e502c413¢3426d0b430b95c9al\"",

"@odata.type": "#MetricDefinitionCollection.MetricDefinitionCollection”,

Collection of MetricDefinition resource instances.",

"@odata.id": "/redfish/v1/TelemetryService/MetricDefinitions",

“[redfish/v1/TelemetryService/MetricDefinitions/AveragePowerSupplyInput"
"[redfish/v1/TelemetryService/MetricDefinitions/AveragePowerSupplyOutput”

“[redfish/v1/TelemetryService/MetricDefinitions/AverageCPUUtilization"

"[redfish/v1/TelemetryService/MetricDefinitions/AverageMemoryUtilization"

T~
1& [5 PLF 7 45 JSON Fi B -
{
“Name": "MetricDefinitions",
"Members@odata.count”: 4,
“Description": "A
“Members": [
{
"@odata.id":
|8
{
"@odata.id":
}
{
"@odata.id":
|8
{
"@odata.id":
}
]
}
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GET - MetricDefinition &% |8 M
i Hl GET J5 ¥4/ Z 81 MetricDefinition 5 B,

&R URL

GET https:// <«BMC_IPADDR>Iredfish/vl/TelemetryService/MetricDefinitions/{Id}

M 7 1E 3T
B R% ik
Id FRHE | BRI R IR,
Description FIF B “The metadata information about a metric.”
Name PR HHRIERZFR,
MetricType FRH | R A,
Implementation FR 1R SEH
PhysicalContext FRE | BRI BEIR S,
MetricDataType FE | bR IR A,
Units PR E | eARER R AL,
CalculationAlgorithm FRE | WIRBUI & R $8 R 1m0 5 VR F8 bR AT I T,
CalculationTimelnterval FRE | AT AR Y R TR B .
IsLinear i /R A TE AR R RIS,
Calculable PR E | F5n R W DL S A R AR
Wildcards B MetricProperties %4 & 1t H1 A4 5% H A8 e 4°F B H 35 e MH
MetricProperties A WEAR R & T & X B A T L AF A0 g bR IR AR I URT 513
REREB
HTTP R WIRWE ID
500 InternalError
Pl
1B 18] DL 78 4] JSON i ¥ <
{
"Wildcards": [
{
“"Name": "PWild",
"Values": [
"
"
oy
wgn
]
}

]

"CalculationTimeInterval": "PT1S",

“Description”: "The metadata information about a metric.",

“MetricType": "Numeric",
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"PhysicalContext": "PowerSupply”,

“CalculationAlgorithm": "Average",

“Name": "AveragePowerSupplyInput”,

"Islinear": true,

“MetricDataType": "Integer”,

"Id": "AveragePowerSupplyInput",

"MetricProperties”: [
“/redfish/v1/Chassis/1/Power#/PowerSupplies/{PWild}/PowerInputWatts"

l,

"@odata.etag": "\"31db0d95174de283fa99ca3ab9891le2¢c\"",

“Calculable": "NonSummable",

"Implementation”: "Calculated",

"@odata.type”: "#MetricDefinition.vl_0_3.MetricDefinition",

"@odata.id": "/redfish/v1/TelemetryService/MetricDefinitions/AveragePowerSupplyInput”,

"Units": "W"
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E21E

Bl EE

%R JobService
VLR Redfish k55 ENSE G, T JobService W UR B2 H 4582 W] 1 7] Bt A 4 I B8 U8

THRE 1
TEUR B 42 Iredfish/v1/JobService
e S JobService_vl.xml

GET - fELEEEM
i H] GET J7## & Redfish IR55 11 JobService %5 )& 1t

F3R URL

GET https://<BMC IPADDR>Iredfish/v1/JobService

ERIEX
pin
g I 1E 32
TR KA ik
Descrip- | Z£f “The resource is used to represent the Job Service that allows scheduling
tion of operations.”
Date- FRFH M55 B 24 B H YT AL, S HX T UTC s .
Time
#x: YYYY-MM-DDThh:mm:ss[+-]HH:MM
Id FRTH Wl & 45 H “JobService”
Jobs R e S AR5,
Name | #fF 8 Wl & 45 # “Job Service”
Service- | X{4 I Y £, 5 1 J P TR L JobService SEILHY Ty RE 8k X R i h BE.
Capa-
bilities
Max]- | 83 SR B R B KB, fEN 3,
obs
MaxSt- | 3 SCRFHYAE L BRI B KB . N null,
eps
Null
Sched- | #i /R I P R 48 7 R S S KR Job VR A Schedule X 4 I BEMEE
uling
Ser- i 7R Vb BB N A R AL, R AR T IR SS
viceEn-
abled

© Copyright Lenovo 2018, 2024

335




TR KA i &

Status MR Bb ) i N 38 2 AU odata BY Redfish &1,

Health | 47 i 7R M B IRAE B MO BEIR B I 0L T #2 ATIR PRIR A

Healt- | 458 | RoR b BT A AL I o i B2 1T R ODIRES
hRol-
lup

State | FAFHH | A TEMCHRE, AlMESTCHEM,

RERD

HTTP RAERY HmPH A ID

500 InternalError

)
1R 5] PR 7845 JSON Wi %«

{

“Id": "JobService",
"Status": {

"HealthRollup": "0K",

"Health": "0K",

“State": "Enabled"”
}
“Name": "Job Service",
“ServiceEnabled": true,
"ServiceCapahilities": {

"MaxJohs": 3,

"Scheduling": true,

"MaxSteps": null
IR
“DateTime": "2020-04-02T05:34:24+00:00",
"@odata.type”: "#JobService.vl_0_2.JohService",
"@odata.id": "/redfish/v1/JohService",
"@odata.etag": "\"3d92d9405f98da92492a90a1b8bb9al8\"",
"Jobs": {

"@odata.id": "/redfish/v1/JobService/Jobs"
}

“Description

The resource is used to represent the Job Service that allows scheduling of operations."

%R Job
M IEE R Redfish RSB VE L SZHL,

PR i A B A Lk B

VR B 4% /redfish/v1/JobService/Jobs/{PowerOff, PowerOn,
Restart}

1LY ARy Session_vl.xml, Schedule vl.xml
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GET - fElL

i F/l GET J K&K Redfish 55 H) Job YEIE )& 1

E3RK URL

GET https:// <«BMC_IPADDR>/v1/JobService/Jobs/{Power0ff, PowerOn, Restart}

BERIEX
"
) BI 1E 32
TR R g
Description FIF R “The resource is used to represent the settings of scheduled {Power
Off| Power On |Restart} actions for a Redfish implementation.”
HidePayload i /R TR TE B AR ML I R A5 B AE AR B RS A A BN A, AR
“true” , WM AR EA KA, WRH “false” , WM 2K Bl
BRSAE, WRLAECBEMENNEEATFLLE, MRINMEN “false” .
Id Z5%H | PowerOff, PowerOn, Restart
JobState PR | LR R HR AR R
JobStatus LA E | MR R R AR L s AT IR PUIR ZS
MaxExecutionTime | 28783 | s ¥4I PAT (9 85 1K IS TD
Null
Messages Bl W M, HE: 0~1
Messages[N] pap 5 AE Mk BT S 5,
Name 2% 85 | PowerOff, PowerOn, Restart
PercentComplete R i (N ERY A "
Null
Schedule PO BeAE b iy i R %
Enabled- BeH BT,
DaysOfWeek
Enabled- PR (T AR MBS, RN B s A RIe e, R
DaysOfWeek[N] AL, WEH— RS WA B8,
Enabled- B4l W: /8, T 8
DaysOfWeek@Red-
fish.AllowableVal-
ues
EnabledDaysOfW- | 2%} §8 “Monday” . “Tuesday” . “Wednesday” . “Thursday” .
eek@Redfish.Al- “Friday” . “Saturday” . “Sunday” . “Every”
lowableValues[N]
InitialStartTime HEA-I | 3T R0 30k BAT B4 0 H 30 0 i 1)
151
Recurrencelnterval | 45 H | F— R PATEAE Z BT B,
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TB KRR i ik

Name PR | IRIR SR, 14: “Lenovo:{Power Off| Power On|Restart} »

StepOrder A VeV 35 3R B 7 B A ST I 5 o

RS

HTTP RAERH WMRHEE D

500 InternalError

Bl
1B 8] DL R 7 ] JSON Wi B«

{
"MaxExecutionTime": null,
"JobStatus": "0OK",
"Id": "Restart",
"@odata.id": "/redfish/v1/JobhService/Jobs/Restart",
"HidePayload": true,
“Messages": [],
“PercentComplete”: null,
“StepOrder": [],
“@odata.type": "#Job.v1_0_3.Job",
"JobState": "Suspended”,
“Name": "Restart"”,
"@odata.etag": "\"41754a37fca8f52fe536ed42dbcfd4c544\"",
"Schedule": {
"RecurrencelInterval”: null,
"InitialStartTime": null,
"EnabledDays0fWeek@Redfish.AllowableValues": [
"Monday",
"Tuesday",
"Wednesday",
"Thursday",
"Friday",
"Saturday”,
"Sunday",
"Every"
1,
"Name": "Lenovo:Restart",
"EnabledDays0fleek": []
I8
"Description": "The resource is used to represent the settings of scheduled Restart actions fora
Redfish implementation."”

}

PATCH - E# it X8 4
fii /§ PATCH J7 ¥ Hi Redfish R55 1 Job ¥ )& 1

B3R URL
GET https://<BMC_IPADDR>Iredfish/v1/JobService/Jobs/{Power0ff, PowerOn, Restart}

ERIEX
ZHOH AR PR T RN, B X S AT DL R R
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B KRR i ik

Schedule x4 AR R R,

Enabled- e il BT,
DaysOfW-

eek

Week[N]

Enabled- | 2458 | #txt 08 R A AT H IS, A5 — A o0 a2t S ORI 8 AiE . 2R
DaysOf- FAE, WE M — SR BrA BB,

StartTime | [f]

Initial- HI-IE | et Rl 90 R ST SR A 1 H IR T

e 7 1E 32

Wi 2 3% [E] B N5 GET #RAEMEL, HBE T 7 s 1.

RS RS

HTTP RAERG

MRMAE ID

500

InternalError

~Bl
PLF A& PATCH 1E 3¢

{

"Schedule": {
"InitialStartTime": null,
"EnabledDaysOfWeek": |

"Monday",
"Tuesday",
"Wednesday",
"Thursday",
"Friday"

1& [5] DL R 75 45 JSON Hi B -

{
"MaxExecutionTime": null,
"JobStatus": "0K",
"Id": "Restart"”,
"@odata.id": "/redfish/v1/JobService/Jobs/Restart",
"HidePayload": true,
"Messages": [],
“PercentComplete”: null,
“StepOrder": [],
"@odata.type": "#Job.v1_0_3.Job",
“JobState": "Suspended",
“Name": "Restart",
"@odata.etag": "\"41754a37fca8f52fe536e42dbcfdc544\""
"Schedule": {
"Recurrencelnterval”: null,

’
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"InitialStartTime": null,
"EnabledDays0fWeek@Redfish.AllowableValues": [
"Monday",
"Tuesday",
"Wednesday",
"Thursday",
“Friday",
"Saturday"”,
"Sunday",
"Every"
1,
"Name": "Lenovo:Restart",
"EnabledDays0fWeek": []
I8
“Description”: "The resource is used to represent the settings of scheduled Restart actions for a
Redfish implementation."

}
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E2E

B EE

&R CertificateService

BRI T KR HEA Redfish SCELHYIE IR 55 .

AR 1
PR %12 /redfish/v1/Systems/1/CertificateService
R S CertificateService_vl.xml

GET - iE B IRFE M

M GET 7 #:# & Redfish R 55 M CertificateService ¥ H 1)@ k.

E3R URL

GET https://<BMC_IPADDR>Iredfish/v1/CertificateService

BERIEX
7o
) |8 1E X
TB KM | MR
Id FIF “CertificateService”
i
Name FIF “Qertificate Service”
£
Description =i “This resource is used to represent a certificate service for a Redfish
Hh implementation.”
CertificateLocations | 45 ERMEEERE,
Actions R oIt
#CertificateSer- xR WHRAESTHIEBELIE K,
vice.GenerateCSR
KeyUsage@Red- | ¥4 [ “DigitalSignature” R “NonRepudiation” s “KeyEncipherment” ]
fish.Allowable-
Values
Key- BH | [ “TPM_ECC_NIST P384” ]
Curveld@Red-
fish.Allowable-
Values
KeyPairAlgo- A | [ “TPM_ALG_ECDH” |
rithm@Red-
fish.Allowable-
Values

© Copyright Lenovo 2018, 2024
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T B RH | MR
#CertificateSer- | ¥4l | B AR K B HUE,
vice.ReplaceCer-
tificate
Certificate- B [ “PEM” 1
Type@Red-
fish.Allowable-
Values
RERE
HTTP RER WIRWMAE ID
500 InternalError
Bl
1B 18 L 7 4] JSON i ¥ -
{
"Actions": {
"#CertificateService.GenerateCSR": {
"KeyUsage@Redfish.AllowableValues": [
"DigitalSignature”,
"NonRepudiation",
"KeyEncipherment"
1,
"target": "/redfish/v1l/CertificateService/Actions/CertificateService.GenerateCSR",
“title": "Generate a CSR file.",
"KeyCurveId@Redfish.AllowableValues": [
"TPM_ECC_NIST_P384"
])
"KeyPairAlgorithm@Redfish.AllowableValues": |
"TPM_ALG_ECDH"
]
I8
"#CertificateService.ReplaceCertificate": {
"target": "/redfish/v1/CertificateService/Actions/CertificateService.ReplaceCertificate",
"title": "Replace an existing certificate.”,
"CertificateType@Redfish.AllowableValues": [
IIPEMII
]
}
}

"@odata.id": "/redfish/v1/CertificateService",
"@odata.type": "#CertificateService.vl _0_2.CertificateService",
“Id": "CertificateService",
"CertificateLocations": {

"@odata.id": "/redfish/vl/CertificateService/CertificateLocations"”
1
“@odata.etag": "\"74957388648d2a308f8\"",

"Name": "Certificate Service",
“Description": "This resource is used to represent a certificate service for a Redfish implementation."
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POST - £ CSR

5] POST Jj ¥4 BiE 528 44 7 K

#HR URL

GET https://<BMC_IPADDR>Iredfish/vl/CertificateService/Actions/CertificateService.GenerateCSR
BERIEX

FB eyl ik

Certificate- | X} 4 B, EIEBIRIM (CA) BFIUEP G Z3UE4S WL 4 A 8 4%

Collection

@odata.id | FE#E BF. RTMME: “/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certifi-
cates”

Country FRE | BT RHMIERIHL A E K XA (WA FERAR) .

City FRE | T K HIE R LG FE AR T S X,

Common- | fFf | 7, BRIPWAFNELRERS.

Name

State FRH | 0. RHERGAGRAENM ., A/AR X EETSHIX,

Organiza- | P8 | B, REFERGALAN LT,

tion

Alterna- il Ak, BRI AL AL AL

tiveNames

KeyUsage | %4l A, EF A A B T

KeyUsage- | 2£f i “DigitalSignature” . “NonRepudiation” K “KeyEncipherment” '
[N] AT —A

Chal- PR | Wk, BT IR LT RO I R M R .
lengePass-

word

Contact- FRH | Ak, RMERH S,

Person

Email PR | W, R HIE RS B R AR B b Ak,

GivenName | 78 | Wik, & HiFREH P 047,
Initials TRE | g, K HIERE P RS E

Key- FIF Wik, HHEYEMEHNHZL ID (WRTHE, BT KeyPairAlgorithm £
Curveld BAH) .

KeyPairAl- | 2 fF 8 | Wik, H T84 FEMEF SRR,

gorithm

Organiza- | PP | W&, & H ISR AL B AL Y BT B T T4 5 o

tionalUnit

Surname FRE | Wk, R MTERKE PR,
Unstruc- TR | Wik, BRI,

turedName
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e R IE 3C

TR KRB | ik
CSRStr- | 25 | IE BB/ IEREZFB,
ing B
Certifi- W | REIUERAIE RS R,
cateCol-
lection
MRAERE
HTTP RN WM A ID
400 BadRequest, ActionParamMissing, ActionParamTypeError,
ActionParamFormatError
500 InternalError
Pl
POST IECHFEM T :
{

"CertificateCollection": {
"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates"
1
“Country": "CN",
"City": "SH",
"CommonName": "XCC-7Z60-SN",
"State": "SH",

“Organization": "Lenovo"

& 18] DL R 78 Bl JSON i 7

{

“CertificateCollection”: {

"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates"

}

“CSRString": "----- BEGIN CERTIFICATE REQUEST----- \nMIICFDCCAZsCAQAWTJELMAKGALUEBhMCQO04xCzAIBgNVBAgMAL
NIMQswCQYDVQQHDAJTSDEPMAOGALUECGWGTGVub3ZvMRQwEQYDVQQDDAtYQOMtN102MC1TTjB2MBAGBYqGSM49AgEGBSUBBAAIA2IABOR
bulFysxyzVYaYLydqcULLIS3fWWLPdRimFsIlrrtdoRsrDEV2B7ChQRdpvNpDr3YFVySILIPIRUNNnIwRob9vSiTh2huXBB2sP5mUh1i5v
oUVwohSAd5mLS0gLKAj70aCBzTCBygYIKoZIhvcNAQkOMYG8MIG5MAKGA1UdEwQCMAAWCWYDVROPBAQDAgXgMIGeBgNVHREEGZYwgZ0CC
1hDQy03WjYwLVNOhxD+gAAAAAAAAAQUT/ /+q5mzgilmZTgwlS1h0TQtZWZmZilmZWFilTk5YjMuaXB2NilsaXRlemFsLm5ldIcECmjFSI
cQ/oAAAAAAAAAKLO/ / /quZtIIpZmUAMCOtYTKOLWYMZmYtZmVhYi050WI0LmlwdjYthGlOZXIhbC5uZXSHBKNn+X3YwCgYIK0ZIzj0EAWI
DZwAwZAIwdCdbejk+ai7nKLégz TIE2jHTXux06zqioC10lQ0qQAtOp4fhcM/4Gt4+wlHfxnrEAjBzIoYSLs0ilYxb0jGIIVcBg9LliBOqT
bYHXPSK5WaawdKnTo60C+jPUIr2Z5PPDB5Q=\n----- END CERTIFICATE REQUEST----- "

}

POST - &iRiE$
M POST 77 #iE 4,

B3R URL
GET https://<«BMC_IPADDR>Iredfish/vl/CertificateService/Actions/CertificateService.ReplaceCertificate
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BERIEX
=324 (K g
CertificateUri | %4 PViF. EEMAIE PR,

Certificate- EHE | MR, EREMkR, XAl “PEM” .
Type

Certificat- FRH | B, IEBMFFH, SBOPRBRTFEERN “n”

eString

) |8 1E 3X
MR
HTTP RAER BN A ID
400 BadRequest, ActionParamMissing, ActionParamTypeError,
ActionParamFormatError
500 InternalError
Bl
POST IESCH T T :
{
"CertificateUri": {
"@odata.id": "/redfish/v1/Managers/1/NetworkProtocol/HTTPS/Certificates/1"
3
“CertificateType": "PEM",
“CertificateString": "----- BEGIN CERTIFICATE----- \n.MIIEhTCCA2... HoOKwFzKGXxRyrsQ \n----- END CERTIFICATE----- !
}

& 18] DL 75 ] JSON Wi 7
360

&R CertificateLocations
WRBEH T RABEMRS LZBEWMAIER,

TR A A 1

BRI 12 /redfish/v1/Systems/1/CertificateService/Certifi-
cateLocations

PG ARy CertificateLocations_v1.xml

GET - iERUEREM
i Hl GET J7 #:¥: & Redfish R55 B CertificateLocations ¥R H ))& 1t ,

EHR URL
GET https:// <BMC_IPADDR>/redfish/v1/CertificateService/CertificateLocations
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ERIEX

I

M 57 1IE X

TR k¥ ik

Id S “QertificateLocations”

Name FRE “Qertificate Locations”’
Description FAF B WEIEH T EREA Redfish SLHLHE B BEEA,
CertificateLocations | #§2 R EE S

Links pop 3 BRIt

Certificates A B R 55 b 2% Wi i BE R AL,
WK

HTTP R WIRWE ID

500 InternalError

Pl

1B [8 DL R 7 ] JSON Wi B«

{
"Id": "CertificateLocations”,
"@odata.type": "#CertificateLocations.vl_0_2.CertificatelLocations”,
“@odata.id": "/redfish/vl/CertificateService/CertificateLocations”,
"@odata.etag": "\"362ae2eb99al2a2722d\"",

“Links": {
“Certificates": [
{

"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/1"
}
]
1,
"Name": "Certificate Locations",
“Description”: "This resource is used to represent the collection of certificate locations fora
Redfish implementation."

}

BiR Certificate
BEVEH TRAIEH A, W RS IRrA e,

PR N (T RGP 2RI 5 )
R /redfish/vl/Managers/1/NetworkProto-

col/HTTPS/Certificates

/redfish/v1/AccountService/LDAP/Certificates

S AP s Certificate_vl.xml
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GET - ifPEM

i GET J7 #:# & Redfish R 551 Certificate FFI5H )& M,

ER URL

GET https://<BMC_IPADDR>Iredfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/{id}
GET https://<BMC IPADDR>Iredfish/vl/AccountService/LDAP/Certificates/{id}

BRIEX
T
I |8 1IE X
TB RH ik
Id A HIEBRFEM RG],
Name FAF IS vR 7 /-4 B
Description R ” This resource is used to represent the certificate for a Redfish
implementation.
Actions 4 BHTF /redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certifi-
cates/{id}
#Certificate.Rekey | X4 SEHRAE N UE A5 A2 BB B B IR AR IE BB A K.
Key- B [ “TPM_ECC_NIST P384” ],
Curveld@Red-
fish.Allowable-
Values
KeyPairAlgo- Bl [ “TPM_ALG_ECDH” ],
rithm@Red-
fish.Allowable-
Values
#Certificate.Renew | Xf4 I A P 4 I 35 A I 155 B 8% B % SR A BGIE 5 %5 44 3 3K
CertificateString F WP ER
CertificateType R ERRER. XZFH “PEM” .
Issuer R WEB R E .
City I SER A 4 Pir AE W 3R T B b X,
CommonName A H LRSS 2R ER 4
Country FAF SERA G AE W E R LXK,
Email FAF SER G N R N W R 1 M
Organization ] SIRHLA B R
OrganizationalUnit | 245 H SEARH 21 AT AE B AL ERER T A FR
State I SERAL MM, A/BIE X/ EEETEMIX,
ValidNotBefore LA R AR H B,
ValidNotAfter F B B RBCH A,
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RERD

HTTP R WMREE ID
500 InternalError
Bl

&[5 DL R 7 ] JSON Mg ¥ -

{
“ValidNotAfter": "2029-12-17701:51:18+00:00",
“@odata.id": "/redfish/v1/Managers/1/NetworkProtocol/HTTPS/Certificates/1",
"KeyUsage": [
"DigitalSignature",
"NonRepudiation"”,
"KeyEncipherment"
1,
“Id": "1,
"Name": "Certificate_HTTPS",
“CertificateType": "PEM",
"@odata.etag”: "\"eed23a10000d2d28c9chd\"",
“Subject": {
"Organization": "Lenovo",
“Country": "US",
"City": "RTP",
"CommonName": "XCC-7Z60-SN",
"State": "NC"
1
“@odata.type": "#Certificate.vl_1_1.Certificate",
"ValidNotBefore": "2019-12-20T01:51:18+00:00",
"Issuer": {
"Organization”: "Lenovo",
“Country": "US",
"City": "RTP",
"CommonName": "XCC-7Z60-SN",
"State": "NC"
1,
“CertificateString": "----- BEGIN CERTIFICATE----- \nMIICLTCCAhqgAwIBAgIUfjeBVwa2nDdgtHIxWPnlpn/ZabcwC
gYIKoZIzjOEAWIWTZELMAKGALUEBhMCVVMxCzAIBgNVBAgMAk5DMQwwCgYDVQQHDANSVFAXDZANBgNVBAoMBkxlbm92bzEUMBIGALIUEAW
WLWENDLTdaNjAtU04wHhcNMTkxMjIWMDEIMTE4AWhcNMjk xMjE3MDEIMTE4AWjBPMQswCQYDVQQGEWIVUZELMAKGALUECAWCTKMXDDAKBgN
VBACcMA1JUUDEPMAOGALUECGWGTGVub3ZvMRQWEQYDVQQDDAtYQOMtN102MC1TTjB2MBAGBYqGSM49AgEGBSUBBAAIA2IABAOSCPNA/aeC
9MR9j+8wdKVWIF /+LoaNrXH40vIB4bNTsWMBdcm8/10F2yknMR870TT 9rthbdbh5Wlhf9h+86N96vAYvOhI1lnUD9LtosCtppp/TULDNNFSp
NRfX0Z1uSnP4a0BtjCBszAIBgNVHRMEAjAAMAsGA1UdDWQEAWIFADCBmMAYDVRORBIGQMIGNggtYQOMtN102MC1TTocQ/0AAAAAAAAAKLD
[1/q90n4IpZmU4MCOtYTKOLWYMZmYtZmVhZi00ZTImLmlwdjYthGLOZXIhhC5uZXSHEP6AAAAAAAAACPTY//6vTqCCKWZIODAtLWESNCI
LZmZmLWZLYWYENGVhMC5pcHY2LWxpdGVyYWwubmVOhwSp/L92MA0GCCqGSMAIBAMCA2kAMGYCMQCIISXXd0r2LvwkEgepKp/k0lk0Yng2
Bag/E8dVFUF4JwnOHrVUY5pZTqFEUq9rX6ECMQC06e3av/Tw2EWpLx5Q+5pImiLaoP5V8a+WGXHhqAcqY/0MyrB4oAlaoc0QRQGZXdM=
\n----- END CERTIFICATE----- "
"Actions": {
"#Certificate.Rekey": {
"title": "Generate a new key pair for an existing certificate and produce a CSR.",
"KeyCurveId@Redfish.AllowableValues": [
"TPM_ECC_NIST_P384"
1,
"KeyPairAlgorithm@Redfish.AllowableValues": |
"TPM_ALG_ECDH"
],
"target": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/1/Actions/Certificate.Rekey"
b
"#Certificate.Renew": {
"title": "Generate a CSR using the existing information and key pair of the certificate.",
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"target": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/1/Actions/Certificate.Renew"

}
})

"Description":

}

POST - E# 4 K&

This resource is used to represent the certificate for a Redfish implementation."

B8 H POST J5 ¥ 0 Ik 45 28 )8Rt 14 91 60 9™ AR IE 5 28 44 3% K .

E3R URL

GET https://<BMC IPADDR>Iredfish/v1/Managers/1/NetworkProtocol/HTTPS/Certificates/{id}/Actions/Certificate.Rekey

BRIEX
B RR ik
KeyCurveld | 2£f i Wifg, BHEHAEEHNHE ID (WRFE, BT KeyPairAlgorithm
SHME) . REFMMEN “TPM_ECC_NIST P384” ,
KeyPairAlgo- | 24 8 Wit. HTEXREEMEAXNWER, RIFHEN
rithm “TPM_ALG_ECDH” ,
KeyBitLength | % AT, BHIKIE, MR, B KeyPairAlgorithm £
AR E
Chal- FAF B, N T IE S DA SAT R 38 oK 0 5T % R
lengePass-
word
I j8; 1E X
B RH ik
CSRString FAF HE 208 REATFH
Certificate B EHE AR W IE B R,
RERB
HTTP RA&ENRT WXWAE ID
400 BadRequest, ActionParamMissing, ActionParamTypeError,
ActionParamFormatError
500 InternalError
i

POST IESCHEHAUW T :

{

"KeyCurveId": "TPM_ECC_NIST_P384",

"KeyPairAlgorithm": "TPM_ALG_ECDH"

}

1& [51 DL R 75 45 JSON Fii B
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{

"Certificate": {

"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol/HTTPS/Certificates/1"

}

“CSRString": "----- BEGIN CERTIFICATE REQUEST----- \nMIICpDCCAioCAQAWTZELMAKGALUEBhMCVVMXxCzAIBgNVBAgMA
k5DMQwwCgYDVQQHDANSVFAXDzANBgNVBAoMBkxlbm92hzEUMBIGALIUEAWWLWENDLTdaNjAtU04wdjAQBgcqhkjOPQIBBgUrgQQAIgNiAA
TMCIhOyPzqC7sxdTs9JiJviNvKs0y9cocFjIn0eoijoKbMn2nSy5yQIwgoeKIoh2eBPnzGL58CI2pYd+APZSTyImltu34Hk+hGY4+2ZGH]
EI8fz5X00+/tjTk8JEafbhgumgggFaMIIBVgYIKoZIhvcNAQkOMYIBRzCCAUMWCQYDVROTBAIWADALBgNVHQ8EBAMCBeAwggEnBgNVHREE
ggEeMIIBGoILWENDLTdaNjAtU06CC1hDQyYO03WjYWLVNOhxD+gAAAAAAAAAQUT//+r06fgilmZTgwlS1hOTQtZWZmZilmZWFmLTRLOWYua
XB2NilsaXRlcmFsLm5ldIcQ/oAAAAAAAAAKLO///q900IIpZmU4MCOtYTKOLWYMZmYtZmVhZi00ZWEwLmlwdjYthGLOZXIhhC5uZXSHBK
n+X3aHEP6AAAAAAAAACPTY//6rmbOCKWZLODAtLWESNCILZmZmLWZLYWItOTLiMy5pcHY2LWxpdGVyYWwubmVOhwQKaMVIhxD+gAAAAAA
AAAQUT//+q5m0gilmZTgwLS1h0TQtZWZmZilmZWFilTk5YjQuaXB2NilsaXRlecmFsLm5LdDAKBggqhkjOPQQDAgNoADBLAjBIrD3MgILD
2pHV4Qka0Qa8jbzl21431rLB8IdKViaDVHgihiusCLPvUM2YCrébSIcCMQDamvgérérPlicaGre80UuojdANUWcihMVWTdIAtfzdaXHe/

d/jjhr9BN2RF590QLU=\n----- END CERTIFICATE REQUEST----- "

}

POST - &
i POST J7 ¥R IR IE 5 M BLA 15 8 A0 5% 4 0 >k A BOIE 525 44 18 K,
B3R URL
GET https://<BMC_IPADDR>Iredfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/{id}/Actions/Certificate.Renew
BERIEX

I

M 8 IE X

T8 RH g

CSRStr- | 24 H ERZEZIERFRFSE,

ing

Certifi- | &% BT AR R A I TS B

cate

RERB

HTTP R WMREE ID
400 BadRequest
500 InternalError
T~

VLR fil & POST IE X

I

1R 18] PR 7845 JSON Wi J3% «

{
"Certificate": {
"@odata.id": "/redfish/v1/Managers/1/NetworkProtocol/HTTPS/Certificates/1"
h
“CSRString": "----- BEGIN CERTIFICATE REQUEST----- \nMIICpDCCAioCAQAWTZELMAKGAL1UEBhMCVVMXxCzAIBgNVBAgMA
k5DMQwwCgYDVQQHDANSVFAXDzANBgNVBAoMBkxLlbm92bzEUMBIGALUEAWWLWENDLTdaNjAtU04wdjAQBgcqhkjOPQIBBgUrgQQAIgNiAA
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QKEnDzQP2ngvTEfY/vMHSLVVRf/i6Gjalx+DryAeGze TFjAXXIJvP9aBdspJzEf0zk3/aTW3W+VpW3/Yfv0jferwGL9ISdZ1A/STalAraa
af+1Cw5zX0qTUX16Gdbkpz+GgggFaMIIBVgYJKoZIhvcNAQkOMYIBRzCCAUMWCQYDVROTBAIWADALBgNVHQ8EBAMCBeAwggEnBgNVHREE
ggEeMIIBGoILWENDLTdaNjAtU06CC1hDQyO3WjYWLVNOhxD+gAAAAAAAAAQUT/ /+r06fgilmZTgwLlS1h0TQtZWZmZilmZWFmLTRIOWYua
XB2NilsaXRlcmFsLm5ldIcQ/oAAAAAAAAAKLO///q900IIpZmU4MCOtYTKOLWYMZmYtZmVhZi00ZWEwLmlwdjYthGLOZXIhhC5uZXSHBK
n+X3aHEP6AAAAAAAAACPTY//6rmbOCKWZLODAtLWESNCILZmZmLWZLYWItOTLiMy5pcHY2LWxpdGVyYWwubmVOhwQKaMVIhxD+gAAAAAA
AAAqUT//+q5m0gilmZTgwLS1h0TQtZWZmZilmZWFiLTk5YjQuaXB2NilsaXRlemFsLm5ldDAKBggqhkjOPQQDAgNoADBLAjATv/rOLLjB
0M4GAajGtrS2yMR/Np8T5evlASImXYVIGmckINTuETz+aokC0G3poSwCMQCybhvI0ZmuFQjarW8hrInM2310cjWN5bgZyKFAfmcHkZNvk
Cau8DB3vI5z309KDeQ=\n----- END CERTIFICATE REQUEST----- "

}
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%€ 23 E SNMP B

SNMP E 3R

A SRS B A B AT AE Redfish T EIE SNMPv1/v3 24,

GET - SNMP i

i GET Ji /K %E BMC H i OEM SNMP J& & X,

#HR URL
GET https://<BMC_IPADDR>Iredfish/vl/Managers/1/NetworkProtocol/0em/Lenovo/SNMP
BERIEX
7t
g 7 1E 32
TB ey ik
Id FrEH | “sSNMP”
Name PR “SNMP Protocol”
Description FR R “This resource is used to represent SNMP protocol for the
manager for a Redfish implementation.”
SNMPTraps POE S oIt
SNMPv1TrapEnabled /R AR T SNMPvl &,
ProtocolEnabled /R BAREECREH SNMPv3 24}
POI't %ﬁ ? % *E‘i fliﬁ l:l o
AlertRecipient xR oI,
Targets il Ti: XNR
¥ {0..N}, N A1
E: HETRITH NN L,
Targets[N] R I
Addresses eyl SNMPv1 B FEA
CommunityNames A SNMPv1 7% F5
RAERE
HTTP RN B A ID
500 InternalError
Bl

1& [51 PL R 7R 45 JSON Fii B -
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{

"Id": "SNMP",

"Name": "SNMP Protocol",

“SNMPv3Agent": {

"Links": {
"UsersSNMPv3Settings": {
"@odata.id": "/redfish/v1/AccountService/Accounts”
}
h
“Location": "",
"Port": 161,
"ProtocolEnabled": false,
“ContactPerson": ""

I
"@odata.id": "/redfish/v1/Managers/1/NetworkProtocol/Oem/Lenovo/SNMP",
“CommunityNames": [

null
1,
"@odata.etag": "\"60031edela38272aebh0\"",
“SNMPTraps": {

"SNMPv1TrapEnabled": false,

"AlertRecipient": {

"WarningEvents": {
"Enabled": false,
"AcceptedEvents": []
1
"SystemEvents": {
"Enabled": false,
"AcceptedEvents": []
1
“CriticalEvents": {

"Enabled": false,

"AcceptedEvents": []

}

},
"Targets": [

{

"Addresses": [
null
]

}

1,
"ProtocolEnabled”: false,
“"Port": 162

}7
“@odata.type": "#LenovoSNMPProtocol.vl_0_0.LenovoSNMPProtocol",
“Description”: "This resource is used to represent SNMP protocol for the manager for a Redfish implementation."

PATCH — BLE SNMP 23R 5 % 28
ffi /| PATCH J5 ¥ ¥ 3 Redfish R 551 SNMP % 5 0 i) J&g 1,

B3R URL
PATCH https://<BMC_IPADDR>Iredfish/v1/Managers/1/NetworkProtocol/Oem/Lenovo/SNMP

FRIEX
7o
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g R IE X
TB e ik

SNMPTraps/AlertRecipi- i /R LEEGEREZFMN,

ent/CriticalEvents/Enabled

SNMPTraps/AlertRecipi- PR T B S g W R B X A R

ent/CriticalEvents/Accept-
edEvents!']

SNMPTraps/AlertRecipi- iR A E RSk EZESFE,

ent/WarningEvents/Enabled

SNMPTraps/AlertRecipi- | 4FH | Al SEHE M0 26 8 2 5 £,

ent/WarningEvents/Accept-

edEventsl?

SNMPTraps/AlertRecipi- iR MERESEKRRSEFML,

ent/SystemEvents/Enabled

SNMPTraps/AlertRecipi- FR TiC 3 i R e & S A,

ent/SystemEvents/Accept-

edEvents®]
CriticalEvents ] AcceptedEvents:
All . AllOtherCriticalEvents . CriticalTemperature ThresholdExceeded .
CriticalVoltageThresholdExceeded .  CriticalPowerFailure ., HardDiskDriveFailure
FanFailure CPUFailure MemoryFailure Hardwarelncompatibility
PowerRedundancyFailure,
2WarningEvents 1 AcceptedEvents:
All AllOtherWarningEvents WarningTemperature ThresholdExceeded
WarningVoltage ThresholdExceeded v WarningPowerThresholdExceeded .
NoncriticalFanevents . CPUinDegradedState R MemoryWarning R
PowerRedundancyWarning,
3SystemEvents [] AcceptedEvents:
All AllOtherEvents SuccessfulRemoteLogin . OperatingSystemTimeout
SystemPowerSwitch OperatingSystemBootFailure R

0peratzngSystemLoaderWatchdongmeout PredictedFailure , EventLog75PercentFull ,
NetworkChange, AllAuditEvents,

e 82

W SR Bl NS5 GET #AEH IR, HEE 5T 7 8

RAERDB

HTTP RN BRI A ID
500 InternalError
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Bl
PLF & PATCH 1E ¢

{
"SNMPTraps": {
"AlertRecipient"”: {
"WarningEvents": {
"Enabled": true,
"AcceptedEvents": [
"ALL"
]
1
"CriticalEvents": {
"Enabled": true,
"AcceptedEvents": [
"ALL"
]
1
"SystemEvents": {
“"Enabled": true,
"AcceptedEvents": [
"EventLog75PercentFull”,
"NetworkChange"

PATCH - & BB SNMPv1 3R
i /| PATCH J5 ¥ ¥ 3 Redfish R 551 SNMP % 35 1 i) J& 1,

B3R URL
PATCH https://<BMC IPADDR>Iredfish/v1/Managers/1/NetworkProtocol/Oem/Lenovo/SNMP

ERIEX

o]
e

T B il &

SNMPTraps/SN-
MPv1TrapEnabled

=l
x

& EH SNMPv1 24,

SNMPTraps/Port e A e W AR i 1

e 1
Wiy 758 18] B N5 GET $RAEAH ], (HREHT T IR P,

RERB

HTTP RAERH WMRNEE D

500 InternalError

Bl
PLF A& PATCH 1E 3¢
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{

"SNMPTraps": {
“SNMPv1TrapEnabled": true,
"Port": 162

}

}

PATCH - 5 B SNMPv3 23R

#H3R URL
PATCH https:// <BMC_IPADDR>Iredfish/v1/Managers/1/NetworkProtocol/Oem/Lenovo/SNMP

ERIEX

TB KRR ik

SNMPTraps/ProtocolEn- b (TS B EH SNMPv3 24k,
abled

SNMPTraps/Port A BRI AR A

) 82

W SR N A S GET #AEMHF, 3 H 78,
RERE

HTTP RAERG WMRHEE D

500 InternalError

~Bl
PLF Rl PATCH 1E L

{

"SNMPTraps": {
“ProtocolEnabled": true,
"Port": 162

}

}

% 23 ¥.SNMP H®# 357
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7 5

AR HPFE I Lenovo 7=, RS Bih B vT HE AR AEHS 40 B K s Mo X #2486 . 327 AR 488 24 1T BT 7 IX 8
= SRSy, IHE YA Lenovo UK,

fEMTX Lenovo 7™ fil, T2 8k 55 19 5| H 3 B R AE DI 8 B 7 R BESE H 3% Lenovo 7 i, TR EIR
%50 REMNRIL Lenovo WIRIT AL, LT[ EIYRERY™ M, FPeiiss, # U Lenovo 7
fh, RPERS . HE, HAP® AT AR AR T . R Bk 55 RIs AT Ol

Lenovo 2 & 7] 8 © i BLIEALE B 3 5 A SCH h B i B AR RS L A, R BEAR SO FF JR %
2, PCAR SO A SR AR o & R & A I T BPF AT OE . KT DL A5 1 5 50 2 A AR DA T MLk

Lenovo (United States), Inc.

71009 Think Place

Morrisville, NC 27560

US.A.

Attention: Lenovo VP of Intellectual Property

LENOVO “#BUR” REAH iRY, AHAEMAMRE (FoidR W7 WE &) RIE, B
AR PR T 02 B SR AR, @B P AR A2 Y@ aE e B AR E . 350 4048 % DX IR A 2 R 5 A R i
5 B WY 7 RS 2 B DRI, PR AR 2R AR AT BB IS T A

AR SCRY W] BB AL B B AR A 25 B BRI SR R . SORY b B AR BRI B BORERT IR AR 2 3L, Lenovo W
DA I 3ot 24 3 iy b 3 0 77 i A /sl R P AT G AN sl R, TR S AT A

AT v 13 BA 7 S S T R R B I At A i S R P B, A DU T RE TR R T - BON B¢ 4 st
oo AR EEHE S A EMBEE X Lenovo 7™ i MM BR1E . MR Lenovo B58 =75 M AR ™
B, ARSORY e BT DY 258 BE 3 24 W 7 B 5 B 0 T AR IR, A SORY o 8 B 42 AR R TE AR
WEARAE, F BARNERRAE . AR RAE IR B R M 45 R TR ]

Lenovo A DAFEZILIAN & 24 B AR J5 508 F sl R A8 B 3t AR 5 06, T TE 2000 A8 AR 4B AR AT S 4 o

ASCA X AR Lenovo WA BYAEAT 5| F 35 U0 J5 (8 W, I A DU ] 75 505 24 65 6 28 0 i A 4148
%?m%¢%ﬁﬂ##¢meoF&ﬁﬂ%é%ﬁ,@%ﬁﬁ%%%%%%%ﬂ@%mﬁﬁﬁ
i

AR B A AR IR I A Z B T A, Bk, EHMMERAESR S P IR BRI T e A B
B, #4308 R K RS ik dT, BMARIES —8T H & 48 Bk A7 Al &2 45 R H
M, BAh, FormEr R B RSN, SRR EZER ASCR M P R 5 I A E 3
B2 03 e .

R

LENOVO. SYSTEM. NEXTSCALE. SYSTEM X. THINKSERVER. THINKSYSTEM #i
XCLARITY /& Lenovo M &#z.

Intel & Intel Corporation 7t 3% [l Fil /sl HoAth [ 5 sl st X A4 B 4

Linux /& Linus Torvalds M &5



Microsoft., Windows., Windows Server. Windows PowerShell, Hyper-V. Internet Explorer
Fl Active Directory & Microsoft £ Fl 2 w] M TE M B br

Mozilla il Firefox & Sun Microsystems, Inc. 73 [E /5 3 fth 5 58 5 b X A 0 6 s
Nutanix & Nutanix, Inc. £ 3% E A1 /sl F b 5 52 sl st X0 5 Aw A bl

Red Hat /& Red Hat, Inc. 73 [ A At [ 5% af b IX 84 73 W B

SUSE /& SUSE IP Development Limited B¢ 72 7] st ¥ & 2 7 &bz o

VMware vSphere & VMware 7t 5% [l Fi1 /sl Ho At 5] 58 5 b X A9 0 i A

Fi A A B bR 34 2% B BT A B



#35

b

BIOS & HETEM &
GET 257, 262

BIOS ik
GET 249

BMC Service Advisor - HE 4% H
GET 203

BMC Service Advisor Zfi: H 7 Ay IR 55
GET 190

BMC. i H g
GET 158

BMC H &S
GET 157

BMC FH 4 HE MRS
GET 185

BMC DA
GET 128

BMC #ZFEMHHERHE
GET 200

BMC M H &N RS
GET 187

BMC FEFEMHHAERHE
GET 198

BMC H#&MRESHEA
GET 181

BMC RS2 W A& 45 H
GET 204

BMC frt - HE & H (&M THT Intel Purley

W&RS)

GET 196

BMC frifedi HER RS (G TET Intel

Purley W & 4%)

GET 183

BMC {3l H&E%H
GET 194

BMC %30 H & W IR 55
GET 182

BMC % g
GET 107

BMC #¥ i HESRHE
GET 202

BMC #4F 4 HEM RS
GET 189

BMC WO RLEER
GET 127

BMC M4k 55
GET 151

BMC EH
POST 113
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BMC HENH) RIAME
POST 114

C

CPU &t
GET 222

d

DELETE
B2 14
MBEE 246
M BRIT B 312
BRI E 124

f

Flex System Enterprise Chassis 3 Lenovo D2
Enclosure J&
GET 54
Flex System Enterprise Chassis 5 Lenovo D2
Enclosure &
GET 53

g

GET

BIOS B MR 257, 262

BIOS ®i& 249

BMC Service Advisor HfF HES&H 203

BMC Service Advisor = HEMRS 190

BMC HO)E#: 158

BMC HHEH 157

BMC HFHHEMMS 185

BMC U RKMEH: 128

BMC #HFMHHESRE 200

BMC i HHEMMRS 187

BMC FHEEMHHESRH 198

BMC HERSGHEG 181

BMC RSZWFHHESLRE 204

BMC friiF M HES&H (GEHTET Intel
Purley &%) 196

BMC R HERMIRS GEHTET Intel
Purley &%) 183

BMC E3 HB4H 194

BMC &3 H &M% 182

BMC HH)EE: 107

BMC #PFHHESRE 202



BMC #f - HEMRS 189
BMC M4 REESF 127
BMC F4R5: 151

CPU gt 222

Flex System Enterprise Chassis 5 Lenovo D2

Enclosure Bt 54

Flex System Enterprise Chassis 3 Lenovo D2

Enclosure £4H 53

GPU B 225

IPMI SEL H&ERSSMIRS 191
IPMI 20 HERSS 192
LicenseService &P 119
MetricDefinition ¥ g 332
MetricDefinition %4 330
MetricReport BT 329
MetricReport 4 328
MetricReportDefinition B 325
MetricReportDefinition £ H 323
SecureKeyLifecycleService B 115
SNMP #iX 353
SubmitTestMetricReport FI44EfEE 320
EHEZOEE 148
ENMBOLES 147
HEMRSEE 299

HEITH 307

HETHES 306
PRKMEZOESE 150

5B 296

e RSB 295

2iEEE 12

SEEBBEE 9

SWEESE 11

LAY 58

REBHES 56

ek g 337

el BE 335

WEE 209

WEiER R 228

B s RS EY: 271

B @ E s 292
LeELZS R B 227
WEABRESR 221
FiEmhaEE 232

T EmiEs 231

Wt 24

o EEEE 17

WrEs 23

FlSEmEY: 268
F1SETES 267
BAEHELE 102

2 BIOS %E 253

Mk %5 %% Ethernet over USB JB17: 145
k%57 PCle ShEEMZhEE 217
k5545 PCle FMEMIZhEE 219
k%5 4% PCIe %% 214
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MU EOBY: 143
REHUNNEOES 143
REHNGFEER 207
REHEFERES 291
ks #EHE 168
REH/MLEH 213
RE#HmESR 167
R&EWEE 5
PR 44
LS 43
I A7 i ¥ ) 25 45 BT StoragePool
HE R A EHNE 240
MRS AR 237
BIEEHEEE 77, 101
W ko @M 66
Wk H4ESA 65
M 4% % PCle ZhfiE 69
M4 ikSEE S 68
W ERLa R 62
MERL G 61
BRI TR 162
BRAFES 161
gt 32
WREEHE 121
WAHEES 120
IEBAEEE 345
IEHEE 347
IERERSEE 341
EW RS R 319

GPU g
GET 225

1

IPMI SEL H & iR 55 W ik 55
GET 191

IPMI £ Wi H & ik 55
GET 192

1
Lenovo ¥ JE{FEME 2

LicenseService & It
GET 119

m

MetricDefinition & ¥ & I
GET 332
MetricDefinition &
GET 330
MetricReport J&
GET 329
MetricReport &
GET 328

246



MetricReportDefinition &
GET 325

MetricReportDefinition % &
GET 323

P

PATCH
BIEEWKP (GEM T T Intel Purley W& 50)
flEAaEXfe GEHTET Intel Purley

MREZK) 37

Mgz G&EMTHET Intel Purley FIER5E)
MikxfAe GEMTET Intel Purley R E)
Ja Bl SNMPv1 %4t 356
J& Fl SNMPv3 %4l 357
BRZERENED 149
W EF RS IRASHATES 273
WABEHERA R 164
3% BMC Ethernet over USB BLE 139
HH BMC HHELE 159
HH BMC DIKMELE 134
HH BMC N XFfH Al OEM B 112
HH BMC MLERSIE 155
B H KeyRepoServers FIFL M@ 117
B H userid/password/role 29
FH TR —RES SEBEMLMEE 177
HHFEHRSEE 302
EH 2R BUE R M LDAP Bl 20
EHBEE 245
EHReSEYE 263
W E H BIOS & E 254

FEHH S AR ic AL E LED DA KAt OEM JB1: 49

EHHRFESHEBRE 92

BB 4% 1% 5 PCIe THEE I 72

EHAEXAARE 39

HHIHKEE: 338

HHENEE 10

fiiE AMT WIRIER 255

flE SNMP i fiikds 354
POST

BMC EH 113

BMC EENHBHINE 114

flgE2IE 13

fEE 242

BIgEMk /T 26

Bl AEXME 36

BIRITH 308

witkE 244

T B 31

MiBx 4 40

4/ HTTP #3EHH 279

[ Py 4y Be X HTTP HEA S 286

B RER 275

‘WA FHF 304

AWM ARk 322
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H BIOS i E 251
HH 350

BHES 344

RS/ EEEE 179
HhEAHE 193

# % GSR 123, 343
EHEREH 349
HH BIOS #1E 252
EEZEIISHEY 265

r

Redfish T H 2

S

SecureKeyLifecycleService J&
GET 115

SNMP 43X
GET 353

SSE B 313

SubmitTestMetricReport FJ#AESE B
GET 320

Al

B O e
GET 148
EHEOES
GET 147

]

HEEE 316
H 0 M55 R
GET 299
T
GET 307
FHITRES
GET 306

N

DUNCEJEE Sy
GET 150
1% 55 & 1tk
GET 296
1555 Ik 55 )
GET 295
E T g
GET 12
2 B
GET 9
2IEHRE
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GET 11
e R4S I 1k
GET 58
(EFR3 o5 Sty
GET 56
A e Jes e
GET 337
A e e
GET 335

Il

W7 I
GET 209

W AZ e b I
GET 228

J]
BRI
POST 13
ol £
POST 242
elh O
POST 26
Bl GEM THT Intel Purley R 5E)
PATCH 27
A E XA
POST 36
A EXAE (EHTET Intel Purley IR SE)
PATCH 37
BT
POST 308
IR
POST 244
OO 22 3%
DELETE 14
il
DELETE 246
T o K
POST 31
BRIk GEM THT Intel Purley B &R 4E)
PATCH 31
i o £ €
POST 40
MExffA GEHTHET Intel Purley MR 50)
PATCH 41

oWl B 3T 1
DELETE 312
1041 B ¥ BT IE
DELETE 124
=
J& i SNMPv1 Z i}
PATCH 356
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J& il SNMPv3 %4
PATCH 357
Ja s F BN
PATCH 149

Bhr  ceclix

[

I 1 8 397 M 55 1 i

GET 271

I Y5 B e

GET 292

[& ) HTTP #3255 #Hi
POST 279

B 4 B 2 Be X HT'TP #2536 37
POST 286

I 1 1) 57 2L B 37

POST 275

+:

B ceclix

&

Kb B AR 1 b I 1
GET 227

CURZE -
GET 221

?

A7 fih 42 ) 2 I A
GET 232
e g oL Sy
GET 231

-

LR VFATIE
POST 123

~+

X BT AR S5 AR A AT BB
PATCH 273

i

e R
GET 24
W L
GET 17
e 5
GET 23



5

515 3% 551 s
GET 268
IS IEHSE A
GET 267

F
P22 A 4
POST 304
PG bR A 5
POST 322
A N /5.y 2 4814 5
PATCH 164

X

R B Tk
GET 102

H

#: BIOS & EB
GET 253

H

B BIOS %%k E
POST 251

B
POST 350

W3 BMC Ethernet over USB i &
PATCH 139

B BMC R E
PATCH 159

BB BMC DL B e
PATCH 134

BB BMC I X A1 H Al OEM J&
PATCH 112

BH BMC B9 2% ik 55 L B
PATCH 155

¥ H KeyRepoServers F1 H fi )& 1
PATCH 117

B H userid/password/role
PATCH 29

B TR UCH: T S B A A
PATCH 177

B IR 55
PATCH 302

TR 4R WK P BiE JE A LDAP JE
PATCH 20

HHAERE
PATCH 245
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e 8=
PATCH 263
W E H BIOS % H
PATCH 254
FHALAE R AR id AL LED DL &I Al OEM J&
PATCH 49
T HL VR A B ek
PATCH 92
BT P 451% 4% PCle My RE IR
PATCH 72
BT E R XA AR
PATCH 39
BT R R
PATCH 338
T N
PATCH 10
BHIE
POST 344

H

it %5 #% Ethernet over USB J& 1k
GET 145

k5528 PCle ZhfiE My ZhfE
GET 217

k5575 PCle HilE iy 2haE
GET 219

it %5 4% PCle ¥4
GET 214

iR 55 2% AR R 6 1 g
GET 143

i[&: 2V NCEJNE Sy
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