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«  neaFwsiaiuiuas (Wl Salt) fetesialiiazuananisdingszun XClarity Controller Tagldsanw
password123

$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print $NF}""
5¢884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8

> users -2 -n admin -shp 5e884898da28047151d0e56f8dc6292773603d0d6aabbddé2allef721d1542d8 -a
super
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3

e virediTnanaslumiasAauanaas XClarity Controller Tnerldaniasiie RDOC nalnwmantadungliniesinu

A

. Aemuludulid 150 vile IMG Feeglusruniignuingelditednia XClarity Controller nalnifasn¥esld
uthugadupeulsaszazinawingu ldannifumaseultasseinalngnse wadlildonusaui
APMANIEUTTZALIRYANTIBY XClarity Controller winedu lumsunyidanialu Weanidlaldou udau wny
Fameily ananansnfndelndundiineslfgeandindnieniu

NNTELUP:

— Waldauses Google Chrome AmuaxnsaldeusniaannIsinauasunFandn wnvilng/
Watnas aanuazaelng/nanasls

- wnluaduraulsaszerinantiuegnFeniunataaadiudon XClarity Controller Hiaasianunsoitnld
nuldlaagadulamaduniiaminn

« dneglusruuszerlnaanunsawiidu Virtual Media 16 avnnsosasaingll Virtual Media wianiuls
49qAA WA XClarity Controller sa95un19avineusaniuilslnaeanisutiailulndsielu:

— CIFS - Common Internet File System:

- {lau URL fdun ndluszuuszazing

- mneasiesnislialsngsedEsnnefidudealeuiuuduetnaunes Iiesesmnnaadlunasy

- fleudayatszansananiluguiu XClarity Controller iwaidnislndluszuuszezing
uNELUB): XClarity Controller lisasiutdasdnglugedld svianu e URL neoaaauliuiladn
dines CIFS Tideyatszansdmiunisdngscuunnuanlasidesdingluie ldvzasia
H uay URL lailidesdng
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—  Faenninsiaziuza lifle waznuualeallsinaaa CIFS

a o %

- wnainesizarinasylureaanduresdiines Talinnsdanisnisinwaiintaeniaaindau
nane lidlevaelamuniid@nefvezinan

— NFS - Network File System:

%

—  {lay URL fAumng luszuuszeazlng

- wnansiesslflnglmngdediinesiiudealeniuuduatnauneg Iiiesesmunaatlunaes

- Foenniawnviaziivisaliils uaznvualaalisinaes NFS 58950719 NFSV3 uaz NFSv4
Foatady windeenisld NFSv3 auazdiasszysiadaniilu nfsvers=3" mni@swinas NFs 1
AnBuzlanIzAUNNIiNEANNLaaasit AUTH_SYS iNamsadautiudunisaiiunis NFS A
FR39TYFIABN ‘sec=sys’

— HTTPFS — HTTP Fuse-based File System:

k%

—  {law URL aumnaluseuusaslng

— wnansessilndlsngsedinesiiudesleniuuguatnaungg Iviesesmangadlunass

uaELue): analdeiananintuszndediunaunsfnge dmiuluiusesnisineanulasndan
a31alae Microsoft 1S winifianstitl Tleng “toyundetianainanisinssde” uumiinh 102

AaN wnaaszazlnanaunm awninaly Virtual Media lunngnan Virtual Media liaanlanaud
YHLNNATULINIBIAD LN

amandlmanlndaslumiaapainanaes XClarity Controller 1igegaaaslnd uazimiidly Virtual Media
Tneldnnudnen RDOC 284 XClarity Controller 21nmsanaadlndiiaaedIndgedlsifiy 50 MB Indinanil
azagjlumiszArusn XClarity Controller aundnazgnavueen uiiiazaugaimadunsaunuainszazing

wdafimu Anudnwniz RDOC sesiunalndereltidlediwan e

— CIFS - Common Internet File System: @ﬁﬁ@%mﬂﬁ’mumﬁﬂ@mm:@ﬂm
Aata:
yndeansindslng 1SO Tide account_backup.iso ﬁ@@jmﬂuima‘?ﬂm@? backup_2016 284EWinas
CIFS fineg 1P 192.168.0.100 iulasiafleuuuuguatnaioslldadined anasdeddloudayans
Tufladmuiuandlunmisznaudnusne lushednil L%V\Imﬁ\i%q@gﬁ 192.168.0.100 iluan inyes
poaLdnduEMineinaldlade “accounting” Telaunidusaidenidiy wmni@fnes CIFs 2BIALY
Wl dudaunierasiam Widuinaluflad Domain fadennisinds CIFS U “nocase” deiinsszy
13nneluiflas Mount Options Tusinetnail so1WESnefaziunsnmaaeuminidn/ vajdmiuie
Wl Was Mount Options usaideniasy deyaiitleuasluiladiilnadldaslignldenilag BVC uas
azgndaulldadines CIFs dlefinnsiiuzemnmide Tsmgranansdmiunisldanudsniaes CIFS
VBIAU iemsmaaaLiEfines CIFS 199AUIBITUALABN AT
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Mount Media File from Network: 0 mounted + O

B}

Input URL: 11192.168.0.100/backup_2016/account_backup.iso M Read-only

User Name: mycifsname Password: sessccscee

Mount Options: nocase Domain: accounting

Mount all remote media

BMC azldiAuuziinideninigszy URL win URL ntleuldgnses dunisinsazuanailudmn wazay
Adapan@uasdanginuansaesilas URL iiauansgluuunistlaudn URL fissuuseanis

URL address in the form of /lipaddress/path/ioffile or /domain-
name/pathitoffile. The domain-name can be alphanumeric

characters, "*, " or"_". It must contain at least two domain items.

—  NFS - Network File System: gA183U"8AULWNEAINLALBENA
AREN;
winFaensRnAalng 1ISO Ta US_team.iso Magnielulainnesda “personnel” 1aaisninas NFS L
et 1P 10.243.28.77 Tnednsuiulasfialonuuuduednaubssasuudsnned auazsiesnsandays
TuRadmunanslufanengfuae falaann1sfnes “port=2049" 189 NFS 331j91R03 149 1unasn
wi3alne 2049 wanisanalaudasys #as Mount Options Wusaiaeniain deyantleuasluiadilne
THazgnasinulliadsnnes NFS Welnistiurennssde lUsnganaisdmiunisldadivines NFS
109ANS INBATIAALINEWINES NFS 109anisesiudadanlating

Mount Media File from Network: 0 mounted + 0

B}

NFS S Input URL. 10.243.28.77:/personnel/lUS_team.iso %) Read-only

Mount Options:  port=2049

Mount all remote media

BMC agliiAuuzinieninnisszy URL win URL nileuldgnsies dunisfinssazuanaiudng uazas
fdaprn@uasdangfnuansaesilad URL ineuansgluuunistiaud URL fissuusednis

URL address in the form of ipaddress:/pathitoffile or domain-
name:/path/ioffile. The domain-name can be alphanumeric

characters, ", - or"_". It must contain at least two domain items.

— HTTPS - Hypertext Transfer Protocol Secure:
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- fleu URL DAumIndluszuuszasing
— wnansessilndlsngsedinesiiudeslieniuuguatnaungs Iviesesmungadlunass

- feudayailsyarsanandudiudu XClarity Controller iadnfisWalusyuuszaying
UNLLUR;

—  @1ANTARANANANATLITNINTUABUNIIRART A1u5UlUSUsa9N1 N ANNLaeASENAE 9 TR
_ o aX v - s 24 o o
Microsoft 1S Mnifianseiil Tsmg “tleyundeanaianisfinsieae” Luniin 102

—  XClarity Controller lsisaeiudasingluaedld sWariu vise URL maaaauliuiladnidiines CIFS
Tdddayailszansodmiunisdngseuunuuaantasidesdnslutedlduresiadiu uay URL Td
199979 AIBEN:

WINFeIN9RARIING 1SO #Ta EthernetDrivers.ISO Nagnelulaisnynes “newdrivers” 184

d@fnas HTTPS Nndelaluudn “mycompany.com” tnunesatpratne 8080 iulasiiateuuuy
guataunenlliudines agnazsasdloudeyaasluiadaiunuanslunimilsznausiugna

Remote Disc On Card (RDOC): 0 uploaded (50 ME available) (7]

HTTPS + Input URL HTTPS:/imycompany com 8080iMewdrivers/EthemetDrivers ISO @ Read-only

I»
Bt

User Name: test Password

BMC agliiAuuziiniesianisszy URL win URL nflauligneies tunisfinsazuanaiduding
wazaridanrn@uasdanginuanaesilad URL iwenansgluuunistlaud URL fissuusednis
URL address in the form of hitps:/fipaddress[ port)fpath/ftoffile or HTTPS: fidomain-

name[ port)/path/to/file. The domain-name can be alphanumeric characters, ", - or

It must contain at least two domain items. The port number is optional
— SFTP — SSH File Transfer Protocol

~ fleu URL DA Indluszuuszasing
- wnansiesnslilnglsngsedinesiiudealeniuudiuatnaunes Iiesesmungaslunaes

- feudayailsyarsanandudiudu XClarity Controller iadnfisWdlusyuuszaying
UNLLUB;

—  XClarity Controller Tdsasiudasinslugadld sWanu vse URL asaaaauliuwdladni@snines CIFS
Tdddayailszandodmiunisdngseuunnuuasntasidesdnlutedduresiadiu uay URL Td
7189974
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~  \{la XClarity Controller Wansiariui@sniaas HTTPS urisnafladdiazdsngnienuansdayanes
luFuseasrumnudaanieinldine@snines HTTPS XClarity Controller li@unsansagauAInu
gnsiesresluiusessnuAnlaansie

— LOCAL - Common Internet File System:

'
= ¥

- Fungezuuresnnuieau W 1SO 1ire IMG iRnfeInIawaT

q

- mneusiesnsilialsngsedEsnefidudealenuuuduetnanas Iinesemmnaadlunasy

|
| a

AAN LN LNA RDOC ManNA iyt ALy Virtual Media ¥nnfadanisnangdaiuuidiavaan Waann

' v

lamaufvresn1efnuannaesdenfnmias

LATRINABLLALAUADLAY

'
v ¥ [

A wiugldndesniswmigUnsniiseduwa (iso / .img) Taald XClarity Controller Fldanunsnlddausiauuy
aunusalal rdmount 289uwiinina OneCLI 1§ rdmount azilansd@ansafiu XClarity Controller Wazaziuny
qunsndisedumalidslaas

1 3
rdmount H3uuuuAdasialilil;

rdmount -s ip_address -d <iso or device path> -l <userid> -p <password> -w port (443)

inainalun1auni g iso:

$sudo ./rdmount -s 10.243.11.212 -d /home/user/temp/SLE-15-Installer-DVD-x86_64-RC2-DVD1l.iso -l userid -p password -w 443

Aanszazlnalaeldlaataus Java

¥ ]
Aoutlazasunedaniswnviaanaluing 1 laaidus Java

Anuanansnldleauiust Java e mualsiiulasi CD vide DVD lnsfiaar wratlnsd USB fleguuneniiaimes
Vi3eAmANNInITYRarR AL Rame fite E e ldau Ansa NI I lasidvFuileridusine wu n1es
AR (UR) 1ESNnes nsdiliansia ndnseTandufvsLwE e s LL@zmiﬁm;T\m?ﬂﬁﬂme:uuﬂﬁﬁﬁmi
uwdsnef auansndntafaiszasinald lnsluariarfBumaazuanadulasd USB uwdivines

wanawin: Java peultasserinasesiuanimuindenuuy Java adelaateniissialily uazansnsnidale
wwzlunsainlaaeust HTMLS Tdldvinauegwiniiu
1. anuandaniulngdaes Oracle Java 1.8/Java SE 8 vidamafiun luungn

2. 98950 OpenJDK 8. Distribution of AdoptOpenJDK #% HotSpot JVM
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mn@mﬁﬁ AdoptOpenJDK @mﬁ@ﬂ% https://openwebstart.com/ nelf OSX, Windows Wag Linux

nsaselnadNLua

1 v ¥
wnfaenisas s ddumaludanamaffunisiiszy iinaudunauseliil:

1.

AANAALAAN A519ANLNA NellFAL Virtual Media Tuutingng Virtual Media Java Client #tinsinaa514
Y

¥
Aumaanamefazilangau

a a A A ¥ A s o v ey A 8%
ARNLN tFana NALdaInUNan IV\'@L@]’E]‘IGI‘LWHQ WwalaanlnalasFunig

Kl a

o]

Create Image from Folder

Create a New Image File From a Source Folder

Source Folder:  D-works\test folders

Hew Image File:  Doworksitest_folders.img

Browse

Browse

Create Image

Cancel

gunm 1. neaielnaBana

a o s
ﬂ’l‘a‘Lﬂ’E]ﬂ'qﬂﬂ‘a‘mVlQZ:LN’Wl

pnFadnIsaNia awas wazlnsW CD/DVD/USB Aneluiazas liniaudunausalilil:

pansaaen wanalnsunasiuy nelFuiin Virtual Media luwiingine Virtual Media Java Client #1151

A .rdl & n%’
weanguUnsadnaznYiazdsngau
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https://openwebstart.com/

Client View

Mapped | Read Only Drive Close

Add Image...

Remove Image

Mount Selected

Map Folder

Scan Drives

gunw 2. wisadengunaniiaziwnn

AUANNNIONYIBNNA Iawmas wazlasil CD/DVD/USB nalueseslalaavinaudunausia i

o wvanNameluAsas:

1.

a a a A A a A v -
ﬂ@ﬂﬂqll LWHNBHLNA IWALAANANLNANATABNNITININ
o A s
A3IRgaLAILABNWHL
o A 1 1 = ‘ﬂl a ¥ 6 o/ o
AFIAADLFAILADNAIUBENLARINDLTIA T WA d inaly

ARNLIN WIsIENITIEaN uazAasNaNmAan e lueTeslAd5a
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@i : 11 - Olrm- This PC =E
File Tools Virtual Media Help
K e e o

I 5 = =
[y ThisEC » v & | [ search This pc )
Virtual Media . Desktop Z
Transfer Rate: 0 Kbisec { Favorites
Bl Desktop
[ Targetprive Mapped To | Readonly [ Duration |  Read/WriteBytes | o { 5
|comve [en_windows_serer_207_Ves 00008 21504070 | e | 5 ocuments
1= Recent places ’
USB Reset
M This PC ),‘ Downloads
Select Devices to Mount =
€M Network )
Music
Client View 4'5

Mapped ‘ Read {)myl Drive Close
25 CDIDVD - en_windows_server_2012_|
Add Image... Pictures
Mount Selected l Videos
Map Folder

4 Devices and drives (2)

Scan Drives

o Local Disk (C:)
-
S 70.9 GB free of 99.4 GB
: CD Drive (D:)
Fj IR3_S55_XB4FRE_EN-US_DVS
0 bytes free of 4.23 GB

8 items == &

B@ Windows Server 2012R2

U 3. wviBsNanie luATey

wnlnaaasneluasas:

o . .
1. pandu wlllWawmas wedenamesnialueiesiinnifiasnismny

2. AANN WvisIEMsTIiRan uazaazivameineluaTasasedlidga
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|

Client View

Mapped | Read Only |

v

D

A5 COIDVD - 33333 %is0

klap Folder: CiltsersicheniunTiDeskoplaaaa

Close

Add mage...

Mount Selected
Clear Map Folder

Sean Diives

B Virtual Media Jaen Chiors 10.104.195.61

Fie Tools Vifal Meda Help

Viral Madia

Transfer Raie: 0 Fbisec
Target Derve: Mapgod To Aead Oaly | Duratios FRead | Write Bles
Fiamovabie (Nsk [Crweris bass_isigers Vet BOBORT BTETEEI0

WSE Reset

'-_I.ill'_.'f = |

b

“ Computes

This PC

T [ e ThizPC »

' Videas

4 Devices and drives (2)

{ Favorites
B Desktop
& Downlosds

. Fecent places

_ e

8 e

gun 4. wrrilWamesnielunies

L% CD/DVD ysalnsW USB:

1. adntlu gwnulasW Wamnsaann CD/DVD vizalasil USB Drive

o [~
2. mwmumﬁ@mmﬂ

wm  Local Disk{C)
.
b 8 This PC -
TEST_F=1 (E)
A = |
IGHIEE

o A 4 ] B dl a ¥ oo ° 3|
3. madaumllaenatvasnaeaivadlaldeuieidu unnauiu

a 4 a a o = Yo &
4. ﬂ@ﬂ'ﬂqll LNINTIENITNLAAN LL@zﬂm@zLNTﬂ’ﬂNLN@ﬂ’]ﬂiuLﬂﬁ‘ﬂxﬂﬁﬂ’]L?@
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B virtual Media Jave ; = ) o LB = | Drive Toals This PC |LI£-

File Tools Virtual Media Help
“ Computer View Manage o
s [ ThiseC » v ¢ | [ SearchThis PC 2|
Virtual Media rw R
Transfer Rate: 0 Kbisec U Favorites
Bl Desktop ) Music
\ TargetDrive | Mapped To | ReadOnly | Duration |  Read/Write Bytes | Dk
|Removable Disk___|E [ves 00:00:58  |7.436M14096 iy Hownicacs
14 Recent places
USB Reset : Pictures
1% This PC
D select Devices to Mount x . Videos
€M Network
Client View
4 \ I (2)
T ‘ Read D,,,\,| Drive Close Devices and drives (2)
(=) Removable Disk - E: . Local Disk (C:) H]
Add Image. -
o kiace | W 70.9 GB free of 99.4 GB
Mount Selected - USB (E)
|
Map Folder 12.3 GB free of 14,1 GB o7
S ] Bitems  1item selected = =

guUn 5. w9l CD/DVD wzalasil USB
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1. AANFILARN ANLANNITLENINNINNA N1elFuAl Virtual Media Tuntingng Virtual Media Java Client
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2. YAIRINABNFAIADN ANLANNITENINNIUNA T2LLAUAANULN AU UNITENANNITNIYIUNA 1N
AntaNTy gUnsnliEWneslaadInuALWEWnasazgnanann1smyl

naneue): Ansliaunsnanidnnismninedlasinassiols

Virtual Media Java Client 10.104.195.61 - O *
File Tools | Virtual “E:Illﬂ| Help

Create Image ...

Unmount All

Virtual Me{ 4" Map CDIDVD ...
v~ Map Removable Disk ... 0 Kbisec

Target Drive Mapped To Read Only Duration Read | Write Bytes

CDIDVD
Remaovable Disk

U5B Reset

EZ
oo

3‘ﬂﬂ’7W 6. ENANNITINTYNUNA

¥
(%4

oy aalaANaIANITAARIESD

1%
o

lideyaluidetinanisuflatloyminaniudelianainlunisfinfade

waldaulufusesnisineanintlaendienaielng Microsoft IIS AniaIanudalnnaInszidnaiunaunIsinms

v a 6 1 z % adl o/ o/ o Y o/ Idl % &
1 ynifawisnisaliduil Wunuiluiusesnisinmanutasadiedaaluiusesluinaialag openssl unu g
pfx Nafauluiazgnlnanaslu@svines Microsoft 1IS Tnaaniy

% ! A o 1 dl aa ¥ o o o "y a oa
ANUANARAIRENTILARIIENNTAF 9 LU TasNsi N ANl aaasie Tudaae openssl| ﬂ’]ﬂlui‘zﬂ‘i_lﬂﬂ‘]_lﬁlﬂ’]ﬁ‘

Linux

$ openssl
OpenSSL>

$ openssl genrsa 1024 > serverkey
Generating RSA private key, 1024 bit long modulus

e

e is 65537 (0x10001)

$ openssl req -new -key serverkey > server.csr
You are about to be asked to enter information that will be incorporated
into your certificate request.

¥
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What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:B]

Locality Name (eg, city) []:HD

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Lenovo
Organizational Unit Name (eg, section) []:Lenovo

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []J:LNV

$ s
server.csr serverkey

$ openssl req -x509 -days 3650 -key serverkey -in server.csr > server.crt
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:BJ]

Locality Name (eg, city) []:B]

Organization Name (eg, company) [Internet Widgits Pty Ltd]:LNV
Organizational Unit Name (eg, section) []:LNV

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

$ s
servercrt server.csr serverkey

$ openssl pkcsl2 -export -out server.pfx -inkey serverkey -in servercrt
Enter Export Password:
Verifying - Enter Export Password:

$ s
servercrt server.csr serverkey server.pfx

ﬂ’]?’ﬂ’ﬂﬂ@']ﬂL‘ﬁﬂ“fuﬂ’ﬂui‘ﬁﬂﬁgﬂgﬁvlﬂﬂ

o
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wnsasnisaanannmatunaulaaszalng Wilaninssaeulaaszaslnaway Virtual Media

nsauluantayaLsnIg

lifeyaluideiiluntsmumndeyatisnisnaaiudinefaasnns Tnatndudo nszusunistiazaniiunisay
Aaavesy Fnsawd latlyuiaesdinnes
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a

glayaisiAnngiun1sdnnisanansldeudiniuigivines Lenovo lindulas Lenovo Press sl

https://lenovopress.com/redp4895-using-lenovo-features-on-demand

ARAITNANTUN: ﬂmiummmaﬂmmﬁqmu XClarity Controller i”mummﬁ’]w,ﬂmvmumﬂmimﬁm AUAL
LLa‘ﬂﬁm%mm@ﬂmemLﬂuﬁmmumumnﬂmw”mmmLﬂm“lmmuﬁmmui”mumﬂﬂﬂm

4

N1SAAMIALLL ANITNI9U

lifeyaluiadetlinaiinandnsnziasnludivne faenn
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Tlaniamneny Waniiunnsdunewsaldil:

Xq

=
JA

dumaud 1. AAN aNsn1sbday Aneld n1sAIAA1 BMC

dunauh 2. Aan aUNIARNENIS LEINY

= ¥ a a o ' a o v A el & a o ::4' - ¥
dupeui 3. lunisng inn@nansldnulud adn Fang udadendAdidansiaunaziinlumiinsing
dillnanWd uazedn e wein i visepdn anidn WangAN1TRAGY UNEBINITATAAUNNT
WinAd Iiaan anas lundsine sAdlan1svnanu viandn anian lengaAn1sanea

' a

v
wipng d15a azszydnaditanisvinanldiunishinsa
UNELUB):
a & a o ' [ ¥ Y a ds(
+  naddlanisvinauligndes wissuansdaianainazisngu

v
o

Tupauil 4. AAN ANAY Wallaniinsig g1154

ﬂ’]%‘ﬂﬂﬁéLﬂﬂﬂ’]ﬁ‘ﬁ’N’]“

lifeyaluidetiineaunnidnenizuuuigsneanani@iinefrasnn

v v
Tunsaumeitlanisvinen Wansiunsdunausa il

a a

dupauil 1. Aan anans kg Aald nnsn1uumAl BMC
A a o a o dl k2 a
dumaud 2. WwanAdillani13v19IuNasaLaan waRaAnN au

= 3 1 S o a o A o Y a A A o a o A o A a
dupaun 3. Tunthae gudunisauaditlanimneu 1aan anas inatudunisaumdilan1Inien visaaan

anvan WwalAunaa s
a 5 A o dl & a6 '8 1 U o a Qf 13
Afdlansinaunidenazgnaveanani@isioef uazazlitsngluminisdanisdnsnislden

)}

ansalyl

ﬂ’]%"&lﬂﬂﬂﬂdélﬂ ANITVNNU

o Y

Tifeyaluindetlinadeasnauansuzuiuiasianiisnne faenns
¥ ! A o a o o Aa :I/ ' é’
wnseInsdeasnaditlanisvnenu ilsasifiunisduneusallil

dumaun 1. AAN ANBN15bEau Aneld nsnIUAAN BMC

> A o o a £ v o = o a o Ry ' Yy a ]
AURNDUN 2. 1uﬂuﬂﬂ1i@mﬂﬁi@Wﬁﬂﬂi1°nQWu I‘WL@@ﬂﬁﬂLﬂmﬂqiwqﬂquwm@ﬂﬂqﬁ‘m\‘i@@ﬂ LAIAAN FIDAN
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AfTlansvnunaenazgndseananidine s

1UN# 8. N194ANI9ANTNNT 1N

117



118  XClarity Controller 7 Intel Xeon SP (1st, 2nd Gen)@ﬁ@;ﬂ%



'LI‘Vl‘ﬁ 9. Lenovo XClarity Controller Redfish REST API

Lenovo XClarity Controller Usznausiaea REST API ldeulsdnanaanndasnin Redfish Tearungniin s
iWeidnDiedayauaz1iin197e9 Lenovo XClarity Controller liannuednaiaduisldauniauanisnidsnues

Lenovo XClarity Controller

ARt R UANLAZAINALNE IUNNSHATLATINANNATATRY Lenovo XClarity Controller niumensfuas
ﬁluj TdngevfusffanannazyieuuussumeaiuiLdiiaes Lenovo XClarity Controller Wsauwdivinas
svelnameluetesingideatiu APl maniiaLnan REST AP NIRTFIUGAAUNITNYEY Redfish wazidiis
Iiulusinpea HTTPS

@@:ﬁﬂm;ﬁ XClarity Controller Redfish REST API 1% https://pubs.lenovo.com/xcc-restapi/xcc_restapi_book.
pdf

o

Lenovo Hafsisl Redfish Tamuzasadnating Tsanunsoldiiudeyadndedrniuniaimunsensuainaeansiv
2 1
Lenovo Redfish REST API paaswliinatinaunaniilan:

*  Python: https://github.com/lenovo/python-redfish-lenovo

»  PowerShell: https://github.com/lenovo/powershell-redfish-lenovo

o

gliayaannizaes DMTF Miieadasiu Redfish APl 17: hitps://redfish.dmtf.org/ WU lastiidayaanmnzyialyl
LATLANAN9E1989BU ] Nenfiu Redfish REST AP
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UNN 10. DULNDSLWNGUTTNAAIRI

lifeyaluirdetlinailoumdidmiudannisuazidinsaaaauinisvinguaas XClarity Controller taelaisiasldiiu
Aumasinguas XClarity Controller

MRuwmesinlaussinands (CLI) wWednldanw XClarity Controller Tnglsifasldiiuaumasints Inadsenausae

Werdunsdpnisgadeaniluiudumefin

Aouanunsadntis CLI ldnnsmadu SSH AnusiasliFuniInmaseuangnsiasain XClarity Controller nauatas

aanAdalu CLI 18

NN DA ULNBSL NG LSTNAARS

Tifeyaluindeilivadnne CLI

'
a

Tunisdnde CLl WiEuiadu SsH ludshag) 1P 9@ XClarity Controller (gdayaismnlan “nsruunarinig

wasuduniauuueynsullds SSH uumiiag 121)

NMSLINFTLULLTATULSTNAANAT

Yy o Y le/ zﬂl k2 ] o o o ul/
”meﬂ@iumm@mwmm@ﬁxuuLﬁnmumiwmmm

v v o o §yo a 9 . X
Iuﬂﬁﬁ‘L‘ﬂ’]Qﬁ‘tll‘Ll‘Llﬁ‘?Vlﬁﬁ’m\? TumﬂLuunﬁimquﬂum'avLﬂu:

v 1 1
dupaui 1. MnNadeNsaiu XClarity Controller

dupaui 2. ANW ID Jld WaldFudenaulitleuteld

v 1
dupeui 3. WuWsad unauldlunisdngsyun XClarity Controller e léfudananulviilausiasig

AnAdgarLLILIinANAY WiaNYTLITinANAIRe system> iratuLIsinAdIazAtiusellaundd
ADIASTINN exit NUIITAAIAY ARMBENAINTTLLILAZITATUALgALAD

nismMuuaAINIsilaswduewuuaynsullds SSH

o

¥ 1
datiuansdeyaineaiunisld XClarity Controller w@sWinasilananisaynas
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nsulasudunisuuueynsullds SsH azvinligguasyuuanunsald XClarity Controller luidsnnasiaamnis
aynawla aunsadndenesaaynsnseadsinaslisainnismense SSH wWedlaldnunisulasudunieuy
ayYNIN

unNaLR: A43 console 1 184 CLI gnldineFuisadunisilasudunisuuueynsudaanasn COM

L IRTUAIDEN

$ ssh USERID@10.240.1.12
Password:

system>
o 7 ZJ/ o dl 13 o
mﬁummmﬂ@mummmﬁnmu SSH gmﬂ@ﬂumumqiﬂm COM2

ESC (

a 6 O o a ¢ dl o o o 1 d” Y a L8 [~ Y v I's d? dl
WNW@W@UﬂHﬂﬂﬂL‘W‘ﬂﬂ@Uiﬂﬂ\i CLI 1%[51‘3@?1’1\‘11& NA Esc LLAYNNNILALDGIE WTauNn CLI %memummgqmm
auldsia IMM CLI

system>

sUuuuAIdS

o

3 1 1
guaninousflwiodeiliverianudnladstlewandslu CLI

v 1 1
smanunaninasisaliinaunayldada:
.« wiazAdadigluuusialii;

command [arguments] [-options]

« gluuuAAaziansnfaRNiian- gy

v 1
¢ AFNNUATNANARBIANNUAIAIFINTUN ALABNFABIAITNNRIDNTIALNUFTLN

\ o A ~ A ~ ° o o A & , o o o &
« WARZAABNAZIATASUNNETANAN (-) UINENLENE Alaenanaliluuiuee (Faanesfalaen) Visaluuang
(Fadnuananssia) Ale

«  wndadaniensiowus azfessryansiomus wu:
ifconfig etho -i 192.168.70.34 -g 192.168.70.29 -5 255.255.255.0
P

Iﬁ‘l?;I‘Vl ifconfig ﬂ‘ﬂﬁ’mq ethO ﬁ’ﬂ‘ﬂ’]’iﬂ%&luﬂ °IIEL$°"VI -i, -g WA -s ﬁ‘ﬂ[ﬁ]'}L@‘ﬂﬂ Tusinaeineil IF]Q’B‘EI’]\WNZWNN
ARG

122  XClarity Controller 7 Intel Xeon SP (1st, 2nd Gen)@'fl'r]m‘f

a



a 3

3 | 1 o o A o A :l/ I e o 3 ' [ 4' ° y 4‘
. Q\?L@ULﬂuﬂ’]iﬁ‘zu’)’W'ﬂ’lﬁ‘ﬂ‘)LNHMW?@M')L@@H‘LAW‘] TaitfeAy fNLauvl,mhmwumqmz?fqmmwuw

(%4

ANANHUSUASTRANNA

o

¥ dy 1'% 13 dl o o 3 o o
VQ‘H@Uﬂ’izﬂﬂ‘]_lﬁ’]EI“ﬂ@llm@LﬂEI"Jﬂ‘]_I@m@ﬂ‘iﬂm:ﬁLL@:ﬁ"ﬂﬂ@qﬂﬂﬁl@\‘i CLI

CLI Usznausenudanszwazdasninselyis:

1%
=X 1%

. ey nlilmadu CLI Mifinaunieniunaiemadueiiy SSH
o Hauldnilapdasianssiin (ANRANENT 1024 8NUT2 29NLIUITIA)

- ldimslddnasysedtiasdiuamdsuuunng Aarfduudlaiesetnauneanldlfmetn Backspace deldau
anusznAnuRe RNl

!
= !

+  AodnnsnlflugnAsTTuazauiananAdsiileuangals 8 Ande A4S history azuaneAds 8 91819

)
1 1 3
angafinuansn diuluanlunisfuadald ssaasinesielili:
system > history
0 ifconfig ethD
1 readlog
2 readlog
3 readlog
4 history

system > 10

-state enabled

-¢ dthens

-1 192.168.70.125

-g 0.0.0.0

-s 255.255.255.0

-n XClarity ControllerA00096B9E003A
-r auto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00
system >

«lu CLl azgiineanfintvmediansinei 2 KB Tiiinnstiwines wiswnaesusazAdssiesiianssliiu 2048
o a o o dsl 1= o dl 4 o = o [ ! dl ¥ o
fia Ananfiniliinaiulnuaaauduniamefaeynsn (@EnstWimesdeyassudnanisasudunimedn
AUYNTH)

1 ¥

+  lnsarldfemnuassunnlunissyyaniuenisiuands fssantinesie il

system> power on

ok

system> power state

Power: On

State: System power off/State unknown

system>

«  uuupndeariansun s NNHLaN- vy
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« Aeeide999esatie s uiiaTeasTudneinaenUesnN s faesinaiu ifconfig eth0 -1192.168.70.133 D19
Wugtuuuendanlaignsies guuuuadsignédedds ifconfig etho -i192.168.70.133

.« AAWIUNAATHAaLaen -h, -help waz ? duands ldgluuuANAY daattsie hiaslinadnsuuniaaii;
system> power -h

system> power -help
system> power ?

°o o o a | . X M v ° . o o °
. ‘l_l’Nﬁ’]ﬁ\‘m’ﬂﬁll”]Elizﬂu@'}u[ﬁl‘ﬂiﬂu@q@lﬂﬂiﬁﬂ‘}_lﬂ’]ﬁ‘ﬂ’]ﬁuﬁﬂ’]iﬁll'lﬂ]ﬂ\?@m Iuﬂﬂi@iwmimmmmimuum

Anaasnnsasiy Ildaa@an help viva ? asnuanslusnetinasialilil;

system> help
system> ?

« lu Flex System n13famAudeeineazl@dun1sdnnislaeg CMM wazlianunsauilely XClarity Controller 1§

J
Q o Qo

F18N1TANFIANAIDN 1S

£% '
o a o o

1NAZLAA9TIEN1TANED I CLI AMNAIALRIANT TmﬂLufiazﬁﬁﬁw:ﬁﬁm’iﬂﬁaﬁmﬁ@ﬁuq WA DS R PANATR

¥
wad
dayafaaiuands ferfdu stuuuads waznisldanu

o

718n13A149 11 XClarity Controller CLI fAUNARNANGLFRENETRAIT:

. “ﬁmﬁ accseccfg” uuuﬁﬂ‘ﬁ' 145
. A adapter” Ui g 230

. Ak alertcfg” LUWTR 147

. “AN&4 alertentries” uuﬁﬁ’]‘ﬁl 210
. Ads asu” Uunthi 147

. A backup” LT 152

. “Anda batch’ LuwEng 214

. “ﬁmﬁ clearcfg” Uuﬁﬁﬁl 215

. “ﬁwz’i”q clearlog” ‘]_Iuwfh‘ﬁl 128

. “And clock” Lumnd 215

. “Anda console” LumTiR 144

. A1 dbgshimm” LuMtg 233
. Ak dhcpinfo” LT 153

. “Ande dns” LUMET 154

. “ﬁmﬁ encaps” uu‘wﬁ’]‘ﬁl 156

«  “AN4Y ethtousb” UWULINT 157
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“Ads
A
“Fds
A
“Fnds
“Fds
“Fnds
“Fnds
“Fds
“Pds
s
“Ads
“Fds
“Fnds
“Fnds
“Fds
‘P
A
“Ads

'
° o

“ANd
“Fds
“Fds
“Fds
“Ads
A
“Ads
“Fds
“Pds
A

“ANda

exit” Luuthi 127
fans” Lumnd 128
fide” Luwni 129
firewall” LuMTiN7 158
fuelg” UL 142
gprofile” Uuﬁﬁﬁ‘ﬁl 159
hashpw” ‘]_Iuwfi’]‘ﬁl 160
help” LT 127
history” Lumg 127
hreport” uu‘mfb‘ﬁl 131
identify” LT 216
ifconfig” LT 161
info” Luutihg 217
keycfg” uu‘wﬁfﬁﬁ' 165
Idap” LT 167
led” Luwing 132
mhlog” UWMtA 132
m2raid” Uumiing 232
ntp” LuwTf 170
portcfg” Uuﬁﬁﬁ‘?‘]‘ 171
portcontrol” ']_Ium’iﬁﬁl 172
ports” LUTR 173
power” Uuﬂﬁﬁ‘ﬁl 138
pxeboot” uuuﬁfﬂ‘ﬁ' 143
rdmount” uu‘mﬁﬁ‘ﬁl 175
readlog” uuuﬁﬂ‘ﬁl 134
reset” Uum’i’]ﬁl 141
restore” ‘J_Ium’i’lﬁl 176
restoredefaults” Uuwﬁﬂﬁ 177

roles” UUWUNA 178

UnA 10. BumefinauIsinmnda
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. “Anda seccfg” LuMTh# 180

. Fde set” MR 180

. uAnde smip” LuMEA 181

.« ds snmp” Lumthd 182

. “ﬁﬁ*ﬂsnmpabn§’uuﬂﬁﬁﬁ185
. “ﬁ%ﬁ spreset” uuﬂﬁﬂ‘ﬁ 218

. fda srcfg” Uuwthd 187

. “Anda sshofg” LT 188

. ssi” LA 189

. AN sslcfg” LuMENT 191

. “ﬁﬁ@%ﬂ storage” ‘uuwﬁﬁﬁl 218

. “ﬁmﬁ storekeycfg” ‘J_qufi’lﬁl 196
. “Anda syncrep”lﬂiﬁﬁﬁﬁ 198
< Anda sysheanh”lﬁxwﬁﬁﬁ 136
. i temps” LunThit 136

. pda thermal® UuwTin 199

. pds timeouts” UUMTNT 199
. pda tis’ Dunthit 200

. “ﬁﬁﬁh Uespass“lﬂAMﬁﬂﬁ 201
« pds uefipw” LuMER 202

. *f&e usbeth” LuaThil 203

. “And usbfp” UL 203

. pnda user” LUMENR 204

. spds volts” Lumthi 137

vpd” UuUTINT 138

.
5)—o
]
Y
Lo

o & aad
ﬂ'\ﬂ\i%“ﬂﬂm

1 ¥
o aada

v
windetiazuanasanisAdagiaslu CLI anusndns
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1HRN49 help 1NauaA9IIENIIANAIINA NFRNINBATIREAAUT TBIUAAZANAY WaNAINT AREIANMNTINN 2

11 Command Prompt 166

AR history

'
o

AdatlazuanesnenisAndanae 1l

1An43 history iWauansensiszdfadanlilyl 8 srannsangan
Uutigag 1) 1iNeeanAELANT1aINTN19U 3B

FINBEiNg:

system> history

0 ifconfig eth0

1 readlog

2 readlog

3 readlog

4 history
system> ifconfig eth0
-state enabled

-c dthens

-1 192.168.70.125
HISTORY-g 0.0.0.0

-s 255.255.255.0

-n XCCA00096B9E0O3A
-r auto

-d auto

-m 1500
-b 00:09:6B:9E:00:3A
-1l 00:00:00:00:00:00
system>

13 satimaniiannsaldidun1edn

1
(74

ANRINISASIAFAL

o

PFdatlazuanisnenisAndani1smnazasly CLI AMNARANET

Uil 10. BumefinauIsvinAIda
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o oI/ = o y o é’
ANANNIIATIRFALN 11 ANFIAILL:

U
.74

AR clearlog

'
o o

¥ 1
Adatiazlfinadedoyaluiuinmenisnl IMM

'
° o

' ' ¥ -
14A43 clearlog adnedayaluiuiniuanisniazes IMM lunsldanda Arazdediansanedeyaluiuin

wsN3ed
o o Hayy o » ' "
wanawn: AdanRldinesesiunisldnudiuyanawini

meesie liazuanenifiamuidwiusaaensinge

j
o

A9 7. A4S clearlog

A1371958 1T RN ML LU ARt AR AR A NITTILsE N AL AR IS RAN LA AR R LN EIFLASN

s = =
FILAAN TeRTLAEUA

. e A o“ﬂl v % k7 1
-t <all | platform | audit> dszinnreamsnisnl wendszinmmenisainsiesnisdnedeya winly
Iiszy Uszimmsnisalienunazgniaen

ANRFLNELTTNNIBAUURNITDL

+ flaune: dssinnaeamsnisniisunn santamenisalunasvlafuwazivanisninisnamagey
«  wwanradu: wianisallsvinnunaniaiy

o RTINQAL: mamaﬁaiﬂixmmm?mfmmu

FINBEINLTU:

system> clearlog

ALl event log cleared successfully
system> clearlog -t all

All event log cleared successfully
system> clearlog -t platform

Platform event log cleared successfully
system> clearlog -t audit

Audit event log cleared successfully
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'
o

19A144 fans NBLARIAMNITINAANIT SN DA FLARZ AN

AaaLina:
system> fans
fanl 75%
fan2 80%
fan3 90%
system>

J
(™4

ANRA ffdc

Adsilldlunnsa¥wlnddayanisusnislud

14A"43 First Failure Data Capture (ffdc) iaaiauazanalaudayanisuznislidanisaduayu

v 1
s1en136a tUtsenausnaanden I saniuAngs fide

+  generate lfioaievddoyanisusnising

. status MiNamnagauganuslddanan1sLznng

Y o 3 a dld 1
* Ccopy FLﬁﬁﬁ@'ﬂﬂT@Nm@ﬂ’]?Uﬁ‘ﬂ’]?VlN’ﬂﬂu

- delete lfaudayanistinisniiag

al

panesie ilazuanenffawmuidmiudaaensinge

A7 8. AAY fde

A1371958 1T AN 1998081029110 3 ARANIIIUIENALAREIFMIAEN TUATIRLAFIIAGN LATANURIFAALADNT

4

RERNEN

AalRan FRLGHGTET AN

-t unnearlssinndaya 1 (Matneleuldsaaiseas) uway 4 (fayani9iisnig) nisonaleudeya
TsuamefilsznaudaiuninuasiWsnivianun dayaisnisdsznau
Y \ I s 1 a v
foeatiagaasiuinuazing AEusuae 1

£ TalWdseaslng wive gy sftp M ldwnsuuudnve / Davhadwsudeladnnes (~/ vive

TaFnnandangaes sip | timp/) AGuFuATeNaF e lnasTLL
-ip Vaguewdsvines tip/sftp
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A9 8. AIAN ffde (Tse)

ALAAN snaazLaHn A1

-pn ' wnsawesAIeadnes | AEudude 69/22
tftp/sftp

u' SaflddmiuiEiined sfp

-pw AU TS WIS sftp

1. SNUNUFNNANEMTLANEY generate LAY copy

sUuuAn4S:
ffdc [options]
option:
-t 1or4d
-f
-ip ip_address
-pn port_number
-u username
-pw password

FnaeiNgg:

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -t 1 -ip 192.168.70.230 -u User2 -pw PasswOrd -f /tmp/
Waiting for ffdec.....

Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123 _xcc_120317-153327.tgz

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -ip 192.168.70.230
Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123 _xcc_120926-105320.tgz
system>
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AR hreport

1E A AR BN TUARAITI BT UA DI UNINASFA

A319Ae lUHazudnIAds hreport

A9 9. ANES hreport

menesie WiilunnsvataunIauINgesne Az neufteseaziBeARIAY hreport FNgT

AALAAN F8RZI1DA

generate #F19auanunInlug
status MTVIRALUANUE

copy ARABNIENIUANIUN NN aE]
delete AUIIERNUADIUNTNTINBE]

A319Ae lUHazudnan fAUTduTLFqLAen generate WAy copy

A998 10. ANAS generate WAL copy

A319Ae IR uAT9mane LA uIRdesreaN iUz na L faanANda generate LAY copy WAZINE

= o
ALLALARILABN
AALAAN S1EALLAYA
f Taldszezlnavizeladnnesitivang sfp (ANGNFuAeTeNadalnessuy (195U
sftp, WdwsuuLdinvize / Uavihadmivdeladnnes (~/ vide /tmp/))
. dl 1 a6 o
-ip Negaaadinines titp/sftp
-pn nuNgaINaTRTaTESNIeS thp/sfto (ANENAY 69/22)
- Tof A miuEvines sfp
-pw AU MTLE WIS sftp

Uil 10. BumefinauIsvinmIda
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ANRY mhlog

'
o

TiAdstiivauanssanisluiuiinAanssuaegilsydfinisiingednm

meesie liazuansenffamuidwiusaaensinge

B9 11. AN mhlog

1 d” 3| o [ erdl % o A = o A
M’W?W\W]@vl,ﬂul,ﬂuﬁl’]?%‘m@’mLLG"J"‘\]"]W)‘LL’&@Qﬂﬂ@mu%ﬂitﬂﬂu@‘]ﬂﬁmL@@ﬂLL@Z?Wﬁ@ZL@Hﬂ"H@QM"JL@@ﬂ

ALAan S1EALLDYR
-c <count> WAANIIENNT 'ANUI (1-250)
-i <index> WAPNINEINTTBNAURSE (1-250)
f Falndszaslnaveslndiiuin
-ip Negvevdivines tip/sftp
-pn NULNINATATRUTIWRS titp/sftp (ANENAYW 69/22)
-u Tafflddmiuidines sfp
-pw WANUAMTUESN RS sftp
ARENY

Ao o X
NITHAANNAATHANTHEUS AN
Type Message Time
Hardware SAS Backplanel(SN: XXXX9CEO009L) is added. 05/08/2020,04:23:18
Hardware CPU 1(SKU NO: 50844440) is added. 05/08/2020,04:23:22
Hardware CPU 2(SKU NO: 50844440) is added. 05/08/2020,04:23:22
Hardware M2 Card(SN: R1SH9AJ0037) is added. 05/08/2020,04:23:22
Firmware Primary XCC firmware is updated to TGBT99T by XCC Web. 05/08/2020,06:40:37
Firmware Primary XCC firmware is activated to TGBT99T . 05/08/2020,06:41:26
Hardware PSUL(SN: D1DG94C0075) is added. 05/08/2020,06:43:28
o @
AR led

1 v 1 v
A AN LA ANALAZFAIA DU N LED

1 ¥
AR led AznanduaLAZAIANan LW LED 1aa@siinas
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o m3EenldAnAY led TasliNfqaanazuanedn uzaaa i LED Tuuiasnumin

. AadenA4dd led -d FasldiusaiaanAnda led -identify on

manesie hiazuansenffasuidviusaaensinge

A1 12, A9 led

A1371968 1T AN 199AN 80291101 3 ARANIINUILNALAREIFMIASN TUATIRLARIASN LATANUBIAALADNT

4 .
LGN
AALAaN S1EALLAA AN
- Fanganuzln LED nanualussunuazdau
senaveiay
-chklog Ual LED 20stTufinnnsnsaaau off
Adentify | wWasuanuzaeslW LED svyannuzdasld | off, on, blink
-d Dol LED seyannuzluszazinadiniuun | svaziean (und)
gtluuAnda:
led [options]
option:
-1
-chklog off
-identify state
-d time
AaaLinN:
system> led
Fault 0ff
Identify On Blue
Chklog off
Power off

system> led -l

Label Location State
Battery Planar 0ff
BMC Heartheat Planar Blink
BRD Lightpath Card off
Channel A Planar off
Channel B Planar 0ff
Channel C Planar 0ff
Channel D Planar off
Channel E Planar 0ff
Chklog Front Panel off
CNFG Lightpath Card off

Color

Green
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CPU Lightpath Card 0ff

CPU 1 Planar 0ff
CPU 2 Planar 0ff
DASD Lightpath Card off
DIMM Lightpath Card off
DIMM 1 Planar off
DIMM 10 Planar off
DIMM 11 Planar 0ff
DIMM 12 Planar 0ff
DIMM 13 Planar 0ff
DIMM 14 Planar off
DIMM 15 Planar off
DIMM 16 Planar off
DIMM 2 Planar 0ff
DIMM 3 Planar 0ff
DIMM 4 Planar 0ff
DIMM 5 Planar off
DIMM 6 Planar off
DIMM 7 Planar 0ff
DIMM 8 Planar 0ff
DIMM 9 Planar 0ff
FAN Lightpath Card off
FAN 1 Planar off
FAN 2 Planar off
FAN 3 Planar off
Fault Front Panel (+) off
Identify Front Panel (+) On Blue
LINK Lightpath Card off
L0G Lightpath Card off
NMI Lightpath Card off
OVER SPEC Lightpath Card 0ff
PCI 1 FRU off
PCI 2 FRU off
PCI 3 FRU off
PCI 4 FRU off
Planar Planar off
Power Front Panel (+) off
PS Lightpath Card off
RAID Lightpath Card off
Riser 1 Planar 0ff
Riser 2 Planar off
SAS ERR FRU off
SAS MISSING Planar 0ff
SP Lightpath Card off
TEMP Lightpath Card off
VRM Lightpath Card 0ff
system>

<

AR readlog

'
o o

Adtiazuanaiuninmenisnd IMM

14A143 readlog WauantsaNluTuANWeNI9al IMM szutazuanstiuinmanisainianiu 5 918019
sensazuansainlusga lilfiaunngn
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readlog Aazuand 5 s1ensuanlutiuiiniuenisnl BuswussanisaigaainnisEenliaisusn ausoe 5
218N17 TWATALABNN

readlog -a AzuAAIINNINIMNALWTUANMENN9O] BUFAILETIENIA4A
readlog -f AZFEAFINLLAZLARS 5 $18N1TUIN IWTUANWANITAT FNAIUAINENIA 4R

readlog -date UN azuansseansluiuinmensailuiunseyfmagluuy asma/all arunsdAumanisiun
AAELATENUNNETALUIA (|)

readlog -sev FTALAMNSIELGI AT LL@m\mﬂmﬂuuumﬂmmmmﬂm”mumfmmwmem (E, W, 1)
Z\ﬁlﬂ?ﬂﬂu?’]ﬂﬂqﬁ‘?um‘]_lﬁ'}]’m?’]ilLLNV]‘)EILPW?@\?‘VIN’]EI%@]LLHQV]Q ()

readlog -i ip_address azFaANag 1P uUL IPv4 938IPv6 103E5WI005 TFTP wia SFTP dwaslddniiuiiuin
wiAn9ad FalaanAds -i waz -1 azldniuneseynisg

v
o

= s Y oA o R e o A o o . o o P
readlog -1 TalWa azssAtelWfiiunnuanisn damenads -i uay - azldsuiuiasyyisa
readlog -pn port_number AZudAYTRRIANMNIELATNESAIBLTESNINeF TFTP ¥i3e SFTP (ANFNAKAS 69/22)
readlog -u T ld AzszyTadldaasdsnines SFTP

readlog -pw SWAENY ArsryviacinuIadiniaes SFTP

stluuyAnga:
readlog [options]
option:
-a
-f
-date date
-sev severity
-i ip_address
-l filename
-pn port_number
-u username
-pw password

FNBEN:

system> readlog -f

11 2017-06-17T09:31:59.217 Remote Login Successful. Login ID: USERID

from SSH at IP address 10.134.78.180

2 1 2017-06-17707:23:04.685 Remote Login Successful. Login ID: USERID

from webguis at IP address 10.134.78.180.

3 1 2017-06-16T11:00:35.581 Login ID: USERID from webguis at IP address 10.134.78.180 has logged off.
4 1 2017-06-16T11:00:15.174 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
5 1 2017-06-16T10:40:14.352 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
system> readlog

6 E SERVPROC 12/18/03 10:09:31 Fan 2 Fault. Multiple fan failures

7 E SERVPROC 12/18/03 10:09:31 Fan 1 Fault. Single fan failure

8 I SERVPROC 12/18/03 10:09:25 Ethernet[0] Link Established at 100Mb, Full Duplex.

9 I SERVPROC 12/18/03 10:09:24 Ethernet[0] configured to do Auto Speed/Auto Duplex.

10 I SERVPROC 12/18/03 10:09:24 Ethernet[0] MAC Address currently

being used: 0x00-09-6B-CA-0C-80

system>
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ﬁf’\ﬁ.ﬁi syshealth

olagljazs/ A eral'oa 1
Adalideyaatresaniuzizamnnisninaniiueg

14A43 syshealth lunsuansdoyasgiassaniuevzawnnisnifaiuegresdiinas anusndany aniuy
YUY RDNULANFALIT (FNDINAAN wrasans W AdpLAY Tmaimas MagAINan) AIUIUANTIRAISN LAy
anuzTansuaf IMM azuansli

sUuuuAn4S:
syshealth [argument]
argument:
summary -display the system health summary

activeevents -display active events

cooling - display cooling devices health status
power - display power modules health status
storage - display local storage health status
processors - display processors health status
memory - display memory health status

AR

system> syshealth summary
Power On

State 0S booted

Restarts 29

system> syshealth activeevents
No Active Event Available!

J
.74

AR temps

' (%
o o

Adstlazuansdayaguu)iuazinusiguun e e

v
o = o A

1iAds temps Tunisuansdeyagungiuazinaisiguungivianun gaaunigamaaiiazuanamnienludugum
GHTG

Example
system> temps
Temperatures are displayed in degrees Fahrenheit/Celsius

CcpPul N/A N/A 80/27 N/A N/A
CPU2 N/A N/A 80/27 N/A N/A
DASD1 66/19 73/23 82/28 88/31 92/33
Amb 59/15 70/21 83/28 90/32 95/35
system>
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NHNELUBY:

1. uadnsTdauinedindrelui:
WR: Tuimpifian (Ardgmeisazesnasiilllunisuan)
W: Auiteu (gendnausliieus)
T: aouunN (An1laaiin)
SS: dansATRA91] (Qaﬂqummeﬁﬁ%ﬂmm)
HS: g$admanal (gandninausiianansafauls)

2. Frgmninamaeglumissasdiiioulafioaidoa

3. N/A uanena ldaunsnldls

ANH4 volts

T dstilunisuansdayausssulninaesdinnes

1A43 volts Tunnsuansdayausssuininuazinnsiusssiuluinrianun wsesulinganeniuazianamdouly
Auauwmasin

Example:
system> volts

Sv 5.02 4.00 4.15 4.50 4.60 5.25 5.50 5.75 6.00
3:3v 3,35 2.80 2,95 305 310 3.50 385 3.70 3.85
12w 12.2% 11:30 31.30 1150 11.85 1Z:15 12.25 12:40 12.85
-5v_ -5.10 -5.85 -5.65 -5.40 -5.20 -4.85 -4.65 -4.40 -4.20
-3.3v -3.35 -4.10 -3.95 -3.65 -3.50 -3.10 -2.95 -2.80 -2.70

VRM1 3.45
VRM2 5.45
system:-

wanEve: LadnERdaunedaTse liil
HSL: a5adannal s (ﬁi’ﬁﬂdﬂmmﬁﬁiﬂmmmﬁﬁuﬁ)
SSL: TendFRAT A1 (ANdNauTTEeIus)
WL: Aiden s (Fandnnoueilaiineus)
WRL: TnAFaw fin (ﬂ'ﬁ%@m@?‘%mmmmeﬂﬁvl,ﬂlumamn)
V: usasulniin (AniTaqiiu)

WRH: 3idinaiman g9 (Ardamesiauaanniidlunisuan)
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WH: AtRaw 49 (gandninnsinldieuss)

SSH: ansdmn1 g9 (gandnnEinieuss)

a

HSH: anfadmnnail ge (gandanousinldaunsagauls)

1
o

AR vpd

l '
° o o oal o 9 o

dﬁl o 1 k7 k7 a o o/ dl dl ¥ & [y a6 o
ANANUAZLAANNITNINUAATLAZUDY A (m@zqﬂ@mmnmmmm E‘g) nnadasiuaNfau LAz aanFL I E NI T

'
eal 0 o o

1HA43 vpd ilauansdayananiusigAtydmiuseun (sys), IMM (bme), BIOS E§Wiaas (uefi), Lenovo

XClarity Provisioning Manager (Ixpm), Wunfuad@snings (fw), arudsenauaadi@ininas (comp) way
qinsnl PCle (pcie) foyaipeaiuazuanuienlnivdumasivg

sUuuAn4:
vpd sys - displays Vital Product Data for the system
vpd bmc - displays Vital Product Data for the management controller

vpd uefi - displays Vital Product Data for system BIOS

vpd lxpm - displays Vital Product Data for system LXPM

vpd fw - displays Vital Product Data for the system firmware
vpd comp - displays Vital Product Data for the system components
vpd pmem - displays Vital Product Data for Intel Optane PMem

vpd pcie - displays Vital Product Data for PCIe devices

FNReing:

system> vpd bmc

Type Status Version Build ReleaseDate
BMC (Primary)  Active 0.00 DVI399T 2017/06/06
BMC (Backup) Inactive 1.00 TEI305] 2017/04/13
system>

ARIAILANNSIL e/l auaziEuszuLAsaREsWaas

PFadatlazuanisanisandatla/alawarBussiinera@sninasiudly CLI mufasnss

©

Adatlp/AlanariEurzuuaramsinaslnda 4 Adanail:

e-

o

ANAY power

'
o o

X o as a A = as '
mmm:muumfmmu@Mm@mm/ﬂmmmmﬂmm

o £

14A43 power ivaatuANN9Ta/AlaleTadiWnes lunnsldads power AuazsaR@nsile/llniATasiise 3y
sruyludduiuidsne e lnalussduanainiuun
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3 9sia hltsynausagateaaasadan 14 ldiua4s power

A9 13. ANES power

A371968 1T AN 19MaNELa291101 3 PedNtUssnausasAdulln/AlaeTed TUaTRtAAIET LAZANTIDIAN

L o
daminendas
ANEY FRLEHGTET AN
nsilalAses A daiilunsdapread@fnnes on, off
power off P&t lunstlaierseadsnnes on, off
wanan: faden -s aziflunisasruulfisnisteui
dsnasaztlaazes
2o o XA o A s s ¥ R A A o 4
power cycle dadstinetlairzaadfnesiataatlapTasanass

o/ A [~ a a e/ U Iﬂl
wunewme: fagen -s azilunistaszuufiAnisneun
a o '8 a ﬁl
visWinasazlaAsag

power enterS3

M dsiline Weruufifnisdnglunn s3 (uunads)

N —em A%
wanawin: mdstazlfilesruudiRniadaegvinti
Tuum S3 analisesiulwdinesinegu

Tsananiieszyulauianisangiindudnszuuves

power rp alwayson|alwaysoff|restore
Taast

power Tpndailine Wszuudfifnisaenainivun S3 (Inun

S3resume )

o 4 X agd aem A L
nanneue): AdstazldidassuudiEnisdnegwint
Tunn S3 analuisasiuludsnnefunagu

power state

P&l ugnsaniuznatle/dlarreadsnines way
anurilaqiiureadsnines

on, off

' X Y oA o o o o
mmm@iﬂuﬂ‘szﬂﬂumﬂmL@ﬂﬂ@’mmmm power on, power off Lla¥ power cycle

]
o o

B3N 14. AEN power

| X o o oal Y oA = o ) o A A
m?’]qmﬂiﬂmﬂum?%‘mmﬂLme-mufJu 3 ARANUNUIZNAUATLFIABN TIUAZBYAFILABN WAZANUDIALADNT

a4 9
FNEIUBN
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A9 14. ANAY power (JFB)

s

A8an

PR HGET

Msameniiietlaszuudfjimnisneund@sninesasila
LRGN
wanawR: falaen -s axgnldiaaSaneiiadiniglden

\@an -every d11FLIAEY power off LAY power cycle

-every

Esadeniiumds power on, power off LAY power
-~ a A A ac I's

cycle WiiaAuANNALA/AAATaRTiNNeT ARIAINITD

Z’/ 1o dl dl o = o/ o\

FNANIUN LIAT LLAZAANND (nmumfanﬂmﬂmu) T

n9dle Ua wizeEussuu@ e fluy

NHNRLUR: AIGINST TR9FLRBNTATUAASLLIL

o o A Al Ao o
LENUTINANULUBRIANNHNUNIINA
Sun|Mon|Tue|Wed|Thu|

Fri|Sat|Day]clear

liFnaniiaszynaiudatieuazunivaidapses
a6 & a a s a | ql

dsines Uaszuudinnig uazlavisaisuszuy

EE A P REIEY

Tt uuusaliil: hhimm (h 9., m W)

1°fﬁqLﬁ@ﬂﬁlﬁmmiﬁ’mmslﬂmm‘%‘lmL%’V\Imm" oy
FRenfisRNd LA power on

naELUe: flaan -d uay -every lanunsnldsonniu
Tudaden il

Mgt unusialiil: mm/ddiyyyy (m Bew, d 34,
y 1)

-Clear

1
o A 1%

o X Iy o A a A A °
')L@@ﬂuLW’ﬂ@’Nﬂ’ﬂNﬂ@']uWLﬂﬂLﬂT’ﬂ\?WQﬁQﬂrlﬁuﬁﬂqﬁ‘

1
1

v e

'
A a

Aifludaeniiuind niuA1ds power on

sUuuuAn4S:

power on

power off [-s]

power state

power cycle [-s]

o '

dayasialiiiiugatinswesnnds power

1 U ¥
winsieanstinszuulirnisuarlarsesdsnnesyniueniindiaan 1.30 u. Willausdastelulil;

system> power of f
-every Sun -t 01:30

1 1 v
winsieanstinszuulfurnisuarGuszuudsnnesuainniunan 1.30 w. Willeundesielli

system> power cycle
-every Day -t 01:30

140  XClarity Controller 7 Intel Xeon SP (1st, 2nd Gen)ﬁjﬁmﬂ%




windlasnisilaeseaisiinasnniuduniinan 1.30 . liilauadasialis:
system> power on
-every Mon -t 13:00

1 1 1 v
PNFaINTIATlALATaTININa TN 31 FuanAN 2013 1980 23.30 u. Titlaumdasaliil:

system> power on
-d 12/31/2013 -t 23:30

1 1 3
winfasnisdedayanisFusyuuluiyndianid Tillauadsiallils:
system> power cycle
-every clear

o £

16A43 reset iNaBuszuLAsEsHnasud Tunsldadall Aruazsasldansiea/dlaazesiise Suscuulug
pansie liazuanenfiamuidviudaaensinge

A9 15. AT44 reset

| X o o o oal Y oA = o ) o A A
ﬁl’]?’mmfﬂvlﬂmﬂumw’]\‘ma’mLLm@’]uQu 3 ARANUNUIZNAUATYLFIABN TIUAZBYAFILABN WAZANUBIAILADNT

4 .
RHENRN
AALAAN FEaZLDYA AN
-s Unszuudfrifnisneunasaidndiines
-d Mna1nN15TEa amatinue (Lu 0 - 120
Auh)
-nmi aFAny U TARIUITANNANATYGS (NMI) LU
@snnas
uluuyAnga:
reset [option]
option:

-s
-d
-nmi
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ANRY fuelg

o y dgl ¥ o o U dl o o a6 g
mzﬁ"au%mmmmmmmmﬂ@mmﬂuwmmwﬂmLsm%l IR7

1HA4Y fuelg iauansdayainaaiunIsldnaNIUIa9RATaTMN0F LA IMUAAINIITANIINANTUTES
L

dines wananil Adelidaldinnuasulaunasiie duiunisgoydanisdnsesndsnuson msnesielliag
wARIRN NN WAR MTLA I AaNAN

1

BTN 16. ANAN fuelg

) X o ° o eal Y oA = o A | o A A
ﬁl’hﬁ’]\‘im@vl,ﬂw,ﬂumﬁ"]\‘ma’mLLm@’]uQu 3 ARANUNUIZNAUANLFARLARN INUAZIALAGIARN WAZANLAIFILABNT

4
HELRN
ALAan FEazLALR AN
-pme Dlaldauvizeta lfanunnsdann1snasnuaznisanin on, off
WA UTBATINNES
-pcapmo- | MuuAluNANITANARNANIULNTIN 8T Aunm, 1IN
de
-pcap ANFLATTNOLTEUINTINANTRINIFANTANANY Ay AFLaunnadtniin
wanuleFanldads fuelg tneliscyfaaniudimung
-history wanslszdmnnsldnasaudeilsedmse@nsnan pc, perf
-period ANFILATANUTLNTLAASLIEIR (1, 6, 12, 24 dqlu) AsaaL Nt lug
-pm muunlusaulaune g N4y AaN198190INAINY P . ...
. bt WUURUFIUNTBNNNINAANANU
% o \a o o
ot wuutdeuuaslifnnsanda
WA (ANTNFL)
3 g = o o
«  ort- N_1 uuugdeuuazldfinisandn
WANIU
-zm Daldesetaldanwivun Zero Output N13AIANT on, off
gaunnsarn ldiletnssean lmnaulauneduuuunden
ualiTnnsanianaaany
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M9 16. ANAY fuelg (Tse)

ALAan S1EATLDYUA AN
-perf wanansldeunistszananaiiagiiu sondeszuy Tulas | wefidus
ldswawas uaz 1/0
-pc waRaRANIT NS UTAqLiy .

«  output- LAAINANITIINAU DC
tlaqiiu dumsuidsnineiniqnaiiazs
win Andatlazsunisldnadsanuaed
$2UU, CPU, MUMEANNAT Lazd91
Usznavdw] widwitiuand@swines
ITE AA9HAzsINn1T I ENA99N1284
TEULWINTIN

« input- LAANKANNT MIWAIINUANIN
flaqiiiy saunenisldnaasnuaesseuy

tluuuAnda:
fuelg [options]
option:
-pme onloff
-pcapmode inputloutput
-pcap
-history
-period
-pm btlrlrt
-zm onloff
-perf

-pc inputfoutput

AL

system> fuelg

-pme: on
system>

1
(74

AR pxeboot

'
o

¥ ¥ 1
Adatlazudnauaziarniganluuag Preboot eXecution Environment

1 v
nsFanldAds pxeboot TnerlaififniaanazuaninigseAn Preboot eXecution Environment Tuilaqiiu snsnesia

Tiazuanenffamuigwinsaaeansngeg
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#1979 17. ATAY pxeboot

| X o = ° o eal 9 o A = o A , A o o o
71371968 1T RN 19w09LAE9 1L 3 ARANILsENaUAIsFaRen TLaTRLAFReN LazANaaTaaiusa
AanTu

AILARN s1EazLRen AN
-en faAniiauly Preboot enabled, disabled
eXecution Environment
AuFunisBussLLASIFall
sUuuuAn4s:
pxeboot [options]
option:
-en state
ANaENg:

system> pxeboot
-en disabled
system>

J
o .74

A1AY Serial Redirect

o

PadatillsynausineaA49 Serial Redirect

'
o o

P9 Serial Redirect WgNMTNAIAY 1uAD: “ANEY console” LUULINT 144

U
Lo

ANH4 console

' ' '
o

Y o sil’ d' a o a % &
GLTﬂW@GuL‘WﬂL?NLsﬁ@muﬂ’ﬂui"'ﬁ@ﬂ’]TLﬂ@E]uL@uV]'NW@ﬁ‘W@L}ﬂ‘J‘N

'
o

14A43 console LiaEnmatunaulnanisiaauduniwasnaynsulldinafnaynsy IMM innuuald

sUuuuAngS:
console 1

o a o

ANRINITNINUAAN

v ]
PFdatarlandenN1TAIAIN1ININLAAN 1 CLI AINFNENHS
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o ql/ o 1 = o y o/ ;‘)
ANRINNITAVUARTN 41 ANFIANL:

1
(74

ANHY accseccfg

'
o

3 1 v
MandstlifiauansuaiazinuuanissaAiniainenaulaaniaaeaind

v
o o

~ %o o o A v o o = \ X
ﬂ’]ﬁ\Lﬁ\ﬂﬂsLTﬂ']ZN accseccfg TWEIDLNNG]’JL@@ﬂ@zLL@ﬂﬂm@mﬂ@ﬂqﬁ‘ﬂiﬂ’qﬂqqﬂﬂ@@@ﬂﬂ TUTVNUNA mq?qqmﬂiﬂqu

WAANBNSTIANUAR UTLIAR AN AN

A998 18. A4S accseccfg

' 2 o o o oal Y o A = o A ) o A& A
ﬁmﬁ\’]\‘im@iﬂuLﬂumq?q\?V@qﬂLLQQ@’]H’JH 3 ARANUNUIZNALAILFAIABN TNIUAZBYARIIADN WAZAITIRIFILABNT

4 e
e
ALaan CRELHGET) A
:I/ 1 as v Y
-am mmmﬁmmm@mummgﬂmm;:ﬂm local, Idap, localldap, Idaplocal
-p szinansaeny e nsyuuiadn | seudng 0 09 2880, 0 = svezaINT9ABAL lHAINTEUL
THUANIMAIATLANUIUATIZIZA Tvnneny
(179
-pe FTELNANAUDEIBTANIY (T1) 521979 0 D4 365, 0 = Tdunaany
v A o 1 ! =2 oy oA
-pew srazoAINITUAdRausiauNAeTe | szudne 0 D 30, 0 = TludaiFlen
NG T2RIZIAINTIUAIFAUIA
HNUNNAREFDITIRENTNEZINAINTS
NUABNYIWAENU
-pc Daldeungaandudenressviasiiu | on, off
a9
-pl ANENITHARNY windnsdlaldeungaanududenaessianioy A
2N09B4I AN WAL 72199 8 T 32 fiv wnlille
Tfuazagszndns 0 0a 32 6
-ci nsauauINA iLNaAsuia | sxudne 0 B9 240, 0 = Wanuiun
N (Fala)
-If ANUIUATIGIgATBIN TN TF LA 521979 0 D8 10, 0 = lilden
a9
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A9 18. ANAY accseccfy ({6a)

ALAAN PR MG AN
-chgdft wasusaruENsundsandngssuy | on, off
ATILIN
-chgnew wasusan gl lusinasannidng on, off
FEULATILIN
-rc ANUIUFALNIF D79 E NN 9291979 0 14 10, 0 = ldg197un
-wt A3uNARAT AT e Il Tn171gau 92114979 0 04 1440
UUALLAY Secure Shell (W7)
Syntax:
accseccfg [options]
option:
-legacy
-high
—-custom

—am authentication method
-lp lockout period
-pe time period

-pr state

-pc state

-pd number characters
-pl number characters
-ci minimum interval
-1f number failures
-chgdft state

-chgnew state

-rc reuse cycle

-wt timeout

FINREINg:
system> accseccfg
-legacy

-am local
-lp 2

-pe 0

-pr off

-pd 1

-pl 4

-ci 0

-lf 0
-chgdft off
-chgnew off
-rc 0

-wt user
system>
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AR alertcfg

'
o

E AN AITLND LA AN ABAZINABAAINIIIRMB TNV A RD Uz INAaIUNAN91R IMM

= ¥ o ol/ o A a o v A ' ZI/ 1 dy
naiFenldAnda alertcfg I@IEIVLNNW]L@ﬂﬂ@tLL@@QW’]?’]QJLV]@?ﬂ’]?LLQQLﬁ]@uitﬂﬂ,ﬂﬂLL‘].I‘LI?']SJVN‘MSJ@ mmqmlﬂu%

wARIBNSRANWAE T LA AN AN

A9 19. ANAS alertcfg

' X o o o oal Y oA = o ) o A A
m?’]\‘im‘ﬂvlﬂmﬂumw’]\‘ma’mLLmﬂ’]uqu 3 ARANUNUIZNAUATLFIABN TIUAZIBLAFILABN WAZANUBIAILADNT

4 .
NETD
AILABN s1eEazLRen AN
-dr FaAIaNgasendnansaadluiusay | 0 D9 4.0 wi TnaiinauAsas 0.5 W9
ASINBUN IMM Azdan1guaaLAauTI
-da FAANIANTANAUN IMM azdan1suds | 0 D9 4.0 w1 TnsiinauAsaas 0.5 W9
wanllieFuaudnlllumee
-l FIANAUIUASINN AN AR 1T IMM 048
neneNgINITLAaAausall uin
ANNNENENNNBUNTINANLAD
tluuuAnda:
alertcfg [options]
options:

-rl retry_limit
-dr retry_delay
-da agent_delay

Foaging:
system>alertcfg
-dr 1.0

-da 2.5

-rl 5

system>

1
74

r»i"]m asu

AdatllF lun13n1uumAng69An UEF
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A& Advanced Settings Utility (ASU) ldd@nuiunivuanissasi UEFI ielsinnsilasuuilaanisssan UEF
a7 Gusuineu andusedynsruulaasd

¥ 1 1 1
3 9sia hltsynausagatenaasidan 14 ldiuad asu

1
o o

A998 20. AEN asu

39 ltidumnssuanaunauuy 3 Aedni Svilsznaudiaadstasildsaniuade asu 16 dayaiadune
wazAneadasiuAdsazinisesunglinialumag

ANFY FaazIAn AN
delete P detlieauduaunuivratiunnaedan1sfaan N13A9An | setting_instance

avdauiluduanaudnauaanliauls @ iSCSI.

AttemptName.1

N Yo b A I A _
pnndoawde | Mandsilileuanstoyadamdodmiunisnsaimily setting
278N1TUTANINNTN
set IpdetieilaguulaesAnr9n1IfamAn MuAnNNIRIAn | setting value

UEF! ilupnauns
UNELUR:
© MAUARTENNNIFIAYANBENTRNTEINNNS

A v . 9 .

o nesaAtanun s naseiaunulavnasnelis
NN2FIANTIENTTLRED

Dy a4 . o,

+  AnavAeset lueTeamNNeaTy TN ANINETe919

< ANTENPIENITUULEENA LA FRsAUA ATy AnHn]
Winil (=) WU set B*.Bootorder*CD/DVD Rom=
Hard Disk 0=PXE Network.”

showgroups lfa&stiiiauansnangunissiaa i ldanuls Andeiiay setting

y e due A e
wansnatiraanguiiunian Tanguataunnsianill
AuetiugUnsniifns

show i &stliiauansanilaqiivaesnisssaieenedoamnii setting
31819
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M9 20. ANAY asu (T5e)

AR

A luNITAIAN

o o . a A > A P ~ = = =
. alugﬂl.ll]‘]_l‘ﬂ'ﬂ\'iﬂ’]@\i setting ﬂ'ﬂﬁ]'ﬂ‘ﬂ’a\iﬂqi‘ﬁlﬁﬂqmﬂmﬂﬂ\?ﬂq?L?ﬂﬂ@ﬂ?@Lﬁ@ﬂluLLﬂ@\i LAY value AR

. Setting 21atlsznaufeTaninndmilede snduialdands set
. Setting 111301z neUAIEENUTLFMUNY TW AandU (%) videUTAT (?)

- Setting nailuldviangu Fannasisen vide all

S1EATLAUA AN
showvalues A deilineugnsamduldlsiarunresnnssarieene | setting
Heauilesenis
NNELUA:
o al/ d’l ¥ dl o 1 d’Q Y o o
+  Adsllazuansdayanaaiudinduenliduiunig
FI9AN
- AAHAzUAAIAUILBUALALTRN g ALAZ§IqaTIEAN
Vg nFun19F9mnTl
| a =
. AENAUAZLAAY YN
«  ArGusuazedluinsuynElauarile (< uay >)
¢ ANUULTRANATIARNAYINENIANAALATEIAR UAT
Anarfuuusialy
NNELUR:

'
oA o o

q

ANNATNIAN

{lau

Fnatingreeg uuuAdIdnuiuaAde asu azuanslusanissnuanssaliil;

«  PINFABINITUAAFIARNIINNAGINTUAIED asu 1TlauANES asu -help

1 v 1
- WNAeINNIRMEARUAANTAeEMTUAGIIeMNA HTlauAT4S asu -v -help

o = , A o o o o o = o o o
. ‘1)1’mﬁ]ﬂ\‘]ﬂﬁﬁ‘LL’ﬂ@Q‘J‘WEI@ZL@EI@F‘]QWN‘HQEILM@@@WT/T?UV’W@\‘]LWEI\??@L@EIQ Iuﬂﬂumm asu -v set -help

« ynsesniaasuan litleuAnds asu set setting value

« wnAeInsuanAnaqiii WitlewAn4 asu show setting

«  PINABINITHAAINANIIFIAN MU LBUNTEN9 TiTlauAda asu show -L -b all

1 v ¥ 1 1
« ynsesnisuananamidullldiannnd1niunissiasn TEdleuA149 asu showvalues setting faeeingAn4q

show values:

system> asu showvalues S*.POST*
SystemRecovery.POSTWatchdogTimer==<Disable>=Enable
SystemRecovery.POSTWatchdogTimerValue=numeric min=5 max=20 step=1 default=5

system>
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pnenesie liazuanenffawmuidviusaaensinge

o A
A19N 21. BIAUABA asu

A1371958 1T AN 1918081099110 3 ARANIINUITNaLAREIFMIASN THATRLARIAEN LATANTRIAILARNT

4
QHEEEN
ALAaN F8Rz1AA AN
b uamana lugtuuuuund
1 aal ¥ o o o A o
~help WAAIIENNT I ANdILaZAaLAan AN
A % % 9
@eN —help azAa99 3@t
989AN4Y L1 asu —help show
—help' WARANANNNTILINRDANFUANES
A % % o
1@en —help azFa9919ldAnuuaa
189AN4Y 1114 asu show —help
- TANNIFIANZULLLENT (39KFANNT
ANVUAAN)
o v, 3
-m TanisieAgluuunas (16 1D ng
ANVUAAN)
2 I a
-V BIANAINLATIBE A
1. fa@den —help anunsaldiuadslafls
2. Fa@aen -v Mannzsendng asu LazANdawingi

sUuuuAn4S:

asu [options] command [cmdopts]
options:

-v verbose output

--help display main help
cmdopts:

--help help for the command

|
o o

naER: ANAAUAAzIENegfYAaN AN AN
EA&9IN13011501NNT asu INBNINLANIIFAIAT UEFT 1an8918n13 wanaseuwazizeanldadslunauuswund 14

o aI/ dl % & o a dl % Z’/ U o [ ° k73 ° a
A4 tropen uaz trset Wiaaiglwdnisaniiunisidsznaudaanissisrnatssenisdginiuin e nassndiu
nsninssey ID asnsandaldldsaaada tropen ansn A4S trset WiNaiNNIIAIANAlUTA ATNTDELEY
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nsaiiunsadaanysallsd Taaldands trcommit WapmafiunsaiaGuuieuds AUAINIIALNITATTEY

9 lalaelEA&S trrm

WNIELUB): NIZLIUNNTABAINITAIAT UEFI azaFenisantiunisnianson 1D Ineldusnginraduuuuguans

NAN

A379ma LTz naussANgInITAN WA M LT UANAS asu

A5 22, ANAIAITAWENAIT asu

v 1 1 1
R348 1T UANT1IUANELAI UL 3 ARRNINLITZNALANANEINITANTIUNNT THALIRLAAIAY LATANURIAN

4
Fannendag
AR PR LML) AN
tropen id pdstiazainednisanfiunistud Telszneusaanissa | Id Reassedmiuldsey Usenauson
ANMANEITIEINITINDANNLAAN FAIBNETWAZFNAT 1 - 3 UAN
. o o X a > . A ' ' o = 3 = A o o v o
trset id PAIHAZINNN9AIAN viFaRaasAat Wilaauilesenisd | Id Reassedmiuldsey Usnauson
AUNNIAHUNT INANHILAZFILAT 1 - 3 VAN
X . o o X X - o a ' G o o & a o o 6§ v
trlist id Adatiazuansiamaaddnisaiiunsnewiduaisu | 1d Aeassedmiuldezy dsenaudon
wan Banszlemiunniinisadielnanisaniiunisniely IENHILAYHAT 1 - 3 Uan
CLI Shell
trcommit id pdsilldtuduuazaniiuniaiienaesiidnisatunig | Id Reassedmiuldsey Usenauson
NARNSLATTANANAIATAINITANIUNITALLAAIUL AIBNETWAZFNAT 1 - 3 UAN
. - - o a o A o o a dl A o o gy Y
trrm id Adaildaulndnisanfiuniseanudsantiuduniaaiiu | 1d Aeassedmivldezy dsenaudo
NN9LAD INANHILAZFILAT 1 - 3 VAN

FNBEN9UBIN194519N1969AN UEF] Yiane1sneing:

asu
asu
asu
asu
asu
asu
asu

tropen TR1

trset
trset
trset
trset
trset
trset
trset
trset
trset

TR1
TR1
TR1
TR1
TR1
TR1
TR1
TR1
TR1

UEFI.BootModes.SystemBootMode "UEFI and Legacy"
BootOrder.BootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
BootOrder.WolBootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
UEFI.DevicesandIOPorts.Com1BaudRate 115200
UEFI.DevicesandIOPorts.Com1DataBits 8
UEFI.DevicesandIOPorts.Com1FlowControl Disable
UEFI.DevicesandIOPorts.Com1Parity None
UEFI.DevicesandIOPorts.Com1StopBits 1
UEFI.DevicesandIOPorts.COMPort1 Enable

trcommit TR1
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AR backup

'
o

liadstiiveairalnadnsasdayanilsznausaanisssrinisineanulaensisscuuluilaqiiu

meesie liazuansenffamuidwiusaaensinge

A9 23. ANAS backup

1 d” 3| ° o n‘d‘ % o A = o A 1 o A dl
mmmaiﬂmﬂummwmgLmemu 3 ARANUNLIZNALANLAIAEN TLALIALARAIAAN LAAIURIAILARNT

4 o
QLN
AaLAaN FIEAzLALA A1
f HalWddrsasdioys TalWsngnsias
o ] A al o 1 dl Y v o & o v o 1 A a o 1 dl ql/ ¥ [ %
-pp sannwisenasiaun lfd salulnddisasdoya | sanu visendsiannunAuaedTysznA
\Aien
-ip Vot IP 209EsWI09s TFTP/SFTP iag 1P Nignsias
-pn PNLLAINATHRESTNLaT TFTP/SFTP wNNAaINESANGNARY (ANENEURAE 69/22)
-u Tei i viuigivines SFTP Taffldngnsias
-pw saRUEMILETWIes SFTP saruNgNEag
-fd Tolnad miuaeazi@en XML 2aeAndedisasdaya | Telndngnsies
lu cL
suuuuAngS:
backup [options]
option:
-f filename
-pp password
-ip ip address
-pn port number
-u username
-pw password
-fd filename
FIaRein:
system> backup f xcc-back.cli pp xxxxxx ip 192.168.70.200
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AR dhcpinfo

'
o

¥ 1 1
dadstiivaanisnivuaan 1P Nseuinendsninasaas DHCP 1151 ethO

a

]

14A43 dhcpinfo WagnsnvuaAl 1P Asvylaei@sniaas DHCP @iy etho windumedinalafunisnivua

Ataeds udRanE e DHCP Aruaunsnldanda ifconfig taitlavizailaldsiu DHCP

stluuyAnga:
dhcpinfo eth0

Example:

system> dhcpinfo ethO
-server : 10.240.0.10
-n : XCC-7X19-123456789A
-i : 10.243.4.66
-i6 -
-g : 10.243.0.1
-s : 255.255.240.0
-d : labs.lenovo.com
-dé6 :
-dnsl : 10.240.0.10
-dns2 : 10.240.0.11
-dns3 : 0.0.0.0
-dns6l i
-dns62
-dns63

v
m319sa daraduneensnaansanting

'
o o

FAI19N 24. A8 dhepinfo

' -é/ | o rdl a o A ! dl o 1 1 3
ﬁl’]ﬁ"]\‘im’ﬂiﬂumuﬁ]’ﬁ’]\iﬁ@’]ﬂLLGQLL‘LI‘LI 2 ARRNUNATUIEFIIABNANT N lusaatenaumin

AaLaan ERHHGEL)

-server WEfW0ef DHCP Asyyni1snivua e
4 oo

-n Falaarnazy

- Vag 1Pv4 Nozy
4 ol

-9 ey
o =3 O‘dl

-s duilnnnarinezy

-d Talauuiiszy
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A1 24. ANA9 dhepinfo (Jse)

ARN e EHGE)

-dnst1 ﬁ@g’ IP yanveadsniaes DNS wuy IPv4

-dns2 ‘1'7{@?4 IP a6l 2 28E5WI9eF DNS wuL IPv4

-dns3 171'@%' IP 816U 3 289iE5Wines DNS wuu IPv4

-6 ﬁ@gj IPv6

-d6 Falaun IPv6

-dns61 ‘ﬁlﬂg' IP yanveadsniaes DNS wuu IPv6

-dns62 '17'1I'agj IP a1y 2 28EsW1IaF DNS wuu IPv6

-dns63 ﬁ'@g IP 816U 3 189iE5Wines DNS wuu IPv6
ANRY dns

uaELue): U Flex System azldanunsouflaniasiadn DNS 1w IMM n13sisdn DNS dunisdnnisiag CMM

1 v ¥
naizenldAnde dns Tneliisidanazuansdoyanisinuuadn DNS viauun ansesieliiiazuantansiomus
AWMFUFLRRNFNG

1
o

A5 25. AI44 dns

A1371958 1T AN 199AN 81029110 3 ARANIINUITNaLAREIFMIASN THATRLARIABN LATANTRIAILABNT

4 s

RERMRN

FaLaan FIUATLAEA A1

-state A0UE DNS on, off

-ddns An1Us DDNS enabled, disabled
. d‘ 1 o as I's a; 1 a
-i1 Mag IP nanaeadminiies DNS wuy IPv4 et 1P lugtluuuqanallas
-i2 Viagl IP 16U 2 989EiN005 DNS wuy IPv4 et 1P Tugluuuaanatiaw
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M9 25. ANA dns (Tse)

AIRan | seazidsn Gl
-i3 fiat] 1P d6u 3 200@fines DNS wuL IPv4 fing] 1P ugtunuqemeie
-i61 Vi@g’ IP wanveadsnines DNS wuy IPv6 ﬁ@gj IP lugthuuy IPv6
-i62 171'@?;”' IP a1AU 2 989iE5Wines DNS wuu IPv6 ‘171I‘ﬂ§|: IP lugtluuy IPv6
-i63 fleg] 1P 80 3 109Efines DNS wuw 1Pv6 fiat] 1P lugiluuy 1Pve
-p ANALAINANATYTDN IPV4/IPVE ipv4, ipv6

PHRTIAY &

dns [options]

option:

-state state

-ddns state

-il first_ipv4_ip_address
-i2 second_ipv4_ip_address
-i3 third_ipv4_ip_address
-i61 first_ipvé_ip_address
-i62 second_ipvé_ip_address
-i63 third_ipvé_ip_address

-p priority

wanee): fatngsielliuananisinuuasy IMM fnistialdeu DNS

AR
system> dns

-state
-i1

-i2

-i3
-i61
-162
-i63
-ddns
-dnsrc
-ddn
-ddncur
-P
-dscvry

system>

mansie lilazeBunasainensine i lusaedaneunii

disabled
0.0.0.0
0.0.0.0
0.0.0.0

enabled
DHCP

labs.lenovo.com
ipvé
enabled
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AN 26. 191WAAIAS dns

1 d” 3| o rdl a o A 1 all o/ 1 1 U
MW?WQW@iﬂuLﬂuW‘I?’NM@’WHLLG"JLL‘]_I‘]_I 2 ARANUNDTLNEAIRDNATI) N ludaatnanaumii

aLaan ERHREGET)

-state an1uza8d DNS (on 438 of f)

-i1 ﬁ@gﬂ' IP nanueeidsnines DNS wuy IPv4

-i2 ﬁ@gj IP a16iL 2 29E5W19eF DNS UuL IPv4
-i3 ‘1‘7{@?4' IP a1AU 3 189iE5Wines DNS wuu IPv4
-i61 171'@?4' IP nanuead@iviaes DNS uuy IPv6
-i62 ﬁ@gj IP @16 2 189iEsWinas DNS Wiy IPV6
-i63 ‘ﬁ"agj IP a16iu 3 28EsW1IeF DNS wuL IPv6
-ddns An1%2U89 DDNS (enabled VEG disahled)
-dnsrc FalALui DDNS 7igaanis (dhcp %78 manual)
-ddn DDN fisz1faeimiin

-ddncur DDN 1laqiii (81uetinginen)

-p @510 DNS Ridaen7 (ipvd sive ipvé)

J
.74

AR encaps

'
o

dandsiiivalst BMC aananniunalnile

penesie liazuanenffamuidviusaaensinge

B9 27. ANAS encaps

713719518 1T 1AM 199D AN U UA BN AR A NN s Na LA AL N LAY I AZIDE AURIFILADN

AILAAN

s1aazLREn

Unluum Lite

T BMC aanantuuailntauazidlanisdindedaunansluldedldiamun
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1
o >4

AR ethtousb
19A"A9 ethtousb NALAAILAZANUUAAINNTLNUNASABINASITIRAY Ethernet-over-USB

'
o

Adatyn iR souNtNeane fnamesidanisuwe iy e Ine snauiluiuy Ethemet-over-USB

nsFanldAn4s ethtousb tneliisinaanazuansdaya Ethernet-over-USB mnsnssialiiiaziansansnoumus
Amiusaaensnge

194 28. AT44 ethtousb

A1371958 1T AN 191AN8L0991101 3 ARANIIUITNALAREIFMIAEN TUATIRLARIIASN LATANURIAALABNT

4 e
LNENURS
ALAan S1EATLDYUR AN
-en ADUT Ethernet-over-USB enabled, disabled
-mx AMAUAAINITUNLNDTA Anasn AusneATasnnalaaau () lugiluuy portt:port2
FvsFuRTTl x TERE
| '8 A o [~3 9:/ 1 =2 o A o
o MUNYAUVATENATR X ABLATANUILANAILA 1 09 10 Tudaaanmn
A4
- port1 Ta9ANsH ARMNNLRINETARMATITANEUAN
. port2 MaIANSH ABUNELLAINaSH Ethernet-over-USB
-rm auNTuNLUwasag susail | 1 99 10
P ~ ¥ o o (e A o -
nazy nsanldanda ethtousb TneliTfaenazuanasaiinnsunlnasn
stluunAnga:
ethtoush [options]
option:
-en state

-mxport_pair
-rm map_index

PRI NE
system> ethtousb -en enabled -m1 100:200 -m2 101:201
system> ethtousb
-en enabled
-m1 100:200
-m2 101:201
system> ethtousb -rm 1
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system>

AR firewall

[ 72

Tdrndstiennunnlnfeaditeanianiadnnisainfiegissyuazidaniiazarinnsaunainisdnne mnlad

o

= L y 5
nisszysiaiaen nnseAndaqtiuazdsnguu

Kl

meesie liazuansenifamuidwiusaaensinge

A1 29. A9 firewall

713719618 1T AN 19988 DR UL N AR A NI FE N LA EIF A BN AL I AL IR ATBIFRLADN

AaLAan ERHEHGED A
-bips uaaAveg IP 1-3 918019 (A0 fag 1P Ngnias
WATENUNIEAANIA, CIDR 1i30494) naELue: Mag IPv4 waz IPv6 annen L
giuuy CIDR ieudentdisaasiias s
« o s 4 4 s
-bmacs uRaATiag MAC 1-3 918019 (Ausag Pag] MAC Aignsiag
LATENUNILIAANIA) wanEwR: N19nsesiiag MAC azldlaniy
Daganzwiniu
« o odd g . o
-bbd URBATUNITNAY TANguLY <YYYY-MM-DD>
-bed UABATUNAUAR fundgiuuy <YYYY-MM-DD>
-bbt UABALIATETHE waMAgUuLL <HH:MM>
-bet UABALIANALAN naNNgLLY <HH:MM>
-bti UABNTANAN 1-3 409 (AufaaiATasunng | deananfidgluuy <HH:MM-HH:MM>
48N1A)
11U firewall - bti 01:00-02:00,05:05—
10:30 azudannisdnnesenddaanan
01:00-02:00 ez 05:05-10:30 nnﬁfu
-clr ddayangresinfeaddwiudssind - | ip, mac, datetime, interval, all
I3y
somensialiillddwiunisusaniag 1P
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A9 29. ANAY firewall (Tsig)

ALAan et EHGE) A

) s A = o e .= \

-iplp sveizinaNnsReniiag IP uwnd Falasaws 0 D9 2880, 0 = lainuAeng
-iplf uaugagnredniadngssuuduimacnien | sawaasiaus 0 D9 32, 0 = liden

dd «
neg IP azgnaen

naneue): vnlald 0 Atlazsinsninnda
WAL <ANUINgIqAT89NI9dingseuL

s < %,
auwan> B9FeAnlag <accseccfg -If>

-ipbl WAAY/MUUAANIIENINaE 1P Nignaan del, clrall, show

- -del: auPiag] IPv4 vi3a IPv6 2aNATN
$78NTUABN

' £
P I3 o

%
+ ~clrall: 819 IP NANLABNYNUNA

' v
= < o

*  -show: WAAY IP NYNULABNYINUNA

FINBEiNg:

- “firewall”: Show all options’ value and IP addresses blocking list.

- “firewall -bips 192.168.1.1,192.168.1.0/24,192.168.1.1-192.168.1.5”: Block the access from multi IPs
- “firewall -bti 01:00-02:00,05:05-10:30,14:15-20:00": Block all access during 01:00-02:00,05:05-10:30,14:15-20:00 every day.
- “firewall -clr all”: Clear all rules of “Block List and Time Restriction”.

- “firewall -iplp 60”:Set IP address lockout period to 60 minutes.

« “firewall -iplf 5”:Set maximum number of login failures to 5 timesi.

- “firewall -ipbl -del 192.168.100.1”:Delete 192.168.100.1 from IP address blocking list.

- “firewall -ipbl -del 3fcc:1234::2”:Delete 3fcc:1234::2 from IP address blocking Llist.

- “firewall -ipbl -clrall”: Delete all blocking IP addresses.

-« “firewall -ipbl -show”: Show all blocking IP addresses.

J
(74

AR gprofile

'
o

lAdstiiauaninauaziuaslusiduuungudniy IMm
psvstelUiazuananifamudduiusaaense

#1519 30. A9 gprofile

A1371958 1T AN 1998080291101 3 ARANIINUILNALAREIFMIASN TUATRLARIADN LATANUBIAILADNT
RELYGE
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M19N 30. ANAY gprofile (6e)

ALAAN s1eEazLREn AN
-clear AUNGH enabled, disabled
4 . o o = . o o
-n TAUBINGHN arsannANelliAY 63 §nYs2d UL group_name
A1 group_name azfiagligiis
-a TEAUNUILNULLLBILNLN supervisor, operator, rbs <role list>: nsclam|rcal
rcvma|pr|bc|cellac
1 = ¥ GI/ v
ANFIENTTUNLINAZHNTTITYy Ineldnns e
LATRIVHNET AWUIFI
-h wARIRTNNT AN FTLaTFaLaen
sUuuuAngS:
gprofile [1 - 16 group_profile_slot_number] [options]
options:

-clear state
-n group_name
-a authority level:
-nsc network and security
-am user account management
-rca remote console access
-rcvma remote console and remote disk access
-pr remote server power/restart access
-bc basic adapter configuration
-cel ability to clear event logs
-ac advanced adapter configuration
-h help

ﬁ’\ﬁb\‘l hashpw

A detisuiumduasy -sw ialtlalda11/al e g Uit Ui N1 LIaILTENN8UaN UFAANRAUETY -re Le
\WaldewalaldeuniseynnliGunsiaduaesissnnnauen

pensie liazuansenffasuidviusaaensinge

A9 31. ANES hashpw

71371968 1T AN 191808093110 3 ARANIINUITNaLAREIFMIASN THATRLARIABN LATANTRIAILABNT

a4 9
LNEQUBN
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M9 31. ANAY hashpw (JsiB)

AILAAN PR HGET) A
-sw ADUZAIATIRALNLARILFENNLUBN enabled, disabled
-re ADTUTNTDIUTTRANIUIDILFENNRUBN enabled, disabled

nanELue): aunsnssAInizauld wnidaldanu
amt

AL

system> hashpw -sw enabled -re enabled

system> users -5 -n guest5 -shp ef92b778hafe771e89245h89echc08add4adelb6c066599118811383d4473e94f -a super
system> users -5 ghp

ef92b778hafe771e89245h89echc08ad4dadel66c06659911881f383d4473e94f

system> users

Account Login ID Advanced Attribute Role Password Expires
1 USERID Native Administrator Password doesn't expire
5 guest5s Third-party Password Administrator 90 day(s)

J
%4

AR ifconfig

A AsilivanuuarA1duasn g masiim

NUW ifconfig ethd Lﬁ@Lmmmiﬁmumm%umaﬂweﬂ%m@fﬁﬁmhﬁ%ﬂu MNABINITLALUNNINNUUAANBN
aftRmasidin Iuwuwmm@nm\ij AueAiAendes wndeinsagunisiiuuaaidumesive atnios
ﬁmmmmwﬂumm’mummmmamimmenﬂLmvﬂﬁﬁﬂmm’mﬂ@ﬂmmmmua unimas

wuaneLue): U Flex System N1369An VLAN agldiunisdnnisiag Flex System CMM uaglaianunsourlaly
IMM 161

' da/ o oo o o A !
mmm@iﬂu%u@mm@mLuummmumm@ﬂmm

]
o

A9 32. ANAN ifconfig

AN91950 lTumN T 9uae a2 uIU 3 AedNIilsTnaLARtsAen aasiRtAfIlAan LAZAIIR9AILAaNT
RELYGE

Uil 10. Bumefaussvinands 161



#1579 32. FIEA ifconfig (T5i)

ALaan S1EAZLREA AN
-b Burned-in MAC Address (814884
a ] o 1 v,
e lanunsaniuuaenle)
-state A0ULBWNATING disabled, enabled
< ABNNINUUAAI dhcp, static, dthens (dthens azldfiufa@en a9
1 @sWiaas dhep wnammas luldnisnivium
ANLULAIN LRI LRUNaFD)
, 4 o 4 d s
i Pog 1P wuLAH neglugtuuuignsies
d4 . o 4 s
-g Naginaw nogflugtuuuingnsies
o/ < o dl I dl %
-s FUdaNngrs neglugtuuuignsies
y . o - . - X
-n T laas arraRRANEa AL 63 SnUsy @Fsailana
dsznausaufadnes faiat qn I8N WaTIANAN
T dnsndaya 10, 100, auto
-d Wum Duplex full, half, auto
-m MTU FauAaLs 60 D9 1500
- LAA gtluuuae9 MAC address Tianey1nlild Multicast
address (lususndiaailuiaue)
4 4
-dn TalaLNu meuﬂmﬂwum N6
-auto NN9F9AT Autonegotiation T9ag true, false
MAUATINIIFIAIERI TR ALAT
LATRAE Duplex ANN1TDNIUUAAN
Tovizala
-ghn Fuselaasiain DHCP disabled, enabled
-nic aaulvum NIC' shared, dedicated, shared:nixX?
~failover? MUANIIN N UANIAN none, shared, shared:nicX
-nssync® nstelasludnisiernipzadne enabled, disabled
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M9 32. ANAY ifconfig (Je)

AILAAN

PR HGET)

A1

-address_table

peaiiat IPv6 fadradulog
FlusTi niansiarn Prefix length
m@q‘ﬁ'@gj

NNIELUB): fadenilazuanaiane
lunsddif Tnldem 1Pve uaznns
muuaA1E R TudRLL LN

R I Nl VT N N PA P U P e To et PR
i

-ipv6 AU IPve disabled, enabled
-lla Link-local address Link-local address aznviualag IMM ANl
WMNELUR: Link-local address 4z | unudiuatingipgauazldaiinsanivuaal b
wansianylunsdindalden 1Pve
-ipv6static 401U [PV LULAST disabled, enabled
-6 Pag 1P wuuALi Pag IP wuuAd niLamesidades 0 ugl
WU 1PV
-p6 Prefix length 494719¢] FLATAILA 1 D9 128
o A 13 d’ | ! al ¥ dl 1 o A 1% dl 3| ' al % o [
-g6 mnetviredunsiiuen Gusi et 1P aagnandiTadunisnidup Gusugmiy
Awefidnadas 0 lugtluuy 1Pv6
-dhcp6 An1Uz DHCPv6 enabled, disabled
-sa6 anurnsnnuaA1eRudRLULgN | enabled, disabled
2188 IPv6
-vlan \Wavzatlaldaunisuiin VLAN enabled, disabled
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#1579 32. FIEA ifconfig (T5i)

ALaan S1EAZLREA AN
~vlanid winnsszyunALimATatnedmin | daeusiaus 1 e 4004
IMM
NNELUB):
1. -nic feazuanianiuzaed nic fg [1Hauet] uansdniasldeu nic XCC aefluanizil
ANBENY;

-nic: shared:nic3

nicl: dedicate

nic2: ext card slot #3

nic3: ext card slot 5 [active]

2191 nic3 aglulinanuyldnudniuludeadou 5, nic2 agludeuday 3, nict Wunasngmiu XCC lag
LAWY Waz XCC Masld nic3

A1 shared:nicX WlEfLEMneiinfawrietne Mezzanine idufaidenidsuansaey nisairietne
Mezzanine Hanansa’l#1&0me IMM

wn IMM gnivas i ldwesnisdadnanisdaninans fiden failover azdel¥ IMM Wasulildwesn
s tnefildsaniu wniinistannisidensenesnienizenn

yndlaldeulnuanismiaudnman saiaen -nssync e @l IMM 1nnadarniadne fenfuiume faase
fingnsdnnnseInzA LN FRLAT et R H sy

sUuuuAn4S:

ifconfig
options:

eth0 [options]

-state interface_state

-C co

nfig_method

-i static_ipv4_ip_address
-g ipv4_gateway_address

-s su
-n ho

bnet_mask
stname

-r data_rate

-d du

plex_mode

-m max_transmission_unit
-l locally_administered_MAC

-b bu

rned_in_MAC_address

-dn domain_name

-auto

state

-nic state

-failover mode

-nssync state
-address_table

-lla ipvé_Llink _local_addr
-dhcpé state

-ipvé

state

-ipvéstatic state
-sa6 state
-i6 static_ipvé_ip_address
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-g6 ipvé6_gateway_address
-pé6 length

-vlan state

-vlanid VLAN ID

Aaaina:

system> ifconfig ethO

-state : enabled

-c : dthens

-ghn : disabled

-i : 192.168.70.125

-g :0.0.0.0

-S : 255.255.255.0

-n : IMMO0096B9EOO3A
-auto : true

-r : auto

-d ¢ auto

-vlan : disabled

-vlanid : 1

-m : 1500

-b : 00:09:6B:9E:00:3A
-1 : 00:00:00:00:00:00
-dn

-ipvé ¢ enabled
-ipvéstatic : disabled

-i6 : o

-pb Y

—gb S

-dhcpé : enabled

-sab : enabled

-lla : fe80::6eae:8bff:fe23:91ae

-nic : shared:nic3

nicl: dedicate

nic2: ext card slot #3

nic3: ext card slot #5 [active]
-address_table

system> ifconfig eth0 -c static -i 192.168.70.133
These configuration changes will become active after the next reset of the IMM

AR keycfg

'
o

¥ o d’l d‘ QI | a6 A o
FANEIUINDLARAY 1N viTaauAitlan1In1eu

)

&

AnsAruANALTAN1I9 LAY IMM 1&30

q

UNELUR:

A ¥ o o . o A A e o Ao Tny v = ol

. LN@L?ﬂﬂIﬁjﬂq@q keycfg Tmﬂiuﬁ‘zum'ﬂ@@ﬂ ?3‘]_|L|@$LL@®Q§‘f]ﬂﬂr]?ﬂﬂLﬂmﬂ’]ﬁ‘mqﬂf]uwmmm\ﬂq m@H@ﬂﬂWLL@@Q@x
o ] Id

A

1srnaue NIt AUATRIANALITI ANIINIBLARZIIENTT UszinnaadAsitlani1911911 T unn ATl Lo
o £% A a 6 = a 6
AUIUNNT IEAIIRE ADNULAET LATINAZIDEAAS]

o WrATEan1vawlusRnunnsanaTaulng
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e Ao A e A A P A o
. @UﬂﬂLﬂqimﬂﬁ’guﬁﬂqﬂL@ﬂﬁﬂuﬁ'@ﬂ?ﬁlﬂmﬂﬂ WaaUALRNLTZLAY ﬁ’m_lqu;@llL@quﬁﬂLL?ﬂmwuiuﬂizLﬂwm\?

NANIYINIU

1 Ail’ a & © o o A 1
b‘l’]ﬁ"]\iﬁl’ﬂiﬂu@mmﬁﬂ’ﬂ’]iﬂ’)LN‘HB‘]@’]M?UB‘]QL@@HM’]\?“’I

A9 N 33. ANAN keycfg

) 2 o ° o eal Y oA = o A | o A A
[ﬂ’]?’]xﬁﬁl’ﬂﬂulﬂumﬁ"]\mmﬂLmeuQu 3 ARANUNUIZNAUANLFARLARN INLAZIALAGILAAN WAZANUAIFILARNT

A 9
LNEIUAN

AILAAN

s1aazLRen

A1

-add

a

A Ao o
WHATANNINN9Y

ANBNUTLFABNANEY -ip, -pn, -U, -pw LAY -f

_|p

b Sh.

¢ IP 1R Wnes TFTP

(%

U
FIFRINITANALTT NS
71191

IP AgnAasg1nsuE@snges TFTP

a

a
na

e

_pn

PNLLAUNDFHIRLTTA BT
TFTP/SFTP Tasiadnnssiia
AfTlANN9YN9U

wNneaaInesnngnFesaes@ivinas TFTP/SFTP (ANGNsuAe 69/22)

Hafldvaadinnes SFTP
4y

A Aea
FIFDINITINNALLLANNT

N191%

Tt ldngniesg nsu@ses SFTP

a a

_pW

WAL LRaTFNIT SFTP
4 s Jomea
TRBINIFANALLIANTT
N191%

o

WAL uNgnAesg MSULESWIeS SFTP

U

T lndueqAdilannmnanu

' '
v a

NFBINITIAN

7o WangnaesaesaADtlansvneu

-del

al 6 a o
AUALNTANIININBAN
NHLLALFT

1
= v

UNAIATHadALIANNIIINUNgNFasaINgIanIg keycfg

-deltype

al 5 A o
AUALIANNIN9I WA
szinnAel

o

. Ned oy
F’ﬂﬂﬁ‘ﬁiLﬂV]ﬂﬁ‘V]Qﬂﬁ]@\i

sUuuuAn4S:

keycfg [options]

option:
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-add
-ip tftp/sftp server ip address
-pn pn port number of tftp/sftp server (default 69/22)
-u username for sftp server
-pw password for sftp server
-f filename
-del n ( where n is a valid ID number from Llisting)
-deltype x ( where x is a Type value)

FINRENg:

system> keycfg

ID Type Valid Uses Status Description

1 4 10/10/2010 5 "valid"  "IMM remote presence"
2 3 10/20/2010 2 "valid"  "IMM feature

3 32796 NO CONSTRAINTS NO CONSTRAINTS "valid" “IBM Security Key Lifecycle Manager for SEDs FoD"
system>

o

e Nafsnaazidanyed 1D MNIELAT 3 azuaneuanUssTiniuiesaniiuiann

mensie liazuansenifusuidmiusaaensinge

A9 34. ANAS Idap

A1371968 1T RN 199A081L0991101 3 ARANIIUIENALAREIFMIAEN THUATIRLARIASN LATANURIAALADNT

4
RHENRN
AaLRAN snaazLaR A1
-a ‘?ﬁmmmﬂmummgﬂﬁm local only, LDAP only, local first then LDAP, LDAP first then local
SRNEG
-aom MuARsIagauAINgNFiad | enabled, disabled
Wintdu
-b 35019 Binding anonymous, bind with ClientDN and password, bind with Login
Credential
d das c o = . o o
- Tai ey lAaLaus arsanfAuenaldifiu 127 enaszdndu client_dn
-d TALUNNTAUIN arranimuenqlaliiu 63 §nused11Fy search_domain
f FoNgengw arsanimNenqlaiin 127 dnaszausu group filter
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A9 34. ANAY Idap (Jse)

1

ALAAN FEazLDYA AN

-fn Tenaisas dusunisnnanuluszuy Active Directory @msaniaanuenaldiiu 127
ANUTY

-g waavistnFN s AUUINgN arsaniannuenalaiiy 63 dnaszd1miu group_search_attr

aa = £ v 6y a Ao | a o o o .
- wamvistamansnigdnlden | amseniaanuendldiiy 63 anaszd iy string
-p st lAaLE s arrARANNe AL 15 Fnuszduiy client pw
A o o 1 < & a dlal a o o o .

-pc gudusiasiulaaidus grzandAnnenalalifin 15 §nused115y confirm_pw
AsnsldAndana: Idap -p client_pw -pc confirm_pw
Arusiedldfanenilunsiinnauusiannulaadus Ingazifsauiay
a1FANUE confirm_pw fuasiaud client pw Ardeilazyinanuly
dFarnensnamus ldnaaiu

o 1 v o o P o ] U 1 :j/
-ep AN URLUEN 79 gnsavgausianu (Idnieluwinu)
o ey o da - e e .
T Faildazy (DN) s1enegn | assandaouealdiiu 127 dnasydudy root_dn
-rbs sruuNIInEAINLaansie | enabled, disabled
FINLMLY (RBS) NtlFuilgs
Tnsigududlld Active
Directory
, o e o A A . o d e . ,
-slip Talaas/ oy IP 199 apsanAue iy 127 dnuszvviseiiet IP 411130 host namefip_
@snWiaes 1 addr
. = o a Aa | a o A A o o .
-s2ip Halaas/nag IP 109 assandA N0l 127 Snasviiseiey 1P 15U host namelip_
@innas 2 addr
. = e a aa | a o A A o o .
-s3ip Halaas/nag IP 209 assanda Nl 127 Snasyiiseiey 1P 15U host namelip_
@ininas 3 addr
. ~ e a aa L a o A A o o .
-sdip Halaas/nag IP 109 assanda N iy 127 Snasyviveiay 1P 15U host namelip_
@inwies 4 addr
-s1pn nuneaInefreadiiines | unneaanesnldinn 5 uandmiu port_number
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A9 34. ANAY Idap (Jse)

AaLAAN snaazLan A1
-s2pn nuneaInefreadiines | unneaanesnldiniu 5 ana i port_number
2
-s3pn nnganesnreadiined | unnananesaldinn 5 ndnd uiu port_number
3
-s4pn nnnInesnreadiinegs | unnaaenesaldinn 5 ndnd uiu port_number
4
-+ Fathunngrendivines Wadlaldeudaden RBS Radtazszyaedihmnaiaimisnidenlaeiy
UNUetateanilemen1sudsninas Active Directory ENuLATESNS
Snap-In 18992ULNNTFNEIANNLARANEAINLNLYN (RBS)
-u wamv3tasnnsAuun UID arsaniANen9laiing 63 dnused uiu search_attrib
= dl 1ac &
v Faneti@inioas LDAP off, on
NAUNI DNS
ac ¥ o a’/ o
-h UARSAENNT I ANALATEN
\@anFnge|
gtluuAnda:

ldap [options]

options:

-a loc|ldapllocldildloc
-aom enable/disabled
-b anonlclient|login
-c client_dn

-d search_domain

-f group_filter

-fn forest_name

-g group_search_attr

-l string

-p client_pw
-pc confirm_pw
-ep encrypted_pw

-r root_dn

-rbs enableldisabled

-slip host
-s2ip host
-s3ip host
-s4ip host

name/ip_addr
name/ip_addr
name/ip_addr
name/ip_addr

-slpn port_number
-s2pn port_number
-s3pn port_number
-sdpn port_number
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-t name

-u search_attrib
-v offlon

-h

AR ntp

'
o

dandsiiivandnanarnuuaaildsinaaanaieratng (NTP)

mensie lilazuansenffamuidviusaaensinge

j
o

A9 35. ANES ntp

71371968 1T AN 1998181099110 3 ARANIINUILNALAREIFMIASN THATRLARIABN LATANTBIAILABNT

4 .
RGN

AILAAN s1EazLREn AN

-en dlavizetialdauidsineeanan enabled, disabled
LATRTNE]

-’ Favizaney IP 1edEsWines Tereudivines NTP Nazldlunnstelasudunfing
lilslnpaanapsedng dae wnnaasTiaedinines NTP azagTutos -i1 D -4
BUNeLATFTHIIaT NN T
WslmpeamnaniAzedneg

£ AND (uwnd) Auadnn IMM 18 | 3 - 1440 w#
sunistelasludiud@snines
UslmpeamnaniAzatneg
% a 6 o a s g 1l d‘ Y o a rdw

-synch fasrannstalpsludiumsnines LifAMas g unINma sl
slmpaananAzadnaiui

. = = o .
1. - azlNawNeuiy i1

sUuuuA4S:

ntp [options]

options:

-en state

-i hostname/ip_addr
-f frequency

-synch

AL
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system> ntp
-en: disabled
-f: 3 minutes
-i: not set

J
(™4

AR portcfg

lfpndstiivenmundl IMM dudupnidneniznisnlasudunieeunsy

IMM [ﬁ’i@ﬁﬁ?”umaﬁmumrﬁiﬂﬁmqﬁumiﬁaﬁhwﬁmumumﬂmm@ﬂl,fm§ PINFBINITALUNIANNUAAN
wafn WiuFaaansnge ANuAtANTIAEaTeq mﬂmmmuﬂaﬂum?mmmmwmmumu GEENIGHIELITIR
fanSluntsmvuar N adenlearsednsuazn N AnLLlsenfadmsuesuanes

wanEue): S uiuiaidu IPMI s IMM azldldlannsnesneynsuniauenteadinnefivintiu lisesdy CLI
e ldnasnaynsn Tdsesiudalaen serred uaz cliauth MANdagls Remote Supervisor Adapter 11 CLI

neanldds portefg Tl renazwansdayanisiuuarnesnaynsn nneesie llilazuansensiomus
AmiudaAaNsne

wnaneue): awuindeya (8) gnaeliluafauaiuazliarnnsonlaauudadld

A9 36. ANAS portcfy

! d” ° o rall % o A a o A U o A dl
mmqmiﬂmﬂummwmﬂLmemu 3 ARANUNUIZNALANYARARN TNUAZIBLAFIAAN LWATANIAIARLARNT

4
LS
AALAAN FILUATLAEA A1
-b 2791 Baud 9600, 19200, 38400, 57600, 115200
-p Parity none, odd, even
-s 1/ Stop 1,2
-climode Tuun CLI 0,12
s
TGN
+ 0 = none: CLI gnilaldanu
« 1 = cliems: CLI \Waldaunianadunisnaduinldléiu ems
« 2 = cliuser: CLI Wialdaunfanasunisnatuingldnuun
tluuuanda:
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portcfg [options]
options:
-b baud_rate
-p parity
-s stopbits
-climode mode

FINReing:

system> portcfg

-h: 57600

-climode: 2 (CLI with user defined keystroke sequence)
-p: even

-s: 1

system> portcfg -b 38400

ok

system>

AR portcontrol

Ea&atlinatlnvizatlanasanisLsnigwesatine

o flaqiiu Andalisasiuaniznisacunnnesnrediisinaea IPMI wintis WuwW portcontrol INBLAAIANUETDY
wasm IPMI vnnsesnisidlalfeusellnldaunesarsadne IPMI litlausialaen -ipmi mNA3eA1 on viTe off

A9 37. ANAS portcontrol

\ X o o o oal Y oA = o A ! o A A
m?’]\‘iﬁl’ablﬂw,ﬂum’]i‘%‘mm&lLmeu'Ju 3 ARANUNUIZNOUANLFAILADN INUAZLALARILADN WAZANUAIFILABNT

4 e
e
AALAaN s1aazLRen AN
-all dlaltaruzetialdauduwn | on, off
afwlauazidsinaearianum
-cim dlalfaruzatialdanunis | on, off
AU CIM
-ipmi Daldewizetaldawnis | on, off
WD ipmi 611 LAN
-ipmi-kcs Daldauretlalderunis | on, off
WD ipmi A n@fnines
-rest laldaruizatialdeunis | on, off
Aun1 REST
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M9 37. ANAY portcontrol (Fe)

AILAAN s1EasLREn AN

-slp Daldewizetaldanis | on, off
AL SLP

-snmp Daldewizetaldamnis | on, off
AU SNMP

-ssdp Daldeizetlaldanis | on, off
Auu1 SSDP

cli dlaldaruizatialdeunis | on, off
Aun CLI

-web daldaruzetialdeunis | on, off
ALu1 WEB

tluuyAnga:

portcontrol [options]

options:
-ipmi on/off

AL

system> portcontrol

cim : on

ipmi : on
ipmi-kcs : on
rest : on

slp : on
snmp : off
ssdp : on

cli : on

web : on

1
74

AR ports

1 v 1
E A AN D LA PN ALAZINALAAINASH MM

1 v 4
nsFanldAnds ports Tnalidfaaanazuansiayadiniunasn IMM fsunn asssialiliazuansansiomus

A miusaaensinge
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1

A1979 38. ANAY ports

] d”c.! o o rdl % o A = o A | o A dl
Mﬁﬁqdmﬂiﬂl&ﬂumqiﬁﬁﬂﬂﬁﬂRGQ@WMQLL3 ARANUNLIZNALAYEIFIAAN TNEATIREARILADN LAZANTANFLAANT

4
LNEILAY
ALAAN F88ZIDEA AN
e Ao
-open udnsnasnnitlnag
-reset TidmanefadunissaaiBusi
-httpp PNLLATNASH HTTP PNELAINDTAETNFY: 80
-httpsp wUNELATNATE HTTPS NUAINA TR BUF: 443
-sshp PNNELRINATH CLI LANTAY SSH NULLAINDTABUAW: 22
-snmpap | wunEaanasaLaLans SNMP NUAINA T EFUFL: 1671
-snmptp PULLATNATH SNMP traps MUNLLATNDFABUAY: 162
-rpp PNNELAINASH Remote Presence NUNLLATNDTA BN 3900
-cimhp wuNELaTNasa CIM over HTTP NUNLAIND T BUFU: 5988
-cimhsp PULLATNATH CIM over HTTPS PNNELAINDTAETNFY: 5989
sUuuuA4S:
ports [options]
option:
-open
-reset

-httpp port_number
-httpsp port_number
-sshp port_number
-snmpap port_number
-snmptp port_number
-rpp port_number
-cimhp port_number
-cimhsp port_number

PRHEENE
system> ports

-httpp 80

-httpsp 443

-rpp 3900

-snmpap 161
-snmptp 162

-sshp 22

174  XClarity Controller 93l Intel Xeon SP (1st, 2nd Gen)ﬁjﬁmﬂ%




-cimhp 5988
-cimhsp 5989
system>

1
74

ANR4 rdmount

'
o

dAdsilialuniadiNanarisz ez inarisanisugsiATadne
panesie ilazuansenffasmuidviudaaensinge

A1979 39. AY49 rdmount

A1371958 1T AN 19aNELD2A1 W LA BIAR A NITLTE NA LA IS AR N LA I AL IR ATBIFILADN
NHLLUB;

«  awnnsndiivan Wdaslumiaaaauanzes XClarity Controller ligeanaadvd uazmnviiilu Virtual Media
Tneldanianeniz RDOC 284 XClarity Controller aunasanaasiwdivaaslndsiasldiiu 50 MB auwandil
anaziuiuuduetnmen Buusaslddamen —rw

« waldlilsTmpaa HTTP, SFTP 438 FTP iiawyiiralilasuiie 1uiasondesaumwanantaazfiadluinu 50
MB azlifinisandnauis vinldldsinaaa NFS 478 SAMBA
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A9 39. ANAY rdmount (JsB)

s

880

sNEasLREn

rdoc operation (Mnnldazfaadufaiaanusn)
-r -map: WYaNLA RDOC

-r -unmap<filename>: #NANNNTHNTANINA RDOC Awnsfily

-r -maplist: LaAIBNINA RDOC Manvienuiuiusaes XClarity
Controller uazaumasing CLI

-map

-t <samba|nfs|http|sftp|ftp> Usziny filesystem
-ro 81ueLNA9

-w ANuLAzLTEu

-u gl

-p IVANIU

Rt A (3Uuuy URL)

-0 FLABN (AFMNFABNALAMEINTULNNY samba WAy nfs)

-d Tawu (Tpud@uiuwmnyt samba)

-maplist

= & @
wAANANLNAN T

-unmap <id|fname>

4 1D NNBNWAETatne IWanHTa rdoc

-mount

a dl <
FRVRIEETIEG]

-unmount

a o PN
anANNITNaN ANl

1
.o

AR restore

'
o = '

¥ o X > s o 1%
Tmﬂﬁmqul,waﬂummimmszummiﬂamaﬁ@wmﬂ@

1 Ail’ o & © o o A 1
[51’15"]\1ﬁl’ﬂiﬂu@ZLL’&ﬁﬂ’ﬂ’]iﬂ’)LN‘HB‘]@’]V?UB‘]QL@@HM’N“’I
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A9 40. ATA4 restore

! d’j ° o rall % o A a o A U o A dl
mﬁ?ﬁ\amﬂvl,ﬂw,ﬂummqmwLmeuqu 3 ARANUNUIZNALAYARARN TNUAZIBLAFIAAN LWATANIAIARLARNT

4 s
NETe
AALAAN FIEATLREA A1
£ TalWsdnsasioya 7 lWdngnsias
o 1 A = o 1 -ﬂl Y v o o 1 A = o 1 -ﬂl % o -ﬂl
-pp saEuviTaNasanun A saly | sviaeinu viseaRsviaN unAURandtyUsEnIALAED
TWddnsastoya
-ip Vag 1P 20950005 TFTP/SFTP Vg 1P Nignsias
-pn nNeLaINeSRaaEsNes TFTP/ wNNeaINesANgNAeY (AENRUAE 69/22)
SFTP
-u Toflddmiugiines SFTP Tafflingnsies
-pw sRHUR T INeS SFTP SWANUNYNFa
gtluuuAnda:
restore [options]
option:
-f filename

-pp password

-ip ip_address

-pn port_number
usewrname

-pw password

ZGLIRE

system> restore f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>

o a
ANAY restoredefaults
A AITNeAKAINNTAIA IMM auNaLuenENsuanTsaau

o o o o

. lfFMaeang uTLANAY restoredefaults

4 A o o oI/ ' -all
. izumm@immwﬂummn@um%ﬂizmam@

tluuAnga:
restoredefaults

Ui 10. BumefinauIsvinAnda
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FInBEiNg:

system> restoredefaults

This action will cause all IMM settings to be set to factory defaults.

If this is the local system, you will lose your TCP/IP connection as a result.
You will need to reconfigure the IMM network interface to restore connectivity.
After the IMM configuration is cleared, the IMM will be restarted.

Proceed? (y/n)

Y

Restoring defaults

U
L4

ANH4 roles

'
o

E A &N LA AINAVTANINUAATLNLN
1 aall a & O o o A 1
panesie W tazuansanfiamuidwiudanansnge

19N 41. A149 roles

, X o ° o oal Y o A = o A ! o A A
A1371968 1T UANT199AN8L02311U0 3 ARANIIUIENaLAREIFMIAGN THATIRLAFILAAN LATANUDIAILARNT
Nendag
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A9 41. ANAY roles (JAiB)

ALAaN S1EAZLDUA AN
-n UNLNNNFABINITANALAAN ANenglalifin 32 dnasy
-p FANANTNLAL custom:am|rcalrcvmalpricel|bcinsclac|us
¥ K o o a ¥
« am: nMadnDanNeRN Ty TE A
v =K
«  rca: nanismeulTaszasing
¥ =K a s
«  revma: n9nemeulTasvaslnauaz A&
svaizlng (Virtual Media)
¥ & a  a s Aas e
< pr: MaNIN L pAanIEWIIATAIN
sxaelng
«  cel: AnNaNIn uNNIRd AW
wRn90d
«  bc: nMemvusAezuaLined (WugIw)
«  nsc: NIMNLAANRZLALRAS (LAFBN
LazNI9iNEANLannsig)
« ac: ManvuaAazualings (Tuga)
« us: nefnANtaenne UEF
NNRLUE): A0 HUNANANTULLLAMUALES
U U 1 o @ v
dradusaniuluuuula s e
d ALY
sUUUUANAY

roles [-options] - display/configure roles

- role_account -role number[3-31]
options:

-n - role name (limited to 32 characters)
-p - privilege (custom:am|rcalrcvmalpricellbcInsclaclus)
am - User account management access
rca - Remote console access
rcvma - Remote console and remote disk (virtual media) access
pr - Remote server power/restart access
cel - Ability to clear event logs
bc - Adapter Configuration (basic)
nsc - Adapter Configuration (network and security)
ac - Adapter Configuration (advanced)
us - UEFI Security

Note: the above custom permission flags can be used in any combination

-d - delete a row

Ui 10. BumefinauIsinmIda
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AR

system> roles -3 -n testl -p custom:amlrcalrcvma
ok

system> roles

Account Role Privilege Assigned To
0 Administrator all USERID
1 ReadOnly none
2 Operator custom:prlcellbcinsc
3 testl custom:am|rcalrcvma

¥ o XA o 1% v Al 'S
Glmﬁmuwvfammum@mun@mﬂ@mm

1 Ail’ a & © o o A 1
[51’15"]\1ﬁl’ﬂiﬂu@ZLL’&@Q’ﬂ’]iﬂ’)LN‘HB‘]@’]M?UB‘]QL@@HM’N“’I

'

BTN 42. ANAN seccfg

] é’ﬁ o o rai 1% o A a o A
El’]ﬁ"]\iﬁl’ﬂvl,ﬂumum’]ﬁ"]\?ﬂ@’mLLE]’J’Q’]‘H'JM@@\?ﬂ’ﬂ@ﬂu‘l’lﬂiﬁﬂ'ﬂu@ﬁ]ﬂﬁmL@@ﬂLL@%?’]E@KL@H@%@\‘IM’JL@@N

ALaan | snaazidan AN
-fwrb ey nnIsteunausnuafiduneifuneuntih | yes, no
-rppen dlaldauaaiuenianianinszazlng (8uatng /
LReI9)
-rppto NIVNANANGDIULNNNNENNIzeL NG (811 /
BEINaLFEN)
-rpp gannuzn1ean1gn I (mnidla e ulag BIOS) yes, no
-aubp \Wavizatlaiaridunisdrsasdayadnludmlld enabled, disabled
Tdsludunan
o a
AR set

« M9aA IMM uwageannsnasuuladlifaantsldurids set iugau
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o neFaANUNease Ul Wy fanilsaninuwinden axldine CLI

msesie liazuansenifamuidmiusaaensinge

]
o o

AT 43. AN set

1 dy =l o o/ o‘dl v = o ul/ ¥ dl dl ¥
f?l'?‘a"ND‘]‘ﬂVLﬂuLﬂuﬁnﬁ‘%‘lLLD‘JL@‘EI‘J"W‘LLQM 3 ﬁ‘ﬂﬂNuWﬂ?Zﬂ@UﬁQﬁl?ﬁﬂ@:ﬁLﬂﬁlﬂﬂ’m\‘]LL@zﬂ‘ﬂNﬂ@VlLﬂEIQ"]J‘ﬂQ

AILAAN PR HGET) AN

v 1 1 v 1
AN MWWARNANNTLNBVFBNIFANIEY AN ZANEMFLINBWTRN SRR IEY

tluuyAnga:
set [options]
option:

value

1 v ¥
naizenldAnds smip tneliidaenazuansdoyadumasiva SMTP visunn anssellilazuansansiomus

Amiusaaensnge

A3 44. AN smip

A1371958 1T AN 199AN81L0291101 3 ARANIIIUITNALAREIFMIAEN TUATIRLAFIAGN LATANURIFAALADNT

4 s
RHEESEEN
AALAAN S1EALLAYA AN
-auth 9995LIN19M9IRAALAINYNEDITBY SMTP enabled, disabled
-authepw | sauiuLdsad nFuNIIRMAgaLANNYNFRY | AFTeITANIUTADNEDY
289 SMTP
-authmd A8N19MIIRAALAINYNFBIUDY SMTP CRAM-MDS5, LOGIN
o Y - . .
-authn 7af 14 1N19M9aUAINNYNGDITRY SMTP an3d (ANENa LAY 256 anasy)
-authpw IWANUAMTUNIIAIIRABLANINYNFBIIDY SMTP | @si3a (A wenlaiiiu 256 anasy)
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A9 44. ANA9 smitp (T5e)

ALaan F1EAZLREA AN
-pn nuLaINesR SMTP WNNHAINASATIONEDY
s et 1P viseTelaasaaadsnines SMTP ey 1P viseTelaasngnsias (Aouea iy 63
ANUTE)
suuuAngS:
smtp [options]
option:

-auth enabledldisabled
-authepw password

-authmd CRAM-MD5|LOGIN
-authn username

-authpw password

-s ip_address_or_hostname
-pn port_number

Aoagna:
system> smtp
-s test.com
-pn 25
system>

1
.o

ANHY snmp

'
o

Tipdstiiveuaninauaznnuuardayadumasine SNMP

nsBEenldands snmp Taelddfamenaziansdoyagumnasivs SNMP isuus ansssiaeliliazuansansiomus
g WFUAARNFN

1
o

A9 N 45. ANAS snmp

1 dDG ° o n‘d‘ % o A = o A | o A dl
MW?WQM@iﬂI&ﬂHWW?WQM@WHuﬂﬁ@unLL3 ARANUNLIZNALAYEIFIAAN TNEATIREARILADN LAZANTANFLAANT

a9
LNEQUBN
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A9 45. ANA9 snmp (Tse)

AILAAN

s1eazLRen

A1

-a3

SNMPv3 agent

on, off
naneue): lunadaldnu SNMPY3 agent azsinsilamantimnis
wneuaiselU:

=

.+ densa IMM NszylagldaaaandAnds cn

v
o

« Aundenas IMM PszylagldnaenAnds -l

SNMPv1 traps

on, off

SNMPV2 traps

on, off

SNMPv3 traps

on, off

1Y
ANMALNNES IMM

@539 (AnNen liiu 47 dnase)
WNELNR;

A r&l‘d 1 ' % % % ‘ﬂl ° i
.+ anffawuinidesdnesiesdenseufnairTasrnnafinn Tuannim
Iddasdeinuinvizasarinaan i
« Ansdieyarunmdenss IMM Taeldszyensiawuslaiee visesey
argednauefnomus wu

-cn

2 IMM

=3

=
a8

232
3)

2l

@39 (ANena Y 47 dnase)
WNELUR:

o ralld ! 1 ¥ % ¥ d‘ o 1
* ANINVUNUANNTENINANNDNTALAVLLATEIUNIL AN A bLN’ﬂ‘L\}Ey’W]

' o

VN T099191 N MENUID AT D524 16T

.+ AwdeystedFnse IMM Taglissyanfianudlaae wWiascyasss
drafluansioumus 1y

78 SNMP community

@539 (ANena iy 15 dnase)

NELUB):
A Q‘dld 1 1 b4 v v dl o 1
.+ anfiamwsinidesdnssasdansausaarzasngane ey an
VildaaqdnarininvirasasinganFia e
1’4 d‘l . 1 oa A a
+ &%a SNMP community Ing/lsiszyansiamuslaas wisascyasss
TaduanFioluus Lue”
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A9 45. ATA9 snmp (Tse)

s

A8an

PR HGET)

A1

-ct

Tangu SNMPV2 trap

2539 (A Nea Ll 15 dnu9y)

UNTEILNR:

A rdlal ! ! ¥ ¥ ¥ dll o 1
DIININUANNIAIINANNDNIALAVLATDINNIL AN A VLN@“LELQ_,I’W]

' °

VAN Te9919U N MTENUTD A aTINeB 5T LT

anstiayatiodmnse IMM tagluszyanfiowmuslane viassyasss
drafuenfnomus iy

-Ci

ey 1P viseTelaasaas
SNMP community

Vgl IP viseTelaasgnsias (Anuaaluiie 63 dn1sz)

UNTEILNR:

A A

ag IP vsaTelaafanisnian Inane Tanans Fadnes uay

=b._

v

soaalivinii TleynynliddesdniTeqasianiu
dwdeyaniet IP vizaTalaasaas SNMP Community Tnglaiszy
GUEREIEOIA T

-cti

&

Talaasinag IP ngu
SNMPV2 trap

neg 1P visegalaaingnses (Aanuealiifiu 63 dnasz)

NNTELNR:

b

A

ag IP viseTelaasiaiunsndan Ina9 IANAN Fadnes uas

=b.

©

o Y 1 o

Fowma ity Teynyaliidesdnaireqaseniy

anstiayaiiag 1P visaTialaasaas SNMP Community Tnelaisey
2NINUA LALAE

-eid

IWALAUAL SNMP

#4539 (ANena il 1 D9 27 dnasy)

suUnuuAnS:

snmp [options]

option:
-a3 state
-t state

-l location

-cn contact_name

-tl1 state

-c community name

-ci community IP address/hostname

-t2 state

-ct community name

-cti community IP address/hostname

-eid engine id
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AReing:

system> snmp

-t enabled

-a3 enabled

-l ZhangjiangMansion
-cn Kelvin

-t1 enabled

-¢ communityl

-ci hostl

-t2 enabled

-ct community2
-cti host2

-eid XCC-7Z70-DSYMO9X
system>

1
74

AR snmpalerts

'
o

E A AITNDTANINITUAURAUNZINIS SNMP

n133anld snmpalerts TnglslfniaanazudnanissiaAInIsuaaian SNMP fannm angnese ldilazuans
a1 MTLFARaNFN

A9 46. ANAS snmpalerts

A1371958 1T AN 191A081L0991101 3 ARANIIUITNALAREFMIAEN TUATIRLARIASN LATANUBIAALADNT
\Nendag
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A9 46. ANAY snmpalerts (T5iB)

ALAAN FEazLDYA AN
-status An1UzN1TUAGFeW SNMP | on, off
-crt FeANmeNIIniieuseazds | all, none, custom:te|volpoldilfalcp|melinfre|ot
Py Y . ¥ A o A o % | Ao o
AMTLALFa seynsseANIsudaauiusafinvuaies IngldaanisArnAusos
WPTEIUNNBTALWIAI gL UL snmpalerts -crt custom:te|vo dauiiilu
ANNNUUALRIAR:
- = o de
.+ te: qunRINWNEEaus N e
« vo: waeau AN e usenin vius
«  po: szl dadesiieuss
o di: afanarnlasidades
. fa: Waandadag
o cp: Wiasldsaamesindas
- me: MEANNANTATRY
o in: afauafldsannulule
«  re: NMIANIRINATUT TR
o y
.+ ot WANTIEuINEN
-crten Asnnsudaianmnnsning | enabled, disabled
TN
-wrn peANmeNIsniszAuAEeU | all, none, custom:rplte|volpolfalcp|melot
A ) o A T Py o o A Ao o | Ao
Nazdanisudaien SLYNIFRAINNIUAAaUsEALARauN MUY Taaldananisanan
ﬁ’]ilLﬂ?"ﬂdﬁm’]ﬂ%ﬂLLuQﬁxﬂugﬂLmU snmpalerts -wrn custom:rplte @917
WuAnAnvusiesAe:
o oa . .
« P ANEUEEINITANTRINANIU
. te: quunRNwNEisTAUARauNIMUA
. - e e o a4 A
o vo wrau WA RN fsTAuAFReUAN1ILA
« po: NAMRIARINE T TAUARAUAN LA
. fa wsnanin liFeusaneiuinay
- cp: WipsldsmamesilszAnsninanas
o A = o \ °
. me: ARRUIALANLVEIEAINNAD
Ly o/ o A dl
« ot WENIINITTALAARWE
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M19N 46. ANAY snmpalerts ({5B)

AaLAAN snaazLaNn A1
-wrnen zd\m"na‘ufif\uﬁﬂmmmmi enabled, disabled
sAUALARL
-sys peAvAnsnfilsyanfiazds | all, none, custom:loftiolot|polbfitilpfleline
nsudeian syynssvAINswdaFieutszaniniuuales taaldananisannAusae

LPFRINETALUIAI UL snmpalerts -sys custom:loftio dauiIiIu
ANANIUUALRAR:
« o M ldeuszeslnadisa
«  tio: sxuudfriRnasdanan ndiens
A A s
- ot wgnisndanr) Neniudeyauazsvuy
«  po: WaAlANasINeNTELL
«  bf: nMsymezuulfiEnsdndes
«til: WsunssihszdssiaTuansruulfuRnisanan nadiens
o b dl v
. pf Anudndesinianisalld (PFA)
el tuinugmenildlluda 75%

a4
o ne: WanuAIaTne

-sysen zﬁ'm’mﬁ\uﬁ@umaﬂ’]saj enabled, disabled
tlszan
tluuyAnda:
snmpalerts [options]
options:

-status status
-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state

1
(%4

AR srcfg

o  a

lAdstiieszyandunisnatuivaidng CLI anTuuanisiasudunianasnaynss

q
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wnsesnislaaunisiueAInslasudunenesneynsn Winwsadensiie] audaAminaades wn
feansnlasunisiiuuaAinsnlasudunanesnayns atnetias Anusiasians lunisnivuaaInsdantes
wisndneazn1sinANLaeadud miuezuatlines

wuaELue): 815au0s IMM Tiaruasnsnlunisasnduneinaynan Aniu aslisesdusiaien -passthru uas
entercliseq %x‘iﬁ@gﬂu Remote Supervisor Adapter Il CLI

nsranldanda srcfg taglufifamenazuansadunisnatudasudunanesneaynsuilagiin nessiaellias
WAANANFALNUFAMTLFALARNANEa srcfg -entercliseq

BTN 47. ANAS srcfy

\ X o = ° o ol Y o A = o A Iy ' o
mﬁ‘%ﬂmﬂﬂmﬂum’]m\mmmemuqu 3 ARANUNUIZNOUAILFAILARN INUAZLIALABILARN LASTRHANATTRIAT

44 4
\aantiu
ALAaN F18RZ1AA AN
-entercliseq flauandunisnaty [ ardunisnadungldnnualunisdng Ll
CLI nanELue): AALtFeRdnasretelaavileiauarliiniu 15 6o
o o ' = a o o agl/ ¥ [
deyanwal Caret () Hpuninaianluaauil Insaclfunus
Ctrl Aessfiuadunisnalu Ctrl (v ~[ ununiang Esc waz “M
THununisTuussinluduuy CR) szuvazfinn ~ luynsumiedn
Wuanduniana Ctrl Tsagansnanisulas ASCll-to-key Wegsnanig
o o Z’/ 1 AI % a rd”d &I @A
ANAUNINA Ctrl Tiavium ANBNFULRIRanUAe ~[( T9hAD Esc AN
ginel (
sUuuuAngS:
srcfg [options]
options:

-entercliseq entercli_keyseq

Fnaeing:
system> srcfg
-entercliseq “[Q
system>

1
Lo

ANH4 sshcfg

' '
o

AN AN LA ALAL AU UAAINIIINLADS SSH
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ns3enldAnda sshefg TnellTsaanazuamnanisBmes SSH viavisa A1s19me lUiazudnanfintuusdnsy
Falaensinge

A9 N 48. ANES sshcfg

A1371958 1T RN 191AN 80291101 3 ARANIINUITNALAREFMIAEN TUATIRLARIASN LATANURIAILABNT

4 e
RHENEN
AILAAN s1eaazLRen AN
-cstatus AnUsUABY SSH CLI enabled, disabled
-hk gen a5 9Rdausaeadsings
SSH
-hk rsa WAPSATA151704E RSA 184
winas
tluuAnda:
sshcfg [options]
option:
-cstatus state
-hk gen
-hk rsa
AL

system> sshcfg

-cstatus enabled

CLI SSH port 22

ssh-rsa 2048 bit fingerprint: b4:a3:5d:df:0f:87:0a:95:f4:d4:7d:c1:8¢:27:51:61
1 SSH public keys installed

system>

1
(%4

ANHY ssl

'
o

1A AITLNDLAAILAT AU UAAINITIRLIAES SSL

Tunadlaldanlrawusd SSL fasindalususesreslpadusd n1sFanldands ssl Insliifqaanazuana
w1simes SSL ansasieliilazuansenfiowuddminsaaensie

]
o o

BTN 49. AEN ss

, X o ° o oal Y o A = o A \ o A A
A998 1T AN 199AN81L0231101 3 ARANTIUIENaLAREIFMIAGN TUATIRLAFIIAGN LATANUDIAILARNT
RELYGR
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A9 49. ANAY ssl (TriB)

ALAAN s1aazLRen AN

-ce Taldauizatlnldanulaaidus SSL on, off

-se TalFanizatlnldanudsninas SSL on, off

-cime Waldauizellaldenn CIM tnw HTTPS on, off
LUEFLeF SSL

sUuuuAn4S:
portcfg [options]
options:

-ce state

-se state

-cime state

a g a o 1 d” I o A ovo.;l/ | o o
WW?WNLW@?ZquqNLm@?m@iﬂulﬁqﬂgﬂﬁluﬂqiu@ﬂﬂ@ﬂquzﬁqL@ﬂﬂ@qﬂiUﬂW@Q ssl uaziilunaangann CLI

.o
ENUUL

nlaldanunisdantlaannarruidsWioas

% v
nsudnsdnuziliduuuy read-only wazldanunsnsiaAnldlnamnss

AonuzAasniaadidu/cMD
nsudasannusilifluiuy read-only wazldaunsossanldlnanss AnaansusinAdsnduld lsinasaly

3
=

U:

AfTdauiaLay Cert/CSR lanFanldanu

pRaAtTdusaLaL UL AN IR CA LAD

)

(%
o a 6

AFIATAIUAILAL 1L UIR9N AN MR AF19TL IR A 5 TR LA

a ¢ o s dl ¥ v
ARIALAIUALAL LLFL AN ANUNNARLIAULAILAN

)

)

a6

NUAsAIUAIwAL, CSR wianlEnn2iilnan

EQ

#n1uzAd CSR aaadsWinas SSL
nsidasdnnusiifluiuy read-only wagldaunsnssanlalnense AnaansussinAdendull sl sasaly

al

U

'
o o

] o

AfTdNusaLay Cert/CSR lanFanldanu

AnfansdousaLaslususasiatntlang CA wan

MAILAZ IUSUIRINAIUNNAN AL A1 U AL 5 TR AR
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ARAIATAIUF LA LSRN AIUIN AN MLLBILAD

o

FaufuAtTdauFaLan, CSR niauliadluan

AnuUzAs LDAP aaslaalaus SSL
nsudasannusiifluuuy read-only wazldaunsnssrnldlaenss AnaansussimAdamidullsisasiald
z

U

AARAE QwﬂﬁLL@”IU?U?@\W]@QHWNWJEI[F]‘HL‘NLLZW

v & A ¢

AALNUATAYUAILAY, CSR Wianlin1qiiuan

a o [ J
fAn1uzAe CSR ﬂl’ﬂﬁ‘lﬂﬂl'ﬂuﬁl SSL

v v 1 1
nsuansanusilidunuy read-only wazlianunsaseanlalnenss ArcaansussinAdeandulylsinesely

[%
a

Ut

a -

ATAIUAILAY Cert/CSR Tuindanldany

ge

spsdausnazlufusasiasunIng CA waa

AFIIA ‘Ju[ﬂ'lLL@“’I‘].I%‘T.I’JT@\W]@QHWNﬂQﬂmuLﬂﬂﬂﬁfqﬂmuiﬁﬂ’ﬂmtuNmLLWJ

=)
A3

A

=)

£%
o

ARIALTAIUAILAL1USLTDIN AU N A MLLAILAR

=)

o @

FaUATduFauae, CSR wianlin1niiluan

J
74

AR sslcfg

A &N LAAINALAZAINUAAT SSL 115U IMM Lazananngluduses

nsiFan’ldAnda ssicfg tnglaififaanazuanadayanisiiuundi SSL iavum A49 ssicfg M inaa¥1emtniaidn

o o ' o a [ A o o | X e &
sadulud uazluiusesiasuudanueazaareasunluiuses (CSR) mavsalliazuansensiotmmus
Amiusaansnge

o

B9 50. mm"vq sslcfg

A1371958 1T AN 1998081099110 3 ARANIIIUIENALAREIFMIAEN THUATIRLAFIAGN LATANURIAALADNT
Nendag
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A9 50. ANAY sslcfg (Tr)

ALAAN snaazLaHn A1
-server A UzL@INIaT SSL enabled, disabled
naneue): annsndlaldaudivines sSL anziledluiusesiign
Faau
-client anuzaedlnaldus SSL enabled, disabled
naneue: annsndlaldeulaadus SSL wnizileld@ e fvie
Tufusaslaadusngneeawinu
-cim A0z CIM HAU HTTPS enabled, disabled
naELue): aun9ndlaldenn CIM lu HTTPS anaziefidsninef
wralufusedlaadusngnsiaswinii
-cert a¥19luSuTRaNaIUNNsaY server, client, sysdir, storekey
ALLE NALLR:
. FesldAnguFusaidanmnds —c, -sp, -cl, -on LAY -hn LHagdi19
lufusasnasuINAeAuULe
P o e oA o o . P
*  AATUTLRAIUADANAIAY -Cp, -ea, -ou, -S, -gn, -in LAY -dgq AEN1T2
TiAls Wearelufusesdasusmanuias
-csr @519 CSR server, client, sysdir, storekey
NNELUB):
£% Yo o o (% A o nl/ Aﬂl %
- fesldAduiufadanAds -c, -sp, -cl, -on LAz -hn 1Hading
CSR
. ANEUTUFALRENANEY -cp, -ea, -ou, -s, -gn, -in, -dq, -cpwd LAY
-un aziivizaldils Waaf1e CSR
i ey 1P & miuEsines ingl IP Nignsiag
TFTP/SFTP nanELue): fevszyiiet IP 4uiuidsivines TFTP vise SFTP iadd
nanlufuses vsennadivanlususesrise CSR
e . B T
-pn wangaInefared@ivined | uunenanasangnsias (ANGNSWAe 69/22)
TFTP/SFTP
-u Haiflddviuidsvines SFTP | Fadldngnsies
-pw IHARUE ML IneF sANUNYNEY
SFTP
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M19N 50. ANAY sslcfg (JsB)

ALAanN S1EATLDUR AN
- TalWsluiuses TalWsngnsias
naneue): fesiaelWdlanniivanvsednanluiusesise CSR
= A o o P 4 o o
winlddinsszyaielnadmiuanndivan szuuazlfuazuansdedniy
AR NANTNAY
o o = z 1o a & o Y 1 o o o A o u‘/ =
-dnld Aivan Idlususes FoaanidlaiiuenfMowmus widsfasssyAdmiudaaenaAda -cert vise
X ™ o Ao o o T
-csr (Ingauagiulssinnlufusasiniasnnnidiuan) sadanidlaiiu
anfowmuE utlsasszyAdMTUaReNAAY - uarAvAaNANA -
(Hvia 1A 1)
° Vv o o A dal 1as oA & 1o Y 1 o o o A o oI/ .
-upld g g luiuses onanilidiuenfawud uidsfasseyrdmiudaaanands -cert, -i
uay -l
-tex lufuseanid@anald x 4115y | ddh, aniiluam, aueen
laaidus SsL naneue): v luiusesiidanald x AoaIAuIBANAS 1 D9
3 lusiaanAnda
- Useina IWAUTZNA (2 AIENET)
Y A A o o a Y p
naneLue): fasiiilaaieluiusasiasnusanueeise CSR
e a4 e e oAl s 4 . 4 - .
-sp FiTadandn annAURaATaNNasyLssnAReL (Aauenalaiifiv 60 anase)
v al dll ¥ o dl v =
wanawn: Fasilieainvluiusesiasnusaenueisa CSR
a4 o o oA s 4 . 4 - .
-l WWeevirariesnu arsaNAUSeLATasINaatyLnAmReY (AaNe AL 50 anasy)
% al d‘ v o d‘ v =
wanawn: Fasiiileainvluiusesiasnusienueisa CSR
4 o dd s 4 . 4 - .
-on TaUULNNY arsaNAUSeLATasINaayLznARe (ANe AL 60 Enasy)
nanELue): fesiidaaialuiusesiasunnfianueesisa CSR
-hn Talaas IMM @539 (ANena Y 60 Snwse)
P . Y 9
wanawn: Fesiiileaingluiusesiasunusemuedsisa CSR
d en o dd s 4 . 4 - .
-cp TarjFnsie ananAUaATaNNesylssn AR (Aauealidifiu 60 anase)
P ey A o o a Y -
naneue: Nvive A lANeaFwluiusesiasnndanueria CSR
A va A ~ Y | a o
-ea NagdwagFnsia Pagawangnsiag (AN laiifiu 60 dnasy)
a A 1 Gl v dl v o dl b &
naneue: dvive AlANeaFwluiusesiamnnfanueeise CSR

Uil 10. Buwmefnausvinanda 193




A9 50. ANAY sslcfg (Tr)

ALaan S1EAZLDA AN
-ou LELNTBI UL arsaNAUMaIATaIINNas tyUsznIAREY (AvNenalaifu 60 fnasy)
a A & v d‘l E% o dl U =
waneue: DviveAlANeaFwluiusesiannudanuedria CSR
o dd s 4 . 4 . .
s WINANA arsaNAuRzATaIINNas tylsznIAREY (AvNanalaiiu 60 fnase)
A ey Ay o ~ Y &
naneue: Duize AlANeawluiusesiannusanuedria CSR
y o dd s 4 . 4 - .
-gn T9 arsaNAUReATaIINNadtylsznAREY (ANana Ly 60 fnas)
A ey Ay o ~ Y -
wanewn: Jvse lAldleaieluiuseasundmeise CSR
4 o dd s 4 . 4 o .
-in Tatin arsaNAuMzATaIINNadtylsznTAREn (ANenalainy 20 nas)
A ey Ay o = Y 4
wanawn: Jvge lAldeaieluiuseasundemedise CSR
-dq nninuaNTTRT ALY arsanAUMaATasInaftyLssniARe (AaNea e 60 anasy)
A ey Ay o ~ [y -
wanzwn: Jvse AldNeaigluiuseasunsamueiTa CSR
-cpwd IWANUNAADL #4539 (ANealleandn 6 dnusy Tdniu 30 dnusy)
waneue): Avizellfldiles¥1a CSR
y - Y o dd s 4 . 4 . .
-un Fauuyliilnsaadng arsaNAUMILIATaIINNaS tyUsznIARen (A Nenalaiiu 60 nasy)
naneue: AiivaliAldiiea¥e CSR
sUuuuAn4S:
sslcfg [options]
option:

-server state
-client state
-cim state
-cert certificate_type
-csr certificate_type
-i ip_address
porfinnumber
usewrname
-pw password
-l filename
-dnld
-upld
-tc xaction
-c country_code
-sp state_or_province
-cl city_or_locality
-on organization_name
-hn bmc_hostname
-cp contact_person
-ea email_address
-ou organizational_unit
-s surname
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-gn given_name

-in initials

-dq dn_qualifier

-cpwd challenge_password
-un unstructured_name

Aaaging:

system> sslcfg

-server enabled

-client disabled

-sysdir enabled

SSL Server Certificate status:

A self-signed certificate is installed
SSL Client Certificate status:

A self-signed certificate is installed
SSL CIM Certificate status:

A self-signed certificate is installed
SSL Client Trusted Certificate status:
Trusted Certificate 1: Not available
Trusted Certificate 2: Not available
Trusted Certificate 3: Not available
Trusted Certificate 4: Not available

finasinalufusasraslaaidus:

o o

«lunnsa¥ie CSR dwmsuAgnaniy Mitleuandase il
system> sslcfg
-csr storekey -¢ US -sp NC -cl rtp -on Lenovo -hn XCC-5c¢f3fcéelc9d
-cp Contact -ea "" -ou""
ok

o

o 1 ¥ ¥ o dl dd’l dl o
AR NUWAUIELAANNALLLUALLUTTNALUAIRATINHNNUNANA

o lungenaiilvanlususesann IMM aslud@siinasan Titlauadasialail:
system> sslcfg
-csr storekey -dnld -1 192.168.70.230 -L storekey.csr
ok

«Tunsdiiuanlufusesidszananalaemiaeaugaanlususes (CA) Titlauandsstaliil;
system> sslcfg
-cert storekey -upld -i1192.168.70.230 -l tkim.der

o TunsaFelususesnasnudanuwes ldtlauadesialdil:
system> sslcfg
-cert storekey -¢ US -sp NC -cl rtp -on Lenovo -hn XCC-5cf3fcéelc9d

-cp Contact -ea -ou
ok

o

o ] ¥ k% o dl ddy dl o
AR NUWAWACLAANNALLLUAILULTTNALUAIRINHNNUNANA

A9l UTeNaNTsNIeF SKLM:
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o lunaihdnlufuseseeadsines SKLM Witleumdssalui:
system> storekeycfg
-add -ip 192.168.70.200 -f tklm-server.der
ok

FT’]&LQ storekeycfg

[
o o A 1

ladstiivenvunaielaasizenoy IP uaznasnATatnaduiu@vines SKLM

| (%
a =

ArugNIsanuaAvingeEiines SKIM ageqadsnanis wanannil A49 storekeycfg fialdinamng

q
v

wazauluiusasildeulag IMM iWenismssaauanugnaedliaudinines SKLM fae
pansie iazuansenffasuidwiusaaensinge

A9 51. ANAS storekeycfy

713719518 1T AN 191AN 81099110 3 ARANIINUILNALAREIFMIASN THATRLARIAEN LATANURIAILABNT

4.
\nendad
aLaan ERUEEGET) A1
A Ao o e A A o o
-add WWNATIT AN ANGALABNARAAY -ip, -pn, -U, -pw LAY -f
-ip Talaasiizaiay IP 199 Telaasiizaiey IP Ngniesweadiviies TFTP/SFTP
\isWiaes TFTP/SFTP
-pn wnnaaInesnresdinnes | munananefangndesueadinnes TFTP vida SFTP (ANGEwAuAD
TFTP vi3a SFTP 69/22)
-u Faflddwiudiines SFTP | Faflingnsiesdmiu@snnes SFTP
-pw saud iU iWaes siarungnsiasduiud@svines SFTP
SFTP
-+ 7o WdvesAditannsvinau | Jelnangnsiesuesdelnaadidanisyinau
-del ladeiieavadilanis | wnamesaiaesddilanisineungnsiesainsianis keycfg
VINUANN NN ATT
-dgrp WunguaesgLinenl Hanguginani
-sXip Waaelaasizeiiey 1P 2ae | Telaasvieiiey IP Nignsesaesdinines SKLM Asaiaasendng 1,
iEsWinas SKLM 2, 3 viin 4
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A9 51. AIAY

storekeycfg (Jse)

AILARAN s1EasLREn AN
-sxpn WHMHNELATNE TR wnnaaInNesANgNAeedEinnaf SKLM Asaiaasende 1, 2, 3
TFWeF SKLM Yi9e 4
-testx NAFALNIINIABAAILALNNT | ANFLAUTENING 1, 2, 3 viTa 4
wanselUsaugswines
SKLM
-h wARRaNTE AN AILAZHD
A
AN
stlutuAnda:
storekeycfg [options]
options:
-add state

-ip ip_address
-pn port_number

-u username
-pw password
-f filename

-del key_index

-dgrp device_group_name

-sxip ip_address

-sxpn port_number

-testx numeric value of SKLM server

-h

AL

Tunnsvindnlususeasreadsnines SKLM litlauadasallil:

system> storekeycfg
add -ip 192.168.70.200 -f tklm-server.der

system> ok

1 1 3
TunsinuuaAfegidimines SKLM uazuinaaanass Witlewandasasialiils:

system> storekeycfg
-slip 192.168.70.249

system> ok

1 1 ¥
Tunsivuadangugiinend Tileuandssasialilil;
system> storekeycfg
~dgrp IBM_SYSTEM_X_SED

system> ok

Ui 10. BumefinauIsvinAIda
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ANRY syncrep

Tadstinaizanldnisgefinsuiosanniudayascaslng

meesie liazuansenffamuidwiusaaensinge

A7 52.

ANEN syncrep

1 d” 3| ° o n‘d‘ % o A = o A 1 o A dl
mmmﬂﬂmﬂummwmgLmemu 3 ARANUNLIZNALANLAIAEN TLALIALARAIAAN LAAIURIAILARNT

4 s
LNEITAY

ALaan F1EAZLREA AN

l Tstrrealunadensiefuiivdeys samba, nfs

- Funisresiiiudieyasceying Tugiuuy URL

-u ARG

-p EL LI

-0 Filaen AFTFMLABNALARAIMTULNNY samba WAz nfs
-d Tl TALNUEIMTULNNY samba
-q AvAuanurNdinmilaqiiu

- HNANNTZUIUNITTIA
sUuUUANAY

syncrep [options] Launch firmware sync from remote repository

options:

-t <sambalnfs> protocol to connect repository

-l location of remote repository (URL format)

-u
P
-0
-d
-q
-c

AR

(1) start

User

Password

option (extra option string for samba and nfs mounts)
domain (domain for samba mount)

query current update status

cancel the sync process

sync with repository

system> syncrep -t samba -l url -u user -p password

(2) query

current update status

system> syncrep -q
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(3)cancel the sync process
system> syncrep -c

1
(74

ANRa thermal

'
o

9y o X o ° : y -
dadatiinaugnnaiazninunaulaunaivuamuiausesszuulaas

~ %o o N o A o | X o o o
ﬂﬁiL?ﬂﬂhﬂ’lm thermal I@?;Ivl,uumL@'ﬂﬂ@ﬁ:lmWMI?;IU’]F.ITWN@WMN?@M mq?q\jﬁl’ﬂiﬂuqzuﬂﬂ\i@q?ﬂqLNHW@WM?‘U

Falaeansinge

A159 53. AI4A4 thermal

A1371958 1T AN 199AN8L0291101 3 ARANIIIUIENaLAREIFMIAEN TUATIRLAFIASN LATANUBIFALABNT

d e
RHEEEN
AILAAN PR MG AN
-mode AN IMNAAINNEAL Un@, Usz@ninin, dusn, Useudn, Uiuusana
-table AN WHUNUIIUUE, N9
ugnsuNeargUnsal (ID)
v
LazANsaunLaeuLl ag
stlunuAgs:
thermal [options]
option:

-mode thermal_mode
-table vendorID_devicetable_number

AaaLina:

system> thermal

-mode normal

-table 80860126 1 10DEODFA 3
system>

ANHY timeouts

E AN AN LA AT ABILAINIIUNAAN

o lun1udnenITnNAIan THANA timeouts

o lunnadasueinisunmaan ERNWFRanaINee AN

« lunsulasuAinimmnanan AudeIEns lunnsnuuariezialnesifuatinatias
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713719618 1Az AR F AN UFANNFUAINITUNAAT ANUANTALATALAALANWULA9AS IasLFUaNaR NS
NITUNAANIDLTTN D TUULALBUN DT LT

19N 54. AIA4 timeouts

71371958 1T RN 191AN 8099110 4 ARANITIIUIENALAREFASN TUATIRLARMASN LAANAINSUFIIASN

dd s
IGERLEN
AILAAN NSUNALIRT “iae AN
£ N139U9ANTIALATEY U fnldau, 0.5, 1, 2, 3, 4, 5, 7.5, 10, 15, 20, 30,
60, 120
- NIFUNAIAUDIFA AR U tlaldenw, 0.5, 1, 1.5, 2, 2.5, 3, 3.5, 4, 4.5, 5,
7.5, 10, 15, 20, 30, 60, 120
-0 MINANANTedTTUULNTRNS U7 tlaldeny, 2.5, 3, 3.5, 4
-s nsthenwuiiaessuulfimnig | / disabled, enabled
AnwadNidaRlanann HW
sUuuuAn4S:
timeouts [options]
options:

-f power_off_delay_watchdog_option

-0 0S_watchdog_option

-l loader_watchdog_option

-s 0S failure screen capture with HW error

Foagna:

system> timeouts
-0 disabled

-l 3.5

-f disabled

-s disabled
system> timeouts -o 2.5
ok

system> timeouts
-0 2.5

-l 35

-f disabled

-s disabled

ANRa tls

'
o

ldAdstiinenmunszAusgnaey TLS
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panesie ilazuanenffawuidmiudaaensinge

A159 55. A9 tls

A1371958 1T AN 1998080231101 3 ARANIIUIENALAREIFMIAEN THUATIRLARIAGN LATANUBIAALADNT

4
BELEN
ALaan EREHGET) A
-min wenIzAUAIgATRY TLS 1.0, 1.1, 12", 1.3
-h uwanansldnuuazdolaan
NN
1. vnluuanisidnsiagniiviuaidluluum NIST-800-131A Compliance azfi@assiapaaidunes TLS iflu 1.2

N9
tls [-options] - configures the minimum TLS level

-min <1.0 | 1.1 | 1.2 | 1.3> - Selects the minimum TLS level
-h - Llists usage and options

AL

wnseIn1egnldauaesrnds tis Witlaumdsisstelyis:
system> tls

-h

system>

1 3
wnsieenisiunefiuaigaaes tis Willauandsssstells;
system> tls

min 1.2

system>

1 1 4
wnsiesnislaaune ffuilaqiiuaes tis uwneddu 1.2 Willeuadsdsstald;

S

0
S

ystem> tls
min 1.2
k

ystem>

J
(™4

AR trespass

'
o

T dstiivenmunAtuazLanstanaunisyngn
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ANGY trespass @1unsnldivenmunAuazwanstanunisynnls daaviunisyngnazuanssadldndngszuy
HuBumasia WEB vise CLI

1 Ail’ a & © o o A 1
[51’15"]\1ﬁl’ﬂiﬂu@ZLL’&ﬁﬂ’ﬂ’]iﬂ’)LN‘HB‘]@’]M?UB‘]QL@@HM’N“’I

A9 56. ANAS uefipw

] ds/G o o rdl 1% o A a o A
b‘l’]ﬁ"]\iﬁl’ﬂiﬂumumqﬁ"]\?ﬂ@’mLLE]’J’Q’]‘H'JH@@\?ﬂ’ﬂ@ﬂu‘l’lﬂiﬁﬂ'ﬂu@ﬁ]ﬂﬁ]’)L@@ﬂLL@%?’]E@KL@HWH@\‘IM’JL@@T]

AALAAN F1EALLAEA

-s AMUUAATRAINNTYNIN
-h wanan g lFeuLATFAan
sUuuuAngS:
usage:

trespass display the trespass message
-s <trespass message> configure trespass message
-h - Lists usage and options

AL

uaneue): daarunisyngnliideddng

system> trespass -s testingmessage
ok

system> trespass

testingmessage

The trespass message contains spaces:
system> trespass -s "testing message"
ok

system> trespass

testing message

1
Lo

AR uefipw

'
o

¥ o nil’ d' o 1 o 1 ¥ o 1 [ = I al
GL°I]ﬂ’mduLWﬂﬂ’]ﬁuﬁﬁ’]ﬁ‘ﬁ@N’]uﬁj@]LL@?%‘LI‘LI UEFI ssiai uiluiuuaigunsingimen

ANdS uefipw @aunsnldsauiuadaasn “p” iNanuunAsiaRNuguasTIL UEFI #1915 XCC vsaadaiasu
“ep” 43U LXCA ianuunAsianugauasyuy UEFI fqedumesiva CLI sannwiluiuu@ausgnaman

1 z o & © o o A 1
5]’13"]\‘1m@iﬂu@&mﬂ\i’ﬂ’]ﬁ‘ﬂ’]LNHW@’]M?UW’JL@@NM’]\?"I
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A9 57. ANES uefipw

! d’j ° [ rdl % o A a o A
ﬁ]??ﬁﬂmﬂiﬂuLﬂuﬁl’]?W\iﬁﬂﬁﬂLLﬂQQunuﬁ@\iﬁ@@NuVlﬂ?zﬂ@Uﬂ‘)ﬁl AIRBANLASTIEAZLALATRIFTILARN

AalRan snaazLaen
-cp sanNnulaqiiy (Fesdmonuealdiiu 20 dnass)
-p saeinwlud (Feelpanngnaluniu 20 Fnasy)
¥ o o ] o
-cep nsvdsvasnuilaqiiu
¥ o o 1 ]
-ep Wgviasviannulug
tluuuAnda:
usage:
uefipw [-options] - Configure the UEFI admin password
options:
-cp - current password (limited to 20 characters)
-p - new password (limited to 20 characters)
-cep - current password encrypted
-ep - new password encrypted

1
74

AR usbeth

1y
o Al

A daiiluniaitlaldanuviretla ldaudwmasinag LAN over USB nnellu

tluuuAnda:

usheth [options]
options:

-en <enabled|disabled>

Aaaging:

system>usbeth

-en : disabled
system>usheth -en enabled
ok

system>usheth

-en : disabled

1
/

AR usbfp

'
o

¥ |
ldAndstiianruannisld BMC 909nWafe USB LILLEANUATH

1 nil/ a & ©° o o A |
ﬁl’]ﬁ"]\‘im’ﬂiﬂu@&mﬁ\?’ﬂqﬁ‘ﬂ%LNHW@’WT?UW]L@@HW’]\?“’I
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1

R399 58. ANEY usbfp

1 d” 3| o [ e‘d‘ % o A = o A
MW?WQM@iﬂHLﬂHW‘Iﬁ"NM@’WEILLG"J@WLL‘)LL'&@\?ﬂﬂm\luﬂﬂ’itﬂﬂllﬂ’]ﬂﬁl"aL@@ﬂLL@S?WE@SL@HWH@Q@'JL@@ﬂ

ALaan Rl
-mode <bmc | server | shared> saAluannsldanudy BMC, @sines vidauuuldausannu
. . P 1l 1% @ o~ v ' o
-it <minutes> susanatie liinis gt d (uauuuldausanii)
-btn <on | off> Waldeunisldilu 1D eaduidaes (uuauuuldausaun)
-own <bmc | server > faAdraadn BMC viaidswines (Inuauuuldanusansii)
o a

AR user

TadstivednDeTnadliianunuas seAUAMEIRTTY TR

|
o aaa 1 %

A&s users S9lfinaaiaTadlduduazudlaindndedudn naiFanldands users Tnalufisnmanazians

v al U

¥ ¥ 9/&1 ! 1 d” o & © o o A 1
mﬂmisﬂmmmw;ﬁmwuﬁmm\imu mm\‘im@iﬂu%u@mmimmummmumL@@ﬂmwj

49

1
o

A9 59. AIA4 user

1 d”a o o rdl % o A a o A ! o A dl
mawmiﬂmﬂummwmaLmemu 3 PRANUNLIIZNALAREIFIADN TLUALIBLAFILARN LAZAIIAIFAILABNT

9
FNEIUBN

AILARN sNeEasLRen AN

-user_index | waneadrtiuestiy@dld | 1 09 12 vide all dwiullivianun

A Ry A AN 1 5 o Iy o o o . .y
-n To1ToyTe 4 asisai i iulsenausgsioge fadnus 9m uarlinaawingu A
g lidasndn 4 dnasy warliinu 16 dnusy

-p E IS N aNGi ARk ansanlszneumieiaeneretneteauilesuasenusei il lisFenus

v T

4 o e A -
wikesn Aanealitiesnds 6 dnase uarliifiu 20 Snasz Anlaay
adarinyalagliisvacn Gelddasfarnszudnanisadngszuuaiausn
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M9 59. ANAY user ({e)

AILAanN F1EAZLREA AN
o a & o a & = o o < X
-a SLALANT syauAnaanunsalusesulnsesunilasaluil:
¥
« super ((AILAN)
1 1 =l
. ro (871egaALA)
.+ garNanvesAsiellil Audae |:
¥ =K o % = v,
— am (nMadfean1sRnnI sy e L)
o =
- rca (mammm@u‘iﬁmmziﬂa)
¥ =] . .
— revma (Madhdenaulaaszeslnanay Virtual Media)
—  pr (M3dndennadlaBannfndsninesainssazling)
- cel (Auamnsnlunisdedayatiuiinmanisnl)
—  bec (M3 vuaAazuALlinas [ﬁugm])
— nsc (MM vuaAezuAlnes [LATRUNLLAZNN93NEIANN
Uaansia])
~ ac (nMemvusrezualings [Tuga])
o ] v o o o 1 d‘ %
-ep TWANIUNTENIHAAL SHANIUNYNFB
(R NFUF1709/AUAN)
o = ild‘ U o o = Eld‘ 1 é’
—clear aulnyanldnsvy FasszymunaaefTiiaeatinydq dnaraunugluuusie Uil
wnaldSuaunm A users -clear -user_index
aunInauyiresnniLes
= o = Dd‘ U
viratTtyTreedldau 16
EZ ¥
widwaninazidngssuy
1@ v 1 [~1 =
aginN 1iuudaziduines
o A A A A v
HnyTneaivaesgnias
AnBnsanneITy T 14
R
iaTuNNNAIALHUeE e
nsautinyddldaslidugn
LAV
-curr wanflindngseunlu
1laqiiy
-sauth luslnmaanisngaagau HMAC-SHA, none
AINYNABITRY SNMPV3
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M9 59. ANAY user ({Fia)

ALAAN FnaazLAA AN
-spriv ldslmpaamanuiiludausian | CBC-DES, AES, none
2189 SNMPv3
-Spw MAAIUAI189 SNMPV3 sWaruNgNFY
-sepw IAAIUFIR9 SNMPV3 sARUNGNETRY
(R ET)
-sacc szinnnnaidna SNMPV3 | get, set
-strap Falaas SNMPV3 Trap %Iamﬁﬁgﬂﬁm
-pk WARSAANE1904Y SSH ECUIR L S AT NNV A
gudug 1 NNELNA:
«  Ad SSH IMmua iU ldusasAdazuaniliu wiandasuneiad
ArtieeAtinIgszy
- ielddvdenAdaisiane SSH seldfanen -pk wasswiigld
(fial@en -userindex) 19931luuy: users -2 -pk
- Atvisnuneg lugluuy OpenSSH
- o L v o . . =
« & miulvun Flex mdsaesgldazarinaniziinyd IPMI uay
SNMP nelumingiu Tdsassusiaen -pk @15y Flex System
a 6 i// o A d" 1o a o 2 U o A d;
-e uwanaAe SSH Tanualugl | dadeniiluifuenfiawus wazsedlduanaindaiaen users -pk 2w
WUl OpenSSH TNUUA
(AALADNATAIE1TUE wanewe: Waldfanenadanansne SSH fedlddaiaen -pk A
SSH) ﬁmﬁtﬁ%’ (Faiaan -userindex) 22931luIL: users -2 -pk -e
a o v ¥ o a o al' | .
-remove auAgANe1TE SSH ang | fevszyunienadriaesAtansnsniznazaueaniy -key_index
i s -all Nenizianzasdmiuagviaunannun AUl
(ALARNASA1IEISUE NNLILUB):
SSH) A gye A  ao o yo A o o Ny
- Weldsamenadansnsue SSH sacldsinaen -pk wAIATTE L
(rﬁl’qﬁﬂﬂ -userindex) mﬂdgﬂLL‘uu: users -2 -pk -remove -1
« & miuluun Flex mdsaesgldazarinaniziinyd IPMI uay
SNMP nmelumingiu lisasfusai@an -remove @i Flex
System
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A9 59. AIAY

user ({rie)

AILAAN

s1eEazLRen

A1

-add

{inAdanasniz SSH
gudugld
(ALARNASANE15U
SSH)

AfnAuFneATaanInedrytlszniABeaTugluuy OpenSSH
N2

svuuazldFn@en -add lnglisudainenAnda users -pk 2w
SR

Waldfvaenatansnsniy SSH sasldsaiaen -pk wasseield
(fiaen -userindex) 28931/ users -2 -pk -add
"AAAAB3NzC1yc2EAAAABIWAAA QEAvfnTUzRF7pdBuaBy4do/
alFasa/Gtc+o/wlZnuC4aD
HMA1UmnMyLOCiIaNOy400ICEKCqjKEhrYymtAoVtfKApv
Y39GpnSGRC/qcLGWLMAcmirKL5kxHNOgqIcwbTINPceoKH j46XTE
+mqlfWnAhhjDpcVFjagM3Ek2yTw/tBGrwGgNTDP
HJU1tzcJy68mEANIrzjUoR98Q3/B9¢cID7TydGKe8rPdI2
hIEpXR5dNUiupA1Yd8PSSMgdukASKEd3eRRZTBL3SAtMu
cUsTkYjlXcqex10Qz4+N50R6MbNcwlsx+mTEAvvcpJhug
aTOUNPGhLIML6kTjeliQ8Xd2p Xb0ZQ=="

g miuTnun Flex Adaaasifldazainieniziingd IPMI uas
SNMP neluwintie laisesfusiaien -add @msu Flex System

-upld

flluanAeanasauy SSH
(AALARNALAIE1TUE
SSH)

J Yo A . ¥ o 1A e
muum‘lmmm@ﬂ -i ey -l ABNTTLATLNUNAL
WNELUB:

sruvazldFagen -upld tneldsandadenAnds users -pk @
MR (BN -1 ez -L)

Tunalaaupdsandud Anfiasszy -key_index Tunisiiuaed
avlwingsenisvespdilaqiiu sessvydativesnd
WaldFvaenadansnsnie SSH sasldsaiaan -pk wasseield
(fniaen -userindex) 99931uuL: users -2 -pk -upld -i
tftp://9.72.216.40/ - file.key

[J o o uI/ ¥ o o v

A miulnun Flex mdaaasifldazainieniziingd IPMI uas
SNMP nneluwintiu laiseasiusiaiaen -upld @msu Flex System
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19N 59. AIAY

user ({sin)

ALADN FERZIDEA AN
-dnld aolvanAtansane muunlyd -key_index fasszypeinazainiluan uazsoi@en -i uay
SSH g -1 flasszysnumibsnisanailuanuupenRapefiaTasani i
(AAaNASANEITE @fninasf TFTP
SSH) NI
- szuuarldfanen -dnld Tagluisusamenands users -pk aw
Y v . .
MNUNA (N -1, -1 kay -key _index)
- WeldfamenAdanssue SSH sacldiaaen -pk asaniE g
(I?T'Jlﬁ’aﬂ -userindex) mﬂqgﬂLL‘U‘u: users -2 -pk -dnld -1 -i
tftp://9.72.216.40/ -1 file.key
i Vg 1P 90EsWnes TFTP/ | et IP Nignses
SFTP & 3un138ivian wanee: sasldinamen -i sunnvunlaesaidanAda users -pk
vraaniivan naad -upld uaz users -pk -dnld
(ALARNASANEISUE
SSH)
[ a6 '8 [ dl k% 1 Q’ % A
-pn winaaanesnIadivines | wungwanesangne (AGNAUAe 69/22)
TFTP/SFTP UNNELUE: WIHRSAINAMTLAUARNATAY users -pk -upld U
(AIAaNASENEITE users -pk -dnld
SSH)
-u Faf [F&MIuE e s Tag ldngnsias
SFTP WUNEILUG): N1 RRe S NE MFLFAeNA14Y users -pk -upld LAz
(ALARNASAIEISUE users -pk -dnld
SSH)
-pw sHARIUEMTLE e f sALUNgNERY
SFTP NG WIHRSAINAMTLAARNATAY users -pk -upld uaz
(A ARNASANEITNE users -pk -dnld
SSH)
- galddmiunnsdiivan | Felnangnsias
wsendanlnaAde L | wanawwe: sesldfaden -1 muninuualaesa@enaAds users -pk
TFTP %38 SFTP -upld waz users -pk -dnld
(ALARNASAIEISUE
SSH)
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M9 59. ANAY user ({e)

AILAanN F1EAZLREA AN
. 4 . 4 e A Al e =
-af ganfunsdansieainlaas | sanistelaadiaziey 1P NduMLATaMNIAaNA AN TR
(ALARNASANEISU 511 §nase dnaseignsies tHun: FaNEsuazFaaY 1ATeInMIg
SSH) AANIA ABNAY LATESUNNANDNN LATENUNNESALATE QanIA SRAIA

Traau uardyanuniilasifus

-cm ALY AN AUMEATasINeftyLsenAAeY A uandldiiu 255 dnasy
(ALARNASANE15U wanawn: e lddanenadanansoue SSH Feclddamen -pk uas
SSH) ﬁmﬁéﬂ% (Fiaen -userindex) 28931/uIL: users -2 -pk -cm "This

is my comment."

stlunuAngs:
users [-options] - display/configure user accounts
options:
-[1-12] - user account number
-l - display password expiration days
-n - username (limited to 16 characters)
-p - password (limited to 32 characters)
-shp - set hashpassword (total 64 characters)
-ssalt - set salt (limited to 64 characters)
-ghp - get hashpassword
-gsalt - get salt
-ep - encrypted password (used with backup/restore )
- - authority level (super, ro, custom:am|rcalrcvmalpricellbcInsclac)
-am - User account management access
-rca - Remote console access
-rcvma - Remote console and remote disk (virtual media) access
-pr - Remote server power/restart access
-cel - Ability to clear event logs
-be - Adapter Configuration (basic)
-nsc - Adapter Configuration (network and security)
-ac - Adapter Configuration (advanced)
-clear - clear user account
-curr - display current users
-sauth  (none|HMAC-SHA) - snmpv3 authentication protocol
-spriv. (none|CBC-DES|AES) - snmpv3 privacy protocol
-SpwW password - snmpv3 privacy password
-sepw encryptedpassword - snmpv3 privacy password (encrypted)
-sacc (Get) - snmpv3 Access type
-strap  hostname - snmpv3 trap hostname
-pk - SSH public keys options:
-e - Displays the entire key in OpenSSH format
-remove - Removes the specified key for the specified user
-add - Adds a public key for the specified user
-upld - Used to upload a public key in OpenSSH/RFC4716 format
-dnld - Used to download the specified public key to a TFTP/SFTP server
-i - IP address of the TFTP/SFTP
-pn - port number of tftp/sftp server (default 69/22)
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-u - username for sftp server

-pw - password for sftp server
-l - Filename of the key file when uploading or downloading via TFTP/SFTP
-af - accept connections from host, in the format: from="<list>", where

<list> is a comma-separated list of hostnames and IP addresses
(limited to 511 characters)
-cm - comment (limited to 255 characters, must be quote-delimited)

waneLue): -annsnldunanansuuunuuaesianiulunuyla il

FINREINg:
system> users
Account Login ID Advanced Attribute Role Password Expires
1 USERID Native Administrator 89 day(s)

system> users -2 -n sptest -p PasswOrd12 -a super

The user is required to change the password when the user logs in to the management server for the first time
ok

system> users

Account Login ID Advanced Attribute Role Password Expires
1 USERID Native Administrator 90 day(s)
2 sptest Native Administrator Password expired

system> hashpw -sw enabled -re enabled

system> users -5 -n guest5 -shp 292bchc41bb078cf5bd258db60b63adh337c8c954409442¢cfad7148bcé428fee —ssalt abc -a super
system> users -5 ghp

292bcbc41bb078cf5hd258db60bh63adb337¢c8¢c954409442cfad7148bcb428fee

system> users -5 gsalt

abc

system> users -2 -n sptest -p PasswOrd12 -a custom:am|rca

The user is required to change the password when the user logs in to the management server for the first time

ok

J
.74

AIRIAILIAN IMM

o

Ydatlazuanesan1sAds CLI N3ALAN IMM ANNFaants

'
°© o o

ANGINNIALAN IMM § 7 ANAIAAEL:

1
Lo

ANA4 alertentries

'
o

lAdstiivednnisiiunisudaiman

v
o

«  n33enld alertentries InelUTANARNAZULAAINITFIAIINLNITLAIFADUINNA

o J

«  alertentries -number -test AzA519NTUAUREUNAABLANNUNEAYATLE LTI YUR

o o

- alertentries -number (number AAUNNELAT O - 12) AZUAAINITFIAIINUNITURILFDUATNUN LAY AT TUN
svy viva iAo ln1essAn sudsiaud miLEFudanana
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panesie ilazuanenffawuidmiudaaensinge

1579 60. AI44 alertentries

A1371958 1T AN 1998080231101 3 ARANIIUIENALAREIFMIAEN THUATIRLARIAGN LATANUBIAALADNT

4
bNEIUBN
AalRan | seazidan A
number | wingaaATEFURAzuans | 1 D 12
= =
s wily wseay
Var v A
-status anueEiuNTUAaReY on, off
v A .
-type UIzANNTUAUFDY email, syslog
o K =
-log sontunnmpnsailuawa | on, off
v A v
NFUAALARUGLE
lﬂl Yo v A a
n TegFunTuAaReY GTIEN
S 2o Y S A 9
-e Pegdmaiunsudaien | Negaiuangnses
, N 4o e o o
-ip et IP vizeTelaasiaes et IP vizaTelaasingnsies
Syslog
-pn WHNELAINDIATBY Syslog | MNNELATNETANINFDY
-del ALMNELATATHE LTz
b4 ¥ A
-test A3NTUANLRI U AAEL

o Ave o
ATNUNELAUATULTUNTEY

Ui 10. BumefinauIsinAIda
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M19N 60. ANAY alertentries (J5iB)

s

D

Nazdensudaian

ARan FEazLDYA AN
-crt ﬁxiﬁ’]mamﬁ‘m?’muﬂﬁ%m all, none custom: te|vo|po|d||fa|cp|me||n|re|ot
nTuAaLFaN uunwmmmnmLmummm\mmuumfm TnaldsnanisAnRAusae
Lmﬂ\‘mmmmLmeﬂugﬂLLU‘u alertentries -crt custom:te|vo dauindliy
ANNUUALEIAR:
.+ te: gAML BN TUA
. - o de
o vor wasu RN e e usann e
«  po: sruulnAndadeedeus
o di: afananlasidades
. fa: Waandadeg
- cp: llnsldnmamesindas
. me: nidgANadadeg
o in anfauasldsaniulile
« re: NMIANTRINATUT AT R
o 4
ot RN
1 % A Ea% N
-crten Aan13uaneuuANIaidie | enabled, disabled
1N
-wrn FeAmeNIsniszAuAReuN | all, none, custom: rp|te|vo|po|fa|cp|me|ot

i”umammmﬂmLm@ui”mummaummuummq TaeldsenisAnia
mﬂLm@wmmmLLuqm\ﬂugﬂLLw alertentries -wrn custom:rp|te muw
AN uusesme:
o A Y o o
« P ANLAEUIEEINITANTRINATIU
¢+ te: QUUQRINWINUTSEALARa NN MUA
o vo wrsulWHN RN s LA UANLEauAN LA
« po: NAMRIARIN T TALARAUAN LA
+ fa wpnsnin i auwsafaiuinas
o cp: Wiasldsmamesilsz@nsninanas

«  me: AFALIAENTUNLNEANNAN

« ot WENMIRITTALANARUE
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#1394 60. ANAY alertentries ({FB)

AALAAN ERUEEGET) A1
-wrnen zﬁ'dﬂ’]ﬁ‘LﬁdLﬁﬂumamix‘ﬂi enabled, disabled
SLALIANRDY
-sys peAuAnsniilsyanfiazds | all, none, custom:loftiolot|polbfitilpfleline
Nsudeiian syynsseAINswdaFieutszaniniuuales taaldananisannAusae
LPFRINETALUIAI UL alertentries -sys custom:loltio daufii{lu
ANTINIVUALEIAS:
«+ lo: madnlduszaslnadniga
. a oa =< 6 &
« tio: sxuudlfriRnnsdanan ndiens
e A o s
. ot wgnisndanr) Nenfudeyauazsvuy
«  po: HaAlANasINIeNTTLL
«  bf: nsymezuulfiEnsdndes
o til: WsunssihszdssiaTuansruudfuRnistanan ndiens
o Y dl %
+  pf: Avwdndesiananinild (PFA)
. el tuinugmenildlluda 75%
44
« ne: iwaswATeINg
-sysen zﬁ'm’mﬁuﬁ@ul,mﬂ’]sai enabled, disabled
13zan
tluuyAnda:

alertentries [options]

options:

-number recipient_number
-status status
-type alert_type
-log include_log_state
-n recipient_name
-e email_address
-ip ip_addr_or_hostname
-pn port_number

-del
-test

-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state
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Aoagna:
system> alertentries
1. test

. <not used>
<not used>
<not used>
<not used>
<not used>
<not used>
<not used>
9. <not used>
10. <not used>
11. <not used>
12. <not used>

00 ~NO U WN

system> alertentries -1
-status off

-log off

-n test

-e test@mytest.com

-crt all

-wrn all

-sys none

system>

J
.74

AR batch

'
o

¥ 1 1 1 1
Tpndatiiedenldandaly LI atheliasniisnanisneglulng

v
o ussiaA NN AL UNTasAuGusae #

'
o

A = - - ° JRgy o o o Y a
. LN@L?QﬂiﬂW@LLUVﬁJ TLUURACLAANANAINANLUAINTANNLTURALLAANUDNANANA

- AmdlnduundnddanenadanliianenaldFuaisien

pangstelliazuananifiamudduiusaaensie

1

194 61. AI44 batch

1 d”a o e/rdl Y o A a0 e A ! u/ddl
MW?WQM@iﬂi&ﬂumqiﬁﬂﬂﬂﬁﬂHQQQWMQLL3 ARAANUNLILNALANYARLAAN TNLAZIBLAFIADN LALANIBIFILARNT

Aendaq
ALAAN F88z1DEA AN
f Salwsuund Selnsignias
-ip ?ifag' IP aau@iWies TFTP/SFTP ﬁ@g.j 1P ﬁgnrﬁm
-pn PNLLAINATHRESNLIRT TFTP/SFTP ummmmm'mﬁgﬂﬁm (ﬂ"]ém AuAe 69/22)
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M9 61. ANAY batch (J58)

AIAaN | sEazLann A
-u Tailddwiuigiines SFTP Taffldngnsias
-pw IWANUAUTLVTTNIeT SFTP e A RITIalaT 6N,
tluuyAnga:
batch [options]
option:
-f filename

-ip ip_address
-pn port_number
username

-pw password

FNBENLTU:

system> batch -f sslcfg.cli -ip 192.168.70.200
1 : sslcfg client dnld ip 192.168.70.20

Command total/errors/warnings: 8 / 1 / 0
system>

"
74

o
AN|Y clearcfg
A FaTliNanIMUANITHIAY IMM AN ENAuaINTeU

2o o X \ o v  aa S ° ' o o Y v ° '
Iuﬂqilmﬂqﬂqu ﬂﬂq\‘iu@ﬂ@mmﬂqmﬂmﬁiuﬂqﬁ‘ﬂ’]ﬂuﬂﬂ’]ﬂgﬁLL@ﬂLmﬂﬁ"ﬂu@]ﬂ NRIMNAWLBHANTITNTUUAAN IMM
¥ a e
WAl IMM AZTRABNTN

1
(74

ANR4 clock

'
o

TdAdstiieuansiuiiuazinanilagiii AruanunsnseAAgaie UTC uaziaan Daylight Saving

BMC Fuanannidswineslaasvrad@snines NTP

narnfuannlaafanaidunainialufiasiu@anal UTC aasssatsaaaniaasidu UTC minlddnasld NTP
wazlaas ldguuy UTC Aaage UTC a1asagflugiluuy +0200, +2:00, +2 Wea 2 41wduA1uan uaz -0500,
-5:00 ¥138 -5 @WFUANALALS ArTaLte UTC waziian Daylight Saving azldiu NTP vizailialuunlaasfidu

uTC

daufuAntae UTC winfiu +2, -7, -6, -5, -4 uaz -3 anflufinsdin1sseAn Daylight Saving WuLRLAL

Uil 10. Buwmefmaussvinada 215



& mFudn +2 azsiasldsiaaan Daylight Saving 6vil: off, ee (glsimzduann), tky (5570), bei (LgA), amm

(FNNN), jem (IFTUAN)

gvFuen -7 azsiesldfaden Daylight Saving Aai:
aFuAn -6 azfingldfaiaan Daylight Saving A9il:
d1v5uAn -5 azsiagldsaiaen Daylight Saving Aadl:

aFuAn -4 azfiagldfadan Daylight Saving A9i:

off, mtn (WNUNW), maz (NITIAAL)
off, mex (4inT1N), cna (BLNINIWLEABUNAIY)
off, cub (AMu1), ena (awidnTwilaidlansduaen)

off, asu (8qu@anY), cui (QUILM), san (TwRaln),

cat (LAWIAN - LOFLALFN)

o

o @wmiuen -3 azdesldia@en Daylight Saving #9il: off, gtb (nNemaew), bre (LsTa - Aziuaen)

sUuuAn4S:

clock [options]

options:

-u UTC offset

-dst on/off/special case

-host - local | utc , format of time obtained from host
Windows systems use local, Linux uses utc

(default: utc)

ANALNNLT:
system> clock
12/12/2011 13:15:23 GMT-5:00 dst on

J
.74

ANK4 identify

'
o

ldAdstiiadlnvirallnlW LED szyaniuzuusiaipzes vizess W ineniy

faiaen -d amnsnldiudaiaen -s on WedlalW LED walinduiimaissysossa@en -d In LED aztlandan
sunvuaaInszy 14

sUuuuAn4S:
identify [options]
options:

-s on/off/blink
-d seconds

ZeLINE

system> identify

-s off

system> identify -s on -d 30
ok

system>
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£%
o

~ v o o . N A 9 ° | A va > | X
nszenliAnds info tnelilsaenazuansdeyamumisisuazdfnse IMM viaunn nisesielliazuans
21U MFUFRaN AN

A9 62. AIEN info

' X o o o oal Y oA = o ) o A A
m?’]\‘im‘ﬂvlﬂmﬂumw’]\‘ma’mLLm@’]u'}u 3 ARANUNUIZNAUATLFIABN TIUAZBLAFILABN WAZANURIALADNT

4 e
NETe
AALAAN FIEATLREA A1
-name Ta IMM AlZEN!
contact | TnveEFAGD IMM G
-location | FUMLITIGS IMM BN
-room’ Fa3T1¥R IMM GIZEN
-rack’ FagELudA IMM GIZEN
-rup' FLUUITed IMM Tuusa BN
-ruh AN TuMaeuTA BIUBENLALY
4 . oa
-bbay 59 Blade Bay BIUBENUAEN
' ds) | g ' = ' a @ 1 I
1. antbilunuvduedpaouazliaunsosdnldnin IMM aglu Flex System

stluuuAnda:

info [options]

option:
-name xcc_name
-contact contact_name
-location xcc_location
-room room_id
-rack rack_id
-rup rack_unit_position
-ruh rack_unit_height
-bbay blade_bay
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AR spreset

'
o

AN &9iiNeTamsn IMM

'
o o =

TunsldAndsil atatiernnisiasidnslunisiuuadtasunilinaiduga

J
o Q

[ - 74 v
ANTAGLLL ‘lel,&l ﬁl’ﬂ\'ﬂ;‘ﬁﬁl’) LU
satatazuanisansidauny e ununnusasnes

o

1 1 v
A ldsasldfaunun 3 Adasail:

AR storage

|
- =)

T dstiinauaninauaznuuardaya (mnsasiulaaunannasy) Aaaiuglnsnidafivaeadsnies G

Q

n3dansing IMM
pnanesie iazuansenfiamuidwiusaaensinge

A3 63. ANES storage

A13719618 1T AN 1998181099110 3 ARANIITNUIT N LAREIFMIAGN THATRLARIAAN LATANTRIAILABNT
INendag
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M9 63. ANAY storage (Jre)

AILAAN

sNEazLREn

A1

-list

WARPNTIENTTTINUNNFT AL LR
Aan15iAe IMM

controllers|pools|volumes|drives

A A
le target AR:

controllers: meiwmsﬁ'smw;u RAID 7
avuayy’

pools: LAAIIIENIWANARLTLTUALITRTLFD
AILAN RAID'

volumes: uanssnan1slaguAniLTUNLITas
AUFAYLAN RAID

drives: Lama318n19 lasAS A UTLAENTaaiU
FIALAN RAID'

-list -target target_id

wgAa18n1s iunng nnsdaLAL
dmnslae IMM A1u target_id

pools|volumes|drives ctrl[x]|pool[x]

e target Loz target id An:

pools ctrlx]: WAANIIANITNANAALTLIT
WNeadaeiusiapauAN RAID §1989a7n target_
id'

volumes ctrl[x]|pool[x]: Lanssen3slaguan
WugufaadesiufiaIuan RAID §1989a1n

target_id’
drives ctriix]|pool[x]: k&manenislasHamiy

Fenaadesiudancunn RAID §1989an
target_id’

-list flashdimms

LLAaM9918IN19 Flash DIMM ﬁ'ﬁ/ﬂﬂ’]i
Tag IMM

-list devices

WAPNADIUZIBIAATILAY Flash
DIMM $19usanaanisTag IMM

-show target_id

Iy a =
wansdayaresiiunneiiaen o
apN13lag IMM

i I
la target_id An:

ctri[x]|vol[x]|disk[x]|pool[x]

[flashdimm[x]
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M19N 63. ANAY storage ([Fie)

s

880

PR HGET)

A1

-show target_id info

wansdayalnaaziBannaaii
nunaaen anansiag IMM

= LA
L@ target_id Aa:

ctri[x]|vol[x]|disk[x]|pool[x]

[flashdimm[x]

-show target_id

firmware®

wansdoyaiisuufaaainuuned
iwan dannisiag IMM

e target_id An:
ctri[x]|disk[x]|flashdimm[x]?

-showlog target_id<m:n|

all>®

waastiuinwenisafaeainvang
Aaan desanislag IMM

14 target_id Aa: ctri[x]*

m:n|all

= A4 £ = o I -
LB m:n ﬁﬂﬂu\iﬂ\?@ququﬁ\‘i@ﬂm@\?uumﬂL‘Vll;ﬂﬂq?m

= A o o= o
e all ABUUNNINANITIUIINUNA

-config ctrl -scanforgn

-target target_id®

AF2AUINIINIUUAAT RAID wilan
Uaau

118 target_id Aa: ctrix]®

-config ctrl -imptforgn

-target target_id®

Ydn1sNIvuaAl RAID wlan
Uaau

1la target_id Aa: ctrix]®

-config ctrl -clrforgn

-target target_id®

A9n13NuAA RAID wilan
Uaau

118 target_id Aa: ctrl[x]’

-config ctrl -clrcfg

-target target_id®

A19N13NNUUAAT RAID

\ia target_id Aa: ctri[x]®

-config drv -mkoffline

-target target_id®

ulasuulasaniuzaadlasiain
aaulailidluaanlan

\a target_id Aa: disk[x]’

-config drv -mkonline

-target target_id®

ulasudasaniuzaadlasiain
aanladifluaaulan

\le target_id Aa: disk[x]®

-config drv -mkmissing

-target targe’[_id3

nazaansng nsiaanlailiflu
Ay ° '
TasHan1Inan ldTn1sn uuaen

e target_id Aa: disk[x]®

220  XClarity Controller 7 Intel Xeon SP (1st, 2nd Gen)ﬁjﬁmﬂ%




M9 63. ANAY storage (Jre)

AILAAN

sNEazLREn

-config drv -prprm

-target target_id®

= Ay °
izl Iaslan wAN linsnnuue

ANANUTLNNTUNREN

e target_id Ae: disk[x]®

-config drv -undoprprm

-target target_id>

a o = aa
gnannIvaLeseN lasdan wan
TN NUAANE1MTUNNTUNBeN

\lia target_id Aa: disk[x]®

-config drv -mkbad
-target target_id®

wlasulasdanwanluinng
AuusANTulaslldmnnzaui
Tifn1snUARN

\la target_id Ae: disk[x]°

-config drv -mkgood

-target target_id®

wlasulasdldwnnzaninliinng

=

Auusnandulasdan wan i
NNTANUAAT

=
VEG)

utlaalasliuy Just a Bunch of
Disks (JBOD) WlulasWan nan
Taifnsn AR

e target_id Ae: disk[x]®

-config drv -addhsp
-[dedicated pools]
-target target_id3

seylasiniaaniiniiluy Hot Spare
A MFUFRILANTENAIALILH

el

e target_id Aa: disk[x]®

-config drv -rmhsp

-target target_id®

nam Hot Spare aan

e target_id A%: disk[x]®

-config vol -remove

-target target_id®

nanlaguaanuilegn

e target_id A: vol[x]®
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M19N 63. ANAY storage ([Fie)

s

880 PR HGET)

A1

-config vol -set [-N] [-w] | uflupnaniiFaeslaguuilage
[-r 1 [-] [-a] [-d] [-b]
-target target_id®

[-N volume_name] ﬁ‘ﬂ‘dﬂﬂ‘n‘ﬂ\ﬁ%ﬂu

[-w <0|1]2>] Aeulaunanisdeuwae:

—  {law 0 dwFuulaung Write Through
—  flau 1 dwFuulaune Write Back

—  ilau 2 dwFuulaune Write With Battery
Backup Unit (BBU)

[-r <0]1]2>] AeulauenIs8NLAT:

—  {lauw 0 dawFunlaung No Read Ahead
—  ilau 1 @ wFuuleung Read Ahead

- {lau 2 dwFuulaune Adaptive Read
Ahead

[-i <0]1>] AewleLng 1/O 18IuAT:

— {law 0 dawsunleune Direct /O
— dlau 1 dwFuulsune Cached 110

[-a <0|2|3>] Aeulaunensdnne:

—  lau 0 dwFunlaune Read Write
—  flau 2 & uiuulauie Read Only
- ilaw 3 dwFuuleung Blocked

[-d <0[1]2>] AeuleuneuATIaIRA:

— {au 0 wnlifnsulasuslasulaung

=

— AN 1 wedlalgenuulaune®
— AuA 2 wellaldaruulaung

[-b <0[1>] ABNTIFNFAULILNUNAS:

— {eu 0 WellaldeunisEusiu
—  {au 1 WweillaldaunisBus

-target_id A® vol[x]®

-config vol -add<[-R] ailaguuilsmadniunadniiu

[-R <0[1|5|1E|6|10]50]60]00|1ERLQO]
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M9 63. ANAY storage (Jre)

AILAAN

sNEazLREn

[-D disk] [-H disk] [-1
hole]> [-N] [-w] [,/

Tndidladhmunehasanaua

Y

179

aF19lagusnana
d a
Wadhunerena

al

1EORLQO>] sfadaniildniumumszsiu RAID
waldriunandniuludminu

[-D disk [id11]:disk[id12]:..disk[id21]:disk
lid22]:..] fomenuldnmuangulasd (soudea
i) wazldriunandafiulusdminu

[-H disk [id1]:disk[id2]:..Jfaiaanildn1vus
ngw Hot Spare uazldiunananiivlu
WiNTiu

[-1 hole] FlaanHIE NN ALANNIELATATTUD

X 4, o & Ao
NUNININWARLNUNNDE

U

[-N volume_name] ﬁ'ﬂ%’ﬂﬂlm%@:u

[-w <0[1]2>] AeulgunenN T A8 ULAT:

- flau 0 & wiuulauie Write Through
- tlau 1 dwduulaung Write Back

- flau 2 dwFuulaung Write With Battery
Backup Unit (BBU)

r <0[1|2>] AewlELNEN1TENULAT

|

—  {lauw 0 dwFuuleung No Read Ahead
—  {lau 1 dw5uuleung Read Ahead

- tlau 2 dwiuulaune Adaptive Read
Ahead

-config vol -add[-i] [-a]
[-d] [-] [-S] [-P] -target
target_id®

aFalguuiligadniunadaiiy
Inslilladihunnehesanauny
A

178

o @ Ao
pufiunag

£l
do
nannu

aFalaguanana
4 a
Wadhunepena

al

-i <0]1>] Aeulauny /0 189uAT:

—

—  ilau 0 dwFunlaune Direct 110
—  {lauw 1 dwFuuleung Cached 1/0

[-a <0|2I3>] Aaulauienigdnne:

—  {lauw 0 dwFuuleune Read Write
—  {lau 2 dwiuulaue Read Only
- {lau 3 dwFuuleung Blocked

[-d <0]1]2>] AewlgLNeuATIRIAAT:
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M19N 63. ANAY storage ([Fie)

s

880

PR HGET)

A1

flaw 0 wnluinisasunlasulene

— dau 1 wedlaldeuulene®
— {eu 2 Wweillalfauulaune

[-f <0/1/2>] AaUszLnnnIgENsL:

— {au 0 wnldfaansldnsENmA
— Ay 1 ¥WNARINITENAULLUAIY
— {81 2 WNARINITENFULLILIEN

[-S volume_size] Aezunaadlagulud laed
widaenily MB

[-P strip_size] AaauIANTULNAUTRITIqN
Wi 128K viva 1M

-target target_id An:
—  ctrilx] (Wandmfinlug)®

~  poollx] (Wandmiunieg)®

-config vol -getfreecap
[-R] [-D disk] [-H disk]
-target target_id®

= A, |
FEnALENIUANINgTIdNeE U8
naxlas

[-R <0|1|5|1E[6]10|50|60|00|1ERLQO]
1EORLQO>] sadenildniumumszsu RAID
waldriunwandmfiulusminguy

[-D disk [id111:[id12]:..[id211:[id22]:..] Aaaen
Bldnuangulad (sandeaui) uagldiv
Wandafiuludwiniu

[-H disk [id1]:id2]:..]fa@enBldnvuangs
Hot Spare uazldiunandniulusmingy

-target target_id An:

- ctrx]®
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M9 63. ANAY storage (Jre)

1.

AILAAN sNEazLREn AN
ax Yo o o A

-help LAAII NN LT AN AILAZFILADN

NNELUR:

1 v 1
AdnldFunssasiulRnzuLEWe N IMM ansnsadinfssiansuAn RAID

2. Tagaziinsuansdayaiiiuunfianizdmiudanaunu far uay Flash DIMM wintiu wazazliuansdaya
Winuafdmiunauazioguininandes
3. dayAlzuARINALLILNANYLIIAHEIANRNLNAN TR
4. pndsiiseafunisynausaniudinesiatiuayuiuiin RAID winilu
5. Adstlsasiunisvinausaniu@inesiatiuayunisninunal RAID Wit
6. A1 Enable luiaiuayunisnivunel RAID sviu 1
) o A Ay Py [y ! o A A A o o o o .
7. annsudauzesiadeni laulainsuanslifnuans daudeniinaed miuan4s storage -config vol -add
azuangluunatnaly
stluuyAnga:
storage [options]
option:

-config ctrlldrvlvel -option [-options] -target target_id

-list
-list
-list
-list
-list
-list
-show
-show
-show
-show
-h he

Foaeing
system>
-config
ok
system>
system>
-config
ok
system>
system>
-config
ok
system>
system>
-config

controllers|pools|volumesldrives

pools -target ctrl[x]

volumes -target ctrl[x]lpool[x]

drives -target ctrl[x]lpool[x]

devices

flashdimms

target_id
{ctrl[x]lpool[x]ldisk[x]lvol[x]Iflashdimm[x]} info
{ctrl[x]ldisk[x]Iflashdimm[x]}firmware
log ctrl[xIm:nlall

lp

storage
ctrl -clrcfg -target ctrl[0]

storage
ctrl -clrforgn -target ctrl[0]

storage
ctrl -imptforgn -target ctrl[0]

storage
ctrl -scanforgn -target ctrl[0]

Detect 1 foreign configuration(s) on controller ctrl[0]

system>
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system> storage

-config drv -addhsp -dedicated pool[0-1] -target disk[0-0]
ok

system>

system> storage

-config drv -addhsp -target disk[0-0]

ok

system>

system> storage

-config drv -mkbad -target disk[0-0]

ok

system>

system> storage

-config drv -mkgood -target disk[0-0]
ok

system>

system> storage

-config drv -mkmissing -target disk[0-0]
ok

system>

system> storage

-config drv -mkoffline -target disk[0-0]
ok

system>

system> storage

-config drv -mkonline -target disk[0-0]
ok

system>

system> storage

-config drv -prprm -target disk[0-0]

ok

system>

system> storage

-config drv -rmhsp -target disk[0-0]

ok

system>

system> storage

-config drv -undoprprm -target disk[0-0]
ok

system>

system> storage

-config vol -add -1 1 -target pool[0-1]
ok

system>

system> storage

-config vol -add -R 1 -D disk[0-0]:disk[0-1] -w 1 -r 2 -i 0 -a 0 -d 0 -f 0
-N LD_volume -S 100000 -P 64K -H disk[0-2] -target ctrl[0]
ok

system>

system> storage

-config vol -getfreecap -R 1 -D disk[0-0]:disk[0-1] -H disk[0-2] -target ctrl[0]
The drive group configuration is good with free capacity 500000MB
system>

system> storage

-config vol -remove -target vol[0-1]

ok

system>

system> storage

-config vol -set -N LD_volume -w 0 -target vol[0-0]
ok

system>
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system> storage

-list controllers

ctrl[0] ServerRAID M5110e(Slot No. 0)
ctrl[1] ServerRAID M5110f(Slot No. 1)
system>

system> storage

-list drives

disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-list flashdimms
flashdimm[1] Flash DIMM 1
flashdimm[4] Flash DIMM 4
flashdimm[9] Flash DIMM 9
system>

system> storage

-list pools

pool[0-0] Storage Pool 0
pool[0-1] Storage Pool 1
system>

system> storage

-list volumes
system>storage -list volumes
vol[0-0] Volume 0
vol[0-1] Volume 1
Vol[0-2] Volume 2
system>

system> storage

-list drives -target ctrl[0]
disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-list drives -target pool[0-0]
disk[0-0] Drive 0
disk[0-1] Drive 1
system>

system> storage

-list pools -target ctrl[0]
pool[0-0] Storage Pool 0
system>

system> storage

-list volumes -target ctrl[0]
vol[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage

-list volumes -target pool[0-0]
vol[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage

-show ctrl[0] firmware

Total Firmware number: 2
Name: RAID Firmwarel
Description: RAID Firmware
Manfacture: IBM

Version: 4.01(3)T
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Release Date: 01/05/2013
Name: RAID Firmware2
Description: RAID Firmware
system>

system> storage

-show ctrl[0] info

Product Name: ServerRAID M5110e
Firmware Package Version: 23.7.0.1.2
Battery Backup: Installed
Manufacture: IBM

UUID: 1234567890123456
Model Type / Model: 1234AHH
Serial No.: 12345678901

FRU No.: 5005076049CC4

Part No.: LSI2004

Cache Model Status: Unknown
Cache Model Memory Size: 300MB
Cache Model Serial No.: PBKUDOXTAOPO04Y
PCI Slot Number: 0

PCI Bus Number: 2

PCI Device Number: 2

PCI Function Number: 10

PCI Device ID: 0x1000

PCI Subsystem Device ID: 0x1413
Ports: 2

Port 1: 12345678901234
Port 2: 12345678901235
Storage Pools: 2
paotpledPool 0

fdoltblyelPool 1

Drives: 3

disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-show disk[0-0] firmware
Total Firmware number: 1
Name: Drive

Description:

Manufacture:

Version: BE24

Release Date:

system>

system> storage

-show disk[0-0] info
Product Name: ST98394893
State: Online

Slot No.: 0

Disk Type: SATA

Media Type: HHD

Health Status: Normal
Capacity: 100.000GB

Speed: 6.0Gb/s

Current Temperature: 33C
Manufacture: ATA

Device ID: 5

Enclusure ID: 0x00FC
Machine Type:

Model:

Serial No.: 9XKIKL
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FRU No.:

Part No.:

system>

system> storage

-show flashdimm[15]

Name: CPU1l DIMM 15

Health Status: Normal
Operational Status: Online
Capacity(GB): 4006B

Model Type: DDR3

Part Number: 93E40400GGM101PAT
FRU S/N: 44000000

Manuf ID: Diablo Technologies
Temperature: 0C

Warranty Writes: 100%

Write Endurance: 100%

F/W Level: A201.0.0.49152
system>

system> storage

-show pool[0-0]

RAID State: RAID 0

RAID Capacity: 67.0006B (0.000GB free)
Drives: 2

disk[0-0] Drive 0
disk[0-1] Drive 1
Volumes: 2

vol[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage

-show pool[0-1] info

RAID State: RAID 1

RAID Capacity: 231.898GB (200.000GB free)
Holes: 2

#1 Free Capacity: 100.000GB
#2 Free Capacity: 100.000GB

Drives: 2
disk[0-1] Drive 1
disk[0-2] Drive 2

Volume: 1

vol[0-1] LD_volume
system>

system> storage

-show vol[0-0]

Name: Volume 0

Stripe Size: 64KB

Status: 0ffline

Capacity: 100.000GB
system>

system> storage

-show vol[0-0] info

Name: LD_volume

Status: Optimal

Stripe Size: 64KB
Bootahle: Not Bootable
Capacity: 231.898GB

Read Policy: No Read Ahead
Write Policy: Write Through
I/0 Policy: Direct I/0
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Access Policy: Read Write

Disk Cache Policy: Unchanged

Background Initialization:
system>

AR adapter

Enable

Adsillfineuannadoyaseanisginsnlezuntnas PCle

[V

wni@swesiiaiuayuands adapter @iinefaznaunauseadannusie iltidainisilausnda:
Your platform does not support this command.

mﬂﬂmm@@n LL‘V]‘H‘V] M?'ﬂﬂ’]‘ﬂ%ﬁﬁ’]’ﬂ LL@ﬂLﬁ]‘ﬂﬂW’l ﬁmmm\‘immmmvuuLsnivxlmﬂuu (@m\mﬂwmm\i)

LW@@“LI@H@V]’ETJL@MLLZ\]Q“LI@\?@ﬁLLmﬂL[Fl’ﬂ?

pangstelliazuananifamudduiusaaensiie

A9 N 64. ANAY adapter

1 d”a’ o o o‘d‘ ¥ o A = o A ! o A dl
mm\imiﬂumummwmaLmemu 3 PRANUNLIIZNALAREIFIADN TLUALIBLAFILARN LAZAIIAIFAILAANT

4 e

RHEERN
AILABN sNEasLREn AN
-list wam9san1TazuaLines PCle Yiauue

e ludsnines

-show target_id

wansdiagyauuuavidunvesazuaines PCle
wWihvisng

target_id [infolfirmware|ports|chips]

aK

naa:

« info: uansdeyaaninuairesezuny
mas

. firmware: uansdayailiuuaiisunnve
sazualinas

- ports: uandiayanasnainasiin
FUNATasazkaLnas

«  chips: wanstiayatl GPU eunnze
NGHIM T

ax Yo o o A
LL@@\?Qﬁﬂqﬁqﬂ]ﬂqm\?LLﬂzmqL@ﬂﬂ

sUuuuAngS:
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adapter [options]

option:
-list
-show target_id [infolfirmware|ports|chips]
-h help

ANReiN:

system> adapter

list

ob-1 Flex System CN4054 10Gbps Virtual Fabric Adapter
ob-2 GPU Card 1

slot-1  Raid Controller 1

slot-2  Adapter 01:02:03

system> adapter

show ob-1 info

Product Name: Flex System CN4054 10Gbps Virtual Fabric Adapter
Card Interface: PCIe x 16

Function Count: 2

Function Name: xxx Emulx xx componentl
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x

Package Type: dici
Function Name: xxx nVidia xx component2
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
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Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x
Package Type: dici

peesie liazuansenffamuidwiusaaensinge

A9 65. AEd m2raid

1 d” 3| o [ erdl % o A = o A
ﬁl’\?’]\iﬁ]@iﬂumuﬁl’]?’k‘m@’mLLG"J"‘\]"]‘LL‘)H@’BQﬂ’ﬂ@mu%ﬂﬁ‘tﬂﬂu@‘]ﬂﬁmL@@ﬂLL@S?’]ﬁ@ZL@HWH@QW’JL@@ﬂ

AaLAaN FaazLAen
-h/? ey ans 4@ miuAdsil
-version uansdayaiisuuaFuaIsnALAN
. U a e‘d‘
-disks LL@@Q%@H@@@H@@
~volumes wansdayalguiaiion
-create m?wﬁfmjmmﬁ@u AN1709¢1] VD_Name RaidLevel WAy StripeSize 1%
-delete auliguiation
X °o 9 ' 2 ' o o ' = = [ ' A o aa
-import i laguiaieuld vdsaniidhlguiaiien nissynsrutazainlguiaioulnadniuls
L4
N9 laau
m2raid [-options] - raid configuration for M.2 adapter with Mirroring Enablem
options:
-version - displays controller firmware version.
-disks - displays information of media disks.
-volumes - displays information of virtual volumes
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-create -VD_Name <nameStr> -RaidLevel <0[1> -StripeSize <32/64> - create virt

-delete -VD_ID <0|1> - delete the virtual volume
-import -VD_ID <0[1» - import a foreign virtual volume
ADE

system> m2raid -version
ThinkSystem M.2 with Mirroring Enablement Kit
Firmware Version = 2.3.10.1193

system> m2raid -disks
M.2 Bay0 32GB M.2 SATA SSD LEN 100%
M.2 Bayl 32G6B M.2 SATA SSD LEN 100%

system> m2raid -volumes
VD_ID VD_Name RaidLevel StripSize VD Capacity Status
0 M2RAID 1 64k 29 GB Optimal

system> m2raid -delete -VD_ID 0
VD_ID 0 is deleted

system> m2raid -create -VD_Name M2RAID -RaidlLevel 1 -StripeSize 64
New volume is created

system> m2raid -import -VD_ID 0
VD_ID 0 is imported

ARINITAULAYY

o

Wadatlazuanisanisadanisaiuayunubadnes

'
a o o

fAndanisatiuanieanileands tiuAe: “A1ds dogshimm” Luwting 233

o .
ANHY dbgshimm
a1 fatliNallandamnisdnnatpzadnemasnIsuA e LnnIasni A Naans

'
o

o o Hayy A o % | 2
NNTELB: mmuu%memmmﬂmmmummmmu
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Restricted substances and its chemical symbols

RAYME KRBTSR

HLead
(Pb)

KMercury
(Hg)

#® Cadmium
(Cd

NEH
Hexavalent
chromium

(Ct)

E2-Y EN
Polybrominated
biphenyls
(PBB)

LR KB
Polybrominated
diphenyl ethers

(PBDE)

R

O

O

O

O

SMEREE R

O

HWAS G

ERBER

RAAEH

AEFELR

IR

i

AR

B

BE

BEASH

IS5
B8 i

ERE

BMEASH

BEmechI B+

EmechWEIEF

(ON NON RCH NON HON KON NON ON KON NON NON HON O KON NON NON N

(ON HON RON NN KON KON NON ON KON KON NON HON KON KON NON NON N

(O} Ko} KON RON KON KoX NN KON RON HON KON KON KON NON NO) N©

C 0k

O

O

N HON HO KON KON KON HON HCN KON KON NON RON CON KON KON NON N

O

(ON HON HO) NN KON KON NON KON KON KON NON RON IO KON KON NON NE!

BE3. " - BREZERAVESIKRIER -

Note3 : The “-“indicates that the restricted substance corresponds to the exemption.

#E2. 0" GiEZERANEZESZERBEENLEEEEE -

Note2: “ O "indicates that the percentage content of the restricted substance does not exceed the
percentage of reference value of presence.

BEL "BHO1wt%” B TEBH0.01wt%” RIERAVEZESESEBLEAESEEEE -

Note1 : “exceeding 0.1wt%"” and “exceeding 0.01 wt%” indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence condition.
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