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Lenovo XClarity Controller (XCC2) HNf7lifn#t Redfish o[ J@F & & H API #24E % #.
Redfish API 7] ] ° )\ XC.C2 SMEB@ 47T AR5 5 7] XCC2 BdlAniksy, Bk, v A% Lenovo
XCC2 Yt B E T Lenovo B =T M4 H . Redfish i il RESTful # HiE X Fi1 JSON %
AR EREE HTTPS WX PHUT RS E B, Redfish & A T ARS8, MBI iR S5 85 20 R0
TR, It HFRFER T KRB R,

X Clarity Controller 2 H B 3% ## Redfish #Li% 1.16.0 il Redfish ZL A4 4561 2022.2, AT 36
W 7E ThinkSystem {55 #% L ffi F} X Clarity Controller f Redfish J .,
W T A XK Redfish 7R MR EZfE R, ES ML T RHE:
e DMTF Redfish i£3%4: http://dmtf.org/redfish
- By, MY, BR, Ak, WRREBRE. BEMRE,
e DMTF Redfish JF KA B 1)1: http:/redfish.dmtf.org

- HEMB SRR, oI bR
e DMTF Redfish . H: http:/github.com/dmtf

- JFRTHEME, #HYIHRN BRI Redfish,
e Redfish I J1#8¥%: http://www.redfishforum.com

- DMTF £, BE A Redfish T H W&, #Citie,

NIE 3%
Redfish 7 ZE FF 6 Z RN TLS EEREHEIE, XCC2 Redfish #H1 ZH#F “FHAINIE” f1 “&
IEBFIAIE” . I Redfish G, JoFHIAUEEP A 5 W) B ME—F PN IR SR “/redfish/ivl/” o

HTTP #ANIE (B RFC7235 € X) f#iffl HTTP “Authorization” #73k 7B I P RS % 7
Wi (W Web W% 28) R HAIERINIESR] XCC2 Redfish IR55, bk &5, 1 iEda
B P R PRSP REIAIER B LT ELE curl 34T IEHAE 1 7~ 6 :

curl https://10.10.0.128/redfish/v1/Systems/1 -X GET -k -H "Content-type: application/json"
-H "Authorization: Basic VVNFUKLEOLBBUINXMFIE"

7R B SR IE . “USERID:PASSWORD” HY base64 i 745 88, A @i DL fiv 44 ik :

echo -n “USERID:PASSWORD” | haseé4.

Erms AP RBEEVDEBEE AR “SEEH” BaP MRS58 A A @ Redfish
Baoih. BI@BRSTENE 5N REMN HTTP IR AR 3k 7B “X-Auth-Token” & [ /1)
“session-auth-token” ., “‘session-auth-token” F Tilid¥ HTTP i&Kirk “X-Auth-Token”

BHN “session-auth-token” REIEJFEIE K, LT RLE curl FHATHLEAE MR H:

curl https://10.10.0.128/redfish/v1/Systems/1 -X GET -k -H "Content-type: application/json"
-H "X-Auth-Token: session-auth-token"

BRARITIF2IEHRORE N 16, 2967 AR,

© Copyright Lenovo 2018, 2024 1


http://dmtf.org/redfish
http://redfish.dmtf.org
http://github.com/dmtf
http://www.redfishforum.com

Lenovo ¥ EBIE MR

ML ERAT B T 78 Redfish 2844 12 X Z AMFERE Redfish SR, W 9 70 4] 4 45 5 8 3
., BN BIOS B EM .

T AR B R R A 5 X B JSON % A5 5 BRI B I, DMTF & A i b HfE 7 Mk 2 T )
https:/redfish.dmtf.org/registries [ #, XCC2 Redfish [R5 “/redfish/vl/Registries” H#k
—HEME, H P EE DMTF ffEEM R K Lenovo ¥R HM K,

o WMEHEME

— BT ARdEREATY B “Base.1.12.1.json” Z b, XCC2 &t OEM ¥
M3 “ExtendedError.1.2.2.json” K¥ & XCC2 Redfish IR HIMH L, I
MFE MW URI 4 “/redfish/vl/schemas/registries/ExtendedError.1.2.2.json” #lI
“/redfish/vl/Registries/LenovoExtendedWarning.1.0.0”

BRFEHEME ( “/redfish/vl/Registries/ResourceEvent.1.0.2” ) % X T H T Redfish %
BAREBRE B . E5FEMFIEME ( “/redfish/vl/Registries/TaskEvent.1.0.1” ) & X T
M T 878 Redfish £ 55 H < B BATE &,

TR RS, A HH 2 Bt B2 k. 7555 Lenovo [ fF B HiiH
BEME (/redfish/vl/schemas/registries/LenovoFirmwareUpdateRegistry.1.0.0.json) PA
IRBUH B XA T R IT %

o FipRVEMR
- EAMEBSEMESE XK XCC2 Redfish HHSFHHE ., XCC2 HAH MR A FEA::

— HEERRAERM R “FE SR, XX T IPMI SEL WS E, XeRA0
J Redfish {EMt % “/redfish/vl/schemas/registries/EventRegistry.1.0.0.json”

— PRSP RAT R RAE R R R o SRS AR S R R A R
EventRegistry.1.0.0.json,

e BIOS J& Pk %

— BIOS J& P48 Fl )8 M3 M 3R SCH “/redfish/vl/schemas/registries/BiosAttributeReg-
istry.1.0.0.json” . BLiENR XA Lenovo UEFI 24t HY 7 B 0L & 8 P15 B

o BURGIEM %

— Redfish FEMHIEiE K Redfish RS0 BUACPRBEAT D Il 3l . AR VEME R & X T Ui W) 3%
TR R B, FESEyEMRF, Fr AR R M R B Z RIGFAEXN R R R,

Redfish T &

Redfish /& —ffl REST API, P ILw bk REST & /o5 2 7R H, X% F o4 15 % Fl i
TH (W curl) , DERMEHAMAIET (W Python fl PowerShell) #H 7AiM, Postman )&
—Fh % HZ HTTP REST % /i B, A M https://www.getpostman.com/ ZREUIL T B,

Lenovo #2477 —2&f#i ] Redfish i) Python il PowerShell 7~ il il A<, 31X £ i A< ] 48 Ry T JEAR
% M Lenovo i) Github J i http://github.com/lenovo/ KHL

¢ Lenovo Python Redfish }Zk: https:/github.com/lenovo/python-redfish-lenovo
* Lenovo PowerShell Redfish JZX: https://github.com/lenovo/powershell-redfish-lenovo
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X AFI ] Redfish API K45 P Lenovo ThinkSystem JR55 %5, A S & b & B 1] ) 8 328 Wi
Wado, HHT, 1% AR SRR A/ TP B R TG s ) 0P BE A PR, B T DA R R
o XU DA (Xcc2 Mg miwsh) , Wrf LA (ThinkSystem k5525 1

M, ERE XCC2 AR EN LRI .

HoAt 32 5 Redfish FIITIR L HA$E Ansible, b H M 2.7 JRIT 46 DL =A@ FRAE AR BB A JE 50
MNT X Redfish B HF, XY T Lenovo ThinkSystem [R5 8% EiEATI

¢ redfish_facts: https://docs.ansible.com/ansible/latest/modules/redfish_facts module.html

¢ redfish command: https://docs.ansible.com/ansible/latest/modules/redfish_command_modul

e.html

® redfish_config: https://docs.ansible.com/ansible/latest/modules/redfish_config module.html

A, DMTF R4t 7 —8 75 T Ak #E4T Redfish 7T X FI X+, AP, DMTF B Redfish T B4
B2 2 I TR) P4 7% 3 T 30 22 - FRAB U B 87 . IX BL BR YR W DL #E DMTF Github BT _F 3%

https://github.com/DMTF

DMTF Redfish T H

THAE

Redfish Mockup Creator

3% JE—A python3.4 FLfF, DML IE S
Redfish JIk 55 £ & Redfish Mockup XK 4544,

Redfish Service Validator

Redfish Service Validator & —/> Python3 T.H,
HFHEAET B Redfish IR TR “%&” &
T4 A Redfish CSDL 44,

Redfish Tool

XJE— Python34 f2)7, LI T T 1] Redfish
API W4T LR,

Redfish Interface Emulator

Redfish Interface Emulator P PLE# A (GET)
%34 (POST. PATCH. DELETE) il T+
Redfish WM,

Redfish Mockup Server

X FE— R R A Python 3.4 F2/%, W DAS I B4EfT
Redfish BRI T 2% SC ke b, 3F B DAAETR & M
IP/3 H oA Redfish if RIEBLIR 55,

Python Redfish Library

X &= Python &, T 5 X# Redfish It 55
i gt AT A2 HL
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F2E BRSRE

%R ServiceRoot

M JEE R Redfish RS A, Fid XCC EH Redfish 2 10 P W) 5 B A H: s 9% 5 48 B 32 5% 7]
B MR SR AT 8

BB E 1
PER R Iredfish/v1/
ZeAH S ServiceRoot_v1.xml

GET - RS HBREM
fli |l GET H#K & Redfish IREWIRSH (/redfish/vl/) G JE M,

#H3R URL
GET https://<BMC_IPADDR>Iredfish/vl/

BEREX
7

g R IE 32

Wi 37 R 4 DL R S 80 JSON AR

TR KR ik

Id FIFH “RootService” o

Name FIFH “Root Service” .
Description PR “This resource is used to represent a service root for a

Redfish implementation.”

Vendor FZ4% 8 | Lenovo

SessionService GiEES 20 55 B 5 IR
Managers B | AEEE OS] RE,
RedfishVersion FRH | DA Redfish Rk 55 BIRUA
UUID PR | ST B ME— AR IRAT
Chassis g BUAR 5205 A 5 | ) B

Tasks R AT R,
EventService Y% RS SR 5 B
JsonSchemeas B Json ZEATEIR M 5] B,
JobService R Al R 55 B IR A 51 BE
AccountService HEdE i 1 IR 55 BEUR B 5| ) BE
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TR | ik
CertificateService i HE A IR 55 SR 5| B
Systems % REEAW T R,
Registries e WM RE A5 B,
UpdateService i BT IR 55 SRR A 5] R
TelemetryService B T AR 55 B Y 5] B
LicenseService % VF AT UEAR 55 BE R A 5] B
Links R I,
Sessions B SIREE WG,
ProtocolFeaturesSupported | xf% CEH,
ExcerptQuery i /R AR RE LF “excerpt” HMSH,
FilterQuery i 7R RN BB HF $filter HIMSEL
OnlyMemberQuery /R R R ZH “only” HHSH
SelectQuery A /R AR X FF $select HHI S,
ExpandQuery P BRI,
ExpandAll i /R BAREZFES Sexpand BFFIHLKHE)
Levels i /R FER LR 55 R B S FF Slevels FREFTJRIT,
Links /R ;ﬁ?)%@s‘zﬁwﬁ% $expand (fUJEIF “Links” #4rHH
MaxLevels R 1878 $expand BAEH A $levels PR E 4 W KRB
NoLinks i 7R 2&?)%@32%’@& $expand ([UBEFFAFE “Links” &4l
DeepOperations pOE 3 C It
DeepPATCH i /R 578 MO IR 55 R A SCFFIR BE PATCH #:4E
DeepPOST i /R 7R MO R 55 R A S FF IR BE POST #: 4k
MaxLevels B R BE AR b SR VR IR R IR o
RERBE
HTTP R BB ID
500 InternalError
Al

1B 18] L 784 JSON i ¥ -

{

“Name": "Root Service",

“@odata.type”: "#ServiceRoot.vl 13 0.ServiceRoot",

"UpdateService": {

"@odata.id": "/redfish/v1/UpdateService"
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h
"AccountService": {
"@odata.id": "/redfish/v1/AccountService"

I8
"Chassis": {
"@odata.id": "/redfish/v1/Chassis"
}
"Links": {
"Sessions": {
"@odata.id": "/redfish/v1/SessionService/Sessions"
}
I8

"LlicenseService": {
"@odata.id": "/redfish/v1/LicenseService"
}]
“Managers": {
"@odata.id": "/redfish/vl/Managers"
8
"JohService": {

"@odata.id": "/redfish/v1/JobService"

}]
"EventService": {

"@odata.id": "/redfish/v1/EventService"
I
"TelemetryService": {

"@odata.id": "/redfish/v1/TelemetryService"
}]

"CertificateService": {

"@odata.id": "/redfish/v1/CertificateService"
8
“ProtocolFeaturesSupported”: {

“FilterQuery": true,
“SelectQuery": true,
"DeepOperations”: {
"MaxLevels": 2,
"DeepPATCH": true,
"DeepPOST": true
I8
"ExpandQuery”: {
"MaxLevels": 2,
"Levels": true,
“Links": true,
“NoLinks": true,
"ExpandAll": true
}’
“OnlyMemberQuery": true,

"ExcerptQuery": true
8
"@odata.id": "/redfish/v1/",
"SessionService": {

"@odata.id": "/redfish/v1/SessionService"
I8
"Vendor": "Lenovo",

"JsonSchemas": {

"@odata.id": "/redfish/v1/JsonSchemas"
I
"@odata.etag": "\"a8cdfeed38022f0af7ade\"",
"@odata.context": "/redfish/vl/$metadata#ServiceRoot.ServiceRoot",
"Description"”: "This resource is used to represent a service root for a Redfish implementation.",
"Systems": {

"@odata.id": "/redfish/v1/Systems"
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}
"Tasks": {

"@odata.id": "/redfish/v1/TaskService"
}Y
"UUID": "28993529-94AA-413D-8700-795C38B78C69",
"Registries": {

"@odata.id": "/redfish/v1/Registries"”
I8
“RedfishVersion": "1.15.0",
“Id": "RootService"
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FIE <BEHE

%R SessionService
&R R Redfish RS STEE S, I SessionService %5 Y3 L BEE 7] i W T 216 R,

PR K 1
PR R /redfish/vl/SessionService
R S SessionService_vl.xml

GET - 2 EEEM
il GET 77 K& Redfish IR 55 H SessionService ¥IEH HY g1,

#HR URL
GET https://<BMC IPADDR>Iredfish/v1/SessionService

BERIEX
"
M 7 1E 32
Wiy )52 2 A 2 DA T S 5 JSON AR :
Y B kK Hiik
Name FR [ & E4F B “SessionService”
Id FIF “SessionService”
Sessions SR ML) itk N £ 2 Sessions AW BERE,
ServiceEnabled i /R M EE N A RE, FEREE B T IHRS . BIAMEN
true,
SessionTimeout e X 2 1 R S5 B A 3l T 5% P 22 16 Z Wi 22 3 PR AL T RS 3R
MR, AR AT 30 1 86400 ZiHl, BIAEA 300,
Description FRH | AR TERAEA Redfish LI 215 RS R 1
RERE
HTTP R WiXWE ID
500 InternalError
I 7 7= 1
T RBE I I, K3 2R BT DL R A BT B IE 3C:
{

"Id": "SessionService",
"Name": "SessionService",
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"@odata.context": "/redfish/vl/$metadata#SessionService.SessionService",
"@odata.etag": "\"e863afle936fd7556he8ebh637f07117\"",
“@odata.type": "#SessionService.vl_1_4.SessionService",
"SessionTimeout": 300,
"@odata.id": "/redfish/v1/SessionService",
"Sessions": {

"@odata.id": "/redfish/v1/SessionService/Sessions"

I3

"ServiceEnabled": true,

“Description”: "This resource is used to represent a session service for a Redfish implementation.”

PATCH - BTt E M
fi il PATCH J5 ¥ % 31 Redfish R %5 1) SessionService ¥V H ) i} g 1tk

B3R URL

PATCH https://<BMC_IPADDR>/redfish/v1/SessionService
BERIEX

B2 T A B Rk T B R

7B KRR ik

SessionTimeout 2 AN AT 30 2| 86400 Z [H],

M B 1E 3Z
Wiy 758 18] B N5 5 GET $RAEAH I, (HREHT TR P,

RERB

HTTP RN WMRWEE D

500 InternalError

Bl
PLF P& PATCH IE 3,

{

"SessionTimeout": 500

}

1R 5] PR 7845 JSON Wi %«

{
"@odata.id": "/redfish/v1/SessionService",
“Name": "SessionService",
“ServiceEnabled": true,
"@odata.type": "#SessionService.vl_1_é.SessionService",
"SessionTimeout": 500,
"Id": "SessionService",

"Sessions": {
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"@odata.id": "/redfish/v1/SessionService/Sessions"

}

"@odata.etag": "\"2e82e923b1582967372\"",

"Description"”: "This resource is used to represent a session service for a Redfish implementation."

}

&R Session

W% JEFE R Redfish RSB 2IELH, XCC2 5L AT FNIZELT 16 4 Redfish 21iF .

FVRE R Fiff DM IEMEE, B Redfish &if.
Web GUI 2if, HHBSEH & 26%,

HIR R /redfish/v1/SessionService/Sessions/{1:**N}

Bty A Session_vl.xml

GET - 2EF&4E

i GET Ji 4 & Redfish RS SIGEE T B,

F3RK URL

GET https:// <BMC_IPADDR>Ivedfish/v1/SessionService/Sessions

FREX
7

g Rz IE 32

TB

R

ik

Name

S

(13 . . 2
SessionCollection

Members

B

Wi 2iECEN G| HEEE

Description

TR H

(13 . . . b
A collection of Session resource instances.

RERE

HTTP ARG

MRAWEE D

500

InternalError

]
1& [5 PLF 7 45 JSON Fi B :

"Members": [

{

"@odata.id": "/redfish/v1/SessionService/Sessions/3"

}
]

@odata.type": "#SessionCollection.SessionCollection”,

"@odata.id": "/redfish/v1/SessionService/Sessions",

“Name": "SessionCollection”,

"@odata.etag": "\"23ca87ca635524230d9\"",

"Members@odata.count": 1,
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“Description”: "A collection of Session resource instances."

}

GET - 2#EM™

i GET J 4% Redfish RS Session T 1) JE M:,

3K URL

GET https:// <«BMC_IPADDR>Iredfish/v1/SessionService/Sessions/{1...N}

B3R IEX
7
M R IE 3T
FB XKl g
UserName FRH | kS ENH P4,
Password FAFHE | WLEHEAE POST W TAEEIE R 2 ik N5 & %%, JoJE HEAE
GET H4 null,
SessionType FRE | 2WERBEFH, BURT2EERA (HW: Redfish,
WebGUI, ManagerConsole %)
Name FrFHE | 29 ID E
Id PR | 2 ID
CreatedTime FRE | RIS T A I
Context FRE | BERFB
REREBE
HTTP RAERY WRWMAE ID
500 InternalError
Bl

i& [ DL R 7 45 JSON Fi B :

Redfish session
{
"@odata.etag": "\"1d865heh2183242428¢c\"",
"Password": null,
“UserName": "SYSMGR_ZV5RSY09",
“Id": "287",
"Name": "287",
“@odata.type”: "#Session.vl 5 0.Session",
"@odata.id": "/redfish/v1/SessionService/Sessions/287",
"@odata.context": "/redfish/vl/$metadata#Session.Session"”,
"Context": "",
“SessionType": "Redfish",
“CreatedTime": "2023-10-18T09:09:15+00:00",
"Oem": {
“Lenovo": {}

}
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}

WebUI session

{
"@odata.etag": "\"1chddéd133ab2ae2c89\"",
"Password": null,
"UserName": "USERID",
"Id": "238",
"Name": "238",
"@odata.type": "#Session.vl_5_0.Session",
"@odata.id": "/redfish/v1/SessionService/Sessions/238",
"@odata.context": "/redfish/vl/$metadata#Session.Session",
"Context": "",
"CreatedTime": "2023-10-18T06:03:40+00:00",
"SessionType": "WebUI",
"Oem": {
"Lenovo": {}
}
}

CLI session

{
"@odata.id": "/redfish/v1/SessionService/Sessions/8",
"Password": null,
"@odata.type": "#Session.vl_3_0.Session",
“Id": "8",
"SessionType": "ManagerConsole",
"@odata.etag": "\"1647efec331f2aelcdc\"",
“Name": "8",
"UserName": "USERID",
“CreatedTime": "2023-10-18T06:03:40+00:00",
"SessionType": "WebUI",
"0em": {

“Lenovo": {}

POST - Bl & &
58 22 1 VEWR A AT — 25 19 I A

ER URL

POST https://<BMC_IPADDR>[redfish/v1/SessionService/Sessions

BERIEX

FB R ik

UserName | 245 BRI 2 TR P 4o

Password | 245

R H:AE POST " HH T 76 6 8 3 21 i 45 22
W, B GET #4 null,




e R IE 3C

TR KRR #iid
UserName | 524 Bl IEMH 4.
Password | <7 i VEJEPEAE POST H T 76 G 8 2 38 I 8 %
i, JLJEMEAE POST MR 2N null,
Session- FIF “Redfish”
Type
Name P 296 ID 1
Id AT H 216 ID 1A
) 32 ¥ 3k
TR ik
Location BIE 238 TR
X-Auth- B 2 3 I A2 BOA AR,
Token
RERD
HTTP R&RH HHA 1D
201 Created
401 NoValidSession
403 SessionLimitExceeded
500 InternalError
)
R Rl POST IEX.
{
“UserName" : "USERID",
, "Password" : "PASSWORD"

i& [5] PL R 75 45 JSON Fi B -

"@odata.id": "/redfish/v1/SessionService/Sessions/6",

“@odata.type": "#Session.vl_3_0.Session",

"SessionType": "Redfish",
"@odata.etag": "\"1470b92b471825a097d \"",

"UserName": "USERID"

{
"Password": null,
IIIdII: II6II’
"Name": Ilbll’

}
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DELETE - MR <%
fi / DELETE 75 ¥ B% Redfish RS2 18 5 UR. W BR A 7 18] 5 7 i 10 6 S A 22 3

#E3R URL
DELETE https://<BMC_IPADDR>Iredfish/v1/SessionService/Sessions/{1...N}

ERIEX
7

&) 7
7

RAERBE

HTTP RAERY WMRWEE D

204 NoContent

500 InternalError

e R R 43l
P
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E4E

kB E

&R AccountService

W IEE R Redfish IRSWIK P AAGES, Bid AccountService TR W I BEEE VT Ui W T &

A M A AR,
PR R 1
PEUR B A fredfish/vl/AccountService
Ze A S AccountService_vl.xml

GET -tk EEEM

il GET 5 ¥4 %& Redfish IR55 B AccountService ¥R 1 )8 .

ER URL

GET https://<BMC_IPADDR>Iredfish/v1l/AccountService

ERIEX

7

g R IE X

T B i) ik

AccountLockoutThreshold | %~ FH P P U 4 I K 2 i 22308 SR R MO TR B, LS A
F 0 2 10 ZJH,

AccountLockoutDuration By IR BUE BB S B0 K TR (RARR O BAAL) o i SRME
o, WWEMEKER null, BTN 60~172800

AccountLockoutCounterRe- | 7 /R A8 78 A8 WK P BB i I K 2 iR 7 7 R T A0S

setEnabled

AccountLockoutCounterRe- | 5 WR AccountLockoutDuration N null, M) PR, 70

setAfter HERMMES AccountLockoutDuration .

Id FAFH “AccountService”

Name FIFH “AccountService”

MaxPasswordLength B gi%*iﬁﬁ%@ﬁﬁﬁﬂ@%ﬁﬁﬁ%&}%o iy 255, Joik

MinPasswordLength B 15 SCBL B I R F R B R K. BOAMEN 10,

Accounts PUE 3 G JE BN 43 £ ManagerAccount SR 4 65 I BEH2

Roles xR Vb)Y A3 45 Role B I BESR ,

ServiceEnabled i 7R Vb Je Ak A S R A AR A, SRR RS R T RS, (N
“True” , TEBH,

Description FAF “This resource is used to represent a management

. . . b
account service for a Redfish implementation.
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B k¥ ik
LocalAccountAuth FAFE | R Ak R e R S5 AT A A E S A T AccountService
I Accounts 6. BB Al b PR AL 7 A PR 3R G
MiE R
LocalAccountAuth@Red- Bl W 258
fish.AllowableValues
T 4
1t Flex F & L, HERBRXEM,
LDAP PIE It AccountService X FEHIZE— 1~ LDAP AN K/ 3R GEFR P,
Authentication R I e I 2 A o P SR BERR T R TESS B
AuthenticationType FRH | B A T EEBANE K R AR A IE KA,
Username FRH | B E A T EEB MR SRR P I ER P £
Password PR | MR A T E R AR K S SRR R B A 6D,
Certificates B I o R R IE P 4R B URI 51
LDAPService R D) i B 40 AT T8 B LDAP IR 55 B 7 0 e A e 5 £ 8L
SearchSettings xR I )E M A3 R AN LDAP RS &R,
BaseDistinguished- FRH | K LDAP RSN EAE ] B A W] 4 BEAA PR
Names
GroupNameAttribute | ZfFH | B4, Hrhfa44 LDAP & H LA &R,
GroupsAttribute YR | BEAK, HhaS A LDAP &H EMA P4,
UsernameAttribute P ER BYak, HdhaSHP LDAP 4H FEMA A4,
PasswordSet i /R il Password JE@ MR 4L TAES I, WWEEMN A true, A
N A false,
ServiceAddresses PSSR A TR T A o SRR e sk, R B
H 4% N ER T Type.
RemoteRoleMapping A IH e Atk 7, W S O U P R, IX B U] T A A o P SR A
*%F? MP%AE‘%ﬁ% leﬂﬁ Redﬁsh ﬁ@o
RemoteRoleMapping[N] | X} & F& It
LocalRole LA E | S RS A A B AR P 4L Redfish RS Role
IR Roleld J& T
RemoteGroup PR WEEMEN S SEREA (WHEE Redfish 55, MWAizE
FRA A, Iz R A0 S A 48 e ) 30 B SE AR 51 T B A b £ )
Y
ServiceAddresses F LDAP MR55#sihhl, el 3m
ServiceEnabled i /R J& | LDAP
MRAERE
HTTP RAERY BRI A ID
500 InternalError
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]
1& [51 PLF 7R 45 JSON Hi B -

{
"MaxPasswordLength": 255,
“ServiceEnabled": true,
"AccountLockoutCounterResetAfter": 3600,
"Roles": {
"@odata.id": "/redfish/vi/AccountService/Roles"
I8
“LocalAccountAuth": "Enabled",
"Accounts": {
"@odata.id": "/redfish/v1/AccountService/Accounts"
I8
“Description”: "This resource is used to represent a management account service for a Redfish implementation.",
"LocalAccountAuth@Redfish.AllowableValues": [
"Enabled",
"Disabled",
"LocalFirst",
“Fallback"
l,
“AccountLockoutThreshold": 5,
"LDAP": {
"PasswordSet": false,
"Authentication": {
"Username": "",
"AuthenticationType": "UsernameAndPassword",
"Password": null
|8
"Certificates": {
"@odata.id": "/redfish/v1l/AccountService/LDAP/Certificates"
I8
"ServiceEnabled": true,
"LDAPService": {
"SearchSettings": {
"BaseDistinguishedNames": |

1,
"GroupNameAttribute": "member0f",
"GroupsAttribute": "",
"UsernameAttribute”: "sAMAccountName"
}
I8
“RemoteRoleMapping”: |
{

"RemoteGroup"”: null,
“LocalRole": null

"RemoteGroup"”: null,
"LocalRole": null

"RemoteGroup”: null,
“LocalRole": null
}
1,
"ServiceAddresses": |
"0.0.0.0:389",
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":389",
":389",
":389"
]
I8
"@odata.context": "/redfish/vl/$metadata#tAccountService.AccountService",
"@odata.type”: "#AccountService.vl_10_0.AccountService",
"@odata.id": "/redfish/v1/AccountService",

"@odata.etag": "\"121794ch0497d2ff68dedb\"",

“MinPasswordLength": 10,
“Name": "AccountService",

"AccountlockoutCounterResetEnabled": true,
“AccountLockoutDuration": 3600,

"Id": "AccountService",
ODem": {

PATCH - Efi£ BRIk 8iEE MM LDAP B
il PATCH J7 %% Redfish it 55 ) AccountService ¥ i) ok

3R URL

PATCH https://<BMC_IPADDR>Iredfish/vl/AccountService

BERIEX
FLR TR B W T R
B R Hiid
AccountLockoutThreshold [ {7 F P P B B8 48 8 I K Z B 22 IR B SR R I IR B, L A
F o0 % 10 2/,
AccountLockoutDuration e 5 Bk B BRE S BUE WP R EsHTED (DARD SR BRAL) o BRE A
LN 60~172800,
AccountLockoutCounterRe- | #;i/R BEARFR 7R 72 WP B BUE 5 8 N K Z B 5 1 8 A TH 8 .
setEnabled R AccountLockoutDuration N null, MJEMRERE, & 0 H
BINHIMEYS AccountLockoutDuration F[f,
LDAP & It AccountService X FEHISE—1 LDAP APk /- 42 4R .
LDAPService PO LR M A 4 M8 LDAP IR 55 B 7 09 Al e 5 £ 8L
SearchSettings X4 I A A 1 R M LDAP 55 T i iy B .
BaseDistinguished- PR H | K LDAP 55 N B A B AR 43 B R
Names
GroupNameAttribute FRE | Bk, X asd LDAP &K H LA LR,
GroupsAttribute FRE | AR, HhaS M LDAP 4 H LA 4,
UsernameAttribute FrEH | BEAK, HPaE&MH T LDAP &H B P 4.
ServiceAddresses PR | OB A RS MR P ko SRR R i ik, R B
I IR T Typeo
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TR | i
Authentication R I P A AR i P BB AR R A EAS B
Username FREE | A A T ERERI AN K SRR M YGER S 4
Password FREE | MR A T RSN b SRR P A 0 B D
RemoteRoleMapping Hd APk 7 A 45 WS O 0 AR, X B O] TR AR K e R AR
F2I7 0K P A5 B % e AL Redfish M,
RemoteRoleMapping[N] | %% JRIT
LocalRole FREE | o (A B i FE ] P 4L Y Redfish 55 Role
IR H ) Roleld J&i P fH
RemoteGroup PR [ B ERERN A A EAA (R Redfish /55, NNz
FRAA, IR 4k A oK i 3 B SR S| T AR b A )
1 2 7% o
) R 1E 3
M BR8] B NS5 GET #AEMH, (H3E 5 7 )8 .
RESRE
HTTP RA&ERY BRI L ID
500 InternalError
Pl

PLF R PATCH 1E 3¢

{
"AccountLockoutThreshold": 5,
"AccountLockoutDuration": 3600,
"AccountLockoutCounterResetAfter": 3600,
"LDAP": {
"ServiceAddresses": [
"10.240.198.163:50637",
"0.0.0.0:389",
"0.0.0.0:389",
"0.0.0.0:389"
1,
"LDAPService": {
"SearchSettings": {
"BaseDistinguishedNames": |
"ou=Users,dc=ihmbase,dc=com"
1,
"GroupNameAttribute": "member0f",
"UsernameAttribute": "cn"
}
I8
"RemoteRoleMapping”: |
{
"LocalRole": "Administrator",
"RemoteGroup”: "admin"
I
{
“LocalRole": "ReadOnly",
"RemoteGroup"”: "readonly"
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1R 5] PR 7845 JSON Wi 1%«

{
"LDAP": {
"ServiceEnabled": true,
"LDAPService": {
"SearchSettings": {
"BaseDistinguishedNames": [
"ou=Users,dc=ibmbase,dc=com"
1,
"GroupNameAttribute": "member0f",
"UsernameAttribute”: "cn",
“GroupsAttribute": ""
}
h
"PasswordSet": false,
"Certificates": {
"@odata.id": "/redfish/v1/AccountService/LDAP/Certificates"
h
"Authentication”: {
"Password": null,
"AuthenticationType": "UsernameAndPassword",
"Username": ""
}
"ServiceAddresses": [
"10.240.198.163:50637",

"0.0.0.0:389",

"0.0.0.0:389",

"0.0.0.0:389"

1,
"RemoteRoleMapping”: [

{
"RemoteGroup"”: "admin",
"LocalRole": "Administrator"

1

{
"RemoteGroup”: "readonly",
“LocalRole": "ReadOnly"

b

{
"RemoteGroup"”: null,
“LocalRole": null

h

{
"RemoteGroup": null,
"LocalRole": null

1,

{
"RemoteGroup”: null,
"LocalRole": null

b

{

"RemoteGroup”: null,
“LocalRole": null
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"RemoteGroup”: null,
"LocalRole": null

"RemoteGroup”: null,
“LocalRole": null

"RemoteGroup"”: null,
"LocalRole": null

"RemoteGroup”: null,
"LocalRole": null

"RemoteGroup”: null,
“LocalRole": null

"RemoteGroup"”: null,
"LocalRole": null

"RemoteGroup"”: null,
"LocalRole": null

"RemoteGroup”: null,
“LocalRole": null

"RemoteGroup"”: null,
“LocalRole": null

"RemoteGroup"”: null,
"LocalRole": null
}
]
H
"Oem": {

“Lenovo": {
"PasswordExpirationWarningPeriod": 0,
"ComplexPassword": false,
"MinimumPasswordReuseCycle": 5,
"WebInactivitySessionTimeout": 20,
"MinimumPasswordChangeIntervalHours": 0,
"PasswordLength": 8,
"PasswordExpirationPeriodDays": 0,
"CurrentLoggedUsers": |

{
"LoginID": "SYSMGR_QEMUWET1",
"SessionType": "Redfish",
"IP_Hostname": "10.240.198.163"
}

1,
"PasswordChangeOnFirstAccess": false,
"@odata.type": "#LenovoAccountService.vl 0 _O.LenovoAccountServiceProperties"”
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}

I
“MinPasswordLength": 8,
"Roles": {
"@odata.id": "/redfish/v1/AccountService/Roles"
I8
"Accounts": {

"@odata.id": "/redfish/v1/AccountService/Accounts"
I8
“LocalAccountAuth@Redfish.AllowableValues": [

"Enabled",

"Disabled",

“LocalFirst",

“Fallback"

1,

"@odata.context": "/redfish/vl/$metadata#AccountService.AccountService",
“MaxPasswordLength": 255,

"AccountlockoutCounterResetEnabled": true,

"ServiceEnahled": true,

"@odata.type": "#AccountService.vl_10_0.AccountService",

"@odata.id": "/redfish/v1/AccountService",

"AccountLockoutThreshold": 5,

“Id": "AccountService",

"AccountLockoutDuration": 3600,

“AccountLockoutCounterResetAfter": 3600,

“Description”: "This resource is used to represent a management account service for a Redfish implementation.",
"Name": "AccountService",

"@odata.etag": "\"12ea0e270da0d30e5d0353\"",

“LocalAccountAuth": "LocalFirst",

"@Message.ExtendedInfo": |

{

"@odata.type": "#Message.vl_1_2.Message",

"MessageSeverity": "Warning",

"MessageArgs": [

"AccountlockoutCounterResetAfter"

1,

"Resolution": "Remove the property from the request body and resubmit the request if the operation
failed.",

"Messageld": "Base.1.12.PropertyNotWritable",
"Message": "The property AccountLockoutCounterResetAfteris a read only property and cannot be
assigned a value."
}
]
}

%R ManagerAccount
IR VR E R Redfish it 55 1 ik 7 SCBL,

FUR B Bl ¥ (1-12)
BUR M 42 /redfish/vl/AccountService/Accounts/{1::-12}
Ay ApgLT ManagerAccount_vl.xml

GET -tkF &4
ffi | GET J7 /& Redfish R 55 BBk P 24 d 098 1k,
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ER URL
GET https://<BMC_IPADDR>Iredfish/v1l/AccountService/Accounts

BERIEX
"
) B7 1E 32
TR 3] ik
Name FAF “ManagerAccountCollection”
Members A Ti: WKPoCE MG e
Description FIFH “A collection of ManagerAccount resource instances.”
RERB
HTTP RA&NRH BRI L ID
500 InternalError
Bl
1& [51 PLF 75 45 JSON Fli B :
{
“Name": "ManagerAccountCollection”,
"@odata.type”: "#ManagerAccountCollection.ManagerAccountCollection”,
"@odata.id": "/redfish/v1/AccountService/Accounts”,
"Members@odata.count”: 3,
"Members": [
{
"@odata.id": "/redfish/v1/AccountService/Accounts/1"
I8
{
"@odata.id": "/redfish/v1l/AccountService/Accounts/2"
|8
{
"@odata.id": "/redfish/v1/AccountService/Accounts/HostBootStrap"
}
1,
“Description”: "A collection of ManagerAccount resource instances.",
"@odata.context”: "/redfish/vl/$metadata#ManagerAccountCollection.ManagerAccountCollection",
"@odata.etag": "\"3b99e5593dbe2ae8h91\""
}

GET - tk P E &
i GET Ji #:# & Redfish R 55 1 Account FEIHH A JE o,

B3R URL

GET https://<BMC_IPADDR>[redfish/v1/AccountService/Accounts/{1...12}
BERIEX

I
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e R IE 3C

B RH ik
Name PR AN UserX (X=1~12) ,
Id ?%% “1” ~ ‘512”
Password PR | KPS, £ GET F 27N null,
Roleld PR | SbE AR Y K P LB Y Role RIHM ID,
Enabled i IR WAL,
PasswordChangeRequired i /R SR AR B BGHE — 25 1 W] Z 1 B K P B S, W LR
PEMMER true,
PasswordExpiration PR H | SRR K B T B BRI, W RN oull,
T P 5 R Rk A i B
UserName LT I it R A R bk P B P A
Locked i 7R IeJE MR AR K IR S5 O E B B sk, BN Cl i B
i, BN true N, BB EIK, BiEMEE, KR
SR B
Description FIT R “This resource is used to represent an account for the
manager for a Redfish implementation.”
Links R J& It
Role e BEK P 5 2 1 Role SE4 W58
AccountTypes WAL | S B o i B A 25
W: PR
WG 1
AccountTypes[N] FAF “Redfish” . “SNMP” . “ManagerConsole” .
“IPMI” . “WebUI”
AccountTypes@Redfish. A Wi: 2455
AllowableValues
WE: 5
AccountTypes@Redfish. T H “Redfish” . “SNMP” . “ManagerConsole” .
AllowableValues[N] “IPMI” . “WebUI”
SNMP IR JéF. 4 AccountTypes 3 “SNMP” I, ItJE 4 &k
i SNMP % HE .
AuthenticationProtocol P WA R INES S I GE PRI,
EncryptionKey FArH | SNMPv3 AL INIER H . 7€ GET H 2730 null,
EncryptionKeySet iR WRN AuthenticationKey & PEERAE T ARG, ) b kA
H true, HN, WAEN false,
EncryptionProtocol SREH | AR A I P
HostBootstrapAccount i /R R P RSN ENZE OS] SRFKS . RAREN

false,
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RERB

HTTP RERH WIRWAE ID
500 InternalError

Bl
1B 8] DL R 7 4 JSON Wi ¥ -

{
"RoleId": "Administrator"”,
"Links": {
"Role": {
"@odata.id": "/redfish/v1l/AccountService/Roles/Administrator"
}
I8

}

"@odata.context": "/redfish/vl/$metadataf#ManagerAccount.ManagerAccount”,
"UserName": "USERID",

"Id": II1II’

"Name": "Userl",

"@odata.type": "#ManagerAccount.vl_8_1.ManagerAccount",

"Password": null,

“@odata.etag”: "\"0000000000000000000000000000000032a05d16\"",
Iloemllz{

I
"PasswordExpiration”: null,
"HostBootstrapAccount": false,
"SNMP": {
"EncryptionProtocol": "CFB128 AES128",
"AuthenticationProtocol”: "HMAC_SHA96",
“EncryptionKeySet": false,
"EncryptionKey": null
I8
"@odata.id": "/redfish/vi/AccountService/Accounts/1",
“Locked": false,
"AccountTypes@Redfish.AllowableValues": |
“WebUI",
"Redfish",
“ManagerConsole",
“IPMI",
“SNMP"
]

"Enabled": true,

"Description”: "This resource is used to represent an account for the manager for a Redfish implementation."”,

"PasswordChangeRequired": false,
"AccountTypes": [

"WebUI",

"Redfish",

“ManagerConsole"

]

o4 LMK/ EH
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GET - HostBootStrap 1k /= J& 1%

il GET J5 /& Redfish IR 55 HostBootStrap Account K IEH 1, HostBootStrap fK
F1EfE DMTF & X “Redfish EHIER A" #H175EI, ES 5 DSP0270_1.3.0 D\ 1 f#anfay itk
TRV DA K 2 PR AIfE B

EFR URL

GET https:// <«BMC_IPADDR>Iredfish/vl/AccountService/Accounts/HostBootStrap

BERIEX
¥
M) B 1E 32
B ¥ ik
Name FIT R “Host Boot Strap Account”
Id FIF B “HostBootStrap”
Password FRHE | KPMEM., £ GET PR3N null.
Roleld PR S| R E D e K P LB B Role VR ID,
Enabled i /R Ry iy =Rl Y
PasswordChangeRequired i /R U0 5R W AR AN — 2 V5 18] Z i S R e K S, )R
HEHEN true.
IR EN false,
PasswordExpiration FR B BEJE 8 7 ek P 8 R A A B OB AT TR, A SR nuall,
V) P B K AN I
IRAWE N null,
UserName oyl L) R R bk P B P 4
Locked i 7R MR R R K RS CHB BB, Ry Ol 81
i, WHEN true B, KBUEHK . BEBHSE, Kok
Py 2l YR
Description R “This resource is used to represent an account for the
manager for a Redfish implementation.”
Links MR J& It
Role B Ik P gt 2] H) Role SEH A BESZ
AccountTypes il Db P A A K P 7 Rl B 45 R A BRLES IR S5 S
B S
WE: 5
AccountTypes[N] PR “Redfish” . “SNMP” . “ManagerConsole” .
“IPMI” . “WebUI”
AccountTypes@Redfish. el Wi: 555
AllowableValues
WE: 5
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TB R ik

AccountTypes@Redfish. FIFH “Redfish” . “SNMP” . “ManagerConsole” .

AllowableValues[N] “IPMI” . “WebUI”
HostBootstrapAccount iR kP RE N ENEORTI SRR,

REEN true,

RERE

HTTP RA&RH BRI A ID
500 InternalError
4l

1& [51 DL R 75 45 JSON Fi B -

{

"RoleId": "Administrator”,
"PasswordChangeRequired": false,
"AccountTypes@Redfish.AllowableValues": |

“WebUI",

“Redfish",

“ManagerConsole",

"IPMI",

“SNmMP"
1,
"Description”: "This resource is used to represent an account for the manager for a Redfish implementation."”,
"PasswordExpiration”: null,
"AccountTypes": [

"WebUI",

"Redfish",

"ManagerConsole",

“IPMI",

“SNmMP"
1,
"@odata.context": "/redfish/vl/$metadata#ManagerAccount.ManagerAccount”,
"HostBootstrapAccount": true,
"Locked": false,
"Id": "HostBootStrap",
“Name": "Host Boot Strap Account”,
"@odata.type”: "#ManagerAccount.vl 8 1.ManagerAccount",
"@odata.id": "/redfish/v1/AccountService/Accounts/HostBootStrap",
"UserName": "wjNPLZankQuBQtY",
"Password": null,
"Links": {

"Role": {

"@odata.id": "/redfish/v1/AccountService/Roles/Administrator”

}
H
"@odata.etag": "\"5he9012edf46272eecc\"",
“Enabled": true

POST - &l &1k /&~
@it HTTP POST Ji¥: 4 Redfish IR 55 Bl & K %8,
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W UMK/ Z A7, EHREIK S AL EE AccountService 1 HIHLN,

S I g 211 RN

I, #E

#H3R URL
POST https://<BMC_IPADDR>[redfish/v1/AccountService/Accounts
BHXRIEX
FB 3l ik
UserName FREH | BRI
Enabled iR RN R R B K P
Password FREE | B E R,
Roleld PR [ BIKP R A ID,
PasswordChangeRequired | i/} R/ SRUP S I & A T
AccountTypes e T VE B K 5 1) B 4% 45 AR IR 55
AccountTypes[N] FAFH “Redfish” . “SNMP” . “ManagerConsole” .
“IPMI” . “WebUI”
E: WRKS RA IPMI Ui BRI 6 8B O T
BT 20 NFERF WRIK T BAT SNMP 5 RIBCRR, 0K
EncryptionKey & H N E T HA T 32 M54, 1Ab, WK En-
cryptionProtocol A/ “none” , M AuthenticationProtocol
WARZR “none” .
SNMP R J& ¥
#: 4 AccountTypes AL E “SNMP” I, MEEAH,
AuthenticationProtocol FAE | AR RS G IAIE PRI
EncryptionKey PR | SNMPv3 IIALE N IER 4 o
EncryptionProtocol PR | PR A A P
M B iE 3
Wi 3738 B ) IN S5 GET #RAEM IR, fHEEHT 78 4
RERB
HTTP RA&ERD BRM A ID
500 InternalError
400 CreateFailedMissingReqProperties

PropertyValueTypeError
PropertyValueFormatError
ResourceChangeRequried
NotRecommandedOperation

ForbiddenOperation
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HTTP KRR R E ID

ResourceAlreadyExists

PropertyMissing

PasswordChangeRequired

~Bl
VLBl R POST IEX

"UserName": "TempUser",
"Password": "Passw0rd4U",
"RoleId": "Administrator",
"PasswordChangeRequired”: true,
“AccountTypes": [

"WebUI",

"Redfish",

“SNMP",

"ManagerConsole"
1,
"SNMP": {

“AuthenticationProtocol": "HMAC_SHA96",

"EncryptionKey": "snmpPassw0rd",

“EncryptionProtocol": "CFB128_AES128"

}
}

1& [5] DL R 75 45 JSON Hi B -

{
"HostBootstrapAccount”: false,
"AccountTypes@Redfish.AllowableValues": [
“WebUI",
"Redfish",
“ManagerConsole",
“IPMI",
“SNMP "
1,
"@odata.context": "/redfish/vl/$metadata#ManagerAccount.ManagerAccount",
"UserName": "TempUser",
"Locked": false,
"RoleId": "Administrator",
"Name": "User2",
"PasswordChangeRequired": true,
"Password": null,
“@odata.etag”: "\"0000000000000000000000000000000032a05d16\"",
"Oem": {

5

"Enabled": true,

"SNMP": {
“EncryptionProtocol": "CFB128_AES128",
"AuthenticationProtocol": "HMAC_SHA96",
"EncryptionKey": null,
"EncryptionKeySet": true
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}

“AccountTypes": [
"WebUI",
"Redfish",
"ManagerConsole",
“SNMP"

1,

"Links": {
"Role": {

"@odata.id": "/redfish/v1/AccountService/Accounts/2",

"@odata.id": "/redfish/v1l/AccountService/Roles/Administrator"

}
I8
"1d": 2",

“Description”: "This resource is used to represent an account for the manager for a Redfish implementation."”,
“@odata.type": "#ManagerAccount.vl_8_1.ManagerAccount",
"PasswordExpiration”: "2022-08-12T05:56:08Z2"

}

PATCH — E #1 userid/password/role/ PasswordChangeRequired
il PATCH J5 ¥: % #i Redfish RSB Account %5 Y g 1,

3K URL

PATCH https:// <BNC_IPADDRsIredfish/vl/AccountService/Accounts/{1...12}

BEXRIEX
LR E R T PR, By ax 2 g e # aT DLk E
TB e 3| #iik
UserName SR VP H T P 4
Password FRF kP B3R, £ PATCH Wi 878 null,
Roleld TR ILWK P S E ) Role ¥ERM ID,
Enabled i /R Py =RiiN A Y
PasswordChang- i IR I SR Z B R K P R R A B SRR — 2B U, U R b B
eRequired WHEN true,
AccountTypes | FUVF IG5 1) #4548 28 R 55
AccountTypes[N] | Z£F 5 “Redfish” ., “SNMP” ., “ManagerConsole” . “IPMI” |,
“WebUI”
T QURIK S B IPMI U5 IR, D082 Ke 2 55 350 8O0 %5 T 8 b T
20 7R
AR BAT SNMP iR, WR2K EncryptionKey %8 N % T
BT 32 PR AN, WH EncryptionProtocol A& “none” ,
M AuthenticationProtocol AN i% & “none” .
SNMP %14 5T

H: Y AccountTypes AEA “SNMP” B, MiE AR,
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TR ey ik
Authentication- FR TN IE ARG DA E W X,
Protocol
EncryptionKey PR SNMPv3 HLE INIE®H .
EnlcryptionProtO- P H o A % WX o
co
g R iE 32
Wi 2 3% [l 5 N 4% 5 GET #RAEH R, H3EH 78,
RERE
HTTP R&ENRH BN A 1D
500 InternalError

400 PropertyValueTypeError
PropertyValueFormatError
ResourceChangeRequried
NotRecommandedOperation
ForbiddenOperation
ResourceAlreadyExists
PropertyMissing
PasswordChangeRequired
Y]
IRl )& PATCH 1E3C,
{
"UserName": "USERID",
"RoleId": "Administrator",
"PasswordChangeRequired": false
}

1& [5] PLF 75 45 JSON Fi B -

{

"Enabled": true,
||Oem||: {

3,
"Links": {
"RUle": {

"@odata.id": "/redfish/v1l/AccountService/Roles/Administrator"

}
h

o4 LMK/ EH
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"Description": "This resource is used to represent an account for the manager for a Redfish implementation.",
"Locked": false,
"PasswordChangeRequired": false,
“Password": null,
"Id": "1",
"@odata.context": "/redfish/vl/$metadata#ManagerAccount.ManagerAccount”,
"PasswordExpiration”: null,
"@odata.id": "/redfish/v1/AccountService/Accounts/1",
“@odata.etag”: "\"0000000000000000000000000000000032a05d16\"",
“UserName": "USERID",
“Name": "Userl",
"HostBootstrapAccount": false,
“AccountTypes": [
"WebUI",
"Redfish",
"ManagerConsole"

]

@odata.type": "#ManagerAccount.vl_8 1.ManagerAccount”,
"RoleId": "Administrator",
“AccountTypes@Redfish.AllowableValues": |

"WebUI",

"Redfish",

"ManagerConsole",

"IPMI",

"SNMP"
1,
“SNMP": {
"AuthenticationProtocol": "HMAC_SHA96",
"EncryptionKeySet": false,
"EncryptionKey": null,
"EncryptionProtocol": "CFB128_AES128"

DELETE — il B& ik /=
@33 HTTP DELETE J7 &M % Redfish R 55 B9 K 7 P96,

3R URL

DELETE https:// <«BMC_IPADDR>Iredfish/vl/AccountService/Accounts/{1...12}
BERIEX

Tto

M 8 1E X

oo

REREB

HTTP RN WMREE ID
204 NoContent
500 InternalError
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%R Role
W% FE R Redfish JIR 5589 £ 6520,

FIRBE RENM AR (3-32)

g e /redfish/vl/AccountService/Roles/{Administra-
tor,Operator,ReadOnly and CustomRole{N}}

ZeAE S Role_vl.xml

GET - AB&4&
] GET 7 3:4 % Redfish NI 55 1 ff £ 45 4 o 1 g 1

E3RK URL
GET https:// <BMC_IPADDR>Iredfish/v1l/AccountService/Roles
BERIEX
"
i j8; 1E X
=324 R ik
Name P “RoleCollection”
Members A Wi: BEEE
Big: ARBGFEEN 3~32 14, WHFEEN 4~32 4,
Members[N] R F P i 6 B R SE A v B
Description FIT B “A collection of Role resource instances.”’
RERE
HTTP RER BIRHEA ID
500 InternalError
T~
T RBE I, KR 2R BT DL R A BT BV IE 3
{

"@odata.context": "/redfish/vli/$metadata#RoleCollection.RoleCollection”,

"Name": "RoleCollection",
“Description”: "A collection of Role resource instances.",
"@odata.type": "#RoleCollection.RoleCollection”,

"@odata.id": "/redfish/vi/AccountService/Roles",

"Members": [
{
"@odata.id": "/redfish/vl/AccountService/Roles/Administrator"
I8
{

"@odata.id": "/redfish/v1/AccountService/Roles/Operator"
8



{
"@odata.id": "/redfish/v1/AccountService/Roles/ReadOnly"
}
1,
“Members@odata.count”: 3,
"@odata.etag": "\"331cec41575a24e480d\""

GET - AE2EM

i i GET Jj 48 & Redfish R 55 H Role %I B8 1,

3R URL

GET https://<BMC_IPADDR>Iredfish/v1l/AccountService/Roles/{Administrator,0perator,ReadOnly and $RoleId}

BERIEX
7

i) B 1F 32

TR R ik

Name I “Administrator” . “Operator” . “ReadOnly” I
“CustomRole{N}” H Ll —A4>

Id FAF “Administrator” . “Operator” . “ReadOnly” #il
“CustomRole{N}” ALl —A~

Roleld FAE i Xff: “Administrator” . “Operator” I
“ReadOnly”

OemPrivileges Bl | BRI A G ) OEM AUV, AT HUiE X1 f
i, MIE NN readOnly, X2 W] D Jk:
“Supervisor”
“ReadOnly” .
“UserAccountManagement” .
“RemoteConsoleAccess”
“RemoteConsoleAndVirtualMediaAccess” .
“RemoteServerPowerRestartAccess” .
“AbilityClearEventLogs” .
“AdapterConfiguration_Basic” .
“AdapterConfiguration_NetworkingAndSecurity” .
“AdapterConfiguration_Advanced”

OemPrivileges[N] FAHE | OEM BURFAFH . B RE T H P ik 5. 155 W

OemPrivileges@Redfish.AllowableValues,
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TR R ik

OemPrivileges@Redfish.Al- | ¥4 UPDATE #/EFT R 1) OEM AR, MhJE M s B € XA
lowableValues 1, H%} Administrator. Operator fl ReadOnly i 435K

OemPrivileges@Red- FR 15
fish.AllowableValues[N]

“UserAccountManagement”
“RemoteConsoleAccess”
“RemoteConsoleAndVirtualMediaAccess” .
“RemoteServerPowerRestartAccess” .
“AbilityClearEventLogs” .
“Configuration_Basic” .
“Configuration_NetworkingAndSecurity” .
“Configuration_Advanced” .

“Configuration_UEFISecurity”

IsPredefined fi /R I A A A T X,

H: W€ XM AEHN Administrator, Operator, ReadOnly,
AssignedPrivileges N £ 8 8 SR B ERURR .
Description FIF “This resource is used to represent a user role for the

user account for a Redfish implementation.”

RERE
HTTP K& WMXWE ID
500 InternalError

]
1& 5] PL R 7 45 JSON Fi B -

P IAccountService/Roles/Administrator:

{

"Id": "Administrator",

“Name": "Administrator”,

"OemPrivileges": [

“Supervisor"

l,
"@odata.id": "/redfish/v1/AccountService/Roles/Administrator",
"@odata.etag": "\"3bh82a78633e02965953\"",
“AssignedPrivileges": [

"Login",

“ConfigureManager",

“ConfigureUsers"”,

“ConfigureSelf",

“ConfigureComponents"
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1,
"RoleId": "Administrator",

"IsPredefined": true,

“Description”: "This resource is used to represent a user role for the user account for a Redfish implementation.",
"@odata.context": "/redfish/vl/$metadata#Role.Role",

"@odata.type": "#Role.vl 3 1.Role"

-

Bt /AccountService/Roles/Operator:

{

“OemPrivileges"”: [
"RemoteServerPowerRestartAccess”,
"AbilityClearEventLogs",
"Configuration_Basic",
"Configuration_NetworkingAndSecurity",
"Configuration_Advanced"

1,

“Id": "Operator",

“Name": "Operator”,

“@odata.type": "#Role.vl_3_1.Role",

"@odata.id": "/redfish/v1/AccountService/Roles/Operator",

"@odata.etag": "\"43fc90854f7728ah334\"",

"@odata.context": "/redfish/vl/$metadata#Role.Role",

“Description”: "This resource is used to represent a userrole for the user account for a Redfish implementation."”,
“RoleId": "Operator",

“AssignedPrivileges": [

"Login",

“ConfigureSelf",

“ConfigureComponents"

1,
“IsPredefined": true

}

TR /AccountService/Roles/ReadOnly:

{
“RoleId": "ReadOnly",
"AssignedPrivileges": [

"Login",
"ConfigureSelf"
1,

"Id": "ReadOnly",

“Name": "ReadOnly",

"@odata.type": "#Role.vl 3 1.Role",

"@odata.id": "/redfish/v1/AccountService/Roles/ReadOnly",

"@odata.etag": "\"347a35f336d526655a8\"",

"@odata.context": "/redfish/vl/$metadata#Role.Role",

“Description": "This resource is used to represent a user role for the user account for a Redfish implementation.",

"OemPrivileges”: [

"ReadOnly"
]

“IsPredefined": true

FH I IAccountService/Roles/CustomRolel2:
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"AssignedPrivileges": [
“Login"

1,

"Id": "CustomRole12",

"RoleId": "CustomRole12",

"@odata.type”: "#Role.vl_3_1.Role",
"@odata.id": "/redfish/v1/AccountService/Roles/CustomRole12",

"@odata.etag": "\"5bh5db60befdb25abd48\"",

"@odata.context": "/redfish/vl/$metadata#Role.Role",

"IsPredefined": false,
“Name": "CustomRole12",

"Description”: "This resource is used to represent a user role for the user account for a Redfish implementation.",

"OemPrivileges": [
“UserAccountManagement”

]

"UserAccountManagement",
"RemoteConsoleAccess”,

“OemPrivileges@Redfish.AllowableValues": [

"RemoteConsoleAndVirtualMediaAccess",
"RemoteServerPowerRestartAccess”,

“AbilityClearEventLogs",
“Configuration_Basic",

"Configuration_NetworkingAndSecurity",

“Configuration_Advanced",
“Configuration_UEFISecurity"

POST-BlEZBENAER
f# | POST J5¥: 0 Redfish RS EI8H & XM,

B3R URL

POST https://<BMC_IPADDR>[redfish/v1/AccountService/Roles

BEXRIEX

B R i ik

Roleld FAFH | Roleld KEERRBIA 1~32 M. RIFMFF: A-Z, a=z,
0-9. - (EXl&k) . . (W) fn_ (FRI) .

OemPrivileges A Ik JER P 2 O e A 8 L 5 ) OEM AUFR . X T 108 B £

@, BBPERN readOnly, # T HEXMAA, HESLHWH
ARVER BB PERATE N IXAE T DL

“UserAccountManagement”
“RemoteConsoleAccess”
“RemoteConsoleAndVirtualMediaAccess” .
“RemoteServerPowerRestartAccess”
“AbilityClearEventLogs” .

(13 . . 9
Configuration_Basic™ .
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TB KRR ik

“Configuration_NetworkingAndSecurity” .
“Configuration_Advanced” .

“Configuration_UEFISecurity”

g Bz 1E XX
Wi B2 3% 8] f NS GET $RAEAH [, B39 T 8.

RERT

HTTP KRR BB A ID

500 InternalError

Bl
PLF Pl E POST IE 3,

{
"RoleId": "CustomRole",
"OemPrivileges” : [
"UserAccountManagement”
]
}

1R 5] PR 7845 JSON Wi 1%«

{
“Id": "CustomRole",
“Name": "CustomRole",
"@odata.type”: "#Role.vl_3_1.Role",
"@odata.id": "/redfish/v1/AccountService/Roles/CustomRole",
“AssignedPrivileges": [

"Login"

1,

"OemPrivileges@Redfish.AllowableValues": |
"UserAccountManagement”,
"RemoteConsoleAccess”,
"RemoteConsoleAndVirtualMediaAccess",
"RemoteServerPowerRestartAccess”,
"AbilityClearEventLogs",
"Configuration_Basic",
"Configuration_NetworkingAndSecurity",
"Configuration_Advanced",
"Configuration_UEFISecurity"

1,

“OemPrivileges"”: [
"UserAccountManagement"

1,

"@odata.context": "/redfish/vl/$metadata#Role.Role",

"IsPredefined": false,

“Description": "This resource is used to represent a user role for the user account for a Redfish implementation.",

“RoleId": "CustomRole",

"@odata.etag": "\"59ed9257e5e1272b2bc\""
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PATCH - EfTEE XL AR
i | PATCH J5 Z: ¥ #7 Redfish R 55 # Role %I 5 B8 1,

B3R URL

PATCH https:// <BMC_IPADDR>Iredfish/vl/AccountService/Roles/CustomRole{N}
BERIEX

EHEH BN TN, B X8 kAR vl DL R s,

B RH ik

OemPrivileges e UM JeE ek # LR R B A 448 5 ) OEM
BOR . AT HUE XA, B)m PR
N readOnly, % T HEXfif, K
B S R B o VF R 0L s kAT

No XA DR

13 b
UserAccountManagement™ .

[13 b
RemoteConsoleAccess”™ .

“RemoteConsoleAndVirtualMedi-
aAccess” .

(13
RemoteServerPowerRestartAc-
b4l
cess .

“AbilityClearEventLogs” .
“Configuration_Basic” .

“Configuration_NetworkingAnd-
Security” .

“Configuration_Advanced” .

“Configuration_UEFISecurity”

) j§2

MR IR E NS GET #AEHF, EEH 7B,
RERB

HTTP ARG MR AE ID

500 InternalError

Bl
PLF APl & PATCH IE X,
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{
"OemPrivileges"” : [
" RemoteConsoleAccess "
]
}

i& [ DL R 7R 45 JSON Hii B -

{
“Id": "CustomRole12",
"AssignedPrivileges": [
“Login"
1,
“@odata.type": "#Role.vl_3_1.Role",
"@odata.id": "/redfish/vi/AccountService/Roles/CustomRole12",
“RoleId": "CustomRolel2",
"OemPrivileges@Redfish.AllowableValues": |
"UserAccountManagement”,
"RemoteConsoleAccess”,
"RemoteConsoleAndVirtualMediaAccess"”,
"RemoteServerPowerRestartAccess”,
"AbilityClearEventLogs”,
"Configuration_Basic",
"Configuration_NetworkingAndSecurity",
"Configuration_Advanced",
"Configuration_UEFISecurity"
1,
"@odata.context": "/redfish/vl/$metadata#Role.Role",
"IsPredefined": false,
“OemPrivileges"”: [
"RemoteConsoleAccess”
1,
“Description": "This resource is used to represent a user role for the user account for a Redfish implementation.",
“Name": "CustomRole12",
"@odata.etag": "\"5hb9583e74906242bc70\""

DELETE - iR A&
@it HTTP DELETE J7 ¥ Ml B% Redfish IR 55 ) M 4 %R

#E3R URL
DELETE https:// <«BMC_IPADDR>[redfish/vl/AccountService/Roles/{1...12}

FRIEX
Jio

e B2 1E XX
360
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RAERBE

HTTP RA&NR® WMRHE ID
204 NoContent
500 InternalError
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FS5E HEERE

%R Chassis
WHEIFEH TR AREN Redfish SZH AL

PR R 1.N
PR 12 Iredfish/v1/Chassis/{1..N}
e S Chassis_vl.xml

GET - K&

i GET J K& Redfish R 55 MHLA 4 G 00 )8 o
#HR URL

GET https://<BMC IPADDR>Iredfish/v1/Chassis

BERIEX

7

) B 1E 3

Wi )52 2 A 2 DA T S 5 JSON AR :

B KRR ik

Name o] “ChassisCollection” .

Members B W 1~2

Members[N] R Chassis %% V5 SZH) W) 85 4%,

Description PR B “A collection of Chassis resource instances.”

RERE

HTTP RN MRAWEE ID

500 InternalError

e B7 7R 51
TR, KR 15 SR TF AR A B IE 3

{

"@odata.id": "/redfish/v1/Chassis",
"Name": "ChassisCollection",
"@odata.context": "/redfish/vl/$metadata#ChassisCollection.ChassisCollection”,
"Members": [

{

"@odata.id": "/redfish/v1/Chassis/1"
}

I,

© Copyright Lenovo 2018, 2024

45



"@odata.type": "#ChassisCollection.ChassisCollection",
"@odata.etag": "\"af5a94479815eh5f87fe91eal8fdelac\"",

"Members@odata.count”: 1,

“Description”: "A collection of Chassis resource instances."

GET - tlEEM

il GET Ji kK E RS54 Chassis FEIH )& 1.

3K URL

GET https://<BMC_ IPADDR>[redfish/vl/Chassis/{1..N}

BRIEX
7o
M 7 1E 3
iy 152 & 4 45 DA T S50 JSON W4
B | ik
Id FRH | ME AR IRALA R A P R R
X F RS54 1 Chassis %R, M IdH “17,
Description FREE | IREEHLAE R R,
LogServices TR SEAILAE Hb 42 1 H S R S5 VR 5 T B
Memory R AT REALAR 1 Y A2 FE R BG 5 | 4%
PCleDevices R AL F HEHLAR P I PCLe B4 M5 I BERE,
Power 2D BEHLAS rh £ 2 B YR B IR 0 5 B
AssetTag FRE | P AL 4 LB B AR I .
ChassisType FREE | VLR MR R R VR B BEANE AR R, A R L
* RackMount, 55 # NHLRK M4,
* Blade., MR55#5 071 RS2,
¢ StandAlone, R55#8 N LRSS 4R .
EnvironmentalClass FREE | BEHLAE P ASHRAE 335541,
HeightMn EE2 HLAR 0
IndicatorLED FAE | f84T LED BPRA, AT RN, ARERHE:
e K, #8747 LED K,
e Lit, f#734] LED K35%.
* Blinking, #87%] LED IE{E N,
Links XA BRI,
ComputerSystems A BEHLAE A B i TSR Ge i 5 8L,
ComputerSystems|[1] R WML R G RN 5] B,
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TR | ik
ContainedBy R %ﬁ P {2 % Lenovo D2 Enclosure FIHLAH ¥ UE I URI
Fans B4l N BEATLAE B BE R ID B4,
Fans[N] R BRI 2 PEUR W 5 B,
Drives A SR HILAS Fb R 25 10 T VRO
Drives[N] R T 25 PR A 5| ) R
ManagedBy Bl BT BELALAR 45 AR 0 51 T B4,
ManagedBy[0] T3 T T PR ALAR 4 BILAE SRR 0 5 T iR,
ManagersInChassis e BEATLAS b A 2 i A BRI 5 B AL
ManagerInChassis[0] R LA VIR 5] B,
PCleDevices ¥dl BT HEHLAE T PCIe 24 51 AL,
PCleDevices[N] R P F AL B H PCle BE#3 PEUR M 51 882,
PoweredBy L 9 BEHLAR BE H A BEIR B ID B,
PoweredBy[N] % FL R B A R T B
Processors e Br T S ALAR b i 40 BLER 0 51 304
Processors[N] % AL F AL o i b B2 SR UR N 5 B
Storage il HEF B AR S AL T AL N EB 1268 7 R S 5] AL,
Storage[N] R BL T B HLAR U A0 3 25 SRR Y 5 ) T B .
MaxPowerWatts e HUAR WS RE R A h R BRR .
MinPowerWatts IE2 GV PRSP By N
Manufacturer FAE | BB HER, 44K E N Lenovo LNVO,
Model FREE | RS,
Name FAEH | Chassis RIE AR, HAREN “Chassis” .
NetworkAdapters i SEATLA Hh A 1 0 43 T 7% YR UR AR 6 1 5 B
PartNumber FREE | AL RS,
Power R SE LA Hh A 2 Y R DR 3 A R VR Y 5 B
PowerState FAFE | LA Y TR IR, AR
e JF
e X
SKU FREH | WAL SKU,
Sensors g EHLAE Hh 4 2 0 1 SR SRR 5 B
SerialNumber FREE | WAL TS,
Thermal o BEHLAS b 42 B B IR 5 T B R,
Status pOE BED TR,

5% 5 m.HLME B
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TR RH #iig
Health TR g%?ﬁﬂz’lﬁﬁﬂ’ﬂﬁﬁﬁﬁ, W HE PR R H R, ARIE
* OK: IE¥. WHURFIFH B b I & g R Bk,
o Critical: FE7EMH MR SRS HALA 9908 F
B ESA - RBEN.
* Warning: {FAEMEER KB, HAVK 92 H 6 of
P —AES (HEERSEMN)
State FAH | “Enabled” .
UUID TR | AL UUID,
Location X4 HLAE AL E
Contacts A BRE BMEA.,
Contacts[0] MR cCREH
ContactName FRE | WERRAMES
PartLocation 4 R CR A
LocationOrdinalValue | #%% TR E M F ., WHR LocationType A “slot” , ifijltk
AL THR 2 B, W LocationOrdinalValue 9 2,
LocationType FIF R ERA AL E KA, 0 slot, bay fl socket,
ServiceLabel FRH | B E AR, W2 AR R AR,
Placement R R R A A ol P =R DA
Rack PR | AT AL AL E R
RackOffset R W EEME (P RackOffsetUnits JJ#AL)
RackOffsetUnits PR | IEAERE AL TR,
PostalAddress POE -tk IR A S B M ik
Building FRH | R AR,
Location FREH | AL A PR S A A5 B
Name FAF H F2y i
Room FIF LINER I R
Oem PO [SY/=5is
Lenovo xR B
FanSpeedBoost FREHE | EHHAN “Normal” . “Low” ., “Medium” . “High”
“Unknown” ,
RAERKE
HTTP RAERH HRMA ID
500 InternalError
=l

1& 5] LR 75 45 JSON Fi B :
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{
“Memory": {
"@odata.id": "/redfish/v1/Systems/1/Memory"
I8
"Location": {
"Contacts": [
{
“ContactName":
}

1,

"Placement": {
"Rack0ffsetUnits": "EIA_310",
"Rack": "",

"Rack0ffset": 1

I8

"PostalAddress": {

“"Name": "",

"Room": "",
IIBu_ild_ingll: IIII,
“Location": ""

}’
"PartLocation": {}

I8
"PartNumber": "SB27B09735",
“NetworkAdapters": {

"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters"
I8
"ChassisType": "StandAlone",

"HeightMm": 177.8,
"SerialNumber": "1234567890",
"Thermal": {

"@odata.id": "/redfish/v1/Chassis/1/Thermal"
I8
"Sensors": {

"@odata.id": "/redfish/v1/Chassis/1/Sensors"
}
“IndicatorLED": "0Off",

"PCIeDevices": {

"@odata.id": "/redfish/v1/Chassis/1/PCIeDevices"
}
"Model": "7Z74MT110D",
"Description”: "This resource is used to represent a chassis or other physical enclosure for a Redfish implementation.",
"PowerState": "0ff",
"EnvironmentalClass": "A4",
"@odata.context": "/redfish/vl/$metadata#Chassis.Chassis",
"1d": "1",
"ThermalSubsystem": {

"@odata.id": "/redfish/v1/Chassis/1/ThermalSubsystem"
I
"@odata.type": "#Chassis.vl_19_0.Chassis",
"@odata.id": "/redfish/v1/Chassis/1",
"Manufacturer": "Lenovo",
"Status": {

"Health": "Critical",

“State": "Enabled"
I
"Oem": {

"Lenovo": {

"FanSpeedBoost": "Normal",
“Slots": {
"@odata.id": "/redfish/v1/Chassis/1/0em/Lenovo/Slots"

%5 m.ALMEE 49



1,
"SolutionServiceEnabled": false,
"ProductName": "ThinkSystem ST650 V3 MAIN BOARD",

"FruPartNumber": "",
"@odata.type": "#LenovoChassis.vl_0_0.LenovoChassisProperties”,
"SystemBoardSerialNumber": "040025T001H",
"LEDs": {
"@odata.id": "/redfish/v1/Chassis/1/0em/Lenovo/LEDsS"
}
}

}

Name": "Chassis",
“LogServices": {
"@odata.id": "/redfish/v1/Systems/1/LogServices"
1
"@odata.etag": "\"11710a7a0a85430e8c9d80\"",
"PCIeSlots": {
"@odata.id": "/redfish/v1/Chassis/1/PCIeSlots"
1,
"Power": {
"@odata.id": "/redfish/v1/Chassis/1/Power"
1
"SKU": "TZ74MT110D",
"AssetTag": "ABC-1-2",
“Controls": {
"@odata.id": "/redfish/v1/Chassis/1/Controls"

}7
"Links": {
"ComputerSystems": [
{
"@odata.id": "/redfish/v1/Systems/1"
}
]7
"PoweredBy": [
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/0"
1
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/1"
}
1,
"ManagedBy": [
{
"@odata.id": "/redfish/v1/Managers/1"
}
1,
"Processors": [
{
"@odata.id": "/redfish/v1/Systems/1/Processors/1"
h
{
"@odata.id": "/redfish/v1/Systems/1/Processors/2"
}

!I

Storage": [],
"ManagersInChassis": [

{
"@odata.id": "/redfish/vl/Managers/1"
}
1,
n ansll; [
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]
1,

"PCIeDevices": [],

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":
}

"Drives": []

}

3,

“/redfish/v1/Chassis/1/Thermal#/Fans/0"

“/redfish/v1/Chassis/1/Thermal#/Fans/1"

“/redfish/v1/Chassis/1/Thermal#/Fans/2"

“/redfish/v1/Chassis/1/Thermal#/Fans/3"

“/redfish/v1/Chassis/1/Thermal#/Fans/4"

“/redfish/v1/Chassis/1/Thermal#/Fans/5"

PowerSubsystem": {
"@odata.id": "/redfish/v1/Chassis/1/PowerSubsystem"

"EnvironmentMetrics": {
"@odata.id": "/redfish/v1/Chassis/1/EnvironmentMetrics"

}

"MaxPowerWatts": 1800,
"MinPowerWatts": 0,
"UUID": "4460720A-CDBA-4409-939F-902E160C51C1"

PATCH - EFHLFER~Hric ML E LED U R EMVER 4
] PATCH J5 ¥: ¥ 3 Redfish 55 #) Chassis %I 1898 Pk,

B3R URL

PATCH https://<BMC_IPADDR>[redfish/v1/Chassis/1

BERIEX

LHF R EM TR, B ax ) o #0 n] DL sk,

TB &3] HWBWME D

AssetTag FAFE | F P O e AUAR 43 TS B B AR A
AssetTag M K FEAF R KEN 32,

IndicatorLED PR | $8747 LED MPRRA, W TFIRBINAE,
m‘}zﬁﬁj‘j “Lit” . “Blinking” Bﬁ “Off” .

Location POk 8 HLA AL E

Contacts Bl ARG ENEA,

5% 5 m.HLME B
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TB KRR HWBME D
Contacts[0] IR CET
ContactName | 2455 MWECR AN,
Placement IIE 3 R AU PR DAY
Rack FAE | AT E AR
RackOffset BB i EEAE (W RackOffsetUnits N #AL)
PostalAddress ISE Y -1k 5L B B M
Building TRE | AW LE.
Location FRE | ALB A PR e Al A B .
Name TRE | B
Room FRE | A AR
e 82
Wiy 58 18] i N5 5 GET BAEME, (HEEHT T R,
KSR
HTTP KA HRMA ID
500 InternalError
)

VL TRl & PATCH 1E .

{
“AssetTag" : "ABC-1-2"

}

iz T PATCH #44E)5, LA B9 & R & W DL T 75 4] JSON Hii B «
{

“AssetTag": "ABC-1-2",

PATCH - ¥ ¥ FanSpeedBoost & 1*
i F§ PATCH J7 ¥ ¥ %7 Redfish R 55 1) Chassis %354 )8 ok,

#H3R URL
PATCH https://<BMC_IPADDR>[redfish/v1/Chassis/1

ERIEX
SRR R I T B
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TB RN B A ID

Oem MR R

Lenovo SR oIt

FanSpeedBoost | 24 Hi BEAE MR BN “Normal” . “Low” . “Medium’

b Ejz “High” .

W& 7
Wiy B 38 Bl B NS GET #RAEMHE, {038 T R k.

RSN

HTTP RAERH WMRHEE D

500 InternalError

~Bl
VL FRpl & PATCH IE X,

{
"0em": {
"Lenovo": {
"FanSpeedBoost": "Low"

}

JEHiEAT PATCH $##A5 )5, AU TR #0°K 3% [9] AT 7361 JSON Wi i :

"Oem": {
"Lenovo": {
"SolutionServiceEnabled": false,
"LEDs": {
"@odata.id": "/redfish/v1/Chassis/1/0em/Lenovo/LEDs"
}

"SystemBoardSerialNumber": "L1HF1CN0OO2X",
"Slots": {

"@odata.id": "/redfish/v1l/Chassis/1/0em/Lenovo/Slots"
I
"FanSpeedBoost": "Low",

"ProductName": "ThinkSystem SD650 V3",
"@odata.type": "#LenovoChassis.vl_0_0.LenovoChassisProperties”,
“FruPartNumber": "036X534"

%8 Chassis (Lenovo D2 Enclosure)
BEE VR TR A HEA Redfish I Lenovo D2 Enclosure.

HVEIEAGE N T PAT Platform K#: Iteblade il Highdense

5% 5 m.HLME B
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FIRB R 1

PR M 42 /redfish/vl/Chassis/2
ZeAE S Chassis_vl.xml

GET - Flex System Enterprise Chassis 2 Lenovo D2 Enclosure £&
i/l GET J K& Redfish MR 55 AL 4 & b g 1tk

ER URL

GET https://<BMC_IPADDR>Iredfish/vl/Chassis

EREX

7

M B IE 3

Wi 2 2 £ 45 DL R S50 JSON A 4

7B i) ik

Name oy ] “ChassisCollection” .

Members N W: MUFFTCENSIHEER.

: : (13 . . . 2
Description FR R A collection of Chassis resource instances.

RERB

HTTP RN WMIRWHE D

500 InternalError

]
i& 5] PL R 7 45 JSON Fi B :

{
"@odata.id": "/redfish/v1/Chassis",

"Name": "ChassisCollection",
"@odata.context": "/redfish/vl/$metadata#ChassisCollection.ChassisCollection”,

"Members": [
{
"@odata.id": "/redfish/v1/Chassis/1"
I8
{
"@odata.id": "/redfish/v1/Chassis/2"
}

1,

"@odata.type": "#ChassisCollection.ChassisCollection",
"@odata.etag": "\"af5a94479815eh5f87fe91eal8fdelac\"",
"Members@odata.count”: 2,

“Description”: "A collection of Chassis resource instances."
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GET - Lenovo D2 Enclosure B 1%
i GET K E RS 251 Lenovo D2 Enclosure %5 )& 1

#H3R URL
GET https://<BMC_IPADDR>Iredfish/vl/Chassis/2
BEREX
P/
g R iE 32
TR IR #iid
SerialNumber FREE | WAL RS,
ChassisType FREE | DoE PR R I SR A RO E AR SR,
Description FRH | SREE AL R IR,
Links IS CJJT
Contains A BEHLA A & LA 1 51 8L
Contains [N] i I e ek W R X ATLAE B U ORI 51
Model TR | HLERES,
Id R | AR A PR, WAREN 27,
Status POEd BEUTITE
State FAFH | “Enabled”
Name FAF Chassis IR %I, HLEEN “Chassis Enclosure” .
Power R BEHUA A & B e R B IR B 5 B 3
Manufacturer FRE | WARRHER . H2% % E N LenovoLNVO,
Location R HLAR ML,
PartLocation R WAL E
LocationOrdinalValue | ¥y FRTBAEALE WS . W LocationType N “slot” , ik
AL T 4R 2 1, W] LocationOrdinalValue JJ 2,
LocationType FAH | BRAEALE A, W slot, bay il socket,
Placement A4 F-HkArE R s,
Additionallnfo FREE | XA R e A S R
UuUID PR | PUEM T D3 HLAH AT A
RERB
HTTP K& HRH A ID
500 InternalError
)

i& [5 DL R 7R 45 JSON Fi B :
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"PowerSubsystem": {

"@odata.id": "/redfish/v1l/Chassis/2/PowerSubsystem"
1
"Model": "",

"Location": {

"PartLocation": {

"LocationOrdinalValue": 1,
"LocationType": "Bay"

},

"Placement": {}

1
"1d": "2",

“Name": "Chassis Enclosure",

“@odata.type": "#Chassis.vl_19_0.Chassis",
"@odata.id": "/redfish/v1/Chassis/2",
“ChassisType": "Enclosure”,

"@odata.etag": "\"62c82cfdad0c25aee58\"",
"Manufacturer": "Lenovo",

"Power": {

"@odata.id": "/redfish/v1/Chassis/2/Power"

h
"@odata.context": "/redfish/vl/$metadata#Chassis.Chassis",
IIOemII: {
"Lenovo": {
"LANEnabled": true,
"IPV4": IIII’

"@odata.type": "#LenovoChassis.vl_0_0.LenovoChassisProperties”,
"IPMIEnabled": true
}
I8
“Description”: "This resource is used to represent a physical enclosure for a Redfish implementation."”,
"Status": {
"State": "Enabled",
"Health": "0K"
1,
"PowerState": null,
“SerialNumber": ""
"Links": {
"ComputerSystems": [],
"ManagedBy": [],
“Contains": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
]

’

}

#IR Chassis (F#ERIEMLYENE)

GET - FHERJAMYENERS
B GET T 5K 58 M 25 458 1 47 150 sl S LAE 0o 1 e,

ER URL
GET https://<BMC_IPADDR>Iredfish/vl/Chassis
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BRIEX
7o
) B 1E 3

TR xR ik

Name FHHE | “ChassisCollection”
Members i Ti: HUAEICE WG| B .

. : 13 . . . 2
Description PR A collection of Chassis resource instances.

RERE
HTTP RN MRHEE D

500 InternalError

ayl
1R 18] PR 75 45 JSON' Wi 1 «

{
"@odata.id": "/redfish/v1/Chassis",
“Name": "ChassisCollection”,
"@odata.context": "/redfish/vl/$metadata#ChassisCollection.ChassisCollection”,
"Members": [
{
"@odata.id": "/redfish/v1/Chassis/1"
|8
{
"@odata.id": "/redfish/v1/Chassis/2"
I8
{
"@odata.id": "/redfish/v1/Chassis/3"

}
]

@odata.type": "#ChassisCollection.ChassisCollection”,
"@odata.etag": "\"af5a94479815eh5f87fe91eal8fdelac\"",
"Members@odata.count”: 2,

“Description”: "A collection of Chassis resource instances."

GET - FHERIHMLYENEREME
B3R URL
GET https://<BMC_IPADDR>Iredfish/v1/Chassis/{3..N}

ERIEX
7

Ne) Rz 1E 3C
My 2 2 4 &5 DA T S50 JSON A4
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B KK ik
SerialNumber SHFH | AL A,
PartNumber FrE | A RES
ChassisType PR E | MBI UL SR B BEAME LA R, IRERRE N
“Enclosure” ,
Description PR E | RBE AL BRI R
Model PR “null”
Id FRE | R E SR RIE, HAREN 3Ny,
Status PO BED TR
State TR “Enabled”
Health R “OK”
Name PR E | Chassis BB, B EN “Chassis Enclosure”
PowerState R “pull”
SKU FrE | MAERN “SKU”
Manufacturer PR E | WA HRIER . 1R % E N LenovoLNVO,
REREBE
HTTP RER WMIRMAE ID
500 InternalError
Bl
& 18 LR 78 4] JSON' i ¥ -
{
"@odata.context": "/redfish/vl/$metadata#Chassis.Chassis",
Iloemll: {
"Lenovo": {
"VpD_ID": "0070",
"@odata.type": "#LenovoChassis.vl_0_0.LenovoChassisProperties”,
"PRODUCT_ID": "0000",
"Device ID": "53"
"Entity_ID": "0f",
"P0OS_ID": "0090"
}
}7
"Status": {
"State": "Enabled",
"Health": IIOKII
}

"@odata.id": "/redfish/v1/Chassis/3",
“SerialNumber": "R1SHOCNO016",
“@odata.type": "#Chassis.vl_19_0.Chassis",
"1d": "3",

"Manufacturer": "LNVO",

"@odata.etag": "\"49f350a2b70c2667ebd\"",
"PartNumber": "SC57A26298",

“Model": null,

"Name": "HDD BP_1",
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“ChassisType": "Enclosure”,

"PowerState": null,

"SKU": "02YE08T",

"Description"”: "
implementation."

}

This resource is used to represent a chassis or other physical enclosure for a Redfish

BR Chassis (EERSE)
BRI T 2 HA Redfish SEFLH) 2 N 25,

PR BE 1.N
PR 2 Iredfish/v1/Chassis/Retimer_{CFF|Riser}{N}
P AP Eis Chassis_vl.xml

GET - EEREEEM

il GET J5 ¥:4 & Redfish IR 551 8 & I 2% 8 1,

#ERK URL

GET https:// <BMC_IPADDR>[redfish/v1/Chassis/Retimer_{CFF[Riser}{N}

BERIEX
Jo
g 7 1E 32
B gy ik
Description PR “This resource is used to represent a retimer riser for a
Redfish implementation.”
Id FRHE | “Retimer_{CFF|Riser} {N}”
Links xR oIt
ComputerSystems e i HRENRSG RGN,
ComputerSystems[0] R I e ek LR X T AL R SE IR Y URIT 511
ManagedBy A T T B ATLAR S BEN 0 5 e
ManagedBy[0] R I Je i R % B BRLAR BEUR Y URT 51 M,
ChassisType =y “Card”
Manufacturer FREE | B ALAR Y ) 3 R
Model FZHHE | null
Name PR “Retimer {CFF|Riser}{N}”
PartNumber FRE | MRS
SerialNumber FRE | AT S,
Status MR I

5% 5 m.HLME B
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TB KRR ik

Health 5 “OK”
State PR “Enabled”
RESRKB
HTTP RAER BRI A 1D
500 InternalError
Bl
i& [5 DL R 7 45 JSON Fli B :
{
"@odata.context": "/redfish/vl/$metadata#Chassis.Chassis",
“@odata.type": "#Chassis.vl_19_0.Chassis",
"@odata.id": "/redfish/v1/Chassis/Retimer_Riser_1",
"@odata.etag": "\"3cc36febd4fh72426d10\"",
"Status": {
"Health": "0K",
"State": "Enabled"
5
"Manufacturer": "Lenovo",
"Links": {
"ComputerSystems": [
{
"@odata.id": "/redfish/v1/Systems/1"
}
]’
"ManagedBy": [
{
"@odata.id": "/redfish/v1/Managers/1"
}
]
}’
"PartNumber": "",
“SerialNumber": "",
“Name": "Retimer Riser 1",
“Id": "Retimer_Riser_1",
“Description”: "This resource is used to represent a retimer riser for a Redfish implementation.",
“ChassisType": "Card"
}

%R EnvironmentMetrics (F158)
HHEIEH T E#AHA Redfish I EnvironmentMetrics,

PHRECR 1
PR A2 /redfish/v1/Chassis/1/EnvironmentMetrics
AR RLd EnvironmentMetrics_vl.xml
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GET - EnvironmentMetrics & 14
i H GET ) #:# & Redfish 551 EnvironmentMetrics %8 5 0 8 P,

ER URL

GET https://<BMC_IPADDR>Iredfish/v1/Chassis/1/EnvironmentMetrics

BEREX
P/
W3 R IF 3
TR i) ik
Id FRFH | “EnvironmentMetrics”
Name FAF e “Chassis Environment Metrics”
Description FHFH | “This resource shall represent an environment metrics for
a Redfish implementation.”
FanSpeedsPercent Bl e WUm AR RRER B (A Es)
FanSpeedsPercent[N] R BET
DataSourceUri FRFH | Redfish K3 {5 A VLR IR A2
Reading B ST X AR AR R
FanSpeedsPer- BB BEAHUAR e XU A5 148 10 BT AT T U A
cent@odata.count
PowerWatts PuE 3 CeJT
DataSourceUri FAF “Sys Power” & JE&Z% 1) Redfish & &48 PR 12
Reading BE EF “Sys Power” 1525554,
TemperatureCelsius xR R
DataSourceUri FIF “Ambient Temp” £/ 45 H Redfish & 848 TR K2
Reading I 4T “Ambient Temp” f&I& 5 ¥ H.

&R Sensor

WHRBEH T EREA Redfish SEILHIE K,

TR L 1.N
R B2 /redfish/v1/Chassis/1/Sensors/{sensor 1d}
Bl S A Sensor_vl.xml

GET - ZRBES

il GET J7 /& Redfish R 55 W16 &S 42 & T B 1,

ER URL

GET https://<BMC_IPADDR>Iredfish/vl/Chassis/1/Sensors
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ERIEX

I
M 57 1IE X
TR k¥ ik
Name TR “SensorsCollection”
Members A Ti: IR TR Mg A ek
Mem- B RIS TR MR
bers@odata.count
Description FIF B “A collection of sensor resource instances.”’
REREB
HTTP RN WMREE ID
500 InternalError
Bl
{
"@odata.etag": "\"4822a396928aa32c66f8c4\"",
"Members": [
{
"@odata.id": "/redfish/v1/Chassis/1/Sensors/100L1"
},
{
"@odata.id": "/redfish/v1/Chassis/1/Sensors/101L1"
})
{
"@odata.id": "/redfish/v1/Chassis/1/Sensors/102L1"
},
{
"@odata.id": "/redfish/v1/Chassis/1/Sensors/103L1"
}?
{
"@odata.id": "/redfish/v1/Chassis/1/Sensors/99L1"
},
{
"@odata.id": "/redfish/v1/Chassis/1/Sensors/9L0"
}
1,
"Members@odata.count”: 212,
“Description”: "A collection of Sensor resource instances.",
"Name": "SensorCollection”,
"@odata.type”: "#SensorCollection.SensorCollection”,
"@odata.id": "/redfish/v1/Chassis/1/Sensors"
}

GET - e REzfE 1%
(7 GET J5 ¥ 5 fh i 5 VU0 b 0 B
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3R URL

GET https://<BMC_IPADDR>Iredfish/v1l/Chassis/1/{sensor Id}

BRIEX
7o
I R 1E 32
FB R ik
Id FAE M — by P RS A T A TR
BEfE A4 X8 <SensorNumber>L<OwnerLUN>, #il#l 24410,
20L1 %,
%ﬁﬂ% Redfish #75€ Hf% 4, #lM “PSU{N}_InputVol” .
GPU{N} Power” ,
Name FAE kA 4R, UL SDR IREUA,
Description TR B PRBE R LA BE IR Bk,
ApparentVA B BE Y FL B R R LR B SR (DMR & L)
MaxAllowableOp- | ¥ Ie % % Bk P B AT fE.
eratingValue
MinAllowableOper- | {5 I %28 B BN VR IE AT ML
atingValue
PhysicalContext TR B IHh A TR A8 O R3S ) ) DX B i S
Precision B P GRS E TR @
Reading B o R AR
ReadingRangeMax | ¥{¢ I A S A B4 B KT R AHL
ReadingRangeMin | ¥ I A S A B B /N T REAHL
ReadingType LA iRyl
ReadingUnits B B R LAY B
Status PO G
State FRF A% ME: “Enabled” . “Disabled”
Health FRF HRME: “OK” . “Warning” . “Critical” 3 null
Thresholds poE [BY/=5is
LowerCaution pOE 3 =85
Activation T H “Decreasing”
Reading ¥ 7 X Reading J& PEAR T~ 1E % Vi H Y,
LowerCritical MR &Y 58
Activation FRE B “Decreasing”
Reading e 5E X Reading J& T T 1E % ¥ Bl 4H 1 oA 35 2] 8w f2 B2 M 1A
LowerFatal pOE 3 e

5% 5 m.HLME B
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TR KRR #iik
Activation TR H “Decreasing”
Reading By 5% X Reading J&EAK T 1E ¥ Vi Bl A2 B f2 B8 M AL
UpperCaution POE B EIF
Activation FIF “Increasing”
Reading By % X Reading J& 1 1 T 1E 5 v Fi A
UpperCritical R CEIT
Activation TR R “Increasing”
Reading By % X Reading J& M & T 1E ¥ v il {H v R 38 2 B £2 BE AL
UpperFatal 4 C T
Activation FAFH “Increasing”
Reading e % X Reading J& 1 iR T 1E # Y6 H HLik 2] B iR B A A
VoltageType E B “DpC”
WARA R AR AR, b BORE B BRR
RAENRD
HTTP R&ENRH BN A 1D
500 InternalError
=P
{
"@odata.id": "/redfish/v1/Chassis/1/Sensors/1L0",
"Status": {
"State": "Enabled"”,
"Health": "0K"
3’ReadingUnits": "
“Reading": 0,

“PhysicalContext": null,
“@odata.type": "#Sensorvl_1_0.Sensor",

“ReadingType": "Power",

"Id": "].I.D",

"@odata.etag": "\"253a27c7e52c2a24abf\"",

"Name": "Host Power",

“Description": "This resource is used to represent a sensor for a Redfish implementation."
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E6E WMEEERR[REZ

%R NetworkAdapters

WHRBEH T EREAD Redfish SZILH B 45 3&E Bl 85 o

PHRE R 1& FC A i B

RIRER /redfish/v1/Chassis/ l/Net“‘rorkAdapters/ {Loca-
tion} (Location = ob-X E slot-Y)

ZE A NetworkAdapterCollection_v1.xml

NetworkAdapter_vl.xml

GET - MAEEHRES
i/l GET /¥4 & Redfish ]k 55 1) NetworkAdapter 6 H 1 & It

ER URL

GET https://<BMC_IPADDR>[redfish/v1/Chassis/1/NetworkAdapters

ERIEX
7

g B IE XX

Wi 37 R 4 4 DL R S 80 JSON AR

TB

R

ik

Name

TAT

“NetworkAdaptersCollection” ,

Members

Bl

Ji: NetworkAdapters JC % I 5| Fl 8%,

Description

S

“A collection of NetworkAdapter resource instances.”

RERE

HTTP RN

MRWEE D

500

InternalError

]
1& [5] PL R 7 45 JSON Fi B -

{

"Members": [

{

"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13"

}
]

"@odata.type”: "#NetworkAdapterCollection.NetworkAdapterCollection”,

"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters",

© Copyright Lenovo 2018, 2024
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“Name": "NetworkAdapterCollection",

"@odata.etag": "\"7c4a52116d626eal0f04de562c990269\"",
"Members@odata.count”: 1,

“Description”: "A collection of NetworkAdapter resource instances.”

GET - M EBH[E M
il GET J7 ¥ % Redfish IR 551 NetworkAdapter ¥ J5H )& M,

B3R URL
GET https:// <«BMC_IPADDR>Iredfish/vl/Chassis/1/NetworkAdapters/{Location}

{Location}: tH NetworkAdapter &N E ., {Location}=ob-X K slot-Y. ob FRREKLH,
slot ZMmK. X BM 1 TFEMBRERZEF 5. Y ZRIN-RHEH S,

BRIEX
T
A R IE 3
B XM g
1d FAF HHI XA DKM, Fibre Channel. InfiniBand %% X5
NetworkAdapter % Ji:
T eE, WA “slot-{slot number}”
A FBE A HADY “ob-findex}”
Controllers e It NetworkAdapter 138 [ B 45 #2 i] #% ASIC £
Controllers[] R o
FirmwarePack- T R THI ) P e L B AR
ageVersion
PClelnterface FOE 4 TR
HE: W RAE AMD F 6 AZ
LanesInUse B Mg PCIe 1878 %,
MaxLanes ¥z Bbi% & X F ) PCle BB,
MaxPCleType TR R % % X FF ) PCle BLIE I B iR AR .
PCleType FIFH I8 2 H ) PCTe AL I RRAS
Location R [ &5 3& L 25 B AL B .
PartLocation R ERAEALE
ServiceLabel FAF PR E AR, WMZEAREERFRSE, PCle X (X 2% ) .
LocationType FIF W4 IEBL s WAL B 2R R, [EEMH: Slot
LocationOrdi- B FRRTAE AL E BT, R LocationType JJ “slot” , LB ICALTF
nalValue i 2 ¥, N LocationOrdinalValue N 2,
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TB KK i
Info FIF B ALE: Slot (N} (N ZHHE45) H “OnBoard”
Infoformat PR Info BRI R, “Slot X” B “OnBoard” ,
Info@Red- FAF i gt FH., WA PartLocation,
fish.Deprecated
InfoFor- PR B WEHCFHF M, E%H PartLocation,
mat@Red-
fish.Deprecated
Links X4 IHk 32 1) 4% 0 B
PCleDevices A Wi B
PClIeDevices]] B % PCleDevice M55,
Ports B Wi B
Ports(] ey 2% Ports M BERE,
NetworkDevice- | ¥4 . B
Functions
NetworkDevice- | 432 #% NetworkDeviceFunctions M #53#,
Functions][]
ControllerCapa- SR i 1 25 10 Zh RE
bilities
NetworkPort- =S I 3 T o ) g B T
Count
NetworkDevice- | ¥ I3 B A% % e 1 3
FunctionCount
Description TR “A NetworkAdapter represents the physical network adapter
capable of connecting to a computer network.”
Manufacturer 25 I W) £ 3 T 2% B 1) 38 7 B OEM,
Model PR I X 4% 38 L 2§ P 205 2 45 S
SKU AT R I I £ 38 L 25 1 1l 3 B SKU,
Name FRF LR Sn i (i S
PartNumber P I P 44 T8 L 2% 1 R A 5
SerialNumber FAF H I O 4% 35 L 2% B ) 81 5
Status X4 Je
State R Enabled
Health FAF R IR B TR VRS
Ports R % PortsCollection HJ55#%,
NetworkDevice- T 5% NetworkDeviceFunctionsCollection HJ#£3%,
Functions

6 F. MGEM RS
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RERD

HTTP R WMREE ID
500 InternalError
Pl
1B 18 L 7] JSON i ¥ -
{
"Manufacturer": "Broadcom Limited",
“@odata.context": "/redfish/vl/$metadata#NetworkAdapter.NetworkAdapter",
"SKU": n II’
“Model": "BCM5719",
"Status": {
"State": "Enabled",
"Health": IIOKII
1
Iloemll: {
I8

"SerialNumber": "LONV18D00OC",
"@odata.etag": "\"e83fbebf3af62ffr49494\"",
“Controllers": [
{
“ControllerCapabilities”: {
"NetworkPortCount": 4,
"NetworkDeviceFunctionCount": 4

})
"FirmwarePackageVersion": "214.0.6.1",
"Links": {
"PCIeDevices": [
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_13"
}
1,
"Ports": [
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/Ports/1"
I3
{
"@odata.id": "/redfish/vi/Chassis/1/NetworkAdapters/slot-13/Ports/2"
5
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/Ports/3"
3
{
"@odata.id": "/redfish/vi/Chassis/1/NetworkAdapters/slot-13/Ports/4"
}
1,
“NetworkDeviceFunctions": [
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/1.1"
5
{
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/2.1"
h
{
"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/3.1"
5
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{
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/4.1"
}
]
1
"PCIeInterface”: {
"PCIeType": "Genl",
"LanesInUse": 4,
"MaxPCIeType": "Genl",
"MaxLanes": 4
1
"Location": {
"PartLocation": {
“LocationType": "Slot",
"ServicelLabel": "PCIe 13",
"LocationOrdinalvalue": 13
1
"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead.",
“Info": "Slot 13",
"Info@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."”,
"InfoFormat": "Slot X"
}
}
1,
“NetworkDeviceFunctions": {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions"
I3
"Name": "Broadcom 5719 1GhE RJ45 4-port OCP Ethernet Adapter",
"@odata.type”: "#NetworkAdaptervl 9 0.NetworkAdapter",
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13",
"PartNumber": "SN37A28309",
“Description”: "A NetworkAdapter represents the physical network adapter capable of connecting to a computer
network.",
"Id": "slot-13",
"Ports": {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/Ports"
}
}

®R Port
WEIEH T EAEAD Redfish LA 5 H,

PR it 130
IR %42 /redfish/v1/Chassis/1/NetworkAdapters/{Loca-
tion}/Ports/{1-N} (Location = ob-X I slot-Y)
p1Y Ay PortCollection_v1.xml
Port_vl.xml

GET - wO&4&

i GET J7 ¥4 & Redfish AR 5509 46 b il g ik,

E3R URL

GET https://<BMC_IPADDR>Iredfish/v1/Chassis/1/NetworkAdapters/{Location}/Ports

6 F. MGEM RS
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ERIEX

¥
M 37 1E 3
B RH ik
Name TR “PortsCollection”
Members B Wi: o HooE g e
Description FIF “A Collection of Port resource instances.”
REREBE
HTTP RERP WIRWAE ID
500 InternalError
Bl
i& 5] LR 75 45 JSON Hi ¥ :
{
"@odata.context": "/redfish/vl/$metadata#PortCollection.PortCollection”,
"Members": [
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/Ports/1"
1,
{
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/slot-13/Ports/2"
})
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/Ports/3"
1,
{
"@odata.id": "/redfish/vl/Chassis/1/NetworkAdapters/slot-13/Ports/4"
}
1,
“Description”: "A collection of Port resource instances.",

"@odata.type": "#PortCollection.PortCollection”,

"@odata.etag": "\"3fc9132f3b512727651\"",

"Name": "PortCollection",

"Members@odata.count”: 4,

“@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/slot-13/Ports"

GET - im N B
{1l GET J5 K% Redfish 25 3 11 ¥ U6 b 1 1

B3R URL
GET https://<«BMC IPADDR>Iredfish/v1l/Chassis/1/NetworkAdapters/{Location}/NetworkPorts/{1-N}

{Location}: tH NetworkAdapter &N E ., {Location}=ob-X K slot-Y. ob FRREKLH,
slot MK, X BM 1 TFEMBRERR ST 5. Y ZRIM-RHEEH S,
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{1-N}: &4 eiom AR 51,

BERIEX
7o
) B 1E 3
My )37 4 5 DL R S 80 JSON A4 :
FB | ik
Id FrH | ®il.
LinkNetworkTechnology FREE | M BB B 2 R Th g
R P2 “Ethernet” . “InfiniBand” . “FibreChannel”
Ethernet R BRI, (WRIXE Ethernet, W 878 T w55 )
AssociatedMACAddresses | %41 Wi: SR
55 G 45 5 ORI L E MAGC ik i 304,
Description FH | “A Network Port represents a discrete physical port
capable of connecting to a network.”
LinkStatus FREE | e 5 RE R AR ) P BE IR
CurrentSpeedGbps EIE2 IHb i 11 Y 224 T 3
Name FrrH | “Physical Port X7 (X =1d 1)
FunctionMaxBandwidth il Wi: W4
55 1 10 S B0 1 I 4% 15 4 o R 1 s /N 58 43 TE 1 43 B AL
FunctionMaxBandwidth[N] | {4 BRI,
AllocationPercent EIE2 3 TC 465 HH 52 ) 4% 15 2% 2 B S 9]y Jp Rt 8 43 L/ 4 B
NetworkDeviceFunction | #5§% NetworkDeviceFunction M ##%,
MaxSpeedGbps e 14 i T O S 1T e R
Status xf 4 JeIT .
State %58 | Enabled
Health =8 | OK
HealthRollup FREE | o b EIR B AR IR BB AT R OLR A
FibreChannel XA BRI, (WHRIXKE FibreChannel, WK 378 T )
AssociatedWorldWide- a Wi: R
Names
5 40 HOCER CELE 23R4 (WWN) #9354,
InfiniBand xR BRI, (WRIXE InfiniBand, WK B8 FHET) .
AssociatedPortGUIDs ol Wi: SR
5 3 I 4% v 11 S B 17 L C B o 1 GUID M4

6 F. MGEM RS
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RERD

HTTP RAERY BN A ID

500 InternalError

Bl
&[5 DL R 7 ] JSON Mg ¥ -

{
"Ethernet": {
"AssociatedMACAddresses™: [
"90:2e:16:05:4d:7¢"
]
I8
“Oem": {

8
"Description”: "A Network Port represents a discrete physical port capable of connecting to a network.",
“LinkNetworkTechnology": "Ethernet”,
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"
1
“Id": "2",
“Name": "Physical Port 2",
"@odata.context": "/redfish/vl/$metadata#Port.Port",
“@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/ob-2/Ports/2",
"MaxSpeedGhps": 10,
“CurrentSpeedGhps": null,
"@odata.type”: "#Port.vl_6_0.Port",
"@odata.etag": "\"596e35h4a3e8296ddco\"",
"LinkStatus": "LinkDown",
"FunctionMaxBandwidth": [
{
"AllocationPercent"”: null,
"NetworkDeviceFunction": {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/ob-2/NetworkDeviceFunctions/2.1"
}
}
]
}

&R NetworkDeviceFunction
M T R HEA Redfish SZHLA P 451% 2 Th BE,

R B R W &% 1% 7% 2h e i 2 B
VR % 4% /redfish/v1l/Chassis/1/NetworkAdapters/{Lo-

cation}/NetworkDeviceFunctions/{1-M}.{1-N}
(Location = ob-X 5 slot-Y)

1Y A Ryl NetworkDeviceFunctionCollection_v1.xml

NetworkDeviceFunction_v1.xml
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GET - MZ R R INER S
il GET J7 ¥4 % Redfish k551 NetworkDeviceFunction £ 6 9 & M,

E3RK URL

GET https://<«BMC IPADDR>Iredfish/v1l/Chassis/1/NetworkAdapters/{Location}/NetworkDeviceFunctions

BRIEX

T

I |8 1E X

Wi 37 R 445 DL R S 80 JSON AR
TR R Hiig
Name PR “NetworkDeviceFunctionCollection” .
Members Bl Jji: NetworkDeviceFunction JCZE M 5| Fl 853,
Description FIF “A collection of NetworkDeviceFunction resource

instances.”

WARB
HTTP BN WMXWAE ID
500 InternalError
Pl
& 18] DL 78 4] JSON i B -
{
"@odata.type": "#NetworkDeviceFunctionCollection.NetworkDeviceFunctionCollection”,
"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/ob-2/NetworkDeviceFunctions",
“Description": "A collection of NetworkDeviceFunction resource instances.",
"@odata.context": "/redfish/vl/$metadata#NetworkDeviceFunctionCollection.NetworkDeviceFunctionCollection",
“Members": [
{
"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/obh-2/NetworkDeviceFunctions/1.1"
8
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/oh-2/NetworkDeviceFunctions/2.1"
}
]!
"@odata.etag": "\"469ebc906d8628a96e9\"",
"Name": "NetworkDeviceFunctionCollection",
“Members@odata.count”: 2
}

GET - M&i& % PCle Ih&E
i |l GET 77 ¥4/ & Redfish IR 551 NetworkDeviceFunction %5 H i J&g M,

#R URL
GET https://<BMC_IPADDR>Iredfish/v1/Chassis/1/NetworkAdapters/{Locaton}/NetworkDeviceFunctions/{1-M}.{1-N}
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{Location}: I NetworkAdapter &AM E, {Location}=ob-X K slot-Y, ob ERMREKLE,
slot ZaRMMR. X ZBM 1 AR S5, YRR

{1-M}: PB4 RG],
{1-N}: BHMN%mHMES,

FERIEX
J
M) B 1E 3Z
TR KA #iig
Id TR Fi2% NetworkPort SERMMELSG &R T + “.” + RO K5,
AssignablePhysi- | %4l Hi: BEHE
calPorts
AssignablePhysi- | #%4% ] B8 o I B B
calPorts[N]
PhysicalNetwork- | 4#$% % NetworkPort B85,
PortAssignment
Description PR B “A Network Device Function represents a logical interface
exposed by the network adapter.”
DeviceEnabled 5K True
InfiniBand x4 JEIF, (HRIXR InfiniBand, W 878 T HH)
I(’}%rgl)anentf’ort- S g3 TG 265 e X 4 332 %% D BE Y K A 1T GUID,
MTUSize B O I WA 45 3 £ Tl BE L B R e K AR SR (MTU)
Ethernet xR I, (RIXE Ethernet, NIHF &R T i)
Permanent- TR XA RE (WBLZIE) HIRA MAC Hilik
MACAddress
MACAddress TR X (BHE ) W43 Th B AT E I MAC Hulik,
MTUSize By L 2435 5 T RE L B M B KA BT (MTU) o
FibreChannel POEd I, (WRIXE FibreChannel, WK & 78 T 1 A 55)
Permanen- SR | KRG ILRYE A (W) HKA WWPN M,
tWWPN
WWPN TR XM EINEE (WBLhRE) Y HTHCE M WWPN Hubk,
Links JIE J&FF,
EthernetInterface | 4%4% DL PR 42 1O i) B g
PCleFunction bz PCleFunction ) ##%
PhysicalPortAs- | 4% H2% NetworkPort M5
signment
Name = “Logical Port” + “ ” +#& #ui H R 5|
NetDevFuncType | 4 i I A £ 1% 2% 2 HE TR L PR S e
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B e 3l iR
Status POE &t
State FHE Enabled
Health R OK
HealthRollup FAF FE 7 e B U B AR BE IR B AT IR DUIR A
@Redfish.Settings | %4 oI
X4 NetDevFuncType J iSCSI I}, A ZFEILATR,
Messages A Ti: AR
Messages[N] R CE I
Messageld FIF “RebootRequired”
RelatedProper- | %4 Wi: 2558
ties
RelatedProp- | S5 | M4k & HREM R4 Fr, HRMY “HESCSBoot/—” .
erties[N]
Severity FR “Warning”
Message FIFH “Changes completed successfully, but these changes will not
take effect until next reboot.”
Resolution FAF “Reboot the computer system for the changes to take effect.”
SettingsObject TR WA 2% 1% £ Ty R 1% BT 4R PEUR A B
Time FRE H $en kN 5 R A IR IR
SupportedApply- | (41 Wi: FAFEH
Times
kel |
SupportedAp- ZR B “OnReset”
pPlyTimes[0]
iSCSIBoot X4 [N
X4 NetDevFuncType J “iSCSI” B, 7 % F¢ib)E i,
Authentication- =y} B 2% % 25 Sh BB Y iSCSI 515 I IE 5 .
Method
CHAPSecret FAF HF CHAP NIFM L% H] ., XY AuthenticationMethod i CHAP
I A 7.
CHAPUsername P T CHAP AERI I 4., I AuthenticationMethod JJ CHAP
i A 7 15
IPAddressType | 4 i £ iSCSIBoot IP Hihk<7 B N1y TP bk iy 287,
ARAE: “IPva” | “IPV6”
InitiatorDefault- | 5245 IPv6 B IPv4 iSCSI 55 BIAM K,
Gateway
InitiatorIPAd- FR IPv6 5 IPv4 iSCSI 55 BINFIK,
dress
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TR et} ik

InitiatorName PR iSCSI K # & FF o
InitiatorNetmask | S i iSCSI 5| 5 & 5 iy IPv6 2 IPv4 W4 H#ER,
MutualCHAPSe- | 5244 i FAT 3 CHAP AEH) CHAP %%, {3 AuthenticationMethod Jy
cret MutualCHAP B A F 7,
MutualCHA- FAF FF X CHAP IAIER) CHAP HJ' 4. X4 AuthenticationMethod
PUsername A MutualCHAP I A F1E,
PrimaryLUN 7 F iSCSI 5| S Hir B H/ ¥ TS (LUN) ,
PrimaryTargetl- | 245 i F iSCSI 5% HAx i IPv4 5 IPv6 Hidlk,
PAddress
PrimaryTarget- | 2£f i iSCSI £5|F Hir w495,
Name
PrimaryTar- ¥z F iSCSI 515 H### TCP 3 H,
getTCPPort
TargetInfoViaD- | /R a4 N )\ DHCP KB iSCSI 515 HAnfF7. LUN, IP HuhkAi
HCP e RTR

RERE

HTTP RERH HH A 1D

500 InternalError

Bl

i& [5 DL R 7 45 JSON Fi B -

{

“NetDevFuncType": "Ethernet”,
"Ethernet": {
"PermanentMACAddress": "90:2e:16:05:4d:7c",
"MTUSize": 72000,
"MACAddress": "90:2e:16:05:4d:7¢c"
8
"PhysicalNetworkPortAssignment": {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/oh-2/Ports/2"
I8
“AssignablePhysicalPorts@odata.count”: 2,
“@odata.type": "#NetworkDeviceFunction.vl_8 0.NetworkDeviceFunction",
“DeviceEnabled": true,
“Name": "Logical Port 1",
"@odata.context": "/redfish/vl/$metadata#fNetworkDeviceFunction.NetworkDeviceFunction",
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/ob-2/NetworkDeviceFunctions/2.1",
"Links": {
"EthernetInterface”: {
"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/NIC2"
1,
"PhysicalNetworkPortAssignment": {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/oh-2/Ports/2"
b
"PCIeFunction”: {
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_2/PCIeFunctions/ob_2.01"

}
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5
"Status": {
“Health": "0K",
"HealthRollup": "0K",
"State": "Enabled"
3
“Id": "2.1",
"@odata.etag": "\"83405fffeb4731d4f240e\"",
"Description”: "A Network Device Function represents a logical interface exposed by the network adapter.”,
"AssignablePhysicalPorts": [

{

"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/oh-2/Ports/1"
|8
{

"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/obh-2/Ports/2"
}

]
}

PATCH - EFT M 4 1% % PCle ThEER IR
fi il PATCH J5 ¥: % #1 Redfish It 55 ) NetworkDeviceFunction % 5% 0 )& 1

3R URL

PATCH https:// <BMC_IPADDR>Iredfish/vl/Chassis/1/NetworkAdapters/{Location}/NetworkDeviceFunctions/{1-M}.{1-N}/
Pending

ERIEX
SR BB PR T FraR, BRI S A AT DL B B

Field 81| A
iSCSIBoot FUE 3 LA B AL,

Authentica- | ZfFH | LR FZIHHER iSCSI 51 S INIEF ¥,
tionMethod

CHAPSecret | 77 | 1T CHAP INIEM I ZH 4,
CHAPUser- | 2ff#8 | 1T CHAP NIEMH P 4.

name

IPAd- PR E | 4F iSCSIBoot IP Husik<7 BE I\ TP Huhik il 2R A0,
dressType

HRAE: “1Pva” . “IPV6”
InitiatorDe- | 2458 | IPv6 5 IPv4 iSCSI 5| S5\ K %,

faultGate-

way

Initiatorl- FHH | IPv6 B IPv4 iSCSI 5| SERIAM K,
PAddress

Initiator- TR E | iSCSI R &K,

Name

InitiatorNet- | 2458 | iSCSI 3| 5§ &k 77 1Y IPv6 X IPv4 W &R,
mask

%6 M. MgEmAGiRkE 77



Field 3 iR

Mutu- FRH | TR CHAP IAIER) CHAP %4 .
alCHAPSe-
cret

MutualCHA- | 2458 | I T CHAP iAIER) CHAP HI F 4.

PUsername

PrimaryLUN | % I iSCSI 51 S Hir M@ #8565 (LUN) ,
Primary- A | 32 iSCSI 515 HAn iy IPv4 X IPv6 Hidlk,
TargetIPAd-

dress

PrimaryTar- | 2 | iSCSI £35S HAm A F5.

getName

PrimaryTar- | ¥{% F iSCSI 51 S HA=H TCP i H,

getTCPPort

Target- i /R 8 MM DHCP ZREUiSCSI 51 5 HAn &K, LUN, IP HuhkFin g 4 #ing
InfoViaD-

HCP

24 AuthenticationMethod J§ CHAP K}, 7 #EX} CHAPUsername #1 CHAPSecret $147 PATCH
#AE, XY AuthenticationMethod N MutualCHAP B, 74 X MutualCHAPUsername #

MutualCHAPSecret $147 PATCH #:1E,

g Bz 1E XX
Wiy B2 3% 8] N5 GET $RAEAH ], AH 38 T 8.

RERE

HTTP KRR WA ID

500 InternalError

]|
PLF & PATCH 1E ¢

{
"iSCSIBoot": {

"AuthenticationMethod": "MutualCHAP",
"IPAddressType": "IPv4",
"InitiatorDefaultGateway": "192.168.1.1",
“"InitiatorIPAddress": "0.0.0.0",
"InitiatorName": "ign.com.example"”,
“InitiatorNetmask": "255.255.255.0"
"MutualCHAPSecret": "
"MutualCHAPUsername": "username",
"PrimaryLUN": 0,
"PrimaryTargetIPAddress": "192.168.1.10",
"PrimaryTargetName": "ign.example",
"PrimaryTargetTCPPort": 3261,
"TargetInfoViaDHCP": false
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B2 T PATCH #4E )5, AU %A K& B DL R 7R 41 JSON i B :

{

"Ethernet": {
"MACAddress": "b8:59:9f:03:00:3f",
"PermanentMACAddress": "b8:59:9f:03:00:3f",
"MTUSize": 32768

}

"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/1.1",
"Links": {
"PhysicalPortAssignment"”: {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"
h
"PCIeFunction": {
"Qodata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_13/PCleFunctions/slot_13.00"
}
I8
"Description”: "A Network Device Function represents a logical interface exposed by the network adapter.”,
"iSCSIBoot": {
"AuthenticationMethod": "MutualCHAP",
"IPAddressType": "IPv4",
“InitiatorDefaultGateway": "192.168.1.1",
“InitiatorIPAddress": "0.0.0.0",
“InitiatorName": "ign.com.example",
“InitiatorNetmask": "255.255.255.0"
“MutualCHAPSecret": "
"MutualCHAPUsername": "username",
“PrimaryLUN": 0,
“PrimaryTargetIPAddress": "192.168.1.10",
"PrimaryTargetName": "ign.example",
“PrimaryTargetTCPPort": 3261,
“TargetInfoViaDHCP": false
I8
“PhysicalPortAssignment": {
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"
8
“DeviceEnabled": true,
“AssignablePhysicalPorts@odata.count”: 1,
“NetDevFuncType": "iSCSI",
"AssignablePhysicalPorts": [
{
"@odata.id": "/redfish/v1/Chassis/1/NetworkAdapters/slot-13/NetworkPorts/1"
}
1,
"@Redfish.Settings": {
“SettingsObject”: {
"@odata.id": "/redfish/v1l/Chassis/1/NetworkAdapters/slot-13/NetworkDeviceFunctions/1.1/Pending"
1
"@odata.type": "#Settings.vl_3_0.Settings",
“SupportedApplyTimes": |
"OnReset"
1,
"Messages": [],
“Time": null
H
"@odata.type": "#NetworkDeviceFunction.vl_4_0.NetworkDeviceFunction",
"Status": {
“State": "Enabled",
"Health": "0K",
"HealthRollup": "0K"

3
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“Name": "Logical Port 1",

"@odata.etag": "\"c583h2e1c88932caffrod\"",

"Id": II1.1II’

“PhysicalPortAssignment@Redfish.Deprecated": "The property is deprecated. Please use
Links/PhysicalPortAssignment instead."

}
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F7TE #HE, BRAANITR

&R Power
HEEH TR RHEA Redfish SZILH HLJEAS B,

BHBE 1
TR AR /redfish/v1/Chassis/1/Power
By A Power_vl.xml

GET-#HEREEEREM
i GET J5 RS54 1) Power FEUR Y JE

HR URL
GET https:// <BMC_IPADDR>Ivedfish/vl/Chassis/1/Power

BERIEX

I

M 57 1E X

FB RH Hiid

Id FRF “Power”’

Name FAF R HIEREN AR, HEEEN “Power”

Description ¥ “Power Consumption and Power Limiting”

PowerControl | (8l | A buiaiahie GhAMAUM) M X.

PowerCon- R X & PowerControl U4 W r] -1k 5 57 Al F 270
trol[1]

Memberld P It PowerControl M &K 7],
Name I IR H S e AR, RN E N “Server Power Control” .
PhysicalCon- | Z2fF i I E YR S A X, A SRR 4L,
text
PowerCon- S PHLAETH FE M SEFRoh &,
sumedWatts
PowerRe- e PR SR R AE h R mT B T4 B E R T RKF, BN Riyoh &
questedWatts AL FEALAE EUR AT K R A M sh R WS, S B AEM T AMD R4,
PowerAvail- LSS i A G k1) 28] 705 op O R AT 43 E 48 oA HT 3@ M Zh B (powerCapacity -
ableWatts powerAllocated) . WA RFRMFHDEERE,
PowerCapaci- | (5% AIEEHLAR S IS R &, B W RE R iR B A B el B EALAR 4
tyWatts B 45 B HLAR 1 2h P
PowerAllocat- | %52 O (BPisE) SHLF RN R E &,
edWatts
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FB Eyit] ik
Status PO 3 3 B IR B e PR S EAT RV
State FRF {ARBEHCHRE, HlmEACEN, HEEEN “Enabled” .
HealthRol- | 247 i Fa 78 B YRR ) B AR DUIR S . A RA
lup o “OK”: IE#,
U “Warning” : FEERETREWRI,
o “Critical” : f£7E 75 En B S R 2R DL,
Health 25 B “OK”
PowerLimit X4 BEAILA B 3 3 R IR S A B4R B
E: WRBRGEWMERDNT 3, ZBFEPERREEFAEK AMD R4,
) 1k XoF % K A 658 5 o
Limithn- | %5 | SRR GLCRIA) . BEA null #4630 % LR,
Watts
LimitExcep- | 4F TRt R R AR T LimitInWates B U7 HAE, HESEN
tion “NoAction” ,
PowerMetrics | Xf4 BEHLAE A h B E
E: WRBAZWRELZADT 2, MR GOR R 8
Intervalln- B W& PowerMetrics WINTHIEIRE (BREH) . HEEEN 1,
Min
MinCon- B W% O (HJ5 IntervallnMin 43%1) W RAKSh#EKF.
sumedWatts
MaxCon- i ME%E O (H5 IntervallnMin 43%0) WE R ESHFEKFE,
sumedWatts
AverageCon- | ¥ WEE T ()5 IntervallnMin 2351) WHISES Sh#EKF,
sumedWatts
RelatedItem | (4] B B U5 A0 B B AL
Relate- BEEE | BUASEORAG SN B,
dItem[1]
PoweI]'COIl- MNHR X J: PowerControl U4 pYyal -4k 5% 5 iy FL 2R A
trol[2
Memberld FRF It PowerControl ELH M &K 5],
Name TR H HIRE RIS E AR, WRE&EEN “CPU Sub-system Power” .
PhysicalCon- | 47 i Db YR RS R X, Rkl WRAREN
text “CPUSubsystem”
PowerCon- B CPUSubsystem i #E /52 fr2h %,
sumedWatts
PowerMetrics | %f 4 It CPUSubsystem 3R L5,
P WRIRGMEIANT 2, WA S B
Intervalln- BB W & PowerMetrics MR G (& H) . MAEEN 1,
Min
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7B KA ik

MinCon- ¥ WEHEO ()5 IntervallnMin 73 41) W IKIhFEKE,
sumedWatts

MaxCon- Bz WE%E D ()5 IntervallnMin 4>8h) A& ShEKF,
sumedWatts

AverageCon- | ¥ WEED ()5 IntervallnMin 7351) WHISES ShEKF .
sumedWatts

Status 4 38 G2 05 B H - IR S IE A7 R B o
State FAF BARBEHCHRE, AlEECREH. BXKEN “Enabled” .

HealthRol- | 24 #i 7R L PR ] BB AT IR UL AS . A RE

lup e “OK”: E#.,
e “Warning” : A7 HEEZHRI,
o “Critical” : #1757 Z I BI KTE MK BRI
Health PR “OK”
RelatedItem EEE b BLES R I BE R R AL
Relate- BeBE | ALELAEH 31 R
dItem][1]
Po‘lmigl]'COn- R X J& PowerControl U4 i) 5-Hb Bl 5y 1) B 28700
tro

W: AMD REAS TN A,

Memberld FAF H It PowerControl &5,
Name TR IR I Sh B4 PR, IR KEN “Memory Sub-system Power”
PhysicalCon- | Z£f SRR HE B X, RS, mAREN
text “MemorySubsystem”
PowerCon- ¥ MemorySubsystem TH #& 1) SE bR 3,
sumedWatts
PowerMetrics | Xf 4 it MemorySubsystem )R %,
H: WRERGEHESNT 2, WX KR
Intervalln- B W & PowerMetrics FIBFEIEIRG (BREH) . WHAEEN 1,
Min
MinCon- ¥ WEHE O ()5 IntervallnMin 781) N BARShFEKF,
sumedWatts
MaxCon- ¥ MWEEHD (&5 IntervallnMin 7%7) W& & ShFEKF,
sumedWatts
AverageCon- | ¥ WEHD ()5 IntervallnMin 23 81) WHICES T #EKFE .
sumedWatts
Status PO 3 38 8 U5 B H - IR S B 47 R B o
State FAF BARREHCARE, AlESCREM, HAEEN “Enabled”
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TB KRR

ik

HealthRol- | 24 i F5 7 B L YRR ) B AT IR DUIR S . A7 R
fop e “OK”: iE%,
e “Warning” : HFAREERHRI.
o “Critical” : 727 ZL B XM R SR,
Health ] “OK”
RelatedItem A ALFE S8 AY R B A
Relate- R B 95 00 51 B4
dItem[1]

PowerSupplies A

5 R Gl f R B R B TENAE B . SRR ML R SRR
R RER, WRAR (MEEERSE) PRERMEM PSU, It
T K A 0

PowerSup- IIE 3 55 1 R 40 15 4 S0 Ik i L R B TE AR R

plies[N]

Memberld TR XREEA PR BRI, PR PSUID, W “17
Name S IR BRI AR, BEF AP E L “PSU” JF3k, J5H PSU ID,

“PSU1” ,

PowerSupply- | 245 8
Type

AR R (R ER) » ARUE:

e “Unknown” : JCIEMIE HIFHIREAL,

o “AC” : R (AC) HIEBIR,

e “DC”: Hi (DC) HJEBH”

o “ACorDC” : HLJFEHIHIF N X F F IR A .

Linelnput- FRH

0T I FRL RS 4 il N T SR I % L TR 8T, A A

VoltageType o “Unknown” : JCUHE HURALH b A LR,
e “ACLowLine” : 100-127 V Zii i Hi N, ©FM: M AC120V,
e “ACMidLine” : 200-240 V i i N, CHM: 1 AC240V,
e “DC240V” : 240 V HifiHFEH .

LineInput- S HL YRR B3 47 I 14 £ 3 B O\ FL IS

Voltage

PowerCapaci- | ¥
tyWatts

b LA P A R KA

LastPower- B
OutputWatts

Uk R R B Y 2 o R A

PowerInput- g
Watts

L R PR 9 S N T R

PowerOutput- | ¥
Watts

1P L A ST S0 i e T R

EfficiencyPer- | $i#

L R A 9 S S8R T 43 B

cent
HotPluggable [ /R RN AE G 1% 2508 47 I A5 T DA IR M 15 4% o
Location R HLVR B AL .
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B FH ik
PartLocation | %}4 HHALE .
:e;'viceLa- PR WAL EARRE, WMZEAFRRERIFRSE, WRAREN “PSU” + psu_id,
e
I';OC&tiOH- PR EOEAE RAL, W slot. bay Ml socket, IR EN “Slot”
ype
Loca- B TR BT Z. WHE LocationType N “slot” , Tl HICALT
tionOrdi- it 2 ¥, N LocationOrdinalValue J 2.
nalValue
Model FAE H I LR AR RS
FirmwareVer- | 24 i b HEL PRI B [ P AR BT AR 24 R AL 4% PowerSupply OEM #8431 i€
sion SCHY 2 T S A i Bl T AR o
SerialNumber | S24F 5 I LR B P 515
PartNumber ¥ i M ERE SRS,
Manufacturer | G4 1Hb FEL AR B Y o) 3 T
InputRanges | 4 LR ] 8 B ONTE . BRI E N 1.
Inpu- Xt 4 FL S L T R R o N R B TR S
tRanges|[1]
InputType | Z4&FH ARME: “Ac” . “DC”
Maximum- | 55 | 3k H SRBEHeR A\ B AR 0 K R LT
Voltage
Minimum- | ¥ L I R PR T N\ 9 L A R e /N R B e N R
Voltage
Output- i 5 PowerCapacityWatts H [f],
Wattage
Status R it 388 9% U5 B e WURPIR ST 47 R B
State FAF fan M PR AL CADIRAS . A RE
e “Enabled” : CJfH LI AES I,
* “Disabled” : BAtHULIhRES T,
o “Absent” : #i/n It PSU #iflith R %3 PSU,
Health FAF F78 I PR R B AT IR DUIR S . A R
e “OK”: IE%.,
] “Waming” s AR ETERAR.
o “Critical” : 16T EIL ISR 2R DL,
RelatedItem ¥ ML %I oY BE R B AL,
Relate- % HUAE SRR Ay 5] B %
dItem[1]
Redundancy e MRS EHHEETFRENITRE R, WBIRLREN 1, WRERS
(MREERG) PREFAEN PSU, ALK BEEE 58
Redundancy[1] [ %f% a7 LA IT AR PRI AE R .
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FB pAyii] ik
Memberld PR It Redundancy BA MW KT,
Name FR R “PSU Redundancy”
Mode FAF “N+m”
MaxNumSup- | B3 I 8 O A 4L Ao VR 1 e R B B
ported
MinNum- BE I 2 SEBRITC AR BT 35 4 e /N B LB
Needed
B 2
Redundan- i /R HARRBEMT IR,
cyEnabled
Status PIg 3 il 32 98 U B I 7 AR S FE 47 R L
State FAE H BAMITRCHARES, B RIAE:
e “Enabled” : CJ5 M IR TEE,
e “Disabled” : TS ILzhRES TR,
o “Absent” : Ik PSU #iffH R%Z % PSU,
Health FRE H R ICR B ATRVUIRAS . A RE
e “OK”: IEW,
e “Warning” : fF7EHREER MR
o “Critical” : fF1EHR B CHERN R BRI,
Redundancy- | (4 X RITCARBERE X,
> W Power ) PowerSupplies &,
Redundancy- | $54% Power HJ PowerSupplies FHJ#E#
Set[N]
Voltages Bl X 2 H AL S A 1 R X
TR e 2R 455 v i R A% RS I B
Voltages[N] 4 H, A% SR 1 o
Memberld FAF It Voltages F 41 M & 5]
Name TR FL A% RS 4 PR
tS)ensorNum- e F T R i AR SR W B 2 A R4
er
Status X4 T 3 % U5 B 7 IR S FE A7 R B
State S 578 I H A SR ) DR A . AR
e “Enabled” : TJ8 M IIhRES FEIE,
e “Disabled” : T2 M) RESTEIE.
ReadingVolts | 52 LR A A B M BT (. a0 SR B R A% K B8 Y State N “Disabled”
“ReadingVolts™ K # F3

86 Lenovo XClarity Controller REST API 5/




B XM (%)
UpperThresh- | ¥ T IEHE B,
oldNonCiriti-
cal
UpperThresh- | %7 F T IERIGE, {HW RS B,
oldCiritical
UpperThresh- | ¥z T IERGE, B8 SmReE,
oldFatal
LowerThresh- | ¥ K FIEHEHE,
oldNonCiriti-
cal
LowerThresh- | ¥4 JRFEFTEE, HEMREBBHRE,
oldCritical
LowerThresh- | ¥ RTEWTERE, HEBBmRE,
oldFatal
MinReadin- e CurrentReading M #/MA.,
gRange
MaxReadin- B CurrentReading ) KA,
gRange
PhysicalCon- | 245 3 1 P D0 2 P P X IR i 28, IR BN “VoltageRegulator”
text

“VoltageRegulator” : fa[E# % &,
RelatedItem | #(4 T3 I 3R R O 3 A DX el . TEON 2,
Relate- T2 AR TR RME M kSR, — Mo REERINMKEE. —1c
dltem[N] RPN RBETW,

RSRB

HTTP RAR B A ID

500 InternalError

Pl

1& [51 PLF 75 45 JSON Fi B -

{
"PowerControl@odata.count”: 3,
"@odata.type": "#Power.vl_6_0.Power",
“Id": "Power",
"Redundancy@odata.count”: 1,
“Description”: "Power Consumption and Power Limiting",
"Name": "Power",
"@odata.id": "/redfish/v1/Chassis/1/Power",
"PowerSupplies@odata.count”: 4,

"PowerControl": [

{

"PowerLimit": {
"LimitException”: "NoAction",
"LimitInWatts": null

}’

"RelatedItem": [
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{
"@odata.id": "/redfish/v1/Chassis/1"

}
])
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/0",
"Status": {

"HealthRollup": "0K",

"Health": "0K",

"State": "Enabled"
1
"PhysicalContext": "Chassis",
"Name": "Server Power Control",
"PowerMetrics": {

"IntervalInMin": 1,

"MinConsumedWatts": 350,

"MaxConsumedWatts": 359,

"AverageConsumedWatts": 354

1
"PowerAvailableWatts": 0,
IIOemII: {

"Lenovo": {

"PowerUtilization": {
"MaxLimitInWatts": 1800,
"EnablePowerCapping": false,
“LimitMode": "AC",
"EnablePowerCapping@Redfish.Deprecated”: "The property is deprecated.
Please use LimitInWatts instead.",
"CapacityMinAC": null,
“MinLimitInWatts": 0,
"GuaranteedInWatts": 65535,
"CapacityMinDC": null,
"CapacityMaxDC": null,
"CapacityMaxAC": null
I3
"HistoryPowerMetric": {
"@odata.id":
“fredfish/v1/Chassis/1/Power/PowerControl/0/0em/Lenovo/HistoryPowerMetric"
5
"@odata.type": "#LenovoPower.vl_0_0.PowerControl"
}
1
"RelatedItem@odata.count": 1,
"PowerCapacityWatts": 1800,
"PowerAllocatedWatts": 1800,
"PowerRequestedWatts"”: null,
"PowerConsumedWatts": 381,

"MemberId": "0"
I8
{
"RelatedItem": |
{
"@odata.id": "/redfish/v1/Systems/1/Processors"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/1",
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"
1,

“Name": "CPU Sub-system Power",
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}
]

{

"PhysicalContext": "CPUSubsystem",
"PowerMetrics": {
"IntervalInMin": 1,
"MinConsumedWatts": 0,
"MaxConsumedWatts": 0,
"AverageConsumedWatts": 0

IR
"RelatedItem@odata.count": 1,
"MemberId": "1",

"PowerConsumedWatts": 0

"RelatedItem": [
{
"@odata.id": "/redfish/v1/Systems/1/Memory"
}
]

"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"
1
"Name": "Memory Sub-system Power",
"PhysicalContext": "MemorySubsystem",
"PowerMetrics": {
"IntervalInMin": 1,
"MinConsumedWatts": 0,
"MaxConsumedWatts": 0,
"AverageConsumedWatts": 0

b
"RelatedItem@odata.count": 1,
"MemberId": "2",

"PowerConsumedWatts": 0

Voltages": [

"MaxReadingRange": 3.32,
"RelatedItem": [

{
"@odata.id": "/redfish/v1/Systems/1"
},
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/0",
"Status": {
“State": "Enabled"
I8

"SensorNumber": 3,

“Name": "CMOS Battery",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count": 2,
"LowerThresholdCritical": 2.25,
"MinReadingRange": null,
"ReadingVolts": 3.07,

"MemberId": "0",
"LowerThresholdNonCritical": 2.39

"@odata.id": "/redfish/v1l/Chassis/1/Power#/PowerControl/2",
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"MaxReadingRange": 3.98,
"RelatedItem": [

{
"@odata.id": "/redfish/v1/Systems/1"
I
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"@odata.id": "/redfish/v1l/Chassis/1/Power#/Voltages/1",
"Status": {
"State": "Enabled"
h

"SensorNumber": 160,

"Name": "SysBrd 3.3V",
"PhysicalContext": "VoltageRegulator”,
"RelatedItem@odata.count”: 2,
“LowerThresholdCritical": 2.96,
"MinReadingRange": null,
"ReadingVolts": 3.4,
"UpperThresholdCritical": 3.63,
"MemberId": "1"

"MaxReadingRange": 5.87,
"RelatedItem": [

{
"@odata.id": "/redfish/v1/Systems/1"
I
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/2",
"Status": {
"State": "Enabled"
1

"SensorNumber": 161,

"Name": "SysBrd 5V",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count™: 2,
“"LowerThresholdCritical": 4.51,
"MinReadingRange": null,
"ReadingVolts": 5.01,
"UpperThresholdCritical": 5.5,
"MemberId": "2"

"MaxReadingRange": 14.03,
"RelatedItem": [

{

"@odata.id": "/redfish/v1/Systems/1"
I
{

"@odata.id": "/redfish/v1/Chassis/1"
}

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/3",
"Status": {

"State": "Enabled"
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I8

"SensorNumber": 162,

"Name": "SysBrd 12V",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count": 2,
"LowerThresholdCritical": 10.62,
"MinReadingRange": null,
"ReadingVolts": 11.83,
"UpperThresholdCritical": 13.2,

"MemberId": "3"
}
1,
"0em": {
"Lenovo": {
"RandomDelay": false,
"@odata.type": "#LenovoPower.vl_0_0.Capabilities",
"LocalPowerControlEnabled": true,
"PowerOnPermissionEnabled": true,
"PowerRestorePolicy": "Restore”,
“WakeOnLANEnabled": true
}

I3
“Voltages@odata.count": 4,
"@odata.etag": "\"47c8335ea313f33bbh9b799\"",

"Redundancy": [

{
"@odata.id": "/redfish/v1/Chassis/1/Power#/Redundancy/0",
"Status": {
"State": "Enabled",
"Health": "OK"
8
“Name": "PSU Redundancy"”,
"RedundancySet": |
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/0"
1
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/1"
5
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/2"
1
{
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/3"
}
1,
"0em": {
“Lenovo": {
“NonRedundantAvailablePower": 1800,
"PowerRedundancySettings": {
"EstimatedUsage": null,
"MaxPowerLimitWatts": 1800,
"PowerRedundancyPolicy”: "RedundantWithThrottling",
"PowerFailurelimit": 0
1
"@odata.type": "#LenovoRedundancy.vl_0_0.LenovoRedundancyProperties"
}
}

RedundancyEnabled": true,
"MemberId": "0",
"RedundancySet@odata.count”: 4,
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"MaxNumSupported": 2,
"Mode": "N+m",
"MinNumNeeded": 2

}
1,
"PowerSupplies": [
{
"SerialNumber": "D1DG94C0092",
"InputRanges”: [
{
"InputType": "AC",
"OutputWattage": 1800,
"MaximumVoltage": 240,
"MinimumVoltage": 200
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/0",
"PowerQutputWatts": 353,
"RelatedItem@odata.count”: 1,
"PowerInputWatts": 381,
"LastPowerQutputWatts": 356,
"Location”: {

"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PSUL1",
"LocationOrdinalValue": 1

}

1
"FirmwareVersion": "6.11",
"RelatedItem”: [

{

"@odata.id": "/redfish/v1/Chassis/1"

}

1,
"EfficiencyPercent": 92,
"Status": {
“State": "Enabled",
"Health": "0K"
1
"LineInputVoltage": 220,
"Name": "PSU1",
"PowerCapacityWatts": 1800,
"MemberId": "0",
"Oem": {

“"Lenovo": {

"HistoryPowerSupplyMetric": {
"@odata.id":
“/redfish/v1/Chassis/1/Power/PowerSupplies/0/0em/Lenovo/HistoryPowerSupplyMetric"
I
"Location": {
"Info": "Slot 1",

"InfoFormat": "Slot X"
I
"Location@Redfish.Deprecated”: "The property is deprecated.
Please use Location instead.”,

"FruPartNumber": "03T8714",
"@odata.type": "#LenovoPower.v1_0_0.PowerSupply"
}
i

HotPluggable": false,
"PowerSupplyType": "AC",
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“"Manufacturer": "DETA",
“LineInputVoltageType": "ACMidLine",
"Model": "LENOVO-SP57A14705",
"PartNumber": "SP57A14705"

8

{
“SerialNumber": null,
“InputRanges”: [

{

"InputType": null,
"OutputWattage": null,
"MaximumVoltage": null,
"MinimumVoltage": null

}

1,

"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/1",
"PowerOutputWatts": null,

"RelatedItem@odata.count": 1,

"PowerInputWatts": null,

"PartNumber": null,

“LastPowerQutputWatts": null,

"FirmwareVersion": null,

"RelatedItem": [

{

"@odata.id": "/redfish/v1/Chassis/1"

}

1,
"EfficiencyPercent”: null,
"Status": {
"State": "Absent",
"Health": null
I8
“LineInputVoltage": null,
“Name": "PSU2",
"Location": {

"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PSU2",
"LocationOrdinalValue": 2

}

I
"PowerCapacityWatts": null,
"0em": {

“Lenovo": {

"HistoryPowerSupplyMetric": {
"@odata.id":
"/redfish/v1/Chassis/1/Power/PowerSupplies/1/0em/Lenovo/HistoryPowerSupplyMetric"
I
"Location": {
“Info": "Slot 2",
"InfoFormat": "Slot X"
}

Location@Redfish.Deprecated": "The property is deprecated.
Please use Location instead.",
"FruPartNumber": null,
"@odata.type": "#LenovoPower.vl_0_0.PowerSupply"
}

I8
"HotPluggable": null,
"PowerSupplyType": null,
"Manufacturer": null,
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"LineInputVoltageType": null,
"Model": null,
"MemberId": "1"

"SerialNumber": null,
"InputRanges”: [
{
"InputType": null,
"OutputWattage": null,
"MaximumVoltage": null,
"MinimumVoltage": null
}

1,
"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/2",

"PowerOutputWatts": null,
"RelatedItem@odata.count": 1,
"PowerInputWatts": null,
"PartNumber": null,
"PowerSupplyType": null,
"RelatedItem": [

{

}
1,
"FirmwareVersion": null,
"EfficiencyPercent"”: null,
"Status": {
"State": "Absent",
"Health": null
1,
"LineInputVoltage": null,
“Name": "PSU3",
"PowerCapacityWatts": null,
"LastPowerOutputWatts": null,
"Oem": {
"Lenovo": {
"HistoryPowerSupplyMetric": {
"@odata.id":
“/redfish/v1/Chassis/1/Power/PowerSupplies/2/0em/Lenovo/HistoryPowerSupplyMetric"
I
"Location”: {
"Info": "Slot 3",
“InfoFormat": "Slot X"

"@odata.id": "/redfish/v1/Chassis/1"

I3
"Location@Redfish.Deprecated":
“The property is deprecated. Please use Location instead.",
"FruPartNumber": null,
"@odata.type": "#LenovoPower.vl_0_0.PowerSupply"

}
})
"HotPluggable": null,
"Location": {

"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PSU3",
"LocationOrdinalValue": 3

}
}

anufacturer”: null,
“LineInputVoltageType": null,
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“"Model": null,

"MemberId": "2"
|3
{
"SerialNumber": null,
"InputRanges": [
{
“InputType": null,
"OutputWattage": null,
"MaximumVoltage": null,
"MinimumVoltage": null
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/3",
"PowerQutputWatts": null,
"RelatedItem@odata.count": 1,
"PowerInputWatts": null,
"PartNumber": null,
"FirmwareVersion": null,
"MemberId": "3",
"RelatedItem": [
{
"@odata.id": "/redfish/v1l/Chassis/1"
}
1,
"EfficiencyPercent"”: null,
"Status": {
"State": "Absent",
"Health": null
I8
"LineInputVoltage": null,
“Name": "PSU4",
“LastPowerQutputWatts": null,
"PowerCapacityWatts": null,
"0em": {
"Lenovo": {
"HistoryPowerSupplyMetric": {
"@odata.id":
"/redfish/v1/Chassis/1/Power/PowerSupplies/3/0em/Lenovo/HistoryPowerSupplyMetric"
I
"Location": {

“Info": "Slot 4",
“InfoFormat": "Slot X"
h
“Location@Redfish.Deprecated":
"The property is deprecated. Please use Location instead.",
"FruPartNumber": null,
"@odata.type": "#LenovoPower.vl_0_0.PowerSupply”
}
I
"HotPluggable": null,
"PowerSupplyType": null,
"Manufacturer": null,
“LineInputVoltageType": null,
"Model": null,
"Location": {
"PartLocation": {
"LocationType": "Slot",
"Servicelabel": "PSU4",
"LocationOrdinalValue": 4

}
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PATCH - E¥f B REEREM
f#i | PATCH J7 ¥ ¥ %7 Redfish R 55 8 Power % J5 4 1Y )8 M,

H: UTREAXFHHIRE: REERS. BT AMD MAZD L RLZH XCC2_Platinum V7]
NES

ER URL

PATCH https://<BMC_IPADDR>/redfish/v1/Chassis/1/Power

BERIEX

LR REN TR, P X L)t v DL M B,

B R i
PowerControl R [5Y;255
PowerLimit R o,
LimitInWats W | HRRE AR o Null 2R LR

M R
SR M IN A5 GET #AEMH, HEH T8,
MRERE

HTTP K& WMPRWMA ID

400 PropertyValueTypeError, Conflict

500 InternalError
Pl

VL F APl & PATCH IE 3,

{
"PowerControl": [
{
"PowerLimit": {
"LimitInWatts": 800
}
}
]
}

BHiE T PATCH #4465, FIE %I K& [ DL T 78 41 JSON Wi B«

{

“PowerControl@odata.count”: 3,
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"PowerSupplies": [
{
"SerialNumber": "D1IDG94C006R",
"InputRanges": [
{
“InputType": "AC",
"OutputWattage": 1800,
"MaximumVoltage": 240,
"MinimumVoltage": 200
}

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/0",
"PowerQutputWatts": 49,

"RelatedItem@odata.count": 1,
"MemberId": "0",
"PartNumber": "SP57TA14705",
"Location": {
"PartLocation": {

"LocationType": "Slot",

"ServiceLabel": "PSU1",

“LocationOrdinalvalue": 1

}
I
"LineInputVoltageType": "ACMidLine",
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"EfficiencyPercent"”: 80,
"Status": {
"State": "Enabled",
"Health": "0K"
I8
"LineInputVoltage": 220,
“Name": "PSU1",
"LastPowerQutputWatts": 10,
"FirmwareVersion": "6.11",
"0em": {
“Lenovo": {
"HistoryPowerSupplyMetric": {
"@odata.id":
"[redfish/v1/Chassis/1/Power/PowerSupplies/0/0em/Lenovo/HistoryPowerSupplyMetric"
I
"Location": {
"Info": "Slot 1",
"InfoFormat": "Slot X"
1
"Location@Redfish.Deprecated":
“The property is deprecated. Please use Location instead.",
"FruPartNumber": "0378714",
"@odata.type": "#LenovoPower.vl_0_0.PowerSupply"
}
I8
"HotPluggable": false,
"PowerInputWatts": 86,
"Manufacturer": "DETA",
"PowerSupplyType": "AC",
"Model": "LENOVO-SP57A14705",
"PowerCapacityWatts": 1800
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"SerialNumber": null,
"InputRanges”: [

{
"InputType": null,
"OutputWattage": null,
"MaximumVoltage": null,
"MinimumVoltage": null
}

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/1",
"PowerQutputWatts": null,
"RelatedItem@odata.count”: 1,
"MemberId": "1",
"PartNumber": null,
"LineInputVoltageType": null,
"Location”: {
"PartLocation”: {
"LocationType": "Slot",
"ServicelLabel": "PSU2",
"LocationOrdinalValue": 2

}
},
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}

1,
"EfficiencyPercent”: null,
"Status": {
"State": "Absent"”,
"Health": null
1
"LineInputVoltage": null,
"Name": "PSU2",
"FirmwareVersion": null,
"LastPowerOutputWatts": null,

"Oem": {
"Lenovo": {

"HistoryPowerSupplyMetric": {

"@odata.id":
"/redfish/v1/Chassis/1/Power/PowerSupplies/1/0em/Lenovo/HistoryPowerSupplyMetric"

H

"Location": {
"Info": "Slot 2",

“InfoFormat": "Slot X"
5
"Location@Redfish.Deprecated”:

“The property is deprecated. Please use Location instead.",
"FruPartNumber": null,
"@odata.type": "#LenovoPower.v1_0_0.PowerSupply"
}

8
"HotPluggable": null,
"PowerCapacityWatts": null,
"Manufacturer": null,
"PowerSupplyType": null,
"Model": null,
"PowerInputWatts": null
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“SerialNumber": null,
“InputRanges”: [

{
"InputType": null,
"OutputWattage": null,
"MaximumVoltage": null,
"MinimumVoltage": null
}

l,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerSupplies/2",
"PowerOutputWatts": null,
"RelatedItem@odata.count": 1,
"MemberId": "2",
"PartNumber": null,
“LineInputVoltageType": null,
"PowerInputWatts": null,
"RelatedItem": [
{

}
]’
"EfficiencyPercent”: null,
"Status": {
"State": "Absent",
"Health": null

"@odata.id": "/redfish/v1/Chassis/1"

I8
“LineInputVoltage": null,

“Name": "PSU3",

"FirmwareVersion": null,

"LastPowerOutputWatts": null,

"0em": {

"Lenovo": {
"HistoryPowerSupplyMetric": {
"@odata.id":
"/redfish/v1/Chassis/1/Power/PowerSupplies/2/0em/Lenovo/HistoryPowerSupplyMetric"
1
“Location": {
“Info": "Slot 3",
"InfoFormat": "Slot X"
1
"Location@Redfish.Deprecated":
“The property is deprecated. Please use Location instead.",
“FruPartNumber": null,
"@odata.type": "#LenovoPower.vl_0_0.PowerSupply"
}

I8
"HotPluggable": null,
"Location": {

"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PSU3",
"LocationOrdinalvalue": 3

}

I8

"Manufacturer": null,
"PowerSupplyType": null,
"Model": null,
"PowerCapacityWatts": null

"SerialNumber": null,
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"InputRanges”: [

{
"InputType": null,
"OutputWattage": null,
"MaximumVoltage": null,
"MinimumVoltage": null
}

1,
"@odata.id": "/redfish/vl/Chassis/1/Power#/PowerSupplies/3",
"PowerOutputWatts": null,
"RelatedItem@odata.count": 1,
"MemberId": "3",
"PartNumber": null,
"LineInputVoltageType": null,
"FirmwareVersion": null,
"RelatedItem": [

{

"@odata.id": "/redfish/vl/Chassis/1"

}
1,
"EfficiencyPercent”: null,
"Status": {

"State": "Absent",

"Health": null
1,
“LineInputVoltage": null,

“Name": "PSU4",

"LastPowerQutputWatts": null,

"PowerInputWatts": null,

"Oem": {

"Lenovo": {
"HistoryPowerSupplyMetric": {
"@odata.id":
“/redfish/v1/Chassis/1/Power/PowerSupplies/3/0em/Lenovo/HistoryPowerSupplyMetric"
I
"Location”: {
"Info": "Slot 4",
“InfoFormat": "Slot X"
h
"Location@Redfish.Deprecated":
“The property is deprecated. Please use Location instead.",
"FruPartNumber": null,
"@odata.type": "#LenovoPower.vl_0_0.PowerSupply"
}

b
"HotPluggable": null,
"Location": {

"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PSU4",
"LocationOrdinalvalue": 4

}

1,

"Manufacturer": null,
"PowerSupplyType": null,
"Model": null,
"PowerCapacityWatts": null

}

1,
“Id": "Power",
"Redundancy@odata.count”: 1,
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"Oem": {
“Lenovo": {
"@odata.type": "#LenovoPower.vl_0_0.Capabilities",
"LocalPowerControlEnabled”: true,
"PowerOnPermissionEnabled": true,
"PowerRestorePolicy": "Restore",
“WakeOnLANEnabled": true
}
I8
"Name": "Power",
"@odata.id": "/redfish/v1/Chassis/1/Power",
"PowerSupplies@odata.count": 4,
"PowerControl”: [
{
"PowerLimit": {
"LimitException": "NoAction",
"LimitInWatts": 1000

IR
"RelatedItem"”: [

{

"@odata.id": "/redfish/v1/Chassis/1"

}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/0",
"Status": {

"HealthRollup": "0K",

"Health": "0K",

"State": "Enabled"
h
"PowerAllocatedWatts": 1800,
“Name": "Server Power Control",
"PowerAvailableWatts": 0,
"PhysicalContext": "Chassis”,
"PowerMetrics": {

"IntervalInMin": 1,

"MinConsumedWatts": 8,

"MaxConsumedWatts": 11,

"AverageConsumedWatts": 10

}Y
"RelatedItem@odata.count”: 1,
"MemberId": "0",
Iloemll:{

"Lenovo": {

"PowerUtilization": {
"MaxLimitInWatts": 1800,
"EnablePowerCapping": true,
"LlimitMode": "AC",
"EnablePowerCapping@Redfish.Deprecated":

“The property is deprecated. Please use LimitInWatts instead.",

"CapacityMinAC": 190,
"MinLimitInWatts": 0,
"GuaranteedInWatts": 190,
"CapacityMinDC": 172,
"CapacityMaxDC": 396,
"CapacityMaxAC": 426

h

"HistoryPowerMetric": {
"@odata.id":

"/redfish/v1/Chassis/1/Power/PowerControl/0/0em/Lenovo/HistoryPowerMetric"

}

odata.type": "#LenovoPower.vl_0_0.PowerControl"
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}
1
"PowerRequestedWatts": 426,
"PowerConsumedWatts": 18,
"PowerCapacityWatts": 1800

1,
{
"RelatedItem": |
{
"@odata.id": "/redfish/v1/Systems/1/Processors"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/1",
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"
1
“Name": "CPU Sub-system Power",
"PhysicalContext": "CPUSubsystem",
"PowerMetrics": {
"IntervalInMin": 1,
"MinConsumedWatts": 0,
"MaxConsumedWatts": 0,
"AverageConsumedWatts": 0
1
"RelatedItem@odata.count": 1,
"MemberId": "1",
"PowerConsumedWatts": 0
I
{
"RelatedItem": |
{
"@odata.id": "/redfish/v1/Systems/1/Memory"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/PowerControl/2",
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"
1
"Name": "Memory Sub-system Power",
"PhysicalContext": "MemorySubsystem",
"PowerMetrics": {
"IntervalInMin": 1,
"MinConsumedWatts": 0,
"MaxConsumedWatts": 0,
"AverageConsumedWatts": 0
1
"RelatedItem@odata.count”: 1,
"MemberId": "2",
"PowerConsumedWatts": 0
}

]

Voltages": [

{
"MaxReadingRange": 3.32,
"RelatedItem": [

{
"@odata.id": "/redfish/v1/Systems/1"
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I3
{

}

"@odata.id": "/redfish/v1/Chassis/1"

1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/0",
"Status": {
“State": "Enabled"
I8
"SensorNumber": 3,
“Name": "CMOS Battery",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count”: 2,
"MemberId": "0",
"MinReadingRange": null,
"LowerThresholdNonCritical": 2.39,
"ReadingVolts": 3.07,
"LowerThresholdCritical": 2.25

"MaxReadingRange": 3.98,
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Systems/1"
},
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/1",
"Status": {
"State": "Enabled"
I8
"SensorNumber": 160,
“"Name": "SysBrd 3.3V",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count”: 2,
"LowerThresholdCritical": 2.96,
"MinReadingRange": null,
"UpperThresholdCritical": 3.63,
"ReadingVolts": 3.39,
"MemberId": "1"
"MaxReadingRange": 5.87,
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Systems/1"
},
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/2",
"Status": {
"State": "Enabled"
I8

"SensorNumber": 161,

"Name": "SysBrd 5V",
"PhysicalContext": "VoltageRegulator",
"RelatedItem@odata.count": 2,
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“"LowerThresholdCritical": 4.51,
"MinReadingRange": null,
"UpperThresholdCritical": 5.5,
"ReadingVolts": 4.99,

"MemberId": "2"

"MaxReadingRange": 14.03,

"RelatedItem": [
{
"@odata.id":
1
{
"@odata.id":
}
]

"Status": {

“/redfish/v1/Systems/1"

“/redfish/v1/Chassis/1"

"@odata.id": "/redfish/v1/Chassis/1/Power#/Voltages/3",

“State": "Enabled"

3,

"SensorNumber": 162,
“Name": "SysBrd 12V",

"PhysicalContext

: "VoltageRegulator",

"RelatedItem@odata.count”: 2,

"MemberId": "3",

"MinReadingRange": null,
"UpperThresholdCritical": 13.2,
"ReadingVolts": 11.83,
"LowerThresholdCritical": 10.62

}
]

@odata.type": "#Power.vl_é_0.Power",

“Voltages@odata.count": 4,
"@odata.etag": "\"eebade2bl7f6176e60f74867634ce2bb\"",

“Redundancy”: [

{

"@odata.id": "/redfish/v1/Chassis/1/Power#/Redundancy/0",

"Status": {

"State": "Enabled",

"Heal.th": ||0K||
I8

“Name": "PSU Redundancy",

"RedundancySet"
{
"@odata.id":
I
{
"@odata.id":
I
{
"@odata.id":
I
{
"@odata.id":
}
1,
IIOem": {
"Lenovo": {

d

"/redfish/v1/Chassis/1/Power#/PowerSupplies/0"

"/redfish/v1/Chassis/1/Power#/PowerSupplies/1"

"/redfish/v1/Chassis/1/Power#/PowerSupplies/2"

"[/redfish/v1/Chassis/1/Power#/PowerSupplies/3"

"NonRedundantAvailablePower": 1800,
"PowerRedundancySettings": {
"EstimatedUsage": "21.17%",
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"MaxPowerLimitWatts": 1800,
"PowerRedundancyPolicy”: "RedundantWithThrottling",

"PowerFailureLimit": 0

}

}
b
"RedundancyEnabled”: true,
"MemberId": "0",
"MinNumNeeded": 2,
"MaxNumSupported": 2,
"Mode": "N+m",

"RedundancySet@odata.count”: 4

}
1,
"Description

}

"@odata.type": "#LenovoRedundancy.vl_0_0.LenovoRedundancyProperties"

Power Consumption and Power Limiting"

%R Power (Flex System Enterprise Chassis = Lenovo D2 Enclosure)
MWHEPFEH T ERAFEA Redfish LI HEIEE P (Lenovo D2 Enclosure)

FEUR 12 /redfish/v1/Chassis/2/Power
ZeH S Power_vl.xml

GET - HIREEEM

M GET KR MG 1 Power FEIHH I JE M,

3R URL

GET https://<BMC_IPADDR>Ivedfish/v1/Chassis/2/Power

BRIEX

7o

) B 1E 3

TR FH ik

Id FREHE | “Power”

Name PR | BEREN LR, BEEEN “Power”

Description FAF “Power Consumption and Power Limiting”

PowerControl i X EE R EE (ShRBBUMRE]) 1 X,

PowerControl[1] XER X PowerControl %41 M 7T F- 41k & 51 Ay 3 3,

Memberld FHFHE | Ik PowerControl A M &K T,
Name FREE | HIRREHI AR, IR EN “Server Power Control” .
PowerConsumedWatts | %57 HLAE T FE 1 SE BRoh 2,
PowerCapacityWatts B AL A B h RS, R R R A B M

LA 43 L 2 BEALAR B0 2h R BH
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TB KRR ik

RelatedItem eyl ML FIE R B R A,

RelatedItem[1] B HUA BT RG 51 F B2

RERD

HTTP RN WP A ID

500 InternalError

i
1B 18] DL 78 4] JSON' i ¥ -

{
“PowerControl@odata.count": 1,
"PowerControl": [
{
"Name": "Server Power Control",
"RelatedItem@odata.count": 1,
"@odata.id": "/redfish/v1/Chassis/2/Power#/PowerControl/0",
"MemberId": "0",
"PowerCapacityWatts": 200,
"PowerConsumedWatts": 150,
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Chassis/2"
}
]
}
1,
“@odata.type": "#Power.vl_5_3.Power",
“Id": "Power",
"@odata.id": "/redfish/v1/Chassis/2/Power",
"@odata.etag": "\"ebe56474dde0e18185¢c641e587cal790\"",
"Name": "Power",

“Description”: "Power Consumption and Power Limiting"

%R PowerSupply
IR TR R HEA Redfish SEILH PowerSupply.

R E 2 5% 4, HARBURT RS L& K PSU iM%,

R /redfish/v1/Chassis/1/PowerSubsystem/Power-
Supplies/PSU{psu_id}

1LY ARy S PowerSupply

GET - B iR1ERE
1 GET J7 K 55 M 525 1 L OCHE B o 1 O
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3R URL

GET https:// <«BMC_IPADDR>Iredfish/v1/PowerSubsystem/PowerSupplies/PSU{psu_id}

BERIEX
7o
Na Rz 1E 32
FB eyl ik
Id P “PSU{psu_id}”
Name FRF “Power Supply {psu_id}”
Description PR “This resource shall represent Power Supply {psu_id} of a chassis
for a Redfish implementation.”
EfficiencyRat- Kl Ti: N4
ings
W 1
EfficiencyRat- papE cREH.
ings|[1]
EfficiencyPer- | ¥ B ESCRE 2 b,
cent
LoadPercent S HLUR BT 2 H 4 L.
FirmwareVer- R AR
sion
HotPluggable 1 /R R PSU R RGP RGN IEAM K PSU, WAED false,
InputNominal- =] “AC200T0240V” . “AC200T0277V” . “DC240V” E null,
VoltageType
InputRanges il Ti: MR
k|
InputRanges[1] | X4 oIt
CapacityWatts | 52 HHREI R,
NominalVolt- | 245 % InputNominalVoltageType [,
ageType
Location R CR I
PartLocation SR T
ServiceLabel P “PSU{psu_id}”
LocationType | 2% H “Slot”
LocationOrdi- | #¢%; {psu_id}
nalValue
Manufacturer FR B, YJE A5 e Ay o1 3
Metrics R /Chassis/1/PowerSubsystem/PowerSupplies/PSU{psu_id}/Metrics
Model L EiUR=s
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TR R ik
OutputRails A Wi: MNH
WG 1

Outpu- R R

tRails[1]

NominalVolt- | ¥ 12

age

PhysicalCon- 25 B “SystemBoard”

text
PartNumber FAFH HLYR B 5
PowerCapacity- By 5 CapacityWatts [,
Watts
PowerSupply- FR FEL YR A e g SR A
Type

SerialNumber 25 B REWFH T,

SparePartNum- ZH B HHEE,

ber
Status PO 8 BT
State T “Enabled” . “Disabled” 3 “Absent” .
Health FAF “OK” . “Warning” 3 “Critical” ,
Links R BRI
Power- B Wi: 78
ingChassis
g 1
Power- S “Iredfish/v1/Chassis/1”
ingChassis|[]
RAERE
HTTP RA&ERH PN A 1D
500 InternalError
)

1 [5] PR 7845 JSON Wi 1z«

{
“HotPluggahle": false,
“@odata.etag": "\"6cf7d7f414d226700a9\"",

“Description": "This resource shall represent Power Supply 1 of a chassis for a Redfish implementation."

"Status": {
"State": "Enabled",
"Health": "0K"

}

PowerSupplyType": "AC",
“InputRanges”: [
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“CapacityWatts": 1100,
"NominalVoltageType": "AC200To277V"
}
1,
"@odata.context": "/redfish/vl/$metadata#PowerSupply.PowerSupply”,
"PartNumber": "SP5TA88784",
"Location": {
"PartLocation": {
"ServiceLabel": "PSUL1",
"LocationType": "Slot",
"LocationOrdinalValue": 1

}
h
"SerialNumber": "A1DB1BP1009",
"Id": IIP3U1IIy

"Name": "Power Supply 1",
“@odata.type": "#PowerSupply.vl_3_0.PowerSupply",
"@odata.id": "/redfish/v1/Chassis/1/PowerSubsystem/PowerSupplies/PSU1",
"Manufacturer": "ACBE",
"FirmwareVersion": "14.11",
“InputNominalVoltageType": "AC200To277V",
"PowerCapacityWatts": 1100,
"SparePartNumber": "",
"Model": "LENOVO-SP57A88784",
"EfficiencyRatings": [
{
"EfficiencyPercent”: 93,
"LoadPercent": 19
}
1,
"Metrics": {
"@odata.id": "/redfish/v1/Chassis/1/PowerSubsystem/PowerSupplies/PSUl/Metrics"
I3
"OutputRails": [
{
"NominalVoltage": 12,
"PhysicalContext": "SystemBoard"
}
]

}

%R PowerSupplyMetrics
MR T RARHEA Redfish LI PowerSupplyMetrics.

Supplies/PSU{psu_id}/Metrics

28786 2 3K 4, HARBRT RS EEK PSU M.
PHR /redfish/v1/Chassis/1/PowerSubsystem/Power-

i da PowerSupplyMetrics

GET - PowerSupplyMetrics & 1%
il GET J ¥k RIR55 45 1 PowerSupplyMetrics H )@

#HR URL
GET https://<BMC_IPADDR>Iredfish/vl/PowerSubsystem/PowerSupplies/PSU{psu_id}/Metrics
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ERIEX

"
MR B IE 3
FB EAyii] ik
Id FRF “Metrics”
Name FIFH “Metrics for PSU{N}”
Description FIF “This resource shall represent metrics for Power Supply
{N} of a chassis for a Redfish implementation.”
InputPowerWatts pOE 3 =850
DataSourceUri FAE 2% “PSU {N} AC In Pwr” HJ Redfish %2,
Reading e R3S “PSU {N} AC In Pwr” HIIEEL,
InputVoltage MR I
DataSourceUri S “/redfish/v1/Chassis/1/Sensors/PSU{N}_InputVol”
Reading L2 5 “PSU{N} InputVol” H M5 .
OutputPowerWatts PO 8 o
DataSourceUri FAF 4% “PSU {N} DC Out Pwr” ] Redfish #42,
Reading &2 5 “PSU {N} DC Out Pwr” HH L EH I .
RailVoltage | Ti: MR
WE: 1
DataSourceUri ] % &48 “SysBrd 12V” I Redfish #4%,
Reading B 5 “SysBrd 12V” H I EAH
Status MNHR oI
State FIF “Enabled”
Health FRF “OK”
HealthRollup TR “OK” . “Warning” 5 “Critical”
REREBE
HTTP RERD BRI A ID
500 InternalError
Bl

i& [5] PLF 75 45 JSON Fli B :

{

"@odata.etag": "\"54041eee360d272e998\"",
“OutputPowerWatts": {

"Reading": 216,

"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/95L0"

|8
“Name": "Metrics for PSU1",
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"@odata.type": "#PowerSupplyMetrics.vl_0_1.PowerSupplyMetrics”,
"@odata.id": "/redfish/vl/Chassis/1/PowerSubsystem/PowerSupplies/PSU1/Metrics",
"RailVoltage": [
{
"Reading": 12.04,
"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/97L0"

}

1,
"@odata.context": "/redfish/vl/$metadata#PowerSupplyMetrics.PowerSupplyMetrics",
"InputPowerWatts": {

“Reading": 232,

“DataSourceUri": "/redfish/v1/Chassis/1/Sensors/93L0"

8
“InputVoltage": {

“Reading": 220,

“DataSourceUri": "/redfish/v1/Chassis/1/Sensors/PSUl_InputVol"
5
"Id": "Metrics",

"Description”: "This resource shall represent metrics for Power Supply 1 of a chassis for a Redfish implementation.'

"Status": {

“Health": "0K",
"HealthRollup": "0K",
"State": "Enabled"

}

}

|
’

%R PowerSubsystem
HFEIEH T R A HEA Redfish ELIL PowerSubsystem,

VR R 1+
VR AR /redfish/v1/Chassis/1/PowerSubsystem

BEFA)

/redfish/v1/Chassis/2/PowerSubsystem (HT®

ZRA S PowerSubsystem

GET - PowerSubsystem & 1%
i GET ¥R RS54 1 PowerSubsystem ¥ 1)

ER URL
GET https://<BMC_IPADDR>/redfish/v1/Chassis/1/PowerSubsystem
BRIEX
7o

e R IE XX

FB M g

Id FIFH “PowerSubsystem”
Name T H “Power Subsystem”
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B KM #iik
Description FIF “This resource shall represent a power subsystem for a
Redfish implementation.”
Allocation NHR BRIt
AllocatedWatts g Sy B Th &R
RequestedWatts ¥ Ry
CapacityWatts S WREBRRLE
PowerSupplies B /redfish/v1l/Chassis/1/PowerSubsystem/PowerSupplies
PowerSupplyRedundancy ¥ Wi: MR
R 1
PowerSupplyRedun- R CREF
dancy[N]
Status MNHR BRIt
State TR “Enabled” . “Disabled”
Health IR R R IB TR
MaxSupportedInGroup | ¥ 2 8 4.
MinNeededInGroup BB 2
RedundancyType FLF H “NPlusM” B “NotRedundant” .
RedundancyGroup | ¥4l 5i: AR
ik 2 2 4
Redundancy- R /Chassis/1/PowerSubsystem/PowerSupplies/PSU{N}
Group[N]
Status 4 BRIt
State S H “Enabled”
Health FAF B “OK” | “Warning” B “Critical” .
RENRD
HTTP RAR HRMAE ID
500 InternalError
]|

1B 8 DL R 7 ] JSON Wi B«

{

"@odata.etag": "\"9223ec65811e34a974e12\"",

“Id": "PowerSubsystem"”,

“Name": "Power Subsystem",

"@odata.type": "#PowerSubsystem.vl 1 0.PowerSubsystem",
"@odata.id": "/redfish/v1/Chassis/1/PowerSubsystem",

"Allocation”: {
"AllocatedWatts": 542,
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"RequestedWatts": 542

I

"Status": {
"State": "Enabled"”,
"Health": "0K"

}

"CapacityWatts": 1100,
"PowerSupplies": {
“@odata.id": "/redfish/v1/Chassis/1/PowerSubsystem/PowerSupplies"
I8
“Description”: "This resource shall represent a power subsystem for a Redfish implementation.",
"0em": {
“Lenovo": {
"PowerRestorePolicy": "Restore",
"WakeOnLANEnabled": true,
"LocalPowerControlEnabled”: true,
"PowerOnPermissionEnabled": true,
"@odata.type": "#LenovoPowerSubsystem.vl 0 _0.LenovoPowerSubsystem"
}
I
"PowerSupplyRedundancy": [
{
"MaxSupportedInGroup": 2,
"Status": {
"State": "Enabled",
"Health": "0K"
I8
"RedundancyType": "NPlusM",
"RedundancyGroup": [

{

1,
{

}

"@odata.id": "/redfish/v1/Chassis/1/PowerSubsystem/PowerSupplies/PSU1"

"@odata.id": "/redfish/v1l/Chassis/1/PowerSubsystem/PowerSupplies/PSU2"

1,
"0em": {
"Lenovo": {
"PowerRedundancySettings": {
"MaxPowerLimitWatts": 1100,
"PowerRedundancyPolicy”: "RedundantWithThrottling",
"EstimatedUsage": "46.09%",
"PowerFailureLimit": 0
1
"@odata.type": "#LenovoRedundancy.vl_0_0.LenovoRedundancy",
"NonRedundantAvailablePower": 1100
}
}

}

inNeededInGroup": 2

]

}

@odata.context": "/redfish/vl/$metadata#PowerSubsystem.PowerSubsystem"

GET - PowerSubsystem B (LB FRNEATESREES)
il GET 7 ¥R R R55#5 1 PowerSubsystem F B, UERFIGEH TREETLE)
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3K URL

GET https://<BMC_IPADDR>[redfish/v1/Chassis/2/PowerSubsystem

BERIEX
"
A 7 IE 3
FB KM g
Id FIF “PowerSubsystem”
Name FIF “Power Subsystem”
Description TR “This resource shall represent a power subsystem for a
Redfish implementation.”

CapacityWatts ¥ WREBRLE
Status R BRI

State PR “Enabled”

Health 25 H “OK”
REBRKB
HTTP RER B A 1D
500 InternalError
bl
i& [51 DL R 7 45 JSON Fi B :
{

“Name": "Power Subsystem",

"@odata.type": "#PowerSubsystem.vl 1 0.PowerSubsystem",

"@odata.id": "/redfish/v1/Chassis/2/PowerSubsystem",

"@odata.context": "/redfish/vl/$metadata#PowerSubsystem.PowerSubsystem",

"Status": {

"State": "Enabled",
"Health": "0K"

h

“CapacityWatts": 337,

“Description”: "This resource shall represent a power subsystem for a Redfish implementation.",

"@odata.etag": "\"2e275b8dbc5d2663eb4\"",

“Id": "PowerSubsystem"
}

&R Control

BE BT LR HEA Redfish SEHLHIAHUA 245 00 R G220 R R
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PR R

1

KRR /redfish/v1/Chassis/1/Controls/PowerLimit
ZeAH S Control_vl.xml

GET - %% PowerLimit &
i/ GET J7#:#% Redfish R 55 ) PowerLimit 5% U8 # 0 )& 1

B3R URL
GET https://<BMC_IPADDR>[redfish/v1/Chassis/1/Controls/PowerLimit
BERIEX
7o
Wa I 1E 32
FB R i
Id PR B “PowerLimit”
Name PR “System Power Limit”’
Description PR “This resource shall represent system power limit of a chassis for a
Redfish implementation.”
AllowableMax | 8% LHb 47 ) 351 4 e K PT RE L
AllowableMin B LHb £ 1) 50 1) B /N T BE B
ControlMode PR “Disabled” B “Manual” .
ControlType B “Power”’
Implementation | 2£fH “Programmable”
Increment 2 1
PhysicalContext | 24 & “Chassis”
RelatedItem il Lk 978 ) S50 P H  9 A BE R AL
RelatedItem[N] | 453 /redfish/v1/Chassis/1
/redfish/v1/Chassis/1/PowerSubsystem
Sensor SR SR
DataSourceUri | 7ff i % &Z% “Sys Power” I Redfish #1412,
Reading B ks « Sys Power” M3,
SetPoint B Pt 5 B AR R R
SetPointType P “Single”
SetPointUnits AT “Watt”
Status R ST
State PR “Enabled”
Health TR “OK”
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RERD

HTTP RAERY BN A ID

500 InternalError

Bl
PL T 736 & PATCH IFE 3¢

“AllowableMin": 0,
“Name": "System Power Limit",
"@odata.context": "/redfish/vi/$metadata#Control.Control",
"@odata.id": "/redfish/v1/Chassis/1/Controls/PowerLimit",
"SetPointUnits": "Watt",
"Sensor": {

"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/161L0",

"Reading": 20
IR
“Increment": 1,
"SetPoint": null,
“Status": {

"Health": "0K",

"State": "Enabled"
IR
“RelatedItem": [

{

"@odata.id": "/redfish/v1/Chassis/1"
1,
{
"@odata.id": "/redfish/v1/Chassis/1/PowerSubsystem"

}
1,
"@odata.etag": "\"7dc0a8359d12266f6b2\"",
“AllowableMax": 1800,

“PhysicalContext": “"Chassis",
“Implementation”: "Programmable”,
“Id": "PowerLimit",
“SetPointType": "Single",
“Oem": {
“Lenovo": {
"LimitMode": "AC",
"@odata.type": "#LenovoControl.vl_0_0.LenovoControl",
"GuaranteedInWatts": 65535,
"CapacityMinAC": null,
"CapacityMaxAC": null,
"CapacityMinDC": null,
"CapacityMaxDC": null
}
b
“@odata.type": "#Control.vl_1_0.Control",
“Description”: "This resource shall represent system power limit of a chassis for a Redfish implementation.”,
“ControlType": "Power",
“ControlMode": "Disabled"

PATCH - 1 &% PowerLimit B &
£ H PATCH J5 ¥ % # PowerLimit %% 58 1 .
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H: WTREAZFIEE: BT AMD WRS, GHERL. RELEK XCC2_Platinum ¥ 7 iiE

&R 5,
E3R URL
PATCH https://<BMC_IPADDR>Iredfish/v1/Chassis/1/Controls/Powerlimit
BERIEX
TR kK Hiig
ControlMode FR R “Disabled” B “Manual” ,
SetPoint e R A% € . FEF A€ SetPoint Al ControlMode I
O, WHR SetPoint & — 1%, M ControlMode %4 H
“Manual” , WH SetPoint A null, M ControlMode # %
N “Disabled” , RZIFK, W& N 400 Conflict,
M) 82
W N GR Bl N A S GET #AEHMF, {45 PowerLimit & 1.
WK
HTTP R WMIXWE ID
500 InternalError

~Bl
VL PRl & PATCH IE X,

{

"SetPoint": 500,
“ControlMode": "Manual"

}

i& [5 DL T 7R 45 JSON Fi B -

{

"AllowableMax": 1800,
"Status": {
"Health": "0K",
“State": "Enabled"
h
"@odata.context": "/redfish/vl/$metadata#Control.Control",
“Id": "PowerLimit",
“Name": "System Power Limit",
"@odata.type": "#Control.vl_1_0.Control",
"@odata.id": "/redfish/v1/Chassis/1/Controls/PowerLimit",
"SetPointType": "Single",
"SetPointUnits": "Watt",
"RelatedItem"”: [
{
"@odata.id": "/redfish/v1/Chassis/1"
I8
{
"@odata.id": "/redfish/v1/Chassis/1/PowerSubsystem"

}
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1,
"Increment": 1,
"AllowableMin": 0,

“PhysicalContext"

"Sensor": {
"Reading": 20,

: "Chassis”,

"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/161L0"

}

“Description":

“ControlType": "Power",

“Implementation”: "Programmable",

This resource shall represent system power limit of a chassis for a Redfish implementation.",

"@odata.etag": "\"79fbécéb4lbd242e8a2\"",
“ControlMode": "Manual",

"SetPoint": 500

GET - GPU PowerLimit |& 1%
il GET J7 ¥#:# % Redfish it 55 ) GPU PowerLimit %% V5 # 0 J& 1

W: fiET AMD MRS,

3K URL

HA NVIDIA GPU X ##it1fk,

GET https:// <«BMC_IPADDR>Iredfish/vl/Chassis/1/Controls/GPU{N} Powerlimit

BERIEX
7
a 2 1E XX
TR M #iik
Id FIFH “GPU{N}_PowerLimit”
Name R “GPU Power Limit”
Description TR “This resource shall represent GPU power limit of a chassis for
a Redfish implementation.”
ControlMode PR B Y EIET#ER, “Disabled” B “Manual” .
ControlType FH “Power”
Implementation | F4FH “Programmable”
Increment B F 1
PhysicalContext | 2% H$ “Controls”
RelatedItem B i s ) SRS B R A
Relate- i /redfish/vl/Chassis/1 /redfish/v1/System/1/Processor/GPU{N}
dItem|[N]
Sensor R cET
DataSourceUri | 24f 5 A “GPU{N}_Power” ] Redfish #12
Reading e &3 “GPU{N}_Power” ML,
SetPoint B Pt 5 W AR R RE Mo
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B 3l Wig
SetPointType TR « Single”’
SetPointUnits =y ] “Watt”
Status TR [EYESI
State TR “Enabled”
Health FRE “OK”

W RLEHE XCC2 Platinum TP IER, “SetPoint” fl “ControlMode” J& 1t ¥ # Fa ik o

RAERB
HTTP RN HRWE D
500 InternalError
Bl
& 18] L 78 4] JSON i ¥ -
{
"Status": {
“Health": "0K",
"State": "Enabled"
5
"@odata.context": "/redfish/vl/$metadata#Control.Control",
“Id": "6PU1_PowerLimit",
“Name": "GPU Power Limit",
“@odata.type”: "#Control.vl 1 0.Control",
"@odata.id": "/redfish/v1/Chassis/1/Controls/GPUl_PowerL{imit",
"SetPointType": "Single",
"SetPointUnits": "Watt",
"RelatedItem": [
{
"@odata.id": "/redfish/v1l/Chassis/1",
5
{
“@odata.id”: “/redfish/v1/System/1/Processor/GPU1”
}
1,
“Increment”: 1,
"PhysicalContext": "Controls”,
"Sensor": {
"Reading": 20,
“DataSourceUri": "/redfish/v1/Chassis/1/Sensors/GPUl_Power"
I3
“ControlType": "Power",
“Implementation”: "Programmable”,
“Description”: "This resource shall represent gpu power limit of a chassis for a Redfish implementation.",
"@odata.etag": "\"79fbb6céh41bd242e8a2\"",
"ControlMode": "Manual",
"SetPoint": 5
}
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PATCH - E#f GPU PowerLimit ig &
i/l PATCH J5#: 3% BMC B GPU 3 R B i) 7% 95 4 i Jg 1
W: EET AMD WRSZY, R NVIDIA GPU ZH##ILIhEE,

#ER URL

PATCH https://<BMC_IPADDR>Ivedfish/v1/Chassis/1/Controls/GPU{N}_PowerLimit
BERIEX

ERH B TR, P X g AR vl DL R s

T8 ¥ WA D

SetPoint e “Disabled” B “Manual” .

Con- FAF B B R 5, AERI B 43 & SetPoint il ControlMode HYIB UL T, R

trolMode SetPoint & — 1%, M ControlMode %N “Manual” , {H SetPoint
N null, N ControlMode %% N “Disabled” , RZAF%, & WHRME 400
Conflict,

M 7 1E 3T

N GR B NS GET #AEM R, HE5EH T8

REREB

HTTP RN WMREE ID

400 BadRequest

500 InternalError

T~

PLF P& PATCH 1E 3,

{
"SetPoint": 50,
“ControlMode": "Manual"

}

1B 8 DL R 7 ] JSON Wi B«

{

"Status": {
"Health": "0K",
"State": "Enabled"

}

"@odata.context": "/redfish/vl/$metadata#Control.Control",
“Id": "GPU1_PowerLimit",

"Name": "GPU Power Limit",

“@odata.type": "#Control.vl_1_0.Control",

“@odata.id": "/redfish/v1/Chassis/1/Controls/GPUl_PowerL{imit",
"SetPointType": "Single",

“SetPointUnits": "Watt",

“RelatedItem": [
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{
"@odata.id": "/redfish/v1/Chassis/1",

})
{
“@odata.id”: “/redfish/v1/System/1/Processor/GPU1”
}

1,

"Increment”: 1,

"PhysicalContext": "Controls",

"Sensor": {
“Reading": 20,
"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/GPU1l_Power"
1
“ControlType": "Power",
“Implementation”: "Programmable",

“Description”: "This resource shall represent gpu power limit of a chassis for a Redfish implementation.",
"@odata.etag": "\"79fbbcéh4lbd242e8a2\"",

“ControlMode": "Manual",

“SetPoint": 50

GET - CPU PowerLimit B £
i GET J7#: K &R Redfish IR 551 CPU PowerLimit ¥4 8 k.

HR URL
GET https:// <«BMC_IPADDR>Iredfish/vl/Chassis/1/Controls/CPU{N}_PowerlLimit
BREX
7
g R iE 32
TR byt #iik
Id FIF “CPU{N}_PowerLimit”
Name T i “ CPU{N} Power Limit”
Description TR “This resource shall represent CPU power capping of a chassis
for a Redfish implementation.”
ControlMode PR B “Automatic”
ControlType FRF “Power”
Implementation | 545 H “Programmable”
Increment EIEE 1
PhysicalContext | 245 H CPU
RelatedItem ¥l Wi BERE, W 2
Relate- R /redfish/v1/Chassis/1
dItem[N]
/redfish/v1/Systems/1/Processors/{N}
Sensor PO e SRt
DataSourceUri | 24 i &8s “CPU{N} Power” HJ Redfish 4,
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s *H Wik
Reading 2 TP K “CPUN} Power” M3,
SetPoint A NULL
SetPointType T “Single”
SetPointUnits FH “Watt”
Status SR BRI
State TR “Enabled”
Health P “OK”
MR
HTTP R WIRWME ID
500 InternalError
Al
1B 18 L 78 4] JSON i ¥ -
{
“ControlType": "Power",
"Id": "CPU1_Powerlimit",
“Name": "CPU 1 Power Limit",
"@odata.type”: "#Control.vl_2_0.Control",
"@odata.id": "/redfish/v1/Chassis/1/Controls/CPUl_Powerlimit",
"Sensor": {
"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/CPUl_Power",
"Reading": null
I8
“SetPointUnits": "Watt",
"SetPointType": "Single",
"SetPoint": null,
"RelatedItem": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
“Increment”: 1,
“Description”: "This resource shall represent CPU power capping of a chassis for a Redfish implementation.",
“ControlMode": "Automatic”,
"PhysicalContext": "CPU",
"@odata.context": "/redfish/vl/$metadata#Control.Control",
“Implementation”: "Programmable”,
"@odata.etag": "\"504675cebc6f272c713\"",
"Status": {
"Health": "0K",
"State": "Enabled"
}
}

&R Thermal
MBI TR AR EA Redfish SEILAEUE B,
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FIRB R 1

TR 12 fredfish/v1/Chassis/1/Thermal
ZeAH S Thermal v1l.xml

GET - HAETER M
{1 GET J7 #:A0 K IR 55 2 i) Thermal YEUEH iR 1,

#H3R URL
GET https://<BMC_IPADDR>Iredfish/vl/Chassis/1/Thermal

BREX
y
) R IE X
W 7 R 4 DL R S 80 JSON AR
B e 3] #iid
Id PR | AR IR R, RAREEN 17,
Name FRH | MAREAAF. HAREN “Thermal” ,
Description PR | RAEEA TR AR,
Status R 138 8 U B 7 I R SRz AT IR O
State PSR | BAREMCARE, s ciEN.
HealthRollup FRFER | IR M TEUR A i B AR IS AT IR DUIR S
Temperatures wal | H: AR
1X A BE A SR AR B 52 X
Temperatures[1] POE 3 XA FE E W IR BE AR R AR I
Memberld FREH | X REE PR AR,
Name PR | IR R RS AR,

LowerThresholdCritical | (5 | {EFIEMTEH, A AT S AR,

LowerThresholdFatal A RTFEHTEE, HiABSHaaE,

LowerThresholdNonCrit- | ¥ R FIE#IEHE.

ical

UpperThresholdCritical | ¥ WTIEWIEHE, (B ARIE S HarfE,
UpperThresholdFatal ¥z BTIEEGE, BHiA3HaEE,
UpperThresholdNonCriti- | ${52 BTEXIEHE.

cal

MinReadingRangeTemp S ReadingCelsius B e /ME

MaxReadingRangeTemp | ¥{5 ReadingCelsius i KfH

PhysicalContext S| L R R X R 1 A
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=35 3l ik
ReadingCelsius e W,
RelatedItem e i 2% Ot 3 PR 2 ) Y Xk i
RelatedItem[N] B AT K RS 2 M85 . WIR PhysicalContext
“CPU” , W BALHRs A& HH KAk BEAS T IR Y o0 R %
A, e R B AL BEIR A R B R IR BT
EgiE N
SensorNumber ey P 27 1 BE A S A BB b R A
Status R il 32 98 U5 B 7 AR S B A7 R O
State PR | IRARENEIRE, flmEECEM.
Fans A 1X 2 X B o
Fan[N] X4 XAEFR E R I E X
FanName R K i 5
Location R K AL E
PartLocation R AL,
LocationOrdinalValue | ¥ Fs I X s AL B2,
LocationType FREE | KR B AL E 2R A,
Wl EfH: “Slot”
ServiceLabel FRE | RS EE, 5 “FanName” M,
Memberld FREE | XA R R IRAT .
Name TR | KE AR,
MaxReadingRange B Reading M5 K1d.
MinReadingRange 7 Reading M # /M,
PhysicalContext FREE | IR 5 e XE R R X . BE: “Fan”
Reading e 24 I X B
ReadingUnits FRE | B BEENERRAL, RAREN “RPM” ,
RelatedItem A 3 DM YR W 5 P Y DX i
RelatedItem[N] EE A TR RGN R/, Ao R ERBINAE R,
—ANERERBNRAER R,
Status PUE T3 B8 U5 B 7 I i RS RN AT IR O

State PR | MARENCARE, flmEaiE.

Health FREE | RN MBI AE A OB SR B S L T s AT R OUIR A
UpperThresholdCritical | ¥~ TIEREE, HYREBHMEE,
UpperThresholdFatal By HTIEWEE, HEBBmE,
UpperThresholdNonCriti- | ¥{5 B TIEXIEE,
cal
LowerThresholdCritical | ¥ BT EHIGHE, HEREBBMEE,
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TR e 3] Hiig
LowerThresholdFatal ¥z K TIERIEE, HAHaEE,
LowerThresholdNonCrit- | ¥ KFIENTEHE.
ical
MR
HTTP RN WIXWAE ID
500 InternalError
Pl

& 18] DL 78 4] JSON i B -

{

"Temperatures”: [

{

"LowerThresholdFatal": null,
"LowerThresholdCritical": null,
"PhysicalContext": "Intake",

"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Temperatures/0",

"RelatedItem": [

{
"@odata.id": "/redfish/v1/Systems/1"
},
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"Status": {
"State": "Enabled"

}

"Name": "Ambient Temp",
"MinReadingRangeTemp": 0,
"UpperThresholdCritical": 47,
"UpperThresholdNonCritical": 43,
"LowerThresholdNonCritical": null,
"ReadingCelsius": 25,
"SensorNumber": 49,
"MemberId": "0",
"UpperThresholdFatal": 50,
"MaxReadingRangeTemp": 100

"LowerThresholdFatal": null,
“LowerThresholdCritical": null,
"PhysicalContext": "CPU",

"@odata.id": "/redfish/v1l/Chassis/1/Thermal#/Temperatures/1",

"MemberId": "1",
"Status": {

"State": "Enabled"
I8
“Name": "CPU 1 Temp",
"MinReadingRangeTemp": 0,
"UpperThresholdCritical": 105,
"UpperThresholdNonCritical": 100,
"LowerThresholdNonCritical": null,
"ReadingCelsius": 33,
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"SensorNumber": 51,
"RelatedItem": |

{

"@odata.id": "/redfish/v1/Systems/1/Processors/1"

}
1,
"UpperThresholdFatal": 110,
"MaxReadingRangeTemp": null

}?

1,
"@odata.etag": "\"1075c4¢c15193d22d2aa0597\"",
“Description”: "It represents the properties for Temperature and Cooling.",
"Status": {
"HealthRollup": "0K",
"State": "Enabled"

}

Name": "Thermal",

"@odata.type”: "#Thermal.vl_7_1.Thermal",

"@odata.id": "/redfish/v1/Chassis/1/Thermal",
"@odata.context": "/redfish/vl/$metadata#Thermal.Thermal",

“Fans": [
{
"LowerThresholdFatal": null,
"Status": {
"HEal_th": IIOK",

"State": "Enabled"
})
"Reading": 6642,
"ReadingUnits": "RPM",
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/0",
"FanName": "Fan 1 Front Tach",
"LowerThresholdCritical": 984,
"PhysicalContext": "Fan",
"MinReadingRange": 0,
"MemberId": "0",
"O0em": {

1
"Name": "Fan 1 Front Tach",
"HotPluggable": true,
"UpperThresholdCritical”: null,
"UpperThresholdNonCritical": null,
"LowerThresholdNonCritical": null,
"MaxReadingRange": 20910,
"SensorNumber": 65,
"Location”: {
"PartLocation": {
"ServicelLabel": "Fan 1 Front Tach",
"LocationType": "Slot",
"LocationOrdinalValue": 1
}
1,
"UpperThresholdFatal”: null,
"RelatedItem": [

{

"@odata.id": "/redfish/v1/Systems/1"
I
{

"@odata.id": "/redfish/v1/Chassis/1"
}
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.

"LowerThresholdFatal": null,
"Status": {
"Health": "0K",
“State": "Enabled"
I8
"Reading": 6300,
"ReadingUnits": "RPM",
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/é",
"FanName": "Fan 1 Rear Tach",
“LowerThresholdCritical": 975,
"PhysicalContext": "Fan",
"RelatedItem": [

{
"@odata.id": "/redfish/v1/Systems/1"
1,
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"MemberId": "6",
"0em": {
I8

"Name": "Fan 1 Rear Tach",
"MinReadingRange": 0,
"UpperThresholdCritical”: null,
"HotPluggable": true,
“LowerThresholdNonCritical”: null,
"MaxReadingRange": 19125,
"SensorNumber": 73,
"Location": {
"PartLocation": {
"Servicelabel": "Fan 1 Rear Tach",
"LocationType": "Slot",
“LocationOrdinalValue": 1
}
I8
"UpperThresholdFatal": null,
"UpperThresholdNonCritical": null

"Fans@odata.count": 12,
“Temperatures@odata.count": 39,
"Id": II1II’

IIDemII:{

\

%R ThermalSubsystem
I T RAHEA Redfish SEIMERT RS

507 W.ORWE., BRI
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FIRB R 1

PR Iredfish/v1l/Chassis/1/ThermalSubsystem
Za A ThermalSubsystem_v1.xml

GET - BRFREREM
il GET J5#:#: & Redfish R 551 ThermalSubsystem H i J& ¥,

HR URL

GET https://<BMC_IPADDR>/redfish/v1/Chassis/1/ThermalSubsystem

ERIEX

7

W R IE 3C

TR e il &

Id FAF “ThermalSubsystem”’

Name PR “Thermal Subsystem”

Description FAF R “This resource shall represent a thermal subsystem for a Redfish

implementation.”

Status POE 3 ThermalSubsystem HJRZ&EFIZ TR,
State T FRPHEMEARE, PImERCHEM. HEBEN “Enabled” .
Health TR FERE BT B R X BRI R EME, R T &P R&REN

(13 OK” o

ThermalMet- | #$% UbF & G0 i i R AR S 2 5] A .

rics

Fans HEHE WrRGEHRXEEAGHGIH, ERERETEY, WEEPRE.

KSR

HTTP KA B A ID

500 InternalError

)

i& [51 DL R 7 45 JSON Fi B :

{
"ThermalMetrics": {
"@odata.id": "/redfish/v1/Chassis/1/ThermalSubsystem/ThermalMetrics"

}’
"@odata.etag": "\"3c3303bh58c1f27e8h3c\"",
“Fans": {
"@odata.id": "/redfish/vl/Chassis/1/ThermalSubsystem/Fans"
1,

“Description": "This resource shall represent a thermal subsystem for a Redfish implementation.",
“Id": "ThermalSubsystem",

“Name": "Thermal Subsystem",
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"@odata.type”: "#ThermalSubsystem.vl_0_0.ThermalSubsystem",
"@odata.id": "/redfish/v1/Chassis/1/ThermalSubsystem",
"@odata.context": "/redfish/vl/$metadata#ThermalSubsystem.ThermalSubsystem",

"Status": {
"Health": "0K",
"State": "Enabled"

}

}

& B ThermalMetrics
WE VR TR AEA Redfish LI BUEAIE R,

FRE 1

TR 12 /redfish/v1/Chassis/1/ThermalSubsystem/Ther-
malMetrics

Y Al D ThermalMetrics_v1.xml

GET - BURIERE
i/ GET 7 #: K& Redfish IR 55 ThermalMetrics H &

F3R URL

GET https://<BMC_IPADDR>[redfish/v1/Chassis/1/ThermalSubsystem/ThermalMetrics

FREX
7
g R IE X
TR XM ik
Id FAF R “ThermalMetrics”
Name TR “Thermal Metrics”
Description FIF R “This resource shall represent the thermal metrics of a
chassis for a Redfish implementation.”
TemperatureRead- Bl Ti: MR
ingsCelsius
UE B & B P R SR AR KA BR . (BRIRE)
TemperatureRead- R BEHF
ingsCelsius[N]
DataSourceUri FRF {5 & 3% 1) URL,
PhysicalContext FRF IPb A JE A5 00 2 ) Y IX Il a8
Reading B e AL
TemperatureSumma- SR BEHF

ryCelsius

BEAUA A G R B R

%7 E.ORE,
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TR RH ik
Ambient pOE CEIT
W ot B 1% 4R “ Ambient Temp”
DataSourceUri FR & %23 0 URI,
Reading G R &I,
Exhaust SR CEF
Bt B 1% 4R “Exhaust Temp”
DataSourceUri FR & %23 0 URI,
Reading B T IR,
Intake R CEF
WLt 2% 48 “Inlet Water Temp” 3 “Ambient Temp” .
DataSourceUri FR £ &3 B URI,
Reading e 1B R,
RERE
HTTP RAERM HRMA ID
500 InternalError
Al

1 [5] PR 78 45 JSON Wi %«

{
“@odata.etag": "\"lacc04dd0e26a3596ba291\"",
“Description": "
“Id": "ThermalMetrics",
"Name": "Thermal Metrics",
“@odata.type": "#ThermalMetrics.vl_0_1.ThermalMetrics",
"@odata.id": "/redfish/v1/Chassis/1/ThermalSubsystem/ThermalMetrics",

“TemperatureReadingsCelsius": [

{
"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/49L0",
"Reading": 25,
"PhysicalContext": "Intake"

1,

{
"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/51L0",
"Reading": 34,
"PhysicalContext": "CPU"

1,

{
"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/90L1",
"Reading": 33,
"PhysicalContext": "Memory"

1,

{
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"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/57L0",
"Reading": 37,
"PhysicalContext": "ComputeBay"

}
1,
"TemperatureSummaryCelsius": {
"Intake": {
"Reading": 25,
“DataSourceUri": "/redfish/v1/Chassis/1/Sensors/49L0"
|8
"Ambient": {
"Reading": 25,
“DataSourceUri": "/redfish/v1/Chassis/1/Sensors/49L0"
I8
"Exhaust": {
"Reading": null,
"DataSourceUri": null
}
}

"@odata.context": "/redfish/vl/$metadata#ThermalMetrics.ThermalMetrics"
}

IR Fan
WHEFEHTERAREN Redfish SZHH X .

IR K 1.N
PEUR A /redfish/v1/Chassis/1/ThermalSubsys-
tem/Fans/{Id}
Py Ay FanCollection_vl.xml
Fan_vl.xml

GET - RNBE&ES
i GET J7 %4 & Redfish IR 5509 X e 46 i g ik,

#HR URL
GET https://<BMC_IPADDR>Iredfish/v1/Chassis/1/ThermalSubsystem/Fans

BERIEX
7o
) B 1E 3
FB P ik
Name FAF “FanCollection”
Members i Ti: RsocE Mg s
Members@odata.count | 5% K s e E R
Description FAF “A collection of fan resource instances.”
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RERD

HTTP R WMREE ID
500 InternalError
Bl
{

"@odata.id": "/redfish/v1/Chassis/1/ThermalSubsystem/Fans",
"@odata.etag": "\"7c37345c341432ca33cc7\"",

"@odata.context”

"Members": [

{

"@odata.id":
I8
{

"@odata.id":
},
{

"@odata.id":
},
{

"@odata.id":
},
{

"@odata.id":
},
{

"@odata.id":
},
{

"@odata.id":
},
{

"@odata.id":
},
{

"@odata.id":
},
{

"@odata.id":
},
{

"@odata.id":
1,
{

"@odata.id":
}

],

: "[redfish/vl/$metadata#FanCollection.FanCollection”,

“/redfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_1 Front_Tach"

“/redfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_2_Front_Tach"

“/redfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_3 Front_Tach"

“/redfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_4_Front_Tach"

“/redfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_5_ Front_Tach"

“/redfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_é_Front_Tach"

“Iredfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_1_Rear_Tach"

“/redfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_2_Rear_Tach"

“Iredfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_3_Rear_Tach"

“Iredfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_4_Rear_Tach"

“Iredfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_5_Rear_Tach"

“Iredfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_é_Rear_Tach"

"Members@odata.count": 12,

“Description”: "A

collection of fan resource instances.",

"Name": "FanCollection",
"@odata.type”: "#FanCollection.FanCollection”

GET - NBRE M
B GET J7 ke a8 SR 8 U5 o 1
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3R URL

GET https:// <«BMC_IPADDR>Iredfish/vl/Chassis/1/ThermalSubsystem/Fans/{Id}

BRIEX
Jo
0 R 1E 32
FB 3. ik
Id FRF ME— AR XU A R B R
HamME, B <7 (2 B < (TRX) .
Name TR (T Ty i
Description FRF “It represents the properties for Temperature and Cooling.”
HotPluggable i IR IR EN true,
Location PO 3 P AL
PartLocation pOE WAL E
LocationOrdinal- | %52 71 Ie XU Y R B
Value
LocationType FRF P B oL A
Bl ZME: “Slot”
ServiceLabel TR KR4, 5 “Name” M,
PhysicalContext FIF EEfH: “Fan”
SpeedPercent POE 3 PR B
DataSourceUri TR Redfish PtU5 URI ¥42 o i A 5C KU 15 % 45
Reading e (T 2
SpeedRPM &2 WA, BACNES SR (RPM) .
5 “Reading” H .
Status xR il 3R B 95 B 7 ) RSB AT IR DL
State FRF ?ﬁﬁﬁtﬁuﬁ M EHIRAE, FTHEMMEN “Enabled” . “Disabled” il
Absent” ,
Health LI %f%lﬂ:mﬁa B TRPCRZES, WTRERMEN “OK” . “Warning”
Critical”
Links PUE BRI
CoolingChassis[] | %4l Wi B
W 1
CoolingChas- B “redfish/v1/Chassis/1”
sis[N]
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RERD

HTTP RAERY BN A ID

500 InternalError

Bl
&[5 DL R 7 ] JSON Mg ¥ -

{

“SpeedPercent”: {
"SpeedRPM": 8611,
"DataSourceUri": "/redfish/v1/Chassis/1/Sensors/205L0",
"Reading": 8611

1

"Status": {
"State": "Enabled",
"Health": "0K"

I8
"@odata.context": "/redfish/vl/$metadata#Fan.Fan",
"HotPluggable": true,

“Id": "Fan_1A_Tach",
"Location”: {

"PartLocation": {
"LocationType": "Slot",
"LocationOrdinalValue": 1,
"ServiceLabel": "Fan 1A Tach"

}

}
“@odata.type”: "#Fan.vl 3 0.Fan",
"@odata.id": "/redfish/v1/Chassis/1/ThermalSubsystem/Fans/Fan_1A Tach",
"@odata.etag": "\"421d2fbhcd92625a6928\"",
"Links": {
"CoolingChassis": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
]
1
“PhysicalContext": "Fan",
“Description”: "It represents the properties for Temperature and Cooling.",
“Name": "Fan 1A Tach"
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588% BMC B

%R Manager

WHRBEH T EREA Redfish SEILHE HSE,

I IR A 1
IR Iredfish/vl/Managers/1
ZH Manager _vl.xml

GET -BMC EEE &

fiHl GET J5#:#: & Redfish IR 55 1) Manager % U5 )& 1t

ER URL
GET https://<BMC_IPADDR>Iredfish/vl/Managers/1
BERIEX
.
I j8; 1E 3X
T8 RH ik
Id PR | BMARREN 1,
Name FIF B “Manager”
Actions PUE S [y
#Manager.Reset FOE 8 SN/
ResetType@Redfish.Al- | %40 Wi: 2545
lowableValues
W% 2
ResetType@Red- ] “GracefulRestart” ., 877 BMC ¥ PLIEHR 5 R EHE 3.
fish.AllowableVal-
ues[0]
ResetType@Red- oyt “ForceRestart” . 1§78 BMC %3 Bl EH B30,
fish.AllowableVal-
ues[1]
#Manager.ResetToDe- PO 8 BB
faults
ResetType@Redfish.Al- | ¥4 Wi: 25 H
lowableValues
W 1
ResetType@Red- FAF “ResetAll” , ¥ XEEENH BRIAE,
fish.AllowableVal-
ues[0]
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B RH ik
AutoDSTEnabled IR True fil False
CommandShell FoE e BRI,
ServiceEnabled iR WMBBEHT SSH, NN True.
WREM T SSH, W4 False,
MaxConcurrentSessions B 2
ConnectTypesSupported el SSH. HHif{ ¥ +F SSH.,
DateTime FAHE | EHEANYE HINE (SRR , T IRE SN,
DateTimeLocalOffset P E | DateTime B % BN UTC MARBE R, &KX N +06:00,
Description LR “This resource is used to represent a management
subsystem for a Redfish implementation.”
GraphicalConsole PO o,
ServiceEnabled R MRZET FOD 4, WN True.
MaxConcurrentSessions BB 6.
ConnectTypesSupported A W: EHH,
W 1,
ConnectTypesSup- P “KVMIP” ,
ported[0]
ManagerType FRE | BRI R IR A AN KA, I MR R I PR RAR
KMEBRRA, h “BMC CHEANIHEN R S48
BhRemEHIA) 7
Model PR | EHESNBESER (HHEEREX) . AN “Lenovo
XClarity Controller” ,
EthernetInterfaces gz PIRMEOEEGH URI 5| H#ERE, XENBEHESHTW
SIEfE M NIC 551,
HostInterfaces i FEHEOEGH URD 5] R, XX EHMH T M4 ERE
M NIC A5,
LogServices R HERSEEG (WESREHFENMAENES) M URT
g1 W B
NetworkProtocol i WA (DGR A A 05 BLES T ) 1 I 2 IR 55 I L 150
M5IH) [ URL 5] 88,
SerialInterfaces B FOES (WEGHLEEEH THTEFMER GERE) W
URI 5| # 4%,
FirmwareVersion FR A B 28 Y A RRAS .
Links IR IR REH AR NET) MFEIE N T,
ManagerForChassis Bl A A BRAS AT P ) LA 0 5] AL
ManagerForChassis[0] B I e e W (R X ATLAE SRR Y URT 51
ManagerForChas- B 1

sis@odata.count
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TR KRR #iid
ManagerForServers BA Xf A B AR W] 4R B &R g 5 AL,
ManagerForServers[0] | f#% U o e ) R ) 3 BEAL R SRR IR A URT 51 A,
Manager- B 1
ForServers@odata.count
ActiveSoftwarelmage R L Jes Ak 1 R 0 [ P 5 R BRI URT 51
Softwarelmages A Wi HERE
ik 2
SoftwareImages[N] BEBE | R A0 (6 R0 P B VERAG URT 31
Softwarelm- BB 2
ages.@odata.count
PowerState ISEY VbR P AR R IR A . 1R “Oon” .
SerialConsole JIE CREIT,
ConnectTypesSupported Bl Wi: F5H5H$,
WA 2,
ConnectTypesSup- PR “IPMI”
ported[0]
ConnectTypesSup- FAFH “SSH” ,
ported[1]
MaxConcurrentSessions BB 2,
ServiceEnabled i 7R WHREBMT SSH, WA True,
WIREH T SSH, N4 False,
ServiceEntryPointUUID TR | WWEMERMER R RS A\ D R UUID,
Status R gt
State FRE | RN E B RRE, B4 “Enabled”
UUID PR | MR PR E SR R B Y UUID,
Serviceldentification FR R HRIA,
DedicatesNetworkPorts R L HAMEROER,
ShareNetworkPorts 2 i 1 S oo AR 6
RERB
HTTP RN HRH A ID
500 InternalError
=

i& [5 DL R 7R 45 JSON Fi B -

{
"SharedNetworkPorts": {
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"@odata.id": "/redfish/v1/Managers/1/SharedNetworkPorts"
I
"SerialInterfaces": {

"@odata.id": "/redfish/v1l/Managers/1/Seriallnterfaces"

1
"Links": {
"ManagerForServers@odata.count”: 1,
"ManagerForChassis": [
{
"@odata.id": "/redfish/v1l/Chassis/1"
}
1,
"ManagerForChassis@odata.count”: 1,
"ActiveSoftwareImage": {
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary"
b
"SoftwareImages@odata.count": 2,
"SoftwareImages": [
{
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/BMC-Primary"
b
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"
}
1,
"ManagerForServers": [
{
"@odata.id": "/redfish/v1/Systems/1"
}
]
b

“CommandShell": {

"ConnectTypesSupported": |

"SSH"

1,

"ServiceEnabled": true,

"MaxConcurrentSessions": 2
I
"0em": {

“Lenovo": {

"RecipientsSettings": {
"RetryCount": 5,
"RetryInterval”: 0.5,
“RntryRetryInterval”: 0.5
b
"ServiceAdvisor": "/redfish/v1/Managers/1/0em/Lenovo/ServiceAdvisor",
"ServiceData": {
"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/ServiceData"
1
"Security": {
"@odata.id": "/redfish/vl/Managers/1/0em/Lenovo/Security"
3
"release_name": "egs _gp_23-5",
"SystemGuard": {

"@odata.id": "/redfish/vl/Managers/1/0em/Lenovo/SystemGuard"
h
"CaretakerPolicy": "Participator”,

"Configuration”: {

"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/Configuration”
1
"0PSettings": {
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“ClientID": null,
"PubKey": null,
"AuthorizationServerUri": null,
"SS0State": false,
"UserInfoUri": ""
I8
"Recipients"”: {
"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/Recipients"”
I8
"TrespassMessage": "",
"KCSEnabled": "Enabled",
"SMMlessDenseNodelId": 1,
"Watchdogs": {
"@odata.id": "/redfish/vl/Managers/1/0em/Lenovo/Watchdogs"
I8
"RemoteMap": {
"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/RemoteMap"
I8

"SecureKeylifecycleService": {

"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/SecureKeylifecycleService"

I8
"AgentlessCapabilities": [
"Raidlink",
"00B_PCIe",
"RaidlinkConfig",
"RaidLinkAlert",
"00B_PCIe_Config",
"00B_Option_Firmware_Update",
"PreStandardPLDM",
"StandardPLDM",
“Storlib",
"
1,

"ServerProfile": {

"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/ServerProfile"

I3

"RemoteControl": {

"@odata.id": "/redfish/vl/Managers/1/0em/Lenovo/RemoteControl"

}

@odata.type": "#LenovoManager.vl_0_O.LenovoManagerProperties",
"GroupService": {

"@odata.id": "/redfish/v1/Managers/1/0em/Lenovo/GroupService"

3

"DateTimeService": {

"@odata.id": "/redfish/v1l/Managers/1/0em/Lenovo/DateTimeService"

h
"MPFAHealthStatusEnabled": false
}
I8
“SerialConsole”: {
“ConnectTypesSupported”: [
"IPMI",
"SSH"
1,
"ServiceEnabled": true,
"MaxConcurrentSessions": 2
1
"GraphicalConsole": {
“ConnectTypesSupported”: [
"KVMIP"
1,
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"ServiceEnabled": true,

"MaxConcurrentSessions"”: 6
I8
"AutoDSTEnabled": false,

“FirmwareVersion": "USX335B 1.10 2023-11-07",
"PowerState": "On",
“DedicatedNetworkPorts": {

"@odata.id": "/redfish/v1/Managers/1/DedicatedNetworkPorts"
I8
"UUID": "02618473-0919-4597-ABBC-E880880E9BB5",
"EthernetInterfaces”: {

"@odata.id": "/redfish/v1l/Managers/1/EthernetInterfaces”

h

"@odata.context": "/redfish/vl/$metadata#Manager.Manager",
“ServiceEntryPointUUID": "02618473-0919-4597-ABBC-E880880E9BB5",
"Status": {

"State": "Enabled"

1
“NetworkProtocol": {

"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol"
I8
“Actions": {

"#Manager.Reset": {

"ResetType@Redfish.AllowableValues": [
“GracefulRestart",
"ForceRestart"
1,
"target": "/redfish/vl/Managers/1/Actions/Manager.Reset",
"@Redfish.ActionInfo": “/redfish/vl/Managers/1/ResetActionInfo",
"title": "Reset"
},
"#Manager.ResetToDefaults": {
"ResetType@Redfish.AllowableValues": [
"ResetAll",
"PreserveNetworkAndUsers",
"PreserveNetwork"

],

"target": "/redfish/vl/Managers/1/Actions/Manager.ResetToDefaults",
"@Redfish.ActionInfo": "/redfish/vl/Managers/1/ResetToDefaultsActionInfo",
"title": "ResetToDefaults"

}

1,
"@odata.etag": "\"1c5b4bbheaf07834ab2e38h\"",

“Description”: "This resource is used to represent a management subsystem for a Redfish implementation.",
“Name": "Manager",

“DateTime": "2023-11-10T10:09:36+00:00",

“ManagerType": "BMC",

"DateTimelLocalOffset": "+00:00",

“LogServices": {

"@odata.id": "/redfish/v1/Systems/1/LogServices"

I8
"Id": "1",
“HostInterfaces": {

"@odata.id": "/redfish/v1/Managers/1/HostInterfaces"
I
"@odata.type": "#Manager.vl_16_0.Manager",
"@odata.id": "/redfish/v1l/Managers/1",
“Serviceldentification": "",

“Model": "Lenovo XClarity Controller 2"
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PATCH - E %7 BMC B XM HE f OEM /& %
i/l PATCH J7 ¥ 3 ¥ Redfish IR 551 Manager %5 08 1t

#H3R URL

PATCH https://<BMC_IPADDR>[redfish/v1/Managers/1

BERSH

LHF R M T ER, By ax 2 g &8 a] DLk s ok,

TR R &

Date- TR DateTime &% B UTC MR &,
Time-

LocalOff- Ji H AutoDST MITEI T, RFMELW T
set ZT%

“+00:00” , “+01:00”, “+03:00”,
“+06:00” , “+07:00”, “+09:30” ,
“+10:00” , “+12:00” “-11:00”,
“.09:00” , “-08:00”, “-01:00” .

Z5M AutoDST MyfGOLT, SLVFHYMELN T Br

Mo
“+00:00” , “+01:00”, “+02:00” ,
“+03:00” , “+03:30”, “+04:00” ,
“+04:30” , “+05:00”, “+05:30”,
“+05:45” , “+06:00” , “+06:30” ,
“+07:00” , “+08:00”, “+09:00” ,
“+09:30” , “+10:00”, “+11:00”,
“+12:00”, “+13:00”, “-12:00”,
“.11:00” , “-10:00” , “-09:00”,
“.08:00” , “-07:00”, “-06:00”,
“.05:00” , “-04:30”, “-04:00” ,
“.03:30”, “-03:00”, “-02:00”,
“.01:00” .
Ja H DST s AN [a] Jy A I ] IF, - J6 2%
I8 M 04T PATCH #:4E.

AutoD- 1 IR LR N true I, FTRAX) AutoDST $AT

STEn- PATCH #4E,

abled

M) 8z 1E 3X

Wi B3R [l B NS GET #AEMH N, (H3E 5 7 8.

WK

HTTP RARD WMRIHE ID

500 InternalError
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=l

PLF 7Bl & PATCH IEX. BT “+8:00” A%HF AutoDST, HILTEZEH “AutoDSTEnabled” HY
O F AL T PATCH 1E 3,

{
"DateTimeLocalOffset": "+08:00",

“AutoDSTEnahled": false

}
IR o] B Y B IR
{

“DateTimelocalOffset": "+08:00",
"AutoDSTEnabled": false
"@odata.id": "/redfish/v1/Managers/1",

POST-BMC EE

i POST Jj ¥ EE BMC.,

#H3R URL

POST https:// <BNC_IPADDR>Iredfish/vl/Managers/1/Actions/Manager.Reset
BEREX

B 3l Wik

Reset- | 24 B 8 BMC MEE KRR, H%ME:
Type “GracefulRestart” . “ForceRestart”

g R IE 3C
7

RERD

HTTP RAERY PN A ID

500 InternalError

M 3 7 4
PLF P& POST IE 3,

{
"ResetType

}

GracefulRestart"

& 18] DL 75 4] JSON i ¥ -
7o
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POST -BMC EE RN ] BIAE
il POST J5 &4 BMC HE ) BRiAME,

F3R URL

POST https:// <BMC_IPADDRsIredfish/vl/Managers/1/Actions/Manager.ResetToDefaults

BRIEX

B RH ik

Reset- | 247 i 878 BMC MEBE XM, FE: “Rese-

Type tAll” . “PreserveNetworkAndUsers” .
“PreserveNetwork” . “PreserveUsers”

I )8 1E X

I

RERE

HTTP RERH WMRWE ID

500 InternalError

I 1 7% B

VLR~ & POST IE X,

{
"ResetType": "ResetAll"

}

1& [5] PLF 75 45 JSON Fi B -
7

&R LicenseService

BE B R A Redfish SEBLAY VF AT Gk AR 55 DA e 5 Wi A 55 A ¢ #Y i 4

TR R 1
TR B 12 /redfish/vl/LicenseService
B S LicenseService_vl.xml

GET - LicenseService B M4

il GET 7 ¥4 & Redfish IR 55 B LicenseService ¥ H H g M,

ER URL
GET https://<BMC_IPADDR>Ivedfish/vl/LicenseService

% 8 ¥.BMC HH
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FRIEX
7o

i) B 1F 32
TR byt ik
Id FAF “LicenseService”
Name T H “License Service”
Description FAF “This resource is used to represent a License service for a
Redfish implementation.”
ServiceEnabled iR W H true
LicenseExpirationWarning- | 2% BN 0
Days
Licenses R LicenseCollection ###%
RERB
HTTP R&RH HRHE 1D
500 InternalError

=Bl
i& [51 DL R 7 45 JSON Fii B :

"@odata.type": "#LenovolicenseService.vl_0_0.LenovolicenseService",

"@odata.context": "/redfish/vi/$metadata#licenseService.licenseService",

“Description”: "This resource is used to represent a License service for a Redfish implementation.",

{
Iloemll:{
"Lenovo": {
"Tier": "Tier3"
}
1
"licenses": {
"@odata.id": "/redfish/vl/LicenseService/Licenses"
}’
“Name": "License Service",
“ServiceEnahled": true,
"@odata.id": "/redfish/v1/LicenseService",
"Id": "LicenseService",
"@odata.etag": "\"4189a77688e42668958\"",
“licenseExpirationWarningDays": 0,
“@odata.type”: "#licenseService.vl _0_0.licenseService"
}

&R License

LI T KA HEA Redfish SLHLAYVF WL,
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PR R

0~2

TR 12 /redfish/vl/LicenseService/Licenses/{Id}
ZEAa LicenseCollection_v1.xml

LicenseService_vl.xml

GET - FA[iE&R&

5 /H GET J7#: K&K Redfish I35 License 6 %Y Mg k.

E3R URL
GET https://<BMC_IPADDR>Iredfish/vl/LlicenseService/Licenses
BERIEX
7
) B 1E 32
TR RH g
Description FIF “A collection of Licenses resource instances.”
Name FIF “LicenseCollection”
Members A WHEEW R,
Members[N] g SE G5 19 51 VR AT IE SR A
RERB
HTTP RA&NRH WiXWE ID
500 InternalError
Bl
1& [51 DL R 7R 45 JSON Fi B -
{
"@odata.etag”: "\"30631ch877892a27df1\"",
"Name": "LicenseCollection",
"@odata.type”: "#licenseCollection.licenseCollection”,
"@odata.id": "/redfish/v1/LicenseService/licenses",
"Description”: "A collection of Licenses resource instances.",
"@odata.context": "/redfish/vl/$metadata#licenseCollection.licenseCollection”,
"Members@odata.count”: 2,
"Members": [
{
"Qodata.id": "/redfish/v1/LicenseService/Licenses/VROC_VMD"
8
{
"@odata.id": "/redfish/v1/LicenseService/Licenses/XCC2_Platinum"
}
]
}

% 8 ¥.BMC HH
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GET - FAliEfE 1%

il GET J5 ¥4 & XCC2_Platinum ¥ 7 iE8, VROC_VMD 15 &,

3K URL

GET https://<BMC_IPADDR>Iredfish/v1l/LlicenseService/Licenses/XCC2_Platinum|VROC_VMD

BFRIEX
7
) B 1F 32
B ey ik
Id TR “XCC2_Platinum” 5 “VROC_VMD”
Name FIF “Lenovo XClarity Controller 2 Platinum Upgrade”
“Intel VROG VMD NVMe RAID Premium”
Description SN “This resource is used to represent a license for a Redfish
implementation.”
LicenseType FIFH “Production”
LicenseOrigin FAF “Installed” BX “Builtln”
ExpirationDate PR 8 A B UEIE: NS
WAREA S, MER “null”
Removable TN WHR “LincenseOrigin” % T “Installed” , WHMEN true.
R “LincenseOrigin” ZF “Builtln” , NIEAN false.
Manufacturer FR Lenovo
LicenseString 25 B null
EntitlementId E B LA R H i b )5
AuthorizationScope ] X F Platinum A “Service” , X F VMD N “Device”
RemainingUseCount R R0
DownloadURI P H “/LicenseDownload/license_XCC2_Platinum” 2
“/LicenseDownload/license. VROC_VMD”
Status 4 oIt
State FAE Xt T HIIRES
0: “Enabled”
HAteffi: “Disabled”
Health 25 “OK”
Links IE (=YES
AuthorizedDevices i 7=
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RERB

HTTP RERH WIRWAE ID
400 BadRequest
500 InternalError
Bl

i& [5 DL T 7R 45 JSON Hi B :

XCC2_Platinum T 7 iif:

{

}

v

{

"@odata.context": "/redfish/vl/$metadata#license.license"”,
"RemainingUseCount": 0,
“LicenseString": null,
“licenseOrigin": "Installed",
"EntitlementId": "7D721234567890",
"Removable"”: true,
"ExpirationDate": null,
"Links": {
“AuthorizedDevices": []
5
"Status": {
“State": "Enabled”,
“Health": "0K"
I3
"licenseType": "Production”,
"AuthorizationScope": "Service",
"@odata.etag": "\"68beld681b0f2aee23f\"",
“DownloadURI": "/LicenseDownload/license_XCC2_Platinum",
“Oem": {
I3
"Description"”: "This resource is used to represent a license for a Redfish implementation.”
“Manufacturer": "Lenovo",
"Id": "XCC2_Platinum",
“Name": "Lenovo XClarity Controller 2 Platinum Upgrade",
"@odata.type": "#Llicense.vl_0 O0.License",
"@odata.id": "/redfish/v1/LicenseService/Licenses/XCC2_Platinum"

ROC_VMD license:

“Id": "VROC_VMD",
"Name": "Intel VROC VMD NVMe RAID Premium",
“@odata.type": "#license.v1_0_O0.License",
"@odata.id": "/redfish/v1/LicenseService/Licenses/VROC_VMD",
"Links": {

"AuthorizedDevices": []
I3
“Status": {

“State": "Enabled",

“Health": "0K"
3

“Description”: "This resource is used to represent a license for a Redfish implementation."”

“DownloadURI": "/LicenseDownload/license_VROC_VMD",
"RemainingUseCount": 0,

"LicenseOrigin": "Installed",

"@odata.context": "/redfish/vl/$metadata#license.license",
“LicenseString": null,

% 8 ¥.BMC HH
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"AuthorizationScope":

Device",
"Manufacturer": "Lenovo",

"EntitlementId": "7D7512345678",
"@odata.etag": "\"640ed2d2c16524ec2a8\"",

“licenseType":
Iloemll:{
“Lenovo": {
"IdTypes": [
"MTSN"
]

Production”,

@odata.type”: "#Lenovolicense.vl_0 _0.Lenovolicense",

"DescTypeCode": 32802

}
I8
“ExpirationDate"”: null,
"Removable": true

POST — % iF Al it
il POST k& EVF AL,

3K URL

POST https://<BMC_IPADDR>Iredfish/vl/LicenseService/Licenses

ERIEX

TR i

ik

LicenseS- FRH
tring

W, FRE S NA R base64 F4F B,

W P A AR base64 MRS/t T HY key XN base64 FZAFH . A5,

H 1) base64 P& H H 2] POST 1E 3,

87 K i

M 8 1E X
TR M| iR
Descrip- = “A collection of Licenses resource instances.”
tion 5
Name = “LicenseCollection” .
£
Members | 34 | %: & IER 5] H R
REREBE
HTTP KA BBAW A ID
400 BadRequest
500 InternalError
Al

PLFaHl & POST IEX:
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{

"LicenseString":"Aj8wTGVub3ZvIFNZU1RFTSBYIEZ....V\D9uToqr57iu5LuobYelYlrmg4TmmLgqPzM/Pw=="

}

& 18] DL 75 ) JSON i 7

{

"@odata.context": "/redfish/vl/$metadata#licenseCollection.LicenseCollection”,

"@odata.etag": "\"2a59d9ed8de02723db9\"",

“Description": "A collection of Licenses resource instances.",

"Members@odata.count”: 1,
"@odata.type": "#licenseCollection.licenseCollection”,
"@odata.id": "/redfish/v1/LicenseService/Licenses",

“Name": "LicenseCollection”,

"Members": [

{

"@odata.id": "/redfish/v1/LlicenseService/Licenses/XCC2_Platinum"

}
]
}

DELETE — fifl BRiF T ik
i | DELETE J7 3: 0 &% 4 v 3iF

HR URL

DELETE https://<BMC_IPADDR>Ivedfish/vl/LicenseService/Licenses/{XCC2_Platinum|VROC_VMD}

ERIEX
To

e
360

RERE

HTTP KRR

HiIRlE ID

400

BadRequest

500

InternalError

TR B N B RTIE, R 9B R E R IR [E] 500 #5 RS,

% 8 ¥.BMC HH
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F9FE NKEEH

‘BB Ethernetinterface (BMC NIC)
MBI T EAED Redfish IR BMC LUAMEO,

TR R 2 %3
BRI 2 /redfish/vl/Managers/1/EthernetInterfaces/{NIC,

ToHost, NIC2, WLAN}

(NIC2 78 BMC HA WA DA R 0w al
WLAN 15 IR 5525 7F SE350 V2/SE360 V2 “E&h
RRER AR )

LY AR EthernetInterfaceCollection_v1.xml

EthernetInterface_vl.xml

GET-BMC A AMEOEBHES
1 il GET J7 K% BMG Fl D I 5 1145 4 Y U6 b 00 g

#H3R URL

GET https://<BMC_IPADDR>[redfish/v1l/Managers/1/EthernetInterfaces
BERIEX

7

g I 1E 32

W) 7 R 45 DL R S 80 JSON AR

B R ik
Members ¥ Wi: EthernetInterface JC& M 5| 8,
Name 2% | EthernetInterfaceCollection,

Description FIF “A collection of EthernetInterface resource instances.”

KRR
HTTP RN MRAWEE ID

500 InternalError

g 5z 7= 45l
1& [51 DL R 7R 45 JSON Fi B -

{
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces"”,

"Name": "EthernetInterfaceCollection”,
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"@odata.context": "/redfish/vl/$metadata#fEthernetInterfaceCollection.EthernetInterfaceCollection”,

"Members": [

{

"@odata.id": "/redfish/v1l/Managers/1/EthernetInterfaces/NIC"

h
{

"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/ToHost"

}
]

@odata.type": "#EthernetInterfaceCollection.EthernetInterfaceCollection”,

“@odata.etag": "\"3a44d9cd5c02b15baaeddcaebeld29fh\"",

"Members@odata.count”: 2,

“Description”: "A collection of EthernetInterface resource instances."

GET - BMC U AME &
il GET J¥:KE BMC B DL A W2 1 308 4 /) )8 .

3K URL

GET https://<BMC_IPADDR>Iredfish/vl/Managers/1/EthernetInterfaces/{NIC,ToHost,NIC2}

B3R IEX
"
M R IE 3T
B | g
FQDN FAE %lr:;ccz e e 2R ES 4. £ ToHost XS
EthernetInterfaceType TR “Physical”
IPv6DefaultGateway PR | Xcc2 #H B YT IPve BRIAMISCH L, IR
1£ ToHost H AT .,
Id FHE | £ BMC LKW DB BEIET, AN “NIC” 8 “NI1C2” ,
1t BMC Ethernet over USB #HH, AN “ToHost” .
IPv6StaticAddresses | HF R XCC2 H T M) IPv6 A% BAFE T R34, b
J& M AE ToHost A H,
IPv6StaticAddresses[N] POE BHILER
PrefixLength Bz I IPv6 bk Y A 28 K B
Address FRFH | AR IPve Huiik
AutoNeg i /R /AR E RN XCC2 1 _E A 2 b i A i B AT
* True, /o I BEERNL A3 Phis .
* False, ZXHBERMN T AR,
IPv6AddressPolicyTable ¥l AT RRHILER SRR (€ XK RFC 6724) WX REA
IPv6AddressPoli- POg WHILER
cyTable[N]
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TR | ik
Prefix FRE | 1Pve ik AR SR,
Precedence LI IPv6 fL5EI)F (€ X W RFC6724 58 2.1 77) .
Label B IPv6 Hilkihr2s,
SpeedMbps PR | XCo2 B R Y AT B (BAAL: Mbps, B Mbit/s) . 24
“AutoNeg” H true B, MAEN null,
Status 4 [958
State FREE | WREH TR ED, Wy “Enabled” .
Health =2 | null
HostName FRHE |t XCco2 O ENS, AEEMEE L. 78 ToHost H
NBFRFH,
IPv6Addresses el HF#RIE XCC2 # M1 IPve & B i R 5k 4l
IPv6Address X4 WHILER
Address PR IPv6 #bhk
PrefixLength e IPv6 Hb ik 7 48 K )&
AddressOrigin FRH | XCC2 #EORY IPve Mk SR JF Ay 2R :
e Statico M/ ELE M #SHuE,
e DHCPv6, il DHCPv6 Jl 55 fit,
e LinkLocal, HHH{XFXTULRIBE (BE8%) B XK.
e SLAAC, HisitlFoRASHULEZIEE (SLAAC) MR55HRME,
AddressState PR | SRR Y EPIRZS (€ XL RFC 4862) :
o Preferred. ULHilLYTi4k T RFC 4862 H & XA B AL
WAE AN,
* Deprecated, ULHLHEYHTE AR N, HIERHE
7 RFC 4862 W& X W k42,
* Tentative, MHiNL Y5 IE/E#% 5 RFC 4862 58 5.4 i
R SR TR b b A 0 0 3,
* Failed, MtHilikRiEIS RFC 4862 5 5.4 17 & A HE H
HEAS IR, 24 TR AE A .
FullDuplex i /R I XCC2 B0 EDKMEZHN RS, Y4 “AutoNeg” N
true B, BELMEA null,
IPv4StaticAddresses A M FRAR M XCC2 #H M IPv4 FERFFAEM N R4,
IPv4StaticAddress PIE 3 WHILER
Address PR E | IPva Hudik
SubnetMask P | IPva TR,
AddressOrigin 5 Static,
Gateway FIF I Hb HE B TPv4 B SC
IPv4Address ¥l HFHEARIL XCC2 # 11 IPv4 BESARFAE X R AL,
IPv4Address X4 WHILER
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TR | ik
Address PR | 1Pva ML
SubnetMask FHE | IPva TWEG,
AddressOrigin FIF 58 7~ M 1k 5 G ] i R A
o Static. M/ ECE MH ML,
e DHCP, Hulitfi DHCPv4 It 55 #24,
e BOOTP. Hilitif BOOTP k55124t
e IPv4LinkLocal., Hi3E{UAF M8 (BEHE) 3K
Gateway PR |tk IPv4 B
NameServers A Ik XCC2 1 EXYHifE ) DNS ARS8 (IPv4 58 1
AL 24, B3 A IP bk, IPve 14, B2, F3
A~ 1P Husik) . #E ToHost H A 284,
InterfaceEnabled /R 578 R JE e 11 0 A R 4B
LinkStatus FREE | DR R B B 2 BR A
AR
LinkUp. NoLink, LinkDown.
LinkUp Hyib & “UbaEls v T ot ER@fE> .
NoLink MR “FE M3 1 b RA W BT A7 45 B sl 522
LinkDown HIffi R “pbfm LA, HENCER .
Links XA BRI,
Chassis R I J Bk P BN X Chassis BRI BIEMSIH (WREERS
iAY O NCEARPRISEFiR I
HostInterface W )& B AE R %) HostInterface BB E I I (L% I
EAREHNATHEAFEFENED) o N ToHost T4 H
I R 1
MACAddress TR (NG ) B2 1Y A i MAC Mk,
PermanentMACAddress FREE | AEANED GEE) MKA MAC ik,
Name PR | R AR
MTUSize 7 I XCC2 P EYHRE MR REmBEIC (MTU) (DAFT
N HAL)
VLAN R I J M A B R BB T VLAN, RO X #H2 4
VLAN, WARA{E VLAN B, 1R FF/E VLANS &G4
., MWEMAE ToHost H A A,
VLANEnable i /R VLAN W)@ &6 R M.
VLANId B VLAN i ID,
MaxIPv6StaticAddresses LIS IPv6 AL B KE &, 7E ToHost H N EZEME “0” .
DHCPv4 x4 eI,
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TR | ik
UseDNSServers i /R 58 DNS IR55 8%
UseDomainName i /R BEHEHE L,
DHCPEnabled EiTN %14 5 DHCP.,
UseNTPServers A /R REM, HEN null,
UseGateway i /R REM, HAEN null,
UseStaticRoutes iR REH, IB4EN null,
FallbackAddress PR | BB O DHCPv4 [HE Hubk 7 5,
HAAH: None. Static
DHCPv6 PO EYESiS
UseDNSServers i /R &7 DNS 5545,
UseDomainName i /R EAHERB 4.
OperatingMode P | BIAERAN “Enabled” B “Disabled” .
UseNTPServers EiTIN REH, &N null,
UseRapidCommit i IR AREM, H4EN null,
IPv6StaticDefaultGateways | %41 FFHRARI XCC2 LW IPv6 # A BRIA B SC I AT R B,
Address FRE | B 1Pve BIAK S HbHE
PrefixLength LT EEME “0”
StaticNameServers A Hi A E X H)—4 DNS IR 554% IPv4 Fil IPv6 Hidik,
Wi: FFH
W 6
StatelessAddressAutoConfig | %4 [SYESiE

IPv4AutoConfigEnabled i IR

R, HAN null,

IPv6AutoConfigEnabled iR

&AM 1Pve AZIELE ,

Description FR SEFLT R “Manager Ethernet Interface”
RERB

HTTP RERH WMRWAE ID

500 InternalError
Bl

1& [5] PL R 75 45 JSON Fi B -

{
"IPv4StaticAddresses": [
{
"SubnetMask": "255.255.255.0",
"AddressOrigin": "Static",
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"Gateway": "0.0.0.0",
"Address": "192.168.70.125"
}
1,
"StaticNameServers": |
"0.0.0.0",
"0.0.0.0",
"0.0.0.0",

)

1,
"IPvéStaticDefaultGateways": |
{
"PrefixLength": 0,
"Address": "::"
}
1,
"SpeedMbps”: null,
“IPv4Addresses”: [

{
"SubnetMask": "255.255.254.0",
"AddressOrigin": "DHCP",
"Gateway": "10.240.218.1",
"Address": "10.240.218.133"
}
1,
"IPvéAddresses”: [
{
"PrefixLength": 64,
"AddressOrigin": "LinkLocal",
"AddressState": "Preferred”,
"Address": "fe80::922e:16ff:fel6:ed44e"
}

1,

“InterfaceEnabled": true,

"AutoNeg": true,

“NameServers": |
“10.240.0.10",
"0.0.0.0",

"0.0.0.0",

1,

"@odata.etag": "\"11618d5429c7230e8ce358\"",

"HostName": "XCC-7D75-1234567890",

"MTUSize": 1500,

“FullDuplex": null,

"@odata.type": "#EthernetInterface.vl_8 0.EthernetInterface",

"@odata.id": "/redfish/v1l/Managers/1/EthernetInterfaces/NIC",

"Status": {
"Health": "0K",
"State": "Enabled"

b

"DHCPv4": {
"UseNTPServers": null,
"UseStaticRoutes": null,
"DHCPEnabled": true,
"UseDNSServers": true,
"UseDomainName": true,
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"FallbackAddress": "Static",
"UseGateway": null

}J
"MaxIPvéStaticAddresses”: 1,

"MACAddress": "90:2e:16:06:e4:4e",

"Links": {
“Chassis": {

"@odata.id": "/redfish/v1/Chassis/1"

}
I8
"VLAN": {
"VLANId": 1,
"VLANEnable": false
I
“LinkStatus": "LinkUp",

"PermanentMACAddress": "90:2e:16:06:e4:4e",
"FQDN": "XCC-7D75-1234567890.lenovo.com"”,

"IPvéDefaultGateway": "::",

"StatelessAddressAutoConfig": {
“IPvé6AutoConfigEnabled": true,
“IPv4AutoConfigEnabled": null

}

"DHCPvé6": {
"UseNTPServers": null,
"OperatingMode": "Enabled",
"UseDomainName": true,
"UseRapidCommit": null,
"UseDNSServers": true

I8

"Id": "NIC",

"IPvéAddressPolicyTable": [
{
"Precedence": 50,
"Prefix": "::1/128",
"Label": 0

"Precedence": 11,
"Preﬁx": "::/96",
“Label": 3

"Precedence”: 35,
“Prefix": "::ffff:0.0.0.0/96",
“"Label": 4

"Precedence": 10,
"Prefix": "2001::/32",
“Label": 6

"Precedence": 10,
"Prefix": "2001:10::/28",
“Label": 7

"Precedence": 1,
"Prefix": "3ffe::/16",
“Label": 12

o9 . MgE
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"Precedence": 30,
"Prefix": "2002::/16",
“Label": 2

"Precedence”: 1,
"Prefix": "fec0::/10",
“Label": 11

"Precedence": 5,
"Prefix": "fc00::/7",
“Label": 5

"Precedence”: 40,
"Prefix": "::/0",
“Label": 1
}
1,
"@odata.context": "/redfish/vl/$metadata#EthernetInterface.EthernetInterface"”,
"IPvéStaticAddresses”: [
{
"PrefixLength": 64,
"Address": "::"
}
1,
“Name": "Manager Ethernet Interface",

"EthernetInterfaceType": "Physical",

“Description”: "Manager Ethernet Interface",
Iloemllz{

-
}

GET - BMC WLAN L AWE &
il GET J5 KR BMC DL W82 1 3% 05 b i g e o

#HR URL
GET https:// <«BMC_ IPADDR>Iredfish/vl/Managers/1/EthernetInterfaces/WLAN

ERIEX

pin

e Rz 1E XX

TR R i ik
Id FAFH | 4E BMC UKW RS, BBy “NIC” 3
WLAN”

Name FAF “Manager WLAN Interface”
State FRPER | WRE M T B RAKRME D, W “Enabled”
Health FR “OK”
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B XK Wiig
Oem POE 3 [SYESI
Lenovo POE 3 o
AutoConnectLists B BHTE
ConnectStatus FERE | WiFi BIEBIRE.
SecurityType FREH | WiFi RAe R,
SSID FRH | WiFi % 4R,
IPv4StaticAddresses e MFEaM XCC2 11 IPv4 HEBAFE X R 54,
IPv4StaticAddress PO KHILER
Address FRH | 1Pv4 HudE
SubnetMask FREB | IPva TR,
AddressOrigin R | Statice
Gateway FREH |t hER TPv4 PR
IPv4Address ¥edl HFERI XCC2 # M1 IPv4 BEEARFAE X R4,
IPv4Address PO BAHILE,
Address FRE | IPv4 Hidik,
SubnetMask PIF IPv4 T W#H,
AddressOrigin FREE | 48 HHE R AT E
e Statico M FELE WS HUL,
e DHCP, Ml DHCPv4 Jlk 55 #24,
e BOOTP. Hilitii BOOTP M 55H.
e IPv4LinkLocal, HiE{XRTULRIE: (BERE) H &K,
Gateway FRE | SRR TPv4 BSC
InterfaceEnabled i 7R iy =R kAN OE T
MACAddress A B 4o ) # K Y57k E 1 MAC ik,
Actions PO oI
Oem PO CRIT
#LenovoEthernetInter- R BRH
face.IgnoreWifiAutoList
title FHH | “IgnoreWifiAutoList”
target R
#LenovoEthernetInter- R BRH
face.DisconnectWifi
title FRH | “DisconnectWifi”
target R
#LenovoEthernetInter- R BREH

face.ConnectWifi

o9 . MgE

159



B e 3l ik
title PR “Connect”
target B
Mode@Redfish.Allow- B BHITE
ableValues
Mode@Redfish.Al- FR “WPA2-PSK”
lowableValues[0]
Mode@Redfish.Al- FIFH “WPA2-Enterprise”
lowableValues[1]
#LenovoEthernetInter- R BB
face.DoManualWifiScan
title FRF “DoManualWifiScan”
target R
#LenovoEthernetInter- paE BB
face.GetWifiScanResults
title FRF “GetWifiScanResults”
target R
DHCPv4 POE 3 gt
DHCPEnabled i /K &% J5 il DHCP,
Description PP [ & 747 # “Manager WLAN Interface”
MR
HTTP RAER WIRWMAE ID
500 InternalError
Pl
1B 18 L 78 4] JSON' i ¥ -
{
n Oe m n . {
"Lenovo": {
"AutoConnectlists": [
"XCC_APTEST",
"XCC_TEST"
])
"ConnectStatus": "connected"”,
"SecurityType": "WPA2-PSK",
"SSID": "XCC_TEST"
}
1
"Status": {
"Health": IIOKII’
"State": "Enabled"
b
"@odata.type": "#EthernetInterface.vl_9_0.EthernetInterface",
"IPv4StaticAddresses”: [
{
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“SubnetMask": "255.255.255.0",
"AddressOrigin": "Static",
"Gateway": "0.0.0.0",
"Address": "192.168.71.125"
}
1,
"@odata.context": "/redfish/vl/$metadata#EthernetInterface.EthernetInterface”,
"Id": "WLAN",
“Name": "Manager WLAN Interface",
"IPv4Addresses”: [
{
"SubnetMask": "255.255.255.0",
"AddressOrigin": "DHCP",
"Gateway": "192.168.1.1",
"Address": "192.168.1.100"
}
1,
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/WLAN",
“InterfaceEnabled": true,
"MACAddress": "14:13:33:66:1a:97",
"@odata.etag": "\"c46437989b9732c5009e3\"",
"DHCPv4": {
"DHCPEnabled": true
}
"Actions"”: {
"Oem": {
"#lenovoEthernetInterface.IgnoreWifiAutoList": {
"title": "IgnoreWifiAutolist",

"target": "/redfish/vi/Managers/1/EthernetInterfaces/WLAN/Actions/0Oem/LenovoEthernetInterface.IgnoreWifiAutolist"

b
“#lenovoEthernetInterface.DisconnectWifi": {
"title": "DisconnectWifi",

"target": "/redfish/vl/Managers/1/EthernetInterfaces/WLAN/Actions/0Oem/LenovoEthernetInterface.DisconnectWifi"

I
"#LenovoEthernetInterface.ConnectWifi": {
“target": "/redfish/v1/Managers/1/EthernetInterfaces/WLAN/Actions/Oem/LenovoEthernetInterface.ConnectWifi",
"title": "ConnectWifi",
"Mode@Redfish.AllowableValues": |
"WPA2-PSK",
"WPA2-Enterprise"
]
I8
“#lenovoEthernetInterface.DoManuallWifiScan": {
"title": "DoManualWifiScan",

"target": "/redfish/vl/Managers/1/EthernetInterfaces/WLAN/Actions/0Oem/LenovoEthernetInterface.DoManualWifiScan"

h
"#LenovoEthernetInterface.GetWifiScanResults": {
"title": "GetWifiScanResults",

"target": "/redfish/vl/Managers/1/EthernetInterfaces/WLAN/Actions/0Oem/LenovoEthernetInterface.GetWifiScanResults"

}
}
I3

“Description”: "Manager WLAN Interface"

}

PATCH - 31 BMC LAMEE
i i PATCH J5 ¥: 5 # BMC DL A B389 95 b il ) e,
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3K URL

PATCH https:// <BMC_IPADDR>Iredfish/vl/Managers/1/EthernetInterfaces/NIC

B3R IEX
SR BT AR PRI R R
B 3 g
InterfaceEnabled i /R R RA B H I O WA RIE,
MACAddress FAE (G ) B2 1Y Hi A E A9 MAC Huik,
SpeedMbps FAEE | M XCC2 B MY ETEE (BAAL: Mbps, H Mbit/s)
g A R VFE Y 10 2K 100,
AutoNeg EiTN R RS AR XCC2 1 _E A 3 bl i o i AR T
True, Ja I ERMN T HI PR,
False, 25138 BRI T A 30 ¥,
FullDuplex /R I XCC2 #H EDLRMEZ NN TR
True, 4T EWITHR,
False, R4 T2WIHER,
MTUSize e b XCC2 &1 EY A E ik Rfe i oc (MTU) (DL
TOEAL)
HostName FRH | Xce2 AWM ENL, AEEMEE R,
IPv4StaticAddresses & FHFEARI XCC2 # 1 IPv4 BESARFE X R AL,
IPv6StaticAddresses & HF R XCC2 M1 IPve i A8%E SR AE X R 54l
IPv6StaticDefaultGateways | {4 HF#FRIE XCC2 LI IPve HASBIAM KX 54,
Address FRH | BSCHL,
VLAN R I R e ) B R BE T VLAN, WHR g 0 24
\%g_gN, WA R AEFE VLAN J8 P, TR fF1E VLANS 6
VLANEnable A 7R VLAN W@ 2% N E .
VLANId B VLAN i ID,
DHCPv4 POE BRIt
DHCPEnabled 1 /R &% 5 1 DHCP,
UseDNSServers N A DNS k554,
UseDomainName 7R RS 4,
FallbackAddress FAE | WO DHCPv4 IR #lEJ5 ¥, ARKME: None. Static,
DHCPv6 X4 eI
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TR XA ik
OperatingMode FREE | BATEANE .
R R “Stateful” 2% “Disabled” .
UseDNSServers i 7R 2 DNS 554,
UseDomainName iR BEMHBA,
StaticNameServers il WA R 6 NM5%H. Bi=%WH T IPv4 DNS 5555,

Ja =%i il T 1Pv6 DNS R 5545,
Wi: FHFH

W 6

StatelessAddressAutoConfig

PO 3 CE I

IPv6AutoConfigEnabled

KN A E M 1Pve AFHELHE ,

g R IE X

Wiy 738 18] i) N5 5 GET BRAEAHRE, (HBEH T IR T,

RERE

HTTP KA

MRWE D

400

PropertyValueNotInList, PropertyValueFormatError,
PropertyValueTypeError. PropertyNotWritable

500

InternalError

~Bl
YL Fpl & PATCH IE X,

{
"MTUSize": 1490,
"SpeedMbps": 100,
“FullDuplex": true
}

A8 1] B i A R

{

"DHCPv6": {
"UseNTPServers": null,
“OperatingMode": "Disabled",
"UseDNSServers": false,
"UseDomainName": false,
"UseRapidCommit": null

I

"Links": {
"Chassis": {

"@odata.id": "/redfish/v1/Chassis/1"

}

3,
"VLAN": {
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"VLANEnahle": false,

"VLANId": 1
1
"0em": {
“Lenovo": {
"@odata.type": "#LenovoEthernetInterface.vl 0 _0.LenovoEthernetInterfaceProperties”,
"DomainName": "",
"IPv4Enabled": true,
"IPv4AddressAssignedby": "Static",
"InterfaceNicMode": "Dedicated"”,
"NetworkSettingSync": true,
"IPvéAddressAssignedby”: [],
"InterfaceFailoverMode”: "Shared",
"IPvéEnabled"”: false
}
1
"IPvb6Addresses”: [],
"Status": {
"Health": null,
“State": "Enabled"
1
“IPvéDefaultGateway": "::",
"IPvéStaticDefaultGateways": [
{
"Address": "::",
"PrefixLength": 0
}
1,
“StaticNameServers": [
“0.0.0.0",
"0.0.0.0",

"0.0.0.0",

1,
"MTUSize": 1490,
“FullDuplex": true,
"IPv4StaticAddresses”: [

{
"AddressOrigin": "Static",
"Gateway": "192.168.0.1",
"Address": "192.168.0.41",
"SubnetMask": "255.255.255.0"

}

1,
"IPvéAddressPolicyTable": [

{
“Label": 0,
"Precedence": 50,
"Prefix": "::1/128"

}

{
“Label": 3,
"Precedence”: 11,
"Prefix": "::/96"

h

{
"Label": 4,

"Precedence": 35,
"Prefix": "::ffff:0.0.0.0/96"
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"Label": 6,
"Precedence": 10,
"Prefix": "2001::/32"

"Label": 7,
"Precedence": 10,
"Prefix": "2001:10::/28"

“Label": 12,
"Precedence": 1,
"Prefix": "3ffe::/16"

"Label": 2,
"Precedence”: 30,
"Prefix": "2002::/16"

“Label": 11,
"Precedence": 1,
"Prefix": "fec0::/10"

“Label": 5,
"Precedence": 5,
"Prefix": "fc00::/7"

“Label": 1,
"Precedence": 40,
"Prefix": "::/0"
}
1,
"PermanentMACAddress": "7c:d3:0a:5e:22:65",
"StatelessAddressAutoConfig": {
“IPv4AutoConfigEnabled": null,
“IPv6AutoConfigEnabled": false
8

“NameServers": [

un
’

un
)

un

1,

“Name": "Manager Ethernet Interface",

“AutoNeg": true,

"@odata.etag": "\"24596c8504c398d843823abhc542140fa\"",
"EthernetInterfaceType": "Physical",

"MACAddress": "7c:d3:0a:5e:22:65",

“FQDN": "XCC-7X00-1234567890",

“Description”: "Manager Ethernet Interface",
"@odata.type": "#EthernetInterface.vl_5_0.EthernetInterface",
“InterfaceEnabled": true,

“Id": "NIC",

“LinkStatus": "LinkUp",
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}

"DHCPv4": {
"UseNTPServers": null,
"UseDNSServers": true,
"UseGateway": null,

"FallbackAddress": "None",

"DHCPEnabled": false,
"UseDomainName": true,
"UseStaticRoutes": null
}
"IPv6StaticAddresses”: [
{
"Address": "::",
"PrefixLength": 64
}
]

"HostName": "XCC-7X00-1234567890",

“@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/NIC",

"IPv4Addresses": [
{

"AddressOrigin": "Static",
"Gateway": "192.168.0.1",
"Address": "192.168.0.41",
"SubnetMask": "255.255.255.0"

}
]

“SpeedMbps": 100

"MaxIPvé6StaticAddresses": 1,

PATCH — E #t BMC Ethernet over USB Bt E
% H PATCH J5 ¥: 3 #7 BMC B LA R 32 1 %I aY )8 ok,

B3R URL
PATCH https:// <BMC_IPADDR>Iredfish/vl/Managers/1/EthernetInterfaces/ToHost
ERIEX
ZIE AR T R, B A IX 26 g AR wT DA Bk L
T8 RH WMRMAE ID
InterfaceEn- iR RSB HLEDWNARAE.
abled
IPv4StaticAd- A HFHRARI XCC2 #:H 1 IPv4 R AE AT R A, R T i
dresses & IPv4 Hidik,
M 8 1E X
Wil B7 3R ] B NS5 GET #AEtHN, (H3E 35 7 8.
REREB
HTTP RER WIRWMAE ID
500 InternalError
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Bl
PLF P& PATCH IE X,

{

“InterfaceEnabled" : true,
"IPv4StaticAddresses"” : [
{
"Address": "169.254.95.119",
"SubnetMask": "255.255.0.0"
}
]
}

388 1] B3 i P O

{
"FQDN": "",
"Id": "ToHost",
"InterfaceEnabled": true,
"Links": {
"Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
I8
"HostInterface": {
"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1"
}
}

AutoNeg": false,
"IPv6AddressPolicyTable": [
{
"Precedence": 50,
"Prefix": "::1/128",
“Label": 0

"Precedence": 11,
"Prefix": "::/96",
"Label": 3

"Precedence": 35,
"Prefix": "::ffff:0.0.0.0/96",
“"Label": 4

"Precedence": 10,
"Prefix": "2001::/32",
“Label": 6

"Precedence”: 10,
“Prefix": "2001:10::/28",
“Label": 7

"Precedence": 1,
"Prefix": "3ffe::/16",
“Label": 12
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{
"Precedence": 30,
"Prefix": "2002::/16",
"Label": 2
b
{
"Precedence": 1,
"Prefix": "fec0::/10",
"Label": 11
},
{
"Precedence”: 5,
"Prefix": "fc00::/7",
“Label": 5
I8
{
"Precedence": 40,
"Prefix": "::/0",
“Label": 1
}
1,
“SpeedMbps": 100,
"HostName": "",
"IPv6Addresses": [
{

"AddressState": "Preferred”,
"Address": "fe80::7ed3:aff:feed:bbla",
"PrefixLength": 64,
"AddressOrigin": "LinkLocal"
}
1,
“FullDuplex": true,
“StaticNameServers": [
"0.0.0.0",
“0.0.0.0",
"0.0.0.0",

’

1,

"DHCPv4": {
"UseDNSServers": false,
"FallbackAddress": "None",
"UseGateway": null,
"UseNTPServers": null,
"UseDomainName": false,
"DHCPEnabled": false,
"UseStaticRoutes": null

I
"IPv4Addresses”: [
{
"Gateway": "0.0.0.0",
"Address": "169.254.95.118",
"SubnetMask": "255.255.0.0",
"AddressOrigin": "Static"
}

1,

“Description”: "Management Network Interface”,

“StatelessAddressAutoConfig": {
"IPv4AutoConfigEnabled": null,
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"IPvéAutoConfigEnabled": false
5
"IPvéStaticDefaultGateways": [
{
"PrefixLength": 0,
"Address": II::II
}

1,
"MTUSize": 1500,

"DHCPv6": {
“OperatingMode": "Disabled",
"UseNTPServers": null,
"UseDomainName": false,
"UseRapidCommit": null,
"UseDNSServers": false

}

"Status": {
"State": "Enabled",
"Health": null

}

"MACAddress": "7c:d3:0a:ed:bb:1a",
“Name": "Manager Ethernet Over USB Interface",
"IPv4StaticAddresses”: |
{
"Gateway": "0.0.0.0",
"Address": "169.254.95.119",
"SubnetMask": "255.255.0.0",
"AddressOrigin": "Static"
}
1,
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/ToHost",
"0em": {
"Lenovo": {
"0SIPv4Address": "169.254.95.120",
"AddressMode": "IPvé6LLA",
"@odata.type”: "#LenovoEthernetInterface.vl 0_0.lenovoEthernetInterfaceProperties”,
"PortForwarding”: {
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/ToHost/0Oem/Lenovo/PortForwarding"
}
}
I8
"@odata.type": "#EthernetInterface.vl 5 1.EthernetInterface”,
"MaxIPvéStaticAddresses”: 0,
“LinkStatus": "LinkUp",
"@odata.etag": "\"f57f676204ef32¢8c907e\"",
“PermanentMACAddress": "7c:d3:0a:ed:bb:1a",
"NameServers": []

PATCH - E %1 BMC WLAN fi &

i ] PATCH J5 3B i BMC 1 DA K M3 F 3 U5 b i s ik
#H3R URL

PATCH https:// <BMC_IPADDR>Iredfish/vl/Managers/1/EthernetInterfaces/WLAN
B3R IEX

ST B R B0 R B
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TR KK g
InterfaceEnabled Wik | AR R R T T A R AL
IPv4StaticAddresses A HTERI XCC2 0 IPv4 FEZFFIE N 504,
H: REEHEH S 1Pva Hidk,
IPv4StaticAddresses i M TR XCC2 # O IPv4 FERFIE AT R 54,
DHCPv4 pap o
DHCPEnabled #i’k | £%2 M DHCP.
M 7 1IF X
W N GR B N A S GET #AEM R, E5EH T8,
MRAERE
HTTP K&K WMIRHAE ID
500 InternalError
T~
VLRl & PATCH 1E X,
{
“InterfaceEnabled" : true,
"IPv4StaticAddresses" : [
{
"Address": "169.254.95.119",
"SubnetMask": "255.255.0.0"
}
]
}
I8 [8] 56 37 F v B R
{
"0em": {
"Lenovo": {
"SecurityType": "WPA2-PSK",
"SSID": ",
"AutoConnectlists": [
"XCC_APTEST"
"XCC_TEST"
])
"ConnectStatus": "disconnected"
}
|8
"Status": {
"Health": "0K",
"State": "Enabled"”
}

“Name": "Manager WLAN Interface",

“@odata.type”: "#EthernetInterface.vl 9 0.EthernetInterface”,

"@odata.context”: "/redfish/vl/$metadata#fEthernetInterface.EthernetInterface"”,

"Tdn "WLAN",
“DHCPv4": {
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"DHCPEnabled": false
5
"IPv4Addresses”: [

{

"Gateway": "0.0.0.0",
"AddressOrigin": "Static",
"SubnetMask": "255.255.255.0",
"Address": "169.254.95.119"

}

1,
"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/WLAN",
"InterfaceEnabled": true,
"MACAddress": "14:13:33:66:1a:97",
"@odata.etag": "\"c451d5d87e2f32c500ad8\"",
"IPv4StaticAddresses”: [
{
"Gateway": "0.0.0.0",
"AddressOrigin": "Static",
"SubnetMask": "255.255.255.0",
"Address": "169.254.95.119"
}
1,
"Actions": {
"Oem": {
"#lenovoEthernetInterface.IgnoreWifiAutolist": {
“title": "IgnoreWifiAutolist",
"target": "/redfish/vl/Managers/1/EthernetInterfaces/WLAN/Actions/0Oem/LenovoEthernetInterface.IgnoreWifiAutolist"
1
"#lLenovoEthernetInterface.DisconnectWifi": {
"title": "DisconnectWifi",
"target": "/redfish/vl/Managers/1/EthernetInterfaces/WLAN/Actions/0Oem/LenovoEthernetInterface.DisconnectWifi"
}
"#LenovoEthernetInterface.GetWifiScanResults": {

"title": "GetWifiScanResults",

"target": "/redfish/vi/Managers/1/EthernetInterfaces/WLAN/Actions/0Oem/LenovoEthernetInterface.GetWifiScanResults"
1,

"#lenovoEthernetInterface.ConnectWifi": {

"Mode@Redfish.AllowableValues": |

"WPA2_PSK",
"WPA2_Enterprise"

1,
"title": "ConnectWifi",

"target": "/redfish/vl/Managers/1/EthernetInterfaces/WLAN/Actions/0Oem/LenovoEthernetInterface.ConnectWifi"
1
"#LenovoEthernetInterface.DoManualWifiScan": {

"title": "DoManualWifiScan",
"target": "/redfish/vi/Managers/1/EthernetInterfaces/WLAN/Actions/0Oem/LenovoEthernetInterface.DoManuallifiScan"
}
}
5

"Description”: "Manager WLAN Interface"

}

POST - iE# BMC WIFI
M POST J#: ¥ BMC WiFi,
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3K URL

POST https://<BMC_IPADDR>Iredfish/v1/Managers/1/EthernetInterfaces/WLAN/Actions/
Oem/LenovoEthernetInterface.ConnectWifi

BRIEX
B e 30| g
SSID FRE | WIFT 855,
Mode FRHE | wiFn #R,
Security- FRE | WIFI &4 3R,
Type

UserName | 2/ H WIFI R P %,

Password FRH | WIFL BU%,

AutoCon- e | WIFL HEhiER,

nect

e L
360

RERB

HTTP &N WM A D

500 InternalError

Bl
PLF Bl & POST IEX:

{
"SSID": "XCC_APTEST2",
“Mode": "WPA2-Enterprise",
“SecurityType": "EAP-TTLS/MSCHAPv2",
“UserName": "testing",
“Password": "Passw0rd123456",
“AutoConnect": true

}
The following example JSON response is returned:
{
“ConnectStatus": "disconnected”
}

‘#R Ethernetinterface (BR55 88 NIC)
FEVEH T REAED Redfish LIRSS AR ZEL,
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PR IR 55 4% DA K R 22 11 10 250

VIR B 12 /redfish/v1/Systems/1/EthernetInterfaces/NIC{1-
N},ToManager

1y AlygD EthernetInterfaceCollection_v1.xml

EthernetInterface_vl.xml

GET - REEBUAMEZEDES
il GET J73:8: R IR 55 2% 04 DL K MR 2 0 45 6 S /Y g 1,

E3RK URL
GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/EthernetInterfaces
WREX
7
i) |8 1E X
Wiy )52 2 A 2 DA T S 5 JSON AR :
TR R ik
Members A Ti: EthernetInterface JC&E W 5| #54%.,
Name 2% | EthernetInterfaceCollection,
Description PR “A collection of EthernetInterface resource instances.”
RERE
HTTP R BRI A ID
500 InternalError

e B7 7R 51

TEARE T I, KR 5 SR TF AR A B IE 3

{

"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces”,

"Name": "EthernetInterfaceCollection”,
"@odata.context": "/redfish/vl/$metadata#EthernetInterfaceCollection.EthernetInterfaceCollection”,

"Members": [

{

"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/ToManager"

1
{

"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/NIC1"

18
{

"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/NIC2"

}
]

@odata.type": "#EthernetInterfaceCollection.EthernetInterfaceCollection”,

"@odata.etag": "\"796d097492fa96e3f9e0be275hebab05\"",
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"Members@odata.count": 3,

“Description”: "A collection of EthernetInterface resource instances."

}

GET - [RS8 BLANZ O E 1%
B F GET 5 ¥4 K 5% 1 55 48 00 DA KPR 4 11 9 o 1

ER URL

GET https://<BNC_IPADDR>Iredfish/vl/Systems/1/EthernetInterfaces/NIC{1..N}

BERIEX

7

W) BI 1E 32

Wi )52 243 5 DA T S JSON MR -

7B k% ik

d P NIC{1..N}

SpeedMbps P | I XCC2 B MY HTEE (BAAL: Mbps, P Mbit/s)

InterfaceEnabled i /R /R ER B O e AR /RE,

MACAddress P (B e H) 0 2EECE 1 MAC Hhk,

PermanentMACAddress oyt SESMED GRE) BIKA MAC Hidlk,

Name L “External Ethernet Interface”

LinkStatus PR [ D GRE) MEBRRES. “LinkUp” @ “IHEERWHT
WEO EMEfE. 7. “NoLink™ : “7ElbE: N LARKWMZ]
ek eiERE., 7 . “LinkDown” : “MEN L¥H
B, LR CiER,

Status R J& It

State FREH | PARMEE DR,
Health PR | EDLRME DB,
Links R J& It
Chassis R MeAE BN R B LS R “Chassis” 5],

Description FIF “External Network Interface”

FQDN FIFH o (BRFH)

HostName LT “r (BRI

NameServers F R

il

IPv4Addresses A =RA
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RERB

HTTP RAERY B A ID

500 InternalError

Bl
1B 8] DL R 7 4 JSON Wi ¥ -

{
"FQDN": "",
"Id": "NIC1",
"NameServers": [],
"SpeedMbps”: null,
"HostName": ""
"IPv4Addresses”: [],
"Description”: "Enternal Network Interface",
"Status": {
"State": "Enabled",
"Health": “0K”
I
"MACAddress": "7e:d3:0a:ed:bhb:1b",
"Name": "Enternal Ethernet Interface”,
“InterfaceEnabled": true,
"@odata.type": "#EthernetInterface.vl 5 1.EthernetInterface”,
"Links": {
"Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
}
I8
"LinkStatus": "LinkDown",
"@odata.etag": "\"4524b3cedd2525a9e6c\"",
"PermanentMACAddress": "Te:d3:0a:ed:bb:1b",
"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/NIC1"

GET - BR% 88 Ethernet over USB E £
i GET H ¥R RS2 548 Blds 2 18] i DL K B 42 11 98 95 1 ) ik o

#HR URL
GET https:// <BMC IPADDR>Iredfish/vl/Systems/1/EthernetInterfaces/ToManager

BRIEX

7o

) B 1E 3

Wiy )52 2 A 2 DA T S 5 JSON MR :

B e ik

Id FZ4% % | ToManager

SpeedMbps FAE | I XCC2 BB (BBAL: Mbps, I Mbit/s)
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TR k¥ ik
InterfaceEnabled iR fFBanEE BB E O AR,
MACAddress LA (Z e ) 2 H Y HELE K MAC Hiulk,
PermanentMACAddress TS| AEARED GRO) BIKA MAG Hilk,
Name FIT R “Host Ethernet Interface”
LinkStatus FAE | D GRH) PMEEEIRZS, “LinkUp” @ “HbEER WA T
WED EMERE. ” . “NoLink™ : “fEUbiE D BRI Z
FERERE SR, 7 . “LinkDown” : Ml ERAT
B, MEOoER,
Status NH J& It
State P “Enabled”
Health Fr Null
Links PUE S J& It
Chassis B BB X R A ALS I E P “Chassis” W5,
HostInterface R A FEUE “HostInterface” (FRFAHHTFHEHBERHEMW
) Mg,
Description =y “Host Network Interface”
FQDN I “©r(BEFH)
HostName oy 0 (BEFH)
NameServers F &y Ll
A
IPv4Addresses Bl =R
MRAERE
HTTP RER WMREE ID
500 InternalError
Bl
& 18] DL 78 4] JSON i ¥ -
{
"FQDN": "",
“Id": "ToManager",
"NameServers": [],
“SpeedMbps": 100,
"“HostName": ""
“IPv4Addresses”: [],
“Description”: "Host Network Interface"”,
“Status": {

“State": "Enabled",

"Health": null
}7
"MACAddress": "7e:d3:0a:ed:bb:1b",
“Name": "Host Ethernet Interface",
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"InterfaceEnabled": true,

"@odata.type": "#EthernetInterface.vl_5_1.EthernetInterface",

"Links": {
"Chassis": {

"@odata.id": "/redfish/v1/Chassis/1"

}

"HostInterface": {

"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1"

}

I8
"linkStatus": "LinkUp",

"@odata.etag": "\"4524b3cedd2525a9e6c\"",
“PermanentMACAddress": "7e:d3:0a:ed:bb:1b",

"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/ToManager"

& JR Hostinterface

il GET J7#:48 R k55 45 ) HostInterface V5 18 1,

PE IR R 1
PEUR A /redfish/vl/Managers/1/HostInterfaces
ZE A HostInterfaceCollection_v1.xml

HostInterface v1.xml

GET - =¥EL&EE

M GET J #:# % Redfish ]t %5 ) HostInterface % & H 18 1,

HR URL

GET https://<BMC_IPADDR>[redfish/vl/Managers/1/HostInterfaces

ERIEX
p

Wa B IE XX

W 7 R 4 DL R S 80 JSON AR

B

KRR

ik

Name

TR

“HostInterfaceCollection”

Members

Bl

Wi ENER OOTE M5 R

Description

TR H

(13 . . b2
A collection of HostInterface resource instances.

RERE

HTTP RA&ENY

HMRWEE ID

500

InternalError
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{

"@odata.id": "/redfish/v1/Managers/1/HostInterfaces",

"Members@odata.count”: 1,

"@odata.context": "/redfish/vl/$metadata#fHostInterfaceCollection.HostInterfaceCollection"”,

"Members": [

{

"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1"

}
]

@odata.type": "#HostInterfaceCollection.HostInterfaceCollection",

"@odata.etag": "\"806b8hd9dlab4falac993403401f40e0\"",

“Name": "HostInterfaceCollection"”,
A collection of HostInterface resource instances."

“Description":

GET - X EOEM

i Hl GET J5 ¥4 & I %5 25 i) HostInterface %5 18 1t

3R URL

GET https://<BMC_IPADDR>Iredfish/v1/Managers/1/HostInterfaces/1

BERIEX
"
MR B IE 3
B &3] Wik
Id TR ME—FR IR B S PR IR, RAREN €17,
Description PR At HostInterface i AR,
ExternallyAccessible 7R IBA BN false
HostEthernetInterfaces W MR S8 H T 5 BHLEE D #EAT N g 5 i LRI 3% D 48
RV
HostInterfaceType LR “NetworkHostInterface”
InterfaceEnabled i /R HARGRBEHRED,
Links XA &Y =52
ComputerSystems il DB B ORI AL R S0 5 A,
ComputerSystems|[0] R WRHLR SR 5] B
CredentialBootstrapping- R HRMAMER, AR NIENEIENE] S/~
Role T P AL BR o
IS IPMI i 4 68 5] 5125 K P )5 8 A e &
ManagerEthernetInterface R A B T 5 BAE 0347 B 458 15 i B A DA R

W% 08 51 B
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FB XK ik
Name FAF FHIZE DGR AFR. HEIREN “Host Interface” .
NetworkProtocol HERE o PSR ) Y O 4 e 55 B L5 A T R
CredentialBootstrapping x4 I
Enabled i /R FeR A I 1 s HAEIES] S,
EnableAfterReset i /R RS NN EEE G B HEIET S,
Roleld P “Administrator”’
RESRE
HTTP K& WIRWAE ID
500 InternalError
T~

B8 DL R 7 6 JSON Wi ¥

{
"NetworkProtocol": {
"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol"

}

HostInterfaceType": "NetworkHostInterface",

"ManagerEthernetInterface”: {

"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/ToHost"

b

"Description"”: "This resource shall be used to represent Host Interface resources as part of the Redfish
specification.",

"Id": "1,

"“Name": "Host Interface”,

"@odata.type": "#HostInterface.vl_3_0.HostInterface",

"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1",

"@odata.etag": "\"62070880282227ee34a\"",

"@odata.context": "/redfish/vl/$metadata#HostInterface.HostInterface",

"HostEthernetInterfaces": {
"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1/HostEthernetInterfaces"

I8
“CredentialBootstrapping”: {
“RoleId": "Administrator",
"Enabled": true,
"EnableAfterReset"”: true
I

"ExternallyAccessible”: false,
"InterfaceEnabled": false,

"Links": {
"ComputerSystems": [
{

"@odata.id": "/redfish/v1/Systems/1"
}
]
}
}
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PATCH - BR/ZAEHEND
il PATCH J5 % ¥ Redfish k55 1) HostInterface %% U8 0 )& 1,

#ER URL
PATCH https://<BMC_IPADDR>Iredfish/vl/Managers/1/HostInterfaces/1

BERIEX
L H AR W TR,
TR KK WMRHE ID
InterfaceEn- 7 7R AR AL,
abled
CredentialBoot- | Xf %4 R
strapping
Enabled iR | BN false N, IPMI 74 2C 01 Fil 2C 02 ¥ #dEide, ik Il 58 B A

0x380,

YFEIA WG SRR, HERN RN “disabled” o

EnableAfter- T /R WRER true, WA XCC/ENEH GG, BIE “Enabled” ¥ HzhHE
Reset WA true, FENTI S K OO B3 B B

M) B 1E 32
Wiy 758 18] B N5 5 GET $RAEAH R, (HREHT TR,

RERB

HTTP RN MR E D

500 InternalError

M 2 7 5
PLF P& PATCH 1E 3¢,

{

"InterfaceEnabled" : true,
“CredentialBootstrapping”: {
"Enabled": true,
"EnableAfterReset": false
}
}

BHZ T PATCH #E S, £ D SHIEE R 9 DL R 7R 6] JSON Wi J :

{

"ExternallyAccessible": false,
"NetworkProtocol": {

"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol"
1
"HostInterfaceType": "NetworkHostInterface",

“Description”: "This resource shall be used to represent Host Interface resources as part of the Redfish
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specification.",
"Id": II1II’

"Name": "Host Interface",

“@odata.type": "#HostInterface.vl_3_0.HostInterface",
"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1",

"ManagerEthernetInterface”: {

"@odata.id": "/redfish/vl/Managers/1/EthernetInterfaces/ToHost"

}

"@odata.etag": "\"621e8062febh328ae395\"",
"HostEthernetInterfaces": {

"@odata.context": "/redfish/vl/$metadata#fHostInterface.HostInterface",

"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1/HostEthernetInterfaces"

I8
“CredentialBootstrapping”: {
“Enabled": true,
"RoleId": "Administrator",
"EnableAfterReset"”: false

8
“InterfaceEnabled": true,
"Links": {
“ComputerSystems": [
{
"@odata.id": "/redfish/v1/Systems/1"
}
]
}

}

GET - LAREOES

i | GET 4 & Redfish IR 51 HostEthernetInterfaces ' HYJ& P,

HR URL

GET https://<BMC_IPADDR>Iredfish/vl/Managers/1/HostInterfaces/1/HostEthernetInterfaces

ERIEX
7

Mg R IE 3

B e

ik

Name FAF

“EthernetInterfaceCollection”

Members e

Wi PAKWE Do i 5| s

RERE

HTTP RN

MRWEE D

500

InternalError

]
1& [5] LR 75 45 JSON Hi B -

{

"Members": [

o9 . MgE
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{

"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces/ToManager"

}
]

@odata.type": "#EthernetInterfaceCollection.EthernetInterfaceCollection”,

"@odata.id": "/redfish/vl/Managers/1/HostInterfaces/1/HostEthernetInterfaces"”,

"@odata.etag": "\"277e05446a7928a3f63\"",

"Name": "EthernetInterfaceCollection”,

"Members@odata.count": 1

%/’ ManagerNetworkProtocol
il GET J7 ¥ & IR 5545 ) ManagerNetworkProtocol ¥ Ui H i )& I,

R 1
BE IR B 15 /redfish/vl/Managers/1/NetworkProtocol
1LY A Ryl ManagerNetworkProtocol_vl.xml

GET - BMC MR %

i/l GET Jj K E BMC H W 4 W A g itk 2 X

&K URL

GET https://<BMC_IPADDR>[redfish/v1/Managers/1/NetworkProtocol

B3R IEX
"
M R IE 3T
B Eyii] g
Id FIF “NetworkProtocol” .
Name T “Manager Network Protocol” ,
Description FHFH | “The resource is used to represent the network service
settings for the manager for a Redfish implementation.”
HostName FRE | WE AN DNS EHLE, AEEAEE L.
FQDN FRE | XEEIS DNS RIS e 2 REm %4, BN AT
5 EA
DHCP POE 3 UL HLE ) DHCP 3% HE .
ProtocolEnabled i /R BT s HIEEZEH,
DHCPv6 PUE AT HLZS 1 DHCPv6 i B
ProtocolEnabled i /R RO R,
SNMP X 4 HAF LS SNMP 235188 .
Port e 578 U D

182 Lenovo XClarity Controller REST API {51




TR xR ik
Engineld PO 3 5% ID,
Architectureld FRE | BRI,
PrivateEnterpriseld P AN ID,
EnableSNMPv3 /R RS RVFEE SNMPv3 #E47 Vi [4),
NTP R WA HEZS N NTP XFiE,
NTPServers Ll Ti: FAFH
NTP k554 IP 5%,
ProtocolEnabled i /R AR B HE 22,
HTTP R WAL HTTP Wi F ik E .
ProtocolEnabled i 7R Bt o HEEZEH,
i E M “true” .
Port B AN/ S E
HTTPS POp- UL FLAS B HTTPS D EHiLE .
ProtocolEnabled 1 /R RV E S R RAE A,
Port By Fa R W D
Certificates W Db R P A % R N IE AR A I B
VirtualMedia PR I 4 BHLES W R LAY O S R I
ProtocolEnabled EiTN R CE HE &,
Wl E M “true” .
Port b AN S E
KVMIP R I EES ) KVM-IP PG R ik E .
ProtocolEnabled i /R AR s HIE R,
B EME “true” .
Port e R W D
SSH xR AR SSH (K4 Shell) WhXEFritHE.
ProtocolEnabled /R R s E 2,
Port & 58 ¥ D 1
IPMI R LA BRI IPMI-over-LAN PhiZF7i%E .
ProtocolEnabled i /R AR s HE A,
Port B AP, EES H €623
SSDP R UL BLES Y SSDP X #FiXE,
ProtocolEnabled i /R AR HEREEH, BEMH “true” o
Port e FeR P B0 . [ i 119007

o9 . MgE
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TB KRR

ik

NotifyMulticastInter- A
valSeconds

R/ EL AR 55 SSDP AT L #EMMR, EEME “60”

NotifyTTL EEES

7% SSDP 8 H11H B W47 1% AL BR AL 8 e 2”7

NotifyIPv6Scope FH B

#5878 SSDP IPv6 EAH B MTEE. EEME “Organization”

Status R

[RYEPIE

State FR

“Enabled”

Health

13 OK”

RS

HTTP RAENR

WMRMAE ID

500

InternalError

Bl
1B 8 DL R 7 ] JSON Wi B«

{
“FQDN": "XCC-7Z60-1325476891.lenovo.com”,
"HostName": "XCC-7Z60-1325476891",
“SSDP": {
"NotifyTTL": 2,
"Port": 1900,
"NotifyIPvéScope": "Organization",
"ProtocolEnabled": true,
"NotifyMulticastIntervalSeconds": 60
1
"Status": {
"State": "Enabled",
"Health": "0K"
1
“Id": "NetworkProtocol",
“DHCPvé": {
"ProtocolEnabled": true

}

"IPMI": {
"ProtocolEnabled”: true,
"Port": 623

IR

"SSH": {
"ProtocolEnabled": true,
"Port": 22

}

"KVMIP": {
"ProtocolEnabled": true,
"Port": 3900

1

"HTTPS": {
"ProtocolEnabled”: true,
"Port": 443,
"Certificates": {

"@odata.etag”: "\"d822f21401ff31dh011af\"",

"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates"

}
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8
"HTTP": {

"ProtocolEnabled": true,

“Port": 80
5
"Name": "Manager Network Protocol",
"SNMP": {

"Engineld": {

“ArchitectureId": "04 58 43 43 2D 37 5A 36 30 2D 31 33 3235343736 3839 31",
"PrivateEnterpriseId": "80 00 1f 88"

|8
"Port": 161,
"EnableSNMPv3": true
I8
"VirtualMedia": {
“ProtocolEnabled": true,
"Port": 3900
)
"NTP": {
"ProtocolEnabled": true,
"NTPServers": [
“10.10.10.1",
"10.10.10.2",
"10.10.10.3",
]
I8
"DHCP": {
"ProtocolEnabled": true
}
"0em": {
"Lenovo": {
"SMTPClient": {

"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/0Oem/Lenovo/SMTPClient"

b

“Cim0OverHTTPS": {
"BackendEnabled": false,
"ProtocolEnabled”: false,
"Port": 5989

IR

"SLP": {
"Port": 427,

"MulticastAddress": "239.255.255.253",

"ProtocolEnabled”: true,
"AddressType": "Multicast"
I
"OpenPorts": [
"22",
"68",
"80",
"115",
"123",
"161",
427",
"443",
"546",
"623",
"1900",
“3900"

@odata.type”: "#ManagerNetworkProtocol.vl_6_0.ManagerNetworkProtocol",

o9 . MgE
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"@odata.type": "#LenovoManagerNetworkProtocol.vl_0_0.LenovoManagerNetworkProtocolProperties”,
"DNS":{
"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol/Oem/Lenovo/DNS"
})
"LDAPClient": {

"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/0Oem/Lenovo/LDAPClient"
1,
"SNMP": {

"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/0Oem/Lenovo/SNMP"
})

"WebOverHTTPS": {

"ProtocolEnabled": true

}
}
}?
“@odata.id": "/redfish/vl/Managers/1/NetworkProtocol",

“Description”: "The resource is used to represent the network service settings for

the manager for a Redfish implementation."

}

PATCH - 31 BMC MERSEE
8 | PATCH J5 Z: 5 3 BMC H A B9 4% Bl DO I8 G e e,

ER URL
PATCH https:// <BNC_IPADDRsIredfish/vl/Managers/1/NetworkProtocol
BEREX
BLER AR T R, B X Sl P T DL R

B pAyii] g

HTTPS X 4 WA LS HTTPS Phil X FFikE .
Port LI Fa 8 U D

SSH POE 3 WATHELE Y SSH (K4 Shell) PhiXZFFEHE,
ProtocolEnabled i /R R X E B E 22 .

4B A5 HAE ipmitool fir & HHRE “-C 177 &I,

e YR E MR ERR, WR PATCH i RIEXHEE
“IPMI/ProtocolEnabled: true” , WJWiR IESCR AL & — 5P @

Port &2 Fa 7 o B

VirtualMedia x4 DU A4S B B9 B LA B S H5 i
Port e a7 o B

IPMI R A BLES ) IPMI-over-LAN Ph i #7i%E .
ProtocolEnabled i /R R E S R,

SSDP R UL A SSDP KRk B,
ProtocolEnabled i /R AR HEREEM . EEM “true” .

NTP Pp L EES M NTP Xt B
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TR R Hiid

NTPServers e Wi: 25 H8
NTP Jlk 5548 IP %1|3%

ProtocolEnabled iR BRI ERHERZH,

SNMP PO 3 LA ELZS ) SNMP 2 iR B
EnableSNMPv3 i /R RRRER BN SNMPv3 #EAT i 1],
Port e et o H o

DHCPv6 MR AT BEZS Y DHCPv6 X FFi%E
ProtocolEnabled i /R BRI CEHERZH,

) 81

WK B IN A S GET #REM R, B T8,

REREE

HTTP RN WMRWE ID

500 InternalError

Bl

VLRl & PATCH IE 3,

{

"HTTPS" : {
"Port" : 445
}
}

i& [5 DL R 7R 45 JSON Fi B -

{
"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol",
"HTTPS": {
"ProtocolEnabled": true,
"Port": 445,
"Certificates": {
"@odata.id": "/redfish/v1/Managers/1/NetworkProtocol/HTTPS/Certificates"
}
I
}

o9 . MgE

187



188 Lenovo XClarity Controller REST API 51



F10E HOEH

&R Seriallnterface
W% FE R Redfish JIR 5509 8 15280,

TR R 1
PEUR A /redfish/vl/Managers/1/Seriallnterfaces/1
i A SeriallnterfaceCollection_v1l.xml

Seriallnterface_v1.xml

GET-BMC 0 &4

il GET Ji iK% Redfish R 55 #Y 8 LA G )

HR URL

GET https://<BMC_IPADDR>[redfish/vl/Managers/1/Seriallnterfaces

ERIEX
7

) R IE X
Wi 37 R 4 4 DL R 2 80 JSON AR

TB R

ik

Name FR

“SeriallnterfaceCollection”

Members ¥eH

Wi B AOTE MG R

Description 2B

(13 . . . 2
A collection of Seriallnterface resource instances.

RERE

HTTP RN

WXL D

500

InternalError

e 7 7 51

TR B, KR ] ST LT AR S IE S

{

"@odata.id": "/redfish/v1l/Managers/1/SerialInterfaces"”,

"Members@odata.count”: 1,

"@odata.context": "/redfish/vl/$metadata#SerialInterfaceCollection.SerialInterfaceCollection”,

"Members": [

{

"@odata.id": "/redfish/v1/Managers/1/SerialInterfaces/1"

}
],
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"@odata.type”: "#SerialInterfaceCollection.SerialInterfaceCollection”,
"@odata.etag": "\"ca33897145chc4d601528e54e3h4ba97\"",

"Name": "SerialInterfaceCollection",

“Description”: "A collection of SerialInterface resource instances."

GET -BMC 0%
il GET J7 4R Redfish AR 5509 53 1135 96 b 4 g otk

#HR URL
GET https://<BMC_IPADDR>Iredfish/vl/Managers/1/Seriallnterfaces/1

BERIEX
7o
M B 1E 3
iy )52 2 4 45 DA T S50 JSON W4
B 3 A
id FRE | €17
Name FAFH “Serial Interface”
BitRate FREE | BOMRR, ARMARLEE: 9600, 19200, 38400, 57600,
115200
SignalType A “Rs232”
Parity FREH | BOMAEEREE, H8EE1%: None, Odd. Even,
StopBits FRE | B OE IR,
DataBits =d |8
Description FFH | Redfish HH
FlowControl FEH | “None”
InterfaceEnabled i /R iRy =y =Rk W
REREBE
HTTP RERD BRI A ID
500 InternalError
A Rz 7= 1
R, K& 1B 2R T DA WA BT B IE 3
{

"SignalType": "Rs232",

"BitRate": "115200",

"@odata.id": "/redfish/vl/Managers/1/Seriallnterfaces/1",
"InterfaceEnabled"”: true,

“Description": "Serial port redirection of the host.",
“Name": "Serial Interface",
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"@odata.context": "/redfish/vli/$metadata#SerialInterface.SerialInterface",
"StopBits": "1",
"Oem": {
"Lenovo": {
"CLIMode": "UserDefined",
"@odata.type”: "#LenovoSerialInterface.vl 0 _0.LenovoSerialInterfaceProperties”,
"EnterCLIKeySequence": ""[(",
“SerialInterfaceState": "Enabled"”
}
}

@odata.type": "#SerialInterface.vl_1_3.SerialInterface",
"DataBits": "8",

"Id": II1II’

"@odata.etag": "\"bc5c2883051b4e001123be789f9c8034\"",

"Parity": "None",
"FlowControl": "None"

PATCH - 8% BMC 0K E

i |l PATCH J5 3 587 Redfish R 551 5 1198 U 04 )
#HR URL

PATCH https:// <BNC IPADDR>Iredfish/vl/Managers/1/Seriallnterfaces/1
BERIEX

THEHABEM TR, B ixL)s v a8 vy DL s,

=324 RH WMRME ID

BitRate FIFH HRAME: 9600, 19200, 38400, 57600, 115200
StopBits FIF AN L R DA

HRE: 1. 2

Parity FREH H#ME: None. Odd. Even,
InterfaceEn- 15 /R A RAE: True/False

abled

M 7 1E 32

W R BN A S GET #EM R, BB T8,
RERE

HTTP K& WMiXWAE ID
500 InternalError
T~

VL F P& PATCH IE X,

“BitRate": "57600",

"Parity": "Even"

%10 =, B OSH
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24T PATCH #48)5, HLAH B IRA WR R [ DL T 7256 JSON Wi B :
{

"@odata.context" : "/redfish/vl/$metadata#SerialInterface.SerialInterface”,
"BitRate" : "57600",
"Parity" : "Even",
"Id": "1,
"SignalType" : "Rs232",
"Oem" : {
"Lenovo" : {
"EnterCLIKeySequence" : ""[(",
"SerialInterfaceState" : "Enabled",
"CLIMode" : "UserDefined"

}
I
"StopBits" : "1",
"DataBits" : "8",

"@odata.etag" : "\"c27142bd8ebce22599a3beed29808fd3\"",
"@odata.id" : "/redfish/v1/Managers/1/SerialInterfaces/1",
"@odata.type" : "#SerialInterface.vl 1 3.Seriallnterface",
"Description” : "Serial port redirection of the host.",
"Name" : "Serial Interface",

"FlowControl" : "None",

“InterfaceEnabled" : true
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EFNMNE EETREE

&R VirtualMedia
BN Z T RATEA Redfish SEIL AR FRSS

PEIRE R 10
gy /redfish/v1/Systems/1/VirtualMedia/{Id}
P21y Ayl VirtualMediaCollection_v1l.xml

VirtualMedia_v1.xml

GET - BN R&ES
il GET J7 4 & Redfish it 55 0B R B4 G g

H3R URL
GET https:// <BMC_IPADDR>Ivedfish/v1/Systems/1/VirtualMedia

BERIEX
o
M 57 1IE X
W B R B DL R S50 JSON X4
B RH ik
Name FIF “VirtualMediaCollection”
Members il W R ROCE Mg B,
Description FIT B “A collection of VirtualMedia resource instances’’
RERE
HTTP RER WXWE ID
500 InternalError
T~

1& [5] PL R 7 45 JSON Fi B -

{

"Description A collection of VirtualMedia resource instances”,

"@odata.type”: "#VirtualMediaCollection.VirtualMediaCollection",

"@odata.context": "/redfish/vl/$metadata#VirtualMediaCollection.VirtualMediaCollection",
"Name": "VirtualMediaCollection",

"@odata.etag": "\"5e3fhd09aree2a324db\"",

“Members": [

{
"@odata.id": "/redfish/v1/Systems/1/VirtualMedia/EXT1"
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"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

}
],

“[redfish/v1/Systems/1/VirtualMedia/EXT2"

"/redfish/v1/Systems/1/VirtualMedia/EXT3"

“/redfish/v1/Systems/1/VirtualMedia/EXT4"

"[Iredfish/v1/Systems/1/VirtualMedia/Remotel"

“/redfish/v1/Systems/1/VirtualMedia/Remote2"

"[Iredfish/v1/Systems/1/VirtualMedia/Remote3"

“/redfish/v1/Systems/1/VirtualMedia/Remoted"

"/redfish/v1/Systems/1/VirtualMedia/RDOC1"

“/redfish/v1/Systems/1/VirtualMedia/RD0OC2"

"Members@odata.count": 10,
"@odata.id": "/redfish/v1/Systems/1/VirtualMedia"

}

GET-E#INREM
fii | GET J7 ¥4 & Redfish {55 1482 #LAr 50 % U8 b G ) e

#E3K URL

GET https://<BMC_IPADDR>[redfish/v1/Systems/1/VirtualMedia/{Id}

BEREX
J
g R 1E 32
TR R ik
Id TR | WEBR R A RIMERAR R,
Id fi¥ % (Remotel, .... Remote4) . (RDOCI,
RDOC2) # (EXTI1, .., EXT4) HHERME,
Description T H “This resource is used to represent a virtual media service
for a Redfish implementation”
Name FIF B “VirtualMedia”
ImageName TRE | BBRBIR,
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TR K ik

Image PR | REBEPTIEMUR AL E Y URL
MediaTypes ¥ SCHEAE N R B B A PR A,
MediaTypes][] FRE | RS SR R A,

ConnectedVia FREE | HETE R FOER T

Inserted i /R R B B O N\ B LA,
WriteProtected i /R WA IREE SR

UserName PR M4

Password P [ nu

TransferMethod FRE | “Upload” B “Stream” .
TransferProtocol Type FAF “HTTPS” . “NFS” # “CIFS” . /T RDOC Z#, &

B e k.

Certificates ez HEPS EUR AR A R ) B
VerifyCertificate i /R 8RB PATIEBRIE, BIMEN false.
RESRE

HTTP R BRI A ID

500 InternalError

Pl

1& [5] DL R 75 45 JSON Hi B -

{

"ConnectedVia": "NotConnected",

"Id": "RDOC].",

"@odata.etag": "\"3da38b2209e828a948h\"",

"MediaTypes": [
"CD",
“DVD",

"F'_Oppg II,
"USBStick"
],

“Image": null,

"@odata.id": "/redfish/v1/Systems/1/VirtualMedia/RDOC1",

"Certificates": {

"@odata.id": "/redfish/v1/Systems/1/VirtualMedia/RDOC1/Certificates"”

}

“Name": "VirtualMedia",
"Password": null,

erifyCertificate”: false,

"@odata.type": "#VirtualMedia.vl_5_1.VirtualMedia",

"WriteProtected": true,

“Description": "This resource shall be used to represent a virtual media service for a Redfish implementation.”,

"Inserted": false,
“ImageName": null,
"UserName": null,
"TransferMethod": null,

"TransferProtocolType": null

511 RS B
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PATCH — #f A /3% B E AN R
5 PATCH J5 ¥4 N\ 534 H kB B4 o,

E: LRI

o AXFEHAN/FHHE “Remote{N}” /)i,

o AXFHN “RDOC{N}Y” 41,

o fUZFr@EE PpiX HTTP, HTTPS. NFS 3k CIFS #i A “EXT{N}” JM)i,

#ER URL
PATCH https:// <BNC_IPADDR>Iredfish/vl/Systems/1/VirtualMedia/{id}
BERIEX
ERHH AR TR, P X g AR T DL R s

7B R BB A 1D
Image TR FRBERTIE AR A AL E Y URL, BCEO null $ 3 B 8L 5T,
Inserted A 7R TR BB O R O BRI, BN false K5 H BB T,
WritePro- Ai 7R WM FREGHE SRS,
tected
UserName | 268 | )2 4.
Password 25 B null
VerifyCer- i 7R RN false, WS A2KARKEHIZRE HTTPS I35 8 HIE S,
tificate
M 2
Wi B2 3% 8] NS GET $RAEAH R, AH 38 T 8.
KSR
HTTP KA BB & ID
400 InsufficientPrivilege, Conflict, Proper-
tyValueTypeError., PropertyMissing.,
PropertyNotWritable, SourceDoesNotSupport-
Protocol
500 InternalError
=~

VL FRplE PATCH 1F 3.

{
“Image": "http://192.168.1.2/Core-current.iso",

“Inserted": true,
"WriteProtected": true,
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"UserName":"test",
"Password":"PASSWORD"

21T PATCH ##AF )5, AU 9 54 1K 5K B DA R 75 4

"ConnectedVia": "URI",
“Id": "EXT1",
"MediaTypes": [

“cp",

“pvp"
l,
“Image": "http://192.168.1.2/Core-current.iso",
"@odata.context": "/redfish/vl/$metadata#VirtualMedia.VirtualMedia",
"@odata.id": "/redfish/v1l/Managers/1/VirtualMedia/EXT1",
"ImageName": "Core-current.iso",
"@odata.type": "#VirtualMedia.v1_3_0.VirtualMedia",
"WriteProtected": true,
"@odata.etag": "\"5fb9f3ba323469f34cf349a889ff49cf\"",
“Inserted": true,
“Name": "VirtualMedia",
"Password": null,

“Description”: "This resource shall be used to represent a virtual media service for a Redfish implementation."

"Inserted": false,

"UserName": "test",
"TransferMethod": “Stream”,
“TransferProtocolType": “HTTP”
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F12F BRFSREE

%R ComputerSystem
UL SE R F R R B4 Redfish LI IH LR S

TR 1
IR B 12 Iredfish/v1/Systems/1

/redfish/v1/Systems/1/Pending

pIY Ay ComputerSystemCollection_v1.xml

ComputerSystem_v1.xml

GET - R&F{ESE

il GET Jj## & Redfish IR55 1) Systems HG H i g
#HR URL

GET https://<BMC_IPADDR>Ivedfish/v1/Systems

BERIEX

7o

M) R 1F 32

W B7 £ 4 DA R 2800 JSON 3 4.

FB 3] ik
Name PR “ComputerSystemColIection” o
Members e Wi: RGICEWG|I R,

Description FIF “A collection of ComputerSystem resource instances.”

MR
HTTP RAERHG WMRWEE D

500 InternalError

& 7 7 451
TR B, KR ] AT LR A YT S IE S

{
"@odata.id": "/redfish/v1/Systems",
"Members@odata.count”: 1,
"@odata.context": "/redfish/vl/$metadata#ComputerSystemCollection.ComputerSystemCollection”,
"Members": [

{
"@odata.id": "/redfish/v1/Systems/1"
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}
]

"@odata.type”: "#ComputerSystemCollection.ComputerSystemCollection”,

"@odata.etag": "\"1daba583ad7f7510727402he8f09f081\"",

“Name": "ComputerSystemCollection",

"Description”: "A collection of ComputerSystem resource instances."

GET - RSS2 E 4
[ GET Jj iK% Redfish IRSTH System I 09 J&

3R URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1

BEREX
J
i) B 1F 32
TR KRR ik
1d T “17
Name Sud “ComputerSystem”’
Description FAFH “This resource is used to represent a computing system for
a Redfish implementation.”
SystemType FRFH b B IR AR B T SR S8 A e
AssetTag S F S B b i
Manufacturer S F 4% A i 3 7 s T
Model S E3 RIS
SubModel S M THS
SKU TR MR SR IE R SKU.
SerialNumber Y RGNS
PartNumber PR null
UUID TR b2 &2 04 3 i W — A5 IR AT (UUID)
HostName AT B EHL 44 : XCC2-SubModel-SerialNumber
IndicatorLED i 5 & SRR 3 78 ST IR
Boot PUE 3 R AT PR 5 S B XX R E SR 2 %% BIOS
Fi A 5150 B
BootOptions Bk 55U SR GEOCHK I UEFT 515850048 4 i 82
BootOrder 4l Bi: PR
BR: N
BootOrder[N] TR BootOptionReference ‘P47 i, "5 M it HAHL &R GiHI K B +5
A5 FMF
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B &3l ik

BootOrderProperty- | 45 & “BootOrder” ,

Selection

BootSourceOver- 25 B iR 5 SUEER" HREMRE

rideEnabled

BootSourceOverride- | 5= 4f £ M BootSourceOverrideTarget 5|5 I 47 5|5 I ZLAE H 11y

Mode BIOS 5|54 (Legacy 5% UEFI)

UefiTargetBoot- PR B 4 BootSourceOverrideSupported 5 UefiTarget N 1E N 5] &

SourceOverride T BE#5 1Y) UEFI #% & 2,

AutomaticRetryCon- | 24§ 5 Hik, {80 “RetryAlways” B “RetryAttempts” .

fig

AutomaticRetryAt- ¥ WHR AutomaticRetryConfig N “RetryAlways” , NI H:AR

tempts fEfE, WHE AutomaticRetryConfig H “RetryAttempts” ,
W& 50

BootSourceOverride- | 524F # BootSourceOverrideEnabled / true &M T, TKR5| 52

Target R B2 51 S8 (BURIER 51 5% %)

BootSourceOverride- | ¥4 Wi: Z/P

Target @Redfish.Al-

lowableValues W 8

BootSourceOverride- | 245 8 “None”

Target @Redfish.Al-

lowableValues[0]

BootSourceOverride- | 45 & “Pxe”

Target @Redfish.Al-

lowableValues[1]

BootSourceOverride- | 245§ “cd”

Target @Redfish.Al-

lowableValues[2]

BootSourceOverride- | 245 # “Usb”

Target @Redfish.Al-

lowableValues|[3]

BootSourceOverride- | 245 & “Hdd”

Target @Redfish.Al-

lowableValues|[4]

BootSourceOverride- | 245 # “BiosSetup”

Target @Redfish.Al-

lowableValues[5]

BootSourceOverride- | 45 & “Diags”

Target @Redfish.Al-

lowableValues[6]

BootSourceOverride- | 45 & “UefiTarget”

Target @Redfish.Al-

lowableValues[7]

BootSourceOver- ¥l Wi: 258

rideEnabled @Red-

fish.AllowableValues WE: 2
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TR b3 #iid
BootSourceOver- FRF “Once”
rideEnabled @Red-
fish.AllowableVal-
ues[0]
BootSourceOver- FIF R “Disabled”
rideEnabled @Red-
fish.AllowableVal-
ues[1]
BiosVersion TR &4t BIOS MIRUA,
TrustedModules Xt 4 F P AT AR B AL
g: T AMD EPYC (R, =) MRGASCH XY
InterfaceType PR CREL S GRS
FirmwareVersion TR 1P AT £ A e Y I P AR
IflterfaceTypeSelec- P BE AT A5 B S R i T 2R AR B,
tion
Status PO 8 B Al S BEHLIR A,
State FRFH IALIE Y SR/
Health FRF WMAIRZEN “Absent” , MHEM, HWH “OK”
ProcessorSummary POE 3 BT RK B AR R GE i b e ab B AR,
Count B ER P (3 kS
LogicalProcessor- LS AR AL PRES 1T 3L,
Count
Metrics R 5 B0 & G b B A7 0 BEAS SR B 4 b B0 BE AR
Model TR b 2R S8 v i BB OB 4 A B AL LA S
Status X5 LA B2 R ERAS,
State TR “Enabled”
HealthRollup TR 71 I TR R B A P i B R B AT IR DL A
Health TR 27 b GEIRAE VA AR BT IR I A DU T s AT RO
MemorySummary Xt 4 BEXT R K E IR R S NAE
Metrics % 5 M2 i B Y AR S IR B i s ) BE
TO(t}éllaSYStemMemO- By BAERGWHNHOENGEER (RAM) , Y GiB JH4L,
ryGi
Status PO 3 I e N £ 1 BOR AR
State TR “Enabled” .
HealthRollup FRFH 275 B IR B A0 B op i SR B TR DR A
Health TR FE7 G BE A B A AR DR A LT B AT R OUIRAS
Processors B X R R BRI R A FH S,
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B &3l ik
Status R gt
State FRFH “Enabled”
HealthRollup FIF e I B R A I ) BRI AT IR R A
Health FIF T D B IR AR WA OB PEIR Y 0L T BB IR DUIRES
Links JUE BRIk 2230 e
ManagedBy il T B R S8 A BRAR B0 5 AL,
Chassis A 8 IR SR Y 51 B,
PoweredBy il P T I & & 0 R TR 5 1 B4
CooledBy il T MR SRR & 1 5 154l
EthernetInterfaces B It RGRBM DKM DR G5,
NetworkInterfaces Y% SRS BN EZEOEGMNTI H,
LogServices R HHARG KRB HERSEGWTIH,
PowerState PR Z 50 a1 IR,
Bios R 5L R SRk BIOS BEE M5 .
Memory R HRRG XK NEREREEGHGIH,
Storage ¥ HILRGRBM AL,
SecureBoot ¥ 5t R G X B SecureBoot % E MG H,
HostWatchdogTimer PP 3 BN A I R 50 EHLE SRR R T IN 28 ThRE .
FunctionEnabled i /R AR ECRBHENETRT TN RE. W NS Th e
SO BT AR B,
Status POE eIt
State TR B “Disabled” B “StandbyOffline”
TimeoutAction FIF VbR PR 7R 2 B SRR T T I 5 0 3 R I N AT B 4R
TimeoutAction@ eyl WA P58
Redfish.Allowable-
Values Wik 1
Ti: “PowerCycle”
WarningAction FAE g AR AR R RPN S GER N 3-10 #) 15
FC I N ZE AT B R AR
WarningAction@ e KRR FAF
Redfish.Allowable-
Values WX 1
Wi: “None”
PCIeDevices B ARG PCL &A1 5] 4L,
PCIeFunctions B WE IR GH PCI g 5] HE4l.
VirtualMedia R D6 R GE 0 ke LA IR 55 9 51 A
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TR R ik
KeyManagement %4 R
KMIPServers ol U EEHLR ST B KMIP 5 28 0 X0,
KMIPServers[N] pap R
Address FRF KMIP fiR 55 45 ik,
Port E3e KMIP Ji 55 #5 3 H
KMIPCertificates R KMIPServers &5 H B IR IEHBE A0 URI 514,
Actions SR U PR R HRAE,
#ComputerSys- R AR R HAT ComputerSystem W HEE, X TSLIT APCI H
tem.Reset AT EEN R 45, PushPowerButton 8N #1478 #l ACPI
R 4% T #4E. ForceOff fH B Wi 7T & 4t IR S 4T ACPI
MR E S BRI N RYRIZH 4 ) . ForceRestart
{E R AT ForceOff #:4E, A5 FHUT On #14E,
@Redfish.Action- B /redfish/v1/Systems/1/ResetActionInfo
Info
ResetType@Red- g W: PR
fish.AllowableVal-
ues W 7
ResetType@Red- 25 B “On”
fish.AllowableVal-
ues|[0]
ResetType@Red- FR “Nmi”
fish.AllowableVal-
ues[1]
ResetType@Red- TR “GracefulShutdown”
fish.AllowableVal-
ues|[2]
ResetType@Red- 25 B “GracefulRestart”’
fish.AllowableVal-
ues|[3]
ResetType@Red- FR “ForceOn”
fish.AllowableVal-
ues[4]
ResetType@Red- Y] “ForceOff”
fish.AllowableVal-
ues[5]
ResetType@Red- PR “ForceRestart”
fish.AllowableVal-
ues|[6]
@Redfish.Settings poE 3 cEHF
Messages A Ti: ANHR
WA 081
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TB KR ik
Messages|[0] R gt

P18 ¥ Pending ¥ # Boot/BootOrder M #5735
“RebootRequired” H &,

Messageld FAF “ExtendedError.1.2.
RebootRequired”
RelatedProperties | %{4H Wi: 2455
T 1
RelatedProper- FIF “#/Boot/BootOrder”
ties[0]
Severity I H “Warning”
Message FIF “Changes completed successfully, but these changes will
not take effect until next reboot.”
Resolution FIFH “Reboot the computer system for the changes to take
effect.”
SettingsObject i /redfish/v1/Systems/1/Pending
Time P 58 LIRS Settings FIRATIAE], & WAEN null,
SupportedApply- A W PAFEH
Times
R |
SupportedApply- FAE “OnReset”
Times[0]
RERE
HTTP RA&ERY BB A D
500 InternalError
Bl
1& [51 PL T 75 45 JSON Fi B :
{
"TrustedModules": [
{
"FirmwareVersion": "7.51.6405.5136",
"Status": {
"Health": "0K",
"State": "Enabled"
}
"InterfaceType": "TPM2_0",
"InterfaceTypeSelection": "BiosSetting"
}
1,
"Memory": {
"@odata.id": "/redfish/v1/Systems/1/Memory"
})
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“Description": "This resource is used to represent a computing system for a Redfish implementation.",
"Bios": {
"@odata.id": "/redfish/v1/Systems/1/Bios"
I8
“@odata.context": "/redfish/vl/$metadata#ComputerSystem.ComputerSystem",
"SecureBoot": {
"@odata.id": "/redfish/v1/Systems/1/SecureBoot"
h
"IndicatorLED": "0ff",
“Model": "ThinkSystem ST650 V3 MAIN BOARD",
“LogServices": {
"@odata.id": "/redfish/v1/Systems/1/LogServices"
h
“Name": "ComputerSystem",
"@odata.type": "#ComputerSystem.vl_17_0.ComputerSystem",
"@odata.id": "/redfish/v1/Systems/1",
“PCIeFunctions@odata.count"”: 5,
"PartNumber": null,
"@odata.etag”: "\"2830443250c3932c789h18\"",
"UuID": "00000000-0000-0000-0000-000000000000",
"Processors": {
"@odata.id": "/redfish/v1/Systems/1/Processors"
1
"MemorySummary": {
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"
1
"Metrics": {
"@odata.id": "/redfish/v1/Systems/1/MemorySummary/MemoryMetrics"”
I8
"TotalSystemMemoryGiB": 16
1
“HostName": "XCC-0123-1234567890",
"AssetTag": "Madrid2",
“NetworkInterfaces": {
"@odata.id": "/redfish/v1/Systems/1/NetworkInterfaces"
I8
“SystemType": "Physical”,
“SerialNumber": "1234567890",
"EthernetInterfaces”: {
"@odata.id": "/redfish/v1/Systems/1/EthernetInterfaces"”
I
“Manufacturer": "Lenovo",
"SKU": "TDTAMT1",
“HostWatchdogTimer": {
"TimeoutAction@Redfish.AllowableValues": [
"PowerCycle"
]

"WarningAction@Redfish.AllowableValues": [
“None"
1,
"FunctionEnabled": false,
"WarningAction": "None",
“TimeoutAction": "PowerCycle",
"Status": {
"State": "Disabled"
}

I8
“links": {
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"CooledBy": [

{
"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/0"
}Y
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/1"
1
{
"@odata.id": "/redfish/vl/Chassis/1/Thermal#/Fans/2"
}Y
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/3"
}
1,
“PoweredBy": [],
"Chassis": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
“ManagedBy": [
{
"@odata.id": "/redfish/v1l/Managers/1"
}
]
5
IIOemII:{
5
"PCIeFunctions": [
{
"Qodata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_2/PCIeFunctions/ob_2.00"
}’
{
"@odata.id": "/redfish/v1/Chassis/1/PCIeDevices/ob_2/PCIeFunctions/ob 2.01"
|8
{
"Qodata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_5/PCIeFunctions/ob_5.00"
}’
{
"@odata.id": "/redfish/v1/Chassis/1/PCIeDevices/ob_4/PCIeFunctions/ob_4.00"
|8
{
"Qodata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_1/PCIeFunctions/ob_1.00"
}

1,
"@Redfish.Settings": {
"Messages": [],
"SettingsObject": {
"@odata.id": "/redfish/v1/Systems/1/Pending"
I8
“SupportedApplyTimes": |
"OnReset"
1,
"Time": null,
“@odata.type": "#Settings.vl_3_0.Settings"
I8
“Id": "1,
"ProcessorSummary": {
“Count": 1,
"Metrics": {
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"@odata.id": "/redfish/v1/Systems/1/ProcessorSummary/ProcessorMetrics"
I8
"LogicalProcessorCount": 104,
"Model": "Intel(R) Xeon(R) Platinum 8470",
"Status": {
"HealthRollup": "0K",
"Health": "0K",
"State": "Enabled"
}
1
"VirtualMedia": {
"@odata.id": "/redfish/v1/Systems/1/VirtualMedia"
}
"Actions": {
"#ComputerSystem.Reset": {
"ResetType@Redfish.AllowableValues": [
"On",
“Nmi",
“GracefulShutdown",
"GracefulRestart",
“ForceOn",
"Force0Off",
"ForceRestart"
1,
“target": "/redfish/v1/Systems/1/Actions/ComputerSystem.Reset",
“title": "Reset",
"@Redfish.ActionInfo": "/redfish/vl/Systems/1/ResetActionInfo"
1,

"Oem": {

}
1
"Status": {

"HealthRollup": "Critical",

"Health": "Critical",

"State": "Enabled"

},
"SubModel": "7TDTA",
"PCIeDevices": [

{

"@odata.id": "/redfish/v1l/Chassis/1/PCleDevices/ob 4"
}
{

"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_2"
})
{

"@odata.id": "/redfish/v1l/Chassis/1/PCleDevices/ob 1"
1
{

"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_5"
}

1,
“PowerState": "0On",
"PCIeDevices@odata.count”: 4,
"Boot": {
"BootOrderPropertySelection”: "BootOrder”,
"BootOrder": [
"Boot0005",
"Boot0000",
"Boot0001",
"Boot0002",
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"Boot0003",

"Boot0004"
]]
“AutomaticRetryConfig": "RetryAttempts”,
“"AutomaticRetryAttempts"”: 50,

"BootOptions": {

"@odata.id": "/redfish/v1/Systems/1/BootOptions”

I8
"BootSourceOverrideTarget": "None",
"BootSourceOverrideMode": "UEFI",

“BootSourceOverrideTarget@Redfish.AllowableValues": |

"None",

"Pxe",

"cd",

"Ush",

"Hdd",

"BiosSetup",

"Diags”,

"UefiTarget"
1,

"BootSourceOverrideEnabled": "Disabled",

"BootSourceOverrideEnabled@Redfish.AllowableValues": [

"Once",
"Disabled"
1,

"UefiTargetBootSourceOverride”: null

I8
"BiosVersion": "USE103V",
“Storage": {
"@odata.id": "/redfish/v1/Systems/1/Storage"
}

}

PATCH - Eff F X —XMSISEBEEMEME®
/] PATCH J7 ¥ 8 %1 Redfish IR 551 System ¥ H )8

#HR URL

PATCH https:// <BMC_IPADDR>[redfish/v1/Systems/1

BERIEX

SRR R PR T R .

B P B

Boot MHR R Y TR G S5 B NN RER ALK BIOS #

Z G138 VA R

BootSourceOverrideEn- | 75 | Hid “31 SUE %" ALK,
abled

BootSourceOverrideMode | S24F H M BootSourceOverrideTarget 5|5 U #EAT 515 I 2 F i
BIOS 5|5 (Legacy 3 UEFI) ,

UefiTargetBoot- PR 4 BootSourceOverrideSupported 5 UefiTarget AN 5|5
SourceOverride VW3 £ i) UEFT 835142,
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TR | ik
BootSourceOverrideTar- | 24fH | BootSourceOverrideEnabled 4 true ML T, k7S
get S5 S (RRIEESIS®E) .
HostWatchdogTimer MR WX AR M R G0 EAHLE PR T TN AR h R
FunctionEnabled i IR 8RR Ca H ENEFRF 2 sl W T i 28 h B %
FRA T AL KA
AssetTag FRH | REMBT AR,
IndicatorLED R 55 b R G5 KRR 7R AT B R R AT IR
KeyManagement R oEH
KMIPServers Bl P LR ST A KMIP IR 55 85 P04,
KMIPServers[N] 34 ERIT
Address FHE | KMIP i 5583 ik,
Port £S04 KMIP il 55 #% % H o
KMIPCertificates R KMIPServers J& it 5| ] Ik 55 48 E 15 42 & ) URT 51,
e R
Wi B3R ] B NS5 GET #AEtHE, (H3E 5 7 8.
MR
HTTP RER WIRWE ID
500 InternalError
Al
L F Al PATCH 1E3C,
{
"Boot" : {

"BootSourceOverrideMode" :

"BootSourceOverrideTarget" :
"BootSourceOverrideEnabled" :
"UefiTargetBootSourceOverride"

}
"HostWatchdogTimer" : {
"FunctionEnabled": true

I
"AssetTag": "asset tag",
“IndicatorLED": "Lit"

}

s 4T
{

PATCH #1E)5

“IndicatorLED": "Lit",
“HostWatchdogTimer": {
"WarningAction": "None",
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"Hdd"’

||0nce||,
:null

s ZRGPIRE HKR B LT 6 JSON M B :




“WarningAction@Redfish.AllowableValues": [
“None"

]J

"Status": {
"State": "Disabled"

|8

“FunctionEnabled": true,

“TimeoutAction@Redfish.AllowableValues": [
"PowerCycle"

],

“TimeoutAction": "PowerCycle"

}

AssetTag":
"BUOt": {

asset tag",

"BootSourceOverrideEnabled@Redfish.AllowableValues": [

||0nce||’

"Disabled"
1,
"BootSourceOverrideMode": "Legacy”,
"UefiTargetBootSourceOverride”: null,
"BootSourceOverrideEnabled": "Once",

"BootSourceOverrideTarget@Redfish.AllowableValues": |

“None",

"Pxe",

"cd",

"Ush",

"Hdd",

"BiosSetup”,

"Diags",

"UefiTarget"
]

|3

BootSourceOverrideTarget": "Hdd"

POST - RS EREERF
{71 POST J7 ¥ 07 M 45 o TR 44,

F3R URL

POST https:// <BMC_IPADDR>Iredfish/vl/Systems/1/Actions/ComputerSystem.Reset

BERIEX
TR MR AE ID
ResetType RGEHEBERA, WREMIE:
On/ForceOff/GracefulShutdown/Graceful-
Restart/ForceRestart/Nmi/ForceOn
RERE
HTTP RA&NRH WMXWAE ID
500 InternalError
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e R 7R 51

PLF 7B & POST 1E 3¢,

{
r

"ResetType" : "On

i& 5] PL R 7 45 JSON Fi B :

P

GET - EHRSGRE
il GET /7 #:# & Redfish IR M System HIH (i) HHEH,

&R URL

GET https://<BMC IPADDR>Iredfish/v1/Systems/1/Pending

BRIEX
.
M B IE X
=324 B3] A
Id =y e “Pending”
Name S “Pending”
Description FIF « ComputerSystem 1 Pending Setting”’
Boot X R ORI
BootOrder Bl Wi: PRH
Ti¥: N
BootOrder J& 1 198 H: 34 .
BootOrder[N] PR BootOptionReference Z4F 8, x5 iHHHL R G 7
A5 S,
REREB
HTTP R WIRWAE ID
500 InternalError

R

i& [5] DL R 75 45 JSON Fi ¥ -

{

"@odata.type": "#ComputerSystem.vl_17_0.ComputerSystem",

“@odata.id": "/redfish/v1/Systems/1/Pending",

“Description”: "ComputerSystem 1 Pending Setting",

“@odata.context": "/redfish/vl/$metadata#ComputerSystem.ComputerSystem",

"BOOt"Z{
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"BootOrder": [
"Boot0005",
"Boot0000",
"Boot0001",
"Boot0002",
"Boot0003",
"Boot0004"

]

}

"1d": "Pending”,
"Name": "Pending"

}

PATCH - B EH R & &

"@odata.etag": "\"288c5812cdd525a5ec9\"",

il PATCH J7 ¥ % ¥ Redfish R 551 System ¥ U5 H 1 )& 1

&R URL

PATCH https:// <BMC_IPADDR>Iredfish/vl/Systems/1/Bios/Pending

BREX

LHFHR M TR, By ax g e #8 aT DLk s e,

TR KRR ik

Boot R BRIt

BootOrder A Wi: 558
k. N
BootOrder J& o 178 H: ¥ 4R .
WA “0”
BootOrder[N] FIF BootOptionReference F4F H, K5 M HHL R GH KM +7

A5 ST o

e 82

Wiy )5 3% (8] B N ¥ 5 GET #RAEMR, H3EH 7R

RERE

HTTP RAERH BN AL ID

200 RebootRequired

403 InsufficientPrivilege

500 InternalError

503 ServiceUnavailable
T~

PLF APl & PATCH IE X,
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{
"Boot": {
"BootOrder": [
"Boot0005",
"Boot0000",
"Boot0001",
"Boot0002",
"Boot0004",
"Boot0003"

Bz T PATCH #44E)5, R4 R IEE #PR& [ DL T 758 61 JSON Hii B :

{
"@odata.type": "#ComputerSystem.vl 17 _0.ComputerSystem",
"@odata.id": "/redfish/v1/Systems/1/Pending",
“Name": "Pending",
"@odata.etag": "\"28890012cdd525a5ec9\"",
"Boot": {
"BootOrder": [
"Boot0005",
"Boot0000",
"Boot0001",
"Boot0002",
"Boot0004",
"Boot0003"
]
I
"@odata.context": "/redfish/vl/$metadata#ComputerSystem.ComputerSystem",
“Id": "Pending",

“Description”: "ComputerSystem 1 Pending Setting"

PATCH - & i1 KMIP BR%5 28
f# Fl PATCH J5 ¥ %7 Redfish 551 System P51 )& o

#HR URL

PATCH https:// <BMC_IPADDR>[redfish/v1l/Systems/1/

BRIEX

BB T R, B X L )E P T DL T,

TR by ik
KeyManagement X4 cEAF
KMIPServers Kl WL FEHLR 53T B 1 KMIP 25 28 10 RO
E: YERRT 2™, A2B27RETHEEANR,
KMIPServers[N] POE 8 CE
Address TR KMIP Jiit 55 & Hudik
Port B KMIP fIjg 55 %5 ¥ H
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e R

Wi 2 3% 81 B N5 5 GET #RAEMHIE, HEEH 7 I8
RERT

HTTP RER WMREE ID
200 RebootRequired
403 InsufficientPrivilege
500 InternalError
503 ServiceUnavailable
Pl
VL F 76l & PATCH 1E 3,
¥
o JHILAELER KMIPServers $4T PATCH Z HijIRBUT FAL R IR, DARA R S 8 45 6 W o
o FEAELM PATCH B T null KGR, BN LIEE 403,
e PATCH BRI TEBEFTEEFT 4,
{
"KeyManagement": {
"KMIPServers": [
{
"Address": "10.10.10.10",
"Port": 5696
}
{
"Address": IIII’
"Port": 5696
b
{
"Address": IIII’
"Port": 5696
}’
{
"Address": IIII,
"Port": 5696
}
]
}
}

24T PATCH #E)5, F S HIRA WRHR [B] PA T 7R3 6] JSON Wi 3 :

{

"KeyManagement": {
"KMIPServers": [

{

}Y
{

"Address": "10.10.10.10",
"Port": 5696

"Address": null,
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"Port": 5696

"Address": null,
"Port": 5696

"Address": null,
"Port": 5696
}
l,
"KMIPCertificates": {
"@odata.id": "/redfish/v1/Systems/1/KeyManagement/KMIPCertificates"
}
I8
“IndicatorLED": "0ff",
"UUID": "037al178e-7fdd-11ed-8eb7-833f7aléb2dé",
"PCIeDevices”: [

{

"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_1"
}?
{

"@odata.id": "/redfish/v1l/Chassis/1/PCleDevices/ob_2"
b
{

"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_4"
}?
{

"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_3"
}

1,
"Manufacturer": "Lenovo",
"PCIeFunctions”: [
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_4/PCIeFunctions/ob_4.00"
1
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_1/PCIeFunctions/ob_1.00"
})
{
"@odata.id": "/redfish/v1l/Chassis/1/PCleDevices/ob_3/PCIeFunctions/ob_3.00"
b
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_2/PCIeFunctions/ob_2.00"
}
1,
"Links": {
“Chassis": [
{
"@odata.id": "/redfish/v1/Chassis/1"
}
1,
"ManagedBy": [
{
"@odata.id": "/redfish/v1/Managers/1"
}
]Y
"PoweredBy": [],
"CooledBy": [
{
"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/0"
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"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/1"

"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/2"

"@odata.id": "/redfish/v1/Chassis/1/Thermal#/Fans/3"

%12 E, RS AEH

217



218 Lenovo XClarity Controller REST API 5/



F13E HBERFSMNEHBEE

%R LogService
Ebﬁ%ﬁa%*&ﬁt%ﬁ\ Redfish iﬂﬂ‘] EI lU\Hﬁ%ﬂ%ﬁ E[ o

TR 7
gy /redfish/v1/Systems/1/LogServices/{ PlatformLog,

AuditLog, ActiveLog, MaintenanceLog, SaLog,
SEL, DiagnosticLog }

i Aa LogServiceCollection_vl.xml

LogService_vl.xml

GET -BMC BEREES
15 i GET 77 8K 22 R 55 5 10 1 75 M 55 ¥ 08 o i 1tk

#HR URL
GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/LogServices
ERIEX
7o
W3 57 1IE 3
Wi )37 2 A 2 DA R S8 HY JSON AR :
TB KRR ik
Name FAF HEMRFEGHEAIT, HEEEN “LogServiceCollection” .
Members ﬁéﬂ @A JL;\H&%%AE@J& IS o
Description FAF e “A collection of LogService resource instances.”
’{j(/L,\ {tﬁg
HTTP RN BN ID
500 InternalError
=~

1B 8 DL R 7 i JSON Wi ¥ -

{
"Members@odata.count": 7,
“Name": "LogServiceCollection”,
"@odata.type": "#LogServiceCollection.LogServiceCollection”,
"@odata.id": "/redfish/v1/Systems/1/LogServices",
"@odata.etag": "\"50de7c49784224ecf22\"",
"@odata.context": "/redfish/vl/$metadata#lLogServiceCollection.LogServiceCollection",
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“Members": [

{

"@odata.id": "/redfish/v1/Systems/1/LogServices/PlatformLog"

"@odata.id": "/redfish/v1/Systems/1/LogServices/AuditLog"

"@odata.id": "/redfish/v1/Systems/1/LogServices/Activelog"

"@odata.id": "/redfish/v1/Systems/1/LogServices/Maintenancelog"

"@odata.id": "/redfish/v1/Systems/1/LogServices/Salog"

"@odata.id": "/redfish/v1/Systems/1/LogServices/SEL"

"@odata.id": "/redfish/v1/Systems/1/LogServices/DiagnosticLog"

],

“Description”: "A collection of LogService resource instances."

}

GET - BMC &3 HEM RS

M GET J5 ¥4 2 i 55 4% B6 3 H 6 IR 55 98 98 b i s 1k

3R URL

GET https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/Activelog

BEREX

7

1 B 1E 3X

FB e 3l ik

Id FHEH | EHBRSFEEEG MR IRIE R E, BEREN
“ActiveLog”

Name FrEE | REKBA TR AR

DateTimeLocalOffset FRHE | 487 DateTime BHEEPL “+HHMM” #4218 UTC W
®BE,

MaxNumberOfRecords LI AR S5 A A B R H B 2k H B, Ih & BN 1024,

DateTime SR | E A S R (SRR L TR R
I‘Eﬂo

ServiceEnabled iR BAREEHERS.

LogEntryType FIT R “Multiple”
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B s
Entries POE HEZHESHTIH,
Description FAT “This resource is used to represent a log service for a
Redfish implementation.”
RAERB
HTTP RN BRI E ID
500 InternalError
T~
& 18] L 78 4] JSON i B -
{
“DateTimeLocalOffset": "+00:00",
"@odata.id": "/redfish/v1/Systems/1/LogServices/Activelog",
“Name": "LogService",
"Entries": {
"@odata.id": "/redfish/v1/Systems/1/LogServices/Activelog/Entries"”
I3
“MaxNumberOfRecords": 1024,
“DateTime": "2020-06-03T06:33:48+00:00",
"@odata.type": "#LogService.vl_1 3.LogService",
"LogEntryType": "Multiple",
“Id": "Activelog",
"@odata.etag”: "\"3807510e8e6h24e8f42\"",
"ServiceEnabled": true,
“Description”: "This resource is used to represent a log service for a Redfish implementation."
}

GET - BMC ¥ &AE4HEMRS
il GET 75 ¥k Z IR 25 22 10 F & H 2 IR 55 %6 U5 b 1 U

&R URL

GET https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/PlatformLog

BERIEX

Jo

M Bz 1E 32

TR R 1P

Id PR | AHEMSRBFEEG PRI EE, BLRKERN
“PlatformLog”

Name PR | BRI TCE N AR,

DateTimeLocalOffset FRHE | YHT DateTime BHEMEY “+HH:MM” XA 50 UTC W
B,

MaxNumberOfRecords B MRS AT LA M K H SRR, HEREN 1024,
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B RH ik
DateTime PR | BERS WY H BN (AWBER) , BT IR E RN
]
OverWritePolicy FRHE | HECWHRRENIRS MESE R, HBARAXEN
“WrapsWhenFull” — 2 HE TN, HEPHHKEKE
=T H .
ServiceEnabled #ik | R RE RS
LogEntryType FIF R “Multiple”
Entries PIE HE&BHEAM5IH,
Actions A4 I % R A BT
#LogService.ClearLog PO BERAE R T BRI A AR H B4 H
H:: fUEH T AuditLog #l PlatformLog.
E:BuN FIFH “This resource is used to represent a log service for a
Redfish implementation.”
RESRKB
HTTP RER BN A ID
500 InternalError
Bl
i& [5] PLF 7 45 JSON Fi ¥ -
{
“DateTimelocalOffset": "+00:00",
“Id": "PlatformLog",
“@odata.id": "/redfish/v1/Systems/1/LogServices/PlatformLog",
“ServiceEnabled": true,
“LogEntryType": "Multiple",
“Name": "LogService",
"Entries": {
"@odata.id": "/redfish/v1/Systems/1/LogServices/PlatformLog/Entries"
}7
“MaxNumberOfRecords": 1024,
“DateTime": "2020-06-03T06:35:36+00:00",
"@odata.type": "#LogService.vl 1 3.LogService",
“OverWritePolicy": "WrapsWhenFull",
IloemII: {
"Lenovo": {
"HiddenFirstSeqNum": 1,
"LastSegNum": 316,
"@odata.type": "#LenovologService.vl 0 _0.LenovologServiceProperties”,
"FirstSeqNum": 5,
"VMMoveCategory": [
{
"VMMoveCategoryName": "RAS event VM movement support”,
"VMMoveCategoryBit": 0,
"VMMoveCategoryType": "VMEFlag"
}
1,
"HiddenLastSeqNum": 7,
"SupportedCategories": 3087007930,
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"DesiredCategories": 2147483684

}
}

"Actions": {
Iloemll: {

"@odata.etag": "\"93a07843ee0d2d2672f4c\"",

"#LlenovologService.GetLogEntriesBySequenceNumber": {
“title": "GetLogEntriesBySequenceNumber",
"target": "/redfish/v1/Systems/1/LogServices/PlatformLog/Actions/0Oem/LenovologService.

GetLogEntriesBySequenceNumber"

}
}

“title": "ClearLog",

LogService.ClearLog": {

"target": "/redfish/v1/Systems/1/LogServices/PlatformLog/Actions/LogService.ClearLog"

}
I8

"Description”: "This resource is used to represent a log service for a Redfish implementation."

}

GET -BMC #E=E#BEMNRS
3l GET J7 84 22 IR 55 2 0 0 B I 7 MR 55 8 0 b ) JR

&R URL

GET https://<«BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/Auditlog

BRIEX
Jo
) R 1E 3
FB e ik
Id TR {%Hfﬁﬂﬁ%fi%%ﬁqﬂﬂﬁ~ﬁﬁﬁtﬁﬂﬁo IRAREN
AuditLog” .
Name PR | RERBATE AR,
DateTimeLocalOffset FAF g g DateTime JE ALY, “+HH:MM” ¥R A& 8 UTC W
MaxNumberOfRecords B PEMR S5 v ASHA M K HG S H AR, JREABEE N 1024,
DateTime TR r%l%ﬂﬁ%%%ﬁﬁﬁ%ﬁﬁv‘l‘m (W) , MT 38k
o
OverWritePolicy FRE | BECWN R A MRS B SR, WERRERN
“WrapsWhenFull” — X HE TN, HEPHHFEKRE
=% HE,
ServiceEnabled i IR 578 B 8 P e AR 5%
LogEntryType T H “Multiple”
Entries MR HE&HESHII,
Actions PUE 3 I T VR B W R 4R AE
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B RH ik
#LogService.ClearLog PO 3 WHRAEH THEBR AR EREH,
i fUEM T AuditLog il PlatformLog.
Description TR “This resource is used to represent a log service for a
Redfish implementation.”
RESKB
HTTP RAERY BRI A ID
500 InternalError
Al
& 18] DL 75 4] JSON' i ¥ -
{
“DateTimelocalOffset": "+00:00",
“DateTime": "2020-06-03T07:21:22+00:00",
"@odata.id": "/redfish/v1/Systems/1/LogServices/AuditLog",
"Td": "Auditlog",
"Entries": {
"@odata.id": "/redfish/v1/Systems/1/LogServices/Auditlog/Entries"
1
“Name": "LogService",
"ServiceEnahled": true,
"MaxNumberOfRecords": 1024,
||Oem||: {
“Lenovo": {
"HiddenFirstSeqNum": 3,
"@odata.type": "#LenovologService.vl 0 _0.LenovologServiceProperties”,
"FirstSeqNum": 1,
"HiddenLastSeqNum": 60,
“"LastSegqNum": 311
}
}

“OverWritePolicy": "WrapsWhenFull",
“LogEntryType": "Multiple",
"@odata.etag": "\"7h494747f82927f1bhd1\"",
"Actions": {

"0em": {

@odata.type": "#LogService.vl_1 3.LogService",

"#lenovologService.GetLogEntriesBySequenceNumber": {
"title": "GetLogEntriesBySequenceNumber",
"target": "/redfish/v1/Systems/1/LogServices/AuditLog/Actions/0em/
LenovologService.GetLogEntriesBySequenceNumber"

)
)

LogService.ClearLog": {
"title": "ClearLog",

"target": "/redfish/v1/Systems/1/LogServices/AuditLog/Actions/LogService.ClearLog"

}
I8

“Description”: "This resource is used to represent a log service for a Redfish implementation.”

}
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GET - BMC # 3P EH BEMNRS
il GET 77 ¥k 2 R 25 22 0 A 4 H 7 IR 55 8 957 10 U

#HR URL
GET https:// <BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/Maintenancelog

BERIEX
7o
) B 1E 3
FB e 3. #iid
Id FREB | EHSRSHEEG PR RIE R, BEREN
“MaintenanceLog” .
Name FREH | RSB ALTER AR,
DateTimeLocalOffset FRE | YHT DateTime BHEMEY “+HH:MM” R E 51 UTC W
@%0
MaxNumberOfRecords LIS VEAR 5 AT AR B R H S 2k H B, W& &N 1024,
DateTime FAEH | HSRSSEEE HHINT (SmER) , BT RE SN
] o
ServiceEnabled Zi TN 5N 2R Ja 55
LogEntryType TR “Multiple”
Entries POE HE&xHESGHTIH,
Description FIFH “This resource is used to represent a log service for a
Redfish implementation.”
RERE
HTTP RN BB A D
500 InternalError
L]
1& [5] PLF 75 45 JSON Fi B -
{
"DateTimeLocalOffset": "+00:00",
"@odata.id": "/redfish/v1/Systems/1/LogServices/Maintenancelog"”,
“Name": "LogService",
"Entries": {
"@odata.id": "/redfish/v1/Systems/1/LogServices/Maintenancelog/Entries"
3

"MaxNumberOfRecords": 750,

“DateTime": "2020-06-03T07:21:52+00:00",
"@odata.type": "#LogService.vl_1 _3.LogService",
“LogEntryType": "Multiple",

“Id": "Maintenancelog"”,

"@odata.etag”: "\"3ac30640398727e442bh\"",
"ServiceEnabled": true,

“Description”: "This resource is used to represent a log service for a Redfish implementation."
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GET - BMC Service Advisor B4 B EH RS
i GET F R Z RSS20 Service Advisor H & iR 55 %8 U5 4 J&g 1tk

ER URL
GET https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/Salog

BEREX
J
i) B 1F 32
TR R ik
Id R | FEHERS REEA RN TR, AR EN
“SaLog” .
Name R | RERBATCE AR,
DateTimeLocalOffset Fr M Hi DateTime BHEY “+HH:MM” #% X888 UTC W
B,
MaxNumberOfRecords By BB 55 " ASHA M K H S 2k H AR, JR & REN 750,
DateTime PR | HSMRSSAYET HYINE (SmER) , AT RE SRR
I‘Eﬂ o
ServiceEnabled iR BAES B LRSS,
LogEntryType FAF “Multiple”
Entries R HE&HESGHGIH,
Description FAFH “This resource is used to represent a log service for a
Redfish implementation.”
RAENRB
HTTP RAR HRMA D
500 InternalError
]|

1B 18 DL 78 Bl JSON i 3 -

{
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"DateTimeLocal0ffset": "+00:00",

"@odata.id": "/redfish/v1/Systems/1/LogServices/Salog",

“Name": "LogService",
“ServiceEnabled": true,
"MaxNumberOfRecords": 5,

“DateTime": "2020-06-04T07:23:06+00:00",

“@odata.type": "#LogService.vl_1 3.LogService",

“LogEntryType": "Multiple",
"1d": "Salog",

“@odata.etag”: "\"371639a953bf2ae7845\"",




"Entries": {
"@odata.id": "/redfish/v1/Systems/1/LogServices/Salog/Entries"
}J

“Description”: "This resource is used to represent a log service for a Redfish implementation."

}

GET - IPMI SEL B ERS RS
i GET H KR KRS 25 Service Advisor H i iR 55 78 I8 o ) )8 1

#HR URL
GET https://<BMC_IPADDR>[redfish/vl/Systems/1/LogServices/SEL

BRIEX
Jo
) B 1E XX
FB byt g
Id FRE | FEH SRS THRE S P MR R, &R E N “SEL”
Name PR | BESEBRATR AR,
DateTimeLocalOffset FHH | Y DateTime BHEAN “+HHMM” # B EH UTC W
B,
MaxNumberOfRecords LI VAR ST AP A BB R H S 2 H &, Ih& BN 2046,
DateTime FAF e rﬁjﬁﬂﬁ%ﬂﬁ%’uﬁﬁﬁ,ﬂﬁﬂﬂl‘m (B a) , M T3 E SN
il
ServiceEnabled /R Fa 7 R A5 A R 55
OverWritePolicy FIH | “NeverOverWrites” B “WrapsWhenFull” ,
LogEntryType T H “Multiple”
Description FHFH | “This resource is used to represent a log service for a
Redfish implementation.”
Actions NE CRIT
#LogService.ClearLog R i} IPMI 1y 2 & B¢ SEL g3,
RAERB
HTTP RER BN A ID
500 InternalError
Bl
& 18] PR 7R ) JSON Wi 3%«
{
"OverlritePolicy": "NeverOverWrites",
"Actions": {

“#LogService.ClearLog": {
"target": "/redfish/v1/Systems/1/LogServices/SEL/Actions/LogService.ClearLog",
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"title": "ClearLog"
}
1
"DateTimeLocal0Offset": "+05:00",
“DateTime": "2021-10-11T712:02:39+05:00",

"Description”: "This resource is used to represent a log service for a Redfish implementation.",

"MaxNumberOfRecords": 511,
"@odata.etag": "\"51cc7189a8h227e82e7\"",

IloemII: {
“Lenovo": {

"@odata.type": "#LenovologService.vl_0_O.LenovologServiceProperties”,

"EnableSELWrapping": false

}
3

“Name

LogService",

“@odata.type": "#LogService.vl_1 3.logService",

“ServiceEnabled": true,
"Id": "SEL",

"@odata.id": "/redfish/v1/Systems/1/LogServices/SEL"

GET - BMC 2t H & RS

S5 GET J5 LK MRk 55 4% 112 Wi H 78 IR 55 38 95 b i ) ek

&K URL

GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/LogServices/Diagnosticlog

BERIEX
¥
M R IE 32
TR e ik
Id FAE %H%Hﬁ%ﬁﬂﬁ%é‘qﬂ"ﬁ~ﬁiﬂﬁb*ﬁﬂﬁo IREREN
DiagnosticLog”
Name FREE | REKBA TR AR
DateTimeLocalOffset FRF H é g DateTime B “+HH:MM” # X5 H UTC W
MaxNumberOfRecords B 2 (Manager (FFDG) #1 OS (#Feht#) )
DateTime TR H Iﬁj?&ﬂﬁ%ﬂﬁ%ﬁﬁﬁﬁ,ﬂﬁﬁﬂﬁﬂ (BwB ) , HT 3 E SN
H o
ServiceEnabled i /R BARS B EmRS.
LogEntryType TR “Multiple”
Entries R HExHEEGWIIH,
OverWritePolicy FRE | BOFER B “WrapsWhenFull”
Description FRFH | “This resource is used to represent a log service for a
Redfish implementation.”
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TR R 1]

&

Actions R gt

#LogService.CollectDiag- | X4
nosticData

RERB

HTTP KRR B E ID

500 InternalError

L]
1& [5 DL T 7R 45 JSON Fi B -

{
"MaxNumber0fRecords": 5,
“Name": "LogService",
"ServiceEnabled": true,
"@odata.id": "/redfish/v1/Systems/1/LogServices/Salog",
"@odata.etag": "\"3a50669a211526668eh\"",
"@odata.context": "/redfish/vl/$metadata#logService.LogService",
"DateTime": "2022-08-15T03:21:35+00:00",
“DateTimeLocalOffset": "+00:00",
“LogEntryType": "Multiple",
"Entries": {
“@odata.id": "/redfish/v1/Systems/1/LogServices/Salog/Entries"
5
"Description”: "This resource is used to represent a log service for a Redfish implementation.",
"@odata.type": "#LogService.vl_3_0.LogService",
"Id": "Salog"

"@odata.context”: "/redfish/vl/$metadata#logService.LogService",
"Id": "DiagnosticlLog",
“Name": "LogService",
"@odata.type": "#LogService.vl_3_0.LogService",
"@odata.id": "/redfish/v1/Systems/1/LogServices/DiagnosticlLog",
"@odata.etag": "\"5adbfedl6e7227ecdbe\"",
“LogEntryType": "Multiple",
"DateTime": "2022-08-15T04:35:43+00:00",
"Entries": {

"@odata.id": "/redfish/v1/Systems/1/LogServices/DiagnosticLog/Entries"”
5
“DateTimeLocalOffset": "+00:00",
"OverWritePolicy": "WrapsWhenFull",
"MaxNumberOfRecords": 2,
"Description”: "This resource is used to represent a log service for a Redfish implementation.",
"ServiceEnabled": true,
"Actions": {

“#LogService.CollectDiagnosticData": {

"title": "CollectDiagnosticData",
“target": "/redfish/v1/Systems/1/LogServices/DiagnosticLog/Actions/LogService.CollectDiagnosticData

}

}
}
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POST - BRREHBE
i H POST FH i BREMHE,

#E3R URL
POST https://<BMC_IPADDR>/redfish/v1/Systems/1/LogServices/StandardLog/Actions/LogService.ClearlLog

ERIEX
7

g R IE 32
7

RERD

HTTP RERH WMRHEE D

500 InternalError

M 3 7 4
PLF A pl & POST IE 3,

¥

18 18 DL 78 4] JSON i 3 -

7

POST - & BMC 2 i #4E
i il POST J5 ¥4 BMG 2 Wi §ili
ER URL

POST https://<BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/DiagnosticLog/Actions/
LogService.CollectDiagnosticData

ERIEX

B R | Wik

Diagostic- FFH | “Manager”
DataType

g BZ 1E XX
7o

RERT

HTTP RN WA ID

500 InternalError
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Bl
PLF 7B & POST 1E 3¢,

{
}

"DiagnosticDataType" : "Manager"”

I A A IR ] — AN 55, 3R 181 DA R 78 4] JSON i B :

{

WA 55 4 4K £ WA 530 W B A )t BE . P T 35 175K [ Y ““TaskMonitor”

"StartTime": "2022-09-19T702:57:13+00:00",

"@odata.etag": "\"1663556233921\"",

"@odata.context": "/redfish/vl/$metadata#Task.Task",

"HidePayload": true,

"@odata.type”: "#Task.vl_5_1.Task",

"Id": "34be0171-cfc9-4cf8-9d40-2c6224b0800e",

"TaskState": "New",

"Messages": [],

"Name": "Task 34be0171-cfc9-4cf8-9d40-2¢6224h0800e",

"TaskMonitor": "/redfish/v1/TaskService/0f121786-b93a-4095-bc94-ahb749ebed3ah",
"@odata.id": "/redfish/v1/TaskService/Tasks/34be0171-cfc9-4¢cf8-9d40-2c6224h0800e",

"Description”: "This resource represents a task for a Redfish implementation."

RBGHBE . AR5 IRESME S HEAIE B . 3B B LR 26 JSON Witz

{

"StartTime": "2022-09-19702:57:13+00:00",

"Id": "34be0171-cfc9-4cf8-9d40-2¢6224h0800e",

"HidePayload": true,

"@odata.context": "/redfish/vl/$metadata#Task.Task",

"TaskStatus": "0K",

"@odata.etag": "\"1663556278229\"",

“@odata.type": "#Task.vl_5 1.Task",

"Messages”: [

{

"Message": "The request completed successfully.",
"Messageld": "Base.1.12.Success",
"MessageSeverity": "0K",
"@odata.type": "#Message.vl 1 _2.Message",
"MessageArgs": [],

"Resolution”: "None"

|3
{
"Message": "'FFDC' diagnostic data collected.",
"Messageld": "LogService.1.0.DiagnosticDataCollected",
"MessageSeverity": "0K",
"@odata.type": "#Message.vl 1 2.Message",
"Resolution": "None.",
"MessageArgs": [
"FFDC"
]
}

1,
"EndTime": "2022-09-19T702:57:58+00:00",
"TaskState": "Completed”,

i8N B URI K
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“Name": "Task 34be0171-cfc9-4cf8-9d40-2c6224h0800e",
"TaskMonitor": "/redfish/v1/TaskService/0f121786-b93a-4095-bc94-ah749ebed3ab”,
"@odata.id": "/redfish/v1/TaskService/Tasks/34he0171-cfc9-4cf8-9d40-2¢6224b0800e",

“Description”: "This resource represents a task for a Redfish implementation."”

5558, P AT DAAEIR 1ol AT 55 IR #8480 HTTP 53k “Location” %% LogEntry %%
. It LogEntry %I & JF P BT IR AR 2 I BB Y BE AR5 B . {6 B) Redfish X-Auth-Token (iF
ZP% 13 T “POST - QU257 ) , WP UM AR “AdditionalDataURI” H'#§78 #) URI

Wi HTTPS R P2 W 8. T 2&HMM LogEntry RIE B A,

{

"OemRecordFormat": "Lenovo",

"AdditionalDataSizeBytes": 18521125,

“@odata.etag": "\"3bd1c929ad52266950f\"",

"@odata.context": "/redfish/vl/$metadata#logEntry.LogEntry",

“Description”: "This resource is used to represent a log entry for log services for a Redfish
implementation.",

“DiagnosticDataType": "Manager"”,

“Name": "FFDC",

“Created": "2022-09-19702:57:53+00:00",

“Id": "FFDC",

“EntryType": "Oem",

"@odata.type": "#LogEntry.vl_11 0.LogEntry",

“@odata.id": "/redfish/v1/Systems/1/LogServices/DiagnosticLog/Entries/FFDC",

“AdditionalDataURI": "/imm_dump/FFDC/7D72RCZ000_1234567890_xcc_220919-025717.tzz"

= B o~ # H , W M f#F H Redfish X-Auth-Token b
“https://<bmc_ip>/imm_dump/FFDC/7D72RCZ000_ 1234567890 xcc_220919-025717.tzz”
T8 A5 02 W B UE .

POST - WERIERZR 12U EIE

fii il POST W E— 1M HIER G W5,

iHF3RK URL

POST https://<BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/Diagnosticlog/Actions/
LogService.CollectDiagnosticData

ERIEX

rzl:

TR A | Wk

Diagostic- Z2HB | “08”
DataType

g R IE 3C
7

KSR

HTTP RERH WMRHEE D

500 InternalError
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=

PLF 7B & POST 1E 3¢,

{
}

"DiagnosticDataType" : "0S"

W B A 2R G R o A I AR 5 B2 BMIC 2 T BB A AR L PRI, 155 BASE 230 T “POST -
gk BMC 2 Wi ” DIRICE 2 34145 B .

%R LogEntry

HFEVEH TR Redfish LILH LogEntry H &

PR R

H & % H 80&

PR AR

/redfish/v1/Systems/1/LogServices/Platform-
Log/Entries

/redfish/v1/Systems/1/LogServices/AuditLog/En-

tries

/redfish/v1/Systems/1/LogServices/ActiveLog/En-
tries

/redfish/v1/Systems/1/LogServices/Mainte-
nanceLog/Entries

/redfish/v1/Systems/1/LogServices/SaLog/Entries

/redfish/v1/Systems/1/LogServices/Diagnosti-
cLog/Entries

ZRAA S

LogEntryCollection_v1l.xml

LogEntry vl.xml

GET - BMC J&3) H&% B
B GET J7 4 % M 5 2% 036 2h H 36 %% H o 0 ok

E3R URL

GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/LogServices/Activelog/Entries

BRIEX

Jo

) B 1E XX

FB X ik

Id R | EHBKBES TR IRIE R

Name FRHE | RERBMATCK AR, REBREN “LogEntry” o
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TR RH ik

Severity SR | BB H B,

Created FREE | B H S H BRE,

Eventld TR | BRI ARRT

EntryType FRE | HEAHBRE, BEZEN “Oem” ,

OemRecordFormat PR | WRAH LN Oem, M EH X OEM H L5

G B, $HZ&E N Lenovo,

OemLogEntryCode FAH | FFE T OEM W%k H RS,

Message TR | KHBKHE.

MessageArgs A HEHMSE,

Description TR “A collection of Active LogEntry resource instances.”
RAENRD

HTTP R&ENRH BN E 1D

500 InternalError

Rl
18 18 LR 78] JSON i ¥ -
{

"Members": [
{
"Id": "427",
"MessageArgs": [

“processor 1"

])
"@odata.id": "/redfish/v1/Systems/1/LogServices/ActiveLog/Entries/427",

"Severity": "Critical",

"EntryType": "Oem",

“Name": "LogEntry",

"Created": "2020-06-02T02:20:07.639+00:00",

"OemLogEntryCode": "PLAT0062",

"0em": {

"Lenovo": {

"RelatedEventID": "",
"IsLocalEvent": true,
"EventID": "0x806F05070301FFFF",
"TotalSequenceNumber": "427",
"EventID@Redfish.Deprecated": "The property is deprecated. Please use EventId instead.",
"EventFlag": 0,
"EventType": 0,
"CommonEventID": "FQXSPPUOOO9YN",
"Source": "Processors"”,
"LenovoMessageID": "PLAT0062",
"RawDebuglLogURL": "",
"ReportingChain": "XCC",
"TSLVersion": "16",
"@odata.type": "#LenovologEntry.vl 0 _0.ActivelogEntry"
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"EventId": "0x806F05070301FFFF",

"0emRecordFormat": "Lenovo",

"Message": "processor 1 has a Configuration Mismatch.",

"@odata.etag": "\"69da974945f5296f92a\"",

"@odata.type": "#LogEntry.vl_5_0.LogEntry",

"Description”: "This resource is used to represent a log entry for log services for a
Redfish implementation."

}

l,
"@odata.type”: "#LogEntryCollection.LogEntryCollection”,
"@odata.id": "/redfish/v1/Systems/1/LogServices/Activelog/Entries",
"Members@odata.count”: 1,
"@odata.etag": "\"24e5339e3932332¢8fh019\"",

“Name": "LogEntryActiveLogEntryCollection”,
“Description”: "A collection of LogEntryActiveLogEntry resource instances."

GET - BMC ¥ &% # HE%HE
B GET J5 SR 25 48 17 & H 4 H IR .

B3R URL
GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/LogServices/PlatformLog/Entries
ERIEX
7
g R IE X
Wi 37 R 4 DL R 2 80 JSON AR
TR R ik
Id FRE | fEHBKE S PRI,
Name TRE | RERBHCERN AR, HEREN “LogEntry” .
Severity R | HE&HBE R,
Created TR | Bl H K H BREE
Eventld TAE | B E e SEHARIRAT
EntryType FAE | HEAHBRE, HEREN “Oem” .
EventGroupld PR | TR R 8 R SCBGR SR bR IR AT . IR 4&EN 0,
OemRecordFormat PR | WRAH KRN Oem, N EH K OEM H L5 0
PAE . $H#%E N Lenovo.
OemLogEntryCode FRHE | FET OEM Mk H UM,
Message TR | LB HERH,
MessageArgs BA ERSNINE S &
Description FAF “A collection of Platform LogEntry resource instances.”
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RERD

HTTP R WMREE ID
500 InternalError
Bl
&[5 DL R 7 ] JSON Mg ¥ -
{
"Members": [
{

"Message": "ENET[CIM:ep1] IPvé-LinkLocal:HstName=XCC-7Z60-SN, IP@=fe80::0a94:efff:feaf:4e9f ,Pref=64 .",
"@odata.etag”: "\ "ejUxXINOYWSkYXIKTGInRW50cnkK5\"",
"MessageArgs": [
“CIM:ep1",
"XCC-7Z60-SN",
"fe80::0a94:efff:feaf:4e9f",
e
1,
"@odata.id": "/redfish/v1/Systems/1/LogServices/PlatformLog/Entries/5",
"Description”: "This resource is used to represent a log entry for log services for a Redfish
implementation.”,
"EntryType": "Oem",
“Name": "LogEntry",
"EventGroupId": 0,
"OemLogEntryCode": "Lenovo0055",
"0em": {
"Lenovo": {
"ReportingChain": "",
"IsLocalEvent": true,
"RawDebuglogURL": "",
"EventID@Redfish.Deprecated”: "The property is deprecated. Please use EventId instead.",
"EventFlag": 0,
"AuxiliaryData": "",
"Source": "System",
"FailingFRU": [
{
"FRUSerialNumber": "",
"FRUNumber": ""
}
1,
"TSLVersion": "0",
"RelatedEventID": "",
"Serviceahle": "Not Serviceahle",
"EventID": "0x4000003700000000",
"EventSequenceNumber": 5,
"EventType": 0,
"@odata.type": "#LenovologEntry.vl 0 _0.PlatformLogEntry",
"LenovoMessageID": "Lenovo0055",
"AffectedIndicatorLEDs": [],
"TotalSequenceNumber": 8,
"CommonEventID": "FQXSPNM40281",
"Hidden": false
}
h
"@odata.type": "#LogEntry.vl_5_0.LogEntry",
"OemRecordFormat": "Lenovo",
"Id": "5",
"Severity": "0K",
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"EventId": "0x4000003700000000",
“Created": "2019-12-20701:51:47.819+00:00"

}’

@odata.type": "#LogEntryCollection.LogEntryCollection”,

"@odata.id": "/redfish/v1/Systems/1/LogServices/PlatformLog/Entries”,
"Members@odata.count": 234,

"@odata.etag": "\"7a0c2ef50776342e2a9600f\"",

“Name": "LogEntryPlatformLogEntryCollection"”,

“Description”: "A collection of LogEntryPlatformLogEntry resource instances."

GET - BMC & E4HZE%H
5 GET J7 ¥k Z R 55 58 iy s i H 75 2% 1 v s

#HR URL
GET https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/LogServices/AuditLog/Entries

FREX
pi
e R 1E X
Wi 7 & £ 55 DL S 400 JSON X4
B e ik
Id FAH | fEHBKE RGP,
Name FRE | RS CR N AR, BEREN “LogEntry” .
Severity FRE | HE&H™EME,
Created A | AU H B E RRE,
Eventld FAHE | R ME— SR IRAT
EntryType FHAE | HEAHRRE, HEREN “Oem”
EventGroupld FAE | TR R R PR S R BOR SR M AR AT . IREREDN 0,
OemRecordFormat FREH | WRAHREDN Oem, NPKAAEH X OEM H LA X
WG S, 4 3E N Lenovo,
OemLogEntryCode FRH | #5ET OEM W& HAIUH,
Message FAF Kk HERH,
MessageArgs A HEMSE.
Description FRE | “A collection of Platform LogEntry resource instances.”
RERD
HTTP KA BRI A ID
500 InternalError
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{
“Members": [
{
"Message": "Undefined TPM_POLICY found",
"@odata.etag”: "\ "ejUxXINOYWSkYXIKTGInRW50cnkK1\"",
"MessageArgs": [],
"@odata.id": "/redfish/v1/Systems/1/LogServices/AuditLog/Entries/1",
"Description”: "This resource is used to represent a log entry for log services for a
Redfish implementation."”,
"EntryType": "Oem",
"Name": "LogEntry",
"EventGroupId": 0,
"OemLogEntryCode": "UEFI",
"O0em": {
"Lenovo": {
"ReportingChain": "UEFI",
"IsLocalEvent": true,
"RawDebugLogURL": "",
"EventID@Redfish.Deprecated": "The property is deprecated. Please use EventId instead.",
"EventFlag": 0,
"AuxiliaryData": "",
"Source": "System",
"FailingFRU": [
{
“FRUSerialNumber": "",
"FRUNumber": ""
}
l,
"TSLVersion": "0",
"RelatedEventID": "",
"Serviceable": "Not Serviceable",
"EventID": "0x0000000000000000",
"EventSequenceNumber": 1,
"EventType": 0,
"@odata.type": "#LenovologEntry.vl_0_0.AuditLogEntry",
"LenovoMessageID": "UEFI",
"AffectedIndicatorLEDs": [],
"TotalSequenceNumber": 1,
"CommonEventID": "FQXSFPU4051G",
"Hidden": false
}
1
"@odata.type”: "#LogEntry.vl 5 0.LogEntry",
"OemRecordFormat": “"Lenovo",
"1d": "1",
"Severity": "0K",
"EventId": "0x0000000000000000",
"Created": "2019-12-20T01:51:27.000+00:00"

"@odata.type”: "#LogEntryCollection.LogEntryCollection”,

“@odata.id": "/redfish/v1/Systems/1/LogServices/AuditLog/Entries",
“Members@odata.count": 188,

“@odata.etag”: "\"601ae59a9185682d37fh812\"",

“Name": "LogEntryAuditLogEntryCollection”,

“Description”: "A collection of LogEntryAuditLogEntry resource instances."
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GET - BMC ## =4 HESH
] GET 757 A0 Z R 25 2 iy e F A5 2% H vb IR

ER URL
GET https:// <BNC_IPADDR>Iredfish/v1/Systems/1/LogServices/Maintenancelog/Entries

ERIEX
P/
e R 1 XX
Wi 7 2 £ 55 DL S50 JSON X 4
TR e ik
Id TAE | fEHBKE RGP IR,
Name FAE | FRERATRN AR, IHAREN “LogEntry” .
Created FRE | A8 H B H RRE,
EntryType FRE | HBAHHRE, HEKEN “Oem” ,
EventGroupld PR | T R R SRR SR B bR IR AT
OemRecordFormat FRE | WRAHREN Oem, MK EH K OEM H HL A% X
PAE . #H#£ % E N Lenovo.
Message TRE | LRHBEH.
Description FHH | “A collection of Platform LogEntry resource instances.”
Severity FF null
R
HTTP RAERH BN A ID
500 InternalError
=
1& [5] PLF 75 45 JSON Fi B -
{
"Members": [
{ "@odata.id": "/redfish/v1/Systems/1/LogServices/Maintenancelog/Entries/3",

"EntryType": "Oem",

"Name": "LogEntry",

"EventGroupId": 1,

"Id": "1",

"Severity": null,
"@odata.type": "#LogEntry.vl_5_0.LogEntry",

"OemRecordFormat": "Lenovo",
"Message": "CPU 2(SKU NO: 01048340) is added.",
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"@odata.etag”: "\"31ba8a086a922965c8h\"",

“Created": "2019-12-20T01:52:132",

"Description”: "This resource is used to represent a log entry for log services for a
Redfish implementation."

3

"@odata.type”: "#LogEntryCollection.LogEntryCollection”,

“@odata.id": "/redfish/v1/Systems/1/LogServices/Maintenancelog/Entries",
"Members@odata.count”: 83,

“@odata.etag": "\"1171e4930e543e359ah966e\"",

"Name": "LogEntryMaintenancelogEntryCollection",

“Description”: "A collection of LogEntryMaintenancelogEntry resource instances."

GET - BMC Service Advisor B4 B &% B
i GET KR ZERFS M Service Advisor H &2k H W& 1k,

E3R URL
GET https:// <«BMC_IPADDR>Iredfish/vl/Systems/1/LogServices/Salog/Entries

BERIEX
Ji
e B IE 3
My )57 243 5 DA T S JSON M4 :
7B e ik
Id A | fEHBKE RGP AR RIZ TR,
Name T | BREEA R AR, BEREN “LogEntry” .
Created TAE | AU H B H R RE
EntryType FAE | HEAHBRE, HEREN “Oem” ,
OemRecordFormat FRE | WRKHREN Oem, NHEEH X OEM H L fet% i
HAE B, 1h& K E N Lenovo,
Message FRH | KRRHBERHE,
Description T H “A collection of Platform LogEntry resource instances.”
RSRE
HTTP RA&ENH BB & 1D
500 InternalError
=~
1B 8] DL R 7 ] JSON Mg B«
{
"Members": [

{
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"@odata.id": "/redfish/v1/Systems/1/LogServices/Salog/Entries/1",

"Id": II1II
"Entrngpe": "Oem",
"Name": "LogEntry",

"Severity": "0K",
“"Created": "2020-06-05T06:26:002",
"Oem": {
"Lenovo": {
"EventSeverity": "INFO",
"CaseNumber": "N/A",
"EventStatus": "Pending"

}
IR
"EventId": "FQXSPSS40041",
"0emRecordFormat": "Lenovo",

"Message": "Test Call Home Generated by user USERID.",
"@odata.etag”: "\"38fclel486al28a43c3\"",
"@odata.type": "#LogEntry.vl 5 0.LogEntry",
"Description”: "This resource is used to represent a log entry for log services for a
Redfish implementation."
}

]

"@odata.type”: "#LogEntryCollection.LogEntryCollection”,

"@odata.id": "/redfish/v1/Systems/1/LogServices/Salog/Entries",
"Members@odata.count”: 1,

"@odata.etag": "\"64b7hffdea2a25aff8f\"",

“Name": "LogEntryServiceAdvisorLogEntryCollection”,

“Description”: "A collection of LogEntryServiceAdvisorLogEntry resource instances."

GET - BMC ¥ &% H
HE 0 GET J5 ¥Ae 3 55 38 1915 W H 36 4% H o 0 B

#HR URL
GET https:// <«BMC_ IPADDR>Iredfish/vl/Systems/1/LogServices/Diagnosticlog/Entries

BERIEX

"

M 7 1E 32

Wiy )52 2 A 2 DA T S 5 JSON MR :

Y B KK ik

Id FRE | WIREBIERAN “Manager” , MILEN “FFDC” [
WRBIERAN “0S” , MILEN “FailureScreen”

Name ¥ “FFDC” 8 “Failure Screen”

Created PR | B8 H &K E WMNE,

EntryType FREE | HERHMRERA, HBAEERN “Oem” ,

OemRecordFormat PR | WARAKXB RN Oem, NHKEEFH X OEM H L FH M

HHE LS. HEKE NLenovo,
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TB KRR ik

Description P “This resource is used to represent a log entry for log
services for a Redfish implementation.”

AdditionalDataSizeBytes | #3(  | FFDC SO/ sk 80 W54 BB SCHF K/,

WARZWRAEATH, WRKILEEN 0,

AdditionalDataURI R E | Bt XCC HTTPS R55# H TARE 2 W BUiE 1Y URI,
WARZWBIEAFH, WK EE N null,
DiagnosticDataType FAFH | WRE XCC FFDC, WA “Manager” ;

AR BRI, WA “os” .

: [1] “FFDC” & “H RS BEHEIEKE” W45, X4 Lenovo BMC 2 Wi ¥

REREB

HTTP R WIRWAE ID
500 InternalError
Bl

i& 8] LR 75 45 JSON Fii ¥ -

{
“@odata.etag": "\"9d7h4a21075d359976eal\"",

“Description”: "A collection of DiagnosticLogEntry resource instances.",
“Members@odata.count”: 2,
"“Members": [

{
"@odata.etag”: "\"34d175e8h88124292cd\"",
"Description”: "This resource is used to represent a log entry for log services for a Redfish
implementation.”,
"OemRecordFormat": "Lenovo",
"@odata.context": "/redfish/vl/$metadata#logEntry.LogEntry",

"DiagnosticDataType": "Manager",

"EntryType": "Oem",

"@odata.type": "#LogEntry.vl_11 0.LogEntry",
"Id": "FFDC"’

"Name": "FFDC",

"AdditionalDataSizeBytes": 0,
"@odata.id": "/redfish/v1/Systems/1/LogServices/DiagnosticLog/Entries/FFDC",
"AdditionalDataURI": null

"@odata.etag”: "\"3829a0d5h4002665519\"",

"Description”: "This resource is used to represent a log entry for log services for a Redfish
implementation.",

"OemRecordFormat": "Lenovo",

"@odata.context": "/redfish/vl/$metadata#logEntry.LogEntry",

"DiagnosticDataType": "0S",

"EntryType": "Oem",

"@odata.type”: "#LogEntry.vl 11 0.LogEntry",

"Id": "FailureScreen”,

"Name": "Failure Screen",
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"AdditionalDataSizeBytes": 0,
"@odata.id": "/redfish/v1/Systems/1/LogServices/DiagnosticLog/Entries/FailureScreen",
"AdditionalDataURI": null
}

1,

"Name": "DiagnosticLogEntryCollection”,

"@odata.type": "#LogEntryCollection.LogEntryCollection",

"@odata.id": "/redfish/v1/Systems/1/LogServices/Diagnosticlog/Entries",

"@odata.context": "/redfish/vl/$metadata#logEntryCollection.LogEntryCollection"
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F14EF RFHR/E

%R Memory
BB T KA HEA Redfish LI N 1E,

FRE R DIMM i 1 % &
gy /redfish/v1/Systems/1/Memory/{1-N}
P21y Ay MemoryCollection_vl.xml

Memory_vl.xml

GET - RESBRNEES

il GET J7 4 & Redfish IR 550 NAEE G T g 1k,

&R URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/Memory

FREX
P

e R 1E X

B R ik

Name PR “Memory Collection”

Members A Wi: WERELCENTIHEERE

Description FIT B “A Collection of memory resource instances.”

RERE

HTTP RN

HMRWEE D

500

InternalError

]
1& [51 PLF 75 45 JSON Fi B -

{

"Members": [

{

"@odata.id": "/redfish/v1/Systems/1/Memory/1"
8
{

"@odata.id": "/redfish/v1/Systems/1/Memory/2"
|8
{

"@odata.id": "/redfish/v1/Systems/1/Memory/3"
8

© Copyright Lenovo 2018, 2024
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"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

"@odata.id":

“/redfish/v1/Systems/1/Memory/4"

“/redfish/v1/Systems/1/Memory/5"

“/redfish/v1/Systems/1/Memory/6"

“/redfish/v1/Systems/1/Memory/7"

“/redfish/v1/Systems/1/Memory/8"

“/redfish/v1/Systems/1/Memory/9"

“/redfish/v1/Systems/1/Memory/10"

“/redfish/v1/Systems/1/Memory/11"

“/redfish/v1/Systems/1/Memory/12"

“/redfish/v1/Systems/1/Memory/13"

“/redfish/v1/Systems/1/Memory/14"

“/redfish/v1/Systems/1/Memory/15"

“/redfish/v1/Systems/1/Memory/16"

“/redfish/v1/Systems/1/Memory/17"

“/redfish/v1/Systems/1/Memory/18"

“/redfish/v1/Systems/1/Memory/19"

“/redfish/v1/Systems/1/Memory/20"

“/redfish/v1/Systems/1/Memory/21"

“/redfish/v1/Systems/1/Memory/22"

“/redfish/v1/Systems/1/Memory/23"
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"@odata.id": "/redfish/v1/Systems/1/Memory/24"

"@odata.id": "/redfish/v1/Systems/1/Memory/0em/Lenovo/HistoryMemMetric"

}
l,
"Oem": {
"Lenovo": {
"HistoryMemMetric": {
}
}

}

@odata.type": "#MemoryCollection.MemoryCollection",

"@odata.id": "/redfish/v1/Systems/1/Memory",

“Name": "Memory Collection",
"@odata.etag": "\"a2fh3627522630e8h7fe2\"",
"Members@odata.count": 24,

"Description

GET - AEE
il GET 77 ¥k & Redfish 551 Memory % U5 H i) J& 1t

F3RK URL

A collection of memory resource instances."

GET https://<BMC IPADDR>Iredfish/v1/Systems/1/Memory/1-{N}

BRIEX
T
M 7 1E 32
B k¥ ik
Name FAF WHEZ R,
Description FRF “This resource is used to represent a memory for a Redfish
implementation.”
SerialNumber | S4FH# | WNAEHFAIS, WRNEAEAE, WILEDY null 52,
VolatileRegion- FAF Sy R B KN, DR (MiB) AL,
SizeLimitMiB
MemoryDevice- FIFH WA RR G R,
Type
Id FAF WT# ID,
MemorySubsys- FAF HWHNEFERBEHNGEFREEHZ™ 5 ID,
temControllerPro-
ductID
Links PO 8
Chassis Bz 8 I N A A B HLAE Y B
MemoryMedia A I Y A7 3 B YA )T
PartNumber FR 7= EEaS,
DeviceID@Red- FRF HEHCHM. 8 H ModuleProductID,
fish.Deprecated

14 E,ORSH/BHR
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TR RH ik
MemoryLocation PO e
Channel B WHRSERIINEERS
MemoryCon- A WK S ERIINNFRH RS
troller
Slot B WHKSERFINFEME (slot) 5.
Socket BB WHRFEZRZ Y (socket) %5,
MemorySubsys- FAF WHET REEH M HER ID,
temController-
ManufacturerID
MemoryType SR | VR,
DeviceLocator P NEIEZEFEFEPHARE,
RankCount B WA & r] )5
SubsystemVen- FIFH HEECHF M, %N MemorySubsystemControllerManufac-
dorID@Red- turerID,
fish.Deprecated
VendorID TR HBERIF ID,
Regions A WA PN EXELE B
Regions[N] pup 7
Regionld PR XK 1D,
MemoryClassi- | 24 H WFE 3L,
fication
SizeMiB B ARE.
SecurityCapabili- | %} 4 WH IR &L 26,
ties
VendorID@Red- FRH WEECHH. E%H ModuleManufacturerID,
fish.Deprecated
Location PO Jc
PartLocation paE 7c
LocationType FR A B Ar B 2R
ServiceLabel o] AL E AR 2,
LocationOrdi- HE TR E B F. WR LocationType H “slot” , 1 HGHL T
nalValue i 2 1, N LocationOrdinalValue N 2,
DeviceLoca- 25 B WEEE v4 1 0 EHF M., iE%H Location/PartLocation/Service-
tor@Redfish.Dep- Label,
recated
DataWidthBits B BRI (DA mBer) o
CapacityMiB B WHEAR, DIJRFET (MiB) JEAL
Description FAF “This resource is used to represent a memory for a Redfish

. . b
implementation.
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B e AL ik
SubsystemDe- FAF WEECH M. E%H MemorySubsystemControllerProductID,
viceID@Red-
fish.Deprecated
Manufacturer 25 B N A7 28 11l 8 7
SubsystemDevi- PR FEZHZKS ID,
celD
OperatingMemo- | (41 W & X Fe N AR
ryModes
Status pOp 3 T
State FIFH PR IIR A
Health FAFH R IEITIR L.
BusWidthBits BB BT (DR BAL)
Operat- B WA RAMETHEE (DL MHz 3 MT/s HHAL, PGS E) .
ingSpeedMhz
ModuleManufac- 25 B WX ENHER ID,
turerID
BaseModuleType P NI By LRl AL e 2
SubsystemVen- ZH B FRGEBN ID,
dorID
Allowed- ¥l DEAR A 1 28 S FF IR L
SpeedsMHz
ModuleProductID | G245 7= ID,
DevicelD FRF ¥ 1D,
PersistentRegion- | #%) FEABEDX B R, PLRETT (MiB) AL,
SizeLimitMiB
NonVolatile- e 5 R WA AR (PL MiB BHAL) . X AEP 777E,
SizeMiB
VolatileSizeMiB B Gy RMEFR 4 WAE R A KN (BA MiB R BRAL)
CacheSizeMiB G BAEH A NERE R (PA MiB A #¥AL) . XX AEP 7£1E,
LogicalSizeMiB B BHRNARE KD (DL MiB H¥AL) . U AEP F1E,
FunctionClasses ¥eH T,
Metrics R % MemoryMetrics % 5 I B2,
MR
HTTP K&K BB A ID
500 InternalError

=

1& [51 DL R 7R 45 JSON Fli B -

{
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“SerialNumber": "132D7396",
“VolatileRegionSizeLimitMiB": null,
“MemoryDeviceType": "DDR4",
“Id": "12",
“MemorySubsystemControllerProductID": "0x0000",
"Links": {
“Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
}
1
“MemoryMedia": [
"DRAM"
l,
"Location”: {
"PartLocation”: {
"LocationType": "Slot",
"ServicelLabel": "DIMM 12",
"LocationOrdinalValue": 11
}
}

DeviceID@Redfish.Deprecated": "The property is deprecated. Please use ModuleProductID instead.",
"Memorylocation": {

“Channel": 2,
"MemoryController": 0,
“Slot": 12,
"Socket": 1
I8
"MemorySubsystemControllerManufacturerID": "0x0000",
“MemoryType": "DRAM",
"Devicelocator": null,
“DataWidthBits": null,
ODem": {
"Lenovo": {
"@odata.type": "#LenovoMemory.vl_0_0.LenovoMemory",
"FruPartNumber": ""
}
b
“Devicelocator@Redfish.Deprecated": "The property is deprecated since v4_1 0.
Please use Location/PartLocation/Servicelabel instead.",
"RankCount": 3,
“BaseModuleType": "LRDIMM",
"OperatingSpeedMhz": 21333,
“VendorID": "Micron Technology",
“Regions": [],
"ModuleProductID": "0x0000",
"@odata.id": "/redfish/v1/Systems/1/Memory/12",
“VendorID@Redfish.Deprecated”: "The property is deprecated.
Please use ModuleManufacturerID instead.",
"@odata.type": "#Memory.vl_9_1.Memory",
“SecurityCapabilities": {},
"@odata.etag": "\"e01lé6cdc90fe3599856ff\"",
"CapacityMiB": 65536,
“Description": "This resource is used to represent a memory for a Redfish implementation.",
“AllowedSpeedsMHz": |
0
1,
“Manufacturer": "Micron Technology",
"SubsystemDeviceID": "0x0000",
“OperatingMemoryModes": [
"Volatile"
1,
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"Status": {
"State": "Enabled",
“Health": IIOKII

}

SubsystemDeviceID@Redfish.Deprecated": "The property is deprecated.
Please use MemorySubsystemControllerProductID instead.",

"PartNumber": "72ASS8G72LZ-266B2",

"ModuleManufacturerID": "0x2c80",

"SubsystemVendorID@Redfish.Deprecated”: "The property is deprecated.
Please use MemorySubsystemControllerManufacturerID instead.",

"SubsystemVendorID": "0x0000",

"DeviceID": "DIMM 12",

“Name": "DIMM 12",

"BusWidthBits": null,

"PersistentRegionSizelimitMiB": null,

"VolatileSizeMiB": 65536,

"FunctionClasses": [

"Volatile"
]

&R PCleDevice
B T R AHA Redfish SZHLH PCle K%,

PR R PCle &R K&
PR EE 12 Iredfish/v1/Chassis/1/PCleDevices/{Location}

(Location = ob_X 3 slot_Y)

ZE A A PCIeDevice_vl.xml

GET - PCle 2 & &4
i/ GET /¥ K& Redfish IR 551 PCleDevice £ H 8

HR URL
GET https:// <BMC_IPADDR>Ivedfish/v1/Chassis/1/PCleDevices

BRIEX
7o
) B 1E 3
TR e 3| ik
Name FRE | “PCleDevicesCollection”
Members e Hi: PCleDevices JG % I 5| 8,
Description FHFH | “A collection of PCIeDevice resource instances.”
RAERB
HTTP RER BRI L ID
500 InternalError
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{
“Members": [
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/obh_1"
})
{
"@odata.id": "/redfish/v1l/Chassis/1/PCleDevices/ob_2"
},
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/oh_3"
})
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/ob_4"
},
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_2"
})
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot 3"
},
{
"Qodata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_13"
}
1,
“@odata.etag”: "\"4a293cc07e9e2aecadb2\"",
"@odata.context": "/redfish/vl/$metadata#PCIeDeviceCollection.PCIeDeviceCollection”,
"@odata.id": "/redfish/v1/Chassis/1/PCIeDevices"”,
"Members@odata.count”: 7,
“Description”: "A collection of PCIeDevice resource instances.”,
“Name": "PCIeDeviceCollection”,
"@odata.type": "#PCIeDeviceCollection.PCIeDeviceCollection”
}

GET - BR5588 PCle &%
il GET J7 %/ & Redfish IR 551 PCIeDevice ¥t H 1) 1o

#HR URL
GET https://<«BMC_IPADDR>Iredfish/vl/Chassis/1/PCleDevices/{Location}

BERIEX

T

M B IE 3

TR e ik

Id FREE | 1d BT E—FR IR PCIe &,
DeviceType PR | Ib PCle K& M & A,
FirmwareVersion FREE | M PCle %45 1Y AR RRAS

SKU FRH | X R PCle &M SKU,
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TR KRR #iid
PCleFunctions IOE 3 HI>k PCleFunctions M ##%.
Links IES J& T
Chassis g HLAE 98 IR M B
PClIeFunctions HERZ HI>% PClIeFunctions M5,
Links/PClIeFunctions@ PR | WEMECH M. %% PCleFunctions.
Redfish.Deprecated
Manufacturer FRH | XA PCle R A MBIET.
Model FREH [ X PCIe MBS,
Name TR | UL PCIe %% VPD HHIR A, WREREK PCle 5, i
HERRFEM “(onboard)” .
WREA VPD BE, EEEK N “Adapter” .
PartNumber FRFE | Ik PCle A WHMES
SerialNumber FRH | It PCle R&HIFHIS,
PClelnterface R iX L JE P B A 8 He Redfish SEHLAY PCIe #2 H#IRE X
LanesInUse BB B3 % B Y PCle EIEXL
MaxPCleType FREE | MR SRR PCle MLYE MY IR AR o
MaxLanes BE i % X PClIe 8IE %,
PClIeType FRE | IEEME A PCle BLYEMARA,
Status MR J& It
State F4% | Enabled
Health PR | BARREERZTRURE,
Description PR “This resource represents the properties of a PCIeDevice
attached to a System.”
Slot IE CJEIT
Location PO 3 [EY5i8
InfoFormat TR | Info BIEMME R, “Slot X” 5 “OnBoard” .
Info FREH | REHMAAE: Slot (N} (N E#M%S) 3 “OnBoard” .
PartLocation PO 8 59,25
R
ServiceLabel P WA BENRE,
% T PCleCard, N “PCle X” (X ZH#MHT) .
X FMREEA, EA “OnBoard” .
LocationType PR | PCle A MIALE R, FEMH: Slot
LocationOrdinalValue | #%{ FREALE BT, WH LocationType N “slot” , Tl
HeH T 2 #, W LocationOrdinalValue 4 2,
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RERD

HTTP R WMREE ID
500 InternalError
Bl

&[5 DL R 7 ] JSON Mg ¥ -

{

"PCIeInterface"”: {
"LanesInUse": 8,
"MaxPCIeType": "Gen4",
“MaxLanes": 8,
"PCleType": "Gen4"

1
“FirmwareVersion": "52.22.0-4475",
“Slot": {
"Location": {
“InfoFormat": "Slot X",
"PartLocation": {
"Servicelabel": "PCIe 2",
"LocationType": "Slot",
"LocationOrdinalValue": 2
1
"Info": "Slot 2"
}
}

“PartNumber": "SR17A32440",
“SKU": "01PE818",
"Links": {
"Links/PCIeFunctions@Redfish.Deprecated": "The property is deprecated. Please use PCIeFunctions instead.",
“Chassis": [
{
"@odata.id": "/redfish/v1l/Chassis/1"
}
l,
"PCIeFunctions”: [
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_2/PCleFunctions/slot_2.00"
}
]
1,
"@odata.etag": "\"907h2398ed42d2ff67233e\"",
"PCIeFunctions”: {
"Qodata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_2/PCleFunctions”
1
“Description": "This resource represents the properties of a PCIeDevice attached to a System.",
"Status": {
"Health": "0K",
"State": "Enabled"
I8
“Name": "ThinkSystem RAID 940-161i 8GB Flash PCIe Gen4 12Gb Adapter",
“@odata.type”: "#PCIeDevice.vl_9 0.PCIeDevice",
"DeviceType": "SingleFunction”,
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_2",
"@odata.context": "/redfish/vl/$metadata#PCIeDevice.PCleDevice"”,
“Oem": {

,
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“SerialNumber": "L1FM195SA55",
"Model": "SAS3916",
"Id": "slot_2",
"Manufacturer": "Lenovo"
H
"SerialNumber": null,
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_3",

"Links": {
“Links/PCleFunctions@Redfish.Deprecated": "The property is deprecated. Please use PCIeFunctions instead.",
"Chassis": [
{
"@odata.id": "/redfish/v1l/Chassis/1"
}
1,
"PCIeFunctions”: [
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_3/PCIeFunctions/slot_3.00"
}

]

H
"PCIeFunctions”: {

"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_3/PCIeFunctions”
5
"PCIeInterface”: {

“LanesInUse": null,

"MaxLanes": null,

“MaxPCIeType": "Gen3"

I3

“PartNumber": null,

“Description”: "This resource represents the properties of a PCIeDevice attached to a System.",
"FirmwareVersion": null,

"Status": {

"State": "Enabled",

"Health": "0K"

I3
"Name": "Adapter",

"Id": "slot_3",

“Oem": {

"Lenovo": {

"@odata.type": "#LenovoDeviceInfo.vl_0_0.LenovoDeviceInfo",
"Location": {
"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PCIe 3",
"LocationOrdinalvalue": 3
I
"InfoFormat": "Slot X",
"Info": "Slot 3",
"Info@Redfish.Deprecated": "The property is deprecated. Please use PartLocation instead.",
"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."
}

}

5
"@odata.type": "#PCIeDevice.vl_4 _0.PCIeDevice",

"SKU": null,

"Manufacturer": null,

"@odata.etag": "\"e7a9ch060992cf9c73f21a48370932h8\"",
“Model": null,

“DeviceType": "SingleFunction”
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%R PCleFunction
E B T REAEA Redfish EFLA PCle ZhfgfE B,

PR PCle 2 RE I £ B
IR A2 Iredfish/v1/Chassis/1/PCleDevice/{De-

vice_id}/PCleFunctions/{Location}

(Location = ob_X.YY 5 slot W.ZZ)

1LY ARy LD PCIeFunctionCollection_v1.xml

PClIeFunction_vl.xml

GET - PCle Thge &4
il GET J7 /& Redfish ]k 55 PCleFunction % & g 1t

#HR URL
GET https://<BMC_IPADDR>Iredfish/v1/Chassis/1/PCleDevices/{Device_id}/PCIeFunctions

BRIEX
y
M Bz IE 3X
=324 B ik
Name FIF “PCleFunctionCollection”
Members A Ti: PCleFunction JCE 1 5| 8
Description FIT R “A collection of PCIeFunction resource instances.”
MRAERB
HTTP K& WMREE ID
500 InternalError
T~
i& [51 DL R 7 45 JSON Fli B :
{

"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_2/PCIleFunctions",
"@odata.etag": "\"2f750a2aacéa296882c\"",
"@odata.context": "/redfish/vl/$metadata#PCIeFunctionCollection.PCIeFunctionCollection”,
"Members": [

{

"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_2/PCleFunctions/slot_2.00"

}
l,
“Members@odata.count”: 1,
“Description”: "A collection of PCIeFunction resource instances.”,

“Name": "PCIeFunctionCollection”,
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"@odata.type": "#PCIeFunctionCollection.PCIeFunctionCollection”

}

GET - BR%538 PCle IhEERY Th&E
i GET J7#:# & Redfish IR 551 PCIeFunction ¥ )8 1.

HR URL
GET https://<BMC_IPADDR>Iredfish/v1/Chassis/1/PCIeDevice/{Device_id}/PCleFunctions/{Location}
BERIEX
7
0a 81 1E 32
My 2 2 4 &5 DA T S50 JSON M4
TR ey #iik
Id PR [ 1d BIEH T HE—t5 R PCIe ZfE,
ClassCode FREE | M PCIe ZhREM A HIRAD,
Description PR “This resource represents the properties of a PCIeFunction
attached to a System.”
DeviceClass FRE | I PCIe ZhRERY T,
Deviceld FRHE | Ik PCle ZhEMA ID,
Functionld FRFE | PCle BhfBARINST.
FunctionType =25 | Physical
Links R J& It
Drives WA H X Drive ¥EIRM R,
EthernetInterfaces B #5% EthernetInterface %5 M,
StorageControllers ¥l F% StorageController ¥§ ) 8%,
PCIeDevice B #i2% PCleDevice ¥ U5 I 4%
NetworkDeviceFunctions | #54% F 2% NetworkDeviceFunctions 9% I 5
Name PR | VPD PHIRG + BE&GS . REMS. DM T,
WREA VPD BdE, M “Adapter” RE R A,
Status PUE 3 J& It
State 5B Enabled
Health FR OK
HealthRollup FRE | M PCle EMBITRIL, THEMMEN “OK” . “Warning”
1 “Critical”
Revisionld YA | M PCIe DhREIE1IT ID,
SubsystemId P | Ik PCIe DIREMIF RS ID,
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TB KRR ik

SubsystemVendorld FAEH | b PCIe HhREM 7 RGN R ID,

Vendorld ZE | it PCIe ZhEER LN T ID,

RERD

HTTP RN WP A ID

500 InternalError

i
1B 18] DL 78 4] JSON' i ¥ -

{
“FunctionId": 0,
"SubsystemId": "0x060c",
"ClassCode": "0x010400",
“FunctionType": "Physical”,
“SubsystemVendorId": "0x1d49",
"Links": {
"PCIeDevice": {
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot 2"
h
"StorageControllers": |
{
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot2#/StorageControllers/0"
}
1,
"Drives": [
{
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot2/Drives/Disk.0"
b
{
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID Slot2/Drives/Disk.1"
}
]
I8
“DeviceClass": "MassStorageController”,
“@odata.etag": "\"6bbb730cc84e2aefbod4\"",
“Description”: "This resource represents the properties of a PCIeFunction attached to a System.”,
"Id": "slot_2.00",
“Name": "ThinkSystem RAID 940-161i 8GB Flash PCIe Gen4 12Gb Adapter 6a:00:00",
“@odata.type": "#PCIeFunction.vl_3_0.PCIeFunction”,
“@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_2/PCleFunctions/slot_2.00",
“Status": {
"Health": "0K",
"State": "Enabled",
"HealthRollup": "0K"
I8
“RevisionId": "0x00",
“VendorId": "0x1000",
"@odata.context": "/redfish/vl/$metadata#PCIeFunction.PCIeFunction”,
“Deviceld": "0x10e2"
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%R PCleSlot

LI TR A HEA Redfish SLHLH PCIe il

R PCle 1 % &
R R /redfish/v1/Chassis/1/PCleSlots
BR A A PClIeDevice_vl.xml

GET - BR%588 PCle 1@fg
i | GET Jj ¥4 %& Redfish R 55 # PCleSlots H1 i J& 1,

ER URL

GET https:// <BMC_IPADDR>Iredfish/v1/Chassis/1/PCleSlots

BRIEX
Jo
I R 1F 32
FB K ik
Id FH | “PCleSlots”
Name FREHE | “PCle Slots”
Description FHH | “This resource shall be used to represent a set of PCle
slot information for a Redfish implementation.”
Slots R PCI #5884,
Links X4 5 Slots HH 5% i - Ath 9% 5 A B 42
PClIeDevice R F % PCleDevice 554,
HotPluggable i /R 878 L PCle #iH 2 & 3 F7 B 1K
Location PUE 3 PCle i MHLE .
PartLocation xR AL E
ServiceLabel FREE | BAALE MRS, W PCle X (X RFEMMS)
LocationType FREE | EAERALE KA, W “slot”
LocationOrdinalValue | £ | SRR HAALE BT,
WHR LocationType N “slot” , Tith A G FHEE 2 1, W
LocationOrdinalValue J 2,
InfoFormat FRE | Info BHEMER, HAREN “Slot X7
Info FRE | REMAE: Slot X (X EMilHS)
Info@Redfish.Depre- FHE | WEECHM. BB PartLocation,
cated
InfoFormat@Red- PR | WWEECHM. B8 PartLocation,
fish.Deprecated
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TR B g
Status poE PCleSlots HPRZAFIZ TR,
State PR PCleSlots I AR, Ul enabled, disabled.
Health FRE | BRRTEABETRIRE,
MRAER
HTTP R WMREE ID
500 InternalError
T~

i& [ DL R 7R 45 JSON Hii B :

{
“Name": "PCIe Slots",
"@odata.type": "#PCIleSlots.vl_1 1.PCIeSlots",
"@odata.id": "/redfish/v1/Chassis/1/PCIeSlots",
“Id": "PCIeSlots",
"@odata.etag": "\"cc0d3éeaddé7ad5054edfaaadfhe2893\"",
“Slots": [
{
"Location”: {
"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PCIe 4",
"LocationOrdinalValue": 4
5
“InfoFormat": "Slot X",
“Info": "Slot 4",
"Info@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."”,
"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."
1
"HotPluggable": false
"Links": {
"PCIeDevice": [
{
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_4"
}
]
1,
"Status": {
"State": "Enabled",
"Health": "OK"
}
}
1,
“Description”: "This resource shall be used to represent an set of PCIe slot information fora
Redfish implementation."”

}

&R Processor
IR T RN HA Redfish LB BEZS
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PR R

SCHF S0 B g R

gy /redfish/v1/Systems/1/Processors/{1-N}
Py A Ryl ProcessorCollection_vl.xml

Processor_vl.xml

GET - B &ES

f# H GET Jj 4% Redfish R 55 00 B35 45 & 0 1 g 1k,

&R URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/Processors

FERIEX

7

e R IE X

Wi 7 2 £ 55 DL S50 JSON X 4

B i)

il i

Name R

(13 . b2
ProcessorCollection

Members e gil

Bi: A PHLE BHIROC R M 51 L

Description FR

(13 . . b4l
A Collection of Processor resource instances.

RERD

HTTP RERY

WRW A ID

500

InternalError

]
1R 18] PR 7545 JSON Wi 1«

{

"Members": [

{

"@odata.id": "/redfish/v1/Systems/1/Processors/1"

1
{

"@odata.id": "/redfish/v1/Systems/1/Processors/2"

I8
{

"@odata.id": "/redfish/v1/Systems/1/Processors/GPU1"

}
]!
"Oem": {
“Lenovo": {
"HistoryCPUMetric": {

"@odata.id": "/redfish/v1/Systems/1/Processors/0em/Lenovo/HistoryCPUMetric"

}
}
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1

"@odata.type": "#ProcessorCollection.ProcessorCollection”,
“@odata.id": "/redfish/v1/Systems/1/Processors",
“Name": "ProcessorCollection”,

“@odata.etag": "\"3déb38a53hed29662db\"",
"Members@odata.count": 3,

“Description”: "A collection of Processor resource instances."

GET - CPU B &
i | GET J5 4% Redfish RSB CPU %1 8 1,

#E3R URL
GET https://<BMC_IPADDR>[redfish/v1/Systems/1/Processors/{1-N}

BRIEX
"
M R IE 3
B 3 ik
Description FHFH | “This resource is used to represent a processor for a
Redfish implementation.”
TotalEnabledCores A BEAL PEES T F B SR
Id FHE | 1~N), N =1 - QHEBEE,
InstructionSet FRH | R Status.state AFELE, WA null, FNH “x86-64”
Manufacturer FREE | AR E R
MaxSpeedMHz B Ak BEES P B K I B BE
Model PR | BRI E RAS,
Name PR | “Processor {N}” , N Uik FE2S A1 4 5 .
SerialNumber FREE | BB MT S,
PartNumber FRE | RIS,
Version FRE | 5 Model J& 1,
ProcessorArchitecture FRH | WR Status.state AFEFE, NN null, WK “x86”
Processorld PUE EYESiE
EffectiveFamily PR | B NE R RS,
EffectiveModel PR | BB,
IdentificationRegisters PR | B AR IR A (CPUID) BINA.
Microcodelnfo =25 | null
Step PR | AP M KAE .
Vendorld PR | BEALBRES M BE S B AR IR
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FB K g
ProtectedIdentification- PR | AR BRER M Z R AR IR S,
Number
ProcessorType FAF “cpu”
Socket FRFER | A BT 0 AR S AL
Status POE BEUTILTR
Health PR | I BEERMIETRL. RN “OK” . “Warning” il
“Critical” . W Status.state NETE, MEERIH,
State F5H | “Enabled” : BB FLE
“Absent” : LI ATELE
TotalCores e I A B P A A B AR
TotalThreads LIS I A0 B 25 3 H5 1 BT ER AR B
Location R Ao PRES AL E
PartLocation PO 3 AL E
LocationOrdinalValue | %% FORE AL E B
WR LocationType N “slot” , TijUbHIGA T HitE 2 &, W
LocationOrdinalValue J 2,
LocationType R g:l} AL E KR, W slot. bay M socketo M50 A 465N
Socket”
ServiceLabel PR | B E AR, 022 B4 PR SR AR 2
TDPWatts B VARL R AL BUE Bk it sh & (TDP)
Metrics T 5 AL BRAR SCHR Y HR AR 1 BE R
ProcessorMemory i HEEED A B8 s 4R B A AL BEES TP I N AF
MemoryType FREE | DAL BEESE A N A KA,
CapacityMiB B WHEAR (DL MiB HHAL)
IntegratedMemory i /R N ARE PSSR YRS E I
SpeedMHz BB WHRBEITEE (DL MHz AL
Links pup 3 &It
Chassis W Iredfish/v1/Chassis/1/
RAERB
HTTP K& WIRWAE ID
500 InternalError
T~

1R 18] PR 7545 JSON Mg J :

{

“Id”:” EnvironmentMetrics”,
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“Name”:” GPU1 EnvironmentMetrics”
"@odata.type": "#EnvironmentMetrics.vl_2_0.EnvironmentMetrics"”,
"@odata.id": "/redfish/v1/Chassis/1/EnvironmentMetrics",

"@odata.etag": "\"3déh38a53hed29662db\"",
This resource shall represent an environment metrics for a Redfish implementation.",

“Description":
“Powerhatts”: {

“DataSourceUri”:” /redfish/v1/Chassis/1/Sensors/GPUl_Power”,

“Reading”:60

GET - GPU B

il GET J7 %4 & Redfish IR0 GPU IR KB #:,

#3R URL
GET https://<«BMC_IPADDR>Iredfish/v1/Systems/1/Processors/GPU{1-N}
BEREX
7
g Bz 1E XX
B IR ik
Description AT “This resource is used to represent a processor for a
Redfish implementation.”
Id FHHE | GPUNY, N Z2HAHZMHERG, M1 Ik,
Manufacturer FRE | PR E
Name FREH [ “GPU N}, NEZM 1 FFHRIERIS,
SerialNumber FREE | BB MT S,
PartNumber FRH | AL BEER B AR S
FirmwareVersion FRHE | M GPU B AR,
Processorld NES CREIF
Vendorld R | BALBEAS BB R AR IR
ProcessorType P “GPU”
Links ISE S J& It
Chassis iR /redfish/v1/Chassis/1/
PClIeDevice REHE It GPU PCleDevice %
PCleFunctions e It GPU PCleFunction 8%
RERD
HTTP RERH HRMAE D
500 InternalError
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]
1& [51 PLF 7R 45 JSON Hi B -

{
"Oem": {
I8
"FirmwareVersion": "5.0.0.0",
"ProcessorId": {
"VendorId": "0x8086"
I8
"Links": {
"PCIeFunctions": [],
"Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
8
“PCIeFunctions@odata.count”: 0,
"PCIeDevice": {
"@odata.id": "/redfish/v1/Chassis/1/PCleDevices/slot_3"
}
I8
"Description": "This resource is used to represent a processor for a Redfish implementation.",
"@odata.id": "/redfish/v1/Systems/1/Processors/GPU1",
“Id": "GPU1",
“Name": "GPU 1",
"@odata.type": "#Processorvl_14_0.Processor",
"Manufacturer": "Intel Corporation”,
"@odata.context": "/redfish/vl/$metadata#Processor.Processor”,
"ProcessorType": "GPU",
"@odata.etag": "\"550cc3d4d20a27ea8a9\"",
"SerialNumber": "WTPV22000136",
"PartNumber": "M85068-502"
}

GET - GPU EnvironmentMetrics & 1%
i GET 5 ¥4/ & Redfish IR 55 #) GPU EnvironmentMetrics % V5 B J&8 1 .

H: WEEANAERT AMD M R4+ % NVIDIA GPU % §##,

3R URL

GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/Processors/GPU{1-N}/EnvironmentMetrics

FREX
P/
g 7 1E 32
TR KM ik
Description FAFH “This resource shall represent an environment metrics for
a Redfish implementation.”
Id FIF “EnvironmentMetrics”’
Name FIFH “GPU{N} EnvironmentMetrics”
PowerWatts PO 8 B
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TB KRR ik

DataSourceUri FREH | “GPU{N}_Power” & 1 Redfish & /& 2% VIR I 12
Reading LS % T “GPU{N}_Power” &%,

REREBE

HTTP K& WMAMA ID

500 InternalError

Bl

i& [5 DL R 7 45 JSON Fli B :

{

“Id”:” EnvironmentMetrics”,
“Name”:” GPU1 EnvironmentMetrics”
“@odata.type": "#EnvironmentMetrics.vl_2_0.EnvironmentMetrics",
"@odata.id": "/redfish/v1/Chassis/1/EnvironmentMetrics",
"@odata.etag": "\"3déb38a53hed29662db\"",
“Description”: " This resource shall represent an environment metrics for a Redfish implementation.",
“PowerlWatts”: {

“DataSourceUri”:” /redfish/v1/Chassis/1/Sensors/GPUl_Power”,

“Reading”:60

&R ProcessorMetric
R BFEH T ERAE Redfish LR BLES,

PR B 1+ N (N: SZRAA PSS EOR)
Vg ¥z /redfish/v1/Systems/1/ProcessorSummary/Pro-
cessorMetrics

/redfish/v1/Systems/1/Processors/{1-
N}/ProcessorMetrics

Zu Ay ProcessorMetric_vl.xml

GET - A EEREEREMN
i H GET J7 ¥/ E Redfish 55 b BHL25 4% B 45 b b 04 g itk

E3R URL
GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/ProcessorSummary/ProcessorMetrics

ERIEX
7
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e B IE XX

TB RH ik

Id FAF e “ProcessorMetrics” .

Name TR “Processor Summary Metrics”

Description FIFH “This resource is used to represent processor summary

metrics for a Redfish implementation.”

BandwidthPercent PRE | ST REE S,

ConsumedPowerWatt P MBS hEE (DLEAEAL)
RERB

HTTP RER WMIRW A ID

500 InternalError

gt
A& 18] PR 7545 JSON Wi 1z «

{
"BandwidthPercent": 0,

"Description": "This resource is used to represent processor summary metrics for a Redfish implementation.",

"@odata.type": "#ProcessorMetrics.vl_0_1.ProcessorMetrics",

"@odata.id": "/redfish/v1/Systems/1/ProcessorSummary/ProcessorMetrics”,
"Id": "ProcessorMetrics",

"@odata.etag": "\"édedc04fhaeb3c9leec00838a25f9cIhb\"",

“Name": "Processor Summary Metrics",
“ConsumedPowerlWatt": 20

GET - & E eS8 EMRE T

i/l GET 77K %E Redfish IR 55 140 BLAS 845 Hh 04 g 4k

ER URL

GET https://<BNC_IPADDR>Iredfish/v1/Systems/1/ Processors/{1-N}/ProcessorMetrics
BERIEX

7o

) B 1E 3

FB XM ik
1d FAF H “ProcessorMetrics”
Name FIF “Processor Metrics” .
Description T H “This resource is used to represent a processor metrics

for a Redfish implementation.” °

ConsumedPowerWatt S I b 2SR FL A
TemperatureCelsius i b BE 2R R

14 E,ORSH/BHR
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RERD

HTTP R WMREE ID
500 InternalError
Bl

&[5 DL R 7 ] JSON Mg ¥ -

{

“Id": "ProcessorMetrics",

“TemperatureCelsius": 34,

"Name": "Processor Metrics",

“ConsumedPowerlWatt": 24,

“Description”: "This resource is used to represent a processor metrics for a Redfish implementation.",
"@odata.type": "#ProcessorMetrics.vl_1_0.ProcessorMetrics",

"@odata.id": "/redfish/v1/Systems/1/Processors/1/ProcessorMetrics",

"@odata.etag”: "\"2c50f0353a3827e65h4\""

%R MemoryMetrics
PR F R R 5 Redfish SCELM N AR TR AR 2,

FIRBE 1

PR B 15 /redfish/v1/Systems/1/MemorySummary/Mem-
oryMetrics

P AP Eis MemoryMetrics_vl.xml

GET - MemorySummary N FiEHrE
i H] GET Ji## & Redfish RS 1) Memory %5 9 i JE #:

HR URL
GET https://<BNC_IPADDR>Iredfish/vl/Systems/1/MemorySummary/MemoryMetrics
BEREX
7
g Bz 1E XX
TB KRR ik
Id P H “MemoryMetrics”’
Name TR “Memory Summary Metrics”
Description S H “The usage and health statistics for system memory
summary.
BandwidthPercent Bz WEFHEH4 L,
OperatingSpeedMHz B WHHZATEE (DA MHz 8¢ MT/s 9 584n, MAERmME) .
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RESRG

HTTP RERH WIRWAE ID
500 InternalError
Bl

1B 8] DL R 7 4 JSON Wi ¥ -

{
"OperatingSpeedMhz": 2933,
“BandwidthPercent": 0,
"@odata.type": "#MemoryMetrics.vl_3 0.MemoryMetrics",
“Id": "MemoryMetrics",
"@odata.id": "/redfish/v1/Systems/1/MemorySummary/MemoryMetrics",
"@odata.etag": "\"273ef9e516c225a3db1\"",

"“Name": "Memory Summary Metrics",

“Description”: "The usage and health statistics for system memory summary."

GET — Memory H Y A FIERE
il GET J5 #:# & Redfish IR 55 1) Memory % U5 1 i J8 #:

#E3R URL
GET https:// <BMC_IPADDR>Iredfish/vl/Systems/1/Memory/{N}/MemoryMetrics
ERIEX
P/
W3 R IF 3
B e8] ik
Id FHFHE | “MemoryMetrics”
Name FAF “Memory Summary Metrics”
Description FRHE | “The usage and health statistics for system memory
summary.
HealthData SR BEJT
AlarmTrips 4 R JF
Temperature AR | R R R
W WEEMGEHF Pmem, HWMEN “null” ,
SpareBlock i 7R S figh 5% % i B 2 F
E: WEECGEM T Pmem, ANEN “null” .
KSR
HTTP RAERH B A D
500 InternalError

14 E,ORSH/BHR
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{
"OperatingSpeedMhz": 2933,

"BandwidthPercent": 0,

“@odata.type": "#MemoryMetrics.vl_3_0.MemoryMetrics",

“Id": "MemoryMetrics",

"@odata.id": "/redfish/v1/Systems/1/MemorySummary/MemoryMetrics",
“@odata.etag": "\"273ef9e516c225a3db1\"",

“Name": "Memory Summary Metrics",

“Description”: "The usage and health statistics for system memory summary."
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F15F TFHERE

%R Storage

WHRBEH T EAEA Redfish LI E

PR R T i 1 ) 2 R
PR 2 /redfish/v1/Systems/1/Storage/{Id}
P21y Ay StorageCollection_vl.xml

Storage_vl.xml

GET - R RIBES
B GET Js A 38 I 95 45 077 B 4 1 VL1 1

&R URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/Storage

FREX
7

e R 1 X

Wi 7 & £ 45 DL S50 JSON X4

TR

e i)

ik

Members

Bl

Wi FEEOTER M SR R

Name

TR H

StorageCollection

Description

S

13 . . b4
A collection of storage resource instances.

RS REG

HTTP RAERG

MR AE ID

500

InternalError

Rl
& 18] DL 78 4] JSON i B -
{

"Members": [

{

"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot1"

I3
{

"@odata.id": "/redfish/v1/Systems/1/Storage/HBA_Slot10"

}’
{

© Copyright Lenovo 2018, 2024
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"@odata.id": "/redfish/v1/Systems/1/Storage/7MM "
"@odata.id": "/redfish/v1/Systems/1/Storage/M.2 "
"@odata.id": "/redfish/v1/Systems/1/Storage/Direct_Attached NVMe"
"@Qodata.id": "/redfish/v1/Systems/1/Storage/Direct_Attached_SATA"

"@odata.id": "/redfish/v1/Systems/1/Storage/VROC"

1,
"@odata.type": "#StorageCollection.StorageCollection",
“@odata.id": "/redfish/v1/Systems/1/Storage",
"Name": "StorageCollection”,

"@odata.etag": "\"3fe649519a8f27e9c28\"",
"Members@odata.count”: 7,

“Description”: "A collection of storage resource instances"”

GET - FHEHIREM
B GET J7 #5552 12 b R0 A

B3R URL
GET https://<BMC_IPADDR>[redfish/v1/Systems/1/Storage/{Id}
e Rz 1E XX
FB e 30| ik
Description LR “This resource is used to represent a storage for a Redfish
implementation.”
Id TR DE B IR B AR R AT
Links PO oE¥HF,
Enclosures BA HLAH BE IR B9 URT 511,
Enclosures[N] | x}4 ¥E%: Iredfish/vl/Chassis/1
Name FIF IR 2 TR
Status R CREIT,
State FAF “Enabled”
HealthRollup FRF FEoR IE BEIR B A B o i B AR s AT IR OUIR A
Health PR UEAE b8 B SRS AT IR VUG B, BIEEHIS . EEmE,
StoragePools Lt B AR A R R,
E: WIRAEGE R RAID Rt il ds, WK BoR x4,
StorageCon- ¥ e 39 A2 fi #4251 25 5 6L
trollers
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B &3] iR
StorageCon- pop 3 oREIT
trollers[N]
AssetTag FIFH I A A 4 ) 2 B B 7 A A
Support- i TG P 48 2 Fe ) RAID RAU4E
edRAIDTypes
Support- P H BRIt
edRAID-
Types[N]
FirmwareVer- | 2£f P 1 245 1) 1] A B o
sion TE: R EEG, W R A R e
PClelnterface | Xf% CEH,
W IR EN B RIER AR 7 R, WK BRI,
MaxLanes R ZH R PCle @B %L,
MaxPCI- B X FEW PCe LG M5 5 IRAR
eType
PCleType R IEFESE ) PCe BLIE MR A,
LanesInUse B ELEfE W) PCle HiE 3,
Identifiers ¥l Wi FEAEPE AR R AR
R |
H: QORI EEGE, W B AR R
Identifiers[N] | x4 CEH .
Durable- P “yuuip”
NameFor- T QR R EEG, WX 508K R
mat
Durable- FRF Ib A7 % 12 1 43 B9 UUID,
Name H: R R EEG, WX 508K KR
Manufacturer L A i s 1) 2 0 1 25 7
Model FIFH X A s ) A8 B B 5
Memberld FAE XA PR B AR IR AT
Name TR FE A% s 1 25 W9 44 % o
Cachesum- POE 7 fif 4 ) 285 Vo T R A Y KBRS B
mary W WIRGHERE M.2/7 2K NVMe 764, WX 508 B RS
TotalCache- | #¥y BeE M S HE LA (DL MiB HEAL)
SizeMiB
Persistent- B RGP RS (DL MiB W HAL)
Cache-
SizeMiB
Status R DU A7 % 1 ) 5% WO R R E A RS
State FIF W A7 s ) 2% B SR AE R B R ZS . WTBEMIAECH “Enabled” H1
“Disabled”
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T8 k¥ ik
Health FIF DG 7 A 47 1 2% W SR A T s AT IR UL o
Location R At H AR AL E ,
W WEIRGAEREEIERM, WX R
PartLocation | %}4 L A
Loca- R TN BT i 1 1) 23 AL B I B0
tionOrdi-
nalValue
Location- R “Slot”
Type
Eei‘viceLa- FIFH BEAE G 4 I 2% B IR S5 A5 25
e
SKU FAF DL A7 0% 5 ] 4% B9 SKU,
W WIRGAEREERM, W IR R R
ParNumber | i | SAeRAB AP
W WIRGAEREERM, W IR R R,
SerialNumber | 2% & MAE GG P 2% B 515
e WIRGAE R EERM, WS R
SpeedGbps | #(5 1 B8 B0 6 B BB
SupportedCon- | ¥4 X R T 5 A A 4 1 28 0 A W P R,
trollerProto-
cols
Supported- TR R B 5T
Controller-
Protocols[N] PClIe
SupportedDe- | ¥4 A hl s vl T 5 & %W T A ik
viceProtocols
Supported- TR AR “SAS” 1 “SATA” / “NVMe” ,
DeviceProto-
cols[N]
Status R IO A i s i % RS
State FAF DE A s 2 A RS
Health FAF AE G P 2% B iz R O
Drives A FE 3| By 35 b 1) 2% W TR 4%
Drives[N] R W
Volumes B Ak Er Lol s i E
Volumes[N] Xt 4 BEE
MRERB
HTTP K& WIRWAE ID
500 InternalError
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]
1& [51 PLF 7R 45 JSON Hi B -

{
“Drives": [
{
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot18/Drives/Disk.0"
}’
{
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot18/Drives/Disk.11"
}
l,
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot18",
"Volumes": {
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID Slot18/Volumes"
5
“StorageControllers”: [
{

"SerialNumber": "SP627P1828",
"SupportedDeviceProtocols": [
"SATA",
"SAS"
1,
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot184#/StorageControllers/0",
"AssetTag": "",
"MemberId": "0",
"Location": {
"PartLocation": {
"LocationType": "Slot",
"ServicelLabel": "PCI 18",
"LocationOrdinalValue": 18
1,
“InfoFormat": "Slot X",
“Info": "Slot 18",
"Info@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."”,
"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."”
}
"FirmwareVersion": "51.10.0-2837",
"Status": {
"Health": "0K"
I
“SupportedControllerProtocols”: [
"PCIe"
1,
“Name": "ThinkSystem RAID 930-16i 4GB Flash PCIe 12Gh Adapter",
“SKU": "01KN508",
"Oem": {
"Lenovo": {
"SupportedRaidLevels": "0/1/5/6/10/50/60",
"Battery": {
"SerialNumber": "7962",
"RemainingCapacity”: "3621",
"DesignVoltageMV": 9500,
"CurrentMA": 0,
"ProductName": "CVPM0O5",
"OperationalStatus": "Operational”,
"DesignCapacity”: "3063",
"VoltageMV": 9829,

%15 E. FiEE
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“TemperatureCelsius": 28,
“BatteryType": "TMMC",
"Manufacturer": "LSI",
"Chemistry": "EDLC",
"FirmwareDescription": "07251-00",
"FullChargeCapacity": "01"
I
"Mode": "RAID/JBOD",
"SupportedRaidlLevels@Redfish.Deprecated”: "The property is deprecated. Please use
SupportedRAIDTypes instead."”

}
1
"Identifiers": [
{
"DurableNameFormat": "UUID",
"DurableName": "0000000000000000500605B2016249C0"
}

1,
"PartNumber": "SR17A04506",
"SpeedGhps": 12,
"Manufacturer": "Lenovo",
"SupportedRAIDTypes": [
"RAIDO",
"RAID1",
"RAIDS",
"RAID6",
"RAID10",
"RAID50",
"RAID60"
1,
"Model": "SAS3516",
"CacheSummary": {
"Status": {
"State": "Enabled",
"Health": "Warning"
I
"TotalCacheSizeMiB": 4096,
"PersistentCacheSizeMiB": 128
}
}
1,
“Name": "RAID Storage",
“StorageControllers@odata.count”: 1,
“Id": "RAID_Slot18",
“@odata.type": "#Storage.vl_7_0.Storage",

"Links": {
"Enclosures": [
{

"@odata.id": "/redfish/v1/Chassis/1"
}

]
I
“Drives@odata.count": 12,
"@odata.etag": "\"f8bf8ed58a4584cf58cbala8eff8af13\"",
"Status": {

"State": "Enabled",

"Health": "0K",

"HealthRollup": "0K"
I8

“Description”: "This resource is used to represent a storage for a Redfish implementation.”

276 Lenovo XClarity Controller REST API 35/



&B Drive

WHRBEH T REAEA Redfish LIHEEE B

PR FH A7 22 ) i L 0 7 458 M
Vg g2 Iredfish/v1/Systems/1/Storage/Id/Drives/{Driveld}
p1Y Ay Drive_vl.xml

GET - HE#EHIEZEENEE
i GET J5 ¥k &R Mk 55 7% WO A8 35 S

E3R URL

GET https:// <«BMC_ IPADDR>Iredfish/v1/Systems/1/Storage/Id/Drives/{Driveld}

BERIEX
Jo
) B 1E 3
B FH g
AssetTag TR B I 2 B B 7 i
Description FIF “This resource is used to represent a drive for a Redfish
implementation.”
BlockSizeBytes | %5~ SR IR 2 By Jge /N v - Mk B ST Y KD
Capable- B IR IGRTE 28 P B P S O
SpeedGbs
CapacityBytes | ¥ UERE W RN (AP TTN AL
Encryption- FIF “None” fil “SelfEncryptingDrive” Z—
Ability
tEncryptionSta- EZiES “Unlocked” . “Locked” fl “Unencrypted” Z—
us
Negotiated- e AP 258 24 T 5 A s o 25 B A5 B, DL TJRAL/RD (Gbivs) N EAL,
SpeedGbs
HotspareType [ “24f Hi “None” il “Global” Z—
Id FAE 1 5 46 A 1D
FailurePre- i /R 6 718 T8 2 204 I R A T 000 2 PR R A R
dicted
Identifiers ¥l R FEA R
Identifiers[N] | %% S5
Durable- FIF “uuip”
NameFormat
DurableName | <244 A UUID 5 B
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FB K ik
Links R gt
Chassis P MLAE VR URI 51 H .
Volumes B LR A R ORI N R
Volumes[N] YR biE
PCleFunctions | {4l T 8% 7 42 1) PCIe ZhRE MY BEIREAL,
PCleFunc- iE o R
tions[N]
PhysicalLoca- | xj% WG B A
tion
PartLocation | %} 4 R E
LocationOr- | #&¥y TR T 25 Y AL B B B
dinalValue
LocationType | =45 “Bay”
ServiceLabel | 2% P 58 25 1 e 55 25
Info TR B WA G . WORAER R B LIB AL A 5 RAID, KF &% e
InfoFormat FIF R “sréot Number” o WIRGHZ EHE KGR K RAID, W &R0
J& T
Manufacturer | Z£F 5 g 25 1 1) X
MediaType FAF T 2 W A o K A,
Model S R WES,
Name FAF T 25 1 24 R
PredictedMe- | ¥(# 0-100, W RBHAEFMm,
diaLifeLeftPer-
cent
SKU S H JEAE & SKU,
StatusIndicator | 7 ff H REFHERTEPRE, H TR B NRERE R
PartNumber FIFH RS,
Protocol FIF LR £ T T 5 0 4 o 45 8 15 Y B 1
Revision TR B R 258 I /R A
Rotation- A s 25 1) %
SpeedRPM
SerialNumber | 5244 SN TIR=
Status AR S5
State FRF “Enabled”
Health PR R IE AT ROUE B

E: PR “Drive” W DAMIE S RAARERL, XU, #lin M.2 R EFNT NVMe i,
R R B AT REAR AT H
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RERB

HTTP RA&NR® WMRHE ID
500 InternalError
Pl
& 18] DL 78 4] JSON i ¥ -
{
"SerialNumber": "WOK02Y42",
"Id": "Disk.1",
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID Slot18/Drives/Disk.1",
"Revision": "L5AT",
"AssetTag": "",
"FailurePredicted": false,
"BlockSizeBytes": 512,
"HotspareType": "None",
"CapableSpeedGhs": 12,
"Identifiers": [
{
“DurableName": "",
"DurableNameFormat": "UUID"
}
1,
“StatusIndicator”: null,
"PartNumber": "SH20L60465",
"EncryptionStatus”: "Unencrypted",
"MediaType": "HDD",
“Description"”: "This resource is used to represent a drive for a Redfish implementation.",
Volumes": [],
“Chassis": {
"@odata.id": "/redfish/v1/Chassis/1"
I8
"PCIeFunctions”: []
I8
"RotationSpeedRPM": 10500,
"NegotiatedSpeedGhs": 12,
"@odata.type": "#Drive.vl_6_0.Drive",
"Status": {
"State": "Enabled"”,
"Health": "0K"
8
“Protocol": "SAS",
“Name": "3006B 10K 12Gbps SAS 2.5 HDD",
"PredictedMediaLlifeLeftPercent”: null,
"EncryptionAbility": "None",
"0em": {
“Lenovo": {
“DriveStatus": "Unconfigured good",
"@odata.type": "#LenovoDrive.vl_0_0.LenovoDrive"
}
}

"CapacityBytes": 300000000000,

"Physicallocation": {

"PartLocation": {
“LocationType": "Bay",
"ServiceLabel": "Drive 1",
“"LocationOrdinalvValue": 1

b
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“InfoFormat": "Slot Number",

"Info": "Slot 1",

"Info@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead.",
"InfoFormat@Redfish.Deprecated”: "The property is deprecated. Please use PartLocation instead."”

}

"Manufacturer": "LENOVO",

"@odata.etag": "\"9ed0621341deebbbe98hb40ddeebadsl\"",
"Model": "ST300MMO0048",

"SKU": "00FC612"

BB Volume

WL IR TR AFEA Redfish LK ELRE L.

PHR R F A 2 o 0 A BRI 6 2 i

Vg ¥z /redfish/v1/Systems/1/Storage/Id/Volumes/{Vol-
umeld}

Bty A Volume_v1l.xml

GET - HEH#ZEHIEZEEENS
i/l GET F ¥k RS54 008 R,

&3k URL

GET https:// <BMC_IPADDR>Iredfish/v1/Systems/1/Storage/Id/Volumes/{VolumeId}

0 Bz 1E XX
TB RH i
Description FAF e “This resource is used to represent volume in Redfish
implementation.”
BlockSizeBytes B RHRA 1 5 /N AT 41k BT Y R/
W WEORAEGEY 7 ZOKREk M2 FE6%, T e X 58 w5 B
AccessCapabili- | %4l SCRFRY 1O T W Rk
e P HURAEH M2 766, MR R
AccessGapabili- | /i | WHEMMN “Read” 1 “Write”
ties[N]
CapacityBytes By BRI RN (LA N BAL)
Id T | B ID
Links NES G,
Drives Bl T8 6 i B8 25 1 5| B
Drives[N] W i
RAIDType PR | B RAID 2%,
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B e 3l iR
Name FIF BiG BA
Status pop 3 BRIt
State FFFH | “Enabled”
Health FRE | WEBHETRI. TRMMEN “OK” . “Warning” M “Critical”
ReadCachePolicy | FfF i | $875 8 M B BUR A2 SR IG 128 .
W WEOREAER 7 ZOKEE M2 1%, TR R B B
ReadCachePolicy | =245 5 “Off’ . “ReadAhead” .
@Redfish.Allow-
ableValues W WRFAER 7 2k M2 765, W 00)E MK B B 8
WriteCachePolicy | 4 | R85 NEHFRIEILE,
T WIRAEMEN 7 ZORE M2 124, T g K B B
WriteCachePolicy | 24 “WriteThrough” . “UnprotectedWriteBack” fl “ProtectedWrite-
@Redfish.Allow- Back” .
ableValues
¥
o WIRTEGEN 7 2Kk M2 16k, 0] 0k I oK A 58 0B
o WIRAEGEN VROC F26if, WIILIEMEREN “Off” .
StripSizeBytes e 5 20 AL B W RS B B A i SR A B (2TT) B
W RGN 7 2K M2 76, IR 5% i Ba
DisplayName PR | HTwAENHA P TERE SRR,
T: WA 7 SRS M2 R, AT GO B
Actions X4 CEM.
W WRGEME 7 2K M2 fE6%, W0 I R 50K 9 Ba
#Volume.Initial- | %j4 BRIt
ize
Initialize- il Wi FRFH
Type@Red-
fish.Allowabl- WEC: 1
eValues
Initialize- ZRH | “Fast”
Type@Red-
fish.Allowabl-
eValues[0]
RS
HTTP RA&ERY HWBME D
500 InternalError
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{
“Id": "1t
“Links": {
"Drives": [
{
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot14/Drives/Disk.0"
}
]
1
“WriteCachePolicy@Redfish.AllowableValues": |
"WriteThrough",
"UnprotectedWriteBack",
"ProtectedWriteBack"
1,
“BlockSizeBytes": 512,
"AccessCapabilities”: [],
“DisplayName": "VD_0",
"ReadCachePolicy": null,
"ReadCachePolicy@Redfish.AllowableValues": [
"off",
"ReadAhead"”
1,
“@odata.type": "#Volume.vl_4_1.Volume",
"Status": {
"State": "Enabled",
"Health": "0K"
1
“Capacity”: {
"Metadata": {},
"Snapshot": {},
"Data": {}
b
"Name": "VD_0",
“Description”: "This resource is used to represent a volume for a Redfish implementation.",
“Actions": {
"#Volume.Initialize": {
"target": "/redfish/v1/Systems/1/Storage/RAID Slot14/Volumes/1/Actions/Volume.Initialize",
“title": "Initialize",
"InitializeType@Redfish.AllowableValues": |
"Fast"
]
}
I8
"Oem": {
“Lenovo": {
"DriveCachePolicy": "",
"@odata.type": "#LenovoStorageVolume.vl_0_0.LenovoStorageVolume",
"Bootahle": true,
"AccessPolicy": "",
“I0Policy": "",
"RaidLevel": "RAID 0"
}
}
“CapacityBytes": 238999830528,
“RAIDType": "RAIDO",
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot14/Volumes/1",
"@odata.etag": "\"8a2516f626f924f192e\"",
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"StripSizeBytes": 0,
"WriteCachePolicy": null
}

POST - 8l &%
il POST 0l iaib 5,

#ER URL
POST https:// <BNC_IPADDR>Iredfish/vl/Systems/1/Storage/{Id}/Volumes

BERIEX

B R ik

Name FRE | B 15 NFHFRH LR,

1

RAIDType FAFH | RAID #2185 #0245 5 36 5% 3 F5 1) RAID 2%,
bill |

CapacityBytes PR 2/0 1048576,

¥E 2

ReadCachePolicy | %45 H “Off” B “ReadAhead”

WriteCachePolicy | Z24f i “WriteThrough” . “UnprotectedWriteBack” B ‘“ProtectedWrite-
Back”

Oem/Lenovo/IOP- | 2578 [ “DirectlO” B “CachedlO”
olicy

Oem/Lenovo/Ac- | 2ffHi | “ReadWrite” . “ReadOnly” 5 “Blocked”
cessPolicy

Oem/Lenovo/Dri- | 24 5 “Unchanged” . “Disable” B “Enable”
veCachePolicy

1 R ATR, fERIEE AN N2 P4

W2 WEMEAERSERNKEITEA, Fik GET B/ HB iS5 POST #AE b 8% N A
A, MAER B /MEN 1048576 (1 MB = 1024 * 1024) .

) 82

M 7 & [ B 8 1 B 45 B o

RERB
HTTP RERY BN AL ID
201 Created
500 InternalError

1
VL PPl 2 POST IEX

{
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"Name": IIVD_4II’
"RAIDType": "RAIDO"
}

& 18] LT 75 4] JSON i 7

{
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot2/Volumes/23",
"Status": {
"State": "Enabled",
"Health": "0K"
1
"ReadCachePolicy@Redfish.AllowableValues": [
"off",
"ReadAhead"”
1,
“WriteCachePolicy@Redfish.AllowableValues": [
"WriteThrough",
"UnprotectedWriteBack",
"ProtectedWriteBack"
1,
“Oem": {
“Lenovo": {}

}

@odata.type": "#Volume.vl_4_1.Volume",
“Links": {
"Drives": []
1,
“Description”: "This resource is used to represent a volume for a Redfish implementation.",
"@odata.etag": "\"4eebd9ccabbc25aael2\"",
"Actions": {
"#Volume.Initialize": {
"target": "/redfish/v1/Systems/1/Storage/RAID_Slot2/Volumes/23/Actions/Volume.Initialize",
"title": "Initialize",
"InitializeType@Redfish.AllowableValues": [
"Fast"
]
}
}

ccessCapabilities": []

POST - Y1t &
il POST i &M it .

#HR URL
POST https:// <BMC_IPADDR>[redfish/v1/Systems/1/Storage/{Id}/Volumes/{VolumeId}/Actions/Volume.Initialize

BREX
B ey Wiid
InitializeType =y “Fast”
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e R

I

RERE
HTTP RER WMREE ID
204 NoContent
500 InternalError

Bl

PLF 7Bl POST 1E 3¢
{

“InitializeType”:”Fast”

}

PATCH - E¥T51RE
i Hl PATCH 75 ¥: B #7 Redfish R 55 # 3% d B8 1,

FHR URL
PATCH https://<BMC_IPADDR>!redfish/v1/Systems/1/Storage/{Id}/Volumes/{VolumeId}
BERIEX

EEH BB LW TR, P X g kvl DL R,

B RH e

Name PR | B2AEE 15 M E/ANH AR,

ReadCachePolicy | 245 “Ooff” 8 “ReadAhead”

Back”

WriteCachePolicy | 24 Hi “WriteThrough” . “UnprotectedWriteBack” B “ProtectedWrite-

Oem/Lenovo/IOP- | 2245 | “DirectIO” B “CachedIO”
olicy

Oem/Lenovo/Ac- | ZffH | “ReadWrite” . “ReadOnly” 5 “Blocked”
cessPolicy

Oem/Lenovo/Dri- | 2ff 5 “Unchanged” . “Disable” 3 “Enable”
veCachePolicy

' o

Wi 5238 151 B N 455 GET #RAEMH IR, (HBEH T 8 ik

RAREG
HTTP R&NRY BN A ID
200 OK
400 BadRequest
500 InternalError

%15 E. FiEE
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WHER, WRCKAENBIE, WREFHFAHE ID “ChassisPowerStateOnRequired” ] 400
HRIE K

=~

VAP R #il & PATCH 1EX

{
"ReadCachePolicy": "ReadAhead"

}

DELETE - MiBR#%E
i H| DELETE J5 M % Redfish R55 M3,

#E3R URL
DELETE https://<BMC_IPADDR>Iredfish/vl/Systems/1/Storage/{Id}/Volumes/{VolumeId}

BERIEX

Too

1 2

Tto

RERB
HTTP RN WMREE ID
204 NoContent
500 InternalError

%R StoragePool
B IE TR RHEA Redfish SEILH StoragePool 5 B,

FIRBR HH 77 fif s ) 25 45 PR StoragePool ¥

PR AR /redfish/v1/Systems/1/Storage/Id/Storage-
Pools/{StoragePoolld}

ZeHH SO StoragePool_vl.xml

GET - HE#EHIZBEEEM StoragePool £ &
il GET J5 ¥R & IR 5545 ) StoragePool %15 ¥k,

ER URL
GET https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/Storage/Id/StoragePools/
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e B IE XX

TB 3] i

Name FIF “StoragePoolCollection”

Description TR “A collection of storage pools instances.”

Members B Ti: StoragePools JL% 15| M 5%,
KSR

HTTP K& BB A ID

500 InternalError
=~

i& [5 DL T 7R 45 JSON Fi B :

{
“Description”: "A collection of StoragePool resource instances.",
"@odata.type": "#StoragePoolCollection.StoragePoolCollection”,
"@odata.id": "/redfish/v1/Systems/1/Storage/Slot_4/StoragePools",
“Name": "StoragePoolCollection”,
"Members": [],
"@odata.etag": "\"2676afdddchd25a24b6\"",
"@odata.context": "/redfish/vl/$metadata#StoragePoolCollection.StoragePoolCollection”,

"Members@odata.count": 0

GET - HEFE#EHBIEEMN StoragePool
fiJl GET Ji %M &R IR 5547 1 StoragePool ¥t i,

ER URL
GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/Storage/Id/StoragePools/{StoragePoolId}

I R 1F 32
FB 3] i
Id FrFeE | B ID
Name FRHR | BEEBARK
Description P # | “This resource is used to represent StoragePool in Redfish
implementation.”
AllocatedVolumes | 4% PINLR R A T E e S i BN
Capacity X4 AR HE,

Data xR RPN ARE R,
AllocatedBytes | #¥y T4 2 50 24 00 A6 BE U A2 6 Oy IR B0 2 200 43 TS ) 2 T 2
g;tr;ssumed- B S 28 AU A L B A A o o T B 2 TR

Metadata Xt 4 5 BIRM KA RS R

%15 E. FiEE
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FB e 3] Wig
Snapshot xR 5 B e 2 A BR M S A B S B,
CapacitySources B W68 B 22 18] 4 it B,
Capaci- R UL A7 % 1Y 25 ) 43 BE B BN T R
tySources[N]
Id FfH | CapacitySource B ¥ ID,
Name ZFFH | CapacitySource M 5E IR £ FF .
Description PR | Ik CapacitySource i,
Providing- T RAE UL A B — A B A,
Drives
Status xR A7 it v RS
State PR | ARG MRS,
SupportedRAID- | %4 06 Fe i) RAID RAE A,
Types
REREB
HTTP RAERY BB ID
500 InternalError
Bl
1R 18] PL R 785 JSON Wi %«
{
"Capacity”: {
"Metadata": {},
“Snapshot": {},
"Data": {
“AllocatedBytes": 298999349248,
"ConsumedBytes": 298999349248
}
1,
“Description”: "The resource is used to represent a storage pool for a Redfish implementation."”,
“Name": "Pool 1 1",
"@odata.etag": "\"7a4f29555d192af3bb5\"",
“CapacitySources": [
{
gt v,
"Name": "CapacitySources 1",
"@odata.type": "#Capacity.vl_1_3.CapacitySource",
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot14/StoragePools/Pool_1_1/CapacitySources/1",
"ProvidingDrives": {
"@odata.id":
“/redfish/v1/Systems/1/Storage/RAID Slot14/StoragePools/Pool 1 1/CapacitySources/1/ProvidingDrives"
1
"Description”: "The resource is used to represent a capacity for a Redfish implementation.",
"@odata.etag": "\"31dd7e507e4725ab6be5\""
}
1,
"Id": "Pool 1 1",

“AllocatedVolumes": {
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"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot14/StoragePools/Pool_1_1/AllocatedVolumes"
3
"Status": {
“State": "Enabled"
3
"SupportedRAIDTypes": |
"RAID1"
1,
"@odata.id": "/redfish/v1/Systems/1/Storage/RAID_Slot14/StoragePools/Pool_1_1",
"CapacitySources@odata.count": 1,
“@odata.type": "#StoragePool.v1_5_0.StoragePool"

%15 ®. FiEEH 289
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%16 &

BIOS REM| S EHE

%R Bios

WHRBEH T EAHED Redfish LA BIOS K&,

PR K 2
TEUR B 42 /redfish/v1/Systems/1/Bios

/redfish/v1/Systems/1/Bios/Pending
By A Bios_vl.xml

GET - BIOS #&iR

i | GET J7 ¥4 & Redfish R 5589 BIOS % J5 b )@ ok,

HFR URL
GET https://<BMC_IPADDR>[redfish/v1/Systems/1/Bios
BERIEX
7
0a 81 1E 32
B kM ik
Id T | “Bios” .
Name T H “Bios” .
Description F5F “ System Bios” .
AttributeRegistry FHH | “BiosAttributeRegistry.1.0.0”
Attributes JOE IX R A T 36 W AR B R Y BIOS J@ AR,
Actions NH BRIt
#Bios.ChangePassword R o
@Redfish.ActionInfo g /redfish/v1/Systems/1/Bios/ChangePasswordActionInfo
PasswordName@Red- el Wi: 2/ H$
fish.AllowableValues
WE: 2
PasswordName@Red- PR “UefidAdminPassword” ,
fish.AllowableValues[0]
PasswordName@Red- FIF “UefiPowerOnPassword” ,
fish.AllowableValues[1]
#Bios.ResetBios SR cREIT.
@Redfish.Settings pOEd [958

© Copyright Lenovo 2018, 2024
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TR KM #ii
Messages A W: MER,
Messages|[N] R o
Messageld P “RebootRequired”
RelatedProperties A Wi: FHFH.
RelatedProperties[N] | 7 | BIOS BB E 4F. MY “#Acributes/” + B
2y i
Severity T H “Warning”
Message P “Changes completed successfully, but these changes will
not take effect until next reboot.”
Resolution FIF R “Reboot the computer system for the changes to take
effect.”
SettingsObject g /redfish/v1/Systems/1/Bios/Pending/
Time FREH | R RS R R A A I 1
SupportedApplyTimes A Ti: FAFH
WE: 1
SupportedApplyTimes[0] | ‘Z4fH | “OnReset” .
Links POE 3 [SY/=5is
ActiveSoftwareImage R /redfish/vl/UpdateService/Firmwarelnventory/UEFI
Softwarelmages A Wi: PP
B 1
SoftwareImages[1] g /redfish/vl/UpdateService/Firmwarelnventory/UEFI
SoftwareIm- ¥ 1

ages@odata.count

MRAERE
HTTP RER WMREE ID
500 InternalError
T~

i& [ DL R 7 45 JSON Fi B :

{

"@odata.type": "#Bios.vl_0 _6.Bios",

"Actions": {
"#Bios.ResetBios": {

"target": "/redfish/v1/Systems/1/Bios/Actions/Bios.ResetBios",

“title": "ResetBios"

}

Bios.ChangePassword": {

"PasswordName@Redfish.AllowableValues": [

"UefiAdminPassword",
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"UefiPowerOnPassword"

]

"@Redfish.ActionInfo": "/redfish/v1/Systems/1/Bios/ChangePasswordActionInfo",

"target": "/redfish/v1/Systems/1/Bios/Actions/Bios.ChangePassword",

"title": "ChangePassword"

}
I3

"Id": "B'iOS",

“AttributeRegistry": "BiosAttributeRegistry.1.0.0",

"Attributes": {

5

"Name": "Bios",

"@odata.id": "/redfish/v1/Systems/1/Bios",
"@odata.etag": "\"610e10e486e3486d2a50c5b9e6750559\"",

"Description":

System Bios",

"@Redfish.Settings": {
"@odata.type": "#Settings.vl_2_1.Settings",
"SettingsObject”: {

"@odata.id": "/redfish/v1/Systems/1/Bios/Pending"

}

"OnReset"

]

I8
"Links": {

"ActiveSoftwareImage": {

Messages": [],
"SupportedApplyTimes": |

“Time": "2019-11-28710:07:08+00:00"

"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/UEFI"

3

"SoftwareImages": [

{

"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/UEFI"

}
],

"SoftwareImages@odata.count”: 1

POST — X BIOS ZWB1ix &
£ POST J5 ¥ ¥ X BIOS %G E

B3R URL
POST https://<BMC_IPADDR>Iredfish/v1l/Systems/1/Bios/Actions/Bios.ChangePassword
BERIEX
7B e $i) BN E ID
Password- PR “UefiAdminPassword” 5 “UefiPowerOnPassword” ,
Name
OldPassword T H fii & 2% OldPassword,
NewPassword | 74 fit B 2% NewPassword, ZEMERHERUMHH, WRANE, WEHK

BNV RN 8, KN 20, MMM IE)E Lenovo UEFI RS HLN,
P RS B =A% S M R 4
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. FERE UEFI B8 R %6, 15K OldPassword fil NewPassword B %S, DLiE BRI,

W) R 1F 32
T
MRESKB
HTTP R BRI A 1D
200 RebootRequired
400 ActionParamFormatError
403 InsufficientPrivilege
500 InternalError
e R 7= 45
VLR 7Bl & POST 1E3C,
{
“PasswordName" : "UefiAdminPassword",
“OldPaSSWOI’d,,i,,******”,
"NeWPaSSWOrd" . 1k sk ok ok ok ok 1
}
38 8] DL Wi R«
{
"@Message.ExtendedInfo": |
{
"MessageArgs": [],
"Resolution”: "Reboot the computer system for the changes to take effect.",
"Messageld": "ExtendedError.1.1.RebootRequired”,
"Severity": "Warning",
"Message": "Changes completed successfully, but these changes will not take effect until next reboot.",
"@odata.type": "#Message.vl_0_é.Message"
}
]
}

POST - EE BIOS ##
il POST ¥ HE & BIOS %X HE

ER URL
POST https:// <BMC_IPADDRsIredfish/vl/Systems/1/Bios/Actions/Bios.ResetBios

FRIEX
7o

M B 1E 3X
P/
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RAERBE

HTTP RN BRI A ID
200 RebootRequired
403 Forbidden
500 InternalError
503 ServiceUnavailable
e 2 7
POST EXH %,
A& [8] DL W <
{
"@Message.ExtendedInfo": |
{
"MessageArgs": [],
“Resolution"”: "Reboot the computer system for the changes to take effect.”,
“Messageld": "ExtendedError.1.1.RebootRequired",
“Severity": "Warning",
“Message": "Changes completed successfully, but these changes will not take effect until next reboot.",
"@odata.type": "#Message.vl_0_b6.Message"
}

GET - &# BIOS iR E
fli | GET # ¥4 % Redfish it 551 BIOS %I (B#:) ryEH:.

B3R URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/Bios/Pending

BERIEX

7o

I
TR ey ik
Id FAF “Pending”
Name I “Pending”
Description PR “Bios Pending Setting”
AttributeRegistry FIFH | “BiosAttributeRegistry.1.0.0”
Attributes X4 CJ&JT, BIOS J& iy H5i

% 16 Z. BIOS KB MG S& A
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RERD

HTTP R WMREE ID
500 InternalError
Bl
&[5 DL R 7 ] JSON Mg ¥ -
{

"1d": "Pending”,

“Name": "Pending",

"@odata.context": "/redfish/vl/$metadata#Bios.Bios",

"@odata.type": "#Bios.v1_0_6.Bios",
“AttributeRegistry": "BiosAttributeRegistry.1.0.0",
"Attributes": {
"DevicesandIOPorts_Device_Sloté" : "Enable",
"Memory_MemorySpeed" : "MaxPerformance",
“Processors_CPUPstateControl” : "Autonomous”,
"Processors_CStates" : "Disable",

N

“@odata.etag": "\"55e794278a844299f0ee2f8eb5¢c57a9e\"",

"@odata.id": "/redfish/v1/Systems/1/Bios/Pending",

“Description": "Bios Pending Setting"

PATCH - E# & # BIOS 18 &

i | PATCH J7 ¥ ¥ %7 Redfish R 55 89 BIOS %t J5 b g

ER URL
PATCH https://<BNC_IPADDR>Iredfish/vl/Systems/1/Bios/Pending
BERIEX
T F AR T TR, B A IX B g 4 AR T DA B B
T8 RH g
Attributes * 4 O, BIOS &ty X,
1 Az
R IR M IN S S GET #AEMHE, HEH T8,
WK
HTTP K& BB A 1D
200 RebootRequired
403 InsufficientPrivilege
500 InternalError
503 ServiceUnavailable
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=

PLF P& PATCH IE X,

{
"Attributes":{

“DevicesandIOPorts_Device _Sloté":"Disable"

}
}

BhiE4T PATCH #1E)5, FRSFHIEEHPRAE B LT 786 JSON i ) :

"@odata.context" : "/redfish/vl/$metadata#Bios.Bios",

"AttributeRegistry" : "BiosAttributeRegistry.1.0.0",
"@odata.id" : "/redfish/v1/Systems/1/Bios/Pending",
"@odata.etag” : "\"150413e15fe8f09a9a53h1f0edf68cfe\"",

"DevicesandIOPorts_Device_Sloté" : "Disable"”,
"Memory_MemorySpeed" : "MaxPerformance",
"Processors_CPUPstateControl" : "Autonomous”,

{
"Id" : "Pending",
"Attributes" : {
}
}

PATCH - BLE AMT i3 1% I
i H PATCH Jj Bl E Redfish R3S BIOS HIHEH ) AMT W& 50,

W: BPLEAET URL 4 F AMT Wik iE B “Memory AdvMemTestOptions’
ry_. P

https://<BMC_IPADDR>/redfish/v1/Systems/1/Bios, HRiAN%EN 0,

&R URL

PATCH https:// <BMC_IPADDR>Iredfish/vl/Systems/1/Bios/Pending

BREX
LEHH AR T R, P ax S g PR AT DLk B R

B KRR ik

Attributes | X4 CJEJF, BIOS J& 1t M8 H5ikE.

e Bz

Wi 3% 0] i N 25 5 GET #RAEH R, fH3E 3 78

RERB

HTTP RA&ENRH HRH A ID

200 RebootRequired
403 InsufficientPrivilege

% 16 Z. BIOS KB MG S& A
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HTTP RAER BWIRWMAE ID
500 InternalError
503 ServiceUnavailable
Bl
VL F Bl & PATCH iE X,
{
"Attributes": {
"Memory_MemoryTest": "Enabled",
"Memory_AdvMemTestOptions": 0xF0000,
"SystemRecovery_P0STWatchdogTimer": "Disabled"
}
}

B Hi247 PATCH ##4E)5, RSHIEE WHRE B DL T 7R 6] JSON Wi 5 :

"Message": "Changes completed successfully, but these changes will not take effect until next reboot."

{
“Name": "Pending",
“@odata.type": "#Bios.v1_2_0.Bios",
"@odata.id": "/redfish/v1/Systems/1/Bios/Pending",
“@odata.context": "/redfish/vl/$metadata#Bios.Bios",
“AttributeRegistry": "BiosAttributeRegistry.1.0.0",
"@odata.etag": "\"2856he2dd5340359614bbh4\"",
“Description": "Bios Pending Setting",
"Attributes": {
"Memory_AdvMemTestOptions": 983040,
"Memory_MemoryTest": "Enabled",
"SystemRecovery POSTWatchdogTimer": "Disabled"
|8
“Id": "Pending",
"@Message.ExtendedInfo": |
{
"@odata.type": "#Message.vl_1_2.Message",
"Messageld": "ExtendedError.1.2.RebootRequired”,
"Resolution”: "Reboot the computer system for the changes to take effect.",
"MessageArgs": [],
"MessageSeverity": "Warning",
}
]
}

IR AttributeRegistry

WHRBEH T EAED Redfish LI B HEME.

IR 1

PR g 15 /redfish/vl/schemas/registries/BiosAttributeReg-
istry.1.0.0.json

Iy A byl AttributeRegistry_v1.xml
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GET - BIOS & fix it &
il GET J7 ¥/ % Redfish R 55 #) AttributeRegistry HHYJE 1,

F3R URL

GET https://<BMC_IPADDR>Iredfish/vl/schemas/registries/BiosAttributeRegistry.1.0.0.json

BERIEX
7
I B 1F 32
TR M #iid
Id FIF R “BiosAttributeRegistry.1.0.0”
Language FR “en”
Name FIF R “Bios Attribute Registry Version 1”
OwningEn- F Lenovo
tity
?(_fgistl‘yEn- PO U 2H P 54 B A R e B e B iR i 1 52
ries
Attributes e 2 i R S AT RE A B Al
At- R J e R L VT BE AL
tributes[N]
Attribute- | ZFF i Jr e i O — 4 B
Name
Current- FR null
Value
Default- TR Jr e B A 24 AL
Value
giSPlaY- FRF JEPERH P B R A S (DUEXMIEF 2R) .
ame
gisdplay- B 3 D AR N T AR R BN R OHF) RRUE.
rder
GrayOut i IR Ub R e B R IR
HelpText PR e ek W 5 Bl SR,
Hidden i /R I e Y R EOIR 2
Lower- B CREEL AR kB R R
Bound
MaxLength | %45~ CEFFHRT LR R P A B R AR B
MenuPath | S5 i il 1P R SR B R IR G M Y B AR
MinLength | %75~ CERFE KRB R PR BN TR,
ReadOnly | /R Do g ) R IR
Re§et§6- /R Xt FFif BIOS {EMEE P, BAEHERN true.
quire

% 16 Z. BIOS KB MG S& A

299



T8 k¥ ik
ScalarIn- ¥ TR TP 3 oK B O I 2 35 3 st i BB RAUB R
crement
Type FIFH JE 2R,
Upper- iES CEBC KA MEMEW ERR,
Bound
Value A A MR AR M T BB PR AL,
Value[N] | %% BRI
ValueDis- | Z£f i BHEEM R P BREA R (LEXMIES BR) .
playName
Value- FIFH JB M B 2 P
Name
ValueEx- FAF AT e A ERIE R, [CEHT “PR8” 5 BB KRR,
pression
Warning- FIFH B R S SO
Text
WriteOnly | f5/R EXWEERBERNRE, MHEEE, LRI NG E,
Dependen- il 3,2 e 2H A b Y R AR O R B R AL
cies
Dependen- | X4 B B AR ok R .
cies[N]
gepen- IR MWEHEEM R — AR BRI RRIEK,
ency
MapFrom | (4 M S AR 8 O 2R ) e S D 2 PR AL
MapFro- | %}% B S AR 8 O 2R ) e S DR 2
m[N]
MapFro- | Z£f H T o S AR Ok R RS A JE
mAt-
tribute
MapFro- | Z4FH T AR ok R RIS M &,
mCondi-
tion
MapFro- | 24 H$ “CurrentValue” ,
mProp-
erty
MapFro- | ££f H T i AR Ok &R R B L
mValue
MapTe- | Z4F 5 T AR K RRIB XA G AN EE N MapFrom £ 12 A,
rms
MapToAt- | Z4F 5 2 AR 2% F 238 2 i i R B 4R
tribute
MapTo- FIFH THE AR 55 R KB R M MapFromAttribute "' 35 2 & M 4 o 5008 8 #:.
Property
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7B RH i &

MapTo- /R TRUE
Value

Dependen- | 4 i JE PR AttributeName, B30I IR il R 1% AR o8 R KA U5,
cyFor

Type FIF “Map”

Menus il A5 R S B R IR G5 M AL

Menus[N] PO KRB RGN,

Display- FAF WRBMH PR E R 2R (LEXWEFTER) .
Name

Display- 2 AR SR A T A R BRI () MEUE.
Order

GrayOut iR FALSE

MenuName | 7 b3 B R ME— A BR PR

MenuPath | 5 4F Hi 38 U3 B I3 TR G A AR X T AR R B AR

ReadOnly iR FALSE
RegistryVer- | Zff H “1.0.0”
sion
Support- B L Jeg A 3 U R S A B R SR I B
edSystems
Support- Xt 4 VbR M R R R S
edSys-
tems|[N]
Product- FRF RGN AR
Name

Systemld TR ZEW ARG ID,
Firmware- FR [ 4 fj A

Version

REREE
HTTP KRR WMRHEE D

500 InternalError

=Bl
& 18] DL 75 4] JSON i ¥ -

{
"@odata.type”: "#AttributeRegistry.vl 3 0.AttributeRegistry”,
"RegistryVersion": "1.0.0",
"Id": "BiosAttributeRegistry.1.0.0",
“SupportedSystems": [

"ProductName": "Lenovo ThinkSystem SR650",

"SystemId": "7X00252000",
"FirmwareVersion": "CDI340M"

% 16 ¥.BIOS WEMFISEH 301




}
1,
“Language": "en",
“Name": "Bios Attribute Registry Version 1",
"@odata.id": "/redfish/vl/schemas/registries/BiosAttributeRegistry.1.0.0.json",
"OwningEntity": "Lenovo",
"@odata.context": "/redfish/vl/$metadata#AttributeRegistry.AttributeRegistry”,
"RegistryEntries": {
"Dependencies”: [
{
"Type": "Map",
"Dependency”: {
"MapToValue": true,
"MapFrom": [
{
“MapFromAttribute": "LegacyBIOS_LegacyBIOS",
"MapFromProperty": "CurrentValue",
"MapFromValue": "Enable",
"MapFromCondition": "EQU"
}
1,
"MapToProperty": "GrayOut",
"MapToAttribute": "BootModes_SystemBootMode"
1
"DependencyFor": "BootModes_SystemBootMode"
},
{
"Type": "Map",
"Dependency”: {
"MapToValue": true,
"MapFrom": |
{
“MapFromAttribute": "SystemRecovery_POSTWatchdogTimer",
"MapFromProperty": "CurrentValue",
"MapFromValue": "Disable",
"MapFromCondition": "EQU"
}
1,
"MapToProperty": "GrayOut",
"MapToAttribute": "SystemRecovery POSTWatchdogTimerValue"
I
"DependencyFor": "SystemRecovery _POSTWatchdogTimerValue"
}
l,
"Menus": [
{
"GrayOut": false,
"ReadOnly": false,
“MenuPath": "./",
"MenuName": "BiosMainMenu",
"DisplayOrder": 1,
"DisplayName": "BIOS Configuration”

"GrayOut": false,

"ReadOnly": false,

"MenuPath": "./UEFILanguage/UEFILanguage UEFILanguagepage",
"MenuName": "UEFILanguage UEFILanguagepage",
"DisplayOrder": 3,
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"DisplayName": "UEFILanguage"
}
1,
“Attributes": [
{
"GrayOut": false,
“Type": "Enumeration”,
"HelpText": "Enable/Disable POST Watchdog Timer.",
"DefaultValue": "Disable",
"WarningText": "POST Watchdog Timer changes require a system reboot to take effect.",
"DisplayName": "POST Watchdog Timer",
"CurrentValue": null,
"ReadOnly": false,
"AttributeName": "SystemRecovery_P0STWatchdogTimer",
"Value": [
{
"ValueDisplayName": "Disahle",
"ValueName": "Disable"

1,

{
"ValueDisplayName": "Enable”,
"ValueName": "Enable"

}

]

MenuPath": "./SystemRecovery/SystemRecovery_SystemRecovery",
"Hidden": false,

"DisplayOrder": 1,

"ResetRequired": true,

"WriteOnly": false

"GrayOut": false,
"Type": "Enumeration”,
"HelpText": "Display the current secure boot mode",
"DefaultValue": null,
"WarningText": "Secure Boot Mode changes require a system reboot to take effect."”,
“DisplayName"”: "Secure Boot Mode",
"CurrentValue": null,
"ReadOnly": true,
"AttributeName": "SecureBootConfiguration_SecureBootMode",
"Value": [
{
“ValueDisplayName": "UserMode",
"ValueName": "UserMode"

1

{
"ValueDisplayName": "SetupMode",
"ValueName": "SetupMode"

1

{
"ValueDisplayName": "AuditMode",
"ValueName": "AuditMode"

1

{
"ValueDisplayName": "DeployedMode”,
"ValueName": "DeployedMode”

}

]

MenuPath": "./SecureBootConfiguration/SecureBootConfiguration_SecureBootConfiguration",
"Hidden": false,
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"DisplayOrder": 118,
"ResetRequired": true,
"WriteOnly": false
}
|
}
}

&’ SecureBoot

WEEH T EREA Redfish LI EZ LTS5 8.,

FIR AR 1
U5 % 12 /redfish/v1/Systems/1/SecureBoot
ZeA S SecureBoot_vl.xml

GET - Z£5| & #®

i GET J7 ¥4 & Redfish R SecureBoot FIHH )& i,

ER URL

GET https://<BMC_IPADDR>Iredfish/v1/Systems/1/SecureBoot

BERIEX
I
RAERE
HTTP R WIRWAE ID
500 InternalError
M &7 1E X
Wiy 2 2 £ 55 DA T S 500 JSON A4
B RH ik
I1d FLIF “SecureBoot” ,
Name LT “Secure Boot” .
Description FIF “UEFI Secure Boot Configuration” o
SecureBootEnable iR, a2l UEFI ¥251% (ZETFRIISHNARK) .
Null
SecureBootCurrentBoot 7 MET 5 S R P R a5 SIRA,
H
Null
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B KRR ik

SecureBootMode =4 WA 4 5] SR
&
Null R P
e “UserMode”

e “SetupMode”
* “AuditMode”
¢ “DeployedMode”

Actions X4 EEF.
#SecureBoot.ResetKeys PO B0 “Post” B4,
@Redfish.ActionInfo R /redfish/v1/Systems/1/SecureBoot/ResetKeysActionInfo,
g Rz 7 451
WEREI I, K [ 2R AT DA A I BIE X
{

"SecureBootCurrentBoot": "Disahled",
"@odata.id": "/redfish/v1/Systems/1/SecureBoot",
"Name": "Secure Boot",
"@odata.context": "/redfish/vl/$metadata#SecureBoot.SecureBoot",
“Id": "SecureBoot",
"@odata.type”: "#SecureBoot.v1_0_4.SecureBoot",
"SecureBootEnable": true,
"SecureBootMode": "SetupMode”,
"@odata.etag": "\"95230d5e00821715e4deb085f28c564e\"",
"Actions": {
"#SecureBoot.ResetKeys": {
"target": "/redfish/v1/Systems/1/SecureBoot/Actions/SecureBoot.ResetKeys",
“title": "ResetKeys",
"@Redfish.ActionInfo": "/redfish/v1/Systems/1/SecureBoot/ResetKeysActionInfo"
}
}, n n

"Description”: "UEFI Secure Boot Configuration"

PATCH - Efi 25| &EM
] PATCH J5 ¥: ¥ ¥ Redfish Ik 55 SecureBoot FIFH )& M,

ER URL
PATCH https:// <«BMC_IPADDR>Iredfish/v1/Systems/1/SecureBoot

ERIEX
SRR R T BT R
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TR RE | ik

Se- gf’f B SASH UEFT %4519 (FETFR5ISHAER) .
cureB-

ootEn- XCC2 ¢ FE W2 iy 4 I AE N HE AT RPP BT & o
able

R KW F RPP, W& H RS 200 + @Message.ExtendedInfo
13 . bh)
RebootRequired™ :
"RebootRequired': {
"Description': "Indicates that one or more properties were changed, and/or
actions completed successfully.However, these changes will not take effect until

the next system reboot.",

"Message'": '""Changes completed successfully, but these changes will not take
effect until next reboot.",

"Severity'": "Warning",

"NumberOfArgs'": 0,

"ParamTypes": [],

"Resolution': "Reboot the computer system for the changes to take effect."
}

A, & [

R 200 + @Message.ExtendedInfo “PhysicalPresenceError” :
"PhysicalPresenceError": {

"Description': "The operation failed because Physical Presence or Remote
Physical Presence was not asserted.",

"Message'': " The operation failed because of Remote Physical Presence security
requirements.",
"Severity'": "Warning",

"NumberOfArgs'": 0,
"ParamTypes": [],

"Resolution": "Attempt asserting Physical Presence or Remote Physical Presence,
and retry the operation."

}

M) B 1E 3Z

Wiy 58 18] B N5 5 GET $RAEAHE, (HBEHT T IR P,
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RERB

HTTP RERH WIRWAE ID
200 RebootRequired
403 InsufficientPrivilege
500 InternalError

i) 2 7= 1

VLR fil & PATCH iFE 3,

{

"SecureBootEnable": true

}

FRECDL T Wi .«

{

"SecureBootCurrentBoot": "Disahled",
"@odata.id": "/redfish/v1/Systems/1/SecureBoot",
“Name": "Secure Boot",
"@odata.context": "/redfish/vl/$metadata#SecureBoot.SecureBoot",
"Id": "SecureBoot",
"@odata.type”: "#SecureBoot.vl_0_4.SecureBoot",
"SecureBootEnable": true,
“SecureBootMode": "SetupMode"”,
"@odata.etag": "\"95230d5e00821715e4deb085f28c564e\"",
"Actions": {
"#SecureBoot.ResetKeys": {
"target": "/redfish/v1/Systems/1/SecureBoot/Actions/SecureBoot.ResetKeys",
“title": "ResetKeys",
"@Redfish.ActionInfo": "/redfish/v1/Systems/1/SecureBoot/ResetKeysActionInfo"
}
5
"Description”: "UEFI Secure Boot Configuration",
"@Message.ExtendedInfo": |

{
"MessageArgs": [],
"Resolution”: "Reboot the computer system for the changes to take effect.",
"Messageld": "ExtendedError.1.1.RebootRequired”,
"Severity": "Warning",
"Message": "Changes completed successfully, but these changes will not take effect until next reboot.",
"@odata.type": "#Message.vl _0_é.Message"
}

POST - EER£5| S %4
f /] POST J5 TR 1 %451 S 841,

B3R URL
POST https://<BMC IPADDR>Ivedfish/v1/Systems/1/SecureBoot/Actions/SecureBoot.ResetKeys
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ERIEX

TB

i)

i

Re-
setKeysType

S

B TEER 2T SEH FETRISHERK) -

1A :

¢ “ResetAllKeysToDefault”
¢ “DeleteAllKeys”

* “DeletePK”

XCC2 K A1E W E] a4 IH7E I AT RPP BT & .

R F RPP, NHR B 200 + @Message.ExtendedInfo “Re-
bootRequired” :

"RebootRequired': {
"Description': "Indicates that one or more properties were changed,
and/or actions completed successfully. However, these changes will

not take effect until the next system reboot.",

"Message'": ""Changes completed successfully, but these changes will
not take effect until next reboot.",

"Severity'": "Warning",
"NumberOfArgs': 0,
"ParamTypes": [],

"Resolution": "Reboot the computer system for the changes to take
effect.”

}

AW, R EES 200 + @Message.ExtendedInfo “PhysicalPresenceEr-
ror” :

"PhysicalPresenceError": {

"Description": "The operation failed because Physical Presence or
Remote Physical Presence was not asserted.",

"Message'': " The operation failed because of Remote Physical
Presence security requirements.",

"Severity'": "Warning",
"NumberOfArgs": 0,
"ParamTypes": [],

"Resolution": "Attempt asserting Physical Presence or Remote
Physical Presence, and retry the operation."
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TB KA i &

}
RERE
HTTP RN HBRWME ID
200 RebootRequired. PhysicalPresenceError
403 Forbidden
500 InternalError
e 2 7
L F il & PATCH IEC,
{
"ResetKeysType": "DeletePK"
}
IRBLDL T Wi o7 ¢
{
"@Message.ExtendedInfo": |
{
"MessageArgs": [],
"Resolution”: "Reboot the computer system for the changes to take effect.”,
"Messageld": "ExtendedError.1.1.RebootRequired"”,
"Severity": "Warning",
"Message": "Changes completed successfully, but these changes will not take effect until next reboot.",
"@odata.type": "#Message.vl _0_é.Message"
}
]
}

%R BootOption

BRI T KR HEA Redfish SLELHY 5] S50,

FIRB R 1
gy /redfish/v1/Systems/1/BootOptions
XSS BootOption_vl1.xml

GET - 5| &i&m

&R URL

GET https://<BMC_IPADDR>Ivedfish/v1/Systems/1/BootOptions

% 16 Z. BIOS KB MG S& A
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e R IE 3C

TR | XM ik

Mem- | %4 Hi: 5l kTR MG

bers

Name | %5 H BootOptions

De- FAFH “A collection of boot option instances.”
scrip-

tion
RERD

HTTP R&ENRH HRMA D
500 InternalError

“/redfish/v1/Systems/1/BootOptions/Boot0001"

“/redfish/v1/Systems/1/BootOptions/Boot0002"

“/redfish/v1/Systems/1/BootOptions/Boot0003"

“fredfish/v1/Systems/1/BootOptions/Boot0004"

"@odata.type": "#BootOptionCollection.BootOptionCollection”,

"@odata.id": "/redfish/v1/Systems/1/BootOptions”,

"@odata.etag": "\"36cclba2c2b725a43e4\"",

“Description”: "A Collection of BootOption resource instances."

Bl
i& 5] DL R 75 45 JSON Hi B :
{
"Members": [
{
"@odata.id":
1,
{
"@odata.id":
},
{
"@odata.id":
1,
{
"@odata.id":
}
]
“Name": "BootOptions"”,
"Members@odata.count”: 4,
}

GET - 5| &&mM&E S
il GET &R RERS 5] Sk 0 8 .

H3R URL

GET https://<BMC_IPADDR>[redfish/v1/Systems/1/BootOptions/{Id}
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e B IE XX

FB byt g
De- FA “This resource is used to represent a single boot option for a Redfish
scrip- implementation.”
tion
Id FRT 519 %EW M 1D,
Name | Z2fFH 51 ST H R
BootO- | F~7F H ME— 1 5| S &I,
ption-
Refer-
ence
Dis- FAF 16 F P 0 51 S0 5 2 v i s 0 5 1S I B P T Bk SRR A R
play-
Name
Ue- TR H FF Vi Wit UEFI 5] S3i% 5 ) UEFI % & #K2.
fiDevi-
cePath
RERE
HTTP RN BB A D
500 InternalError
Al
1& [51 DL R 7R 45 JSON Fi B -
{
"@odata.id": "/redfish/v1/Systems/1/BootOptions/Boot0001",
"BootOptionReference”: "Boot0001",
“Name": "CD_DVDRom",
“UefiDevicePath": "VenHw_B2AD3248 4F72_4950_A966_CFE5062DB83A_02000000",
"@odata.type": "#BootOption.vl_0_3.BootOption",
"Id": "Boot0001",
"@odata.etag": "\"2ch45a4be77927e33d6\"",
"DisplayName”: "CD_DVDRom",
“Description”: "This resource shall be used to represent a single boot option contained within a system."
}

GET - SRE X a1 5l &R F
il GET F KA XCC F 5] ST,

HR URL

GET https://<BMC_IPADDR>Ivedfish/v1l/Systems/1/0em/Lenovo/BootSettings/BootOrder.BootOrder
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e R IE 3C

B A3l ik
Boot- | ¥4l B Hh 5150 022 E
Order-
Cur-
rent
Pl
i& [5] PL R 75 45 JSON Fi B :
{
“BootOrderCurrent”: [
"CD/DVD Rom",
"Hard Disk",
“"Network",

"USB Storage"
1,

“Description": "This resource is used to represent settings for user to select the boot source when
the manager is powered on.",
“@odata.context": "/redfish/vl/$metadataflenovoBootManager.LenovoBootManager",
"BootOrderNext": [
"CD/DVD Rom",
"Hard Disk",
"Network",
"USB Storage"
1,
“Name": "BootOrder.BootOrder",
“Id": "BootOrder.BootOrder",
"@odata.etag": "\"53a67e00915h242a896\"",
"@odata.type": "#LenovoBootManager.vl 0 _0.LenovoBootManager",
“@odata.id": "/redfish/v1/Systems/1/0em/Lenovo/BootSettings/BootOrder.BootOrder",
“BootOrderSupported”: [
“CD/DVD Rom",
"Hard Disk",
“"Network",
"USB Storage"
1,
“BootOrderNext@odata.count": 4,
"BootOrderSupported@odata.count”: 4,
“BootOrderCurrent@odata.count”: 4

PATCH - 25| &I~ (OEM J3%)

#H3R URL
PATCH https://<BMC_IPADDR>[redfish/v1/Systems/1/0em/Lenovo/BootSettings/BootOrder.BootOrder

REST &4k

e | BN | ER

UP- Boot- | B 5|5 )7
DATE | Orde-
rNext
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WR REST 8 25515 9F H Jo 58 8% K,

=P

PLF P& PATCH IE X,

{

"BootOrderNext": [

"Hard Disk",

“CD/DVD Rom",

"Network",
"USB Storage"

WR PATCH Jzh, WIEF 200 OK.
BUCRAE T KRR G5 SN
PATCH - #5| St BIHFEES|IFi%& (OEM FH%)
R P At — B E R4, /A CD/DVD Rom H #9515 HFRF .
#H3R URL

PATCH https:// <BMC_ IPADDR>Iredfish/v1/Systems/1/0em/Lenovo/BootSettings/BootOrder.
{NetworkBootOrder, HardDiskBootOrder, CODVDROMBootOrder}

JUPREE B 500 IR S5 8% R .

REST #1E
Ak B | R
UP- Boot- | B H 5 1 5] S )7 .
DATE | Orde-
rNext

2R REST B F| 559 H I ¥ 585 K, W “500 PHEEAR 554 551> o

=P

VL FRpHl & PATCH IE X,

{

"BootOrderNext": [
SLOT8 (AE/0/0) PXE IPv4 Broadcom 57416 10GBASE-T 2-port OCP Ethernet Adapter”,
SLOT8 (AE/0/0) PXE IPvé Broadcom 57416 10GBASE-T 2-port OCP Ethernet Adapter”,
SLOT8 (AE/0/1) PXE IPv4 Broadcom 57416 10GBASE-T 2-port OCP Ethernet Adapter",
SLOT8 (AE/0/1) PXE IPvé Broadcom 57416 10GBASE-T 2-port OCP Ethernet Adapter"

"UEFI:
"UEFI:
"UEFI:
"UEFI:

]
}

Wi PATCH 5i3h, WRF 200 OK,

HHBCRAE T IRFR 5851 S I A
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BITE BEHBENMERRS

#®JR UpdateService

BEBEIRN % TR HA Redfish SCBLRY RTG53 .. B3R5 M il 55 A< B B4 J k.

TR A & 1
TR B 12 /redfish/v1/UpdateService
P AP Eis UpdateService_vl.xml

GET - BIMFEF RS HWE 1%

il GET J5 ¥:4 & Redfish IR 55 1 5 357 I 55 %2 U5

3R URL

GET https://<BMC_IPADDR>Iredfish/v1/UpdateService

g I 1E 3C
TR b3 #iik
Id FAF “UpdateService”
Name FIF “Update Service”
Description LR “Lenovo firmware update service.”
ServiceEnabled i /R True,
Status PO 3 S92
HealthRollup FRHE | “OK” ,
Health FHH | “OK”
State P H “Enabled” ,
Actions A4 BT,
#UpdateService.SimpleUp- | %f 4 cEF.
date
@Redfish.ActionInfo R “/redfish/v1/UpdateService/SimpleUpdateActionInfo”
target PR | B B,
title FAF “SimpleUpdate” .
Targets@Redfish.Allow- R “/redfish/v1/UpdateService/FirmwareInventory/BMC-
ableValues Backup”
TransferProtocol @Red- N SimpleUpdate #1152 V7 (E

fish.AllowableValues

Bi: AT

T 2

© Copyright Lenovo 2018, 2024
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TR RH ik
TransferProtocol @Red- B “SFTP” ,
fish.AllowableValues[N]
(13 TFTP b o
@Redfish.OperationAp- PO BEHF
plyTimeSupport
SupportedValues Bl Ti: FHHP
ik 3
SupportedValues[N] FF R “Immediate”
“OnReset”
“OnStartUpdateRequest”
HttpPushUri HEFE AT X3 BT M 55 04T HTTP 2 HTTPS #Ei&% Hi 1) URL,
8 “/fwupdate”
HttpPushUriTargets B Wi FE5FH
W 0-1
HttpPushUriTargets[N] R | SRR SR S R BT AL i URT B4l BLERFINE A,
I HAE XCC2 HE)FALRE R 5 om R E,
HttpPushUriTargetsBusy fi /R R RBH LM% Pt ¥ T HitpPushUriTargets B, I
MR AVIN false, I HAE XCC2 HEJFARE,
HttpPushUriOptions SR BB
HttpPushUriApplyTime xR cREHF
ApplyTime FAFH “Immediate”
ApplyTime@Redfish.Al- Bl Wi: Z4H
lowableValues
i 2
ApplyTime@Redfish.Al- FIF B “Immediate”
lowableValues[N]
“OnReset”
FirmwareInventory xR k55 4% b 0 [ AR 45 B URI
MultipartHttpPushUri TR | H T 4 B AE R IE SO R 55 AT HTTPS #3838 357 Y
URI; {8 “/mfwupdate”
MultipartHttpPushUri@Red- | %} & R
fish.OperationApplyTime-
Support
SupportedValues A Wi P4
W 3
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TR B Hiid
SupportedValues[N] 5 “Immediate”

“OnReset”

“OnStartUpdateRequest”
MaxImageSizeBytes B 250000000

RemoteServerCertificates B CertificateCollection % & BI85,

VerifyRemoteServerCertifi- /R RANAE R IEAE Hi G R Z 0T R 552 B 2 B F SimpleUpdate H
cate ImageURI BT A HTTPS RS2 WIEdS,

BRINEN false,

RERE

HTTP RER WMRHE ID
500 InternalError
Bl

IR 18] PR 75 4 JSON Wi J «

{
"RemoteServerCertificates": {
"@odata.id": "/redfish/v1l/UpdateService/RemoteServerCertificates"
h
"HttpPushUriTargets": [],
“FirmwareInventory": {
"@odata.id": "/redfish/v1l/UpdateService/FirmwareInventory"

I3
"ServiceEnabled": true,
"MultipartHttpPushUri@Redfish.0perationApplyTimeSupport": {
"@odata.type": "#Settings.vl_3_4.0perationApplyTimeSupport”,
“SupportedValues": [
"Immediate”,
"OnReset",
"OnStartUpdateRequest”
]
H
"@odata.type": "#UpdateService.vl_11_0.UpdateService",
"@odata.id": "/redfish/v1/UpdateService",
"Actions": {
"#UpdateService.SimpleUpdate": {
"target": "/redfish/vl/UpdateService/Actions/UpdateService.SimpleUpdate"”,
“title": "SimpleUpdate",
"Targets@Redfish.AllowableValues": [
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"
1,
"TransferProtocol@Redfish.AllowableValues": [
"TFTP",
"SFTP",
"HTTPS",
"HTTP"
1,
"@Redfish.ActionInfo": "/redfish/v1/UpdateService/SimpleUpdateActionInfo”,
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"@Redfish.OperationApplyTimeSupport": {
"@odata.type": "#Settings.vl_3_4.0perationApplyTimeSupport",
"SupportedValues": [
"Immediate”,

"OnReset"”,
"OnStartUpdateRequest”
]
}
h
"0em": {
"#lenovoUpdateService.BundleRollback": {
"target": "/redfish/vl/UpdateService/Actions/0Oem/LenovoUpdateService.BundleRollback",
“title": "BundleRollback"
1
"#lenovoUpdateService.UpdateFromRepository": {
"target": "/redfish/vl/UpdateService/Actions/0Oem/LenovoUpdateService.UpdateFromRepository”,
"title": "UpdateFromRepository"
1
"#lenovoUpdateService.GetRepoUpdateDetail": {
"target": "/redfish/vl/UpdateService/Actions/0em/LenovoUpdateService.GetRepoUpdateDetail",
“title": "GetRepoUpdateDetail"
}
}

"#UpdateService.StartUpdate": {
"target": "/redfish/vl/UpdateService/Actions/UpdateService.StartUpdate",
“title": "StartUpdate",
"@Redfish.ActionInfo": "/redfish/v1/UpdateService/StartUpdateActionInfo"
}
1
"MaxImageSizeBytes": 250000000,
"HttpPushUriOptions": {
"HttpPushUriApplyTime": {
"ApplyTime": "Immediate",
"ApplyTime@Redfish.AllowableValues": [
"Immediate",
"OnReset"”
]
}
I8
"@odata.etag": "\"12fcécd9e7d7735944e43b\"",
"HttpPushUri": "/fwupdate",
“MultipartHttpPushUri": "/mfwupdate",
“Description”: "Lenovo firmware update service.",
"HttpPushUriTargetsBusy": false,
“Name": "Update Service",
“Oem": {
"Lenovo": {
"BundleRepoAvailableSpaceInKB": 2004634,
"FirmwareServices": {
"@odata.id": "/redfish/vl/UpdateService/Oem/Lenovo/FirmwareServices"
b
"@odata.type": "#LenovoUpdateService.vl_0_0.LenovoUpdateService"
}
1,
“VerifyRemoteServerCertificate": false,
“@odata.context": "/redfish/vl/$metadata#UpdateService.UpdateService",
"Status": {
"HealthRollup": "0K",
"State": "Enabled",
"Health": "OK"
I

318 Lenovo XClarity Controller REST API 57



“Id": "UpdateService"

}

PATCH - N EFRZSIRSHEITEMN
il PATCH J7 8 % 357 JIR 55 6 U650 M AR 25 388 47 36 397

#E3RK URL

PATCH https://<BMC_IPADDR>[redfish/v1/UpdateService

ERIEX

TR KRR ik

HepPushU- | 34l | %z /4580

riTargets
Wi 0-1

HettpPushU- | 24783 | 337000 SR WA % BT AL 19 URT %04, WWERBIAZH, FFHAE XCC2
riTar- TR A2 DR B o £
gets[N]

HttpPushU- | #7/K R B AEME P 5 R T HetpPushUriTargets JB 1k, JLHEBAIN false,

riTargets- FHAE XCC2 BEEARE,

Busy

VerifyRe- 17K WAR BB PE B EN true, WK AL i 3 R Z 0 BE IR 55 & & 2 56 ik

mote- SimpleUpdate H' ImageURI J& 5| Hl i HTTPS MR 5548 B93E45,

ServerCer-

tificate

HttpPushU- | %j4 gEHF

riOptions

Hitp- g | CRIF
PushUriAp-
plyTime
Apply- FAE | Al HTTP #3858 T B R i, Wk Emrk, WREN
Time “Immediate” , W& 45 H AR A EEBGIGSLRR ). R Ey

“Onreset” , MBLHIAETE LEBGERL T EHHERE, HBAETHG G E
Bimsh 4R EE,
ZREKE XCc2 BEAMMRE,

) j37

Wiy 738 18] i) N5 5 GET $RAEARE, (HBEHT T R T,

RERE

HTTP RER IR A ID
500 InternalError
T~

VL F Rl PATCH 1E 3L
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{
"HttpPushUriTargets" : [
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"
]
}

i T PATCH #A8)5, B8R S5 B IRA 4 R 18] LT 78 4] JSON Wi B :

{
"RemoteServerCertificates": {
"@odata.id": "/redfish/vl/UpdateService/RemoteServerCertificates"”
h
"HttpPushUriTargets": [
"/redfish/v1l/UpdateService/FirmwareInventory/BMC-Backup"
1,
“FirmwareInventory": {
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory"
I
"ServiceEnabled": true,
“MultipartHttpPushUri@Redfish.OperationApplyTimeSupport": {
"@odata.type": "#Settings.vl_3_4.0perationApplyTimeSupport",
"SupportedValues": [
"Immediate”,
"OnReset",
"OnStartUpdateRequest”
]
1
“@odata.type”: "#UpdateService.vl 11 0.UpdateService",
"@odata.id": "/redfish/v1/UpdateService",
"Actions": {
"#UpdateService.SimpleUpdate": {
"target": "/redfish/vl/UpdateService/Actions/UpdateService.SimpleUpdate",
"title": "SimpleUpdate”,
"Targets@Redfish.AllowableValues": [
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"
1,
"TransferProtocol@Redfish.AllowableValues": [
"TFTP",
"SFTP",
"HTTPS",
"HTTP"
1,
"@Redfish.ActionInfo": "/redfish/vl/UpdateService/SimpleUpdateActionInfo",
"@Redfish.0perationApplyTimeSupport": {
"@odata.type": "#Settings.vl_3_4.0perationApplyTimeSupport",
"SupportedValues": [
"Immediate”,
"OnReset",
"OnStartUpdateRequest”
]
}
1
"Oem": {
“#lenovoUpdateService.BundleRollback": {
"target": "/redfish/vl/UpdateService/Actions/0Oem/LenovoUpdateService.BundleRollback",
"title": "BundleRollback"
I8
"#lenovoUpdateService.UpdateFromRepository": {
"target": "/redfish/vl/UpdateService/Actions/0Oem/LenovoUpdateService.UpdateFromRepository”,
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"title": "UpdateFromRepository”
I
"#lenovoUpdateService.GetRepoUpdateDetail": {

“target": "/redfish/vl/UpdateService/Actions/0Oem/LenovoUpdateService.GetRepoUpdateDetail”,
"title": "GetRepoUpdateDetail"

}

1
“#UpdateService.StartUpdate": {

"target": "/redfish/vl/UpdateService/Actions/UpdateService.StartUpdate",

“title": "StartUpdate”,

"@Redfish.ActionInfo": "/redfish/v1/UpdateService/StartUpdateActionInfo"

}

1
"MaxImageSizeBytes": 250000000,
"HttpPushUriOptions": {
"HttpPushUriApplyTime": {
"ApplyTime": "Immediate",
"ApplyTime@Redfish.AllowableValues": [
“"Immediate",
"OnReset"
]

}

5
"@odata.etag": "\"12fcécd9e7d7735944e43b\"",
"HttpPushUri": "/fwupdate",
"MultipartHttpPushUri": "/mfwupdate”,
“Description"”: "Lenovo firmware update service.",
"HttpPushUriTargetsBusy": false,
"Name": "Update Service",
"Oem": {
"Lenovo": {
"BundleRepoAvailableSpaceInKB": 2004634,
"FirmwareServices": {
"@odata.id": "/redfish/v1l/UpdateService/0em/Lenovo/FirmwareServices"

)

}
h
"VerifyRemoteServerCertificate": false,

"@odata.context": "/redfish/vl/$metadata#UpdateService.UpdateService",
"Status": {

"HealthRollup": "0K",

“State": "Enabled”,

“Health": "0K"

@odata.type": "#LenovoUpdateService.vl 0 0O.LenovoUpdateService"

I8
"Id": "UpdateService"

& 4 58 7 N A B [

XCC2 Redfish Jlt 55 o i #£ SimpleUpdate M 4 B X Hep #HEX FH ¥ P 3 &
@Redfish.OperationApplyTime . X ¥ N ] I [H] (ApplyTime) # &N “Immediate” .
“OnReset” B “OnStartUpdateRequest” . W3R &K #5 & B I ), 00 IR 55 &6 468 0 0

[13 . b2
Immediate™

M Immediate B
WRIERN “Immediate” , W &4 B FiRAEEAE LA E LB S5,
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%% OnReset &
WRIFE “OnReset” , MAEFEHITH HIFREE G A S0 E 4 FH,

X #%# OnStartUpdateRequest &

WRIEE “OnStartUpdateRequest” , W2 FE P I EHi R 551 StartUpdate $AE IR F [ 44 5

o

POST - ElfFry & £ B
SR T DA A WAR SO (BT ImageURT 23051 URL ) & & i B3 B AT,

EFR URL

POST https:// <«BMC IPADDR>Ivedfish/v1l/UpdateService/Actions/UpdateService.SimpleUpdate

BEREX
. RH BB A ID
ImageURI SR AR URI,
Targets S T BT SRR URIL
PP HEE R BMC () BB LR, Targets ZHUB AN
[/redfish/vl/UpdateService/Firmwarelnventory/BMC-Backup], X
@IS FE Targets IR PEAE KA Redfish BEAT [ 44 56 5 0 491 11
o, PUGEMT BMC (FH) B, BT HEHHMRMAEF, AR
Targets ZH NS EIEZ null 1H,
TransferProto- | 54 i Ub IR 55 FH T A 2R BT 4 AR SO B 9 28 T 3
col
Username FRFH HT il sfp MFHRA P B, HWBAT sfp Mo5as b, IHH
username:password 7£ ImageURI F AT I, HSEELHFH,
Password FRTH HTFiH sfep M58 ETS, LBBRAT sfep 54 L, HE
username:password 7£ ImageURI AT I, MSEELHFH,
@Redfish.Op- | 4F i 5 € ] I JF 4 BB SimpleUpdate #86F Ef:, B2 M3E N :
erationApply- « .
Time o Immediate
e “OnReset”
¢  “OnStartUpdateRequest”
M R
T B R BN E 1D
Id AT H BIEEMAESS ID,
Name T 255 4K
Description | 2£f i “This resource represents a task for a Redfish implementation.”
TaskMoni- | 245 i LA 55 i 4 55 IS 4 45 1 URIL
tor
StartTime | ZZ4F i EWJE B A 55 1 H T B
TaskState | 4 255 HR A
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7B RM HRHE 1D
Messages | 4l IX R 5 A 55 R BRI BB
Percent- R fES55E BH 7 o
Complete
{‘Iifgfl’ay- i 7R #8718 Payload X RN EEHIRES B AR FEHAT GET B&[H ,
oa
RSN
HTTP RN BB A 1D
202 Accepted
400 BadRequest, ActionParamMissing., Action-
ParamTypeError. ActionParamFormatError
419 Conflict
500 InternalError
=~

PR BMC (&) MiER, POST IESUHFEW F:

{

"ImageURI":"sftp://192.168.1.216/tmp/xcc/lnvgy_fw_xcc_cdi338d-2.70_anyos_noarch.uxz",

"Targets": [
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"

1,

"Username":"userid",

"Password":"password"

"@Redfish.0perationApplyTime": "Immediate"

VLR 7Bl 38 UEFT 135K, POST IESCHFEW T :

{

"ImageURI":"sftp://192.168.1.216/test/lnvgy_fw_uefi_usel05d-1.10_anyos_32-64.uxz",
"Targets": [],
"Username":"userid",
"Password":"password",
"@Redfish.0perationApplyTime": "OnReset"

}

i& 7] POST SimpleUpdate #AE DL T 7~ ] JSON i K/,

{
"TaskState": "New",
“Id": "2a372022-8d74-4503-bf9a-6h24c52f26e0",
"TaskMonitor": "/redfish/v1/TaskService/7dflc3c5-adabh-42a4-92ch-a8ace5b576d4",
"PercentComplete"”: 0,
“Description”: "This resource represents a task for a Redfish implementation.",
"HidePayload": true,
“StartTime": "2022-12-15T08:05:56+00:00",
“Name": "Task 2a372022-8d74-4503-hf9a-6b24c52f26e0",
"@odata.type": "#Task.vl_5_1.Task",
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"@odata.id": "/redfish/v1/TaskService/Tasks/2a372022-8d74-4503-bf9a-6b24c52f26e0",
"@odata.context": "/redfish/vl/$metadata#Task.Task",

“Messages": [],

"@odata.etag": "\"1671091556862\""

WERAETFRPIET “OnReset” , WILIR KL T HRE, ERLWE BN RFEEATITE
R ALGLEE X B

AE M R TE ST H R A B B 4RSS BEIR.

“TaskState": "Pending",
“StartTime": "2022-12-15708:05:56+00:00",
“TaskMonitor": "/redfish/v1/TaskService/7df1c3c5-adab-42a4-92ch-a8ace5h576d4",
"PercentComplete": 0,
“Description": "This resource represents a task for a Redfish implementation.",
“Id": "2a372022-8d74-4503-bf9a-6b24c52f26e0",
"HidePayload": true,
“Name": "Task 2a372022-8d74-4503-bf9a-6b24c52f26e0",
“@odata.type”: "#Task.vl 5 1.Task",
"@odata.id": "/redfish/v1/TaskService/Tasks/2a372022-8d74-4503-hf9a-6b24c52f26e0",
"@odata.context": "/redfish/vl/$metadata#Task.Task",
"Messages": [
{
"Messageld": "Update.1.0.UpdateInProgress"”,
"@odata.type”: "#Message.vl 1 2.Message",
"Resolution”: "None.",
"MessageSeverity": "0K",
"Message": "An update is in progress.",
"MessageArgs": []
}

1,
"@odata.etag": "\"1671091615381\""

WARAEFERPIET “OnReset” , MILMRSFHL T HHRE, EELKE EAREEE/ATITE
AR

Mg, “IRM” M55 URI UAEFHIER. &IE DT 7R JSON Mk,

"TaskState": "Running”,
“StartTime": "2022-12-15T708:05:56+00:00",
"TaskMonitor": "/redfish/v1/TaskService/7df1c3c5-adab-42a4-92ch-a8ace5h576d4",
“PercentComplete": 71,
“Description”: "This resource represents a task for a Redfish implementation.”,
“Id": "2a372022-8d74-4503-bf9a-6b24c52f26e0",
"HidePayload": true,
"Name": "Task 2a372022-8d74-4503-bf9a-6h24c52f26e0",
"@odata.type": "#Task.vl_5_ 1.Task",
"@odata.id": "/redfish/v1/TaskService/Tasks/2a372022-8d74-4503-bf9a-6b24c52f26e0",
"@odata.context": "/redfish/vl/$metadata#Task.Task",
“Messages": [
{
"Messageld": "Update.1.0.UpdateInProgress”,
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"@odata.type": "#Message.vl_1_2.Message",
"Resolution": "None.",

"MessageSeverity": "0K",

"MessageArgs": [],

"Message": "An update is in progress.”

}

],
"@odata.etag”: "\"1671091716264\""
}

AE M 7 TE ST B & BT BT “Job” B

{
"TaskState": "Completed"”,
“TaskStatus": "0K",
"EndTime": "2022-12-15708:08:46+00:00",
"StartTime": "2022-12-15T708:05:56+00:00",
"TaskMonitor": "/redfish/v1/TaskService/7df1c3c5-adab-42a4-92ch-a8ace5h576d4”,
"PercentComplete": 100,
"Description": "This resource represents a task for a Redfish implementation."”,
"Id": "2a372022-8d74-4503-bhf9a-6b24c52f26e0",
"HidePayload": true,
"Name": "Task 2a372022-8d74-4503-hf9a-6h24¢c52f26e0",
"@odata.type": "#Task.vl_5 1.Task",
"@odata.id": "/redfish/v1/TaskService/Tasks/2a372022-8d74-4503-bf9a-6b24c52f26e0",
"@odata.context": "/redfish/vl/$metadata#Task.Task",
“Messages": [
{
"Messageld": "Update.1.0.0perationTransitionedToJob",
"@odata.type": "#Message.vl_1_2.Message",
"Resolution”: "Follow the referenced job and monitor the job for further updates.”,
"MessageSeverity": "0K",
"Message": "The update operation has transitioned to the job at URI
"Iredfish/v1/JobService/Jobs/JobR000001-Update'.",
"MessageArgs": [
"/redfish/v1/JobService/Jobs/JobR000001-Update"”
]
}
1,
"@odata.etag": "\"1671091726964\""

}

WG, BiE “GET” FKBUE URI LR EEHIEH, & B DL RH JSON Mk,

{
“JobState": "Completed”,
"StepS":{
"@odata.id": "/redfish/v1/JohService/Jobs/JobR000001-Update/Steps"”
I8

“EndTime": "2022-12-15T708:08:55+00:00",
“StartTime": "2022-12-15T708:08:46+00:00",
“PercentComplete": 100,
“Description”: "This resource is used to represent a job for a Redfish implementation.",
"Messages": [
{
"Messageld": "Update.1.0.UpdateSuccessful”,
"@odata.type": "#Message.vl 1 2.Message",

"Resolution": "None.",
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"MessageSeverity": "0K",

"Message": "Device '/redfish/v1/UpdateService/FirmwareInventory/UEFI' successfully updated with
image 'lnvgy_fw_uefi_usel105d-1.10_anyos_32-64.uxz".",
"MessageArgs": [
"/redfish/v1/UpdateService/FirmwareInventory/UEFI",
"lnvgy_fw_uefi_usel05d-1.10_anyos_32-64.uxz"
]
}
1,
“Id": "JobR0O00001-Update"”,
“Name": "JobR000001-Update",
"@odata.type": "#Job.vl 0_7.Job",
"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update",
"@odata.context": "/redfish/vl/$metadata#Job.Job",
“StepOrder": [
"UEFI"
1,
"@odata.etag": "\"1671091735837\""

POST - E# /K HTTP #iXE#

B ARAE BT T8 I 5 4K A AR S H#E % 2] UpdateService. HttpPushUri &5 I URI, X C3k 4
HEHATHEHT . 7 XCC2 Redfish i55H, UpdateService.HttpPushUri JBE:MEN “/fwupdate” .

#ER URL

POST https://<BMC_IPADDR>!fwupdate

BERIEX

HTTP POST #AE N Nk &4 H] T Ui ] UpdateService %5 i 2 85 AR .

f£o@ d HTTP B OE B AT M O B OB o E ., W OE WA
“HttpPushUriOptions/HttpPushUriApply Time/ApplyTime” J& .

e 7

TB R HPH A ID

Id TR B MAESS ID,

Name FAF 354

Description | “2ff 8 “This resource represents a task for a Redfish implementation.”
TaskMoni- | 52445 i BUAT: 55 BT 55 IR #5525 19 URI,

tor

StartTime | 24 i EWE B A 55 1 H TN B

TaskState TR £ 5% MRS,

Messages | £14l XRS5 SRR B L,

Percent- B & 5558 A 43 He o

Complete

}{ic:fPay- A K #8758 Payload M Z N EEBURES B A2 EMIT GET KR [E,
oa
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W &/ Al DA AR POST iR 4 “Content-Length” #7535k MA3E7/R POST IE3CK/D, XCC2
Hor 2 s K - 56 i o] 420 BT e 5 SRR I R/, A0 SR SR R /N HY G R 55 P DA SRR B R /D, PR R ]
g 413, oS8R e R/ RIEIRTE R

LBt HTTP #3638 3 IEAE AT, FIRESTE4T HTTP #:5% 8 % & B 503, RZ IR,

RERE
HTTP RN BN A ID
202 Accepted
400 BadRequest, ActionParamMissing., ActionParamTypeEr-
ror, ActionParamFormatError
413 RequestEntityTooLarge
500 InternalError
503 ServiceUnavailable
=

VLR curl fiv4 MR % UEFUBMC (£50]) B HTTP #2658 5 #2,

1. ¥ HttpPushUriTargetsBusy HE# N true.

% P N Y6k & HetpPushUriTargetsBusy B, UL{EN false N, %% HttpPushUri-
TargetsBusy JB BN True, DAVEFWIEFEH G M T RS, NBRATH, HAE 5w
A I3 S8 3 I Tl 55 s b B A

PATCH IE3CH:

{
"HttpPushUriTargetsBusy" : true

}

CWRE P RIER BMC (#8H) , EHREH ML HitpPushUriTargets.
WARAHEH BMC (FH) EfF, #d Pk,
PATCH IE3CH:

"HttpPushUriTargets" : [
“/redfish/v1l/UpdateService/FirmwareInventory/BMC-Backup"
]

. ¥ HttpPushUriOptions/HttpPushUriApplyTime/ApplyTime ¥ ¥ N “Immediate” 3§
13 bh)
OnReset™ ,

PATCH 1EXXCH:

{
"HttpPushUriOptions": {
"HttpPushUriApplyTime": {
"ApplyTime": "Immediate"
}
}
}

. K W% 3% B HeepPushUri J8 M ) URL,
THEEMH T UEFI HTTP #65% B #7185 KR curl 74
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curl -s -k -u USERID:PASSWORD --data-binary @/tmp/uefi/lnvgy_fw_uefi_ivel48m-2.41_anyos_32-64.uxz
https://192.168.1.126:443/fwupdate

W B PLE “v” W3] curl iy 4 DLW EE SO AL M B,
THEHT BMC (%5/) HTTP #EXEEHIERAAH curl 74,

curl -s -k -u USERID:PASSWORD --data-hbinary @lnvgy_fw_xcc_usx319b-0.99 _anyos_comp.uxz
https://192.168.1.126:443/fwupdate

i& [\ LR 7 il JSON Wi )2,

{

"@odata.type":"#Task.vl_5_1.Task",
"@odata.id":"/redfish/v1/TaskService/Tasks/c3f04¢5f-3118-409c-a33d-5abc8abs31009",
"TaskMonitor":"/redfish/v1/TaskService/f1874fd8-78d8-42bh2-ab64c-26fThh31fa4s5",
"Messages":[],"Description":"This resource represents a task for a Redfish implementation.",
"StartTime":"2023-01-04T08:05:53+00:00",

"@odata.etag":"\"1672819553334\"",

"PercentComplete":0,

"HidePayload":true,

"@odata.context":"/redfish/vl/$metadata#Task.Task",

"TaskState":"New",

"Id":"c3f04c5f-3118-409c-a33d-5ahc8a631009",

"Name":"Task ¢3f04¢5f-3118-409c-a33d-5abc8a631009"

}

A8 0 87 1 3CH R A 5 BT QU AR S5 B8R . 7 TaskMonitor J& 1 R 51 AL 55 Ma 5 4% B
5. % P s 2 W A AL 55 R URI DL BT .

AR TR ELS IR AHF JSON M, (£S5 ID N c3f04c5£-3118-409c-a33d-
5abc8a631009 )

R BAREEEE N 100%, RS REN “BRR” .

{
"@odata.type": "#Task.vl_5_1.Task",
"@odata.id": "/redfish/v1/TaskService/Tasks/c3f04c5f-3118-409c-a33d-5abc8a631009",
"EndTime": "2023-01-04708:06:42+00:00",
"TaskMonitor": "/redfish/v1/TaskService/f1874fd8-78d8-42h2-abdc-26f7hh31fad5",
"Messages”: [
{
"@odata.type": "#Message.vl_1_2.Message",
"Messageld": "Update.1.0.0perationTransitionedToJob",
“Resolution”: "Follow the referenced job and monitor the job for further updates.”,
“MessageSeverity": "0K",
“Message": "The update operation has transitioned to the job at URI
‘/redfish/v1/JobService/Jobs/JobR0O00005-Update".",
“MessageArgs": [
"/redfish/v1/JobService/Jobs/JobR0O00005-Update"”
]
}
1,
“Description”: "This resource represents a task for a Redfish implementation.",
"@odata.etag": "\"1672819602270\"",
“StartTime": "2023-01-04T708:05:53+00:00",
"PercentComplete": 100,
"TaskStatus": "0K",
"TaskState": "Completed”,
"@odata.context": "/redfish/vl/$metadata#Task.Task",
"HidePayload": true,
"Id": "¢3f04¢5f-3118-409c-a33d-5abc8a631009",
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"Name": "Task ¢3f04c5f-3118-409c-a33d-5ahc8a631009"
}

In the response body, a new created job resource is included.

}

6. FrummEREMRL, HEIREZLEN “Completed” 5 “Exception” . AL [l i 1 Mk i
)E\&b@ﬁ"ﬁ?o

T R L S R AR 55 SR

{
"@odata.type": "#Job.vl_0_7.Job",
"StepOrder": [
"BMC-Primary"

1,
"EndTime": "2023-01-04708:07:00+00:00",
"Messages": [

{

“@odata.type": "#Message.vl_1_2.Message",
"Messageld": "Update.1.0.UpdateSuccessful”,
"MessageSeverity": "0K",

"Resolution”: "None.",
"Message": "Device '/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary' successfully
updated with image 'upload_file'.",
"MessageArgs": [
“Iredfish/v1/UpdateService/FirmwareInventory/BMC-Primary",
"upload_file"
]
}

1,

"Description": "This resource is used to represent a job for a Redfish implementation.",

"@odata.id": "/redfish/v1/JobService/Jobs/JobR000005-Update”,

"StartTime": "2023-01-04T08:06:41+00:00",

"@odata.etag": "\"1672819620097\"",

"PercentComplete": 100,

"Steps": {

"@odata.id": "/redfish/v1/JobService/Jobs/JobR000005-Update/Steps"”

5
"@odata.context": "/redfish/vl/$metadata#Job.Job",
“JobState": "Completed”,

"Id": "JobR0O00005-Update"”,
“Name": "JobR000005-Update"

7. R HRE BMC ($8H) . EREBIMNE K HeepPushUriTargets.
WERAR BB BMC (&) B4, Bk st 3R,
PATCH IE3CH:

{
"HttpPushUriTargets" : [ ]

}

8. ¥ HttpPushUriTargetsBusy % # 7y false,
RIS )G, 5% HttpPushUriTargetsBusy J& It 8 SN false, DAEIE IR S5 B4
FoAte % 7 o L AT 1] 1 B0
PATCH IE3CH:
{
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"HttpPushUriTargetsBusy" : false
}

POST - E#H 2 RN HTTP #IEEH

IG5 T O R A R S HE £ B UpdateService. MultipartHttpPushUri J& 5] H B URT, *f
O AGHITHES . £ XCC2 Redfish k554, UpdateService.MultipartHttpPushUri J& It
N “/mfwupdate” .

HR URL
POST https://<BMC_ IPADDR>Imfuwupdate
BEREX
HTTP POST #AE N Nk &4 H] T Ui ] UpdateService %5 i 2 85 AR .
M) B2
B ey BRI A ID
Id PR Bl MES ID,
Name FRF 55 4%
Description | 24 5 “This resource represents a task for a Redfish implementation.”
TaskMoni- | 245 & AT 55 AT 55 IR I8 25 19 URI,
tor
StartTime | 24F i WA AL S5 H TR R
TaskState FH SRR ES,
Messages il X5 A5 R B B 4L,
Percent- B fES5 58 LA 41 e,
Complete
}{itifpay- i /R 578 Payload M A N EEHURE EAXTENIT GET W& M,
oa

W: Boumel DLEEEAE POST IEXXH B4 HTTP 4 BRI, DESEE RFC2388 #E i
B, XCC2 K2 bbby Sk I 56 iF &2 58 37 A K /NS 32 32 FF, IR AE SO R/ K R IR RS
413, WREZ P umfE—A POST 15K b2 A0k, W&k BRES 400, I B8 —& 85 IRE B
B RAZ L FE,

% HTTP #EXEF EAREATR, "TRESHEL I B HTTP #E8 55 & R 503, RZFAK.

RAENRD
HTTP RA&ERH HRH AL ID
202 Accepted
400 BadRequest, ActionParamMissing, ActionParamTypeEr-
ror, ActionParamFormatError
413 RequestEntityTooLarge
500 InternalError
503 ServiceUnavailable
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Bl
AT curl 4 HI7~HE UEF/BMC (£5H) B4 Bt HTTP #E% g i,

1. ¥ HttpPushUriTargetsBusy E#H N true.

% P B E ek & HetpPushUriTargetsBusy B 1. 2 UL N false I, %% HttpPushUri-
TargetsBusy JBEE BN True, DMEF WIEFEH G T RS, NERTI, HAK 5w
A 57 B8 1k ke 55 i L T A

PATCH 1EXXCH:

{
"HttpPushUriTargetsBusy" : true

}

2. WRE ik RIER BMCG (1) , EREAIMEM HitpPushUriTargets,
WARAER BMC (FH) B, BB,

PATCH 1IFEXH:

"HttpPushUriTargets" : [
“/redfish/v1/UpdateService/FirmwareInventory/BMC-Backup"
]

3. K [ 2k e f4 3% 3] MultipartHetpPushUri J& 4 8 URL.
THEMT BMC (%) M4 B HTTP #3355 HiE KRR B curl f4,

curl -s -k -u USERID:PASSWORD -F 'UpdateParameters=

{ "Targets":[ ],"@Redfish.OperationApplyTime":"0OnStartUpdateRequest"};type=application/json’
-F 'UpdateFile=@ lnvgy_fw_xcc_usx319b-0.99_anyos_comp.uxz ;type=application/octet-stream’
https://192.168.1.216:443/mfwupdate

i& 15 DA T 7 4] JSON i B

{
"@odata.type": "#Task.v1_5 1.Task",
"@odata.id": "/redfish/v1/TaskService/Tasks/f9c172dc-8d25-41da-8ad1-h59h5e144209",
"TaskMonitor": "/redfish/vl/TaskService/570dfa36-fé60b-4dda-b9db-4435f90c3e20",
"Messages": [],
"Description”: "This resource represents a task for a Redfish implementation.",
"StartTime": "2023-01-04T07:48:51+00:00",
"@odata.etag": "\"1672818531928\"",
"PercentComplete": 0,
"HidePayload": true,
"@odata.context": "/redfish/vl/$metadata#Task.Task",
"TaskState": "New",
"Id": "f9c172dc-8d25-41da-8ad1-b59h5e144209",
"Name": "Task f9¢172dc-8d25-41da-8ad1-h59b5e144209"

}

A8 T 82 1E 3CH R AL 45 BT QI AR 55 B8R, £ TaskMonitor J& 1 oK 5| FIAE 55 M 2 4% BEE

4. B “@ Redfish.OperationApplyTime” X # M A5 “Immediate” . “OnReset” Fl
“OnStartUpdateRequest” Z —, MR if KJE ¥ “@Redfish.OperationApplyTime”
“OnStartUpdateRequest” , W% /i % B AT StartUpdate $AF DU [ £ 58 37 i F2 4K &5,

R “@Redfish.OperationApplyTime” A& OnStartUpdateRequest, 15Bkid k55,
POST URL J#j: /redfish/vl/UpdateService/Actions/UpdateService.StartUpdate
POST IECHN:
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{}
5. % P s 22 MR A AL 55 R URI DL BT .

UTRHTREKEMS TN AH JSON MR, (f£55 ID N f9c172dc-8d25-41da-8adl-
b59b5e144209)

£ 5 BAREE R 100%, fE5RER “BRER” .

{
"@odata.type": "#Task.vl_5_1.Task",
"@odata.id": "/redfish/v1/TaskService/Tasks/f9c172dc-8d25-41da-8ad1-h59h5e144209",
"EndTime": "2023-01-04T707:51:14+00:00",
"TaskMonitor": "/redfish/v1/TaskService/570dfa36-f60b-4dda-b9db-4435f90c3e20",
"Messages": [
{
“@odata.type": "#Message.vl_1_2.Message",
"Messageld": "Update.1.0.0perationTransitionedToJob",
"MessageSeverity": "0K",
“Resolution”: "Follow the referenced job and monitor the job for further updates.”,
"Message": "The update operation has transitioned to the job at URI
‘/redfish/v1/JobService/Jobs/JobR000004-Update".",
"MessageArgs": [
"/redfish/v1/JobService/Jobs/JobR0O00004-Update"
]
}
1,
“Description”: "This resource represents a task for a Redfish implementation.",
"@odata.etag": "\"1672818674540\"",
"StartTime": "2023-01-04707:48:51+00:00",
"PercentComplete": 100,
"TaskStatus": "0K",
"HidePayload": true,
"@odata.context": "/redfish/vl/$metadata#Task.Task",
"Name": "Task f9¢172dc-8d25-41da-8ad1-h59h5e144209",
"Id": "f9c172dc-8d25-41da-8ad1-h59h5e144209",
"TaskState": "Completed"

AE M 3 1E 3CH R A 45 BT B RY Job BEIR.

6. B EREEL, EEHREEN “Completed” 5 “Exception” . MRHEIR [ /E Mk 1H
BAL B,

I R 5 2 A AR M i S 7

{
"@odata.type": "#Job.vl_0_7.Job",
"@odata.id": "/redfish/v1/JobService/Jobs/JobR000004-Update",
"EndTime": "2023-01-04T707:51:32+00:00",
“Messages”: [
{
"@odata.type": "#Message.vl_1 2.Message",
"Messageld": "Update.1.0.UpdateSuccessful”,
"MessageSeverity": "0K",
“Resolution": "None.",
"Message": "Device '/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary' successfully
updated with image 'lnvgy_fw_xcc_usx319b-0.99_anyos_comp.uxz'.",
"MessageArgs": [
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary",
"lnvgy_fw_xcc_usx319b-0.99_anyos_comp.uxz"
]
}
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1,
“Description”: "This resource is used to represent a job for a Redfish implementation.",
"StepOrder": [

"BMC-Primary"

1,
"StartTime": "2023-01-04T07:51:14+00:00",
IIStEpS":{

"@odata.id": "/redfish/v1/JobService/Jobs/JobR000004-Update/Steps"

I
"@odata.etag": "\"1672818692407\"",
"PercentComplete": 100,
"@odata.context": "/redfish/vl/$metadata#lob.Job",
"JobState": "Completed”,
“Id": "JobR0O00004-Update"”,
"Name": "JobR000004-Update"
}

7. MR HE BMC ($5H) , EREBIMNE B HeepPushUriTargets.
WARAREH BMC (FH) B, EBkid bk,
PATCH 1E3CN:

{
"HttpPushUriTargets" : [ ]

}

8. ¥ HttpPushUriTargetsBusy % # 7y false,
GRS FRE )G, 5% HitpPushUriTargetsBusy J& It 8 SN false, DAEIG IR S5 B4
HoAth % P s HEAT 1] P BT
PATCH IE3C:

{
"HttpPushUriTargetsBusy" : false

}

POST - 7T 45 & % Bl 4
SEHRAE BT DL BT BRSSO (B2 T ImageURL S8051 A URL #) 4 # B4k PE 411,

3R URL
POST https://<BMC_IPADDR>Ivedfish/v1l/UpdateService/Actions/UpdateService.StartUpdate
BERIEX

TCo

e R

TGo

RERB

HTTP RAER BRI A ID

202 Accepted

400 BadRequest, ActionParamMissing, ActionParamTypeEr-

ror, ActionParamFormatError

817 H.OEERAERRS 333



HTTP KRR WMREE ID

419 Conflict
503 ServiceUnavailable
Bl

VLT 7 B2 I k2 B3 A A

{
}

‘® R Firmwarelnventory
IR UR N % T 3878 B I Redfish AR 5545 BE A SRS SR 40

FHER R B B R 2% H R

HIR 12 /redfish/v1/UpdateService/Firmwarelnven-
tory/{Id}

LY ARy D SoftwareIlnventoryCollection_v1.xml
Softwarelnventory_vl.xml

GET - REEEHBELES
il GET K&K RERS e L E G B %,

#H3R URL

GET https://<«BMC_IPADDR>Iredfish/vl/UpdateService/FirmwareInventory

e 81 1E 32
B 1M #iik
Members el Wi: Firmware JCZE M 5] 8,
Name FIF R “SoftwareInventoryCollection”
Description T B “Firmware Inventory Collection.”

#: “Firmwarelnventory” il 2 M & M EA:E B, H a4

BMC (F) . BMC (%) UEFI LXPM. LXPM Windows/Linux W FRE M4, &HT: X%
¥ PLDM s OB BLAGAR ZR A B @S L 25 . B RAID M5 BRI RE & (F£3& T AMD EPYC
(R, EFZR) WESGE LEALF) . Intel® Optane™ Persistent Memory (7T AMD
EPYC (BB, =R MAS EAXFE) . BIEBESSH T

TR E AR, AT DR U 5 A 40T SRR 2 SCBLIX L8 ) 1k

RERB
HTTP RN WIRWE ID
500 InternalError
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]
1& [51 PLF 7R 45 JSON Hi B -

{
"Members": [
{
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/BMC-Primary"
}’
{
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/BMC-Backup"
1
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/UEFI"
}’
{
"@odata.id": "/redfish/v1l/UpdateService/FirmwareInventory/LXPM"
1
{
"@odata.id": "/redfish/v1l/UpdateService/FirmwareInventory/LXPMWindowsDriver"
}’
{
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/LXPMLinuxDriver"
1
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/Slot_7.Bundle"
}?
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/0b_1.Bundle"
8
{
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/0b_1.1"
}7
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/0b_1.2"
1
{
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/0b_3.1"
}7
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/0b_4.1"
1
{
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/0b_5.1"
}7
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/Slot 7.1"
1
{
"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory/PSU1"
}

l,

“Members@odata.count”: 15,

"@odata.type": "#SoftwareInventoryCollection.SoftwareInventoryCollection",

"@odata.id": "/redfish/v1/UpdateService/FirmwareInventory",
"Members@odata.navigationlink": "/redfish/v1l/UpdateService/FirmwareInventory/Members",
"@odata.etag": "\"2f84hcael162420f035fd84ebbb2d13a0\"",

“Name": "SoftwareInventoryCollection”,

“Description": "Firmware Inventory Collection.",
"@odata.context": "/redfish/vl/$metadata#SoftwareInventoryCollection.SoftwareInventoryCollection"
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GET - B EH2EM
ffi il GET 7 i REA B B,

&3k URL

GET https:// <«BMC_IPADDR>Iredfish/vl/UpdateService/FirmwareInventory/{Id}

M &7 1E XX
FB 3| ik
Id R | Id B T ME— AR O
Description FRE | B AR,
LowestSupportedVersion R | R AR SRR W B AR RAS 1 A R
Name FREE | M AR
RelatedItem il 5 KA SO B R Y URT,
RelatedItem[N] POE 3 AR VEUR I B
Softwareld FREE | HFARR I E R E D,
Manufacturer FAFH | o I [ A 0 ) T R A R R B SR AT R
ReleaseDate FREE | B AR R A H
E: WIRZE PMem BB, WA 50K 35 B2 58
Status R CREI.
HealthRollup FRE | “OK”,
Health FHH | “OK”
State PR | BB RARAE, W “Enabled” . “Disabled” |
“StandbySpare”
Updateable i /K 678 Redfish &7 v DL 37 6 £,
Version TR IR AR
N TR T A BTN, Version JB MW AT
Web B IHAR CLI H 278 M RRAS 245 3
WriteProtected iR true
RERBE
HTTP K& BB ID
500 InternalError
Al

VLR~ JSON My iR 7 BMC (F) FEHHE &,

{
"SoftwareId": "BMC-CDI3-10",
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“Updateable”: true,
"Name": "Firmware:BMC",
"@odata.etag": "\"0d057295e35b9b29ddad595a90d7ac3f\"",
"Version": "40M-3.00",
"RelatedItem@odata.count": 1,
"LowestSupportedVersion": null,
"@odata.type”: "#SoftwareInventory.vl_2_2.SoftwareInventory",
"WriteProtected": true,
“Id": "BMC-Primary",
"RelatedItem”: [
{

}

"@odata.id": "/redfish/vl/Managers/1"

l,
"Status": {
"Health": "0K",
"HealthRollup": "0K",
"State": "Enabled"
1
“ReleaseDate": "2019-09-25T00:00:00Z2",
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/BMC-Primary",
"Manufacturer": "Lenovo",
"Description": "The information of BMC (Primary) firmware."

VAT 75 JSON Wi B7 fifi i 7 RAID J& i a5 #Y [ 1445 B o

{
"SoftwareId": "DEVICE-1D490500-13",
“Updateable”: true,
“Name": "Firmware:DEVICE-ThinkSystem RAID 530-8i PCIe 12Gb Adapter",
"@odata.etag": "\"dffae54e34119febbb7ce896633c58ae\"",
“Version": "50.5.0-1510",
"RelatedItem@odata.count": 1,
"LowestSupportedVersion": null,
"@odata.type": "#SoftwareInventory.vl_2_2.SoftwareInventory",
“Id": "Slot_7.Bundle",
"RelatedItem”: [
{

}

"@odata.id": "/redfish/v1/Systems/1/PCIeDevices/slot 7"

1,
"Status": {
“Health": "0K",
"HealthRollup": "0K",
"State": "Enabled"
1
"ReleaseDate": "2018-06-25T00:00:002",
"@odata.id": "/redfish/vl/UpdateService/FirmwareInventory/Slot_7.Bundle",
"Manufacturer": "AVAGO Technologies",
"Description"”: "The information of ThinkSystem RAID 530-8i PCIe 12Gb Adapter firmware."
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E 18 E

EFSEE

%R TaskService
P FE R Redfish RESMEFES, i TaskService R T A EERE A Ui M kG BLE £ 55

R 1
PR R 12 Iredfish/vl/TaskService
i A TaskService_vl.xml

GET - S HREEM

] GET J7 #:# & Redfish IR %51 TaskService Y5 g k.

F3R URL

GET https://<BMC IPADDR>Iredfish/v1/TaskService

BRIEX
7o
) B 1E 3
TR 3| ik
Id FRFH | “TaskService” .
Name FHrH | “Task Service”
Description FAFH | “This resource represents a task service for a Redfish
implementation.”
DateTime FREE | RS MS IEAEME MY T B BN (S W E) &E,
CompletedTaskOver- FREB | “Oldest” .
WritePolicy
ServiceEnabled i /R WAL SRR,
{i: True
Status & CREI,
State TR “Enabled” .
Health FrHE | “OK” .
HealthRollup FHE | “OK” .
Tasks TR MR PR R 4 A Task RAUMEE G MHEEE,
RAERB
HTTP RAERY BRI L ID
500 InternalError
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{
"Tasks": {

"@odata.id": "/redfish/v1/TaskService/Tasks"

I
"Id": "TaskService",
"Status": {
"HealthRollup": "0K",
"Health": "0K",
“State": "Enabled"
1
“Name": "Task Service",
“ServiceEnabled": true,
“DateTime": "2019-11-11T14:51:52+00:00",

"@odata.type": "#TaskService.vl_1 3.TaskService",

“CompletedTaskOverWritePolicy": "0Oldest",

"@odata.etag”: "\"381031aeeabf8aa7d88a786db25df665\"",

"@odata.id": "/redfish/v1/TaskService",

“Description”: "This resource represents a task service for a Redfish implementation."

BiR Task

IR PR Redfish JIi 55 WAL 55 SEIRSE B

PR B = Redfish /IR 55 4 v B 4E: 555
RR B /redfish/vl/TaskService/Tasks/{Id}
P spais Task vl.xml

GET - 5B

i GET JF 4K Redfish IR 1 Task %5 o g g ik

3R URL

GET https://<BMC IPADDR>Iredfish/v1/TaskService/Tasks/{Id}

ERIEX
7
&) Bz 1F 32
TR R ik
Id FAEE | Id e T E— AR R B AE 55 IR
Name TR “Task {Id}” .
Description PR “This resource represents a task for a Redfish
implementation.”
StartTime FRE | LRIENE SR H Y .
EndTime TR | _BRSE AT 55 Y H TN )
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FB 3l Wiig
HidePayload /R LG B A 7 48 7 A BT 55 J5 e 13 B2 B A R B 3R N4
PercentComplete B Do PR F N ST B SE R EEBE (PASE R 43 L AT 4Ry )
TaskMonitor R BEAT 55 WA 55 W P 45 1) URT. X 7E TaskState H
Completed. Exception 5 Killed It Tl B3 55 B URI,
TaskState FRE | ESHIRE,
TaskStatus Sl 1255 1 8BRS .
TaskState Fil TaskStatus Z [A] B K & -
e “Completed” (TaskState) —> “OK” (TaskStatus)
e “Killed” (TaskState) —> “Warning” (TaskStatus)
e “Exception” (TaskState) —> “Warning”
(TaskStatus )
o HAth (TaskState) —> A/AJF TaskStatus (TaskStatus)
Messages X4 B,
Messages|[N] FRE | SEFREKHEE,
RERE
HTTP RN HBRWE ID
500 InternalError
)

& 18] PR 75 45 JSON Wi J% :

{
“StartTime": "2019-11-12T15:05:12+00:00",
"@odata.id": "/redfish/v1/TaskService/Tasks/e809efad-0e8f-48fc-86d9-6d4c5b0d2dal”,
"Messages": [
{

"@odata.type": "#Message.vl_0_7.Message",

"MessageArgs": [

"e809efad-0e8f-48fc-86d9-6d4c5b0d2da0”

l,
"Message": "The task with id e809efad-0e8f-48fc-86d9-6d4c5b0d2dal has completed.”,
"Severity": "0K",

"Resolution": "None.",
"Messageld": "TaskEvent.1.0.TaskCompletedOK"

3
{
"@odata.type": "#Message.vl _0_7.Message",
"Message": "Successfully Completed Request”,
"MessageArgs": [
null
1,
"Severity": "0K",
"Resolution": "None",
"Messageld": "Base.l.5.Success"
|3
{

%18 ®.EHSEH 341



"@odata.type": "#Message.vl_0_7.Message",
"MessageArgs": [
"
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary",
"BMC-TEI3-10",
"57B-1.20",
“57B-1.20"
1,
"Message": "Assignment 1: Resource /redfish/v1/UpdateService/FirmwareInventory/BMC-Primary
SoftwareID BMC-TEI3-10 Version 57B-1.20 to Version 57B-1.20.",
"Severity": "0K",
"Resolution”: "None",
"Messageld": "LenovoFirmwareUpdateRegistry.1.0.UpdateAssignment"

I8
{
"@odata.type": "#Message.vl_0_7.Message",
"Message": "Assignment 1: Apply complete”,
"MessageArgs": [
wp
1,
"Severity": "0K",
"Resolution”: "None",
"Messageld": "LenovoFirmwareUpdateRegistry.1.0.PayloadApplyCompleted”
}

1,
“Id": "e809efad-0e8f-48fc-86d9-6d4c5h0d2dal”,

"HidePayload": true,

“Name": "Task e809efad-0e8f-48fc-86d9-6d4c5b0d2dal”,

“PercentComplete”: 100,

"TaskStatus": "0K",

"TaskMonitor": "/redfish/v1/TaskService/fdcf8893-817e-4a6a-b990-264123bad004",
“TaskState": "Completed"”,

"EndTime": "2019-11-12T715:06:33+00:00",

"@odata.etag": "\"1573571193473\"",

“@odata.type”: "#Task.vl 4 1.Task",

“Description”: "This resource represents a task for a Redfish implementation.”
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F19F SEHERSF

% J& EventService
WK T EARED Redfish EIAFEHF RS,

THRE 1
HIR R /redfish/vl/EventService
i A EventService_vl.xml

GET - EHFBRSEM®

il GET J 4R Redfish IR 55 09 F 4 IRk 55 SE 05 0 g k.

F3R URL

GET https://<BMC IPADDR>Iredfish/vl/EventService

BERIEX
7
g R IE X
TB KRR i
Id FAF “EventService”
Name FAE “Event Service”
Description FAFH “This resource represents an event service for a Redfish
implementation.”
ServiceEnabled R True
SSEFilterPropertiesSup- FoE e BT
ported
SubordinateResources iR True
ResourceType 15 /R True
EventFormatType iR True
RegistryPrefix iR True
OriginResource iR True
MetricReportDefinition R True
Messageld 15 /R True
DeliveryRetryAttempts B 3
DeliveryRetryIntervalSec- B 60 (BAfr: Fb)
onds
ResourceTypes il A[E1T B ) ResourceType 1€ M @odata.type fH (ZEH

) MR,
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FB XK #iig
ResourceTypes[N] T | ResourceTypes B4 LR
:: JC¥i#K ResourceType i i % ik F1F
Actions POE R
#EventService.Sub- xR E5 M “Actions”
mitTestEvent
Status T4 SRS
State F5F “Enabled”
Health FrE | “OK”
EventFormatTypes A Ti: A
W 2
EventFormatTypes[N] FRE | HRME: “Event” . “MetricReport”
SubordinateResourcesSup- | #i/R 8RR S5 R X FFF 1T I SubordinateResource J& 1,
ported
RegistryPrefixes dl Wi PP
T Wt B PR /redfish/vl/Registries B
RegistryPrefixes[N] PR | W B fredfish/vl/Registries T K 5
Subscriptions B EventDestinationCollection %I A3 21T B A 51 F .
ServerSentEventUri R “/redfish/v1/EventService/ServerSentEvent”’
SMTP X4 CE
Authentication TR SMTP ik 55 7% BN IE 5 ¥
Port Bz H s SMTP % H,
ConnectionProtocol PR | StEH SMTP RS 25 FER A,
Password PR | AT SMTP MRS HEATINIER IS, B AE B Ry
“null” ,
ServiceEnabled i /R HBRRERNTHT R ML %EE SMTP,
FromAddress FREE | TR RN L,
Username FHH | HFRm SMTP RS #ATINER I P 4,
Authentication@Redfish.Al- | %41 Wi P
lowableValues
WE: 3
Authentication @Red- P H | “None” . “Login” . “CRAM_MD5” .
fish.AllowableValues[N]
ConnectionProtocol@Red- | %41 Wi
fish.AllowableValues
WEC: 1
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B KRR

ik

ConnectionProtocol 5
@Redfish.Allowable-
Values[N]

“AutoDetect” .

ServerAddress B

SMTP Jlit 55 7% iy ik

RERE

HTTP RA&RG

HMRWEE ID

500

InternalError

Y]
1& [51 DL R 75 45 JSON Fi B :

{
"ServiceEnabled": true,
“SubordinateResourcesSupported”: true,
"Subscriptions”: {

"@odata.id": "/redfish/v1/EventService/Subscriptions"

}

"Status": {
“State": "Enabled",
"Health": IIOKII

}

DeliveryRetryAttempts": 3,

"ResourceTypes": [
"LogService"

1,

"SSEFilterPropertiesSupported”: {
"EventFormatType": true,
"RegistryPrefix": true,
"MetricReportDefinition": true,
"SubordinateResources": true,
"Messageld": true,
"ResourceType": true,
“OriginResource": true

I3

"EventFormatTypes": [
"Event"”,
“MetricReport"

1,

"SMTP": {

“ServiceEnabled": true,

"Authentication”: "None",
"Username": "",

"Port": 25,

"Password": null,

"FromAddress": null,

"ConnectionProtocol@Redfish.AllowableValues": [

"AutoDetect"
]

"Nﬂne",
"Login",
"CRAM_MD5"

1,
“ServerAddress": "0.0.0.0",

"Authentication@Redfish.AllowableValues": [
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“ConnectionProtocol”: "AutoDetect"

I3

“Description”: "This resource represents an event service for a Redfish implementation."”,

"Actions": {

"#EventService.SubmitTestEvent": {

"target": "/redfish/v1/EventService/Actions/EventService.SubmitTestEvent",
“"title": "SubmitTestEvent"

}
}
“IncludeOrigin0fConditionSupported”: true,
“@odata.context": "/redfish/vl/$metadata#EventService.EventService",
"ServerSentEventUri": "/redfish/v1/EventService/ServerSentEvent",
“Id": "EventService",
"Name": "Event Service",
"@odata.type": "#EventService.vl_7_2.EventService",
"@odata.id": "/redfish/v1/EventService",
“RegistryPrefixes": [

"Base",

"EventRegistry",

"ExtendedError",

"HeartbeatEvent",

"LenovoExtendedWarning”,

"LenovoFirmwareUpdateRegistry",

"license",

"LogService",

"ResourceEvent"”,

"Update"”
1,
“DeliveryRetryIntervalSeconds": 60,
"@odata.etag": "\"c27hc313923931dafbbh82\""

}

PATCH - EfE 4 REZEM
i PATCH J7 ¥ 5357 35 1 IR 55 % U508

HR URL
PATCH https://<BMC_IPADDR>[redfish/vl/EventService

BRIEX
T8 kM iR
SMTP POE 3 gt
Authenti- | ZfF 8 | SMTP 5548 9 INIE DS .
cation
Port S H#x SMTP 3%,

Password | 4 d | T SMTP M558 AT IAE M 7S, BLEFEMI R HA “null” .

Username | /58 T SMTP IRF 4 EATINIEM A F £

ServerAd- | =4FH | SMTP IR 55 2% st ik,

dress

FromAd- | 4 f | A5t il P HBEERY RN Hudik,

dress
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e R
Wiy B 3K 8] f NS GET $#RAEAH L, B39 T s .

RERE
HTTP RN MRMAE ID
500 InternalError
5
YL FAfl R PATCH IEXC
{
"SMTP": {
"Password": "PASSWORD",
"Username": "USERID",
"Port": 25,
"ServerAddress": "0.0.0.0",
"Authentication”: "None",
"FromAddress": "userid@lenovo.com"
}
}

JKHiE 4T PATCH #AR)G, BB R3S 58 R A WK 18] DLF 75 i) JSON Wi 7 «

{
"DeliveryRetryIntervalSeconds": 60,
"DeliveryRetryAttempts”: 3,
“ServerSentEventUri": "/redfish/vl/EventService/ServerSentEvent",
“IncludeOrigin0fConditionSupported”: true,
"RegistryPrefixes": [
"Base",
"EventRegistry”,
"ExtendedError",
“LenovoExtendedWarning”,
"LenovoFirmwareUpdateRegistry",
"ResourceEvent"”,
"TaskEvent"
1,
"SubordinateResourcesSupported": true,
"EventFormatTypes": [
"Event",
“MetricReport"
l,
"SMTP": {
"Password": null,
“ServiceEnabled": true,
"Authentication": "None",
"Username": "USERID",
"Port": 25,
"ServerAddress": "0.0.0.0",
"Authentication@Redfish.AllowableValues": [
“None",
"Login",
"CRAM_MD5"
l,

"ConnectionProtocol": "AutoDetect"”,
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“FromAddress": "userid@lenovo.com”,

“ConnectionProtocol@Redfish.AllowableValues": [
"AutoDetect”

]

1
"@odata.etag": "\"b84bdec2d6f72e14f9c04\"",
"ServiceEnahled": true,
"Name": "Event Service",
“Description”: "This resource represents an event service for a Redfish implementation."”,
"Id": "EventService",
"Actions": {
"#EventService.SubmitTestEvent": {
“title": "SubmitTestEvent",
"target": "/redfish/vl/EventService/Actions/EventService.SubmitTestEvent"
}
1
"SSEFilterPropertiesSupported”: {
"RegistryPrefix": true,
"OriginResource": true,
"ResourceType": true,
"Messageld": true,
"EventFormatType": true,
"SubordinateResources": true,
"MetricReportDefinition": true
1
"Status": {
"Health": "0K",
"State": "Enabled"
1
"@odata.id": "/redfish/v1/EventService",
"@odata.type”: "#EventService.vl_6_0.EventService",
“ResourceTypes": [
"LogService"
1,
“Subscriptions": {
"@odata.id": "/redfish/v1/EventService/Subscriptions”
}
}

POST - XA E4
1 POST J7 ik 14T Bl 4 R Wik o

EFR URL
POST https://<BMC_IPADDR>Ivedfish/vl/EventService/Actions/EventService.SubmitTestEvent
BHXRIEX

TR RN BN A ID

Event- L3 A me R4l 1D,

Groupld

Eventld FRTH LI MAFE AR 1D,

Event- TR TEU I B = I 1) 2B

Timestamp

Message FRFH SEIS 0 A B R OO,
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B e 3l WM A ID

Messageld | F4f 5 BLR By AR B ID,

Mes- i LU I i) 2R N B S BB,

sageArgs

OriginOf- FIFH SR IMEM A B URL,

Condition

I

Jo

RESRE

HTTP RAER BRM A ID

204 NoContent

500 InternalError

Bl

VL F7n il POST 1E X

{
"Origin0fCondition": "/redfish/v1/Systems/1/LogServices/AuditLog",
"Message":"Login ID: USERID from web at IP address 1.1.1.1 has logged off. ----Test Test",
"MessageArgs":["USERID","web","1.1.1.1"],
"Messageld":"EventRegistry.1.0.FQXSPSE40321",
"EventTimestamp":"2020-12-31700:00:00+00:00",
"EventId": "0000003a",
"EventGroupId": 1

}

i& [5 DL R 7R 45 JSON Fi B -
7
AT i WA DA T SR B R A B A2 3T B T Redfish 55 A9 H AR

{

“Events@odata.count”: 1,

"Id": 1",

"Events": [

{
"MessageArgs": [

"USERID",
"web",
"1.1.1.1"

1,
"Message": "Login ID: USERID from web at IP address 1.1.1.1 has logged off. ----Test Test",
"EventGroupId": 1,

"EventId": "1",

"MemberId": "0001",

"Messageld": "EventRegistry.1.0.FQXSPSE4032I",
"EventTimestamp": "2020-12-31T00:00:00+00:00",
"Origin0fCondition": {
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"@odata.id": "/redfish/v1/Systems/1/LogServices/AuditLog"
}
}

1,
“@odata.type": "#Event.vl_5_0.Event",
“Name": "SubmitTestEvent",

“Description”: "This resource represents an event for a Redfish implementation."

%R EventSubscription
IR F IR 5 Redfish SCILME AT 3,

TR E & N = N1 + N2 + N3 + N4 + N5

XfF SSE 1 Redfish Fff, N1 4 0 3] 12, HAE
BN 12,

XF SMTP, N2 4 0 %] 12, &KREEN 12,
X T SNMPv3, N3 % 0 2 12, &AEECN 12,
X T SNMPvl, N4 5 0 %] 3, B AREEH 3.
XfF SNMPv2c, N5 4 0 %] 3, HRKEEN 3.

BEUR M 42 /redfish/vl/EventService/Subscriptions/{random
ID} - SSE #l Redfish Fff,

/redfish/v1/EventService/Subscriptions/REST-
SMTP-{N} - SMTP,

/redfish/vl/EventService/Subscriptions/REST-
SNMPv3-{N} - SNMPv3,

/redfish/v1/EventService/Subscriptions/REST-
SNMPv1-{N} - SNMPv1,

/redfish/vl/EventService/Subscriptions/REST-
SNMPv2c¢-{N} - SNMPv2c,

P12y A Ryl EventDestination_v1.xml

EventDestinationCollection_vl.xml

GET - E#ITH&KS

i GET J5 iR & Ik 55 25 W0 S5 00 37 ) 4R & S U A s ek
HR URL

GET https://<BMC_IPADDR>[redfish/v1/EventService/Subscriptions
FRIEX

o
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e B IE XX

TB i) ik
Description FAF “This resource represents a Resource Collection of
EventDestination instances for a Redfish implementation.”

Members Bl Wiz AT OTE M5 R

Name FAF “Subscriptions” .
RERB

HTTP RA&ERH HRH AL ID

500 InternalError

"@odata.id": "/redfish/v1/EventService/Subscriptions/EE116883"

"@odata.type": "#EventDestinationCollection.EventDestinationCollection”,
"@odata.id": "/redfish/v1/EventService/Subscriptions",

"@odata.etag": "\"1554223063641\"",

"@odata.context": "/redfish/vl/$metadata#EventDestinationCollection.EventDestinationCollection”

Bl
& 18] PR 7545 JSON Wi J3 «
{
"Members": [
{
}
1,
"Members@odata.count”: 1,
“Name": "Subscriptions”,
}

GET - E41T 1

S GET J5 ¥ 8 & Ik 55 4% 9 F 4537 B 2% H b B s 1k

#F3R URL

GET https://<BNC_IPADDR>Iredfish/vl/EventService/Subscriptions/{Subscription ID}
BERIEX

7o

W3 7 1E 3

B M i

Id TR | AT R A E bR IR B

Name FAE “Destination”

Description FAF “This resource represents the target of an event
subscription, including the types of events subscribed and
context to provide to the target in the Event payload.”

Destination FATH | Be)E kR A BEK A R A B ) H AR ) URI,
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B KK ik
Context PR | SE B AR T B — R A 0 d & om R A A R
Protocol LT “Redfish”
HttpHeaders i T E HTTP 3k, BlWRAEE. WXRAE GET ¥
A null,
HttpHeaders[N] POE HFRE HTTP f53k, HlMHEMRER. WXRLE GET $¥%
A null,
Messagelds A M55 IE Messagelds BN, 1R g M A 77 A BB
Rz, MHAIET Messageld W E M #8K RIE BT B4,
Messagelds[N] FRE | RSB REHHEL ID,
SubordinateResources i /R B K 2B E N true IFFEE OriginResources, X ER
1T P>k B8 € OriginsResources X i M@ R WM FE 14,
ResourceTypes g " AE 1T B Ay ResourceType b5 2 1 @odata.type 16 (28
Z) HFIE,
ResourceTypes[N] FfFH | ResourceTypes 41L&
7i: JCik# ResourceType fiiik &t FH1F,
EventFormatType P BRAE: “Event” . “MetricReport”
(WA X F# MetricReport KR F )
RegistryPrefixes A Bi: Z/P
TEC: st 2] PR /redfish/vl/Registries TR R
RegistryPrefixes[N] 5 e 55 2] % Y /redfish/v1/Registries TR B
OriginResources A IR 555 UK LA S A B VR AR . a0 Rk g M A1 AR S B
NES, Wk B AR 5% 05 A 350 A0 K R R BT R .
OriginResources[N] PR JIR 55 K AR 18R O - vy S R 5 A
SubscriptionType P | AX%ME: “RedfishEvent” . “SSE”
REREB
HTTP RER WMREE ID
500 InternalError
Bl

&[5 DL R 7 ] JSON Wi ¥ <

{
"HttpHeaders": [],
“Id": "3A048DOE",
"SubordinateResources": null,
“Context": "Test_Context",
"Messagelds": [],
“EventFormatType": "Event",
"ResourceTypes": [],
“OriginResources@odata.count": 0,
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“Protocol": "Redfish",

"Name": "Destination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/3A048DOE",

"RegistryPrefixes": [
“EventRegistry”
]

"SubscriptionType": "RedfishEvent",
“Destination": "https://192.168.0.2:443",
"@odata.etag": "\"1575571584025\"",

“OriginResources": [],

@odata.type": "#EventDestination.vl_5_0.EventDestination”,

"Description”: "This resource represents the target of an event subscription, including the types of
events subscribed and context to provide to the target in the Event payload.”,

"Status": {

“State": "Enabled"

}
}

GET — SMTP-{N} N E 41T [

M GET J5 K & I 55 4% W A1 3T B 2% H b B g 1k

&R URL

GET https:// <«BMC_IPADDR>Iredfish/vl/EventService/Subscriptions/REST-SMTP-{N}

BRIEX
Jo

) R 1E 3T

TR e ik

Id PR H | REST-SMTP-{N}, N+ T 1-12 2

Name FRH | REST-SMTP-{N}, N+ F 1-12 Z[H

Context FRHE | BEFE,

Status SR [BYESI

State FREE | AT AR, FTHEMMEN “Enabled” #il “Disabled” .

EventFormatType i /R “Event”

Destination FAFE | O A B S R X B Y H AR B9 URIL,
SubscriptionType FHE | “RedfishEvent”

Description B “This resource represents an event destination for a

Redfish implementation.”

Protocol FRH | “sMTP”
RAERB

HTTP K& BRI L ID

500 InternalError
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=Bl
i& [ DL R 7R 45 JSON Fi B :

{
"SubscriptionType": "RedfishEvent",
"@odata.etag": "\"3a74e0d2c81027e56d8\"",
“Id": "REST-SMTP-1",
“Name": "REST-SMTP-1",

“@odata.type": "#EventDestination.vl_11_2.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SMTP-1",

"EventFormatType": "Event",

"@odata.context": "/redfish/vl/$metadata#EventDestination.EventDestination”,

“Description”: "

"Protocol": "SMTP",

“Destination”: "mailto:userid@lenovo.com",
"Context": "",

"Status": {

“State": "Enabled"
}
}

This resource represents an event destination for a Redfish implementation.”,

GET — SNMPv1-{N} B9 #1T 5
i GET J Bk 2 MR 55 28 9 201 3T B2 o 0 I £,

&K URL

GET https:// <BMC_IPADDR>Iredfish/vl/EventService/Subscriptions/REST-SNMPv1-{N}

BERIEX
Jo
M B 1E 3
FB XK ik
Id F47# | REST-SNMPv1-{N}, N+ T 1-3 Z[H
Name PR | REST-SNMPvI-{N}, N/ F 1-3 Z[H
Context PR R,
Status MR CRH
State FIF B BT RS,
EventFormatType iR “Event”
Destination TR I i A A B 1 R % B H AR URIL
SubscriptionType PR | “SNMPTrap”
Description el “This resource represents an event destination for a
Redfish implementation.”
Protocol FRE | “SNMPv1”
SNMP R Sy 58
TrapCommunity FRE | SNMP B BF R 245 55
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RESRG

HTTP RAERY B A ID

500 InternalError

Bl
1B 8] DL R 7 4 JSON Wi ¥ -

{
"SNMP": {
“TrapCommunity": "test"
I
"@odata.etag": "\"3d651f22d4d72726¢c9c\"",
“Id": "REST-SNMPv1-1",
“Name": "REST-SNMPv1-1",
"@odata.type": "#EventDestination.vl_11 2.EventDestination"”,
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SNMPv1-1",
"Description”: "This resource represents an event destination for a Redfish implementation.",
"EventFormatType": "Event",
"@odata.context": "/redfish/vl/$metadata#EventDestination.EventDestination”,
"Context": "",
"Protocol": "SNMPv1",
"Destination": "snmp://10.10.10.10",
"SubscriptionType": "SNMPTrap",
"Status": {
“State": "Enabled"
}
}

GET — SNMPv2c-{N} & = FiT [
B GET J5 HeKe 2 055 2% 00 00 4T B 2% I o R

ER URL
GET https:// <BMC_IPADDR>Iredfish/vl/EventService/Subscriptions/REST-SNMPv2c-{N}

BRIEX
7o

I |8 1E X

FB 3] ik

Id FIFH | REST-SNMPv1-{N}, N+ T 1-3 2
Name T4 d | REST-SNMPv1-{N}, N+ F 1-3 Z[H
Context FRE | BFEFH,

Status PUE 3 CRHt

State FRE | BAITEARE,

EventFormatType i /R “Event”

Destination FREE | MR A B AR X B H AR URL,
SubscriptionType FREB | “SNMPTrap”
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B RH iR
Description B “This resource represents an event destination for a
Redfish implementation.”
Protocol FHH | “SNMPv2c”
SNMP wg | e
TrapCommunity FARH | SNMP Ff BF AR 45 B
REREB
HTTP RAERY WIRWAE ID
500 InternalError
Bl
& 18 LR 78 4] JSON i ¥ -
{
“Description”: "This resource represents an event destination for a Redfish implementation.”,
"Status": {
"State": "Enabled"
b
"Name": "REST-SNMPv2c-1",
“@odata.type": "#EventDestination.vl_12 0.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SNMPv2c-1",
“@odata.context": "/redfish/vl/$metadataf#EventDestination.EventDestination”,
“Id": "REST-SNMPv2c-1",
“Protocol": "SNMPv2c",
"COnteXt": IIII,
“Destination”: "snmp://10.10.10.10",
“EventFormatType": "Event",
“SNMP": {
"TrapCommunity": "test"
b
“SubscriptionType": "SNMPTrap",
"@odata.etag": "\"3e292697ce252a26e2b\"",
"@Message.ExtendedInfo": |
{
"Resolution”: "If failed, retry before meeting the requirement of the security mode.",
"Message”: "The value \"snmp://10.10.10.10\" for the property Destinationis not recommanded by current security mode Standard.",
"@odata.type": "#Message.vl_1_2.Message",
"MessageArgs": [
“\'"snmp://10.10.10.10\"",
"Destination”,
"Standard"
1,
"Messageld": "LenovoExtendedWarning.1.0.NotRecommandedOperation”,
"MessageSeverity": "Warning"
}
]
}

GET — SNMPvV3-{N}-{M} B9 = #1iT &
# FH GET J5 WK 2 MR 5528 1 2 P 3T B 4% L o 9 g ko
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#E3R URL
GET https://<BMC_IPADDR>Iredfish/vl/EventService/Subscriptions/REST-SNMPv3-{N}-{M}

BERIEX
7o
g 7 1E 32
B e 3| g
Id FAFH | REST-SMTPv3-{N}-{M}, HH N Z/T 1-12 ZHBKH
%51, M EANT 1-3 ZHMITHES.
Name PR SNMPv3 R F 4.
Context TR | DL,
Status PO 3 CREIT
State FAE | BATPIRIRZS, WHERIEDY “Enabled” 1 “Disabled”
EventFormatType iR “Event’
Destination FREE | MR A S B SRR B HY H AR A URIL,
SubscriptionType FRE | “SNMPTrap”
Description e “This resource represents an event destination for a
Redfish implementation.”
Protocol PR | “SNMPv3”
SNMP PUE CRIT
TrapCommunity FZHE | null
RAENKG
HTTP R&RT HWBMAE D
500 InternalError
Bl
& 18] DL 78 4] JSON i ¥ -
{
"SubscriptionType": "SNMPTrap",
"@odata.etag": "\"3féd1lb3b4abba27279a2\"",
“Id": "REST-SNMPv3-3-1",
"Name": "test"’
"@odata.type”: "#EventDestination.vl_11_2.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SNMPv3-3-1",
"Status": {
"State": "Enabled"
3

"EventFormatType": "Event",

"@odata.context": "/redfish/vl/$metadata#EventDestination.EventDestination”,
"COnteXt": IIII’

"Protocol": "SNMPv3",

"Destination”: "snmp://test@10.10.10.10",

"Description": "This resource represents an event destination for a Redfish implementation.",
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"SNMP": {
“TrapCommunity": null
}
}

POST - ¢|#Z1T 5

B8 Redfish k55 0917 B DLW B AE R IE AT B4 .

EFR URL

POST https:// <«BMC_IPADDR>Iredfish/vl/EventService/Subscriptions

BEXRIEX

YR eS| P

Destination PR | [T SN A B S X B W B R URI,
WR Protocol N Redfish, Mt EH HTTP/HTTPS URI,
W Protocol N SNMPv1, W IL2BEN RFC1157 & X/
URL,
W Protocol H SNMPv3, NIt BA RFC3411 #I
RFC3418 & X ¥ URI,
WR Protocol & SMTP, BN RFC5321 & X ) SMTP
URI,

Context FRE | [T GFEEB IR RSB E S RN PR,
Protocol TR | R VCY “Redfish” . “SMTP” . “SNMPv1” fil
“SNMPv3” ,

RegistryPrefixes A Ti: P
W%k : W B PE /redfish/vl/Registries T HIE 7
RegistryPrefixes[N] FIF Wi B U /redfish/vl/Registries T % 5
Mg B 1F 32
T m B8 a7 p SR, H GET J5 k5] H 3417 5 /i B 1E 3,
RABIRB
HTTP RERH WMRHEE D
201 Created
400 BadRequest, PropertyValueNotInList
500 InternalError
ROl

fill gt Redfish HriLiT B
PLF 7 & POST 1E X:
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"Protocol": "Redfish",
“Context": "Test_Context",
“Destination”: "https://192.168.0.2:443",
"RegistryPrefixes": [
"EventRegistry"
]
}

1B 18] PL R 78 ) JSON Mg J3 «

{
"SubscriptionType" : "RedfishEvent",
"HttpHeaders" : [],
"RegistryPrefixes" : |

"EventRegistry"
]

EventFormatType" : "Event",

"OriginResources@odata.count” : 0,

"OriginResources" : [],

"Id" : "3A048DOE",

"Destination" : "https://192.168.0.2:443",

"Context" : "Test_Context",

"Messagelds" : [],

"SubordinateResources" : null,

"@odata.id" : "/redfish/v1/EventService/Subscriptions/3A048D0OE",

"@odata.etag" : "\"1575571584025\"",

"@odata.type” : "#EventDestination.vl 5 0.EventDestination”,

"Protocol" : "Redfish",

"Description” : "This resource represents the target of an event subscription, including the types of
events subscribed and context to provide to the target in the Event payload.",

"Name" : "Destination",

"ResourceTypes" : []

}

g SMTP HriiT 34
VL FRH & POST IEX:

{
“Context”: “SMTP user”,
"Destination”: "mailto:userid@lenovo.com”,
“Protocol": "SMTP"

}

1& [51 DL T 75 45 JSON Fii B -

{
“Protocol": "SMTP",
“Description”: "This resource represents an event destination for a Redfish implementation.",
"EventFormatType": "Event",
“Id": "REST-SMTP-1",
"Status": {
“State": "Enabled"
5
"Context": "SMTP user",
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"@odata.type”: "#EventDestination.vl_11_0.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SMTP-1",
"@odata.etag": "\"363737e9a52729657ae\"",

“Name": "REST-SMTP-1",

“Destination”: "mailto:userid@lenovo.com",
"SubscriptionType": "RedfishEvent"

fild SNMPv1 K PEIT P

VL FaHl R POST IEX:

{

}

“Destination”: "snmp://10.10.10.10",
“Protocol": "SNMPv1",
"SNMP": {

"TrapCommunity": "test"

}

1B 8 DL R 7 ] JSON Wi R -

{

“Protocol": "SNMPv1",
“Id": "REST-SNMPv1-1",
"SNMP": {
"TrapCommunity": "test"
I
“@odata.type": "#EventDestination.vl_8 0.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SNMPv1-1",
“Destination”: "snmp://10.10.10.10",
"Description”: "This resource represents an event destination for a Redfish implementation.",
"Context": "",
“Name": "REST-SNMPv1-1",
"Status": {
"State": "Disabled"
1
"@odata.etag": "\"38906ed3cd672966db8\"",
“SubscriptionType": "SNMPTrap",

“EventFormatType": "Event"

WwoHEE, W HB om M o B “State” N “Disabled” , W H

Iredfish/vl/Managers/1/NetworkProtocol /Oem/Lenovo/SNMP H )5 il SNMPv1 Ffi B,

fild SNMPv3 K PEIT P

PLF Bl & POST IEX:

{

}

“Destination”: "snmp://test@10.10.10.10",
“Protocol": "SNMPv3"
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1B 8] PR 7 4 JSON Wi ¥ -

{

"Protocol": "SNMPv3",

“Id": "REST-SNMPv3-2",

"SubscriptionType": "SNMPTrap",

"@odata.type": "#EventDestination.vl_8_0.EventDestination",

"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SNMPv3-2",

"Destination”: "snmp://test@10.10.10.10",

"Description”: "This resource represents an event destination for a Redfish implementation.”,

“Context": "",

"Name": "test",

"Status": {

“State": "Disabled"

I8
"SNMP": {

“TrapCommunity": null
8
"@odata.etag": "\"3b17f6a279c82667a00\"",
"EventFormatType": "Event"

M R “State” N “Disabled” , W ZEFE /redfish/vl/Managers/1/NetworkProtocol
/Oem/Lenovo/SNMP 15 i SNMPv1 FfiBf.

fild SNMPv2c B BEIT B
VLBl POST IEX:

"Destination”: "snmp://10.10.10.10",
“Protocol": "SNMPv2c",
"SNMP": {
“TrapCommunity": "test"
}
}

i& [5 DL T 7R 4] JSON Fii B :

{
“Description": "This resource represents an event destination for a Redfish implementation.",
“Id": "REST-SNMPv2c-2",
"Name": "REST-SNMPv2c-2",
"@odata.type": "#EventDestination.vl_12 0.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SNMPv2c-2",
"@odata.context": "/redfish/vl/$metadata#EventDestination.EventDestination",
“Protocol": "SNMPv2c",
"@odata.etag": "\"3e29269e00cd2a26e2e\"",
"Context": "",
“Destination”: "snmp://10.10.10.10",
"EventFormatType": "Event",
“SubscriptionType": "SNMPTrap",
"SNMP": {
“TrapCommunity": "test"
h
"Status": {
“State": "Enabled"
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I8
"@Message.ExtendedInfo": |
{
"Resolution": "If failed, retry before meeting the requirement of the security mode.",

"Message": "The value \"snmp://10.10.10.10\" for the property Destinationis not recommanded by current security mode Standard.",
"@odata.type": "#Message.vl 1 2.Message",
"MessageArgs": [
“\"snmp://10.10.10.10\"",
"Destination”,
"Standard"
1,
"Messageld": "LenovoExtendedWarning.1.0.NotRecommandedOperation”,
"MessageSeverity": "Warning"

H: XF SNMPv3, ¥R N5 RFC4088 —3: “snmp://<user>@<host>" , WIHRKE XA EH,
MK 9] 45 % PropertyValueConflict,

A SNMPv3 K BEIT B
PLF Bl & POST IEX:

{
“Destination”: "snmp://test@10.10.10.10",
“Protocol": "SNMPv3"

}

1B 18 DL 78 4] JSON i ¥ -

{
“Protocol": "SNMPv3",
“Id": "REST-SNMPv3-2",
“SubscriptionType": "SNMPTrap",
"@odata.type”: "#EventDestination.vl_8_0.EventDestination",
"@odata.id": "/redfish/v1/EventService/Subscriptions/REST-SNMPv3-2",
“Destination”: "snmp://test@10.10.10.10",
“Description”: "This resource represents an event destination for a Redfish implementation.”,
“Context": "",
“Name": "test",
"Status": {
"State": "Disabled"
I
“SNMP": {
"TrapCommunity": null
I8
"@odata.etag": "\"3b17f6a279c82667a00\"",
“EventFormatType": "Event"
}

W WRmB R “State” N “Disabled” , W% ZEFE /redfish/vl/Managers/1/NetworkProtocol
/Oem/Lenovo/SNMP H1 )3 il SNMPv3 [ [k,
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DELETE — M BR1T 5

1?1_3] DELETE J7 ¥/ % Redfish M55 W B B8R, M BR D 75 B R X B % 7 o AT T 25 19 =5 10 B | 11
AL

ER URL

DELETE https:// <BMC_IPADDR>Iredfish/vl/EventService/Subscriptions/{Subscription ID}

BERIEX

7o

) f87

7o

RESRE

HTTP R WMRWE ID
204 NoContent

500 InternalError

~Bl
VL F & DELETE IE X

7

1B 18] PR 78 4 JSON Mg J3% «

7

GET - SSE 1T &

74 Redfish IR55GI-E “M S5 88 A0 FAE” WIT 0, DA SR RO0X B % 5o IF R FFEEAT I o

B3R URL
GET https://<BMC_IPADDR>!{ServerSentEventUri}

ServerSentEventUri: 7E EventService HJ ServerSentEventUri J& 135 € .

ERIEX
7

g R IE X
pin

RERD
7

Pl
T B SSE F 4k - curl
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curl 4 W LR 7R BPK €8 SSE & F @il ih i B e e 4

$ curl "https://192.168.0.1/redfish/v1/EventService/ServerSentEvent" -X GET -k -u USERID:PASSWORD
TP SSE F4: - WA

i H Web weos A& O ol oW Chrome ) Ui [ URI
https://192.168.0.1/redfish/vl/EventService/ServerSentEvent, X7 2 Vi 48 & W& 44,

$AE JSON o mi Br
1B 18] DL 75 4] JSON Wi 7

: stream keep-alive

id:2

data:{

data: "Events@odata.count": 1,
data: "Id": "2",

data: "Events": [

data: {

data: “MessageArgs": [

data: "USERID",

data: "the standard password"”,

data: "web",

data: "192.168.0.2"

data: 1,

data: “Message": "Remote Login Successful. Login ID: USERID using the standard password from web
at IP address 192.168.0.2.",

data: “EventGroupId": 0,

data: "0em": {

data: "SystemSerialNumber": "DSYMO9X",
data: "Lenovo": {

data: "ReportingChain": "",

data: "IsLocalEvent": true,

data: "RawDebuglogURL": "",

data: "AffectedIndicatorLEDs": [

data: 1,

data: "EventFlag": 0,

data: "AuxiliaryData”: "",

data: "Source": "System",

data: "FailingFRU": [

data: {

data: "FRUSerialNumber": "",

data: "FRUNumber": "

data: }

data: 1,

data: "TSLVersion": "0",

data: "RelatedEventID": "",

data: "Hidden": false,

data: “"EventID": "0x4000000e00000000",
data: "EventSequenceNumber": 1616,
data: "EventType": 0,

data: "@odata.type": "#LenovologEntry.v1_0_0.StandardLogEntry",
data: "LenovoMessageID": "Lenovo0014",
data: "TotalSequenceNumber": 1965,
data: "CommonEventID": "FQXSPSE40011I",
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data: "Serviceable": "Not Serviceable"
data: }

data: "SystemMachineTypeModel": "7X05CTO1WW",

data: “SystemUUID": "FOF63E94-8E25-11E8-9A5A-TED30ASE226T7"
data: 1,

data: "EventId": "16ED786F53C",

data: "MemberId": "0001",

data: "Messageld": "EventRegistry.1.0.FQXSPSE4001I",

data: "MessageSeverity": "0K",

data: "Origin0fCondition": {

data: “@odata.id": "/redfish/v1/Systems/1/LogServices/StandardLog"
data: 1,

data: "EventTimestamp": "2019-12-05T19:26:16+00:00"

data: }

data: ]

data: "@odata.type": "#Event.vl_4_0.Event",
data: "Name": "Redfish Event",

data: "Description": "This resource represents an event for a Redfish implementation."
data:}

: stream keep-alive

: stream keep-alive

# i) SSE F4FIT M
GET https://192.168.0.1/redfish/v1/EventService/Subscriptions, ZRFIREIEGH I SSE Hiil i,

AR H, S “/redfish/vl/EventService/Subscriptions/C8ECC924” ,

{
“Members": [
{
"@odata.id": "/redfish/v1/EventService/Subscriptions/C8ECC924"
}

]

@odata.type": "#EventDestinationCollection.EventDestinationCollection”,
"@odata.id": "/redfish/v1/EventService/Subscriptions",
"Members@odata.count": 1,

"@odata.etag": "\"1554741700566\"",

“Name": "Subscriptions”,
"@odata.context": "/redfish/vl/$metadata#fEventDestinationCollection.EventDestinationCollection”

GET https://192.168.0.1/redfish/v1/EventService/Subscriptions/C8ECC924, )5 &K T .

{
"HttpHeaders": [],
"Id": "C8ECC924",
"SubordinateResources": null,
“Context": null,
"Messagelds": [],
"SubscriptionType": "SSE",
"ResourceTypes": [],
"OriginResources@odata.count”: 0,
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“Protocol": "Redfish",

"Name": "Destination",

"RegistryPrefixes": [],

“@odata.type": "#EventDestination.vl_5_0.EventDestination",

"@odata.id": "/redfish/v1/EventService/Subscriptions/C8ECC924",

"Description": "This resource represents the target of an event subscription, including the types
of events subscribed and context to provide to the target in the Event payload.”,

"@odata.etag": "\"1575573946737\"",

“OriginResources": [],

"EventFormatType": "Event"
}

H: “SubscriptionType” BH:{EN “SSE” , F~N SSE iT [,

=
WY T #7354 Redfish STBUAY B 4F5 B

SRR AiEH
FIR 2 AEH
A S Event_vl.xml

E4EM
Redfish flit 55 i 244 iR 55 9 U8 b 0 )

EFR URL

AiEH
B3R IEX
T
W) R 1F 32
FB R g
Id FREE | ME—F A ID,
Name FFFH | “Redfish Event”
Context FREE | AT R AR ME BT S0, BRI R 3T B R AR B A
Events L TEE: LSBT
W 1
Events[N] X4 I
EventType FREE | AR EventService W SCR % I 0F 3R,
EventGroupld #R 0
Eventld FREE | XM E—LBRR IR, &P uAEMH SubmitTestEvent
BAE R X F N 126t Eventld,
EventTimestamp FREE | XRFMR RN,
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B KRR i id

MessageSeverity FRH | SRR R, A RE:
° “OK”
e “Warning”
e “Critical”
Memberld FRH | X REA R AR AT,
Message FAE | R
Messageld FRH | XM B AR, WA TENSENRPERHEL.
MessageArgs A HESBEA.
MessageArgs[N] FrE [ HESE.
OriginOfCondition FAF e “/redfish/v1/Systems/1/LogServices/{AuditLog,
PlatformLog}”
RAERED
A& H
Bl
VAR 251 JSON 8 i 7 1 7 41 -
{
"Id" "2,
"Events" : [
{
"EventTimestamp" : "2019-12-05T19:26:16+00:00",
"MessageArgs" : |
"USERID",
"the standard password"”,
II‘,\'eblly
"192.168.0.2"
1,
Iloemll . {
"SystemUUID" : "FOF63E94-8E25-11E8-9A5A-TED30ASE226T7",
“Lenovo" : {

"IsLocalEvent" : true,
"AffectedIndicatorLEDs" : [],
“LenovoMessageID" : "Lenovo0014",
“EventType" : 0,
"RelatedEventID" : "",
“RawDebuglLogURL" : "",
"AuxiliaryData" : "",
“Source" : "System",
“FailingFRU" : [
{
"FRUNumber" : "",
"FRUSerialNumber" : ""
}
1,
"EventSequenceNumber" : 1616,
"EventFlag" : 0,
“TSLVersion" : "0",
“CommonEventID" : "FQXSPSE4001I",
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"TotalSequenceNumber" : 1965,
"EventID" : "0x4000000e00000000",
"Serviceahle" : "Not Serviceahle",
"ReportingChain" : "",
"@odata.type" : "#LenovologEntry.vl_0_0.StandardLogEntry",
"Hidden" : false
1,
"SystemMachineTypeModel" : "7X05CTO1WW",
"SystemSerialNumber" : " DSYMO9X"
5
"MemberId" : "0001",
"Origin0fCondition" : {
"@odata.id" : "/redfish/v1/Systems/1/LogServices/StandardLog"
5
"Messageld" : "EventRegistry.1.0.FQXSPSE4001I",
"EventGroupId" : 0,
"EventId" : "16EDT86F53C",
"Message” : "Remote Login Successful. Login ID: USERID using the standard password from web at
IP address 192.168.0.2.",
"MessageSeverity" : "0K"
}
1,
“@odata.type" : "#Event.vl_4_0.Event",
"Events@odata.count"” : 1,
"Context" : "Test_Context",
"Name" : "Redfish Event",

"Description"” : "This resource represents an event for a Redfish implementation."
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F20E

2N 58

®IR TelemetryService

IR T KA HEA Redfish SCHLHYE R 55 .

TR 1
IR B 12 Iredfish/vl/TelemetryService
Ze A S TelemetryService_vl.xml

GET - ENRSE M

il GET J5 iK% Redfish It 55 i 3& I ARk 55 9% 6 o 1 s 1tk

ER URL

GET https://<BMC_IPADDR>Ivedfish/v1l/TelemetryService

BEREX
7
g R IE X
T B IR i
Id FRH | “TelemetryService”
Name FIF R “Telemetry Service” .
Description FHH | “This resource shall be used to represent a Metrics
Service for a Redfish implementation.”
ServiceEnabled /R WR FoD N 2 8 K, MULIEN true, B NH false,
S.upportedCollectionFunc- e [ “Average” , “Minimum” , “Maximum” ]
tions
Status IR & W e 55 B R A
State FARE | B SS HIRE
Health TR | B SS R EATIRDL.
MetricDefinitions B b SO A I REE
MetricReportDefinitions R EiL TR S SE ik
MetricReports R b i 5 A A REEE
Actions PO Y/ =Fis
#TelemetryService. XA Lb AR A A B b A 4
SubmitTestMetricReport
target ez WA A R R
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B KK ik
title TR “SubmitTestMetricReport”
@Redfish.ActionInfo R BLERAE B B A,
KRB
HTTP RER WMREE ID
500 InternalError
Bl
1B 18] DL 78 4] JSON' i ¥ -
{
“MetricReports": {
"@odata.id": "/redfish/v1/TelemetryService/MetricReports"
1
"@odata.id": "/redfish/v1/TelemetryService",
"Status": {
"State": "Enabled",
"Health": "0K"
}

“Name": "Telemetry Service",
"ServiceEnabled": true,
“SupportedCollectionFunctions”: [
"Average",
"Minimum",
"Maximum"
]

Id": "TelemetryService",

“@odata.type": "#TelemetryService.vl_1_1.TelemetryService",

"MetricDefinitions": {

"@odata.id": "/redfish/v1/TelemetryService/MetricDefinitions"

h
“MetricReportDefinitions": {

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions"

}7

“@odata.etag": "\"7913d34db76cc9af9c13306d210bh0dar\"",

"Actions": {

"#TelemetryService.SubmitTestMetricReport": {

"target": "/redfish/vl/TelemetryService/Actions/TelemetryService.SubmitTestMetricReport",
"@Redfish.ActionInfo": "/redfish/v1/TelemetryService/SubmitTestMetricReportActionInfo",

"title": "SubmitTestMetricReport"

}
I8

"Description”: "This resource shall be used to represent a Metrics Service for a Redfish implementation.'

GET - SubmitTestMetricReport B iR{EE &

#H GET J7#:# % SubmitTestMetricReport M #AE{E & B8 U8 g

&K URL

GET https://<BMC_IPADDRsredfish/v1l/TelemetryService/SubmitTestMetricReportActionInfo
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ERIEX

7
) B 1E 3
B byt ik
Id FAF “SubmitTestMetricReport”
Name FL R « SubmitTestMetricReport” °
Description FIF B “This action is used to generate a metric report. »?
Parameters eyl TWi: MR
B 2
Parameters|[1] % oI
Name FAF “MetricReportName”
DataType ST “String”
Required ZH B | true
Parameters[2] xR cREH
Name FAF “GeneratedMetricReportValues”
DataType LR “ObjectArray”
ObjectDataType F BRIt
Required iR true
MR
HTTP KRR BRI A ID
500 InternalError
T~

1B [51 PL R 7R 45 JSON Fi B -

{
"@odata.type": "#ActionInfo.vl_1_0.ActionInfo",
“Id": "SubmitTestMetricReport",
"@odata.id": "/redfish/v1/TelemetryService/SubmitTestMetricReportActionInfo",
"Parameters": [

{

"Required": true,

"Name": "MetricReportName",

"DataType": "String"

"ObjectDataType": "#TelemetryService.vl_1_0.MetricValue",
"Required": false,

"Name": "GeneratedMetricReportValues",
"DataType": "ObjectArray"
}

]

Name": "SubmitTestMetricReport",
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“Description”: "This action is used to generate a metric report."

}

% B MetricReportDefinition
HFEIEH T RAFEA Redfish LI MetricReportDefinition,

PHR 12 3k 14 (R THLARRA)

VR % 42 /redfish/vl/TelemetryService/MetricReportDefi-
nitions/{Id}

P12y A Ryl o MetricReportDefinitionCollection_v1.xml
MetricReportDefinition_v1.xml

GET - MetricReportDefinition &£&
f#/H GET Ji #:/: & Redfish i 551 MetricReportDefinition £ ¥ V8 H g i

ER URL
GET https:// <«BMC_IPADDR>Iredfish/vl/TelemetryService/MetricReportDefinitions

FEREX
J
0 Rz 1E XX
TR XM ik
Members Bl Tji: MetricReportDefinition JG % 15| H ##
Name 248 | MetricReportDefinitions
Description P H “A Collection of MetricReportDefinition resource
instances.”

H: “MetricReportDefinition” 6 A G4 & DL T BB
CPUTemp

CPUTempEvent

InletAirTemp

InletAirTempEvent

PowerMetrics

PowerMetricsEvent

PowerSupplyStats
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PowerSupplyStatsEvent

CPUPowerMetrics (Lenovo AMD F % LA X )
CPUPowerMetricsEvent (Lenovo AMD %4t LA X )
CPUUtilizationStats (Lenovo AMD # % LA X )
CPUUtilizationStatsEvent (Lenovo AMD %% LA X #F)
MemoryUtilizationStats (Lenovo AMD &4t I A X %)

MemoryUtilizationStatsEvent (Lenovo AMD 4t A X $F)

RERE
HTTP RN BN A ID
500 InternalError
Bl
i& [51 DL R 7R 45 JSON Fi B :
{
"Members": [
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/CPUTemp"
}?
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/CPUTempEvent"
1
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/InletAirTemp"
}?
{

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/InletAirTempEvent"

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerMetrics"

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerMetricsEvent"”

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerSupplyStats"

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerSupplyStatsEvent"

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/CPUUtilizationStats"

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/CPUUtilizationStatsEvent”

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/MemoryUtilizationStats"
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{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/MemoryUtilizationStatsEvent"”
})
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/CPUPowerMetrics"
1,
{
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/CPUPowerMetricsEvent"
}

]

@odata.type": "#MetricReportDefinitionCollection.MetricReportDefinitionCollection",
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions"”,

“Name": "MetricReportDefinitions",

"@odata.etag": "\"b4e9fce087662d2afeld4f\"",

“Members@odata.count”: 14,

“Description”: "A Collection of MetricReportDefinition resource instances."

GET - MetricReportDefinition &t
il GET J7 K R E A MetricReportDefinition 5 B,

B3R URL
GET https://<BMC IPADDR>Iredfish/v1l/TelemetryService/MetricReportDefinitions/{Id}

&) Rz 1E 3Z
FB 3| ik
Id PR | BRI AR IRAT
Description FRFH | “A set of metrics that are collected into a metric report.”
Name FREE | RN AR
ReportTimespan AP | 4R fbn i A S N R B
MetricReportDefinitionType | 24 | $i5 & o] N Az B br # 5 o
ReportActions Bl A B b A I R BT Y R AR
ReportUpdates FRH | mREERELE, WY “AppendWrapsWhenFull”
AppendLimit B WR MR LR, WA 25920,
Metrics el A S TSR AR I T MR AR A K
Metrics[1] XA o E A A TE R bR i P B R
MetricProperties FREE | WS bR AR B 0 JE ) URT £,
CollectionTimeScope FREE | SR g B8 B N R S L
CollectionDuration FREE | T B R RS A,
Wildcards | MetricProperties J& 1k 11 i) 5% H A48 B0 27 S B (i 46
Status P 3 I TR IR A
State PR | ERIEARE,
MetricReport FREE | R bR R R E
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B KRR i id

Schedule X4 A B s A 1 3

Recurrencelnterval SR | T BT R AR 2 BT N

RERE

HTTP RAERG WXL D

500 InternalError

=~
VLR 7Rl JSON i 2438 T PowerMetrics 1 PowerMetricsEvent,

{
"Wildcards": [

{

"Name": "PWild",
"Values": [

"

e

nyn
]

}

1,
"ReportUpdates"”: "AppendWrapsWhenFull",

"Metrics": [
{

"MetricProperties”: [
"/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/MaxConsumedWatts",
"/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/AverageConsumedWatts",
"/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/MinConsumedWatts"

1,

“CollectionTimeScope Interval",

“CollectionDuration”: "PT30S"

}
1,
"Description”: "A set of metrics that are collected into a metric report.",
“Name": "PowerMetrics"”,
“ReportTimespan": "PT24H",
"Id": "PowerMetrics",
"@odata.etag": "\"648d59955bddcc7f09232753f8ea5f4b\"",
"AppendLimit": 25920,
"ReportActions”: |
“LogToMetricReportsCollection”

]!
"MetricReport": {

"@odata.id": "/redfish/v1/TelemetryService/MetricReports/PowerMetrics"
I8
"@odata.type": "#MetricReportDefinition.vl_3_0.MetricReportDefinition",
"Status": {

“State": "Enabled"

}

"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerMetrics"”,

"MetricReportDefinitionType": "OnRequest"

"Wildcards": [
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{

“Name": "PWild",
"Values": [
IIUII’
0
II2II
]
}
]’
"ReportTimespan": "PT10M",
"Metrics": [
{

"MetricProperties”: [
“/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/MaxConsumedWatts",
"/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/AverageConsumedWatts",
"/redfish/v1/Chassis/1/Power#/PowerControl/{PWild}/PowerMetrics/MinConsumedWatts"

1,

"CollectionTimeScope": "Interval",

“CollectionDuration”: "PT30S"

}
1,
“Description”: "A set of metrics that are collected into a metric report.”,
“Name": "PowerMetricsEvent",
"Schedule": {
"Recurrencelnterval”: "PT10M"

1
“Id": "PowerMetricsEvent",

"@odata.etag": "\"ffbhObaa73f2c9f39bb6fab3236a919d7\"",
“ReportActions"”: |

"RedfishEvent"
]

@odata.type": "#MetricReportDefinition.vl_3_0.MetricReportDefinition”,
"Status": {
"State": "Enabled"

}

@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerMetricsEvent",

“MetricReportDefinitionType": "Periodic"

%R MetricReport
M IEH T R A HEA Redfish LI MetricReport.

MetricReport_vl.xml

PR B 6 2K 7 (BT HLARA)
PR 2 /redfish/vl/TelemetryService/MetricReports/{Id}
Ly Al i MetricReportCollection_v1l.xml

GET - MetricReport £&
il GET 77 ¥ K& Redfish IR 551 MetricReport 5 588 H 09 )& 1

B3R URL
GET https://<BMC_ IPADDR>Iredfish/v1/TelemetryService/MetricReports
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ERIEX

I
M 57 1E X
TR k¥ ik
Members A Ti: MetricReport JC % 15| ] #542
Name Z/%H | MetricReports
Description FIT R “A Collection of MetricReport resource instances. »
H:  “MetricReport” G FHER & DL FH R :
CPUTemp
InletAirTemp
PowerMetrics
PowerSupplyStats

CPUPowerMetrics (Lenovo AMD R % LA %)

MemoryUtilizationStats (Lenovo AMD &4t LA X #7)

CPUUtilizationStats (Lenovo AMD & & EA X #%)

MemoryUtilizationStats (AMD &4 LX) RARD

HTTP RN WXWE ID
500 InternalError
Bl

1& [5] DL 75 45 JSON Fi B -

{

"Members": [

{

"@odata.id":
|8
{

"@odata.id":
}’
{

"@odata.id":
|8
{

"@odata.id":
}’
{

"@odata.id":
|8
{

"Iredfish/v1/TelemetryService/MetricReports/CPUTemp"

“[redfish/v1/TelemetryService/MetricReports/InletAirTemp"

"Iredfish/v1/TelemetryService/MetricReports/PowerMetrics"

"“[redfish/v1/TelemetryService/MetricReports/PowerSupplyStats"”

"Iredfish/v1/TelemetryService/MetricReports/CPUUtilizationStats"

%20 %, EWEHE 377



"@odata.id": "/redfish/v1/TelemetryService/MetricReports/MemoryUtilizationStats"

1,
{

"@odata.id": "/redfish/v1/TelemetryService/MetricReports/CPUPowerMetrics"

}
]

@odata.type": "#MetricReportCollection.MetricReportCollection”,

"@odata.id": "/redfish/v1/TelemetryService/MetricReports”,

“Name": "MetricReports”,
"@odata.etag": "\"590749d0e56a27efeb4\"",
"Members@odata.count": 7,

"Description”:

GET - MetricReport & 1%

A Collection of MetricReport resource instances."

il GET Jj %K R H A MetricReport 15 B

&K URL

GET https:// <BMC_ IPADDR>Iredfish/vl/TelemetryService/MetricReports/{Id}

U R iF 3
TB i) i
Id PR | BRI AR AT
Description PR “The metric definitions used to create a metric report. »
Name PR | RN AR,
Timestamp FRE | SRR BRI
MetricReportDefinition e Fa bk 5 b E
MetricValues A b s B T 42 I i A (A AL
MetricValues[N] PO 3 feAnfE,
MetricDefinition % bR BERZ .
Metricld FRH | b R R IRAT .
MetricProperty PP | IR AR AR Y B B URL,
MetricValue TR | EE (FRFEER) .
Timestamp TR | IR AR H I
KSR
HTTP R&ERH BRI A ID
500 InternalError
)
1& 5] PL R 7R ) JSON Wi %«
{
“Name": "PowerMetrics"”,
“MetricValues": [

{
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"MetricValue": "242",
“Timestamp": "2020-03-21T09:34:30+00:00",
"MetricProperty": "/redfish/vl/Chassis/1/Power#/PowerControl/0/PowerMetrics/MaxConsumedWatts"

|3
{

"MetricValue": "223",

"Timestamp": "2020-03-21T09:34:30+00:00",

"MetricProperty": "/redfish/v1/Chassis/1/Power#/PowerControl/0/PowerMetrics/MinConsumedWatts"
|3
{

"MetricValue": "230",

"Timestamp": "2020-03-21T09:34:30+00:00",

"MetricProperty": "/redfish/v1/Chassis/1/Power#/PowerControl/0/PowerMetrics/AverageConsumedWatts"
5

1,
"MetricReportDefinition": {
"@odata.id": "/redfish/v1/TelemetryService/MetricReportDefinitions/PowerMetrics"
h
"Id": "PowerMetrics",
"Timestamp": "2020-03-21709:34:57+00:00",
"@odata.etag": "\"e941767245f49ddcf2707ee0ba3f9252\"",
“@odata.type": "#MetricReport.vl_2_0.MetricReport",
"Description”: "The metric definitions used to create a metric report.",
"MetricValues@odata.count”: 25920,

"@odata.id": "/redfish/v1/TelemetryService/MetricReports/PowerMetrics"

% B MetricDefinition
WHEEH TR ASEA Redfish EIL A MetricDefinition,

GRS 2 84 (BT HLERR)

PR R /redfish/vl/TelemetryService/MetricDefini-
tions/{Id}

P21y Ay MetricDefinitionCollection_v1.xml
MetricDefinition_v1.xml

GET - MetricDefinition £4&

il GET J7 ¥4 & Redfish R 55 ) MetricDefinition £ A ¥ I 148 1,
#R URL

GET https://<BMC_IPADDR>[redfish/v1/TelemetryService/MetricDefinitions

BRIEX

T

20 FE. B G
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e R IE 3C

TR R ik

Members A Jji: MetricDefinition JG % 1 5| J] 82

Name Z 8 | MetricDefinitions

Description FRF “A Collection of MetricDefinition resource instances.”’

H: “MetricDefinition” G W REA & DL TR A :

AveragePowerSupplylnput

AveragePowerSupplyOutput

AverageCPUUtilization (Lenovo AMD F 4t b A3 )

AverageMemoryUtilization (Lenovo AMD 4t b4 X F)

MK
HTTP RAERY BRI A ID
500 InternalError
bl
1B 18] PR 7 ] JSON Wi 3 <
{
“Name": "MetricDefinitions",
"@odata.etag": "\"52h424e502c413c3426d0b430b95c9al\"",
"Members@odata.count": 4,
"@odata.type": "#MetricDefinitionCollection.MetricDefinitionCollection”,
“Description”: "A Collection of MetricDefinition resource instances.",
"@odata.id": "/redfish/v1/TelemetryService/MetricDefinitions",
"Members": [
{
"@odata.id": "/redfish/v1/TelemetryService/MetricDefinitions/AveragePowerSupplyInput"
I8
{
"@odata.id": "/redfish/v1/TelemetryService/MetricDefinitions/AveragePowerSupplyOutput"
1
{
"@odata.id": "/redfish/v1/TelemetryService/MetricDefinitions/AverageCPUUtilization"
h
{
"@odata.id": "/redfish/v1/TelemetryService/MetricDefinitions/AverageMemoryUtilization"
}
]
}

GET - MetricDefinition &% J& M
il GET 5K EE N MetricDefinition 18 & .
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#E3R URL
GET https:// <«BMC_IPADDR>Iredfish/vl/TelemetryService/MetricDefinitions/{Id}

M 57 1E X
TR kM Hiig
Id PR | R AAR IR,
Description = “The metadata information about a metric.”
Name PR B S VR B 4 FR .
MetricType PR | dEbRA A,
Implementation FHE | FEARASEE,
PhysicalContext PR | BRI BRI,
MetricDataType FRE | Fehnpy B KA,
Units I 17k =g AN N R VA
CalculationAlgorithm FREH | IREURT RE SRR AR A PR R AR AT I T 5
CalculationTimelnterval FRE | AT bR T A% R 1R B o
IsLinear i /R Fe 7N R (E R Sk 1 A R R
Calculable FRE | 52 W DA T b iR AR .
Wildcards gl MetricProperties 0418 1t H i 2% E 008 B0 27 S HE B
MetricProperties Bl SRR BT RE X HLAT T8 A A g AR IR AR Y URI 313K
RERE
HTTP RERH WMRW A ID
500 InternalError
Bl
1R 18] PR 75 45 JSON Wi J «
{
"Wildcards": [
{
"Name": "PWild",
“Values": [
",
0
oy
wgn
]
}

1,
"CalculationTimeInterval": "PT1S",
"Description”: "The metadata information about a metric.",

"MetricType": "Numeric",

"PhysicalContext": "PowerSupply”,

“CalculationAlgorithm": "Average",

“Name": "AveragePowerSupplyInput”,
“Islinear": true,
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"MetricDataType": "Integer",

“Id": "AveragePowerSupplyInput"”,

“MetricProperties”: [
“/redfish/v1/Chassis/1/Power#/PowerSupplies/{PWild}/PowerInputWatts"

1,

"@odata.etag": "\"31db0d95174de283fa99ca3a69891e2c\"",

“Calculable": "NonSummable",

“Implementation”: "Calculated",

“@odata.type": "#MetricDefinition.v1_0_3.MetricDefinition",

"@odata.id": "/redfish/v1/TelemetryService/MetricDefinitions/AveragePowerSupplyInput"

“Units": "W"
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E21E

Bl EE

%R JobService
VLR Redfish k55 ENSE G, T JobService W UR B2 H 4582 W] 1 7] Bt A 4 I B8 U8

THRE 1
TEUR B 42 Iredfish/v1/JobService
e S JobService_vl.xml

GET - fELEEEM
i H] GET J7## & Redfish IR55 11 JobService %5 )& 1t

F3R URL

GET https://<BMC IPADDR>Iredfish/v1/JobService

BERIEX
pin
g I 1E 32
TR KA ik
Descrip- | Z£f “The resource is used to represent the Job Service that allows scheduling
tion of operations.”
Date- FRH | MRSTEY AT H BN FSRE, AT UTC M .
Time
#x: YYYY-MM-DDThh:mm:ss[+-]HH:MM
Id S Wl & 45 H “JobService”
Jobs R el &5,
Name | #fF 8 Wl & 45 # “Job Service”
Service- | X{4 BE A2 B s M T HR BE JobService SEBLHI 3 BB 3 Fe MY T g
Capa-
bilities
Max]- | 83 SCRF B B B KRB, (N 50,
obs
MaxSt- | ¥ SCRRHYAE L B R B KB R N 50,
eps
Null
Sched- | #i /R I P R 48 7 R S S KR Job VR A Schedule X 4 I BEMEE
uling
Ser- i 7R Vb Jes A PR B D A 7R A, R R T R 55 .
viceEn-
abled
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TR KA i &

Status MR Bb ) i N 38 2 AU odata BY Redfish &1,

Health | 47 i 7R M B IRAE B MO BEIR B I 0L T #2 ATIR PRIR A

Healt- | 458 | RoR b BT A AL I o i B2 1T R ODIRES
hRol-
lup

State | FAFHH | A TEMCHRE, AlMESTCHEM,

RERD

HTTP RAERY HmPH A ID

500 InternalError

)
1R 5] PR 7845 JSON Wi %«

{

“Id": "JobService",
"Status": {

"HealthRollup": "0K",

"Health": "0K",

“State": "Enabled"”
}
“Name": "Job Service",
“ServiceEnabled": true,
"ServiceCapahilities": {

"MaxJobs": 50,

"Scheduling": true,

"MaxSteps": 50
IR
“DateTime": "2020-04-02T05:34:24+00:00",
"@odata.type”: "#JobService.vl_0_2.JohService",
"@odata.id": "/redfish/v1/JohService",
"@odata.etag": "\"3d92d9405f98da92492a90a1b8bb9al8\"",
"Jobs": {

"@odata.id": "/redfish/v1/JobService/Jobs"
}

“Description

The resource is used to represent the Job Service that allows scheduling of operations."

%R Job
M IEE R Redfish RSB VE L SZHL,

FIRB R i 5 1 AR M B

VR B 4% /redfish/v1/JobService/Jobs/{PowerOff, PowerOn,
Restart}

P spais Job_vl.xml
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GET - &Rt XELE %
fii Fl GET J K&K Redfish 551 Job VIR )& 1

#E3RK URL

GET https://<«BMC_IPADDR>/v1/JobService/Jobs/{Power0ff, PowerOn, Restart}

BERIEX
"
) BI 1E 32
TR R g
Description FIF R “The resource is used to represent the settings of scheduled {Power
Off| Power On |Restart} actions for a Redfish implementation.”
HidePayload i /R TR TE B AR ML I R A5 B AE AR B RS A A BN A, AR
“true” , WM AR EA KA, WRH “false” , WM 2K Bl
BRSAE, WRLAECBEMENNEEATFLLE, MRINMEN “false” .
Id Z5%H | PowerOff, PowerOn, Restart
JobState PR | LR R HR AR R
JobStatus LA E | MR R R AR L s AT IR PUIR ZS
MaxExecutionTime | 28783 | s ¥4I PAT (9 85 1K IS TD
Null
Messages Bl W M, HE: 0~1
Messages[N] pap 5 AE Mk BT S 5,
Name 2% 85 | PowerOff, PowerOn, Restart
PercentComplete R i (N ERY A "
Null
Schedule PO BeAE b iy i R %
Enabled- BeH BT,
DaysOfWeek
Enabled- PR (T AR MBS, RN B s A RIe e, R
DaysOfWeek[N] AL, WEH— RS WA B8,
Enabled- B4l W: /8, T 8
DaysOfWeek@Red-
fish.AllowableVal-
ues
EnabledDaysOfW- | 2%} §8 “Monday” . “Tuesday” . “Wednesday” . “Thursday” .
eek@Redfish.Al- “Friday” . “Saturday” . “Sunday” . “Every”
lowableValues[N]
InitialStartTime HEA-I | 3T R0 30k BAT B4 0 H 30 0 i 1)
151
Recurrencelnterval | 45 H | F— R PATEAE Z BT B,
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TB KRR i ik

Name PR | IRIR SR, 14: “Lenovo:{Power Off| Power On|Restart} »

StepOrder A VeV 35 3R B 7 B A ST I 5 o

RS

HTTP RAERH WMRHEE D

500 InternalError

Bl
1B 8] DL R 7 ] JSON Wi B«

{
"MaxExecutionTime": null,
"JobStatus": "0OK",
"Id": "Restart",
"@odata.id": "/redfish/v1/JobhService/Jobs/Restart",
"HidePayload": true,
“Messages": [],
“PercentComplete”: null,
“StepOrder": [],
“@odata.type": "#Job.v1_0_3.Job",
"JobState": "Suspended”,
“Name": "Restart"”,
"@odata.etag": "\"41754a37fca8f52fe536ed42dbcfd4c544\"",
"Schedule": {
"RecurrencelInterval”: null,
"InitialStartTime": null,
"EnabledDays0fWeek@Redfish.AllowableValues": [
"Monday",
"Tuesday",
"Wednesday",
"Thursday",
"Friday",
"Saturday”,
"Sunday",
"Every"
1,
"Name": "Lenovo:Restart",
"EnabledDays0fleek": []
1
"Description": "The resource is used to represent the settings of scheduled Restart actions fora
Redfish implementation."”

}

PATCH - EF 8 IRITXI/E & 14
i /| PATCH J7 ¥ Hi Redfish JR55H Job ¥ )& 1

B3R URL
GET https://<BMC_IPADDR>Iredfish/v1/JobService/Jobs/{Power0ff, PowerOn, Restart}

ERIEX
ZHOH AR PR T RN, B X S AT DL R R
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B KRR i ik

Schedule x4 AR R R,

Enabled- e il BT,
DaysOfW-

eek

Week[N]

Enabled- | 2458 | #txt 08 R A AT H IS, A5 — A o0 a2t S ORI 8 AiE . 2R
DaysOf- FAE, WE M — SR BrA BB,

StartTime | [f]

Initial- HI-IE | et Rl 90 R ST SR A 1 H IR T

e 7 1E 32

Wi 2 3% [E] B N5 GET #RAEMEL, HBE T 7 s 1.

RS RS

HTTP RAERG

MRMAE ID

500

InternalError

~Bl
PLF A& PATCH 1E 3¢

{

"Schedule": {
"InitialStartTime": null,
"EnabledDaysOfWeek": |

"Monday",
"Tuesday",
"Wednesday",
"Thursday",
"Friday"

1& [5] DL R 75 45 JSON Hi B -

{
"MaxExecutionTime": null,
"JobStatus": "0K",
"Id": "Restart"”,
"@odata.id": "/redfish/v1/JobService/Jobs/Restart",
"HidePayload": true,
"Messages": [],
“PercentComplete”: null,
“StepOrder": [],
"@odata.type": "#Job.v1_0_3.Job",
“JobState": "Suspended",
“Name": "Restart",
"@odata.etag": "\"41754a37fca8f52fe536e42dbcfdc544\""
"Schedule": {
"Recurrencelnterval”: null,

’
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"InitialStartTime": null,
"EnabledDays0fWeek@Redfish.AllowableValues": [
"Monday",
"Tuesday",
"Wednesday",
"Thursday",
“Friday",
"Saturday"”,
"Sunday",
"Every"
1,
"Name": "Lenovo:Restart",
"EnabledDays0fWeek": []
I8
“Description”: "The resource is used to represent the settings of scheduled Restart actions for a
Redfish implementation."

}
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E2F UMPERE

&R CertificateService
WK T EARED Redfish SEIAIEP RS,

AR 1
PR R /redfish/vl/CertificateService
R S CertificateService_vl.xml

GET - iE B IRFE M

M GET 7 #:# & Redfish R 55 M CertificateService ¥ H 1)@ k.

E3R URL

GET https://<BMC_IPADDR>Iredfish/v1/CertificateService

BERIEX
pin
g I 1E 3C
TR M| ik
Id A “CertificateService”
H
Name FIF “Certificate Service”
i
Description TR “This resource is used to represent a certificate service for a Redfish
Hh implementation.”
CertificateLocations | #%1% ERMEEERE,
Actions SR BEMN.
#CertificateSer- SR R AIES T RIE B E LG R,
vice.GenerateCSR
KeyUsage@Red- | %4 [ “DigitalSignature” , “NonRepudiation” , “KeyEncipherment” ]
fish.Allowable-
Values
Key- BH | [ “TPM_ECC_NIST P256” , “TPM_ECC_NIST P384” ]
Curveld@Red-
fish.Allowable-
Values
Key- TR | “2048” . “3072” . “4096”
BitLength@Red- |
fish.Allowable-
Values

© Copyright Lenovo 2018, 2024
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TB R | Wik

KeyPairAlgo- ¥ | [ “TPM_ALG ECDH”, “TPM_ALG RSA” ]
rithm@Red-
fish.Allowable-
Values

#CertificateSer- ¥eH AR B HE P,

vice.ReplaceCer-

tificate
Certificate- BeH [ “PEM” ]
Type@Red-
fish.Allowable-
Values
RERB
HTTP RN WMRHE ID
500 InternalError
Pl
1B 18 LR 78] JSON i ¥ -
{
“Id": "CertificateService",
“Name": "Certificate Service",
"@odata.context": "/redfish/vl/$metadata#CertificateService.CertificateService",
"@odata.id": "/redfish/v1/CertificateService",
"@odata.etag": "\"83efd8cle88e25h7467\"",
"CertificateLocations": {
"@odata.id": "/redfish/vl/CertificateService/CertificateLocations"”
|8

“Description": "This resource is used to represent a certificate service for a Redfish implementation.",
"@odata.type": "#CertificateService.vl_0_4.CertificateService",
"Actions": {
"#CertificateService.ReplaceCertificate": {
"target": "/redfish/v1/CertificateService/Actions/CertificateService.ReplaceCertificate",
"CertificateType@Redfish.AllowableValues": [
"PEM"
1,
“title": "Replace an existing certificate.”

1,
"#CertificateService.GenerateCSR": {

"KeyCurveId@Redfish.AllowableValues": [

"TPM_ECC_NIST P256",
"TPM_ECC_NIST_P384"

1,
"title": "Generate a CSR file.",
"KeyBitLength@Redfish.AllowableValues": [

"2048",

"3072",

"4096"

1,
"target": "/redfish/v1/CertificateService/Actions/CertificateService.GenerateCSR",
"KeyUsage@Redfish.AllowahleValues": [

"DigitalSignature",

"NonRepudiation",

"KeyEncipherment"
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]

"TPM_ALG_RSA"

|
}
}
}

POST - £ /L CSR
B I POST Js ¥t BUIE 1528 4 3 R

#E3RK URL

"KeyPairAlgorithm@Redfish.AllowableValues": |
"TPM_ALG_ECDH",

GET https://<BMC_IPADDR>Iredfish/vl/CertificateService/Actions/CertificateService.GenerateCSR

BRIEX
B e 3] iR
Certificate- | X4 B, MEIEBMRHM (CA) BFE-1 )5 L uE-1 ik B A #ik.,
Collection
@odata.id | #E$ U, RVFMME: “/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certifi-
cates”
Country FRE | LW, RHUIERGALRAENERXAE (HHSZEHEE) .
City PR | 2%, RHIERAAL LR ST b X,
Common- | 524G | 4. BRI 1552 IERA.
Name
State PR | 2T KRMERGAL MM, A8 6 X/ AT SIX,
Organiza- | SAFH | 467, K HHORIEH £ F5
tion
Alterna- i Ak, BEORY AR Al LA
tiveNames
Alter- PR | BRI A A ENS,
native-
Names|[N]
KeyUsage | 4l R, uEF PR A B B
KeyUsage- | 24 & “DigitalSignature” . “NonRepudiation” 5 “KeyEncipherment” bl
[N] AT —4
Chal- PR | WAk, B TIER DUSET RO O R B SR B S
lengePass-
word
Contact- PR | k. REIERH P,
Person
Email FRE | Mg, K HIE R A LNER AN T R ik
GivenName | ZfF 8 | Wik, KHFERHH L E,
Initials FRE | g, R MR P RS E R,

% 22 =, EBEE 391




TR RH i &

Key- FRH | Wik, EEHEHA - EMEMNME ID (WRFE, T KeyPairAlgorithm £
Curveld ¥AH) .

KeyPairAl | 5 H | WIik, JHIF%5 4 Lok 00T 00 ) 360,

gorithm

Organiza- | “PAFE | Wik, & H 3% R B 4141 BT 16 1 B0 AL B0 1] 44 5

tionalUnit

Surname FR

I

o R HIIE R AR PR IR

Unstruc- FREH | Wk, ERBIESERALIR,
turedName
M Bz IE 3X
B R | #i
CSRStr- | 24 | EREZIEREFH,
ing 5
Certifi- R REN PRy B E AR,
cateCol-
lection
RERB
HTTP KRR WiXWE ID
400 BadRequest, ActionParamMissing, ActionParamTypeError,
ActionParamFormatError
500 InternalError
Bl
POST IESCHFEMW T :
{

"CertificateCollection”: {
"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol/HTTPS/Certificates"

1

"COuntrU": IICNII’

Ilc_itg": "SH",

“CommonName": "XCC-7Z60-SN",
Ilstatell: "SH"’

“Organization": "Lenovo"

i& [51 DL R 75 45 JSON i B

{
“CertificateCollection”: {
"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates"
}’
“CSRString": "----- BEGIN CERTIFICATE REQUEST----- \nMIICFDCCAZsCAQAWTJELMAKGALUEBhMCQO04xCzAIBgNVBAgMAL
NIMQswCQYDVQQHDAJTSDEPMAOGALUECGWGTGVub3ZvMRQwEQYDVQQDDAtYQOMtN102MC1TTjB2MBAGBYqGSM49AgEGBSUBBAAIA2IABOR
bulFysxyzVYaYLydqcULLIS3fWWLPdRimFsIlrrtdoRsrDEV2B7ChQRdpvNpDr3YFVySILIPIRUNNIwWR0ob9vSiTh2huXBB2sP5mUh1i5v
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oUVwohSAd5mLSOgLKAj70aCBzTCBygYIJKoZIhvecNAQkOMYG8MIG5MAKGALUdEWQCMAAWCWYDVROPBAQDAgXgMIGeBgNVHREEgZYwgZ0CC
1hDQyO3WjYwWLVNOhxD+gAAAAAAAAAQUT//+q5mzgilmZTgwLS1h0TQtZWZmZilmZWFiLTk5YjMuaXB2NilsaXRlcmFsLm5ldIcECmjFSI
cQ/oAAAAAAAAAKLO/ /[ quZtIIpZmU4MCOtYTKOLWYMZmYtZmVhYi050WI0OLmlwdjYthGlOZXIhbC5uZXSHBKN+X3YwCgYIK0ZIzj0EAWI
DZwAwZAIwdCdhejk+aiTnKLégzTIE2jHTXux06zqioC10lQ0qQAtOp4fhcM/4Gt4+wlHfxnrEAjBzIoYSLs0ilYxb0jGIIVcBg9LiBOGT
bYHXPSK5WaawdKnTo60C+jPUJr2Z5PPDB5Q=\n----- END CERTIFICATE REQUEST----- "

}

POST - B#it$H
i POST J Bt -+,

HFR URL
GET https://<BMC_IPADDR>Iredfish/vl/CertificateService/Actions/CertificateService.ReplaceCertificate

BRIEX

TR M ik

Certifica- R W, BERFEAIE R MR,
teUri

@odata.id | g% LA 7 DAy A A5 B R
Certificate- | FZfFih [ %7, BB, AT “PEM” ,

Type
Certificat- | PR | A, WM FRFH, BRSBPRBITHRERN “n”
eString
W3 R IE 3
KRR
HTTP RAERH BN A ID
400 BadRequest, ActionParamMissing, ActionParamTypeError,
ActionParamFormatError
500 InternalError
=

POST IEXCHFAM T:

“CertificateUri": {
"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/1"

H
“CertificateType": "PEM",
“CertificateString": "----- BEGIN CERTIFICATE----- \n.MIIEhTCCA2... HoOKwFzKGxRyrsQ \n----- END CERTIFICATE----- "

& 18] DL R 7R Bl JSON i )7,
Tt o
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&R CertificateLocations

BEBE IR T 37 40 R i 55 & ey P e 45

TR E 1

IR A2 /redfish/v1l/CertificateService/CertificateLoca-
tions

Py ARy o CertificateLocations_vl.xml

GET-EBPUEREM
i il GET )7 ¥4 R Redfish IR 55 CertificateLocations %I i )8 Pk,

&3k URL

GET https://<BMC_IPADDR>[redfish/v1/CertificateService/CertificateLocations

FRIEX
J
0 7 IE 32
TR RH ik
Id A “CertificateLocations”
Name PR “Certificate Locations”
Description FAF “This resource is used to represent the collection of certificate
locations for a Redfish implementation.”
Links IOE 3 (WY
Certificates B Wi, fERE
W N
Certificates[N] R 1P e LR 3o E S BE R URT 51 A
RAENRD
HTTP R&ENRH PN A 1D
500 InternalError
)

1B 8] DL R 7 ] JSON Mg ¥ -

{

"Id": "CertificateLocations”,

“@odata.type": "#CertificateLocations.vl_0_2.CertificatelLocations",
"@odata.id": "/redfish/v1/CertificateService/CertificateLocations”,
"@odata.etag": "\"362ae2eb99al12a2722d\"",

"Links": {
"Certificates": [
{
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"@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/1"

}
]
}

Name": "Certificate Locations",

"Description”: "This resource is used to represent the collection of certificate locations fora

Redfish implementation."

}

&R Certificate

PEBEIR A T m e A AE . K BUIR 55 dn IR B k45

PR A

No PR T RGP LRI

PR A

/redfish/vl/Managers/1/NetworkProto-
col/HTTPS/Certificates

/redfish/v1/Systems/1/KeyManage-
ment/KMIPCertificates/{Id}

/redfish/v1l/AccountService/LDAP/Certificates

/redfish/v1/UpdateService/RemoteServerCertifi-
cates/{Id}

/redfish/v1/Systems/1/VirtualMedia/{VM_id}/Cer-
tificates

{Id} 51 AL 152840 SO b s R 1d Ja

ZRA SO

Certificate_v1.xml

GET - ifPEM

i/ GET J7 #:#: & Redfish R 551 Certificate FFI5H 1 )E M,

F3R URL

GET https://<BMC_IPADDR>Iredfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/{id}
GET https://<BMC_IPADDR>Iredfish/vl/Managers/1/KeyManagement/KMIPCertificates/{Id}
GET https://<BMC_IPADDR>[redfish/v1/AccountService/LDAP/Certificates/{id}

GET https://<BMC_IPADDR>[redfish/v1l/UpdateService/RemoteServerCertificates/{id}

GET https://<BMC_IPADDR>Iredfish/vl/Systems/1/VirtualMedia/{VM_id}/Certificates/{id}

HRIEX

7

g R IE X

TB IR

Id FRE | IEBRENESL
Name FRE | HEBREN A,
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TR IR ik
Description FAFH | “This resource is used to represent the certificate for a Redfish
implementation.”
Actions SR EHT /redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certifi-
cates/{id}
#Certificate.Rekey | X4 SHb 48 1 D 0E 5 28 BT 48 B0 I 7 AR IE 5 2 44 T R
Key- e [ “TPM_ECC_NIST P384” ],
Curveld@Red-
fish.Allowable-
Values
KeyPairAlgo- A [ “TPM_ALG _ECDH” ],
rithm@Red-
fish.Allowable-
Values
#Certificate.Renew | X4 S B8R AR 65 R A 45 8 B £ O A0 48 T RS SR A I F 28 44 7 oK
CertificateString FIF HEP B 257 R,
CertificateType FRE | BRI, R “PEM”
Issuer IO R UR
City FREE | AR U AR B3R T B X,
CommonName FREE | R R ERA,
Country FRE | LARALS P AENERHIX,
Email TR | SEARA G R AR A ik
Organization PR LR LM SR,
OrganizationalUnit | <245 | SCORL G 75 1 BAL sl R 171 44 95
State FRE | EERHSRIERMMN . A AR X EEE T X,
KeyUsage B HE S A A B A W B
KeyUsage[N] FRF B “Dig’i,taISignature” . “NonRepudiation” 5, “KeyEncipher-
ment o
Subject 4 gt
City PR | R R G AE B3 B X,
CommonName TR | LRSS RE A
Country FREE | RERHS TR E R,
Email FRE | SKRAS NERER AT SR
Organization FIF B SEIRHAN LR,
OrganizationalUnit | fF# | SCAKLL SR 75 B B Ar s 38 171 44 9
State FREH | RRHLERMN . B/ BRI/ EET S,
ValidNotBefore PR | IEFARH B,
ValidNotAfter PR | MEFRRH
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MR
HTTP RAERY B A ID

500 InternalError

Bl
1B 8] DL R 7 4 JSON Wi ¥ -

{
“ValidNotAfter": "2029-12-17701:51:18+00:00",
"@odata.id": "/redfish/v1l/Managers/1/NetworkProtocol/HTTPS/Certificates/1",
"KeyUsage": [
"DigitalSignature",
“NonRepudiation”,
"KeyEncipherment"
l,
“Id": "1,
"Name": "Certificate_HTTPS",
“CertificateType": "PEM",
"@odata.etag": "\"eed23a10000d2d28c9chd\"",
“Subject": {
“Organization": "Lenovo",
“Country": "US",
"City": "RTP",
“CommonName": "XCC-7Z60-SN",
"State": "NC"
5
"@odata.type": "#Certificate.vl_1_1.Certificate",
"ValidNotBefore": "2019-12-20T01:51:18+00:00",
"Issuer": {
"Organization": "Lenovo",
“Country": "US",
"City": "RTP",
“CommonName": "XCC-7Z60-SN",
"State": "NC"
3
"CertificateString": "----- BEGIN CERTIFICATE----- \nMIICLTCCAhqgAwIBAgIUfjeBVwa2nDdgtHIxWPnlpn/ZabcwC
gYIKoZIzjOEAWIWTZELMAKGALUEBhMCVVMxCzAIBgNVBAgMAK5DMQwwCgYDVQQHDANSVFAXxDZzANBgNVBAoMBkxLlbm92bzEUMBIGALIUEAW
WLWENDLTdaNjAtU04wHhcNMTkxMjIwMDEIMTE4AWhcNMjk xMjE3MDEIMTEAWjBPMQswCQYDVQQGEWIVUZELMAKGALUECAWCTkMxDDAKBgN
VBAcMA1JUUDEPMAOGALUECGWGTGVubh3ZvMRQWEgYDVQQDDAtYQOMtN102MC1TTjB2MBAGBYqGSM49AgEGBSUBBAATIA2IABAOSCPNA/ aeC
9MR9j+8wdKVWIF /+LoaNrXH40vIB4bNTsWMBdcm8/10F2yknMR870TT9rtbdb5Wlhf9h+86N96vAYvOhI1lnUD9LtosCtppp/TULDNNFSp
NRfX0Z1uSnP4a0BtjCBszAJBgNVHRMEAjAAMASGA1UdDWQEAWIFADCBmMAYDVRORBIGQMIGNggtYQOMtN102MC1TTocQ/0AAAAAAAAAKLOD
[1/q90n4IpZmUAMCOtYTKOLWYMZmYtZmVhZi00ZTImLmlwdjYthGLOZXIhbC5uZXSHEP6AAAAAAAAACPTY//6vTqCCKWZIODAtLWESNC]
LZmZmLWZLYWYENGVhMC5pcHY2LWxpdGVyYWwubmVOhwSp/192MA0GCCqGSMA9BAMCA2KAMGYCMQCII5SXXd0r2LvwkEgepKp/k0lk0Yng2
Bag/E8dVFUF4JwnOHrVUY5pZTqFEUq9rX6ECMQC06e3av/Tw2EWpLx5Q+5pImiLaoP5V8a+WGXHhqAcqY/0MyrB4oAlaoc0QRQGZXdM=
\n----- END CERTIFICATE----- ",
"Actions": {
“#Certificate.Rekey": {
"title": "Generate a new key pair for an existing certificate and produce a CSR.",
"KeyCurveId@Redfish.AllowableValues": [
"TPM_ECC_NIST_P384"
1,
"KeyPairAlgorithm@Redfish.AllowableValues": |
"TPM_ALG_ECDH"
1,
"target": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/1/Actions/Certificate.Rekey"
|8
"#Certificate.Renew": {
"title": "Generate a CSR using the existing information and key pair of the certificate.",
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"target": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/1/Actions/Certificate.Renew"

}
}’

“Description”: "This resource is used to represent the certificate for a Redfish implementation.”

}

POST — E T4 B % A
B POST Jy i 9 3E 45 A BT 10 8 91 0 3 72 A E 13 28 44 3 oK

B3R URL
GET https:// <BMC IPADDR>[redfish/v1/Managers/1/NetworkProtocol/HTTPS/Certificates/{id}/Actions/Certificate.Rekey
BEREX
TR IR i
KeyCurveld [ 7475 Bl EHEHBMEMNMML ID (WRTGEE, ET KeyPairAlgorithm
SHE) . RFRMERN “TPM_ECC_NIST P384” ,
KeyPairAlgo- | 4 BF. MTELELEMEAXNHEA, RIFHIEN
rithm “TPM_ALG_ECDH” .
KeyBitLength | % Wik, BPIMKE, LS AL, SN KeyPairAlgorithm £
{5 N AR o
Chal- FRF WA, S TFIEAS AT B 3 SR 4 TR Y
lengePass-
word
U R iF 3
TR IR #iid
CSRString SFER HES 208 REATFH
Certificate i ST AE B e R,
RERD
HTTP RERH BN A ID
400 BadRequest, ActionParamMissing, ActionParamTypeError,
ActionParamFormatError
500 InternalError
)
POST IESCHFTU T :
{

“KeyCurveId": "TPM_ECC_NIST_P384",
"KeyPairAlgorithm": "TPM_ALG_ECDH"
}

i& [5] PLF 75 45 JSON i B
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{

"Certificate": {

“@odata.id": "/redfish/vl/Managers/1/NetworkProtocol/HTTPS/Certificates/1"

5

“CSRString": "----- BEGIN CERTIFICATE REQUEST----- \nMIICpDCCAioCAQAWTZELMAKGALUEBhMCVVMxCzAIBgNVBAgMA
k5DMQwwCgYDVQQHDANSVFAXDzANBgNVBAoMBkxlbm92bzEUMBIGALIUEAWWLWENDLTdaNjAtU04wdjAQBgcqhkjOPQIBBgUrgQQAIgNiAA
TMCJhOyPzqCT7sxdTs9JiJvWNvKs0y9cocFjIn0eoijoKbMn2nSy5yQIwgoeKIoh2eBPnzGL58CI2pYd+APZSTyImltu34Hk+hGY4+2ZGH]
EI8fz5X00+/tjTk8JEafhgumgggFaMIIBVgYIKoZIhvcNAQkOMYIBRzZCCAUMWCQYDVROTBAIWADALBgNVHQ8EBAMCBeAwggEnBgNVHREE
ggEeMIIBGoILWENDLTdaNjAtU06CC1hDQyO3WjYWLVNOhxD+gAAAAAAAAAQUT/ /+r06fgilmZTgwLlS1h0TQtZWZmZilmZWFmLTRLOWYua
XB2NilsaXRlecmFsLm5ldIcQ/oAAAAAAAAAKLO///q900IIpZmU4MCOtYTKOLWYMZmYtZmVhZi00ZWEwLmlwdjYtbGLOZXIhhC5uZXSHBK
n+X3aHEP6AAAAAAAAACPTY//6rmbOCKWZLODAtLWESNCILZmZmLWZLYWItOTLiMy5pcHY2LWxpdGVyYWwubmVOhwQKaMVIhxD+gAAAAAA
AAAQUT//+q5m0gilmZTgwLS1h0TQtZWZmZilmZWFiLTk5YjQuaXB2NilsaXRlecmFsLm5LdDAKBggqhkjOPQQDAgNoADBLAjBIrD3MgILD
2pHV4Qka0Qa8jbzl21431rLB8IdKViaDVHgihiusCLPvUM2YCr6bSIcCMQDamvgérérPlicaGre80UuojdANUWCihMVWTdIAtfzdaXHe/
d/jjhr9BN2RF590QLU=\n----- END CERTIFICATE REQUEST----- "

}

POST - £

5 POST J7 ¥ 38 0k 5 M BLA 15 B A2 40 X Sk A Bk B & 4 18 K .

E3R URL

GET https://<BMC_IPADDR>Iredfish/v1/Managers/1/NetworkProtocol/HTTPS/Certificates/{id}/Actions/Certificate.Renew
BERIEX

7

) Bz 1E 3T

TR R ik
CSRStr- | 245 H AR P

ing

Certifi- | 4% SE BT AR B A IR I BE R

cate

RAERBE
HTTP RAERH HRH AL ID
400 BadRequest

500 InternalError

Bl
PLF 7B POST 1EXC

7
1R 18] PR 7545 JSON Wi J «

{
"Certificate”: {
“@odata.id": "/redfish/v1/Managers/1/NetworkProtocol/HTTPS/Certificates/1"
}
"CSRString": "----- BEGIN CERTIFICATE REQUEST----- \nMIICpDCCAioCAQAWTZELMAKGALUEBhMCVVMxCzAIBgNVBAgMA
k5DMQwwCgYDVQQHDANSVFAXDzANBgNVBAoMBkxlbm92bzEUMBIGALUEAWWLWENDLTdaNjAtU04wdjAQBgcqhkjOPQIBBgUrgQQAIgNiAA
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QKEnDzQP2ngvTEfY/vMHSLVVRf/i6Gjalx+DryAeGze TFjAXXJvP9aBdsplzEf0zk3/aTW3W+VpW3/Yfv0jferwGL9ISdZ1A/STalAraa
af+1Cw5zX0qTUX16Gdbkpz+GgggFaMIIBVgYJKoZIhvecNAQkOMYIBRzZCCAUMwWCQYDVROTBAIWADALBgNVHQ8EBAMCBeAwggEnBgNVHREE
ggEeMIIBGoILWENDLTdaNjAtU06CC1hDQyYO03WjYwLVNOhxD+gAAAAAAAAAQUT//+r06fgilmZTgwlS1hOTQtZWZmZilmZWFmLTRLOWYua
XB2NilsaXRlcmFsLm5ldIcQ/oAAAAAAAAAKLO///q900IIpZmU4MCOtYTKOLWYMZmYtZmVhZi00ZWEwLmlwdjYthGLOZXIhhC5uZXSHBK
n+X3aHEP6AAAAAAAAACPTY//6rmbOCKWZLODAtLWESNCILZmZmLWZLYWItOTLiMy5pcHY2LWxpdGVyYWwubmVOhwQKaMVIhxD+gAAAAAA
AAAQUT//+q5m0gilmZTgwLlS1h0TQtZWZmZilmZWFiLTk5YjQuaXB2NilsaXRlemFsLm5ldDAKBggqhkjOPQQDAgNoADBLAjATv /rOLLiB
0M4GAajGtrS2yMR/Np8T5evlASImXYVIGmckINTuETz+aokC0G3poSwCMQCybhvI0ZmuFQjarW8brInM2310cjWN5bgZyKFAfmcHkZNvk
Cau8DB3vI5z309KDeQ=\n----- END CERTIFICATE REQUEST----- !

}
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23 E

Lenovo BRZ EIE

B T2 8t LenovoServiceData Z2H) SZBL I % it

TR R 1
PR B 12 /redfish/vl/Managers/1/Oem/Lenovo/ServiceData
P21y A byl LenovoServiceData_vl.xml

GET - &J& LenovoServiceData
il GET ) /& Redfish R 551 LenovoServiceData %5 1 0% J& 1 .

B3R URL

GET https://<BMC_IPADDR>/redfish/v1/Managers/1/0em/Lenovo/ServiceData
BERIEX

7o

) B 1E XX

TR e 3L ik

Id FIF “ServiceData”

Name FRF “ServiceData”

Description P “This resource is used to represent resources that are used
to collect service Data, including FFDC and latest OS failure
screen.”

FileTransferTimeout | ¥{% B _EAE B IR 55 2% i) 88 ) PR i o

DataCollectionType FAF “ProcessorDump” . “ServiceDataFile” . “BootPOST-
Dump” . “Mini-log”

ExportingSchemes P “TFTP” . “SFTP”

IsScreenAvailable | /R | Hott MOREBE RSB SOIE R A A7 16

Screenshot POE 3 SV

ThroughFEH A /R Wi FEH FREUR &5,

Actions FOE 3 SV

#LenovoService- P oEHN
Data.ExportFFDC-
Data
DataCollection- P Wi: 5 H$
Type@Redfish.Al-
lowableValues W 4

© Copyright Lenovo 2018, 2024
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TB KRR ik

DataCollec- ] “ProcessorDump”
tionType@Red-
fish.Allowable-
Values|[0]

DataCollec- ¥ “ServiceDataFile”
tionType@Red-
fish.Allowable-
Values[1]

DataCollec- FAF “BootPOSTDump”
tionType@Red-
fish.Allowable-
Values[2]

DataCollec- 25 B “Mini-log”
tionType@Red-
fish.Allowable-
Values|[3]

#LenovoService- PO 8 oE
Data.Export-

LatestOSFailure-
Screen

LenovoSer- R cEH

viceData.Ex-
portHealthReport

RAEBREE
HTTP RN WP A ID

500 InternalError

=Bl
i& 51 DL R 75 45 JSON Fi B :

{
"FileTransferTimeout": 600,
"Id": "ServiceData",
"Name": "Service Data",
“@odata.type": "#LenovoServiceData.vl_0_0.LenovoServiceData",
"@odata.id": "/redfish/v1/Managers/1/0em/Lenovo/ServiceData",
“@odata.context": "/redfish/vl/$metadata#lenovoServiceData.LenovoServiceData",
"IsScreenAvailable": false,
“ExportingSchemes": "TFTP, SFTP",
"Actions": {
"#lenovoServiceData.ExportLatest0SFailureScreen™: {
"target": "/redfish/v1/Managers/1/0em/Lenovo/ServiceData/Actions/LenovoServiceData.ExportLatestOSFailureScreen",
"title": "ExportLatestOSFailureScreen”
1,
"#lenovoServiceData.ExportHealthReport": {
"target": "/redfish/vl/Managers/1/0em/Lenovo/ServiceData/Actions/LenovoServiceData.ExportHealthReport",
“title": "ExportHealthReport"
8
"#lenovoServiceData.ExportFFDCData": {
"target": "/redfish/vl/Managers/1/0em/Lenovo/ServiceData/Actions/LenovoServiceData.ExportFFDCData",
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"DataCollectionType@Redfish.AllowableValues": [
"ProcessorDump”,
"ServiceDataFile",
"BootP0OSTDump",
"Mini-log"
1,
“title": "ExportFFDCData"
}

I3
"@odata.etag": "\"959567héf1h834aafd4das\"",
“DataCollectionType": "ProcessorDump, ServiceDataFile, BootPOSTDump, Mini-log",
"Screenshot": {

“ThroughFEH": false

3

“Description

Thisresourceisused torepresent resources that are used to collect service Data,including FFDC and latest 0S failure sc

POST - W& BMC BREZE1E
i POST J5 ¥ W4 BMC ik &% ¥s .

#HR URL
GET https:// <«BNC_IPADDR>Iredfish/vl/Managers/1/0em/Lenovo/ServiceData/Actions/LenovoServiceData.ExportFFDCData

BRIEX

FB RH g

Initialization- | 7i/R o

Needed

Username o] SH URI WWH P4,
Password PP S H URI W&EH,
ExportURI FIFH ¥ FFDC H# T #ZF| It URIL,
DataCollec- 25 B M. “Mini-log” .
tionType
W 2
7
WK

HTTP RANRG WXWE ID

500 InternalError
Pl
VLR Bl & POST 1EX:
{

"InitializationNeeded" : true,

“DataCollectionType” : “Mini-log”
}

3§ 23 #. Lenovo M5 EHE 403



BB A AE R 2l IR 5] — AT 55 o 3B 8] PA R 7R 6 JSON Wi B :
{

“Description”: "This resource represents a task for a Redfish implementation.”,

“Id": "cThc86f4-c241-4632-a58a-d83e94e5aecd”,

"HidePayload": true,

"@odata.type”: "#Task.vl_é6_1.Task",

"@odata.id": "/redfish/v1/TaskService/Tasks/c7hc86f4-c241-4632-a58a-d83e94e5aecd”,
"@odata.context": "/redfish/vl/$metadata#Task.Task",

"TaskState": "New",

“Messages": [],

"@odata.etag": "\"1709638475733\"",

"Name": "Task c7hc86f4-c241-4632-a58a-d83e94e5aecd”,

"TaskMonitor": "/redfish/v1/TaskService/20d4a0b6c-1d5b-467a-9513-0d511b7cé6068",
"StartTime": "2024-03-05T19:34:35+08:00"

VAL 55K 4k 2 W5 1538 W O AR R BE . i P T 9 T3R8 [ B g8 P ““TaskMonitor™ H148 75 HY URI K
AR, ESPREMEZ HAIME R . BB LT 746 JSON Wi ¥ :

{
“Description”: "This resource represents a task for a Redfish implementation.",
“StartTime": "2024-03-05T719:34:35+08:00",
"HidePayload": true,
“@odata.type": "#Task.vl_6_1.Task",
“TaskStatus": "0K",
"@odata.context": "/redfish/vl/$metadata#Task.Task",
"TaskState": "Completed”,
"Name": "Task c7hc86f4-c241-4632-a58a-d83e94e5aecd”,
"@odata.id": "/redfish/v1/TaskService/Tasks/cT7hc86f4-c241-4632-a58a-d83e94e5aecd”,
“Messages": [],
“Id": "cThc86f4-c241-4632-a58a-d83e94e5aecd”,
“@odata.etag": "\"1709638540645\"",
"EndTime": "2024-03-05T19:35:40+08:00",
"TaskMonitor": "/redfish/v1/TaskService/20d4a06c-1d5b-467a-9513-0d511b7cé6068",
"0em": {
"Lenovo": {
"@odata.type": "#LenovoTask.vl_0_O.LenovoTaskProperties",
"FFDCForDownloading": {
"Path": "/imm_dump/FFDC/7D8TCTOLWW_7D8T123456 xcc_mini-log_20240305-193437.zip"
}
}
}
}

o o oo, o M A Redfish X-Auth-Token wod
https://<BMC IPADDR>/imm _ dump/FFDC/7D8TCTOIWW 7D8T123456 xcc mini-log 20240305-193437.z]
TR SRR
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AR HPFE I Lenovo 7=, RS Bih B vT HE AR AEHS 40 B K s Mo X #2486 . 327 AR 488 24 1T BT 7 IX 8
= SRSy, IHE YA Lenovo UK,

fEMTX Lenovo 7™ fil, T2 8k 55 19 5| H 3 B R AE DI 8 B 7 R BESE H 3% Lenovo 7 i, TR EIR
%50 REMNRIL Lenovo WIRIT AL, LT[ EIYRERY™ M, FPeiiss, # U Lenovo 7
fh, RPERS . HE, HAP® AT AR AR T . R Bk 55 RIs AT Ol

Lenovo 2 & 7] 8 © i BLIEALE B 3 5 A SCH h B i B AR RS L A, R BEAR SO FF JR %
2, PCAR SO A SR AR o & R & A I T BPF AT OE . KT DL A5 1 5 50 2 A AR DA T MLk

Lenovo (United States), Inc.

71009 Think Place

Morrisville, NC 27560

US.A.

Attention: Lenovo VP of Intellectual Property

LENOVO “#BUR” REAH iRY, AHAEMAMRE (FoidR W7 WE &) RIE, B
AR PR T 02 B SR AR, @B P AR A2 Y@ aE e B AR E . 350 4048 % DX IR A 2 R 5 A R i
5 B WY 7 RS 2 B DRI, PR AR 2R AR AT BB IS T A

AR SCRY W] BB AL B B AR A 25 B BRI SR R . SORY b B AR BRI B BORERT IR AR 2 3L, Lenovo W
DA I 3ot 24 3 iy b 3 0 77 i A /sl R P AT G AN sl R, TR S AT A

AT v 13 BA 7 S S T R R B I At A i S R P B, A DU T RE TR R T - BON B¢ 4 st
oo AR EEHE S A EMBEE X Lenovo 7™ i MM BR1E . MR Lenovo B58 =75 M AR ™
B, ARSORY e BT DY 258 BE 3 24 W 7 B 5 B 0 T AR IR, A SORY o 8 B 42 AR R TE AR
WEARAE, F BARNERRAE . AR RAE IR B R M 45 R TR ]

Lenovo A DAFEZILIAN & 24 B AR J5 508 F sl R A8 B 3t AR 5 06, T TE 2000 A8 AR 4B AR AT S 4 o

ASCA X AR Lenovo WA BYAEAT 5| F 35 U0 J5 (8 W, I A DU ] 75 505 24 65 6 28 0 i A 4148
%?m%¢%ﬁﬂ##¢meoF&ﬁﬂ%é%ﬁ,@%ﬁﬁ%%%%%%%ﬂ@%mﬁﬁﬁ
i

AR B A AR IR I A Z B T A, Bk, EHMMERAESR S P IR BRI T e A B
B, #4308 R K RS ik dT, BMARIES —8T H & 48 Bk A7 Al &2 45 R H
M, BAh, FormEr R B RSN, SRR EZER ASCR M P R 5 I A E 3
B2 03 e .

R

LENOVO. SYSTEM. NEXTSCALE. SYSTEM X. THINKSERVER. THINKSYSTEM #i
XCLARITY /& Lenovo M &#z.

Intel & Intel Corporation 7t 3% [l Fil /sl HoAth [ 5 sl st X A4 B 4

Linux /& Linus Torvalds M &5



Microsoft., Windows., Windows Server. Windows PowerShell, Hyper-V. Internet Explorer
Fl Active Directory & Microsoft £ Fl 2 w] M TE M B br

Mozilla il Firefox & Sun Microsystems, Inc. 73 [E /5 3 fth 5 58 5 b X A 0 6 s
Nutanix & Nutanix, Inc. £ 3% E A1 /sl F b 5 52 sl st X0 5 Aw A bl

Red Hat /& Red Hat, Inc. 73 [ A At [ 5% af b IX 84 73 W B

SUSE /& SUSE IP Development Limited B¢ 72 7] st ¥ & 2 7 &bz o

VMware vSphere & VMware 7t 5% [l Fi1 /sl Ho At 5] 58 5 b X A9 0 i A

Fi A A B bR 34 2% B BT A B



#35

b

BIOS & HETEM &
GET 299, 304

BIOS ik
GET 291

BMC Service Advisor - HE 4% H
GET 240

BMC Service Advisor Zfi: H 7 Ay IR 55
GET 226

BMC WLAN VKX g

GET 158

BMC # HJg it
GET 190

BMC £ H&EH
GET 189

BMC F 1 H &M RS
GET 221

BMC VYK &
GET 152

BMC #FEFMHHERHE
GET 237

BMC FHF M HE MRS
GET 223

BMC T &FMHHERHE
GET 235

BMC HEMSES
GET 219

BMC {53 H&E % H
GET 233

BMC %30 H & MRS
GET 220

BMC &g
GET 135

BMC 43 F-HE%KH
GET 239

BMC #r F 4 H B MRS
GET 225

BMC W& HRHEES
GET 151

BMC W4 )ik 55
GET 182

BMC Wi H&E%H
GET 241

BMC 2 W H &M R 55
GET 228

BMC EHE
POST 142

BMC HEE N BRIAE
POST 143
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c
CPU PowerLimit &%
GET 121
CPU @M
GET 262
d
DELETE
Mikx£iE 15
MiBEE 286
M BRH S 34
MkxMma 42
M BRITE 363

BRI WTIE 149

e

EnvironmentMetrics J& 1t
GET 61

f

Flex System Enterprise Chassis 5 Lenovo D2
Enclosure % &
GET 54

g

GET
BIOS Bk ME 299, 304
BIOS %R 291
BMC Service Advisor FFEHESKH 240
BMC Service Advisor 4 HEM S 226
BMC WLAN LKW B 158
BMC #MO)EM: 190
BMC HO4EF 189
BMC HFHEMMS 221
BMC PLKMEH: 152
BMC FEFEHHESLRE 237
BMC HEFHHEMMS 223
BMC FAEFMHHERHE 235
BMC HEMRSEAR 219
BMC %3 H&%EH 233
BMC %3 HEMRS 220
BMC EHEE 135
BMC #PEEHESRE 239
BMC #F4HEMMS 225
BMC W&#ENBHESR 151



BMC MR35 182
BMC i Hik%H 241
BMC 2 Hi&mliiss 228
CPU PowerLimit B 121
CPU 81 262
EnvironmentMetrics B 61
Flex System Enterprise Chassis 3 Lenovo D2
Enclosure £H 54
GPU EnvironmentMetrics JETE 265
GPU PowerLimit JE 7 118
GPU &1 264
HostBootStrap K/ @ik 28
IPMI SEL H &R 55 o3y 227
Lenovo D2 Enclosure B 55
LicenseService B 143
Memory PHINFIRIFEYE 269
MemorySummary H' N E AR 268
MetricDefinition i ¥ /E: 381
MetricDefinition £ # 379
MetricReport JEf: 378
MetricReport 5 376
MetricReportDefinition B 374
MetricReportDefinition £ 372
PCle JjfEH A 256
PCle Bt&HEH 251
PowerSubsystem Bt 111
PowerSubsystem
B (WREDCEH TREEFE) 114
PowerSupplyMetrics JEf: 109
SMTP-{N} B i] 3] 353
SNMPv1-{N} HFHMHITF] 354
SNMPv2c-{N} W3 FiTE] 355
SNMPv3-{N}-{M} W4T 357
SSE iI 4 363
SubmitTestMetricReport FI#I/EfH B 370
FHZAEME 178
EHEOES 177
FOMSTEE 343
FITHE 351
HHITHES 350
UKMENES 181

fE55 B 340
fEERFREYE 339
2iEEE 12
SEEHBE 9
S2WES 11
&S E Y 63

HEBES 61

N EHE)E L 383
WERBE 247

B RS g 315
[ g 336
BRI EE 267
AHELZS TR E 266
WMHEABER 261
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TR EE 272
FhEEHHRES 271

it B e BRI 57
FiE TR BN SE S 56

WrEe: 25

P EEEYE 17
WHES 25
FISEB 309
FISETER 310
BATRGEBE 128
BRSRIRELE 129
BREHEBELE 123
4 BIOS K& 295
FHAKRE 212

k%5 %% Ethernet over USB &k
k554 PCle BhRERIThAE 257

Ik 55 #% PCle A8 12 BE
5528 PCle % 252

259

MEeEARMEZEOEY: 174
REHUNNEOELES 173

REHNGEES 245
MEHEGERES 334
k2B 200
R&5#HESR 199
R&WEME 5

P 46

MAES 45

M0 P ) 25 B BEAY StoragePool

A S H 255 2L StoragePool 1 286

HEEERHSEENSE 280

EH A7 £ 45 i 4% 45 B VY
HUEES R 107
HIEEEELE 81, 105
BRI RIME LR 385
wi Hgd: 70
WmHER 69

277

&5 PowerLimit @M 115

M 4% % PCle ZhfiE 73
M kS s 73
W4 ERLAT R 66
MLERLAES 65
R H 5 SI)FE 311
BRI TR 194
BRARES 193
fatd:  35-36
WAEEYE 146
g S 145
WERAEEE 394
IERHEE 395
IEBRSEE 389
%5 LenovoServiceData

EWRFREYE 369

HERBEE 59
XEiE 133
NE%Ea 131
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GPU EnvironmentMetrics J& Tk
GET 265

GPU PowerLimit J&
GET 118

GPU &1
GET 264

h

HostBootStrap i J J& i
GET 28

1
IPMI SEL H &R 551 IR 55
GET 227

1

Lenovo D2 Enclosure &1t
GET 55
Lenovo ¥ RIEME 2

LicenseService J& It

GET 143

m

Memory H i N 17 117 )& 1k
GET 269

MemorySummary ) N 17 547 8 1k
GET 268
MetricDefinition 1 )& 1
GET 381
MetricDefinition &
GET 379
MetricReport J& 2
GET 378
MetricReport £ &
GET 376
MetricReportDefinition J&
GET 374
MetricReportDefinition £ A
GET 372

P

PATCH
JBRZERENED 180
B SEF P EITEN T S%% (OEM Fik)
X SRS RASHEAT R 319
WAL BB R 196
Wik G SF (OEM J5#:) 312
W ¥ BMC Ethernet over USB it E 166
¥ BMC WLAN it B 169
HH BMC HHARE 191
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HH BMC DLAKMELE 162

HH BMC I XFH Al OEM J&H: 141
HEH BMC M4IRFSELE 186

B ¥ FanspeedBoost JE M 52

W GPU PowerLimit %% 120

Wi userid/password/role 32

BHH TR WS SEEMEMEE 209
EHHEAERSEYE 346

FEH RSB M LDAP Eit: 20
HHHBHE 285

EHEETSEYE 305

WHT T H BIOS %E 296
HHEHAZKE 213

FHHUAR B bR il AL S LED DA S il for 8 e ek
HHREETHBLE 96

HEH REI R 386

¥ R4 PowerLimit B 117
BB M 4% % PCle THAERIR 77
EHAEXAARR 41

HHENEE 10

Wi KMIP 5538 214

fiiE AMT WIXIETR 297

PCle BB &

GET 256

PCle K& EH

GET 251

POST

BMC ®EH 142
BMC EENH BRIAE 143

BlgESE 13
flgE 283
fEk 30

Bl HE X 39
&I 358

PG E 284

[E /) HTTP #EEEH 326
B4y Be X HTTP X EH - 330
M RER 322
FEHEME 333
RARWAFF 348

W4k BMC IRS5EIE 403
W4 BMC 2 WidE 230
WERIERFZ LW EIE 232
W BIOS i E 293
HH 399

BHIEF 393
REH/ERBREE 211
HhEHEHE 230

A5 CSR 148, 391

¥ BMC WIFL 172
EHEREH 398

EHE BIOS #/E 294
HEZ2ISEHA 307

PowerSubsystem J& I

GET 111

51
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PowerSubsystem 1% &A% R

B (EHRBESCERTFREEYR) GET 63
GET 114 RIEBRES
PowerSupplyMetrics /& 1 GET 61
GET 109 A b A4 1L
GET 383
r
Redfish TH 2 ]
W17 8
GET 247
S
SMTP-{N} HIH T3 7]
GET 353
SNMPv1-{N} #5137 54 olERaa T
GET 354 POST 13
SNMPv2c-{N} ByZ T 5 olfi e
GET 355 POST 283
SNMPv3-{N}-{M} W4T Bl K F
GET 357 POST 30
SSE iT 1 Bl B & X
GET 363 POST 39
SubmitTestMetricReport I AEfE & BT
GET 370 POST 358
IR GR
. POST 284
T ok £ 3%
FEHLE: LR DELETE 15
GET 178 1 5 38
FHEAESG DELETE 286
GET 177 O] 53 ke
DELETE 34
] i 1% £ 5
DELETE 42
kR 366 W 3T 3
F e 55 I 1 DELETE 363
GET 343 132 ¥ 31
FAFTH DELETE 149
GET 351
BTSSR
GET 350 H
B HZEH ENER
PATCH 180
A Bir  cdv
URKMEOESF
GET 181
155 I8 itk [
GET 340 I 4 58 3 IR 55 1 ) ek
£ 55 I 55 )8 1k GET 315
GET 339 I 1 5 2 e
2Bk GET 336
GET 12 [ {4 ) HTTP #i3% 5 %
20 HE POST 326
GET 9 B 4 B 2 By X HT'TP #3253 37
SEEA POST 330
GET 11 I 4 9 B
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POST 322

+

15 IR B E 5] 5% % (OEM J5ik)

PATCH 313

+:

FH cdv

&

Kb B AR 1 b
GET 267

K B8 A s R
GET 266
CUZE o5 Sy

GET 261

%

A7 flh 12 ] 4% s ok

GET 272
Tk sl a8 S i

GET 271

A7 A 15 AR At 49y BEATLAR I 1k
GET 57

A7 4 T AR S A BEA LA 5 &
GET 56

>

LRV AT IE
POST 148

~+

X BT R 55 IR 2 A AT BT
PATCH 319

i

R )
GET 25
P A L)
GET 17
R R
GET 25

j_l_

JT 46 B [
POST 333

© Copyright Lenovo 2018, 2024

5

515 3% 5
GET 309

IS IEHER
GET 310

+

R Wk
POST 348

A N 75 R L A S
PATCH 196

X

W4 BMC IS5 %RE
POST 403
W BMC 2 W5
POST 230
Wi B 4 2R 432 T B
POST 232
GET 128
B e bR e
GET 129
AR PR
GET 123

H

¥ # BIOS K E
GET 295
HHAZEE
GET 212

H

Wi BIOS #1Hi%HE
POST 293

HR G ST (OEM Jiik)
PATCH 312

B
POST 399

W3 BMC Ethernet over USB At &
PATCH 166

B BMC WLAN [t &
PATCH 169

W BMC $ OB E
PATCH 191

B BMC PLOKBIAL B
PATCH 162

FH BMC B XFIH i OEM J& fi:
PATCH 141

BB BMC B4 i) 55 il B

411



PATCH 186

BB FanSpeedBoost J& It
PATCH 52

¥ ¥ GPU PowerLimit % E.
PATCH 120

W userid/password/role
PATCH 32

BT K Uk 5 T A A S
PATCH 209

T o R R 55 I
PATCH 346

B4R KO BUE R MR LDAP Jg
PATCH 20

BB IR E
PATCH 285

R Z a5 SR
PATCH 305

BB # HE BIOS X B
PATCH 296

HEHEHERGRE
PATCH 213

SBHLA BT bR e ML B LED DL oo 5 s

PATCH 51

BT R R A PR
PATCH 96

B U Tl 1 M
PATCH 386

B R 5% PowerLimit J& 1k
PATCH 117

BB M 4% B % PCle HfE BEUR
PATCH 77

BT & XA AR
PATCH 41

B I
PATCH 10

B4
POST 393

H

IR 55 %% Ethernet over USB J& It
GET 175

Mt 55 %% PCle it 2hfiE
GET 257

R 55 2% PCle i1 1y 2h i
GET 259

JIk 55 #% PCle &
GET 252

JIR 55 4 AR R e s ik
GET 174

[ &3V O NCIEARE Sy
GET 173

52 NEEE
GET 245
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I 55 5 T 1 5 PR AR
GET 334

Ik 55 25 I 1tk

GET 200

I 55 45 B B 4R AR
POST 211

Ik 55 4% 4

GET 199

I 55 A )R ik
GET 5

YN

HLAE I 1
GET 46

LA R &
GET 45

K

HIm KMIP Al 55 %%
PATCH 214

HREFHE
POST 230

A

£ B CSR
POST 391

H

A7 A% 45 1) 25 4 B StoragePool
GET 287

M i P i 25 45 P StoragePool £
GET 286

H A7 0 5 ) 25 4 B A

GET 280

R A 2 ) 4% A B 58 2

GET 277

HL YA L I

GET 107

HL YR L

GET 81, 105

HL YR T Sl A ol g e

GET 385

L N

YA

sy 11 Jes
GET 70

URE Sty
GET 69



FS

A 5t PowerLimit & It
GET 115

X

W 58t % PCle ik
GET 73

W ¢% B e AR &
GET 73

X0 &% 385 L 4% I 1
GET 66

PR 4% 385 i 5 4
GET 65

-+

ARICY i 515 W7
GET 311

JE

HE A 5 )R
GET 194
KA AR £
GET 193

fi

GREVE TS
GET 35-36

v

3
INIET ¥ 1
VF AT ik
GET 146
[N Sy
GET 145
HE A5 AL )
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GET 394
kA5 g

GET 395
IEF5 i 55 i

GET 389

n

P LenovoServiceData
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