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Attention: Must click the "Save Network Settings” at the bottom of this page to save any change on
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System Information

Network Interface Port Dedicated v
System Settings
Fail-Over Rule None v e
Date and Time
Burned-in MAC Address 7C-D3-0A-CE-30-3D
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) Discard
Boot Manager DHCP Control DHCP with Fallback v
BMC Settings n
Default
System Event Logs
User Security
1Pv6 AEnabIe v ‘
Local Link Address FEB0:0000:0000:0000:7ED3:0AFF:FECE:303D/64
VLAN Support (Disable v

> Advanced Setting for BMC Ethernet

Save Network Settings
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System Events x 2

Machine Type 7D72

Serial Number 1234567890
Power State On

BMC IP 10.240.218 252

Location ¢, Room 1, Rack b, Lowest

ThinkSystem
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A Home )

Health Summary ~ Active System Events (2) System Information and Settings (]

ThinkSystem SR630 V3 MB,EGS,DDRS.N... Power On (Booting OS or in undetected 0S)

E Evenis

i= Inventory CcPU Memon, Local Storage Serial No. 1234567890
2/2installed 9132 installed 2/10 installed System Name s
M utiization o Front USE Ownership Shared mode: owned by HOST s
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5 installed 242 installed 1616 installed BMC Hostname XCC-7D72-1234567890 >
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GET #dqt 2194y}, XClarity Controller= SNMPv3 SET 245 x| {35}#] &54c}
SNMP32 A2 2dut £33 5= glFyrch

EN F X
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SNMP ZEte]dE g} o] A E 7he] o8] AFL ¢t3 3l AHE3t] 258 5= gFyct zd=E

HkAl 2 CBC-DES¢t AES Y o}

+37: SNMPv3 A}8217) ubE-A o] b5 Ex}F S AF2-3F= 7 $ o= XClarity Controllerel] A< 84
& L5y F2E 43 F 7HA] 47 Y

© 4ZE "77111111" (8708 1o] TFE 8] AN R AAF A ATE dF el SR W2 1&
yJ ¥l = XClarity Controllerel] HA2=F 5= gt & o] 5o " ]11]]]11]]"(107]1
o 12 £ 1042 5D E Ao A5 AN 8T vk 20l 5 )
74 Az 7,

=
o AT 5 "perthert'® DA 7 ald s & A}8-2}7F XClarity
Controllerel] A28 4= 9) )

ZLAEE Y82 Internet Standard of RFC 3414 &4 2] 729 ¢] X] (https://tools.ietf.org/html/rfc3414)

g FxaL

SSH 7|
XClarity Controllers= SSH &7 7] 2J=(RSA 7] 73)< 21938 Yc}. SSH 7] & =2 AF-£2} AA o
F71stel™ SSH 7] deofl ol & oz AdgUct. o3 F 71x] Ao AlFg )

7 skl 4
SSH 7] std¢ 419
YxE Do 7] 99
dolE & SSH 7114 822 9=2 $odAy 98y,

3Fo] AW o] 4] XClarity ControllerE 7} 34 t}.

2

o« dB ] enovo =77} AH —fv’:"é‘ A A o) A AYPE™H o] == XClarity Controllerel] ¥ A]238}7] ¢
ﬂ °Ul AbgA A& whE °"“14\:} o] A AL & & glom 12712 22 A&7 AA A2 &
Ab§-3HA] ek}, o] AA 4 3 2] ARg-A} o] B (e: "201uN4SB") 2 g5 2 gkEoAH Y. o] AL
USBE & W ol yl °]E1 -4] o] 22}te] XClarity Controllerell o WA 235 vk AFR-E 4= gl e
Redfish @ SFTP alEjHo] =g 0 Zul A8 5= gl5uc), o] dA] AlA qbE7] 2 AlA 28 ofY
2} o] & ZP:‘ THE ALSE SO S BE FS AA 22 ) E %Mv}.

« SNMPv3 9% D¢ Z$ XClarity Controller= 16% #2149 A}¢3to] IDS Jel P}, o] 16
A FAD-L 712 XClarity Controller 2 E o] S o] A] ‘ﬂ?}%‘%‘:} t}L- o] o= F3}A L.
F2E o]F "XCC-7X06-S4AHJ300" o] "= ASCII 322z H3kxElyrc}l. 88 67 67 45 55 88
48 54 45 83 52 65 72 74 51 48 48
ASCII A& 2831 167 £A1d o] =gy} (Alo]o] il F1]), 58 43 43 2d 37 58 30 36
2d 53 34 41 48 4a 33 30 30

ALEXL AE AHA
o] Ao 42T Aol 22 A5 AYL AAT .
27 A8 ARG A AAL Al D AN FAE oI T FAAA 2. Do) Fof
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t% 9} LDAP/AD A&7 Al S A&3t= A 9] o], XClarity Controllers el Z o] A =3}¥] )4

AT T Y9I, ES °Li—- 51-“’"“% Al (SHA256) 3 A& A}L3} XClarity Controller ¥,

OneCLI ¥ CLI °JEM]°I*°1V1 A¢ghYct. 28y XCC SNMP, IPMI 2 CIM B o] = 1 F
M= A= A 42 E A LDsHA] vy eh. OneCLI =7 % XCC CLI 18 | o] =l A 5k s

/\] ot 7} 9= A A ;1% 15 A oHA] #3 Julo]EE P 5= 9)FY}. XClarity Controller
= A °L3. %1‘ 7] 7]%% 143 }“ d-$- OneCLI =+ ¥ XClarity Controller CLI ¢l €] 5] o] 29

A A FEE AN 5

XClarity Controller 1< 53 A = AA

BMC FA oA B.qk& Z3}a Security Password Manager A28 235 35lo] A =3}g o+3 7|
e AME e ANS ¢k o g AL, o] FE AMEslE A f, AETHE EH/‘] st 2329 AT
o] A& Yc}l. XClarity Controllerel] A A= 3}g] s A °LEE"— 74"“‘6}‘—“ 7 eE AHE EE AE ok
oz AAT 4+ 9l

B 7|RH R EFE ¢fs ) A EFE ¢ FA 5 7 e e AL ot FoE A

J3te = BMC 74 14 A48/ LDAPE S 93t ApAI%

ANgA) BT} A E EE JEGE] 9F59)R] Fal
Y&S BAXS ARE IF £A4 99 95y},
23

¢ A=stE FES AgetE A ASAE GES WAL S glov], gE g
= EAF o
« A=Y Eh HaE Y Aga £ T2 Al Fol) A3 A A7 EAH

A

ot
1=
[o

){1

OneCLI 7]s< &3 3| ¢= AA
. % A
$ sudo OneCli config set IMM.ThirdPartyPassword Enabled

o A &F wFE7](Salt §2). o} passwordl23 35S 83} XClarity Controllerd] =
2913k dlE B FY).
$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print $NF}""
$ echo $pwhash 5e884898da28047151d0e56f8dc6292773603d0dbéaabbddé2allef721d1542d8
$ sudo OneCli config set IMM.Loginid.2 admin
$ sudo OneCli config set IMM.SHA256Password.2 $pwhash
$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""

o A T E AR ST (Salt TF). th2L password123 4ZEE AF-g35Fe XClarity Controller
o] 21913+ A F B FYd). Sa1t=abc.

$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print §NF}'"
$ echo $pwhash 292bchc41bh078cf5hd258db60b63adbh337c8c954409442¢cfad7148hcb428fee
$ sudo OneCli config set IMM.Loginid.3 Admin
$ sudo OneCli config set IMM.SHA256Password.3 $pwhash
$ sudo OneCli config set IMM.SHA256PasswordSalt.3 'abc’
o A FE B osalt AA
$ sudo OneCli config set IMM.ThirdPartyPasswordReadable Enabled
$ sudo OneCli config show IMM.SHA256Password.3
$ sudo OneCli config show IMM.SHA256PasswordSalt.3
o 4] ¢+E W salt AHA].
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$ sudo OneCli config set IMM.SHA256Password.3 ""
$ sudo OneCli config set IMM.SHA256PasswordSalt.3 ""

« A FES VIS AR AA.
$ sudo OneCli config set IMM.Loginid.2 admin
$ sudo OneCli config set IMM.Password.2 PasswOrd123abc
$ sudo OneCli config set IMM.SHA256Password.2 $pwhash
$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""

Fa: s G5 AAEE T o] e S ALE UL dH 2E G55 o o] FaFHA
ok}, o] oA = A G5 A AE 7R e BE 9 F PasswOrdlZ23abcs ©] oA
A = sy

CLI 7]s<& &3l siA &= AA

. 7l AHE

> hashpw -sw enabled

o« A ¢F W57 (Salt g2). }&2 passwordl23 45 & A3t XClarity Controllerel] =
3l o F Hel Fuvh,
$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print $NF}'"
5884898da28047151d0e56f8dc6292773603d0dbéaabbddé2allef721d1542d8

> users -2 -n admin -shp 5e884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8 -a
super

o A AF 2 AR} wFE7] (Salt £3). th2-L password123 ¢35 E AF&3te] XClarity Controller
o 29lslE o F B F4Yrt}. Salt=abc.
$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}'"
$ echo $pwhash 292bchc41bb078cf5bd258dbb60b63adb337c8c954409442cfad7148hcb6428fee
> users -3 -n Admin -shp 292bchc41bb078cf5bd258db60h63adh337c8¢c954409442cfad7148hco428fee
-ssalt 'abc' -a super
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XClarity Controller w2 e L& 2 270
RDOC 75 AH§3tH 713 vlt o & &A1& = 35U F % 37| 50MBZ 237% 4
). o] 3151 sld e 44 E4 Ao £53 AL = AAE 712 XClarity Controller ﬂﬂ.x_ﬁ
of 218 Yrc}t. RDOC 7|52 3 42 4] o “ﬂﬂ‘/]%% AR =
— CIFS - Common Internet File System: A
o :
IP 247} 192.168.0.100¢1 CIFS A ¥ 2] backup_2016 tAlE 2] ¢ = account_backup.isor“/}
= 1SO A& A 9] ¢l7] AL 7 =E2fo]BE ghAsted ol 233} o] A=F AFY ). o]
ool A 192. 168 0. 100°ﬂ o= AW E "accounting” EH|gl °}EH°ﬂ a= A %«] Ty},
Edal o] 2 FA YY)l CIFS A7l v gle] dFR7) ofd Eve =& 89 FYd}.
CIFS "nocase" 94 ¥4 CIFS /‘1‘31"1] g}d o] F9 “’H"‘X]'/’\ } & F /‘lﬁﬁ"]: ghoh= A&
gl FE o] oo gA 34 2= oA 2 AH Y. E‘XH 4 2 | 2= 4%47}
dE g AR = BMCellA AH§-31#] °L°‘I] Al &3] o] °]T°‘]X
t}. CIFS AW7} x| G3sl= 545 &elsle™ CIFS AW 3l ot

°F“
o
2
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i

st &= 9 o X(Clarity Controller
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Hn

rE rlr

Mount Media File from Network: 0 mounted + @

CIFS v Input URL. /1192.168.0.100/backup_2016/account_backup.iso Read-only m
User Name: mycifsname Password: ~ eesssssses

Mount Options: nocase Domain accounting

Mount all remote media

BMC+ URL #|A A 2| A& AFFU}. ¢4F
A3, URL 2= o} o] URLeI A 33 324

o 4,

URL®] A 3}#] ¢ T A =
ol P M d ) A H e
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URL address in the form of lipaddress/path/toffile or /idomain-
name/pathitofile. The domain-name can be alphanumeric

characters, "', < or"_". It must contain at least two domain items.

— NFS - UEY A g A2 A ARE 9] AndS F23AA S,

o :
IP 27} 10.243.28.772] NFS A ¥ 2] "personnel" g E ] ¢ g US _team.iso#}= ISO 3}

gl sl
A e 7] 48 oh e sehol nE A e obel 283 o] =T A g NS "port
= 2049" $hA) §AS MESZ EE 2049 A&sho] dlo)El 2 AFFER AR T HA &
A=t 5 o Woof AEA} JHE ALE A LA o] o o] AW NFS AM % Zdﬂﬂ
Yt NFS A8 7} 21915k 3 4& gelste]™ NFS A 73 g3 A9A 5 FshiAlL

Mount Media File from Network: 0 mounted + 0

[NFS <] Input URL: 10.243.28.77:/personnel/US_team.iso Read-only m

Mount Options:  port=2049

Mount all remote media

BMCE URL 214 A] 213 & AlFFuch. = URLY] frasta] @od 94 wEo] sjMos
A|E] 3L, URL & ool URL 233 FA4 & Y ‘

URL address in the form of ipaddress:/path/ioffile or domain-
name:/pathitoffile. The domain-name can be alphanumeric

characters, "’ ~ or"_". It must contain at least two domain items.

— HTTPS - Hypertext Transfer Protocol Secure
- 94 Azl gt e #E 5 98 URLE 99 v eh
— Fdo] AW ¢}7] A& 7HA vlH o2 A F =S steiw FdE A=y},
- A A ="l = g el JA A3k XClarity Controllerel] 223 =
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— Microsoft IISo|A A Bak QdZ AR Qs FA] ZTEA|2 Fof 77 AR 5 G5y},
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Remeote Disc On Card (RDOC): 0 uploaded (50 MB available) Q

HTTPS v Input URL: HTTPS://mycompany.com:8080/Mewdrivers/EthemetDrivers S0 ¥ Read-only £

User Name: test Passwerd.

BMCE URL A A A AW AlFdyc}. 92835l URLe| Fa 312 ¢¢od &4 njEo] 3|Mo g
EAE 3, URL ZE o} URLe 24?.}?1 PAE BoFE Bk g A E vl F A S Y}

URL address in the form of hitps:/fipaddress[ port)fpath/toffile or HTTPS fidomain-
name[:port)/pathito/file. The domain-name can be alphanumeric characters, ', - or

It must contain at least two domain items. The port number is optional
- SFTP -SSH 4 A$ Z2EF
- QA A=A e
— shelo] Auie] ¢l

- 4 A2 9= Lol AA 235 ™ XClarity Controllerel 283 24 T3S ¥
A L.
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2

al 5 L ] .
CIFS Aol A&} o] 5 == 3o Fwog A% 29 214 Fo] ¢l=x] 283 URL
2]

ol Tulo] E3HElo] A AT T AN L.
— XClarity Controller7} HTTPS A® el 92 E uw] HTTPS A H oA AF&3}+= Bk ed5A
ARE RAFE Fq Aol AP Y. XClarity Controllere Bt Q1542 A4 75

— 27 - Common Internet File System:
A28l FAE IS0 £ IMG & Bobieh,
_ shele] Aol g7] BE b vl EAHES shelw eldke Ay,
2YaA 2. 7 v T o) S Al A e

shel g 714 vle)ol = BAhstel W BE RDOC sl 94 &
A A vee] L EF gt FAF olel2E FshAL
599 =7

1
o
712 9] rdmount FH3¥ T = F3E& A}

w@ﬂé%gﬂiizwaﬂqﬂﬂﬂ%%m%qw
rdmount®] &< o} 3 25yt

rdmount -s ip_address -d <iso or device path> -l <userid> -p <password> -w port (443)

Iso Fd& FAsIE

$sudo./rdmount -5 10.243.11.212 -d /home/user/temp/SLE-15-Installer-DVD-x86_64-RC2-DVD1.iso -l userid -p password -w 443
= =] O
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Java Feo] AEF AF&3le] A¥el] CD £ DVD Egjo] s, t]27) Saje]n, AFE o 9l USB E4
A Sebol ng A HSAL AN A4S B T2 o] A F AR A AL = DSk A8 AR A
9), 2= gJuo]E, Ao A £ZEg o] x| 2 Au]el] o AA A == gulo)Es} 2 I

& 91a Zetol nE Ag ¥ 4 Uk 94 H2ae] Ad2e 5 sl Sejeln Bl vaa o
nx] &= AW e A USB EgtolBg ZA Y}

avas oS Java 37 £ stUE x| (st HTMLS F8e|dEV A E 2 ¢l =] 9

1w

. OpenJDK 8. HotSpot JVM< A}-83 AdoptOpenJDK ®lZ7} 2] Y},
AdoptOpenJDK§ AFg-3HE 49 0SX, Windows ¥ LinuxelA] https://openwebstart.com/<&
) AFgsloF Y.
0|0|X| m DHET|
A" 22 F]ollA A o]u]x] A& gkEEd of S dAIE ARIAA
]

1. 7H4 wlvlo] Java Zefol A E e 74 wr]o] Sl A o]u] ] wEr
A] o]u] 2] w57 zlo] A=),

2. &AX _FF_E-] Tz)tg]_ 0:]31]—ﬂ %l‘°]'.‘i'_7] B-]—‘E:—%
3. A olwu]z] 5} Do} Ayl Fol 7| H

4. oW A FE7) HES FHsPA L.

[ Create Image from Folder ot
Create a New Image File From a Source Folder
Source Folder:  Diworks'test_folders r—
New Image File:  Diworks\test_folders.img Browse
Create Image Cancel
&/ 1. o/o/x] I BtES]
EtZHE x| MEY
27 olu]x], 9 9 CD/DVD/USB Egto] B& ataslelw o} DA S kB sAA 2.
713 vy o] Java Setol A E Ao sHak miv]e] glel A FAZE B Y FHE S L. FAT

Az] A e 3ol 4,\]511,];}
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https://openwebstart.com/

Client View

Mapped | Read Only Drive Close

Add Image...

Remove Image

KMount Selected

Map Folder

Scan Drives

g/ 2. EIHE EA| MEE

& DAE sqste] 24 o], T % CD/DVD/USB Ezfe] 18 FA % 5 51 e}.
- 27 o]u]x] &A):

_ W N+

oulx] 7} WES Fote] FAT oln) 2 & A4 L.
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File Tools Virtual Media Help

iy = This PC (= [=[5]
“ Computer View 0

[ . = P
T |1 » ThisPC » v o\ Search This PC Lol
Vvirtual Media ! Desktop ~
Transfer Rate: 0 Kbisec { Favorites
Bl Desktop
‘ Target Drive Mapped To ‘ ReaanIyl Duration ‘ Read | Write Bytes | Ds load l- D t:
|CDIDVD len_windows_semver 201 |Yes |o0:00:18 |215040/0 i LOacs | = ittty

| Recent places

1% This PC )a Downloads

Select Devices to Mount
Music

t Pictures
! Videos

4 Devices and drives (2)
ol Local Disk (C:)
I

€ Network '
Client View

Mapped ‘ Read Only ‘ Drive Close
<5 CDIDVD - en_windows_server_2012_
Add Image...
Mount Selected
Map Folder
Scan Drives

m

ee of 99.4 GB

- CD Drive (D:)
Bl 1R3_55s_X64FRE_EN-US DV9

0 bytes free of 4.23

Windows Server 2012 R2

2E/3. Z2Z o/o/x| EfX

24 Fd 94

19 B0 W ES 2G5t AT WA 22 I AYatAe
2. 49 $5 Al WES 2ok 22 T B ATACE FAT 5 dH U
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Client View
Mapped | Reaa Only |

Drive

e

o= COIOVD - 3333330s0

Map Fodder Cillsers\cheniunTiDesdoplaaas

Close

Audd Bmage..

Mount Selecied

Clear Map Foider

Scan Difes

[ Virtuaal Mecdia Jaun Chiors 10.104.895.61 - o This PC
File Toss Vimual Meda  Help [
ste e
T |y ThisPC » w p
Virosal Modia
Transfer Rate 0 M¥sec o L Favoribes ‘ Videas
Il Desktop
Tarpet Drive u T Funad O Du Read | 1)
s_«e:.:;:'-[r,-.u T e P T L ! B Dowelosds “ Devices and drives (2)
. S Hecet phyces we  Local Disk (C)
USE Resat - E—
|+ 1% This PC - ey
TEST_F=1 (E} B
b S Network w
8 iterns -
384, 22 E0 B
L .
« CD/DVD %+ USB Eglo] B 5HA:
= o = L = 3
1. Egfo] B 2 MES FYsle 4% CD/DVD E& USB =0 BE 23|31 4 4] 2.
© 3lols o
2. WYY SAE TBesAAL.
ol L 2o 3 o 3 0 3 () = ] [e]
3. 9171 A& A4S Flsted 2838 A AgsAA L.
5 E o Fal= = 57 o 3k 2~ ol 2=
4. A9 FE LA v Y5t 22 omAE ATHLE FAT 5 d5U
A M oy G < % Ll a = Drive Tools This PC |;I£-
File Tools Virtual Media Help “ Comniter — —— o
N T [ s ThispC » v ¢& | [ search ThispC 2|
Virtual Media rw A
Transfer Rate: 0 Kbisec W Favorites
Bl Desktop Music
| Target Drive ‘ Mapped To ‘ Read Only Duration | Read / Write Bytes |
|Removable Disk [ Ves 000058 |7.430M74096 | & Downloads
= Recent places
USB Reset i Pictures
1% This PC
O select Devices to Mount X f Videos
“ﬂ Network
Client View
Wappod | RoadOnly| _ Drivo —_— 4 Devices and drives (2)
(=) Removable Disk - E: Local Disk (C:) £
e GB free of 99.4 GB
12.3 GB free of 14,1 GB -
Bitems  1item selected ]

Ig/5. CD/DVD E= USB E210/E2 Ef A
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A3 =olng AEAH ez g AR 5 syt
[ virtual Media Java Client 10.104.195.61 — O ot
File Tools | Virtual Inlmlin| Help
Create Image ...
Unmount All
Virtual Me{ 4" Map CD/DVD ...
v Map Removable Disk ... 0 Kbisec
Target Drive Mapped To Read Only Duration Read ! Write Bytes
CDIDVD
Removable Disk
USB Reset
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Microsoft 1ISelA g d Bl dF A ALg A, A ZEA 2 Fol /771 2T = 35Uy}, o
745 Bt odF A E opensslollA AT A AdTAHE HASAA L. AE AT pix L2 HER
Microsoft 1IS A8 o] 2 =F1t},

£¢ Linux €9 A4 4 openssl& E3) A ek Q1245 Agshe Bie wof i dxdu .

$ openssl
OpenSSL>

$ openssl genrsa 1024 > server.key
Generating RSA private key, 1024 bit long modulus

e is 65537 (0x10001)

$ opensslreq -new -key server.key > server.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enteris what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter'.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:B]

Locality Name (eg, city) []:HD

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Lenovo
Organizational Unit Name (eg, section) []:Lenovo

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:LNV

$ls
server.csr serverkey

$ opensslreq -x509 -days 3650 -key server.key -in server.csr > server.crt
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enteris what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:B]

Locality Name (eg, city) []:B]

Organization Name (eg, company) [Internet Widgits Pty Ltd]:LNV
Organizational Unit Name (eg, section) []:LNV

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

$ls
server.crt server.csr serverkey

$ openssl pkes12 -export -out server.pfx -inkey serverkey -in server.crt
Enter Export Password:
Verifying - Enter Export Password:

$ls
server.crt server.csr serverkey server.pfx
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curl -s -k -u USERID:PASSWORD-F 'UpdateParameters={"Targets":[1};type=application/json' -F
'UpdateFile=@./NY7D72-1B-320.zip;type=application/octet-stream' https:/
/10.240.218.157:443/mfwupdate
{
"ld": "f2fdée9d-c0ab-4b11-h9f6-69al7al,
"Name": "Task f2fdée9d-c0aé-4b11-b9f6-69al7al e579c",
"@odata.type”: "#Task.vl_5_1. Task",
"@odata.id': "[redfish/v 1 fTaskServicefTasks/f2fdée9d-c0aé-4b11-b9f6-69a 17al e579c",
"Messages": [l
"Description": "This resource represents a task for a Redfish implementation.”
"StartTime": "2022-03-21 TOT 16:41 +00:00",
"TaskMonitor": "/redfish/vifTaskSen.'ice/c069edda-e754-4970-ah9a-922e8a3e076b",
"@odata.context": "'redfish/vl/$metadatattTask.Task",
"@odata.etag":
"PercentComplete”: 0,
"HidePayload": true,
"TaskState": "New"

}

Ao Jule]= A4 IDE o e API $9& A5t AE FFole A% 2 olvlA £54 24

o ohe3t o] R

https://10.240.218.157/
redfish/v1l/TaskService/Tasks/f2fd6e9d c0a6 4b11 b9f6 69al7ale579c
{
"@odata.etag"”:,
"Name-: "Task f2fdée9d-c0ab-4bh11-b9f6-69al7ale579c",
Task",
"IredfishNI/TaskSemcenasksff2fdée9d-c0ab-4bI I-b9fb6-69al Tale579c",
"Messages": [
{
"Resolution”: "Follow the referenced job and monitor the job for further updates.”,
"@odata.type":
'‘MessageSeverity": "0K",
"MessageArgs": [
“IredfishtvI/JobService/J0bs/J0bR0O0000I-1IPdate"
]

Messageld": "Update. 1 .0.0perationTransitionedToJobh",

"Message": "The update operation has transitioned to the job at URI 'Iredfsh/vl
IJobService/Jobhs/JobR0O00001-Update"."

}

1,

"Description”: "This resource represents a task for a Redfish implementation.",
"HidePayload": true,

"StartTime":

"TaskMonitor: "'redfishivi/TaskseNice/c069ed4a-e754-4970-ah9a-922e8a3e076hb",
"TaskStatus": "0K",

"@odata.context-: "'redfish/vl/$metadatattTask.Task",

"ld": "f2fdée9d-c0ab-4b11-h9f6-b6galva 1l e579c",

"Percentcomplete”: 100,

"EndTime": 2022-03-21

"TaskState": "Completed"”

-

el IDE A7 sha XCCE ofdlsh o] o] MEe) BE Bso] 7)Ao 2] DA i
B,

https://10.240.218.157/redfish/v1/JobService/Jobs/JobR000001-Update
{

"@odata.etag": "\"1647847200776\"", "PercentComplete”: 100, "@odata.type": "#Job.v1_0_7.Job",
"@odata.id": "/redfish/v1/JobService/Jobs/JobR0O00001-Update"”, "Messages": [
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{

"Resolution": "None.",

"@odata.type”: "#Message.vl 1 2.Message", "MessageSeverity": "0K",
"MessageArgs": [ "NY7D72-IB-320.zip",

"HardDiskDrive"

1,

"Messageld": "Update.1.0.UpdateSuccessful ",

"Message": " Device 'HardDiskDrive' successfully updated with image 'NY7D72-1B-320.zip"."
}!

{

"Resolution”: "None.",

"@odata.type": "#Message.vl_1 2.Message", "MessageSeverity": "0K",

"MessageArgs": [ "NY7D72-1B-320.zip",
"Iredfish/v1/UpdateService/FirmwareInventory/UEFI"

1,
"Messageld": "Update.1.0.UpdateSuccessful”,

"Message": "Device '/redfish/v1/UpdateService/FirmwareInventory/UEFI' successfully
updated with image 'NY7D72-1B-320.zip". "

}!

{

"Resolution”: "None.",

"@odata.type": "#Message.vl_1_2.Message", "MessageSeverity": "Critical",
"MessageArgs": [ "NY7D72-1B-320.zip",
"/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary"

l,
"Messageld": "Update.1.0.ApplyFailed",

"Message": "Installation of image 'NY7D72-1B-320.zip' to '/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary' failed."
}

"Description”: "This resource is used to represent a job for a Redfish implementation.",
“StartTime": "2022-03-21707:16:58+00:00",

“Id": "JobR0O00001-Update",

"EndTime": "2022-03-21T07:20:00+00:00",

"@odata.context": "/redfish/vl/$metadata#Job.Jobh", "Steps": {

"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update/Steps"

3
"Name": "JobR000001-Update"”, "StepOrder": |

“lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", "lnvgy_fw_uefi_esel03a-1.00_anyos_comp.uxz",
“lnvgy_fw_xcc_esx301p-0.01_anyos_comp.uxz"

]

"JobState": "Completed"

A4 2AZE = XCCe ANE Fello] sivlo] Bl ohwe] 71 A RS k33t

https://10.240.218.157/redfish/v1/JobService/Jobs/JobR000001 -
Update/Steps/Invgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt

"@odata.etag": "\"1647847202778\"", "PercentComplete”: 1, "@odata.type": "#Job.vl_0_7.Job",

"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update/Steps/lnvgy_fw_drives_all.samsung.pm1735.cq-
cq37_anyos_comp.lvt",

"Messages": [],

"Description”: "This resource is used to represent a job for a Redfish implementation.”, "StartTime":
"2022-03-21T07:16:58+00:00",

"@odata.context": "/redfish/vl/$metadata#Job.Job",

“Id": "lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", “Name":
“lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", "EndTime": "2022-03-21T07:20:02+00:00",

"JobState": "Completed”
274 A EAEY A L 2ES S Y5 vkt o] ol =gt

system> syncrep
syncrep [options] Launch firmware sync from remote repository options:

A7 AW el ddlolE 93



-t protocol to connect repository. The local type will reboot host immediately.
(eg: syncrep -t samba -l url -u user -p password; syncrep -t local -1 /bulk/bundle.tgz;
syncrep -t http -L http://IP/bundle.tgz)

-L location of remote repository (URL format)

-u User

-p Password

-0 option (extra option string for samba and nfs mounts)

-d domain (domain for samba mount)

-q query current update status

-c cancel the sync process

-r <> firmware rollback

-gl get repository list
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Lenovo A # 2] gfo] A2 fe] o dj g 7} A R+= o} Lenovo Press § Ate| E )l A 2@ 5 glg .

https://lenovopress.com/redp4895—-using—lenovo—features—on—demand

Fo]: 25 XClarlty Controller®l| A °“E1 E} 1= —)F—f_r‘- ] o2 ug gaygol=d 5 gi& ). qlE
Zelo]z £ 7 5& BAststed WA g FEoE Jad o] =s)oF ).

HMIZ o|= 7| MF|

| —-O
o] FA|o] ARE A&3t] FA 75& AW el 7Y .
AE AT 715 AA A o % DAl 234 AI L

23
 AF AF A7 ESA oW ©F Fol vhebd e
W4 4T AL 2oed gl S,
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Hog 2F as &#e|

Lenovo XClarity Controller ¢l 2% #8]:= & XCColA o7 A E ] st= Lenovo
ThinkSystem A ¥ 7+e] 744 #2] 1514t}

Lenovo XClarity Controller (XCC)+= £33 Av]2 ZZ A4 o], Lenovo ThinkSystem A ¥ &2
2 2 &2z BMC(Hlo| 2R = ] AEEY)E dAlISt AW 4, 38 2 BUY 7]5& AU ).

dulAd o g XCCe & Auat #2]& 3= 95y}, ubd T AFA A2 2= Ego]e]l LXCA(Lenovo
XClarity Administrator)= oj2] A ¥ e tfg A4 A5 go|314 3l FYcl. LXCAZ} @Al uf
T &2 A5, 53] SMB AFS A= 4 =25 3t A S o slEE v aEX e ZE A=Yt} 9]
Al 2o v-&317] S8l G XCCollA 8 AW E 3

S #2]3}+= Lenovo ThinkSystem AW kel 714k
T 2FE FFHIEF XCC JF 25 75 A AT ol 22 VEYT ATHUE ] o
Au el el wE S A 2SR S FA IS AT

X3AE= 7S
QA 2FIA AL E Al @ L ot 2ol Qe

XCC I3 IF2 29 75 AsdYrct.

c FUF EFAMVEHZ AIUE = JH =5 H
o A" A gy 2o Al AHE RYHIAFY
« YUY =44 JH 25 FAAFYL

o A TF] 98 AW el A =R FAE FAFY

o o 2Fe] o W) Hd FA Bl Gl EE A A} Y.
« Y 2= XCCE FHd 200712 =5 2143}

o

XCC 9F 1§ 71 5% AY3t= ThinkSystem A H

AW Alz" 73
ThinkSystem SR630 V3 7D72, 7TD73
ThinkSystem SR650 V3 7D75, 7TD76
Lenovo ThinkSystem ST650 V3 7D7A, 7TD7B, 7D7C
Lenovo ThinkSystem SD650 V3 7TDTM
Lenovo ThinkSystem SD650-1 V3 7D7L
Lenovo ThinkSystem SR635 V3 7D9G, 7TD9H
Lenovo ThinkSystem SR645 V3 7D9C, 7TD9D
Lenovo ThinkSystem SR655 V3 7D9E, 7TD9F
Lenovo ThinkSystem SR665 V3 7D9A, 7TD9B
ThinkSystem SD665 V3 7D9P
ThinkSystem SR675 V3 7D9Q, 7DI9R

Z31: XCC A 1F 75L& Lenovo ThinkSystem A v o] <& Ao 3= oA ).

© Copyright Lenovo 2017, 2023 97



7+ XCC ¢l28l A= SSDP(Simple Service Discovery Protocol) BE|FHAE WA X & A} &35l T
?ﬂ EAVEYNI AIHEA A AHE HAF Y},

2 XCC Adz=rzeA AuE A7) 98 A4l 214

1. SSDP(Simple Service Discovery Protocol) £E 19002 XCC9A &A 3=t (BMC F
A > dE¢ A -> SSDP).

2. 94 1% HY L BYHHES PP RH o2 v Y 5H).

A4 So) A% A4S et BE AR mEo] A 2129 AR, AN A D B 4 moH Y
@ 5 slveh oh s 80 A% e 4] RE2 e o3 SSDP A AE Al el
S gebeh. 04 Esb 2 Zebalo] A SSDP/Q1 L F he) Aol v AshE o] A R @
CEHE DR L REEE)
olF 18 MF

= A o

YA LEE 5 o)< A4 ske] XCC 4 o)A +4 5t
A 2F ol Fol Afretar 22 WENI AT E ] EAA] e FalshilAl L.
Al 2ol A= thge] gy

« @A) XCC 2" 27} AHF F7pE U

o A XCC Jd2"d2E A XCC J9AH 159 gy =7} Iy},

©EUR 2R MEAI AIUE D RE E XCC A2P 2o 34 So] AR A A6
XCC 8 A4 9 slol A7k gelol =5 et

+ 2Fe] gH =EE AR AM o] XCC Bl A AA FHE Aol TF 7 shubel A A
W E o2l A AME A8 S .

o oA oA AL} A} H ZHo] AT Ao FalE]
/\H “ﬂﬁ'li 7]_01&],]1;]_‘

L

U mEo] 84 S chg o] 1F

oIF OF Z=2H|Xd
o FAlo) HLE Agate] QA 1EE Z2ul A T,

Vg 1F T AYE FAL ol 1F W el MERE A S FE A ¥ AEAE

ol A 3 4] o] °dﬂl°lEi g

n:ﬂ fifo

T2 TS A XCCAIER Y] #43& LT AW ¥ o] 45 A elA Astst= o A&y
U

o BAEHE FAAL g5 RS
LoAW 74 29 54, A A, Aw £4
2. BMC 74: MEHAAP F4 9 3= AA A 9]), Kok, AHEA/LDAP (A2 A 3 2 5),

iy

3
=]

Y EX E A Heo] G 015% CIFS(Common Internet File System) =+ NFS(Network File
System) ZEEZFE 53l T+ Fdlo] S EZAETFE x| A 5le] A5 2w of djs) E"] ol Fdlo] dulelE
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X 10 & Lenovo XClarity Controller Redfish REST API

Lenovo XClarity Controller= Lenovo XClarity Controller Z )¢ Y= 2] F oA A 35]% <&

Z 234 Lenovo XClarity Controller dlo] ] I xn] 20 °‘Uﬂ/\6} g AF£3 4= 9= Ak

REST API*¢] Redfish =4 A EE A &34y},

o] & F 3l _/-':EE-?J]C*V]- Lenovo XClarity Controller A ® s} U3 A 2"oA] AP = Fd3)

YENZ Yo & /‘]’\Eﬂ oA AP =EE #AA ¢le] Lenovo XClarity Controller 7]%% o 2=
Edolo HA & %z. F 5= 95yt o]2]ld APIE AH4) £F Redfish REST APIE 7|ulo g 3w

HTTPS Z2EZ & &3l AN Y},

XClarity Controller Redfish REST API A& A ™ A= https://sysmgt.lenovofiles.com/help/
topic/com.lenovo.systems.management.xcc.restapi.doc/xcc_restapi_book.pdfel 9<%y},

fo

Lenovo= Lenovo Redfish REST API¢} BAlstE LAZE o] /S 33 B2 AT S 9=
£ &2 AE Redfish Z2ZHFEF AFFUc}. o] AF 2IHEE ofFo 95U}

« Python: https://github.com/lenovo/python-redfish—lenovo
e« PowerShell: https://github.com/lenovo/powershell-redfish—lenovo

Redfish API¢} &3 % DMTF AF%k& https://redfish.dmtf.org/®l &Yt o] 9 Alo]E oA =
Redfish REST APIe®| tf& dntk Al ol 7]} =z 2155 AgFuc}.
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HM11 g d8s 2o

o] FAe] HRZE A3} XClarlty Controller ¢ elE]so] 22 A& H & glo] XClarity
ControllerE g ¥ 2UHSE =8-S =33,

XClarity Controller CLI( 3 & olE] o] )& Al§-3}o] ) g o] 2F A} FQ ¢lo] XClarity
Controllerel| BA 23y}, <) elg] g o] 27} A&l e 7] o HEANEZS AlFF).

SSH Al A& Esl CLId AA2E 4= 9J5 Y}, CLI ®W=-& A3s}7] Ao XClarity Controller
2 JF & sleoF FY .

Y E 2E o] HMA
o] FA|¢] R F A-g3he] CLIo A 2=gLc},

CLI¢| AN 23%}lel™ XClarity Controller IP 49 tf3 SSH Al A& A &3 A A L (AA & &2 "
ANYe SSHE 93k A=A A" 1035 0] 2] F=).

HHZE MM st 29I

o] FAle] ARE A&3te] WHE A 22T Y
g Eol 2193 oS dAE AR A L.

@A 1. XClarity Controller 92& AA3AA L.

A 2. AFEA} o] F HA R oA AE-2F IDE P HIIAH AL
24 3. 945 ZEZ E |4 XClarity Controllerd] 22l5t= o] AFR-3lE 455 ¢J=He4A) L.

WHE A 2. BRHE ZEg2E %39stem> ot "R E AL HHE e exit
]
=

QAL WA ASR UG, 1oz w Aol Zyie

ZlEE SSHE W& A 74

o] F&A4)+= XClarity ControllerE 2 € glu|d ¥ E A&st= Ao g3 ARE AFdY ).

21E-& SSHE Wk A x| A spwd A] 28] #2] 217} XClarity Controller® 2 € Eu)d AW =E AL&3 =
1%)eh, A9 U AR E Aok SSH AAAA AW A9 Lo A2 5 gl

Z3: CLI console 1 H82 COM £E= g ¥ E vl A x| A AAAS A 25E o A3},

A A e

$ ssh USERID@10.240.1.12

Password:

system>

SSH Alde] & EdgdE& COM2Z %98t}

ESC (
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%8 7] 7] €45 995t CLIZ HEPAAIL. o] dld & EscE F& F 9% 235
A%, IMM CLIZ E]Fd% JelU = CLI ZE2=ZE7) A8},

system>

it
2
1
o

>,

EEET]

o] Ao A AFste )AL Falsty CLIG H L st v S olH AR Q.
P& Ag37] Aol thge] v&& ¢JoJRAAA L.

o ZF e AL o33 ZH5y).

command [argumen ts] [-options]

c WY PR gaEAT TR

+ W ol Ee BY £BA

¢ RE Q5L WY nE o] Ao uivh 4 A5 vhE b el EA Aok Fuirh

7 A dlE B el E() S EANE BT FAL S FH(FY BA) =E 2 FA
19 Al 27t R 5 9&

g A A5 Qe Al E A4 AR, o,

ifconfig eth0 -1192.168.70.34 -9 192.168.70.29 -s 255.255.255.0
7] 4 ifconfige o
= Al ‘21'\7} A5yt

CHBEE Q5 mE Ao Aottt 2% ey HREE geshe W) 28} oby

OQ

= B3oln eth0& Q5 iueh £@ —i, —g % —s& FA Uk o] A E =

e,

7ls & HistA I%
t}2e= CLI 7%

HE
r?.g
2
=
ok
o
2
N
e
%
i
'S
%o,
|y
£
A

CLI = ob53 22 7]5 o AldAge] slsye.
« o3 FA CLI A4 SSHE &3 3] .
o e 93 3 A7 ISP UHEFTWE 25l 102422 A 7).
« 1 HF) A% A= g5y Fo43

719},
o $ FAE A ol AR I E ALl mhx] R 87l e] 59

l
ofo
ot
L
v

& b B gl @ BEE EA 0] o ool s} 2ol HHE AWetr) 0T BETI =

system > history

0 ifconfig eth0

1 readlog

2 readlog

3 readlog

4 history

system > 10

-state enabled

-c dthens
-1192.168.70.125

-g 0.0.0.0

-s 255.255.255.0

-n XClarity ControllerA00096B9E00O3A
-rauto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
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-1 00:00:00:00:00:00
system >

« CLICA 9 ¥¥ A 2KBY Yt} #HHYL gy, A 292 2,0487} o] 8}
ook itk A Wt AAA Lol o] ATo] HEEA FrUTh(Y Wi A Yok 5
<k dlo]E]7} v ).

¢ R M2E A AL ol F Bol Tkt 2ol W A e E EA s o AHgH U
system> power on
ok
system> power state
Power: On
State: System power of f/State unknown
system>

« WY S dEEAE FEFY

. ix:u)r Ql 2= x}o] | = 2] 23 1709 Mo glo]of U}, oS Sof ifconfig eth0 -i192.168.70.133-2
=9y}, EulE LR ifconfig eth0 -i 192.163.70.1331}144.

—‘E}E%Q% Al F-3k= -h, -help B 7 A 0] glojof Fuch. oh5o A= o] A

system> power -h
system> power -help
system> power ?

C e A AR QY BYe A~

o
-

2
=
>
oho
o
=)

f
sk
al
£
o)
L
o
-+
o
=2
2
X,
r&
2{_1‘
rr
ol

system> help
system> ?

o] FAlellE & qu M =X 2 CLI W] 550 235 sy, 7 §ae FAR A== J37t A
FEU 4 WY FAE 9E, % ) Abgel W RS AFFUG

£
2 & XClarity Controller CLI 3 2] AA| &5 (L) &=A4)2 o3 25y
« "accseccfg W " 1219 ] %]
« 'adapter W®" 1829 0] |
« "alertcfg W= " 1229 ¢] %]
« "alertentries W ¥ " 1669 °] %]
« asu W¥" 1239 o] %]
+ "backup H®" 1269 0] 7]
+ "batch " 1683 0] #]
»  "chconfig W®" 1719 ] #]
+ "chlog W3 " 1739 0] |
« "chmanual %¥" 1739 °] %]
« '"clearcfg ®§®" 1693 ] %]
« "clearlog =" 1083 o] #|
+ "clock ®®" 169 0] 7]
« "console H®" 1209 °] |
+  "dbgshimm W " 186 ] %]
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+ "dhcpinfo 3" 1269 ] %]
« "dns W®" 1279 ] %]

« "encaps ®®" 1299 ¢] %]

« "ethtousb W®" 1299 ]|
« exit " 1079 o] %]

« "fans W¥" 1099 °]#|

« "ffdc B" 1099 ] %]

« “firewall %" 1303 °] ]
« "fuelg " 1197 ]|

« "gprofile §¥" 1313 °] %]
+ "hashpw % 3" 1323 ] %]
« "help ®®" 1079 °]#]

+ "history ®®" 1075 °]#]

+ "hreport W& " 1103 o] %]
+ identify ®" 1693 ] ]
« "ifconfig W= " 1339 o] %]
« "info " 1709 ] %]

+ "keycfg W3" 1359 0] %

+ "ldap ®®" 1367 ] ]

« "led WE" 1119 ] #]

« "mhlog ®®" 1113 °] %]

« "myvstor " 1849 ]|

« "ntp W¥" 1387 ] 7]

+ "portcfg W " 1393 ] =]
+  "portcontrol W& " 1403 o] %]
+ "ports 3" 1419 ] #]

+ "power WH" 1163 ]|

+  "pxeboot 3" 1203 o] |
« "rdmount " 1429 °] ]
« '"readlog W®" 1139]°]#|
« reset ¥" 1189 9] %]

« 'restore H®" 1429 o] %]
+ "restoredefaults W= " 1439 o] %]
« "roles ®®" 1435 °] %]

« "seccfg W®" 1459 9] %]

« "set " 1459 ¢] %]

« "smtp W¥" 1455 °] %]

+ "snmp W=" 1463 °] %]

+ "snmpalerts W3 " 1483 o] x|
+ "spreset §®" 1703 ] |
+ "srcfg BWE" 1499 ] %]
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+  "sshcfg 3" 1509 ©] ]

« "ssl H3" 1513 o] %

+ sslefg BH" 1529 o] %]

« 'storage W¥" 1743 °] %]

« "storekeycfg " 15539 o] |
+ "syncrep H3" 1563 o] |

+ "syshealth 3" 11439 °] ]
« "temps W¥" 1145 °] 7|

« "thermal W®" 1579 ¢] |

« "timeouts W®" 1589 o] #|
-« "tls W¥" 1599 ¢] %]

« "trespass ®®" 1603 °] %]
+ "uefipw HR" 1603 ] #]

« '"usbeth W®" 1613 °] ]

+ "usbfp ®®" 1619 °] %]

« users W¥" 1629 ] %]

« "volts W®" 1159 °]#|

+ "vpd ®=" 1169 °]#]

SEZ|E| HE

o] FA| ol A= Utility CLI W3] E5& 43l A2 AlFdyc}.
AA 3712 2 E HH el 9o o7 2H5y
exit &

o] & Alg3le] CLI AAA 228 =3},

o

exit B9¢ AHgste] CLI Al olA 2203 9 FRgch,

o
aV)
S
N
@

history 3% AHgste] AP 92 F vl 2k 87)e] AelH o] BHg EA Gtk Al
o | EA)Z AHgstel o] o] B2 o)

o

system> history
0 ifconfig eth0

1 readlog

2 readlog
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3 readlog

4 history

system> ifconfig eth0
-state enabled

-c dthens
-1192.168.70.125
HISTORY-g 0.0.0.0

-5 255.255.255.0

-n XCCAO0096B9EO0O3A
-rauto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00
system>

ZELIE 39
o] ZA|NAE CLI 2UE Hele] 222 otglul =42 ATy},

A 11742 2 e Hede] glom gt 24U eh

H>

clearlog ¥ &
o) § e IMM o] ME 228 ) $& d AgFu},

2] -4 clearlog W< AF&3AAI L. o] W& ALE3lew o|WIE 21

oF Fuc}.

et

_2._

Z 7. clearlog &

o e S AT A Y Aoz TEe gle 19 29 By

A A

-t <all | platform | audit> oMl E 53 AAT o)HlE 53L& A5, HEE XA 5}R
gom BE oHlE f3o] Ay}

olWlE 3 A

« AA: FTYEF o]MES} AL o WES EHY BE o WE H3

- BYF: BYF oUE £3.

.« A A o ME 43

o

system> clearlog

All event log cleared successfully
system> clearlog -t all

All event log cleared successfully
system> clearlog -t platform
Platform event log cleared successfully
system> clearlog -t audit

Audit event log cleared successfully
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fans &
o) el A Me] £EF EA s d A4}

o :

system> fans
fanl 75%

fan2 80%

fan3 90%
system>

ffdc @&

o We & A A2 dlo]E) Tl

l

O

A A8t o AHSE YT}

ffdc(first failure data capture) B3 Al-§35t] An]x do|e] & WA st 2] A& oA ALy},
oS 552 ffdc W3 3 A8 = = HH s A 5y

« generate, A AH] 2 dlo]E < w57

« status, A8] 2 dlo]g Lo Aty el

« copy, 7]& Au] 2 gl o] g HA}

« delete, 7] A 8] 2 "l o] ¥ A}A)]

e B Ao A5E BelFY e,

# 8. ffdc &
o T A, A AY 9 S g Tl o T TR = HE] Y 39 Y}

il A #*
-t 28 M3 H(ZEAA 9Z) 2 4(A )2 o)) TEAA Pz = *}% 75 %
FERaYS E‘ Z3t=] o] olFUch. Anj2 doJE el 22 Y I}

o] AuAER T5 o] P&k 7 ERE 154,
2 x

~f1 LA 9 o] F == sftp o] | sftpe] ABFell= AA A2 =& F/d A5 o] Fol dzl A&FYch
A o e Ee. (~/ =& /tmp/). 71 E3E A 2" A4 o] FiY)

-ip ! tftp/sftp AW o] F4

—pn ! tftp/sftp AW el LE W3 | 7|2 3zHe 69/223] 4t}

“u'l SFTP A ] A}-g3} o] &

—-pw ! SFTP A ® ¢ g+%

1. generate ¥ copy B¢ F7} a5

T
ffdc [options]
option:
-t Zor4
-f
-ip 7p_address
-pn port_number
-u username
-pw password
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o

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -t 1 -ip 192.168.70.230 -u User2 -pw PasswOrd -f /tmp/
Waiting for ffdc.....

Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed

8737AC1 _DSY0123 xcc_120317-153327.tgz

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -ip 192.168.70.230
Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123 _xcc_120926-105320.tgz

system>
hreport 3™
ol W} Aol WAE Ad RuAE EAFUY

o5 = ok hreport B¥ Ao R A= gl HE 3 242 2494

4 A

generate A Ade] B A wbE7)

status Ay 3ol

copy 71E Ae] B B

delete 71& Ae B3A AA|

) F el generate ¥ copy FA el A Q=7 Yot 95y}

Z 10. generate 2! copy &

t}¥ = generate ¥ copy ¥ A FA AYOE FAE] 9= HE Y 24 Y}
A4 A

-f 97 3t ©o]F = SFTP 2 g e (7] #3423 Al 28 A4 ] F(SFTP2] 4§

AA AR 2E gAED o] Fe] £ /(~/ /tmp/) %)
-ip TFTP/SFTP A¥2] F4&
—pn TFTP/SFTP A ¥ £E H3 (7] 9/22)
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Z 10. generate % copy & (H<%)
A4 A+
—u SFTP A ¥ ¢] A}-§-2} o] &
-pwW SFTP A ] ¢35

mhlog ¥
o] W& Abgsho] fA R ]

SRR

F

Al

v
4
ok
%
<
o

f q

4 A
—c {count> "count" & EA](1-250)
-i <index> ol el 2 o] A=k & A] (1-250)
-1 =71 5bals] 94 s o] §
—ip TFTP/SFTP A e] 4
-pn TFTP/SFTP A2 TE W3 (7] 27 69/22)
“u SFTP A" o] AL-§-2} o] &
~bwW SFTP AW 2] ¢t5
oil
gz=Fgeol= vh53 25yt
Type Message Time
Hardware SAS Backplanel1(SN: XXXX9CE0O9L) is added. 05/08/2020,04:23:18
Hardware CPU 1(SKU NO: 50844440) is added. 05/08/2020,04:23:22
Hardware CPU 2(SKU NO: 50844440) is added. 05/08/2020,04:23:22
Hardware M2 Card(SN: R1SH9AJ0037) is added. 05/08/2020,04:23:22
Firmware Primary XCC firmware is updated to TGBT99T by XCC Webh. 05/08/2020,06:40:37
Firmware Primary XCC firmware is activated to TGBT99T . 05/08/2020,06:41:26
Hardware PSU1(SN: D1IDG94C0075) is added. 05/08/2020,06:43:28

(n |
led HH

o] ¥ & A&t LED 2HlE 24 ¢ 2A T Y},

o Aelg EAFI
3} 971 4§y ek

o,
zp
R
Mo

o

o

A

o,

]

=

o+

i

<

@]

=

oL
o, M
zp
Rl
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F 12. led HE (HZ)
A X #
-1 RE Az g R A28 5 7 &
2 LEDE 7IA L AA L.
—chklog 21 7AA LED 127] A A
midentify | 91224 4% LEDS] 973 4+ A, AR, 7l
-d 2| = Az Fek A LED AA A ZH(Z)
Tt
led [options]
option:
-l
-chklog of f
-identify state
-d time
o :
system> led
Fault off
Identify On Blue
Chklog off
Power off
system> led -1
Label Location State Color
Battery Planar off
BMC Heartheat Planar Blink Green
BRD Lightpath Card off
Channel A Planar 0ff
Channel B Planar 0ff
Channel C Planar 0ff
Channel D Planar off
Channel E Planar off
Chklog Front Panel off
CNFG Lightpath Card off
CPU Lightpath Card off
CPU1 Planar 0ff
CPU 2 Planar off
DASD Lightpath Card off
DIMM Lightpath Card off
DIMM 1 Planar off
DIMM 10 Planar 0ff
DIMM 11 Planar 0ff
DIMM 12 Planar off
DIMM 13 Planar off
DIMM 14 Planar 0ff
DIMM 15 Planar 0ff
DIMM 16 Planar 0ff
DIMM 2 Planar off
DIMM 3 Planar off
DIMM 4 Planar off
DIMM 5 Planar 0ff
DIMM 6 Planar 0ff
DIMM 7 Planar 0ff
DIMM 8 Planar 0ff
DIMM 9 Planar off
FAN Lightpath Card off
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FAN 1 Planar off
FAN 2 Planar off
FAN 3 Planar off
Fault Front Panel (+) off
Identify Front Panel (+) On Blue
LINK Lightpath Card off
L0G Lightpath Card off
NMI Lightpath Card off
OVER SPEC Lightpath Card off
PCI1 FRU off

PCI 2 FRU off
PCI3 FRU off

PCI 4 FRU off
Planar Planar 0ff
Power Front Panel (+) 0ff
PS Lightpath Card off
RAID Lightpath Card off
Riser 1 Planar off
Riser 2 Planar 0ff
SAS ERR FRU 0ff
SAS MISSING Planar 0ff
SP Lightpath Card off
TEMP Lightpath Card off
VRM Lightpath Card off
system>

readlog &

o]

readlog %= A}&3lo IMM °|HlE =2 :
AU, 352 713 FHE A EEH 7 L= Arkx] 24

B [MM o|HE 218 A3},

Ll
ot
I
o
Fd
>
et
L
o
e
3
=
a1
=
lo,
s
E
m
p
g
N
N
14
>

)
<
s

readloge A5 A YT wf o|WlER 2 a4 22 Z5¥] A& A5 579 58S A8 £5

3 Zo] & wnl} 5709 FEE EAFY .

readlog —a+< °©|WME F 1] 7} T A5 EE S5S 2A| R},

readlog —-f& 7} 5 AR o|lE 2o 713 F & A HE A3 5709 358 A FY .
readlog -date date= mm/dd/yy2] A2 AR EA Ixle] o|HE 21 355 FAFY}.
ol (N2 FEd 4 S5 & 5 35y},

readlog -sev severityx A8 % AAE +F(E, W, D¢ o|HE 21 55 ZA Yt o] =Z()
2 YR ALE =5 F50] & = 95y

A% = TFTP =+ SFTP A ¥ 9] IPv4 == IPv6 IP F
ALg3le A& Z]z““/]“/}.

readlog -i ip_address= 01‘14_15 =2
25 AAFYY. i -138y FALF

readlog -1 filename2 °|WE 271 3}
&3t SAE A A FY .

readlog -pn port_number= TFTP £+ SFTP A ¥ L E HI Z F A = AAF UG &
X 69/22).

readlog —u username= SFTP A 8] A&7} o] 2L A}
readlog -pw passworde= SFTP A2 &3 Z 2 A3}

T

readlog [options]

opt
-a
-f

jon:
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-date date

-sev severity

-i 7p_address

-l filename

-pn port_number
-u username

-pw password

o:

system> readlog -f

112017-06-17T09:31:59.217 Remote Login Successful. Login ID: USERID

from SSH at IP address 10.134.78.180

212017-06-17T07:23:04.685 Remote Login Successful. Login ID: USERID

from webguis at IP address 10.134.78.180.

312017-06-16T11:00:35.581 Login ID: USERID from webguis at IP address 10.134.78.180 has logged off.
412017-06-16T11:00:15.174 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
5 12017-06-16T10:40:14.352 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
system> readlog

6 E SERVPROC 12/18/03 10:09:31 Fan 2 Fault. Multiple fan failures

T E SERVPROC 12/18/03 10:09:31 Fan 1 Fault. Single fan failure

8 I SERVPROC 12/18/03 10:09:25 Ethernet[0] Link Established at 100Mb, Full Duplex.

9 I SERVPROC 12/18/03 10:09:24 Ethernet[0] configured to do Auto Speed/Auto Duplex.

10 I SERVPROC 12/18/03 10:09:24 Ethernet[0] MAC Address currently

being used: 0x00-09-6B-CA-0C-80

system>

syshealth &

o] B oA e w34 o)W E ] 2 okg AT HT)

syshealth B35 A}-&3) A 2] Ae) =
3

= 2
el = ol A (W, A T A, ZEYA, T2 A, i
E o Aej7k EA9 e,

T

syshealth [argument]

argument:

summary  -display the system health summary

activeevents -display active events

cooling - display cooling devices health status
power - display power modules health status
storage - display local storage health status
processors - display processors health status
memory - display memory health status

o

system> syshealth summary
Power 0On

State 0S booted

Restarts 29

system> syshealth activeevents
No Active Event Available!

temps HH
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temps WHE& g3t BE LE W LE JARE BTG § Aeslol2s) FATF L=
7} &4 9.

Example
system> temps
Temperatures are displayed in degrees Fahrenheit/Celsius

cpul N/A N/A 80/27 N/A N/A
CPU2 N/A N/A 80/27 N/A N/A
DASD1 66/19 73/23 82/28 88/31 92/33

Amb 59/15 70/21 83/28 90/32 95/35
system>

23
1. 29ele o3 22 o HEZe] g
WR: warning reset(A% 14 o]
W: warning high($] & 3}x] 7|
T: 2=(3A &%)
SS: hard shutdown (&< $13 1 A1zH)
HS: 3t= 2 (42 57 27 4AR)
2. EE 23 G+ ﬂﬂ/“ﬂ 1Y
&IWALX*' T fas ey o

volts HH
o] e An Ag R TA T}

m]}

e,
)
& Az

ﬂFJﬁ

volts 3% AHgste] BE A 9 A IAGE BAGU 9 Qejsio] 2ok FA7

7} £}

Example:
system> volts

Sv 5.02 4.00 4.15 4.50 4.60 5.25 5.50 5.75 6.00
33w 3.3 2.80 2.8y 3.05 3.10 3.50 3.8 3.70 3.8)
12w 12.25 11:30 11.30:11:50 11.85 12:15 12.375 12:40 32.85
-5v_ -5.10 -5.85 -5.65 -5.40 -5.20 -4.85 -4.65 -4.40 -4.20
=3z ~3.39 ozl ~3295 «~3:85 3.0 i -2.95 ~2: 80 2

VRM1 3.45
VRM2 5.45
system>

WL: 73]:17— %n
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V: A A 7H)

o] I AWl stEdo] Bl 2z Egojot AR A B AR dloly (B AFE dolE)E EA Y

vpd 3 & 283t A] =¥ (sys), IMM (bmce), A ¥ BIOS (uefi), Lenovo XClarity Provisioning
Manager(Ixpm), A8 B4do] (fw), A8 FA L2 (comp), PCle &AX] (pcie) o H3 L4 AE o
ol & FAF Y. ¥ od¥so] 2ol FAdT HRIF FAH Y

Tt

vpd sys - displays Vital Product Data for the system

vpd bmc - displays Vital Product Data for the management controller
vpd uefi - displays Vital Product Data for system BIOS

vpd Lxpm - displays Vital Product Data for system LXPM

vpd fw - displays Vital Product Data for the system firmware

vpd comp - displays Vital Product Data for the system components
vpd pmem - displays Vital Product Data for Intel Optane PMem

vpd pcie - displays Vital Product Data for PCIe devices

e :
system> vpd bmc
Type Status  Version Build ReleaseDate

BMC (Primary) Active  0.00 DVI399T 2017/06/06
BMC (Backup) Inactive 1.00 TEI305] 2017/04/13

system>

MB M3 I A0 CEA| AlZF EE

o] FAlell A= A F opA A& CLI B 9] 552 43l &A= AlFFet.
A 4742 A A o o] A= o] Qo g3t gy

power M
o] ¥ AW ALY Aost= HS AF ).
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F 13. power HE (H=)

oA A #*
power on o] g Agsto] Au Aee Hch on, off
power off °] B¥& AHg3te] An AL Fye on, off
FHA: -s FALS AW E 7] Aol &4 AAE T2
g},
power cycle o] W& A&t Aw A& 3 HYc}
FaL: -s A AWE 7] Aol &4 AAE FEFR
e},
power enterS3 | o] W& Agshel £ AAZT S3(AA) BER A
A g}
B2: o] Wl e 29 A AA gk TR A4S
2 5 g%y, S3 RES ZE AwelA A9
t 2 o,
power rp o] £AE ALl TAE ALY B AL A 514 alwaysonlalwaysofflrestore
Al L.
power o) B L Agote] £ AAE SIEA) EE A 3]
S3resume AU},
FaL: o) JEE & AAT AA = Tt A
T 5 vieh. 53 BEs} BE AwelA A4
£ A& opay,
power state | o] eJ g Apgsho] An A Ae) % Avjel WA el | on, off
£ A3

4 A %
-s o 44& ALgstol AuE 17] Aol £ AAE
FE g

F3: -s F4L power off ¥ power cycle ¥3
o 3 -every 5 A& A &5t= AF

A1y},
—every power on, power off ¥ power cycle® o2 o] | Fa: o] FAd 3t 72 F7 A= sl
FAE g5t AW ALGE AoJstAAl L. G, A o el AlFgP Yt
AUl (dd = F7hH S AAsI Ao ALE
AAY 7] =& 3 = 35 Sun |Mon | Tue | Wed | Thu|

Fri|Sat|Daylclear

S Agatel £ AAS AU A7), T2 9 A | & FAE 4§44 L hhimm,
W] A9 17] E ohAl AE 97 AT
_‘_’lfl__

o
X
o,
)
<
o
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o
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F 14. power HE (H=)
A A 7
-d o] FAE A&l Al A = 2#HE AA | e S ARRFIA AL mm/dd/yyyy.
S Al 2. o] wiv) W power on “*“?Ml & 3
7} FA Y},
F3: -d Y -every $4A2 5L HHoE 3
A8 = gy,
—clear o] FAL Agslo AR ALY A EHE A%
AX 2. o] wj/] M4+ power on W& o 3 F
7F sAdd
Tt
power on

power of f [-s]
power state
power cycle [-s]

& A B+ power B2 iy},

SiF Q2 el 14 308 £ AAE R A AAE neld, b WYS AN L.
system>» power off
-every Sun -t 01:30

1% 29l 14 308 £ AAE FRshn AvE chA) Asbsheld, ohe WS dHshAN L.
system> power cycle
-every Day -t 01:30

W E2d 14 302 AW LS A, o3 WS dHsAdAL.
system>» power on
-every Mon -t 13:00

20139 12¥ 319 25 114] 30& AW AL A, o5 HR8 & 43t L.
system> power on
-d 12/31/2013 -t 23:30

FR AL FANE A, e 9HE dYAA L
system>» power cycle
-every clear

reset &
o] B A g AUYst e AT,

reset B4 & g olel AW S oA AT o 998 A8 AR el shof AAls
e ohA Alalok

RN
E]o
13
ol
zfo
537.
o
Rl
il
o,
»a,
o
r
2
=
)
- o)
i
2
|o
feu
=y
X,
i
£
%o,
rlr
i)
Auj
og(i
w
T8
kK
A
i
A
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I 15. reset HE (F=)
&4 A z
-s AW E ABAS7] A 4 AAE FTEF
U,
-d A" AZHE) T ALY FAE A9 0 -120
e,
-nmi 2] ¥ o]l /] NMI(on-maskable interrupt) &
A4 F e
T
reset [option)
option:
-
-d
-nmi
o
fuelg ¥ &

o] W2 A Al diF AEE A F

£ n
et
=y

= oX,
ot
i
)
o
of,
o,
o

A4 A 43
~pme A1 2] Z] 2 AE A3} == 233yl | on, off
- Ao A A RES AT 48, 29
pcapmode
peap [ Aol glo] Af Aol A fuelg WS AWT W) EAHE | 24 = g
A4 AT ghel WY WA sl 2 g
—history 28] ALY 2= AF U Z4 pc, perf
-period s 2AE =2 31, 6, 12, 244171) =2+ 7 (A1ZH)
“—pm Rz A A4 @ A Es AY gy - bt- 225 T /|2
Cort- 22EY £ B2 (1R
« ort-N_1 2259 ¥3 vz
—zm AR FY XEE 2§ == 283517 ¢S5 ). O] A on, off
AL AN gey) ig_aﬂ ¥} Rz AA=E A
ol gk AAF 5= glF Y}
-perf A|2®] wlo]la R X2 A4 4 [/05 =3 A Ao AF | UEE
B A} 8-S TAFY}
—-pc A 29 DC AE =4 + output- A ’\B] DC Ag ®A]. &
2 eg] An o] A Al E,‘jCUﬂﬂ
2] 5 e 74 8] A )0}
¥ 35w ITE Ed o= )ﬂﬁi/l 75 Al
/\Eﬂ x%e:l /\u]u]_ _Ls-}%qr,}_
* input- A]2=¥) &v] AH 5 3}
A 9 20 A8 24U




T
fuelg [options]
option:
-pme onfoff
-pcapmode 7nputfoutput
-pcap
-history
-period
-pm bt/rirt
-zm onfoff
-perf
-pc inputfoutput

o :

system> fuelg
-pme: on
system>

pxeboot ¥

o] 32 PXE(Preboot eXecution Environment) &) Ae]& FA] @ Ay},

34 ] ¢lo] pxebootE A 33} & Aol PXE(Preboot eXecution Environment) 2% o] ®k3+

A A g A e BE geR T St whel W 39 EdY o)
A i 2
-en o}g A 2" A A 2o &k | enabled, disabled
PXE (Preboot eXecution
Environment) A€ & A
4 g e},
T
pxeboot [options]
option:
-en state
o :
system> pxeboot
-en disabled
system>
ERTE R I
o] FAlel= A H W AMAA o] 23 5t
170e] A& ek AA1A W2 (console WH " 1209 ] A1) 2k AU e}
console ¥ &H
o) el e AR W AXAY 2 AN AAshE o AR,
console H & A§3le IMM2] 2|4 =l 21H L E o dI3 21 H vk Az & AAS A=Y

120  XClarity Controller 2A}-8& A1 ™ A]




o

console 1

M_u

A A 417} F+

accseccfg HH

i
o

=K

)A
2

o] HES A8t AA Rak AL

4

o
e
om
A1
P

olm

i
)A
i

el

o
o

gyl

To

pj

R

—_
o

o] ¢lo] accseccfg HH & A3

# 18. accseccfg HE

R
E
BW

o

M
|

=K
_.mo
e
T
ojm
T
om
)
B
ofn

)
o
!
)
)
o
NIEY
ojn N ~n
)] —
|2 )
] < ~
M iny oT%
a :.1 To :
S | # e
.|.v s o_n. oﬂﬂ ﬂxm;_L
p wlrW °
1% I_U._ ‘ol ,.o:w MAW&—.W ‘_ﬂo o_n onT
=i N AN i g By =
.I.a vy X oﬂa < 2| s ~
S| nm ™ =) e | = | %
Sl || CH ™ <
.|.v M EL 1_;1_ _.,_” _I_ Z__i L.ﬂ _ﬁ_v
= n|® N
© < I T g ) |
m 3 = e ﬂﬁ,Ul < (e o
12 2] = |az|s|2le] 208
=X S| S S ol =N I o I s
9 TIT " ;o.__l N =~
N M ! ! ! g ~ ,ml ! ! =) ? )
7m —_ o ol © o ouyA sl s g 214
X N i T
. E._ ;o._dl 3R B o
W Cangl G ol G
= ol 2 x° on o
Lo . s
i ) ~o i = = =
R | N | ok N o 3
X N A N o < n 7
| ® | 5| e | || = o™
.ma ]ﬂ ,ﬂl _M ] X - r,lyl
Col N < N | NIE [ ®] 27
= na,h)r M| AL TR || | N &1&
Z_o TN r° _Mo._ N~ o . B v =) % IH\ ~
ol IRl I R R B I B I el B0
~ || - r ) Y || T2
Bo|op [ FoRf ot el rd || R | A F o[l | R
Vx| ®me|w|eRe |wT|w |w|w|[®|®|Fw
:
el
‘HL m & 8 W Q — o S = o +
&H ] — o o o, [=% o | = 3 © W
__ ]! [ [ T T
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Syntax:
accseccfqg
option:
-legacy
-high
-custom
—am authentication methoc
-1lp lockout period
-pe time period
-pr state
-pc state
-pd number characters
-pl number characters
-ci minimum interval
-1f number failures
-chgnew state
-rc reuse cycle
-wt timeout

[options]

o:
system> accseccfg
-legacy
-am local
-lp 2

-pe 0
-proff
-pd 1

-pl 4

-ci0

-lf 0
-chgnew of f
-rc 0

-wt user
system>

alertcfg &

o] W& A&t IMM A A A5 w7 HeE EA8 +4 3
&430] glo] alertefg BH < Ashd BE A 94 Au vl @est AR UG e EE 4
o] 5% RofFuivh.
F 19. alertcfg HE
ohe Eb g4, &4 AW Y A U B ghow TAE o] gl 9E 9 39 Eaiuh,
A A b4
—dr IMM7} A 322 AA%5st7] Aol A | 0~4.08~0.584 =7}
= 7 7] Ak AR
—da IMM7} 552] thg ARl A 4 [ 0~4.08~0.584 F7}
25 AEsr] Ao A ) sk Az
< AR F ).
-rl oA A= o At A IMM7E 7 | 0~8
AL AFE ARSI FUL A
Ayt
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T

alertcfg [options]
options:
-rl retry_limit
-dr retry_delay
-da agent _delay

o :
systemyalertcfg
-dr 1.0

-da 2.5

-rl'5

system>

asu H#H=H

o] =¥ & UEFI AA &

ASU(Advanced Settings Utility) &
fo] AL T 2E A XS AF

o ol

I 20. asu HE

asu WRHoE ARET o gle W

[
=
r
o5}
177}
ot
ol
ot
_E
>
o
)
>
30,
(e

F4she o AgE

H2 UEFI 2A &
Qslof giet.

] AN AES} T

e 7ot

o] A AER 4 o

dl A48

& e 9 39 3

Urcl. UEFI AR WA v

—

ESE B ES

3
A
i
&
ol
ot
Lo,

ki

7

delete

o

o Al gsle] AR g AE 2 EE S| 28 AA T
% oq& 5] iSCSI. AttemptName.l < AHA|
d2=El 27} E ofof ).

W ¢ o
2
l‘ll‘ o

setting_instance

help

ol
flo

1) o] o] BA e N =52 ARTE

b

Al

o

Lo

set

AAe] k& W33y}, UEFI AA

14 o
g\ o
|o
ku

o tjo ©
ok Lok aur T K oon | fom |4y Ton [oF

Lol o
(ool e

-
o
ox
lo,
i
O)J
~
2L
ok

0, ol
)e 2

o
J _L}«l o

u
)
flo
In

¥

~

e% 7| (=) EFEU. A&
* Bootorder "CD/DVD Rom=Hard Disk
E Network"S A4 &Y},

*”U
o

showgroups

o

o
—_

gl 4§ bR A 1F
Ahgste] belzl 2Fe) o
FERPE N Purtly

Okl |

flo tlo tlo

ot

show

oﬁ‘jl‘ ﬂ]m Oﬂ; OE

ol

o

Ahgsted 1) o 4] 474
.

o,
>
=
v
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)

=
=

& (7

20. asu %

#

XO
| R
oy
Ao Mo T H
N —_ Az o
jp
pJ g A_/T ol
st o = o B
) mow s
5 = — dl 2} =
—_ mK N To
T = 3 b
%o mﬂ A T oo
NE —~ R
B ) <4 < W =
MM Jo l E a_vc n
x ﬂl o o =
ey ) Rs M -
= G gy BN
R
TS Pla
o Mu na w o] T W
. SPC I N
I e i o
P BT T o W owT
o Fgz wogp op o (|
B|TNRH 7% PR X T TR
TR . . .. .
1421
(]
=
]
z
Wl o
ol B

A

WA

A7 ol w2

olw, g

=
=]

~

<

Fgoll= AQdET=(A, BE(G) BT X)) 7 232

JJ

=

o

]

& EA]SFE ™ asu -v -help
Al st2 ™ asu -v set -help

A =%

el

shfe] W ol et M EEE
o z+& WA H asu set setting values

o

_mwo
,._ﬁ.__.o
i]K!
A

jp

3z
ar

}= ™ asu show setting%

A e A

kil

show values

\.w
o
<
,N.b
—_
o
. ‘a“l
of ~
o f
= P
TS
G
R
o @
p— =
T =
= Z
! =)
I.. =
w
= =S
e w
= ©
w
s B
°
e
T <
- ™
Ko
MRS
Moo
o]
xm )
. 1:0
GRS
= )
~ T
o T ..
KO RO B
T o

system> asu showvalues S*.POST:=

Enable

numeric min

SystemRecovery.POSTWatchdogTimer==<Disahle>
SystemRecovery.POSTWatchdogTimerValue

system>

=5

5 max=20 step=1 default

)
B

ofm

I 21. asu SMH

R
2]
B

3

e
14

H

o

T
Jm
oK
_.mo
T
T
om
T
om
A1
P
o_n

&
=
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L
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— ()
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R G
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E
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ofm [ 7 |
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21. asu SM (7
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asu trset TR1 UEFI.BootModes.SystemBootMode "UEFI and Legacy"”

asu tropen TR1



asu trset TR1 BootOrder.BootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 BootOrder.WolBootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 UEFI.DevicesandIOPorts.Com1BaudRate 115200

asu trset TR1 UEFI.DevicesandIOPorts.Com1DataBits 8

asu trset TR1 UEFI.DevicesandIOPorts.Com1FlowControl Disable

asu trset TR1 UEFI.DevicesandIOPorts.Com1Parity None

asu trset TR1 UEFI.DevicesandIOPorts.Com1StopBits 1

asu trset TR1 UEFI.DevicesandIOPorts.COMPort1 Enable

asu trcommit TR1

backup H&

o W& AFgate] WAl A28 mak Ago] g wgl Qe BEU.

4 ek 2
-f w g 5ol o] & S5 3 o)F
~pp dE EE g Bl HellA dEE g3t d A | RS ¢E e vEEE 2 €2
$HE ¢EF
-ip TFTP/SFTP A # 9] IP F4 FEFIP F&
~pn TFTP/SFTP A# e £E W& AT XE WIS (V)23 69/22)
~u SFTP A v e] 447} o] & FEG AEA o F
—pw SFTP A ¢ ¢35 FET ¢35
—fd Mol CLI 93 o] XML Aol thdt 5l o] & TR g o] F
7
backup [options]
option:
-£ filename
-pp password
-ip ip address
-pn port number
-u username

-pw password
-fd filename

o:

system> backup f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>

dhcpinfo ¥ &
o] W& & A}&3}o ethOo] g DHCP AW 2A IP +A4 < 5t}
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DHCP A7} olg] #| o] 25 2450 7 A 5h= 7% o= dhepinfo ¥ & A

A A A IP A& FY*}. ifconfig B & AH-$-3le] DHCPE #43} =+ v &

T
dhcpinfo eth0

Example:

system> dhcpinfo ethoO
-server : 10.240.0.10
-n : XCC-7X19-123456789A
-i : 10.243.4.66
-i6 HE
-g : 10.243.0.1
-s : 255.255.240:0
-d : labs.lenovo.com
-de6 :
-dnsl : 10.240.0.10
-dns2 : 10.240.0.11

A4 A v

—server TA& 293 DHCP AW

N qdg TXE O F

-i 295 IPv4d F4&

-g = AolEd ] &

-s gg= By npaa

-d g=l gl o]

-dnsl 7] IPv4 DNS A ¥ [P 2

—dns2 B Z IPv4 DNS IP &

-dns3 32} IPv4 DNS AW IP F&

-i6 IPv6 2=

-d6 IPv6 EH el o] &

-dns61 7] IPv6 DNS A H IP F2

-dns62 B Z [Pv6 DNS IP &

-dns63 32} IPv6 DNS AW IP F2=
dns H&H

o] W& 283l IMM<e] DNS A4S B3 AA ).

Z3: Flex Systemeol] A+ DNS A S IMMA =3 4 5y

SRR

. CMM2.2 DNS 2A&

A 11

o
o
oft,
N

il

CE R ES

127



>

-

r

oX,

s

DNS 4|

on, off

DDNS A&

enabled, disabled

7] IPv4 DNS A H IP F4=

2
b
ot
L

Px

Bz IPv4 DNS IP 4

O

i
L

2=

32} IPv4 DNS A H IP £

SRS
N[N ]
Pl b

o,
—_— ]
o|T |

N N[N

2

P—

B | B

2

RN A )
o

[o

-i61

7] & IPv6 DNS A H IP F4

R
B [y [ [

-i62 B Z IPv6 DNS IP &

-i63

A<

3} IPv6 DNS M [P 4

P
IPv6 3 A o] IP
IPv6 3 A 2] IP

NN N

P

-p IPv4/IPv6 <4 9]

ipv4, ipv6

T

dns [options]

option:
-state state
-ddns state
-il first_ipv4_ip_address
-i2 second_ipv4_ip_address
-i3 third_ipv4_ip_address
-i61 first_ipvé_ip_address
-162 second ipvé_ip_address
-i63 third ipvé_ip_address
-p priority

F3: t}E o= DNSE A& gk 3o

o

system> dns
-state : disabled
-il : 0.0.0.0
-i2 : 0.0.0.0
-i3  : 0.0.0.0
-i61
-i62
-163
-ddns
-dnsrc
-ddn
-ddncur : labs.lenovo.com
-p 1 ipvé
-dscvry : enabled

: enabled
: DHCP
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Z 26. dns H& & (H£)

A A+

—-state DNS<¢] F(on =+ off)

-il 7] 1Pv4 DNS A ¥ 1P F2=

-i2 X2 IPv4 DNS IP &

-i3 32} IPv4 DNS AW IP F2=

—-i61 7] IPv6 DNS A ¥ [P F2

-162 X Z IPv6 DNS IP £

-163 32} IPv6 DNS AW IP 4=
-ddns DNS<¢] 5 (enabled =+ disabled)
—dnsrc 718 A DDNS =4 ¢l o] & (dhcp =+ manual)
—ddn 522 2A% DDN

—-ddncur A DDN(¢7] A-§)

Db 718 A DNS A H (ipvd == ipvé)

encaps &

o] W& & AI-&3l4 BMC7} encapsulation EE25 FR3=F It}

e EE $4) A4E Bl FUh

I 27. encaps &

e EE 54 PS4 Age R 24 ol 19 29 2t

54 A+

lite off BMC7} encapsulation BEE £83l2 BE AF&2}el] & A

WA 2F dEE ).
ethtousb ¥ &
ethtousb B8 & A}-£35}o] o]t Y& USB TEE 53 o|yyl wl| & FA] 2 AT}
g S Agsld o5 oyl TE W5 & USBE 53 o]y ylel djdt o} T E a2 v 5= glF e}
w41e] gle] ethtousb B3+ A Y3t ZE USBE 538 ol A7 AU o £+ F4
o Q5% B FU
£ 28. ethtousb Z&
e EE LA, 4 AW P S e Bel gew TaHe] gt ¥y W 39 o
A1 A EEE dgsol~ 129




I 28. ethtousb HZ (H=)

#4 ok 2
—en USBE &3} o]ty Ay enabled, disabled
~mx Aol xo] £ E w3 743 TEC) 2R FEH portlport2 @A) £E %
M5 A
o ZE A MF x= e 49 1~109 4= AATY}
o ZE RO port] &5 oyl TE Wiz iy},
« XE A9 portZ= USBE 5% o|tjyl £E s giYrc}
-rm 24w Mo £E wjg A | 1~10
FE 9 Mol g-Ho] glo] ethtoush HH2 A&3le] FAH Y}
&
ethtoush [options]
option:
-en state

-mxport_pair
-rm map_index

o

system> ethtousb -en enabled -m1 100:200 -m2 101:201
system> ethtousb

-en enabled

-m1100:200

-m2 101:201

system> ethtousb -rm 1

system>

firewall &
e Agshel £

=
&4 A *
-bips IP 3£ 1~37) 2AAH(FEE 78, CIDR | 53 IP &
EE WY F3L: 1Pv4 B IPv6 F2=& CIDR %4
< Agsle] 42 WHHE AGSE £
S5yt
—bmacs MAC F2= 1~37] A (g 22 +3) 53 MAC £
F3: MAC 4 IHH LS 54 Fat
ZE#HY
-bbhd A2 Gwt 2}k 3 @A <YYYY-MM-DD>
—bed Z3 dx 2o 3x A <YYYY-MM-DD>
—bbt A2 A7} =)k A7 A <HH:MM>
-bet TR AIZ A A1 zF A <HH:MM>
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I 29. firewall 9 (F=)

4 EE 3
—bti 1~3W o] A7 A (H 22 7) A1 Zk W81 e] ¥4 KHH:MM-HH:MM>

o : firewall - bti
01:00-02:00,05:05-10:302 OH
2l 01:00~02:00 % 05:05-10:3001
HMAE HEHEFLICEH.

—clr A E 83 3 uksly F2AL x| | ip, mac, datetime, interval, all
.
< IP 4 A FAY
—iplp IP 4 Zhg 717 (&) Y e} 0~2,880 AFo] ] <=2k 3k, 0 = 2R 5]
ey
—iplf IP F&71 Z7)7] Ao 2] A 2 | 0~32 Aol 2] 22} 7, 0 = F7]1A] ¥

Med Y.

F3: o] zro] 00] °}‘f]"4 accseccfe
[l A AAZ <219l A9
FHo N>R E} A Zrolof
Y},

~ipbl A7 IP F2 22

o

EAl/F4 Y. del, clrall, show

« -del: =®E SH0M 1Pva E
IPve T4 AME]

o —clrall: ZE xE 1p AMK|

« -show: B2E RIE 1p EA|

n
rr

o :

- “firewall”: Show all options’ value and IP addresses blocking list.

- “firewall -bips 192.168.1.1,192.168.1.0/24,192.168.1.1-192.168.1.5”: Block the access from multi IPs
- “firewall -bti01:00-02:00,05:05-10:30,14:15-20:00": Block all access during 01:00-02:00,05:05-10:30,14:15-20:00 every day.
- “firewall —clr all”: Clear all rules of “Block List and Time Restriction”.

- “firewall -iplp 60”:Set IP address lockout period to 60 minutes.

- “firewall -iplf 5”:Set maximum number of login failures to 5 timesi.

- “firewall -ipbl -del 192.168.100.1”:Delete 192.168.100.1 from IP address blocking list.

- “firewall —ipbl -del 3fcc:1234::2”:Delete 3fcc:1234::2 from IP address blocking list.

- “firewall —ipbl —clrall”: Delete all blocking IP addresses.

- “firewall —=ipbl —show”: Show all blocking IP addresses.

gprofile ¥
o] W3 A&t IMMY] 28 Z228g A3t A F o

o o=

r, 0N
i
o,
»e
zfo
R0d
=
=
e
ry
o
ZL
[o
ku
44
oX,
i
2
%2,
rlr
=
Auj
o,
w
k8
f
A
£
A

A A 7r

—clear 15 AHA) enabled, disabled

-n a5 ol % group_name<) 5]?41 6322 FEE Ex4,
group_name> IrdloF &},
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I 30. gprofile B (A=)

4 v} 2
-a d3 7|uk A3 S+ supervisor, operator, rbs <role list>:

nsclamlrcalrcvmalpribclcellac
g9 E5312 ghe] go]| = R E5S AL31H A

Ay},
~h B3 AHg Y 4 EA)
T
gprofile [Z - 16 group_profile_slot_number] [options]
options:

-clear state
-n group_name
-a authority level:
-nsc network and security
-am user account management
-rca remote console access
-rcvma remote console and remote disk access
-pr remote server power/restart access
-bc basic adapter configuration
-cel ability to clear event logs
-ac advanced adapter configuration
-h help

B3} B AL e 415 E AL/ A4S & T EE re A A A4}

o EE S, S AW U S A S B o s 24E ] gk By @ 39 Edyeh,
&4 Ck 2
-swW ElA} b5 2~¢] %] At enabled, disabled
-re E}A} o5 o] 7] AMH) enabled, disabled
A2 293% Aeels A 9715 4T 5 9
2=
sUtt
ol:

system> hashpw -sw enabled -re enabled

system> users -5-nguest5-shpef92b778bafe771e89245h89echc08ad4adelb6c066599118811383d4473e94f - r Administrator
system> users -5 ghp

ef92b778hafe771e89245h89echc08ad4adelb6c06659911881F383d4473e94f

system> users

Account  LoginID  Advanced Attribute Role Password Expires
1 USERID Native Administrator  Password doesn't expire
5 guest5 Third-party Password Administrator 90 day(s)
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ol
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d:3
L
2, o
2
gl Jw

L
*

JEPREE BESS

2 K
=
¢}
kel
W
<
.
¢}
3
=
2
=
<
-
=
Z
()
Zi

43 e,

stel A ol eyl B o) 2 A& EASHAA L
Fo] A& 44 JsHalAL

T3 A7ro] glofof Fr}.
< Flex System CMM2. 2 #E sty IMM A AT 4

Qe o] S WA s H 2 o] o

, W A e B gho 2 u e ol we ¥ 39 2euo)
A4 A #*
~b W el (burn-in) MAC F2:(¢}7] A
§ 3 PHE S He
—-state ol ¥] #| o] 2 Alej| disabled, enabled
-c 749 v dhcep, static, dthens(dthens& 4 SlE] s o] =
2] dhep AW & AH§-31aL, Al sbd A A config
T4 A4 S A=)
i A 1P Fa 2 Y] F2
-2 Ao) =9 o] 72 ol E WA Fi
- Auy w2z e g4 Fa
-n 25 o) B 3o 6348 £AL, EALE B2, 54, v
£, 0E Y solEo] £¢T 5 Y5
-r dolg £ % 10, 100, auto
-d oku}sk B & full, half, auto
-m MTU 603} 1500 Ako] o] %2}
-1 LAA MAC F& 324, HeN2E Fas 3857 &
U A who] £ o] o] of )
~dn el o] % il E 4] Enlel o] F.
—auto dlole] AEE 9 vtk Y ESY=3 | true, false
e TR S YA AV 2
Aot A% 94 29
—ghn DHCP A Z2E o] & d7] disabled, enabled
-nic NIC 2= #3H shared, dedicated, shared:nixX?
—failover? o] 2 %] none, shared, shared:nicX
-nssync? YE=z 44 =73} enabled, disabled

—address_table

A AR IPv6 Fa ) Fa A

FAF Aol %

%1=%Q%HW6m*Hﬂﬂﬂﬂ
s TS B 3ske A
Foll i ZAH Y}

o] 2 ¢7] Ageolm +E 5

B3 e,

-ipv6

IPv6 AHE)

disabled, enabled
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I 32. ifconfig HE (7=)

o
-nic: shared:nic3
nicl: dedicate
nic2: ext card slot #3
nic3: ext card slot 5 [active]
nic37t F 2=, £F 5, nic27t &
2. shared nch 2 w2ld v E
7= IMMA AH-83 4= glF Yt}
3. IMM7} g FY VEHI FES *}%%}E%
od F4 M= LE2 Agae

% 3, nicle] XCC A¢ XE
°43 7}':7} A 2] 5 A8 ol A x}%ﬂ 2= 9)2=t}.

7430 9l& 4
% IMM el 714 § e

1. nick nice] AUE EATUG, [#4]¢ @A) g Za NIC XCCE vehduch,

, XCC7} nic3&

A5
o] WA v

EESEESEER

[}
—failover A2 A

A A7 7
-lla PENCE- P P32 F2E IMMZF 23 o] 3 ¢
B3 IPV6E HAAE A5l | A Agolr FAT + gaun
w3 24 F401 2AS
g},
-ipvbstatic A A 1Pv6 AbE) disabled, enabled
—i6 AA P & oltiyl Ad 029 A IP F4&(IPv6REA).
-p6 Fa 454 o] 15} 128 Apo] o] SAbk
-g6 Al Edlo] = 7| FE Ale]Eglo] ol gt [P 2= == [Pv6e] ooyl &
g Qo] 3 7| & g SE,
—dhcpb6 DHCPv6 AHH| enabled, disabled
—-sab 1Pv6 8| A A A5 34 A enabled, disabled
—-vlan VLAN €17 843} == n]&4 3} | enabled, disabled
-vlanid IMMell g JEZ HAZ A | | 15} 4094 A}o] o] Ak
A
k77

F & vebdy.
E=

4, HLdeW BEE 835 A nssync FAL FFUESNT ZE g AE A VM EYZ TE A A&
S5 s EAY MmN 292 AEehE S MM A4 Ty .
72
ifconfig eth0 [options]
options:

-state interface_state

-c config_method

-i static_ipv4_ip_address
-g ipv4_gateway address
-s subnet_mask

-n hostname

-r data_rate

-d duplex_maode

-m max_transmission_unit
-l locally _administered MAC
-b burned_in_MAC_address
-dn domain_name

-auto state

-nic state

-failover mode

-nssync state
-address_table

-lla ipvé_link_local_addr
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-dhcpé state

-ipvé state

-ipvéstatic state

-sab state

-i6 static_ipvé_ip_address
-g6 fpvé_gateway address
-pé length

-vlan state

-vlanid VIAN ID

o:

system> ifconfig ethO
-state : enabled

-c : dthens

-ghn  : disabled

-i : 192.168.70.125

-g : 0.0.0.0

-S ¢ 255.255.255.0

-n : IMMO0096B9E0OD3A
-auto : true

-r ¢ auto

-d ¢ auto

-vlan : disabled
-vlanid : 1

-m : 1500

-b : 00:09:6B:9E:00:3A
-1 : 00:00:00:00:00:00
-dn

-ipvé : enabled
-ipvéstatic : disabled

-i6

-p6 b4

-g6

-dhcpé : enabled
-sab : enabled

-lla  : fe80::6eae:8bff:fe23:91ae
-nic : shared:nic3

nicl: dedicate

nic2: ext card slot #3

nic3: ext card slot #5 [active]
-address_table

system> ifconfig ethD -c static -i192.168.70.133

These configuration changes will become active after the next reset of the IMM.

keycfg &

o] W& A3t AF AT 71E ®A], F7F e AA YL

AFE AT 7= ¥4 IMM 7|5l tg FA=F Ao j )

Zhar:

. —Sr’ﬂ"l kel keycfg_“é“?é% Adstd, x5 AFE S 7] FFo]
T AFE AT 7], AF A5 719 /8, 717 FES A4, Feol e
o] =g

o A5 Bl A AF 0% ) 2RI

A 11

o
o
oft,
N

il

CE R ES
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o F19 & EE 7] S AR oA 71 FE AASAA L. FHEE I E AAEtE A Sl 2A
= e A i 7]k ARl o
e 2 FA dFE RFy o
Z 33. keycfg ZH&
g Ee A, A AW 2 FAC 3 A= e 2 P E] 9le HE ¥ 39 Yt}
A4 A "
—add AE AF 7] F71 -ip, —pn, —u, —pw ¥ —f W= FA | o 3t
~ip FARAFE AT 717 = | TETP AW 9] a3 IP F2
TFTP A¥ ] IP F2
-pn F718 AE Q1ZF 7171 9= | TETP/SFTP A8 ¢ 553 LE W3 (7] 231 69/22)
TFTP/SFTP A #e] TE
WE
-u Z718 AE AZF 717} Q= | SETP Al o] $53 283 o] &
SFTP A ¥ 2] A8-2} o] &
—bw FII2 AE AF 717 = | SFTP A F83 ¢
SFTP AW ¢
-f FE AF AT L [ AF AT 7] dde] 55T A o) F
ol &
~del Aol M2 AF AT 7] A | keyefg 59 R AF AT 7] A Wz
Al
—deltype | 7] f3E AF AT AA | FES 7] 53 #

T

keycfg [options]

option:

-add

-ip tftp/sftp server ip address
-pn pn port number of tftp/sftp server (default 69/22)
-u username for sftp server
-pw password for sftp server
-f filename
-del #n (where nis a valid ID number from listing)
-deltype x (where x is a Type value)

e :

system> keycfg

ID Type Valid Uses Status Description

1 4 10/10/2010 5 "valid" "IMMremote presence"

2 3 10/20/2010 2 "valid" "IMM feature

3 32796 NO CONSTRAINTS NO CONSTRAINTS "valid" "IBM Security Key Lifecycle Manager for SEDs FoD"
system>

3 ID HE 3 A d=E T3t T

Idap ¥ &

o) BH¢ Agetel LDAP TREF 74 vl W5F EA

e BE g4 A5 E R FU )
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I 34. ldap &
e e A, A A Y A U 2 e E FAE e P W 39 94U
w4 A %
-a b2 S local ¢, LDAP A§, 22 WA LDAP th%, LDAP WA local
o=
—aom JdF AL = enabled, disabled
-b uheld Wy o], ClientDN % 5% vlelg, 2739 244 S22 wield
¢ ZEoldE I o] F client_dn®] 9 12722 &2 £2t<
-d Zrel A search_domain®] 3t 6322 &= £x14
-f 1% 2F group_filtere] | 12722 &35 214
—fn FTYXLE o] Active Directory &7 2] A%, ] 1272}2] &214.
-8 a5 AN &4 group_search_attre] 3o 6342 &% £
-1 23 AF EA4 string®] 9 6322 F#% £+ 4
-p Zalo|dE o3 client_pw®] 9 1522 F+&% ¢34
~pc ZaoldE ¢3 Il confirm_pw?®] 34| 1522 7= Fx}4
o3 A}-§: ldap —-p client_pw —-pc confirm_pw
Ol SM2 Zeto|ME A5 E HE W EELIC. confirm pw
12t client pw QA& HITELICH. QlJI UX[EHK| k2
™ BHEo| MufFLic
—ep ¢w3) 43 ¢ /B (WY A& AHE)
-r FE 5 DNGLF ©]15) | root_dn®] HH 12742 F2= £214
-rbs Active Directory A} 2} | enabled, disabled
o et IR & 7wk B
o}
—slip AW 1 Z2E o|F/IP F2& | £2E o/F/ip addrell g 2 W) 127719] 2449 == 1P F4
-s2ip AW 2 Z2E o|F/IP F2&= | £2E o] F/ip_addrel N W 1272k¢] #2449 £ IP F4&
-s3ip AW 3 ZXE o|F/IP 4 | EAE o] F/ip addrel] A& o 127249 £A1E == P F&
-s4ip AW 4 S 2E o|5/IP F4& | £2E oJE/ip addrel Hd ) 127219] #2149 =+ IP F4&
—slpn AW 1 ZE HE port_numbere®] W& 2 5xl2]e] 2} TE H3F
—s2pn AW 2 £E W3S port_numberd] W o 52} £} TE HE
-s3pn AW 3 ZTE HE port_numberd] 3 F o] 5218 2] A} TE M T
—-s4pn A 4 FE A5 port_number®l N 2o 5z}g]e] =2 TE W5
-t A8 e ol & rbs FAS& #435td o] A= 9 7]k HF(RBS) 29 =
7% &3 Active Directory A/ ¥ oA 31} o] o] 483 44T
T e WA oleE AAFY .
—u UID ZAA &4 search_attrib®] # 9 6345 w5 24
v DNSE %3 LDAP AH 3 | AR, AA
2 74 2.7]
~h He AR 2SS EAF
SEY
A1l g HEE Ao~ 137




?_

A=
-

ldap [options]
options:

a loc/ldap/locld/ldloc
aom enable/disabled

b anon/elient/login

c client_dn

d search_domain

f group_filter

fn forest_name

g group_search_attr

L string

p client_pw

pc confirm_pw

ep encrypted pw

r root_dn

rbs enable/disabled
slip host name/ip_addr
s2ip host name/ip_addr
s3ip host name/ip_addr
sdip host name/ip_addr
slpn port_number

s2pn port_number

s3pn port_number

sdpn port_number

-t name
-u search_attrib
-v offlon
-h
ntp &
o] ¥ & A&3stA NTP(MEAI et =22 F)E A ¥ #A4FUH
e B Ao A5F HejFYT.
F 35. nip HE
e EL G4, S4 29 % S N B gew 2YH gt By 9 39 294,
il A 43
—en HESL=Z el =2 EF S 843} | enabled, disabled

wE u) 23 o

—il UEYZ etd Z2EF Au 9| o] | A A F7]|3}el] AH§3 NTP ¥ 9] o]F. NTP A ¥
FEEIP F& dESI el = | Al W WeE -il~-idd e
EEZ Awe] Al Wiz giyc)

-f IMM A} A7} NTP (Network 3~1,440%

Time Protocol) A ¥ ¢} 5 7|3}
= HE(E E$hHh g

JESD el ZRET st 5

2] B shall o guc.

o] wi7f Hrell= ol = A= A] A5yt

.

ntp [options]
options:
-en state
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-i hostname/ip_addr
-f frequency
-synch

o:

system> ntp
-en: disabled
-f: 3 minutes
-i: not set

portcfg M &
o] W& Ag3sle 2 ubek AR]|A 7] 5ol ds] IMME 43}

IMME AW 3 A9 25 243 A 2ok ok A9 ¥E 74E WA o
o gho] EAFE §4S LIS, A TE 7L WSt A2 oA W=D Y ual

74 Aol Rolok Uk,

Fa: Ay o F 2AE X EE IMMA IPMI 7] 5o st A& 5= sl CLI= 3 E ¥
EE £33l 21435 &5y, Remote Supervisor Adapter II CLI®| 9+ serred ¥ cliauth
FAL A=A syt

$40] §lo] portcfg BHE Aahd A L= P4 TP UL g

Fa: dele MES] & ()& shealolol 4AE WA 5 g

rlr
o
R
Lo
o
4
i
bz
&
i\
i
)

36. portcfg ZE

4 A 2
-b HE &% 9600, 19200, 38400, 57600, 115200
“p s el ¢ g, B4 45
-s =] v E 1, 2
—climode CLI 2= 0,1, 2
W Ay
*« 0 = none, CLIZ} n]&A 3l
+ 1 =cliems, CLI= EMS(&23t 7] 43 ¢ A) = 84315
« 2 = cliuser, CLI= A8} A <] 7] 18 &4 & &4 3}=
Tt
portcfg [options]
options:
-b baud rate
-p parity
-s stopbits
-climode mode
o :
system> portcfg
-h: 57600
-climode: 2 (CLI with user defined keystroke sequence)
-p: even
-s: 1

system> portcfg -b 38400
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ok
system>

portcontrol H&

o] H & A4t VEYZ Qw2 TES AAY B},
A A o] P IPMI Z2EF 2| LEJ Y3 Alojut 2] &}, portcontrol S § st IPMI
E gejE EAsHA L. IPMIVENS $ES F93} £& nBY5stel D chol A7) =
7) gkel EA5)E ~ipmi &8-S ¢4 2.
# 37. portcontrol &
oS Ee A, A A Y S A FH o2 AR ole HE P 39 Y.
A4 A 43
—all B E o Ho]2 g A = | on, off
EEF g EE A4S gl
—cim CIM #AM A& == AL§ on, off
% g
—ipmi LANS 53 IPMI HA]2 | on, off
g EE g S 3
—ipmi-kcs A8 el A IMPI B A~ A& | on, off
=E A4S o @
-rest REST A A A& == 214 | on, off
2k @
-slp SLP A A} & == A& on, off
2k
—snmp SNMP A A}& == A} | on, off
£ 3
—-ssdp SSDP AM A& == A& | on, off
2k @
—cli CLI M 21§ == A}-& ok | on, off
kil
-web WEB A A}-§ £+ A8 | on, off
%
T
portcontrol [options]
options:
-ipmi on/off
o
system> portcontrol
cim : on
ipmi: on
ipmi-kcs : on
rest : on
slp : on
snmp : of f
ssdp : on
cli:on
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web : on

ports HH
o] §¥ & Apgste] IMM £EE E A stz 2T}
o

ports 338 & FA ¢lo] APswd ZE IMM ZE| g ARI} TAP Y. o TE F4 Jd5
2 RelZFUY
# 38. ports HE
g Bl 44, &4 AW Y S Ad U Bl e TE e gt g 3 39 ot
A A+ #
—open d7] LE EA|
-reset FEZ V)R AAHo g AHAA
~httpp HTTP £ W% 7|2 xE W3F: 80
—httpsp | HTTPS £E H3% 7|18 £E W35 443
—sshp SSH d#AA] CLI ZE W% | ZTE WF: 22
—snmpap | SNMP of|o]HE £ E H3 7| £E W3 161
—snmptp | SNMP E] TE W13 718 xE HFE: 162
~rpp 947 de) 2= WE 71E TE W5 3000
—cimhp HTTPE 53 CIM XE ¥3% 7|8 L E W35 5988
—cimhsp HTTPSE 5% CIM TE ¥ 3% 7| £E M3 5989
T
ports [options]
option:
-open
-reset
-httpp port_number
-httpsp port_number
-sshp port_number
-snmpap port_number
-snmptp port_number
-rpp port_number
-cimhp port_number
-cimhsp port_number
of:
system> ports
-httpp 80
-httpsp 443
-rpp 3900
-snmpap 161
-snmptp 162
-sshp 22
-cimhp 5988
-cimhsp 5989
system>
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rdmount H&

o) BHE Agste] 94 €22 ojulA] E VENT FHF FAT
e EE g4e A5F BIFU

95 AR FAEY 9= HE 3 2d £}
¥ U
+ XClarity Controller H2g e gdE Y 27/71% dz=% 5 %l—‘%‘ll XClarity Controller
RDOC 7)< AH§3te 73 g o2 g 5= lFUcth. F g9 F 27|+ 50MBE 238 -+ ¢
4t} di‘:ﬂ olu| A = ~rw A& "l%%lxl o= 3 el Ay
« HTTP, SFTP =& FTP ZEEZ& AH§3519] o|n|z] & F A AY wiF & o] & o]n]z]9 F
27]+= 50MBE }_40}2] skolof ﬂqt}. NFS E+ SAMBA ZE2EFO)AEEHE ATl 2

7] Aljte] siFych.
%4 47
~r rdoc 24l H51E A%, 3 A g Aol ook )
-r —map: RDOC °]=u]|z] &)
-r -—unmap<filename>: ERHE! rpoC O|O|X| B X SHA
-r -maplist: XClarity Controller ?—_Jl g™ & cnr @
ElHo|lAE &3 EAME rpooc O|OIXIE ZEAIFLICEH.
—map -t <sambalnfs|httplsftplftp> ZF L A== 53
-ro ¢7] A&
-rw read-write
-u AFEXt
-p &5
-1 oI+ IRl (urL E4A)
-0 &M (samba ! nfs EAO| CHEF Z7|EF M BEXY)
-d T2 (samba ErRH{O]| CHEF M2l
-maplist G5 ou| x| & Ko Fuc.
—unmap <idl/fname> Y E 2= o]u]z] o] IDS A&} T rdocel] Y o] 2L A&},
—-mount WP = olv] X & FAFY ).
—unmount S E o] A S A Ao,

restore 3
o] & Abgshol w)
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ZH 40. restore HE (=)
4 Ek %
- g shel o] & a5 T e ol F
~pp 4F mE g sl Y FEE | SED 4E EE GEER TR ¢ET
#3583t d AL EE ST
-ip TFTP/SFTP A ¥ ] [P F& S5 IP T4
-pn TFTP/SEFTP AW LTE W% S5 ETE HE (723 69/22)
~u SETP A v AL-47} o) 5 T A4 o)
-pw SFTP AW 9 ¢4z FET 4E
T
restore [options]
option:
-f filename

-pp password
-ip 7p_address
-pn port_number
-u username

-pw password

o

system> restore f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>

restoredefaults =

o] & Alg3ld RE IMM AA S T 35} 7232 543,
« restoredefaults B o] 3 o] 95}

. weo] Ae)E ) Aol o} Fuch.

T

restoredefaults

o:

system> restoredefaults

This action will cause all IMM settings to be set to factory defaults.

If thisis the local system, you will lose your TCP/IP connection as a result.
You will need to reconfigure the IMM network interface to restore connectivity.
After the IMM configuration is cleared, the IMM will be restarted.

Proceed? (y/n)

Y
Restoring defaults

A 11

o
o
oft,

z 9

R
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32AL= A’

custom:aml|rcalrcvmalprlcellbcinsclaclus

am: A&7 A e A=

rca: 944 & dA| =

rcvma: 97 24 9 94 d2=a (1A v
tjo]) A2

pr: 47 AW A /cpA] A1z A 2=
cel: oJWlE 215 2%+ 7%

be: A HE 74 (7))

nsc: oI/ A (EH A} 2ab)

ac: 9 °o9HY #4(3w)

us: UEFI X<k

3 4

42
roles [-options] - display/configure roles
- role_account -role number[3-31]

options:
-n - role name (limited to 32 characters)
-p - privilege (custom:am|rcalrcvmalpricellbcInsclaclus)
am - Useraccount management access
rca - Remote console access

rcvma - Remote console and remote disk (virtual media) access

pr - Remote server power/restart access

cel - Ability to clear event logs

bc - Adapter Configuration (basic)

nsc - Adapter Configuration (network and security)
ac - Adapter Configuration (advanced)

us - UEFI Security

Note: the above custom permission flags can be used in any combination

-d - delete a row
ol
system> roles -3 -n testl -p custom:am|rcalrcvma
ok

system> roles

Account Role Privilege Assigned To
0 Administrator all USERID
1 ReadOnly none
2 Operator custom:pricellbcinsc
3 testl custom:amlrcalrcvma
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mo

by

seccfg 2

N
5

il
{F

ey

]

o)

o
)3
!
olm

I 42. seccfg

R
2]
BW

o

e
I

enabled, disabled

yes, no

\mo

Feh.

Q
A
=

5

5
N5 A mE A

5
L]

»@X

tol L4 IMM

°

7 M e 21 CLIZF A%

o] Moz Folol B

T
ojm

set 43 & A&

3
4%

1

o) B g AHgsto] A¥ IMM

J

S
=

—fwrb
t
o]

e

I 43. set &

S

ey
b
BH

T
=V
e
)

]

\uAIO

E
7o

X
e
I
=K
_.m_.o
v
ﬂwo
‘.mo
)
P
o_n

AR me AR

W of
o —

S
X <

/3_:1_,2

T
ofm

A~
B

value

smtp HH

o] W& A&3te] SMTP ¥ # o] 22

set [options]

option:

T

ojm

EE SMTP el o] = AR} A5}, o

il

Y3t

o

311

I 44. smip

58
22!
ol

o

M
e

=K
_.mo
e
T
ofm
T
ofm
)
1

olm

SRk
o~

5 | o

o} .#O._
< | %

Ol =~
z|®

< | e
|G| ok
.Mo._

R

oy

oF .E
3 oR
Ne | o
3l

Sl E
El=|=
~ n|wm
3

(o)

(&)

<
| 3|3
| T[T
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Z 44. smtp HE (%)
A A %
—authmd | SMTP ¢1Z u CRAM-MD5, LOGIN
—authn SMTP 1% A&} o] & 244 (256 2L 2. A7)
“authpw | SMTP 15 4% Ao (256412 A7)
- SMTP 2= W% FET EEWE
-S SMTP AH [P F4& £& 32E o] & TR P F& B TAE o] F (6322 A7)
T
smtp [options]
option:

-auth enabled/disabled
-authepw password
-authmd CRAM-MD5/LOGIN
-authn username

-authpw password

-s Ip_address_or _hostname
-pn port_number

o :

system> smtp

-s test.com

-pn 25

system>

snmp

o] M & A&3te] SNMP g slo]= RS FA 9 FAFH ).

40] glo] snmp WHS AWehd BE SNMP e o] = Aro} AF U e e $4

o] 5% HeF U,

Z 45. snmp HE

o EE S, A4 AW 2 S40 A B gez 7Ee) ke 9 39 2

A A 43

-a3 SNMPv3 ¢jo] A E on, off
Z3: SNMPv3 o] AES B4 sl oS 7] F0] $FH o
of gujch.

+ —en W £AL AEsHe A IMM A
¢ 19 FAE Agskel A IMM 9

-t SNMPv1 TRAP on, off
-t2 SNMPv2 E & on, off
-t SNMPv3 E & on, off
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)

=
=

45. snmp & (7

Zz

= = Y ) . .
. . . . ~ — X _
T T T T T T T T i mpiE
T W® T W T % T % c W) - |
OO oo B R oo oo K e K
Tl T T R NEH NEH
T T T % T T T S S
nfF o mF o nfF A_u mF o W oo m -
Moo Mo ox Mo Woox TR TR
M o o o T P .
o*u,UI < LuUl {F o*u,UI B oFUI < ,_W_ N 44 a8 E N i ol
ﬂﬂgu = dugu o~ ﬂ._-,.yu 03 dugu = N lﬂv "o ﬂIﬂ
Pebo o Poo o Moo 2 Pob gy (B wx 5 |B WE S
S® T a® 4® o | s ®S o [ RS gk
Te = T = e T T x | T g |€ FF g
T = X To - X . T = LE.UI S = X . a_u _,._o a_u 10
a2 nk T mh e Nz o ol I ¥ L ¥
4w G wT G w gl Ty 2 % Ty 2
eI S 2 4B T o e M___ a7 m___ w5
X X 0 0
Bl TE s T RO Ya BT o A I
P o P 4 POl PO o B o R o i
BogT RI|E gy eRlE ogw og|® gy el L4 e (B S w
£3 ﬂ_olv._o rEN G _Holio K °|IX ‘HOI_V,_O au IS _Hoﬁio w ° y o ﬂdv B o ﬂ.dl IE._I
| 2ad oy o | a2 oﬂa__%l i mnay o rE | ety o_eﬂ X BN e oy 3 ~d \__,_,_ﬂou o3| X
= e RO wT|w b =k ol KU R N H x
S FEE S ) E P A D Mg s
S o TS e Bo|c px FLic ex Bo= deg BROS Jag BN g
. TTAE B, FTTAE B TT A B TT AS w. DRG | w. TXE Lo
M Mo TE R Medk S| R Medb | Rn Mok S SAKT k| e EAKE SRR
Relohme . L [ehwe . L [mme . L s . L |k R R .|k
— ol
0 S~ —
A
T T
e T a T
= nF = nF
‘a_lu fny w ) ﬂ‘a_|u A
° T w T = =
_ " nk wl o wl wl =
X ) ) Y o N ¥
z ; - : = =t :
BO ] 4
w| 2 = 7 % % 5k %
_M-L =] + - e} .m
o | T v P v P v ¥

Tt

snmp [options]

option:

-a3 state
-t state

-l location

-cn contact name

-tl state
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-c community name

-ci community IP address/hostname
-t2 state

-ct community name

-cti community IP address/hostname
-eid engine id

o :

system> snmp

-t enabled

-a3 enabled

-1 ZhangjiangMansion
-cn Kelvin

-t1 enabled

-¢c communityl

-¢i hostl

-t2 enabled

-ct community?2
-ctihost2

-eid XCC-7Z70-DSYMO9X
system>

snmpalerts 3™
o] §E L A} &3t SNMPE £l A4 5= ARE )3}

S o] ¢= snmpalerts= 25 SNMP AR AAS FAFULh & 3= $49 Q55 HoF ),

I 46. snmpalerts Z&
e EE oS4, 54 AW PS4 U B gos Tl 9k W 9 39 2

&4 A4 7k
—status SNMP AR A¢ on, off
—crt ARE Y= 9 ojdlE | all, none, custom telvolpoldilfalcplmelinlrelot
A AL-g-2F 2] A -r] d AR AL snmpalerts —crt custom:telvo 3

52 Agato] ARH, o714 4§

.« tel YF &% °,J74]%} iﬂr

« vor 1% At QAR 25

- po: 1% A Aol

o di: 3}E vz Ealo] B Aol
« far W Aol

e QEEEL R PRE
e mMme: uﬂ_,‘a] zl-oH
. in: Sf=le] W BEA

o re: AY = =5 Z]—o}]

© ot: 7|} BE §§ o|WE

—crten

do
e
L
23
ul
o),
il
b
=
N

enabled, disabled
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F 46. snmpalerts & (FH=)

4 27 2
—wrn HARZE BRY = 73 o]dlE | all, none, custom:rpltelvolpolfalcplmelot
By AFg2} 2] A 43 AR DAL snmpalerts -wrn custom:rplte &
A9] grol D o= Be) %58 ALgstel AHH v, 48 A
4 e ohes 24y,
 1p: AY FTH A2
o te! AT XE YA =
« vor A3 A QA =3
« po: AT ALY YA 23
« fa: B]§]3 W oME
e L RLEEREEELE B
e me: WEY A
« ot: 7|E} BE A oJWE
—wrnen 73 o]HIE AKX B Y7 enabled, disabled
-sys ARE RYE= dAAql o] | all, none, custom:loltiolotlpolbfltillpfleline
HE 247 AF4 A} A A dAFA Q) AR AR snmpalerts -sys custom:loltio
H40] ol oI spol = H2) ZEg Abgsto] AW, o714 A
&4 ARgE thesh RS
« lo: 943 29l ¥
o tio: ¥+ AA A LA
« ot: 7]E} RE AKX Y A 2H oWl E
+ po: A= AL #A7)/17)
N EEE S EE
o tilt 9 AA 2o A AR AGA
« pf: PFA(AZH Aol)
e el: oJWlE 21 75 F
+ ne: YESZ HA
—sysen A Aol oWl E 7 B R | enabled, disabled
7]
T
snmpalerts [options]
options:

-status status
-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state

srcfg &
o) W& AHgstel A= B AAY REA CLIE 87 7] £4F Gy,

H7dsk W b5l Fho] EAIE = A JdEsA . A" ek AR S
=
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Fa: IMM 3t=dol= A" £ E §3 7)ol At 2E £ ES Zﬂ*ﬁ}Xl #54Yrch. wekq Remote

Supervisor Adapter II CLI®l| ¢+ -passthru & entercliseqs= 2| Q5 =] 54},

o] glo] srefg WA AWaid WA 4D G A 7] 98 247 BARUS. b 2

srcfg -entercliseq B3 FA<] AdFF RqFY).

Z 47. srcfg &

e B A, 8 AW Y S A R YRR Y e B 9 39 ®qyeh

A4 Ay s

—entercliseq CLI 98 7] 918 & | CLIE $¥83}7] 13 A2 Ao 7] 18 &4

A FaL: o] &A= 1~1570¢] FAH7F sl o oF et &4} 7] 5.(7) ol

£ o] 9] 55 2Jv)7} el Cirl £4 % g ot 7]
de ol B Ctrlg JePAU e (o], o] 27| = 7] 2] A
"L AE R GEe] S M), 7F BAE A= % Ctrl
Ao dB g ﬁH’ﬂ,%b]D}. Refer to an ASCII-to—key
conversion table for a complete list of Ctrl &4 A
A 55 ASCI-7] 99 2§ F25h12 2. o] 29 7]
2 (& ool O} 4/‘151 EscydyYrt.

T

srcfg [options]

options:

-entercliseq entercli_keyseq

o :

system> srcfg

-entercliseq “[Q

system>

sshcfg &

o] ¥ & A&3te] SSH w7l H4F A ¥ #4337

%40 glo] sshefg BH & AAsHA 2E SSH vl 457k EAFY . g B §49) A58 N

JF e},

I 48. sshcfg HE

o B oS4, $4 4% P S A E B o= P gk e 9 39 £k

A4 A =

—cstatus SSH CLIY] & enabled, disabled

-hk gen SSH A ¥ 79l 7] A

-hk rsa AW RSA 70 7] &4

T

sshcfg [options]

option:

-cstatus state

-hk gen

-hk rsa

o
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system> sshcfg

-cstatus enabled

CLI SSH port 22

ssh-rsa 2048 bit fingerprint: b4:a3:5d:df:0f:87:0a:95:f4:d4:7d:c1:8¢:27:51:61
1 SSH public keys installed

system>

ss|l HH
o] =& A§3te SSL v/ W8 4] & A FE Y.

SSL Zeleld =% B siateldl, Fopeld= 548 Aok Yk
W EE SSL o/l 847k £AR U ohe EE 549 ¢

A4 A+ 45

—ce SSL Av|2=%5 &3} =& v&43513Y | on, off
o}

—se SSL AW 43} == w243} on, off

—cime SSL A ¥ A HTTPSE £ CIM & on, off
A3 i n) A3

T
portcfg [options]

options:

-ce state

-se state

-cime state
wi) WS ehg wh A ssl e ol Bhak -S4 e A6 ATH ™ CLINAY 2t

o) el EAE o17] Agolv AW AW 5 ek
A¥ /CMD 7] 49
o] A A= ¢Vl Agolv AR AAT F sy The @ B¥EE HRLE e Ay
7§l 7] 2 Cert/CSR AH&% + $l+=
Ml 71 91 CA A= A 23]
Ml 7] 8 A A A AR T A A
Nl 71 9 AHA AR R Qe A A
Ml 71 A%, 2= AFE 7he 3 CSR
SSL A# CSR 4
o] A A= ¢V Aol A AAT F sy Thed HYEE HPLE w3 Ay
7N 71 & Cert/CSR AH&& 5 9l
Mel 7] 9 CA A= olZFA Ax

Ml 7] D 2E QA AA] A E QO Z A AR
Ml 7] U A AR Q1F A A
Ml 7] A, ch=2 =6 g 7}5 3 CSR
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SSL Zgo]d E LDAP 7] AH)
o] AHe] TA= ¢l7] Agoln AH AAT 5 g5, Jtsd H¥E Y
Ml 7] 2 Cert/CSR AH8E 5= ¢l
7Mel 71 % CA A=l d5A A

chesh 24U

flo

Mel 7] D AE AR A AER AFA A
M 7] R A A AFA AR
Mel 7] AR, 2o A4 7H5E CSR

SSL Z3lo]d E CSR 7] A
o] A A= ¢17] Aol A AAFT + g5yt s H¥E YU ok 25y
7Hel 71 9 Cert/CSR A& 4+ 918
M 71 2 CA A=l dFA 2A
Ml 7] 2 2bg A AA A" AFA AR
M 7] D AA ARE AFA A2A
Ml 7] A, chE 2= AH& 7153 CSR

sslcfg HH
o] WL A}gste] IMMo| H& SSLE A & A st3 JZA S gy}

FAe] glo] sslefg W™= A3 5= SSL 74 A7 A5 sslclg
W QA £E CSR(IEA A% 24) & A4shs o AU o 2t %‘dﬂl ‘ﬂ—’?—% 504%145}.

E
<

£ 50. ssicfg Z=
o}

= XA, A D I A BH e FAE e HE W 39 24
A4 A *
—server SSL A ¥ A enabled, disabled

B3: $0LE AFAV} A 9 A5l SSL AW E B4
88 5 954

—client SSL Zgo]dE A enabled, disabled
B3 $WhE Q34 i Feol = A2 A AR o 2k Aol
2k SSL ZFEfe]dES #4431 5 g FYTh

—-cim HTTPSS £3% CIM A+e] | enabled, disabled

il EulE JdFA BE FEo|dE AdF A7 AR O & A el
o)
P

W HTTPSE 53 CIME 2438 5 315yt
—cert ZA) A= 1A A server, client, sysdir, storekey
Z+ 77
i =
o AA AR AFAE AAsE B$-olE -c, -sp, -cl, —on ¥
-hn 93 FA A& 3te] 283y
o A A dFAE WAsE A S+ -cp, —ea, -ou, -s, -gn,
-in ¥ -dg W3 FA g gre] A gy}
—csr CSR A4 server, client, sysdir, storekey
=+ 77
i=4

+ CSRE AAsl= A

« CSR& AAsl= A$o+= -cp, —ea, -ou, -s, —gn, —in, -dq,
—cpwd ¥ —un H3 FA | g ko] A& I},
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i 50. sslcfg & (H=)
A4 A 42
-1 TFTP/SFTP9] IP F4& F+5% IP X
FAi: AdFAE JEESIAY A == CSRE 22 =35 A ¢
|= TFTP =+ SFTP A#2] IP 45 z]A s oF &4},
-pn TEFTP/SFTP A B8 TE | 53 FTE U3 (7] 23 69/22)
HE
-u SFTP A¥ 2] AL-§2} o] F | FaT 283 o) &
-pwW SFTP A2 ¢& )
-1 AdF5A 5 o] & a3 Igd ol &
B %54 EE CSRE 2 EsAY JRESH: 4ol 3y
=2 o
=

~dnld %A sl e o] LA NAE A5E A FA, (ERE
ug o
)

—upld AdFA 3 7HA 27 °of ANAE A4S AEshA] FAIRE, —cert, i Y -1 W FA

—-tex SSL Elo]dE AT | /1AL, H+E2E, A A
F v dFA x A3: g 3] 1~39 AFE AT F Qe dFA WE x5 A
g}

-c =7} =71 L= (27H8])

Fa1: 2 AHE Q1Z ] == CSRE S ) Z2.
-sp Zrlx u2x2 FEE Fx9 (3 604}).

A A A= QdFA =5 CSREPYAZT o 2.
—cl A E=E T w22 FEE ExL(Fd 50%}).

A3: 2 AHE QdZ == CSRE AT w FQ.
-on zx] o] & +22 7= 24 (& 6031,

FA3: 2 AR dFA == CSRE AN S 0 2.
-hn IMM 3 2E o] & =24 (3 o 60%})

F3: 2 ARl dFA == CSRE AN S 0 2.
-cp oo} 2} u¥s FEE v‘i—xPé(Zel 9 607}).

F3: A A dF A =5 CSRE AT o A9 A3,
—ea ez} ol d F 24 Fa53g oldd F&(E ) 604

F3: 2 AR QdF A EE CSRE AAE o) A9 A3
-ou z%] 9] weET TEE Fatd () 604,

F3: 2A AR AFA £ CSRE AT o) A9 A
=S A gEESE i3 %x}fé(—%lvﬂ 607h).

FA31: A A edEA] EE CSRE AT o) A9 A3,
-gn o= g2 TR Z2E (3 60A1).

A1z A5 AHE 9ZEA B CSRE AT u) A9 A3,
—in ojy A gz FEd v‘i—x}%@ 207A}1).

Fa: A AR QT A £ CSRE AT o A9 A3
-dq Zrel o] F A=} ugxz TR 214 (Fd 604).

A3: A5 A odZA] B CSRE AT o A9 A3},




I 50. sslcfg & (7=)

A Ck 2
—cpwd AP ¢35 2124 (FH & 62F~3 ] 302})
3 CSRE AT o 34 A7
~un B T23E o] F SER 73R FALE N 6074,
F3: CSRE AT o 34 A7
Tt
sslcfg [options]
option:

-server state

-client state

-cim state

-cert certificate_type
-csr certificate_type

-i 7p_address

-pn port_number

-u username

-pw password

- filename

-dnld

-upld

-tc xaction

-c country_code

-sp state_or_province
-cl city_or_locality

-on organization_name
-hn bmec_hostname

-cp contact_person

-ea email_address

-ou organizational_unit
-s surname

-gn given_name

-in initials

-dq dn_qualifier

-cpwd challenge_password
-un unstructured_name

o

system> sslcfg

-server enabled

-client disabled

-sysdir enabled

SSL Server Certificate status:

A self-signed certificate is installed
SSL Client Certificate status:

A self-signed certificate is installed
SSL CIM Certificate status:

A self-signed certificate is installed
SSL Client Trusted Certificate status:
Trusted Certificate 1: Not available
Trusted Certificate 2: Not available
Trusted Certificate 3: Not available
Trusted Certificate 4: Not available

FeoldE AFA Al
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« 252 719 CSRE WA steld o 9L JPsplA L.
sgstem> sslcfg
-csr storekey -¢ US -sp NC -cl rtp -on Lenovo -hn XCC-5¢cf3fcéelc9d

-cp Contact -ea -ou
ok

a7 @AIR sl A9 Cl7h o2 2elel] EAIH Y

« IMMeA & AW AFAE chErEsted o B8 s L.
systemy sslcfg
-csrstorekey -dnld -1 192.168.70.230 -1 storekey.csr
ok

+ CA(Certificate Authority) & A% JFAE g2 =3y ofS W3S JdH3A4A L.
systemy sslcfg
-cert storekey -upld -i 192.168.70.230 -1 tklm.der

« A APR AFAS Pt ohe B Qs
system> sslcfg
-cert storekey -¢ US -sp NC -cl rtp -on Lenovo -hn XCC-5cf3fcéelc9d

-cp Contact -ea -ou

ok
2 AR A8l 2] o7t A gl A FH Y.

SKLM AW Q1FA o:
« SKLM AH AdFAE 7P & W8S g5t A 2.
system> storekeycfg

-add -ip 192.168.70.200 -f tklm-server.der
ok

|

storekeycfg &

o] M3 & A3l SKLM AW $2E o]F == [P FA2 Y VEYI T ES AT

st 3= o)y}, storekeycfg W32 IMMZF SKLM A H o] off &+
5‘] 5tz A A sk dlel = 4%5"4‘4

il A 43

—add AF A5 7] F74 %2 —ip, —pn, —u, -pw ¥ -f 93 FAYYr}.

—ip TFTP/SFTP A#e] &2 | TFTP/SFTP AMe] F83 T 2E o]F == [P F4
EoE x:1P

-pn TFTP X+ SFTP A¥<2] | TFTP/SFTP A¥<] 853 TE A5 (7] 232 69/22)
TE W3

“u SFTP A#e] A4&2} o] 5 | SFTP A B e 53 AH-§7} o] &

-pwW SFTP AHWe] &% SFTP A#® ¢ a3 ¢s

-f AE AT 719 94 ol F AE AT 7] g4 o] F9 a3 Fd o] F

A1 BEE Qe Aol 155




4 ek 3
—del o] W& Ag3le] Ml W | keyefg HEo] FEF AF AT 7] Ml W=
TR AF IFINE AT
Yt
—-dgrp A 1F F71 A 17 ol %
—sXip SKLM A ¥ o] ZXE o]F | SKLM A ¥ a3 T 2E o]F =& P F4. 1,2, 3 £ 4
EE IP 74 F7 o] &2} %t
—sxpn SKLM A ] £E W5 & | SKLM A H ] a3 £E W3, 1,2, 3 £ 42 2 3t
7}
~testx SKLM A ® el digt #+4 2 | 1, 2, 3 =& 4] 2} 3
a4 H=E
~h B3 g 8§ E4
T
storekeycfg [options]
options:
-add state
-ip 7p_address
-pn port_number
-u username
-pW password
-f filename
-del key_index
-dgrp device_group_name
-sxip 7p_address
-sxpn port_number
-testx numeric value of SKLM server
-h
o:
SKLM A™ 1ZAE 7142 #d vhe 392 Jgdshie.
system> storekeycfg
add -ip 192.168.70.200 -f tklm-server.der
system> ok
SKLM AW #2 9 £E o] g2 PYsteld, th B spiiA 2.

system> storekeycfg
-s1ip 192.168.70.249
system> ok

A3 1% o5& AR, e WS dYshAA L.
system> storekeycfg

-dgrp IBM_SYSTEM_X_SED

system> ok

syncrep H#

o) Wl g Agate] 44 AgzolA Hellol F7)54E A Ak

l‘IF

D

mlm

BolF U},

il

ohe
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T 44, S4 49 9 A AE 2= e w 7] g 2e 9 39 E9eh
&4 ek 7
-t YdEAEDY 92 =2 EF samba, nfs
-1 24 G EAE 9 913 URL %)
-u A4
-p Sl
~0 A samba 2 nfs A gt 71et FA E44<2
-d T ql samba F A o] gt =l
-q A delolE A Az
—c 713 Z2AL FH &
7E
syncrep [options] Launch firmware sync from remote repository
options:

-t <sambalnfs> protocol to connect repository

-l location of remote repository (URL format)

-u User

-p Password

-0 option (extra option string for samba and nfs mounts)
-d domain (domain for samba mount)

-q query current update status

-c cancel the sync process

oll

(1) start sync with repository

system> syncrep -t samba -Lurl -u user -p password
(2) query current update status

system> syncrep -q

(3)cancel the sync process

system> syncrep -c

thermal &

o) g A gete] E2E A 2dle] AHE BE YAL EA] Y

.?_
4°] glo] thermal B¢ ARehd 2y B o] EAFU. & EE $4

I 53. thermal %&
s IS4, 54 429

we

A g B o A = HE

A 11

o
o
oft,

z 9

R

CE R ES
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I 53. thermal W& (=)

&4 ¥ 2
-mode | @dw we g wA Q5 (Y, A%, He, £, A8 A%
2E Azde] dAE E 7
(g7 A8
—table <vendorID_devicelD>+= | 8/1¢) 1634 &2}
<vendor— | A Yzro] F Q3 FA 2
ID_devic— | 29 Z59A 9 A= IDS
eID><ta- | A& Y}.
ble_num-— N
bers {table_number>+ A& | 1 = ¥ &£ o7t HAE
oAl dAE 28 AT
o, 2 = B7h: W BE BU $F RAE
3=58: H AT ofF W=E2H EAE
0- E8: W4T RAE QS
Tt
thermal [options]
option:
-mode thermal_mode
-table vendorID devicetable number
o :
system> thermal
-mode normal
-table 80860126 1 10DEODFA 3
system>
timeouts ¥ &
o) W Agstel AR ghE FA mE AT
o AFAZHE A EEE timeouts T Y HIFAHA L
 ARAZ e MRS kel gho] EAFE S YA L.
o AFAZ FE A AT o HE UENT D Bl 74 Aol glofof Fct.
ot £ AR 3] AdFF EAIFY . o] ZE ) B o]z An AR 2k 3w
Fohd A AP
Z 54. timeouts %&
o EE S, S4 4W U S A R B gre R 2 Qe By 3 49 Eddeh
A4 A A 7 i #*
-f A 7] 24 = v &Asl 05,1, 2,3, 4,5, 7.5, 10, 15, 20,
30, 60, 120
-1 2] AgAzE e | &A4s} 0.5,1,1.5,2, 25,3,3.5,4,45,5,
7.5, 10, 15, 20, 30, 60, 120
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Z 54. timeouts W (=)
%A A A 7 i E4s
Y o A A A A 7F = n|&A3} 25, 3, 35,4
-s HW 277 9= 0S 7 34 H |/ disabled, enabled
]
T
timeouts [options]
options:

-f power off delay watchdog option

-0 0S_watchdog _option

-l loader_watchdog_option

-s 0S failure screen capture with HW error

o:
system> timeouts
-0 disabled
-1 3.5
-f disabled
-s disabled
system> timeouts -0 2.5
ok
system> timeouts
-0 2.5
-1 3.5
-f disabled
-s disahled
tls ®&H
o] & gt Hx= TLS £ AA T
e EE g4 A5E BelF Ut
I 55. tIs HE
o Fe A, A A Y A g A= e 2 P E ole HE ¥ 39 FY ).
A4 A #*
-min 2 TLS F&+ A9shy | 1.1, 1.21, 1.3
Al L.
~h ALE 9 FA 4A
3 31
1. ¢33 R=8 NIST-800-131A &4 REE AAsE= A$ TLS WAL 1.22 AA sl o 1},
g2
tls [-options] - configures the minimum TLS level
-min <1.111.2 ] 1.3> - Selects the minimum TLS level
-h - Lists usage and options
o
tls B ol e A& A el g 9 AAgich

o
o
oft,

A 11

z 9

R

CE R ES
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system> tls
-h
system>

HA tls ¥
system> tls
-min 1.2
system>

Ao tls HAS 1.28 ¥
system> tls

-min 1.2

ok

system>

tresspass L
CLI ¥ He] =&

F4stn EA e o A

REEEEES

&
5

3k

2

_/I:.
o}

o)

RwH .

=

o)
H

WA x| = WEB =&

I 56. uefipw %

g e SA Y FA AYLE PR ol= He Y 24 Y.
A A

-s AR PP I

~h AHS 3 34 4A

T

usage:

trespass display the trespass message
-s <trespass message> configure trespass message

-h - Lists usage and options

o:

F3: ) wA Aol Fe] E3hE 0] 1A W5y

system> trespass -s testingmessage
ok

system> trespass

testingmessage

The trespass message contains spaces:
system> trespass -s "testing message'

ok
system> trespass
testing message

uefipw H=

o] ¥ & A&3ste UEFI &z ¢35 +4F ot
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uefipw F= & "—p" 4} §A A3}l XCCol o
s

gk UEFI &2} ¢35 7443 AY LXCA¢
A 2431 CLI gl Ho]| 25 &5

UEFI 32 425 742 + w4

F 57. uefipw HE
o EE A LS4 AYeR P gt e ¥ 29 U
4 A
—cp A A +F (2022 A3
-p Al = (2022 A7)
—cep gh3slEl AA ¢
~ep a5 A G5
T
usage:
uefipw [-options] - Configure the UEFI admin password
options:
-cp - current password (limited to 20 characters)
-p - new password (limited to 20 characters)
-cep - current password encrypted
-ep - new password encrypted

usbeth &
o] §E & A}835l USBE 3 ] U LAN 9 EH o] 23 343} == |34 3513 ).

T

usheth [options]
options:

-en <enabled|disabled>

o :

system>usbeth

-en : disabled
system>usheth -en enabled
ok

system>usheth

-en : disabled

usbfp =
o] § & Alg3ste] BMCe A USB £E Al&S Alo] g},

o B $4 A5 E BelF U
I 58. usbfp H&
e EE 54 %S4 AR R 4] gt W Y 2 Euvh

o
o
oft,

Al 11 Zz AdE o)~ 161



I 58. usbfp HE (H%)

Sl A+
-mode <bmc | server | shared> BMC, A =& FH "3t A& 2= AA
~it <minutes> M8 A7 A E) (FH BE)

—-btn <on | off>

-own <bmc | server >

SET

AR AR B G e A =F .

e 7)E AAE FASE d AAE Y. 34 ] 9o users
0 2 o =
=] =

g2 AR} B

T
*

H 59. users HE
o B oA, S4 AW PS4 oW B groz T ok U ¥ 39 el

A4 A F4s

- gL A Aol WE ~12 £ wE RE AHgAbel] s all.

user_index

-n AL A ol 5 s, 22k, 24, vl E Y 2E5 S g3 24 AL, FHL 4
Ak ~Z o 164},

-p A AY 45 B2 18] 43 2rps) 17)o] Wl sk 2 A2 643 20
2. Nulls= A&7 X el 22908 o) AA 3l of 3h= 37t o
= AHE HE.

T 9% o] F "roles ¥ " 1435 0] A o]l YA ¥

~ep do3l s (M/FFE) | AT U=

~clear =4 A8 AL A | cheel G ket A& AL AR el W5 E A G ok gk

Al & users -clear -user_index
Agko] o5l A% g7t
A% el Ago] P w4
@ A op = FA) 2
ol=lo] ol AHeldE=
A o] A EE e S
Aol AL AAL 5 A%
Ytk AFgA} A E A
o A Fe A AT
2 FTREHA 454
—curr A 225 o} E AL}
_L/\]
—sauth SNMPv3 85 Z2&F HMAC-SHA, $&
—-spriv SNMPv3 7/l¢el AR =8 | CBC-DES, AES, §2
EF
—Spw SNMPv3 7/al AX 43 | 5% 4%
—sepw SNMPv3 7el AR ¢z | F5% <%
(=31%)
—sacc SNMPv3 HA 2 -3 7tA %, AR
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I 59.

users HE (H<%)

4

47

)

—strap

SNMPv3 E& &2

llTl

1%

Jo
)
o
[>
|m
1

—pk

Ap-8-2ke] SSH 37 7] &4

=

)
)
o
1=
3
3
fol

2

N
1=
.
rE

w3k 970 A-g Al E3E 2 SSH 717} £

> Koo | fol

ot
)
_ﬁ. rle

+ SSH "‘7H 7] $AE Ag3she A -pk FAE AHEA A
(-userindex &%) 1‘4%‘4 users -2 -pke] FAle 7 x}g3]of 3},

+ EE 7]+ OpenSSH A4y}

« Flex =229 A% A2 932 27 [PMI ¥ SNM
A Yt -pk $42 Flex Systemel] x| 9% =] o

2 E SSH 7]& OpenSSH
Yoz wAE .
(SSH 37} 7] 5+)

o] £ L 9158 Ag3lx] dow thE BE ysers -pk 4 Al

935k "}%SH of 3},

B3 SSH 371 7] F 4+ Ah8shs 45 -pk S48+ 282k M9l
(-userindex &) th&ol users -2 -pk -e2] Ao =7 AL
s of g},

—remove

AL 2Ll Al A SSH &7) 7]
A A
(SSH 37} 7] 5+41)

/\}%x}ou}]] g}zl nE 7] o el A -key index == -alle] A

o2 AAZT ZA 7] M) HAFEE Rl of I},

il_‘_l‘r__:

+ SSH 370 7] $A4& 2143t A5 -pk FAE AH$2 Aol
(-userindex ¥-7) ©}29ll users -2 -pk -remove -12] FAlo =7 A}
&3l ofF .

+ Flex =2 A% A&7 ¥
Al Y}, -remove 342 Flex Systemel 2]

go 24 [PMI 2 SNMP AA o=
=] Fy ).

—add

AH-g-A1e] SSH 37 7] %7}
(SSH 37} 7] 54)

OpenSSH A ] u} 2 x 2 F£5 7]

2

o T}E B2 E users -pk B FAE At -add
of 3},

+ SSH 370 7] $4& g3k A% ok $4E 4%
Ab Q) (-userindex 5 A) vhell o Aoz A&
of ‘6‘»]1:}. users -2 -pk -add "AAAAB3NZClgCZEAAAABI-
WAAA QEAvfnTUzRF7pdBuaBy4d0/alFasa/Gtc+o/wlZnuC4aD
HMA1UmnMyLOCiIaNOy400ICEKCqjKEhrYymtAoVtfKApv
Y39GpnSGRC/qcLGWLMAcmirKL5kxHNOqIcwhT1INPceoKH
j46XTE+mqlfWnAhhjDpcVFjagM3Ek2y 7w/ tBGrwGgN7DP
HIU1tzcly68mEANIrzjUoR98Q3/B9¢cID77ydGKe8rPdI2
hIEpXR5dNUiupA1Yd8PSSMgdukASKEd3eRRZTBL3SAtMu cUsTkYjlX-
cqex100Qz4+N50R6MbNcwlsx+mTEAvvcpJhug aTOUNPGhLIML6Kk Tje -
JiQ8Xd2p Xb0zQ=="

« Flex =9 A% A2 B 27 IPMI 9 SNMP AH o=
AgdH Y}, -add FA2 Flex Systemel 2] = %] 954},

o
o
oft,
N
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F 59. users HE (%)
%A Aav 7
—upld SSH 371 7] == 7] A& AZE i L -l FAe] 22},
(SSH 37 7] 5+41) A
o oh 8 EE users -pk B FAE AL S -upld 34 AHE3)
oF FuUch(-i F -1 A9)).
« 715 7R A A -hey_indexs ANk FU}. 71 E A A
719] %5 2ol F7hakeld 7] AL A A ehA) whal A 2
- SSH 371 7] $4€ A43he A4 -pk £ A4 Al
(-userindex 54) 1:]- o] users -2 -pk -upld -i tftp 119.72.216.40/
Ufilekeys] FA0 2 AHgaloF gt
+ Flex =9 A% 482 g & 27 IPMI 9 SNMP A5 2
AgdFH Y}, -upld 4L Flex Systemfﬂ] Z] JE]Z] &y}
—dnld 2|3 % SSH 71 7] th& | b2 = 7|5 A A 317] &l -key_indexe] BL3H TETP A#
2= $ A3 e ARE ol he2E S AP 5190 -1 -
(SSH 37} 7] s541) FAel o3},
Zha1e
« T2 2 E users -pk 9 FAE A8l -dnld S AFg-sloF
Fych(-i, -l ¥ -key ma’e A 2]).
« SSH 37 7] $4& AH&3te A% -pk FAE AH&3
A el (-uyserindex &%) ©F¢ users -2 -pk -dnld -1 -i
tftp://9.72.216.40/ - file.key2] 2 o2 AL-g-8)of Fc},
-1 7l Jd dRe U gdeEz= | $5T IP &
= PTFTP/SFTP AW [ F32: -i 4L users -pk -upld 2 users -pk -dnld &4 o] HFEA]
o IP F J2 Yl
(SSH oj7}/ 7] 547)
~pn TFTP/SFTP AW £E | 83 LE A3 (7] 23} 69/22)
"3 F31: users -pk -upld ‘3—! users -pk -dnld = FA el g FA =)
(SSH 37 7] 5+1) 7N M.
-u SFTP A ¥ e] AL-§-A} o] F | +E T AH8A} o] &
(SSH &7 7] &+4) F31: users -pk -upld 2 users -pk -dnld = A gk 54 =)
7N W
~pW SFTP A W2 &% ragh 43
(SSH 37 7] 54) F3: users -pk -upld 2 users -pk -dnld H=E A gk A =)
7N M,
-1 TFTP =& SFTPE &3l | +83 94 o] &
7l Bl & dre W o2 | Fa: -l FAL users -pk -upld ¥ users -pk -dnld ¥4 o] HFEA]
=57 $13 99l o] B 223
(SSH 37} 7] s54)
~af Z2Ee] o4 £l HER 72 ZXE |53 [P F4£ FHL51AR AR, FED
(SSH #7] 7] 5-4) FAL o} 2auch 954, AR, UE, BE, 29 35, v
%, solE, ZE Y WEE ).
—cm F4 #H o 25579 }FEE FEE EAL.
(SSH 37} 7] +54) i SSH 3 7] F A& A$shE A4 pk FHE 84 A
ol (-userindex &%) tha¢ll users -2 -pk -cm "This is my
comment."2] Ao g A}-g5fof ).
Tt
users [-options] - display/configure user accounts
options:

-[1-12] - user account number
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-l - display password expiration days

-n - username (limited to 16 characters)

-p - password (limited to 32 characters)
-shp - set hashpassword (total 64 characters)
-ssalt - set salt (limited to 64 characters)
-ghp - get hashpassword

-gsalt - get salt

-ep - encrypted password (used with backup/restore )
-r - role name as listed in roles command
-clear - clearuseraccount

-curr - display current users

-sauth (nonel|HMAC-SHA) - snmpv3 authentication protocol
-spriv. (none|CBC-DES|AES) - snmpv3 privacy protocol

-spw  password - snmpv3 privacy password

-sepw encryptedpassword - snmpv3 privacy password (encrypted)
-sacc (Get) - snmpv3 Access type

-strap hostname - snmpv3 trap hostname

-pk - SSH public keys options:
-e - Displays the entire key in OpenSSH format
-remove - Removes the specified key for the specified user
-add - Adds a public key for the specified user
-upld - Used to upload a public key in OpenSSH/RFC4716 format
-dnld - Used to download the specified public key to a TFTP/SFTP server
-i - IP address of the TFTP/SFTP
-pn - port number of tftp/sftp server (default 69/22)

-u - username for sftp server

-pw - password for sftp server

-1 - Filename of the key file when uploading or downloading via TFTP/SFTP
-af - accept connections from host, in the format: from="<list>", where

<list> is a comma-separated list of hostnames and IP addresses
(limited to 511 characters)

-cm - comment (limited to 255 characters, must be quote-delimited)
o :
system> users
Account LoginID  Advanced Attribute Role Password Expires
1 USERID Native Administrator 89 day(s)

system> users -2 -n sptest -p Passw0Ord12 -r Administrator

The useris required to change the password when the user logs in to the management server for the first time
ok

system> users

Account LoginID  Advanced Attribute Role Password Expires
1 USERID Native Administrator 90 day(s)
2 sptest Native Administrator Password expired

system> hashpw -sw enabled -re enabled

system> users -5-nguest5-shp 292bchc41bbh078cf5bd258dh60bb3adb337¢c8c954409442¢cfad7148bcbo428fee —ssalt abc -r Administrator
system> users -5 ghp

292bchc41bb078cf5bd258dh60b63a4b337¢c8c954409442¢cfad7148hcb428fee

system> users -5 gsalt

abc

IMM xjo{ H&H
o] FA & IMM Ale] CLI 3 5% 4oz 4

o
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A 77k IMM Ale] o] gl ew 53 ZAEyct

alertentries ¥ &
o] Wed e Agstel A FAAE FHe Pk,
An

rln
ol

&Ao] ¢l= alertentries= &

B AL ZAEY
+ alertentries —number -test 7|<& A2 Aol W5 o d)3 €| 2E AR E AAFY}
. alertentries —-number(o 7] M3 E 0~12) = A= A2 Ml HF o 3 AR J=
EAEAY G FAIA ] Y3 AR AL FAES TY

i EE $4) A5 B FY )

I 60. alertentries H&

o

e EE £, 54 49 9 S 40 i e o2 TR g 9 % 39 2o,
&4 Aad 43
—number | A} Mol HFE AHR3F | 1~12
o ZA], FI, £ =8 A
A
—status FAI 2L Ade] AR on, off
—type L3 AR emalil, syslog
-log 741 olu|dof o]WlE 21 | on, off
¥ 3+
e
-n FAlel o] F AR String
-e FAIZL o) ] 4 AR Frag oM d £
-ip Syslog IP 2 EE 32 | FE5FIP FL TE T2E o] E
E o]
-pn Syslog TE W3 Sa53d FEHS
—del A" FAA Ml W At
A
—test A1 A" S 2F Aol M3
g HAE AR A
—-crt ARE B 