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naBa 1. BBepeHune

Lenovo XClarity Controller 2 (XCC2) — aTO KOHTpOINEp ynpasfieHns HOBOro NOKOJSIEHUS, KOTOPbIA 3aMeHSAEeT
KOHTpoJnep ynpaeneHus matepuHckon nnaton (BMC) gns cepeepoB Lenovo ThinkSystem.

370 cnepyoLlee NokosieHne cny>xebHoro npoleccopa Integrated Management Module 1l IMM2),
obbegnHsoLLee PYHKLMOHAIBHOCTb CNY>XEBHbIX MPOLIECCOPOB, OTNIUYHbIE NOKasaTenn BBOAA-BbIBOAA,
BUOEOKOHTPOMNEP U PYHKLUN YOANEHHOIO NPUCYTCTBUS B OOHOM Y/NE Ha CEPBEPHON MaTEPUHCKOI nnare.
KoHTponnep obecnevnsaeT cneayowme QyHKUNN:

¢ Bo3MO>XKHOCTb BbI6Opa BbIAENEHHOro UM COBMECTHO NCMONb3yemMoro nogkodeHns Ethernet gns
ynpasfieHnss cuctemamm

e [lopgoep>xka HTML5

¢ [loppep>xka goctyna yepes XClarity Mobile

¢ [uncnet4yep XClarity Provisioning Manager

* YpaneHHas HacTpolka KoHdurypaumm ¢ nomoLLbio nHTepderica komangHoun ctpoku XClarity Essentials
nnu XClarity Controller.

¢ B03MO>XHOCTb NOKanbHOro nnu yaaneHHoro goctyna k XClarity Controller ans npuno>xxexHui n
WHCTPYMEHTOB

e PaclumpeHHbie hyHKLMM yaaneHHOro NpucyTCTBUS.

¢ [loppep>xka APl REST (cxema Redfish) pns pononHuTenbHbIxX yenyr B VIHTEpHETE U NporpaMmHbIX
NPUNOXXEHNIA.

MpumevaHue: B HacTosiwee Bpems XClarity Controller nogaoep>xusaet AP| ynpasneHus
MacwTabupyembimm nnatpopmamm Redfish B cneundukaumm 1.16.0 n cxemy 2022.2

MpumeyaHuns:

¢ B Be6-uHTepderice XClarity Controller koHTponnep BMC ncnonbayetcsi B npumeHeHnn K XCC.

e BblgeneHHbIn ceTeBO NOPT YNPaBnieHnst CUCTeEMaMu MOXKET ObITb HEAOCTYMNEH Ha HEKOTOPbLIX CepBeEpax
ThinkSystem; Ha Takux cepepax goctyn kK XClarity Controller Bo3Mo>XXeH TOIbKO Yepes MCMNONb3yeMbIi
COBMECTHO C CEpPBEPHOI OrnepaumoHHON CUCTEMOI CETEBOW MOPT.

e [1na cepsepos Flex mopgynb Chassis Management Module (CMM) siBnseTca OCHOBHbIM MOAyNeM
yrnpasneHns ans BbINONHEHNS (DYHKLMA CUCTEMHOro ynpasneHns. Joctyn k koHTponnepy XClarity
Controller Bo3MO><eH ToNbkO 4Yepe3 ceTeBol NopT B Moaysie CMM.

B aToM fOKyMeHTe pacckasbiBaeTcsi 06 ncrnonb3oBaHum yHKumin KoHTponnepa XClarity Controller Ha
cepsepe ThinkSystem. Kontponnep XClarity Controller B3anmopgerictayet ¢ XClarity Provisioning Manager v
UEFI, o6ecnevmBas (pyHKLUN CUCTEMHOIO yNpasneHusa onsa cepseposB ThinkSystem.

[ns npoBepKky 0GHOBNEHUI MUKPOMNPOrpaMMbl BbINMONHWTE Criefytolimne AeicTBIS.

Mpume4anue: OcyLlecTBnss [OCTYN Ha NopTan nogaep>xku Support Portal B nepBhbIin pa3, HE06x0aMMOo
BbIOpaTh KaTeroputo NpoayKra, CEMENCTBO NPOAYKTa 1 HoMepa Mofenel onsa cBoero cepsepa. Mpu
cnepgytoLlem Bxoae Ha noptan Support Portal Bei6paHHble BaMy M3Ha4YanbHO NPOAyKTbl 6yayT
npensarpy>eHbl Be6-canToM, Ha CTpaHuLEe 0TO6PasATCs TOSIbKO CChINKM Ha 3TV NPOAYKTLI. YTO6bI
N3MEHUTb CMNCOK NMPOAYKTOB 1y [o6aBuTb B HErO 3anncu, WENKHUTE CCbiNKy YnpasneHne Mommun
cnuckamm NnpoayKToB. Ha Be6-calite Nnepnoanyeckn BHOCATCA n3MeHeHus. MNpouenypbl noncka
MUKpPONPOrpamMm 1 AOKYMeEHTauUmM MOryT HECKOSIbKO OTNIMYATLCSA OT ONMUCAHHbLIX B AAHHOM JOKYMEHTE.

1. MepenguTte K wary http://datacentersupport.lenovo.com.
2. B paspgene Support (Moapepxxka) Buibepute Data Center (LleHTp 06pab0TKu faHHbIX).
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3. MNpwu 3arpyske cogep>xmumoro Bbibepute Servers (CepBepbl).

4. B paspgene Select Series (BbiGop cepuit) cHavana BbibepuTe onpenesieHHbIE CEPUM CEPBEPHOIO
obopynoBaHus, 3aTem B paspene Select SubSeries (BbiGop nogcepuit) — onpegeneHHsle noacepun
cepBepHbIX NPOAYKTOB, a B pasaene Select Machine Type (Bbi6op Tuna komnbrotepa) —
onpegeneHHbIN TUM KOMMNboTepa.

dyHkuymmn XClarity Controller ypoBHen Standard m Platinum

Monb3soartensam XClarity Controller npegnaratotcs dpyHkuumn XClarity Controller yposHen Standard n
Platinum. Cm. gononHuTenbHble cBefeHnst 06 ypoBHe KoHTponnepa XClarity Controller, ycTaHOBNEHHOrO Ha
BalLEeM CepBepe, B JOKYMeHTaLUMM K Ballemy cepBepy. Ha Bcex ypoBHsax obecneynBaeTcs CneqyoLLee:

e KpyrnocyTouHbIi yaaneHHbIi OCTyN 1 ynpaseHne CepBepoM
* YpaneHHoe ynpasreHne He3aBMCUMO OT COCTOSIHIS YPaBNsSieMoro cepeepa
* YpaaneHHbli KOHTPOSIb 060PYA0BaHNIS 1 OMEePaLMOHHBIX CUCTEM

MpumevaHue: HekoTopble QyHKLMK MOTYT 6bITb HE MPUMEHNMbI K cepBepam Flex System.

Hwxe npuBognTcs cnmcok dyHkuuin XClarity Controller ypoBHsi Standard:

PyHkummn XClarity Controller ypoBHs Standard

Hwxe npuBogunTcs cnmcok dyHkuuin XClarity Controller yposHst Standard:

CooTBeTCTBYyIOLWME OTPAcNeBbIM CTaHAAPTaM UHTepdenchbl ynpaBneHus
e UHtepdenic IPMI 2.0

Redfish

DCMI 1.5

SNMPv3

Apyruve nHntepdencobl ynpasieHUs

e [IHTepHeT

e YcTapeBLunin nHTepdenc KoOMaHgHOM CTPOKN

e USB-pa3beM Ha IMLEBOI NaHenn — BUPTYyanbHas NaHesnb oneparopa Ha MOOUIIbHOM YCTPONCTBE

YnpasneHue nutaHmem/c6pocom

e [luTaHue BKIOYEHO

e >KecCTKoe 1 Msirkoe 3aBepLueHne paboThbl
* YnpasneHne NUTaHNeM No pacnmcaHuto
e (C6poc cucTemsbl

¢ YnpasneHne NopsagKkoM 3arpy3ku

XKypHanbl cob6biTui

SEL IPMI
MoHATHbIV Ans nonb3oBaTens XypHals

XXypHan ayguta

MuHu->xypHan

2 PykoeopacTso nons3osatensXClarity Controller 2



MOHMTOPMHI OKpYy>XaloLlein cpeabl

besareHTCKnin MOHUTOPUHI

MOHUTOPUHI faTYMKOB

YnpaBsneHne BEHTUNATOPOM

YnpaeneHue cBeToAMOAHbLIMU NHAUKATOPAMM

Owmnbkun Habopa mukpocxem (Caterr, IERRn . 4....)

MHpoukaums paboTocnocoBHOCTM CUCTEMBI

MoHuTopuHr npoussoauTensHocT OOB ans apganTepos BBOAa/BbiBOOA
OTob6parkeHne 1 aKCNOpPT UHBEHTAPU3aLUMOHHBIX OaHHbIX

RAS

BupTyansHoe npepbisaHue NMI

ABTOMAaTNYECKOE BOCCTAaHOB/IEHNE MUKPOCXEMBI
ABTOMAaTMYECKOE NPOABIKEHNE PE3EPBHON MUKPOMPOrpaMmbl
Watchdog POST

Watchdog 3arpysunka OC

Watchdog OC

3axsart cuHero akpaHa (co6om OC, B FFDC)

BcTpoeHHble cpeacTBa AnarHoCTKY

Call Home

KoHdurypauusa cetun

IPv4

IPv6

IP-agpec, macka nogceTu, W3

Pexxnmbl HazHaveHus IP-agpecos

Mmsa xocTta

Mporpammupyembin MAC-agpec

Bbi6op ggoriHoro MAC-agpeca (ecnv nogaep>XnBaeTcs cepBePHbIM 060pyA0BaHNEM)
MNepeHasHa4eHNsa ceTeBbIX MOPTOB

[ob6aBneHne METOK BUPTYasnbHOMN JIOKaNIbHON CETU

CeTeBble NPOTOKOJIbI

DHCP

DNS

DDNS
HTTP/HTTPS
SNMPv3

SSL

SSH

SMTP
KnueHnT LDAP

nasa 1. BBegeHue

3



e NTP
e SSDP
e LLDP

OnoBeleHus

e Jlosywkn PET

¢ JloBywkn SNMP

® OneKkTpoHHasA no4ra
¢ CobbiTua Redfish

YnaaneHHoe npucyTcTeue

e YnaneHHbln guck Ha kapte (RDOC)

MocnepoBatenbHoe NnepeHanpaBieHne

e SOL IPMI

e  KoHurypaums nocnegoBaresisHOro nopTa, BKo4as NOIHOMOYUSA U CKOPOCTb
e bBydep nocnepgosatensHoli koHconu (120 c)

BesonacHocTb

e CRTM npoueccopa, He ABNAOLLErOCS rMaBHbIM

e OG6GHOBNEHUSA MUKPOMPOrpaMm € LiMpoBOIN NOANMNCHIO

¢ YnpasneHne pocTtynom Ha ocHose pornei (RBAC)

e JlokasbHble Y4eTHbIE 3anUcKy Nonb3oBaTenen

* Y4yeTHble 3anucu none3osartenent LDAP/AD

e Be3onacHbIi OTKaT MMKpOMporpaMm

e NIST SP 800-131a

e OG6Hapy>XeHne BTOPXXEHNS B pamy (ecnu nopaep>xnsaeTcst 06opynoBaHneM cepBepa)
¢ Bknto4eHbl TONBKO 3aLyLLEeHHbIE MPOTOKOJIbI C LWNPOBaHNEM

e BepeHue XypHana ayanta usMeHeHui KoHpurypaumm n A4encTeuni cepesepa
e AyTeHTUUKALMSA C OTKPbITBIM KITFOYOM

¢ BbiBoA 13 aKcnnyaTaunm/m3aMeHeHne HasHayeHs1 CUCTEMbI

e [logoep>xka PFR

e FIPS 140-3

* PeXxunmbl 6€30M1aCHOCTN U NaHeNb MOHUTOPWHIa 6€30MacHOCTU

e 3awmieHHoe XpaHunuLle naponen

YnpaBneHne anekTponutaHnem

¢ lHOYKaTOp NUTaHUS B PEXKMME PeaslbHOro BPeMeHN

Features on Demand

¢ Peno3uTtopuin Kntodern akTneawmm

Pa3BepTbiBaHue U HAaCTPOWKa KOHcurypauum

e O6Hapy>XeHue rpynnbl COCeHNX Y3M0B

4  PykosopacTso nonbsosatensXClarity Controller 2



* YpaneHHas HacTpoika KoHdurypaumm
e CkBo3Had nepepaya Yepes OC

e BCTpOEHHblE NHCTPYMEHThI 1 NakeTbl 4panBepoB AN PasBePTbIBAHNSA U HACTPONKN KOHMUrypauum

¢ PesepBHOE KONMPOBaHNE 1 BOCCTaHOBMEHNE KOHUrypaumm
¢ PacwupeHrHsbii pasamep RDOC (¢ kaptorn MicroSD)
¢ HacTpauBaemble TemMnepaTypHble Npodunv

OG6HOBNEHNS MMKPOMpPOrpaMmbl

¢ beszareHTCcKOe O6HOBNEHNE
* YpaneHHoe 06HOBNEHNE

®dyHkuyumn XClarity Controller ypoBHsi Platinum

Hwxxe npueegeH cnncok dyHkumin XClarity Controller yposrs Platinum.
Bce oyHkumm XClarity Controller yposHs Standard nntoc:

JKypHanbl co6biTun

° )KypHan 3aMeHbl KOMIMOHEHTOB

RAS

e dukcaums 3arpyskm
e CospaHue Buaeo3sanncu cbos

OnoBeleHus

e Syslog

YpaneHHoe npucyTcTBue

e YpaneHHoe ynpasneHne KVM

¢ [lopkntoyeHne cainnos ISO/IMG nokaneHOro KnMeHTa

* YnpasneHve Ka4ecTBOM/MOMOCOM NPOMNYCKaHUs

e CoBmecTHas paboTa Ha BUpPTyalibHOW KOHCoM (6 nonb3oBaTenen)
* Yar BMpTyasibHOWN KOHCOSM

¢ 3anncb/Bocnpoun3BeneHne BUAeO

¢ [lopkntoyeHne yganeHHbix dainnos ISO/IMG B kayecTse BUPTYyasibHbIX HOCUTENEN C MCMNOSIb30BaHNEM

http, Samba n NFS
e KnuveHT Java yganeHHo KOHCoMu

MocnepoBaTenbHOEe NnepeHanpasneHue

¢ [locnepoBartenbHOe NepeHanpasfieHne rno npotokony Telnet/SSH

Be3sonacHocTb

e EpuHbIn BXoA

e [Nucnet4yep Security Key Lifecycle Manager (SKLM)
¢ Bnoknposka IP-agpecos

naBa 1. BeegeHue
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e CTporuii pexxmm koprnopatnsHorn 6e3onacHocTy (coBMecTuMbIin ¢ CNSA)
e 3awuTta cuctembl

YnpasBneHue as1eKTponuTaHmem

¢ OrpaHun4yeHune aHepronoTpebneHns

¢  MoHuTopuHr nponssoautensHocT OOB — nokasaTeny NponM3BOANTENIBHOCTN CUCTEMbI
¢ [padmyeckoe npeacTaBneHne NNTaHUS B PEXXUME peanbHOro BPeEMeHM

e  CYeTyrKM NUTaHNs 3a NpoLLble Nepuoapl

e [padmyeckoe npencrasneHne TeMnepaTypbl

Pa3BepTbiBaHMe U HacCTPOiKa KOH(uUrypauum

e YnaneHHoe pasBepTbiBaHne OC

O6HOBIEHNS MMKPOMPOrpamMmbl

e CUHXpOHM3auns C peno3nTopuem
e (O6HOBNEHVE NaKeTa MUKPOMPOrpaMmm
e OTKaT MUKpOMNPOrpamMmbl U3 NOKanbLHOro peno3utopus Ha kapte MicroSD

Apyrue byHKUMM ynpaBneHus

* YnpaeneHve rpynroil CoceqHnX y3nos

O6HoBneHue XClarity Controller

Ecnu cepsep noctaensincs ¢ mukponporpammon XClarity Controller yposHst Standard nnun Advanced, Bbl,
BO3MO>XHO, CMOXXeTe 06HOBUTb (hyHKLMOoHanbHocTb XClarity Controller Ha Bawlem cepsepe.
LlononHuTenbHble CBEAEHNSI O AOCTYIMHbIX YPOBHSAX OBHOBMIEHUS 1 cNocob6ax 0hOpPMIIEHNS 3aKasa CM. B
pasgene [naea 8 «YnpasneHue nuueHanamu» Ha ctpanduue 109.

Tpe6oBaHuA K Be6-6pay3epy u onepaunoHHOW cucteme

BocnonbayiiTeck HopMaLyein U3 3Toro pasgena 4 ipocMoTpa Cnvcka noaaepKvBaeMbix 6pay3epos,
KOMMIEKTOB LUMMPOB 1 OMepaLmMOHHbIX CUCTEM AN1si Ballero cepeepa.

Beb6-uHTepdeic XClarity Controller TpebyeT MCNonb30BaHNS OQHOIO U3 CeayoLnX Be6-6pay3epoB:

Chrome 64.0 unwn Bbiwe (64.0 nnu BbiLEe oNs yOaneHHOW KOHCONN)

Firefox ESR 78.0 vnu Bblilwe

Microsoft Edge 79.0 nnu Bbiwe

Safari 12.0 nnu Bbiwe (i0OS 7 unu Boiwe n OS X)

Mpumeyanue: Nopaep>xkka yHKLUMM yoaNeHHON KOHCONM HegocTynHa B 6paysepe Ha OC gna MOGUbHbIX
YCTPOIWCTB.

BoiwenepeuncneHHble 6pay3epbl COOTBETCTBYIOT Mukponporpammam XClarity Controller, koTopble
nopoep>kmBaroTcs B HacTosiLee Bpems. Mukponporpamma XClarity Controller MoXkeT neprnogmnyecku
COBepLLeHCTBOBAaTbCSA NyTeM Jo6aBneHns Noaaep XKy gpyrux 6pay3epos.

B 3aBncumocTu ot Bepcumn mukponporpammbl XClarity Controller nogaep>kka Be6-6pay3epoB MOXET
OTNINYaTLCS OT MEPEYNCIEHHBIX B 3TOM pasgene. CnMcok Noaaep XuBaemMbix 6pay3epoB 415 TEKYLLNX
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mMukponporpamm XClarity Controller poctyneH B nyHkTe MeHio MNMopaepxmuBaembie 6pay3epbl Ha CTpaHuLe
Bxoga XClarity Controller.

B uensx 6esonacHocTu npu ncnonb3osaHun HTTPS Tenepb NOAAEPXMBAIOTCS TONBKO LN PbI BbICOKON
ctorikocTu. Npu ncnonssosarum HTTPS kombuHaums knmeHTckon OC n 6pay3epa [osikHa NogaepXXnsarb
OfVH 13 criedyoLLmMX KOMMIEKTOB LW pPOB:

e ECDHE-ECDSA-AES256-GCM-SHA384
e ECDHE-ECDSA-AES256-SHA384

e ECDHE-ECDSA-AES256-SHA

e ECDHE-ECDSA-AES128-GCM-SHA256
e ECDHE-ECDSA-AES128-SHA256

e ECDHE-ECDSA-AES128-SHA

¢ ECDHE-RSA-AES256-GCM-SHA384

e ECDHE-RSA-AES256-SHA384

e ECDHE-RSA-AES128-GCM-SHA256

e ECDHE-RSA-AES128-SHA256

B kaLe nHTepHeT-6pay3epa XpaHsaTcs CBeAeHNs O NOCeLLeHHbIX BaMn Be6-cTpaHmLax, NnosTomy B 6yayLiem
OHM ByoyT 3arpy»aTtbcs bbicTpee. [Nocne o6HoBneHUs mukponporpammbl XClarity Controller ¢ yaaneHuem
npeablgyLLen sBepcum Bawl 6paysep, BO3MOXXHO, NPOLOSIKUT NCNOSb30BaTb MHOPMaLMIO N3 Kalla, BMECTO
Toro 4tobbl n3enekatb ee n3 XClarity Controller. NMocne o6HoBneHnst Mukponporpammel XClarity Controller
PEKOMEHAYETCS OUMCTUTL KaLL 6pay3epa, 4Tobbl obcnyxnsaemble XClarity Controller Be6-cTpaHmubl
oTo6parkanuck NPasubHO.

MopaeprxKa HECKOJIbKNX SI3bIKOB

Bocnonb3yiTeck nHgopmaLmeli 3 aToro pasgena afisi ipocMoTpa Cnncka si3blKoB, NoAaep>KnBaeMblxX
XClarity Controller.

Mo ymonyaHuto BbibpaHHbIn S3bik Be6-nHTepderica XClarity Controller — aHrnuinckuin. B nHtepdeiice
MOXET 0TO6paXKaTbCSH HECKOJIbKO A3bIKOB. Cloja OTHOCATCS CNeayoLLme:

o ®paHuy3cKui

e Hemeukun

¢ lTanbaHcKui

® AnoHcKnI

o Kopelickui

¢ [lopTyranbckuin (bpasunnus)

e Pycckui

*  YNPOLLEHHbIN KNTANCKINIA

* VicnaHckuin (MexxgyHapOaHbIi)
¢ TpaanUMOHHbBIN KUTANCKUIA

Y706bI BbIGPATh HY>KHbII A3bIK, LWWENKHUTE CTPESIKY PSAOM C BbiGpaHHbIM B HACTOSILLIEE BPEMS SI3bIKOM.
OTKpOoEeTCA pacKpbiBatoLLLEecs MeHI0, FOe MOXHO BbIGPaTh HYXXHbI A3bIK.

TekcToBble CTPOKYK, co3faBaemMble Mukponporpammoi XClarity Controller, oto6paxatTcs Ha A3blke,
yKasaHHOM 6pay3epomM. Ecnn 6paysep ykasbIiBa€eT A3blK, OT/IMYHBINA OT OAHOIO 3 BbllLeyKa3aHHbIX S3bIKOB
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nepeBoaa, TEKCT OTOOPaXKAETCA Ha aHINNNCKOM s3bike. Kpome Toro, niobas TeKCToBas CTpoKa,
oTobparkaemasa mukponporpammont XClarity Controller, Ho He cospaHHasa XClarity Controller (Hanpumep,
coobueHunst, co3naHHble UEFI, apantepamn PCle n T. f....) oTO6Gpa)katoTcs Ha aHrIMACKOM S3bIKE.

BBog TeKCTa Ha KakoM-/IM60 s3blKe, OTAIMYHOM OT aHIIMINCKOro, HanprUMep B COOBLLEHUM NPY HapyLUEHUH,
B HacTosiLLee Bpems He nogaepxusaetcs. MNoaaep>xnBaeTcsi TONIbKO TEKCT, BBEAEHHbIN Ha aHIIMACKOM
A3bIKe.

Ba3bl MIB: BBegeHune

Bocnonb3yintech MHopMauuer 3 aToro pasgena ond nonyyeHus goctyna K 6ase nHpopmarmm
ynpasfeHuns.

Basbl nHdopmauum ynpaeneHns SNMP MoXHO 3arpy3uTb 4epes https://support.lenovo.com/ (BbinonHUTE
NOUCK Ha nopTase no Tuny Komnbototepa). OH coaepxuT cnegyowme Yetoipe 6a3bl MIB:

e basza MIB SMI cogep>xunT onucaHne CTpyKTypbl nHdopmaumm ynpasneHus gns Lenovo Data Center
Group.

¢ Basa MIB npogykToB cofoep>XuT onncaHne ngeHtndukatopa o6bekToB A1 NPOAYKTOB Lenovo.

e Basza MIB XCC cogep>xut nicdopmauuio o pecypcax n MoHuTopuHre gns Lenovo XClarity Controller.

¢ Basa MIB onoBeweHun XCC onpenensieT NOBYLUKM A1 YCNOBUI ONOBELLEHNIA, OOHapY>XeHHble Lenovo
XClarity Controller.

Mpumeyanne: 3Tu YeTbipe 6a3bl MIV nmnopTupytoTcs B cnegytowem nopsigke: MIB SMI - MIB npoaykToB
- MIB XCC - MIB onoeweHuin XCC.

3ame4yaHus B 3TOM AOKYMEeHTe

o1n cBefeHnA NoMoryT NOHATb, KakKne 3amMmedaHna NCNOoJIb3YHOTCA B 3TOM AOKYMEHTE.

B OOKyMeHTaun NCnonb3yroTCd crefytowmne samedaHns.

i ﬂpmmeqauue. 9T 3ameyaHus cofep>KaTt BaXKHble COBETbI, peKkoMeHaaunm nian noackKaskun.

¢ BaxHo! 371 3amevaHus cofepxkat MHOPMaLMIO U COBETLI, KOTOPbIE MOMYT MOMOYb U36eXaTb
HeyAO0GHbIX U HEMPUSITHLIX CUTYaLWi.

¢ BHumaHue! 3T 3aMeyaHnsa ykasbiBalOT HA OMACHOCTb MOBPEXAEHNSA NPOrpamMm, YCTPONCTB U AaHHbIX.
3amevaHune «BHumaHue!» pasmelaeTca HENOCPeACTBEHHO NEPeES MHCTPYKLMEN N cuTyaumen, B
KOTOPOW MOXXET NPON30NTU TaKoe NoBpeXXAEHNE.
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NnaBa 2. OTKpbITUE U NCNoNb3oBaHMe Be6-uHTepcenca
XClarity Controller

B aTom pasgene onucaHbl NpoLeaypbl BXoaa u AencTBrs, KOTOPble MOXXHO BbINOMHNUTL U3 BEG-UHTEpdeica
XClarity Controller.

XClarity Controller co4eTaeT Ha ogHOIN MUKpOocxeme QyHKLMM 06paboTKy npoLieccopa cny>x6, KOHTposnepa
BMAEO 1 yganeHHoro npucytcTeus. [na yaaneHHoro goctyna K XClarity Controller ¢ ncnonssosaHnem se6-
nHtepdeinca XClarity Controller cHavana Heo6xogmMmo BonTu B cucTemy. B aToln rnase onmncaHbl npouenypbl
BXO[a B CUCTEMY U OENCTBUS, KOTOPbIE MOXXHO BbINOSIHUTE B BeG-nHTEepdeice XClarity Controller.

Aoctyn K Be6-uHTtepgency XClarity Controller

B aTom paspgene cogepxutcsa nHgopmanms o goctyne K Beb-uHTepdeicy XClarity Controller.

XClarity Controller nognep>xmBaeT ctatudeckyto 1 guHamuydeckyto agpecaumto DHCP IPv4. Ctatudeckun
agpec IPv4 no ymon4anuio, npucsamsaemolin XClarity Controller, — 192.168.70.125. XClarity Controller
N3HaYanbHO HacTpanBaeTCs Tak, YTOObI MbITaTbCA NOAY4UTb agpec oT cepBepa DHCP; ecnv caenatb 3TO He
yOaeTcs, ucrnosib3yeTcs ctatnyiecknii agpec IPv4.

KoHTtponnep XClarity Controller Takxxe nogaep>xumeaeT agpec |IPv6, 0gHaKko y Hero oTcyTcTByeT
hmkcnpoBaHHbIn cTaTudeckunii agpec IPv6 IP no ymondanuio. Ins nepsoHadvansHoro goctyna k XClarity
Controller B cpene IPv6 moxxHO Bocnonb3oBaTtbes IP-agpecom IPv4 nnu nokaneHbiM agpecom kaHana IPv6.
XClarity Controller cozgaeT yHMKanbHbIN NoKanbHbIA agpec kaHana IPve Ha ocHoBe MAC-apgpeca IEEE 802,
BCTaBJIsiIs ABa OKTeTa C LecTHaauarepnyHbiMy 3HaveHusmmn OxFF n OXFE B cepeanHe 48-6utHoro MAC-
appeca, kak onucaHo B RFC4291, n npeobpasys BTopon 6UT cnpasa B nepBom okTeTe atoro MAC-agpeca.
Hanpumep, ecnn MAC-agpec umeet Bug 08-94-ef-2f-28-af, nokaneHblli agpec kaHana 6yaeT BbIrnsaneTb Tak:
fe80::0a94:efff:fe2f:28af

Mpwu ocywecteneHnn goctyna K XClarity Controller no ymonyaHuio 3agaHbl criegytowme ycrnosus IPv6:

* Bknio4eHa aBTomarnyeckas koHhurypaums agpeca IPve6.
e CTtartunyeckas koHdurypaums IP-agpeca IPv6 BbikntoyeHa.

DHCPvV6 Bkto4eH.
e ABTOMaTM4yeckasi KoHPUrypaumsi 6e3 3anoMnHaHUs COCTOSIHUS BKITHOYEHa.

XClarity Controller nosBonsieT ucrnonb3oBaTth BblAeIEHHOEe CETEBOE NOAKNIOYEHME YNpaBeHNsi CUCTEMaMU
(ecnv NpUMEHNMO) NN NCNOJIb3yeMoe COBMECTHO C cepBepoM. 10 yMon4aHnio Ans yCTaHOBIIEHHbIX B
CTOINKY CEPBEPOB U CepBEPOB BALLEHHOrO TUMa UCMOMNb3YETCS BbiAEeNIEHHbIA CETEBON pa3beM yrnpasBfieHns
cucTemMamu.

BblgeneHHoe ceTeBoe NOOKIOYEHNE YNIPaBIEHNS CMCTEMaMM Ha 6OJbLLUMHCTBE CEPBEPOB NPEAOCTaBNSAETCH
C MOMOLLIbIO OTAENBbHOIrO KOHTposiepa ceteBoro nHrepdeinca 1Gbit. OgHako B HEKOTOPbIX CUCTEMAx
BblENIEHHOE CETEBOE NOAKMIOYEHME YNPaBEHNSI CUCTEMAMUN MOXXET NPEAOCTaBNATb C MOMOLLbIO
nHTepdenca NCSI Ha ogHOM 13 ceTeBbIX MOPTOB KOHTPOJIEPa CETEBbLIX NHTEPENCOB C HECKONBKUMU
noptamu. B aTom cny4ae BblgeneHHoe CETEBOE MNOAKIIIOHEHNE YNPaBEHN CUCTEMaMM OrPaHNyYeHo
ckopocTbio 10/100 nHtepderica NCSI. CeegeHns 0 peanusauum nopTta ynpasieHUs B CUCTEME U NHOObIX
NPUMEHUMbIX OrPaHNYEHNSX CM. B JOKYMEHTaLWK Mo CUCTEME.

Mpumeyanune: Bo3moXxHO, BblAEeJIeHHbIN CETEBO NnopT ynpasiieHnda cncreMmamMmm HegoCTyneH Ha Ballem

cepsepe. Ecnu Ha Bawem 060pynoBaHv OTCYTCTBYET BblAENIEHHbIA CETEBON NOPT, UCMOJIb3YyEeMbIA
COBMECTHO — e[JMHCTBEeHHbI foCcTYynHbIM NapameTp XClarity Controller.
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HacTtpounka ceteBoro nogknto4veHust XClarity Controller c nomouybto
ancnet4yepa XClarity Provisioning Manager

Bocnonbayinteck nHopmMmaumeln n3 aToro pasgena ofist HacTpoliky ceTeBoro nogkntodeHns XClarity
Controller ¢ nomowto gucnetyepa XClarity Provisioning Manager.

3anycTuB cepBep, MOXXHO BOCMonNb3oBaTbes gucnetdepom XClarity Provisioning Manager ans HacTpoiku
ceteBoro nogkno4veHusa XClarity Controller. Cepsep ¢ koHTponnepom XClarity Controller nonmxeH 6b1Tb
nogkntoyeH k cepsepy DHCP, nn6o ceTb cepBepa fomkHa 6bITb HACTPOEHA 418 CMONb30BaHNA
ctatnyeckoro IP-agpeca XClarity Controller. YTo6bl HacTpouTb ceTeBoe nopktoydeHne k XClarity Controller
¢ nomoupsto nporpammel Setup Utility, BbinonHute cnegyiowme geicTems:

Lar 1. BkniouuTe cepBep. OTO6pa3nTca NpUBETCTBEHHbIN 3KpaH ThinkSystem.

MpumevaHue: KHomMKa nuTaHus CTAaHOBUTCS aKTUBHOWN NpuMmepHo Yepes 40 cekyHp, nocne
NoAKIloYeHNs cepBepa K CeTU NepeMeHHOro ToKa.

R ThinkSystem

System Events * 16 A1 UEFL :RUN SETUP

Serial Number DSYMOOX TPH_TCH_POLICY is not locked
Machine Type 7X01 Undefined TPM_TCM_POLICY found

BMC IP 104. 185. 86 16 GB memory detected
‘ 1 40 IVEROSA . Independent mode, usable capacity 16 GB

1.60 CDI323H ( [)5/[:14."2‘448? 2 processor (s) detected. 32 cores enabled

LS

Intel (R) Xeon(R) Gold 6142 CPU @ 2.606Hz

Licensed Materials - Propert) enovo. © Copyright Lenovo and other(s| 1 3! :System Setup l \ F12:0ne Time Boot Device
Lenovo is a trademark of vO in the United States, other countries, o —_ ) L J

Lar 2. [llpu nosiBneHuun 3anpoca <F1> System Setup HaxxmnTe knasuwy F1. Ecnu 3agaH napons nocne
BKJIIOYEHMS NMUTaHUS 1 NapoJsib agMUHUCTPaTopPa, Ans nosy4veHns goctyna kK gucnetyepy XClarity
Provisioning Manager Heo6xoAMMo BBECTW Naporb agMyHucTparopa.

Lar 3. B rnasHom meHto XClarity Provisioning Manager sbi6epute UEFI Setup.

LLlar 4. Ha cnepytowiem akpaHe Bbibepute BMC Settings; 3atem HaxxmuTe Network Settings.

Lar 5. CywecTtByeT Tpu BapunaHTa cetesoro nogknoyeHus XClarity Controller 8 none DHCP Control:
e Crtatnyeckui IP-agpec
e DHCP BkntoyeH

10 PykosopcTso nonbsosatensXClarity Controller 2



e DHCP ¢ otpaboTkon oTkasa

Clarity
Provisioning Manager

ThinkSystem SR650 -[7X05RCZ000]- & e (7] =

{ Exit UEFI Setup -

Attention: Must click the "Save Network Settings” at the bottom of this page to save any change on

2 this page and its subpage.
System Information

Network Interface Port Dedicated v
System Settings
Fail-Over Rule [
None v Save
Date and Time
Burned-in MAC Address 7C-D3-0A-CE-30-3D
Start Options Hostname [XCC-7X05-6543210789 ] €
Discard
Boot Manager DHCP Control DHCP with Fallback v
BMC Settings a
Default
System Event Logs
User Security
1Pv6 AEnabIe v
Local Link Address FE80:0000:0000:0000:7ED3:0AFF.FECE:303D/64
VLAN Support Disable v

> Advanced Setting for BMC Ethernet

Save Network Settings

LLlar 6. Bbibepute ognH N3 BapnaHTOB CETEBOrO MNOAKIOHEHUS.

LLlar 7. Ecnu BbibpaH ctatnyeckuin IP-agpec, Heob6xoanmo ykasaTb IP-agpec, Macky nogceTu v L3 no
YMOMYaHUIo.

LLlar 8. Mo»xHo Takxe ucnonbdoBatb Lenovo XClarity Controller Manager anst Bbibopa BblgeeHHOro
CETEBOro NOAKIOYEHNS (ECNN Ha CepBepe NMEETCS BblAENEHHbI CETEBOWN MNOPT) UM COBMECTHO
ncnosib3dyemoro cetesoro nogkntoyeHus XClarity Controller.

MpumeyaHuns:

¢ BO03MOXXHO, BblAeNIEHHbIN CETEBOWN MNOPT YNpaBfeHnsi CUCTEMaMN HELOCTYMEH Ha BalleM
cepBepe. Ecnn Ha Bawem o6opygoBaHnv OTCYTCTBYET BblAeNIeHHbI CETEBON MOPT,
MCNOJIb3yeMblA COBMECTHO — €[MHCTBEHHbIN JocTynHbIN napameTp XClarity Controller. Ha
akpaHe Network Configuration soi6epute Dedicated (ecnv npumeHumo) nnm Shared B none
Network Interface Port.

¢ YT06bI HaNTK pacnonoXeHns pasbemos Ethernet Ha cepeepe, ncnoneayemsix XClarity
Controller, o6patuTech K JOKYMEHTaLMK Mo cepBepy.

Lar 9. Haxmnte CoxpaHuUTb.
LLar 10. Beignte 13 gucnetyepa XClarity Provisioning Manager.

MpumeyaHuns:

¢ Heobxoanmo nogoxaaTtb okoo 1 MUHYThI, YUTOObI USMEHEHNS BCTYNUAW B CUAY, MPEXOe YeEM
MUKponporpaMmma cepeepa CHoBa Ha4yHeT paboTaTb.

nasa 2. OTKpbITME U UCTONb30oBaHue Be6-uHTepdeiica XClarity Controller 11



e Kpome Toro, MOXXHO HacTpouTb ceTeBoe nopksoyveHune XClarity Controller B Be6-nHTepderice nnm
nHtepdeince komaHgHom ctpokm XClarity Controller. B Be6-nHtepderice XClarity Controller ceTesbie
NOAKIIOHYEHMSA MOXKHO HAaCTPOUTb, LWenkHyB KoHdurypauvs BMC B neBoli naHenu Hasurauum n Bbi6pas
Network. B nHtepdeliice komangHowm ctpokun XClarity Controller ceTeBble NOAKIIIOYEHUS HACTPaNBaKOTCS
C NMOMOLLbIO HECKOJIBKNX KOMaHZ, KOTOPbIE 3aBUCAT OT KOHUrypaLmm yCTaHOBKMN.

Bxop B XClarity Controller

Bocnonb3yinteck nHgopmaumelt ns atoro pasgena oist goctyna kK XClarity Controller yepes Be6-nHTepdelic
XClarity Controller.

BaxxHo: V13HavanbHo gna XClarity Controller HacTpoeHo nmsa nonb3osatens USERID n naponb PASSWORD (¢
Hynem, a He 6yksoin O). TOT Nosb30BaTeNb MO YMOIHaHNIO UMEET YPOBEHb A0CTYNa «AgMUHUCTPATOpP». B
uensix 6e30nacHOCTM N3MEHUTE 3TO NMSI NONb30BaTeNs U Naposib BO BPEMS NepBOHAYasIbHONM HACTPOWKN.
lNocne BHeCceHNs U3MeHeHNs ByaeT HEBO3MOXXHO NOBTOPHO 3aaatb PASSWORD B KayecTBe naponsa ongd Bxona.

Mpume4aHue: B cucteme Flex System yyeTHbIMK 3anncsamu nonb3osatenen XClarity Controller MmoxxHO
ynpasnsTb ¢ noMoLbto moayns Flex System Chassis Management Module (CMM); anst aToro moryT
NCNob30BaTbCA KOMBUHALIMM YYETHbIX AaHHbIX, oTnn4Hble oT USERID/PASSWORD.

Y0661 NONyunTb gocTyn K XClarity Controller ns se6-uHtepderica XClarity Controller, BbinonHute
cnepyoLne 0encTeus:

LLar 1. OtkpoinTe Be6-6pay3ep. B none agpeca nnm URL-agpeca BeeguTte IP-agpec nnm ums xocta
XClarity Controller, k koTopoMy TpebyeTCs NOAKOHUTBCS.

LLlar 2. Bblibepute HY>KHbIN S3blK U3 PACKPbIBAIOLLErOCS CnncKa.

OkHo Bxoga B CNCTEMY NOKa3aHO Ha cnefyrowemM PUCyHKe.

Supported Browsers Engish v

Clarity Controller2

ThinkSystem SR630 V3 MB,EGS,DDR5,NY,1U

System Events % 2
Machine Type 7072

Serial Number 1234567890

Power State On
BMC IP 10.240.218 252

Location ¢, Room 1, Rack b, Lowest .

ThinkSystem

©2023 Lenovo. Allrights reserved.

LLlar 3. BeauTe ums nonb3oBatens 1 naponb B okHe Bxoga B XClarity Controller. Npu nepsom
ncnonb3oBaHuu XClarity Controller umsa nonb3oBaTens 1 Naposib MOXHO MOMYy4YUTb Y CUCTEMHOIO
agMuHucTpaTtopa. Bce nonbiTku Bxofa perncTpupyroTcs B XXypHane cobbituid. B 3aBucmmocty ot
TOro, Kak Ball CUCTEMHbI agMUHNCTPATOP HAacTpou aeHTUMUKaATOpP Nosb3oBaTens, nocne
BXOAa, BO3MOXXHO, NOTpebyeTcst BBECTW HOBbIM NapoJib.

12 PykosopacTeo nonbaosatensXClarity Controller 2



Lar 4. Haxkmnte BonTn, 4T06bI Ha4aTh ceaHc. B 6pay3epe oTkpoeTcs gomaluHasa ctpaHuua XClarity

Controller, kak NokasaHo Ha crefyloLLemM pucyHke. Ha gomallHen ctpaHuile otobpasnTtcs

nHopmaums 06 ynpaensiemon koHTponnepom XClarity Controller cucteme n 3HauKu,

yKasblBaloLLWe, CKOJIbKO KPUTUYECKNX OLLUMBOK 0, npenynpexaeHunii

NMMEeeTCA B CUCTEME.

Clarity Controller2 <

A Home

E Events

iZ Inventory

M utiization

[4 Remote Console

2 Fimware Update

B storage

&2 Server Configuration

BMC Configuration

333 Neighbor Group

Health Summary  Active System Events (2)

cPU Memory
2/ 2installed 9132 installed
PCl Pouer Supply
5 installed 2/ 2 installed

System Board Otners

Quick Actions

(D) Power Action ID Location LED: Off

Remote Console Preview

[&) Capture Screen
2 settings

& Recorded Videos

@ Latest Failure Screen

! ThinkSystem SR630 V3 MB,EGS,DDR5,NY, _system Name

8

Local Storage

2710 installed

@

Fan
16/ 16 installed

@ 2

Crypto:Standard

¥ senvice Log

System Information and Settings
ThinkSystem SR630 V'3 MB.EGS,DDR5N.
Machine Type/Model

Serial No

System Name

Front USB Ownership

BMC License

BMC IP Address

BMC Hostname

BMC Version

UEF Version

LXPM Version

Location

Power Utilization

B HACToOsLLee BpeMs

¥ senicelog Atestt @709PM =

Pouer On (Booting 08 or in undetected 0S)
7072

1234567890

Shared mode: owned by HOST
Lenovo XClarity Controller 2 Platinum Upgrade
10.240212.252

XCC-7D72-1234567890

529 (Build ID: DVI39ST,

310 (Build ID: ESE1214)

4.00 (Build ID: EAL105L)

. Room 1, Rack b, Lowest unit 1

system Utilization

205W. 254W 113200

nput Output

188W. 24w
cPu Memory

Temperature

cPU1 CPU2

aw
Others

CPU  Memory

o

JomalluHss cTpaHuua pa3geneHa Ha aBa pasgena. MepBblii — 3To naHesb HaBurauum crnesa,
npepcraensowas cobon Habop TeM L5 BbIMONHEHNS CleQyoLWMX AENCTBUN:

¢ MOHUTOPUHI COCTOSIHMSA cepBepa

¢ HacTpoliika cepBepa

¢ Hactpolika XClarity Controller nnn BMC

¢ OGHOBNEHNE MUKPOMPOrpPamMMbl

System

2R R R A SRR SN

BTopoi pasgen — 310 rpadudeckas nHopmMaums cnpasa oT naHeny Hasuraumm. MogynbeHbiin opmart
NO3BONAET O6bICTPO NOSYYNTb NPEACTABNEHNE O COCTOSAHUN CepBEPa U HEKOTOPbIX AOCTYMHbIX ObICTPbIX

DEencTBusix.

Onucanue byHkuun XClarity Controller B Be6-untepcence

Hwxe npepctasneHa Tabnuua, onuceisatowas dyHkumm XClarity Controller B nesoi naHenu Hasuraymmn.

Mpumevanue: OcyLecTBASAS HABUraumio No Be6-MHTeEPdENCY, MOXHO LLENKHYTb 3HAYOK C N306paXkeHneM

BOMpoca, 4YTobbl OTKPLITb CpaBKy B VIHTepHeTe.

Ta6n. 1. ®yHkymm XClarity Controller

B Tabnnue 13 Tpex cTonbuoB onmcaHbl QENCTBUS, KOTOPbIE MOXXHO BbINOHUTE B Be6-uHTepdeice XClarity

Controller.
Bknapgka Bbi6paHHble 3Ha4YeHuns OnucaHue
Homaruxsis CBofaKa CoCTOsAHWSA/aKTUBHbIE [MokasblBaeT TeKyLLlee COCTOSIHNE OCHOBHbIX annapaTHbIX
CTpaHuua CUCTEMHbIE COBbITUSA KOMMOHEHTOB CUCTEMBI.

naBa 2. OTKpbITUE 1 ncnonb3oBaHne Beb-nHTepdeica XClarity Controller
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Tabn. 1. ®yHrymm XClarity Controller (npogosxk.)

Bknapgka

Bbi6paHHble 3Ha4YeHus

OnucaHue

CsepeHuns o cucteme 1
napameTpbl CUCTEMBI

CopepXxnT cBoOKy 06LLMX CBEAEHUI O CUCTEME.

bbicTpble genctaus

COﬂerMT6mepHeCCHﬂKMﬂﬂﬂynpaBﬂeHMﬂHMTaHMGM
cepBepa 1 ceeToanoaHbIM MHONKATOPOM MeCTOMOJI0XKEeHUA, a
TakXXe KHOMKY OnA 3arpy3kn gaHHbIX No O6Cﬂy)KVIBaHVIPO.

Vcnonb3oBaHne nutaHus/
Vcnonb3oBaHne cuctemsl/
Temnepatypa

CopnepXXuT KpaTkuii 0630p TeKYLLEro UCMosIb30BaHNs MUTaHNS
N CUCTEMBI, a TakxXe obLLEel TemnepaTypbl cepBepa.

MpepBapuTeNbHbI MPOCMOTP
yAaneHHoN KoHCoN

KoHTposib cepBepa Ha ypoBHE OnepauyiOHHON CUCTEMBI.
Mo>kHO npocMaTpuBaTh KOHCOMb CepBepa 1 BbINOMHATL Ha
Hen OencTBUS C Ballero komnbetotepa. Pasgen «YoaneHHas
KOHcosb» Ha gomaluHel ctpanuue XClarity Controller
COOEPXUT N306paKeHNe aKpaHa C KHOMKOM «3anycTnTtb». Ha
naHenn NHCTPYMEHTOB crpaBa AOCTYMHbI cregyoLme
ObICTpble OENCTBUS:

e 3axsaT 3KpaHa
¢ [NapameTpsbl
e 3anucaHHble BUOEO

e DOKpaH nocnegHero c6os

CobbITus

KypHan cobbITuin

MpepocTaBnseT CNMCOK BCeX annapaTtHbiX COBbITUA U COBbITUIA
ynpasneHusi 3a NpoLusbie Neproapl.

KypHan aygnta

CopfepXunT 3anmucu o gencTBMAX Nonb3oBaTeneil 3a npoLsiblie
nepuogbl, HanpUMep O BXOAE B CUCTEMY Ha KOHTpoepe
Lenovo XClarity Controller, cozgaHum HOBOro nosib3oBaTens 1
N3MeHeHUN naponsi nonb3osaTens. XKypHan ayanta MOXXHO
MCMONb30BaTh A4J15 OTCNEXMBAHUSA U JOKYMEHTMPOBaHMS
ayTeHTUdMKaumn 1 anemeHToB yrnpaeneHus B T-cuctemax.

VcTopua obcnyxnsaHus

OTob6paxaroTcsl Bce cBefieHNst 06 MCTopun 06HOBNEHMI
MUKpPOMNporpamMm, KoHUrypauum n 3ameHbl 060pya0BaHus.

MonyyaTtenu onoseLLeHuiA

YnpaBneHue nony4atensMmn yBeLoMIIEHNIA O CUCTEMHbIX
CcobbITUAX. [103BONIAET HACTPOWTL KaXKAOro nosnyyaTens u
yNpaBnsATb NapameTpamMm, KOTopble AEVCTBYIOT B OTHOLLEHNN
BCex noJiyyarenen cobbituin. Kpome Toro, MO>XXHO Co34aTb
TECToBOE COObITNE, HTOOLI MOATBEPLANTL NAapaMeTPbI
KOHVrypaumm o6HOBNEHWIA.

MHBeHTapusauuns

OTob6paxkaeT BCe KOMMOHEHTbI B CLCTEME, UX COCTOSIHNE 1
KntoyeBble cBeAeHNs. MOXXHO LLEeNKHYTb YCTPOWCTBO Ans
0TOBGPaXEeHUS [OMONHUTENbHOW MHoOpMaLmu.

Mpumeyanue: [JononHuTeNbHbIE CBEAEHWSI O COCTOSHUN
NUTaHUS peLleHns cM. B Be6-uHTepdence SMM2.

Vicnonb3oBaHue

OTob6paxkaeTcst TeMnepartypa okpy>xatoLlel cpegbl/
KOMMOHEHTOB, 3HEPronoTPebNeHNe, YPOBHU HAMPSXKEHNS,
cBefeHns 06 UCMONb30BaHNM NOACUCTEM CUCTEMbI, & TAKXKE
NHopMaLust 0 CKOPOCTU paboTbl BEHTUIATOPOB cepBepa U
€ro KOMMOHEHTOB B rpadn4eckom nnm Taban4yHom
npeacTaBneHUN.

XpaHeHune

MogpobHo

OTo6paxkaeT PU3NHECKYIO CTPYKTYPY U KOHDUrypaLiio
XPaHUNMLLA YCTPOWCTB XpaHEeHVs.

14  PykosopacTeo nonbaosatensiXClarity Controller 2




Tab6n. 1. ®yHkymm XClarity Controller (npogosnx.)

Bknapgka

Bbi6GpaHHble 3Ha4YeHus

OnucaHue

HacTtpoiika RAID

MpocMoTp unu n3ameHeHne TekyLen koHpurypauum RAID,
BKJIl0Yas nHopMauumio 0 BUPTyanbHbIX guckax 1 nsnyecknx
YCTPOWCTBaX XpPaHeHNs.

YpaneHHas
KOHCOJb

MpepocTaBnaeT [OCTYN K (PYHKUMW yOAaNneHHOW KOHCONN.
DYHKLMIO BUPTYasnbHbIX HOCUTESNEN MOXHO UCMONb30BaTh A1
nogkntoveHust hanos ISO nnn IMG, HaxogsaLmXxcs B
JIOKanbHOW CUCTEME AN CETEBOM PACMONOXEHNM, AOCTYN K
koTtopomy BMC moxxeT nonydats ¢ nomoubto CIFS, NFS,
HTTPS nnu SFTP. Nogknio4eHHbINn AMCK oTo6parkaeTcs B
kadectBe USB-gucka, nogkno4eHHOro K cepeepy.

O6HoBNeHNEe
MUKpOMnporpam-
Mbl

¢ OTo6pakaeT YpOBHU MUKPOMNPOrpamMMbl.

e O6HoBNeHNe Mukponporpamm XClarity Controller n
cepsepa.

e O6HoBneHne mukponporpammbl XClarity Controller ns
penosnTopus.

KoHdurypaums
cepBsepa

ApanTtepbl

OTobpaxaeT cBeAeHNs1 06 YCTaHOBNEHHbIX CETEBbIX
aganTtepax 1 napameTpbl, KOTOPblE MOXXHO HACTPOWTb C
nomotupbto XClarity Controller.

MapameTpbl 3arpy3Kku

¢ Bbl6op 3arpy304HOro yCTpoiicTBa At OQHOKPAaTHOM
3arpys3Kku npu crieaytoLem nepesanycke cepeepa

* lI3aMeHeHMe NapameTpoB peXxumMa v Nopsiaka 3arpyski.

MNonuTnka nutaHus

e HacTpoiika pesepBa NUTaHKs Ha cny4ain c6os 6noka
nUTaHus.

* HacTpoiika nonnTUKN orpaHnyeHnst MOLLHOCTMW.
e HacTpolika NonnTUKN BOCCTAHOBIIEHNS MUTaHMS.

MpumeyaHue: [ononHWTeNbHbIe CBEAEHNS O COCTOAHUM
NUTaHUs peLLeHns cM. B Be6-uHTepdernce SMM2.

CeolicTBa cepBepa

L4 MOHI/ITOpI/IHF pPas3nnyHbIX CBOI7ICTB, yCJ'IOBI/II7I COCTOAHNA N
napameTpoB Ona cepsBepa.

* YnpasneHve TanM-ayTamu 3arycka cepsepa C Lefbio
06Hapy>XeHns 3aBUCaHNn cepBepa U BOCCTaHOBIEHNSA U3
3TOr0 COCTOSIHMSA.

e CospgaHue coobLeHnst Npu HapyLeHnn. CoobLueHne npu
HapyLLUeHNN — 3TO COOObLLEeHME, KOTOPOE MOXKHO CO3aTb
Ons nonb3oBaresieit, 4HTobbl oTcnexusaTtb ux Bxog B XClarity
Controller.

Pama

MpumeyaHne: I3TOT snemeHT
JOCTYMEH TONbKO Ha y3nax,
COBMECTVMbIX C pamoin D3.

¢ OTob6parkeHre cBeAeHNI O pame.

e [lepesanyck y3na nnu mogenuposaHue purusnyeckon
nepeycTaHoBKM y3na.

e O6HOBNEHNE MUKponporpaMmmMbl Mogynein PSU n PSoC
pambl

¢ OTobpaxKeHre HaCTPOEK BbIGOpa CTOPOXKA paMmbl.

o OTobBparkeHre NCTOPUK 06CNY>KNBAHNS Pambl.

Mnasa 2. OTKpbITME U UCTIONb30BaHue Be6-uHTepdeiica XClarity Controller 15



Tabn. 1. ®yHrymm XClarity Controller (npogosxk.)

Bknapgka

Bbi6paHHble 3Ha4YeHus

OnucaHue

KoHdurypaums
BMC

PezepBHoe kKonupoBsaHue u
BOCCTaHoOBeHne

C6poc koHdpurypauum XClarity Controller oo 3aBogckux
HaCTpOEK, pe3epBHOE KOMMPOoBaHMe TeKyLLEN KOHDUrypauum
UM BOCCTaHOBIEHVEe KOHurypaumm ns danna.

NnueHsusn

YnpasneHue Knio4amun aktusaumm anst JONOAHUTESNbHbIX
komnoHeHToB XClarity Controller.

Cetun

HacTpoiika ceTeBbIx CBONCTB, COCTOSIHUSA 1 NapamMeTpoB ansi
XClarity Controller.

Bes3onacHocTb

HacTtpoiika cBoncTB 6€30MacHOCTN, COCTOSAHMSA U MapamMeTpoB
ansa XClarity Controller.

MNonb3osaTtens/LDAP

e Hactpoiika npoduneri Bxoga B XClarity Controller n
napameTpoB rnobanbHOro Bxoaa.

e [IpOCMOTP YYETHbIX 3anUCen Nonb3oBaTenell, KOTopble B
HacTosiLee Bpems BbinonHunm Bxopg B XClarity Controller.

e Ha Bknagke LDAP HacTpavBaeTcs ayTeHTUdUKaums
noJsib3oBaresiel 41 UCrosib30BaHWsA C OQHUM U
Heckonbkumu cepsepamiu LDAP. Kpome Toro, 3aecb MOXXHO
BKJIOYUTb UK OTKNOYMTL 6e3onacHocTb LDAP 1 ynpasnstb
COOTBETCTBYIOLLMMY CepTudmrKaTamu.

Call Home

HacTtpoiika dyHkumm Call Home pnsi c6opa nHdopmaumm o
CcUCTeMe 1 ee OTNPaBKy KoMMaHny Lenovo onst o6¢cny>XmBaHus.
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NnaBa 3. KoHdwurypaumsa XClarity Controller

Bocnonb3syintecb nHopMaumei s 3Tol rnasbl, HTOObI MOHATL AOCTYMNHbIE NapaMeTpbl KOHUrypaLmm
XClarity Controller.

Mpwu HacTpoiike XClarity Controller ocTynHbl cneaytoLme KnoyeBble NapameTpsbi:
¢ PesepBHOe KOMNMpoBaHWe 1 BOCCTAHOBIEHNE

¢ JlnueHsns

e Cetun

e BesonacHocTb

¢ [lonb3oBatens/LDAP

HacTtpounka y4yeTHbix 3anucen nonb3osatenen/LDAP

BocnonbayiiTeck MHdopMmaLeii U3 3Toro pasgena, HTobbl NOHATL NPUHLMNbI YNPaBNEHNs Y4eTHbIMU
3anucsaMmn nosib3oBartesnei.

LLlenkHuTte Monb3oBaTtenb/LDAP B pasgene BMC Configuration ans cosgaHnsi, usmeHeHnst u npocMmoTpa
YHYETHbIX 3anucei Nonb3oBaTenen, a Takxke i HacTporiku napameTpos LDAP.

Ha Bknapgke JlokanbHbI NOsIb30BaTeNb 0TO6paXXaTCs YYETHbIE 3aNNCU NONIb30BATENEN, HACTPOEHHbIE B
XClarity Controller, oT nmeHn KOTOpPbIX B HacTosiLLee BpeMsi BbinonHeH Bxopg, B XClarity Controller.

Ha Bknagke LDAP npeactasneHa koHburypauus LDAP ons goctyna K y4eTHbIM 3anucsm rnonb3oBaTesen,
KOTopble XpaHAaTcs Ha cepBepe LDAP.

MeTtop ayTeHTUcbMKauum nonb3oBarteneun

McnonbayinTte nHdopmauumio B 3TOM pasfene, 4Tobbl MOHATb, B Kakux pexxumax XClarity Controller moxeT
BbINOJIHATb ayTeHTUMKaLMIo NOMNbITOK BXoAa.

LLlenkHnTe PaspelunTb BXxoA U3, 4TOObl yKasaTb Crocob ayTeHTUdMKaLmMn NomnbITOK BXoAa NoNb30BaTens.
Mo>kHO BbIGpaTh OAVH U3 Criegylowmnx METOA0B ayTeHTUMMKaLmm:

¢ TonbKo nokKanbHas: ayTeHTUdUKaLms nonb3osarteneli BolMOMHAETCA NyTEM NoucKa NoKanbHOW YH4ETHOM
3anucu nonb3osartens, HactpoeHHou B XClarity Controller. Ecnn V1 nons3oBaTtens u napornb He
COBMafaloT, B AOCTYMNe oTKasaHo.

¢ Tonbko LDAP: XClarity Controller nbitaetcs ayTeHTUOMUMPOBaTL NOJIb30BATENSA, MCMOMb3YSA XPaHNMbIe
Ha cepsepe LDAP y4yeTHble faHHble. [1pu ncnonb3osaHmMm 3TOro MetToaa ayTeHTUUKaLmm nomck
JIOKanbHbIX Y4eTHbIX 3anucein nons3osatens B XClarity Controller He BbinonHAeTCS.

e CHavana nokanbHasi, 3atem LDAP: cHauyana npegnpuH/MaeTCcs nonbiTKa NoKanbHOW ayTeHTUhUKaUUN.
Ecnun nokaneHasa ayteHTU(MKauna 3aBepLuaeTcsa c60em, cuctema npeanpuHUMacT NonbITKY BbINOSHUTL
ayteHTudpukaumo LDAP.

e CHavana LDAP, 3aTem nioKasnbHbI NOJIb30BaTesIb: CHavana npeanpMHMMaeTcs nonbiTka
ayTeHTUdunkauumn LDAP. Ecnu ayteHTudurkaums LDAP 3asepluaeTcsi c6oem, cuctema npegnpuHnmaeT
NONbITKY BbIMNOJIHATL JIOKaNbHYIO ayTeHTU(MKaLmLo.

MpumeyaHus:

¢ TonbKO y4eTHble 3anncu C NoKasbHbIM agMUHUCTPYPOBAHMEM NMPefoCTaBNATCA B UHTEpdencs IPMI n
SNMP. 9T nHTepdelicel He NoAaepPXMBaKOT ayTeHTugukaumo LDAP.
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¢ [lonb3osatenu IPMI v SNMP MOryT BbINOSIHATL BXO, C MOMOLLBIO YHETHBIX 3anucer ¢ noKanbHbIM
aAMUHUCTPUpPOBaHNEM, ecnu B none PaspewmnTb BXxoa u3 3agaHo 3HadeHne Tonbko LDAP.

CospaHune HoBOW ponun

Wcnonb3yiiTe nHchopmaumio B 3TOM pasgene Ansi CO3AaHns HOBOI POSIU.

CospaaHue ponu

Bbi6epuTte Bknagky Ponu n Haxxmute CospaTb, YTOObLI CO34aTh NOIb30BATENBCKYIO POSb.

3anonHuTe cnepyrowve nons: HassaHne ponu 1 YpoBeHb NOAHOMOYMNA. [lonofHUTENbHbIE CBEAEHNS 06
YPOBHe paspeLleHnii CM. B CrieaytoLLeM pasaerne.

CospaHHas poJSib NPefoCcTaBNsAeTCs Nob30BATESNIO B PACKPLIBAIOLLEMCS MEHIO PO B MOJNb30BaTE/IbCKOM
pasgene.

Mpumeyanue: Ponb, ncnonbsyemas B User n LDAP, He MOXeT pefakTupoBaTh U yoansiTb UMs POnU, HO
NUMeET JOCTYN K NU3MEHEHUNIO COOTBETCTBYIOLLENO MNONb30BATENBCKOrO pa3peLLeHmst.

YpoBeHb NosIHOMO4NiA

lNonb3oBaTensckas PONb NO3BOJIAET BKIIOYUTb Nobble coyveTaHNs cnepyrownx I'IpVIBI/IJ'IGFVIVIZ

KoHdurypauma — ceteBble nogkntodeHusi u 6eaonacHocts BMC
[Monb3oBaTtenb MOXET MEHATbL NapamMeTpbl KOHDUrypauun Ha cTpaHuuax «besonacHocte BMC» 1
«CeTb».

YnpasneHne y4eTHbIMU 3ancamun nonb3oBaTtenen
lMNonb3oBaTesb MOXET A06aBNATb, UBMEHATL U yoanAaTb nonb3oBaTesien, a TakKXKe MEHSITb napamMmeTpbl
rno6anbHOro Bxoaa.

AocTyn K yaaneHHOW KOHCON
Monb3oBaTtenb MOXET OCYLLECTBNATL AOCTYN K yAANEHHON KOHCOSN.

JocTyn K yaaneHHoW KOHCONMU U yaaneHHOMY AUCKY
Monb3oBaTeslb MOXET OCYLLECTBNIATb AOCTYN K YAANEHHOW KOHCONMN 1 BUPTYallbHbIM HOCUTENSIM.

YnaneHHoe nuTaHue/nepesanyck cepsepa
Monb3oBaTtesib MOXET BKIIOYUTL 1 Nepe3anyckaTtb cepsep.

KoHdurypauua — 6azoBast
Monb3oBaTtenb MOXXET MEHSATb NapameTpbl KOHUIypaumm Ha cTpaHuuax «CBoncTBa cepeepa» n
«CobbITus».

Bo3MOXXHOCTb OUMLLATb XXYpPHaJibl COObITUIA
Monb3oBaTtenb MOXET OYULLLaTb XKYPHasbl COObITUIA. JTlo60 NoNb30BaTENb MOXKET NPOCMaTPUBaThL
>KypHaubl COBbITWIA, OQHAKO AJ151 O4YUCTKM XKYPHAIOB TpebyeTcs paspeLLeHne 3TOro YPOBHSI.

KoHdurypauma — pacwmpeHHasa (06HoBneHme Mukponporpamm, nepe3anyck BMC, BoccTaHoBneHue
KOHdurypauyum)
Y nonb3oBaTens HeT orpaHudeHui no HacTpoike XClarity Controller. Kpome Toro, nons3osaresib umeeT
agMUHMCTpaTmBHble Npaea gocTtyna K XClarity Controller. AQMUHUCTpaTUBHbIE NpaBa JocTtyna
MO3BONSAOT BbINOJIHATL CIeAyoLMe pacLUMpPeHHble PyHKLMW: OOHOBIIEHNE MUKPOMNPOrpamMM, 3arpyska
cetn PXE, BoccTaHoBneHne 3aBoacknx 3HadeHuin XClarity Controller, nameHeHne n BOCCTaHOBNEHNE
napameTpoB XClarity Controller n3 daina koHgurypaumm n nepesanyck n cépoc XClarity Controller.

KoHdurypauma — 6esonacHoctb UEFI
lMonb3oBaTtenb MOXeET MeHATb NapameTpbl 6e3onacHocTn UEFI.
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MpeponpeneneHHble ponu

Cne,u,yrou.l,me ponn npenonpenenAatnTca N He MOoryT OblTb penakTnpoBaHbl nn yaoaneHbl:

ApmuHucTtpaTtop
[ns ponn agMnHNCTPaTopa HET OrpaHNYeHUI, OH MOXXET BbINONHATL BCe ornepauui.

TonbKo 4YTeHune
Monb3oBaTternb C ponbto «TONBLKO YTEHNE» MOXXET OTOBpaXKaTb CBEAEHNSI O CEPBEPE, HO HE MOXKET
BbIMOMHATL Ornepaumm, BVSIIOLLME HA COCTOSIHUE CUCTEMbI, Takne Kak COXpaHeHne, U3SMeHeHNe,
0o4UCTKa, Nepesarpyska, 06HOBNEHNE MUKPONPOrpamMmbl.

Onepatop
Monb3oBaTesb C POnbio onepaTopa MMeeT cliefytoLye NPUBUIerui:

e KoHurypaums — ceTeBble NoaKoveHus n 6esonacHocts BMC
* YpaneHHoe nNuTaHve/nepesanyck cepsepa

¢ KoHurypauus — 6asoBas

¢ BO0O3MOXXHOCTb O4ULLIATb XKYpPHasbl COBbITUIA

e KoHjurypaums — paclumpeHHasi (06HOBMeHe MKponporpamM, nepesanyck BMC,
BOCCTaHOBJ/EHNE KOHUrypaumm)

Co3paHue HOBOM y4€THOM 3anucu nosib3oBaTens

V|CI'IOJ'Ib3yI7ITe I/IHd)OpMaLI,I/IIO B 3TOM paspene ansga co3gaHmnsa HoOBOIo JIOKaJIbHOro noJjib3oBarens.

Co3pgaHue nonb3oBaTens

Haxxmnte CospaTtb, 4TOObI CO34aTh HOBYHO YHETHYIO 3anncCb NOJib30BaTesiA.

3anonHuTe cnepytowme nonsi: Ums nonb3oBartens, Maponb, MogrBepauTb naponb 1 Bbibepute Ponb 13
packpbiBatoLerocs MeHto. [lononHuTenbHble ceefeHns o none Ponb CM. B criegytoLlem pasgerne.

Ponb

CnegytoLyie ponv NpeaonpeaensioTcs, a HoBas MoJib30BaTeNlbCkasi POJSib MOXKET ObITb CO3AaHa B
COOTBETCTBUW C MOTPE6HOCTAMMN NoMb30BaTeNs:

ApmuHucTtpaTtop
Ins ponyn agMUHUCTPAaTOpa HET OrpaHNyeHnii, OH MOXXET BbIMNOJIHATL BCE Onepaumm.

TonbKo YTeHue
Monb3oBaTtenb C ponbto «TONLKO YTEHNE» MOXXET OTOOpaXkaTb CBEAEHNsI O CepBepe, HO HE MOXXET
BbIMOMHATb Oornepaumm, BIUSIOLLIME HA COCTOSIHUE CUCTEMbI, Takne Kak CoOXpaHeHne, U3MeHeHNe,
0o4UCTKa, Nepesarpyska, 06HOBIEHNE MUKPOMPOrpamMmbl.

Onepatop
Monb3oBaTtesb C pPonbio onepaTopa MMEET cliefyoLmne NPUBUIErUN:

e KoHdburypauusi — ceteBble NOOKMIOYEHNS 1 6e3onacHocTs BMC
* YpaneHHoe nuTaHve/nepesanyck cepsepa

e KoHpurypaums — 6asosas

* B0O3MOXXHOCTb O4MLLATE XXYPHasbl COBbLITUN

e KoHburypauuss — paclumpeHHas (0bHoBneHne Mmkponporpamm, nepesanyck BMC,
BOCCTaHOB/EHME KOHUIypauumm)
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MapameTpbl SNMPv3

YT106bI BKNOUMTL 4nst nonb3oatensa goctyn SNMPv3, yctaHoBUTe hnaXXok psipoM C HACTPONKON
MapameTpbl SNMPV3. lNosicHAOTCA crepylowme BapuaHTbl 4OCTyNa nosib3oBaTeneii:

Tun gocTtyna
Mopnep>xusatotcs Tonbko onepaunn GET. XClarity Controller He nogaep>xusaet onepauum SET
SNMPv3. SNMP3 MO>XeT BbINOSIHATb TONBKO OnepaLmn 3anpocos.

Appec gnsi noBywek
YKaxKnTe LeneBoe pacrnosioXXeHe NTOBYLLEK AJ1s1 NOSib30BaTeNs. ATO MOXET 6bITh IP-agpec nnu nvs
xocTta. C nomoLubto nosyLuek areHT SNMP yBegoMnaeT cTaHUMIO ynpaBneHus 0 CoBbITUSX (Hanpumep,
ecnv Temneparypa npoueccopa npeBbILLAET AUMUT).

MpoTokon ayrteHTuchnkaumm
B kadecTBe npoToKosa ayTeHTudmKaumm nogaep>xmnaetcs Tonbko HMAC-SHA. OT1oT anroputm
ncnonbadyeTcs ons ayteHTndukaummn mogenbto 6esonacHoctn SNMPv3.

MpoTokon KoHhuaeHUanbHOCTU
MepeHoc aaHHbIX Mexay kKnneHToM SNMP 1 areHTOM MOXXHO 3aLUUTWTb C MOMOLLIbIO LN POBaHUS.
Mopnep>xuBaemble metoppl: CBC-DES n AES.

Mpumevanus: Laxe ecnu nonb3oBatesib SNMPV3 ncnonb3yeT NOBTOPHbIE CTPOKN Naposisi, MOXXHO 6yaeT
no-npexxHemy nony4ntb goctyn K XClarity Controller. Huxxe npuBogutcs asa npumepa Aansi Crpasku.

¢ Ecnu B kavecTtBe napons 3agaHo 11111111 (4ncno n3 Bocbmu undp, cogepxalyee BocemMb Lmdp 1),
nosib3oBaTesNb NO-NpexxXHeMy cMoxeT nonyyutb goctyn K XClarity Controller, ecnu npu BBoge napons
cny4yariHo 6yaeT BBegeHo 6onee BocbMu Undp 1. Hanpumep, ecnu BeBectr naponb 1111111111 (Wncno ns
Oecsatun undp, cogepxkallee gecatb undp 1), AOCTyN Nno-npexxHemy npegocrasnsetcd. byget cuntartbcs,
YTO Y MOBTOPHOW CTPOKM TOT >KE KITHOY.

¢ Ecnu sagaH naponb bertbert, nonssosatens no-npexxHemMy CMoXeT nony4ynTb goctyn K XClarity
Controller, ecnu cny4ainHo 6bin BBegeH napons bertbertbert. Cuntaetcs, 4to y o6oux naponen
OAVHAKOBbI KJTHOY.

[ononHuTenbHble CBeAEHNS CM. Ha CTP. 72 B foKyMmeHTe «MHTepHeT-cTanHgapT RFC 3414» (https:/
tools.ietf.org/html/rfc3414).

Kniou SSH

XClarity Controller nogaep>xnBaeT ayTeHTUHUKaLUIO C UCMNOJIb30BaHNEM OTKPbITbIX KNtoyel SSH (Tun kntova
RSA). YTob6bl fo6aBUTb KNto4 SSH K NIoKanbHOM y4eTHON 3anncu NoSIb30BaTeNs, YCTaHOBUTE (hfaXkoK psigoM
¢ napameTtpom Knrou SSH. lNpepocTasnaioTca gsa cnegyowmx napameTpa:

Bbi6op channa knroua
Bbi6epuTe canin kntova SSH ana nmnopta B XClarity Controller ¢ cepepa.

BBop knto4va B TEKCTOBOE nosne
BcTaBbTe unu BBeanTe gaHHble kKntoda SSH B TekcToBOE More.

MpumeyvaHus:

¢ HekoTopble MHCTPYMEHTbI Lenovo MOryT cosaaBaTb BPEMEHHYIO YHETHYIO 3arnnChb NOMb30BaTeNs Ans
poctyna k XClarity Controller, ecnn MHCTPYMEHT NCMONb3YyETCS B CEPBEPHON ONepaLioHHON CUCTEME.
OTa BpeMeHHas y4eTHas 3anncb HEQOCTYNHA AN NPOCMOTpa U He UCMOb3YET HMKakue 13 12 nosuuyuia
YYEeTHbIX 3anuncein nokasbHbIX NoSib3oBaTenen. 3Ta y4eTHas 3anMcb CO34aETCH C MPOM3BOJIbHBIM UMEHEM
nonb3oBaTens (Hanpumep, 20luN4SB) n naponemM. 3Ty yHETHYHO 3aNnCb MOXXHO NUCMONb30BaTb TOJIbKO
ons poctyna K XClarity Controller Ha BHyTpeHHeM nHTepdeice Ethernet yepea USB u Tonbko gns
nHtepceincos Redfish n SFTP. CospaHue 1 yganeHne 3Ton BPEMEHHOM YHETHOM 3anncu pukcrmpyeTcs B
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>XypHarne ayauTa, paBHO Kak 1 ntobble AeNCTBUS, BbINOSHAEMbIE UHCTPYMEHTOM C STUMW Y4ETHBIMM
JaHHbIMU.

¢ [Insa o603Ha4eHus N mexaHmama SNMPv3 XClarity Controller ncnonb3yeT LiecTHaguaTepuyHyro CTPOKY.
OTa WwecTHaguarepmyHas cTpoka npeobpasyerca ns nmeHmn xocta XClarity Controller no ymondanuio. Cm.
npuMep HXe.

Mms xocta XCC-7X06-S4AHJ300 cHavana npeobpasyetcs B opmaT ASCII: 88 67 67 45 55 88 48 54 45
8352 657274514848

LLlecTHapguaTepu4Hasa cTpoka co3gaeTcs ¢ ucnonbsosaHem popmara ASCII (npobenbl rHOPUPYOTCS):
58 43 43 2d 37 58 30 36 2d 53 34 41 48 4a 33 30 30

YnaneHue yquHOﬁ 3anucum nonb3oBaTensd

Wcnonb3yiiTe nHopMaLmio B 3TOM pasgaesne A4S yaaneHns y4eTHON 3anicu NoKasibHOro nosb3osartens.

YT106bl yoanuTb YHETHYIO 3annChb JTOKaNbHOMO NOb30BaTeNsl, HAXKMUTE 3HAYOK KOP3UWHbI B CTPOKE HanpoTuB
YYETHOW 3anmcu, KoTopyto TpebyeTcs yaanuTb. IMpu Hann4mm coOTBETCTBYHOLNX paspeLleHnii MOXKHO
yOaUTb COBCTBEHHYIO YYETHYIO 3anyCb UM YYETHYIO 3annCb APYrux Nosib3oBaTenei, gaxe ecnm B
HacToslLLee BpeMsi OHU paboTaloT B cucteMe. VIckitoueHne CoCTaBnstoT criyvan, Koraa pedb MAET O
€0UHCTBEHHOW OCTaBLUENCS YHETHOWN 3anMcu ¢ NpUBUIErMSMIM yNpasieHns Yy4eTHbIMK 3anncamm
nons3osaTenen. CeaHchbl, BbINOMHABLUMECS HA MOMEHT yaarnieHus y4eTHbIX 3anvcel nonb3osaresnen, He
OyayT 3aBepLUEHbl aBTOMATUYECKN.

Ucnonb3oBaHue X3WMPOBaHHbIX napone|7| Aans ayteHTudukaummn

Bocnonb3syintech nHopMaumnel s aToro pasnena, 4tobbl MOHATb, KaK NCMOb30BaTh X3LUNPOBAHHbIE
naponu ansi ayteHtTucukaymn.

MomMuMo ncnonb3oBaHKs Naposien N y4eTHbix 3anucen nonbsosatenen LDAP/AD XClarity Controller
nopaep KMBaeT CTOPOHHME X3LWMPOBaHHbIe Naponn Ansa ayreHTndukaummn. CneymnansHbiin Naposib UMEET
hopmaT ogHOCTOpOHHero xaLa (SHA256) n noppepxnsaetcsa Beb6-uHTepdencom XClarity Controller,
cpencteoM OneCLI n nHtepdenicom komaHaHom cTpokn. OgHaKo NOMHUTE, YTO ayTeHTUUKauus
nHtepgencos XCC SNMP, IPMI n CIM He nopaep>XuBaeT CTOPOHHUE X3LLMPOBaHHbIe Naposin. TosbKo
cpenctBo OneCLI n nHtepdeinc komangHom ctpokn XCC MoryT cosgaBaTth HOBblE YHETHbIE 3arnncu C
X3LLMPOBAHHbLIM MaposieEM UK BbIMOJIHATL OOHOBEHNE X3LWMpoBaHHbIX naponei. XClarity Controller Takke
nossonset cpeactsy OneCLI n nHtepdeincy komangHom ctpokn XClarity Controller nony4nts
X3LUMPOBAHHbIN NMapoJib, ECNN BKIOYEHA BO3MOXXHOCTb HYTEHMS X3LUNPOBAHHbIX Naposnen.

HacTpoiika xawmupoBaHHOro napons ¢ nomoubto Be6-uHtepceica XClarity Controller

Haxxmute BesonacHocTb B pasgene BMC Configuration n npokpytute pasgen Security Password
Manager, 4To6bl BKNHOYNTb UK OTKIKOYNTE (DYHKLUIO CTOPOHHEro napons. Ecnu ata dyHKunsa BKNOYEHa, TO
Ons ayTeHTMmKauum npu BXxoge B cuctemy 6yaeT NCnosib30BaTbCs CTOPOHHUIA X3LUMPOBaHHbIV Naposb.
Kpome Toro, Mo>XHO BKJTHOUUTb U OTKITKOYUTD MOMyYeHNe CTOPOHHErO XalmpoBaHHoro naponst na XClarity
Controller.

Mpumeyanue: o ymonyaHuio pyHKUMM CTOPOHHMIA Naponb 1 PaspewmnTb noayyeHne CTOPOHHEro
naponsi OTK/MOYEHbI.

YT106bI NpoBEPUTL TUM Naposs nosb3osaTens (Co6¢cTBEHHbIN 1N CTOPOHHUI NAaPOoJib), HKMUTE
Monb3oBatenb/LDAP B pasgene BMC Configuration ona nonyyeHns AonofHUTENbHbIX CBEOEHWI.
CeepneHust 6yayT npeacTasneHbl B cTonbue JonoaHUTENbHbIN aTpUoyT.

MpumeyaHus:
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Monb3oBaTenu He CMOFYT N3MEHUTb NapPOosb, ECIN OH SIBNSIETCSI CTOPOHHMM NnapoJsiem, 1 nons Maponb u
MopTBep)xaeHve napons 6yaoyT 3aTEMHEHDI.

Ecnun cpok feincTBrs CTOPOHHEro Naposis UCTeK, B NMpoLiecce BXo4a B CUCTEMY 0TO6Gpa3nTCs
npepynpexaatoLiee coobLieHue.

HacTtpoiika xawmposaHHOro napons ¢ nomoubro pyHkuum OneCLI

BkntoyeHne yHKLMUN
$ sudo OneCli config set IMM.ThirdPartyPassword Enabled

CospaHue xawmpoBaHHoro napons (6es Salt). Hmke npuseaeH npumep exopa B XClarity Controller ¢
ncnonb3oBaHnem napons passwordi23.

$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print $NF}'"

$ echo $pwhash 5e884898da28047151d0e56f8dc6292773603d0dbaabbdd62allef721d1542d8
$ sudo OneCli config set IMM.Loginid.2 admin

$ sudo OneCli config set IMM.SHA256Password.2 $pwhash

$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""

CospaHune nonb3oBaTens ¢ XaLWnpoBaHHbIM naponem (¢ Salt). Huxe npreepeH npumep Bxoga B XClarity
Controller ¢c ncnonb3osaHnem naponsi password123. Salt = abc.

$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}'"

$ echo $Spwhash 292bchc41bb078cf5hd258dh60b63adh337¢c8¢c954409442¢cfad7148hcb428fee
$ sudo OneCli config set IMM.Loginid.3 Admin

$ sudo OneCli config set IMM.SHA256Password.3 $pwhash

$ sudo OneCli config set IMM.SHA256PasswordSalt.3 'abc’

MonyyeHune xawmMpoBaHHOro Napons u salt.

$ sudo OneCli config set IMM.ThirdPartyPasswordReadable Enabled

$ sudo OneCli config show IMM.SHA256Password.3

$ sudo OneCli config show IMM.SHA256PasswordSalt.3

YpaneHne xawmnpoBaHHOro napons u salt.

$ sudo OneCli config set IMM.SHA256Password.3 ""

$ sudo OneCli config set IMM.SHA256PasswordSalt.3 ""

3agaHne X3WnpoBaHHOIo Naposs 415 CYLLECTBYIOLLEN YYETHOWN 3anncu.

$ sudo OneCli config set IMM.Loginid.2 admin

$ sudo OneCli config set IMM.Password.2 PasswOrd123abhc

$ sudo OneCli config set IMM.SHA256Password.2 $pwhash

$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""

Mpume4aHme: XalLMPOBaHHEIN Naposib BCTYNAET B CUNY CPasy e Nnocse ero co3aanus. VicxogHoin

CTaHZapTHbIN Naposb 6onbLue He ByaeT AencTeoBaTb. B 3ToM nprMepe ncxogHbii CTaHAAPTHBIN Naposb
PasswOrd123abc 6onbLue He MOXXET MCMONB30BaTbCs, MOKa He 6yAeT yaaneH XaLWvpOBaHHbI Naposb.

HacTpoiika x3awmpoBaHHOro NapoJsisi C MOMOLbIO UHTepdeica KOMaHAHON CTPOKU

22

BkntoyeHne yHKLMN
> hashpw -sw enabled

Co3paHue xalwmpoBaHHoro napons (6es Salt). Hmxe npueeneH npumep Bxopa B XClarity Controller ¢
ncnonb3oBaHnem napons passwordi23.
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$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print $NF}'"
5884898da28047151d0e56f8dc6292773603d0dbaabhddb2allef721d1542d8

> users -2 -n admin -shp 5e884898da28047151d0e56f8dc6292773603d0déaabbddé2allef721d1542d8 -a
super

e CospgaHue Nonb3oBaTens ¢ XaWwnpoBaHHbIM naposnem (¢ Salt). Huke npusegeH npumep Bxoga B XClarity
Controller ¢ ncnonbzosaHnem napons passwordi123. Salt = abc.

$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}""
$ echo $pwhash 292bchc41bb078cf5hd258dh60b63ad4h337¢c8¢c954409442cfad7148hcbo428fee

> users -3 -n Admin -shp 292bcbc41bb078cf5hd258db60b63adb337¢c8c954409442cfad7148hcb428fee
-ssalt 'abc' -a super

¢ [lonyyeHume xaLIMpPOBaHHOro naponsd u salt.
> hashpw -re enabled
> users -3 -ghp -gsalt

* YpaneHue XaWMpoBaHHOro napons u salt.

> users -3 -shp "" -ssalt
e 3apaHne XaLWnpoBaHHOIro Naposs 41 CYyLLEeCTBYOLEN YHETHOW 3anncu.

> users -2 -n admin -p Passw0rd123abc -shp
50884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8 -a super

Mpume4aHue: X3aLMPOBaHHbIN Naposib BCTYNaeT B CUITY CPa3y e Mocse ero co3gaHus. VicxogHoin
CTaHAapTHbIA Naponb 60nbLUe He ByAeT AelcTBOBaTb. B 3TOM NprMepe NCXOAHbIN CTaHAapPTHBIN Naporsb
Passw0rd123abc 6osbLue He MOXXET MCMONL30BaTbCs, MOKa He 6yAeT yaaneH XaLWnpoBaHHbI Naponb.

[Mocne HacTponKK X3LWMPOBAHHOIO Napons NOMHNUTE, YTO OH He ncnonb3yeTca anga exopa B XClarity
Controller. INpu Bxoge B cuctemMy HEO6XOAMMO NCMNOJIb30BaTb Naposb B BUuAe 06bi4HOro TekcTa. B npumepe
HUXXe UCNOoNb3YeTCA Naposb B Buae 06bI4MHOro TekcTa password123.

$ pwhash = ‘echo —n password123 | openssl dgst —sha256 | awk '{print $NF}"
5e884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8

> users -2 -n admin -shp 5e884898da28047151d0e56f8dc6292773603d0dbaabbdd62allef721d1542d8 -a super

HacTpoiika napameTpoB rno6anbHoro exoaa

BOCI'IOJ'IbSyI7ITer I/IHd)OpMaLI,I/IeI‘ﬁ N3 3TOro pasgena, YTOObI HaCTpPOUTb NapaMeTpbl NOJINTUKN BXOo4a U
rlapone|7|, NnPMMEeHNMbIe KO BCEM MOJIb30OBaTENAM.

Tanm-ayT Be6-ceaHca nocsie HeaKTUBHOCTHU

Bocnonb3yintech MHopMauuel s aToro pasgena, 4Htobbl HACTPOUTL TaM-ayT Be6-ceaHca nocre
HEeaKTUBHOCTMW.

B none Tanm-ayT Be6-ceaHca nocne HeaKTUBHOCTU MOXXHO yKa3aTb MPOACIIKMTENbHOCTb (B MUHYTaX)
oxupanus, npexge 4em XClarity Controller oTknto4mT HeakTVBHBIN Be6-ceaHc. MakcrmanbHoe Bpems
oxunpaHua — 1440 muHyT. Ecnu 3apgaHo 3HaveHune 0, Beb6-ceaHC HUKOrAa He UCTeKaeT.

Mwukponporpamma XClarity Controller nogoep>xmBaeT Ao LWecT 0gHOBPEMEHHbIX BEG-ceaHCoB. YTobbI
0CBOBOANTB CeaHChbl 415 CMOJb30BaHNS APYIrMMM NONb30BATENSAMU, PEKOMEHAYETCS BbIXOAUTb U3 BEO-
ceaHca rno okoH4YaHun paboTbl, a HE HAAEATbCS, YTO ceaHe ByaeT aBTOMATUYECKN 3aBEPLLEH TaliM-ayToM
nocsie HEaKTUBHOCTN.
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Mpumeyanue: Ecnu octaBuTb 6paysep OoTKpbITbiM Ha Be6-cTpaHuue XClarity Controller, koTopas
OBHOBNSIETCS aBTOMATU4ECKN, Ball Be6-CeaHC He ByAeT aBTOMaTUYeCKN 3aKpbIT N3-3a HEaKTUBHOCTMW.

MapameTpbl NOANTUKN 6€30NaCHOCTU YYETHbIX 3anucen

Bocnonb3yiiteck nHgopmaumeln U3 aToro pasgena, HTobbl 3y4nTb 1 BbiIGpaTb NapameTpbl NOANTUKN
6€30MacHOCTN YHETHbIX 3anucein gnsa cepeepa.

MpumevaHus: B Flex System napameTpamu nonnTnkn 6€30nacHOCTY YYETHBIX 3anncen ynpasnseT Moaysb
Flex System Chassis Management Module (CMM), n nx HeBo3MO>XHO N3MeHUTL ¢ nomoLpto XCC. Ecnn
CMM uncnonb3yeTcs onst HAaCTPOWKN NONNTUKIM 6€30MacHOCTM YHETHBIX 3anmcen, o6paTuTe BHUMaHMe Ha
crnepyoLee:

¢ B otnunume ot XCC mopyns CMM He nmeet napametpa MNepuop npepnynpexaeHnsa 06 nctevyeHum
cpoka aencTtBusi napons (B gHsx). Ecnu sHaveHve Mepuop ncteveHns cpoka gencTeust naponsi
npesbiwaeT 5 gHen B CMM, XCC 3apacT ans nepuoga NpegynpexneHns 06 nCTe4eHnn cpoka aencTans
napons 3Ha4veHve «5 gHe». VI HA0GOPOT, ecnv 3agaHo 3Ha4YeHNe MeHee 5 fHel, 3Ha4eHne neproga
npenynpeXaeHns 06 NCTeYeHU CpoKa AencTBnsS OyoeT coBnagaTb CO 3Ha4YE€HNEM, BBEAEHHBIM B MoJ1e
Mepunopa ncteyeHns cpoka AencTBUS Naponsi.

¢ [lnana3oH 3Ha4yeHui napameTpa MakcumanbHoe Yncno owmnb6okK npu Bxoge (pas), 3agaHHbili B CMM,
cocTtaensieT oT 0 go 100 pas. OgHako guanasoH, onpepeneHHbii B XCC, coctaensieT ot 0 go 10 pas.
Takum o6pas3om, Korga nonb3oBartenb BolbpaeT 3Ha4veHne, npesbiwatolee 10 pas, 8 CMM, XCC no-
NPexXHeMy 3a0acT o1 MakCMManbHOro Yncnia olwmnboK Npu Bxoae 3HaveHue «10 pas».

¢ [lnana3oH 3Ha4yeHuin napameTpa MMHUManbHbIA MHTEpPBaN N3MeHeHUst Napons (B Yacax), 3agaHHbi B
CMM, cocTtaensieT ot 0 oo 1440 4. OgHako amnanasoH, onpepeneHHbin B XCC, cocTtasnsieT oT 0 go 240 u.
Takum o6pas3om, Korga nosib3oBartesb BblIbpaeT 3HaveHne, npesbiwatowiee 240 4, 8 CMM, XCC no-
npe>xHeMmy 3afacT ons MUHUManbHOro NHTepBana U3MeHeHnst napons aHadeHne 240 .

Huxe npegcrtaBneHo onncaHne nonen c napamMmeTpamm 6e30nacHocTu.

MpuHyguTEeNnbHOE N3MeHeHWe Napond Npy NepBomM Bxoae
Mocne co3gaHnst HOBOMO MOJIb30BAaTENs C NAPONEM MO YMOHaHWNIO YCTAHOBUTE 3TOT hnaXKok, YToO6b!
nonb3oBaTenb AOMKEH GblfT MEHSITb CBOI NapoJib NPW NepBOM BXOAe B CUCTEMY. 3HaYeHue no
YMOJIHaHWIO 1S 3TOrO MO — YCTAHOBJIEHHbIN hnaXkok.

TpebyeTcs CNOXHbIV NapoJib
dnadkoK yCTaHOBMEH MO YMOMYaHNIO, a CIOXKHbIV Napofb JO/KEH COOTBETCTBOBATL CeAyOLLUM
npasunam:

e Copep>xaTb TONbKO cnepytoLme cumBonbl (6e3 npobenos):A-Z, a-z, 0-9, ~'1@#$% " &*()-+={}
0fs"'<>,2/._

e Copep>kaTb NO MeHbLLEN Mepe 0aHY OYKBY
e Copep>kaTb No MeHbLUEN Mepe ogHy Lundpy
e Copep>kaTb NO MeHbLLEN Mepe ABE U3 CneayoLmx KOMOUHaLMn:
— [Mo meHbLLEn Mepe ofHY BYKBY BEPXHErO perucTpa;
— [lo MeHbLUEN Mepe ofHY BYKBY HVXKHETO PErncTpa;
— [lo MeHbLUen Mepe 0auH cneumanbHbIi CUMBOJI.
¢ Hukakune gpyrvne cMmBosibl (B YaCTHOCTU, NPOo6esibl) MCNONb30BaTb HEAOMYCTUMO.
¢ [laponb JomkeH cofepxxaTb He 6onee ABYX OQNHAKOBbIX CUMBOJIOB Noapsan, (Hanpumep, «aaa»).

i ﬂaponb HE MOXXET B TOYHOCTW NMOBTOPATb NMA NMONb30BaTeid, COCTOATb N3 NOBTOPAOLWErocsa ognH
HECKOJIbKO pas3s nMeHN Nonb3oBaTtens Nnbo NMeHN NoNb3oBaTens B 06paTHOM nopsapgke.

e [onycTtumas gnnHa napons — ot 8 Ao 32 cMMBONoB
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Ecnu cona>xok psagom ¢ aTuM napameTpoB He YCTAHOB/EH, B KA4ECTBE 3HAYEHUS MUHUMANbHOM OJIVHBI
napons MOXXHo ykasatb oT 0 go 32 cumsosnoB. Ecnu ans MUHMMaNbHON ANVHLI NApons YCTaHOBNEHO
3Ha4veHue 0, nosie Naponst y4eTHON 3anmc MOXXHO OCTaBUTb MYCTbIM.

Mepuop ncteveHnst cpoka AencTBUs Naposs (B AHsAX)
B aTom none ykasaH MakcumasnbHbI CPOK OENCTBUA Napons (nepuog, no MCTe4eHn KOTOpOoro naposb
HEeO6X04MMO N3MEHUTD).

Mepuop oXxnaaHUs UCTe4eHNUst CpoKa AeACTBMUS Napons (B AHSAX)
B aToM none ykasaHo, 3a kakoe BpemMsi (B AHSAX) 40 UCTEYEeHNs cpoKa OelcTBUSA napons nonb3osaTtesb
HaYMHaeT Nony4aTb NPeaynpPeXXaeHus.

MuvHumanbHas gaMHa naponsi
B aTom none yKasaHa MrnHnMarsnbHada gnnHa napons.

MuHUManbHbIV LMK NOBTOPHOIO UCMNOJIb30BaHUS Naponsi
B 3TOM none ykasbiBaeTCst KOIMYECTBO MCMONb30BaBLUNXCSA paHee Naposieli, KOTOpbIe HENMb3A
ncnonb3oBaTh NOBTOPHO.

MuvHUManbHbIN NHTEpPBa U3MeHeHus naponsa (B 4acax)
B aTOM MNone ykasaHo, CKONbKO CrenyeT XaaTb, Npexne YeM N3MeHUTb Naposb eLle pas.

MakcumanbHoe 4ncno owmn6okK npu Bxoae (pas)
B aToM none ykazaHo MakCcMasibHO AONYyCTUMOE KOJIMHECTBO HeyAaBLUMXCS NOMbITOK BXOA4a, nocre
Yero nonb3oBaTeNib 6yaeT 3a6NOKMPOBaH Ha onpeaeneHHoe Bpemsi.

Mepnoa 6N10KNPOBKU NOCIIe MAaKCUMaJIbHOIO Yncia OoWMO0K Npu Bxoae (B MUHyTax)
B aTom none ykasaH nepuog (B MMHyTax), Ha kotopblii nogcuctema XClarity Controller sanpetut
NOMbITKN YAaNeHHOro Bxo4a Npy NPeBbILLEHNN MakCUMarnbHO JOMYCTUMOrO KONMYeCcTBa Hey4aBLUMXCS
MonbITOK BXOAA.

Hactpounka LDAP

Bocnonb3yinTtech nHgopMauuei s aToro pasgena oia npocMoTpa unm n3MmeHeHnsa napametpos LDAP
XClarity Controller.

MNoppep>xka LDAP BkntoyaeT:

¢ [Moppepxxky npotokona LDAP Bepcun 3 (RFC 2251);

e [Moppep>xKy ctaHgapTHbIX MHTepdelicoB APl knneHTtos LDAP (RFC 1823);

¢ [loppep>XKy cTaHgapTHOro cuHTakcuca cpunbTpa novcka LDAP (RFC 2254);

e [Moppep>xky pacwumpeHus npotokona LDAP (Bepcum 3) ons npotokona TLS (RFC 2830).

Peannzauusa LDAP nogaep>xusaeT cnegytolme cepaepbl LDAP:

¢ Microsoft Active Directory ( Windows 2003, Windows 2008, Windows 2012, Windows 2016, Windows
2019)

¢ Microsoft Active Directory Application Mode (Windows 2003 Server)

¢ Microsoft Lightweight Directory Service (Windows 2008, Windows 2012)
¢ Novell eDirectory Server, Bepcus 8.7, 8.8 9.4

e OpenlLDAP Server2.1,2.2,2.3n2.4

MepengnTe Ha Bknagky LDAP gnst npocMoTpa nnm nameHeHust napametpos LDAP XClarity Controller.
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XClarity Controller moxxeT yaaneHHO ayTeHTUOULMPOBaTb AOCTYMN NONb30BaTENSA C MOMOLLBIO LEHTPaNbHOr0
cepaepa LDAP BMeCTO nokasnbHbIX YHETHbIX 3anuceit Nonb3osaTtens (Mav B AOMNOMHEHNE K HUM), KOTOpble
coxpaHeHbl B camoM KoHTponnepe XClarity Controller. Mo)XHO HagHa4MTb NPUBUNENUN ANSt KAXKO0N YyHETHON
3anvcu nonb3oBarens, ncnosb3ys ctpoky IBMRBSPermissions. Kpome Toro, MO>XHO UCMONb30BaTh CEPBEP
LDAP, 4TO6bI Ha3Ha4MTb NOJSIb30BaTENEN rpynnam 1 BbIMOHATL FPYNMOBYO ayTEHTUMUKALMIO, MTOMUMO
CcTaHgapTHOM ayTeHTMdMKaumn nonb3osaresnen (No nposepke napons). Hanpmumep, MOXXHO Ha3Ha4YnTb
XClarity Controller ogHON nnmn HECKONBLKMM rpynnam; Nonb3oBaTesb CMOXET NPOWTU FPYNNoBYHO
ayTeHTUUKaLKMIO, TONMLKO €C/IM OH OTHOCUTCA XOTA 6bl K 0fHON rpynne, cesasaHHon ¢ XClarity Controller.

Lns HacTpoikn cepeepa LDAP BbinonHuTe cneayoLme oencTeus:

1. B pa3sgene CeBepgeHus o cepsepe LDAP B cnucke anemMeHTOB AOCTYMHbI cnegyloLlme napamMmeTpsbl:
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MUcnonb3oBaTtb cepBep LDAP Tonbko gns ayteHTudukaumm (c nokanbHOW aBTopusauuen): ecnu
Bbi6paH aToT napameTp, XClarity Controller 6ygeT ncnonb3oBatb y4eTHbIE AaHHbIE TONBKO ASiS
ayTeHTUbrKaummn Ha cepsepe LDAP 1 nasneveHns nHgopmaumm o npuHagiexxHoCT K rpynne.
MmeHa n npysunerun rpynn MOXXHO HAaCTPouTb B pasaene napametpos Active Directory.

Ucnonb3soBaTtb cepsep LDAP gns ayteHTUbukaumm n asBtopusauun: ecnm BoblopaH aToT
napameTp, XClarity Controller 6ygeT ncnonb3oBaTb YY4ETHbIE AaHHbIE U AN ayTEHTUdMKaUmMm Ha
cepsepe LDAP, n ana ngeHtudrkaumm paspeLueHunii nosib3oBaTernsi.

MpumevaHue: Cepsepbl LDAP, KoTopble cneayeT Ucnonb3oBaTth Af1st ayTeHTUdhUKaLMN, MOXXHO
HaCTPOUTb BPYYHYIO UK O6HAPY>XUTb € NOMOLLbIo 3anncein DNS SRV B gpuHaMnyeckom pexxmme.

Ncnonb3oBaTb NpegHacTpPOEHHble CepBePbl: MOXXHO HACTPOUTb 40 YeTbipex cepBepoB LDAP,
BBeas IP-apgpec unun nms xocta kaxkgoro 13 Hux, ecnn DNS BkntodeHa. Homep nopTa ansa kaxxgoro
cepBepa yKasbiBaTb He 06a3aTenbHO. ECnv 3To none octaBneHo NycTbiM, A5 He3alLMLLEHHbIX
nogkntoyeHnin LDAP ncnonb3yetcs 3Ha4eHne no ymondaHuio — 389. [1ns sawmileHHbIX
NOOKITIOYEHNIA 3HAYEHNE NMopTa Mo ymon4yaHuto — 636. Heo6xoomMmMo HaCTPOUTb MO MEHbLLEN Mepe
oavH cepsep LDAP.

UcnonbsoBatb DNS ans noncka cepBepoB: MOXXHO HACTPOUTb AUHAMUYECKUA PEXXUM
o6Hapy>xeHusi cepeepoB LDAP. MexaHnamebl, onncaHHble B ctatbe RFC2782 (DNS RR gns ykazaHus
pacnofioXXeHus cny>x6), NCNob3yTCA AN onpeaeneHnst pacnonoXxeHus cepsepos LDAP. OtoT
npoLecc n3BecTteH nof HassaHnem DNS SRV. Heo6xogymo ykasaTb NoSIHOE LOMEHHOE UMS,
KOTOpOEe ByAeT NCMONb30BaTbCA B KA4eCTBe OMEHHOro nMeHmn B 3anpoce DNS SRV.

— Jlec AD: B cpefie C yHMBepcasbHbIMU FPyNnaMy B NEPEKPECTHBLIX JOMeHaxX HEO6XOAUMO
HacTpouTb NMS fieca (Habopa [OMEHOB) AJst OGHapPY>KEeHNS 06513aTeSbHbIX I106aNbHbIX KaTanoros
(GC). B cpene 6e3 KpoCcC-[OMEHHOMO YIEHCTBA B rpynnax 3TO Mojie MOXXHO OCTaBUTb MYCTbIM.

— JAowmeH AD: noTpebyeTcs yKasaTb NOHOE AOMEHHOE NMS, KOTOpoe ByaeT UCMOSIb30BaThCH B
KayecTBe LOMeHHOro nmeHu B 3anpoce DNS SRV.

Ecnn TpebyeTcs BkMounTb 3awmileHHbin LDAP, ycTaHoBuTe hrniaxxok BkntounTb 3awmieHHbii LDAP.
Lna noppep>xkun sawwmeHHoro LDAP Heo6xoouMo Hanmumne gencTBuTensHoro ceptudmnkarta SSL;
Kpome Toro, TpebyeTcs MMNOoPTUPOBATbL MO MEHbLLEN Mepe OOUH AOBEPEHHbIN cepTudUKaT KIneHTa
SSL B XClarity Controller. Cepsep LDAP gomxeH nogaep»xmsatb npoTokon TLS Bepcun 1.2 — Tonbko B
3TOM clly4ae OH 6YAET COBMECTUM C 3alyiLeHHbIM kKnneHToM LDAP koHTponnepa XClarity Controller.
LlononHuTenbHble cBeAeHMs 0 paboTe ¢ cepTudukaTamm cM. B pasgene «ObpaboTka cepTudmrkaron
SSL» Ha cTpaHuue 45.

. 3anonHuTe I/IHd)OpMaLWIPO B pasgene p‘OI'IO.ﬂHVITeanbIe aTpubyTbl. Hnxe npmnBoaATCA NOACHEHNA 3TUX

aTpunbyToB.

MeTona NpuBSAI3Kn

Mpexae Yyem HadMHaTbL Nouck Ha cepeepe LDAP nnu oTnpaenaTe Ha HEro 3anpockl, HEOH6XOAMMO
OTNpaBUTb 3anpoc NPMBSA3KN. DTO NoJie yNpPaBseT BbINOJIHEHWEM NePBOHAaYasIbHOW NPUBA3KM K
cepsepy LDAP. [ocTynHbl cnegyowmne MeToabl NpUBA3KI:
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* Y4yeTHble AaHHble He TpebyloTcA

|/|CI'IOJ'Ib3yI7ITe 3TOT MeTOo[ ANd NpuBA3KN 6e3 pasnnyarowieroca MMeHn nnan napons.
Micnonb3oBaTb 3TOT METO[, HE pekomMeHOyeTCA, NOCKOJIbKY 60/bLINHCTBO cepBepoB HACTPOEHbI
Ha 3anpeT NONCKOBbIX 3anpOoCOoB Mo OTAEeJIbHbIM 3anncam nonb3oBaTenei.

¢ HWcnonb3oBaTb HACTPOEHHbIE y4EeTHble flaHHble

VcnonbayitTe aTOT MeTOA, ANs MPUBS3KMN C UCTONb30BaHNEM HACTPOEHHOMO PasnnyatoLLerocs
MMEHM 1 Naponsa KnueHTa.

¢ HWcnonb3oBaTb y4eTHble AaHHble BXoAa

Vicnonb3yinTe aTOT METOA AN MPUBA3KM C YH4ETHBIMY SAaHHBIMW, NPefoCTaBIEHHbIMU B NpoLecce
Bxopga. [ nonb3oBaTtens MoXXeT 6bITb NPEAOCTaBEH C MOMOLLBIO Pas3nnyatoLLLerocst UMeHu,
YaCTNYHOIo PasNNYatoLLLErOCH UMEHM, MOMHOMO AOMEHHOIO UMEHN UNn ngeHTudukaropa
nonb3oBaTenNsi, COOTBETCTBYOLEro atpubyTy noncka UID, koTopbin HacTpoeH B XClarity
Controller. Ecnn npegocTaBneHHbIe y4eTHbIE AaHHbIE HAMOMUHAIOT YacTUYHOE pasnuyaroLeecs
ums (Hanpumep, cn=joe), OHO ByAET NPUCOEOVUHEHO CNEPean HACTPOEHHOIO pPasfnyaroLLLEerocs
UMEHN KOPHS B MOMbITKE CO30aTh pas3nnyatoLLeecsa MMsi, COOTBETCTBYHOLLLEE 3anucu
nons3oBaTens. Ecnm nonbiTka npuBA3ky 3aBepLUMTcsa c6oem, ByaeT caenaHa 3akodmTesibHas
nomnbITKa co3gaHns NpUBA3KM NyTemM NpucoeanHeHns cn=to cnepegy K y4eTHbIM SaHHbIM BXOLA,
a Mony4eHHO CTPOKN — K HACTPOEHHOMY Pas/findaloLLEMYCS MMEHN KOPHS.

Ecnu nepsoHavanbHasa nprBA3Ka BbINOSIHEHA YCMELIHO, BbIMOMHAETCHA NOMCK 3anuncu Ha cepasepe LDAP,
KOTOpasi OTHOCUTCS K BbIMOJIHAIOLLIEMY BXO, B CUCTEMY Nofib3oBaTesnto. [1pu Heob6xogumocTu
BbIMOMHSAETCS BTOpas MonbiTKa NPUBSA3KM — Ha 3TOT pa3 C pa3nnyaroLuMcs UMeHEM, U3BNIEHYEHHbIM 13
3anvcu LDAP nonb3osatensi, n naposnem, BBeAeHHbIM B NpoLiecce Bxofa. Ecnm BTopas nonbiTka
NPVBS3KK 3aBepLuaeTcs cb6oem, NoIb30BaTENO OTKa3aHo B [OCTyne. BTopasi npuBsiaka BbINOJIHAETCS,
TOJIbKO €C/IM UCMOJIb3YOTCSA METOAbI MPUBS3KN Y4YeTHbIe flaHHble He TpebytoTtcs nin Ucnonb3oBaTb
HACTPOEHHbDbIE Y4YeTHbIe AaHHbIe.

Pasnuyaloweecst UMsi KOpHA
OT0 pasnuyaroLLieecs UMsi KOPHEBOW 3anucy B gepee katanora Ha cepsepe LDAP (Hanpumep, dn=
mycompany,dc=com). 3TO pasnu4yaroLLeecs Msi UCMOJIb3YETCHA B Ka4ecTBe 6a30BOro o6bekTa ans
BCEX MOMCKOBLIX 3aMNpPOCOB.

ATpun6yt noucka UID
Ecnn B KavecTBe MeToAa NPUBA3KM 334aHO 3Ha4YeHne YUyeTHble flaHHble He TpebyloTcs 1nuv
Ucnonb3oBaTb HACTPOEHHbIE YYETHbIE fJaHHble, 32 MEPBOHAYaIbHON NPUBA3KON K CEPBEPY
LDAP cneflyeT NOMCKOBBI 3anpoc, N3BEKAOLLNIN KOHKPETHYIO MHOpMaLUo O Nonb3oBarene,
BK/OYAs pasnmyaroLLeecs UMs NoNb3oBaTens, paspeLleHns Ha BXOA U NPUHAANEXHOCTb K rpynne.
B nonckoBom 3anpoce Heo6Xo4MMO yKasaTtb UMSA aTpubyTa, NPeacTaBnsioLero naeHTUgrKaTopsb!
nosib3oBaTenen Ha 3ToM cepBepe. Vima atpubyTa HacTpanBaeTcsa B 3ToM none. Ha cepsepax Active
Directory nmsi atpnbyta 06bi4HO umeeT cneaytowwnii Bug: sAMAccountName. Ha cepsepax Novell
eDirectory n OpenLDAP nms atpnbyTta nmeet Bug uid. ECnv nosne octaBneHo nycTbiM, 3Ha4YEHME MO
ymMon4yaHuio — uid.

FpynnoBon hunbTp
Mone MpynnoBon hunbTp NCMONb3YETCS O rPYNnoBoi ayTeHTudukaumu. MNonbitka rpynnoBoi
ayTeHTUUKaLn NpeanpuHUMaeTcs NOCse YCMNELLHOW MPOBEPKN YHETHbIX AaHHbIX MOMb30BaTENS.
Ecnn rpynnosas ayTeHTUdMKaLMs 3aBepLUaeTcs cO60eM, Nosb30BaTENO OTKa3blBaloT B AOCTYME.
Ecnn HacTpoeH rpynnosoi hnnbTp, OH CRYXXUT ANns ykasaHusa npuHagnexxHocty XClarity Controller
K TEM UM UHBbIM FpynnamM. OTO 03HAaYaeT, YTO AJ1s1 YCMELHOMO BbINOSIHEHMS onepawun
NnoJsib30oBaTeNb AO/MKEH OTHOCUTLCS MO MEHbLLEN Mepe K OQHOW rpynne, HACTPOEHHON A1
rpynnosoi ayteHTudukauumn. Ecnn none Mpynnoson thunbTp OCTaBNeHO NyCThIM, FPynnoBas
ayTeHTUUKaLna aBTomaTnyeckn 3asepLuaeTcs ycnexom. Ecnm rpynnosoi ounsTp HACTPOEH,
npegnpUHUMAaETCS NOMbITKa CONOCTaBUTbL MO MEHbLLEN Mepe OAHY Fpynny B CAUCKE rpymnne, K
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KOTOPO OTHOCUTCS NoJib3oBaTesNb. ECiv COOTBETCTBME HE HaliAEHO, NOIb30BaTeNb HE MPOXOANT
ayTeHTUdUKaLuio, B [OCTyNe eMy oTkasaHo. Ecnu HangeHo XoTsa 6bl 0AHO COOTBETCTBIE,
rpynnoBas ayTeHTUgmKauns 3aBepLUaeTcs YCMeLHO.

[Npu cpaBHeHUN y4nTbiBaeTCa pernctp. dnvHa dpunetpa orpaHmnyeHa 511 cumsonamu, unsTp
MOXKET BKJItO4aTb OAHO UJIM HECKONBKO MMeEH rpynnbl. CumBon goetouus (1) cnegyet
NCNonb30BaTh AJ1s1 Pa3feneHns HECKOMbKUX MMeH rpynn. [Npo6esbl B Havane u B KOHLE CTPOKM
UrHOPVPYIOTCH, OOHAKO BCE OCTallbHble NPOOENbI CHATAOTCA HYacTbO UMEHN rPYMMbl.

MpumevaHue: [loncTaHOBOYHBIN CMMBON (*) 6051ee He ABNSETCS MOACTAHOBOYHbBIM. KoHuenuus
NOLCTaHOBOYHbIX CUMBOJIOB 60Mee He MCMOSIb3YETCH B LIENAX YCTPaHEHWS YA3BUMOCTEN
6e30nacHoOCTU. VIMsi rpynnbl MOXKHO 3afaTh B KA4E€CTBE NOJSIHOrO PasnnyaroLLerocs UMeHN Uin ¢
NnoMoLLbIo YacTu cn. Hanpumep, rpynny ¢ pasnuyatowmmcst uMeHem cn=adminGroup, dc=
mycompany, dc=com MO>XHO 3aaTb C MCMOJIb30BaHNEM (haKTUYECKOrO pasfinyatoLLEerocst UMeHu
unn adminGroup.

Bno>keHHoOe 4neHCTBO B rpynnax NnoLaep XnBaeTcs TonbKo B cpepax Active Directory. Hanpumep,
€Cnuv nonb3oBaTenb aBnseTcs ydactHuKom rpynn GroupA n GroupB, a GroupA Takxe aBnseTca
y4acTHUKoM rpynnbl GroupC, cumTaeTcsl, 4TO NONb30BaTeb TAKXKe SABNSETCSA YH4AaCTHUKOM rpynnbl
GroupC. lNouck nNo BNoXXeHHbIM rpynnam npekpatlaeTcst nocne ob6paboTkm 128 rpynn. MNpexae
4YeM NnepexoanTb Ha 6o5ee HN3KNI YPOBEHb, BbINMOHSAETCS NMOUCK MO rpyrnnam O4HOMO YPOBHS.
3auuknuBaHus He 06HapPY>KMBatoTCS.

ATpubyT rpynnoBoro nomcka

B cpepax Active Directory nnn Novell eDirectory 3Ha4eHne B nosie ATpuGyT rpynnoBoro nomcka
yKasbIBaeT Ha M aTpubyTa, NCnonb3yemoe Ans ngeHtudrkaumm rpynmn, K KoTopbiM OTHOCUTCS
nonb3oeaTtenb. B cpepge Active Directory umsa atpnéyta — memberOf. B cpege eDirectory ums
aTpubyta — groupMembership. B cpepne cepsepa OpenLDAP nonb3osateny 06b6I4HO
Ha3HavarTcsa rpynnam, 3HadeHue objectClass B koTopbix paBHo PosixGroup. B 3ToM KOHTeKCTe
3TO noJsie 3agaeT ums atprubyTa, MICNONb3YEMOE A8 MAEHTU(MKALUN YHACTHIKOB ONpPeneieHHON
rpynnbl PosixGroup. 31o nms atpubéyta — memberUid. Ecnn 310 none octaBneHo nycTbiM, UMst
aTpubyTa B hunbTpe No ymonyaHmio pasHo memberOf.

ATpuGYT paspelueHuin Ha BXoq,

Ecnn nonb3osaTens ycnewwHo npoxoanTt ayteHTudmkaumo Ha cepeepe LDAP, Heobxoanmo
N3BMeYb paspeLLeHs Ha BXOA A1 3TOro nosb3osaTens. YTobbl caenaTb 3To, GuibTp NOUCKa,
OTNpaBfsieMblll HA CePBEP, OO/KEH COOEPKaTb YKasaHne Ha nMs atpubyTa, CBA3aHHOE C
paspeLleHsaMm Ha BxoA. B none ATpubyTta paspelueHnin Ha BXog 3a0aHo nms atpubyra. Ecnm
cepsep LDAP ucnonbadyetca onsa ayteHTndukaumm n agTopusaumm, Ho 3TO Nnose OCTaBleHo
nycTbIM, Nosb30BaTesto 6ygeT oTKa3aHo B [OCTYIE.

3HayeHue aTtpnbyTa, Bo3Bpalaemoe cepsepoM LDAP, BbIMOMHAET NOUCK CTPOKU KITOHYEBbLIX CIIOB
IBMRBSPermissions=. 3a CTPOKOI1 KIo4EBbIX CNOB A0/HKHA Cpa3y crefoBaTtb 6UTOBas CTPOKa,
KOTOpasi BBOAMTCSA B BUAE ABEHaALATX Hynen unn eguHny, noapsaa. Kaxxgbii 6Tt npegcrasnser
Habop yHKUMIA BTl HYMEPYIOTCHA B COOTBETCTBUM C PacnonoXXeHnem. KpaiHmin nesbliii 6utT — 310
6uTtoBas nosuuusa 0, a KpariH1i Npasebll 6UT — 3TO 6ruToBas Nnosuumsa 11. 3HayveHre 1 GuToBONN
Nno3uLMmn BKITHOYaET PYHKLMIO, CBA3AHHYIO C 3TON 6MTOBOI No3numen. 3HadeHne 0 B GUTOBOM
no3uumm OTKIIoHaET (OYHKLUMIO, CBA3AHHYIO C COOTBETCTBYIOLLEN GUTOBOW NO3ULMEN.

Ctpoka IBMRBSPermissions=010000000000 siBnsieTcs HarnsagHbIM NpYMepOoM YyTBEPXXAEHWI
Bbilwe. Ctpoka IBMRBSPermissions= keyword ncnonb3syetcs, 4tTobbl paspeLunts pasMeLleHE B
JI060M MecTe 3TOro nons. ITo No3sonseT aaMuHucTpaTopy LDAP NnoBTOPHO NCNONb30BaThb
CYLLEeCTBYOLMIA aTpnbYT 1, CregoBaTenbHO, n3bexxaTb paclumpeHust cxembl LDAP. Kpome Toro,
3TO NO3BOJISET NCMOJIb30BaThL aTpubyT B NEPBOHAYaNbHbIX Liensx. Vicnons3oBaTtb CTPOKY
KJIO4€EBbIX C/TOB MOXKHO B JIIO60M MecTe 3Toro nons. Micnonb3dyemblin atTpubyT NO3BONSET
COCTaBUTb CTPOKY cBoboaHoro chopmaTta.a B cnyyae ycnelwHoro nssneyeHns atpubyra
Bo3BpaLLaemoe cepsepoM LDAP 3HauyeHre MHTepnpeTMpyeTcs B COOTBETCTBUN C MHDOpMaLen B
chnepytoLlen Tabnuue.
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Tabn. 2. butel paspeLueHni

Tabnuua n3 Tpex CTonbuoBs, B KOTOPOW OOBbACHAIOTCSA NO3MLMN OUTOB.

Mo3nyusa

6uTa DyHKUMA O6bsAcHeHue

0 Bcerga oTkasbiBaTb [Monb3oBaTenb HMKOrAa He CMOXKET NPOWTU ayTeHTUdUKaumio. ITy
hYHKLIMIO MOXHO UCMOJIb30BaTh, YTOObI 3a6JI0KNPOBaTh KOHKPETHOIO
nosib30BaTesNsi UK Nonb3oBaTenel, CBA3aHHbIX C ONpeaesIeHHOMN
rpynno.

1 [ocTyn ypoBHS Monb3oBaTento NpuceanBaloTCA NpUBMAErun agMnuHucTparopa. Y

«AOMUHUCTPaTOpP» nonb30BaTessa NOSIBASAETCA AOCTYN HA YTEHWE U 3anMCh B OTHOLLEHUN
kaxxgomn dyHkummn. Ecnyn HacTpoutb 3TOT 6UT, HacTpaneaTb gpyrue
6UTbI MO OTAENBHOCTN He NOTpebyeTcs.

2 HocTyn «Tonbko YTeHne» [Nonb3oBatens nonyyaeT QOCTYN «TONBKO YTEHUE» U HE MOXET
BbIMOJIHATb HMKaKNe Npoueaypbl 06Cny>XnBaHus (Hanpumep,
nepesanyckarb CUCTEMY, BbINOSHATb yAaNeHHbIe OENCTBMSA 1N
OBGHOBNEHNA MUKPOMNPOrpamMm) Uim BHOCUTb N3MEHEHNS (TO eCTb
BbIMOMHATE PYHKLMN COXPAHEHUS, OYUCTKU N BOCCTAHOBIIEHNS).
Mo3numa 6uta 2 n Bce ocTasibHble 6UTbI ABASIOTCS B3aUMHO
VCKJTIOHaoLWMMU, MO3NLMS 6uTa 2 MMEET CaMblii HU3KNIA MPUOPUTET.
Ecnn 3apaHbl kakne-nnbo gpyrue 6utbl, aToT 6UT 6yaeT
UrHOPMPOBAaTbLCS.

3 CeTeBble napamMeTpbl n Monb3oBaTenb MOXET MEHATb NapamMeTPbl CETU, CETEBbIE MPOTOKOJIbI,

6e30MacHOCTb CeTeBOV UHTEPENC, Ha3Ha4YeHNe NOPTOB N KOHUIypauun
nocnepoBaTenbHbIX MOPTOB.
4 YnpasneHue y4eTHbIMU Monb3oBaTenb MOXeT [06aBNATb, UBMEHSATbL U YAANATb
3anncsMmn nonb3oBaTtenen | nonb3oBaTenen, a TakKe MEHSITb MapaMeTpbl r106anbHOro BXo4a B
OKHe «[1podunu Bxoga».

5 LocTyn K ynaneHHoin Monb3oBaTenb MOXXET OCYLLECTBASATL AOCTYN K yAANEHHON KOHCON
KOHCONM cepBepa.

6 [ocTyn K yaaneHHoin Monb3oBaTenb MOXET OCYLLECTBASATL AOCTYN K yAANEHHON KOHCON
KOHCONN 1 yaaneHHoMy cepBepa 1 QyHKUMAM yOaneHHOro AMcKa ans yganeHHoro cepeepa.
OncKy

7 YpaneHHbIn 4ocTyn K Monb3oBaTenb MOXET OCYLLECTBAATL [OCTYN K (PYHKLMAM BKITIOHEHUS
nuTaHuio/nepesanycky 1 nepesanycka yganeHHoro cepeepa.
cepsepa

8 BbasoBada KoHurypayms [Monb3oBaTenb MOXET MeHATb NapamMeTpbl KOHUrypaumm Ha

apanTtepa cTpaHuLax «CructemHble napameTpbl» U «ONoBeLLEHNS».

9 Bo3MoXXHOCTb o4nLaTb [Monb3oBaTenb MOXXET OUULLIATb XXYpPHasbl COObITUIA.

XXypHarsbl cobbITUI MpumeyvaHue: Bce nonb3oBaTeny MOryT NPOCMaTpPUBaTb XXypHasbl
COObITUI, OQHAKO AN O4UCTKM XXYPHANoB TpebyeTcs paspeLleHme
3TOr0 YPOBHSI.
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Tabn. 2. butsl paspeLueHuii (MPOoJOIXK.)

KoHVrypaums agantepa

Mo3uuusa
6uTa DyHKLMA O6bsicHeHne
10 PacwnpeHHas Y nonb3oBarens HeT orpaHu4eHmniin no Hactporike XClarity Controller.

Kpome Toro, nonb3oBaTenb MMEET afMUHUCTPATMBHbIE NpaBa
poctyna kK XClarity Controller. MNonb3oBaTtesib MOXXET BbINOJHATb
cnegyoLme paclupeHHbie QYHKLMN: OBHOBMIEHE MUKPOMNPOrpamMM,
3arpyska cetn PXE, BoccTaHoOBNeHUe 3aBoAckmx 3HaveHui XClarity
Controller, n"ameHeHne n BOCCTaHOBJIEHNE KOHUrypaummn agantepa
13 charina KoHpurypauum, a Takxe nepesanyck n cépoc XClarity
Controller.

11

3apesepBrpoBaH

OTa nosuumsa 6uta 3apesepBrpoBaHa Ans 6yayLero NCnonb30BaHus.
Ecnn H1 ognH 13 6UTOB He HACTPOEH, NoJIb30BaTeNb 06nagaet
npaeamu TOMbKO Ha YTeHune. MNpuopnTeT oTAaeTCa paspeLleHnsm Ha
BXO[, KOTOpPbIE N3BJIEKAIOTCS HEMOCPEACTBEHHO U3 3annci
nonb3oBarens.

Ecnn atpnbyT paspelueHnii Ha BXog, OTCYTCTBYET B 3anucu
noJsib30Batessi, NPenNPUHNMAaETCs MOMnbITKa N3BMeYb pPaspeLLeHns N3
rpynmn, K KOTOPbIM OTHOCUTCSA NOJSiIb30BaTe b. ITO AeNCTBUE
BbINOMHAETCS Ha aTarne rpynnoBoi ayTeHTudrkauun. MNonb3osarento
Ha3Ha4alTCA BCce OMTbI BO BCEX rpynnax ¢ BKtovarowmm «JiN».

Bbut goctyna «TonbKo YTeHne» (No3unums 2) 3agaeTcs, TONbKO ecnu
0151 BCeX oCTallbHbIX BUTOB 3afaH Hynb. buT «Bcerga otkasbiBate»
(no3uums 0) 3agaeTca ans nNoboin U3 rpynmn, Nob3oBaTeNto 0TKa3aHo
B noctyne. but «Bcerpga oTkasbiBatb» (Mo3uums 0) MMeeT npuopuTeT
Hag BCEMW OCTallbHbIMU GUTaMu.

Ecnu HM oguH 13 6UTOB He HACTPOEH, A/1s NofIb3oBaTens 6yaeT 3a4aHo 3Ha4YeHNe No YMONYaHUIo
TobKo YTeHune.

O6paTVITe BHMUMaHMe, 4TO NPUOPUTET OTAAETCA pa3peLleHNsAM Ha BXO[, KOTOPble N3B1EKatoTCA

HEeMoCpPeACTBEHHO 13 3anucK nonb3osarens. Ecnv atpubyT paspeLueHunii Ha BXOA, OTCYTCTBYET B 3anucu

nonb3oBaTens, NPeanpPUHNMAETCA NOMbITKA N3BMEYb PaspeLLEeHNst U3 Py, K KOTOPbIM OTHOCUTCS
nosb30BaTesb, 1 KOTOPbIE COOTBETCTBYIOT FPYNNoBOMY (UnbTPY (ECNN OH HACTPOEH). B aTom cnyyae
Nonb3oBaTeNo Ha3Ha4alTCs BCe OUThbl BO BCeX rpynnax ¢ Bkaodaowmm «UJ1N». AHanormyHo, 6ut
poctyna TonbkKo YTeHne 6yaeT 3afaH, ec/iv Bce oCcTalbHble 6UThI paBHbl HY0. KpoMe Toro, obpatute
BHMMaHMe, 4To ecnu 6uT Beceraa oTkasbiBaTb 3aaeTcs Ans 060 13 rpynn, Nofb3oBaTento 6yget
oTKasaHo B goctyne. but Bcerga otkasbiBaTb IMEET NPUOPUTET Ha, BCEMU OCTaSIbHbIMW BUTaMU.

MpumeyvaHne: Ecnu npefoctaBnTb NOb30BaTENO BO3MOXHOCTb MEHATL 6a30Bble, CETEBbIE
napameTpbl U NapameTpbl KOHMIypaumy aganTepa, CBsdaHHble C 6e30MacHOCTbIO, Lieniecoo6pasHo

npenocTaBUTb NOb30BaTENO U BO3MOXHOCTL nepesanyckatb koHTponnep XClarity Controller (nosuuus

6uta 10). B npoTuBHOM cny4yae nosib3oBaTeslb CMOXXET U3MEHUTb NapameTpbl (Hanpumep, IP-agpec
apanTtepa), HO He CMOXET caenaTh Tak, YTOObl OHU BCTYNUIN B CUTY.

3. BbibepuTe, HY>KHO N1 BKNo4MTb paclumpeHHyro 6€30nacHOCTb Ha OCHOBE ponen ansa
nonb3oBatenen Active Directory B pasnene MapameTpbl Active Directory (ecnu ncnonbsyetcs
pexum Ucnonb3oBaTb cepeep LDAP ana ayteHTudMKauum n asTopusaumm) niv HaCTpouTb

napamMmeTp Mpynnbl ana NoKanbHOMN aBTopu3auuvum (ecnm NCNOJNIb3YETCA PEXUM Ucnonb3oBaTtb cepBep

LDAP TonbkKo gnsi ayreHTucnkaumm (C nokanabHOW aBTopusaumen).

¢ BkounTb pacLUMpeHHyY0 6e30nNacHOCTbL Ha OCHOBE poJiel gns nonb3oBartenen Active

Directory

Ecnu BkntoyeHa aTa HacTpolika, Heo6XoayMO HaCTPOUTL MSI cepBepa B MPOU3BoJIbHOM dhopmMare
Tak, 4ToGbl OHO (PYHKLIMIOHMPOBAIO KaK NMs LiefIeBOro 06bekTa A/t KOHKPETHOrO KOHTposiepa
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XClarity Controller. LleneBoe nmsa MoxeT 6bITb CBA3AHO C OOHON UM HECKONBbKMY PONISIMU Ha
cepsepe Active Directory nocpencteom ocHacTku RBS. 910 gocTuraetcsa cosgaHnem ynpasnsieMblx
uenew, NPUCBOEHNEM UM KOHKPETHBIX MEH 1 CBA3bIBAHNEM UX C ONpeaesnieHHbIMK ponsamu. Ecnn B
3TOM MOJ1e HACTPOEHO VMSsi, OHO 06ECTEYNT BO3MOXXHOCTb OMNpPeAeNeHNss KOHKPETHbIX PoSien ans
nonb3osatenei u koHtTponnepos XClarity Controller (WeneBbix 06BHEKTOB), KOTOPbIE ABASAIOTCS
y4acTHMKamu Tor ke ponn. Korga nonb3osaresb BoinonHaeT Bxog B XClarity Controller n npoxogut
ayTeHTUukauuio HYepes Active Directory, ponn, y4aCTHUKOM KOTOPbIX ABASETCHA NONb30BaTE b,
n3BneKarTcsa U3 Katanora. PaspelueHnsi, Ha3Ha4aeMble NOMb30BATENIO, U3BNEKAIOTCA U3 ponei,
YYaCTHNKOM KOTOPbIX SABASETCA LIENEBON 06bEKT, COOTBETCTBYIOLLMI UMEHN CepBepa, KOTOpoe
HacTpavBaeTCs 34€eCh, UK LIENIEBOV OOBbEKT, COOTBETCTBYIOLLMI Mto6oMy koHTponnepy XClarity
Controller. Heckonbko XClarity Controller MoryT cCOBMECTHO MCMNOIb30BaTb OOHO U TO XKE LieNneBoe
nmsi. OHO MOXXET UCMONBb30BaTbLCA AN rpynnupoBky Heckonbknx XClarity Controller n npucsoeHuns
1M OfHON posin (N ponel) C MOMOLLBIO OOHOMO YNPaBsSieMoro LeneBoro obbekTa. HanpoTtus,
Kaxxgomy koHTponnepy XClarity Controller MOXXHO NpUCBOUTL YHUKaNIbHOE UMSI.

¢ [pynnbl AN foKanbHOW aBTOpMU3auumn

ViMeHa rpynn HacTpavBatoTcsa AN Toro, YTo6bl NPeAoCcTaBMTb rpynnam nonb3osBaTtenein
crneyundvKaumn ans nokanbHon aBTopmsaumm. KaxaoMy MMeHN rpynbl MOXKHO Ha3Ha4YuTb
paspeLleHmns (ponn) — Takune e, Kak B Tabnuue Boiwe. Cepsep LDAP cBsizbiBaeT nonb3osatenen ¢
nUMeHeM rpynnbl. Korga nonb3oBaTeNlb BXOAUT B CUCTEMY, My HasHavaloTCsa paspeLleHus,
CBsi3aHHbIe C IPynnoii, K KOTOPOI OH OTHOCUTCS. [nsi HACTPONKN OONONHUTENbHbIX FPYMM WeAKHUTE
3HAYOK «+», ANA YAANEHNS — 3HAYOK «X».

HacTtpoiika ceTeBbIX NPOTOKOJIOB

Bocnonb3yiteck nHgopmaLmel n3 aToro pasgena gJjisi (pocMoTpa UM HaCTPONKN CETEBbLIX NapamMeTpoB
XClarity Controller.

HacTtpounka napameTtpos Ethernet

Bocnonb3yntecb nHopmaumnein n3 aToro pasgena ans NpocMoTpa unn naMeHeHns cnocoba obmeHa
naHHbiMu XClarity Controller no nogkntoyeHuto Ethernet.

MpumevaHue: Cepsepbl Ha 6a3e npoueccopoB AMD He nopgaep>XmnBatoT (PYHKLMIO aBapuiiHOro
nepekntoYeHns Yyepes Ethernet.

KoHTtponnep XClarity Controller ocHalleH ABymMs ceTeBbIMU KOHTpoepamu. O4uH CETEBOI KOHTPOJINEp
NOAKIOYEH K BblAENEHHOMY NMOPTY YNPaBfeHNs, a Apyron — K obemy nopty. Kaxxgomy ceTeBoMy
KOHTpPOJINIEpyY NpucBamBaeTcs cobCcTBeHHbIN 3anncaHHbii MAC-agpec. Ecnn DHCP ncnonbsyetcs ans
HasHa4veHus IP-agpeca koHTponnepy XClarity Controller, To korga nons3oBartesib NepPeKioYaeTcs Mexay
CeTeBbIMM MOPTaMu UM NPOUCXOANT OTPaboTKa 0TKasa 1 Nepexof C BbiAENEHHOrO CETEBOrO nopTa Ha
obLmn cetesor nopt, cepsep DHCP moxxeT npucsountb KoHTponnepy XClarity Controller gpyron IP-agpec.
PexkomeHpyeTcs, 4To6bl Npy ncnons3osaHuy DHCP nonb3oBatenu ykasbiBanu nMms XocTa, a He IP-agpec,
ansa ocywecteneHms goctyna kK XClarity Controller. Ecnu ceteBble nopTbl XClarity Controller He nameHstorcs,
cepep DHCP moxeTt HagHaunTb koHTponnepy XClarity Controller gpyron IP-agpec, korga cpok gencraus
apeHgpl DHCP nctevet nnu korga XClarity Controller BbinonHseT nepesarpy3ky. Ecnv nonesosaTtento
TpebyeTtca ocylecTBnATb goctyn K XClarity Controller ¢ nomolubio IP-agpeca, KOToOpbI HE USMEHUTCS,
cnepyet HacTpouTtb ans XClarity Controller ctatnyeckuin IP-agpec, a He DHCP.

LLlenkHnTe Network B pasgene BMC Configuration ons npocmotpa napameTtpos Ethernet gns XClarity
Controller.

KoHdurypaums umeHun xocta XClarity Controller

Mms xocTta XClarity Controller no ymonyaHuto npepcraBnseT cobon kombuHaumo ctpokn XCC, Tnna
KOMMbIOTEpPA cepBepa 1 CeEpPUINHOro Homepa cepaepa (Hanpumep, «xXCC-7X03-1234567890»). ims xocTa
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XClarity Controller MO>XXHO n3MeHUTb, BBEAS 3HA4YEHNE B 3TOM none (He 6onee 63 cumBonoB). MiMa xocTa He
OOJKHO cofiep>KaTb TOYKY (.) 1 MOXKET coep KaTb TOSIbKO BYKBbI, L pbl, AeDUCHI Y HUXKHUE
noa4epK1UBaHus.

MopTbl Ethernet

3TOT NapameTp ynpasnsieT BKIto4eHnem noptoB Ethernet, ncnonbayeMbix KOHTPOJIIEPOM yrpaBieHus,
BK/toYas obLLve U BbiAeNeHHbIe NMopThl.

Mocne oTkntoveHust scem noptam Ethernet He 6yayT HasHauaTb agpeca IPv4 nnu IPv6, a Takxe He 6yayT
BHOCUTbCS Kakume-nnbo panbHenwme nameHeHns B KoHdurypauum Ethernet.

MpumevaHue: OTOT NapamMeTp He BnusieT Ha nHtepderic USB LAN nnun nopT ynpaeneHnst USB B nepepgHeit
4YacTu cepBepa. OTUM NHTepdeEiCamMm COOTBETCTBYIOT UX COOCTBEHHbIE NapaMeTPbl BKIIOHEHNS.

HacTpoiika napameTtpoB ceTtu IPv4
YT106bI BOCNONB30BaThCA NogkntodeHnem Ethernet IPv4, BoinonHuTe cnepyowme encTeus:
1. Bkntounte napameTp IPv4.
Mpumevanue: BoikntoueHne nHtepdeica Ethernet He nosBonseT ocywecTsnaTb poctyn K XClarity
Controller n3 BHeLLHen ceTu.
2. B none Cnoco6 BbibepuTe OAHO U3 CNEQYOLLMX 3HAYEHWIA:

¢ MMonyunTtb IP-agpec ot DHCP: koHTponnep XClarity Controller 6ynet nony4ats ceou agpec IPv4 ot
cepsepa DHCP.

¢ WUcnonb3oBaTtb cTatudeckum IP-agpec: XClarity Controller 6yget ucnonbsoBartb 3agaHHoOe
nonb3oBaTenieM 3HadeHve agpeca IPv4.

e CHauyana DHCP, satem ctatudeckum IP-agpec: XClarity Controller nonbiTaeTcs nofiy4nte cBow
appec IPv4 ot cepBepa DHCP, ogHako ecnu nonbiTka 3aBepLunTtcs HeygadHo, XClarity Controller
6yLeT ncnonb3oBaTtb B KadecTBe agpeca |IPv4 3agaHHOe nonb3oBaTenemM 3HadeHume.

3. B none Ctatuyeckuin agpec seeaute IP-agpec, kotopsbin Tpebyetcsa npucsoutb XClarity Controller.
Mpumeyvanue: IP-agpec JonkeH cogepxaTb YeTbipe Lenbix Yncna ot 0 go 255 6e3 npobenos ¢

pasgeneHvemM Todkamu. ITo NoNe HeAOCTYMHO A HACTPOWKU, ECIN B KA4eCTBE Crocoba ykasaHo
MonyuuTb IP-agpec ot DHCP.

4. B none Macka ceTu BBeanTe macKy nogcetu, ncrnonbsyemyto XClarity Controller.
Mpumeyvanune: Macka noaceTn QOMKHA cogepXXaTb YeTbipe Lenbix Ynucna ot 0 o 255 6e3 npobenos
NN HECKONBbKNX TOYEK NOAPSA C pasaeneHneM Todkammn. 3HadeHme no ymonyanmio — 255.255.255.0.

STO none HeJOCTYMHO A1 HACTPOWKKM, ecn B kKavecTse cnocoba ykasaHo Monyuntsb IP-agpec ot
DHCP.

5. B none WWno3 no ymon4aHuio BBeguTe MapLpyTn3aTtop CeTeBoro waa3a.

Mpumeyvanue: Appec WN03a OOMKEH COAePXXaTb YeTblpe Lenbix Yncna ot 0 go 255 6e3 npobenos vunu
HECKOJIbKMX TOYEK Noapsa[ ¢ pasgeneHmemM To4kamu. 3To None HeAOCTYNHO AN HACTPOWKK, eCN B
kadecTBe cnocoba ykasaHo MonyuunTtb IP-agpec ot DHCP.

HacTponka napameTpos pacwumpeHHoro Ethernet

[ns HacCTpoWKn fononHUTeNbHbLIX NapameTpoB Ethernet nepeigute Ha Bknagky PacwmpeHHbin Ethernet.

Mpumeyanue: B cucteme Flex System napameTpbl BUpTyansHOM IOKaNbHON ceTn KoHTponupytotcs CMM
Flex System u He moryT 6bITb n3meHeHbl B XClarity Controller.
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YT106bI BKNTIOUNTL OOaBneHe METOK BMpTyanbHol nokansHomn cetn (VLAN) ycTtaHoBuTe hnaxok BknounTtb
BMPTYasnbHY0 JIOKasnbHY ceTb. ECiv BupTyanbHas nokasnbHas ceTb BKIOYeHa U HacTpoeH V[
BUpTyanbHon nokanbHon ceTtn, XClarity Controller npuHnumaeT ToNbKO NakeTbl ¢ 3agaHHbiMu
BUPTYyaslbHOW NoKasbHOW CeTU. [na naeHTM(1KaTOpPOB BUPTYaSIbHON NOKaIbHOW CETU MOXKHO HaCTPOUTb
TOJIbKO YNCOBble 3Ha4YeHnsa oT 1 oo 4094.

B cncke Boi6op MAC-agpeca BbiGepuTe OOHO N3 CReayroLLNX SHA4YEHWNA:

¢ llcnonb3oBaHune 3anncaHHoro MAC-agpeca

MapameTp «3anucanHbin MAC-agpec» — 3TO yHUKanbHbIM husndecknii agpec, npucsavsaemsiii XClarity
Controller nponssognTenem. ITOT agpec [OCTYMNEH TONbKO ANS YTEHUS.

¢ lcnonb3oBaHue nonb3oBaTensckoro MAC-agpeca

Ecnu 3Ha4yeHne 3aaaHo, NokanbHO agMUHUCTPUPYEMbI afpec nepeonpenenseT 3anucaHHbii MAC-
appec. JlokanbHO aAMNUHUCTPUPYEMbIN aapec OOMMKEH NPeaCcTaBnAaTb CO60i LecTHaaUuaTepuyHoe
3HayeHve oT 000000000000 go FFFFFFFFFFFF. 3TO 3Ha4YeHMe AOHKHO MMETb (hOPMAT XXIXXEXXIXXIXXEXX,
rae X — 3To WwecTHaguaTepuydHoe ymcno ot 0 oo 9 unm ot «a» o «f». XClarity Controller He

nopnep KMBaeT UCMONb30BaHNE afpecoB MHOroanpPecHom pacchinku. MNepBbii 6anT agpeca
MHOroaapecHO PacCbUIKN — HEYETHOE YMCIIO (HaMeHee 3Ha4YMMOoMy BTy NprUCcBanBaeTCs 3HayeHne 1);
NOSTOMY NEPBbIN 6ANT AOSHKEH ObITh YETHBIM YACTIOM.

B none MakcumanbHas eguHuLa Nnepeaadmn yKaxute MakCcuMasbHyo eguHULY nepeaaydn naketa (8
6arliTax) ons ceTeBoro uHTepdeiica. [inanasoH 3Ha4eHNI MakCMasTbHOM eanHNLbI Nepedadn — o1 60 oo
1500. 3HayeHune no ymonydaHuto — 1500.

YT06bI BOCNONb30BaTbCA NogkntoveHnem Ethernet IPv6, BoinonHUTE cnegytowmne aencTams:

HacTtponka napameTtpoB cetu IPv6
1. Bknrouute napameTp IPv6.
2. NpuceonTte agpec IPv6 nHtepdericy, ncnonb3ys oanH U3 CNeQyLLMX METOAOB NPUCBOEHUS:
¢ llcnonb3oBaTtb 6€3areHTCKY0 aBTOMaTU4ECKY KOHDUrypaumo agpecos
¢ llcnonb3oBaTtb KOHUIypaLumo agpecos ¢ 3arnoMnHaHnem coctosiHus (DHCPv6)
¢ llcnonb3oBaTtb CTaTU4ECKN NpucBansaembliii IP-agpec
Mpumevanust: Ecnu BoibpaH NnapameTp Ucnonb3oBaTb cTaTudecku npucsanBaembin IP-agpec,
noTpebyeTcs BBECTY CrefytoLLme CBEOEHMS:
— Agppec IPv6
- [HnuHa npedukca
- LLno3

HacTtpounka DNS

Bocnonb3synteck nHgopmaLmeli n3 aToro pasgena gjisi (pocMoTpa unmn naMeHeHus napametpos DNS
XClarity Controller.

MpumevaHue: B cucteme Flex System HeBo3MO>XKHO n3meHnTb napameTpbl DNS ans XClarity Controller.
Mopyne CMM ynpasnsaeT napameTtpamu DNS.

LLlenkHnTe Network B pasgene BMC Configuration ons npocmotpa nnn nameHennsi napametpos DNS ans
XClarity Controller.

Ecnu yctaHaBnuaeTcs dnaxkok Ucnonb3oBaTtb gononHuTesnbHble cepBepbl agpecoB DNS, He 3a6yabTe
ykasaTb IP-appeca Heckonbkux (0o Tpex) cepsepos DNS B ceTu. Kaxppi IP-agpec gonmxeH cogepxxaTb
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uenble yncna ot 0 oo 255, paspgensemble Todkamu. Takne agpeca cepsepoB DNS fo6aBnsoTCA B BEPXHIOW0
HacCTb CMMCKa Nnouncka, No3ToMy cHa4dana NnonckK UMeHn XoCTa BbIMNOJTHAETCA Ha 3TUX cepBepax, a 3ateM — Ha
TOM, KOTOPbI aBTOMaTU4eCKN HasHaveH cepBepom DHCP.

HacTtponka DDNS

Bocnonb3yintech MHopMaumuer s aToro pasgena o BKIKYEHNS 1 OTKIIIOYEHNS NpoToKoNna
OnHaMnyeckon cucteMbl AoMeHHbIX MMeH (DDNS) Ha koHTponnepe XClarity Controller.

LLlenkHnTe Network B pasgene BMC Configuration ons npocmoTpa unm nameHeHust napametpos DDNS
ons XClarity Controller.

YctaHosuTe chnarkok Bknountb DDNS, 4to6bl Bkntounte DDNS. Ecnn DDNS BkntoyeHa, XClarity Controller
yBeOOMIISIET CEPBEP AOMEHHbIX UMEH O HEOOXOANMOCTU N3MEHNUTL B PEXMME PEASTbHOIO BPEMEHM
aKTMBHYIO KOHUIypaumio cepBepa AOMEHHbIX MMeH anst HacTpoeHHbIx XClarity Controller umeH xocToB,
afpecoB U MPOYNX CBEAEHUI, XPaHMbIX Ha CepBepPe AOMEHHbIX UMEH.

BbiGepunTe napameTp U3 crvcka aneMeHToB, YTo6bl yKadaTb, Kak fO/HKHO BbIOUPaTLCSt AOMEHHOE UMS
XClarity Controller.

¢ HWcnonb3oBaTb NONb30BaTENbCKOE AOMEHHOE UMSA: MOXXHO yKasaTb AOMEHHOE NMS, K KOTOPOMY
oTtHocutcsa XClarity Controller.

¢ Wcnonb3oBaTb fOMeHHOE UMSsl, nony4eHHoe oT cepBepa DHCP: fomeHHOE 1Msi, K KOTOpPOMY
otHocuTcs XClarity Controller, 3apaetcs cepsepom DHCP.

HacTtpounka uHtepdenca Ethernet yepes USB

Bocnonb3yintech MHopMaumnel s aToro pasgena gna ynpaenexHus nHrepdericom Ethernet uepes USB,
Ncnonb3yemMbiM A1 BHYTPUMNONOCHOro o6MeHa AaHHbIMU MeXay cepBepom 1 KoHTponnepom XClarity
Controller.

LLlenkHuTe Network B paspene BMC Configuration ons npocmoTpa nnn nameHeHust napameTpos
nHtepdeinca Ethernet uepes USB gns XClarity Controller.

NHTepderic Ethernet yepes USB ncnonbayetcs gns BHyTPUNOMNOCHOro o6meHa gaHHbiMu ¢ XClarity
Controller. YcTaHoBUTE 3TOT (h/1aXXOK, YTOObI BKITOUNUTL UK OTKNIOYMTBL nHTEepdeinc Ethernet yepes USB.

BaxxHo: Ecnu Bbikntountb nHTepdeic Ethernet yepes USB, He yaacTcsi BbINONMHUTL BHYTPUMNOIOCHOE
o6HoBneHne mukponporpammbl XClarity Controller nnm Mmukponporpammbl cepBepa C MOMOLLbIO CITy>KEOHbIX
nporpamm Linux unn Windows Ha ¢naw-HocuTensx.

Bbi6epute meTop, ncnonssyemsoliii XClarity Controller ans HasHayeHns agpecoB KOHEYHbIM TOHKaM
nHtepdeica Ethernet yuepes USB.

¢ HWcnonb3oBaTb IOKaNnbHbIN agpec KaHana IPv6 ana nHrepdeiica Ethernet yepes USB: OT1oT meTop
ncnonbayeT agpeca IPv6 Ha ocHoBe MAC-agpeca, BbiAeNeHHOrO KOHEYHbIM TOYKaM nHTepderica
Ethernet yepes USB. Kak npaBuno, nokanbHbiin agpec kaHana IPv6é cosgaeTtcs ¢ ncnonbsosaHmem MAC-
appeca (RFC 4862), ogHako Windows 2008 n 6onee HoBble OC 2016 roga He noagep>XmBatoT
CTaTUYECKUIN NoKanbHbIN agpec kaHana IPv6 Ha XocT-cTopoHe nHTepdenca. Bmecto noBegeHns
Windows no ymonyaHuto npu BbIMOSIHEHNN BOCCO34al0TCH NPOUN3BOJIbHbIE JIOKalNbHbIE afpeca KaHasnoB
Ecnu nutepdeiic Ethernet yepes USB koHTponnepa XClarity Controller HacTpoeH ans ncnonb3oBaHus
pexxuma fiokasibHoro agpeca kaHana IPv6, pasnuyHbie yHKLMN, OCHOBaHHbIE HA UCMOIb30BaHUN 3TOrO
nHTepdeiica, paboTatb He 6yayT, nockonbKy XClarity Controller He 6yfeT 3HaTb, Kako agpec cuctema
Windows HasHauuna nHtepdeiicy. Ecnu cepsep pabotaeT nog ynpasneHnem Windows, BoCnonb3yntech
nobbIM gpyrum MmeTonoM KoHdurypauun agpeca Ethernet yepesz USB unn otkntounTe nosegeHme
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Windows no ymon4aHuio, BOCNonb30BaBLUKCH cneaytoLleln komaHaou: netsh interface ipv6 set global
randomizeidentifiers=disabled

¢ WUcnonb3oBaTb NOKanbHbIN agpec KaHana IPv4 gnsa nntepdeiica Ethernet yepes USB: IP-agpec B
AnanasoHe 169.254.0.0/16 npucsameaeTcs koHTponnepy XClarity Controller n cepsepHoli CTOpoHe ceTu.

¢ HacTtpoutb napameTpbl IPv4 gnsa untepdeiica Ethernet yepes USB: Npu ncnonb3oBaHum aToro
MeTopa cuctema 3apaeT IP-agpeca n ceTeByto MacKy, KOTopble HagHadatoTcs KoHTposnepy XClarity
Controller n cepepHoin cTtopoHe uHTepdeiica Ethernet yepes USB.

MpumeyaHus:

1. MapameTpbl KoHbUrypauun IP OC He ncnonbaytoTcst onsa HacTponku IP-agpeca OC nHTepdelica
Ethernet yepes USB, ogHako ucnonbaytotcs ansa ysegomneHus BMC o Tom, vto IP-agpec OC
nHTepdeinca Ethernet yepes USB namenuncs.

2. Nepep HacTpoiikon Tpex IP-napameTpoB gns nHTepdeica Ethernet yepea USB Heo6x0anMo Bpy4HYHO
HacTpouTb IP-apgpec OC nHtepdelica Ethernet 4yepes USB B nokanbHol onepaunoHHON CUCTEME.

ConocTaBneHne HoMepoB BHeLLHNX nopToB Ethernet Homepam nopTtos Ethernet yepes USB
KOHTposinpyeTcs hnaxxkoMm Bknrountb nepeHanpasneHue BHewHero nopta Ethernet B nopt Ethernet
yepe3 USB n TpebyeT yKkasaHus nHgopmaLumn o cornocTasneHnm ans nopTos, KOTopble cnegyeT
nepeHanpaBnTb U3 NHTepderica CeTU yNpaBfieHNsi Ha cepBep.

Hactponka SNMP

Bocnonb3yintech nHopMauuein s aToro pasgena gna Hactponku areHtos SNMP.

BbinonHuTe cnepgyrowme warun anst HacTponky napameTpos onoselleHnin SNMP B XClarity Controller.
1. WenkHute Network B paspene BMC Configuration.

2. YcTaHOBUTE COOTBETCTBYIOLLNI hnaxkok, 4Tobbl Bktounte SNMPv1 Trap, SNMPv2 Trap n/nnu
SNMPv3 Trap.

3. BanonHuTte cnepytome nons nNpu BktodeHun noeyLwkun SNMPv1 Trap nnm SNMPv2:
a. B none Umsa coobuiectBa BBEANTE NMS COOOLLECTBA; MMSI HE MOXKET ObITb MYCTbIM.
b. B none XocTt BBEaMTE agpec xocTa.
4. 3anonHuTe cnegyoLwme nNons Npu BKtoveHnn nosyLwkn SNMPv3:
a. B none A mexaHunama sesegute N[ mexaHnama lNone «[ mexaHnama» He MOXKET ObITb MYCTbIM.
b. B none MopT npuemHuKa noByLKN BBEOMTE HOMEpP nopTa. Homep nopTta no ymonyaHuto: 162.

5. Mpwn BkntoveHnn nosyLiek SNMP BbiGepuTe TUMbl COBbLITUI, O KOTOPLIX Bbl XOTUTE NOJy4YaTb
OroBeLLeHns:

e Kputunyeckoe
¢ BHumaHue!
e CucremHoe

MpumeyaHue: HaxxmuTe Ha KaXXayto OCHOBHYIO KaTeropuio, YTobbl AOMNOHUTENIBHO BbiOpaTh TUMbI
COObITWIA NogKaTeropnn, 0 KOTOPbIX Bbl XOTUTE NOy4YaTb ONOBELLEHNS.

BbinonHuTe cnepyrowme gencTems, 4Tobbl BKNOUNTL AocTyn K SNMP anst cepsepoB ThinkSystem V3.
1. WenkHute Network B paspene BMC Configuration.
2. YctaHoBuTe chnaxkok Bkntountb areHT SNMPV3 B pasgene Hactponka SNMP.
3. LLenknute Monb3oBatenb/LDAP B pasnene Kondurypauvs BMC.
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4. HaxxmuTe KHOMKy U3meHuTb psiioM C COOTBETCTBYIOLLMM Nofb3oBaTesieM, 3aTeM yCTaHOBUTE (DNaXKoK
SNMP B packpbiBatoLemcs cnvcke [locTynHbIN Nonb3oBaTesto uHTepdenc.

BknroyeHue pgoctyna Kk cetu IPMI

Bocnonb3yinteck nHgopmauuern n3 aToro pasgena gns ynpasneHus cetesbiMm goctyrnom IPMI k XClarity
Controller.

BbinonHuTe cnepytowme gencteus, 4Tobbl BKNOUNTL AocTyn K IPMI yepes LAN gns cepepoB ThinkSystem
V3.

1. WenkHute Network B paspene BMC Configuration ons npocmotpa nnm nuameHeHns napametpos IPMI
onsa XClarity Controller.

2. lLenknute nepekntoyartens IPMI yepes LAN, 4To6bl BKITHOYNTL UK BbIKMIOYUTE ceTeBon goctyn IPMI k
XClarity Controller.

3. LLenknute Monb3oBatens/LDAP B pasgene Kondurypauua BMC.

4. HaxxmuTe KHONKy U3MeHUTb psaoM C COOTBETCTBYIOLLIMM MOMb3oBaTeneMm, 3ateM ycTaHoBuTe ha)kok
IPMI yepe3 LAN B packpbiBatoLLemMcs cnncke [locTynHbIv nosib3oBaTento uHTepdenc.

BaxHo:

e Ecnu Bbl HE NCMOMNb3yeTe HUKaKNE NHCTPYMEHTbI AN NPUIOXEHNS, ocyLiecTeRsowme goctyn K XClarity
Controller no cetn ¢ nomoLLbio npoTtokona IPMI, B uensix 6e30nacHOCTM HACTOATENbHO PEKOMEHAYEeTCS
OTKIOYNTL ceTeBon gocTtyn IPMI.

¢ [lo ymondanuio goctyn K XClarity Controller ¢ nomoLubto IPMI 4epes nokanbHyo CeTb OTKIHOYEH.

HacTtpounka napameTpoB ceTu ¢ ucnonb3osaHnem komaHg IPMI

BocnonbayiiTeck MHdopmauyeli U3 3Toro pasgena Aisi HaCTPOWKY NapamMeTpPOB CETU C NMOMOLLIbIO KOMaH[,
IPMI.

MockonbKy kKaxkabii napameTp cet BMC HacTpavBaeTcs ¢ ncnosib3oBaHNEM OTAENbHbIX 3anpocos IPMI
6e3 Kakoro-nnbo onpegeneHHoro nopspka, y BMC oTcyTcTByeT nonHoe npeacTasneHne 060 BCcex
napamMeTpax ceTu Jo Tex nop, noka BMC He 6ygeTt nepesanyLueH, 4Tobbl MPYMEHNTb OXKMAAoLLMe
N3MEHeHNs1 ceTu. 3anpoc Ha U3MEHEHNE NapameTpa CETU MOXKET ObITb YCMELIHbIM B MOMEHT 3anpoca,
O[IHaKO Npu 3anpoce OOMOMHUTENbHbIX USMEHEHWNIA OH MOXKET CTaTb HEAONYCTUMbIM. ECnn oxxupatoLme
napameTpbl CETU HECOBMECTMMbI Nocne nepesanycka BMC, HoBble napameTpbl He BCTYNAT B cuny. [ocne
nepesanycka BMC cnegyeT nonbitatbCs ocyLwecTBuTb 4ocTyn K BMC ¢ HoBbiMY napameTpamu, 4Tobbl
y6eguTbCs, YTO OHU MPVIMEHEHbI JOJIKHBIM 06Pa3oM.

BknroyeHune o6cnyxmBaHmst 1 Ha3Ha4yeHue NopToB

Bocnonb3yintechb MHopMauuer s aToro pasgena ona npocMoTpa Unm M3SMeHeHNs HOMEPOB NOPTOB,
ncnonb3yembix HekoTopbiMu criy>k6amu B XClarity Controller.

LLlenkHnTe Network B pasgene BMC Configuration ons npocmoTpa unvm nuameHeHnsi Ha3Ha4eHun NopToB
XClarity Controller. [ins npocMoTpa nin uMeHeHNst Ha3Ha4veHnli NOPTOB 3anofiHUTE CneayoLmne Nonsg:

NHTepHeT
Homep nopta — 80. 310 none HegOCTYNHO ANt HACTPONKM NOSIb30BaTENEM.

CeTtb uepe3 HTTPS
B aTom none ykaxuTte HoMmep nopta ans untepdeinca «Cetb Yepes HTTPS». 3HaveHune no
yMonyaHuio — 443.

REST uepe3 HTTPS
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Homep nopTa aBTOMaTMyeCcKn M3SMEHNTCA Ha YKasaHHbIN B nose «CeTb Yyepe3d HTTPS». 310 none
HEe4OCTYMHO A1 HACTPOWKM NoSib3oBaTENEM.

YpaneHHoe npucyTcTeue
B aToM none ykaxkute HoMep nopTa oS yaaneHHoro NnpucyTcTeus. 3HadeHne no ymondanuio — 3900.

IPMI yepes LAN
Homep nopta — 623. 3TO none HegOCTYMNHO AN HACTPONKM NOSIb30BaTENEM.

Mpumeyanue: NHTtepdeinc IPMI no ymonyaHmnio OTKIIO4EH.

SFTP
B aToM none ykaxkuTte HoMep nopTa, Ucnonb3dyemblin ans npotokona SFTP. Homep nopta — 115. 310
noJie HeQOCTYMHO AN HACTPOWKUN MONb30BaTENIEM.

MpumevaHue: [Ons BHyTpunonocHbix o6HosneHni OneCLI Tpebyetcs IMM.SFTPPortControl=open.

SSDP
Homep nopta — 1900. 310 Nosie HEAOCTYMHO AN HACTPONKM MOSIb30BATENEM.

SSH
B aTOM none ykaxxute HOMep nopTa, HacTpavBaeMblii 4J1s1 [OCTYNa B UHTEPdENC KOMaHAHON CTPOKM
Yyepes npotokon SSH. 3HayeHne No ymonyaHuto — 22.

Arent SNMP
B aTom none ykakute Homep nopta ans areHta SNMP, BbinonHsemMoro Ha koHTposnniepe XClarity
Controller. 3Ha4eHue no ymonyaHuto — 161. [lonycTuMble 3HadeHMst HoOMepa nopta — oT 1 go 65535.

LLDP
MpoTokon o6Hapy>KeHNA KaHaNbHOro YPOBHA COOEPXUT NAEHTU(VKALMOHHbIE faHHbIE YCTPONCTBA,
KOTOpOe NOAKIIHaeTCA K BbiaeneHHoMy nopTy BMC Hanpsamyto, 1 OnMcbiBaeT BO3MOXXHOCTM 3TOro
ycTpoincTea. Kak npasuno, 0gHOpaHroBoe yCTPONCTBO — 3TO NOPT CETEBLIX KOMMYTaTOPOB, a
ofHopaHroaas HgopMaumsa MmoxeT Bktodate MAC-agpec, IP-agpec, Msi cCUCTeMbI U NpoYne OaHHbIe.

JloBywkun SNMP
B aTom none ykaxute HoMep nopTa, ucnonbayemblin ans nosyiek SNMP. 3HayeHre no ymon4aHuio —
162. [lonycTumble 3Ha4eHMs HoMepa nopTa — oT 1 oo 65535.

HaCTpOVIKa orpaHnydeHuda gocrtyna
Bocnonb3yinteck nHgopmaumeln n3 aToro pasgena gjis ipocMoTpa Uin M3MeHeHUss napamMeTpoB
6noknposku goctyna k XClarity Controller ¢ IP-agpecos nnu MAC-agpecos.

LLlenkHnTe Network B pasgene BMC Configuration gns npocmoTpa unm nsmeHeHnss napameTpoB KOHTPOS
poctyna Kk XClarity Controller.

Cnuncok 6/10KMPOBKU N BpEeMEHHOE OorpaHuyeHune

STy NapamMeTpbl NO3BONAIOT 6/10KMpoBaTh onpegeneHHble IP/MAC-agpeca Ha yka3aHHbIi Nepriof, BPEMEHM.
¢ Cnucok 3a6nokupoBaHHbIX IP-agpecoB

— MoxxHo BBeCTU, pasgenss 3ansTbiMy, 40 TPEX aAPECOB UK Anana3oHoB agpecos IPv4 n oo Tpex
agpecoB nnun gnanasoHoB agpecos IPv6, noctyn ¢ koTopbix K XClarity Controller 3anpetueH. Cm.
npumMepbl agpecos IPv4 Huxe:

— [lNpumep oTaensHoro agpeca IPv4: 192.168.1.1
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— MNpumep apgpeca IPv4 B cynepceTn: 192.168.1.0/24
— [lNpumep grnanasoHa agpecos IPv4: 192.168.1.1-192.168.1.5
e Cnucok 3abnokuposaHHbix MAC-agpecos

— MoxxHo BBecTH, pasgensasa 3anatbiMu, 8o Tpex MAC-afpecos, ooctyn ¢ KoTopbix K XClarity Controller
3anpeLleH. Hanpumep: 11:22:33:44:55:66.

¢ OrpaHu4eHHbI gocTyn (0AHOKPaTHO)

— MoxxHo 3apaTb BpeMeHHOI UHTEpPBaN 04HOPAa30BOr0 UCMOb30BaHNWS, B TeHEHNEe KOTOPOro OCTYN K
XClarity Controller HeBo3moxkeH. [Npy 3agaHnm 3TOro BpeMeHHOro NHTepBsasna Heo6xoamMmo cobnonaTb
crnepytoLue ycnoBus:

— [ata n Bpems Havana AomKHbl 6biTb NO3XXe TekyLlero spemeHn XCC.
— [ata 1 Bpemsi OKOH4YaHUs1 OMKHbI ObITb MO3)Ke AaThl U BPEMEHN Havana.
e OrpaHu4YeHHbIN JOCTYnN (eXXeAHEBHO)

— Mo>kHO 3a4aTh OOVH N HECKOJIbKO eXXeAHEBHbIX BPEMEHHbIX UHTEPBASIOB, B TEHEHNE KOTOPbIX
poctyn K XClarity Controller HeBo3amo>xeH. pun 3agaHnm KaXkgoro BpeEMeEHHOro MHTepBana
HeobxoAnMo cobofaTe cneaytoLlee ycnoBue:

- ,El,aTa N BpeMsa OKOHYaHA OO0JIKHbI 6bITb NO3>)Ke naTbl 1 BpeMeHn Havana.

Cnucok 610KUPOBKU C BHELLHeN akTuBaumen

OTn napamMeTpbl NO3BONSAOT HACTPOUTb aBTOMaTUYECKY0 6IOKMPOBKY onpeneneHHbix IP-agpecos (IPv4 n
IPv6), c KoTopbIM KNMeHT nocneposatensHo nbitanca oty B XClarity Controller ¢ pasnmyHbiMum
HenpasBWbHBIMY COYETAHVSMU MMEHW NOJIb30BaTENS U Napons.

DYHKLMS aBTOMATUYECKON 6JIOKUPOBKM OUHAMUYECKN ONpPeaensieT cly4an Ype3MepHOro KonmyecTea
OLUNBOK NP BXoe B CUCTEMY C onpefeneHHbIxX IP-aagpecos n 6noknpyet atum agpecam goctyn K XClarity
Controller Ha 3apaHee onpeaeneHHbIn Nepro BpeMeEHN.

e MakcumanbHoOe Koaim4ecTBO OWNGOK Nnpu BXxoae B cuctemy ¢ otaenbHoro IP-agpeca

- MakcumanbHoe KoIM4eCcTBO NOMbITOK ONPEAENET KOMMYECTBO OLUMGOK MPpU BXOAE B CUCTEMY,
KOTOpble MOXXET COBEPLUMTL NOJNIb30BaTeNb, BBOAS HEBEPHbIN Naposib ¢ onpepeneHHoro IP-agpeca,
npexae 4em oH 6yneTt 3abnoKNpoBaH.

— Ecnun 3agaHo 3Ha4veHune 0, IP-agpec He 6yaeT 60KMPOBaTbCA Ha OCHOBaHUN OLLUMOOK NPy BXOLE B
cucTemy.

— CyeTyrK oWMBOK Npu BXode B cUCTeMY Ons onpeaeneHHoro IP-agpeca 6yaet oGHyneH nocne
ycreluHoro Bxoga ¢ atoro IP-agpeca.

¢ lMepunop 6nokupoBku IP-agpeca

- MuvHV/ManbHoOe KonNM4ecTBO BpeMeH! (B MUHYTaX), KOTOPOe AO/HKHO NPONTU, Npexae Yem
nonb3oBaTeb CHOBa CMOXXET MOMbITAaTbCS BbIMOHUTL BXOZ, C 3a6roKMpoBaHHoro IP-agpeca.

— Ecnn 3agaHo 3Ha4veHune 0, gocTyn ¢ 3abnoknposaHHoro IP-agpeca octaeTcs 3a610KMPOBaHHbIM, NoKa
agMUHMCTPATOP creymansHo He pa3bnokmpyeT ero.

¢ Cnucok 6J10KUPOBKHU

— B 1abnuue «Cnucok 610KMpoBKK» 0TOBpaXaloTcs BCe 3ab10KMpoBaHHblie IP-agpeca. MoXxHO
pasbnoknposatb oguH unu Bce IP-agpeca ns crnvcka 6,10KMpPOBKU.

HacTtpounka USB-nopTa Ha nepegHen naHenu gns ynpasfieHus

Bocnonb3yintech MHopMaumeli us aToro pasgena gnsa Hactponkun USB-nopTta Ha nuuesol naHenn XClarity
Controller gnsa ynpasneHus.
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Ha HekoTopbIx cepBepax USB-nopT Ha nuueBoi NaHen MOXXHO NEPEKIIOHUTL U NOAKIIOYNTL MO0 K
cepsepy, nmbo k XClarity Controller. NMogkntoverHne k XClarity Controller, B ocHOBHOM, NpegHa3Ha4yeHo ans
NCMoJIb30BaHNst HA MOOWTBHOM YCTPOWCTBE C MOBUNbHbLIM NpunoxeHnem Lenovo XClarity. Ecnn USB-
kabenb coeanHseT MOGUITbHOE YCTPOMCTBO 1 NINLEBYIO NaHenb cepBepa, nogkrtoyeHne Ethernet uepes USB
OyOeT YCTaHOBNEHO MeXAy MOBUIBHBIM NPUIIOXKEHNEM, BbINOJHAEMbIM Ha ycTpoincTae, u XClarity Controller

LLlenkHuTe Network B pasgene BMC Configuration ans npocmoTpa nnu namexHeHms napametpos USB-
nopta Ha nuuesoin naHenu XClarity Controller ans ynpasneHus.

LlocTynHo YeTbipe TUNa NapaMeTpoB Ha BbIGOp:

Pexxum «Tonbko xocTt»
USB-nopT n1ueBo naHenn Bceraa nogkitoyeH TONbKO K CepBepy.

Pexum «Tonbko BMC»
USB-nopT n1ueBoi naHenn Bcerga nogkntoyeH Tonbko K XClarity Controller.

O6wumn pexxum: npuHaghexxut BMC
USB-nopT Ha IMLEBOI NaHeN COBMECTHO UCMOJIb3yeTCA cepBepomM 1 KoHTposnepom XClarity
Controller, Ho nepekntoveH Ha koHTposnep XClarity Controller.

O6LWMI pEXXUM: MPUHAZJIEXKUT XOCTY
USB-nopT Ha n1MueBoin naHenm COBMECTHO NCMOJb3yeTCs cepBepom 1 KoHTposnepom XClarity
Controller, HoO nepekntoYeH Ha XOCT.

LononHntenbHble cBegeHnsa 06 3TOM MOOUIbHOM NMPUJIOXKEHUN OOCTYMHbI HA cawTe:

https://pubs.lenovo.com/Ixca/Ixca_usemobileapp.html

MpumeyaHuns:

e Ecnn USB-nopT Ha NMUEBOI NaHenn HaCTPOEH AJ151 NCMOJIb30BaHNs B O6LLIEM PEXIMME, MOPT NOAKIIIOYEH K
koHTponnepy XClarity Controller, ecnu nutaHne oTCYTCTBYET, 1 K CEPBEPY, ECNN NUTaHne nogaetcs. Mpu
HanMym NuTaHusa ynpasneHne USB-nopTom Ha nuueBon naHen MoXXeT NepexoanTb OT cepBepa K
koHTponnepy XClarity Controller, n Ha060pOT. B 06LLEM pexxrMe NOPT TakXe MOXKET NepeknoyaTbca
mexnay xoctoM u XClarity Controller: ons aToro [OCTaTto4HO HaXXaTb U yaepXmBaTb 6onee 3 cekyHp,
KHOMKY naeHTndunKaumm Ha nmueBoin naHenu (015 BbIMUCUTENBHbBIX Y3/10B 3TO MOXET ObITb KHOMKA
ynpasneHus USB).

e Ecnu HacTpoeH obLumii pexxum n USB-nopT B HacTosLLee BpeMs NOAKo4eEH K cepaepy, XClarity
Controller moxeT nopgaep kmBaThb 3anpoc Ha nepekoyveHne USB-nopTa Ha nrueBoil naHen o6paTHO Ha
koHTponnep XClarity Controller. Npu BbinonHeHun aTtoro 3anpoca USB-NopT Ha NiUeBoOn naHenmn
OoCTaHeTcH nopktoyeHHbIM K KoHTponnepy XClarity Controller oo Tex nop, noka Ha KOHTponsiepe He
OyaeT oTcyTCcTBOBaTh akTMBHOCTL USB B TeueHne nepropaa, 3agaHHoOro TaiM-ayToM nocne
HEeaKTNBHOCTN.

HacTtpounka napameTpoB 6e3o0nacHoCTn

Bocnonb3yintech nHopMauuen s aToro pasgena ons HacTponku NpoTOKONOB 6€30MacHOCTN.
Mpumevanue: MuHumanesHasa sepcusa TLS no ymonyaHuto — TLS 1.2, ogHako XClarity Controller mo>xxHO

HacTpoOWTb AN MCNONb30BaHWA Apyrux Bepcuii TLS, ecnn aTo Heo6xo0aMMO OJ1si Bawero 6paysepa nnm
npunoXxeHnn ynpaeneHus. [JononHuTenbHble CBeAeHMs cM. B pasgene «KomaHga tls» Ha ctpaHuue 180.

LLlenkHuTe Security B pasnene BMC Configuration, 4to6bl nonyynTb AOCTYN K CBOMCTBaM 6€30MacHOCTH,
cocTosiHuio 1 HacTpoikam XClarity Controller u npyn HEO6XOAMMOCTU N3MEHNTD UX.
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MaHenb MOHNTOPUHra 6e30nacHOCTU

B atom pasnene npencrasrieH 0630p naHenm MOHUTOPUHra 6e30nacHOCTU.

Ha nanenn MOHUTOPWUHIra 6e3onacHocTn 0T06pa>KaeTcs| obLas oLeHKka 6e30MacHOCTA N COCTOSIHME
CNCTEMbI.

e B o6nactn CobbiTua 6eaonacHoct BMC coobLiaeTcsi 0 cobbITUsIX, CBA3aHHbIX C NpobneMamMm
6€30MacHOCTU, TaKNMU Kak BTOPXXEHNE B paMy; NoBpeXAeHne, obHapy>xeHHoe yHKumen PFR;
HEeCOBMECTMMOCTb 060pyA0BaHNst, OOHapYXeHHas PyHKLMEN 3aLNTbl CUCTEMbI; Pa30OMKHYTas
nepemMblyka 6€30MacHOCTM Ha NiiaHapHOM Koprnyce U T. 4.

e B o6nactu Pexxum 6esonacHoctu BMC yka3sbiBaeTcs obLLee COCTOSAHME COOTBETCTBUSA PEXMMY
6e30MacHoCTW.

e B o6nactu Cny»x6bl n noptbl BMC nepeuncnstoTcs Bce BKNOYEHHbIE HE3aALLMLLEHHbIE CIY>XXObI 1 MOPTHI,
HEe COBMECTMMbIE C TEKYLLMM PEXUMOM 6E30MacHOCTU.

e B o6nactn Ceptudmkarbsl BMC nepeuncnsiotcsi Bce HECOBMECTMMbIE CEPTUDMKATbI, NCNONb3YeEMbIe
koHTposnepom XCC.

e B o6nacTtu YuyeTHble 3anucu nonb3oBatenen BMC npepoctasnsoTcs obLume pekoMmeHgauum rno
NoBbILLEHNIO 6e30NacHOCTN yNpaBneHNst y4ETHbIMU 3arncsMmn 1 NaponsMi.

MpumevaHue: Ecnuv B 3Tnx o6nactax 6e3onacHOCTU, CKaHUpyeMbix KOHTposiiepoM XCC, ecTb Kakon-nnéo
PUCK, Ha NaHenn MOHUTOPUHIa OTOBpaXKaeTcst 3HAYOK C NpepynpexaeHneM. Mo cebiike B Kaxaon
KaTeropmv MO>XHO NepenTy Ha CTPaHWLYY HaCTPONKK AN peLleHns Npobiem.

Pexum 6e3onacHocTun

B aToM pasgene npeacrasneH 0630p pexxrma 6e30MacHOCTH.

JlnueHsnsa Standard XCC no3sonsieT HacTpavBaTb CEPBEPLI B OOHOM U3 ABYX PEXMMOB 6€30NacHOCTN —
CTaHOapTHOM PEXVME N PEXUME COBMECTUMOCTU. DTN PEXUMbI JOCTYMHbI HA BCex cepaepax V3.

JlnueHsns Ha o6HoBneHne Ao Lenovo XClarity Controller 2 Platinum nocTtaBnsieTcsl ¢ TPETbUM PEXXUMOM
6€30MacHOCTN — CTPOrUM KOPMOpPaTMBHbLIM PEXMMOM. STOT PEXMM JTy4LLe BCEro NogxoanT Ans
ob6ecneyeHns 6€30NacHOCTU BbICOKOIO YPOBHSI.

Mpumevanue: o ymonyaHmio XCC ncnonb3yeTt camodasepsitomin ceptudmkar ECDSA n gocTynHbI
TONbKO anroputMbl Ha 6a3e ECDSA. [1nsa ncnonb3oBaHus cepTudmkara Ha 6ase RSA cosparite CSR u
noanuwmnTe ero C UCMosib30BaHNEM BHYTPEHHero nnm BHewwHero LIC, a 3aTem nMnopTupyinTe NognmcaHHbIn
cepTucdukar B XCC.

CTporuii peXxum KoprnopaTuBHou 6e3onacHocTy

e CTporuii pexxum KoprnopaTtnsHoi 6e30NacHOCTN — 3TO CaMblil 6€30MaCHbI PEXNM.

e BMC paboTaet B pexxume nposepku FIPS 140-3.

e TpebyoTcsa cepTudmrKaTbl CTPOroro KopnopaTtuBHOIro YPOBHS.

¢ PaspeluleHbl TONLKO Cny>X6bl, NogAep>XMBaroLLye LWndpoBaHne CTPOroro KOPnopaTuBHOIO YPOBHS.
e [1ns BKoYeHUs TpebyeTcs nuueH3usa Ha obHosneHne 0o Lenovo XClarity Controller 2 Platinum.

e [ocTynHbI AN MCMONB30BaHWs anroputmel wWingposaHmns CNSA.

CTaHaapTHbIN peXXum 6e30nacHoOCTH

e CTaHgapTHbIN PeXMM — 3TO PeXXUM 6€30MacHOCTY MO YMOJTHaHWIO.
e Bce anroputmbl wWindpoBaHus, ncrnonbdyemsle BMC, cooTtBeTcTBYIOT TpeboBaHuam FIPS 140-3.
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e BMC paboTtaeT B pexxume nposepku FIPS 140-3.

e TpebyloTca cepTuduKaTbl CTaHAAPTHOrO YPOBHS.

e Cnyx6bl, TpebytoLme WnhpoBaHKs, KOTOPbIEe HE NOAAEPXKUBAIOT LW POBaHNE CTAaHOAPTHOIO YPOBHS,

No YMON4YaHNKO OTKJTOYEHbI.

e Anroputmbl CNSA gocTynHbI, ecnm yCTaHOBeHa NULeH3unsa Ha obHosneHne o Lenovo XClarity Controller

2 Platinum.

Pe>xum coBmecTMMOCTH

¢ PeXuM COBMECTMMOCTM CleflyeT NCMoNb30BaTb, KOraa CNy>X6bl U KNMEeHTbI TReGYIOT LN poBaHms,
KOTOPOE He COOTBETCTBYET CTPOroMy KOPMNopaTMBHOMY/CTaHAAPTHOMY YPOBHIO.

¢ [lopgnep>xmBaeTcs 6onee LWMPOKWIA ouanasoH airopUTMOB LG POBaHNUS.

e Ecnu aToT pexxkum BkntodeH, BMC HE paboTaeT B pexxume nposepkn FIPS 140-3.

¢ [lo3BonseT BKNOYMNTL BCE CNYXObI.

hd I'Iop,p,epx(MBaeT UJVIpOKI/Iﬁ anana3oH LLII/ICprB onga MaKCUMaJlbHO COBMECTUMOCTN.

MoppepxuBaemblie Ha6opsbl wudpos TLS

HacTtpolika wngpposaHns TLS nprnssaHa orpaHnymTb NOAAEpKMBaeMble Habopbl Winudpos TLS gna cnyxo

BMC.
Ha6op wudpos TLS Pexxum 6e3onacHoCcTu Bepcusa TLS
TLS_AES_256_GCM_SHA384 . . TLS 1.3

e CTporuii KoprnopaThBHbIi

e CTaHgapTHbIiA"

¢ CoBMeCcTUMOCTbL'
TLS_CHACHA20_POLY1305_SHA256 TLS 1.3

e CoBMEcCTUMOCTb
TLS_AES_128_GCM_SHA256 . TLS 1.3

e CTaHpapTHbI

¢ COBMECTUMOCTb
TLS_AES_128_CCM_8_SHA256 . TLS 1.3

e CTaHaapTHbIf

e CoOBMECTMMOCTb
TLS_AES_128_CCM_SHA256 . TLS 1.3

e CraHOapTHbIf

¢ COBMECTUMOCTb
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 . . TLS 1.2

e CTporuii KopriopaTuBHbIi

e CraHpapTHbI

¢ CoBMeCcTUMOCTb'
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 . . TLS 1.2

e CTporuii KoprnopaT/BHbIi

¢ CTaHgapTHbIiA"

¢ CoBMeCTUMOCTbL'
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_ TLS 1.2

SHA384

e CTporuii KopnopaTuBHbIN
¢ CTaHgapTHbIi’

e COBMECTMMOCTb'
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SHA256

e COBMECTUMOCTb

Ha6op wudpos TLS Pexxum 6e3onacHocTun Bepcua TLS
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 . TLS1.2
e CraHgapTHbIn
e CoBMECTUMOCTb
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305 TLS1.2
e CoBMECTUMOCTb
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 < TLS1.2
e CraHgapTHbIf
e CoOBMECTMMOCTb
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_ o CraHmapTHbIii TLS1.2
SHA256 Aap
e CoBMECTUMOCTb
TLS_ECDHE_ECDSA_WITH_CHACHA20_ e CoBMECTUMOCTE TLS1.2
POLY1305
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 TLS1.2
e CoBMECTMMOCTb
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 TLS1.2
e CoBMECTUMOCTb
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 TLS1.2
e CoBMECTMMOCTb
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 TLS1.2
e CoOBMECTMMOCTb
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_ o COBMECTUMOCTE TLS1.2
SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_ TLS1.2

MpumeyaHue: [Onga pexxmumoB 6€30NacHOCTU, KOTOPbIE YKa3aHbl B TabnuLe co 38e3no4kon (¥), TpebyeTtcs

ueH3mnsa Ha ob6HoeneHne 0o Lenovo XClarity Controller 2 Platinum.

Ta6nuua cny>x6 B Tpex pexumax 6e3onacHocTu

DyHKUms/ Uc- CocToa- Mopnep>xnBaerca B Mopnep>xnBaetca B MoppepxuBaeTtca
cnyx6a no- Hue no CTPOrom peXxuve CTaHAapTHOM B pexume
Nb30Ba- | ymon4a- pexume COBMECTUMOCTH
Hue HUIO
wundp- (3aBop-
poBa- cKoe)
HUA
IPMI yepes Het Bkntovero | Oa Ha Oa
KCS
IPMI yepes Oa Otkntove- | Het Ha Oa
NOKanbHyH HO
ceTb
JloByLikKn Het He Het da Ha
SNMPv1 HacTpoe-
HO
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DyHKumnsa/ Uc- CocTrosi- MoppnepxuBaetca B | NMoapepxuBaetca B | MopnepxxuBaerca
cnyx6a no- Hue no CTPOrom pexume CTaHO4apPTHOM B pexvume
Nb30Ba- | ymonua- pexume COBMECTUMOCTM
Hue HUIO
wnc- (3aBop-
poBa- CcKoe€)
HUst
JloByLuKHM Oa He Het Da Oa
SNMPv3 HacTpoe-
HO Ecnu Bknto4eHo,
6yLyT onoBseLLeHns
06 1Cnonb3oBaHNK
LWwndpoBaHns B
pexxvme, OTIMYHOM
ot FIPS
AreHT SNMPvV3 | a He Het Oa Oa
HacTpoe-
HO Ecnu BkntoyeHo,
6yayT onoBeLLeHns
06 1Crnonb30BaHNn
wmncpposBaHus B
peXxxvmme, OT/IMYHOM
ot FIPS
OnoBelyeHust Ha He Oa Ha Oa
no HacTpoe-
3NIEeKTPOHHOW HO Mpwv ncnonssosaHun | Ecnu Tpebyetcs
noyrte ayTeHTUmkaymm npumeHeHne CRAM-
CRAM-MD5 MD5, 6ygyT
BKJIIOYNTb onoBeLLeHnsi 06
HEBO3MO>XHO NCrnonb30BaHnn
WwndpoBaHns B
pexxvme, OTIMYHOM
ot FIPS.
OnoBelleHUst HeTt He Het Oa Ha
Syslog HacTpoe-
HO
TLS 1.2 Oa BkntoyeHo | Oa Da Oa
TLS 1.3 Oa BkntoyeHo | Oa Oa Oa
CeTb yepes Ha BkntoyveHo | Oa Ha Oa
HTTPS
Redfish no Ha BknoveHo | a Oa Ha
NpoToKoJy
HTTPS
SSDP Het BknoveHo | da Oa Ha
SSH-CLI Oa BkntoyeHo | Oa Da Oa
SFTP Ha OTkntove- | Oa Oa Ha
HO
LDAP Het He Het La Ha
HacTpoe-
HO
BesonacHbin Ha He Oa Ha Oa
LDAP HacTpoe-
HO
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DyHKuus/ Uc- CocTos- MoppepxuBaetca B | NMoapnepxuBaetrca B | MopnepxmnBaerca
cnyx6a no- Hue no CTPOrom pexxume CTaHAapTHOM B peXxume
Nb3oBa- | ymonua- pexume COBMECTUMOCTHU
Hue HUIO
wundcp- (3aBop-
poBa- cKoe)
HUA
YnpaBneHune La He Ha Ha Da
KJIro4YamMmm HacTpoe-
6e3onacHoOCTun HO
YpaneHHas Ha BkntoyeHo | Oa Oa Ha
KOHCOJIb
BuptyanbHbie | [a He Het Oa Da
HocuTenn — HacTpoe-
CIFS HO
BupTyanbHble Het He Het da Ha
HocuTenn — HacTpoe-
NFS HO
BupTyanbHbie | [a He Oa Oa Da
HocuTenu — HacTpoe-
HTTPFS HO
RDOC — Ha He Ha Oa Ha
JNoKanbHas HacTpoe-
cpepa HO
RDOC — CIFS | da He Het Oa Oa
HacTpoe-
HO
RDOC — HTTP | Het He Het Ha Ha
HacTpoe-
HO
RDOC — Oa He Ha Oa Ha
HTTPS HacTpoe-
HO
RDOC — FTP HeTt He Het Ha Oa
HacTpoe-
HO
RDOC — SFTP | Ja He Ha Ha La
HacTpoe-
HO
OTnpaBka Ha BkntoyeHo | Oa Ha Ha
FFDC (SFTP)
OTnpaBka Het BkntoyeHo | Het Oa Ha
FFDC (TFTP)
O6HoBneHue Ha He HeTt Ha Ha
u3 HacTpoe-
penos3uTo- HO
pusa — CIFS
O6HoBneHue HeTt He Het Ha Ha
u3 HacTpoe-
penosuTo- HO
pus — NFS
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DyHKumnsa/ Uc- CocTrosi- MoppnepxuBaetca B | NMoapepxuBaetca B | MopnepxxuBaerca
cnyx6a no- Hue no CTPOroM peXxxume CTaHgapTHOM B peXxume
Nb30oBa- | ymonua- pexume COBMECTUMOCTHU
Hue HUIO
wnc- (3aBop-
poBa- CcKoe€)
HUA
OG6GHoOBNEHNe Het He Het Oa Ha
u3 HacTpoe-
peno3uTo- HO
pua — HTTP
OG6GHoOBNEHNe Ha He Oa Ha da
u3 HacTpoe-
peno3uTo- HO
pus — HTTPS
Call Home Ha Otkntove- | Oa Oa Ha
HO
CTOpPOHHUN Ha He HeTt Ha Oa
napoJsnb HacTpoe-
HO
MepeHnanpa- Henpu- | OTtkniove- | Oa Oa Oa
BNieHne MEHUMO | HO
nopToB

N3meHeHne pexxuma 6e30nacHOCTHU

B aTom pasgene npuBegeHbl CBEOAEHUS MO M3MEHEHMIO 1 MPOBEPKE pexxrMa 6e30nacHOCTU.
CTaHpapTHbIN PeXM — 3TO peXuM 6€30MacHOCTY MO YMOJTHaHWIO.

Ecnn koHTponnep XCC obHapy>XuBaeT kakon-nnbo napameTp, HECOBMECTUMBIA CO CTaHAAPTHbIM
PEXMMOM, OH OTOBpaXKaeT yBeJoOMIIEHNE, HO He TpebyeT n3ameHeHus pexkuma. B atom cnyqae XCC
NepexoamuT B CTaHAAPTHBIN pexkum 6e30MacHOCTM C nepeonpeaenieHnemM (HECOOTBETCTBUEM).

Mo>xHO OTKPbITb pacKpbiBaloLLleeCAa MeHIO O Bbl60pa Lpyroro pexmnmMma n ncnosib3oBaTb (byHKLLI/HO
<<|-|pOBepI/ITb>>, YTOObI onpeaesinTb, CKOJIbKO HECOOTBETCTBYHOLLIMX 3JIEMEHTOB o6Hapy>KeHo KOHTpPOJJIEPOM
XCC.

Mpwn HaxxaTUM KHOMKW «[MpruMeHnTb» koHTponnep XCC Takke NPoBepsieT COBMECTUMbIE S/IEMEHTbI.

0630p SSL

OTOT pasfgen cogep>Xxut o63op npotokona 6esonacHocTn SSL.

SSL — aTto npoTokon 6e3onacHocTr, obecnedmBatoLLnii KOHDULOEHLManbHOCTL CBS3W. bnarogaps
NPOTOKOJy SSL NpUNoXeHns «KNMeHT—cepBep» MOryT B3auMOLeNncTBoBaTb 6€3 nepexsara, UCKaXKeHns 1
nopaenku coobiueHnin. MoxxHo HacTpoutb koHTposnep XClarity Controller ans ncnons3oBaHusa npoTokona
SSL pgns pasHbix TUMOB NopktoYeHnid, Taknx kak HTTPS, LDAPS, CIM 4yepe3 HTTPS un cepeep SSH, a
TakXXe O/1a ynpasfeHns HeobxogmmbiMu gist SSL cepTudmkaramu.

O6pab6oTka cepTudukaros SSL

B paHHOM paspgene copepxutcsa nHdopmarms 06 agMMHUCTPUPOBaHM CePTURNKATOB, KOTOPbIE MOTYT
MCNoNb30BaTbCA C NPOTOKONOM 6e3onacHocTn SSL.
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SSL MO>XXHO NCMONb30BaTh C CaMO3aBEPSAIOLLNM CEPTUAUKATOM NN CEPTUHIUKATOM, 3aBEPEHHBIM
CTOPOHHUM LIEHTPOM cepTudumkaummn. Vicnonb3soBaHne camo3aBepstoLero ceptudunkara — npocTenlmnii
cnocob ncnonb3oBaHnsa SSL, ogHako Npu 3TOM BO3HMKAET HEOONbLLOW PUCK 6e30MacHOCTU. OTOT pUCK
BO3HUKAET M3-3a TOr0, YTO KNNEHT SSL HMKaK He MOXXET MOATBEPAUTb UOEHTUYHOCTL cepBepa SSL npu
NepBOM MNOAKITIOYEHUN, KOTOPOE MbITAlOTCS YCTAHOBUTL KITMEHT 1 cepBep. Hanprmep, CTOPOHHSAS CYLLIHOCTb
MOXXET BblgaTb cebs 3a Be6-cepaep XClarity Controller n nepexsatuTb AaHHbIEe, NepefaBaeMble MeXay
hakTnyeckum seb-cepsepom XClarity Controller n Be6-6paysepom nons3osatens. Ecnu B nepuop, korga
yCTaHOBJIEHO NMepBoHaYanbHoe coeagnHeHne mexxay 6paysepom n XClarity Controller, camosasepsioLpia
cepTudmrKaT UMNOPTUPYETCSH B XpaHUnmLe ceptudgrkaroB 6paysepa, BeCb faslbHENLLNA 06MEH AaHHbIMU
Onsi Takoro 6paysepa 6yaeT 6e3onacHbIM (Mpy YCNoBun, YTo 6€30MacHOCTb NePBOHAYaIbHOro COeAUHEHNS
He Obl1a HapyLUleHa B pe3yfibTaTe atakuy).

YT06bl 06ecneunTb 60s1e€ BbICOKUIN ypOBEHL 6E30MACHOCTW, MOXXHO UCMNONb30BaTh CepTUdunKar,
3aBepeHHbIN LeHTpoM cepTudmkaumm (LLC). YTobbl nony4nTb NognucaHHbIn cepTudmkaT, Heo6XxoaMmMmo
BbibpaTb kKomaHay Cospartb 3anpoc nopgnucu ceptudukara (CSR). Boibepute 3arpy3uTtb 3anpoc
nognucu ceptudukara (CSR) v otnpasbTe 3anpoc nognucu ceptudumkara (CSR) B LIC, 4Tobbl nony4nTtb
nognucaHHblii ceptudukat. MNonyyns nognucaHHbii cepTndukar, WenkHuTe UmnopTupoBatb
nognucaHHbli ceptudumkar, 4tTobsl umnopTuposaTk ero B XClarity Controller.

OyHkums LIC 3akntovaTcs B noareepxaeHun ngeHtndHocTn XClarity Controller. CepTudmkat cogepxmT
undposble nognvcu gns LIC n XClarity Controller. Ecnu xopowwuo nssectHbil LIC nsgaet ceptudukar unm
cepTucdukar LIC 6bin y>xe nmnopTuposaH B Be6-6pay3ep, Be6-6pay3ep MOXXET NOATBEPANTL CepTudumKaT 1
NonoXuTenbHo naeHTudguumposaTs Be6-cepsep XClarity Controller.

XClarity Controller TpebyeT cepTudumkat ansi ucnonb3oaHus ¢ cepsepomM HTTPS, nntepdencom CIM vepes
HTTPS v 3awmeHHbIM knneHTom LDAP. Kpome Toro, 3awmueHHbIn knneHT LDAP Takxe TpebyeT nmnopra
OLHOro 1nn 6onee [OBEPEHHbIX CEPTMAUKATOB. [lOBEPEHHbIN cepTUUKAT NCNOMB3YETCS 3aLLMLLEHHBIM
knneHTtom LDAP gns nonoxxkntensHon ngeHtudgumkaumm cepsepa LDAP. [loBepeHHbI cepTudunkar — aTo
cepTnduKar LeHTpa cepTudumnkaumm, nognmcasLwlero ceptucdukar cepsepa LDAP. Ecnu Ha cepsepe LDAP
NCNonb3yTCH CaMO3aBepPSoLLME CePTURMKATLI, JOBEPEHHBIM CEPTURMMKATOM MOXET ObITb Cam
cepTtudukat cepsepa LDAP. Ecnv B KOHUrypaumm ncnonb3yeTcs HeCKonbko cepaepoB LDAP,
HEeO6XOAMMO MMMOPTUPOBATL AOMONHUTESbHbIE AOBEPEHHbIE CEPTUMUKATBI.

YnpasneHue ceptucdmnkaramm SSL

B paHHOM pasfene copep xutcs MHopMaumsi O HEKOTOPbIX AENCTBUSAX, KOTOPbIE MOXKHO Bbl6paTh A5
ynpaBneHnsi cepTudnkaTamm ¢ NpoToKosIoM 6e3onacHocT SSL.

LLlenkHuTe Security B pasnene BMC Configuration, 4to6bl HacTponTb ynpasneHne ceptuduxkatamm SSL.
Mpwn ynpasnennn ceptudukatamm XClarity Controller gocTynHbl cnegytowime oeicTBus:

3arpys3ka nognucaHHoro ceptudukara
Vicnonb3yinTe 3Ty CCbUIKY O 3arpy3Ku KONuM yCTaHOB/IEHHOIO B HACTOSLLEe BPeEMS cepTudumkara.
CepTudukat MoxkHO 3arpy3uTb B hopmate PEM unn DER. Cogepxxumoe ceptudgurkara MOXKHO
npocMaTpuBaTh C UCMOJIb30BaHNEM CTOPOHHENO MHCTPYMEHTA, Takoro kak OpenSSL (www.openssl.
org). NprMep KOMaHZHOM CTPOKM A1 MPOCMOTPa COAEPXXMMOro cepTrudurKaTa ¢ MCNoNb30BaHNEM
OpenSSL MoxeT BbIrNsSAeTb Tak:

openssl x509 -in cert.der -inform DER -text
3arpyska 3anpoca nognucu ceptucpukara (CSR)

Vicnonb3yinTe aTy CCbUIKY ANS 3arpy3ku Konuu 3anpoca nognucu ceptudgukara. 3anpoc CSR moxxHo
3arpyauTb B hopmaTte PEM nnu DER.
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CospgaHue nognucaHHoro ceptucgukara

Cospante camo3zasepstomin ceptudmrkar. No OKoHYaHUN onepauumn MOXXHO BKNKOUYNTL SSL ¢ NOMOLLIbIO
HoBOro cepTudmkaTa.

Mpumeyvanue: lNpu BbinonHeHUn gericteus Co3paHne NogNMCaHHOro cepTudmnKaTa oOTKPOeTCS OKHO
cosfaHusa camosasepsitolero ceptudukata ansa HTTPS. Oto6pasuTcs 3anpoc Ha 3arnofiHeHne
0b6s13aTesNbHbIX 1 Heobs3aTenNbHbIX Nonell. Heo6xogumMo 3anonH1TL BCce obs3aTenbHble nonsi. Beeas
HeobxoanMyto nHdopMaumio, HaxxmuTe Co3aaTb, YTOObI 3aBEPLUNTDL BbIMOJIHEHNE 3a4a4N.

Cospartb 3anpoc CSR

CospanTe 3anpoc CSR. o okoH4yaHuu onepauumm painn CSR MOXXHO 3arpy3nTb 1 OTNPaBuTb Ha
nognuck B LeHTp ceptudmkaumm (LLC).

Mpumeyvanue: lNpu BbinonHeHnn gericteus Co3paHme 3anpoca nognucu ceptucukara (CSR)
OTKPOETCS OKHO co3faHus 3anpoca nognucu ceptudumkata gna HTTPS. OtobpasnTtcs 3anpoc Ha
3anosiHeHne obs3aTeNnbHbIX 1 HeObA3aTeNnbHbIX Nonen. Heo6xoanmMo 3anonHUTL BCce 0bsi3aTenbHble
nons. Beegsa Heob6xoanmyto nHdopmaumio, HaxxmuTe CosaaTb, YTOObI 3aBEPLUNTDL BbINOJIHEHNE 3aa4N.

UmnopTt camo3aBepsowero ceptugpukara

VMcnonb3yinTe aTy KOMaHay Ans nMmnopTa NOANMCAHHOro cepTudurkara. HTobbl NoNyyYnTb NOANNCaHHbIN
cepTudukaT, Heobxogumo co3gatb 3anpoc nognucu ceptudurkara (CSR) n oTNpaBuTb €ro B LEHTP
ceptudukauum (LIC).

HacTtpounka cepsepa Secure Shell

Bocnonb3yinTtech nHgopMauuein ns aToro pasgena, YHtobbl N3y4nTb 1 BKIKOHYUTL NMPOTOKOS 6E30MacHOCTM
SSH.

LLlenkHnTe Network B pasgene BMC Configuration, 4to6bl HacTpouTb cepep Secure Shell.

YT106bI NCcnonb3oBaTb NPOTOKON SSH, cHavana Heo6XxoANMO COo3aThb K4 ANs BKIOYeHUS cepaepa SSH.

MpumeyvaHus:

YT06bI MICNONB30BaTb ATOT NapameTp, ynpasneHne cepTudmukaTaMmmn He TpebyeTcs.

XClarity Controller nsHa4ansHo co3pacT kitod cepBepa SSH. Ecnu TpebyeTcs cos3aaTth HOBbIN KoY
cepsepa SSH, wenkHnTe Network B pasgene BMC Configuration; 3atem wenkHute MoBTOpHO co3paTh
KJTHOM.

Mocne atoro gencteus Heobxogumo nepesanyctuTb XClarity Controller, 4To6bl U3MeHeHWs BCTYNUAN B
cuny.

AdocTtyn ¢ nomowbio IPMI yepes knaBnaTypHyro KOHCOJb

Bocnonb3yinTtech nHgopmMauuen ns aToro pasgena gnga ynpaeneHus goctyrnom K XClarity Controller ¢
nomotupbto IPMI 4yepes KnaBmaTypHYO KOHCOSb.

XClarity Controller npegocTtaensiet nHtepdenc IPMI no kaHany knasuatypHOI KOHCOMN, He TpebytoLlemy
ayTeHTUukaumu.

Haxxmute BesonacHocTb B pasaene BMC Configuration, 4To6b1 BKIOUUTD UM OTKITKOUUTD JOCTYN C
nomotupbto IPMI Yyepes KnasmaTypHYO KOHCOSb.

MpumeyaHue: ocne nusmeHeHns napameTpoB Heobxoanmo nepesanycTutb XClarity Controller, 4To6bl
N3MEHEHNsI BCTYMNAMN B CUITY.
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Ba)kHo: Ecnu Bbl HE NCMONb3yeTe HUKaKNe NHCTPYMEHTbI NN NPUIIOXKEHNS HA CEPBEPE, OCYLLLECTBASIOLLEM
poctyn K XClarity Controller no npotokony IPMI, B Lensx 6e30nacHOCT HACTOATENIbHO PEKOMEHAYETCA
OTKJIOUUTb JOCTYN ¢ nomMoLsto IPMI yepes knaBuaTypHyto koHcosb. B XClarity Essentials gns poctyna kK
XClarity Controller He ncnonbayetcs nHTepdeinc IPMI yepes KnaBnaTypHyo KOHCOSb. Ecnn oTkntountb
nHtepdeinc IPMI yepes knaBuaTypHyto KOHCOSb, CIeAYET BKIIOYNTL €ro CHOBA, NPEXAEe YeM 3arnyckaTtb
XClarity Essentials Ha cepBepe. [locne aToro nHrepdenc MOXXHO OTKITIOUUTb.

MepeHoc xypHana SEL IPMI

B aToM paspgene npuBefeHbl cBeAeHNst No HacTpolke XypHana SEL IPMI.
XClarity Controller npegocTtaBnsieT BO3MOXHOCTb nepeHoca xypHana SEL IPMI.

[ns BKNOYEHMS U OTKINoYeHUs nepeHoca xXypHana SEL IPMI HaxxMuTe nepekntodaTens B NPaBoM
BEPXHEM Yrry.

OT1a (hyHKLMSA NO3BONSET BbINOMHATL LMKNNYECKYIO 3annch B XXypHan SEL IPMI. Hosas 3annce SEL
nobasnsieTcsa Bcerga, a npu 3anonHeHnn xxypHana SEL IPMI camas ctapas 3anuck yganseTcs.

Mpumeyanue: Npu NPUMEHEHM STO HACTPOMKN Heobxoaumo nepesarpy3uts BMC.

MpepoTBpalleHne nepexoaa K npeabiayLlnmMm BepcusiM CUCTEMHbIX
MUKponporpavMm

Bocnonb3yinteck MHopMaumel s aToro pasgena, 4tobbl He [ONYCTUTL Nepexona Ha NpeabiaoyLive Bepcum
CUCTEMHbIX MUKPOMPOrpamMM.

3Ta hyHKLUS NO3BOJISIET PaspeLlnTb BO3BPALLEHUE K NPeablayLLVM BEPCUSIM MUKPOMPOrpaMM CUCTEMbI
VNV 3anpeTuTb Takoe rnosefeHue.

LLlenkHuTe Network B pasgene BMC Configuration, 4To6bl npenoTepaTuTb BO3BpaLLleHne K npeabiayLmnm
BEPCUSIM MUKPOMNpOrpamMmm

Llnsa BkAtoYeHNs nnn BeiktoveHnst aton yHkumm wenkHuTe Network B pasgene BMC Configuration.
Jlto6ble BHECEHHbIE U3MEHEHUNS BCTYMNAT B CUITy HE3aMenuTenbHo, nepesanyckaTb XClarity Controller ans
3TOro He TpebyeTcs.

HacTtponka ynpasneHusa knrovamm 6e3onacHoctu (SKM)

Bocnonb3yiitech nHgopmauyeli U3 3Toro pasgesna Afs CosfaHus Ktoyein 6e30nacHOCTM 1 yrnpaBeHns
UMM,

OT1a hyHKLMA UCMONBb3YET LIEHTPANTM30BaHHbIN cepBep yNpaBeHNs KitoYamm O NPefoCTaBNeHNs KIoYen,
pa36Io0KNPYIOLLIMX 060PYAOBaHNE XPaHUINLL, YTOObI MONY4YMUTb JOCTYM K AaHHBIM, XPaHUMbIM Ha ANCKax
SED Ha cepBepe ThinkSystem. Cepsep ynpasneHus kntodamu Bkntodaet SKLM — cepBep ynpasneHus
knto4amu ¢ guckamm SED IBM — n KMIP — cepBepbl ynpasneHus kntodamu ¢ guckammn SED Thales/Gemalto
(KeySecure n CipherTrust).

XClarity Controller ucnonb3yeTt ceTb Ans U3BIEHEHUS KIOYEN C CepBepa ynpasieHns KIto4amm; cepBep
ynpaBfieHns Kioyamm oJmKeH 6biTb gocTtyneH koHTponnepy XClarity Controller. XClarity Controller
ob6pasyeT KaHan obMeHa AaHHbIMU MeXAY CepPBEPOM yrnpaBieHns KoYamm 1 3anpaLuvsaioLLmm cepBepoM
ThinkSystem. Mukponporpamma XClarity Controller nbiTaeTcs cBA3aTbCs C KaXKAbIM U3 HACTPOEHHbIX
CepBEPOB yNpaBeHns KMioYamMmn 1 NpekpaLLaeT NonbITKA, Kak TONTIbKO MNOAKIIHYEHNE YCTaHOBMNEHO.
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XClarity Controller ycTaHaBnnBaeT CBS3b C CEPBEPOM YNpPaBfeHWs KloHaMm, eCv BbINOMHEHbI CeayoLme
yCnoBus:

e OpHo Unn HeCckonbKo UMeH xocTa/IP-aapecoB cepBepa ynpasneHust Kniovamu HacTpoeHbl B XClarity
Controller.

e [lBa cepTudukaTta (KnmeHTa u cepsepa) oia obMeHa AaHHbIMU C CEPBEPOM YNpPaBeHNs Kito4amu
ycTaHoBneHbl Ha koHTponnepe XClarity Controller.

MpumeyaHue: HacTtpoiiTe onsa cBOEro yCTponcTea No MeHbLUEn Mepe ABa cepaepa ynpaBneHns Koyamm
(oCcHOBHOW 1 AOMOSIHUTESBHBIN) C OAHMUM U TEM XKe NPOTOKONOM. ECnn ocHOBHOW cepBep ynpasneHus
Knto4amMun He pearupyeT Ha nonbITKy nogkntodeHms ot XClarity Controller; nonbITku NOAKMHOYEHNUs C
OOMONMHUTENBHBIX CEPBEPOB yNpaBieHns Kntodamm 6yayT MHALMMPOBAaTLCS A0 TEX NOpP, Noka He 6yaeT
YCTaHOBJIEHO YCMELUHOE NOAKIIOHEHME.

Mexpy koHTponnepom XClarity Controller n cepsepom ynpasneHns Kntovamm AOSKHO ObiTb YCTaHOBMEHO
nogkntoveHne TLS. XClarity Controller BoINnoMHAET ayTeHTM(MKaLUo cepaepa ynpasieHns Kirodamu,
CpaBHMBas OTMNPaBJIEHHbI CEPBEPOM YMNPaBMIEHNS KItoYamy cepTudmrkaT cepBepa ¢ cepTUdrKaTom
cepBepa yrnpasfieHus Kfovyamu, paHee NMNopTUpOBaHHbIM B foBepeHHoe xpaHunuie XClarity Controller.
CepBep ynpaBneHus Kniodamuy BbIMOMHAET ayTeHTMdMKaumio kaxxgoro koHTponnepa XClarity Controller,
KOTOpbI YCTaHaBMBAET C HMM CBSA3b, N NpoBepsieT, 4To KoHTponnepy XClarity Controller paspelueHo
OCYLLECTBNATb AOCTYMN K CEpBEPY YNPaBneHns kntovamu. AyTeHTUMUKaLMS BbINOSHAETCS NyTeM CpaBHEHMUS
cepTudmKaTa KnumeHTa, oTnpasfieHHoro KoHTposnnepom XClarity Controller, co cnmckom goBepeHHbIX
CepTUdUKaTOB, KOTOPbIE XPaHATCHA Ha cepBepe yrnpasneHns Kovamu.

BypeT nogknoyeH No MeHbLUEN Mepe OAVH CEPBEP YNpaBfieHns Kio4amu, a rpynna yCTPOUCTB CUHNTaeTCs
Heoba3aTensHon. CepTudumkar cepeepa yrnpasfeHus Ko4amMmm UMNopTUPYETCH, a cepTudurKaT KnmeHTa
Heo6xoanmMo 3aaathb. o ymonyaHuo ucnonesyetcs ceptndmkar HTTPS. Ecnn ero Hy>KHO 3amMeHUTb,
MO>XHO CO3[aTh HOBbIN cepTuduKar.

Mpumevanue: Yto6bl nogkntounTs cepep KMIP (KeySecure n CipherTrust), Heo6xoanmo creHepupoBaTb
3anpoc Ha nognuck ceptudukaTa (CSR), a ero obLyee MMsi [OMKHO COOTBETCTBOBATL MEHMW NOJIb30BATENS,
onpepeneHHoMy Ha cepaepe KMIP. 3atem Heo6xoanMo NMNopTUpOBaTh CepTUdUKaT, NOLMUCAHHbIN
LeHTpOM cepTudukaumm, kotopomy gosepsieT cepeep KMIP ons CSR.

HacTtpolika cepBepoB ynpaBfieHus Kao4amm

Bocnonb3yinteck nHgopmaumeln n3 aToro pasgena gfis cosgaHns nMeHn xocta unm IP-agpeca
COOTBETCTBYIOLLEN UH(bOpMaLMK O MopTax AJ1s cepBepa yNpaBieHNs KitoHamu.

B pasgene HacTpoiiku cepBepa(oB) ynpasneHus Kodamu AOCTYMNHbI criedytolme nons:

WNmsa xocTta nnun IP-agpec
B aTom none BeBegnte nms xocTta (ecnn DNS BkntoyeHa 1 HacTpoeHa) unu IP-agpec cepeepa
ynpasneHns knovamm. Mo>XXHO [,o6aBWTb [0 YETbIPEX CEPBEPOB.

MopT
B aToM none BBeguTe HOMEP NopTa AN1a cepsepa yrnpasneHus Knovamu. Ecnv aTo none octasneHo
NyCTbIM, UCMOSIB3YETCH 3Ha4YeHne no ymonyaHuio 5696. [lonyctumMele 3HadeHns HoMepa nopTta: ot 1 o
65535.

HacTtpowka rpynnbl ycTpoucTB

Bocnonb3yiitech nHopmMaumeli n3 aToro pasgena, 4Htobbl HACTPOUTL FPYMNMY YCTPONCTB, NCMONb3YEMbIX Ha
cepsepe SKLM.
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"pynna yctpoincTts Ha cepepe SKLM no3BonsieT nonb3oBaTensm ynpaendatb kKnodamu SED
(camoLumdpyemMoro ancka) Ha HECKOJIbKMX cepBepax B kayecTse rpynnbsl. Heo6xooumo co3path rpynny
YCTPOWCTB C TEM XKe UMeHeM Ha cepBepe SKLM.

B paspgene «[pynna ycTponcTs» JOCTYMHO CreaytoLLee none:

Fpynna ycTtponcTB
pynna ycTponCTB NO3BONSET NONb30BATENSAM YNPaBNSATb KKYaMm 415 camoLLnpyemMbIX ANCKOB
(SED) Ha HecKoIbKuX cepBepax B kadecTBe rpynmnbl. Heo6xognmo co3nats rpynny YCTPOWCTB C TEM XKe
nmeHeM Ha cepBepe SKLM. 3HaueHne no ymondaHuio anst atoro nonst — IBM_SYSTEM_X_SED.

HacTtpowka ynpasneHuns ceptucpukaramm
B aTom pasfene copepxxarcsa cBefieHusa 06 yrnpasneHun cepTudrkaramm ons KnmeHTa u cepeepa.

CepTudmkaTbl KNMeHTa 1 cepBepa UCMOob3YTCA 15 ayTEHTUMKALMN B3aMOAENCTBUS MEX Y CEPBEPOM
SKLM n koHTponnepom XClarity Controller, pasmeLieHHom Ha cepBepe ThinkSystem. B aTom pasgene
paccmaTpurBaloTCs BOMPOChI yNpaBieHus ceptudukaraMmm KnmeHTa n cepsepa.

YnpaBneHue cepTudmKaTamm KnmeHTa
B aTom pasgene cogep>xaTcs cBefeHnsi 06 ynpaBieHnn cepTUmKaToM KnveHTa.

CepTudimkatbl KnmeHTa KnaccubmumpyoTcs cnegyroLwmm o6pas3om:
¢ Camosasepstowmin ceptucpumkar XClarity Controller.

e CepTudukar, co3aHHbIn B OTBET Ha 3anpoc Ha nognuck ceptudmkara (CSR) XClarity Controller n
nognucaHHblli ctopoHHum LIC (BHe opraHnzaunn).

CepTudumkat knmeHTa Heob6xooum ans o6mMeHa gaHHbeiMu ¢ cepsepomM SKLM. CepTtudmkaTt knmeHTa
copepxuT undposblie nognucy gnsa LIC n XClarity Controller.

MpumeyvaHus:

¢ [1pn 06HOBMEHUN MUKPOMPOrpaMM CepTUPMKaTbI COXPaHSOTCS.

e Ecnu cepTudmkar kKnveHTa gnsi obmeHa gaHHbiMu ¢ cepBepoM SKLM He cosfaH, Ncrnonb3yeTcs
ceptudmkar HTTPS-cepBepa XClarity Controller.

o OyHkuua LIC 3akntoyatcsa B nogreepxxaeHnn ugeHtndHocty XClarity Controller.

[ns cospaHunsa ceptTudmkaTa KnneHTa LLeNKHUTE 3Ha4YOK «Mmioc» ( n) 1 BblIBepuTe OANH U3 cnedyoLmx
3/IEMEHTOB:

e Co3fgaHue HOBOro KJlto4a 1 caMmo3aBepstoLLEero cepTudurkara
e Co3paHune HOBOroO Kito4a 1 3anpoca Ha nognnce ceptudgurkara (CSR)

OnemeHT genctens Co3pgaTtb HOBbIN KITHOY U caMo3aBepALWMA cepTuduKkaTt co3faeT HOBbIN KoY
LWwndpoBaHns 1 camo3asepstomin ceptTudukar. B okHe «Co3paHne HOBOIro Kikoya u CaMmo3aBepstoLLEro
cepTudvkaTa» BBEAUTE UM BbiOEPUTE CBEAEHUSA B HY>XHbIX MOJIAX, & B HEOBA3aTENbHbIX MOMISAX YKaKUTE
CBeeHUs], akTyanbHble 4Ns Ballel KoHurypauum (CM. Tabnuuy Huxke). HaxxmuTe kHonky OK, 4To6bI
co3faTb KoY WwndpoBaHms 1 cepTudukaT. lNoka cosgaeTcs camosaBepsitoLmi cepTudmnkar,
OTOBpaXKaeTCsA OKHO C MHANKATOPOM BbINOMHEHUSA. Kak TONbKO cepTudmkaT 6yaeT YyCrneLwHOo YCTaHOBEH,
0TOBPAa3NTCS OKHO C MOATBEPXKAEHUEM.

MpumeyaHne: HoBbIi KMoy LWNMPOBaHNS 1 cepTUUKAT 3aMEHSIIOT CYLLIECTBYIOLMN KIToY 1 cepTudukar.
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Tabn. 3. Co3gaHne HOBOro Kjto4a M caMo3aBEPSIIOLLErO cepTugukara

Tabnuua n3 aByx CTON6LOB C 3arofloBKaMu, B KOTOPOK 3apMKCpoBaHbl 06s3aTenNbHbIe N HeobA3aTeNbHble
nons gencteus «CosgaHne HOBOMO Kilto4a U caMmo3aBepsitoLLero ceptudukara». HumxHas cTpoka

oxBaTbIBaeT ob6a cTonoéua.

Mone

OnucaHue

CtpaHa’

Bbi6epuTe B cniicke cTpaHy uanyeckoro pacnonoxkeHus BMC.

CTpaHa nnm pervoH!

BBepnuTe pervoH dusnydeckoro pacnonoxexHus BMC.

opoga nnu
MyHUUMNanbHas
eqnHuua’

BeeguTe ropog, v MyHULMNanbHYO eanmHuLy huandeckoro pacnonoxeHus BMC.

HasBaHue opraHusayum’

BBe,D,I/ITe Ha3BaHWe KoMnaHun nnmn opraHndauunn, KOTOpOI7I npuHagnexnT BMC.

Mms xocta BMC?

BeeaunTe ums xocta BMC, oTo6paxkaemoe B CTPOKe agpeca Be6-6pay3sepa.

KoHTakTHOE nuo

BBegute nMsi KOHTaKTHOIO LA, oTBeTCTBEHHOroO 3a BMC.

Appec an. no4Thbl

BBeauTe agpec aneKTPOHHOW NOYTbl KOHTAKTHOIO N1ua, OTBETCTBEHHOrO 3a BMC.

OpraHnsaumnoHHas YKaxnTe opraHM3aumoHHyo eguHILY KOMMaHumn, KoTopoli npuHagnexut BMC.
eguHMLa
damunns BBeguTe dhamumnumio niua, otBeTcTBEHHOrO 3a BMC. 970 none MoXeT cogep>xaTtb He

6onee 60 cMMBONOB.

CobcTBeHHOE nMS

BBeauTe ums nuua, otBeTcTBEHHOrO 3a BMC. 910 none MoXeT cogep>xaTtb He 6onee 60
CUMBOJIOB.

pasnunyaroLierocda nMeHun

WHuumansl BBeauTe nHMumane nmua, oTBeTcTBEHHOro 3a BMC. 310 none MoXeT cofep>kaTb He
6onee 20 CMMBONOB.
Keanudukatop BBenuTe kBanmdgurkaTop pasnuyatowerocsi umeHun ans BMC. 3To none MOXXeT copep>xatb

He 6onee 60 CMMBONOB.

1. 970 obsi3aTenbHOE none.

Mocne cospaHus cepTudrKaTa KIMeHTa MOXXHO 3arpy3nTb cepTudmrKaT B XpaHuuLLE Ha KOHTposnepe
XClarity Controller, Bbi6bpaB anemeHT AencTemsa 3arpy3auTtb cepTudmkar.

OnemeHT genctens Co3pgaTtb HOBbIN KITHOY U 3anpoc Ha nognucb cepTudukaTa cos3gaeT HOBbIN KoY
wundpposarnsa n 3anpoc CSR. B okHe «Co3aaHne HOBOro Kio4a 1 3anpoca Ha nognnch cepTudunkaTar»
BBEAWTE UM BbIGEPUTE CBEAEHNS B HY>KHBIX MOJISX, @ B HE06A3aTENbHbIX MOJISX YKaXKMTE CBEAEHUS,
aKkTyanbHble Ans Ballen KoHdurypaumm (cM. Tabnuuy Hke). HaxxmuTe kHonky OK, 4To6bl co3aaTh HOBbIN
KItod WwindpposaHus 1 3anpoc CSR.

Moka cospaetcsa 3anpoc CSR, oTo6paXkaeTcs OKHO C MHOUKATOPOM BbIMOSIHEHNS, a MO OKOHYaHU
npouecca — oKHO ¢ noaTBep>kaeHueMm. Nocne cosgaHns CSR Heobxoaumo oTnpasuTs CSR B LIC gns
nobasneHns uudposorn nognucu. Beibepute anemeHT genctena 3arpy3uTb 3anpoc Ha nognuchb
ceptudmkara (CSR) n Haxxmute kHornKy OK, 4To6bl coxpaHuTb CSR Ha cepBepe. 3aTtem 3anpoc CSR
MO>XHO oTnpasuTb B LIC Ha nognuce.

Tabn. 4. Co3gaHne HOBOIo K/to4a v 3arpoca Ha nognuick ceptugukara

Tabnuua ns gByx CToN6LOB C 3arofloBKamu, B KOTOPO 3adhMKCMpPOBaHbl 06si3aTeNbHble U HeoBs3aTeNbHble
nons genictems «CosaaHre HOBOro KIloYa 1 3anpoca Ha Noannch cepTudukaTas. HUXHsA cTpoka

oxBaTtbiBaeT o6a ctonbéua.
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Tabn. 4. Co3gaHne HOBOIro K/o4a v 3arnpoca Ha rnognuck ceptugukara (mpogosnk.)

Mone

OnucaHue

CtpaHa’

BblibepuTe B cnncke cTpaHy unan4eckoro
pacnonoxeHus BMC.

CtpaHa unu pervioH’

BBepuTe pernoH dumnsndeckoro pacnonoxxeHus BMC.

Fopogd nnu myHuumnanbHas egmHiua’

BBenuTe ropog unm MyHULUNANbHYO eanHULY
dumsnyeckoro pacnonoxxeHns BMC.

HasBaHuve opraHusauun’

Beegute HasBaHe KOMMNaHUM UM OPraHn3auumn, KOTopomn
npuHagnexut BMC.

Nms xocta BMC! Beeaute ums xocta BMC, otob6paxkaemoe B CTPOKe
appeca Be6-6paysepa.
KoHTakTHOe nmuo BeeOnTe UMsi KOHTaKTHOrO MLa, OTBETCTBEHHOIO 3a

BMC.

Afpec an. noyThl

BBenuTe agpec aneKTPOHHOM NOYTbl KOHTAKTHOrO Nnua,
oTBeTcTBeHHOro 3a BMC.

OpraHusauyoHHast eguHMLa

YKaxkute opraHn3aLMoHHY0 equHNLY KOMMaHu,
KoTopol npuHapnexmnt BMC.

damunms

BeepuTe dpamunumio niua, oteBeTcTBEHHOro 3a BMC. 310
rnone MOXeT coep>xaTb He 6onee 60 CMMBOOB.

Cob6cTBEHHOE UMS

Beeaute ums nuua, otBeTcTBeHHoro 3a BMC. 3to none
MOXET Coaep>xaTtb He 6onee 60 CMMBOSIOB.

WHnumanel

Beegute nHuymansi nuua, oteetTcteeHHoro 3a BMC. 9t1o
rnosne MOXET cofep>xaTb He 6onee 20 CUMBOJIOB.

Keanudukatop pasnuyaroLLerocs MMeHu

BeeguTe kBanndrkaTop pasnmyatoLerocs UMeHn Anis
BMC. 310 none MmoxeT cogep>kaTtb He 6onee 60
CVMBOJIOB.

Maponb 3anpoca

BeenuTe naposb ans CSR. 9710 none MoOXeT coaep>xaTb
He 6onee 30 cMMBONOB.

HecTpykTyprpoBaHHOe UMsi

BBeaunTe [ononHUTENbHY0 MHopMaLuio, Hanpumep
HECTPYKTYpPUpPOBaHHOEe ums, npuceansaemoe BMC. 3to
rnone MOXeT cofep>aTb He 6onee 60 CMMBOJIOB.

1. OT10 0b6513aTENLHOE MNOoJe.

LIC cTtaBut umndposyto nognunck Ha 3anpoc CSR, ncnonbays MHCTPYMEHT 06paboTkn cepTnduKaToB
nonb3oBaTens, Hanpumep OpenSSL unn MHCTpyMeHT KomaHgHon cTpoku Certutil. Bce cepTudmkarhl
KNWeHTa, NognucbiBaeMble C MOMOLLbIO UHCTPYMEHTa 06paboTky cepTudmkaTa nonb3oBaTend, UMelT oauH
N TOT )K€ 6a30BbIN cepTudrKaT. ATOT 6a30BbIN cepTUhMKAT HEOOXOONMO TaKXKe MMMOPTUPOBaTh Ha
cepeep SKLM, 4Tobbl BCce cepTudmkatbl ¢ L poBoi Nognmnchio Nosib30BaTens NPUHUManncb CEPBEPOM
SKLM.

MopnucanHbin LUC cepTudmkat Heob6xognumo nmnoptuposatb B BMC. Beibepute anemeHT oencrtens
UmnopTt nognucaHHoro ceptudmkara v BoibepuTe aiin ons oTnpaBku B kadecTse cepTuduxkaTa
KnueHTa, 3atemM HaxkmuTe kHonky OK. Moka oTnpaenseTcsa nognucaHHbii LIC cepTudmkaT, oTobpaxkaeTcs
OKHO C MHAMKATOPOM BbINOSIHEHMS. KaK ToONbKOo cepTudumkart 6ygeT yCneLwHo oTnpasieH, 0To6pasnTcs OKHO
oTnpasBku cepTudumkara. Ecnu ceptudmkar He oTnpasfieH, 0TO6Pa3UTCSt OKHO C OLLMOKOI OTNPaBKU
cepTudmrkara.

MpumeyvaHus:
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¢ B uensax 6e30nacHOCTV PEKOMEHAYETCH NONMb30BaTbCA cepTudukaTamm ¢ umdposon nognuceto LIC.

e VimnopTtupyembliii Ha KoHTposinep XClarity Controller cepTudmnkat LomKeH COOTBETCTBOBATL paHee
cospgaHHomy 3anpocy CSR.

MNocne nmnopTa ceptudmkara ¢ nognuceto LIC B BMC BbibepuTe anemMeHT AencTeus 3arpy3uTb
cepTtudmkar. pn BbIGOpe 3TOro anemMeHTa AencTeumsa ceptudukart ¢ nognuceto LIC 3arpy>kaetcs ¢
koHTponnepa XClarity Controller B xpaHunuiie Ballen CUCTEMBI.

YnpasneHue ceptucmkarammu cepsepa
B aTom pasfene cogepixaTcs cBefeHns 06 ynpasneHun cepTudrkaTom cepeepa.

CepTucukar cepsepa cospaetcs Ha cepsepe SKLM, n ero Heo6xoanmo nmnoptunposath B XClarity
Controller, 4Tobbl hyHKUMst 6Ge3onacHOro [ocTtyna K amckam 3apabotana. YTobbl MMNopTUpoBaTh
cepTudwmkar, ayteHTugnumpytowmin cepeep SKLM B BMC, wenkHite UmnopTtupoBaTb cepTudmnkar B
pasgene «CocTosHue cepTudmkaTa cepeepa» Ha cTpaHuue «[JocTyn K guckam». lNepeHoc darina B
xpaHunuwte Ha koHTponnepe XClarity Controller unnioctpmpyetcsa MHAMKATOPOM BbINOSIHEHUS.

lMocne ycnewHoro nepeHoca ceptndukara cepsepa Ha koHTponnep XClarity Controller, B o6nacTtu
«CocTosiHne cepTudmrkara cepBepa» 0TobparkaeTcs crnepytollee cogep>xumoe: A server certificate is
installed.

Ecnu TpebyeTcs yaanuTe AOBEPEHHbBIN CepTUdrKaT, HAXKMUTE COOTBETCTBYIOLLYIO KHOMKY Y aanuThb.

Security password manager

B aTom paspene npegcraBfeHbl CBEAEHUS O Pa3peLleH NCMONb30BaHNsS CTOPOHHErO Maponsi.
OTa hyHKLMSA NO3BONSET PaspeLLUTb UM He paspeLlaTb UCMOSIb30BaTh CTOPOHHNIA Naposb.

¢ CTOpPOHHMIA Nnaposnb. Ecnv aToT napameTp BKtodeH, BMC cMo)XeT ncnonb3oBaTh AN ayTeHTUhMKaumm
X3LU Napons, ykasaHHOro nosib3oBaTesnem.

L4 Pa3peu1v|Tb noJjziy4eHne CToOpoHHero napons. Takxxe MO>XXHO BKJTHOUUTb NN OTKITIOYNTb nony4eHune
X3Lwa CToOpoHHero napons ot BMC.

PaclumpeHHbIN )XypHan ayguTa

BocnonbayiiTech MHhOpMaLmMeii 13 3Toro pasgena ans ynpasneHus pacLUMpeHHbIM XXypHaioM ayguTa.

OTa hyHKLUMSA NO3BONSET ONPeAenuTb, CneayeT N1 BKNtoYaTb 3anucu XypHana komaHabl set IPMI
(Heo6paboTaHHble faHHble) 3 kaHanos LAN n KCS B xypHan ayguTa.

Haxxmute BesonacHocTb B pa3aen KoHdwurypauus BMC B Be6-uHTepdeinice XCC, 4To6bl BKNIOYNTL UK
OTK/IOYNTb PaCLUMPEHHbIN XXYpHan ayauTa.

Mpumeyvanue: Ecnn komaHaa set IPMI noctynaet ua kaHana LAN, B coobLueHne B XXypHane 6yayT
BKJTIOYEHbI MS nofib3oBatens n IP-agpec nctoyHuka. Bece komangb! IPMI ¢ koHbraeHumnansHon
nHdopMaLmein, cBa3aHHON ¢ 6e30MacHOCTbLIO (HanpuMep, NaposieM), MCKIOHYAOTCA U3 XXypHana.

OrpaHunyeHne KonuyecTsa ogHOBPEMEHHbIX BXOA0B B CUCTEMY AJ1s1
Ka)Aoun y4eTHOM 3anucu nosib3oBartens

B aTom paspgene npencTtasBsieHbl cBeAeHUA Mo OorpaHn4YeHntio KonndecTea ogHOBpeMeHHbIX cCeaHCOoB aNA
Kaxxgom yquH0|7| 3anncun nonb3oBaTesiA.
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OT1a hyHKLMSA NO3BONAET ONPEAENUTb Pa3peLLlEHHOE KONMYECTBO OOHOBPEMEHHbIX CEaHCOB AN KaKO0M
YHYETHO 3annMcu Nonb3oBaTens.

e KonnyectBo ogHOBPEMEHHbIX B€6-ceaHCOB: MOXXHO 3agaTtb oT 1 go 10 ceaHcos.
e Konn4yectBo ogHOBpPEMEHHbIX CEaHCOB KOMAaHAHOMN CTPOKW: MOXXHO 3aaaTtb 1 unn 2 ceaHca.
¢ KonnuectBo ogHoBpeMeHHbIx ceaHcoB Redfish: moxxHo 3agatb oT 1 oo 16 ceaHcos.

MpumevaHue: Ecnuv obLiee KONMMYECTBO CEAHCOB MPEBbILLAET 3a0aHHOE, NOSIb30BaTENb HE MOXKET CO34aTb
HOBBIW ceaHcC.

3awuTra cuctemsbl

B aTom pasgene npeactasneH 0630p hyHKUMM 3aLLUTbI CUCTEMBI.

DOYHKUMS 3aLUMTbI CUCTEMbI A€NaeT CHUMOK MHBEHTaPN3aUMOHHbIX AaHHbIX annapaTHbIX KOMMOHEHTOB Ans
1CMOJMb30BaHNA B KA4ECTBE HAAEXXHOro 3TAIOHHOMO NPeACTaBNeHNs, a 3aTeM OTCEXMBAET, HET NN KaKUX-
NM60 OTKIIOHEHWI OT Hero. B criydae o6Hapy>XeHUsi OTKIIOHEHNSI OHa MOXKET COOBLLMTL Mofib30BaTeNto 06
3TOM COGbITUU, a TaKXXe NMpY HeoGXoQMMOCTY NPefoTBPaTUTL 3arpy3ky cepeepa B OC 1 3anpocnTb y
nonb3oBaTessi OTBET.

CHMMOK MO>XXHO cenathb B J1l060€e Bpems, AaxKe ecnu aTa hyHKUMA OTKtoYeHa. [1ng ero cosgaHus
TpebyeTcs OKOMo oAHOM MUHYTbI. MOXXHO BblI6paTh NOAMHOXECTBO annapaTHbIX KOMMOHEHTOB Ans
NPUHYANTENbHOIO NCMONb30BaHNs 1 COOTBETCTBYOLLEE AeNCTBIE NPY OBHAPY>XXEHUN OTKNOHEHUS.

MpumevaHue: O6Hapy>XeHVE OTKIIOHEHS BbIMOJIHAETCS Npu BKIOYeHUn cepBepa (Bo Bpemsa POST) nnu
nepesarpyske cuctemol. Hanpumep, ecnm OC paboTaeT 1 ANCK U3BMEKAETCSA, a 3aTeEM Cpasy NOAKIIHaeTcs,
hYHKLMSA 3aLLUMTLI CUCTEMbI HE (PUKCUMPYET 3TO COOLITUE N HE NPEANPUHNMAET HUKAKUX OencTeuin. Ecnu xe
N3BMieYEHHbIN ANCK OTCYTCTBYET A0 crieayloLlen nepesarpy3kin, QyHKLMS 3almMTbl CUCTEMbI cpabaTbiBaeT.

ﬂpmmeqauml: Bo BpemMsA BOCCTAHOBNEHUA NNTaHNA OT CETU NepeMeHHOro Toka npu nepsom BKIKOHYEHUN
XCC moxeT He yBegomnaTb UEFI, uTo6bl npegoTtepaTtuth 3arpy3ky OC, ecnu cobnioparoTca cneayoLme
yCIoBYS:

e 3awuTta cuCTeMbl BKHOYEHA, U:

— Bbi6paHo o6opygosaHue LI vnn mogynsa namatn DIMM
— BKJ/IOYEH NapaMeTp «3anpeTuTb 3arpy3ky OC»
e KoHdurypauusi o6opynoBaHnst MEHSETCH U NepecTaeT COOTBETCTBOBATL AOBEPEHHOMY CHUMKY

XCC coobLaet 0 HecooTBeTCTBUM KOHUrypauum nocne POST, a npu nocnepaytowen nepesarpyske OC ato
orpaHu4eHre He CoXpaHsieTcs.

Bknro4yeHune 3awmTbl CUCTEMbDI
B atom pasnene npencrtassieHbl cBeAeHNA O BKITIOYHEHUIN beHKLI,VIVI 3alnTbl CUCTEMbI.

Mo ymonyaHuio hyHKLMS 3almThbl CUCTEMbI OTKMtoYeHa. OHa BKIIlOYaETCs Nepen, OTNPaBKoW No TpeboBaHmMio
none3osarens.

Mpu c6poce XCC B 3aBOACKOE COCTOSIHME (DYHKLMS 3aLLUTbI CUCTEMbI OTKIIto4aeTcs. [Npu aToM Takxe
YOQNSIOTCS BCe HACTPOKM, KPOME NCTOPUN CHUMKOB.

Mpu BKAKOYEHNN PYHKLMK 3aLLMTbLI CUCTEMBI MEPEL, aKTUBaLMen 3Ton MyHKLMN NONb30BaTESO
npepnaraeTcy NOATBEPAUTb NapameTpbl, UICMONb30BaTb CYLLECTBYOLLNIA HAAEXKHbIA CHUMOK UK
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3adhKCcMpoBaThb JaHHbIE NHBEHTAPMU3aLUn B KA4eCTBE HOBOIO HafeXXHOro CHUMKa. lNocne aktnsaumm
byHKUMM:

e Ecnu nutaHne cuctembl OTKIIIOHYEHO, (DYHKLMSA 3aLLMTbl CUCTEMbI CPa3y Xe HauMHaeT cobupaTtb AaHHble
06 o6opynoBaHU.

e Ecnu nutaHne cuctembl BKIIKOYEHO, beHKLI,VIH 3aLlnTbl CUCTEMbI CpaBHMBAET JaHHble NHBEHTapu3aunmn
KOMIMOHEHTOB C HaaEeXXHbIM CHUMKOM.

Ecnu pe3ynbTaT cpaBHEHMS yKa3biBaeT Ha OTKIIOHEHWE OT HafEeXXHOro cHnMka, XCC oTobpaxkaet
npepynpexaeHne HecornacoBaHHOCTb U3-3a HECOOTBETCTBUA KOHbUrypauum o6opyaosaHus. B
Noapo6HbIX CBEAEHUSAX O HECOOTBETCTBUU NEPEUNCNIAIOTCA BCE OTCYTCTBYIOLMNE, USMEHEHHbIE 1 HOBbIE
annapartHble KOMMNOHEHTbI C aTpnbyTammy MeCTONONOXEHNS, UOeHTUNKaLMN U ONNCaHNSA B CPaBHEHUU C
HaAe>KHbIM CHAUMKOM.

C nomoLbto naHenun «0O6nacTb NPUMEHEHUS U AENCTBNS» MOXXHO HACTPOUTL 06NaCTb NPUMEHEHMS 1
DencTBUS (hyHKLMM 3aUTLI CUCTEMBI, @ TaKXKe MPUHATL PELLEHNE O TOM, Kakoe feiicTBIE CneqyeT
BbINOJIHUTb, ECNM CUCTEMA MNepPecTaHeT COOTBETCTBOBATb TPE6GOBaHNSIM.

Mopnep>xka sepcun TLS

BocnonbsyinTtech MHopMauunei ns aToro pasgena, 4tobbl N3yy4nTb pasHble Nnogaep>xmsaemMblie Bepcumn TLS.

Mopnep>xuBaeTcsa cnepyrollasn sepcus TLS:

e TLS 1.2 n Bbilwe
e TLS1.3

HacTtpounka pyHkyun Call Home

Bocnonb3yinTtech nHopMauuen us aToro pasaena gnsa Hactponku dyHkuum Call Home.

Mo>xHO co3faTtb CpeAcTBO NepeHanpasneHns 06Cy>XNBaHWs, KOTOPOE aBTOMaTU4eCK/ OTNpaBnseT
OaHHble Mo o6Cny>XUBaHMo st No6oro yrnpaenseMoro yCTponcTaa B Ciy>kby nogaep>Xku Lenovo ¢
nomoLsto pyHkumn Call Home.

KomMnaHusi Lenovo genaet Bce BO3MOXXHOe Anst obecnedeHnst 6eaonacHocTu. Ecnu dyHkumsa Call Home
BKJIlOYEHA, OHa aBTOMaTU4eCKM CBA3bIBaeTCs ¢ Lenovo anst co3gaHns 3asiBKu Ha 06CNy>XMBaHNE U
OTNpaBnsieT AaHHble NO 06CNY>XMBaHNIO, COOPaHHbIE Ha YNPaBnseMOM YCTPONCTBeE, EC/M NOC/iegHee
coobLuaeT 06 annapaTHOM c6oe. [laHHble MO 06CNY>XUBAHWIO, KOTOPLIE O6bIYHO MPUXOANUTCS BPY4HYIO
OTNpPaBnsATb B CNY>XOy noanep Xk Lenovo, aBToMaTU4EeCKN OTNPaBAsAoTCsA B LEHTP Noaaep>Xkm Lenovo
yepes HTTPS c ncnonbsosaHnem TLS 1.2 nnu 6onee no3aHeln Bepcun, Npu 3ToM 6MU3HeC-AaHHbIE He
nepepatotcs. [JLOCTyn K faHHbIM Mo 06CNY>XUBaHNIO B LIEHTPE NOAAEPXKKM LENOVO OTKPbIT TONBKO
YNOJSIHOMOYEHHbIM CrieymuanmucTam rno o6Cy>XKMBaHMHo.

Mepexop Ha cTpaHuuy dyHkuun Call Home B nepBbiil pa3

Mpn nepeom nepexofe Ha cTpaHuuy Call Home oTobparkaeTcs npegynpexnerHne. Haxxmute «[MpocMmoTpeTb
npaswnia 1 yCnoBusi», YTOObl MPOLOIKUT.

BHumanue! MNpexae Yem nepenasaTh AaHHbIE B CNY>XOY Nogaep>kku Lenovo, He06X0ANMO MPUHATL
3asBneHue o KoHpuageHymanbHocT Lenovo. 3T0 feincTBue HEOH6XOANMO BbINOJHUTL TOJTIbKO OOUH pa3 —
npw NepBOM NMEPEXOAE Ha CTPaHNLLY.

MpumeyaHue: Bbl MOXeTe B N060€e BpeMs 03HAKOMUTLCSA ¢ NMpasunamm 1 ycnosusiMu 1 3asiBneHuem o
KoH(uaeHumnanbHocTu Lenovo B BEPXHEN YacTu CTpaHuUbI.

nasa 3. KoHdurypaums XClarity Controller 55


https://www.lenovo.com/privacy/
https://www.lenovo.com/privacy/
https://www.lenovo.com/privacy/

Hactpoiika ¢pyHkuymm Call Home
HeobxogumMo 3anonHnTb AeBATb NONEN:
e CTtpaHa

¢ |IMsa KOHTaKTa

e Homep TenecoHa

e On.noyta

e [lo4TOBbLIN MHOEKC

e HasBaHune KomnaHuu

* Appec

e [opoga

* Pernon/obnactb

BHumaHue! Bce o6s3aTtenbHble Nons Heo6Xo0aUMO 3anofIHUTb, MHaYe Bbl HE CMOXKETE NMPUMEHUTL
N3MEHEHNs 1 BKIIOUNTb pyHKUMIO OTNpaBKa OTYETOB B CNyXX6y nogaep»xku Lenovo.

CocTtosiHue 3asiBKu

Y Kaxx[0i 3asiBKN MOXKET ObITb O4HO U3 NATU COCTOSIHUIA:

e OXXupaHue: BbINOMHAETCA OTNpaska nHhopmaumm 06 ob6cny>kmsaHum, Nnbo oXXugaeTcs OTBET.

* AKTMBHO: HdopMaLuusa 06 o6cnyXXmsaHnv yCnewHo oTnpasneHa, n npobnema paccmarprisaeTcsl.
e C60M1: He yganoch oTnpaBnTb MHhopMauuio 06 06CyXXKUBaHNUN.

¢ 3akpbITO: Npobrema pacCMOTPEHa, 3asiBKa 3akpbITa.

¢ OTMeHeHo: Npobnema paccMOTpeHa, 3asiBKka OTMeHeHa.

Mpoeepka Call Home

Mo>xHo npoTecTuposaTb dyHkumio Call Home, Haxas «[posepute Call Home», nocne Yero B BepxHen
YacTy CTPaHuLbl 0TO6PAa3UTCA COOBLLIEHNE O TOM, YAANOCh /N BbIMOMHUTL Onepawmnio. Takke MOXXHO 6yaeT
NpoBepUTb pe3ysibTaTbl TECTA B XKypPHAsIe COObITUIN HUXKE.

¢ [NeictBne — oTmeHa. Ecnun 3asiBka HaxoanTCst B COCTOSIHMN «AKTUBHO», MOXKHO Ha)kaTb 3HA4YOK
«OTMeHUTb» B cTONbLUE «[lecTBrE», HTOOLI OTMEHUTL 3aBKY.

e [encrtBue — npumedaHue. [pn HaxxaTm Ha 3Ha4oK «[1prMmeyaHne» B cTonbue «[encTeme» MOXHO
OCTaBUTb 3aMETKUN K COOTBETCTBYHOLLEMY COObITLHO.

MpumeyaHue: [1nsa ycnelwHoW OTNPaBKu 3asBKN HEO6XOAVMO 3arnofIHUTL MO 3arosioBKa U TeKCcTa
coobueHuns. 3ta yHkunsa TOJIbKO otnpaBnsieT nHbopmaumio Ha cepBep. OHa He NnpegHa3HayveHa
ONs1 coxpaHeHnsi 1 oTobpaxkeHus nHdopmaumn. Ecnn Haxatb «[prMmeyaHne» CHOBa, OTKPOETCS OKHO
HOBOrO NPUMeYaHns AN OTNPaBKU eLLe O4HOro COOBLLIEHNS.

BHumanue! [1ns ycnewHoro ncnonb3osanus yHkumn Call Home y6eaunTecs, 4Tto napameTpbl DNS
HACTPOEHbI NMPaBUJIbHO 1 YTO MEETCS NOAKITIYEHME K MHTEPHET-aapecy, Heobxognmomy gns Call Home.
Ecnu XClarity Controller nonydaet poctyn K VIHTEpHETY Yepes NpoKcu-cepsep ¢ nogaep>xkon HTTP,
y6eanTech, YTO NPOKCU-CEPBEP HACTPOEH AN NCMONb30BaHUA 623080 ayTEHTUMMKALNN U KaK He
OKOHEYHbI MPOKCU-CEpPBEP.

Mpokcu-cepeep ¢ nogaep>xkot HTTP

Mpokcu-cepsep ¢ nogaepxkon HTTP BbinonHAET oBe nocpeHNYecKue ponaun: ponb KJIMEHTa C
nopnep>xkon HTTP n cepepa ¢ nogaep>kkon HTTP gna 6esonacHOCTU, ynNpasneHns 1 KLLMPOBaHNS.
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Mpokcu-cepaep ¢ nogaepxxkon HTTP nepeHanpaBnsaeT 3anpock! KnueHTa ¢ nogaep>xkon HTTP n3 Be6-
6paysepa B VIHTepHeT, Npu 3TOM NOAAEPKMBASA KILLUMPOBAHNE NUHTEPHET-AAHHbIX.

e Appec NpoKcu-cepsBepa: 3To NoJjie Heo6XxoauMO ANS BKITHOYEHMS1 MPOKCU-cepBepa ¢ nogaep>xkon HTTP.
OHo MOXeT cogep>xaTtb He 6onee 63 CUMBOOB; B HEM MONb30BaTENMN MOTYT yKasaTb |IP-agpec unu nmsi
xocTa. MiMsl xocTa MOXKET COAep>KaTb TONTbKO BYKBEHHO-YMCNOBbBIE CMMBOSbI, Aedurc (-)  nogyepKBaHne

Q-

¢ TlopT: B 3TOM NoJie yKasbiBaeTCs NopT NPoKcu-cepBepa ¢ nogaep>xkon HTTP. B 3To none MoXXHO
BBOOWTb TOMIbKO YMcna B gnanasoHe 1-65535.

¢ [IpoBepka NpoKcUu-cepeepa: HTo6bl BKNOUNTb 3TY (QYHKLMIO, HEOO6XOAMMO MPaBusibHO 3arnofIHUTbL NONs
«PacnonoxxeHne npokcu-cepeepa» n «[opT Npokcn-cepaepa», HTo6bl NPOBEPUTL JOCTYMHOCTb
TeKyLLEero Npokcu-cepeepa ¢ nogaep>xkon HTTP.

* WNmsa nonb3oBartens: ecnu otMedeH napametp Tpebyetca ayreHTUdMKauus, Heo6xoaMmo ykasatb UMsi
nonb3oBaTens, NpeacTaBnsioLLee yYeTHble faHHbIE MPOKCU-cepaepa. B 3To none MOXXHO BBECTU HE
6onee 30 cMMBONOB, NPO6enbl HeQOMYCTUMBI.

¢ [laponb: 370 None HeobsA3aTeNlbHO 1 ByAeT OTOBpaXKaTbCH, ECNN OTMEYeH napameTp «TpebyeTcs
ayTeHTUdUuKauus». B 3To none MoXXHO BBeCTU He 6onee 15 cumBonoB, Npo6enbl He[onyCTUMBI.

Pe3epBHOEe KonnpoBaHne n BoccTaHoBJIeHUe KoHdurypauum BMC

CsefeHusa B aTOM pasgene noMoryT BOCCTaHOBUTb NI USMEHUTb Bally KOHd)I/IpraLLI/IIO BMC.

[lns BbINONHEHNS cnepyowmx aencTeuii Bbibepute PesepBHOe KonupoBaHue 1 BOCCTaAHOBJIEHNE B
pasgene BMC Configuration.

¢ [1poCMOTpP CBOAKM MO KOHbUrypauum KOHTposnsiepa yrnpasieHus

¢ Pe3epBHOE KOMMPOBaHWE UM BOCCTAaHOBIIEHNE KOHUIypaLmmn KOHTponepa ynpaBneHus
¢ [1pOCMOTP COCTOSIHUSA PE3EPBHOIO KOMUPOBAHWS NI BOCCTAHOBEHNS

e C6poc KoHUrypaumm KoHTponnepa ynpasneHnsi 4o 3aBOACKOr0 COCTOSIHUS

e [locTyn K MacTepy nepBOHayasibHON HACTPOWNKM KOHTPOSNepa ynpasnieHns

Pe3epBHOe KonupoBaHune KoHcpurypauum BMC

CBepeHuist B 3TOM pasgere NoMOoryT BbiNOfHUTL pe3epBHOE KoNMpoBaHue KoHdpurypauun BMC.

Bbi6epute PesepBHOe KonupoBaHue u BocctaHoBneHune B pasgene BMC Configuration. B camom Bepxy
CTpaHunubl oTobpaxkaeTcs pasgen PesepBHoe KonupoBaHue KoHdurypauum BMC.

Ecnu paHee yxke 6bI10 BbIMONHEHO Pe3epBHOE KOMMPOBaHMe, CBEAEHUS O HeM 0TOBPaXXaloTCs B one
MocnepHee pesepBHOE KONUPOBaHUe.

YTO6bI BLINOHUTL PE3EPBHOE KONMUPOBaHMe TekyLen KoHburypaum BMC, BeiNONHUTE Warn Huxe:
1. YKaxxnTe naposnb ans canna pesepsHoin konun BMC.
2. YKaxunTe, Hy>KHO 11 3awmdpoBaTb BeCb (haiin Uin TONbKO KOHPMAEHUaNbHbIE AaHHbIE.

3. HauHuTe npouecc pe3epBHOro KONMPOBaHIs, Haxkas KHOMKy HayaTb pe3epBHOe KonupoBaHue. Bo
BpeMs 3TOro NpoLiecca He pas3peLLEHO BbIMONHATL Kakue-nmbo AeiicTBYS Mo BOCCTAHOBIEHMIO UK
c6pocy napameTpoB.

4. o OKOHYaHKKM 3TOro nNpoLecca NosABUTCHA KHOMKa, NO3BONSAIOLLASA 3arpy3nTb U COXPaHUTb ain.
Mpumeuanue: Korga nonb3oBartesb HacTpanBaeT HOBOro nosib3oatens/naponb XClarity Controller n

BbINOJHSIET PE3EPBHOE KOMMPOBaHMe KOHUrypaLun, Takxke BKIIOUaOTCS y4eTHasi 3anncb Mo YMOSIHaHuIo 1
napornb (USERID/PASSWORD). Mocnepytollee yaaneHme y4eTHOR 3anmncu no yMon4aHuto 1 napons ns
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PEe3epPBHOI KONUM NPUBEAET K TOMY, YTO CMCTEMA OTOBPa3nNT CoobLLEeHME, YBEOOMIAIOLLEE NOb30BaTeNs O
c60e Npu BoccTaHoBneHnn y4eTHom 3anucu/napons XClarity Controller. NMonb3oBateny MoryT urHopuposaTb
3TO coobLeHMe.

BocctaHoBneHne KkoHcpurypauumn BMC

CeefieHus B 3TOM pasaene noMoryT BOCCTaHOBUTL Bally KoHdpurypauuo BMC.

Bbi6epute Pe3epBHOe KonupoBaHue n BoccTaHoBineHue B pa3aene BMC Configuration. [Nog pasgenom
Pe3epBHOe KonupoBaHue KoHdurypauum BMC Haxogntcs pasgen BocctaHoBneHne BMC 3 channa
KOHdurypaumn.

YT106bI BOCCTAHOBUTL paHee CoXpaHeHHyo KoHdurypaumto BMC, BeinofHUTE [ENCTBUSA HNXKE:
1. Hainpgute v BbiGepute dainn pe3epBHO KoMK 1 BBEAWTE NapoJsib B OTBET HA COOTBETCTBYIOLLMI 3anpoc.
2. MNMpoBsepbTe tain, Haxxas MPOCMOTP COQEPIKMMOIO NSt NPOCMOTPA CBEAEHWI.
3. lNocne npoBepku cogep>xumoro HaxxmnTe HayaTb BoccTaHoOBREHME.

C6poc napameTpoB BMC o 3aBOACKUX HACTPOEK

Bocnonb3yintech nHopMaumer us aToro pasgena gna copoca BMC go 3aBogCcKOro COCTOSHMS.

Bbi6epute Pe3epBHOe KonupoBaHue n BoccTaHoBrneHue B pa3aene BMC Configuration. [Nog pasgenom
BocctaHoBneHue BMC u3 dainna koHcurypaumm Haxogutcs pasgen Cépoc BMC go 3aBogckoro
COCTOSIHMSL.

YT106bI cOpocnTe BMC [0 3aBOACKOro COCTOSIHMS, BbINOIHUTE Cneayowmne 0encTBus:
1. LLlenkHuTte HavyaTtb c6poc BMC go 3aBoACKOro COCTOSIHUA.

MpumeyvaHus:

* BbINnonHWTL 3TO fECTBME MOTYT TObKO NOJSIb30BAaTENM C NpaBaMun YPOBHS «AQMUHNCTPATOP>.

¢ [logkntoyveHue Ethernet BpemeHHO pazopBaHo. Heob6xoomMmo cHoBa BbINOMHNTL BXO, B BEG-
nHtepderc XClarity Controller no okoH4aH1n onepauun cépoca.

¢ [locne HaxaTusa kHornkn HavaTb copoc BMC o 3aBOACKOro COCTOSIHUS NMOSIBUTCA OKHO
NOATBEPXXAEHUS U MOXKHO YCTAHOBUTb (hNaXkKn, YTOObI COXPaHWUTL ClieayoLLne napameTpbl:

— CoxpaHuTb NIoKaJibHble NapameTpbl NoJsib3oBaTensi
— CoxpaHuTb NapamMmeTpbl CeTU

e Ecnu HaxaTb kKHomKy «OK», Bce npepbiayLiye namMeHeHust KoHuUrypaumm 6yayT noTepsiHbl, Kpome
TeX, KOTOPbIE Bbl PELUWIIN COXPaHUTb.

e Ecnu npu BoccTaHosneHun KoHgurypauun BMC Tpebyetca Bkntounte LDAP, cHavana Heo6xoanmo
NMMOPTMPOBaTb AOBEPEHHbIN cepTudmkat 6e30nacHoOCTU.

¢ [lpu paboTe ua nokaneHom cuctemol BMC nopkntouerHne TCP/IP 6ygeT yTepsiHo. [ns
BOCCTaHOBJIEHMS NMOZKIIOYEHNS NOTPebyeTcs nepeHacTponTb ceTeBol nHrepdenc BMC.

¢ [lo okoH4aHuu npouecca XClarity Controller 6ygeT nepesanyLueH.
e (C6poc napameTtpoB BMC go 3aBofckumx HacTpoek He BnmsieT Ha napameTpbl UEFI.

Mepesanyck koHTponnepa XClarity Controller

B aTom pasgene copepxuntcsa nHcopmauusa o nepesanycke koHtponnepa XClarity Controller.
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MogpobHble ceeneHns o nepesanycke koHTposnnepa XClarity Controller cm. B pasgene «[1encTBrS KHOMKK
nUTaHUs» Ha cTpaHuue 75
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naBa 4. MOHUTOPUHI COCTOSIHUSA cepBepa

NHdopmaLms B 3TOM pasfene NOMOXET MOHSITb, Kak MPOCMaTpuBaTh 1 OTCNeXMBaTb MHpopMaLmio o
cepBepe, K KOTOPOMY Bbl OCYLLECTBASIETE JOCTY.

Mocne Bxopa B cuctemy XClarity Controller oto6pasntcsa cTpaHuua CoOCTOsAHUA CUCTEMbI. Ha aTom cTpaHuue
MO>XHO MPOCMOTPETL COCTOSIHNE 060PYA0BaHNA CEPBEPA, XKYPHaIbI COOLITUIA 1 ayanTa, COCTOsSHME
CUCTEMbI, UICTOPUIO OBCTY>KMBAHWSA U NOMyYaTenen OnoBeLLEHNIA.

MpocmoTp cBOAKN COCTOAHUSA/AaKTUBHbIX CUCTEMHbBIX COObITUW

MHbopmaums B 3TOM pasgesnie MoOMOXKET NOHATb, Kak MPOoCMaTprBaTh CBOAKY COCTOSIHNS/aKTUBHbIE
CUCTEMHbIE COObITUS.

Mpu oTkpbITUK gomaluHen ctpaHuubl XClarity Controller ctpaHvua CBogka COCTOSAHUSA OTOOpaXkaeTcs no
ymonyaHuio. Ha rpacdmyeckomM npeacTaBneHnn NoKa3aHo KONMMYECTBO YCTaHOBEHHbIX annapaTHbIX
KOMMOHEHTOB 1 UX COOTBETCTBYIOLLIEE COCTOsIHNE. OTCNeXXMBalOTCS crnefytoLmne annaparHble KOMMOHEHTbI:

Mpoueccop (LM)
MamsaTb

JlokanbHoe xpaHunuiie
Apantepbl PCI

Bnok nutaHns
BeHTtunaTtop
MatepuHckasn nnata
Lpyrne KOMNOHEHTHI

MpumevaHue: B cuctemax ¢ KoHburypauueln o6beguHUTENBHON NaHeNu ¢ 0ObIMHOW 3aMEHOI JIOKasnbHoe
XpPaHUULLLE MOXET 0TOOpaXKaTbCs Kak HeQOCTYMHOE Ha 3Ha4YKe COCTOSHIS.
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Health Summary  Active System Events (2) (7]

CPU Memaory Local Storage
1/4 installed 4 [ 24 installed 2 /8 installed
l U’“ﬂ] . . IL - o \r
PCI Power Supply Fan
5 installed 112 installed 6 / 6 active
System Board Others

Ecnu kakoin-nn6o 13 annapaTtHbIX KOMMOHEHTOB He (hYHKLMOHMPYET HOPMaJibHO, OH GYAET NoMeYeH
3HAYKOM KPUTUYECKON OLLNGKM UK NpepynpexxaeHuns. Kputnyieckoe coctosiHie 0603Ha4aeTcst 3Ha4KoM B
BWAE KPaCcHOro Kpyra, a npeayrnpexxneHne — XesTbiM TPeyrofbHUKOM. HaBoas yKasaTe b MbiLLK Ha Takoi
3Ha40K, MOXHO MPOCMOTPETb A0 TPEX aKTUBHbIX B HACTOSsILLiEe BPEMS COObITWIA NI 3TOMO KOMMOHEHTA.

Q Power Power Supply 1 has a Configuration Mismatch.

FQXSP

JO00TL FRU: June 5, 2017 5:51:13 AM

e Power MNon-redundantinsufiicient Resources for Power Resource has asserted.

FQXSPPW0110M FRU: June S, 2017 5:51:08 AM

[na npocmoTpa Apyrux cobbITnii nepenante Ha Bknaaky AKTUBHbIE CUCTEMHbIE cobbiTusi. OTO6pasnTCA
OKHO C CO6bITMSIMUN, KOTOPbIE B HACTOSILLIEe BPeMS aKTUBHbI B cucTeme. LLlenkHuTte MpocmoTpeTb BCce
XKYpPHaJibl COGbITUI 711 MPOCMOTPa BCEro >XypHana CobbITUIA.

Ecnu annapaTtHblin KOMMOHEHT NOMEYEH 3eNeHbIM (PNaXXKoM, OH (PYHKLIMOHUPYET HOPMasIbHO, aKTUBHbIE
CObbITUS OTCYTCTBYIOT.

TekcT nog annapaTHbIM KOMIMOHEHTOM YKa3blBaeT Ha KOMMYECTBO YCTaHOBEHHbIX KOMMOHEHTOB. Ecnn
LLEeNKHYTb TEKCT (CCbINKY), Bbl GyAeTe nepeHanpasseHbl Ha cTpaHuly UHBeHTapusaums.

MNpumeuaHue: B coBMecTUMbIX y3nax pambl D3 ccbinka MCTOYHUK NUTaHMs 0OCTYNHA TONbKO Ha yare
cTopoxa.

NMpocmoTp cBepgeHuih o cucteme

B aTOM pasgene pacckasblBaeTcs, Kak Nofy4nTs CBOAKY CTaHA4apTHOMN MHopMaLmn o cepeepe.
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Ha naHenn CBepeHMs 0 cucTteme u CUCTEMHbIE MapameTpbl, PACMNOJIOXXEHHOW B MPaBoi YacTu OMalLlUHen
CTpaHuLbl, NpeacTaBneHa cBoaka obLuen nHhopmaumm o cepeepe, KOTopas BKNOYaeT cnegyroLimne
CBefeHust:

Nms KOMMbKOTEPA, COCTOAHMNE NUTAHNA N Ol'lepaLl,VIOHHOVI CNCTEMDI

Tun/mopens KoMmnbloTepa
CepuiiHbIin Homep

HasBsaHue cnctemsl

Bnapeney, nepegHero USB-pasbema
Jnuensns BMC

IP-agpec BMC

Mmsa xocta BMC

AKTVBHbIN CTOPOXX pambl

an/IMe'-IaHMe: OTOT anemeHT LOCTYNeH TONbKO Ha y3nax, COBMeECTUMbIX C paM0|7| D3.

Bepcuns UEFI
Bepcua BMC
Bepcus LXPM
PacnonoxeHue

CepBep MOXXET HaXOAUTLCS B OAHOM U3 CUCTEMHbIX COCTOSIHUNA, nepe4yncrieHHbIX B CﬂG,D,yI-OLLLGVI Tabnuue.

Ta6n. 5. OnucaHnsi CUCTEMHbIX COCTOSIHNI

Tabnuua n3 gByx CTonbLoB C 3aronoBkamu, ONUChIBaKOLLAA CUCTEMHbIE COCTOSHNS cepBepa.

CocTosiHne

OnucaHue

MunTaHne cnctembl Bbik/to4eHO/COCTOSIHNE HEN3BECTHO

CepBep BbIKJIOYEH.

Cuctema BknoyeHa/3anyck UEFI

CepBep BKJIto4eH, ogHako UEFI He paboTaeT.

Cwuctema paboTaeT B pexxume UEFI.

Cepsep BKkNto4eH, n UEFI paboTaer.

Cuctema octaHoBneHa B uHTepderice UEFI

Cepaep BkitodeH; UEFI o6Hapy>xun npobnemy u
npekpartun paboTy.

3arpyska onepauyoHHO CUCTEMbI UIN 3arpy3ka B
Hernopaaep XKMBaeMoii onepauroHHON cnucTeme

CepBep MOXET HaXOAUTLCS B 3TOM COCTOSIHWU MO OfHOM
13 cnepyoLwmx NPUYnH:

° 3arpy3q|/|K Ol'lepaLl,VIOHHOI7I C/CTeMbl 3anyLllieH; ogHako
ornepaunoHHas cuctema He paboTaeT

e VHTepdenc BMC Ethernet yepes USB oTknto4eH.

¢ B onepaunoHHoOI cucteMe OTCYTCTBYIOT ApanBepbl,
nopaepxunsatoume nHTepderic Ethernet yepes USB.

OnepaLJ,VIOHHaH cucTeMa 3arpyxxeHa

CepBepHasi onepauyoHHasi cuctema paéoTaeT.

MpuocTtaHoeka B O3Y

CepBep NepeBefeH B PEXMM OXXUOAHWUS UAW CrSLLUIA
pPeXMnM.

CucTtema paboTaeT B peXxmMe Tecta namsaTu

CepBep BKIIIO4EH, 3anyLLeHbl CPeACcTBa ANarHOCTUKN
namsTu.

naBa 4. MOHUTOPUHI COCTOSIHWSA cepBepa
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Tabn. 5. OnvicaHnsi CUCTeMHbIX COCTOSTHWUI (MPOZOJIXK.)

CocTosiHne OnucaHue

Cuctema paboTaeT B pexxmme HacTPOKn CepBep BKIIOYEH, CUCTEMA 3arpy>XeHa B MeHIo
HacTponku UEFI F1 nnun LXPM.

Cuctema paboTtaet B pexxume obcnyxusaHus LXPM. CepBep BKIIOYEH, CUCTEMA 3arpy>XeHa B pexxnm
obcnyxusaHusa LXPM, B kKoTopom nonb3oBaTenu He
MOIYT OCYLLECTBATL Nepexoq no MeHto LXPM.

Ecnn Tpe6yeTc;| N3MEHNTb Ha3BaHMe CUCTEMbI, LLENKHNTE 3HAa4YO0K C KapaHaalloMm. BeepnuTe Ha3BaHue
CNCTEMbI, KOTOpPOE Tpe6yeTc;| NCMNOJIb30BaTh; 3aTEM HaXKMUTE 3e/EHbIN CbJ'Ia)KOK.

Ecnun TpebyeTcsa nameHuTb BnagenbLa nepegHero pasbema USB, WwenkHuTe 3Ha4oK kapaHgalua v BolbepuTe
HY>XHbIA pexxum BnageHue nepegHum pasbsemom USB 13 packpbiBaroLLerocs cnucka. 3atem LenkKHUTe
3efeHbIn hnaXkok.

Ecnu y Bawero cepepa umeeTcs Kakas-nmoo nuueHsns, otnnyHas ot XClarity Controller Enterprise, Bbl,
BO3MO>XHO, CMO>KeTe OOHOBUTL ee, YTOObI BKNIOYNTL pacLlunpeHHble MyHKUUK. HToObl yCTaHOBUTL
OOHOBIEHHYIO NNLIEH3UIO NOCHIE MPUOBPETEHNS LLIENIKHNTE 3HA4YOK CO CTPENKOW, yKasblBaloLel BBEPX.

BMC License E

Y106bI 0O6ABUTD, YAQNUTb NN SKCNOPTUPOBATb JINLEH3UIO, LLENIKHUTE CTPENKY, YKa3biBaloLLyO BNpaBo.

. Lenovo XClarity Controller Enterprise
| 1t
BMC License Upgrade T

YT106bI N3MEHNTBL COOTBETCTBYHOLLME NapameTpsbl IP-agpeca BMC, umexn xocta BMC, Bepcumn UEFI, Bepcum
BMC 1 aneMeHTOB MECTOMONOXEHNSA, LUENKHUTE CTPESKY, YKa3bIBaloLLyH BMNpaso.

¢ B paspene Network Bbl 6ygete HanpasneHbl B pasgen Kondurypauua Ethernet ona Bsoga IP-agpeca v
NMEHN XOCTa.

e [1ns ykasaHus Bepcuin UEFI n BMC Bbl 6yaeTe HanpaeneHbl Ha cTpaHuly O6HoBneHue
MUKPONPOrpamMmbl.

e [1ns ykasaHus MeCTONonoXXeHns Bbl 6yaeTe HanpasneHbl B pasaen CBoMcTBa cepBepa Ha CTpaHuLe
KoHdurypauus cepsepa.

BMC IP Address 10.243.1.28 -
BMC Hostname XCC-7X03-1234567890 ->
BMC Version V1.00 (Build ID: CDI303V) -
UEFI Version V1.00 (Build ID: TEE103J) -
LXPM Version V2.00 (Build ID: PDL105C) -
Location 1, Room 222, Rack B52, Lowest unit 0 -

MpocmMoTp cBeaeHuit 06 Ucrnosib30BaHNN CUCTEMbI

[Npun HaxxaTUK Ha nNeBoi naHenn KHonNkn Ucnonb3oBaHue 0TOOpaXkaeTcs ceogKa ¢ obLeln nHpopmaumnen o6
NCnonb30BaHUN cepeepa.
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VMicnonb3oBaHne CMCTEMbI — 3TO COCTaBHOWN NOKa3aTe b, OCHOBAHHbI HA NCMONb30BaHUN npoteccopa,
namM4aTn n NnoacmncTemM BBoaAa-BbiBOOA B peXNME peaJibHOro BpeMeHW. Bce naHHble 06 MCnonb30BaHUK
pecypcoB NOCTynarT CO CTOPOHbLI gncnetT4yepa y3JsioB 1 X MOXXHO rnpocmMartpueaTtb B rpaCbVILIeCKOM mnn
TabNYHOM npeacrtasneHnn. OTn gaHHble nepeyuncrieHbl HXXe.

¢ TemnepaTtypa

— OTobpaxaeTcsa TeMnepaTypa oKpy>KatoLLel cpefbl B peXXrMe peasibHOro BpeMeHn 1 Temneparypa
OCHOBHbIX KOMMOHEHTOB.

- [Mpu HaBeOeHN Kypcopa MbILLM Ha MOy b NaMATh OTOGpaXKaeTCs ero Tekyllas Temnepartypa.
- Ha Bknagke «/cTopusi» oToGpaxkatoTcs rpadmku TemnepaTypbl 3a nocnegHve 24 yaca.

¢ Wcnonb3oBaHue NUTaHUA

— OTobpaxaeTcsa Kpyroeasi puarpaMmma TEKYLLEro SHEPronoTpebneHns, a Takxke gnarpamMmmbl
3HepronoTpebneHns 3a nocnegHne 24 4aca.

— [Mpn HaBegeHUN Kypcopa MbILLM Ha KPYyroByto anarpammy oTobpaxkaeTcsi TeKyLlee
3HepronoTpebneHne.

— KpyroBas gnarpamMmma TeKyLLEero sHepronoTpebeHns BKIOYaET YeTbipe kateropum: «LIM», «MamsTte»,
«[pyroe» n «Peseps». «[lpyroe» o3Ha4aeT obLlee aHepronoTpebieHne CUCTEMbI 3a BbIYETOM
3HepronoTpebnenna LN n namatn. «Peseps» 03Ha4YaeT 06LLy0 AOCTYMHYIO BbIAENEHHYO MOLHOCTb 3a
BbI4ETOM 00OLLEN NOTPEONAEMON MOLLIHOCTU CUCTEMBI.

— HaBknagke <<HaI'IpFI)KeHI/Ie>> 0T06pa)KaI'OTCF| TeKyLlne noKasaHnsa Hanps>XeHnsa N CoOCTosHne BCcexX
OaTHNKOB Hanps>XeHnd, nognep>XnBaembixX OGOpy[J,OBaHVIeM.

* Wcnonb3oBaHUe CUCTEMDI

- [MpeacTaBnseTcst CHUMOK TEKYLLEro UCMoJib30BaHNS CUCTEMBI, NPOLEeccopa, NamMsaT 1 MOACUCTEM
BBO/Ja-BbiBOAA.

— [ns o6HOBNEHUS TEKYLLMX AaHHbIX 06 MCMONBE30BaHNM PECYPCOB UCMOSBb3YNTE (PYHKLMIO OOHOBEHNS
nnm Nepesarpyskn 6paysepa.

— Wcnonb3oBaHue Ha ypoBHe noacuctemsl LM npeactaBnsieT NpoueHT OT 06LLEeN NCMONb3yemMon B
HacTosiLLee Bpemsl NponyckHol cnocobHocTy LI no pesynstatam n3amepeHnsi cHeTYnKamm
NPON3BOLANTESNIBHOCTN, BCTPOEHHbIMU B LI (3TO 3Ha4eHne MOXXEeT HEMHOIO OTNINYaTLCSA OT
ncnonb3oBaHus LM, o KoTopom coobLiaeT onepaunoHHas cuctema).

— Wcnonb3oBaHne Ha ypoBHE NOACUCTEMbI MAMSATN NPELCTABASET NPOLEHT OT O6LLEN UCMONB3YEMON B
HacTosiLLiee BpeMsi NPOMYCKHOWM CNOCOBHOCTM KOHTPOJIIepa KaHanoB namMsaTu. (9To 3HayYeHne He
OTpaXkaeT UCMOJb3yeMbIll B HACTOsILLIEE BPeEMSI O6bEM NamsATL).

— Wcnonb3oBaHne Ha ypoBHE NOACUCTEMbI BBOAA-BbIBOAA NPEACTaBAAET NPOLEHT OT obLLein
NCNob3yeMOl B HACTOsILLEE BPEMS MPOMYCKHON cnocobHocTy Tpaduka PCle.

- VaMepeHHast NponyckKHas cnoco6HOCTb B MPOLEHTax OT UCMONb3YEMOii 1 MakCUManbHO OOCTyMNHas
NpPOMnyCcKHasi CroCOGHOCTb NamsiTh (B CEKyHAY).

e CKopoCTb BeHTuUnsaTopa (060poTOB B MUHYTY)

— B pasgene «CKOpoCTb BEHTUNATOPA» NOKa3bIBAETCS CKOPOCTb BEHTUNATOPA B MPOLIEHTaX OT
MaKcUMabHOWN.

— Y106bI NONy4MTb JOCTYN K NapameTpam MoBblleHne CKOPOCTU BEHTUIAATOPA, MOXXHO LLENKHYTb
3HaYOK LLECTEPEHKM.

— OrTa HacTpoiika No3BosisieT 06eCNe UTb JOMOSIHNTENIbHOE OXNaXAeHUe cepBepa B 3aBUCUMOCTU OT
TeMnepaTtypbl OKpy><atoLLein cpefpl. OHa NPegoCcTaBnseT BO3MOXHOCTb YBESIMHYNTL CKOPOCTb
BEHTUISTOPA OTHOCUTENBHO HOPMAaJSIbHOW CKOPOCTY C NMOMOLLbIO YNPaBASEMOro TEMMNepaTypHOro
anroputMa. Ecnu BeHTunsATop pa6oTaeT Ha NoMHO CKOPOCTMW, USMEHEHWI He 6yaeT
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MpocmoTp XypHanoB co6bITUN

XXypHan co6biTuii NpefcTaBnseT cobol CNMCOK BCEX annapaTHbIX COObITUA 1 COBbITUI yNpaBeHNs 3a
npoLunbie nepuogebl.

MepenguTe Ha BKNagky XKypHan co6biTuil B pasgene CobbiTus, 4To6bl 0TOOpasnTb CTpaHuly XKypHan
co6bITUn. Bce cobbITUA B 3TOM XypHase UMEeOT OTMETKY BpeMeHM (0o6aBnsemMyto ¢ NOMOLLbIO NapamMeTpoB
natbl 1 BpemeHn XClarity Controller). HekoTopbie CObbITUSI TaKXKe CO34atoT ONMOBELLEHNS, €CIN
COOTBETCTBYIOLLMI NapameTp HacTpoeH B pasgene MonyyaTtenu onosBeweHnin. CobbITUS B XXypHase
COO6bITUI I MOXHO COPTUPOBAaTL N PUNBTPOBATb.

Hwxe npuBoguTCcs onnucaHne OenNCTBUin, KOTOPbIE MOTYT BbINOHATLCSA Ha CTpaHuLe XKypHan co6bITUMA.

e HacTtpoutb Tabnuuy: BbibepnTe 3TO AeNCTBUE, YTOOLI YKasaTb TUM oTobparkaemoin B Tabnmue
nHopmaumn. MoXXeT oTob6paXkaTbCs MOPSAKOBLIN HOMEP, MOMOraloLLNIA ONPeaennTb
nocnenoBaTeNbHOCTb COObITUN NPU HANMMYW HECKOJIbKX COBBLITUA C OQNHAKOBOW OTMETKOI BPEMEHM.

MpumeyaHne: HekoTopble NopsaKoOBbIE HOMEpPa UCMOJb3YOTCA BO BHYTPEHHMX Npoleccax BMC,
MO3TOMY Hanm4ne Npo6esioB B NOCeA0BaTENBHOCTAX HOMEPOB NPU COPTUPOBKE COBLITUN MO
MOPSIAKOBOMY HOMEPY — 3TO HOPMarbHO.

¢ O4YUCTUTb XKYpPHarbl: BbiGepnTe 3TO AeliCTBME, YTOOb! YAANUTL XXYPHasbl COGLITHUIA.

¢ OO6HOBUTL: BbIGEPUTE 3TO AENCTBME, YTOObI OOHOBUTHL NPEACTaBEHNE N OTOOPAa3NTb Ntobble 3anmcu
>XypHana cobbITuiA, KOTOPbIE, BO3MOXHO, UMeI MECTO C MOMEHTA NOC/IeAHEr0 0TOBPaXKEHUSA CTPaHULbI.

e Tun: Bbl6epVITe, COObITNS KaKnx TUNoB cnefyetT nokasbiBartb. ,D,OCTyFIHbI cnepyroune Tunbl COObITUI:

X

nokasblBaeT 3an1cu ownbokK B XXypHane

nokKasbiBaeT 3anncu npe,u,ynpex,quMVl B XypHalne

LLenkHWTe KaXxabli 3HA4OK, YTOObI BbIKIIOHYNTL U BKIOHYNUTL TUMbl OLUMGOK AJ151 OTOOpaXKeHNs.
MocnepoBaTensHOe HaXKaTye Ha 3HAYOK NO3BOSISET NEPEKIOHATLCH MEXAY PEXKMMOM OTOOPaXKEHUS 1
COKPbITUS COBbITUIA. CNHAS pamMKa BOKPYI 3Ha4Ka ykasblBaeT Ha TO, YTO COOTBETCTBYIOLLWIA TUM COOLITUSA
OyaeT nokasaH.

nokasbiBaeT MHPOPMaLMOHHbIE 3anucu B XXypHare

e ®dUNbLTP NO TUMY UCTOYHMUKA: BbiGEpUTE 3TOT 3NEMEHT U3 PacKpbIBaOLLErocsl MeHIO, YTO6bl 0TOOPa3nTb
TOJIbKO 3anucu XXypHana cobbITuii BbIGpaHHOro Bamm Tuna.

o ®duUnbTP BpemeHU: BbIGEPUTE STOT SNIEMEHT AENCTBUI, HTOObI yKasaTb MHTepBasn cobbITUin Ans
OTOBPaKEHUS.

¢ TMouck: 4TO6bI BbIMOMHWUTL MOUCK MO KOHKPETHBIM TUMaM COBbITUIA UMW KIOYEBbIM CIOBaM, LLENKHUTE
3Ha4oK Nynbl U BBEAUTE CNOBO ANs novcka B none Mouck. O6paTnTe BHUMaHMUe, YTO AaHHbIe BBOAATCS C
y4yeToM perucrpa.

MpumeyaHue: MakcrmanbHoOe YUCNo 3anuceit B XXypHane cobbituin — 1024. Ecnum xXypHan cobbITui NOMOH,
HOBas 3anvcb aBTOMATUYECKN NepesanuileT caMmyto CTapylo.
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MpocmoTp XypHanoB ayguta

XypHan ayguta cCoaep>XXuT 3anucm o encTBusaX nosb3osaTenein 3a NpoLusiblie Nepuoabl, HanpuMep o BXoae
B cucteMy Ha koHTpornnepe XClarity Controller, co3gaHnm HOBOro nonb3oBaTesNsi U UISMEHEHUN Mapons
nosib3oBaTens.

JKypHan ayauta MO>XXHO UCMONb30BaTh AN OTCNEXUBAHUA 1 JOKYMEHTUPOBaHMSA ayTeHTUduKaumu,
N3MEHEHU N CUCTEMHbIX OeNCTBUIA.

B >xypHane cobbITnii u xxypHane aygura AOCTYIMHbl CXOXNE OENCTBUSA MO OOCY>XUBAHWIO CUCTEMBI U
npocMoTpy nHcopmMauumn. OnucaHmne [encTenii, KOTOPbIE MOXXHO BbIMOMAHUTb HA CTpaHuLe «KypHan
ayauTa» ans otobpadkeHnst unu punsTpaumm onpeneneHHbIX cBegeHni, cM. B pasgene «[pocmoTp
>KypHanoB cobbITuiA» Ha cTpaHuLe 66.

MpumeyaHuns:

¢ [locne 3anycka MHCTPYMEHTOB Lenovo B cepBepHOI OnepauyoHHON CUCTEME XXypHa aygnta MOXXeT
cofep>kaTb 3anvcu 0 AeNCTBUSIX, BbINOHEHHbIX Nonb3oBatenem (Hanpumep, «20luN4SB»), nmst KoToporo
Bbl BPSAA N1 y3HaeTe. Ecnn kakne-nmbo MHCTPYMEHThI BbINMOJIHAOTCSA B CEPBEPHON OrnepaLMiOHHON
CUCTEME, OHU MOTYT CO3[aBaTb BPEMEHHYIO YHETHYIO 3anvcbh nonb3osaTens gns goctyna k XClarity
Controller. YyeTHas 3anvcb co34aeTcs ¢ NPOU3BOJIbHLIM IMEHEM NOJIL30BATENSA 1 MaPOSEM; e MOXXHO
ncnonb3oBaTtb ToNbko Ans goctyna K XClarity Controller Bo BHyTpeHHeM uHTepdeiice Ethernet yepes
USB. 3Ty y4eTHyo 3anmcb MOXKHO MCMOJIb30BaTh TONBbKO Ans AocTyna K uHTepdencam Redfish n SFTP
XClarity Controller. Co3paHne n yoaneHue aToil BpEMEHHOWN YHETHON 3anmcn UKCUPYETCS B XXypHase
ayauTa, paBHO Kak U fitobble AENCTBIS, BbINOHAEMbIE UHCTPYMEHTOM C STUMN YY4ETHBIMU OAHHBIMMU.

¢ MakcumanbHOe 4Y1Cco 3anucen B XxypHane ayguta — 1024. Ecnn >xypHan ayguTa rnosnoH, HoBas 3anucb
aBTOMaTNYEeCKM NepesanuLleT camyto CTapyto.

MpocmoTp uctopumn obcnyxnBaHus

Ha ctpaHuue UcTopus o6cnyxnBaHnsa npuBoamTcs nHpopmaums 06 NCTopun 06HOBNEHWI
MUKPONPOrpaMm, KOHMUrypaumm n 3ameHbl 060pyLoBaHus.

Copep>XnMoe NCTopun 06CNY>XMBaHUSE MOXHO UbTPOBaTb, HTOGbI 0TO6Pa3UTb ONpefeseHHble TUMbI
CO6bITUIA NN ONpPefeNeHHble UHTEePBaSibl BPEMEHM.

MpumevaHue: MakcrmManbHOe YMCO 3annceit B XXypHane obcnyxmaHus — 250. Ecnuv xxypHan
06CNYXMBaHWSA MOJIOH, HOBAs 3anyCb aBTOMATUYECKN NepesanuileT camyto CTapylo.

HacTtponka nony4yarenen onoBeLeHUn
YT106bl O06aBUTL UNN USMEHUTL YBEAOMSIEHUSA MO SNEKTPOHHOW MOYTE UM B CUCTEMHOM XXypHane 1
nonydatenen nosywek SNMP, cnegyinte pekomeHgaLmsm U3 aToro pasgena.

Hwuxe npnBogunTCA onncaHne ,D,eI7ICTBVII7I, KOTOpPbIE MOT'YT BbINONIHATbCA Ha BKNagke I'Ionyanemn
onoBeLlyeHun.

Cnepnyoliye OeiiCTBUSE MOXKHO BbIMONMHUTL B pasaene nonyyareneli QneKTpoHHasi nouTa/CucTeMHbIn
XKypHan.

e CospaTtb: BbibepuTe 3TO AENCTBME, YTOObI CO3AaTb LOMOMHUTENBHbBIX HOBbIX NOfTlyYaTeNnen 3NeKTPOHHOM
NOYThbl 1 CUCTEMHOTrO XXypHana. Mo>xHo HacTpouTb o 12 nony4darenein 91EKTPOHHOW MOYThbI
CUCTEMHOrO XypHana.

— Co3spatb nony4yarens 3116KTp0HHOI7I NoYThbI: Bbl6epVITe 9TOT AJIEMEHT ﬂ,eVICTBMH onga co3pgaHunA
nony4darend 3J'IeKTpOHHOl7I MOYTbI.
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— BseguTte nmsa 1 agpec aneKkTPOHHON NoYTbI NosyvaTens.

- BkJo4nTe Unm BeIkNlOHUTE YBEAOMIIEHME O COBbITUSX. ECnu Bbl pelunniy BbIKNOHYATL 3TOT
napameTp, y4eTHas 3anncb OCTAHETCS HACTPOEHHOW, OfHAKO 3JIEKTPOHHbIE COOBLLIEHS!
OTNPaBNATLCA He GyayT.

— BbibepuTe Tunbl CO6bITUI, O KOTOPbIX MoNyYaTeNb 6yaeT nonyyarts yeegomneHns. Ecnm wenkHyts
pacKpbIBAIOLLMINCA CIMCOK PSAOM C MeTKamu kateropuii «Kputndeckoe», «BHumanune!» unm
«CuctemHoe», MOXHO Bbl6paTh yBEAOMNEHNS MO KOHKPETHLIM KOMMOHEHTaM B KaTeropum n
OTMEHUTb BbIGOP.

— MoxHo yKasaTtb, cnenyeT JIn BKNIOYUTb COOepPKNMOe XXypHasia cobbITWIA B QJIEKTPOHHOE
ornoseLlleHne.

— WHpekc ykasbiBaeT, kakoe n3 12 rHesg nonyyarenein 6yaeT HasHayeHo.

— 3[0ecb MOXKHO HACTPOUTL CEPBEP SNIEKTPOHHOI NOYTbI, Ha KOTOPbLIA GYAYT NepeHanpaBnaTbCs
cobbITns. Kpome Toro, ot 3Toro MOXXHO LLEeNKHYTb Aencteue «Cepsep SMTP» BBepxy pasgena.
CM. nogpo6Hble cBegeHus 0 HacTpolike B pasgene «Cepsep SMTP».

CospaTb nony4yarensa CACTEMHOro XypHana: Bbl6epI/ITe 3TOT NIEMEHT AENCTBMSA ONA CO30aHUA
nonyt-laTene|7| CUCTEMHOIO XXYypHana.

— BeauTte ums u IP-agpec nnm nma xocta cepeepa CUCTEMHOIO XXypHana.

- BkJtounTe Unm BeIkNoUUTE YBEAOMIIEHME O COBbITUSX. ECnu Bbl pelunny BbIKNOHYUTL 3TOT
napameTp, y4eTHas 3anncb OCTAHETCA HACTPOEHHOW, OHAKO 3JIEKTPOHHbIE COOBLLIEHS!
OTNpPaBNATLCS He ByayT.

— WHpekc ykasbiBaeT, kakoe u3 12 rHesg nonyyarenei 6yaeT HasHayeHo.

— Bbi6epuTe TUnbl COBbLITUI, KOTOPbIE BYAYT OTNPaBAATLECHA HA CEPBEP CUCTEMHOrO XypHana. Ecnm
LENKHYTb PacKpbIBaOLLEECS MEHIO PSLOM C MeTKamu Kateropuin «Kputnyeckoe», «<BHumaHune!» nnm
«CncTtemMHoe», MOXXHO Bbl6paTh YBEAOMIIEHNS MO KOHKPETHBIM KOMMOHEHTaM B Kateropum n
OTMEHUTb BbIGOP.

e CepBep SMTP: BbiGepuTe 3TOT ANEMEHT AENCTBNS ANS HACTPOWKM COOTBETCTBYHOLLMX NMapaMeTpoB
cepBepa 3/1eKTPOHHOW NoYTbl SMTP. MO>XXHO HacTpoOuTb TONMBKO OAMH CEPBEP 3NEKTPOHHOMN NoYyThl. OgHa
N Ta >XXe KOHUrypaumns a1eKTPOHHOW MOYTbl UCMOb3YETCH NPW OTNPaBKe ONMOBELLEHNIA BCEM
HACTPOEHHbIM MonyyaTensam aneKTpoHHoU no4YTbl. BMC aBTomMaTnyeckn nepekntoyaeTca ¢ 6e30nacHoro
COeAVHEHNS Ha LWIMPOBaHHOE CoeauHEHNe aNs nepeaadn noYTbl ¢ nomoLbio komaHgbl STARTTLS
paBHOMEPHO Yepes NopT 587, ecnv LENeBON MOYTOBLIN CEpPBEP NOAAEPKMBAET 3Ty Onepaumio.
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BBegute nms xocta nnm IP-agpec n HoMep CETEBOro NnopTa cepBepa 3NEKTPOHHON MOYTbI.

Ecnun cepBep aneKTpPOHHOWN NOYTbI TPEOYET ayTeHTUdUKaumm, yctaHosuTe hnakok Tpe6oBatb
ayTeHTUdMKaumMm 1 BBEOMTE UMS NOJSIb30BaTeNa U Naponb. Beibepute Tun ayTeHTUdrKauum,
TpebyeMblli CEPBEPOM 3JIEKTPOHHON NOYThI: METOZ «Bbl30B-0TBET» (CRAM-MDS5) unu npoctbie
y4yeTHble gaHHble (LOGIN).

HekoTopble ceT MOryT 6/10KMpOBaTh NCXOASLLNE COOBLLEHNS SNEKTPOHHON NOYTbI, €C/IN 3HAYEHNE
obpaTHOro NyTun He COOTBETCTBYET oXxunagaemomy. Mo ymonyanuo XClarity Controller 6ynet
ncnosib3oBarb alertmgr@domain, roe domain — 3TO [OMEHHOE MMs, 3afaHHoe B pasaene DDNS
ceTteBol Be6-cTpanHuubl XClarity Controller. BMecTo 3HauyeHuin no ymonyaHuio MOXXHO yKasaTb
COBCTBEHHbIE CBefeHNst 06 oTnpaBuTeNe.

Mo>XHO NpoTecTnpoBaTh NOAKIIOHEHNE K CEPBEPY ANIEKTPOHHON MOYThI, YTOObI Y6eauTbCs, HTO
napameTpbl IEKTPOHHOW MOYTbl HACTPOEHbI NpaBusibHO. B XClarity Controller oto6pasuTcs
COOGLLIEHNE O TOM, YCMELLHO NN YCTaHOBIIEHO MNOAKIIIOYEHNE.

MoBTOPUTL NONBITKY N OTNIOXKUTD: Bbl6epVITe 9TOT BapumaHT, YTOObI HaCTpOUTb COOTBETCTBYOLLNE
napamMmeTpbl ana I'lOBTOpHOI7I NonbITKN NN OTCPO4KN.

JInMnT NOBTOPHbBIX NOMBLITOK yKa3biBaeT, ckonbko pas XClarity Controller 6ygeTt nbitatbCs OTNpaBnTb
onoseLleHne, ecny NepBoHavanbHas nomnbITKa He 6bina yCneLwwHoN.
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— 3apepxxka Mexgy 3anucsamMmu nokasbieaeT, ckosibko XClarity Controller 6ygeT xxgaTtb nocne oTnpasku
OMoBEeLLEeHNs1 OAHOMY MOJyHaTesnto nepeq OTNPaBKoi ONOBELLEeHNs ceytowemMy nony4arento.

— 3apepxxka Mexxgy nonbiTkamy nokasbiaeT, ckosibko XClarity Controller 6ygeT xxgaTte nocne
Heyda4HOWN NOMbITKW, MPeXae YeM MNOBTOPUTL NOMbITKY OTAPaBnTb OMOBELLEHNE.

MpoTokon: Bbl66p|/|Te 9TOT AJIEMEHT ﬂemCTBMH, YTOObI HaCTpOUTb COOTBETCTBYHOLLME NapaMeTpPbl Ans
NMPOTOKOJ1a NOOKNIOHYEHNA.

— MoxxHo Bbi6pathb MpoTtokon TCP nnu Mpotokon UDP. O6partnTe BHUMaHWE, 4TO 3TOT NapamMeTp
NPVYMEHSIETCS KO BCEM MoJlydaTensiMm CUCTEMHOIO XypHana.

Ecnn nony4vyarenin aNneKTPOHHbIX COO6LU,eHI/II7I N CUCTEMHOrI O XXypHasna co3fgaHbl, OHWN 6yp,yT nepeduncrieHbl B
9TOM pasfene.

— YT106bI ISMEHUTbL HACTPOWNKM NOSyHaTeNs ANEKTPOHHBIX COOBLLEHUI NI CUCTEMHOIO XXypHana,
LLEeNIKHMUTE 3HA4YOK C N306padKeHneM KapaHgalla nof 3arofloBKOM AENCTBUSA B CTPOKE PSA0M C
nony4vartenem, KOTOpPoro TPebyeTCcsa HACTPOUTb.

— YT06bI YAanuTb nonyyarens afeKTPOHHbIX COOBLLEHNIA UM CUCTEMHOIO XXypHana, LEeIKHUTE 3HAa4YOK C
N306pa>keHnemM MyCOPHOWN KOP3WHbI.

— Y1060l OTnpaBnTb TECTOBOE ONOBELLEHNE Nnony4HaTento dNIEKTPOHHbIX COOGLLI,GHI/IVI nnn CUCTEMHOIo
XypHana, WeNKHUTEe 3Ha4Y0K C |/|306pa>KeH|/|eM 6yMa)KHOI'O camorneTa.

B pasgene nonb3osatens SNMPV3 MOXHO BbINOSHWUTL CneayoLmne 0eincTBuUs.

CospaaTtb: Bbibepute 3TO AENCTBME ANs co3aaHns noaydatenen nosyiku SNMPV3.

— BblbepuTe yyeTHy0 3anmch Nonb3oBaTensi, KoTopyto TpebyeTcs cesA3aTth ¢ noBylwkamu SNMPv3. 31o
OOJKHa ObITb OfHA N3 OBEHAALATY JIOKaNbHbIX YH4ETHBIX 3anvMcen NonbL3oBarTens.

— Ykaxute nms xocta nnu IP-agpec gucnetdyepa SNMPv3, KoTopbiin 6ygeT nony4daTs fosywkn SNMPV3.

— B XClarity Controller anst ayteHTudmkaumm ¢ gucnetyepe SNMPV3 ncnonbsyetcs Xal-anroputm
HMAC-SHA. 9To eanHCTBEHHbIV NOLAEPXKMBAEMbIN anrOpUTM.

— Maponb KoHMDUAEHUNANBEHOCTY UCTONb3YETCs C MPOTOKONIOM KOHMAeHUManbHOCTU ANs WndpoBaHns
JaHHbix SNMP.

— [no6anbHas HacTponka SNMPv3 npumeHsieTcs ko Bcem nony4arensam nosyiek SNMPv3. O1u
napamMeTpbl MOXXHO HACTPOUTL Npu co3gaHuny nonyyarens nosywek SNMPv3 nnu Haxxas genctene
«[MapameTpbl SNMPv3» BBepxy cermeHTa nonb3osateneii SNMPv3.

— BblbepuTe, 4TOObI BKIIOYMTBL UK BbIKNOYNTL NTo0BYLLKM SNMPV3. ECnn BeIKIIOYEHO, 3T NapamMeTpbl
OynyT HaCTpOeHbl, ogHako noeyLwkn SNMPv3 oTnpaBnaTecs He 6yayT.

— CBefeHnsa 0 KOHTaKTHOM e 1 pacnonoxxeHun BMC aBnstoTcs 06a3aTensHbIMN, OHN
HacTpauBaroTcs Ha Be6-cTpaHuue «CBoicTBa cepBepa». [JononHUTENbHbIE CBEAEHUS CM. B
pasgene «HacTtpolika MeECTOMOJIOXKEHMS 1 KOHTaKTOB» Ha cTpaHuue 94.

— BbibepuTte Tunbl cobbITUI, KOTOPble BYAYT OTNPaBnaTh NosyLWKN gucnetdyepy SNMPv3. Ecnn
LLIENIKHYTb PacKpbIBaloLLIeecsi MeHI0 PSAOM C MeTKamuy kateropuii «<Kputndeckoe», «BHumaHue!» unm
«CucTeMHOE», MOXKHO Bbl6paTh yBEAOMIEHUS MO KOHKPETHbLIM KOMMOHEHTaM B KaTeropun u
OTMEHUTL BbIGOP.

MpumevaHue: NepeHoc gaHHbIX Mexxay kKnneHToM SNMP 1 areHToM MOXXKHO 3aLUTUTL C MOMOLLbIO
wndpoaHus. [1ns npoTokona KoHbuaeHumManbHoCcTU nogaep>xmeatotcs metogbl CBC-DES n AES.
Ecnu nonyyatenu nosywek SNMPVv3 cospaHbl, OHM 6ygyT nepeymncrieHbl B 3TOM pasgene.

— YT06bI M3MEHUTb HacTpoiikn nonyvatens SNMPV3, LwenkH1UTe 3Ha40K C U30bparkeHnemM KapaHaila
nof 3arofloBKOM AENCTBUSI B CTPOKE PSAOM C Mony4vaTenem, KOTOporo TpebyeTcs HaCTPOUTb.

— Y1066 yganutb nony4datens SNMPvV3, wenkHuTe 3Ha40K C M306paKeHneM MyCOPHOWN KOP3UHbI.
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dPukcaumsa gaHHbIX 3KpaHa npu nocnepgHem c6oe OC

Bocnonb3yintech MHopMauuer s aToro pasgena onga cukcaumm n npocmoTtpa akpaHa céos OC.

OkpaH OC dmkcnpyeTcst aBToMaTu4eckm B cny4vae tanm-ayta Watchdog OC. Ecnv npoucxognt cobbitue,
n3-3a kotoporo OC nepecTtaeT BbINONHATLCSA, akTuBupyetca gyHkuma Watchdog OC un hukcumpyeTes
copepxxmmoe akpaHa. XClarity Controller xpaHuT Tonbko Of4MH 3axBaT aKpaHa. B cnyyae Tanm-ayta
Watchdog OC HoBbIli 3axBaT aKpaHa nepesanncbiBaeT NpeaplayLLniA 3axBaT akpaHa. [1ns 3axsaTa akpaHa
c60s1 OC Heobxogumo BkounTb dyHKumo Watchdog OC. Ytobbl HacTpouTb Bpemsi Watchdog OC,
BOCMOJIb3YyNTECh JOMOIHUTENBHON MHpopMauuen B pasgene «<HacTpolika Tanm-ayToB cepBepa» Ha
cTpaHuue 94. dyHkumA 3axBaTa akpaHa c6ost OC pgocTynHa Tonbko B XClarity Controller ¢ ypoBHem
dyHKumoHaneHocTn Advanced nnu Enterprise. Cm. cBefieHns 06 ypoBHe YHKLMOHANBHOCTU KOHTpOoepa
XClarity Controller, ycTaHOBIEHHOIO Ha BalleM CepBepe, B [OKYMEHTALMN K BalleMy CeEpBepY.

LLlenkHnTe genctere DKpaH nocnepHero c60s B pasgese YaaneHHasi KOHCOJb Ha JOMAaLUHEN CTpaHuLe
XClarity Controller, 4To6bl npocMoTpeTb n3obparkeHue akpaHa OC, 3arKCpoBaHHOE B MOMEHT TaM-ayTa
Watchdog OC. [Ina npocmMoTpa 3axBaTta MOXXHO Takxe LUenkHyTb O6cny>xmBaHue, 3atem dKpaH
nocnepgHero c6os B pasaene BoicTpble AencTBUA Ha AoMalLHen cTpaHuue. Ecnu Tanm-ayt Watchdog OC
B CUCTEME HE NMPONCXOAMI, OfHaKo cuctema 3adukcrnposana akpaH OC, oTobpa)kaeTcs COOBLLEHNE O TOM.
YTO 3KpaH c605 CO3aaH He Oblr.
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NnaBa 5. HacTtpouka cepBepa

Bocnonb3syintecb nHopMaumei s 3Tol rnasbl, HTOObI MOHATL AOCTYMNHbIE NapaMeTpbl KOHUrypaLmm
cepsepa.

Mpw HacTpoiike cepBepa OOCTYMNHbI cnegytoLme napameTpsbl:
e ApanTtepsbl

e [lapameTpbl 3arpy3Ku

e [MonuTnka NuTaHns

e (CBolicTBa cepBepa

MpocmoTp cBepgeHun 06 agantepe U napameTpoB KOHdUrypauum
Bocnonb3yinTtech nHopMauuern B 3ToM pasaene Ans NpocMoTpa CBeAeHUN 06 YCTaHOBIEHHbIX Ha cepBepe
aganTtepax.

LLlenkHuTe AganTtepsbl B pasgene KoHdurypauus cepsepa, HToObl MPOCMOTPETHL CBeAeHNSA 06
YCTaHOBJIEHHbIX Ha CepBepe afjanTepax.

MpumeyaHuns:

e Ecnu aganTep He nogaep>XXMBaeT MOHUTOPUHI COCTOSIHUS, OH He ByAeT oTo6paXkaTbCs Anst MOHUTOPUHra
unn KoHdburypaumn. VIHBeHTapHble CBeAeHMs 060 BCeX yCTaHOBMNEHHbIX aganTepax PCl gocTynHbl Ha
cTpaHuLe Pecypcbl.

HacTpoiika pexxuma v nopsiaka 3arpy3Ku CUCTEMb

Bocnonb3yintech nHgopmMauuel s aToro pasnena, HTtobbl HACTPOUTL PEXMM 1 NOPSAA0K 3arpy3Kn CUCTEMBI.

Bbi6pas MapameTpbl 3arpy3ku B pasgene KoHdurypaumsa cepBepa, MOXXKHO HACTPOUTb PEXUM U NOPSAOK
3arpy3ku CUCTEMBI.

MpumeyaHue: [na N3MEHEHUsI CUCTEMHbIX MApPaMeTPOB, CBA3aHHbIX C 6€30MacHOCTbIO, HEMb3S
NCNOJIb30BaThb BHYTPUMOJIOCHbIN cnocob 6e3 ayTeHTudukauum. Hanpumep, HE JOMYCKAETCA
BO3MO>XHOCTb HAaCTPOWNKM B peXXrnmMe 6e30nacHOm 3arpy3ku Yepes BHyTpUnonocHbole AP| 6e3
ayTeHTUdukauumn yepesa OC unn obonoyky UEFI. OTo BKNoYaeT BHYTPUMNOIOCHOE BbIMNOSIHEHNE (PYHKLIN
OneCLI n nony4eHne e BpeMeHHbIX y4ETHBIX AaHHbIX ¢ nomoLubio IPMI, a TakxXe HacTpONKy napamMeTpoB,
CBSI3aHHbIX C 6e3onacHou 3arpyskoin, TPM unu naponem HacTpoikn UEFI yepes kakne-nmbo NMHCTPYMEHTbI
unun API. Insa poctyna K nto6biM napameTpam, CBsS3aHHbIM C 6€30MacHOCTbLIO, [OMKHA TpeboBaTbCA
COOTBETCTBYIOLLAA ayTEHTUdMKALNSA C 4OCTATOYHbIM YPOBHEM MPUBUErUIA.

,D,OCTyI'IHO OBa pe>xnmMa 3arpy3km CUCTembl:

3arpyska UEFI
Bbi6epuTte aTOT BapuaHT, 4Tobbl HACTPOUTL cepBep, nogaep xmsatrowmii Unified Extensible Firmware
Interface (UEFI). Ecnu BbinonHsieTcs 3arpyska OC ¢ nogaep>xkon UEFI, Bbi6op aTOro napameTrpa MoxXxeT
YCKOPUTb 3arpy3ky 6narogaps oTko4eHuo yctapesLumx O3Y.

YcTapesBLias 3arpyska
Bbi6epuTe aTOT BapuaHT, eCnun cepBep HacTpansBaeTcs ans 3arpy3kn OC, TpebyloLLen ycTapeBLUyo
Mukponporpammy (BIOS). BeibepuTe 3TOT BapuaHT TOMBKO B TOM CJly4ae, €C/v BbIMOMHAETCA 3arpyska
OC 6e3 nogaep>xku UEFI.
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YT106bI HACTPOUTL NOPSAOK 3arpy3Kn CUCTEMbI, BbiGEPUTE YCTPONCTBO U3 cnMcka JlocTynHble yCTponcTBa
N LLENKHUTE CTPeSIKY BNpaso, YTOObl 406aBMTb YCTPOWCTBO B MOPSAA0K 3arpy3ku. HYTobbl yaanuTb
YCTPOWCTBO 13 NOpsifKa 3arpy3Ku, BblbepnTe YCTPONCTBO M3 CMMCKa NopsaKa 3arpy3ku 1 LWENKHUTE
CTPEenKy B/IEBO, YTOObI NEPEMECTUTE YCTPONCTBO OOPATHO B CMIUCOK AOCTYMHbIX YCTPONCTB. YTO6bI
N3MEHWTb NOPSAOK 3arpy3ku, BbibepuTe yCTPONCTBO 1 C MOMOLLIbIO CTPESIOK «BBEPX» N «BHU3» MEPEMECTUTE
YCTPOWCTBO BBEPX UM BHWU3 B COOTBETCTBUUN C MPUOPUTETOM.

Mpu BHECEHN U3MEHEHUIA B MOPSAOK 3arpy3Kkiu nepen NpuMeHeHeM N3aMeHeHUst Heo6XoaVMOo BbiGpaThb
napameTp nepesanycka. [JocTynHbl crnepytoLve napameTpbi:

¢ [lepe3anycTuTb cepBep HEMeA IEHHO: U3MEHEHS MOPsSAKa 3arpy3Ky COXPaHSTCS, U cepBep
nepesaryckaeTcsi HeMeeHHO, MPY 3TOM OrepaLyioHHas cucTemMa He 3aBepLuaeT paboTy.

¢ Mlepe3anycTuTb cepBep B HOPMaJIbHOM PeXUME: 3MEHEHNS NOPsAKa 3arpy3KN COXPaHSATCS, 1
nepepn nepesanyckoM cepBepa onepaumoHHas cuctema 3aBepLuaeT paboTy.

¢ [epe3anycTuTb NO3)Ke BPYUHYH: 3MEHEHMS NopsiaKa 3arpy3Ky COXPaHSOTCS, HO He BCTYMNatoT B CUNy
[0 crnepytoLLell nepesarpysKkin cepeepa.

HacTponka ogHOKpaTHOM 3arpy3Ku

Y7106bI BPEMEHHO NPOUrHOPUPOBATL HACTPOEHHYIO 3arpy3Ky U OQHOKPATHO BbIMNOMHWTL 3arpy3Ky Ha
ornpefeneHHoe yCTPONCTBO, BOCMONb3yNTeCh MHOPMaLMEN U3 3TOro pasaena.

LLlenkHuTe MapameTpbl 3arpy3ku B pasgene KoHndurypauus cepsepa v BbibepuTe yCTPONCTBO U3
packKpbIBalOLLErocsi MeHIO, YTOOblI HACTPOUTL YCTPOWCTBO, HA KOTOPOe ByaeT BbiNOSIHEHA OAHOKpPaTHas
3arpyska c1UcTeMbl Npu crefyroLem nepesanycke cepaepa. [JOoCTynHbl CReayoLmMe BapuaHThbl:

CeTtb PXE
HacTtpanBaeT cepBep Tak, 4TOObl OH MbiTaNCs BbINOAHUTL 3arpy3ky B ceTu PXE.

OCHOBHOI CbEMHbI HOCUTESb
Cepgep 3arpy»aetcsi ¢ USB-ycTpoicTtBa No yMon4aHuto.

CD/DVD no ymonyaHuio
Cepgep 3arpyxaetcs ¢ CD/DVD-gucka no ymon4aHuio.

HacTpoiika cuctembl F1
Cepgep 3arpy»xaetcs B gucnetyep Lenovo XClarity Provisioning Manager.

AunarHocTnyeckuii pasgen
CepBep 3arpy»xaetcs B guarHocTndeckuin pasgen gucnetdepa Lenovo XClarity Provisioning Manager.

XecTKnn AUCK MO YMOTHAHUIO
CepBep 3arpy>xaeTcs ¢ ANCKOBOr0 HaKOMUTENS MO YMOJTHaHMIO.

OcCHOBHOI yAaneHHbIN HOCUTENb
CepBep 3arpy>xaeTcsi C NOAK/IOHEHHOO BUPTYallbHOFrO HOCUTENS.

Be3 ogHOKpaTHOW 3arpy3Kku
VMcnonb3yeTcs HAaCTPOEHHbI NOpsSAoK 3arpy3kn. OgHoKpaTHas 3arpyska He nepeonpenenset
HaCTPOEHHbI NOPSIAOK 3arpy3Ku.

Ecnu Bbl MeHsIETE TN 3arpy3Kn 1 yKasbiBaeTe, YTO OHA JOMKHA OAHOKPATHO BbINOJSIHATLCS C 3arpy304HOrO
YCTPOWCTBA, MOXXHO Tak>Xe yKasaTb, CneayeT Nn BbINOSHUTb YCTapeBLLUYIo 3arpy3ky unm 3arpysky UEFI.
YctaHosute chnaxkok NMpeanoyntaTtb ycTapeBLUylo 3arpy3Ky, ecnun TpebyeTcs BbINOMHATb YCTapeBLLYIO
3arpy3ky BIOS. CHumunTe donaxxok, ecnm TpebyeTtcst BbinonHUTb 3arpy3ky UEFI. Ecnn BbiGrnpaeTcs
OOHOKpaTHOE N3MEHEHME NnopsaKa 3arpysku, nepeq NPUMeHeHNEM N3MEHEHNS HE06XO0AUMO BbIOpaTb
napameTp nepesanycka.
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* MepesanycTuTb cepBep HEMEAJEHHO: N3MEHEHME NopsiaKa 3arpy3Ky COXPaHseTcsl, U cepBep
nepesaryckaeTcsi HeMeNeHHO, MPY 3TOM OrnepaLyoHHas cucTeMa He 3aBepLuaeT paboTy.

¢ [epesanycTutb cepBep B HOPMaNbHOM pPeXUMe: 3MeHeHVe NopsAKa 3arpy3Ku CoOXpaHseTcs, 1 nepeq,
nepesanyckoM cepBepa onepaLuoHHas crucTema 3aBepLuaeT paboTy.

¢ Mepe3anycTuTb NO3)Ke BPY4HYIO: U3MeHeHNe NopsiaKa 3arpy3ki CoXpaHsieTcsl, HO He BCTyMNaeT B Cuy
[0 cregyloLLeli nepesarpysku cepsepa.

YnpaBneHue nutaHuem cepBepa

BocnonbayiiTeck MHGopmauyeli N3 aToro pasgena, Ytobbl NPOCMOTPETL CBEAEHNS 06 ynpaBneHnm
MUTaHWEM U BbINONHNTb (PYHKLMK MO YNPaBieHNo MMTaHNEM.

Buibepute Power Policy B pasnene KoHdurypauus cepsepa ons npocMmoTpa nHpopmaumm o6
ynpaBfeHnn 3NeKTPONUTaHNEM W BbINOSTHEHNS (PYHKLMIA yNpaBieHnst N1eKTPONUTaHNeM.

Mpumeyvanue: B pame, cogepxallein yanbl 6neng-cepBepoB U CEPBEPOB BbICOKOW MIOTHOCTU,
OXJlaXAeHVe 1 NUTaHe pambl KOHTPOJIMPYETCS KOHTPOEPOM yrnpasnieHus pamon, a He XClarity Controller.

HacTtpounka pe3sepBupoBaHnNs NUTAHUSA

BocnonbayiiTech MHdopmauyeli U3 aToro pasgena, YTobbl HACTPOUTb PE3ePBUPOBaHME NUTaHNS.

MpumevaHue: B HacTosLee Bpems NOb30BaTe b HE MOXET MEHATb NOJIMTUKY NUTaHUSA B CMCTEMaXxX
AMD.

Ecnun yctaHoBneHbl ansi 6J10Ka NUTaHus, 3a4aeTcsl PeXXum pesepBupoBaHust «C pesepsupoBaHuem» (N
+N). B koHdurypauum ¢ 2 6nokamm NnUTaHNA €C/IM HAa OQHOM U3 HUX NPOUCXoauT c6om, NnoTeps unm
yAaneHue UCTOYHMKA MUTaHUA OT CeTU NEePEMEHHOro TOKa, B XXypHane cobbiTun XCC dmkcupyetcs
Cco6bITUE NOTEPU PE3EPBHOro UCTOYHMKA NUTaHUS.

Ecnu nocne NocTaBKu yCTaHaBNMBAETCS TONbKO 1 650K NUTaHUS, aBTOMaTUYECKN 3a4aeTCsl PeXUm
pesepBupoBaHus «be3 pesepsupoBaHus».

D,OCTyI'IHbIe nons B pasgene <<P636pBVIpOBaHI/Ie NMTaHNA» BKIKOYAOT crefyollee:

¢ C pe3sepBupoBaHuem (N+N). CyLiecTBytoT ABa nnm 60nee He3aBUCUMbIX UICTOYHNKOB MUTaHNS, KOTOPbIe
MOIyT OQHOBPEMEHHO ob6ecneydnBaTb Noga4vy NUTaHNs B CUCTEMY. DTO O3HAYaET, YTO B Cllyyae oTKasa
O[HOIO W/ HECKOSIbKMX UCTOYHVKOB NUTAHNS APYroi Wnv apyrne UCTOYHUKM MOTyT NPoJoKaTh
nopasaTb NUTaHWe B cucTemy 6e3 nepepbisa. PesepsupoaHne Tuna N+N ob6ecneymBaeT BbICOKMI
YPOBEHb OTKA30yCTONYNBOCTU 1 rapaHTUPYET NPOLOKEHNE paboTbl CUCTEMbI AaXKE NPU HECKOSbKNX
cbosx.

— PeXxum HyneBoro BbiBOAA: ECNN 3TOT PEXUM BKIIIOYEH B KOHUIypaLmn C pe3epBrpOBaHNEM,
HEKOTOpble BNOKM NUTaHWA ByaoyT aBTOMaTUYeCK/ NEPEXOONTL B PEXMM OXNAAHWSA NPY Manon
Harpyake. Npu aToM ocTaBLMiics 610K NUTaHUS 6epeT Ha cebsi MONHYI0 ANEKTPUYHECKYIO HArpy3Ky Ans
NoBbILEHNS 9D HDEKTUBHOCTM.

¢ C pe3sepBupoBaHuem (N+1). ECTb 0g1H OCHOBHOI NCTOYHNK NNTaHUSA, KOTOPbI MOXKET ob6ecrneyvnBaTb
nopavy nuTaHus B cuctemy. Kpome Toro, MMeeTcs No KpanHein mepe OanH Pe3ePBHbIA UCTOYHNK
NUTaHWA, KOTOPbIN B Clly4ae 0TKa3a OCHOBHOIO UCTOYHMKA MOXET B3ATb (DYHKLUMIO NOAaYN NMTaHNS Ha
cebs. Pe3epBHbI NICTOYHUK 06ecnevmBaeT 4OCTATOYHOE NUTaHUE OJ1si Noaaep KaHus paboTbl CUCTEMBI
[0 TeX Mop, Noka OCHOBHOM UCTOYHUK HE ByAEeT OTPEMOHTUPOBAH U 3aMeHEH. YPOBEHb
0TKa30yCcToN4MBOCTY Npu pe3depauposaHum Tuna N+1 Huxe, Yem npu pesepsrposaHuy Tuna N+N.

¢ Pexum 6e3 pesepBupoBaHus. B aToMm pexxume npogomkeHne paboTel cepBepa Npu c60e NUTaHUs He
rapaHTupyetcs. CepBep NonbiTaeTcs NPUMEHNTb PeryimpoBaHne, ecni 650K MUTAHUS HE CMOXKET
NPOJOMKNUTL PaboTy.

Mnasa 5. HacTpoiika cepsepa 73



BHecs nameHeHus B KoHUrypaumo, HaxXmMuTe KHOMNKy NpumMeHuTsb.

HacTtpoiika nosmTukn orpaHn4eH1s MOLHOCTHN

BOCHOﬂbSyIZTer VIH(bOpMaU,I/IGI7I N3 3TOro paspena, YTOObI HaCTpPOUTb NOJINTUKY OrpaHN4YeHnNsAa MOLLIHOCTW.

MpumeyaHue: Cepsepbl Ha 6a3e npoueccopos AMD He npefocTaBnAT NONL30BATENSAM BOSMOXHOCTb
HacTPOUTb (PYHKLMIO MOSINTUKIN OFPaHNYEHNS MOLLIHOCTN.

MO>XHO BKOYNTb NN BbIKOYNUTD (byHKLLI/IIO orpaHn4eHmns MoLLHOCTHW. Ecnn orpaHmn4yeHne MoLHOCTH
BKJIKOYEHO, MOXXHO OrPaHU41Tb NCMOJIb3yEMbIi CEPBEPOM 06bEM MOLLHOCTW. ECnn orpaHnyeHne MoLHOCTH
BbIKJTIO4YEHO, MaKC/MaslbHbI 06 bEM MOLLHOCTU, MCMOMb3YEMbI CEPBEPOM, ONPenensieTcs NoMTUKON
pe3epBUpPOBaHNS NNTaHUSA. YToObl UISMEHUTL 3Ty HACTPONKY, CHavana wenkHute Cépoc. Buibepute
NPEeAnoYTUTENBHYIO HACTPOWKY N HaXxXMUTE NMpUMeHUTD.

OFpaHI/I‘-leHI/Ie MOLLUHOCTU MOXXHO BKJTHO4YNTb, NCMNOJIb3YA N3MEePEHNA I'IOTpe6J'IeHI/IF| NMNTaHNA OT CETU
nepemMeHHoro N NoCToAHHOIo TokKa. B pacKpbiBaoLLeMCA MEHIO Bbl6epI/ITe T™n I/I3MepeHI/II7I, KOTOpble
6y,qu MCNONb30BaTbCS, YTOObI onpeaennTb IMMNUT orpaHN4YeHnsa MOLLHOCTW. I'Ip|/| nepeknoYeHnn Mexxny
nepemMeHHbIM 1 MOCTOAHHbIM TOKOM YMCO Ha NON3YHKE NSMEHUTCA COOTBETCTBEHHO.

CyLLI,eCTByeT OBa cnocoba U3MeHNTb 3Ha4YeHne orpaHn4eHnsa NnnTaHnA:

¢ Cnoco6 1: nepemecTTe OTMETKY Ha NON3YHKE Ha HY)KHOE 3Ha4YeHne MOLLIHOCTU, YTOObI YCTaHOBUTL
O6LUMIA NUMUT MOLLIHOCTM MUTaHNA cepBepa.

¢ Cnocob6 2: BBeguTe 3HadeHue B nose Beoga. OTMeTka Ha NOJIBYyHKe aBTOMaTn4eCKn nepemMecTuTCH B
HY>KHOE MOoNIo>XXeHNe.

BHecs nameHeHus B KOchmrypau,mo, HaXXMUTE KHOMKY MpumeHnTb.

Mpumevanue: NapameTp MonuTuKK anekTponuTanus HegoctyneH, ecnu XClarity Controller yctaHoBneH B
pamy, KoTopasi CoOAEP>XXUT y3Ibl 6neli-CepBepoB NN CEPBEPOB BbICOKOWN MIOTHOCTU. [onntrka
3NEKTPONUTaHNS KOHTPOMPYETCSA KOHTPOEPOM ynpasneHusa pamoi, a He XClarity Controller.

HacTponka nonnTukn BOCCTaHOBJIEHUSA NMUTAHUA

YT06bl HACTPOUTH PEaKLMIO CepBepa Ha BOCCTAHOBMEHNE NMUTaHUSA MOCIIe OTKITIOYEHNS, BOCMONb3YNTECh
NHopmaLmen B 3Tom pasgerne.

Tpl/l cnepyrwmnx napamMmeTpa ooCTynHbl AnA HaCTpOI7IKI/I MONMNTUKN BOCCTAHOBNEHNA NUTAHNA:

Bcerpa BbIk/1lO4EH
CepBep ocTaeTcs BbIKJIOYEH, AaXKe €CNN NMUTaHNE BOCCTAHOBEHO.

BoccTaHoBUTH
CepBep 6yaeT aBTOMaTUYeCKM BKIOYEH NOC/E BOCCTAHOBNEHWS MTAHUS, eClii cepBep 6blT BKITIOYEH B
MOMEHT c60s1 B CUCTEME NNTaHUS. B NpOTMBHOM Criy4ae nocsie BOCCTAHOBEHNSI NUTaHUS NUTaHne
cepBepa OCTaHETCS BbIK/THOYEHHbIM.

Bcerpa BknroyeH
CepBep BKNIOUNTCS aBTOMaTUYECKWN NOCe BOCCTaHOBMIEHMS MUTAHNS.

BHecs nameHeHus B KOHOUrypaumio, HaXXMuTe KHOMKY NMpumMeHuTb.
Mpumeyanwne: MapameTp MoNMTUKN BOCCTAHOBNEHUS NUTaHNA HEAOCTYMNEH B paMe, KoTopasi COQepXXuT

y3nbl 6neria-cepBepoB UK CEPBEPOB BbICOKON MNOTHOCTU. [1onnTKa BOCCTAHOBNEHUSA NUTAHWS
KOHTPOJIMPYETCS KOHTPOMNEPOM yrnpasneHust pamont, a He XClarity Controller.
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LdencTBna KHONKN NUTaHus

VIchopmau,vm B 3TOM pasfersie NOMOXET NOHATb, KakKne cBA3aHHble C NTaHnemMm ,qeﬁCTBMH MO>XHO

BbINOJSIHATL HA CepBepeE.

LLlenkHuTe [encTBne KHOMKN NUTaHus B pasaene Boictpoe pencrteue ctpaHuubl XClarity Controller.

B cnep,yrou_\elh Tabnvue npmnBoanNTCA onmncaHne ceBAa3aHHbIX C NUTaHNEM U nNepe3arnyckomMm ﬂeVICTBMVI, KOTOpble

MO>XHO BbIlNMOJIHUTb Ha CepBepe.

Tab6n. 6. CBsi3aHHbIE C MUTaHNEM AENCTBUS 1 ONncaHus

B cnepytoleli Tabnuue 13 AByX CTON6LI0B NPUBOOSATCS ONMcaHnsa AeCTBUIA, CBA3AHHbIX C NUTaHNEM U

nepesanyckom cepsepa.

[AeicTBre KHOMKN NUTaAHUS

OnucaHue

Bknio4nTb nuTaHue cepeepa

BblGepuTe 3TOT 3M1eMeHT AeiicTBIS, YTOOb! BKIOUNTb
CepBep U 3arpy3nTb ONepaLyioHHYO CCTEMY.

Bbikntountb cepBep B HOpMaJibHOM pexunme

Bbi6epuTte 3TOT aNeMeHT eiiCTBMS, YTOOb! 3aBepLUNTb
paboTy onepaLyioHHON CUCTEMbI U BbIK/IIOHNTL NUTaHne
cepeepa.

BbIknounTb cepBep HeMepeHHO

Bbi6epunTe 3TOT aneMEHT OeNCTBUSA, YTOObI BbIKITIOUYNTD
cepBep, He 3aBepluasi CHavana paboTy ornepauoHHON
CUCTEMBI.

MepesanycTutb cepBep B HOPMaSIbHOM PeXnme

Bbi6epuTte aTOT 3NeMeHT AeiicTBISI, YTOOb! 3aBepLUNTb
paboTy onepaLyioHHON CUCTEMbI U BbIKIIOHYNTb, @ 3aTeM
BK/IOYUTB NUTaHNE cepBepa.

ﬂepeSal'IyCTl/lTb cepBep HemMeaJsieHHO

Bbi6epurTe 3TOT a1eMEHT AENCTBUS, YTOObI BbIKITOYUTL 1
CHOBa BK/IOYUTb CEPBEP HEMEANEHHO, He 3aBepLuas
CHavana paboTy onepauroHHON CUCTEMBI.

3arpysuTb cepBep B pasfen HacTPOWKN CUCTEMbI

Bbi6epuTe 3TOT 9N1EMEHT, YTOObI BKIOYUTL UK
nepesarpy3uTb cepBep 1 aBTOMATUYECKU BbIMOMHUTb
3arpysKy B pasfesn HaCTPOWMKN cUcTembl 6e3
Heo6XoANMOCTN HaXKMaTb Knasuwy F1 Bo Bpems
3arpysKku.

MHnuyunposaTb Hemackupyemoe npepbisaHue (NMI)

BbibepuTe 3TOT aN1EMEHT AENCTBUSA, YTOObI BbINOHUTL
NpYHyguTenbHoe Hemacknpyemoe npepbisaHne (NMI)
3aBucLlel cuctemMbl. Ecnu Bbl BbiGepeTe 3TOT 9/1EMEHT
LeNCcTBMS, onepaLmoHHas cuctema nnatgopmebl
BbIMOJIHUT AamMn NamMsaTy, KOTOPbIA MOXHO 6yaeT
NCMNOJIb30BaTh AJ151 OTIafKWN 3aBMCLLEr0 COCTOSIHWS
cucTembl. ABTOMaTYeCKas nepeaarpyska B HacTpomnke
NMI B MeHIo HacTpolikn cucteMbl F1 onpepensieT, 6ynet
nn XClarity Controller nepesarpy>xatb cepep nocne NMI.

3annaHnpoBaTb AENCTBUS KHOMKW NUTaHUs

BbibepuTe 3TOT a/1EMEHT AENCTBUSA, YTOObI
3annaHMpoBaTh NS cepBepa eXXeaHeBHbIE U
eXeHeesnbHble OeNCTBUS, CBA3AHHbIE C NMUTAaHNEM U
nepesanyckom.

MepesanycTuTb KOHTPONNEP YrpaBneHus

BbibepuTe 3TOT aneMeHT AeNCTBUSA, YTOObI
nepesanyctutb XClarity Controller
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Tabn. 6. CesizaHHbIe C MUTaHNEM [EVICTBUS 1 ONUcaHust (MpogoIIK.)

AencTBre KHOMKN NUTaHUS OnucaHue

BbikntoyeHme 1 BKIOYeHVe MUTaHKS cepBepa BbiGepuTe 310 feiicTBE, HTOGbI BBIK/IIOHUTL U BKIOYUTL
nuTaHue cepeepa.

MpumeyvaHue: Ecnn onepauunoHHas cuctema HaxoguTcs B 3a60KMPOBAHHOM PEXMME U PEXMME SKPaHHOM
3acTaBKu, Koraa npegnpuHnMaeTcs nonbiTka 3aBepLlumTb paboTy onepaunoHHon cuctemol, XClarity Controller,
BO3MO>KHO, HE CMOXXET BbIMOJSIHUTL HOpMasbHOE 3aBepLueHne paboTel. XClarity Controller BeINONHWT »XXecTkunin c6poc
UM BbIKIMIOYEHME CUCTEMbI MO NCTEYEHUN MHTEPBAaNa 3afep KKy BbIKITIOYEHMS, B TO BPEMS Kak onepauyioHHas
crcTeMa MOXET NpofoskaTe paboTaTb.

MpumeyvaHue: Ecnn cBeTOaMOAHbLIN MHAMKATOP NUTaHNS Ha NepenHen naHenu 6bICTPoO MuraeT, BO3MoXxXHO, XClarity
Controller He MOXeET MHULMMPOBATL HOPMaNbHYO NocnegosaTensHoCcTb BktoveHus. XClarity Controller cmoxeT
BKJIIOYNTb CUCTEMY, KOrAa CBETOANOAHbIN MHONKATOP NMUTaHUS HAYHET MUraTb MELNEHHO.

MOHUTOPUHI NOTPE6NEHNSA NUTaAHUA U yNpaBsieHne noTpebseHnem
nUTaHns ¢ nomoulbo KomaHpg, IPMI

Bocnonb3yintech MHopMaumnel s aToro pasgena o MOHUTOPUHIra NoTpebneHnst MNTaHus 1 ynpasieHus
notpebaeHnemM NUTaHns ¢ NOMoLLLI0 KomaHg, IPMI.

B aTom pasgene onncaHo, kak ancnetydep Intel Intelligent Power [lade Manager n uHtepdgeiic Data Center
Manageability Interface (DCMI) MO>XXHO ncnonb3oBaTth AJ1Ii MOHUTOPWHIa NUTaHWs! 1 TeMNepaTypsbl, a TakKe
yNpaBfieHNs 3N1EKTPOMNMUTaAHMEM Ha OCHOBE MONNTWK OJ1s1 CepBepa, UCMOMb3ys KOMaHgbl ynpaBieHus
anekTponuTaHuem IPMI.

Lna cepsepos ¢ Intel Jade Manager SPS 3.0 nonb3osatenu XClarity Controller moryT ncnonssoeatb
KoOMaHbl ynpasneHusi anekTponutaHuem IPMI, npegoctasnsemblie mogynem Intel Management Engine (ME),
4YTOObI KOHTPONMPOBaTb (MYHKLMN AMCMETHEPA Y3MTOB 1 OTCIEXMBATL NOTPEONEHNE NMUTAHUSI CEPBEPOM.
YnpaBneHue nuTaHneM cepBepa TakxXe MOXXET OCYLLECTBNATLCS C MOMOLLbIO KOMaHp, yrpasfieHus
anekTponuTtaHnem DCMI. B aTom pasgene npuBoasaTca NpMMepbl KOMaHg, yrpasieHUs af1eKTponuTaHuemM
ancnetdepa ysnos 1 DCMI.

YnpaBneHne nutaHuem cepsepa ¢ ucnosbaosaHmem komaHg Node Manager

Bocnonbayiiteck Hdopmauyeli U3 aToro pasgena ans ynpaeneHns nitaHneM cepeepa ¢ NoMOLLbHo
AncneTtyepa y3Jsos.

Y Mukponporpammsl aucnetyepa y3nos Intel [lade Manager HeT BHeLLHero uHTepdeinca; cnegosaTensHo,
KOMaHfb! AucneTyepa y3noB Ao/MKHbl 6bITb cHavana nonyyexsl XClarity Controller, a 3atem oTnpasneHbl
ancnietyepy y3nos Intel [lade Manager. XClarity Controller dyHKUMOHNPYET Kak pene 1 yCTPOWCTBO
nepeHoca ans komaHg IPMI, ucnonbaysi ctaHgapTHbIi mocT IPMI.

Mpumeyvanue: Npu N3SMEHEHNN NOANTUK SUCNeTHEPA Y3N0B C UCNoNb3oBaHneM KomaHg IPMI gucnetyepa
Y310B MOIYT BO3HUKHYTb KOH(IMKTbI ¢ pyHKUMen ynpasneHust nutaHunem XClarity Controller. Mo ymonyaHuto
MOCTOBOE cOoefiMHEHME KOMaH aucnetyepa y3nos Jade Manager OTKNHO4EHO BO N36exaHne KOHMNKTOB.

[na nonb3oBartenei, KOTOPbIE XEeNaroT YyNpasisaTb NUTAaHNEM CEPBEPA C MOMOLLLIO ANCNeTYepa y3noB, a He
XClarity Controller, goctynHa komanga IPMI OEM, cocTosiwas ns (cetesas yHkuUms: 0x3A) n (komaHpa:
0xC7).

YTo6bI BKIIOYNTE COGCTBEHHLI TUM KoMaHg IPMI grucneTyepa yanos:ipmitool -H <$XClarity_Controller_IP>
-U <USERID> -P <PASSWORD> raw 0x3a 0xc7 0x01

YT06b! BbIK/IOYNTL COBCTBEHHBIN TN KomaHf, IPMI gucnetyepa yanos:ipmitool -H <$XClarity_Controller_
IP> -U <USERID> -P <PASSWORD> raw 0x3a 0xc7 0x00
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Hwxe npepcTaBneHbl NPUMepPbI KOMaHa, yrpaBeHns 31eKTponMTaHnem amcnetyepa y3nos.

MpumeyaHuns:

¢ Ykazas kaHan 0 IPMI v uenesoin agpec 0x2¢, MOXXHO Bocnonb3oBaTbest komaHgon IPMITOOL ans
OTNpaBKK KOMaHf, B aucneTtyep y3nos Intel Ha 06paboTky. CoobLueHne 3anpoca NCNonb3yeTcs ans
3anycka gencTeus, a coobLLeHne OTBETA BO3BPALLAETCS 3anpallnBaroLLeMy OObeKTY.

* |13-3a NPOCTPaHCTBEHHbIX OrpaHMYeHnii KoMaHabl OTo6paXkatoTcs B crefytoLlem opmare.

MOHUTOPMHI NUTAHNA C UCNOJIb30BaHUEeM KoMaHAabl «[onyunTb rno6anbHy0 CTaTUCTUKY NUTaHUS
cuctembi» (Kog KomaHgabl 0xC8): 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> -h 0x00 -t 0x2c raw 0x2E 0xC8 0x57 0x01 0x00 0x01 0x00 0x00 OTBeT:57 01 00 38 00 04
00 41 00 39 00 ec 56 f7 53 5a 86 00 00 50

OrpaHu4yeHne MOLHOCTHN C UCMNOJIb30BaHUEeM KoMaHAabl «<HacTpouTb NONUTUKY AucneTyepa y3Nos
Intel» (koa komangbl 0xC1): Sanpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> -h 0x00 -t 0x2c raw 0x2e 0xC1 0x57 0x01 0x00 0x10 0x01 0xA0 0x00 0x00 0x00 0x60 Oxea
0x00 0x00 0x00 0x00 Ox1e 0x000TBeT:57 01 00

OHeprocbepexxeHne ¢ UCNOoJib30BaHMEM KOMaHAbl «HacTpoutb nonutuky gucnetyepa ysnos Intel»
(koa komaHgbl 0xC1): 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P <PASSWORD> -b
0x00 -t 0x2c raw 0x2e 0xC1 0x57 0x01 0x00 0x10 0x01 0x00 0x00 0x00 0x00 0x60 Oxea 0x00 0x00 0x00
0x00 Ox1e 0x00

dyHkumna «Monyunts UM ycTponcTea» ¢ ucnosib3oBaHnem KomaHgbl «Monyunts U ycTponcTea
moayns ynpasnenus Intel»:3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> -h 0x00 -t 0x2c raw 0x06 0x010OT1BeT:50 01 03 05 02 21 57 01 00 05 0b 03 40 20 01

JonosHuTenbHble KOMaHabl gucneTyepa y3nos Intel JoCcTynHbI B mOcnegHeM BbinyCcKe cTaTbu
Cneuundukaums BHewwHero uirepdenca gucrnetyepa y3nioB CUCTEMbI MHTEJJIEKTYaIbHOIO NMUTaHUS
Intel c nucnonbzosaHuem komaHg IPMI no agpecy https://businessportal.intel.com.

YnpaBneHue nutaHnem cepBepa ¢ ncnonb3oBaHmem KkomaHg DCMI

BOCﬂOﬂbSyVITGCb I/IH(bOpMaLI,VIeI7| N3 3TOro paspena gnsd ynpasrieHna nntaHnem cepBepa ¢ NoMoLLblo KOMaHa
DCMI.

DCMI npepocTtasnseT yHKLNM MOHUTOPYHIA U KOHTPOMSA, KOTOPble MOTyT NPefoCTaBNAaATLCSA Yepes
cTaHgapTHble MHTepdenck! MO ynpaeneHus. ®yHKUMM ynpaBieHUs TMTaHNEM CepBepa Takxxe MoryT
peann3oBbIBaTLCS C NOMOLLb0 KoMaHg DCMI.

Hw>xe npepcTaBneHbl NpMMepbl Hanboiee pacnpoOCTPaHEHHbIX (PYHKLUMI 1 KOMaHZA YNpaBneHns MMTaHuem
DCMI. CoobLueHne 3anpoca ncnonb3yeTcs Ans 3arnycka AencTBms, a CoobLLeHe OTBETa BO3BpaLLaeTCs
3anpalunBaroLLeMy OObEKTY.

MpumeyaHue: /13-3a NpoCTpaHCTBEHHbIX OrPaHNYeHNI KOMaHabl OTOOPaXKalTCA B cnegyowmx hopmarax.

MonyunTb NoKasaTenb mowHocTH: 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> raw 0x2c 0x02 Oxdc 0x01 0x00 0x00 OtseT:dc 39 00 38 00 3b 00 39 00 e3 6f 0a 398030000
40

HacTpoutb aumuT mowHocTu: 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P

PASSWORD raw 0x2c 0x04 Oxdc 0x00 0x00 0x00 0x00 0xAO0 0x00 Oxe8 0x03 0x00 0x00 0x00 0x00 Oxe8
0x03 OTBeT:dC
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MonyunTb orpaHnyeHune mowHocTr: 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> raw 0x2¢ 0x03 Oxdc 0x00 0x00 OteeT:dc 00 00 00 a0 00 e8 03 00 00 00 00 01 00

AKTMBUPOBaTb AMMUT MoLHOCTK: 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> raw 0x2c 0x05 Oxdc 0x01 0x00 0x00 OTBeT:dc

JeakTuenposBaTtb nIMMUT molwHocTu: 3anpoc:ipmitool -H <$XClarity_Controller_IP> -U <USERID> -P
<PASSWORD> raw 0x2c 0x05 Oxdc 0x00 0x00 0x00 OtBeT:dc

Mpume4aHne: Ha HekOTOpbIX cepBepax AeNCTBNS NCKNOYEHNI ONs KoMmaHabl HacTtpoutb numuT
MOLLHOCTU MOTYT HE NOAAEPXKMNBATLCS. Tak, MOXET He NOAAepPXXNBaTLCA NnapamMmeTp XKecTkoe
BbIKJIlOYEHME CUCTEMbI U BHECEHME COObITUIA B XXypHan SEL.

MonHbIN cncok KoMaHg, nogaepXxnsaemMbix crneundrkauymen DCMI, cM. B nocnegHeM BbiNycKe cTaTbh
Cneuudumkauus vHtepdenca ynpasnsemoctu LLOA paspena https://www.intel.com/content/dam/www/
public/us/en/documents/technical-specifications/dcmi-v1-5-rev-spec.pdf.

PYHKLNM yAaNEeHHON KOHCOJN

MHdbopmMaums B 3TOM pasfgene NoMoXKeT NOHATb, Kak yaaneHHO NpocMaTpuBaTh KOHCOMb cepBepa n
B3aMMO/eNCcTBOBaTb C HEN.

B Beb6-uHTepdence XClarity Controller MOXHO nosib30BaThCA PYHKLMOHANBHOCTLIO YAANEHHOW KOHCONMM ANns
NPOCMOTpPa CEPBEPHOIN KOHCOM U B3aMOAENCTBUS C Hell. MO)KHO HasHa4uTb o6pas gucka (daiin ISO nnn
IMG) B ka4ecTBe BUpPTYyallbHbIX AUCKOB Ha cepBepe. PYHKUMOHANBHOCTb YAaNIEHHOW KOHCOJM AOCTYMNHA B
Bbinyckax XClarity Controller Advanced n Enterprise n Tonbko B Be6-nHTepderice. st ucnosb3oBaHus
hyHKLMIN yoaneHHom KoHconm Heob6xoammo BbinoHUTL Bxog B XClarity Controller ¢ [ nonb3oBartens,
MUMetoLLLero Npaea AocTyna Supervisor unu NpuBMNerun Ha 4OCTyn K yaaneHHon KoHconu. [lonofHTeNbHbIe
cBepneHus 06 obHoBneHun Boinycka XClarity Controller Standard go XClarity Controller Advanced nnn
XClarity Controller Enterprise cm. B pasgene «O6HoneHue XClarity Controller» Ha cTpaHuue 6.

Vcnonb3yinte yHKUMM YAANEHHOV KOHCONWN ON151 PELLEHNS CeayoLWmX 3a4aq:

e YpaneHHbI NPOCMOTP BUAEO C rpadunyeckmnm paspelleHnem go 1280 x 1024 npu 4yactoTe 0O6HOBEHNS
72 'y, nnn 75 Ny HE3aBUCMO OT COCTOSIHUA cepBepa.

* YparneHHbIn 4OCTYN K CEPBEPY C UCMOJIb30BaHNEM KaBuaTypbl 1 MbILIN YAANIEHHOMO KIMeHTa.

¢ MoHTax cannos ISO n IMG, pasmMeLLeHHbIX B NOKanbHOW U yaaneHHOW CUCTEME B Ka4ecTBe
BUPTYaSlbHbIX OUCKOB, [OCTYMHbIX /151 UCMOJIb30BaHNSA CEPBEPOM.

¢ OtnpasbTe 06pa3s IMG nnm ISO B namsaTb XClarity Controller n yctaHoBUTE ero Ha cepsepe B ka4ecTse
BUPTYyasibHbIX ANCKOB. B namatb kKoHTponnepa XClarity Controller Mo>XXHO 3arpy3uTb 40 ABYX (halinos ¢
MaKcumMasnbHbIM COBOKYMHbIM pasmepom 50 Mb.

MpumeyvaHus:

e Ecnu dyHKUMSA yaaneHHOW KOHCOM 3anyckaeTcs B MHOrononb3oBaTtesibckom pexxume (XClarity Controller
¢ Habopom komnoHeHToB XClarity Controller Enterprise nogaep>xusaeT Ao LWeCcTy 0gHOBPEMEHHbIX
CeaHcoB), TO QYHKLUS YOAIEHHOrO AMCKa HE MOXKET MCMONb30BaTbCs B HECKOJIBKMX CeaHcax
O4HOBPEMEHHO.

* YpaaneHHasi KOHCOJIb MOXKET 0TO6paXkaTb TOIbKO BUOEO, CO3AaBaeMble BUAEOKOHTPOSIIEPOM Ha
MaTepuHcKol nnate. Ecnm yctaHoBREH 1 MCNONb3yeTCs BMECTO BUAEOKOHTPOJIIEPA CUCTEMbI OTAESbHBIN
agjanTep BUOEOKOHTPONepa, Ha yaaneHHon koHconu XClarity Controller He MoXXeT oTobpaXkaTbcst
BMAEOCOAEPXUMOe ¢ fo6aBNeHHOro agantepa.

e Ecnu B ceTn ncnonbaytoTcs 6paHamayapbl, CETEBOI NOPT A0MKEH GbITb OTKPLIT, HTOGbI 06ecneynTb
nopaepXXKy yHKUMN yaaneHHol KoHconu. [1ns npocMoTpa uim n3MeHeHnsi HoMepa CeTeBoro nopTa,
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ncnonb3yemMoro GyHKUMEN yaaneHHoW KOHCONN, BbIMOIHATE MHCTPYKUUN U3 pasaena «BknoveHune
o6Ccny>XnBaHNs 1 Ha3Ha4YeHne NopPTOB» Ha cTpaHuLe 36.

o DyHKUMA yaaneHHoW koHconm ncnonbdyet HTML5 ons otobpaxkeHus Bugeo ¢ cepeepa Ha Be6-
cTpaHuuax. YTobbl ncnonb3oBaTtb 3Ty PYHKLUMIO, Ball 6pay3ep OO/HKEH NogaepXneatb 0To6paxxeHue
BUOEOCOLAEP>XKMMOIO C Ucnosib3oBaHnem anemeHtos HTMLS.

e Ecnu gns poctyna kK BMC B 6pay3aepe Internet Explorer ncnonb3ytoTcsi camo3aBepsitoLne cepTudnkaTbl
n agpec IPv6, ceaHC yaaneHHOM KOHCOMM MOXKET He 3anyCTUTbCS U3-3a oLWnbKu ceptudurkara. Bo
n3bexxaHune aTon NpobnemMbl MOXXHO O6aBUTL caMmo3aBepsitoLwwmin cepTudurkar B LieHTpbl cepTndmkaumm
[OBEpPEHHbIX KOPHEBbIX cepTudurkaros Internet Explorer:

— Bbi6bepuTte Security B pazgene BMC Configuration v 3arpysnte camosasepsiowwmin ceptndumkar.

— W3menuTe paclmpeHne danna ceptudurkara Ha *.crt n gBaxkgbl WenKHUTe hann MHTEepPHET-
cepTudmKara.

— OuuctuTte Kaw 6paysepa IE11.

- LUlenkHuTe YcTaHoBUTL cepTUdUKaT, 4TobObl YCTAHOBUTL CEPTUMUKAT B XpaHunuLle cepTUdukaTos,
BbINOJIHUB LLArn B MacTepe nMmnopTta cepTnnkaTos.

BknioyeHue hyHKUUMN yaaneHHoOW KOHCONMn

B aToM paspene npuBogsATcst cBeAeHnst 0 yHKLUMW yaaneHHON KOHCOMN.

Kak ynomuHanock paHee, hyHKLMOHaNbLHOCTL yaaneHHon koHconm XClarity Controller poctynHa Tonbko B
Bbinyckax XClarity Controller Advanced n XClarity Controller Enterprise. Ecnu y Bac HeT npusuneruin ans
paboTbl C yAaneHHON KOHCOMbI0, 0TO6Pa3UTCHA 3HA4YOK 3aMKa.

Ecnwn Bbl nprno6bpeny n noay4unu koY aktnsaumm gns ooHoeneHns XClarity Controller Advanced,
YCTaHOBUTE €ro, BbINOSHUB NHCTPYKLUUN U3 pasgena «YcTaHoBKa Kitoya akTusaumm» Ha ctpaHuue 109.

[nsa ncrnonb3oBaHns (OyHKUMOHANBHOCTA YAaneHHOW KOHCONW BbINOMHUTE cnedytolne AeincTBus:

1. LLlenkHuTe n3obpaxkeHne ¢ 6e10i ykasbiBatoLLEel No anaroHanu CTpenon B pasaene «YaaneHHas
KOHcoNb» goMaluHel ctpaHuubl XClarity Controller unn Ha Be6-cTpaHuLe yoaneHHON KOHCOoNN.

2. BblbepunTe ogmH 13 cnepyowmx pe>xnmoB:

° 38.I'IyCKaTb yAaNeHHY0 KOHCOJ1b B O4HOMOJ1Ib30BaTE/IbCKOM pexnume
i 3aI'IyCKaTb yAaNneHHYK KOHCOJ1b B MHOIonoJsib30BaTe/IbCKOM pexume

Mpumevanue: XClarity Controller c Habopom cyHkumin XClarity Controller Enterprise B
MHOrOMOJIb30BAaTEIbCKOM PeXUMe Nogaep>XXmNBaeT Ao LECTU OQHOBPEMEHHbIX BUOEOCEaHCOB.

3. BblbepuTe, HY>XHO N paspeLumnTb pyrM OTNPaBfsaTh 3anpockl Ha OTNPaBKy 3anpoca O pa3pbiBe
COEeQMHEHNS NOJSIb30BATENIO YAANIEHHON KOHCOMN, ECNTN KOMY-TO HEO6XOAUMO BOCMONb30BaThCS
hyHKLMEN yoaneHHON KOHCOW, KOTOpast Y Ke NCMOoNb3yeTCs B OLHOMONb30BaTENIbCKOM PEXUME, U
€CNN MakCUMarnbHOe Y1CNO NoNb3oBaTenen NCnob3ayeT PYHKUNOHATbHOCTb YAAaNeHHON KOHCONN B
MHOrOMoJIb30BaTE/IbCKOM pexxume. NapameTp BpeMeHHOM UHTepBan oTCyTCTBUA OTBETa YKa3bIBaeT,
ckonbko XClarity Controller 6ygeT »xgaTb, Npexxae YeM aBToOMaTU4eCcKn OTKITHOUNUT NoNb3oBaTensi, eCnu
OTBET Ha 3anpoc O pa3pbiBe COEANHEHUSA HE MOJTyHEH.

. BoibepuTe, cnepyeT nu paspellaTtb BUAEO3aNMCh TPEX NOCNeAHNX 3arpy30oK cepsepa.
. BoibepuTe, cnenyet nn paspeluaTb BMAEO3annCb TPEX NocneaHnx c6oes cepeepa.
. BblbepuTe, cnenyeT nu paspemntb CHUMOK 3KpaHa c604a OC ¢ owwmnbkoin HW.

N OO o b~

. LenkHnTe 3anycTuTb yAaN€HHYI0 KOHCOJIb, YTOObI OTKPbITb CTPaHWLY YOANeHHON KOHCONN Ha ApYroin
BKNagke. Ecnu Bce gocTynHble ceaHCbl yaaneHHOW KOHCO/IM NCMOJb3YHTCS, 0TOOpa3nTCsa AManorosoe
OKHO. B 3TOM [uanoroBom oKHe Nosib30BaTelb MOXXET OTNPAaBUTb 3anpoc Ha paspbIB COEANHEHNS
Nnonb30BaTeNto YAaneHHOW KOHCOMMW, BKIIOHYMBLLEMY NS 9TOM HACTPONKN 3HayYeHe PaspewumnTb
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APYrvM 3anpawmBaTtb pasbeguHEHNE MOEro yAaNieHHOro ceaHca. [ofib3oBatenb MOXET NPUHATb
NN OTKNIOHWTB 3anpoc Ha paspbiB coeauHeHns. Ecnm nonb3oBaTesib He OTBETUT B TEYEHNE UHTEPBaNa,
3a[aHHOro B HacTpolike BpemeHHO MHTepBan OTCYTCTBUA OTBETA, CEaHC Nonb3oBartens 6ygeT
aBTomaTtmnyecku 3aBeplueH XClarity Controller.

YpaneHHoOe ynpasneHue nuTaHnem

B aTOM pasmene onvcaHa oTrnpaBka KOMaH[ BKIOYEHUSA 1 nepesanycka cepsepa U3 OKHa yaaneHHoN
KOHCOJIN.

MOo>XHO OTNPaBNATbL KOMaHbl BKITHOYEHMS U Nepeaanycka cepBepa 13 OKHa yaaneHHON KOHCOMN, He
BO3BpaLLlasiCb Ha rnaBHyt0 Be6G-CcTpaHmLy. YTo6bl KOHTPONMPOBATL NTAHUE cepBepa C MOMOLLIbIO
ypaneHHo KoHconu, WenkHuTe Power 1 BbiGepuTe OfHY 13 CreaytoLLmnx KoMaHm;:

BknounTb NUTaHUE cepBepa
Bbi6epuiTe 3TOT 3fIeMeHT AeliCTBIS, YTOObI BKIIIOYUTb CEPBEP 1 3arpy3uTb ONepaLioHHy0 CUCTEMY.

Bbiknio4unTb cepBep B HOPMaJIbHOM peXxume
Bbi6epuTe 3TOT afIEMEHT AeNCTBUS, HTOObI 3aBEPLUNTL PAbOTY onepaLoHHOV CUCTEMbI U BbIKHOUYUTD
nuTaHue cepsepa.

BbikniounTb cepsep HeMmeaIeHHO
Bbi6epuTe 3TOT aNIEMEHT OENCTBUS, YTOObI BbIKIOUNTL CEPBEP, HE 3aBepLUas cHavana paboTy
onepaunoHHON CUCTEMBI.

Mepe3anycTuTb cepBep B HOPManbHOM peXxume
BbiGepunTe 3TOT aNeMeHT OelcTBus, YTOObl 3aBepLUUTL PaboTy onepaLyoHHON CUCTEMBI U BbIKNIOUYAUTL, a
3aTeM BK/IO4YUTL NUTaHKE cepBepa.

MepesanycTuTb cepeep HeMeaeHHO
Bbi6epuTe 3TOT aNeMeHT AeNCTBIS, YTOBbI BbIK/IIOHYUTD U CHOBA BKIOYUTL CEPBEP HEMEMSIEHHO, He
3aBeplLuas cHavana paboTy onepaLyioHHON CUCTEMbI.

3arpys3uTb cepBep B pa3aen HaCTPONKN CUCTEMbI
Bb|6ep|/|Te OTOT 3AJIEMEHT, 4TOObI BKIOYUTb NN nepesarpy3nTb cepBep 1 aBTOMaTUYECKN BbIMOHUTD
3arpysKy B pasfen HaCTPOWKU CUCTEMbl 6€3 HEOOXOOUMOCTU HaXXKMMaTb knasuy F1 Bo Bpems
3arpysKku.

3axBaT 3KpaHa yaasieHHON KOHCOoJU

BocnonbayiiTeck nHgopmMmaLumeli U3 aToro pasgena, Htobbl NOHATb, Kak NoNb3oBaTbest MYHKLMEN 3axBaTa
3KpaHa yganeHHON KOHCOoN.

DyHKUMSA 3axBaTa aKpaHa B OKHe YAaJIeHHON KOHCONN (UKCUPYET COAEPKUMOE BUAEON306parKeH st
cepBepa. YTo6bl 3aXBaTUTb Y COXPAHUTbL N306PaXKeHVe 3KpaHa, BbINOJIHATE CcriefytoLimne AecTBIS:

LLlar 1. B okHe yganeHHOn KOHCONM HaXXMUTe 3axsaT 3KpaHa.

LLlar 2. Bo BcnnbiBatoLeM OkHe LwenkHuTe CoxpanuTb dann n Haxxmute kHornky OK. dain 6ypeTt Ha3BaH
rpviewer.png 1 coxpaHeH B Nanky «3arpy3ku» rno yMo4aHuto.

MpumeuaHue: 306paxxeHne 3axBaTta aKpaHa coxpaHsieTcs B Buae canna PNG.

Mopnep)xka KnaBnaTypbl yaaneHHON KOHCONU

B okHe ypaneHHon KoHconn nop, 3aronoBkoM KnaBmnatypa [OCTYNHbI CriegytoLLme napamMmeTpbl:

¢ LllenkHnTe BupTyanbHas KnaBuaTtypa, HTo0bl 3arMyCTUTb BUPTYasIbHYIO KnaBuaTypy. 3Ta yHKUNA O4eHb
roneaHa, ec/in Bbl NMONb3YeTECh NNaHLLIETHLIM YCTPOWCTBOM 6e3 huanyeckon knasmatypbl. Cnegytowiye
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napameTpbl MOXXHO UCMOJIb30BaTh AJ1 CO30aHNS KOMOUHALMI MaKpOCOB U KNaBuLL ofis OTNPaBKU Ha
cepsep. OnepaunoHHas cucTema B UCNOJSb3YEMON BaMUM KITMEHTCKOW CUCTEME MOXKET 3aKJo4aTb
onpepeneHHble KOM6UHaumm knaeuw (Hanpumep, Ctrl+Alt+Del) B noByLUKY, BMECTO TOro 4TO6bI
nepepgasarb X Ha cepsep. [pyrue knasuwm, Hanpumep F1 nnm Esc, moryT nepexsaTbiBaTbCA
NCNosib3yeMol NporpamMmMon unm épaysepomM. Makpoc npegocTaBnseT MexXaHn3M OTNPaBKU Ha CEPBEP
HaXKaTuin KnaBuLl, KOTOPbIE NMOb30BaTES0, BOSMOXXHO, OTNPaBUTb HE YAaCTCS.

e |llenkHnTe CepBepHbIN MAaKpOC, HTOObI NCMOJIb30BaTb MakpOC, ONnpefeneHHbI cepBepoM. HekoTophle
cepBepHble Makpochl NpegonpeneneHbl B Mukponporpamme XClarity Controller. pyrue cepBepHbie
MaKpOChl MOXXHO onpenennTb ¢ nomoLlpto Lenovo XClarity Essentials n 3arpyaunts 13 XClarity Controller.
STV MakpOChl ONPeRensoTCs Ansd BCcex nonb3oBareneit (pyHKUMN yaaneHHONn KOHCON.

¢ LllenkHnTe HacTpouTb, 4TOGLI [OGABUTL MW YAANIUTb NOMb30BaTENBCKME MaKpockl. [onb3oBaTtensckie
MaKpOChl ONMPEAENSOTCS TONbKO OJ1 TEKYLLErO Nob30BaTeNs yaaneHHon koHconu. Opyrue
nosib3oBaTeny yaaneHHon KOHCOIN He BUOAT NoJib30BaTeNbCKMe MakpoChl ApYr Apyra.

— LUlenkHuTe 3Ha4oK «[106aBUTb MakKpOChl» N HXKMUTE HY>KHbIE NOCNe00BaTENbHOCTU KaBULL; 3aTem
wenkH1Te JJo6aBuTb, HTOOLI 4,06aBNTL HOBbLI MakpoC.
— YT06bI YAQNUTb NONb30BaTENBCKNI MAaKpPOC, BbiIGEPUTE €ro U3 CNMCKA U LLENIKHUTE 3HAYOK KOP3UHbI.

- YT06bl OTNPaBUTL NOML30BaTENLCKUI MaKpoC Ha cepBep, BbibepuTe Monb3oBaTenbcKue Makpochl 1
LLLENKHUTE MaKpOoC, KOTOPbIN TpebyeTcsl OTNPaBuTb.

Mopnep)xka Mbiliv yaaneHHon KOHCOoNMu

Bocnonb3yiiTech aToi uHopmaumeit, HTobbl MOHATL BO3MOXXHOCTU YAAIEHHOMO YNPaBieHNsi C MOMOLLIbIO
MbILLI.

B okHe ynaneHHo KOHCOM HECKONBbKO NapaMeTpoB At YIPaBieHUsi MblLLbLO, BKtoYas abCOSOTHbIN
KOHTPOJSIb Haf, MbiLLbO, OTHOCUTENbHbI KOHTPOSb Haf, MbiLbio (6€3 YCKOPEHUS]) 1 KOHTPOSb Haf, MbILLbO
(RHEL, 6onee ctapble Bepcun Linux).

AOGCOJIIOTHOE N OTHOCUTENBbHOE YrpaBfiIeHNe MbILLbIO

|/|CI'IOJ'Ib3yI7ITe Ty I/IHCbOpMaLI,I/IPO ona gocrtyna K abCOoNOTHBIM N OTHOCUTENbHbIM napameTpam ynpasieHns
MbILUbHO.

Insa pocrtyna K abCoNOTHBIM Y OTHOCUTENBHbLIM NapaMeTpaM yrpaBieHNs MbILLbIO BbINOMHUTE CcneayoLlme
DEencTBus:

LLlar 1. B okHe yganeHHOoIn KoHconu HaxkmuTe Mbiwb.
Lar 2. LenkHnTe MapameTpbl MbIlIKX B PACKPbLIBAIOLLLEMCS MEHIO.
LLlar 3. Bbibepute 0gnH 13 CNeqyoWmnx peXxmnmMos YCKOpEeHNe MbILLMK:

A6contoTHoe no3uumoHnpoBaHue (Windows, 6onee HoBble Bepcun Linux n Mac OS X)
KnneHT oTnpaBnsieT coobLLEHMS C yKa3aHUEM PacronoXXEHNA MbILLW HA CepBep,
pacnosioXXeHne KOTOPOro No OTHOLLEHWIO K UICXOAHON 06nacTu (BepXHWIA NEBbLIN Yros) 30HbI
NPOCMOTpPAa OTHOCUTESNBHO.

OTHOCUTENbHOE NO3NLMOHMPOBaHMe (6e3 yCKOopeHwusl)
KnneHTt oTnpaBndAeT pacnosioxXeHne Mol B Ka4ecTBe CMeLLieHNA OTHOCUTESIbHO
npeabIayLLEero NosIoXKeHNst MbILLN.

OTHOCuUTenbHOe No3uLnoHnpoBaHue (6onee ctapbie Bepcum Linux)
B aTom pexxnme npumMmeHsieTcs hakTop YCKOPEHMS, YTOObI NyYLlE BbiPaBHUBATb NMOJIOXKEHNE
MbILLW B HEKOTOPbIX LieNeBbIX 06bekTax Linux. HacTpoikn ycKopeHus ycTaHaBnnBaroTCs,
4TO6bI 06EeCneUYNTb MakKCUMasIbHYO COBMECTUMOCTL € 60s1ee cTapbiMu ancTprbyTrsamm Linux.
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3anucb/BoCnpousBeneHne BUAEON300pa)kKeHnst Ha IKpaHe

WNcnonbayitTe nHcopmauumio B 3TOM pasgene 4ist 3anncu UinvM BoCNpou3BeaeHUs BUAEOU306paXKeHNs Ha
3KpaHe yaaneHHoro npucyTcTBys.

Beb6-unTepdpeic XClarity Controller npegoctasnseT cxoxyto ¢ DVR cyHKLUMIO, TEM camMbiM o6ecnevmBasi
nogaep KKy 3anncu 1 BOCNpou3BeaeHns BUOeon300parkeHnin ¢ aKpaHa yaaneHHoro npucyTcTaus. JTa
hbyHKUMA NOAAEP>XKUBAET 3anvCb BMOEO TONBKO B CETEBYIO Nanky. B HacTosLee BpeMsi Nogaep XmBaroTcs
npotokosibl NFS n CIFS. Huxe npnBoasTcst nowaroBble MHCTPYKLUMN MO UCMONb30BaHMI0 QYHKLUMKX 3anicu
BOCMPON3BEOEHMS.

1. Ha Be6-cTpaHuLe yaaneHHo KOHCOMM HaXKMUTE KHOMKY 3anucb aKpaHa, YToObl OTKPbITb OKHO
HaCTpOeK.

B okHe HaCTpOeK, BO3BMOXXHO, n0Tpe6yeTc;| yKasaTb cnefgyrouime ceeneHus.

2.

Ecnu Bbi6paH Tun nogkntodeHust CIFS, ykaxxute napameTpbl YaaneHHasa nanka, Umst nonb3oBatens
n Naponb. ®opmat umeHoBaHus yoaneHHon nanku CIFS: //<ypaneHHbin IP-agpec>/<nmsa nanku>.
Hanpumep: //xXxx.XXX.Xxx.xxx/nanka.

Ecnu BbibpaH Trn nogkntodeHnsa NFS, ykaxute napameTp YaaneHHaa nanka. Popmat UMeHOBaHUS
yganeHHon nanku NFS: <ypaneHHbin IP-agpec>:/<uma nankmn>. Hanprumep: XXxX.XXX.XXX.XXX:/
nanka.

Mpn HeOBXOANMOCTN YKaXKUTE UMs Bugeodaina. Ecnu nvs daiina y>xe ykazaHo, otobpasntcs
coobLeHne 06 owmnbKe. YTobbl Nepe3anncaTb CyLecTByloLee Ms daiina, Boibepute
«[lepesanucatb nvs daina». Ecnm yctaHoBneH gnaxok B nose «ABTO», UMs Bugeodainna 6ynet
CreHepupOoOBaHO aBTOMATUYECKM.

MapameTp «MakcumanbHbI pasmep daiina» o3Ha4aeT MakcuMasbHbIn pasmep Bugeodaina, no
OOCTUKEHUN KOTOPOro BUAE03annCb OCTAaHOBUTCA aBTOMaTUYECKM.

I'IapalvleTp «MakcumansHas 4nMTenbHOCTb 3anncu» o3Ha4vaeT MaKCMalbHYO ONTNTENIbHOCTb
Bmnaeosanncu, Nno gOCTUXXeHnmn KOTOpOI‘/JI B1aeo3arnncb oCTaHOBUTCA aBTOMaTU4YEeCKW.

. Haxxmnte HavaTtb 3anuchb, 4ToObl Ha4aTb BUOEO3anunchb.
. Haxxmute OctaHoBUTL 3anuchb, 4TOObI OCTAHOBUTL BuAeo3anicb. OTo6pasnTcs BCbiBaloLLEe OKHO C

coobLeHneM «Brgeosanuck 3aBepLueHa» 1 Bcell Hhopmaumen o BUgeo3anmncu.

. CkavanTte 3anucaHHble Bugeo ¢ NFS nnu CIFS B mecTHyto nanky. B pazgene «[MpeasapuTtenbHbii

NPOCMOTP YAaneHHoM KOHconu» Ha gomMatuHen ctpanuue XClarity Controller wenkHnte 3anucaHHble
BUAEO 1 BbibepuTe BUAEO ANSt BOCNPON3BEAEHNS.

Pexxumbl 3KpaHa yaaneHHON KOHCOoNMu

Bocnonbayiiteck Hgopmauyeli U3 aToro pasgesna, YHtobbl HACTPOUTL PEXUMbI 3KpaHa YAaNeHHON KOHCON.

YT06bl HACTPOUTH PEXMMbI 3KPaHa yAaNEeHHON KOHCONN, LLENIKHUTE PeXXxum akpaHa.

,D,OCTyFIHbI cnepyrowine napameTpbl MEHIO:

Bo Becb a3kpaH

B aTom pexunme Buaeo otobpa)kaeTcs Ha BeCb pabo4min CTon KnueHTta. Ecnn B aToM pexxmme HaxxaTb
knasuwy Esc, Bbl BblgeTe U3 pexxuma nosiHoro akpaHa. NockosibKy MeHIo yaaneHHoW KOHCONN He
OTOBpaXaeTCsA B PEXXMME MNOSTHOMO 3KpaHa, NoTpebyeTCst BbIATY U3 pPeXUMA NOJIHOrO 3KpaHa, YTobbl
BOCMOJ1b30BaTbCA PYHKLMAMUN MEHIO YAANEHHON KOHCOMNW, HanpuMep Makpocamu KnasmaTtypsbl.

Mo pa3mepy akpaHa

OT0 HacTpolika No yMon4aHuo, AeNCTBYOLLAA Npu 3anycke yaaneHHou koHconu. Ecnu gencteyeT ata
HacTpoliKa, pabounin CToN 0TOBpa)KaeTcs NONHOCTLIO, 6€3 NONoc NPOKPYTKU. CoxXpaHsaeTcs
COOTHOLLIEHNE MEXY CTOPOHaMMU.

82

PykoBopacTtBo nonb3osatensXClarity Controller 2



OKpaH macwTabupoBaHusi
Ecnun BkntoveHo macliTabupoBaHme, pasmep B1Uaeon3obparkeHmsi nogénpaeTcst Takum o6pasom, YTobbI
N306paXKeHne NoJIHOCTbIO 3aHNUMAaNo OKHO KOHCOSN.

UcxopHblih 3KpaH
BupgeonzobpaxeHue nveet Te xe rabapuTbl, YTO N cepBepHas 4YacTb. [pn Heob6xoanumMocTun
OTOBpaxkarTCs NOMOCHI MPOKPYTKM, NO3BOSSIOLLNE MPOCMOTPETL 06/1aCTN BUAEON306paKEHUS,
KOTOpbI€ He NOMELLIAIOTCS B OKHO.

LiBeTHOI peXxxum
KoppeKkTunpyeT rnybuHy LuBeTa OkHa yaaneHHom koHconu. CyLLecTBYeT fBa BapnaHTa LIBETHOIO
pexunma:

e |lBeTHOW: 7-, 9-, 12-, 15- n 23-paspsagHbliii
e OtTeHKku ceporo: 16, 32, 64 n 128 oTTeHKoB

MpumeyaHue: KoppekTUPOBKY LIBETHOMO PeXnma, Kak npaBuio, BHOCATCS, eC/v Balle NOAKIIoYeHNe K
yOaneHHoMy cepBepy UMEET OrpaHU4EeHHYI0 NOIOCY MNPOMYCKaHNS 1 Bbl XOTUTE YMEHbLUUTL
NOTPEBHOCTb B NPOMYCKHOW CNOCOGHOCTM.

Cnoco6bl ycTaHOBKM HOCUTENEN

BocnonbayiTech nHdopmMaLmel N3 aToro pasgena, Ytobbl NOHATb, KAk BbIMOMHATL NOAKIIOHEHME
HocuTenen.

Ona nopknioveHns dannos ISO n IMG B kayecTse BUPTYasibHbIX UCKOB NPENOCTaBNAETCA TP MEXaHU3MA.

e [Ins po6aBneHns BUPTYanbHbIX AWCKOB Ha CEPBEP M3 CeaHca YAaNIEHHOW KOHCOJIM MOXXHO HaXKaTb KHOMKY
Hocurtenu.

e HenocpeacTBeHHO € BEG-CTpaHMULbI YAANEHHOW KOHCOMMW, HE OTKPbIBas CeaHC YaaneHHON KOHCON.
e OTAenbHbIA MHCTPYMEHT

Ons ncnonb3oBaHus pyHKUMIN BUPTYasibHbIX HOCUTENel Nnofib3oBaTensm TpebytoTcsa npmsunerun Jloctyn K
yAaneHHON KOHCON U yaaneHHOMY AUCKY.

dainfibl MOXKHO NOAKIIOYaTb B KAYeCTBE BUPTYasibHbIX HOCUTENEN N3 NOKASIbHOW CUCTEMbI MW C YAANIEHHOIO
cepBepa. [ocTyn K HUM MO>XHO OCYLLECTBNSATL MO CETU UM NOCPEACTBOM 3arpy3Ku aTux ¢ainnos B NaMsiTb
XClarity Controller ¢ nomoLubto komnoHeHTa RDOC. 9Tu MexaHn3mbl OncaHbl HUXKE.

¢ JlokanbHble HocuTenn — 3to dainbl ISO unn IMG, KOTOpbIe HAXOAATCSA B CUCTEME U UCMONb3YIOTCA ANS
poctyna k XClarity Controller. 3TOoT MexaH13mM JOCTYNeH TONBKO B CeaHCce yaaneHHOoW KOHCoNU (a He
HEeNoOCpPEeACTBEHHO C BEG-CTpaHULpbl YaaneHHoW KoHconun) 1 npu Hanudmn dyHkumin XClarity Controller
ypoBHs Enterprise. [Ins nogknto4eHns nokasbHbIX HOCUTENEN LenkHuTe AKTMBMpPOBAaTb B pasgesne
MoaxkntounTb NIoKanbHblie HocuTenn. OOQHOBPEMEHHO K CEPBEPY MOXKET ObITb MOLKITIOHEHO A0 YETLIPEX
dannos.

MpumeyvaHuns:

— [Mpwu ncnonssoesaHum 6paysepa Google Chrome focTyneH LONONHUTENBHBIN NapaMeTp NOLKIOHEHNS
dannbl U NaNKy NOAKJIOYEHU, NO3BONAOLLMI NepeTackmeaTth aisibl 1 nanku.

— Ecnu BbinonHseTcs HeCcKoMbKO NapannesfibHbIX ceaHcoB ypaneHHon koHconu ¢ XClarity Controller, sty
PYHKLMIO MOXKHO aKTUBMPOBATb TONBKO A1 OQHOMO U3 CEaHCOB.

e Qaiinbl, pacrnofio)XXeHHbIe B yAaneHHOW CUCTEME, MOXKHO Tak>Ke NoAKNoYaTh Kak BUPTYyalbHble HOCUTENN.
OpHOBPEMEHHO B Ka4eCcTBe BUPTYasibHbIX ANCKOB MOXXHO MOAKIoYaTh A0 YeTbipex dannos. XClarity
Controller nopaep>xnBaeT cneayoLLme NpoToKosbl 06MeHa annamu:

— ®annoBasa cuctema CIFS:
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— Beegute URL-agpec pacnonoxeHus canna B yaaneHHo cucteme.

- Ecnn Tpebyetcs, 4To6bI (haiin NprucyTCTBOBaST HAa CepBepe B KA4ecTBe BUPTYallbHOr0O HOCUTENS,
[AOCTYMHOMO TONBbKO AMA YTEHUS!, YCTAHOBUTE 3TOT (DIaXKOK.

— BsepuTe yyeTHble paHHble, Heobxoammble XClarity Controller ans ocyliectsneHns goctyna K caniny
B yOa/eHHOWN CUCTEME.

Mpumeyvanue: XClarity Controller He nogaep>XmMBaeT NCNonb3oBaHMe NPO6ENOB B UMEHN
nonb3oBatens, napone nnn URL-agpece. Y6eguTech, 4TO HAacCTpOeHHble ons Bxoaa Ha cepsep CIFS
y4eTHble aaHHble 1 URL-agpec He cogepxat npobena B UMeHW Nonb3oBaTens unm napone.

— MapameTpbl NoaKNtOYEHUS ABNSIOTCS AOMNONMHUTENbHBIMU U onpeaenstoTcs npoTokosiom CIFS.

- Ecnu ynaneHHsblii cepBep oTHOCUTCS K HaGopy cepBepoB, 6e30MacHOCTb KOTOPbIX 06GecneynBaeTcs
LieHTpann3oBaHHo, BBeOWTE AOMEHHOE UMS, K KOTOPOMY OTHOCUTCS yalieHHbI cepBep.

— ®annoBasa cuctema NFS:

— Beepute URL-agpec pacnonoxxeHus canna B yaaneHHoW cucTeme.

— Ecnu tpebyeTtcs, 4To6bI hain NpucyTCTBOBAs Ha CEPBEPE B Ka4eCTBE BUPTYyaSlbHOrO HOCUTENS,
OOCTYMHOIO TOMbKO AN YTEHWS, YCTaHOBUTE 3TOT (DNadKOK.

— [MapameTpbl NOAKNOHYEHWS ABNAIOTCA HEOOA3ATENBHBIMU 1 onpeaenstoTcst npoTtokosiom NFS.
Moppep>xusatotest npotokonbl NFSv3 n NFSv4. Hanpumep, 4tobbl ncnonssosatb NFSv3,
Heob6xoamMMo ykagdaTb napameTp nfsvers=3. Ecnu cepep NFS ncnonb3yeT ons ayteHTudunKaumum
onepauuin NFS koHdurypaumio 6esonacHoctu AUTH_SYS, Heob6xoanmo ykasaTb napameTp sec=
sys.

— ®annosas cucrema HTTPFS:

— Beegute URL-agpec pacnonoxxeHus canna B yaganeHHon cucteme

- Ecnu Tpebyetcs, 4To6bI (haiin NpucyTCTBOBaS Ha CepBepe B KAa4ecTBe BUPTYallbHOrO HOCUTENS,
LOCTYMHOMO TOJNBbKO A5 YTEHUS!, YCTAHOBUTE 3TOT (DJIaXKOK.

Mpumeyvanue: [na ceptndukatos 6e3onacHocTH, co3gaHHbix Microsoft IS, B npouecce
NogKOYEHNS MOryT BO3HUKaTL ownbKu. Ecnn ato npoucxoant, obpatuteck K pasgeny «[pobnemsb ¢
NoAKJtoYeHeM HocUTeNen» Ha cTpaHuue 91.

LLlenkHuTe Moaknio4unTb BCe yaasneHHble HoCUTenun, YTobbl NOAKNIOUYNTL daiifl B Ka4yecTse
BUPTYasIbHOro HocuTens. YTobbl yoanutb BUPTYasnbHbIN HOCUTESb, LWENKHUTE 3HAYOK KOP3UMHbI cnpasa oT
NOOKITHOYEHHOIO HOCUTENS.

C nomouubio komnoHeHTa XClarity Controller RDOC moxxHo oTnpasuTtk B namsate XClarity Controller n
NOOKMIOYNTb B KAYECTBE BUPTYasibHbIX HOCUTEeNen 0o AByX dannos. O6Lwuin pasamep o6oux annos He
nosmxeH npesbiwatb 50 MB. 31u danel octaHyTca B namsaTy XClarity Controller no ynaneHus, gaxke ecnu
ceaHc ypaneHHol koHconu 3aeeplueH. KomnoHeHT RDOC noppepXnBaeT cnegytolime MexaHnsmbl
oTnpasku ainnos:

— ®ainosas cuctema CIFS: cm. nogpobHoe onvcaHne BhbiLLe.
Mpumep:

YT106bI nopgkntounTs dain ISO ¢ nmeHem account_backup.iso, pacnofnioxxeHHbIn B katanore backup_
2016 cepsepa CIFS ¢ IP-appecom 192.168.0.100, B Ka4ecTBe AOCTYMHOIO TOSIbKO A YTEHWS
BUPTYasibHOro ANCKa Ha cepBepe, HEOOXOOUMO 3aMNOSHNTL MOSS, Kak NOKa3aHo Ha PUCYHKE Hke. B
3TOM NpUMepe cepBep, PacnonoXXeHHbI no agpecy 192.168.0.100, sBnaeTcs 4neHom Habopa
CcepBepPOB B JOMeHe «accounting». [lomeHHoe nms aBnsieTcsa HeobssaTtenbHbIM. Ecnu Baww cepsep
CIFS He siBnsieTCs 4acTblo [OMeHa, ocTaBbTe nosne [lomeH nycteiM. MapameTtp moHTaxa CIFS
«nocase» 3afaH B 3TOM npumMepe B none MNapameTpbl MOHTaXa, 4To yKasbisaeT cepsepy CIFS Ha To,
YTO NPOBEPKY MMEHU haina No BEPXHEMY/HUXKHEMY PErnMcTpy cnefyeT urHopuposartb. [one
MapameTpbl NOAKNIOYEHUS SBNAETCA Heoba3aTenbHbIM. VIHopmaLums, BBogumas Nonb3oBaTenemM B
3TOM rone, He ncnosnbdyeTcsa KoHTponnepom BMC 1 npocTto nepepnaetcs cepsepy CIFS, korga
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nopaeTcs 3anpoc Ha nopktoyeHne. CM. AoKyMeHTaumo nNo BHeapeHuto Bawero cepaepa CIFS, uTobbl
onpenennTb, Kakne napamMeTpbl Nnoagep>xmaatoTcs sawmnm cepasepom CIFS.

Mount Media File from Network: 0 mounted + 0
CIFS v Input URL: /1192.168.0.100/backup_2016/account_backup.iso Read-only (]

User Name: mycifsname Password: sessccscee

Mount Options: nocase Domain accounting

Mount all remote media

BMC npepocTtasnseT nHcTpykuum no ykasaHuio URL-agpeca. Ecnn BBogutcsa HegonycTumsiin URL-
appec, KHomka nogkntoveHns 6yaeT cepoi (HegocTynHon), u nog nonem URL-agpeca 6ypeT
oTobpaxaTtbcst oxxmpaemblli popmat URL-agpeca KpacHbIM LIBETOM.

URL address in the form of /lipaddress/path/ioffile or /domain-
name/pathitoffile. The domain-name can be alphanumeric

characters, "', < or"_". It must contain at least two domain items.

— ®ainosas cuctema NFS: cm. nogpo6Hoe onucaHme BblLLe.
Mpumep:

Y106kl ycTaHoBUTb chain ISO ¢ umeHem US_team.iso, pacnono>XeHHblin B KaTanore «personnel»
cepsepa NFS ¢ IP-agpecom 10.243.28.77, B Ka4eCcTBE JOCTYMNHOrO TOSIbKO AN YTEHNS BUPTYaNibHOrO
OucKa Ha cepBepe, HeO6XOANMO 3anoNHUTL CREAYOLLME NONS, KaK NOKa3aHOo Ha PUCYHKE HIXKeE.
MapameTp nogkntoveHnst NFS «port=2049» ykasbiBaeT, 4TO A4/15 nepefayn gaHHbIX AOMKeH
ncnonb3doBartbcs ceTeBo nopT 2049. None MapameTpbl NOAKNIOYEHUS SBNSIETCSH HEOOA3aTENbHbLIM.
MHdbopmaums, BBoguMas nonb3oBaTtenem B 3TOM norne, nepepaetcs cepsepy NFS, korpa nogaetcs
3anpoc Ha nogkstoyveHne. Cm. JOKyMeHTaumo nNo BHegpeHuto Bawlero cepsepa NFS, 4Tobbl
onpepenuTb, Kakrne napaMmeTpbl Nogaep>xusaroTcs sawumm cepeepom NFS.

Mount Media File from Network: 0 mounted + O

NFS v| Input URL. 10.243.28.77:/personnel/lUS_team.iso Read-only m

Mount Options:  port=2049

Mount all remote media

BMC npepocTaBnsieT MHCTpyKuun no ykasaHuto URL-agpeca. Ecnu BBoguTcs HegonycTumbii URL-
afjpec, KHoMKa nogknoyeHns 6yaeT cepoin (HegocTynHown), n nog nonem URL-agpeca 6ynet
oTobpaxartbcst oxkmpgaemblii popmat URL-agpeca KpaCcHbIM LIBETOM.

URL address in the form of ipaddress:/path/toffile or domain-
name:/pathitoffile. The domain-name can be alphanumeric

characters, "’ - or"_". It must contain at least two domain items.
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— HTTPS — Hypertext Transfer Protocol Secure:

— Bsepgute URL-agpec pacnonoxeHus daiina B yaaneHHou cucteme.

— Ecnu tpebyeTtcs, 4To6bI (hain NpucyTCTBOBAs Ha CEPBEPE B Ka4eCTBE BUPTYyaSlbHOrO HOCUTENS,
OOCTYMHOIrO TOMbKO AN YTEHWS, YCTAaHOBUTE 3TOT (DNaXKOK.

— BsepuTe y4eTHble gaHHble, Heobxogumble XClarity Controller pnst ocyliecteneHns gocTyna K canny
B YAaJIEHHOW cUCTEME.

MpumeyvaHus:

— [Onsa cepTudmkaroB 6e3onacHOCTU, cosgaHHbix Microsoft IS, B npouecce nogkitoyeHnss MoryT
BO3HMKaTb OWMOKK. Ecnn aTo nponcxogut, o6patntech K pasgeny «[pobnemMbl ¢ NOAKYEHNEM
HocuTenen» Ha cTpaHuue 91.

— XClarity Controller He nogaep>xnBaeT Ncnonb3oBaHne NPo6enoB B UMeHN Nonb3oBaTtens, naposne
vwnn URL-appece. Y6eamTech, YTO HAacTPOeHHble aNnst Bxoaa Ha cepsep CIFS yyeTHble faHHble 1
URL-agpec He cogep>kat npobena B UMeHU nonb3osaTens unuv napone. NMpumep:

YT1o6bl nogkntounTe dain ISO ¢ umeHem EthernetDrivers.ISO, pacnonoxxeHHblin B kKatanore
newdrivers cepsepa HTTPS ¢ gomMeHHbIM MeHEM mycompany.com, C UCMOJIb30BaHNEM CETEBOI0
nopta 8080 B KayecTBe [OCTYMHOIro TONLKO A1 YTEHUS BUPTYanbHOro AncKa Ha cepBepe,
Heo6X0AMMO 3aroJIHUTb MO, KaK NMoKasaHo Ha PUCYHKE HUXKE.

Remote Disc On Card (RDOC): 0 uploaded (50 MB available) @

I»
at

HTTPS v Input URL: HTTPS:/imycompany.com 8080/ ewdriversiEthemelDrivers 1SO @ Read-only

User Name test Password

BMC npepoctasnset nHCTpyKuum no ykasaHuio URL-agpeca. Ecnu BBognTcsa HepgonycTumbin URL-
afpec, KHoMka nogknoveHns 6yaeT cepoit (HegoctynHow), n nog nonem URL-agpeca 6yaet
oTobpaxartbcs oxugaembli popmat URL-agpeca KpacHbIM LIBETOM.

URL address in the form of hitps./fipaddress[.port)/path/itofile or HTTPS. fdomain-

name[:port)/path/o/file. The domain-name can be alphanumeric characters = or

It must contain at least two domain items. The port number is optional

— MpoTtokon SFTP

— Bsegunte URL-agpec pacnonoxeHus daina B yaaneHHo! cucteme.

— Ecnu Tpebyetcs, 4TobbI hann NpucyTCTBOBAs Ha CEPBEPE B Ka4eCTBE BUPTYaSlbHOr0 HOCUTENS,
LOCTYMHOMO TONMBbKO ANS YTEHNS, YCTAHOBUTE 3TOT (h12XKOK.

— BseguTe yyeTHble paHHble, Heobxoammble XClarity Controller ans ocylwiecTeneHnst goctyna K daniny
B YOQ/IEHHOWN CUCTEME.

MpumeyvaHus:

— XClarity Controller He noggep>xvBaeT NCNOb30BaHNE NPO6ENoB B UMEHN MNONL30BaTeNs, Napone
uwnn URL-appece. Y6eomTech, 4TO HAaCTPOEHHbIe aNs Bxofa Ha cepeep CIFS yyeTHble faHHble 1
URL-agpec He cogep>xaTt npobena B UMeHN Nonb3oBaTens unm napone.

— Ecnu XClarity Controller nopgkntovaetcsa k HTTPS-cepBepy, 0To6parkaeTCsi BCMbIBAOLLLEE OKHO C
nHcpopmaumen o ceptudurkare 6e3onacHocTu, ncnonssyemom cepsepom HTTPS. XClarity
Controller He yoaeTcsa noaTBepanTb ayTEHTUYHOCTb cepTudmkaTa 6€30nacHOCTU.

— JIOKAJIbHO — c¢annoBasa cuctema CIFS:
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— Hawnpgute B cucteme cainn ISO nnu IMG, KoTopbIn TpebyeTcs yCTaHOBUTb.

- Ecnu TpebyeTcs, 4ToGbI haiin NpucyTCTBOBaS Ha cepBepe B KAa4ecTBe BUPTYallbHOrO HOCUTENS,
[JOCTYMHOMO TONMBKO AMS YTEHUS], YCTAHOBUTE 3TOT (DIaXKOK.

LLlenkHuTe Mopgkniountb Bee thannbl RDOC, 4To6bl NoaKNI0YUTE (haif B Ka4eCTBE BUPTYanbHOMO
HocuTens. YTobbl yaanuTe BUPTYaNbHbIA HOCUTESb, LUENKHUTE 3HAYOK KOP3KMHbI Ccripasa oT
NOAKIIIOYEHHOIrO HOCUTENS.

OTaenbHbI MIHCTPYMEHT

Ecnu nonb3oBartensam TpebyeTcsa NOAKNOYUTL YCTPOMCTBa unmn obpassbl (.iso/.img) ¢ nomoLbio XClarity
Controller, oHM MOryT ncnonb3oBaTb OTAENBHYIO YacTb koga rdmount B nakeTe OneCLI. B yacTtHocTw,
rdmount oTkpoeT nogkntodeHme K XClarity Controller n nogkniounT yCTPONCTBO Unn 06pasbl B XOCTE.

rdmount nmeeT cnenyoLLmMin CUHTaKCUC:
rdmount -s ip_address -d <iso or device path> -l <userid> -p <password> -w port (443)

Mpumep nogkntoyeHns danna ISO:

$sudo ./rdmount -s 10.243.11.212 -d /home/user/temp/SLE-15-Installer-DVD-x86_64-RC2-DVD1l.iso -l userid -p password -w 443

YpaneHHbIn gUCK C UCMNOJIb30BaHMEM KnmeHTa Java

B aTom pasnene onncaHo nogkno4eHmne NoKasibHOro HOCUTeENA C NCNoJib3oBaHMEM KJTMEHTa Java.

Mo>kKHO ncnonb3oBaTtb KNMEHT Java anst HasHadveHnst cepeepy CD- unn DVD-gncka, puckosopa anst QNCKeT
n USB-ycTtpoiicTBa hisL-namsaT, Haxo[sLWwerocsi Ha BallemM KOMMboTepe, Mb0 ykasaTb o6pas gncka Ha
CBOEM KOMMblOTEPE OJ1IA UCMOJIb30BaHNA CEPBEPOM. ,D,I/ICK MO>XHO MCNONb30BaThb ONi1A nepe3arpy3kn
(s8arpyskun) cepsepa, 0O6HOBNEHNS KOAA, YCTAHOBKM Ha cepaep HOoBoro N0, a Takxke yCTaHOBKM 1K
06HOBIEHMS ONepaLMOHHON cucTembl cepaepa. MOXXHO OCyLLEeCTBAATbL AOCTYN K YAANEeHHOMY AUCKY. [ncKn
1 06pasbl QUCKOB oTobparkatoTcs B kKavecTBe USB-HakonuTenen Ha cepsepe.

MpumeyaHus: YpaneHHas KOHCONb Java nogaep>XmBaeT ogHy U3 cregyrowmx cpeq Java n MOXeT 6bITb
OTKPbITa, TONbKO ecnn KNneHT HTML5 He 3anyLueH.

1. Cpepa BoinonHeHus Oracle Java Runtime Environment 1.8/Java SE 8 nnn 6onee HoBbIx Bepcuii
2. NoppepxmBaetcsa anctpndytme AdoptOpenJDK OpendDK 8. ¢ HotSpot JVM.

Mpu ncnonssosaHun AdoptOpendDK Heobxoammo ncnonb3oBaTh https://openwebstart.com/ B OSX,
Windows u Linux.

CospaHue ¢anna o6pasa
YT106bI cO3aaTh HOBbLIN halin ob6pasa N3 ykaszaHHOW MCXOAHOW Nanku, BbINOHUTE cneayoLume OencTBus:

1. Haxxmnte Co3paTtb 06pas Ha BKiagke BupTtyanbHble HocuTenu B okHe «KnneHT Java BUpTyanbHbIX
HocuTenen». OTobpasnTcs okHO «Co3aaHne obpasa U3 nanku».

2. Haxxmute kHonky O630p, ceasaHHyto ¢ noneMm UcxoaHas nanka, 4ToObl BbiOpaTh HY>XHYIO UCXOOHYIO
narnky.

3. HaxxmuTe kHonky O630p, cBsizaHHyto ¢ nonieMm HoBbin chann o6pasa, 4Tobbl BbIOpaTh HY>KHbIN hann
obpasa.

4. HaxxmunTe kKHonky Co3spaTb ob6pas.
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https://openwebstart.com/

Create Image from Folder

Create a New Image File From a Source Folder

Source Folder:  Diworks'test_folders

New Image File:  Diworksitest folders.img

Browse

Browse

Create Image

Cancel

Puc. 1. CosgaHne ¢pavina ob6pasa

Bbi6op nogknovyaembiX YyCTPOUCTB

YT106bI NOAKNOYNTL NTOKanNbHbIN 06pag, nanky n CD-/DVD-/USB-guck, BbiNofHWTe chnegyrowmne gencTBus:

Haxxmute BbiGpaTtbh nogkntovyaemMmble yCTPOMCTBA Ha BKNaake BupTyanbHble Hocutenu B okHe «KnmeHT
Java BupTyanbHbIX Hocutenen». OTobpasnTca OKHO «Bblibop noakntoHaeMbiX YCTPONCTB».

Client View

s

Mapped | Read Only Drive

Close

Add Image...

Remove Image

Mount Selected

Map Folder

Scan Drives

Puc. 2. OkHO «BbI60Op rogkIoHaeMbix yCTPONCTB»

MOo>XHO MoJKNIOYUTL NIOKanbHbI 06pa3, nanky n CD-/DVD-/USB-guck, BbINOSIHWB CleQyoLme AeNCTBUS:

¢ lMopgknioyeHne NoKanbHOro o6pasa:
1. Haxxmute kHonky [lo6aBuTb 06pas, HTOoObI BbIGpaTh NOAKIHYaEMbIn 06pas.
2. YctaHoBuTe hnaxkok ConocTasieHo.
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3. MNpu HeobxoaMMoCTK ycTaHoBUTE h1aXkokK ToNnbKo YTeHune, 4ToObl BKITHOUYNTE COOTBETCTBYIOLLYIO

hyHKUWIO.

4. Haxxmute kHonkylogknounTb BbiIGpaHHOE, 1 NTOKasbHbIN 06pa3 6yaeT yCneLHO NOAKIIOYEH.

o

File Tools Virtual Media Help

Virtual Media

Transfer Rate: 0 Kbisec

T e

“ Computer

This PC

View

BE |

(7]

1 [y ThisPC »

v (;‘ | Search This PC

I Favorites
Bl Desktop

‘ Target Drive Mapped To Read Only | Duration ‘

|cDovD len_windows_senver_201..|Yes |oo:00:18

215040/ 0

Read | Write Bytes
s I & Downloads

= Recent places

USB Reset

1% This PC

O select Devices to Mount

Client View

€ Network

Mapped | Read Only|  Drive

Close

vl &) CDIDVD - en_windows_server_2012_

Add Image...

Mount Selected
Map Folder

Scan Drives

8items

Puc. 3. MNogkoyeHne 1okaibHOro oépasa

MoakntoyeHne NoOKanbHON NanNKMu:

!‘ Desktop

‘ 3 Documents

)% Downloads

) Music

i Pictures
t Videos

4 Devices and drives (2)

am Local Disk (C:)
[

> I
S 709 GB free of 99.4 GB

CD Drive (D:)
Bl R3_sss_x64FRE_EN-US DV9

bytes free of 4.23 G

B® Windows Server 2012R2

1. Haxxmute kHonky ConocTaBuTb Nanky, 4To6bl BbIGpAaTh NOKaIbHYO ManKy Ans NOAKIIO4YEHNS.

2. Haxmute KHOI'IKy“OAKﬂIO'-IVITb BblOpaHHoOe, 11 NoKasibHas nanka 6y,u,eT ycneLwHo noakro4yeHa.
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Client View

Mopped | Read Only [ Drive
¥ 5 COOVD - 333333 s0

Close

Add image...

Mabnt Selected

[Clear Map Folder

Scan Dives

Map Fodder CillsersichensunmDeskopiaass l

[ Virkual Media Java Chect 10.104.095.61 - o x [ : I* * | This PC l;|£-|
Fie Tosls Vimsal Meda  Help |
e [E— o
T ThiePC » v & aarch This P -]
Virssal Madia = |
Transter Rate 0 ks 40 Favorites ' Vidcos
B Cesktop
Target Drive Mapg= To Rt Dl Durancs i | Wit Byles 3
Fnmovable Tsk ik tast_iigers i HOOET__ aTZieain l & Downioads 4 Devices and drives (2)
b S heceint phices el Local Diske {C:)
USH Aesat 1 - —
b 1 This PC - tiay
TEST_F=1 (E} E
b i Network - |
|
8 iterna e

Puc. 4. MNogkntoHeHne n1oKabHO narnku

¢ MopkntoueHne CD-/DVD-/USB-pgucka:

1. Haxxmute kHonky CKaHMpoBaTb QUCKM, YTOObLI 06HAPY>XXNTb NogKto4YeHHbIn CD-/DVD- nnm USB-
JONCK.

2. YctaHoBuTe chnaxxok ConocraBneHo.

3. NMpun HeO0B6XOOUMOCTIN YCTaHOBUTE (hNaXkoK TONbKO YTeHUne, YTOOb! BK/IIOYNTE COOTBETCTBYIOLLYHO
DYyHKUMIO.

4. HaxxmuTe KHonkylMogkniounTb BbIGpaHHOE, 1 NIOKaNbHbI 06pa3 6yaeT YCNeLHO NOAKIHOYEH.

o T T R - 4 f = = -
N—— < T Drve Tools This PC [= = [
File Tools Virtual Media Help

“ Computer View Manage 0

[y T ‘3" » ThisPC » v ¢ | [ Search This pC 2|
Virtual Media rw
4 A
Transfer Rate: 0 Kbisec { Favorites
I Desktop Music
Target Drive \ Mapped To \ Read Only \ Duration Read / Write Bytes | Pl
|Removable Disk___|E [Yes |00:00:58 |7.438M 74096 g Ao

=1 Recent places

USB Reset : Pictures

M This PC

- i Videos
€l Network
Client View

Mapped | Read Oniy|  Drive P— 4 Devices and drives (2)
(=) Removable Disk - E: m = Local Disk (C3)
[y r— bl |
‘ S 70.9 GB free of 99.4 GB
Wt  USB(E)
Mount Selected
e -
12.3 GB free of 14,1 GB -
8items  1item selected = =

Select Devices ta Mount

s

Re e

Puc. 5. MNogknroveHne CD-/DVD-/USB-ancka
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B okHe «Bbi6op nogkntovaemMbix yCTPONCTB» 0TOOPaXKaeTCs CMUCOK JOCTYMHbIX AN NOAKII0YEHUSA
JIOKasIbHbIX YCTPONCTB. B 3TOM OKHe oTOGpaXkaloTcs cnegytoLme Nonas n KHOMKu:

¢ [lone ConocTaBneHo CoaepXUT (hJTaXKOK, C NMOMOLLIbIO KOTOPOIro MOXKHO BblGpaTh YCTpOoNCTBa Osist
MOAKIIOYEHUS U COMOCTAaBJIEHNS.

¢ [lone TonbKo YTeHMe coaep XnUT HNaxKokK, C MOMOLLBIO KOTOPOro MOXXHO BbiOGpaTb COMOCTaBMEHHbIE U
NoAKIOYEHHbIE YCTPONCTBA, KOTOPbIE Ha XOCT-cepBepe OyaAyT [OCTYMHbI TONIbKO A1 YHTEHUS.

e B none AMnck oTobpaxkaeTcs nMyTb K YyCTPOWCTBY Ha JTOKANIbHOM KOMIMbIOTEPE.
e HaXmMuTe KHOMKY 3aKpbITb, YTOObI 3aKPbITb OKHO «Bbl6Op Nogknto4aeMbix yCTPONUCTB».

¢ HaxxmuTe kKHoMky Jlo6aBuTb 06pas, 4ToObl HaNTK hainn obpasa Ha guckeTe unu dann obpasa ISO B
JIOKanbHoOM hannoBomn cucteme, KOTopbIi TpebyeTcs 406aBNTb B CNINCOK YCTPOWCTB.

e HaxxmuTe KHOMKY YaanuTb o6pas, 4To6bl yaanuTb obpas, Ao6aBneHHbIN B CIMCOK YCTPONCTB.

¢ HaxxmuTe kHonky MopgkniounTb BbIGPaHHOE, YTOObLI MOJKIOYMTL UM COMOCTaBUTL BCE YCTPONCTBA,
NMOMeYeHHbIE Ans NOJKMIOYEHNS UK comnocTasneHus B nosie ConocraBneHHbIe.
MpumevaHue: [Nanka 6yneT NogkoYeHa B Ka4ecTBe AOCTYMHOM TOSIbKO AN YTEHNUS.

e Haxmute KHoMnky CKaHMpoBaTb AUCKWU, HTOObI OBGHOBUTL CMMUCOK JIOKaSIbHbIX YCTPONCTB.

Bbi60p OTKNIO4YaeMbIX YCTPOUCTB
YTO6bI OTKNIOYNUTL YCTPOWCTBA OT XOCT-CepPBEPA, BbINONHUTE CrnefyloLLe AeNCTBUSA:

1. Haxxmnte OTKNOUNTL BCE Ha BKNaake BupTyanbHble HOcUTenun B okHe «KnueHT Java BUpTyasibHbIX
HocuTenen».

2. MNocne Bbl6opa BapnaHTa OTKNOYUTL BCe OTOOPA3NTCS OKHO NoATBeEpXKAeHMs aencteuns. lNocne
noaTBEPXXOEHNSI BCe YCTPONCTBA XOCT-cepBepa 6yayT OTKoYeEHbI OT cepBepa.

npumeqal-me: HeB0O3MOXXHO OTKNOYaTb OUCKN MO OHOMY.

B virtual Media Java Client 10.104.195.61 — O x
File Tools [ Virtual Media | Help
Create Image ...
Unmount All
Virtual Me| 4" Map CD/DVD ...
v" Map Removable Disk ... 0 HKbisec
Target Drive Mapped To Read Only Duration Read / Write Bytes

CDIDVD
Remowvable Disk

5B Reset

Puc. 6. OTKo4YnTb BCe

Mpo6nembl ¢ NnogKN4YeHNEeM HocuTenemn

BocnonbayiiTeck MHdopmauyeli U3 aToro pasgena Aans ycrpaHeHns npo6nem ¢ NogkntoHeHneM HocuTenei.
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Mpwu ncnonbsoBaHun cepTucmkaTros 6e3onacHoOCTN, co3aaHHbIx Microsoft IS, B npouecce nogknioyeHms
MOryT BO3HVKaTb OWMOKN. B 3TOM cny4yae 3ameHuTe cepTudukat 6€30nacHOCTN HOBbIM CEPTUDMKATOM,
cosfaHHbIM ¢ nomoLpto openssl. Mpu aToM co3panHbin PFX-daiin 3arpy>xaetcs Ha cepsep Microsoft IIS.

Hwxe npusegeH npumep co3gaHnsa HOBOIoO cepTudmnkaTa 6e30nacHOCTM C MOMOLLLIO openss| B
onepaunoHHol cucteme Linux.

$ openssl
OpenSSL>

$ openssl genrsa 1024 > serverkey
Generating RSA private key, 1024 bit long modulus

e is 65537 (0x10001)

$ openssl req -new -key serverkey > server.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some hlank

For some fields there will be a default value,

If you enter "', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:BJ]

Locality Name (eg, city) []:HD

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Lenovo
Organizational Unit Name (eg, section) []:Lenovo

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:LNV

$ ls
server.csr server.key

$ openssl req -x509 -days 3650 -key serverkey -in server.csr > server.crt
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:BJ

Locality Name (eg, city) []:B]

Organization Name (eg, company) [Internet Widgits Pty Ltd]:LNV
Organizational Unit Name (eg, section) []:LNV

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

$ s
servercrt servercsr serverkey

$ openssl pkcsl12 -export -out server.pfx -inkey serverkey -in server.crt
Enter Export Password:
Verifying - Enter Export Password:

$ ls
servercrt servercsr serverkey serverpfx
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Bbixoa u3 ceaHca yaaneHHON KOHCON

B aTom pasnene onncaHo 3aBepLleHne ceaHca yp,aneHHO|7| KOHCOJN.

YT06bI 3aBEPLUNTD CEaHC YAaneHHOW KOHCOMW, 3aKPONTE OKHA YAaNeHHOW KOHCOMM 1 ceaHca BUPTYallbHbIX
HocuTenen.

3arpys3ka XKypHana faHHbIX Mo 06Cny>XNBaHUIO

Bocnonb3yintech nHgopmMauuein s aToro pasgena gna céopa nHpopmarmm 06 06Cny>XxnMsaHnm Ballero
cepsepa Kak npasuno, 3To Npoueaypa BbiNONHSAETCS TOMNbKO MO 3anpocy crieumanncTa no o6¢ny>XmBaHuio B
npoLecce ycTpaHeHUsi NPo6ieM C CEPBEPOM.

Ha pomawHen ctpaHuue XClarity Controller wenkHnTe napameTtp XKypHan o6¢cny>XuBaHust B pasgene
BbicTpoe gencteue 1 BbibepuTe XKypHan AaHHbIX N0 06CAYXXUBaHUIO.

o ymon4aHuio B XXypHane 06Cny>XMBaHUsa cogep kaTtcs crnegyowmne gaHHble: CBEAEHNS O CUCTEME, AaHHble
WHBEHTapU3auumn CUCTEMbI, HopMaLmsa 06 NCNosib30BaHNN cuctemsl, Tabnuua SMBIOS, aaHHble YTeHus
[aTyunKoB, XXypHan cobbituin, kntod FOD, kntoy SLP, koHdurypauma UEFI n kondurypaumsa XClarity
Controller 2.

Mo>XHO HaBecTU yKasatesb Mbill Ha napamMeTp «OcHoBHas VIHCbOpMaLI,I/IFI>> N WEeNIKHYTb B niasaroLllemMm OKHe,
YTOObI yBUOeTb HEKOTOPbIE anKTVI‘-IeCKI/Ie OaHHble Onsa sKcnopTa.

XOTs1 OCHOBHas I/IHCbOpMaLI,I/IFl SABNSIeTCSA 0653aTENbHON, MOXXHO SKCNopTMnpoBaThb cnenywLuine ceefeHns:

e CeteBble napameTpbl (IP-agpec, nvsi xocTa)

e TenemeTpuyeckue faHHble (3a 24 yaca)

e J>XypHan ayguta (copep>kaLiuin UMsi nonb3oBaTens)
e DKpaH nocnepHero c6os

Haxxmure KHOMKY 3KCI'IOpT, YTOOLI CKa4aTb JKypHan gaHHbIX No O6CJ'Iy)KI/IBaHI/HO.

Mpouenypa c6opa AaHHbIX MO 06CNY>XUBAHWIO U NOAAEPKKE MOXKET 3aHSITb HECKONBbKO MUHYT. dain 6yaeT
COXpaHeH B Ballly nanky «3arpysku» no ymondaHuto. MNpu Bbibope nMeHu daina ¢ gaHHbIMU No
obcny>XnBaHMo Heob6xoaMmo cobnopaTb cneaytowme npasuna:<machine type and model> <serial number> _
xcc_mini-log_<date>-<time>.zip

Hanpumep: 7X2106Z01A_2345678_xcc_mini-log_170511-175656.zip.

Momumo popmarta zip, AaHHbIE MO O6CNY>KMBAHNIO MOXXHO CKayaTtb B opmaTe tzz C MOMOLLbIO (PYHKLMN
MpocmoTp ucropuu.... [insg nogrotosku garna B hopmare tzz TpebyeTcs HEKOTOPOE BPeEMSsI, MOITOMY
chaiin B aTOM hopmate He ByAeT oTobpaxKaTbCs cpady nocre akcnopTa zip-danna. dopmart tzz ncnonbsyet

APYroi anropuTM CXXaTusi 1 MOXET U3BNEKaTbCH C MOMOLLbIO CNy>ke6Hol NporpaMMbl, Hanpumep |zop.

®yHKUNA MPOCMOTP UCTOPUM... TAK)KE COXPaHSAET HEAABHO SKCMOPTUPOBAaHHbIE XKYPHanbl 06CTY>KMBaHNS.

CBoucTBa cepBepa

Bocnonb3yiitecb MHdopmaLeii U3 3Toro pasgena, YTobbl U3MeHNTb UK MPOCMOTPETL COOTBETCTBYIOLLIME
CcBolicTBa cepBepa.
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HacTpoiika MecTonosno)XXeHusi U KOHTaKTOB

BocnonbayiiTeck MHdopmauyeli U3 aToro pasgena, Ytobbl HACTPOWTb PasNNYHbIe NapaMeTpbl, MOMoratoLme
NOeHTUPULMPOBATL CUCTEMY O/ NMepcoHana rno 3KCryaTauymn 1 NoaaepxKe.

Bbibepute CBoiicTBa cepBepa B pasaene KoHdurypauusa cepBepa, 4ToObl HACTPOUTL CBEAEHUS
MecTonono>XeHust U KOHTaKTbl.

KoHTakT
lNosBonseT ykasaTtb UMS U HOMep TenedoHa nmua, K KOTopoMy crieqyeT obpallartbcs npu
BO3HNKHOBEHUN np06ne|v| B CCTEME.

MpumevaHue: 370 Nose coBnagaeT ¢ nonem «KoHTakT» B KOHurypauumn SNMPv3 un siBnsieTcs
Heob6xoaMMbIM ans Bkto4eHnst SNMPv3.

Umsa cTorkn
MNosBonseT ynobHee HanTK cepBep bnarogaps yKasaHuo CTOMKN, B KOTOPOW OH HaXo4uTCS.

MpumeyaHue: 370 Nosne He ABNSETCA 06s3aTeflbHbIM U HE HacTpamBaeTcs Ha yane Flex.

Homep nomelyexHus
MNossonseTr yp,o6Hee HanTn cepBep 6naro,u,ap$| YKa3aHuto nomMeLlleHnaA, B KOTOPOM OH HaxoguTcA.

3paHue
Mo3BonseT ynobHee HaliTK cepBep 6narogaps ykasaHuio 34aHus, B KOTOPOM OH HaxXOAUTCA.

Cambliii HWKHUA U
Mo3BonsieT ynobHee HaTK cepBep 6narofgaps yKasaHuto NosIoXKEHUs B CTOMKE.

Mpumeyanue: 9710 none He ABRsSIeTCS 06513aTENIbHBbIM U He HacTpanBaeTCA Ha y3ne Flex.

Anpec

Mo3BonseT ykasaTb NOJHbIN NOYTOBbLIN aapec PacrofioXXeHMs cepBepa.

MpumeyaHue: ocne BBOAa COOTBETCTBYIOLLEN NHPOPMALMN OHa OTOBPA3NTCHA OLHON CTPOKON B none
PacnonoxeHue pasgena SNMPv3 n Ha gomaluHeli ctpaHuue XClarity Controller.

HacTtponka Tanm-ayToB cepBepa

Bocnonb3yinteck nHgopmauuel n3 aToro pasgena, YHrobbl HACTPOUTb TaM-ayThl ANA cepBepa.
OTn TaM-ayTbl MICNOSBL3YIOTCS OJ19 BOCCTAHOBNEHNS paboThl 3aBUCLLErO cepBepa.

Bbi6epuTe CBolicTBa cepBepa B pasaene KoHdurypaums cepeepa, 4ToGbl HACTPOUTL TaliM-ayThl
cepBepa. [ocTynHbl Ans BbiGopa creayoLlme TaliM-ayThbl cepBepa:

Watchdog OC
Watchdog OC mncnone3dyeTcsa ans MOHUTOPUHIa onepaumoHHON CUCTEMbI, YTOObI n3bexaTtb ee
3aBucaHus. [ns ncnonb3oBaHns aTon yHKUMK Tpebyetcs nHtepdenc Ethernet yepes USB.
MogpobHble cBeneHnst cM. B paspene «HacTpoiika nHrepderica Ethernet yepes USB» Ha cTpaHuue 34.
XClarity Controller o6paLyaeTcs K onepaLoHHON CUCTEME C MHTEPBAJIOM, HACTPOEHHbLIM B NapameTpe
Bpemsa Watchdog OC. Ecnv onepaumoHHasa cuctema He oTBeYaeT [o crefytroLeint nposepku, XClarity
Controller ncxopnt us Toro, 4To onepaumnoHHas cuctema 3asucna. XClarity Controller pukcupyet
COLEepP>KMMOE CEPBEPHOIO ANCMNes, a 3aTeM nepesarpy>xaeT cepsep B NornbITKe BOCCTAHOBUTb €ro
paboTy. XClarity Controller nepesanyckaeT cepBep TONbKO 0AnH pas. Ecnu onepaunoHHasa cuctema
NPOAOMKaeT 3aBucaThb rnocne nepesarpysku, BMECTO TOro YTOoObl HEMPEPBLIBHO NepesarpyxaTb cepsep,
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OH 6yfeT OoCTaB/eH B 3aBUCLUEM COCTOSAHUN, YTOObI MOXXHO ObINI0 N3Y4YUTb N YCTPaHUTL Npobnemy.
Y1066l cHoBa BktounTh Watchdog OC, BbikntounTe cepBep 1 BKAKOUUTE ero CHoBa. YTo6bl BKNIOYNTD
Watchdog OC, BbibepuTe nHTEPBaN U3 packpbiBatoLerocst MeHto BpemeHn Watchdog OC 1 Haxxmute
kHornKy MpumeHnTb. Y106k BhiKMtounTh Watchdog OC, Bbibepute HeT B pacKpbiBatoLLLEMCSt MEHIO
BpemeHn Watchdog OC.

Watchdog 3arpy3uunka
Watchdog 3arpysuunka oTcnexunsaeT nHtepsan Mexay BbinonHeHnem POST u Havanom paboThl
ornepaunoHHon cucteMsl. [1ns ncnonb3oBaHUs 3Ton yHKUMK TpebyeTcs nHtepdeinc Ethernet yepesa
USB. lNoppo6Hble cBeaeHus CM. B pasgene «HacTtpolika nHTepdeica Ethernet uepea USB» Ha
ctpanuue 34. Kak Tonsko BeinosniHeHne POST 3aseplueHo, XClarity Controller 3anyckaet Tanmep u
HauMHaeT obpallaTbCs K ornepaumoHHon cucteme. Ecnu onepaumoHHas cuctema He oTBE4HaeT B
TeYeHne BpeMeHN, HacTpoeHHoro B napameTpax Watchdog 3arpysuyunka, XClarity Controller
npegnonaraet, 4to 3arpy3ka OC 3asucna. XClarity Controller nepesarpy>xaeT cepBep B NOMbITKE
BocCTaHoBUTL ero paboTy. XClarity Controller nepesanyckaeT cepBep TOSIbkO Of4MH pa3s. Ecnu 3arpyska
onepaLVoHHON CMCTEMbI MPOJOIIKAET 3aBMCaTb MOCHE Nepesarpy3ku, BMECTO TOFO YTOObI HEMPEPbLIBHO
nepesarpy>xaTtb cepsep, OH 6yAeT OCTaBfieH B 3aBUCLLEM COCTOSHMU, YTOObI MOXXHO 6bINO U3Y4UTb U
ycTpaHuTb npobnemy. Watchdog 3arpyadrka BKoHaeTcs CHOBA, €CMN BbIKIOUYUTL Y CHOBA BKIIOUNUTL
cepBep 1NN ecnn cepeBep YCneLLHOo 3arpy>aeT onepaunoHHyo cuctemy. HYTobbl Bknounte Watchdog
3arpys4vka, BblbepuTe nHTepBan u3 packpsisatoLlerocs MeHto Watchdog 3arpysuvka n HaxmuTte
kHorKy MpumeHnTb. YTO6HI BhIKNIOUNTL Watchdog 3arpysuvnka, Beibepute HeT B packpbiBatoLLiemMcs
mMeHto Watchdog sarpy3s4umka.

BknioyeHune 3aep>XKU BbIKJIIOYEHUS MUTAHUSA
B none «3agep>kKa BbIK/IOYEHWS MUTaHUS» YKaXKUTE Nepuog, (B MUHyTax) 0XXKngaHus nogcrucTeMonm
XClarity Controller Bbikno4eHNsi onepauyioHHON CUCTEMbI Nepes NPUHYQNTENbHBIM BbIKITIOYEHVEM
nuTaHus. YTobbl 3aaaTb 3HAYEHNE TaliM-ayTa 3afepP KK BbIKIIIOYEHUSA NMUTaHKS, BbiIGEpUTE UHTEPBAanN
BPEMEHU U3 PaCKpPbIBaIOLLErOCS CNUCKa U HaXXMUTe KHONKy MpumeHnTb. YT0o6b! BbIKNIOYATD
NPUHYOUTENIbHOE BbIKMoYeHe NuTaHus koHTposnepa XClarity Controller, BbibepuTe HeT B
pacKpbIBarOLLEMCS CMCKE.

Coo6LeHne Npy HapyLLeHUN

Bocnonb3yinTtech MHopMaumnel s aToro pasgena, 4Htobbl COCTaBUTb COOOLLEHNE, OTOOPaXKaemoe npu
Bxoge nosib3osatens B XClarity Controller.

Bbi6epute CBoncTBa cepBepa B pasaene KoHdurypaumsa cepsepa. Bocrnonb3yintecb napaMeTpom
Coo6LeHre nNpu HapyLweHnn, YTo6bl HACTPOUTb COOBLLIEHNE, OTOBPaKaeMoe AJ1si NoSib3oBaTeNs.
SaBepLIJVIB BBOL OAaHHbIX, HAKMNTE KHOMKY anIMeHVITb.

TekcT coobLyeHnst oTobpaxkaeTcs B o6nacTtu «CoobleHne» ctpaHuupl Bxoga B XClarity Controller, korga
Nosib30BaTeSb BbIMOJIHAET BXO4, B CUCTEMY.

YcTtaHoBKa gatbl u BpemeHun Ha XClarity Controller

MHdopmaumsa n3 aToro pasgena noMOXXeT MOHATb HACTPONKu gaTel n BpemeHn XClarity Controller.
MpepocTaBnaoTca MHCTPYKLMK No HacTpolrike aatbl 1 BpemeHn XClarity Controller. data n spemsa XClarity
Controller ncnonb3aytoTcsa ans gob6asneHns OTMETOK BPEMEHU KO BCEM COObITUSIM, BHECEHHBIM B XKYpHa
CO6bITUIA, 1 OTNPABASEMbIM OMOBELLIEHNSIM.

Ha pomawHen ctpaHuue XClarity Controller wenkHuTe 3Ha40K 4acoB B BEPXHEM MpaBOM Yriy, YTOObI
NPOCMOTPETL Unn namenHuTb Aaaty 1 spems XClarity Controller. ¥ XClarity Controller HeT co6CTBEHHbIX HacoB
peasibHOro BpemeHn. Mo)XHO HacTpouTb CHXpoHU3auuto aatbl 1 BpemeHn XClarity Controller ¢ cepsepom
NTP (npoTokona ceTeBoro BpeMeHM) v ¢ 060pyLoBaHNEM HaCoB pPealibHOro BPEMEHU cepBepa.
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CuHxpoHusauusi c NTP
BbinonHuTe cnepytowme waru ans cuHxpoHnsaumm 4acos XClarity Controller c cepsepom NTP:

¢ Bribepute CuHxpoHusnpoBaTtb Bpemsi ¢ NTP 1 ykaxxnte agpec cepepa NTP.

® HaXmuTe 3HaYOK «+», YUTOObI yKasdaTb JONONHUTENBHbIE cepBepbl NTP.

* YKaXuTe )Kenaemyto nepnognyHocTb cuHxpoHuaauum XClarity Controller c cepsepom NTP.
¢ Bpewms, nonydeHHoe ¢ cepaepa NTP, ykasaHo B popmate UTC.

— Ecnu tpebyetcs, 4tobbl XClarity Controller koppekTmupoBan Bpems 1 gaTy 418 Ballero pernoHa,
BblGEPUTE B PACKPbIBAIOLLIEMCS MEHIO CMELLIEHNE YaCcOBOro Nnosica AJisi Ballero s3bIkoBOro ctaHgapTa.

— Ecnu B Bawem pacnonoXXeHnn D,eIZCTByeT NneTHee BpemM4, yCTaHoBUTe CbJ'Ia)KOK ABTOMaTH4YECKUN
nepexop Ha neTHee Bpemsi U 06paTHO.

e 3aBepLUnB BHECEHWE N3MEHEHMI B KOHDUIYpaLIMio, HAXXMUTE KHOMKY MpumMeHuTb.

CMprouusauvm C XOCTOM

Bpewmsi Ha 060pyoBaHMM HacoB peasibHOro BPEMEHN cepBepa MOXKET ObITb yKadaHo B hopmarte UTC unun
y>Ke NepeBefeHo N COXpaHeHo B hopmaTe MECTHOIO BpeMeHW. HekoTopble onepaurioHHbIE CUCTEMBI
COXPaHSAIT BpeMsi HacoB peanbHOro BpemeHu B popmare UTC, gpyrue — B popmate MECTHOrO BPEMEHM.
Yachkl peanbHOro BpeMeHU CepBepa He YKasblBatoT, B KaKOM chopMaTe coxpaHeHo Bpems. CnegoBaTtensHo,
ecnu XClarity Controller HACTpPOEH Ha CMHXPOHU3ALMIO C YacamMmn peasibHOro BPEMEHW XOCTa, NONb30BaTeNb
MOXXET BblbpaTb, kak XClarity Controller 6yaeT ncnonb3oBatb BpeMsi 1 faTy, NoJly4eHHbIE OT YacoB
peanbHOro BPEMEHMN.

¢ JlokanbHoe (Hanpumep: Windows): B aTom pexxmume XClarity Controller pacueHnBaeT Bpems 1 gary,
NnoJsly4eHHbIe OT YacoB peanbHOrO BPEMEHW, KaK NTOKanbHOE BpeMS B COOTBETCTBYHIOLLEM HaCOBOM Mosice
1 NepexooM Ha NeTHee BPEMS, ECNN TaKOBOW OCYLLIECTBNAETCS.

e UTC (Hanpumep: Linux): B atom pexxume XClarity Controller pacueHnBaeT Bpems 1 garty, Nofny4YeHHble OT
4YacoB peanbHOro BpemeHu, Kak Bpems B popmate UTC 6e3 yacoBoro nosica unu nepexoga Ha netHee
BpeMmsl. B aToM pexxume MOXXHO KOPPEKTUPOBATL BPeEMSs U AaTy ANl CBOEro permoHa, Bbibnpasi B
packKpblBaKOLLEMCSH MEHIO CMELLIEHE YaCcoBOro nosica AJ1si Ballero s3bIKkOBOro ctaHaapTa. Ecnuv B Bawem
pPacnofioXXeHn AeiCTBYET NETHEE BPEMS, MOXKHO TakK>XXe YCTaHOBUTb (hriaxkok ABTOMaTU4ECKUM
nepexop Ha neTHee Bpemsi U 06paTHO.

i 3aBep|.|.||/|B BHECEHNE NU3MEHEHUI B KOHd)I/II'ypaLLI/IPO, HaX>XMUTE KHOMKY anMeHMTb.

MpumeyaHus:

¢ Korga BbINOSHAETCH NEPEXof Ha NIeTHee Bpems, Nobble AelCTBUS, 3aniaHpOBaHHbIE AN1S1 BbINOSIHEHNS
koHTponnepom XClarity Controller B uHTepBane, korga 4acbl NepexofdAT Bnepes, He BbINOJIHAOTCS.
Hanpumep, ecnn HavanbHoe netHee Bpemsi B CLLIA — 2:00 yTpa 12 mapTa, a TO unm nHoe AencTeme ¢
nuTaHvem 3annaHuposaHo Ha 2:10 yTpa 12 mapTa, 3TO AeliCTBME BbINMOMHEHO He ByaeT. Kak TonbKo
HacTynuT 2:00 yTpa, XClarity Controller cuntaeT HacTynusLlee Bpems Kak 3:00 yTpa.

¢ 1aMmeHUTb HacTpolikn aatbl 1 BpemeHun XClarity Controller B Flex System HeBo3MOXXHO.

HacTtpouka pambi D3
MHdopMaums n3 aToro pasgena noMoXXeT pasobpaTtbcs B HacTpoikax pambl D3.
ns npocmoTpa nHdopmauun o pame D3, HaxxmuTe Pama B pasgene KoHdurypauus cepsepa.
CBepneHusa o pame
B aTom pasgene otobpaxkaeTcs MHopMauus o pame, BKtoyas ugeHtudukatop UUID, cepuiiHbin

HOMep, TN KOMMbIOTEPA 1 BEPCUI0 MUKPOMPOrpaMMbl. 30eChb TakxKe 0TOOpaXKaroTcs cBeAeHnsi 06
y3nax, Bkntoyasa popmMm-dakTop, ctatyc nutaHus n IP-agpec.
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MpumeyvaHus:

¢ HaxmunTe kHornky C6pocuTb/MepeycTaHOBUTL PSAOM C COOTBETCTBYHOLLMM Y3/10M, YTOGbI
nepesanycTuTb y3eN U1 cMoaenmpoBaTth (hU3MYECKYIo NepeyCcTaHoBKY y3na.

* Tonbko y3en cTopoXka MOXeT copachlBaTh UK NepeycTaHaBNnBaThb Apyrue yanbl.

O6HOoBEHNE MUKPONPOrpaMmbl pambl
B aToMm paspgene nokasaHa Bepcusi Mukponporpammbl Mogynein PSU n PsoC pambl; 34ech Xe MOXXHO
O6GHOBUTb MUKPOMPOrpaMmy 3TUX KOMMOHEHTOB.

MpumeyaHue: BbinonHATL 3T OOHOBAEHNS MOXET TOJIbKO y3€e CTOpOXKa.

Ponb cTopoxxa pambl
B aTom pasgene otob6pa)karoTcsi HACTPOLKM Bbibopa CTOPOXKa pambl.

MpumeyvaHus:

¢ BribepuTe Y4acTBOBaTb B POJIM CTOPOXXa paMbl, YTOObI y3€1 MOI y4acTBOBaThL B NpoLecce Bbibopa
cTopoxa. Ecim nocTosiHHBIM CTOPOXKEM HasHa4veH Apyroi ysen, npoLecc Bbibopa OCyLLeCcTBASETCS
TONbKO B TOM CJly4ae, eC/iv 9TOT y3€es OTCYTCTBYET.

e Ecnu Bbl XOTUTE, YTOObLI CTOPOXXEM OblS1 TOSIbKO OOUH y3en, BblibepuTe HasHaunTb 3TOT y3en
MOCTOSIHHbIM CTOPOXXEeM pambl. B 3TOM crny4dae BbicOKast [OCTYNHOCTb POMN CTOPOXXa
obecneunBaTbCsa He 6yaeT. Ecnv NOCTOsIHHBIN y3en CTOpoXKa B pame OTCYTCTBYET, OyaeT
OCYLLIECTBNSITLCS NPOLECC BbIGOPA CTOPOXKA, B XO4€E KOTOPOro 6yaeT BbibpaH creaytoLmi
NoaXoOsALLMNIA CTOPOXK.

UcTopus o6cnyxusaHusi pambl

B uctopum o6cnyxmBaHnst pambl XpaHATCA 3anuciy 0 [ob6asneHnn y3os B pamy 1 yaaneHnn y3nos nu3
Hee, a TakXXe CBEAEHNS O NEPEXOAE POJIM CTOPOXKA C OAHOrO y3na Ha APYroiA.
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NnaBa 6. HacTtpownka xpaHunuwa

Bocnonb3syintecb nHopMaumei s 3Tol rnasbl, HTOObI MOHATL AOCTYMNHbIE NapaMeTpbl KOHUrypaLmm
XpaHunua.
Mpu HacTpoiike XpaHunuLLa AOCTYMNHbI CrieayloLlme napameTpbl:

e [logpo6Ho
e Hactporika RAID

CBepeHus o maccuBe RAID

Bocnonb3yintech MHopMauuel ns aToro pasgena, 4tobbl NCMonb3oBaTh PYHKLMIO MOMYYEHNS CBEAEHWIN O
maccuse RAID.

OT1a hyHKUMSA oTobpaxkaeT cBefeHnst 0 U3NYECKO CTPYKTYpe N KOHUrypaumum yCTPONCTB XpaHeHus!
OaHHbIX, a TaKXKe MHopMaumio 06 UX PacrnofioXXeHW, MPOU3BoaUTENe, Ha3BaHNN NPOAYKTA, COCTOSAHMM,
€MKOCTU, UHTepdeiice, HocuTensax, hopm-akTope 1 NPoYMe CBEAEHMS.

HacTtpounka RAID

Bocnonb3yintech nHgopmMauuen s aToro pasgena, 4Hrobbl BeiNnoaHUTL hyHKLMK No HacTpolike RAID.

Bocnonb3yiiTeck nHgopmaumel n3 3Toro pasgena s npocMoTpa U HaCTPOMKM MyoB NamsTw,
COOTBETCTBYIOLLMX BUPTYasbHbIX AUCKOB 1 Anckos ans agantepa RAID. Ecnu cuctema BbiknioveHa,
BKNIOYNTE ee, 4TOObI MpocMoTpeTh ceefeHnst o RAID.

MpocmMmoTp U HacTponKa BUPTyasibHbIX QUCKOB

BocnonbayiiTeck MHopmauyeli U3 3Toro pasgena Anst NpocMoTpa 1 HaCcTPONKU BUPTYasibHbIX ANCKOB.

Korpa Bbl BolbupaeTe komaHay Hactpoutb RAID B pasgene Kondurypauus cepsepa, BbIMOHAETCA
nepexop Ha Bknagky KoHdurypauus maccmsa, a CyLecTByoLNE BUPTYyalibHblE OUCKM OTOBpaxXaroTcs no
ymMon4aHuio. Jlornyeckne gUCKu CopTUpYyHOTCH NO MaccuBaMm ANCKOB 1 KOHTposnepaM. OTobpaxkatoTcs
noapo6bHble CBeAEHUS O BUPTYyaslbHOM QUCKeE, Takme Kak pasmMep 611okKa YepenoBaHus BUPTYarbHbIX AUCKOB
N 3arpy’>xaemble CBeAEeHUS.

Y106bI HacTpouTb NapameTpbl RAID, wenkHuTe BKNOYNTb peXxnm peaakTupoBaHuA.

B pexxvme pefakTMpoBaHnsi MOLLHO LLESKHYTb MEHIO AENCTBUA KOHTPOIIEPA, MPOCMOTPETb
CyLLeCTBYlOLLME U cO3aaTb HOBblE BUPTYanbHble guckn RAID.

B MeHto gelcTBMiA KOHTPOJINIEPa MOXXHO BbIMOJIHUTL Cleaytowmne LencTBus:

Ouuctutb KoHdurypauuio RAID
OunaeT BCo KOHUIrypaumio 1 Bce AaHHble Ha BbiIGpaHHOM KOHTPOJINEpPeE.

YnpaBnsatb BHEWHen KOHburypaumen
MmnopTupyeT niobble 06Hapy>XXeHHbIe BHELLHNE ANCKW. BHELWHWn ANCK — 3TO ANCK, MepeHECEeHHbIN B
Tekywmin KoHTponnep RAID us gpyron koHgurypaumm RAID

MpumeyaHue: Ecnu BHeELLHME OUCKN HE 06Hapy)KeHbI, Bbl MOJly4nTE COOTBETCTBYIOLLIEEe yBeAOMIIEHNE.
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CeefeHuns o TekyLmx BupTyasbHbix agnckax RAID ons onpefeneHHoro KOHTposiepa oTobpaxkatoTcs Kak
COOTBETCTBYIOLLME «KAPTOYKM BUPTYasnbHbIX ANCKOB». Ha KaXXoon KapToyke oTo6paXKaeTcs Takas
NHopmaums, Kak UMsl, CTaTyc, EMKOCTb U OENCTBUS BUPTyanbHbIX AUCKOB. LLIenkHyB 3Ha4yoK KapaHgalua,
MOXXHO pefAaKkTUpoBaTh 3Ty MHOPMaLMIO, a LENKHYB 3HaY0K KOP3UHbI, — YAANUTb «KapTO4Ky
BMPTYyaJibHbIX OANCKOB».

Mpumeyvanue: V3amMeHNTb eMKOCTb 1 ypoBeHb RAID HEBO3MOXXHO.

Ecnu WwenkHyTb HasBaHne BUPTYalibHbIX AVICKOB, 0TOOPa3NTCS OKHO CBONCTB BUPTYasbHbIX AUCKOB.

YT106bI CO3AaTb HOBbLIV BUPTYasbHbI Auck RAID, BbINONHUTE OENCTBUS HUXE:

MpumeyaHue: Ecnu mecTa 4ns XpaHeHusi He 0CTanoch, CO34aTh HOBbIN BUPTYasibHbIA QUCK He yaacTcsl.

1. BbiGepute AUCKUN unu ANCKOBbIA MaccuB CO CBOGOAHDBIM NPOCTPAHCTBOM AN XpaHeHUusA

a.

b.

Mpu cospgaHumn BUPTYanbHbIX ANCKOB B HOBOM OUCKOBOM MacCuUBe HEOO6XOAMMO yKa3aTb YPOBEHb
RAID. Ecnun HegocTaTo4HO ANCKOB ANd Bbi6opa 1 Bbl HAXKMMaeTe KHOMKY [anee, To nog nonem c
yposHeM RAID oTob6paxkaeTcs coobLueHne 06 oLLnbKe.

Lnst HekoTopbIx ypoBHel RAID Heob6xoammo ncnonb3oBaTh guanasoH. CyuectsyeT MUHUMAaNbHOE
KONMM4YeCTBO OUCKOB, KOTOPbIE AOMKHbI MPUCYTCTBOBATL B Auana3oHe.

1) B Taknx cutyauusix B Be6-nHTepderice no ymonyaHuio otobpaxxaetcs [inanasoH 1.

2) Bbibepute UCKM 1 HXXMUTE KHOMNKY [l06aBUTb 31€MEHT, 4TOOb! 06aBUTb ANCKMN B
AvanasoH 1. Ecnu B pasgene [inana3oH 1 HeOCTaTO4HO OUCKOB, OTKIIIOYMTE CChINKY
Jo6asuTb gnanasoH.

3) LLienkHnTe fJo6aBUTb guana3oH, 4Tobbl 0o6aBNTbL Juana3oH 2. Buibepute OUCKN N HXKMUTE
KHOMKY Jlo6aBUTb aNIeMeHT, 4TOObl [,06aBUTb aN1IEMEHTLI B [iuanasoH 2.

4) LLenkHnTe [lo6aBUTb 3N1I€MEHT, YTOObI 406aBUTb ANCKN B NOCNegHUn gnanasoH. Ecnn
TpebyeTcsa cHoBa A4o6aBuTb oUCKM B [inanasoH 1, Heo6XxoaumMo LenkHyTb [mana3oH 1 v
BblGpaTb ANCKKN onsa gobaeneHns B juanasoH 1.

5) Ecnun Konn4ecTtso guana3oHoOB fOCTUINO MakKCnMyma, OTKJTIOHUTE CCbIJTKY Ao6asutb
Anana3oH.

YT06bI CO3aaTh BUPTYasbHbIe ANCKM B CYLLECTBYIOLLIEM MACCUBE ANCKOB, HEOGXOAMMO BblGpaTh
MacCcuB AVCKOB CO CBOBOAHON €MKOCTbIO.

2. Co3paHune BUPTYyasbHbIX QUCKOB

a.

d.

Mo ymMmon4daHuto cospaunTte BI/IpTyaJ'IbeIVI ONCK, I/ICI'IOJ'IbByIOLLI,IAIZ BCHO OOCTYMHYKO eéMKOCTb AN
XpaHeHus. 3Ha4vokK AO6aBVITb HeaKTnBEH, eC/ NCMNoJsib30BaHa BCA EMKOCTb OJ1d XpaHEHUA. Mo>xHO
LLeSIKHYTb 3Ha4Y0K KapaHgalua, YTOObI UBMEHUTbL EMKOCTb UK npyrune CBOWCTBA.

Korpga Bbl oTpegakTupyeTe nepBbli BUPTyallbHbI OUCK Tak, YTOObl MCNOMIb30BaTh HE BCIO EMKOCTb
ONa XxpaHeHus, 3Ha4ok Jlo6aBUTb CTaHET akTUBHbIM. LLlenkHUTe aTOT 3Ha4oK, 4To6bl 0TO6pPa3nTb
OKHO [lo6aBneHne BUPTyasibHbIX JUCKOB.

Ecnu BUpTyanbHbIX GUCKOB HECKOJbKO, 3HA4YOK Y AanuUTb TakXe OyAeT akTUBEH. ITOT 3HAYOK He
0TOBpaKaeTcs, ECNN NMEETCH TONbKO OANH BUPTYasbHbIA Auck. [Mpu HaxxaTnm 3Haqka Yaanutb
BbleNeHHas CTpoKa yganseTcs HemepsieHHo. OKHO NOATBEP)KAEHNSI HE OTOOPaXKaeTCsl, MOCKONbKY
BMPTYyasibHbIl QUCK €LLe HE CO3aH.

LLlenkHuTe Ha4yaTb co3gaHne BUpTyasibHbIX AUCKOB, YTOObI 3anyCcTuTb npouecc.

I'IpumeanMe: Ecnu KOHTpOJIIEP HE NOOAEP>KNBAETCH, 0T06paSI/ITCF| COOTBETCTBYHOLLEE COOOLLEHME.

MpocmoTp n HacTponkKa pecypcoB XpaHEeHUs

Bocnonb3yintech MHopMaumnel ns aToro pasgena i npocMoTpa U HaCTPONKN PECYPCOB XPaHEHMS.

Ha Bknapgke Pecypcbl XpaHeHUs MOXXHO NpocMaTpuBaTh U HacTpanBaTb AUCKOBbIE MAaCCUBI,
COOTBETCTBYHOLLME BUPTYarnbHble AUCKM U AUCKU onst KoHTponnepa RAID.
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e na yCcTPOWCTB XpaHeHus, noaaepxumearowmx KoHcpurypauuro RAID:

1. Ecnmn KOHTpOiep BKIOHAET HACTPOEHHbIe ONCKOBblE MaCcCUBbl, YCTaHOBJIEHHbIE ANCKN 6y,u,yT
OTO6pa)KaTbCF| C y4eTOM ONCKOBbIX MaCcCuBOB. Hw>xe onncaHbl anemeHThl, 0T06pa>KaeMb|e B 3TOM

OKHe.

— 3aronoBok Tabnuupl: otobpaxaeTtcsa VN anckosoro maccuea, yposeHb RAID n obiuee
KONN4YeCTBO AUCKOB.

— Copepxumoe Tabnuupbl: NepeyncnaioTcs 6a3oBble CBONCTBA, TakNe Kak UMS ANCKa, COCTOSIHUE
RAID, Tun, cepuiiHbliin HOMep, HOMep KoMnoHeHTa, Homep FRU u geicteua. Ha ctpaHuue
Pecypcbl MOXXHO NPOCMOTPETL BCE CBOWNCTBA, AOCTYNHble ang obHapy>keHus XClarity Controller.

- neﬁCTBMﬂZ HW>Xe NoKasaHbl 3/IeMeHTbl OeNCTBUN, KOTOpPbIE MOTyT 6bITb BbIMOSHEHDI. HeKOTOpre
nencTens 6y,D,yT HeOOCTYMHbl, eCZI QUCK HaxXoOuTCA B APYyroM COCTOAHUN.

HasHauyeHue ropsidyero pesepBa: yKasblBaeT, ABNAE€TCA JIn OUCK rno6anbHbIM UK
BblAeNneHHbIM ropA4YM pe3epBOM.

YpaneHuwe ropsiyero pesepsa: yoanseTt ANCK N3 ropsvero pesepsa.

MepeBoa ANCKOBOro HAKONUTENS B aBTOHOMHbIN peXXUM: NepesoanT ANCK B aBTOHOMHbIN
PEXUM.

MepeBoa ANCKOBOIO HAKONMUTENS B peXxum «B ceTu»: nepeBoanT ANCK B pexxnm «B ceTu».

MepeBopa AMCKOBOIO HAKONUTENSA B JOCTYNHOE AJ1I NOBTOPHOIO UCMOJIb30BaHUs
cocTtosiHue: [lenaet gnck OOCTYMNHbIM OJ14 NMOBTOPHOIO NCMNoJ1ib30BaHUA.

I'IepeBon ANCKOBOIo HakonuTesia B OTCYTCTBYyHOLLee COCTOdAHUEe: ienaeT ONCK
OTCYTCTBYHOLLNM.

NMepeBop Aancka B cocTosiHMe, noaxoasiLiee Ansa BKAtoYeHus B «[MpocTto Ha6op ANCKOB»:
JobasnsieT QUCK B AUCKOBYIO CTPYKTYPY «[1pocTo Habop AMCKOB».

I'IepeBoA ANCKa B HeHaCTpoeHHOe UcrnpaBHoe CoCTosdHue: nenaet AUCK OOCTYNHbIM AN
HaCTpOIZKM B Maccumee 1N NCnosib30BaHnNA B Ka4eCTBe aBapvu7|Horo ropa4ero pesepsa.

MepeBoa Ancka B HEHAaCTPOEHHOE HeUCnpPaBHOe COCTOSIHUE: fefaeT ANCK HencrnpaBHbIM U
He MO3BOJIAET UCMOoSb30BaTh €ro B MacCuBe UMW B Ka4eCcTBe aBapuiiHOro ropsaYvero pesepsa.

MoaroToBka AUCKOBOro HAaKONMUTENS K yAANIEHUIO: HACTPoliKa AncKa Ans yaaneHus.

2. Ecnu KoHTponnep BKOYaeT ANCKU, KOTOpPbIE eLle He BbinNn HaCTPOEHbl, OHM ByAyT OTO6paXKaTbCH B
Tabnuue Ouckun, otnn4nbie ot RAID. Ecnn wenkHyTb MNMpeo6pasoBaTh «[pocTo Ha6op ANCKOB» B
roToBOE AJI1 HACTPOMKM COCTOSIHUE, 0TOBPA3NTCH OKHO CO BCEMU AMCKaMIN, MOLAEPKNBAOLLMMUA
3TOT 3NeMeHT fencTBuin. MoXXHO BbibpaTh As Npeobpas3oBaHns O4MH NI HECKOJIbKO AVNCKOB.

Ons ycTponcTs xpaHeHusl, He nogaepxusarowmx KoHburypauyuio RAID: Bo3moxxHo, XClarity Controller
He CMOXKET 0BHAPY>XNTb CBONCTBA HEKOTOPbIX ANCKOB.
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NnaBa 7. O6HOBNEHMEe MUKpoONporpaMmmbl cepBepa

BocnonbayiiTech MHdopmauyeli U3 aToro pasgena Aans 06HOBNEHNS MUKPOMNPOrpamMMbl cepeepa.

0630p

O6we cBepeHnsi 06 06HOBEHNN MUKPOMNPOrpamMMbl cepBepa.

MapameTp O6HOBNEHME MUKPONPOrpaMmMbl Ha NaHeN HaBUraLMm NPefoCTaBnseT YeTblpe hyHKUNN:

¢ Mukponporpamma cuctembl: 0630p COCTOSAHUS U BEPCUN MUKPOMPOrpaMmMbl CUCTEMBI. Takxe
NO3BONSAET BbINOSIHNTL OGHOBMEHNE MUKPOMNPOrpamMMbl CUCTEMBI.

¢ Mukponporpamma agantepa: 0630p yCTaHOBIEHHON MUKPOMPOorpaMmMbl afanTtepa, a TakxKe ee
COCTOSIHVA 1 Bepcun. Kpome Toro, Mo3BOMSET BbIMNOMHUTL 06HOBMIEHE MUKPOMpOrpaMMbl agantepa.

e Mukponporpamma 650Ka NMTaHUa: 0630p BEPCUM MUKPOMNPOrpaMMbl 6510ka nuTaHus. Takxe
NO3BOJSIAET BbIMNONHUTL OBGHOBEHNE MUKPOMNPOrpaMMbl 6510Ka NUTaHUS.
MpumevaHue: CeeneHnsi o Mukponporpamme PsoC npomexxyToyHom naHeny pamesl D3 un
Mukponporpamme PSU pambl D3 cM. B pasgene «HacTpolika pambl D3» Ha cTpaHuue 96.

¢ OGHOBJIEHME U3 PENO3UTOPUSA: CHXPOHM3ALUNS MUKPONPOrpamMMbl cepeepa C YaaneHHbIM
peno3utopuem CIFS/NFS gnsa nakeTHoro 06HOBMEHNSI.

OTob6parkaroTcs TekyLee COCTOsIHUE U Bepcumn Myukponporpamm BMC, UEFI, LXPM, guckos LXPM u
afanTepoB, BKITHOYas OCHOBHYHO 1 pe3epBHyto Bepcu BMC. CyluecTByeT 4eTbipe KaTeropumn COCTOSHNN
MUKPOMpPOrpaMmbi:

¢ AKTUBHasi: MMKpOMNporpaMmMa akTuBHa.

¢ HeakTuBHas: MyKponporpamma He akTVBHa.

¢ B oxunpgaHum: MvKponporpaMmma oXxuaaeT nepexofa B akTBHOE COCTOSHUE.
e H/A: pns 3TOro KOMMOHEHTa He YCTaHOBJIEHA HUKaKasi MUKpoMporpamMma.

BHumaHue:

¢ [lepen o6HoBneHnem UEFI Heobxogumo o6HoBUTL A0 nocnegHel sepcumn XCC n IMM. O6HoBneHNE B
OPYroM nopsigke MOXKET CTaTb NPUYMHOM HECTAHAAPTHOMO UMM HENPAaBUBHOIO NOBEAEHNS] CUCTEMBI.

¢ YcTaHOBKa HEnpaBuibHOrO 06HOBMEHNSI MUKPOMPOrpaMMbl MOXXET MPUBECTM K HEUCMNPaBHOCTN cepBepa.
Mepepn ycTaHOBKOI OGHOBNEHUSI MUKPOMpPOrpaMMbl MW ApaliBepa yCTPonCcTBa Npo4TuTe dhainbl Readme
1 UICTOPUN U3MEHEHWIA, COMPOBOXKAAIOLLNE 3arpy>XXeHHOe OGHOBMIeHNe. DT halifibl COAepXXaT BaXKHYHO

MHdopmMaumio 06 06HOBAEHUM U NPOLIeAYPE ero YCTaHOBKM, BKIOYAsa ONMcaHus ocobbIx npouenyp
OBHOBNEHNSA C PaHHNX BEPCUIN MUKPOMNPOrpaMmbl Unm aparneepa yCTPOWCTBa 0O NocnegHen BepCcun.

MockonbKy Be6-6pay3ep MOXET cofeprkaTb AaHHble kKalwa XCC, pekoMmeHayeTcs nepesarpysunTs Be6-

CTpaHuLy nocne o6HOBNEHNS MUKponporpammbl XCC.

¢ 3a ucknoyeHnem agantepa SATA M.2, cepBepsbl Ha 6a3e npoueccopos AMD He nopgaepXxvsatoT
06HOBJIEHVE MUKPOMPOrpaMMbl BHEMOJSIOCHOrO aganTtepa.

¢ [1ns HEKOTOPbIX OGHOBIEHNI MUKPOMPOrpaMMbl TPeGYETCS nepesanyck CUCTEMbI, MPY KOTOPOM

BbIMOJIHAETCS aKTUBaLMSA MUKPOMPOrpaMmbl UM BHYTPEHHee 06HOBNEHME. DTOT NPOLIECC Npy 3arpy3ke

CUCTEMbI Ha3bIBAETCS «PEXUM 0OCY>KUBAHUSA CUCTEMbBI» 1 BPDEMEHHO HE MO3BOJISAET MNONb30BATENIO
BbIMONHATb AENCTBUS KHOMKY NUTaHMSA. TakxXe 3TOT PEXNM BKIKOHAETCSA Npy OOHOBIEHNM
MUKponporpamMmel. [Nonb3oBaTesib He AOMKEH OTKIOHYATb MUTaHUE NPY NEPEXOAE CUCTEMbI B PEXUM
o6Cny>XKmnBaHus.
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O6HOBNEeHue MUKponporpamMmbl CUCTEMbI, aganTtepa u 6J10Ka NUTaHnsA

Mowarosas MHCTPYKUMA No OBHOBNEHNIO MUKpOonporpamMmmMbl CUCTEMbI, aganTtepa n 6noKa nuTaHns.

MpumeyaHue: CeeneHusa 06 06HOBEHMN MUKpoMNporpaMmbl PsoC npomexxyToyHon naHenu pamel D3 nnu
MuKponporpammbl PSU pambl D3 cm. B pasgene «HacTpoliika pambl D3» Ha cTpaHuue 96.

YT06bI BPY4YHYIO NPUMEHNTL OBHOBSIEHVE 151 MUKPONpPOorpamMmmbl CACTEMbI, aganTepa 1 610Ka nuTaHus,
BbINONHUTE CrepyoLme AencTBuS:

1. Haxxmute O6HOBUTb MUKPONpPOrpaMmMy B KaXKAOM KOMMOHeHTe. OTKpPOEeTCsl OKHO OGHOBEHNS
MIKpPOMpOrpaMMbl cepeepa.

2. LLlenkHnte O630p, 4TOObI BbIGpaTh HY>XXHbI (haiin 06GHOBAEHUSA MUKPONPOrpamMMbl.

3. MNepengnTte K Hy>KHOMY hainsly 1 HaXXMUTE KHOMKY OTKpbITb. Bbl BEpHETECH B OKHO OOHOBEHNS
MUKPONpOrpamMmmbl CepBepa, rae 6yaeT oTobpaxkaTbCs BblOpaHHbIn aris.

4. HaxxmuTe KHonky [ianee >, 4To6bl HAa4aTb OTNPAaBKy 1 NPOBEPKY BblI6paHHOro cdaina. Xoa oTnpasKu 1
npoBepku arina oTobpa)kaeTcs Ha LUKase BbIMONHEHNUS.. B OKHE COCTOSIHNSE MOXKHO y6eauTbCs, Y4TO
BbiGpaH NpaBubHbIA dan gns o6HoBneHus. [ns KomnoHeHTa Mukponporpamma cUcTeMbl B OKHE
COCTOSsIHMSI OTOBpaxkaeTcs MHdopmMauus o Tune obHOBIsSiEMOro danna MMKponporpaMmbl, Hanpumep
BMC, UEFI nnu LXPM. Nocne ycneLuHom oTnpasKn 1 NPOBEPKM haitfia MUKPONpOrpamMMbl HOXKMUTE
kHonky [anee, 4To6bl BbI6paTb O6HOBNAEMOE YCTPOWCTBO.

5. LLlenkHnTe O6HOBUTD, YTOOLI HA4YaTb OOHOBIEHME MUKPOMPOrpaMmbl. Xo 06HOBMIEHNSt OTOOpaXKaeTcs
Ha LKane BbiNosiHeHWs. [locne ycneLwwHoro OKoH4aHus 06HOBNEHNS MUKPOMPOrpaMmbl HOXXMUTE KHOMKY
FoToBo. Ecnu ans Toro 4to6bl 06HOBNEHME BCTYNUIIO B cuny, Tpebyetcsa nepesanyctutb XClarity
Controller, oTo6pasnTcsa coOTBETCTBYIOLEE NpeaynpexaeHue. NogpobHble CBEAEHUSA O Nepesanycke
koHTponnepa XClarity Controller cm. B pasgene «[eicTBUSA KHOMKW NUTaHWsA» Ha CTpaHuue 75.

O6HOBNEHME N3 peno3uTopus

O6HOBEHME MKPOMNPOrpaMM cepBepa 13 yaaneHHOro pernosmTopus

MpumeyaHue: Ans ncnonb3oBaHUs (hyHKLMOHANbHbIX BO3MOXXHOCTEWN COXpaHEeHUs UCTopun
mukponporpamvm CIFS, NFS, HTTPS n BcTpoeHHbIX TpebyeTcs nmueH3us Platinum XCC.

O630p

Onsa XCC obecneyeHa BO3MOXXHOCTb OOHOB/EHNS MUKPOMNPOrpamMM Ha CepBepE C MOMOLLBIO NAaKETOB
06HOBNEHMSA. 3Ta OYHKLMSA yNpOoLLAeT NPOoLEeCce 3a CHET NCMNOJIb30BaHNs OQHOro MHCTPYMeHTa knueHTa API
nnn Redfish ana o6HoBNEeHWA BCex MMKpONporpaMm B cucteme, Bkoyas naketsl Mukponporpamm OOB u
IB. MNpouecc BkNoyaeT MASHTUMUKALNIO COOTBETCTBYIOLLMX NAKETOB MUKPOMPOrpamm, X cKkadnsaHue u
n3sneyeHve c yaoaneHHoro cepsepa HTTP/HTTPS nnu otnpaeky BO BHyTpeHHee xpaHunuiie BMC vepes
Be6-6pay3ep nubo nogknodeHne ns obuero katanora CIFS nnn NFS.

dalinbl MeTagaHHbIX HEOH6XOAMMO Pas3MEeCTUTb B KOPHEBOM KaTasiore COBMECTHO UCMONb3yeMON CETEBON
harinosoin cuctembl (ecnm NpuMeHsieTca noaknodeHne no npotokony CIFS nnu NFS) ¢ nonesHsimu
OaHHbIMU MUKPOMPOrpamMm, yKasaHHbIMY B MeTafaHHbIX. B ycTporncTee microSD cepBepa MOryT XpaHUTbCS
penos3nTopunmn 3a NpoLLble Nepuroabl, YTO NO3BOJSIET NOJIL30BATENSIM BbINOHATL OTKAT YPOBHEN
MUWKPOMNpOrpamm.

Ecnu B nakeTax MMKPOMPOrpaMM COAEP>KaTcsi Kakne-nmbo nosieaHble AaHHble, He NogaepKusatoLLme
BHeMnonocHoe 06HOBMeHNE MUKPOMNPOrpaMM, nepes BoiNofHeHneM 0GHOBNEHNA KOHTponnep BMC
3anyckaeT cepBep 1 HacTpavBaeT ero OJis 3arpysku n3 BCTpoeHHoro o6pasa OC, yctaHoBneHHoro B BMC.

MakeT o6HOBNEHNs N MeTagaHHble
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[MakeT 06HOBMNEHMA — 3TO CXaTbii hain nakeTa MukponporpammM. OH COAEP>XXUT OAMH NI HECKOJIBKO
NakeToB MUKPONPOrpamMm ns KOMNOHEHTOB cucTeMbl. DyHKLuA XCC 06HOBNEHUA U3 PENo3nMTOPUS
ncnonb3yeT aiin naketa o6HoBNeHNS. PasapxmBrnpoBaHHbIi haiin nakeTa coaep>XUT MeTagaHHble 1
OBOVYHbIE haibl Nofie3HbIX faHHbIX. Pannbl MeTagaHHbiXx JSON npepnocTaensioT KoHTponnepy XCC
NHpOpMaLMIO O TOM, Kakue ob6pasbl MUKPONPOrpaMM HaxodsaTcs B hanne nakeTa, a ABou4Hble daiinbl
None3HbIX AaHHbIX COAep>KaT 06pasbl MUKPOMPOrpamMm.

Peno3uTtopuii Mukponporpamm B XCC

[MakeT 06HOBMEHMSI MOXKET COofep>KaTb HECKOJIbKO NakKeToB MuUKponporpamm, n XCC (aneKTpoHHoe
YyCTpPONCTBO) pe3epBupyeT 2 b npocTpaHcTBa BO (hiaLl-NaMaT 415t HOBbIX PYHKLMIA. [Tony4ns HOBbIN
naket, XCC ypanseT ctapble faHHble. Ha HekoTopbix nnatdopmax ans obecne4eHns AononHUTENbHOro
XpaHunua ncnonb3yetcs kapTta MicroSD, n XCC nepemellaeT nocneaHuin naket o6HOBNEHUS B
pPEeno3nTopuin UCTOPUN, PACMONIOXKEHHbIN Ha KapTe SD. B penosntopun nCTopun MKPOMPOrpaMmM MOXXET
XPaHUTbCH 4O TPeX NakeToB. [11s Bo3BpaTa K npeaplayLlieMy NakeTy MOXKHO MCMob30BaTh (hyHKLMIO oTKaTa
MVKPOMNPOrpamm.

MpumeyaHuns:

e Ecnu B nakeT 0O6GHOBNEHNSI BXOOMT TOJIbKO nakeT Mukponporpamm OOB, pocTtynHbin ans cuctemel, XCC
He N3MEHSET COCTOSIHME NMUTaHNS CUCTEMbI. HYTOOLI O6HOBUTL MUKponporpammy yctpoinctea PCI,
TpebyeTcs BKIIOYUTb CUCTEMY.

e Ecnu B nakeT 0OGHOBNEHNSI BXOOUT NakeT MUKponporpamm IB, 4OCTYNHbIN Ans cucTemMbl, Nepes
OBGHOBMNEHNEM U BOCCTAHOBJIEHMEM COCTOSHUA NMUTAHWSA NOCne OOGHOBMEHNSI NakeTa OOHOBIEHUSA
koHTposnep XCC coxpaHseT COCTOoAHME NUTaHNA cuctemsbl. B npouecce o6HoBneHus KoHTponnep XCC
nepesarpy>xaet XoCT Ans ncnonb3osaHnsa BcTpoeHHon OC.

e Ecnu nakeT 06HOBMEHMS COOEPXXUT 065A3aTeNbHbIN ypoBeHb Mukponporpammel UEFI, a yctaHoBneHHas B
HacTosiLee Bpems Bepcus UEFI He cooTBeTCTBYET eMy Unm ee ypoBeHb Hxke, XCC BbIKNOYaeT cucTeMy
0N BbINONHEHMSA O6HOBNEHNS MuKponporpammbl UEFI.

e Ecnu nakeT 06HOBMEHNS COAEPXXUT 065A3aTeNbHbIN YPOBEHb MUKponporpammMebl XCC, a ycTaHOBNEHHasA B
HacTosiLee Bpemsi Bepcust XCC He COOTBETCTBYET eMy uUnn ee ypoBeHb Hke, XCC nepesarpy>xaeTtcs
nocne o6HOBNEHNS.

OGHoBNeHue ¢ NnoMoLbio rpadnyeckoro Be6-uHTepdenca nonb3oBaTens

C nomoLupbto hyHKUM OGHOBNEHUE U3 PENO3NTOPUS NoJIb30BaTeNb MOXKET HacTpoutb XCC ans
CUHXPOHM3aLMM MUKPONPOrpamMmMbl cepBepa C yaaneHHbIM penosutoprem mukponporpamm CIFS/NFS.
Penosntopuii MMKponporpaMmm gofmKeH COLepXaTh NakeTbl, BKAKYatowme gBonydHble dainbl 1 daitnbl
MeTagaHHbIX, unu dannbl JSON MeTagaHHbIX NakeTa 06HOBEHNS 1 COOTBETCTBYHOLLUME ABOUYHbIE dhalinbl.
XCC aHanuaupyeT cannbel JSON MeTagaHHbIX 1 U3BNEKAET NaKeTbl MMKPOMPOrpaMmbl, Nogaep KmearoLLme
obHoneHne OOB anst o6opyaoBaHNs COOTBETCTBYIOLLEV CUCTEMbI, a 3aTEM 3arnyCcKaeT NakeTHoe
OBHOBNEHNE.

CyLLI,eCTByeT NATb COCTOSAHUI OBHOBNEHUS:

¢ 3eneHblil hnaXkok ' : 06HOBMIEHME MUKPOMPOrpamMMbl YCNELLHO 3aBEPLLEHO.

¢ KpacHblii 3Ha4oK X 9 : NpousoLuen c60o 06HOBNEHNSI MUKPOMPOrpaMMbl.

¢ BbinonHsieTcs 06HOBNEHUE: MUKPOMNPOorpaMmma HaxoanTCs B NpoLecce O6HOBEHNS.
e OTmeHa: 06HOB/EHVE MKPOMNPOrpamMmMbl OTMEHEHO.

e OxupaHue: 06HOBNEHNE MUKPOMPOrpaMmmMbl OXKMAAET pa3BepTbiBaHUS.

Ecnn nonb3osatens HaxxmeT OCTaHOBUTbL OGHOBJIEHME, OOHOBNEHNS B odepegn 6y,lJ,yT OTMEHEHbI Nnocne
3aBepLlieHuns O6HOBEHNS TeKyLlero ycCtaHoBO4YHOIro naketra.
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YT06bI BbINOHUTL OOHOBEHNE N3 PENO3UTOPUS, BBIMOMHUTE CleAyoLLE OENCTBUS:
1. Haxxmnte MogkntoumnTb K yaaneHHOMY perno3uTopuio Nocre BBoLa CBEAEHWIN O HEM.
2. Haxxmute O6GHOBUTDb, YTOObLI HA4YaTb NaKeTHOe O6HOBNEHME.

3. HaxxmuTe MpocmoTpeTb cBefeHus, YToObl yBUOETbL COCTOSIHME OBHOBEHUE. Kak roBOpUIOChH Bbille,
CYLLEeCTBYET 5 KaTeropuini COCTOAHUS.

4. Haxxmunte OcTaHOBUTb O6HOBJIEHNE, YTOObl OTMEHUTH OOHOBJIEHMS B O4YEPEnM NOCTE 3aBEPLUEHNS
OBGHOBNEHNS TEKYLLErO YCTAaHOBOYHOMO NakeTa.

5. HaxxmunTe OTKNIOYNTDb, YTOObI OTKITHOUYUTBECA OT YOANIEHHOrO PENO3NTOPUS.

6. Ecnu pnsa Toro 4to6bl 06HOBMNEHME BCTYNUIO B cuny, TpebyeTcst nepesanyctuTb XClarity Controller,
0TO6pPa3nTCA COOTBETCTBYIOLLEE NpeaynpexaeHue. NogpobHble cBegeHNS O nepesanycke
koHTponnepa XClarity Controller cm. B pasgene «[1elCTBUS KHOMKY NUTaHUsA» Ha cTpaHuue 75.

Mpumeyanue: Ecnu B cucteme ycraHosneHa kapta MicroSD, MOXXHO MOCMOTPETb MCTOPUIO OGHOBEHWIA
nakeTa o6HOBNEHMS 1 BbIBPAaTb UHAEKC NakeTa 06HOBNEHUS AJ151 BbINOMHEHNS OTKaTa MUKPONPOrpamMMbl.
DTOT NpoLecC aHanornyeH 06HOBIEHNIO N3 PENO3UTOPUS, 3a NCKITIOHYEHNEM TOrO, YTO NakeT O6HOBEHMS 3a
npoLusibie Neproabl pasmellaetcs Ha kapte MicroSD.

O6HoBneHue c nomouybto Redfish

MHTepderic Redfish ncnonesyet nonesHble aaHHble B hopmate JSON gns ynobcTea YTeHNsSt 1 CO3aaHus
ckpuntoB. Redfish XCC npegnaraet ctangaptHein APl-nHtepdeiic (SimpleUpdate) ans nssneyenus gainna
naketa obHoBneHus ¢ onpegensemoro kogom URI pecypca no npotokony HTTP, HTTPS, SFTP nnu TFTP, a
TaK>Xe MHOFOKOMMOHEHTHOE NpUHyauTenbHoe o6HoBNeHWE No npotokony HTTP ona otnpasku anna
nakeTta o6HoBneHns UpdateService. [1nsi BbINONHEHNSA 06GHOBNEHWI MUKPOMNPOrpamMm 1 3anpoca COCTOSAHNSA
OBHOBSIEHNSI MOXKHO UCMNONb30BaTb KOMaHAy WM oanH NHCTPYMEHT KnneHTa Redfish.

Mpumep KoMaHab! Ana oTnpaeky darna naketa B XCC v co3gaHvsa 3agayn ana nepegadn U npoBepKu
danna:

curl -s -k -u USERID:PASSWORD-F 'UpdateParameters={"Targets":[]};type=application/json' -F
'UpdateFile=@./NY7D72-1IB-320.zip;type=application/octet-stream' https://10.240.218.157:443/mfwupdate
{
"ld": "f2fdée9d-c0ab-4h11-b9fé6-69al7al ,
"Name": "Task f2fdée9d-c0a6-4h11-b9fé6-69al7al e579¢c",
"@odata.type”: "#Task.vl_5_1. Task",
"@odata.id': "[redfish/v 1 fTaskServicefTasks/f2fdée9d-c0aé-4b11-b9f6-69a 17al e579c",
"Messages": [l
"Description”: "This resource represents a task for a Redfish implementation."
"StartTime": "2022-03-21 TOT 16:41 +00:00",
"TaskMonitor": "/redfish/v1fTaskSen.'ice/c069ed4a-e754-4970-ab9a-922e8a3e076b",
"@odata.context": "'redfish/vl/$metadata#iTask.Task",
"@odata.etag":
"PercentComplete”: 0,
"HidePayload": true,
"TaskState": "New"
}

Mpumep KoMaHabl Ans 3agayn, B kKotopol APl oTBeyaeT ugeHTUdUKaTopoM 3afaHns onst oO6HOBNEHMS
MMKPOMNPOrpamMmbl MOCHE 3aBepLLEHUS Nnepenayn 1 NPoBepKn obpasa:

https://10.240.218.157/
redfish/v1l/TaskService/Tasks/f2fd6e9d c0aé 4b11 h9fé6 69al7ale579c
{
"@odata.etag": ,
"Name-: "Task f2fdée9d-c0a6-4h11-b9fb6-69al7ale579c",
Task",
"IredfishNI/TaskSemcenasksff2fdée9d-c0a6-4bI I-b9f6-69al Tale579c",
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"Messages": [
{
"Resolution”: "Follow the referenced job and monitor the job for further updates.”,
"@odata.type”:
‘MessageSeverity": "0K",
"MessageArgs": [
“IredfishtvI/JobService/J0bs/J0bR0O0000I-LIPdate"
]

“Messageld": "Update. 1 .0.0perationTransitionedToJob",

"Message": "The update operation has transitioned to the job at URI 'Iredfsh/vl
IJobService/Jobs/JobR000001-Update"."

}

1,

“Description”: "This resource represents a task for a Redfish implementation.",
"HidePayload": true,

“StartTime":

"TaskMonitor: "'redfishlvl/TaskseNice/c069ed4a-e754-4970-ab9a-922e8a3e076b",
"TaskStatus": "0K",

"@odata.context-: "'redfish/vl/$metadata#fTask.Task",

“ld": "f2fdée9d-c0ab-4b11-b9f6-6galfa 1 e579c",

“Percentcomplete”: 100,

"EndTime": 2022-03-21

"TaskState": "Completed"

3anpaluveas naeHTudurkarop 3agaHus, XCC BosBpallaeT aTanbl 3agaHns A8 Bcex NakeTos
MUKPOMpPOrpamMm B NakeTe 06HOBIIEHMS, KaK NMoKa3aHo HuXKe:

https://10.240.218.157/redfish/v1/JobService/Jobs/JobR000001-Update

{

"@odata.etag": "\"1647847200776\"", "PercentComplete”: 100, "@odata.type": "#Job.vl_0_7.Job",
"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update”, "Messages": [

{

"Resolution": "None.",

"@odata.type”: "#Message.vl 1 _2.Message", "MessageSeverity": "0K",

"MessageArgs": [ "NY7D72-IB-320.zip",

"HardDiskDrive"

1,
"Messageld": "Update.1.0.UpdateSuccessful ",

"Message": " Device 'HardDiskDrive' successfully updated with image 'NY7D72-I1B-320.zip"."

5

"Resolution": "None.",

"@odata.type”: "#Message.vl 1 _2.Message", "MessageSeverity": "0K",
"MessageArgs": [ "NY7D72-IB-320.zip",
“/redfish/v1/UpdateService/FirmwareInventory/UEFI"

1,
"Messageld": "Update.1.0.UpdateSuccessful",

"Message": "Device '/redfish/v1/UpdateService/FirmwareInventory/UEFI' successfully
updated with image 'NY7D72-IB-320.zip". "

5

"Resolution": "None.",

"@odata.type": "#Message.vl 1 _2.Message", "MessageSeverity": "Critical",
"MessageArgs": [ "NY7D72-IB-320.zip",
“fredfish/v1/UpdateService/FirmwareInventory/BMC-Primary"

1,
"Messageld": "Update.1.0.ApplyFailed”,

"Message": "Installation of image 'NY7D72-1B-320.zip' to '/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary' failed."
}

1,
"Description”: "This resource is used to represent a job for a Redfish implementation.",
"StartTime": "2022-03-21707:16:58+00:00",
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“Id": "JobR0O00001-Update",

"EndTime": "2022-03-21T07:20:00+00:00",

"@odata.context": "/redfish/vl/$metadata#Job.Job", "Steps": {
"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update/Steps"
3
“Name": "JobR000001-Update", "StepOrder": [

“lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", "lnvgy_fw_uefi_esel03a-1.00_anyos_comp.uxz",
“lnvgy_fw_xcc_esx301p-0.01_anyos_comp.uxz"

]

“JobState": "Completed"

Mpwu 3anpoce aTana 3agaHus KoHTpoiep XCC Bo3BpallaeT AOMNOMHUTESbHYI0 UHopMaLio 06 oTAeNIbHOM
OGHOBNEHNN MUKPOMPOrpPamMMmbl:

https://10.240.218.157/redfish/v1/JobService/Johs/JobR000001 -
Update/Steps/lnvgy fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt

{

“@odata.etag": "\"1647847202778\"", "PercentComplete": 1, "@odata.type”: "#Job.vl_0_7.Jobh",

“@odata.id": "/redfish/v1/JobService/Jobhs/JobR000001-Update/Steps/lnvgy_fw_drives_all.samsung.pm1735.cq-
cq37_anyos_comp.lvt",

"Messages": [],

“Description”: "This resource is used to represent a job for a Redfish implementation.", "StartTime":
"2022-03-21T07:16:58+00:00",

"@odata.context": "/redfish/vl/$metadata#Job.Job",

“Id": "lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", "Name":
"lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", "EndTime": "2022-03-21707:20:02+00:00",

“JobState": "Completed"

BbinonHuTe ckadnBaHne n3 yAaneHHOoro penosntopusa n O6HOBNEHNE, KaK NOKa3aHO HIKE:

system> syncrep

syncrep [options] Launch firmware sync from remote repository options:

-t protocol to connect repository. The local type will reboot host immediately.
(eg: syncrep -t samba -l url -u user -p password; syncrep -t local -l /bulk/bundle.tgz;
syncrep -t http -l http://IP/bundle.tgz)

-l location of remote repository (URL format)

-u User

-p Password

-0 option (extra option string for samba and nfs mounts)

-d domain (domain for samba mount)

-q query current update status

-c cancel the sync process

-r <> firmware rollback

-gl get repository list
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MnaBa 8. YnpaBneHue NUUEeH3NsIMn

YnpaeneHue nuueHansamm Lenovo XClarity Controller no3BonsieT yctaHaBnMBaTh U KOHTPOIMPOBATb
DOMNONHNTENBbHbIE KOMMOHEHTbI YNPaBeHNsi CEPBEPOM 1 CUCTEMAMM.

CyLuecTByeT HECKONBKO YPOBHEN (hYHKLIMOHASNIBHOCTY U KOMMOHEHTOB Mukponporpammbl XClarity Controller
0N Ballero cepeepa. YpoBeHb YCTaHOBMEHHbIX HA CePBEPE KOMMOHEHTOB MUKPOMPOrpaMMbl BapbupyeTcA
B 3aBMICUMOCTU OT Tuna o60opyaoBaHus.

Ons o6HoBneHus dpyHkumoHansHocTn XClarity Controller MO>XXHO Npuo6pecT U yCTaHOBUTD KITHOY
aKTmsaumn.

YT06bl 3aKa3aTb KJItOY aKTUBaLMM, CBSXKUTECH CO CBOMM NpeAcTaBuTeNeM rno npopaxam unm 6usHec-
napTHEPOM.

Mcnonbayinte Be6-uHTepdeinc XClarity Controller nnu nitepderic komangHoin ctpoku XClarity Controller,
YTOObI BPYYHYIO YCTAHOBUTb KJTHOY aKTUBauun, NO3BOMSIOLLNIA UCNOb30BaTh NPUOBPETEHHbIN BamMu
OOMONHUTENBHBIN KOMMOHEHT. MNepen akTuBauuen Knoya:

e Knoy akTMBauum OMKEH HaXOAMTLCS B TON XKe cucteme, Kotopas ucnonbdyetcs ans exoga B XClarity
Controller.

¢ Heobxoanmo 3akasaTb JIMLEH3NOHHbIN KN4 1 noNly4ynTb ero Ko asTopmsaunm no novte nnmn
3J'IeKTpOHHOI7I rno4yre.

Cwm. cBegeHus 06 ynpasneHun KoYoM akTusaumm ¢ nomolubio Beb-nHtepderica XClarity Controller B
pasgenax «YcrtaHoBKa Kioda aktusaumm» Ha ctpanuue 109, «YganeHue kioya akTeaunumn» Ha cTpaHmue
110 unn «3BkenopT Kntoya akTusaumm» Ha ctpaHuue 110. Cm. cBegeHns 06 ynpasneHnn KnoHoM akTueaLmm
c nomoLblo nHTepderica komaHgHon ctpoku XClarity Controller B paspene «KomaHpa keycfg» Ha cTpaHuue
153.

YT06bI 3aperncTpnpoBaTb MAEHTUHOUKATOP NPU BbINOSHEHUN aAMUHUCTPATUBHbLIX Onepaumi ¢ NMUeH3nein
XClarity Controller, wenkHnTe cnepyoLLyto cebinky: https://fod.lenovo.com/Ikms/angular/app/pages/
index.htm#/welcome

[ononHuTenbHble CBeAEHNA 06 ynpaBneHun NUUEeH3naM1 Ans cepeepoB Lenovo aocTynHbl Ha Be6-caiite
Lenovo Press no crnegytoLemy agpecy:

https://lenovopress.com/redp4895-using-lenovo-features-on-demand

BHumaHue: HeBo3MOXXHO BbINONHNUTL 06HOBNeHWe Bbinycka XClarity Controller Standard go yposHs
Enterprise Hanpsimyto. INMoTpebyeTcs cHavyana BbINOMHUTL O6HOBNEHNE A0 YpoBHS Advanced 1 ToNbKO nocne
3TOro akTMBMpoBaTh MYHKLMOHaNLHOCTL YPOoBHS Enterprise.

YcTaHoBKa KJ1loya aktusauum

Bocronb3yiitecb Hdopmauyeii U3 aToro pasgena ans 4o6asneHnst oNoNHUTENIbHOrO KOMMOHEHTa Ha
cepsep.

YT06bI YCTaHOBWTb KJ1HOY aKTuBaunun, BbINOJIHUTE crefnyolne OencTBuUS:

Lar 1. LlenkHnTte JInueHsus B pasgene BMC Configuration.
Lar 2. LlenkHnte OGHOBUTb NNLIEH3UIO.
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LLlar 3. B okHe [lo6aBneHue HOBOM NULEeH3un LwenkHuTe O630p; 3aTeM BbibepuTe hain Knoya
aKTMBaLun, KOTopbI TpebyeTca [o6aBuTb, B OKHe «OTnpaska dainna», wenkHute OTKpbITb, YTOObI
po6aBuTb dann, nnm OTmeHa, 4Tobbl OCTaHOBUTL YCTAHOBKY. YTOObLI 3aBePLUNTL [OOaBEHNE
Knto4a, Haxxmute KHorky OK B okHe «[lo6aBneHre Kioya akTnsaumm» inm KHornky OTmeHa, 4tobbl
OCTaHOBUTb YCTAHOBKY.

OKHO «YcneLHo» roBOpPUT O TOM, HYTO KJIKOH aKTUBaUUn yCTaHOBJIEH.

MpumeyvaHuns:

e Ecnu Kntoy akTmBauumn He AeNCTBUTENEH, OTOBPA3NTCS OKHO C OLLUMOKOIA.
Lar 4. Haxmute kHonky OK, 4TOo6bl 3aKpbITb OKHO «YCMNELLUHO».

YpaneHue Kno4a aktmsauum

Bocronb3yiitech MHdopmaLeli U3 3Toro pasgena ansa yaaneHus onofHUTENbHOro KOMMNOHEHTa C
cepsepa.

YTO6b! yAANuTb KoY aKTUBaLWK, BbINONHWUTE creaytoLimne OelicTBuS:

Lar 1. LlenkHnTte JInueHsus B pasgene BMC Configuration.
LLar 2. BblbepuTe ygansembli KoY akTMBaLumn N HaXXMUTE KHOMKY YaanuTb.

LLlar 3. B okHe «[loaTBep>xaeHne yaaneHns Kioya aktmeaumm» Haxxmute kHonky OK, 4To6bl nogTBepanTb
yoaneHue KJoya aktusauum, unn OTMeHa, 4Tobbl COXpaHuTb haiin Koya.
Bbi6paHHbIin KoY akTuBaLmmn yoanseTcs ¢ cepsepa u 6osee He 0TobpadkaeTcs Ha CTpaHuue
«YnpasneHne NUUeH3NSIMN»,

SKCNOPT KJIH04a akTuBauum

BocnonbayiiTeck HGopmauyeli U3 aToro pasgena Ans akcropTa A0oMNONHUTENIbHOMO KOMMOHEHTA C
cepBepa.

YT106bI SKCNOPTNPOBATb KJTKOY akKTuBauun, BbINONHNTE cnepyLline OencTBus:

Lar 1. LlenkHuTe JInueHaus B pasgene BMC Configuration.

Lar 2. Ha cTpaHuue ynpasneHus MMLEH3NaIMN BbIGepuTe KoY akTuBauumy gns aKcnopTa u HaxXMuTe
KHOMKY QKCNOpPTMPOBAaThb.

LLlar 3. B okHe 9KcnopT BbiI6GpaHHOMN NMULIEH3UM LLENKHUTE DKCMOPTUPOBaTb, YTOOLI NOATBEPAUTD
3KCMopT Knto4a akTueauuuv, un OTMeHa, YTo6bl OTMEHWTL 3amnpoc Ha SKCMOoPT KioYa.

Lllar 4. Bbibepute kaTanor ois coxpaHeHus gamnna.
BbiGpaHHbI KoY akTBaLmm 3KCNoOpPTUPYETCH C cepBepa.
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MmaBa 9. YnpasneHune rpynnov cocegHux y3nos

YnpasneHue rpynnon cocegHunx yanos Lenovo XClarity Controller — 310 BUupTyansHas rpynna ynpasneHus
cpeam cepeepos Lenovo ThinkSystem, koTopble ynNpasnsitioT HECKONbKMMI CepBepamMmn B OfHOM
KoHTponnepe XCC.

Lenovo XClarity Controller (XCC) — aTo BCTPOEHHbIN MPOLIECCOP CNy>6, KOTOPbIN 3aMEHSAET XOPOLLIO
N3BECTHbI KOHTPOEP ynpaBneHus matepuHckon nnaton (BMC) gns cepsepos Lenovo ThinkSystem ¢
Lenbio BbINOSHEHNST (YHKLMIA HACTPOMKM 1 MOHUTOPUHIA CEPBEPOB, a TaKXe YNpaBieHust MU,

O6bI4HO KoHTposep XCC MOXeT ynpaBnsATb TOSIbKO 0AHMM cepBepoM. OgHako ero nporpaMmmMHoe
obecneyeHve Ans LeHTpanuaosaHHoro ynpasneHus Lenovo XClarity Administrator (LXCA) obneryaet
ynpasrieHne MacLUTabupyeMOoCTbIO ANst HECKOMbKUX cepBepoB. Ecnn nporpammHoe o6ecnedeHne LXCA He
pa3BEPHYTO B YCMNOBUAX SKCMyaTauun (B HaCTHOCTM, AN MONb30BaTENEN KOMMaHUA Manioro 1 CpegHero
O13Heca), KaXXablil y3ea Heo6Xx0ANMO HacTpanBaTb OTAESIbHO, YTO HeaddekTuBHO. C y4eTOM 3TOro
yHKUMA rpynnbl cocenHnx y3nos XCC npegHasHayveHa ons co3naHns BUPTyasibHON rpynnbl yNpaBneHns
cpenu cepsepoB Lenovo ThinkSystem, koTopble ynpaBnstoT HECKONbKUMUK cepBepamMu B OOHOM
koHTposnniepe XCC. OHa No3BonseT rMbKo MHULMMPOBATL ObICTPOE Pa3BepTbiBaHNE AN HECKObKUX
CEPBEPOB B JIOKAJIbHOM CErMEHTE CETU.

NMopaepxunsaembie (pyHKUNN

O6Lwe cBefeHns o hyHKUMAX, NoAaepP XXMBaeMbIX MPYMnoi COCEAHUX Y3M0B.

Fpynna cocegHux y3nos XCC nopaepxxusaet cnegyone pyHKLMN:

¢ (O6Hapy>XeHne cocegHNX y3oB, PacrnonoXeHHbIX B O4HOM JIOKalIbHOM CErMEeHTe CETMU.

® MOHUTOPUHI PaboTOCNOCOBHOCTU CUCTEMBI 1 COCTOSIHUSA NUTAHNS COCEOHNX Y3M0B.

e HacTpoWika rpynnbl COCeaHNX Y3108 B BEAYLLEM Yy3ne.

e KnoHupoBaHmne KOHMUrypaumm CUCTEMbI B HECKOJbKO 3/IEMEHTOB MPYIMbl COCEAHMX Y3/10B.

° |/|HI/ILI,I/IVIpOBaHI/|e OoaHOBpPEMEHHOIo OBGHOBNEHNS MUKpOonporpamMmm HeCKOJIbKUX 3NIEMEHTOB rpynnbl
cocegHnX y3nos.

e XCC BepyLero ysna nogaep>xvsaet o 200 y3nos.

CepBepbl ThinkSystem, nogaepxuBarwme ¢yHKUUM rpynnbl cocegHux ysnos XCC

Cepsep Tunbl KOMNbIOTEPOB
ThinkSystem SR630 V3 7D72,7D73
ThinkSystem SR650 V3 7D75, 7D76

Lenovo ThinkSystem ST650 V3 7D7A, 7D7B, 7D7C
Lenovo ThinkSystem SD650 V3 7D7M

Lenovo ThinkSystem SD650-1 V3 7D7L

Lenovo ThinkSystem SR635 V3 7D9G, 7D9H

Lenovo ThinkSystem SR645 V3 7D9C, 7D9D

Lenovo ThinkSystem SR655 V3 7D9E, 7D9F

Lenovo ThinkSystem SR665 V3 7D9A, 7D9B
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Cepsep Tunbl KOMMNbIOTEPOB

ThinkSystem SD665 V3 7D9P

ThinkSystem SR675 V3 7D9Q, 7D9R

MpumeyaHue: OyHKLUMA rpynnbl cocegHux y3nos XCC 6yaeT BKAOYEHA B NOCNEAYOLLME BEPCUN CEPBEPOB
Lenovo ThinkSystem.

O6Hapy)xeHue cocegHuUX y3J10B
B aTtom pasnene npencrtasfieHbl cBeaeHnd no o6Hapy>KeH|/|+o cocegHnx y3nos.

Kaxpgpii aksemnnsp XCC obHapyXnBaeT CoCeAHNE CEPBEPbI B OAHOM JIOKaIbHOM CErMEHTE CETH,
ncnonb3ysi MHoroagpecHoe coobueHne SSDP (Simple Service Discovery Protocol).

Hwxe nprBeneHbl o6s3aTeNbHble YCNoBUs Ast 06HapY>KeHUsi cepBepa ak3emmnisipoM XCC.

1. B XCC pgomxeH 6biTb BKtoyeH nopT 1900 SSDP (Simple Service Discovery Protocol) (KoHdurypaums
BMC -> Cetb —> SSDP).

2. [omxHo GbITb BKIILOYEHO YrpaBrieHne rpynnoi cocegHux y3noB (Mo YMOMYaHmIo OHO OTKITIOHEHO).

Ha cTtpaHuue «O6Hapy>XeHne» MOXHO B peXXMe peasibHOro BpEMEHN OTCIEXMBATL CBEAEHUS O CUCTEME, a
TaKkXe COCTOSAHME NUTaHUSA 1 paboToCNOCOBHOCTN BCEX OOHApY>XeHHbIX y3/10B. B cTtonbue MocnegHas
aKTUBHOCTb YKa3blBaeTCs BPeMs NoJly4eHust nocnegHero coobweHms SSDP ot cocegHux y3nos.
Copep>kmmMoe aToro ctonbua perynsipHo 06HOBNSIETCS!, ECNN COCEAHUI Y3€N He HaXoauTCsl B aBTOHOMHOM
pexume nnu dyHkums SSDP/ynpaBneHunst rpynnoii cCocefHnX y3noB He OTKNoYeHa.

HacTpoiika rpynnbl cocegHuUX y3noB

B aTom paspgene npeacTaBfieHbl CBEAEHUSA MO HACTPOIKE rpynnbl COCEQHUX Y3J10B.

"pynna cocegHnx yanos opmMupyetcsa Ha Beb-cTpaHuue XCC nyTem ykasaHnst Ha3BaHUs rpynnbl.
ObecneybTe, YTOObI MSsI HOBOW Ipynbl 6bI10 YHUKasbHBIM U OTCYTCTBOBASIO B TOKANbHOM CErMeHTE CeTu.
Mocne hopMmpoBaHUs HOBOW FPYMMbI:

¢ B Hee aBTOMaTunyeckn gobasnsercs TekyLmin aksemnnsap XCC.
e Tekywmin ak3emnnsip XCC cTaHOBUTCS BEQYLLMM Y3J1I0M HOBOW rpynibl cocegHux ysnos XCC.

¢ Bce ocTanbHble ak3eMnisipbl XCC B TOM Xe NIOKa/IbHOM CErMeHTe CEeTW HEMEANEHHO YBeOOMASIOTCS, 1
Be6-cTpaHuLa o6HapyxeHus cocegHux yanoe XCC Kaxkgoro cepeepa 0GHOBNSETCS.

¢ Bepgywwimin y3en rpynnbl MOXeT BblOpaTb OAWH N HECKOSBbKO COCEAHNX CEPBEPOB AN NPUCOEQNHEHNS K
rpynne, ykasaB y4eTHble faHHble agMmuHucTpatopa XCC cocenHero cepeepa.

e [locne yCI'IeLLIHOI7| NMPOBEPKN YHETHbIX AaHHbIX MOJIb30BATENIA COCEOHNMWN y3J1aMn 3TN y3/bl NPUHAMAKOT
3arnpoc OT BeAyLiero ysna v npncoeanHATCA K aTom rpynne B Ka4eCTBe HOBbIX 3JIEMEHTOB.

MoaroToBKa rpynnbl COCEQHUX Y3/10B

B atom pasnene npencTasBsieHbl CBeAeHNA Mo NoAroToBke rpynnbl CoOCegHnX y310B.
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[NogroToBKa rpynnbl COCEQHUX Y3N0B — 3TO PYHKLUMA, KOTOpas nepegaeT KOHMUrypaumo B HECKOSIbKO
anemeHTOB rpynnbl. OHa BKto4aeT cneaytoLwme nogdyHkummn: KoHdurypaumsa KnoHupoBaHus v
O6HOBNEHNE MUKPOMPOrpaMmbl U3 Peno3uTopust.

KoHdurypaums KnoHMpoBaHUS NCMONb3yeTCs 415 nepeaayn KoHdurypauum Tekylien cuctemol XCC B
Bbl6paHHbIE 3N1EMEHTbI C OAMHaKOBbLIM TUMOM KOMMbIoTEPA. B KNOHUpYyemyto KoHpUrypaumo BxogaT
cnegytoLme KOMMOHEHTbI:

1. KoHdurypauuwsi cepBepa: napameTpbl 3arpy3ki, MONMTHKa NiTaHnsl, CBONCTBA cepBepa.

2. KoHdburypaums BMC: ceTb (kpome IP-agpeca n cBa3aHHbIX C HUM NapameTpoB), 6€30nacHOCTb,
nosnb3oBaTtenu/LDAP (Bknto4yasi y4eTHble 3anncu 1 naponu nons3osarenen), Call Home.

O6HOBNEHNEe MUKPOMPOrpaMmmbl U3 PENO3NTOPUA NHNLMNPYET OBHOBEHNE MVMKPOMPOrpamMmbl Mo
npotokony CIFS (Common Internet File System) nnu NFS (Network File System) ogHoBpemMeHHO ans
BbIOPaHHbIX AIEMEHTOB NYyTEM yKasaHus obLuero penosntopus Mukponporpamm. O6HOBNEHNE
MUKPONPOrpamMmM MO>KHO MPUMEHATb OOHOBPEMEHHO AN HECKONBKUX TUMOB KOMMBIOTEPOB, €CNU
COOTBETCTBYIOLLME 06pa3bl MUKPOMPOrpaMmM SOCTYMHbI B 06LLEM PENO3UTOPUM.

Xop 06HOBNEHNS1 MUKPOMPOrpamMM FPYMMbl COCEAHMX Y3/I0B MOXKHO OTCNEXNBaTh B CToN6Le «CocTosiHME 1
cBefeHust».
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Nnasa 10. CooTBeTtcTBYtrowme ctaHpapTty Redfish API-
nHTepdencol REST Lenovo XClarity Controller

Lenovo XClarity Controller npegoctasnseT psg yoobHbIx cOOTBETCTBYOWMX cTaHaapTy Redfish API-
nHtepdencos REST, KOTopble MOXXHO UCMOJIb30BaTb AJ1s1 [OCTYNa K AaHHbIM 1 cny>x6am Lenovo XClarity
Controller n3 npunoxxennii, padotatomx BHe nnatdopmel Lenovo XClarity Controller.

OTO NO3BOSISET JIEMKO MHTErpnpoBaTb Bo3MoxkHocTh Lenovo XClarity Controller B gpyroe nporpammHoe
obecrneyeHre He3aBUCKMO OT TOrO, B KAKOW CUCTEME OHO paboTaeT — B TOW Xe, 4YTO 1 cepBep Lenovo
XClarity Controller, unn B yganeHHon cucteme B Tol xxe ceTn. 9Tn API-uHTepdencbl OCHOBaHbI Ha
COOTBETCTBYOLLMX oTpacneBomy ctaHgapTy Redfish APl-unTepdencax REST n gocTtynHbl no npoTokony
HTTPS.

PykoBogcTBo nonb3osBatens cooTeeTcTBytoLero ctaHgapTy Redfish APIl-uxtepdenica REST XClarity
Controller MmoxxHO HalnTK No cneaytoLen cebiike: https://pubs.lenovo.com/xcc2-restapi/xcc_restapi_book.
pdf.

Lenovo npepocTaensieT npumepbl ckpuntoB Redfish ¢ OTKpbITbIM NCXOAHBIM KOLOM, KOTOPbIE MOXXHO
MCMoNb30BaTh B KAYECTBE OCHOBbLI AJ1s1 pa3paboTKy NporpaMmMHOro obecneveHns, B3anMoaencTBYOLLErO C
cooTBeTcTBYOWMM cTaHaapTy Redfish APl-untepdericom REST Lenovo. NpumMepbl CKpUNTOB MOXXHO HaANTK
no crnepyroLUM agpecam:

e Python: https://github.com/lenovo/python-redfish-lenovo
¢ PowerShell: https://github.com/lenovo/powershell-redfish-lenovo

Cneundukauun DMTF, cBagaHHbIe C cOOTBETCTBYOWMM cTaHaapTy Redfish API-nHTepdeincom, MoXXHO
HanTu No cnegyrowemy agpecy: https://redfish.dmtf.org/. Ha aTom Be6-cainte npnsogsartcs obLime
cneundukauumn 1 gpyrue cnpasoyHble MaTepuarnsl Mo COOTBETCTBYOLWeMY cTaHaapTy Redfish API-
nHtepdency REST.
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NmaBa 11. UHTepcdhenc KomaHgHOW CTPOKMU

Bocnonb3yintecb nHgopMaumneln s sToro pasgena ois BBoAa KOMaHA, NO3BOASAOLLMX OCYLLECTBAATb
MoHuTopuHr 1 ynpaeneHue XClarity Controller 6e3 ncnonb3osaHus Be6-uHtepdenica XClarity Controller.

Mcnonbayinte uHtepdeinc komangHom ctpoku XClarity Controller ans goctyna k XClarity Controller 6e3
ncnonb3oBaHus Beb-nHTepdenca. OH NpeaocTaBnseT NOAMHOXECTBO (DYHKLNIA ypaBneHus,
npeaocTaBnsieMbiX BE6-MHTEPHENCOM.

NHTepderic KomaHgHOM CTPOKM JOCTYNEH B ceaHce SSH. MNpexxae Yem oTnpaBnsTh Kakne-nnbéo KoMaHapl
NHTepdeica KoMaHAHON CTPOKU, Heobxoaumo nponTn ayTeHTudukauumio B XClarity Controller.

Mony4yeHune pgocTtyna K uHTepdency KoMaHgHON CTPOKN

Bocnonb3yintech nHopMauuei s aToro pasgena, 4tobbl Noy4mTb AOCTYN K UHTEPENCY KOMaHOHOWN
CTPOKW.

YT106bI NONY4YMTb JOCTYN K UHTEPdENCY KOMaHOHOW CTPOKU, 3anycTute ceaHc SSH ¢ IP-agpecom
koHTposnepa XClarity Controller (cm. pononHuTeNbHbIE CBEAEHNS B pasaene «HacTpolika nepeHanpasneHus
nocneposBaTenibHoro nopta B SSH» Ha cTpaHuue 117).

Bxopa B ceaHC KOMaHAHON CTPOKU

Bocnonb3yntechb nHdopmaumnen n3 aToro pasgena, YToodbl BbIMOAHUTbL BXOA B Ce€aHC KOMaHLHOW CTPOKM.
YT06bI BOWTY B KOMaHAHYIO CTPOKY, BbIMONIHUTE CleQyoLme AeNCTBUS:

Lar 1. YcraHosute coegunHeHne ¢ XClarity Controller.
LLlar 2. B cTpoke umeHun Nonb3oBaTens BBeANTE MAEHTU(MKATOP NONb30BaTeNs.
LLlar 3. B cTpoke naponsi BBeguTe naposnb, ucnosbdyemein ansi exoga B XClarity Controller.

Bbl BLINOMHUMW BXO[, B KOMaHAHYO CTPOKY. 3anpoc KOMaHOHOW CTPOoKM nMeeT Bupg systems. CeaHc
KOMaHAHOV CTPOKU ANUTCA A0 TeX Nop, NoKa Bbl He BBeAeTe exit B KomaHOHON CTpoke. Bbl BbilLn
N3 CUCTEMbI, CeaHC 3aBepLLEH.

HacTpounka nepeHanpaBneHust nocnegoBartenbHoro noprta B SSH

B aTom paspgene npencrtasneHbl cBefeHns o6 ucnonbdosaHum XClarity Controller B kadecTBe
nocnepoBaTefibHOro cepeepa TEPMUHANOB.

MepeHanpaeneHue nocnenoBaTesbHbIX NOPTOB B SSH No3BonseT cMCTEMHOMY agMUHUCTPATOPY
ncnonb3oBatb XClarity Controller B kayecTBe NocnepoBaTebHOro TEPMUHANILHOMO cepBepa.
MocnepoBaTerbHbI NOPT CepBepa AOCTYMNeH U3 NoaknodeHns SSH, ecnm BKIOYEHO NnocneaoBaTefibHoe
nepeHanpas/eHue.

MpumevaHue: KomaHga nHtepdernica KomaHgHON CTPOKKU console 1 ncnonb3yeTcsa Afis 3anycka ceaHca
nocnegoBaTenbHOro nepeHanpasneHns ¢ noptom COM.

Mpumep ceaHca

$ ssh USERID@10.240.1.12
Password:
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system>

Becb Tpaduk n3 ceaHca SSH HanpaBnsieTcs 8 COM2.

ESC (

BBenTe nocnenoBaTenbHOCTL KNaBuLL BbiXxoa, HTOObl BEPHYTHCH B MHTEPMENC KOMaHOHOW CTPoKu. B
3TOM NPUMEPE HY>XXHO HaXKaTb KnaeuLly Esc n BBecTn neByto ckobky. [Noackaska B MHTepdeiice komaHaHOM
CTPOKU YKa>)KET Ha BO3BPAT B UHTEpdeic komaHgHon cTpoku IMM.

system>

CuHTakcuc KkKomaHp

M3yunte NHCTPYKLMM N3 3TOro pasfena, YTobbl y3HaTb, Kak BBOAMTb KOMaHbl B MHTepdence komaHaHom
CTPOKMW.

Mepen MCNoNb30BaHNEM KOMaH 03HaKOMbTECH CO CNeayoLLMN UHCTPYKLUAMM:

Kaxxpas komaHaa nmeeT cnegyoLwmn opmar:
command [arguments] [-options]

B crHTakcuce KoMaHfbl y4UTbIBAETCS PETUCTP.
Msi KoMaHabl BBOAWUTCS CUMBOSIAMU HUXKHETO perncTpa.

Bce aprymeHTbl HEO6XOAUMO YKasbiBaTb cpady nocne komaHgbl. [NapameTpbl cnegytoT cpasy 3a
aprymeHTamum.

Kaxxgomy napameTpy Bcerga npeaLecTByeT geduc (-). BbiBaioT kopoTkue napameTpbl (M3 OQHON GyKBbI)
1 OJIMHHbIE MapamMeTpbl (M3 HECKOJIbKIX GYKB).

Ecnu napameTp nMeeT aprymMeHT, 3TOT apryMeHT sSBNSETCS 0b6a3aTenbHbIM, Hanpumep:

ifconfig eth0 -i 192.168.70.34 -g 192.168.70.29 -s 255.255.255.0

roe ifconfig — aTo komaHaa, eth0 — 31O aprymeHT, a -i, -g u -s — napameTpbl. B 3ToM nprmepe Bce Tpu
napamMeTpa UMeLOT apryMeHTbI.

CKOBKM yKa3bIBaKOT Ha TO, YTO apryMeHT un napameTp saBnseTcs HeobssaTesibHbIM. CKOGKM He
SABNAIOTCA YaCTblO BBOOUMOWN KOMaHgp.

BO3MOXXHOCTU 1 orpaHn4YeHuns

B aTom pasgene cogep>XxuTcs MHhopmMaLms 0 BO3MOXXHOCTSIX 1 OrpaHUYeHnsX MHTepdelica KoMaHgHOM
CTPOKMW.

NHTepderic KOMaHLHON CTPOKM NMEET CreayoLLe BO3SMOXHOCTN 1 OrpaHnyeHmns:

C nomoubto SSH MOXXHO NpoBOANTL HECKOJIbKO NapaniefbHbIX CeaHCoB MHTepdelica KoMaHOHOM
CTPOKW.

[onyckaeTtca ogHa KoMaHaa Ha cTpoky (numunt 1024 cumsona ¢ npobenamum).

OTCyTCTByeT CMBOJT NpOAOJIKEHNA ONA OJTMHHBIX KOMaHa,. EonHcTBEHHAsA beHKLI,I/IFl penakTnposaHnNAa —
Knasuia Backspace Ona CtTupaHnAa TOJIbKO YTO BBE€AEHHbIX CMMBOJIOB.

KnasuLm co cTpenkamm «BBepX» N «BHMU3» MOXXHO UCMOIb30BaTb A1 MPOCMOTPa NOCNEAHNX BOCbMM
komaHg. KomaHga history no3sonsiet oto6pasnTb CNCOK U3 BOCbMMW NOCNEAHUX KOMaHA, KOTopble
3aTeM MOXXHO MCMOMb30BaTh B KA4YeCTBe Apriblka A5 BbINONHEHNA KOMaHAb!, Kak B CriegyoLlem
npumepe:
system > history

0 ifconfig eth0
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1 readlog

2 readlog

3 readlog

4 history
system > 10

-state enabled

-¢ dthens

-1 192.168.70.125

-g 0.0.0.0

-s 255.255.255.0

-n XClarity ControllerA00096B9E003A
-r auto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00
system >

¢ B uHTepdence koMmaHaHOW CTPOKK Bydep BbIXOAHbIX AaHHbIX orpaHunyeH 2 KB. Bydepunsaums
OTCYTCTBYET. BbIXxOfHbIE AaHHblE OTAENBHON KOMaHAbl He AOMKHbI NpeBbiwaTh 2048 cumBonoB. 3T0
OrpaHuYeHre He JeNCTBYET B pPEXMME NOCNeAoBaTesIbHOro NepeHanpasneHns (daHHble 6ydhepursyoTca ¢
MOMOLLIbIO MOCIe[0BaTENbHOrO NEPEHaNpPaBneHns).

¢ [IpOCTble TEKCTOBbIE COOBLLEHNSA CNYXKaT A1 0603HAYEHNSA COCTOAHNSA BbINOSIHEHUSA KOMaHbl, Kak B
cnepgywouiem npumepe:
system> power on
ok
system> power state
Power: On
State: System power off/State unknown
system>

¢ B cuHTakcuce KomaHfbl y4UTLIBAETCS PErUCTP.

e Mexay napamMeTpoM 1 apryMeHTOM AOMKeH 6bITb XOTS Obl 0fMH Npobten. MprMep HenpasBubHOrO
cuHTakcuca: ifconfig eth0 -i192.168.70.133. MNMpumep npaBunbHOro cuHtakcuca: ifconfig ethd -i
192.168.70.133.

e Bce KoMaHOpl MMelOT napameTpsl -h, -help n ? , npegocTasnsioLme cnpasky No cMHTakcucy. Bece
cnegytoLlme NpUMepPbl AaroT OOUH U TOT XXe pesysbTar:
system> power -h
system> power -help
system> power ?

* HekoTopble KOMaHfbl, ONMUCaHHbIE B CeayoLmX pa3genax, MoryT 6biTb HEAOCTYMHbI NS Ballen
CUCTEMHOI KOHUrypauun. MonHbIi CNMCOK KOMaHg, NMOAAePXX1BaeMbIX BalLen KOHMUrypaunen, MoXXHO
BbIBECTM C NOMOLLbIO NapamMeTpa help nnm ?, Kak NokasaHo B CreayoLwwmx npumepax:
system> help
system> ?

¢ B cucteme Flex System HekoTopble napameTpbl KoOHTponupytoTcss CMM 1 He MoryT 6bITb USMEHEHDI B
XClarity Controller.

MepeuncneHne KkomaHpg no ancgasuTy

B aTom paspgene cogepXXntca CoOpTUpOBaHHbI No andaBuTy CNMCOK KOMaHA HTepdenca komaHaHoM
CTpOKMW. [penocTaBnsATCA CCbIIKW Ha pasnenbl Ans Kaxaon komanasl. B kaxxgom pasgene, nocBsiLLEHHOM
KoMaHgae, NpefocTaBnsieTcst Hopmaunsi 0 KoMaHge, ee PyHKLUMW, CUHTaKCUCE U NCTMONb30BaHU.

MonHbIN cnncok Bcex koMaHg nHTepdenca komangHom ctpokm XClarity Controller, copTnpoBaHHbI B
andasnTHOM NOpsAKe, BbIMSAAUT Clegyowmm o6pa3om:
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«KomaHpa accseccfg» Ha cTpaHuue 136
«KomaHnpga adapter» Ha cTpaHuue 207
«KomaHpa alertcfg» Ha cTpaHuue 138
«KomaHpa alertentries» Ha cTpaHuue 188
«KomaHpga asu» Ha cTpaHuue 139
«KomaHnpa backup» Ha cTpaHuue 142
«KomaHnpga batch» Ha cTpaHuuye 191
«KomaHpa chconfig» Ha cTpaHuue 194
«KomaHpga chlog» Ha cTpaHuue 197
«KomaHga chmanual» Ha cTpaHuue 196
«KomaHpa clearcfg» Ha cTpaHuue 191
«KomaHpa clearlog» Ha cTpaHuue 122
«KomaHpa clock» Ha cTpaHuue 192
«KomaHpga console» Ha cTpaHuue 136
«KomaHnpga dbgshimm» Ha cTpaHuue 210
«KomaHnpga dhcpinfo» Ha cTpaHuuye 143
«KomaHnpga dns» Ha cTpaHuue 144
«KomaHga encaps» Ha cTpaHuue 146
«KomaHpga ethtousb» Ha cTpaHuue 146
«KomaHpa exit» Ha cTpaHuue 121
«KomaHnpga fans» Ha cTpaHuue 123
«KomaHga ffdc» Ha cTpaHuue 123
«Komanpa firewall» Ha cTpaHuue 147
«KomaHga fuelg» Ha cTpaHuue 134
«KomaHpa gprofile» Ha cTpaHuue 149
«KomaHga hashpw» Ha cTpaHuue 149
«KomaHpa help» Ha cTpaHuue 122
«KomaHga history» Ha cTpaHuue 122
«KomaHpga hreport» Ha cTpaHuue 125
«KomaHga identify» Ha cTpaHuue 192
«KomaHpa ifconfig» Ha cTpaHuue 150
«KomaHpa info» Ha cTpaHuue 193
«KomaHpga keycfg» Ha cTpaHuue 153
«KomaHpga ldap» Ha cTpaHuue 154
«KomaHpga led» Ha cTpaHuue 126
«KomaHnga mhlog» Ha cTpaHuue 125
«KomaHnpga mvstor» Ha cTpaHuue 209
«KomaHnpga ntp» Ha cTpaHuue 156
«KomaHpga portcfg» Ha cTpaHuue 157
«KomaHnpga portcontrol» Ha cTpaHuue 158
«KomaHpga ports» Ha cTpaHuue 159
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¢ «KomaHpa power» Ha cTpaHuue 131

e «KomaHpa pxeboot» Ha cTpaHuue 135
¢ «KomaHpga rdmount» Ha cTpaHuue 160
e «KomaHpa readlog» Ha cTpaHuue 128

o «KomaHpa reset» Ha cTpaHuue 134

e «KomaHpa restore» Ha cTpaHuue 161

¢ «KomaHpa restoredefaults» Ha cTpaHuLe 162
e «KomaHpa roles» Ha cTpaHuue 162

¢ «KomaHpa seccfg» Ha cTpaHuue 164

e «KomaHpa set» Ha cTpaHuue 164

¢ «KomaHpa smtp» Ha cTpaHuue 164

e «KomaHpa snmp» Ha cTpaHuue 165

e «KomaHpa snmpalerts» Ha cTpaHuue 167
e «KomaHpa spreset» Ha cTpaHuue 193

e «KomaHpa srcfg» Ha cTpaHuue 169

¢ «KomaHpa sshcfg» Ha cTpaHuue 170

e «KomaHpa ssl» Ha cTpaHuue 171

¢ «KomaHpa sslcfg» Ha cTpaHuue 172

e «KomaHpa storage» Ha cTpaHuue 197

¢ «KomaHpa storekeycfg» Ha cTpaHuue 176
e «KomaHpa syncrep» Ha cTpaHuue 177
¢ «KomaHpa syshealth» Ha cTpaHuue 129
e «KomaHpa temps» Ha cTpaHuue 130

¢ «KomaHpga thermal» Ha cTpaHuue 178

e «KomaHpa timeouts» Ha cTpaHuue 179
e «KomaHpa tls» Ha cTpaHuue 180

e «KomaHpa trespass» Ha cTpaHuue 181
¢ «KomaHpga uefipw» Ha cTpaHuue 182

e «KomaHpa usbeth» Ha cTpaHumue 182

¢ «KomaHpa usbfp» Ha cTpaHuue 183

e «KomaHpa users» Ha cTpaHuue 183

e «KomaHpa volts» Ha cTpaHuue 130

e «KomaHpa vpd» Ha cTpaHuue 131

KomaHAabl cny>xe6Hon nporpaMmmbl

B aTom pasgene npusogmntcs andasuTHbIA CNMCOK KOMaHA HTepdenca KoMaHgHON CTPOKN Anst
cny>xebHol nporpaMmei.

B HacTosLLee Bpemst [OCTYNHO 3 KOMaHAbl Cy>XeB6HOM NporpamMmbl:

KomaHpa exit

VcnonbayiiTe aTy KOMaHZy Ansi Bbixoda U3 ceaHca MHTepdelica KoMaHaHON CTPOKMU,
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Vicnonb3yinTe komaHay exit Ansi Bbixofa 13 CUCTEMbI 1 3aBepLUEHUsI ceaHca UHTepdenca KOMaHaHOW
CTPOKM.

Komanpa help

3OTa KoMaHga Cny>XuT AN OTOBGPaXKeHNs CNcKa BCex KoMaHm,

Wcnonb3ynTte komanay help ona otobparkeHus cnucka BCcex KOMaHp, ¢ KpaTknm onncaHnem Kaxxaoi. B
KOMaHAHOI CTPOKE MOXXHO TaKkXXe BBECTU ?.

KomaHnpa history

OTa KOMaHOa Nno3BONAET BbI3BATb CMUCOK paHee NCMNOoJIb30BaHHbIX KOMaHA.

Wcnonb3ynTte komanay history ona otobparkeHusa nHOeKCMpoBaHHOIoO CNMcKa BOCbMU NOCNEAHNX
BbI3BaHHbIX KOMaHz,. [n1s BbiI3oBa KOMaH[, U3 CrMcKa MOXXHO UCMOMb30BaTb 3TU MHAEKCHI (CO 3HAKOM «!» B
Hayase) B Ka4eCcTBe SPJIbIKOB.

Mpumep:

system> history

0 ifconfig eth0

1 readlog

2 readlog

3 readlog

4 history

system> ifconfig eth0
-state enabled

-c dthens

-1 192.168.70.125
HISTORY-g 0.0.0.0

-s 255.255.255.0

-n XCCA00096B9E0D3A
-r auto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-l 00:00:00:00:00:00
system>

KomaHpgbl MOHUTOpPA

B aTom pasgene npusogutcs andaBnUTHbIN CINCOK KOMaHA HTepdenca KoMaHaHOW CTPOKK Anst MOHUTOpA.

B HacToswee BpemMs gocTynHo 11 komaHg MoHUTOpA:

KomaHpa clearlog

3Ta KoMaHga UCnofb3yeTcs AN O4UCTKN XXypHana cobbituin IMM.

Lnsi oumcTkm XxypHana cobbituin IMM Bocnonb3ynTecb komangown clearlog. [ns ncnonb3oBaHus 3Ton
KOMaHbl HEO6XO0OUMO 06n1aaaTh NOIHOMOUYUAMU A151 O4YMNCTKM XKYPHANOB COObITUN.

an/IMe‘-IaHI/Ie: OTa KOMaHpa npepgHasHavdyeHa asid UCnoJjib30BaHNA TOJIbKO crieynannctamMmm no nogaeprkKke.

B cnepnytoleli Tabnuue nokasaHbl apryMeHTbl AN aTUX napameTpoB.
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Tab6sn. 7. KomaHga clearlog

B cnepytoLueit ogHOCTpOYHOW Tabnuue ¢ AByMS cTonbuamm NpMBOASATCSA NapamMeTpbl 3TON KOMaHab! 1
COOTBETCTBYIOLLME ONUCaHMsI.

NapameTp OnucaHue

He 3agaH, BblbnpatoTcs BCe TUMbl COObLITUIA.

-t <all | platform | audit> Twn cobbITnin; BoIGEPUTE TN COOLITUIN ANA O4UCTKU. ECnn Tvn cobbiTui

OnuncaHve TMnoB cobbITUi

e all: Bce Tunbl cOObITUI, BKIItOHYAsA cOObITMS NnaTopmMbl U COObITUS ayguTa.
e platform: co6bITns nnaThopmbl.

® audit: cobbITs ayguTa.

Mpumep:

system> clearlog

All event log cleared successfully

system> clearlog -t all

All event log cleared successfully

system> clearlog -t platform

Platform event log cleared successfully

system> clearlog -t audit
Audit event log cleared successfully

KomaHpa fans

OTa KoMaHga Cny>XXuT AN OTO6PaXKeHNsi CKOPOCTU BEHTUNSTOPOB cepBepa.
WcnonbayiiTe komaHay fans ons oTo6paXkeHns CKOPOCTY KaXXOoro U3 BEHTUNATOPOB cepBepa.

MNpumep:
system> fans
fanl 75%
fan2 80%
fan3 90%
system>

KomaHpa ffdc

OTa KomaHaa Ucnonb3yeTca AN CoO3AaHnsA HOBOro darna ¢ 4aHHbIMU N0 06CNYXXMBAHWIO.

Vicnonb3ayinTe KoMaHay hmkcauum gaHHbIx o nepeoM cboe (ffdc) onsa cosgaHusa v nepegadn gaHHbIX Mo
06CNY>XMBaHWNIO B CNY>XOY NOAOEPXKKMU.
CnepnytoLmii CNNCOK COCTOUT U3 KOMaH[, KOTopble CieQyeT Ucnonb3osath ¢ komaHaou ffdc:

¢ generate, co3gaHne HoBoro daina c gaHHbIMU Mo 06CNY>XUBaHWUIO
¢ status, npoBepka coCcTosHNSA hana ¢ AaHHbIMK MO OBCNY>KNBAHMWIO
® copy, KonNMpoBaHue CYLLIECTBYIOLLMX AaHHbIX MO 06CNY>KNBaHNIO

o delete, yganeHue cyLecTBYyOLLMX AaHHbBIX MO 06CNY>XNBaHMUIO

B cnepytollen Tabnuue nokasaHbl apryMeHTbl O 3TUX NapameTpoB.
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Ta6n. 8. KomaHga ffdc

B CJ'IeJJ,yIOLLI,eIZ MHOI’OCTpO‘-IHOI7I Tabnuue ¢ TpewmA cronéuamu npmnBoOATCA NapamMeTpbl, ornnmcaHne
napamMmeTpoB N COOTBETCTBYOLWME 3HAYEHUA ONA 3TUX NapaMeTpPoOB.

MapameTp | Onucanue

3HaueHus

-t

Homep Tuna

1 (gamn npoueccopa) n 4 (gaHHble No o6cnyxXuBaHuto). amn
npoueccopa Coaep>XUT BCe OOCTYMHbIE XypHasbl 1 hainbl. [aHHble no
06CNy>XUBaHMIO COAeP>KaT TONbKO NOAMHOXXECTBO XXYPHaNoB 1
hainnoB. 3HadyeHne no ymonyaHmio — 1.

YnaneHHbIn Katanor uMeH
dannos nnu Lenesbix
06bekTOoB sftp.

Ons sftp ncnonb3yinTe NOsHbIN NYyTb UM KOHEYHBIN / B MEHW KaTanora
(~/ unun /tmp/). 3Ha4eHre No yMon4aHMio — 3TO CO30aBaeMoe CUCTEMON
UMS.

-ip 1 Anpec cepsepa tftp/sftp

-pn ! Homep nopTa cepsepa 3HayeHue no ymonyaHmnio — 69/22.
TFTP/SFTP

-u’ WmMsi nonb3osaTens ans
cepeepa SFTP

-pw Maponb gns cepesepa SFTP

1. [lononHuTenbHble apryMeHTbl ANs KoMaHg generate 1 copy

CuHTakcuc:
ffdc [options]

option:

-t 1or 4

-f

-ip ip_address
-pn port_number
-u username

-pw

password

Mpumep:

system> ffdc generate
Generating ffdc...
system> ffdc status
Type 1 ffdc: in progress
systemy ffdc copy -t 1 -ip 192.168.70.230 -u User2 -pw PasswOrd -f /tmp/
Waiting for ffdec.....
Copying ffdc...

ok

system> ffdc status
Type 1 ffdc: completed
8737AC1_DSY0123 _xcc_120317-153327.tgz

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -ip 192.168.70.230
Copying ffdc...

ok

system> ffdc status
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Type 1 ffdc: completed
8737AC1_DSY0123 xcc_120926-105320.tgz
system>

KomaHpa hreport

Mcnonb3yinTe aTy KOMaHay Anst 0To6paXKeHsi BCTPOEHHOO OTYETa O COCTOSHUMN.
B cnepytolen Tabnuue nokasaHbl KoMaHap! hreport.

Ta6n. 9. KomaHge! hreport

B cnepytoLleli MHOroCTpoYHON Tabnuue ¢ ABYMSi CTON6LAaMM MPUBOASATCS ONUCaHNSA PasHbIX KOMaHL,
hreport.

MapameTp OnucaHue

generate Co3spaHure HOBOro oT4eTa 0 COCTOSIHUAM

status [MpoBepka cocTosHMSA

copy KonnpoBaHue CyLLeCTBYIOLLIErO OTYETA O COCTOSIHAN
delete YnoaneHve cyLecTBYOLLIEro OT4eTa O COCTOSHAN

B crnepytoLeii Tabnuue nokasaHbl apryMeHTbl A4St napaMeTpoB generate u copy.

Tab6n. 10. KomaHgb! generate v copy

B cnepytoleli MHOroCTpOYHON Tabnuue ¢ ABYMsi CTONI6LaMM NPUBOASATCS NapaMeTpbl KOMaHg, generate un
COpY 1 ONM1CaHNsa 3TUX NapameTpoB.

MapameTp OnucaHue

-f YpaneHHoe nmvs channa nnm uenesoi katanor sftp (mo ymonyanmo nucnonbsyetcs
CO3[aHHOEe CMCTEMO NMs, ANsa sftp ncnonb3yiiTe NONHLIA NYTb MW KOHEYHbIV / B UMEHN
kaTanora (~/ unm /tmp/))

-ip Apnpec cepsepa tftp/sftp

-pn Homep nopta cepsepa TFTP/SFTP (no ymonyaxuto 69/22)
-u Mmsi nonb3oBaTens ans cepsepa SFTP

-pw Maponb ona cepsepa SFTP

Komanga mhlog

Wcnonb3yiiTe aTy KoMaHgy AJ18 OTOGPaXKeHUs 3anunceil B XXypHane NCTOpUn 06CyXXUBaHUS.
B cnepytoLuein Tabnuue nokasaHbl apryMeHTbl 41t 3TUX NapamMeTpoB.

Ta6n. 11. KomaHga mhlog

B cnepnytoLLein MHOrOCTPOYHON Tabnuue ¢ ABYMSA CTON6LaMN NPMBOOATCA NapaMeTpbl 3TON KOMaHAbl 1
COOTBETCTBYHOLLME OMNUCaHs.
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Tabn. 11. KomaHga mhlog (npogosxk.)

MapameTp OnucaHue
-C <count> OTob6paxkeHue cyLHocTel count (1-250)
-i <index> OTob6paxkeHne 3anucei, Ha4nHas ¢ nHagekca (1-250)
-f YpaneHHoe nms canna xxypHana
-ip Appec cepaepa tftp/sftp
-pn Howmep nopta cepeepa TFTP/SFTP (no ymonyaxuio 69/22)
-u Mms nonb3oBatens ans cepsepa SFTP
-pw Maponb gnst cepsepa SFTP
Mpumep

Ha akpaHe oTobpasnTtcs nHhopmaums, nogobHas cnenyroLen:

Hardware
Hardware
Hardware
Hardware
Firmware
Firmware
Hardware

Message

SAS Backplanel(SN: XXXX9CE009L) is added.

CPU 1(SKU NO: 50844440) is added.

CPU 2(SKU NO: 50844440) is added.

M2 Card(SN: R1SH9AJ0037) is added.

Primary XCC firmware is updated to TGBT99T by XCC Web.
Primary XCC firmware is activated to TGBT99T .

PSUL(SN: D1DG94C0075) is added.

KomaHpa led

VcnonbayinTe 8Ty KOMaHAy 47151 OTO6PaXKeHUs1 U HACTPOMKN COCTOSIHUIA CBETOANOAHbIX MHONKATOPOB.

Time
05/08/2020,04:23:18
05/08/2020,04:23:22
05/08/2020,04:23:22
05/08/2020,04:23:22
05/08/2020,06:40:37
05/08/2020,06:41:26
05/08/2020,06:43:28

Komanpga led cny>xuT ons oTo6pa’KeHnsa n HaCTPOWKU COCTOSAHUI CBETOAMOAHbBIX MHONKATOPOB cepBepa.

e Ecnu BbinonHUTL KoMmaHay led 6e3 napameTpoB, 0TO6Pa3NTCA COCTOAHNE CBETOANOLHbLIX MHANKATOPOB
Ha NULUEBON NaHenu.

e [lapameTp komaHgp! led -d Heo6xoanMo ncnonbL3oBaThL ¢ NapameTpom komaHab! led -identify on.

B cnepytoleli Tabnuue nokasaHbl apryMeHTbl AN aTUX napameTpoB.

Ta6bn. 12. Koma+ga led

B cnepytoLLein MHOrOCTPOYHOM Tabnuue ¢ Tpemsi cTonbuamy NPUBOSATCA NapaMeTpbl, onMcaHmne

napamMmeTpoB N COOTBETCTBYOLWME 3HAYEHUA ONA 3TUX NapaMeTpoOB.

MapameTp

OnucaHue 3HaueHus

[Nony4eHne COCTOAHNA BCEX CBETOQNOLHbIX
NMHONKaATOPOB CUCTEMbI N MOAKOMIMOHEHTOB
CUCTEMBI

-chklog

BblikntoyeHe cBeTOAMOAHOIO NHANKaTopa Bbikn.
>XypHarna npoBepKu
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Ta6sn. 12. KomaHga led (npogosnx.)

MapameTp | Onucanue 3HavyeHus
-identify CeeTogunoaHbIil MHQUKATOP MaeHTMUdMKaLn BbIkn., BKI., Muraet
N3MEHEHUSI COCTOSIHUS Kopryca
-d BkrtoyeHue cBeToaNOAHOIO HAMKaTopa Mepwvop BpemeHn (B cekyHaax)
noeHTUdMKaUMmM Ha 3agaHHbIN NepPUoA
BPEMEHN
CwuHTakcuc:

led [options]
option:

-l

-chklog off

-identify state

-d time

Mpumep:
system> led
Fault
Identify
Chklog
Power

system> led -I
Label

Battery

BMC Heartheat
BRD

Channel A
Channel B
Channel C
Channel D
Channel E
Chklog

CNFG

CPU

CPU 1

CPU 2

DASD

DIMM

DIMM 1

DIMM 10

DIMM 11

DIMM 12

DIMM 13

DIMM 14

DIMM 15

DIMM 16

DIMM 2

DIMM
DIMM
DIMM
DIMM
DIMM
DIMM
DIMM
FAN
FAN 1

O 00 ~N O~ U1 B W

off

On Blue

off

0ff

Location State
Planar 0ff
Planar Blink
Lightpath Card off
Planar off
Planar off
Planar 0ff
Planar 0ff
Planar 0ff
Front Panel off
Lightpath Card off
Lightpath Card off
Planar 0ff
Planar 0ff
Lightpath Card off
Lightpath Card off
Planar 0ff
Planar 0ff
Planar 0ff
Planar 0ff
Planar 0ff
Planar off
Planar 0ff
Planar 0ff
Planar 0ff
Planar off
Planar off
Planar off
Planar 0ff
Planar 0ff
Planar 0ff
Planar 0ff
Lightpath Card off
Planar off

Color

Green
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FAN 2 Planar off

FAN 3 Planar off
Fault Front Panel (+) off
Identify Front Panel (+) On Blue
LINK Lightpath Card off
L0G Lightpath Card off
NMI Lightpath Card off
OVER SPEC Lightpath Card 0ff
PCI 1 FRU off
PCI 2 FRU off
PCI 3 FRU off
PCI 4 FRU off
Planar Planar 0ff
Power Front Panel (+) 0ff
PS Lightpath Card off
RAID Lightpath Card off
Riser 1 Planar off
Riser 2 Planar 0ff
SAS ERR FRU 0ff
SAS MISSING Planar 0ff
SP Lightpath Card off
TEMP Lightpath Card off
VRM Lightpath Card of f
system>

KomaHpa readlog

OTa KoMaHga Cny>XuT Ans oTobparkeHnsi XxypHanos cobbituii IMM.

Mcnonbaynte komaHgy readlog ans otobpaxxeHus 3anuncei xxypHana cobbituin IMM. OTtobpaxkaeTcs nsaTb
>XKYpPHanoB COObITUI OOHOBPEMEHHO. 3anncy oTobpaXKaloTCs B NOPSAKE OT CaMblX HEAABHUX OO CaMbIX
cTapbliX.

KomaHpa readlog cny>xunT gns oToGpa)KeHusi ATy NepBbIX 3anvceil B XXypHane cobbiTulA, HaunHas ¢
camoli HefaBHel, NPV NepPBOM BbIMOJIHEHNW, a 3aTeM CleAYHOLLUX NSATY AN KaXXA0ro NocneayoLwero
BbI30Ba.

KomaHpa readlog -a oTo6pakaeT BCe 3anncu B XXypHane cobbITuiA, Ha4MHas C CaMo HeaBHEN.

KomaHga readlog -f c6pacbiBaeT cHETHUK 1 OTOOPpaXkaeT NATb NEPBLIX 3aMUCEN B XXypHane cobbITul,
Ha4nMHasi c caMon HefaBHeN.

KomaHpa readlog -date date oTo6paykaeT 3anucu B XXypHane cobbITuid ons 3agaHHon gaTel B popmate
Mm/pa/rr. MoXeT npefcTaBnsTb COGOI CNUCOK AaT, pasfeneHHbIX BepTUKabHON YepToi (|).

KomaHpa readlog -sev severity oTob6paykaeT 3anucu B XXypHase cobbITUi A1 3a0aHHOro YPOBHS
cepbesHocTu (E, W, I). MoxeT npeacTtaBnsTb cob60i CNNCOK YPOBHEN CEPbE3HOCTU, pasaeneHHbIX
BepTUKabHON 4epToiA (|).

KomaHpa readlog -i ip_address 3apaet agpec IPv4 nnu IPv6 IP cepsepa TFTP unn SFTP, Ha koTopom
COXpPaHEeH XXypHan cobbITuii. [NapameTpbl KOMaHg =i 1 =l ICNoNb3yITCA BMECTe O YKas3aHus
MECTOMOJIOXKEHNS.

KomaHpa readlog -l filename 3apaet ums danna xxypHana cobbiTuid. [NapameTpbl KoMaHp, i 1 -1
NCNONb3YOTCSA BMECTE AN YKa3aHNsi MECTOMONIOXKEHUS.

readlog -pn port_number oTo6paxxaeT unn 3agaet Homep nopta cepsepa TFTP unn SFTP (3Ha4veHne no
ymMon4aHuio: 69/22).

KomaHpa readlog -u username 3agaet nvg nonb3osarens ona cepsepa SFTP.
KomaHpa readlog -pw password 3agaet naposb ansi cepsepa SFTP.

CuHTakcuc:
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readlog [options]
option:
-a
-f
-date date
-sev severity
-i ip_address
-l filename
-pn port_number
-u username
-pw password

Mpumep:

system> readlog -f

11 2017-06-17T709:31:59.217 Remote Login Successful. Login ID: USERID

from SSH at IP address 10.134.78.180

2 1 2017-06-17T07:23:04.685 Remote Login Successful. Login ID: USERID

from webguis at IP address 10.134.78.180.

3 1 2017-06-16T11:00:35.581 Login ID: USERID from webguis at IP address 10.134.78.180 has logged off.
4 1 2017-06-16T11:00:15.174 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
5 I 2017-06-16T10:40:14.352 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
system> readlog

6 E SERVPROC 12/18/03 10:09:31 Fan 2 Fault. Multiple fan failures

7 E SERVPROC 12/18/03 10:09:31 Fan 1 Fault. Single fan failure

8 I SERVPROC 12/18/03 10:09:25 Ethernet[0] Link Established at 100Mb, Full Duplex.

9 I SERVPROC 12/18/03 10:09:24 Ethernet[0] configured to do Auto Speed/Auto Duplex.

10 I SERVPROC 12/18/03 10:09:24 Ethernet[0] MAC Address currently

being used: 0x00-09-6B-CA-0C-80

system>

KomaHpa syshealth

OTa KomaHga no3sonsieT noJsly4nTb CBOAKY COCTOAHUA NI aKTUBHbIX COObITUIA.

Mcnonbayinte komaHgy syshealth ons otob6parkeHnss CBOAKU COCTOSHNS UM aKTUBHBIX COBbITUI Ha
cepsepe. OTo6paxKaloTCA crnepyoLme nokasarenun: COCTOAHNE NNTaHUSA, COCTOSIHME CUCTEMbI, COCTOSIHNE
obopynoBaHus (B TOM YMCIle BEHTUNATOPA, 6110Ka NUTaHUsA, YCTPOWCTB XPaHEHWs, NpoLeccopa 1 namsaTy),
4YMCNO Nepes3anycKoB U COCTOsSIHNE NporpamMMHoro obecneverHns IMM.

CuHTakcuc:
syshealth [argument]
argument:
summary -display the system health summary

activeevents -display active events

cooling - display cooling devices health status
power - display power modules health status
storage - display local storage health status
processors - display processors health status
memory - display memory health status

MNpumep:

system> syshealth summary
Power On

State 0S hooted

Restarts 29

system> syshealth activeevents
No Active Event Available!
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Komanpa temps

OT1a KOMaHOa no3BondeT 0T06paSI/ITb BCe CBefieHnA O TeMnepartype 1 NoporoBbiX 3HA4YEHNAX TeMNnepaTypbl.

VMcnonbayinTte komaHay temps, 4To6bI 0TO6Pa3UTL BCE MOKasaTeNn 1 MOPOroBble 3HAYEHWS TeMMepaTypbl.
OTob6parkaeTcs TOT XKe HAbop TeMnepaTypPHbIX 3HAYEHUI, YTO 1 B BEG-UHTepdeiice.

Example
system> temps
Temperatures are displayed in degrees Fahrenheit/Celsius

cpul N/A N/A  80/27 N/A N/A
CPU2 N/A N/A 80/27 N/A N/A
DASD1 66/19 73/23 82/28 88/31 92/33

Amb 59/15 70/21 83/28 90/32 95/35
system>

MpumeyvaHus:
1. BbixogHble gaHHble 0TOBpaXarTCs B CTON6Lax Co crnegyroLmMm 3aronoBkamMm:

WR: c6poc ¢ npegynpexxaeHneM (ABVXYLLMIACS B MOMNOXUTENBHOM HanpaBieHn NoOpOoroBbIi
rMcTepesnc)

W: npenynpexxaeHune (BEpXHUA HEKPUTUHECKNIA MOPOT)

T: Temnepartypa (TekyLuee 3Ha4eHmne)

SS: Msarkoe BbIKNtOYeHNe (BEPXHUIN KPUTUHECKINIA MOPOT)

HS: >xecTKoe BbIKNto4YeHWe (BEPXHUIN HEBOCCTaHaBNNBaEMbIiA MOPOr)
2. Bce 3Ha4eHns Temnepatypbl ykasaHbl B rpagycax (F/C).
3. H[] o3Ha4aeT «HeaoCTynNHO».

KomaHpa volts

WcnonbayitTe aTy KOMaHay Anst OTOGpaXKeHUsi CBeAeHUIA O HaNPsXKeHUN Ha cepBepe.

WcnonbayitTe komaHay volts, 4To6bl 0TO6pa3nTb BCe NokasaTen 1 MOPOoroBble 3HAYEHNS HaNPsKEHNS.
OToGpaXkaeTcs TOT )Xe Habop 3HAYEHUI HANPSXKEHNS, YTO U B BeG-MHTepdelice.

Example:
system> volts

Sv 5.02 4.00 4.15 4.50 4.60 5.25 5.50 5.75 6.00
d:3w 3.35 280 2.8y 3.0 310 3:50 3. b5 370 3.8)
1Zv. 12.25 11:20 11.30 '11:56 11.85 12:15 12:25 12:40 12.%5
=3 =310 ~3:80 -3.03 ~3:40 320 A48y -4.05 -4:40 -~4.20
-3.3v -3.35 -4.10 -3.95 -3.65 -3.50 -3.10 -2.95 -2.80 -2.70

VRM1 3.45
VRM2 5.45
system>

MpumeyaHue: BbixogHble AaHHbIE OTOOPaXKAIOTCA B CTON6LAX CO CeAyoLLMI 3arofloBKaMmu:
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HSL: )xecTKoe BbIKJIIOYEHNE HA HKHEM NOPOre (HXHUIA HEBOCCTaHaBIMBAEMbI MOPOT)
SSL: MSArkoe BbIKJIIOYEHNE Ha HXKHEM MOPOre (HMXXHUIA KPUTUYECKUIA MOPOT)
WL: npegynpexxaeHune Ha HUXHEM Nopore (H/KHUA HEKPUTUYECKIWIA NOPOr)

WRL: c6poc ¢ npepynpexXxaeHnemM Ha HUKHEM Nopore (ABVXYLLMIACA B OTpULLATENBHOM HanpasieHn
NMOpPOroBbIN MMCTEPE3NC)

V: HanpskeHue (TekyLuee 3Ha4YeHune)

WRH: c6poc ¢ npenynpexneHnem Ha BEpXHEM NOPOre (OBVKYLLMIACS B NOSOXXUTENIbHOM HarnpaBneHun
NMOpPOroBbIN MMCTEPE3NC)

WH: npegynpexneHne Ha BepxXHEM Nopore (BEPXHUA HEKPUTUHECKINIA NOPOT)
SSH: Msrkoe BbIKIOYEHWE Ha BEPXHEM Mopore (BepXHUIN KPUTUHECKINIA NOPOT)
HSH: )xecTkoe BbIK/lOHEHNE Ha BEPXHEM Mopore (BEPXHUI HEBOCCTaHaBMBAEMbI NOPOT)

Komanpa vpd

OTa KoMaHga No3BoNsSeT 0TOOPa3nTb AaHHbIE O KOHUIypauum n MHpOpPMaLNoOHHbIE CBEAEHNS (BaXKHble
OaHHble npoaykTos, VPD), cBa3aHHble ¢ 060pygoBaHNEM 1 NPOrpaMMHbIM o6ecneveHem cepeepa.

Bocnonb3syinTtecb komaHgon vpd, 4To6bl 0TO6Pa3nNTb BaXkHble faHHble MPOOYKTOB O cucTeme (sys), IMM
(bmc), BIOS cepaepa (uefi), Lenovo XClarity Provisioning Manager (Ixpm), MukponporpamMmmel cepaepa (fw),

cepBepHbIX KOMNOHeHTOB (comp) n yctpoincTts PCle (pcie). OTobparkaeTcs Ta xe nHdopmanms, 4To 1 B Be6-

nHTepdeiice.

CwuHTakcuc:

vpd sys - displays Vital Product Data for the system

vpd bmc - displays Vital Product Data for the management controller
vpd uefi - displays Vital Product Data for system BIOS

vpd Lxpm - displays Vital Product Data for system LXPM

vpd fw - displays Vital Product Data for the system firmware

vpd comp - displays Vital Product Data for the system components
vpd pmem - displays Vital Product Data for Intel Optane PMem

vpd pcie - displays Vital Product Data for PCIe devices

Mpumep:

system> vpd bmc

Type Status Version Build ReleaseDate
BMC (Primary)  Active 0.00 DVI399T 2017/06/06
BMC (Backup) Inactive 1.00 TEI305] 2017/04/13
system>

KomaHpbl ynpaBneHus nuTaHueM v nepes3anyckoMm cepBepa

B aTom pasgene npusoguTcs andaBuTHbINA CIMCOK KoMaHg MHTepdelica KomaHaHOW CTPOKM ANns
yrpasneHns NUTaHnem 1 rnepesarnyckom.

B HacTosiLLee BpeMsi [OCTYNMHO 4 KOMaHAbl yNpaBfieHnsi IMTaHeM 1 Nepe3anyckoM cepBepa:

KomaHpa power

OTa KomaHga onucbIBaEeT, Kak KOHTpONMpoBaTb NMTaHne cepBepa.

Vicnonb3yinTe KoMmaHay power Asi ynpasneHusi niuTaHnem cepeepa. YTobbl co3faBaTb KOMaHabl power
Heo6xoauMo o6nafaTh NOAHOMOUMAMUY Ha YAANEHHbI JOCTYN K MATaHWIO U NepesanycKy cepaepa.
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B cnepytoleit Tabnuue NpeacTasneHo NoAMHOXECTBO KOMaH[, KOTOPble MOXHO UCMOIb30BaTh C KOMaHAow

power.

Ta6n. 13. KomaHga power

B cnepytoLeli MHOrocTpo4YHo Tabnuue ¢ TpeMs CTonéLuammn NpUBoOsSTCS KOMaHbl POWer, X onncaHue u

COOTBETCTBYIOLLNE 3HAYEHUA.

MpumeyaHue: MapameTp -S BbIK/IOHAET ONEPALMOHHYIO
CUCTeMy [0 BbIKNlO4YEeHUSA cepBepa.

KomaHpa OnucaHne 3HaueHue
nuTaHne Mcnonbayiite 3Ty KOMaHAy Anst BKNIOYEHUS] MTaHNS BKJ1., BbIKJ1.
BKJ1lO4EHO cepsepa.
power off McnonbayiiTe aTy KOmaHay Ans BbIK/IIOYEHNS NUTaHWA BKJ1., BbIKJI.
cepBepa.
MpumeyaHue: NMapameTp -s BbIK/IOHAET ONEPALMOHHYHO
cucTemy A0 BbIKITIOYEHUS cepBepa.
LUMKI VicnonbsyiiTe aTy KOMaHay ANS BbIKJIOYEHNS 1
SNEeKTpOoNUTaHuA | nocnegytoLlero BKIIOYEHWS NUTaHUs cepeepa.

power enterS3

VicnonbayiiTe aTy KomaHay Ans nepesofa onepauyioHHON
cucTembl B pexkum S3 (cHa).

MpumeyaHue: 3Ta KOMaHAA NCMONb3YETCA, TONBKO €Cnu
ornepauvoHHasa cuctema BknoveHa. Pexxum S3
NoAfep>XNBaeTCs He Ha BCex cepBepax.

MpumeyvaHue: 3Ta KoMaHga UCMOJb3YETCS, TONBbKO EC/N
ornepaunoHHas cuctema BktoveHa. Pexxum S3
NOLAEPXNBaETCSA He HAa BCEX cepBepax.

power rp McnoneayiiTe aTOT NnapameTp A4N1s HaCTPOWKN NOAINTUKMN alwayson|alwaysoff|restore
BOCCTaHOB/EHUSI MUTaHUs XOCTa.

power VMcnonbayiiTe 3Ty KOMaHay Ans BbiBoAa OnepaLyoHHON

S3resume cucTemMbl U3 pexxuma S3 (cHa).

power state

VcnonbayiiTe aTy KOMaHAy Anst OTO6paXKeHNsi COCTOAHMUS
NUTaHKs! cepBepa 1 TEKYLLIEro COCTOSIHISA cepBepa.

BKJ1., BbIKJI.

B cnepytoLein Tabnvue npeAcTaBnieHbl NapameTpbl As KoMaHg power on, power off 1 power cycle.

Tabn. 14. KomaHga power

B cnepytoLeit MHOroCcTpo4HON Tabnnue ¢ TpeMsl CToNIGLaMI NpUBOOATCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLIME 3HAYEHVS )1 STUX NapaMeTpoB.
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Ta6n. 14. KomaHga power (Mpo[osk.)

Mapa-
meTp OnucaHue 3HauveHus

- McnonbeayiiTe aTOT NapameTp AJ151 BbIKJIIOYEHNS
ornepauvioOHHON CUCTEMbI 0 BbIKJIIOYEHMS cepBepa.
Mpumeyvanue: [MapameTp -s nogpasymMeBaeTcs Npu
MCcnonb3oBaHNM NapameTpa -every 45isi KomaHz power
off n power cycle.

-every VMcnoneayiiTe aTOT NnapameTp ¢ komaHgamu power on, | NMpumeyaHune: 3HayeHWs Ans aTOro

power off 1 power cycle ans ynpasneHus napamMeTpa npefCcTaBfieHbl Ha OTAENbHbIX
3neKTponuTaHnem cepsepa. MoXXHO HacTPOUTb AaTbl, | CTPOKaXx U3-3a OrpaHNHeHHOro NPOCTPaHCTBA.
BPEMS 11 NEPUOANYHOCTb (EXKEQHEBHO UK
eXeHe[eSIbHO) BKIOYEHNS, BBIKSTIOHEHUS 1 Sun|Mon|Tue|Wed|Thu|
BbIKJIOUEHVIS U MOCEAYIOLEro BKIIOYEHsi cepeepa.
Fri|Sat|Day|clear

-t VMcnonbayiiTe aTOT NapameTp, 4Tob6bl ykasaTb Bpems (B | icnonb3yiTe 3Ha4eHUs B CneayoLem
Yacax U MUHyTax) BKITIOYEHNS cepBepa, BbIKNIOHEHNS dopmate: 44:MM

OnepaLyioHHON CUCTEMbI U BbIKITIIOYEHUS U
nepesarnycka cepsepa.

-d McnonbayiiTe aTOT NapameTp, 4Tobbl ykasaTb aarty VMcnonb3yiTe 3Ha4YeHNs B criefytoLlem
BKJIIOYEHNS cepBepa. OTO AOMNOSHUTENbHbIN NapamMeTp | dhopmate: mvm/po/rrrr

ONs KOMaHAbl power on.

MpumeyaHue: [MapameTpsbl -d 1 -every HEBO3MOXXHO
O[IHOBPEMEHHO MCMOJIb30BaTb C OAHON 1 TOW Xe
KOMaHon.

-Clear Mcnonbayiite aTOT NapameTp, 4Tobbl yoanmTb
3annaHMpOBaHHYIO ATy BKOYEHNS. ITO
JOMNOJSIHUTENbHbBIV NapaMeTp A1t KomaHabl power on.

CwuHTakcuc:
power on

power off [-s]
power state
power cycle [-s]

Hwuxe npencTassieHbl NpMMepbl NCNOb30BaHNA KOMaHObl power.

YT06bI BLIKNIOYATL ONEPALMOHHYIO CUCTEMY U CepBep Kaxxaoe BockpeceHbe B 1:30, BBeguTe CReayoLLyo
KoMaHAay:

system> power off

-every Sun -t 01:30

YT06bI BLIKNIOYATL ONEPALMOHHYIO CUCTEMY U NepesanyckaTb cepBep Kaxapii aeHb B 1:30, BBeanTe
CneaytoLLyio KoMaHay:

system> power cycle

-every Day -t 01:30

YT06bI BKIOYATb CEpBEP KaxXKablil noHeaensHuK B 1:30, BBeAMTE CnenyoLLyo KOMaHay:
system> power on
-every Mon -t 13:00

Y1o6bI BKNO4UNTE cepep 31 aekabps 2013 roga B 23:30, BBeanTe cnegytoLLyto KOMaHay:

system> power on
-d 12/31/2013 -t 23:30
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YT106bl O4YUCTUTD EXXEHEAENBHbIN LMK BbIKIOYEHWS U BKIIIOYEHUS, BBEAWUTE CIIEQYHOLLYI0 KOMaHAy:
system> power cycle
-every clear

KomaHpa reset

OTa KoMaHga onuckIBaeT, Kak BbIMONMHUTL COPOC cepBepa.

WcnonbayitTe komaHay reset ans nepesanycka cepeepa. [ns CNoNb30BaHNA 3TON KOMaHbl Y Bac OOMKHbI
6bITb NMOTHOMOYNSA Ha yNpaBNeHNe NUTaHEM 1 NepesanyCcKoM CUCTEMbI.

B cnepytowen Tabnuue nokasaHbl apryMeHTbl OJ18 3TUX NapameTpoB.

Ta6n. 15. KomaHga reset

B cnep,yrou.l,em MHOFOCTpO‘-IHOI7I Tabnuue ¢ TpewmA cronéuamu npmnBOoOATCA NapamMmeTpbl, ornmcaHne
napameTpoB N COOTBETCTBYOLWME 3HAYEHNA ONA 3TUX NapaMeTpoOB.

MapameTp | Onucanue 3HaveHus

-S BbikntoyeHne onepaunoHHOn CUCTEMbI Nnepes,
cbpocom cepBepa.

-d 3ageprxka cbpoca Ha yKkasaHHOE KOJIMYEeCTBO 0-120
CeKyHf.
-nmi Co3zpaHune Hemackmpyemoro npepbisaHus (NMI)
Ha cepBepe.
CuHTtakcuc:
reset [option]
option:
-s
-d
-nmi

KomaHpa fuelg
OTa KoMaHga CiyXXuT Ans oTobpaxkeHust nHpopmaumm o NUTaHUM cepeepa.
VMcnonbayinte komangy fuelg ona otobpaxxeHus nHhopmMaumy 06 NCNoNb30BaHNY NTaHKUS cepBepa un

HACTPOWKM yNpaBfeHnst NUTaHneMm cepeepa. 3Ta KoOMaHaa TakxKe CNy>KUT AN HACTPONKM NONTUK Ha
cnydvanm yTepu pesepsa nutaHus. B cnepytoluen Tabnuue nokasaHbl apryMeHTbl AN 3TUX napameTpoB.

Tabn. 16. KomaHga fuelg

B cnepytoLLein MHOrOCTPOYHOW Tabnuue ¢ Tpemsi cTonbuamy NPUBOSATCA NapaMeTpbl, onMcaHmne
napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHNS 1S STMX NapamMeTpoB.

NapameTp | Onucanue 3HaueHus
-pme BkntoueHue u BbiknoUYeHne ynpasneHns BKJ1., BbIKJI.
3NEKTPONUTAHNEM 1 OFPaHUYEHNS MOLLIHOCTY Ha
cepBepe.

-pcapmode | HacTpoiika pexxuma orpaHuyeHnst NnTaHns ans cepeepa. | BXOA, BbIXOA

-pcap Yucnosoe 3Ha4eHVe B Ananas3oHe 3Ha4eHU orpaHuyeHns | YcnoBoe 3HaveHne MoLLHocTy (BT)
nUTaHus, oTobpa>kaemoe Npu BbINOMHEHNN KOMaHAbI
fuelg 6e3 NnapameTpoB Ha LieNeBOM OOBEKTE.
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Ta6n. 16. KomaHga fuelg (mpogosxk.)

MapameTp | Onucanvne 3HauveHus
-history OTob6paKeHne 3HepPronoTpebneHns N XXypHana MK, nponssoguTebHOCTb
NpPou3BOANTENBHOCTMN
-period YucnoBoe 3HauveHve ans oTobpaxxeHus xypHana (1 yac, 6 | Y1ncnoBoe 3Ha4eHne B Hacax
Yyacos, 12 yacos, 24 yaca)
-pm HacTpolika pexxuma nofMTUKK Ha cny4yan ytepu pesepsa e bt- 6a30BbIli C peryMpPOBaHIEM
nUTaHnS.
* rt- pesepBupoOBaHNe C perynmpoBaHnem
(no ymonyaHwuio)
e ort- pesepsuposaHne N_1 ¢
perynMpoBaHvnem
-zm BkntoyeHne nnm oTko4YeHEe pexxrMMa HyneBoro BbiBoga. BKJ1., BbIKI.
OTOT NapamMeTp MOXXHO HAaCTPOUTb, TONLKO eCNv B
KayecTBe pexxmmMa nonuTrKn BelbpaHo pesepsBrpoBaHne ¢
perynmpoBaHuem.
-perf OTo6paxkeHne nHopmaLmmn o TEKYLLEM UCMONb30BaHNN npoueHT
BbIYMCNNTENbHBIX PECYPCOB, BKIlOYas CUCTEMY,
MUWKPOMPOLIECCOP U BBOA-BbLIBOA.
-pc OTo6paxkeHre TeKyLero NOTpebneHns NUTaHns
¢ output- oTo6paxkeHne TekyLlero
noTpebneHns NOCTOSAHHOro Toka. [Ans
CTOEYHbIX U 6aLleHHbIX CepBEPOB 3TOT
napameTp BK/o4aeT
3HepronoTpebneHne cuctemsl, LI,
namsaTn 1 OPyrnx KOMNoHeHToB. [Ans
6nenp-cepsepos ITE napameTp
BKJ/tOHAET TOJSIbKO 3HepronoTpebrieHne
CUCTEMBI.
* input- oTo6pa)keHne TekyLero
BXOQHOrO 3HepronoTpebeHns,
BK/tOYas sHepronoTpebreHne
CUCTEMBI.
CuHTakcuc:
fuelg [options]
option:
-pme on|off
-pcapmode inputjoutput
-pcap
-history
-period
-pm bt|r|rt
-zm on|off
-perf

-pc inputjoutput

Mpumep:

system> fuelg

-pme: on
system>

KomaHpa pxeboot

OTa KomaHza Cny>XuT ans oTobpaxkeHnsi 1 HaCcTPoiiKmM ycnosus cpefbl Preboot eXecution Environment.
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Ecnu BbinonHnTb KOMaHay pxeboot 6e3 napameTpoB, BepHETCA TeKyLlas HacTpolika Preboot eXecution
Environment. B cnepgytollen Tabnuue nokasaHbl apryMeHTbl AN 3TUX napameTpoB.
Ta6n. 17. KomaHga pxeboot

B cnepytoLleit ogHOCTPOYHON Tabnuue ¢ Tpemsi cTonbuaMm NpUBOAUTCS NapameTp, onncaHre napameTpa u
COOTBETCTBYIOLLME 3HAYEHMS ANt 3TOro napameTpa.

MapameTp | Onucanune 3HaueHus

-en 3apaeT ycnosve cpeppl BKJIHOYEHO, BbIK/TIOHYEHO
Preboot eXecution
Environment gns
crnepyowero nepesarycka
CUCTEMBI.

CuHTakcuc:
pxeboot [options]
option:

-en state

Mpumep:
system> pxeboot
-en disabled
system>

KomaHpa serial redirect

B aToMm pasgene cogep>xmtcsa komaHga serial redirect.

LoctynHa nuwb ogHa Komanpaa serial redirect: «KomaHga console» Ha cTpaHuue 136.

KomaHpa console

OTa KomaHaa NCNOJIb3YETCA OJ14 3arnyCcKa ceaHCa KOHCOJIM nocnenoBartesibHOro nepeHanpasneHna.

VMcnonbayinTte KomaHay console s 3anycka ceaHca KOHCONM NOCnefoBaTensHOro nepeHanpasneHus Ha
yKasaHHOM nocneposaTensHOM nopTy mogyns IMM.

CuHTakcuc:
console 1

KomaHpgb! KOHurypauyum

B aTom pasgene npusoguTcs andaBuTHbIA CAMCOK KOMaHA KOH(Urypaummn nitepderica KOMaHgHOW CTPOKMN.

B HacTosLLee BpeMsi gocTynHa 41 KomaHga KoHgurypauum:

KomaHpa accseccfg

Mcnonb3yinTe 3Ty KOMaHAy A51s1 OTOBPaXKeHUs1 U HACTPONKM NapameTpoB 6€30MacHOCTM YyHETHOW 3anmncit.

Ecnun BbInonHUTL KOMaHLOy accseccfg 6e3 napamMmeTpos, OTO6paSF|TCF| BCe cBefeHnsa o0 6e30nacHoCTun
YYE€THbIX 3anuceii. B cnep,yrou_\elh Tabavue NoKasaHsbl aprymMmeHTbl Anda 3Tnux napamMmeTposB.
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Tabn. 18. KomaHga accseccfg

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

MapameTp OnucaHue 3Ha4veHus
-am 3apgaet meTog ayTeHTudmKauum local, Idap, localldap, Idaplocal
nosib3oBaresnen.
-lp Mepurop 6noKNPOBKYK Nocne Ot 0 go 2880, 0 = cpok gencTeust nepropa
MaKCUMasnbHOro Yncna owmnbok npu 6NOKVMPOBKM HEOrPaHUYEH
Bxofe (B MMHyTaXx).
-pe Mepuopg ncreveHns cpoka aencTens Ot 0 go 365, 0 = HMKOraa He NcTekaeT
napons (B gHsX).
-pew Mepwvog Bpemenn npegynpexaeHnsa o6 | OT 0 go 30, 0 = HMKorga He nNpegynpexaaTb
NCTEYEHUN CpOKa AeCTBUS Napons
MpumeyaHune: lMepnog
npegynpexaeHns o6 ncTeveHnn cpoka
OENCTBMSA Naponst AOMKEH ObITb
MeHbLLEe Neprofa NCTeYEHUss Cpoka
OencTBMSA Naponsi.
-pc BkntodeHbl npasuna CnoXxHoCTn BKJ1., BbIKJI.
napone.
-pl [OnuHa napons. Ecnn npaBuna cnoXHocTy Naponei BKIOYEHbI, AnMHA
napons AoJ/KHa cocTaenAaTb oT 8 o 32 cnveosios. B
NPOTUBHOM Crly4ae OH JOSKeH BKoyaTtb oT 0 o 32
CUMBOJIOB.
-Ci MuHMManbHbIM UHTEPBAN N3MEHEHNS Ot 0 po 240, 0 = U3MeHUTb Cpasy Xe
napons (B yacax).
-If MakcrmanbsHoe Yncno ownboK Npu Ot 0 go 10, 0 = HuKorga He 610KNpPoBaTh
BXOfe.
-chgnew M3meHeHre napons HoBoro BKI1., BbIKJI.
noJib3oBaresis Nocne Nepeoro Bxoaa.
-rc LInkn noBTOPHOro MCNoNbL30BaHUSA Ot 0 go 10, 0 = NOBTOPHO NCMONBL30BaTb CPa3y Xe
naponsi.
-wit Tanm-ayT ceaHca nocne HeaktueHoctn | OT 0 go 1440

B NIHTepHeTe n Secure Shell (B
MUHYyTax).
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Syntax:
accseccfg [options]
option:
-legacy
-high
—custom
—am authentication methoc
-1lp lockout period
-pe time period
-pr state
-pc state
-pd number characters
-pl number characters
—ci minimum interval
-1f number failures
-chgnew state
-rc reuse cycle
-wt timeout

Mpumep:
system> accseccfg
-legacy

-am local
-lp 2

-pe 0

-pr off

-pd 1

-pl 4

-ci 0

-if o
-chgnew off
-rc 0

-wt user
system>

KomaHpa alertcfg

Vcnonb3yinTe aTy KOMaHay Anst OTO6paXKeHns 1 HACTPOMKU FrnobasibHbIX MapaMeTpOoB yaanieHHOro
onoseleHus IMM.

Ecnu BeinonHnTL KoMaHay alertcfg 6e3 napameTpoBs, 0TOOPa3ATCH BCe rnodanbHble NapamMeTpbl YAANEHHbIX
onoselleHuin. B cnepytoweit Tabnuie nokasaHbl aprymMeHTbl 415 3TUX NapamMeTpoB.

Tabn. 19. KomaHga alertcfg

B cnepytoLeit MHOrocTpoYHol Tabnuue ¢ TpeMst CToN6LaMy MPUBOOATCS NapameTpbl, onucaHne
napamMeTPOB 1 COOTBETCTBYIOLLIME 3HAYEHVS A1 3TUX NapaMeTpoB.
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Ta6sn. 19. KomaHga alertcfg (npogosnx.)

NapameTp | Onucanwue 3HauyeHus
-dr 3apaet Bpemsi OXXMaaHus Mexay ot1 0 go 4 MuHyT waramm no 0,5 MUHyT
NMOBTOPHbIMI MOMbITKAMN OTNPaBKN
onoselleHns mogynem IMM.
-da 3apgaet Bpems oXxupaHis go Toro, ot 0 8o 4 MuHyT waramm no 0,5 MUHyT
kak IMM oTnpaBuT onoBeLLeHne
cnepytoLLeMy noslyyaTento B CAMCKe.
-rl 3apaeT Konn4ecTBo AonoNHUTENbHbIX | 0T 0 o 8
MomMbITOK OTMPaBKM OMNOBELLEHNSA
mogynem IMM, ecnn npegbigyLine
MonbITKM OKasanmcb 6e3yCrneLlHbIMU.
CuHTakcuc:
alertcfg [options]
options:
-rl retry_limit

-dr retry_delay
-da agent_delay

MNpumep:

system>alertcfg

-dr 1.0
-da 2.5
-rl 5

system>

KomaHpa asu

OTa KomaHAaa ucnosib3yeTcs Ans HacTponky napameTtpos UEFI.

Komangp! nporpammbl Advanced Settings Utility cnyxxat ana Hactpoikum napameTtpos UEFI. YTobbl
na3meHeHnst napameTtpoB UEFI BCTynunu B cuny, OCHOBHYIO CUCTEMY HEOOXOAMMO Nepe3arpysunTb.

B cnepytoleli Tabnuvue npencTaBneHo NOAMHOXXECTBO KOMaH, KOTOPble MOXXHO UCMONb30BaTh C KOMaHOol

asu.

Ta6n. 20. KomaHaa asu

B cnep,yrou.l,elh MHOFOCTpO‘-IHOI7I Tabnvue c TpemMA cronéuamu npmnBoanTCA NOAMHOXXECTBO KOMaH, KOTOpble

MOIyT NCNOJIb30BaTbCA BMECTE C KOMaH,D,OI7I asu. npe,ﬂ,OCTaBJ'IFHOTCﬂ onumcaresibHble cBeeHnA N

COOTBETCTBYKOLLNE 3HA4YEHNA KOMaHLA,.

KomaHpa OnucaHue 3HaueHue

delete VicnonbayiiTe aTy KOMaHAy ONs YAANEHUs 9K3emnispa setting_instance
WSIN 3anNncu HaCTPOMKKN. DTa HacTporiKa AomKHa
npeacTaBnsATb CO60M 3K3EMMNSAP C BO3MOXXHOCTbLIO
yaanenus, Hanpumep iSCSI.AttemptName.1.

cnpaeka NcnonbayinTe aTy KOMaHay Anst oTo6parkeHns setting

HaCTpOoeK.

CnpaBO4HbIX CBefeHnIn ANs OAHOM NN HECKONBbKNX
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Tabn. 20. KomaHga asu (MpofZosnx.)

KomaHpa OnucasHune 3HayeHue

set Mcnoneayiite aTy KOMaHay AN U3MEHEHUS 3Ha4YeHs 3Ha4YeHne HaCTPOWKMU
HacTponKu. 3agaHne BXOLHOIO 3Ha4YeHWs Ans
napametpos UEFI.

Mpume4aHus:

® HacTpoiika 0gHO NN HECKONbKUX Nap «napameTp/
3Ha4YeHune».

¢ Ecnu aTa HacTpoiika paclunpsieTcs Ao OTAeNbHOiA
HaCTPOWIKKN, OHa MOXET COAEeP>KaTb NOACTAHOBOYHbIE
CUMBOJbI.

e Ecnn 3HadyeHne coaepXXuT npobesbl, OHO AOSHKHO ObITb
3aKJIl04eHO B KaBbl4KW.

* Ynopsigo4eHHble CNNCKM 3HAYEHUIN pasaensaoTcs
3HakoM «paBHO» (=). Hanpumep, set B*.Bootorder «CD/
DVD Rom=Hard Disk 0=PXE Network.»

showgroups VMcnonbsyiiTe aTy KOmaHAgy Ans oTo6paXKeHns AOCTyrnHbIX | setting
rpynn HacTpoeK. 3Ta KOMaHA[a CNYXXUT AN OTOOpaXKeHNs
Ha3BaHWI N3BECTHbIX rpynn. HassaHus rpynn moryT
BapbMpOBaTbCs B 3aBMCUMOCTUN OT YCTAHOBIEHHbIX
YCTPOWCTB.

show VMicnonbayiiTe aTy KOMaHay AN OTOOPa)keHWs TEKyLLEero setting
3HaYeHNsA OJHON NN HECKOJIbKNX HACTPOEK.

showvalues VMcnonbayiiTe aTy KOMaHAy Ans 0TO6paXKeHWs BCEX setting
BO3MOXXHbIX 3HAYE€HWI OJHOW USIN HECKOMNBbKNX HACTPOEK.
MpumevyaHus:

e OTa KkomaHga oTo6pasunT CBeAeHNs O AOMYCTUMbIX
3HaYeHUSAX 3TON HACTPOWKMN.

e OTO6pasnTCa MUHMMAaNbLHOE U MakKCUManbHOe
KONMYECTBO JOMYCTUMbIX 3K3EMMIAPOB NS 3TOW
HaCTPOWKM.

e Ecnn gocTynHo, 0TO6pasnTcs 3Ha4YeHne rno
YMON4aHuto.

e 3Ha4eHue No yMOoI4aHUIo 3akioYeHO B TPeYrofbHbIe
CKOOKM (< 1 >).

e TeKCTOBble 3Ha4YeHNsi NOKa3blBalOT MUHUMaTbHYIO U
MaKCcuManbHyO OJINHY N perynsapHoe Bblpa>keHne.

MpumevaHuns:

¢ B cuHTakcuce komaHgpl setting — 310 HasBaHWe HacCTPOLiKK, KOTOpOoe TpebyeTcs NPOCMOTPETb NN N3MEHUTD, a
value — 3T0 3Ha4eHNEe, KOTOPOE NPUCBaNBAETCHA HACTPOMKE.

e Setting MOXeT Bblpa)aTbCsl HECKOSIbKUMU MMeHaMK (KpoMe Crly4aeB, Kora Ucrosib3yeTcs koMmaHaa set).
o Setting MOXeT cofiep>xaTb NOACTAaHOBOYHbIE CUMBOJIbI, HANPUMEP 3Be3404KY (*) unn 3Hak Bonpoca (?).

e Setting MmoxxeT npeacTaBnATb cob6oi rpynny, HazeaHue HacTpoiku nnm all.

anIMepbl CMHTaKcunca KoMmaHgbl asu npegctasiieHbl B cnenyroLllem Crncke:

e YT106bI 0TOOPA3UTL BCE NapameTpbl KOMaHAbl asu, BBegute asu --help.
e YT06bl 0TOOPA3UTL NOAPOGHYIO CNpPaBKy A9 BCeX KOMaHL, BBeAnUTe asu -v --help.
* Y106bI 0TO6PA3UTL NOAPOOHYIO CNPaBKy A4/151 OAHON KOMaHAbl, BBeguTe asu -v set --help.
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e YT0O6bl N3MEHUTb 3Ha4YeHne, BBeanTe asu set setting value.
* YT106bI 0TOOPA3UTL TEKYLLEE 3HA4YEHNE, BBeanTe asu show setting.
¢ YT106bLI 0TOOPA3UTL NAapaMeTpbl B ANIMHHOM NakeTHOM dhopmate, BBeguTe asu show -1 -b all

* YT106bI 0TO6PA3UTL BCE BO3MOXKHbIE 3HAYEHUS HACTPONKK, BBeanuTe asu showvalues setting. Npumep
komaHgbl show values:
system> asu showvalues S*.POST*
SystemRecovery.P0STWatchdogTimer==<Disable>=Enable
SystemRecovery.POSTWatchdogTimerValue=numeric min=5 max=20 step=1 default=5
system>

B cnepytolein Tabnvue nokasaHbl apryMeHTbl 4Jis 3TUX NapaMeTpoB.

Tab6n. 21. MNapameTpsbl asu

B cnepytolLLen MHOrOCTPOYHON Tabnuue ¢ Tpems cTonbLamm NpMBOATCA NapaMeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS A5 3TUX NapameTpoB.

MapameTp Onucaxue 3Ha4veHus
-b OTob6paxkeHne B NakeTHOM

topmare.
--cnpaska’ OTob6paxkeHne cBepeHnin 06

NCMNONb30BaHNV KOMaHabl 1
napameTpos. [NapameTp --help
pa3MeLLaeTcst nepeq KOMaHaoMn,
Hanpumep asu --help show.

--cnpaska’ OT06paxkeHune cnpasku Ans
KomaHgpl. NapameTp --help
pa3mMeLLaeTcs Noc/ie KOMaHabl,
Hanpumep asu show --help.

- Mmsa HacTpolikv B QJIMHHOM
dopmaTe (BKIOHAET 3a4aHHYIO
KOHUrypaumio).

-m VIMs HacTponKu B CMeLLaHHOM
dopmarte (BtOHAET
naeHTngukKaTop KoHburypauun).

-v2 Moppo6Hble BbIXOAHbIE AAHHbIE.

1. NMapameTp --help MoXeT ncnonb3oBaTbCs C NGO KOMaHOOW.
2. MNapaMeTp -V MO>XXHO MOMECTUTb TOJIbKO MeXy asu 1 KOMaHLoM.

CwuHTakcuc:
asu [options] command [cmdopts]
options:

-v verbose output

--help display main help
cmdopts:

--help help for the command

Mpumeyanune: CM. JONONHUTENBHbIE NapaMeTpbl KOMaH[ B pasaenax, NOCBSLLEHHbIX OTAeNbHbIM
KOMaHAaMm.

VMcnonb3yinTe KOMaHapl TPAH3aKLMIA asu Ans HACTPONKK HecKoNbkx napameTpoB UEFI n cospaHns un
BbINOMHEHNA KOMaH[, B NakeTHOM pexume. Micnonbayiite komaHasl tropen u trset ons cospganns ganna
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TpaH3aKuUin C HECKOTbKMMY NPUMEHAEMbIMU HACTpPOoOVKamn. TpaH3akums ¢ 3afaHHbIM MAEHTUMKATOPOM
OTKpbIBaeTCsi No komaHge tropen. NapameTpbl gobaenstoTcs B HA6op no komarge trset. BoinonHeHHas
TpaH3akuus ukcnpyeTcst no komange trcommit. 3aBepLunB paboTy ¢ TpaH3aKumeln, MOXXHO YAanuTb ee ¢
NMOMOLLbIO KOMaHApl trrm.

Mpumevanue: Onepauusa BoccTtaHosneHus napametpos UEFI cosgacT TpaH3akumio ¢ naeHTUKaTopomMm,
NCnosb3ysi MPOV3BOJIbHbIN TPEX3HAYHbIV HOMED.

B cnepnytoweli Tabnuue npeacTaBfieHbl KOMaHAbl TPaH3aKLUiA, KOTOPbIE MOXKHO MCMOJIb30BaTb C KOMaHAOoM
asu.

Ta6n. 22. KomaHgb! TpaH3aKyui asu

B cnepgytoLuein MHOFOCTPOYHON Tabnuue ¢ TpeMsi cTonéuammn NpuBOSATCA KOMaHabl TPaH3aKuum, nx
ornvcaHne N COOTBETCTBYIOLLIME 3HAYEHUS.

KomaHpa OnucaHue 3HaueHue

tropen id OTa KOMaHAa co3faeT HOBbIN dalin TpaH3akLuin ¢ Id — aTo ngeHTUMUMpyoLwas
HECKOJIbKMMY AOCTYMHbIMU AN HACTPONKU NapameTpamin. | CTpoka, KoTopasi MOXXET cofepaTtb
oT 1 0o 3 6yKBEHHO-4MCNOBbIX

CUMBOJIOB.
trset id OTa koMaHAa [obaBnsAeT B TPaH3aKLUMIO OAVH UK Id — 370 ngeHTUMUMPpPYoWas
HECKOJ/bKO NapameTpOoB UK Nap 3HaYEHWIA. CTPOKa, KOTopasi MOXXET coep>kaTb
oT 1 0o 3 6yKBEHHO-4UCOBbIX
CUMBOJIOB.
trlist id OT1a KkoMaH[a oTobpaXkaeT cogep>xumoe danna Id — 3710 naeHTUdMUMpPYIoLLas

TpaH3aKLun Ha NepBOM MecTe. OTO NoNe3Ho, ecnu aiin CTPOKa, KOTOpasi MOXXeT CofiepXXaTb
TpaH3akuun co3gaH B 060M104Ke UHTepdeinca komangHol | ot 1 oo 3 6yKBEeHHO-4MCOBbIX

CTPOKMU. CVMBOJIOB.
trcommit id OTa KkoMaHAa PMKCUPYET 1 BbINOMHAET COAEePXXUMOEe Id — aTo ngeHTUMUMpyoLwas
channa TpaHsakumm. OTob6paxkaloTcs pesynbTaThl CTPOKa, KoTopasi MOXXeT cofep>XaTb
BbINOSIHEHNS 1 Nto6Gble OLLNGKMN. oT 1 8o 3 6YKBEHHO-4YNCIOBbIX
CVMBOJIOB.
trrm id OTa KkoMaHAa yoanseT gann TpaH3akuum nocne Id — aT0 ngeHTUMUMPpYoWwas
dukcauun. CTPOKa, KOTOpasi MOXXeT Cofep>XaTb
oT 1 0o 3 6yKBEHHO-4MCNOBbIX
CVMBOJIOB.

Mpumep HacTporKK Heckonbknx napameTtpos UEFI:

asu tropen TR1

asu trset TR1 UEFI.BootModes.SystemBootMode "UEFI and Legacy"

asu trset TR1 BootOrder.BootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 BootOrder.WolBootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 UEFI.DevicesandIOPorts.Com1BaudRate 115200

asu trset TR1 UEFI.DevicesandIOPorts.ComlDataBits 8

asu trset TR1 UEFI.DevicesandIOPorts.Com1FlowControl Disable

asu trset TR1 UEFI.DevicesandIOPorts.Com1Parity None

asu trset TR1 UEFI.DevicesandIOPorts.Com1StopBits 1

asu trset TR1 UEFI.DevicesandIOPorts.COMPortl Enable

asu trcommit TR1

Komanpa backup

Vicnonb3yinTe 8Ty KOMaHgy 47151 CO3LaHns pe3epBHOro daiina, Cogep xaLlero TekyLme napameTpbl
6e30MacHOCTN CUCTEMbI.
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B cnepgytoweit Tabnuue nokasaHbl apryMeHTbl Ans 3TUX NapameTpoB.

Ta6n. 23. Koma+ga backup

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLME 3HAYEHVS )1 3TUX NapaMeTPoB.

MapameTp | Onucanue 3HauveHus
-f Nms pesepBHoro danna LonycTtnmoe nvs canna
-PP Maponb unu ppasa-naponb, UCNoNL3yemMble AN JonycTtymblii naponb unu pasa-naposib ¢
WwnchpoBaHna naponei BHyTpy pesepBHoro danna pasgenuTensiMi B BUAE KaBblyek
-ip IP-appec cepsepa TFTP/SFTP Donyctumbin IP-agpec
-pn Homep nopta cepsepa TFTP/SFTP LonycTumMblii HomMep nopTa (Mo ymonyaHuio 69/
22)
-u Nmsa nonb3osatens ana cepsepa SFTP Honyctnmoe nms nons3osarens
-pw Maponb gns cepsepa SFTP [onycTnmeiin naposnb
-fd Nms danna XML-onncaHns komaHg nHtepdgeinca LonycTtnmoe nwvs canna
KOMaHAHOV CTPOKU AN PE3ePBHOIO KOMMPOBaHWA
CuHTakcuc:
backup [options]
option:
-f filename
-pp password
-ip ip address
-pn port number
-u username
-pw password
-fd filename
Mpumep:
system> backup f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok
system>

KomaHnpga dhcpinfo

Mcnonb3yinTe aTy KOMaHay Ans npocMoTpa HasHaveHHon cepsepom DHCP IP-koHdurypaumm pns ethO.

Mcnonbayinte komangy dhepinfo ons npocmMoTpa HasHayeHHol cepBepoM DHCP IP-koHburypauun ans
eth0, ecnu nHTepdgeiic HacTpanBaeTcs aBToMaTudecku cepsepomM DHCP. [1ns BKnto4YeHMs 1 OTKITHOYEHMS
DHCP moxHo ucnons3osatb komaHgy ifconfig.

CuHTakcuc:
dhcpinfo eth0
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Example:

system> dhcpinfo etho
-server : 10.240.0.10
-n : XCC-7X19-123456789A
-i : 10.243.4.66
-i6 -
-g : 10.243.0.1
=3 : 255.255.240.0
-d : labs.lenovo.com
-dé6 :
-dnsl : 10.240.0.10
2 : 10.240.0.11
3 0.0.0.0

B CﬂGﬂleLLl,GI?I Tabnavue onncaHbl BbIXOOHbIE AaHHble 3TOro npumMepa.

Ta6n. 24. KomaHga dhcpinfo

B cnepytoLeli MHOrocTpoYHo Tabnuue ¢ ABYMsi CTONIGLAMM OnuncaHbl NapameTpbl, MCMOSIb30BaHHbIE B
npeabiayLuem npumepe.

MapameTp OnucaHue

-server Cepsep DHCP, HazHaumBLWIA KOHbUrypaumo
-n HasHauyeHHoe ums xocTa

-i HasHnaueHHbIn agpec IPv4

-9 HasHa4eHHbI agpec wnio3a

-S HasHaveHHas macka nofceTu

-d HasHaveHHOe foMeHHOe nMS

-dns1 OcHosHon IP-agpec IPv4 cepsepa DNS

-dns2 LononHuTtenbHbin IP-agpec IPv4 cepsepa DNS
-dns3 Tpetun IP-agpec IPv4 cepeepa DNS

-i6 Appec IPv6

-d6 HdomeHHoe nms IPv6

-dns61 OcHoeHon IP-agpec IPv6 cepsepa DNS
-dns62 DononHuTtenbHbin IP-agpec IPv6 cepeepa DNS
-dns63 Tpetun IP-agpec IPv6 cepeepa DNS

KomaHpa dns

Vcnonb3ynTe aTy KOMaHay Ans npocmoTpa n HacTporiku DNS-koHpurypauumn IMM.

MpumevaHue: B cucteme Flex System HeBo3MOXXHO nameHuTb napameTpsl DNS ans IMM. Mogyns CMM
ynpasnsieT napameTpamu DNS.

Ecnu BbinonHUTL KoMaHAy dns 6e3 NapaMeTpoB, 0TO6Pa3ATCA BCe cBeAeHMs 0 KoHdburypauun DNS. B
cnepytoLlen Tabnuue nokasaHbl apryMeHTbl A1s 3TUX NapaMeTpoB.
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Ta6n. 25. Koma+ga dns

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

NapameTp | Onucanue 3HaueHus

-state CocTtosiHne DNS BKJ1., BbIKJ.

-ddns CocTosiHne DDNS BKJTHO4EHO, BbIK/TIOYEHO

-i1 OcHosHon IP-agpec IPv4 cepsepa DNS IP-agpec B gecatu4Hom copmarte IP-agpecos ¢
TOYKON.

-i2 JononHuTtenebHbin IP-agpec IPv4 cepsepa DNS IP-appec B pecsatudHom chopmate IP-agpecos ¢
TOYKON.

-i3 Tpetun IP-agpec IPv4 cepeepa DNS IP-agpec B gecatu4Hom copmarte IP-agpecos ¢
TOYKON.

-i61 OcHosHon IP-agpec IPv6 cepsepa DNS IP-appec B popmare IPV6.

-i62 DononHuTtenbHbin IP-agpec IPv6 cepeepa DNS IP-agpec B bopmarte IPV6.

-i63 Tpetnin IP-agpec IPv6 cepeepa DNS IP-appec B hopmare IPV6.

-p MpwvoputeT IPv4/IPv6 ipv4, ipv6

CwuHTakcuc:

dns [options]

option:

-state state
-ddns state

-il first_ipv4_ip_address

-i2 second_ipv4_ip_address
-i3 third_ipv4_ip_address
-i61 first_ipv6_ip_address
-162 second_ipv6_ip_address
-i63 third_ipv6_ip_address

-p priority

MpumevaHue: B cnepytollem npumepe nokasaHa KoHdurypauus IMM c BbikntodeHHoN cny>k6om DNS.

Mpumep:

system> dns
-state
-il
-i2
-i3
-i61
-162
-i63
-ddns
-dnsrc
-ddn
-ddncur
-p
-dscvry

system>

disabled
0.0.0.0
0.0.0.0
0.0.0.0

enabled
DHCP

labs.lenovo.com
ipvé
enabled

B cnepytoLein Tabnvue onmncaHbl napaMeTpbl, UCMONb30BaHHbIe B NpeabiayLLemM nprmMepe.
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Tab6n. 26. BbiBOg KOMaHAbl ANs

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ AByMs CTonGLUamm onnucaHbl napameTpbl, UCMOMb30BaHHbIE B
npeablayLiem nprmepe.

MapameTp OnucaHue

-state CocTtosHne DNS (on nnm of f)

-i1 OcHoBHon IP-agpec IPv4 cepsepa DNS

-i2 DononHuTteneHbin IP-agpec IPv4 cepsepa DNS
-i3 Tpetun IP-appec IPv4 cepeepa DNS

-i61 OcHoBHon IP-agpec IPv6 cepsepa DNS

-i62 LononHuTtenbHbin IP-agpec IPv6 cepeepa DNS
-i63 Tpetun IP-agpec IPv6 cepeepa DNS

-ddns CocTosiHne DDNS (enabled unu disabled)

-dnsrc MpeanoytuTensHoe gomeHHoe nms (dhep nnm manual)
-ddn YkaszaHHbIi Bpy4Hyto DDN

-ddncur Tekywwmin DDN (TonbKo YTeHNe)

-p MpepnoutuTensHbie cepeepbl DNS (ipv4 unu ipvé)

KomaHpga encaps
VMcnonbayinTe aTy koMaHgy, 4Tobbl no3BonnTs BMC BbINTU U3 pexxrnmMa NHKancynsaumm.

B cnepytowyen Tabnuue nokasaHbl apryMeHTbl o189 3TUX NapameTpoB.

Tabn. 27. KomaHga encaps

B cnepytoLLen ogHOCTpoOYHON Tabnuue ¢ AByMS CTON6LAaMU NPUBOAATCA NapamMeTpbl 3TON KOMaHAbl 1
COOTBETCTBYHOLLME OMNUCAHWS.

NapameTtp Onucaxune

lite off MpepoctaeneHne BMC Bo3MOXXHOCTY BbIATY U3 pexxuma
VHKancynsiumm n OTKpbITb rMob6anbHbIA [OCTYN st BCEX
nonb3osarenemn

Komanpa ethtousb

Bocnonb3yintech komaHgon ethtousb anst otobparkeHns n HacTponky conoctaeneHus noptos Ethernet n
Ethernet yepes USB.

OTa KoMaHga No3BoJSIET CONOCTaBUTL HOMEP BHeLLHero nopta Ethernet gppyromy Homepy nopta ans
nHtepdeica Ethernet yepes USB.

Ecnu BbinonHuTb KOmMaHay ethtousb 6e3 napameTpoB, oTo6pasaTcs ceeneHns o6 nHrepderice Ethernet
yepe3 USB. B cnepytoLein Tabnuue nokasaHbl apryMeHTbl O 3TUX napameTpoB.
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Ta6n. 28. KomaHpaa ethtousb

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

MapameTp | Onucanue 3HayeHus

-en CocTosiHne nHTepdenca BKNKOYEHO, BbIKNHOYEHO
Ethernet yepe3 USB

-mx HacTpolika conoctaeneHus | MNapa nopToB, pasgensemas ABoeTouneM (i), B popmare porti:port2
NopTOB ANsl MHOEKCA X lne:

* Homep nHaekca nopta x 3agaeTtcs B Buge uenoro yiucna ot 1 go 108
rnapameTpe KoMaHgpbl.

e port1 napbl NOPTOB — 3TO HOMEpP BHELUHero nopTta Ethernet.
e port2 napbl nopToB — 310 HOMep nopTa Ethernet yepes USB.

-rm YpnaneHne conoctaBneHnst or1pm010
NnopToB ANs 3a4aHHOro MHpekcbl conocTaBneHust NOpToB OTO6PaXKAKTCSI C MOMOLLIbIO KOMaHAbI
nHAekca ethtousb 6e3 napameTpos.
CwuHTakcuc:
ethtoush [options]
option:
-en state
-mxport_pair

-rm map_index

MNpumep:

system> ethtousb -en enabled -m1 100:200 -m2 101:201
system> ethtousb

-en enabled

-ml 100:200

-m2 101:201

system> ethtousb -rm 1

system>

KomaHpa firewall

Mcnonb3yinTe aTy KOMaHay Ans HAaCTPONKK 6paHaMayapa, YToObl OrpaHNYMTb OCTYMN C ONpeneseHHbIX
afpecoB 1 Npy HEOBXOAMMOCTY OFPaHNYUTL BPEMEHHON Nepuog foctyna. Ecnu napameTp He 3agaH, 6yayT
OTOBpaKaTbCH TEKYLUME NapameTpbl.

B cnep,yrou.l,elh Tabanue nokasaHbl apryMeHTbl Ona 3Tux napamMmeTpoB.

Tabn. 29. KomaHpaa firewall

B cnepytoLeli MHOroCTpOYHON Tabnuue ¢ TpeMs CTonéLuamMmn NpUBoOsaTCA NapameTpbl 3TOW KoMaHAapl U
COOTBETCTBYHOLLME OMNUCaHWSI.
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Tabn. 29. KomaHga firewall (npogosnx.)

Napametp Onucatne 3HaueHus
-bips 1-3 IP-agpeca 6noka (pasgeneHHbole Donyctumble IP-agpeca
3ansaToii, CIDR wunn gnanasoH) Mpumevanune: [Onsa agpecos IPv4 n IPv6

MO>XHO mcnosnb3oBatb opmat CIDR,
YTO6bI 3a6NMOKNPOBATL AMana3oH agpecos.

-bmacs Bnokuposka 1-3 MAC-agpecos DonycTtnmble MAC-agpeca
(paspeneHHbIX 3ansTow) Mpumeyvanue: dunstpaums MAC-
agpecos paboTaeT TONbKO C
onpefeneHHbIMN agpecamMu.

-bbd Larta Ha4yana 6noka [ata B popmate <IMTTT-MM-O0>

-bed [aTa okoH4aHusa 610Ka [ata B popmate <IMTTT-MM-O0>

-bbt Bpemsa Havana 6noka Bpewmsa B dopmarte <H4:MM>

-bet Bpems okoH4yaHus 6noka Bpewms B hopmate <H4Y:MM>

-bti Bnokuposka 1-3 BpemMeHHbIX nHTepBanos | [uana3oH BpemeHu B popmare <H4:MM-
(paspeneHHbIx 3ansTon) 44:MM>

Hanpumep, ecnu 3agaHo 3HaveHue firewall
- bti 01:00-02:00,05:05-10:30, gocTyn
OypeT 3abnokmpoBaH exxepgHesHo ¢ 01:00
0o 02:00 n ¢ 05:05 po 10:30

-clr OuncTka npasuna 6paHgmayapa ons ip, mac, datetime, interval, all
onpefeneHHoro Tuna

Cnepytowme napameTpbl NpeaHasHayveHbl Ans 6nokmposku |IP-agpecos

-iplp Mepunop 6noknposkn IP-agpecos muHyTax. | Yncnosoe 3HayeHune ot 0 go 2880, 0 =
HMKOrga He nctekaet
-iplf MakcrmanbHoe Konmy4ecTBO OLWMGOK Npu Yucnosoe 3HadeHne ot 0 o 32,0 =
BXofe B cuctemy, npexkge vyem |IP-agpec HuKorga He 610KMPOBaTh

6yneT 3a6noKMpPOBaH.

Mpumeyvanue: Ecnv 3HaveHne OTINYHO OT
0, OHO JOMKHO BbITb 6ONbLUE NN PAaBHO
3Ha4veHunio napameTpa <MakcumansHoe
KONMYEeCTBO OLUMGOK NMpu BXOAE B
CcUCTeEMy>, KOTOpPOE YCTaHaBNMBaeTCA
koMaHpoi <accseccfg -If>

-ipbl OTob6paxeHne/HacTponka cnucka del, clrall, show

6nokupyembix IP-agpecos.

e -del: ynaneHue agpeca IPv4 unn IPv6 ns
cnvcka 6510KMpoBKIY

e -clrall: ouncTnTb BCce 610knpyembie IP-
agpeca

e -show: nokasaTb Bce 6noknpyemble IP-
agpeca

Mpumep:

- “firewall”: Show all options’ value and IP addresses blocking list.

- “firewall -bips 192.168.1.1,192.168.1.0/24,192.168.1.1-192.168.1.5”: Block the access from multi IPs

- “firewall -bti 01:00-02:00,05:05-10:30,14:15-20:00": Block all access during 01:00-02:00,05:05-10:30,14:15-20:00 every day.
- “firewall —-clr all”: Clear all rules of “Block List and Time Restriction”.

- “firewall -iplp 60”:Set IP address lockout period to 60 minutes.
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-« “firewall -iplf 5”:Set maximum number of login failures to 5 timesi.

- “firewall -ipbl -del 192.168.100.1”:Delete 192.168.100.1 from IP address blocking list.
- “firewall -ipbl -del 3fcc:1234::2”:Delete 3fcc:1234::2 from IP address blocking list.
- “firewall -ipbl -clrall”: Delete all blocking IP addresses.

-« “firewall -ipbl -show”: Show all blocking IP addresses.

KomaHpa gprofile
Mcnonb3yinTte aTy KOMaHay Ans oTob6paxkeHnsi 1 HACTPONKK rpynnoBbix npodunen ans IMM.
B cnepgytoleit Tabnuue nokasaHbl apryMeHTbl Ans 3TUX NapamMeTpoB.

Tab6n. 30. KomaHga gprofile

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6uamn NpuBoasaTCs NapameTpsbl, onucaHne
napamMeTpOB 1 COOTBETCTBYIOLLIME 3HAYEHUS 1A 3TUX NapaMeTpoB.

MapameTp OnwucaHxune 3HaueHus
-[1-16] Homep rHesga rpynnosoro 1-16
npocuns
-clear YpaaneHve rpynnbi BKJIIO4EHO, BbIK/TIOYEHO
-n Mms rpynnbl CTtpoka group_name pjimHon o 63 cumBosios.

3Ha4yeHre group_name [O/HKHO ObiTb YHUKabHbIM.

-r Mmsa ponn, kak ykazaHo B KOMaHAe
ponein
-d pynnoBoi fOMeEH (MCnosnb3yiiTe

root dn no ymon4yaHuto, ecnu
rpynnoBoi JOMEH He 3a/aH)

-h OTob6paxxeHne cBegeHnin 06
NCMoNb30BaHNM KOMaHbl U
napameTpoB

CuHTakcuc:

gprofile [1 - 16 group_profile_slot_number] [options]
options:

-clear state

-n group_name

-r role_name

-d group_domain

-h help

KomaHpga hashpw

McnonbayinTe aTy kKOMaHay ¢ NapaMeTpoM -SW AJ151 BKIIIOYEHUSA/OTKIOHEHNS (PYHKLUN CTOPOHHEro napons
UNN ¢ NapaMeTPOM -re Ans BKIIIOYEHNS/OTKHYEHNSI BO3MOXXHOCTW MOMYyYeHNs1 CTOPOHHEr 0 Naporisi.

B cnepytoLen Tabnuue nokasaHbl apryMeHTbl O 3TUX NapameTpoB.

Ta6n. 31. KomaHga hashpw

B cnepgytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamm NpuBoasaTCS NapameTpsbl, onucaHne
napameTpoB 1 COOTBETCTBYIOLLME 3HAYEHMS ANA 3TUX NapameTpoB.
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Tabn. 31. Komarga hashpw (npogosxk.)

MapameTp | Onucanue 3Ha4veHuns
-Sw CocTosiHre nepeknoyaTens CTOPOHHEro napons BKJTOHEHO, BbIKITIOHEHO
-re CocTosiHMe YTeHNs CTOPOHHEro napons BKJIIOHEHO, BbIKIO4YEHO

Mpumeyanue: Ecnn nepekn4aresib BKIHO4Y€EH,
MO>XHO HAaCTPOUTb YTEeHNeE.

Mpumep:

system> hashpw -sw enabled -re enabled

system> users -5 -n guest5 -shp ef92bh778hafe771e89245h89echc08addadelo6c066599118811383d4473e94f — r Administrator
system> users -5 ghp

ef92hb778hafe771e89245h89echc08ad4adelbb6c066599118811383d4473e94f

system> users

Account Login ID Advanced Attribute Role Password Expires
1 USERID Native Administrator Password doesn't expire
5 guests Third-party Password Administrator 90 day(s)

Komanpa ifconfig

VMcnonb3ynTe aTy KOMaHay Ans Hactponku nHtepdeinca Ethernet.

Beegute ifconfig eth0, 4To6b1 OTOGPA3NTL TEKYLLYIO KOHDUIYpaumto uHTepdeinca Ethernet. YTobbl
N3MeHUTb KoHUrypaumo nHTepdeinca Ethernet, BBegnte napameTphbl, 3a KOTOPbIMU CNEQYIOT NX 3HAYEHNS.

YT06bl N3MEHNTL KOHUrypauuio nHrepderica, Heobxoaumo obnagaTtb Mo MEHbLUEN Mepe NpaBamMm
HaCTPOWKM CETEBbLIX MapaMeTpoB 1 6e30MacHOCTY aganTtepa.

Mpumevanme: B cucteme Flex System napameTpbl BUPTYansHON nokasnbHOW ceTn KoHTponupytotcs CMM
Flex System u He MoryT 6bITb n3MeHeHb! B IMM.

B cnepytowein Tabnumue nokasaHbl apryMeHTbl A1 3TUX NapaMeTpoB.

Tabn. 32. KomaHga ifconfig

B cnep,yrou.l,em MHOI’OCTpO‘-IHOI7I Tabnuue ¢ TpemA cronéuamu npmnBoOATCA NnapamMeTpbl, ornmcaHne
napamMmeTpoB N COOTBETCTBYOLWME 3HAYEHUA ONA 3TUX NapaMeTpoOB.

MNapameTp OnucaHue 3HaueHus
-b 3anncaHHbii MAC-agpec (Tonbko
YTeHue, He HacTpanBaeTCs)
-state CocTosiHne uHTepdelica BbIKJTHOYEHO, BKJIKOYEHO
-C MeTopg KoHburypauun dhcp, static, dthens (dthens cooTBeTcTBYET

napameTpy ucnonb3ymnte dhcp-cepsep, B cny4yae
c6051 UICNONb3yNTE CTaTU4ECKYHO KOHUrypauuio
B BeG-nHTepdelice)

-i Cratudeckuin IP-agpec Appec B gonyctumMom chopmare.
-9 Agpec wno3a Appec B gonyctumom copmare.
-S Macka nogcetun Appec B gonyctumom opmare.
-n Nms xocTa Ctpoka anuHoi go 63 cumeonoB. CTpoka MoXeT

cofgepxxatb 6YKBbI, LU PbI, TOUKU, HUXKHNE
nogyepkmeaHus n geducei.
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Ta6n. 32. KomaHpga ifconfig (npogosmnx.)

NapameTp OnucaHue 3HaueHus
-r CkopocTb 06MeHa AaHHbIMK 10, 100, aBTO
-d LynnekcHbI pexxum MOJHbIN, MONOBUHHBINA, aBTO
-m MTU Yucno B gnanasoHe ot 60 go 1500.
-l LAA dopmat MAC-agpeca. Agpeca MHOroaapecHom
paccbUIK/ NCMONb30BaTh 3anpeLLeHo (NepBbii 6GanT
JOMKEH ObITb YETHbIM).
-dn [loMmeHHOe nms [oMeHHoe nmsi B gonycTuMom gopmare.
-auto MapameTp aBTOMaTNYECKOrO true, false
cornacoBaHusi, onpegensowmn
LOCTYMHOCTb [J151 HACTPOIKM
ceTeBbIX NapameTpoB «CKOpOCTb
nepefaYvn AaHHbIX» U «[lynneKkcHbIn
pPeXUM».
-ghn MonyyeHne nmeHn xocta ns3 DHCP BbIKNHOYEHO, BKHOYEHO
-nic nepekntoyeHne pexuma NIC! shared, dedicated, shared:nixX?
-failover? Pexvm aBapuiiHoro nepekniodeHns | none, shared, shared:nicX
—nssync3 CVIHXpOHVI3aLI,I/IF| ceTeBbIX BKJ1IO4€EHO, BbIK/TIOHEHO

napameTpoB

-address_table

Tabnuua aBToOMaTU4ECKN
reHepupyembix agpecos IPv6 ¢
yKasaHvnem anvHbel npedukca
MpumeyvaHue: ITOT NapameTp
OTOBpPaXKaETCs, TONbKO ecnv
BKJtoYeHbI IPv6 1 6e3areHTckast
aBTOMaTu4eckasi KoHUrypawuus.

OT0 3Ha4YeHNe AOCTYMHO TOMBKO AN YTEHUSI U He
MOXXET ObITb HACTPOEHO.

-ipv6 CocTosiHue IPv6 BbIKIHO4EHO, BK/TIOYEHO
-lla JlokanbHbI agpec KaHana JlokanbHbIn agpec KaHana onpegensetcsa IMM. 9To
MpumeyaHue: JlokanbHbIl agpec 3HaYeHne JOCTYMHO TOMbKO OIS YTEHWS U HE MOXXET
KaHana otobpaxkaeTcs, TOJIbKO ecnn | 6bITb HACTPOEHO.
IPV6 BKIIOYEH.
-ipv6static CocTosiHne ctaTtunyeckoro IPv6 BbIKJ1lO4€HO, BKNOYEHO
-i6 Cratudeckuin IP-agpec Cratuyeckuin IP-agpec gnsa kaHana Ethernet 0 B
dopmare IPv6.
-p6 OnvHa npedukca agpeca Yucno B guanasoHe ot 1 go 128.
-g6 LLinto3 nnu mapupyT no ymonyanuio | IP-agpec ans winosa nam mapLupyTa no yMonyaHuio
kaHana Ethernet 0 B IPV6.
-dhcp6 CocTtosiHne DHCPv6 BKJIIOYEHO, BbIKJIIOHEHO
-sab CocTosiHne 6e3areHTCKom BK/HO4EHO, BbIK/NO4YEHO
aBTOMaTU4eCKON KOHUrypaumm
IPv6
-vlan BkntoyeHmne nnm BeIKMOYEHNE METOK | BKJTHOHEHO, BbIK/OHEHO

BUPTYasnbHOW IOKaNbHOM CeTn
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Tabn. 32. KomaHrga ifconfig (npogosk.)

NapameTtp OnucaHue 3HayveHus
-vlanid MeTka ngeHTndukaumm ceTesbIx Yucno B gnanasoHe oT 1 oo 4094.
naketos gnst IMM
MpumevaHus:
1. -nic TaK>Xe NokasbIBaeT COCTOsIHUE Nic. [active] ykasbiBaeT, Kakyto kapTy nic ucnonb3yet XCC B faHHbIA MOMEHT

Hanpumep:

-nic: shared:nic3

nicl: dedicate

nic2: ext card slot #3

nic3: ext card slot 5 [active]

YKasbIBaeT, 4TO hic3 HaxoanTcs B 06LLEM pexume B rHe3fe 5, nic2 — B rHesge slot3, nic1 ssnsaetcs
BblAeneHHbIM noptoM XCC, a XCC ncnonbayeT nic3.

. 3HayeHme shared:nicX [OCTYNHO Ha cepBepax C YCTaHOBMIEHHOW JOMNOHNTEIbHON ME3OHVHHOW CeTeBOl KapTol.

Me3oHVHHas ceTeBas KapTa MOXXET Ucrnonb3oBaTbca Mogynem IMM.

. Ecnu mopynb IMM HacTpoeH Anst Cnonb30BaHNs BblGENEHHORO CETEBOMO NOpTa ynpaeneHus, napameTp -failover

ykaxkeT mogynto IMM, 4To Heo6X0AMMO NEPEKITIOYMNTLCS Ha OBLLMIA CETEBOW NOPT, €CNN BblAENEHHbI NopT
OTKJTHOHEH.

. Ecnn pexxum oTpaboTku oTKasa BKIKOYEH, MapamMeTp -Nssync ykaabisaeT mogynto IMM, 4to Heob6xoammo

1CMoSIb30BaTh B O6LLEM CETEBOM MOPTE TE XKe CETeBblE NapaMeTpbl, 4TO 1 B BblAeNIEHHOM CETEBOM MopTe
ynpaBseHus.

CuHTakcuc:
ifconfig eth0 [options]
options:

-state interface_state

-¢ config_method

-i static_ipv4_ip_address
-g ipv4_gateway_address
-s subnet_mask

-n hostname

-r data_rate

-d duplex_mode

-m max_transmission_unit
-l locally_administered_MAC
-b burned_in_MAC_address
-dn domain_name

-auto state

-nic state

-failover mode

-nssync state
-address_table

-lla ipvé_link_local_addr
-dhcpé state

-ipvé state

-ipvéstatic state

-sab state

-i6 static_ipv6_ip_address
-gé6 ipv6_gateway_address
-pé length

-vlan state

-vlanid VLAN ID

Mpumep:
system> ifconfig ethO
-state : enabled
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-c : dthens

-ghn : disabled

-i : 192.168.70.125

-g :0.0.0.0

-s : 255.255.255.0

-n : IMMO0096B9E0O3A
-auto : true

-r : auto

-d ¢ auto

-vlan : disabled

-vlanid : 1

-m : 1500

-b : 00:09:6B:9E:00:3A
-1 : 00:00:00:00:00:00
-dn :

-ipvé ¢ enabled
-ipvéstatic : disabled

-i6 P

-pb Y

-g6 e

-dhcpé : enabled

-sab : enabled

-lla : fe80::6eae:8hff:fe23:91ae

-nic : shared:nic3
nicl: dedicate
nic2: ext card slot #3

nic3: ext card slot #5 [active]

-address_table

system> ifconfig ethd -c static -i 192.168.70.133

These configuration changes will become active after the next reset of the IMM.

KomaHnpa keycfg

VlCI'IOJ'Ib3yl7ITe 9Ty KOMaHay ans OTO6pa)KeHVI$|, nob6asneHnsa nnu yoaneHuna KITHOYen akTuBaLmm.

Kntoun akTusaumm KOHTPONMMPYIOT AOCTYM K AOMONAHUTENbHLIM PyHKUMAM IMM.

MpumeyaHuns:

e Ecnu komaHpga keycfg BbinonHAeTcs 6e3 kakux-nnmbo napameTpoB, 0TobpaxxaeTcs CNNCOK
YCTaHOBJSIEHHbIX KNtoven akTusauun. OTobpaxkatoTcs cnegyoLmne CBEAEHNS O KNoYax: HOMep MHAaeKca
ONS KaXKAO0ro Kintova akTueaLmu, TUnM Knoya akTmeaumm, ata okoHYaHUs Cpoka AerCTBUS Kno4a,
OCTaBLLUEECS KOINYECTBO NCMONb30BaHWIM, CTaTyC 1 onucaHue Kioya.

e [lo6aBbTe HOBbIE KNIOYM aKTMBaLMM NOCPEACTBOM nepegayn hainnos.

e Ypanute CTapble KNo4n, ykasaB HOMEP U TUn Kiro4a. ﬂpm yaaneHnmn KItoYen no TANY yaanaeTca TONIbKO

I'IepBbII7I K4 3afaHHOro tmna.

B cnepgytowein Tabnuue nokasaHbl apryMeHTbl Ans 3TUX NapameTpoB.

Tabn. 33. KomaHga keycfg

B cnepnytoLeit MHOroCcTpoYHol Tabnuue ¢ TpeMs CToNn6LUamy MpUBOOATCS NapameTpsbl, onucaHne

napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHMS AN STUX NapamMeTpoB.

naBsa 11. WHTepdeiic kKomaHgHO CTPOKU
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Tabn. 33. Komarga keycfg (npogosnx.)

NapameTp | Onucawnue 3HayeHus
-add [ob6asneHve knto4a 3HayeHus napameTpoB KoMaHg -ip, -pn, -u, -pw n -f
akTuBauum
-ip IP-agpec cepsepa TFTP ¢ Donyctumbln IP-agpec ansa cepsepa TFTP
[06aBnsieMbiM KIHO4YOM
akTuBauum
-pn Homep nopta gna cepsepa Jonyctumblin Homep nopTa ansa cepeepa TFTP/SFTP (no ymonyaHuio

TFTP/SFTP c go6aBsnsiembim | 69/22)
KJTHOYOM aKTMBaLmm

-u Mmsa nonb3osaTens gna Jonyctrmoe nvsi nonb3osatens ansa cepsepa SFTP
cepeepa SFTP ¢
no6aBnsiemMbiM Ko4OM
akTBaumu

-pw Maponb onsa cepsepa SFTP | Jonyctnmbin naponb ans cepeepa SFTP
C [06aBNsAEMbIM KOHOM
akTuBauum

-f Nwms cdanna gns JonycTtmoe nvs gnsi charina Kioya aktmsaumm
[o6aBnsemMoro Kno4ya
aKTuBauumn

-del YpaneHue kno4a aktusauum | onycTumbli HOMep MHOEKCA Koya akTusauum ua cnucka keycfg
Nno HOMepY uHgekca

-deltype YpaneHune kno4a aktusauum | [lonyctumMoe 3HaveHue Tina Kioya
no Tuny Knto4va

CuHTakcuc:

keycfg [options]

option:

-add

-ip tftp/sftp server ip address
-pn pn port number of tftp/sftp server (default 69/22)
-u username for sftp server
-pw password for sftp server
-f filename
-del n ( where n is a valid ID number from listing)
-deltype x ( where x is a Type value)

Mpumep:

system> keycfg

ID Type Valid Uses Status Description

1 4 10/10/2010 5 "valid" "IMM remote presence"

2 3 10/20/2010 2 "valid"  "IMM feature

3 32796 NO CONSTRAINTS NO CONSTRAINTS "valid"  "IBM Security Key Lifecycle Manager for SEDs FoD"
system>

Mpumevanue: None Onucanme ans N, 3 oTtobparkaeTcst Ha OTAENbHbIX CTPOKaxX U3-3a OrpaHNyeHHoro
npocTpaHcTBa.

KomaHpa Idap

Vicnonb3yinTe aTy KOMaHay Anst oTo6paXKeHnst 1 HACTPOWKK NapaMeTpoB KoHGUrypauum npotokona LDAP.

B cnepytoLen Tabnuue nokasaHbl apryMeHTbl A9 3TUX NapameTpoB.
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Tabn. 34. KomaHga Idap

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

MapameTp | Onucanue 3HayeHus
-a MeTop, ayTeHTUdunKauumn TONbLKO nokanebHas, Tonbko LDAP, cHayana nokanbHas, 3atem LDAP,
nosnb3oBaresnen cHa4vana LDAP, 3aTtem nokanbHas
-aom Pexxum «Tonbko BKJTIOYEHO, BbIKJIKO4EHO
ayTeHTudurKaums»
-b MeTopn npuBA3Kn aHoHUMHbIN, Npuesaska ¢ ClientDN 1 naponem, npussa3ka ¢ y4eTHbIMU
OaHHbIMU N5t BXoaa
-C Pasnunyarowieecs nms Ctpoka client_dn gnnHon go 127 cumsonos
KNIMeHTa
-d LomeH noncka CTtpoka search_domain gnuHoli o 63 cumBsosioB
-f "pynnoBon hunbTp CTtpoka group_filter gnuHoii no 127 cumsonos
-fn Nms neca Lns cpep Active Directory. CTpoka gnuHoii go 127 cumMBoJSIOB.
-9 ATpurbyT rpynnoBoro CTtpoka group_search_attr gnnHon go 63 cumsonos
noucka
- ATpubyT paspeLueHuin Ha Ctpoka string gnvHown go 63 cumBeonos
BXOL,
-p Maponb knneHTa CTtpoka client_pw gnuHoli oo 15 cumsonos
-pc MopTeepxaeHne napons CTtpoka confirm_pw gnuHoii go 15 cumeonos
KNveHTa Mcnonb3oBaHne komaHab!: Idap -p client_pw -pc confirm_pw
Mpn N3MeHeHM Napons KNMeHTa 3TOT NapamMeTp SABASETCS
o0653aTenbHbIM. OH cpaBHMBaEeT aprymeHT confirm_pw c aprymeHToM
client_pw. Ecnu aprymeHTbl HE COOTBETCTBYIOT, BbIMOJIHEHVE KOMaHAbI
3aBepLUNTCS OLLNOGKOIA.
-ep 3awmdpoBaHHbI Naponb Pe3epBHOe KonMpoBaHKe/BOCCTaHOBEHME Napons (TONbKO AN
BHYTPEHHErO NCMNOJIb30BaHUS)
-r Paznuyatouieecs nms Ctpoka root_dn gnuHon go 127 cumsonos
KOPHEBOW 3anncu
-s1ip Nwms xocTta/IP-agpec CTtpoka gnuHown go 127 cumeonos nnu IP-agpec host name/ip_addr
cepsepa 1
-s2ip Nwms xocTta/IP-agpec CTtpoka gnuHown go 127 cumeonos nnu IP-agpec host name/ip_addr
cepsepa 2
-s3ip Nms xocTta/IP-agpec CTtpoka gnuHow go 127 cumsonos nnu IP-agpec host name/ip_addr
cepsepa 3
-sdip Nwms xocTta/IP-agpec CTtpoka gnuHow go 127 cumeonos nnu IP-agpec host name/ip_addr
cepsepa 4
-s1pn Homep nopta cepaepa 1 Yucnosoi Homep nopTa port_number (0o 5 undp)
-s2pn Howmep nopTa cepsepa 2 Yucnosoi Homep nopTa port_number (0o 5 undp)
-s3pn Howmep nopta cepsepa 3 Yucnoson Homep nopTa port_number (0o 5 uudp)
-s4pn Howmep nopta cepsepa 4 Yucnoson Homep nopTa port_number (0o 5 undp)
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Tabn. 34. KomaHga Idap (npogosnx.)

NapameTp | Onucawnue 3HaueHus
-t Llenesoe nmsi cepeepa Ecnun napameTp rbs BkntoYeH, B 9TOM Nosie 3aQaeTcs Lenesoe nms,
KOTOPOE MOXXET 6bITb CBSA3AHO C OAHOWN UM HECKONBKMMU PONSIMU Ha
cepBepe Active Directory nocpeactsom ocHacTku RBS.
-u ATpubyT noucka UID Ctpoka search_attrib gnvHoin go 63 cumeonos
-V Mony4yeHne agpeca cepsepa | Bbikn., Bk.
LDAP yepes DNS
-h OTob6paxkaeT cBefeHnst 06
MCMNOJIb30BaHUN KOMaHfb! 1
napameTpsbl
CuHTakcuc:

ldap [options]

options:

-a loc|ldap|locid|idloc
-aom enable/disabled
-b anonjclient|login
-¢ client_dn

-d search_domain

-f group_filter

-fn forest_name

-g group_search_attr

-l string

-p client_pw
-pc confirm_pw
-ep encrypted_pw

-r root_dn

-rbs enable|disabled
-slip host name/ip_addr
-s2ip host name/ip_addr
-s3ip host name/ip_addr
-s4ip host name/ip_addr
-slpn port_number
-s2pn port_number
-s3pn port_number
-sdpn port_number

-t name

-u search_attrib

-v offlon

-h

KomaHpa ntp

VMicnonb3ynTe aTy KOMaHay Anst oTob6paxkeHnst 1 HacTponku npoTtokona NTP.

B cnepnytoleli Tabnue nokasaHbl apryMeHTbl AN aTUX napameTpoB.

Ta6s. 35. KomaHga ntp

B cnepytoLLein MHOrOCTPOYHOM Tabnuue ¢ Tpemsi cTonbLamy NPUBOSATCA NapaMeTpbl, onMcaHmne
napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHNS 1S STMX NapamMeTpoB.
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Ta6s. 35. KomaHga ntp (MpogZosnx.)

MapameTp OnucaHue 3HauyeHus

-en BkntoveHne 1 BbIKNoYeHne BKJ1I04YEHO, BbIKNHO4YEHO
npotokona NTP.

-it Nwms unn IP-appec NTP-cepBepa. Mmst NTP-cepBepa, kOTopoe CnefyeT NCMnosib30BaThb
9710 nHgekc NTP-cepBepa. ONs cMHXpoHm3aumn Yacos. [Jnana3oH nHgekcos NTP-
cepBepa BKJYaeT MHAEKCHI OT -i1 go -i4.
-f Mepuopn4HocTb (B MMHYTaxX) oT 3 po 1440 MuHyT
CUHXPOHM3auun yacos IMM ¢ NTP-
cepBepOM.
-synch 3anpoc HemeaneHHow C 3TM napamMeTpoM He NCMONb3YITCH HNKakme

CUHXpoHu3auumn ¢ NTP-cepsepom. | 3Ha4eHus.

1. -i paBHoO i1.

CuHTakcuc:

ntp [options]

options:

-en state

-i hostname/ip_addr
-f frequency
-synch

MNpumep:
system> ntp
-en: disabled
-f: 3 minutes
-i: not set

KomaHnpa portcfg

Mcnonb3yinTe aTy KOMaHay Anst HAaCTPONKK pyHKLUKN nocneaoBaTesisHoro HanpasneHus B IMM.

Heobxogumo HacTponTb IMM Tak, 4To6bl HACTPOVKN COOTBETCTBOBANN NapamMeTpaM BHYTPEHHENO
nocnegoBaTtesibHOro nopTta cepsepa. HTobbl U3MEHUTb KOHUIrypaLmio Nocne[oBaTensHOro nopTa, BBEANTE
napameTpbl, 32 KOTOPbIMW CNeAyloT NX 3Ha4eHns. YTo6bl N3MEHUTb KOH(pUIypaLmio NOCe[oBaTeNnsHOro
nopTta, He0o6XxoAMMO 06/1a8aThb MO MeHbLUEN Mepe NpaBaMy HACTPOWKN CETEBbLIX NapamMeTpPOB 1
6e3onacHoCTN aganTepa.

MpumeyaHne: BHelwHWin nocnegoBaTtesbHbIV MOPT cepBepa MOXET NCnonb3oBaTbest mogynem IMM Tonbko
ana dyHkuum IPMI. HTepdelic KomaHgHOW CTPOKU He NoJAePXMBAETCs MOCNef0BaTe/lbHbIM MOPTOM.
MapameTpol serred u cliauth, npucyTcTBOBaBLLME B MHTEpdence kKomaHaHoN cTpokn Remote Supervisor
Adapter Il, He nogaep>xmBatoTcS.

Ecnv BbinonHnTL komaHgy portcfg 6e3 napameTpos, 0TO6PA3NTCA KOHPUIrypaLms nocneqosaTesisHoro
nopta. B cnegytoweii Tabnuue nokasaHbl apryMeHTbl ANs 3TVMX NapaMeTpoB.

MpumeyaHme: Yvcno 6UTOB AaHHbIX (8) 3a4aeTcsa Ha annapaTHOM YPOBHE U HE MOXKET GbiTb U3MEHEHO.

Ta6sn. 36. KomaHga portcfg

B cnepytoLeit MHOroCcTpo4Hol Tabnuue ¢ TpeMs cToNbLuamy NpuBoaaTCS NapameTpsbl, onucaHne
napameTpOoB 1 COOTBETCTBYIOLLME 3HAYEHNS AN 3TUX NapameTpoB.
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Tabn. 36. Komarga portcfg (mpogonx.)

NapameTtp OnuncaHue 3HayeHus
-b CkopocTb (6uT/c) 9600, 19200, 38400, 57600, 115200
P YeTHOCTb HEeT, HeYETHbIN, YETHbIN
-S CTon-6uthl 1,2
-climode Pe>xum nHtepgeiica 0,1,2
KOMaHHOW CTPOKM lge:
¢ 0 =none: nHTepdenc KOMaHAHON CTPOKM BbIKITIOYEH
e 1 =cliems: nHTepeinc kKomaHOgHOM CTPOKUN BKOYEH C MOMOLLbHO
nocrepoBaTeflbHOCTEN KnaBuLl, COBMECTUMbIX ¢ EMS
e 2 =cliuser: nHTepeinc KOMaHOHON CTPOKN BKITFOYEH C MOMOLLbIO
nocegoBaTeslbHOCTEN KNaBuLL, ONpenensieMbiX Nosib3oBaTenem
CwuHTakcuc:
portcfg [options]
options:
-b baud_rate
-p parity
-s stopbits

-climode mode

Mpumep:

system> portcfg

-b: 57600

-climode: 2 (CLI with user defined keystroke sequence)

-p: even
-s: 1

system> portcfg -b 38400

ok
system>

Komanpa portcontrol

WcnonbayinTe aTy KOMaHAy Ansi BKIOYEHUS 1 BbIKITIOUYEHUS] CETEBOIrO NopTa Cy»XKObl.

B HacTosLLee BpeMsi aTa KOMaHAa Nogaep>XXuUBaeT TOMbKO yrpasfieHne NopTom ans npotokona IPMI.
BeepuTe portcontrol, 4To6bl 0TO6pa3nTL cocTosHMe nopTa IPMI. HYTo6bl BKOUMTL UM OTKIIIOYUTL CETEBON
nopt IPMI, BBegnTe napameTp -ipmi 1 3Ha4eHne on nnn off cpasy nocne Hero.

Ta6s. 37. KomaHga portcontrol

B cnepytoLLein MHOFOCTPOYHOM Tabnuue ¢ Tpemsi cTonbuamy NPUBOSATCA NapaMeTpbl, onMcaHne
napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHUS 1S STUX NapamMeTpoB.

MapameTtp OnucaHue 3HavyeHus

-all BkntoyeHune nnn BKI1., BbIKJ1.
OTKJIOYEHME BCEX
NHTEPdENCOB 1 NPOTOKONOB
ObHapy>XeHus

-ipmi BkntoveHne nnm BKJ1., BbIKJI.

OTKMOYEHNe AocTyna K ipmi
yepes LAN
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Ta6n. 37. KomaHga portcontrol (mpogonx.)

MapameTp Onucanvne 3HaueHus
-ipmi-kcs BkntoueHue nnn BKJ1., BbIKJ1.
OTKNIOYEeHME gocTyna K ipmi
C cepBepa
-rest BkntoveHue nnm BKJ1., BbIKJ1.
OTKJIIOHYEHME OBHapY>XXeHNA
REST
-snmp BkntoveHue nnmn BKJ1., BbIKJI.
OTKJIOYEHME OBHAPY>XKEHNSA
SNMP
-ssdp BkntoyeHune nnm BKJ1., BbIKJI.
OTKJIIOHYEHME OBHapY>XKeHNs
SSDP
-cli BkntoyeHune nnn BKJ1., BbIKJ1.
OTKJIOYEHME OBHAPY>XKEHNSA
CLl
-web BkntoyeHune nnm BKJ1., BbIKJI.
OTKJIIOHEHME OBHapY>XKeHNA
WEB
CwuHTakcuc:
portcontrol [options]
options:
-ipmi on/off
Mpumep:
system> portcontrol
ipmi : on
ipmi-kcs : on
rest : on
snmp : off
ssdp : on
cli : on
web : on

KomaHpa ports

McnonbayinTe 3Ty KOMaHgy A5 0TobpaxkeHus u HacTporku noptos IMM.

Ecnu BbinonHWTL KOMaHAy ports 6e3 NnapaMeTpoB, 0To6pasnTca UHpopmaums ob6o scex noptax IMM. B
cnepytoLlen Tabnuue nokasaHbl apryMeHTbl AN 3TUX NapaMeTpoB.

Ta6n. 38. KomaHpga ports

B cnepnytoLleit MHOrocTpoYHol Tabnuue ¢ TpeMs CToNn6LUamy MpUBOOATCS NapameTpsbl, onucaHne

napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHMS ANs STUX NapamMeTpoB.

MapameTp | Onucanue 3HaueHus
-open OT06pa>keHne OTKPbITbIX MOPTOB
-reset C6poc NopToB OO NapameTpoB Mno

yMON4YaHuio
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Tabn. 38. KomaHga ports (npogosnk.)

NapameTp | Onucanue 3HaueHus
-httpp Homep nopta HTTP Howmep nopta no ymonyaxuto: 80
-httpsp Homep nopta HTTPS Howmep nopTta no ymonyaxuio: 443
-sshp Howmep nopta yctapesLiero nHtepdeinca | Homep nopta no ymonyanHuio: 22
KOMaHgHow cTpokn SSH
-snmpap Homep nopta areHta SNMP Homep nopta no ymonyanuio: 161
-snmptp Homep nopta nosyiuiek SNMP Howmep nopTta no ymonyaxuio: 162
-rpp Homep nopTa yganeHHoro npucyTcTaus Howmep nopta no ymonyaxuio: 3900
-cimhp Howmep nopta CIM 4yepesa HTTP Howmep nopTta no ymonyaHuio: 5988
-cimhsp Howmep nopta CIM 4yepes HTTPS Howmep nopta no ymonyaxuio: 5989
CuHTakcuc:
ports [options]
option:
-open
-reset

-httpp port_number
-httpsp port_number
-sshp port_number
-snmpap port_number
-snmptp port_number
-rpp port_number
-cimhp port_number
-cimhsp port_number

Mpumep:
system> ports
-httpp 80
-httpsp 443
-rpp 3900
-snmpap 161
-snmptp 162
-sshp 22
-cimhp 5988
-cimhsp 5989
system>

KomaHpga rdmount

V|CI'IOﬂb3yI7ITe 3Ty KOMaHpOy AnAa yCtaHOBKN 06pa303 yAaneHHbIX OUCKOB WUJIN CETEBbIX NarnokK

B cnepytowen Tabnuue nokasaHbl apryMeHTbl OJ19 3TUX NapameTpoB.

Ta6bn. 39. KomaHga rdmount

B cnepytoLLein MHOFOCTPOYHOM Tabnuue ¢ ABYMS cToN6LaMu NPpMBOSATCA NapaMeTpbl 3TON KOMaH4b! 1

COOTBETCTBYOLME ONMNCaHnA.

MpumeyaHus:

e C nomoubto komnoHeHTa XClarity Controller RDOC mo>xxHo oTnpaBuTtb B namsaTb XClarity Controller n
MOAKNIOUUTL B Ka4eCcTBe BUPTYaNbHbIX HOCUTENEN [0 ABYX dhainos. O6wuii pasamep o60ux hannos He
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Ta6sn. 39. KomaHga rdmount (mpogosxk.)

OOJDKEH npesbillaTtb 50 MB. OTI'IpaBJ'IeHHbIe o6pa3b| LOOCTYMHbI TOJIBKO OJ14 YTeHUA, eC/in He
NCNoNb3yeTCcd napamMeTp —Irw.

¢ [lpu ncnonb3osaHum NpoTokonoB HTTP, SFTP nnu FTP gna nogknioyeHns nnm conocTasneHns o6pasos,
o6Lmin pa3mep BCcex 06pas3oB He fomkeH npesbiwate 50 MB. Ecnu ucnonbaytotes npotokonsl SAMBA n
NFS orpaHunyeHnii no pasmepy Her.

MapameTp OnucaHue
-r Onepaums rdoc (ecnn ucnonb3yeTcsl, [OSHKEH 6biTb NEPBbIM
napameTpom)

-r -map: nogknoyeHme oépasos RDOC
-r -unmap<ums_caina>: oTK/oHYeHne NogKnioYeHHbIx o6pasos RDOC

-r -maplist: oTo6parkeHne nogknoyeHHbIX o6pasos RDOC ¢ nomoupto
Be6-6pay3sepa XClarity Controller n nHtepgeiica KomaHgHON CTPOKN

-map -t TMn cbainnosoii cuctembl <samba|nfs|http|sftp|ftp>
-ro TONIbKO YTEHNe

-rW YTEHUe 1 3anucb
-U nonb3oBarenb

-p naposb

-l pacnonoxxeHne darina (popmat URL-agpeca)

-0 NapamMeTp (OMNOSNHUTENbHAsA CTPOKa NapaMeTpPoB 4/ yCTaHOBOK
samba n nfs)

-d [oMeH (omeH st ycTaHoBKM samba)

-maplist oTOBpaXKeHne conocTas/ieHHbIX 06pa3oB

-unmap <id|fname> ucnons3osaHue N c ceteBbimn o6pasamu, MmeHn aiina — ¢ rdoc
-mount NOAKJIIHO4EHNE COMOCTaBEHHbIX 06pa3oB

-unmount OTKJ/IOHYEHUNE MOAKIMIOYEHHBIX 06Pa30B

KomaHpa restore

Vicnonb3yiiTe 3Ty KOMaHAy OJ1sl BOCCTaHOBIIEHVSI CUCTEMHbIX MapaMeTpoB U3 pesepBHOro daiina.
B cnepytoleit Tabnvue nokasaHbl apryMeHTbl 4SS 3TUX NapaMeTpoB.

Tabn. 40. KomaHpga restore

B cnepytoleli MHOroCTpOYHON Tabnuue ¢ TpeMs CTonéLamMu NpUBoOSTCA NapamMeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS ON1S 3TUX NapameTpoB.

MapameTp | Onucanue 3HaueHus

-f Nms pesepsHoro dganna LonycTtnmoe nmsa ganna

-pp Maponb nnn ppasa-naposnsb, [onycTnmMbin naponb nnu dpasa-naponb ¢ pasgenurensmMmu B
ncnonb3yemble gns WpoBaHnst BUE KaBbl4eK
naponein BHyTpu pesepsHoro garna
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Tabn. 40. KomaHga restore (npogosx.)

NapameTp | Onucanue 3HaueHus
-ip IP-appec cepsepa TFTP/SFTP Honyctumbin IP-agpec
-pn Howmep nopta cepsepa TFTP/SFTP [onycTnmMbiin HoMep nopTa (Mo ymondaHuo 69/22)
-u Mmsa nonb3oBarens ans cepeepa [onycTtyMoe nmsi nonb3oBarens
SFTP
-pw Maponb gns cepsepa SFTP [onycTMblin naposb
CuHTakcuc:
restore [options]
option:
-f filename
-pp password
-ip ip_address
-pn port_number
username

-pw password

Mpumep:

system> restore f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>

KomaHpa restoredefaults

Vicnonb3yinTe aTy KOMaHAy Anst BOCCTAHOBMIEHMS 3aBOACKMX 3HAYEHWI MO YMOMYaHWIO 151 BCEX
napametpos IMM.

¢ [lapameTpbl ans komaHgbl restoredefaults otcyTcTByIOT.
¢ [lepen 06paboTKON KOMaHObl BaM NOTpedyeTcs ee NoaTBEPANTD.

CwuHTakcuc:
restoredefaults

Mpumep:
system> restoredefaults

This action will cause all IMM settings to be set to factory defaults.

If this is the local system, you will lose your TCP/IP connection as a result.
You will need to reconfigure the IMM network interface to restore connectivity.
After the IMM configuration is cleared, the IMM will be restarted.

Proceed? (y/n)

Y
Restoring defaults

KomaHpa roles

Vicnonb3yinTe aTy KOMaHay Anst OTO6paXxKeHnsi v HACTPOWKN Posen.

B cnepnytoleli Tabnuie nokasaHbl apryMeHTbl ANa aTUX napameTpoB.
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Ta6n. 41. KomaHpga roles

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

MapameTp | Onucanue 3HauveHus
-n Ponb gna HacTtpoviku He 6onee 32 cumsonos
-P HacTpoiika npusunerui custom:am|rcalrcvmalpr|cel|bc|nsc|ac|us

® am: OoCTyn K ynpaBJIeHUO y4ETHbIMA
3anucsamun nonb3oBaTtenen

® rca: yganeHHbl QOCTYM K KOHCOIM

® rcvma: yAaneHHbIN AOCTYN K KOHCOMN U1
ONCKY (BUPTyanbHOMY HOCUTENO)

® pr: yganeHHbln JOCTyn K nuTaHuio/
nepesanycKy cepsepa

¢ cel: BO3MOXXHOCTb o4mLLaTh XYpPHaJIbI
cobbITui

¢ bc: KoHUrypaums agantepa (6asobasi)

® nsc: KoHGUrypauusi agantepa (cetesble
NOAKNOYEHNS 1 6€30MacHOCTb)

® ac: KoHpWrypauus agantepa
(pacumpeHHas))

e us: 6e3onacHocTb UEFI
Mpume4yaHue: ykasaHHbIE BbilLe

nosib3oBaresbckue dnaru paspeLleHunii MOXXHO
MCMoNb30BaTh B O60M COYETaHN

d YpaneHve cTpoku

CuHTakcuc

roles [-options] - display/configure roles
- role_account -role number[3-31]

options:
-n - role name (limited to 32 characters)
-p - privilege (custom:am|rcalrcvmalpricellbcInsclaclus)
am - User account management access
rca - Remote console access
rcvma - Remote console and remote disk (virtual media) access
pr - Remote server power/restart access
cel - Ability to clear event logs
bc - Adapter Configuration (basic)
nsc - Adapter Configuration (network and security)
ac - Adapter Configuration (advanced)
us - UEFI Security
Note: the above custom permission flags can be used in any combination
-d - delete a row
Mpumep

system> roles -3 -n testl -p custom:amlrcalrcvma
ok
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system> roles

Account Role Privilege Assigned To
0 Administrator all USERID
1 ReadOnly none
2 Operator custom:pricellbcinsc
3 testl custom:am|rcalrcvma

KomaHpa seccfg

Vicnonb3yinTe aTy KOMaHZy Ans BbINOJSIHEHNSI OTKaTa MMKPOMNPOrpamMmel.
B cnepytowen Tabnuue nokasaHbl apryMeHTbl o189 3TUX NapameTpoB.

Tabn. 42. KomaHga seccfg

B cnepytoLein MHOrOCTPOYHOM Tabnuue ¢ ABYMs CToN6LaMn NPMBOSATCSA NapaMeTpbl 3TON KOMaHLbl 1
COOTBETCTBYHOLLME ONMMCaHUS.

MapameTp | Onucanue 3HayeHune

-fwrb Mo3BoNAET BbINOSHUTE OTKAT MUKPOMNPOrpPamMbl Aa, HeT
[0 npefblayLmx Bepcuit

-aubp BksitounTe nnm BbIKNIOHNTE PYHKLMIO BK/IOHEHO, BbIK/tO4eHO
aBTOMaTWN4eCKOro pe3epBHOro KOMMpoBaHus B
nepBu4HOe NPoaBIKEeHne

KomaHpa set

Mcnonb3ynTe aTy KOMaHAy Ans USMEHEHUs HEKOTOPbIX HacTpoek IMM.

¢ HekoTtopsble napameTpbl IMM MOXHO N3MEHUTb C MOMOLLbIO NMPOCTON KoMaHab! set.

e HekoTopble 13 3TNX NapaMeTPOB, HANPUMEpP NEPEMEHHbIE CPeAbl, UCMONb3YIOTCA B MHTepderce
KOMaHAHOW CTPOKM.

B cnepytoLlein Tabnmue nokasaHbl apryMeHTbl 4J1s 3TUX NapaMeTpoB.

Tabn. 43. KomaHpga set

B cnepytoLen ogHOCTpoYHON Tabnuue ¢ Tpems cTonéuamm NnpuBOAMTCA ONUcaHne KoMaHaps! 1
COOTBETCTBYOLAas UHopMaLysi.

MapameTp | OnucaHne 3HaueHus

3Ha4eHune 3apaHve 3HayYeHns ans ykasaHHoro nytn unu | MNMopxopsiee sHaveHne fis yKkasaHHoro nytn unm
HacTpPOWNKN HaCTPOWKM.

CuHTakcuc:
set [options]
option:

value

KomaHpa smtp

VMcnonb3ynTe aTy KOMaHay Anst oTo6paXxKeHnst 1 HACTPONKK napameTpoB uHtepdenca SMTP.
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Ecnu BbinonHMTL KOMaHgy smtp 6e3 napamMeTpoB, 0To6pas3ATcsa Bce cBepeHus 06 nHtepdeince SMTP. B
cnepytoLlen Tabnuue nokasaHbl apryMeHTbI AN 3TUX NapamMeTpoB.

Tabn. 44. Koma+Hga smtp

B cnepytoLeit MHOrocTpo4Hol Tabnnue ¢ TpeMsi cToNGLamn NpuBoasaTCS NapameTpbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHVS J1S STUX NMapaMeTPoB.

MapameTp | Onucanue 3HaueHus
-auth Moppeprkka ayteHTudmkaumm SMTP BKJ1tO4€HO, BbIK/HO4EHO
-authepw 3awmpoBaHHbI Naposib ayTeHTudmkauum SMTP CTpoka gonycTnMoro napons
-authmd Metog ayteHTudukauymn SMTP CRAM-MDS5, LOGIN
-authn Nms nonb3osatens ayteHTudmkaymm SMTP Ctpoka (He 6onee 256 cvmBOnoOB)
-authpw Maponb gnsa ayteHTuduxkaumn SMTP CTtpoka (He 6onee 256 cumBonoB)
-pn Homep nopta SMTP [onycTumMbiin HOMep nopTa
- IP-agpec vnu nmsa xocta cepsepa SMTP Donyctumbi IP-agpec unm nms xocta (He 6onee
63 cumBoOB)
CuHTakcuc:

smtp [options]

option:

-auth enabled|disabled
-authepw password

-authmd CRAM-MD5|LOGIN
-authn username

-authpw password

-s ip_address_or_hostname
-pn port_number

MNpumep:

system> smtp

-s test.com
-pn 25
system>

KomaHpga snmp

McnonbayinTe 3Ty KOMaHay Anst OTO6padKeHns 1 HACTPOWKKU cBefeHnin 06 nHtepdgerice SNMP.

Ecnu BbiNnonHWTL KOMaHZy snmp 6e3 napameTpoB, 0TO6pa3ATcs Bce ceefeHusa 06 nHtepdenice SNMP. B
cnepytollern TabnuLe nokasaHbl apryMeHTbI AN 3TUX NapamMeTpoB.

Tabn. 45. KomaHga snmp

B cnepytoLeit MHOrocTpo4Hol Tabnnue ¢ TpeMsi cToNGLamy NpMBoOASATCS NapamMeTpbl, onucaHne
napamMeTpOB 1 COOTBETCTBYIOLLIME 3HAYEHUS )1 STUX NapaMeTpoB.
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Tabn. 45. KomaHga snmp (Mpogosk.)

MapameTp | Onucanue 3HaueHus
-a3 AreHT SNMPVv3 BKI., BbIKJ1.
MpumeyaHuna: YTobbl BKItoUnTb areHT SNMPV3, Heob6xoaumo
BbIMNOMHWUTL CNEeQyoLLME YCOBUS:
e KoHTakT IMM, 3agaHHbIn ¢ ucnonb3oBaHMEM NapameTpa KomaHapl
-cn.
e PacnonoxeHue IMM, 3agaHHOe C NCNOIb30BaHMEM NapameTpa
KomaHgpl -I.
-t1 Josywkn SNMPv1 BKJ1., BbIKJ1.
-t2 JNoBywku SNMPv2 BKJ1., BbIKJ.
-t Josykn SNMPv3 BKJ1., BbIKJ1.
-1 Pacnonoxenue IMM CTtpoka (He 6onee 47 CMMBOJIOB).
MpumevyaHus:
® AprymeHTbl, cogepxaLime npobenbl, AOMKHbI ObITb 3aKITHO4EHbI B
KaBbl4KU. B aprymeHTax 3anpeLleHo ncnonb3oBatb Npobens B
Havane nnn B KOHLE.
e QOuuncTnTe pacnonoxeHune IMM, He yka3aB HUKaKNX apryMeHTOB UJn
yKasaB B Ka4eCcTBe apryMeHTa nycTylo CTPOKY, Hanpumep «».
-cn Nms koHTakTa IMM CTtpoka (He 6onee 47 CMMBOJIOB).
MpumeyaHus:
* AprymeHTbl, cogepxalyme npobenbl, AOMKHbI ObITb 3aKTHO4EHbI B
KaBblYKU. B aprymeHTax 3anpeLleHo ncnonb3oBaTh Npobensl B
Hayane unn B KOHUeE.
e OuncTnTte ums KoHTakTa IMM, He yKkasaB HUKaKnx apryMeHTOB Un
yKa3aB B Ka4eCcTBe aprymMeHTa nycTylo CTPOKY, Hanpumep «».
-C Nmsa coobuwectsa SNMP Ctpoka (He 6onee 15 cumBosnos).
MpumevaHus:
® AprymeHTbl, cogepxkalume npobenbl, 4OMKHbI ObITb 3aK/HOYEHDbI B
KaBbl4KW. B aprymeHTax 3anpeLleHo ncnonb3osatb Npobensl B
Hayane unn B KOHUE.
* Ouuctnte nms coobllectsa SNMP, He yKasas HUKaK/X apryMeHToB
UM yKa3aB B Ka4eCcTBe apryMeHTa NnycTyto CTPOKY, Hanpumep «».
-ct Nmsa coobuectsa noeywek | Ctpoka (He 6onee 15 cumBonos).
SNMPv2 MpumeyanHus:
® AprymeHTbl, cogep>xaLiye npobenbl, AOMKHbI ObITb 3aKITHO4EHbI B
KaBbl4KU. B aprymeHTax 3anpeLleHo ncnonb3osatb Npobenbl B
Havane nnn B KOHLe.
e OuncTnTte ums KoHTakTa IMM, He yka3aB HUKaKNX apryMeHTOB Un
yKasaB B Ka4eCTBe apryMeHTa nycTyto CTPOKY, Hanpumep «».
-Ci IP-agpec vnu nms xocta HonycTtnmbii IP-agpec nnu nms xocta (He 6onee 63 cMBONOB).
coobuiectsa SNMP MpumeyaHus:
¢ |P-agpec nnun ums xocta MOXXET COAEPKAaTb TOSIbKO TOYKM, HUXKHWE
noAyYepKrBaHns, 3Hakm MUHyC, 6yKBebl 1 Ldpbl. 3anpeLlaeTcs
1cnosib3oBaTh BHeAPEHHbIE MPO6eSibl UKW NoCNeaoBaTeNbHbIE TOYKM.
® Ouunctute IP-agpec nnm nms xocta coobLectsa SNMP, He ykasas
HUKAKOWN apryMeHT.
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Tabs. 45. KomaHga snmp (mpogosixk.)

MapameTp | Onucanue 3HaueHus
-cti IP-agpec/nms xocTa Donyctnmbii IP-agpec nnu nms xocta (He 6onee 63 cMBOSOB).
COOO6LLIECTBA NOBYLLEK MpumeyaHuns:
SNMPv2
e |P-agpec nnm umsi Xocta MOXXET COAepPXKaTb TONbKO TOYKU, HDKHNE
noa4vepKmBaHusl, 3Haku MnHyc, 6yksbl 1 uudpbl. 3anpeLlaeTcs
MCMoNb30BaTh BHEAPEHHbIE NPO6ESbI UM NOCNEA0BaTENIbHbIE TOYKU.
e Quuctute IP-agpec nnu nmsa xocta coobuiectsa SNMP, He ykazas
HUKAKOWN apryMeHT.
-eid 14 mexaHnama SNMP Ctpoka (oT 1 0o 27 cMmBOsOB)
CwuHTakcuc:
snmp [options]
option:
-a3 state
-t state
-l location
-cn contact_name
-t1 state

-¢ community name

-¢i community IP address/hostname
-t2 state

-ct community name

-cti community IP address/hostname
-eid engine id

Mpumep:

system> snmp

-t enabled

-a3 enabled

-l ZhangjiangMansion
-cn Kelvin

-t1 enabled

-¢ communityl

-ci hostl

-t2 enabled

-ct community2
-cti host2

-eid XCC-7Z70-DSYMO9X
system>

KomaHpga snmpalerts

VcnonbayiiTe aTy KOMaHAy Ansi yNpaBfieHUst ONoBEeLLEHUSIMI, KOTopble oTrnpaBnstoTcs Yepe3 SNMP.

Ecnun komanpa snmpalerts BbinosiHseTcs 6e3 napamMeTpoB, OTOBPaKaAKTCS BCE HACTPOWKU OMOBELLEHWN
SNMP. B cnepytoLleli Tabnvue NnokasaHbl aprymMeHTbl 4151 3TUX NapamMeTpoB.

Tabn. 46. KomaHga snmpalerts

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCs NapameTpsbl, onucaHne

napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHMS ANs STUX NapamMeTpoB.
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Tabn. 46. KomaHga snmpalerts (npogomx.)

MapameTp | Onucanue 3HaueHus

-status CocTosiHNE OMnoBeLLeHNst BKI1., BbIKJ.
SNMP

-crt HacTpoiika Kputnieckux all, none, custom:te|vo|po|di|falcp|melin|re|ot
COGbITWIA, OTNPABASOLLMX Monb3oBaTenbCKre HACTPOKN KPUTUHECKIUX OMNOBELLEH NI 3a[al0TCS C
yBELOMIIEHNSI 1CMOsb30BaHNeM pasfesieHHOro BEPTMKasbHbIMM MOI0CaMm Crimcka

3HayeHuin B hopmate snmpalerts -crt custom:te|vo, roe
UCMOJb3YIOTCS CNeayoLLmMe Nonb30BaTeNnbCKue 3Ha4YeHNs:

e {e: NPeBbILLEH KPUTUYECKINI TEMMEPATYPHBIV NOpor
® VO: NPEBbILLIEH KPUTUHECKNI MOPOT HANPSHXKEHNS

® pPO: KpUTUYECKNIA COOI NNTaHNSA

e di: cOoM XXecTKoro ancka

e fa: cbon BeHTUNSTOPA

e cp: cH0oI MMKponpoLleccopa

* me: cbol namsTn

® in: HECOBMECTMMOCTb 060pYyLOBaHUSA

e re: cOoOI pesepBa NUTaHUA

e ot: BCe ocTasibHble KpuTn4eckmne cobbITnA

-crten OTnpaBka onoBeLLeHNIA O BKJ1tO4EHO, BbIKNTIO4YEHO
KPUTUYECKNX COBBITUSX

-wrn HacTpolika cobbIThii Tuna all, none, custom:rp|te|vo|po|falcp|me|ot
«npegynpexapeHne», Monb3oBaTeNbCKNe HACTPOWKIM ONOBELLEHWIA TUMNA «NpedynpexaeHne»
OTNPaBASAOLLMX 3a[aloTCsA C UCNONb30BaHNEM Pa3AENeHHOro BEPTUKaNIbHbIMU
yBeooOMNEeHus rosiocamu crnvcka 3HadeHuii B popmarte snmpalerts -wrn custom:rp|

te, roe ncnonb3yoTcs cnegytoLye Nonb3oBaTeNbCKe 3HaYEHNS:
* rp: NpegynpexneHe pesepea NuTaHns

e te: NpepynpexgeHie o NPeBbILEeHNN TeMnepaTypHOro nopora
* VO: NpeaynpexxaeHue o NPEBbILLEHNN Mopora Hanps>XXeHns

* pPO: NpepynpeXxaeHyie o NPeBbILLEeHUM Nopora NUTaHns

¢ fa: HekpuUTUYeCcKoe cobbITie BEHTUIATOPA

® Cp: yXyALeHHoe COCTOsIHIE MUKponpoLeccopa

* me: NpepynpexaeHue NamsaT

e ot: BCce ocTasbHble COBLITUSA THNA «NPeRynpexKaeHne»

-wrnen OTnpaBka onoBeLLEeHNIA O BKJTHOYEHO, BbIK/TIOYEHO
COBbITUAX TUNA
«npegynpexaeHve»
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Tabs1. 46. KomaHga snmpalerts (npogosk.)

MapameTp | Onucanue 3HaueHus

-sys HacTpoiika pyTUHHbIX all, none, custom:lo[tio|ot|po|bfitil|pflel|ne
COGbITWIA, OTNPABASAIOLLMX Monb3oBaTenbCKne HaCTPOWKM CTaHAAPTHbIX OMOBELLEHNIA 3aAal0TCs C
yBELOMIIEHNSI UCMoMb30BaHNeM PasfesieHHOro BEPTMKasbHbIMI MoIoCamm crivcka

3HauveHuii B hopmate snmpalerts -sys custom:loltio, roe
NCMOJIb3YIOTCH CNEAYIOLLME NOJIb30BaTEIbCKMNE 3HAYEHNS:

e |0: yCreLHbIA YAaneHHbIN BXO4

e tio: TaliM-ayT onepauMoHHON CUCTEMBI

e ot: Bce ocTanbHble MHPOPMALMOHHbIE 1 CUCTEMHbIE COBBITUSA
® pO: BKJIIOYEHNE/BbIKITIOHYEHNE MUTaHNA CUCTEMBI

e Dbf: c6oli 3arpy3Ku onepauioOHHON CUCTEMbI

¢ til: Tanm-ayT Watchdog 3arpy34mka onepaunoHHON CUCTEMbI
e pf: nporHosmpyemblii cb6oi (PFA)

® el XXypHan cobbITuin Ha 75 % nonoH

® nel USMEeHeHne ceTn

-sysen OTnpaBka onoBeLLeHNIn 0 BK/1IO4YEHO, BbIK1tOYEHO
PYTUHHBIX COBBITUSAX

CuHTakcuc:
snmpalerts [options]
options:

-status status
-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state

KomaHpa srcfg

V|CI'IOJ'Ib3yl7ITe 9Ty KOMaHay ans 0603Ha4YeHNs NocneqoBaTeNbHOCTY KNaBuL s BXo4a B I/IHTequeI7IC
KoMaHgHoM CTPOKWN N3 pexXxmnmMma nocriegoBaresibHOro nepeHanpaBneHns.

Y7106kl N3MEHUTb KOHMUIypaLIMio NocneqoBaTeflbHOro nepeHanpasneHns, BBeauTe napameTpsbl, 3a
KOTOPbIMU CNEAyIOT X 3Ha4YeHusl. YTo6bl U3MeHUTb KOHMUIypaLuio nocneosaTte/lsHOro nepeHanpasneHys,
Heo6xoaMMOo o6nafaTth No MeHbLUEl Mepe NpaBaMn HAaCTPOVKM CETEBbLIX NapamMmeTpoB 1 6e30MacHOCTY
apjanTepa.

Mpumevanue: O6opynosaHne IMM He npegocTaBNAET BO3MOXXHOCTb CKBO3HOIO NpoxXoAa oT OAHOro
nocnegosartenbHOro nopta K gpyromy. CnegosartensHo, napameTpbl -passthru n entercliseq,
npucyTcTBYIOLLME B UHTEpdeice komaHaHoM cTpokn Remote Supervisor Adapter |, He nogaep>xuBatoTcs.

Ecnu BbinonHWTL KOMaHAy srcfg 6e3 napameTpoB, 0TOOPA3NTCA TEKYLLLAA NOCNef0BaTENIbHOCTb HaXKaTui
KnasuvLL A1 NocneqoBaTenbHOro nepeHanpasneHus. B cnegyrollen Tabnuue nokasaHbl apryMeHTbl Ans
napameTpa koMmaHgabl srcfg -entercliseq.

Tabn. 47. KomaHga srcfg

B cnepytoLleil ogHOCTPOYHO Tabnuue ¢ Tpemsi cTonéuaMm NpYBOAUTCS NapameTp, onncaHve napamMeTpa u
CBEAEHNS O 3HAYEHMUSIX O/ 3TOro napameTpa.
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Tabn. 47. KomaHga srcfg (npogosx.)

NapameTp OnucaHue 3Ha4yeHus
-entercliseq Beeaute Onpepensiemast nonb3oBaTeneM NocnefoBaTeNbHOCTb HaXKaTuys
nocnenosaTeb- KnaBuLW gns Bxoaa B MHTepdec KOMaHAHON CTPOKMW.
HOCTb HaXxaTusi MpumeyvaHue: 3Ta nocnenoBaTeslbHOCTbL MOXKET BKIIHOYATb OT
KnasuLl B opHoro go 15 cumeonos. CumBon KapeTku () nmeeT ocoboe
MHTepdelice 3HayeHwue B aTol nocneposartenbHocTn. OH o603Ha4vaeT Ctrl ons
KOMaHLHOWM CTPOKMN HavKaTUn KNaeuLl, ConocTaBsieMblx nocnegoBatenbHocTsM Ctrl
(Hanpumep, N — knaeuwa Esc n AM — Bo3Bpart kapeTkn). Bce
BXOXXJEHNS N MHTEPNPETMPYIOTCS Kak YacTb NOCNefoBaTeNbHOCTA
Ctrl. Cm. nonHbIn cnvcok nocnefosatensHocTen CTRL B Tabnuue
npeobpasoBaHns ASCIl-kog — knasuwa. 3HavyeHne No yMoI4aHuo
ans atoro nons — A[(, 4To o3HavaeT knasuwy Esc, 3a koTopoi
cnepyer (.
CwuHTakcuc:

srcfg [options]

options:

-entercliseq entercli_keyseq

Mpumep:

system> srcfg

-entercliseq “[Q

system>

KomaHnpa sshcfg

Vcrnonb3yinTe aTy KOMaHay Anst OTO6padKeHnst 1 HAaCTPOMKK NapaMmeTpoB SSH.

Ecnun BbinonHute kKomaHay sshefg 6e3 napameTpos, oTo6pasaTcs Bce atpmbyTbl SSH. B cnepytoLein
Tabnye nokasaHbl apryMeHTbl Ojist TUX NapamMeTpoB.

Tabn. 48. KomaHpa sshcfg

B cnepytoLleit MHOrocTpoYHol Tabnuue ¢ TpeMsi CToNIGLaMN NpUBOOATCS NapameTpbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHIOLLME 3HAYEHVS J11 STUX NapaMeTpoB.

NapameTp | Onucawnue 3HayeHus
-cstatus CocTosHue nHTepdelica BKIO4EHO, BbIK/TFOHEHO
KOMaHfgHowm cTpoku SSH
-hk gen CospgaHue 3aKpbITOro Kntoya
cepeepa SSH
-hk rsa OTo6paxeHne OTKPbITOro
kntoya RSA cepsepa
CwvHTakcuc:
sshcfg [options]
option:
-cstatus state
-hk gen
-hk rsa
Mpumep:

system> sshcfg
-cstatus enabled
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CLI SSH port 22

ssh-rsa 2048 bit fingerprint: b4:a3:5d:df:0f:87:0a:95:f4:d4:7d:¢c1:8¢:27:51:61
1 SSH public keys installed

system>

KomaHpa ssl

McnonbayinTe aTy KOMaHay Ans oTo6paKeHnst 1 HACTPONKK napameTpoB SSL.

YT106bI BKNIOUNTL KNMEHT SSL, HE0O6XOAMMO YCTaHOBUTL cepTudukat knneHTa. Ecnm BeinofHUTE KoMaHay
ssl 6e3 napameTpoB, oTobpasaTcs aTpubyTbl SSL. B cneaytoLueln Tabnmue nokasaHbl apryMeHTbl Anst 3TUX

napameTpoB.

Tabn. 49. KomaHpaa ssl

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMsi cToNGLamm NpuBoasaTCS NapameTpbl, onucaHne
napamMeTpOB 1 COOTBETCTBYIOLLIME 3HAYEHUS OIS STUX NapaMeTpoB.

NapameTp Onucatue 3HaueHus

-ce BktoveHne nnm BbiktoHeHre KnneHta SSL | BKIL., BbIKJI.

-se BkntoyeHne unu BbiktoveHne cepsepa SSL | BKJ1., BbIKI.

-cime BkntoueHune unu BbiktoHeHne nHTepdeiica | BKII., BbIKI.
CIM yepes3 HTTPS Ha cepBepe SSL

CuHTakcuc:
portcfg [options]
options:

-ce state

-se state

-cime state

ATpI/I6yTbIZ cnepywowine anVI6yTbI OTO6pa)KaIOTCF| Ha 3KpaHe COCTOAHNA napaMeTpa ansa KomaHgbl ssln
BbIBOOATCA TOJIbKO U3 VIHTep(beI7I03. KOMaH,D,HOI7I CTPOKW:

BknroueHne 6e30nacHOro TpaHcnopTta cepsepa
aToT 9KpPaH COCTOAHUA OOCTYNEH TOJIbKO A1 YTeHUA, 3afaTb ero HenocpeacTseHHO HEBO3MOXKHO.

CocTosiHue Be6-kntoya/knroya CMD cepBepa
BTOT 3KpaH COCTOSIHUS! [OCTYMEH TOMbKO AJ1st YTEeHMs!, 3a4aTb ero HeNMoCcpPeaCTBEHHO HEBO3MOXKHO.
[ocTynHbl cnepytoLume BO3MOXXHbIE BbIXOAHbIE 3HAYEHWSI KOMaHLHOW CTPOKMU:

3akpbITbii ko4 1 cepTudmkat/CSR HegoCTynHbI

3aKpbITbIi KITHOY 1 3aBepeHHbIn LIC cepTudmkar yctaHoBnEHbI

3aKpbITbI K1Y 1 aBTOMATUYECKN CO3AaHHbIM CaMO3aBepSIoLLNiA cepTUmKaT yCTaHOBEHbI
3aKpbITbIV KNOY U CaMO3aBePSOLLNA CEPTUDUKAT YCTaHOBSIEHbI

3akpbITbI KoY coxpaHeH, CSR gocTyneH ansa 3arpysku

CocTosiHue kntova CSR cepBepa SSL
OTOT aKpaH COCTOSAHUS AOCTYNEeH TONbKO ANA YTeHWs, 3a4aTh ero HenocpeacTBEHHO HEBO3MOXXHO.
[ocCTynHbI cneaytoLie BO3MOXKHbIE BbIXOAHbIE 3HAYEHUS KOMaHOHOW CTPOKW:

3akpbITbii Koy 1 cepTudukat/CSR HegoCTYMHBI
3aKpbITbI KNtoY 1 3aBepeHHbIn LIC cepTudukar ycTtaHoBEHBI
3aKpbITbI K04 1 aBTOMaTUHYECKN CO3AaHHbIN CamMmo3aBepstoLLni cepTUduKaT yCTaHOBEHbI
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3aKpbITbI KNOY 1 CamMo3aBepsaroLLni cepTUduKaT yCTaHOBEHbI
3akpbITbIli Knto4 coxpaHeH, CSR gocTyneH ans 3arpysku

CocTosHue knro4ya LDAP knueHTa SSL
STOT 3KpaH COCTOSAHNA ,EI,OCTyI'IeH TOJNbKO ANnd 4YTeHud, 3agaTb ero HeI'IOCpe,D,CTBeHHO HEeBO3MO>XHO.
,D,OCTyI'IHbI cne,qyrou.l,me BO3MOXXHble€ BbIXOAHble 3HA4YeHUSA KOMaH,D,HOVI CTPOKW:

3akpbITbili Knto4 1 cepTugmkaT/CSR HegoCTyNHbI

3aKpbITbIl KoY 1 3aBepeHHbIn LIC cepTudmrkar yctaHOBNEHbI

3aKpbITbIli KNOY 1 aBTOMaTUYECKN CO3[AaHHbIN CaMo3aBepsIioLLNA CEPTUDUKAT YCTaHOBEHbI
3aKpbITbIli KITHOY 1 CaMO3aBEPSIOLLMIN cepTUdmKaT YCTaHOBEHbI

3akpbITbIli Knto4 coxpaHeH, CSR [ocTyneH ans 3arpysku

CocTtosiHue kntova CSR knmeHTa SSL
OTOT 3KpaH COCTOSIHUS [OCTYMNEH TONbKO AJ151 YTEHUS], 3a4aTb €ro HENMOCPeaCTBEHHO HEBO3MOXKHO.
LocTyrHbI crepytoLme BO3MOXKHbIE BbIXOAHbIE 3HA4YEHUS1 KOMaHLHON CTPOKMN:

3akpbITbii kntod 1 cepTndukat/CSR HegoCTyMHbI

3akpbITbIli KoY 1 3aBepeHHbIn LIC cepTudmkar yctaHOBNEHbI

3aKpbITbI KIHOY 1 aBTOMATUYECKN CO3[aHHbIN caMo3aBepsoLLniA cepTUdrKaT yCTaHOBEHDI
3aKpbITbIli KITHOY 1 CaMO3aBEPSIOLLMIN cepTUdmKaT YCTaHOBEHbI

3akpbITbIi KNtoY coxpaHeH, CSR gocTyneH ans 3arpysku

KomaHpa sslicfg

Vicnonb3yinTe aTy KOMaHay Anst oTobpaxkeHus n HacTponku SSL ans IMM un ynpasneHnsi ceptudukaTamu.
Ecnu BbinonHuTb KOMaHay sslcfg 6e3 napameTpoB, 0OTOOPA3ATCHA BCe CBeAeHNS O KOHurypaumm SSL.
KomaHpa sslcfg cny>xuT ans cosgaHns HOBOro Knoya WinpoBaHns 1 camo3aBepsatoLLero ceptudukara nunm

3anpoca Ha noganuce ceptudukara (CSR). B cnegytollein Tabnuue nokasaHbl apryMeHTbl Ans 3TuX
napameTpoB.

Tab6n. 50. KomaHpa ssicfg

B cnepytoLeli MHOrocTpoYHON Tabnuue ¢ TpeMs CTonéLamMmn NpUBoOsSTCA NapamMmeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapaMeTpoB.

MapameTp | Onucanue 3HayeHuna

-server CocTosiHne cepBepa SSL BKJTHOYEHO, BbIK/TIOYEHO
Mpumeuanue: Cepsep SSL MOXKHO BKIIIOHMTL TOSMBLKO MNPV HAMYUm
[OeiicTBUTENbHOro cepTudmKara.

-client CocTosiHne knneHTa SSL BKJ1tO4€HO, BbIK/TIO4YEHO
Mpumeyanue: KnveHT SSL MOXHO BKIKOUNTL TOMNBKO NPU HaNM4um
OeNcTBUTENBHOMO cepTudmkara cepeepa um KimeHTa.

-cim CocTtosHne CIM yepes BKJIHO4YEHO, BbIKJTO4EHO
HTTPS Mpumeyanue: CIM yepe3 HTTPS MOXXHO BKIIOUYNUTb TOMNBKO NMpu
HanNM4YMM OenCcTBUTENBHOrO cepTndrKaTa cepsepa Unmn KInmeHTa.
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Ta6n. 50. KomaHpa ssicfg (npogosxk.)

MapameTp | Onucanue 3HayeHus
-cert Co3spaHune server, client, sysdir, storekey
camo3aBepsiioLLEro MpumeyaHus:
cepTudukaTa
e 3HayeHus 4N napaMmeTpoB KOMaHf, -¢, -sp, -cl, -on, and -hn npun
CO3[aHNM CaMO3aBEPSIOLLIErO cepTudmrkaTa ABnsATCA
065a3aTeNbHbIMU.
e 3HayeHus O0na napameTpoB KOMaHf, -cp, -ea, -ou, -s, -gn, -in 1 -dq
npu CO3LaHNM CaMO3aBEPSIIOLLIErO cepTudmrKaTa ABnsoTCS
Heob6sA3aTeNbHbIMU.
-Csr CospaHne 3anpoca CSR server, client, sysdir, storekey
MpumevaHuns:
e 3HayeHusa gna napameTpoB KOMaHp, -¢, -sp, -cl, -on 1 -hn npu
cospgaHum 3anpoca CSR aBnstoTca 06a3aTenNbHbIMU.
e 3HaveHus 18 napameTpoB KOMaHf, -cp, -ea, -ou, -s, -gn, -in, -dq,
-cpwd 1 -un npu co3paHum 3anpoca CSR aBnsoTcA
Heobs3aTeNbHbIMU.
-i IP-appec cepsepa TFTP/ Donyctumein IP-agpec
SFTP MpumeyvaHue: Heobxopmmo 3anats IP-agpec ansa cepsepa TFTP vnn
SFTP npu oTnpaBke cepTudumkarta nnm sarpyske ceptudukara nim
3anpoca CSR.
-pn Howmep nopTa cepsepa JonycTnmblin HoMmep nopTa (Mo ymon4yanHuio 69/22)
TFTP/SFTP
-u Vms nonb3oBarens ans JonycTrmoe nvsi nonb3oBarens
cepsepa SFTP
-pw Maponb gnsi cepsepa SFTP | JonycTuMmblin naposib
-l Wms carina ¢ LonycTtnmoe nwvs canna
cepTndukaTom Mpumeyanue: Mpu 3arpyske nnm oTnpaeke cepTudukara unm anpoca
CSR nms danna sasnsetcsa obssarensHbiM. Ecnv nmsa davina gns
3arpysku He ykasaHo, UCMOoNb3yeTcH U oTobpaXaeTcsa ums dainna no
YMOJIHaHNIO.
-dnid 3arpyska tanna OTOT NapaMeTp He NPVHUMAET apryMeHTbl, OAHAKO HEOBX0AMO BCE
ceptudvkara paBHO 3afaTb 3Ha4YeHMs 4f1s napamMmeTpa KoManabl -cert unm -csr (8
3aBYICMMOCTM OT TUNA 3arpy>KaemMoro o6bekTa). ITOT NapamMeTp He
NPYHUMAaET apryMeHTbl, O4Hako Heo6XoAMMO BCE PaBHO 3afatb
3Ha4YeHus N8 napameTpa KoMaHfbl -i 1 napameTp komaHapl -L
(Heobsi3aTENBHO).
-upld WmnopT darina OTOT NapameTp He NPUHMMAaET apryMeHTbl, O4HaKo HEOOXOAUMO BCe
cepTudmkara paBHO 3afaTb 3Ha4YeHMs AN1s napameTpoB koMaHg -cert, -i v -1.
-tcx [oBepeHHbIn cepTudmkar x | import, download, remove
ons knneHta SSL MpumeyaHue: Homep goBepeHHOro ceptudurkara x 3agaetcs B Buge
uenoro yncna ot 1 go 3 B napameTpe koMaHfpl.
-C CtpaHa Kop, cTpaHbl (2 6ykBbl)
MpumeyvaHue: O653aTeNeH NpU Co3aaHNM CaMO3aBEPSIOLLErO
cepTudukarta nnm CSR.
-Sp PervoH CTpoka ¢ pasgenutensMmn B Buae Kaeblvek (He 6onee 60 cumBOoB)

Mpumeyanune: O6s3aTENEH NPY CO34aHNN CaMO3aBEPSIIOLLErO
ceptudumkara nnm CSR.
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Tabn. 50. Komarga sslcfg (npogosnx.)

NapameTp | Onucawnue 3HayeHus
-cl [opog nnu myHuumnansHas CTpoka ¢ pasgenutensamm B Buae Kaebldek (He 6onee 50 cuMBOnoOB)
egnHuua Mpumeyvanue: O6s3aTeNeH NpU CO34aHNN CaMO3aBEPSIOLLErO
ceptudumkara nnm CSR.

-on HassaHue opraHusaumu CTpoka ¢ pasgenutensamMm B Buae KaBbldek (He 6onee 60 CMMBOMOB)
Mpumeyvanue: O653aTeneH NpU co3gaHn CaMo3aBepPSIOLLErO
ceptudumkara nnm CSR.

-hn Nmsa xocta IMM CTtpoka (He 6onee 60 cMMBOJIOB)

Mpumeyvanue: O653aTenNeH NpU co3aaHN CaMO3aBEPSIOLLErO
ceptudumkara nnm CSR.

-Cp KoHTakTHOE nuuo CTtpoka ¢ pasgenutensiMi B Buge KaBblvek (He 6onee 60 cuMBOnoB)
MpumeyvaHue: HeobsizaTeneH Npy co3gaHNn CaMo3aBepsIoLLIEr0o
ceptudmkara nnm CSR.

-ea ALpec aneKTPOHHON NoYThl | [AeNCTBUTENBbHBIN aapec 3NEKTPOHHON NoYThl (He 6onee 60 cUMBOOB)

KOHTaKTHOro nmua MpumeyvaHue: Heobsa3aTeneH npu co3gaHum camo3aBepsitoLLero
ceptudumkara nnm CSR.

-ou OpraHmsaynoHHas egnHuya | Ctpoka ¢ pasgenitensimm B BUAE KaBblyek (He 6onee 60 cMMBOIIOB)
MpumeyaHue: Heobsa3aTeneH npu co3gaHum camo3aBepsitoLLero
ceptudumkara nnm CSR.

-S damunns CTtpoka ¢ pasgenutensMn B Buge KaBblvek (He 6onee 60 cMBOOB)
MpumeuyaHue: Heobsa3aTeneH npu co3gaHum camo3aBepstoLero
ceptudukara nnm CSR.

-gn Nms CTtpoka ¢ pasgenutensMn B Buge KaBblvek (He 6onee 60 cMBONOB)
MpumeyaHue: Heobsa3aTeneH npu co3gaHum camo3aBepstoLero
ceptudukara nnm CSR.

-in NHnugnans! CTpoka ¢ pasgenutensiMmm B Buae Kaebldek (He 6onee 20 CMMBOMOB)
MpumeyvaHue: HeobsizaTeneH Npu co3gaHnn caMo3aBepsioLLIErO
ceptudukarta nnn CSR.

-dq Keanudukarop gomeHHoro | CTpoka c pasgenutensiMu B Buae KaBblvek (He 6onee 60 cMBOSIOB)

UMEHN MpumeyvaHue: HeobsizaTeneH npy co3gaHnn caMo3aBepsioLLIErO
ceptudumkara nnm CSR.

-cpwd Maponb 3anpoca Ctpoka (gnuHol ot 6 go 30 cumBONOB)

Mpumeyvanue: HeobssaTeneH npu cosgaHum CSR.
-un HecTtpykTypuposaHHoe umsi | CTpoka c pasgenutensimu B Buae KaBblvek (He 6onee 60 cMBosIOB)
MpumeyaHue: HeobsazaTeneH npu cosgaHum CSR.
CwuHTakcuc:
sslcfg [options]
option:
-server state
-client state
-cim state

-cert certificate_type

-csr certificate_type

-i ip_address
porinnumber
username

-pw password

-1 filename

-dnld
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-upld

-tc xaction

-¢ country_code

-sp state_or_province
-cl city_or_locality

-on organization_name
-hn bmc_hostname
-cp contact_person
-ea email_address

-ou organizational_unit
-s surname

-gn given_name

-in initials

-dq dn_qualifier

-cpwd challenge_password
-un unstructured_name

Mpumepsbl:

system> sslcfg

-server enabled

-client disabled

-sysdir enabled

SSL Server Certificate status:

A self-signed certificate is installed

SSL Client Certificate status:

A self-signed certificate is installed

SSL CIM Certificate status:

A self-signed certificate is installed

SSL Client Trusted Certificate status:

Trusted Certificate 1: Not available
Trusted Certificate 2: Not available
Trusted Certificate 3: Not available
Trusted Certificate 4: Not available

Mpumepsbl cepTudmrkKaTa KnneHTa:

Y106kl cos3gatb CSR gna xpaHunuiia Ktoyein, BBEAUTe CrnefyroLLyo KomaHay:
system> sslcfg

-csr storekey -c US -sp NC -cl rtp -on Lenovo -hn XCC-5c¢f3fcéelc9d

-cp Contact -ea -ou
ok

I'Ipl/lmep Bbille 0To6pa>KaeTc;4 Ha HECKOJIbKNX CTPOKax n3-3a HEXBATKN MecTa.

YT106bI 3arpy3utb ceptudukat ns IMM Ha apyroii cepBep, BBeAuTe CNeaytoLLyto KoMaHay:
system> sslcfg

-csr storekey -dnld -1 192.168.70.230 -1 storekey.csr

ok

YT106bl 0TNpaBuTL cepTudukaT, o6paboTaHHbIN LieHTpoM cepTuduxkauun (LIC), BBeguTe cneaytoLuyo
KOMaHgy:

system> sslcfg

-cert storekey -upld -1 192.168.70.230 -l tklm.der

YT106bl CO3AaTbh CaMO3aBepAOLLMIA cepTUdUKAT, BBEAUTE CreayroLLy0 KOMaHay:

system> sslcfg
-cert storekey -¢ US -sp NC -cl rtp -on Lenovo -hn XCC-5cf3fcéelc9d

-cp Contact -ea -ou
ok
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Mpumep BbiLLe OTOGPaXKaeTCA HA HECKOJIbKNX CTPOKaXxX 13-3a HEXBaTKN MeCTa.

Mpumep ceptudmkarta cepsepa SKLM:

¢ YT106bI MMNOpTUPOBaTh cepTudurkart cepeepa SKLM, BBegnTe crienytoLLyo KomaHay:
system> storekeycfg
-add -ip 192.168.70.200 -f tklm-server.der

ok

KomaHpa storekeycfg

Vcrnonb3yinTe aTy KOMaHAy Anst HACTPONKK nmeHn xocta unn IP-agpeca n cetesoro nopta cepsepa SKLM.

Mo>kHO HacTponTb A0 YeTbipex LieneBbix 06bekToB cepBepa SKLM. KomaHaa storekeycfg Takke cnyxut
07151 yCTaHOBKM 1 ypaneHns cepTndnkaros, KoTopble ucnonbdytotes IMM gnsa ayteHTudmnkaumm Ha cepsepe

SKLM.

B cnepytoLen Tabnuue nokasaHbl apryMeHTbl A9 3TUX NapameTpoB.

Ta6s. 51. KomaHga storekeycfg

B cnepytoLLeit MHOroCTPOYHON Tabnuue ¢ TPEMs CToIGLaMN MPUBOAATCS NapameTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapaMeTpoB.

cepeepa SKLM

MapameTtp Onuncanune 3HaueHus

-add [o6aeneHune Knoya 3HayeHns — 3To napameTpbl KOMaHA -ip, -pn, -u, -pw n -f
akTMBauum

-ip Nms xocta nnu IP-agpec LonycTtnmoe nms xocta unu IP-agpec cepsepa TFTP/SFTP
cepsepa TFTP/SFTP

-pn Howmep nopTa cepsepa TFTP | Jonyctumbin Homep nopTa ans cepsepa TFTP/SFTP (3HaveHne no
v SFTP ymon4yaHuio — 69/22)

-u Vms nonb3osatens ans [onycTmoe nvsi nonb3osatens ans cepsepa SFTP
cepsepa SFTP

-pw Maponb ans cepsepa SFTP | JonycTumblin naponb ans cepsepa SFTP

-f Wms carina ans knoya [onycTtmoe nvs gnsi channa Kioya aktmsaumm
aKTuBauumn

-del Wcnonbayinte aTy KomaHgy JonycTnmMbii HOMep MHAEeKCa KIoya akTueaumm 13 cnucka keycfg
ONA yoaneHus Knoya
akTuBaLmMn Nno Homepy
nHpgekca

-dgrp [o6asneHne rpynnbl MmMs rpynnbl yCcTponcTs
YCTPOWCTB

-sxip [o6asneHne nMeHn xocta LonycTtnmoe nwvs xocta unm IP-agpec cepsepa SKLM. Yucnosoe
unu IP-agpeca ans cepeepa | 3HayeHue 1,2, 3 unn 4.
SKLM

-SXpn [ob6aeneHne Homepa nopTta | LdonycTumelii Homep nopta s cepsepa SKLM. YncnoBoe 3HaveHne

1,2,3nnn 4.
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Ta6n. 51. KomaHga storekeycfg (npogosxk.)

MapameTp OnuncaHue 3HauyeHns
-testx lMpoBepka KoHpurypauumn n | HYrucnosoe 3HadeHune 1, 2, 3 unn 4
NOOKMIOYEHUS K CEpBEPY
SKLM
-h OTob6paxkeHve ceefeHni 06
MCMNONb30BaHN KOMaHabl 1
napameTpoB
CuHTtakcuc:
storekeycfg [options]
options:
-add state
-ip ip_address

-pn port_number

-u username

-pw password

-f filename

-del key_index

-dgrp device_group_name

-sxip ip_address

-sxpn port_number

-testx numeric value of SKLM server
-h

Mpumepsbl:

YT1o6bl MMNopTUpoBaTh cepTudukat cepeepa SKLM, BBegnTe crnepytoLLyo KomarHay:
system> storekeycfg

add -ip 192.168.70.200 -f tklm-server.der

system> ok

YT106bl HacTpouTb agpec cepsepa SKLM n Homep nopTa, BBEAUTE CNeayoLLYy0 KOMaHay:
system> storekeycfg

-slip 192.168.70.249

system> ok

YTO6bl HACTPOUTHL UMS FPYMMbl YCTPONCTB, BBEAUTE CEAYIOLLYIO KOMaHAY:
system> storekeycfg

-dgrp IBM_SYSTEM X SED

system> ok

KomaHpa syncrep

WcnonbayiiTe aTy KOMaHAy Ans 3arnycka CUHXPOHM3aLMM MUKPOMNPOorpaMMbl U3 yAaneHHOro peno3uTopust.
B cnepytolein Tabnvue nokasaHbl apryMeHTbl 4Jis 3TUX NapaMeTPoB.

Tabn. 52. KomaHga syncrep

B cnepytoLeit MHOrocTpo4Hol Tabnnue ¢ TpeMsi cToNGLamm NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLME 3HAYEHNS 4J1S 3TUX NapaMeTPoB.
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Tabn. 52. Komarga syncrep (Mpo[osx.)

NapameTp | Onucanue 3HauyeHns

-t MpoTokon gns NogKNtoYeHNs penosnTopus samba, nfs

-1 Pacnono>xeHune yganeHHoOro penosmropus B ¢opmaTe URL-agpeca

-u Monb3oBaTenb

-p Maponb

-0 MapameTp [ononHntenbHas CTpoka napamMeTpoB 4nis

nogkntoveHns samba un nfs

-d LOomeH LomeH ons nogknioyeHns samba
-q 3anpoc TeKyLLEero CoCTosIHNSA 06HOBNEHS
-C OTmeHa npouecca CMHXpoHM3auun

CuHTakcuc

syncrep [options] Launch firmware sync from remote repository
options:

-t <sambalnfs> protocol to connect repository

-l location of remote repository (URL format)

-u User

-p Password

-0 option (extra option string for samba and nfs mounts)

-d domain (domain for samba mount)

-q query current update status

-¢ cancel the sync process

Mpumep

(1) start sync with repository

system> syncrep -t samba -l url -u user -p password
(2) query current update status

system> syncrep -q

(3)cancel the sync process

system> syncrep -c

KomaHnpa thermal

WcnonbayinTe aTy KOMaHay Anst OTOGpaXKeHUsi U HACTPOWKM MONMTVKN TEMMNePaTypHOro pexxuma rfiaBHom
cUCTEMBI.

Ecnun BeinonHnTb KoMaHgy thermal 6e3 napameTpoB, 0TO6Pa3NTCA NOAUTMKA TEMNEPATYPHOro pexxnuma. B
cnepytoLlen Tabnuue nokasaHbl apryMeHTbl A1 3TUX NapamMeTpoB.

Tabn. 53. Koma+Hga thermal

B cnepytoLleli MHOrocTpoYHON Tabnuue ¢ TpeMs CTonéuamMmn NpUBoasTCa NapameTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapaMeTpoB.
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Tab6s. 53. KomaHga thermal (npogosnx.)

MNapameTp | Onucanue

3HauveHus

-mode OTob6paxkeHne NOANTUKN
TemnepaTypHbIX PEXXUMOB U
HacTponka Tabnmubl
TemnepaTypHbIX PEXXNMOB
XOCT-CUCTEM (TONBKO

HOpPMaJIbHbIN, MPOU3BOAUTENBHOCTD, MUHUMASIbHBIN, 3 EKTUBHOCTD,
NMonb30BaTeNbCKUN

YTeHue)
-table <vendorlD_devicelD> 8 WwecTHaguaTepnyHbIX CUMBOJIOB
<vendorlD_ | yka3biBaeT ngeHTudumkarop
devi- nocTasLLMKa 1 yCTponcTBa
celD><ta- KOMMOHEHTA, 4151 KOTOPOro
ble_ TpebyeTcs OONONHUTENbHOE
number> oxNaXaeHue.

<table_number> yka3sbiBaeT,
Kakyto cnegyeT
1ncnonb3oBaTb
anbTepHaTUBHYO Tabnuuy
TemnepaTypHbIX PEXXNMOB.

1 — HU3KMI YPOBEHb: HEBONbLLIOE YBENNYEHNE CKOPOCTY BpaLLeHNs
BeHTUNATOPA

2 — CPEefHU YypOBEHb: YMEPEHHOE YBENNYEHNE CKOPOCTY BpaLLeHns!
BEHTUNSITOPA

3 — BbICOKIIN YPOBEHb: 60/bLLIOE YBENUYEHNE CKOPOCTY BPaLLEHUs
BEHTMNSITOPA

0 — 06bl4HblI YPOBEHb: 6€3 NMOBbILLIEHNS CKOPOCTY BPaLLEHNS
BEHTUNIATOPA

CuHTakcuc:
thermal [options]
option:

-mode thermal_mode
-table vendorlD_devicetable_number

Mpumep:

system> thermal

-mode normal

-table 80860126 1 10DEODFA 3
system>

KomaHpa timeouts

McnonbayinTe 3Ty KOMaHay 4715 OTO6paKeHNs U U3BMEHEHNsS 3Ha4YeHnin TaM-ayTa.

e [1ns oTo6pa>keHns Tanm-ayToB BBeauTe timeouts.

¢ YT06bl NBMEHUTbL 3HAYEHNS TaVIM-ayTOB, BBeOUTE NapamMeTpbl, 3a KOTOPbIMK CJ1Ieay0T NX 3HAYEHUA.

® YT06bl NBMEHUTbL 3HAYEHNS TaVIM-ayTOB, Heo6xoaMMo obnagaTth NO MeHbLLEN Mepe rnpasamMm Ha

KOHpurypauuto agantepa.

B cnepytollen Tabnuue nokasaHbl apryMeHTbl ANA 3HaYEHWI TaliM-ayToB. OTW 3HAa4YEHUA COOTBETCTBYIOT
napamMeTpam TaliM-ayToB CepBepa B PacKpbIBAKOLLEMCS CMUCKE C rpadynpoBaHHON LWKaon, [OCTYMHOM B

BeO-nHTEpdeElice.
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Ta6n. 54. KomaHga timeouts

B CJ'IeJJ,yIOLLI,eIZ MHOI’OCTpO‘-IHOI7I Tabnuue ¢ YeTblIpbM#A cTonéuamu npmnBoaATCA nNapamMeTpbl, ornmcaHne
napamMmeTpoB N COOTBETCTBYOLWME 3HAYEHUA ONA 3TUX NapaMeTpPoOB.

Mapametp | Tanm-ayTt EavHuLbI 3HauyeHus
-f 3ageprkka BbIKITIOYEHUS NMUTaHNS MWH. BblKJto4eHo, 0,5, 1, 2, 3, 4, 5, 7,5, 10, 15, 20, 30,
60, 120
- Tanm-ayT 3arpysunka MWH. BbIKJtOYeHo, 0,5, 1,1,5,2,2,5, 3, 3,5,4,4,5,5,7,5,
10, 15, 20, 30, 60, 120
-0 Tanm-ayT onepaunoHHON cuctembl | MUH. BbIK/lO4YEHO, 2,5, 3, 3,5, 4
-S CHumok akpaHa c6ost OC ¢ / BbIK/1HO4E€HO, BK/IO4EHO
oLwmékon HW
CwuHTakcuc:
timeouts [options]
options:

-f power_off_delay_watchdog_option

-0 OS_watchdog_option

-l loader_watchdog_option

-s OS failure screen capture with HW error

Mpumep:
system> timeouts
-0 disabled

-l 35

-f disabled

-s disabled
system> timeouts -o 2.5
ok

system> timeouts
-0 2.5

-l 3.5

-f disabled

-s disabled

KomaHnpa tls

WcnonbayitTe aTy KOMaHAy Anst HACTPOWNKM MUHMMAaNbHOTO YpoBHS TLS.

B cnepytowen Tabnuue nokasaHbl apryMeHTbl o189 3TUX NapameTpoB.

Ta6n. 55. KomaHpga tls

B cnepytoLleit MHOrocTpo4HoOl Tabnmue ¢ TpeMsi CToNIGLaMI NPUBOOATCS NapameTpbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLME 3HAYEHNS J11 STUX NapaMeTPoB.
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Ta6n. 55. KomaHpga tls (npogosxk.)

MapameTp | Onucanue 3HaueHus
-min Bbi6epute MUHUManbHbIN 1.1,1.21,1.3
ypoBeHb TLS
-h Cnuncok BapraHToB
MCNoJIb30BaHNA 1
napameTpoB
MpumeyaHus:

1. Ecnu B KavecTBe pexxuma wndpoBaHns 3agaH pexxum cootsetcTeus ctaHgapTy NIST-800-131A, Heob6xoanmo
3apatb Bepcuto TLS 1.2,

Vlcnons3oBaHue:

tls [-options] - configures the minimum TLS level
-min <1.1 | 1.2 | 1.3> - Selects the minimum TLS level
-h - Lists usage and options

Mpumepsbl:

YT106bl NpOoaHanNn3npoBaTh UCMONb30BaHe KOMaHb! tls, BbI3OBUTE CNeayoLLy0 KOMaHAay:
system> tls

-h

system>

YT06bl NONY4YNTL TEKYLLYIO Bepcuio tls, BbISOBUTE CReayoLLYI0O KOMaHay:
system> tls

-min 1.2

system>

YT06bI I3MEHUTL TeKYLLYI0 Bepcuio tls Ha 1.2, BbI3oBUTE CnefyoLLyo KomaHay:
system> tls

-min 1.2

ok

system>

KomaHpa trespass

McnonbayinTe 3Ty KOMaHay 47151 HACTPONKM N OTOBPaXKeHNs1 COOBLLEHWNIA NPU HapyLUEHUN.

KomaHpy trespass MOXHO 1CMoNb30BaTh AJ1S1 HACTPOWKM U OTOGPaXKEHUs! COOBLLEHUI MPU HAPYLLEHNN.

CoobueHne o HapyLwleHnn 6y,u,yT OT06pa>KaTbCﬂ Onsa noboro Nosib3oBaTerns, BbIMOMHAIOLLEro BXOA yepes

nHtepceinc WEB nnu CLI.
B cnepgytolen Tabnuue nokasaHbl apryMeHTbl AN 3TUX NapamMeTpoB.

Ta6n. 56. KomaHga uefipw

B cnepytoLLein MHOrOCTPOYHOM Tabnuue ¢ ABYMS CToN6LaMn NPMBOOATCS NapaMeTpbl 3TON KOMaHAbl 1
COOTBETCTBYIOLLME ONUCaHMS.

MapameTp OnucaHue
-8 HacTpoiika coobLLeHWi Npu HapyLleHnn
-h Cnncok BapraHTOB NCMOJIb30BaHMSA 1 NapamMeTpoB
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CuHTakcuc:

usage:
trespass display the trespass message
-s <trespass message> configure trespass message
-h - Lists usage and options

Mpumep:

MpumevaHue: CoobLieHMEe NpU HAPYLLEHNN HE COAEPXXUT NPOBENOB.

system> trespass -s testingmessage
ok

system> trespass

testingmessage

The trespass message contains spaces:
system» trespass -s "testing message"
ok

system> trespass

testing message

Komanpa uefipw

Mcnonb3ynTe aTy KOMaHAy Ans HacTponkuy naponen agmuHuctparopa UEFI. MNaponb oocTyneH Tonbko ans
3anuncu.

KomaHgy uefipw MO>XHO MCNOMb30BaThb C NapaMeTPOM «-p», YTOObl HACTPOUTL NapPOob aaMUHUCTPAaTOPAa
UEFI gnsa XCC, unn ¢ napameTpom «-ep» ansa LXCA, 4Tobbl HacTpouTb naponb agMuHuctparopa UEFI B
nHtepdeice CLI. MNaponb AOCTYNEH TONLKO AN 3anucu.

B cnepytolein Tabnumue nokasaHbl apryMeHTbl 4J1s 3TUX NapaMeTpoB.

Ta6n. 57. KomaHga uefipw

B cnepytoLLein MHOrOCTPOYHOM Tabnuue ¢ ABYMsS CToN6L.aMn NPMBOSATCA NapaMeTpbl 3TON KOMaHL4bl 1
COOTBETCTBYIOLLME ONUCaHUSA.

MapameTtp OnucaHue
-Cp Tekywuii naposb (He 6onee 20 CMMBOSIOB)
-p HoBblili naponb (He 6onee 20 cMMBOSIOB)
-cep Tekywnii naponb 3awmdpoBaH
-ep HoBbIn naponb 3awmdgpoBaH
CuHTakcuc:
usage:

uefipw [-options] - Configure the UEFI admin password
options:

-cp - current password (limited to 20 characters)

-p - new password (limited to 20 characters)

-cep - current password encrypted

-ep - new password encrypted

KomaHpa usbeth

VicnonbayitTe 3Ty KOMaHay OJ1s1 BKIKOUYEHNS UK BbIKJIFOYEHWS BHYTPUMOMOCHOIrO UHTEpPdeiica nokKanbHow
ceTn Yepes USB.
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CuHTakcuc:

usheth [options]
options:

-en <enabled|disabled>

Mpumep:

system>usbeth

-en : disabled
system>usheth -en enabled
ok

system>usheth

-en : disabled

KomaHnpga usbfp
VcnonbayiTe aTy KOMaHay, YTobbl KOHTPONMPOBaTL Ucnonb3oBaHne BMC nopta USB Ha nuueBoli naHenm
B cnepytowen Tabnuue nokasaHbl apryMeHTbl O 3TUX NapameTpoB.

Tabn. 58. KomaHga usbfp

B cnepytoLLein MHOrOCTPOYHON Tabnuue ¢ ABYMS CToN6LaMN NPUBOOATCS NapaMeTpbl 3TON KOMaHAb! 1
COOTBETCTBYIOLLME ONUCaHMsI.

MapameTp Onucanne

-mode <bmc | server | shared> YKaxkuTe pexxum ucnosib3osanusi: BMC, cepsep vnm obLuii

-it <minutes> Talim-ayT nocne HeakTUBHOCTY B MUHYTax (O6LLMIA pexxmm)

-btn <on | off> Bknto4eHne ncnonb3oBaHnst KHOMKN MAEHTUMMKaUMN Ans CMeHbI
Bnagenbua (06Lwuin pexxnm)

-own <bmc | server > YkasaHue B kadecTse Brnagensua BMC unu cepsepa (06Lwuin pexxum)

KomaHpa users
Vicnonb3yinTe 3Ty KOMaHay A1 4OCTyna KO BCEM YYETHbIM 3annCsiM Nonb30BaTeNen n X ypoBHAM
paspeLUeHunii.

KomaHga users Takxke CNy>XuT it CO3AaHNS HOBbIX M U3MEHEHNS CYLLECTBYIOLLUX YHETHBIX 3anmcen
nosib3oBateneil. Ecnv BeINOAHUTE KOMaHAy users 6e3 NnapameTpoB, 0TOOPa3NTCHA CMMCOK MNONb30BaTenen n
6a3oBas UHgopmaums o HuX. B cnepytoweli Tabnuvue NnokasaHbl aprymMeHTbl AN1s1 3TUX NapamMeTpoB.

Ta6n. 59. KomaHpa users

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToNbLamn NpuBoasaTCs NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLME 3HAYEHNS )18 3TUX NapamMeTPoB.

MapameTp OnucaHue 3Ha4yeHus

-user_index | Homep nHgekca y4eTHom oT 1 po 12 BkntounTensHo unu all ans Bcex nonb3oBartenei.
3anncun nosnb3osarens

-n Mms yyeTHol 3anucu YHUuKanbHasa CTpoka, cogep xailast ToJibko umdpbl, 6YKBbl, TOYKN U
nonb3osartens HWXHMEe nogyepkmnsanns. OT 4 oo 16 cMvBONOB.

-p Maponb yyeTHOR 3anucu CTtpoka, cogeprkaliasi N0 MeHbLUEN Mepe oanH 6YKBEHHbI U OAVH
rnonb3oBaTesnsi HebyKBeHHbIN cumsosl. OT 6 go 20 cumsonos. 3HadveHne Null cosgaet

YYETHy'0 3anncb 63 Napons — Naposib AOMMKEH 3afaTh Nonb3oBaTenb
Mpu NepeoM BXOAE.
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Tabn. 59. KomaHga users (npogosk.)

MapameTp

OnucaHune

3HauyeHus

-r

Mms ponn

Kak yka3aHo B komaHge «KomaHpga roles» Ha cTpaHuue 162

_ep

Maponb wndposaHns (ans
PE3EepPBHOro KONMPOBaHUs 1
BOCCTaHOBJIEHUS)

[onycTnmeiin naposb

-clear

YpaneHve ykasaHHoOM
y4eTHOI 3anucu
nonb3oBartens

Mpwn Hann4n
COOTBETCTBYHOLUNX
paspeLLeHnii MOXXHO
yOanuTb COBCTBEHHYIO
YYETHYI0 3anncb 1nm
YYETHYIO 3an1cb ApYrnx
nonb3oBarenen, gaxe ecnm
B HaCTOsILLiee BPEMSI OHU
paboTaloT B CUCTEME.
VckniodeHne coctaBnsoT
cny4au, Korga peyb geT o
eANHCTBEHHOW OCcTaBLLUEeNCcs
Yy4€eTHOI 3anncu ¢
NPUBWUAEMVSMI YNPaBieHns
YYETHBIMM 3annMcsiMun
nonb3oBartenei. CeaHchbl,
BbINOJIHABLUMECSH Ha
MOMEHT yasIeHNs1 YHETHbIX
3anuncein nonb3osaTenen,
He 6yayT 3aBepLUEHbI
aBTOMaTU4eCKN.

Heo6xoamMmo ykasaTb HOMepP MHAEKCA yAANseMOon yYETHOM 3anncu
nosib3oBatens B crnegyowem opmare:
users -clear -user_index

-curr

OTob6paxeHne
nonb3oBaTenen, KoTopble B
HacTosiLLee BpeMs
BbIMOSNHUMN BXOQ,

-sauth

MpoTokon ayTeHTUdUKaLum
SNMPv3

HMAC-SHA, HeT

-spriv

MpoTokon
KOH(bmaeHumansHoCTH
SNMPv3

CBC-DES, AES, HeT

-spw

Maponb
KOHhuaeHUanbLHOCTK
SNMPv3

[onycTmblin naposb

-sepw

Maponb
KOH(bnaeHumansHoCTH
SNMPV3 (3awumcpoBaHHbIi)

JonycTtumblii naponb

-Sacc

Tun goctyna SNMPv3

get, set

-strap

Nmsi xocTa noByLLKN
SNMPv3

Lonyctnmoe nms xocta

184 PykosopcTso nonbsosatensXClarity Controller 2




Tabs. 59. KomaHga users (Mpo[omx.)

MapameTtp Onucanne 3HaueHus
-pk OTob6paxkeHne OTKPbITOro Homep nHgekca y4eTHOI 3anucuy nosib3oBarensi.
knoya SSH ans MpumeyaHus:
nonb3osarens
e OTob6parkatoTCs BCE Ha3HaYeHHbIE Mosb3oBaTento Koy SSH 1
NOEHTUMULMPYIOLLNA HOMEP MHOEKCA Kito4a.
¢ [Ipy ucnonb3oBaHNM NapamMeTpoB OTKPLITOro Koya SSH
Heo6Xxo[MMO UCMOJIb30BaThb NapameTp -pk nocne nHaekca
nosib3oBarens (napameTp -userindex) B cnefytoLlein hGopme: users
-2 -pk.
e Bce knto4m ykasbisatotcs B popmate OpenSSH.
e [ns y3noB Flex komaHgbl Nonb3oBartenei orpaHnyeHbl NOKanbHbIMU
y4eTHbIMu 3anucamm IPMI n SNMP. MapameTp -pk ansa cuctem Flex
System He nopgpep>xkmBaeTcs.
-e OTo6paxkeHune Bcero Knoya | SToT napameTp He NPUHUMAET apryMeHTbI 1 JOMMKEH NCMONb30BaTLCS
SSH B hopmate OpenSSH | oTaenbHO 0TO BCeX OCTanbHbIX MapamMeTpoB users -pk.
(mnapameTp OTKpPbITOro Mpumeyvanwme: [Mpy NCNONB30BaHNV NAPAMETPOB OTKPLITOrO KIlloya
Knoya SSH) SSH Heobxoanmo ncnonb3oBaTh NapamMeTp -pk nocne nHgekca
noneb3osarens (napameTp -userindex) B cnegytoLlen opme: users -2
-pk -e.
-remove YnaneHue oTKpbITOro Homep nHaekca yaansemMoro oTKpbITOro Kito4a Heo6X0AMMO
kntoda SSH gns yKa3bIBaTb Kak onpeneneHHbI napameTp -key_index unu -all gns
none3osarens BCEX NprcBanBaeMbIX NOL30BATENIO KITHOYEN.
(napameTp OTKpbITOro MpumeyaHus:
Kknoya SSH)
¢ [pu ncnonb3oBaHUM NapamMeTPOB OTKPbITOro kno4a SSH
Heob6xoauMOo NCMNoJIb30BaTh NapamMeTp -pk nocne nHgekca
nosib3oBarenis (napameTp -userindex) B cnefytoLlein hopme: users
-2 -pk -remove -1.
e [ns y3noB Flex komaHgbl nonb3oBarenein orpaHnyeHbl NOKanbHbIMU
y4eTHbIMM 3anucamu IPMI n SNMP. MapameTp -remove gna cuctem
Flex System He nopgaep>xuBaeTcs.
-add [o6aBneHne OTKPbITOro PaspgeneHHbIli kKaBbldkamu Kntod B popmate OpenSSH

kntoya SSH ans
nonb3oBarens
(napameTp OTKpPbITOro
knto4va SSH)

MpumevaHus:

e [lapameTp -add ncnonb3yeTcsa OTAENBHO OTO BCEX OCTaNbHbIX
napamMeTpoB KOMaHAbl users - pk.

¢ [pu ncnonb3oBaHUM NapamMeTPOB OTKPbITOro kno4a SSH
Heob6xoaumMo ncnonb3oBaTb NapamMeTp -pk nocne nHaekca
nonb3oBartens (napameTp -userindex) B cnegytoLein hopme: users
-2 -pk -add "AAAAB3NzC1lyc2EAAAABIWAAA QEAvfnTUzRF7pdBuaBy4d0/
alFasa/Gtc+o/wlZnuC4aD
HMA1UmnMyLOCiIaNOy400ICEKCqIKEhrYymtAoVtfKApy Y396pnSGRC/
qcLGWLM4cmirKL5kxHNOqIcwbhTINPceoKH j46XTE
+mqlfWnAhhjDpcVFjagM3Ek2yTw/tBGrwGgNTDP
HJU1tzcJy68mEANIrzjUoR98Q3/B9¢ID7TydGKe8rPdI2
hIEpXR5dNUiupA1Yd8PSSMgdukASKEd3eRRZTBL3SAtMu
cUsTkYjlXcqex10Qz4+N50Ré6MbNcwlsx+mTEAvvcpJhug
aT0UNPGhLIML6kTjeiQ8Xd2p Xb0zQ=="

e [ns y3nos Flex komaHabl Nonb3oBaTtenei orpaHnyeHbl NoKanbHbIMU
y4eTHbIMKM 3anucsamu IPMI n SNMP. MapameTp -add gns cuctem
Flex System He nopaep>xnBaeTcs.
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Tabn. 59. KomaHga users (npogosk.)

MapameTtp Onucanne 3HaueHus
-upld OTnpasKa OTKPbITOro [ns ykasaHna pacnonoxeHus knoya TpedytoTcs napameTpsbl -in -L.
ktoya SSH MpumeyaHus:
(napameTp OTKpbITOro
e [MapameTp -upld ncnonb3yeTcs oTAENBHO OTO BCEX OCTASIbHbIX
Kkno4a SSH) .
napameTpoB KomaHApl users -pk (kpome -in -1).
e YT06bl 3aMEHUTb KJTHOY HOBbIM, HEO6XOANMO yKa3aTb -key_index.
YT106b1 [OGABUTL KIIOY B KOHEL, CNINCKA TEKYLLMX KITHOYEN, He
yKasbIBaliTe MHOEKC KITHoYa.
e [pu ncnonb3oBaHWN NapamMeTPOB OTKPbITOro knova SSH
Heo6XxoQMMO 1CMONb30BaTh NapameTp -pk nocne nHaekca
nonb3oBarens (napameTp -userindex) B crnegytoLlen hopMme: users
-2 -pk -upld -i tftp://9.72.216.40/ -1 file.key.
e [ns y3nos Flex komaHabl Nonb3oBaTteniei orpaHnyeHbl NoKanbHbIMU
y4eTHbIMK 3anucsimu IPMI n SNMP. MapameTp -upld ans cuctem
Flex System He noppep>xnsaetcs.
-dnld 3arpyska 3agaHHoro YT06bI yKasatb KoY Ansa 3arpysku, Tpedyetcs -key_index, a 4Tobbl
OTKpbITOro kntoya SSH yKasaTb pacrosfioXXeHue 3arpy3kn Ha ApyroM KOMMNbIOTEPE C CEpBEPOM
(napameTp OTKpPbITOro TFTP — napametpsbl -in -L.
Kntoya SSH) MpumeyaHus:
e [lapameTp -dnld ncnonb3yercs oTAENBHO OTO BCEX OCTaSIbHbIX
napameTpoB KomaHApl users -pk (kpome -i, -l n -key_index).
e [pu ncnonb3oBaHMN NapamMeTPOB OTKPbITOro knova SSH
Heo6Xx0[MMO 1CMONb30BaTh NapameTp -pk nocne nHaekca
nonb3osarens (napameTp -userindex) B cnegytoLiein hopme: users
-2 -pk -dnld -1 -i tftp://9.72.216.40/ -1 file.key.
-i IP-appec cepsepa TFTP/ LonycTtumein IP-agpec
SFTP pns otnpaskn u MpumeyvaHue: MapameTpbl komaHg users -pk -upld nusers -pk -dnld
3arpysku canna kno4a TpebyloT napamMeTpa -i.
(napameTp OTKpbLITOro
knto4ya SSH)
-pn Homep nopTta cepsepa [onycTnmMbin HoMep nopTa (Mo ymon4yaHuo 69/22)
TFTP/SFTP MpumeyaHune: Heobs3aTenbHbI aTpmbyT ANs NapaMeTpoB KOMaHA
(napameTp OTKpPbITOro users -pk -upld n users -pk -dnld.
kno4ya SSH)
-u Mms nonb3osarens ans [onycTmoe nms nonb3oBarens
cepsepa SFTP MpumeyaHue: Heobsa3aTenbHbIn aTpUBYT ANS NapameTpoB KOMaHA
(napameTp OTKpPbITOro users -pk -upld n users -pk -dnld.
Kntoya SSH)
-pw Maponb gnst cepsepa SFTP | JonycTumbin naponb

(napameTp OTKpbITOro
knto4a SSH)

MpumeyaHue: HeobsA3aTenbHbIN aTpUBYT ANS NnapameTpoB KOMaHA
users -pk -upld v users -pk -dnld.

Vms danna gnsa otnpasky u
3arpysku channa knova
yepes TFTP vnun SFTP
(napameTp OTKpPbITOro
Kntoya SSH)

LonycTtnmoe nwvs canna
MpumeyvaHue: MapameTpbl komaHg users -pk -upld nusers -pk -dnld
TpebytoT napameTpa -L.
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Tabs. 59. KomaHga users (Mpo[omx.)

MapameTtp Onucanne 3HaueHus
-af MpuHATNE nopgknoyeHnn oT | Pasgensiemblli 3anaTbiMy CMMCOK MMeH xocTa 1 IP-apgpecos (He 6onee
xocTa 511 cumsonos). [lonycTumble CMBOJIbI: 6YKBEHHO-YMCOBbIE, 3ansaTas,
(mapameTp OTKpPbITOro 3Be3[04Ka, 3HaK BONpOca, BOCKULATESNbHbIN 3HaK, To4Ka, geduc,
Knoya SSH) OBOETO4ME 1 3HaK NPoLeHTa.
-cm KommeHTapuii CTtpoka ¢ paspenutensamm B BUAE Kasblyek (80 255 cumBosos).
(mapameTp OTKpbITOro MpumeyaHue: Npy ncnonb3oBaHMM NapamMeTPOB OTKPLITOro KJoya
Knoya SSH) SSH Heobxognmo ncnonb3osaTb NapamMeTp -pk nocne nHgekca
nonb3oBarens (napameTp -userindex) B cnegytoLlein hopme: users -2
-pk -cm "This is my comment.".

CuHTakcuc:
users [-options] - display/configure user accounts
options:
-[1-12] - user account number
-1 - display password expiration days
-n - username (limited to 16 characters)
-p - password (limited to 32 characters)
-shp - set hashpassword (total 64 characters)
-ssalt - set salt (limited to 64 characters)
-ghp - get hashpassword
-gsalt - get salt
-ep - encrypted password (used with backup/restore )
-r - role name as listed in roles command
-clear - clear user account
-curr - display current users
-sauth  (none|HMAC-SHA) - snmpv3 authentication protocol
-spriv. (none|CBC-DES|AES) - snmpv3 privacy protocol
-SpwW password - snmpv3 privacy password
-sepw encryptedpassword - snmpv3 privacy password (encrypted)
-sacc (Get) - snmpv3 Access type
-strap  hostname - snmpv3 trap hostname
-pk - SSH public keys options:
-e - Displays the entire key in OpenSSH format
-remove - Removes the specified key for the specified user
-add - Adds a public key for the specified user
-upld - Used to upload a public key in OpenSSH/RFC4716 format
-dnld - Used to download the specified public key to a TFTP/SFTP server
-i - IP address of the TFTP/SFTP
-pn - port number of tftp/sftp server (default 69/22)
-u - username for sftp server
-pw - password for sftp server
-l - Filename of the key file when uploading or downloading via TFTP/SFTP
-af - accept connections from host, in the format: from="<list>", where
<list> is a comma-separated list of hostnames and IP addresses
(limited to 511 characters)
-cm - comment (limited to 255 characters, must be quote-delimited)
Mpumep:
system> users
Account Login ID Advanced Attribute Role Password Expires
1 USERID Native Administrator 89 day(s)

system> users -2 -n sptest -p PasswOrd12 -r Administrator
The user is required to change the password when the user logs in to the management server for the first time
ok
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system> users

Account

Login ID Advanced Attribute
USERID Native
sptest Native

system> hashpw -sw enabled -re enabled

system> users -5 -n guest5 -shp 292bchc41bb078cf5bd258db60b63adb337c8c954409442cfad7148bcé428fee —-ssalt abc -r

system> users -5 ghp
292bchc41bb078cf5bd258db60h63a4b337c8c954409442cfad7148hcé428fee
system> users -5 gsalt

abc

Administrator

Administrator

Password Expires

90 day(s)
Password expired

Komanpgb! ynpasnexHus IMM

B aTom pasgene npuBoguTcsa andaBuTHbIN CIMCOK KOMaHA MHTepdenca KoMaHaHON CTPOKM 415
ynpasneHns IMM.

B HacTosLee BpeMs OCTYNHO 7 KoMaHg ynpasnenusa IMM:

KomaHpa alertentries

VMcnonb3yinTe 9Ty KOMaHay Ans ynpasfieHns NonydaTensiMy OnoBeLLEHNIA.

¢ Ecnu komaHpga alertentries BbinonHsieTcsl 6e3 NapameTpoB, 0TO6PaXKaOTCA BCe HACTPOIKN 3anicei

OMNOBELLEHUN.

e KomaHpa alertentries -number -test co3gaeT TecToBOE OnoBeLLEeHVE AN HOMEPA UHAEKCA YKa3aHHOro

nony4arens.

e KomaHga alertentries -number (rge number — 310 4ncno ot 0 go 12) oto6parkaeT napameTpbl 3anncen

OonoBeLLEeHNI ans YKa3aHHOro Homepa nHaekca nony4darena n no3BonAeT UISMeHNTb NapamMeTpbl
OMNoOBELLEHNI ANs 3TOro nony4yarens.

B cnepytowein Tabnumue nokasaHbl apryMeHTbl AJ1s 3TUX NapaMeTpoB.

Tabn. 60. Koma+pga alertentries

B cnepytoLleli MHOroCcTpo4YHOM Tabnuue ¢ Tpems CTonéuammn NpUBoasTCa NapameTpbl, onucaHme
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapaMeTpoB.

nony4yaresnsa onoBelleHns

NapameTp | Onucawnue 3HaueHus
-number Homep nHgekca nonyyatens | ot 1 go 12
onoBeLleHni ans
oTo6paxeHusi, fobasneHns,
N3MEHeHUs Unn yoaneHns
-status CocTosHre nonyyarens BKJ1., BbIKJI.
onoBeLleHns
-type Twun onoBeLleHnst email, syslog
-log BkntoyeHue xxypHana BKJ1., BbIKJ.
COObITU B 91EKTPOHHOE
ornoBeLleHne
-n Nwmsa nonyyarens Ctpoka
ornoBeLleHns
-e Anpec anekTPoHHOM NoYTbl | [lonycTUMBIA aapec SNEKTPOHHON NOYTbI
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Tab6s. 60. KomaHga alertentries (npogosmx.)

MapameTp | Onucanue 3HaueHus
-ip IP-appec unu nmsa xocta Lonyctumbiin IP-agpec nnmn nms xocta
CUCTEMHOIO XXypHana
-pn Howmep nopTta cuctemHoro JonycTnmMbii HOmep nopTa
XypHana
-del YpaneHve ykazaHHOro
HOMepa nHaekca
nonyyarens
-test Co3paHne TecToBoro
OnoBeLLeHns Ans
yKa3aHHOro Homepa
nHAgeKca nony4arens
-crt HacTpolika kputnyeckmnx all, none, custom:te|vo|po|di|falcp|me|in|re|ot
COO6bITWIA, OTNPaBASAOLLNX Monb3oBaTenbCcKNe HAaCTPOWKY KPUTUYECKMX OMOBELLEHUNI 3aal0TCs C
yBegoMNeHus NCMOJIb30BaHNEM Pa3feNeHHOro BePTMKaNbHbIMY Nonocamm Crnmcka
3HaueHwnii B hopmare alertentries -crt custom:te|vo, roe
MCMOoNb3yTCA CNeaytoLLye Nonb3oBaTeNbCKe 3Ha4YeHNs:
e te: NpeBbILLEH KPUTUYHECKUIA TEMMNEPATYPHbIA NOpPOr
® VO: NPEBbILLIEH KPUTUHECKNIA MOPOT HANPSXKEHNS
® pPO: KPUTUHECKUIA COOI NTaHNA
e di: cboi XKeCTKOro gucka
e fa: cbon BeHTUNSITOPA
e cp: c60i MrKponpoLeccopa
* me: cbol NnamsTn
® in: HECOBMECTNMOCTb 060PYAOBaHUSA
e re: cboin pesepBa NUTaHUS
® ot: BCe oCTalbHble KPUTUYECKNE COBbLITUS
-crten OTnpaBka onoseLleHnin o BKJIIOHEHO, BbIKJIIOHEHO
KPUTNYECKNX COBbLITUSAX
-wrn HacTpoiika cobbiTuii Tuna all, none, custom:rp|te|vo|polfalcp|me|ot
«npepynpexapeHne», lMonb3oBaTenbCcKne HACTPOWKM OMOBELLEHNI TUNA «MpeaynpexxaeHne»
OTNPaBASAOLLMX 3a[aroTCcs C MCMOoSIb30BaHEM Pa3aesieHHOro BepTUKasbHbIMN
yBEeOOMEHUS ronocamu cnncka aHadyeHuin B popmate alertentries -wrn custom:rp|
te, roe ncnonb3yoTcs cnefyoLme Nob3oBaTeNIbCKMe 3HAYEHUS:
* rp: NpenynpexneHne pesepsa NUTaHms
e te: NpepynpeXaeHue o NPEBbILLEHN TEMMEPaTYPHOro nopora
® VO: NpeaynpexaeHve o MPEeBbILLEHNM MOPOora Hanps>KeHNs
® pO: NPenynpexaeHne o NPEeBbLILLEHNW NOpora NUTaHNs
e fa: HeKpUTU4eCKoe cobbITNE BEHTUNATOPA
® Cp: yXyOLWeHHOe COCTOsIHME MUKpopoLieccopa
* me: npegynpexaeHvie namaTy
e ot: Bce ocTasibHble COObITUS TUNA «NPERYNPEXAeHNE»
-wrnen OTnpaBka onoBeLLEeHNIA O BK/HOYEHO, BbIKTHOYEHO

CcobObITUAX TUNa
«npegynpexxgeHne»
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Tabn. 60. KomaHga alertentries (mpogonx.)

MapameTp | Onucanue 3HaueHus

-sys HacTpolika pyTUHHbIX all, none, custom:lo[tio|ot|po|bfitil|pflel|ne
COGbITWIA, OTMPABAAOLLMX Monb3oBaTenbCKe HaCTPOVKY CTaHAAPTHBIX OMOBELLEHNI 3afatoTCs C
yBELOMSIEHNSI 1CMOsb30BaHNeM pasfefieHHOro BEPTMKabHbIMMI MOI0CaMm Crimcka

3HayeHun B hopmarte alertentries -sys custom:lojtio, roe
UCMOJIb3YIOTCS CNeAyoLLMe NONb30BaTeNbCKNE 3HAYEHNS:

e |0: ycnewHbI yaaneHHbIn BXoA

e tio: TaliM-ayT onepavLmoHHON CUCTEMBI

e ot: Bce ocTanbHble MHPOPMALMOHHbBIE U CUCTEMHbIE COObITUS
® pO: BKJIHOYEHWE/BBIKIIOYEHNE MUTAHNS CUCTEMBI

e bf: c6oli 3arpy3Ku onepauioOHHON CUCTEMBI

¢ til: Tanm-ayT Watchdog 3arpy3yuka onepaunoHHON CUcTembl
e pf: nporHo3supyemblii c6oii (PFA)

® el XypHan cobbIThin Ha 75 % nonoH

® nel NSMeHeHne ceTn

-sysen OTnpaBka onoBeLLeHNIA 0 BKJTHOHEHO, BbIK/TIOYEHO
PYTUHHBIX COBBITUAX

CwuHTakcuc:
alertentries [options]
options:
-number recipient_number
-status status
-type alert_type
-log include_log_state
-n recipient_name
-e email_address
-ip ip_addr_or_hostname
-pn port_number
-del
-test
-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state

Mpumep:
system> alertentries
1. test

. <not used>
<not used>
<not used>
<not used>
<not used>
<not used>
<not used>
9. <not used>
10. <not used>
11. <not used>
12. <not used>

0o ~NOo U A WN
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system> alertentries -1
-status off

-log off

-n test

-e test@mytest.com
-crt all

-wrn all

-sys none

system>

KomaHpa batch
C nomMoLLbIo 3TON KOMaHAbl MOXKHO BbIMOMHUTL OAHY WW HECKOJIbKO KOMaHa UHTepdeinca KomaHgHoM
CTPOKM, KOTOPble cogep>xaTcs B dainne.

° CTpOKI/I KOMMEHTapmneB B NakKETHOM cpa|7|ne HaYNHAIOTCHA CO 3HaKa #.

¢ [Ipu BbINOMHEHUN NAKETHOIO halna KoMaHgpl, BbINOSHEHNE KOTOPbIX 3aBEPLUNIOCH OLLUMOKO,
BO3BpaLLalOTCs BMECTE C KOAOM BO3BpaTa OLLNOKM.

e KomaHabl NakeTHoro garina, Coaep kaliue Hepacrno3HaHHble napameTpbl KOMaHA, MOTyT Bbi3biBaTb
co3faHue npenynpexxaeHuin.

B cnepytoleit Tabnuue nokasaHbl apryMeHTbl A 3TUX NapaMeTpoB.

Ta6bn. 61. KomaHpga batch

B cnepytoLeli MHOroCTpOYHON Tabnuue ¢ TpeMs CTonéLamMmn NpUBoasaTCA NapamMeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapameTpoB.

MapameTp | Onucanue 3HaueHns
-f Nms nakeTHoro canna LonycTtnmoe nwvs canna
-ip IP-appec cepsepa TFTP/SFTP Donyctumein IP-agpec
-pn Homep nopta cepsepa TFTP/SFTP LonycTuMbiin Homep nopTa (Mo ymon4yaHuto 69/22)
-u Mwmsa nonb3osarens ans cepsepa SFTP JonycTmoe nms nonb3osarens
-pw Maponb pns cepsepa SFTP [onycTMblin naposb
CuHTakcuc:
batch [options]
option:
-f filename
-ip ip_address
-pn port_number
username

-pw password

Mpumep:

system> batch -f sslcfg.cli -ip 192.168.70.200
1 : sslcfg client dnld ip 192.168.70.20
Command total/errors/warnings: 8 / 1 / 0
system>

KomaHpa clearcfg

Vicnonb3ayiTe aTy KOMaHay, YTo6bl BEPHYTb 3aBOACKNE HACTPOWKM MO YMon4aHuto anst KoHdurypauum IMM.
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Llna oTnpaeky aTo KOMaHAbl HEO6X04MMO 06nafaTh NpaBamMu HACTPOWKN KOHUrypauum agantepa no
MeHbLUen mepe ypoBHA Advanced. Nocne ounctkn KoHburypauum IMM mogyne IMM nepesanyckaeTcs.

KomaHpa clock

VcnonbayinTe 3Ty KOMaHAy 4151 OTOOPaXKeHWs1 TEKYLLUMX AaTbl 1 BPEMeHN. MOXXHO HacTPOWTb CMeLLEHne
UTC n napameTpbl NETHEr0 BPEMEHN.

BMC nony4aeT BpemMsi OT cepBepa xocTa unu cepeepa NTP.

Mony4aemoe OT XxocTa BpeMsi MOXET 6bITb B hopmarte mectHoro spemenu nnm UTC. B kavecTtBe napametpa
xocTa Hy>Ho ykasatb UTC, ecnn NTP He ncnonbsyetcs n xoct ucnonbadyet popmat UTC. CmeweHne UTC
MO>XHO yKa3zaTtb B popmaTte +0200, +2:00, +2 unu 2 (415 NoNoXUTeNbHbIX cMeLleHui) nnéo -0500, -5:00 nnn
-5 ons oTpuuarteneHbix cmeleHnin. CmewerHne UTC n napameTpbl IETHEro BpeMeHun ncnonbaytotcs ¢ NTP
UM eCcn B Ka4eCTBe pexunma xocta 3agaH UTC.

LOna cmeweHns UTC +2, -7, -6, -5, -4 n -3 TpebytoTca crneyunanbHble HACTPONKN NIETHENO BPEMEHN.

e [Ins cmeLLeHns +2 cnonb3yoTcsa crnefyroLlmne HacTponku neTHero spemeHu: off, ee (Boctounas Espona),
tky (Typuwusi), bei (BelipyT), amm (AMmmaH), jem (Mlepycanum).

¢ [Insa cmeLeHns -7 NCNOJb3YIOTCS ChneaytoLlme HaCTPONKKN neTHero BpemMeHu: off, mtn (ropHoe), maz
(MacatnaH).

e [1ns cmeLleHns -6 Cnosnb3yoTCs cneayoLine HaCTPOVKK neTHero BpemeHu: off, mex (Mekcuka), cna
(ueHTpanbHasa CeBepHasa AMepuKa).

e [1ns cmelleHns -5 ncnonb3yoTcsa cneaytoLLmne HaCTPOVKK neTHero Bpemenu: off, cub (Ky6a), ena
(BocTo4yHas CeBepHas AMepUKa).

e [1ns cmeLleHns -4 ncnonb3yloTCs CneayoLmne HaCTPOVKN NETHEro BpeMeHu: off, asu (ACYHCbOH), Culi
(Kysiba), san (CaHTbsro), cat (KaHaga — ATnaHTuka).

e [1ns cmeLleHuns -3 NCnonb3yTCS CneaytoLmne HacTPOWKN neTHero BpeMeHu: off, gtb (MCotxo6), bre
(Bpasunnusa — BOCTOK).

CuHTakcuc:

clock [options]

options:

-u UTC offset

-dst on/off/special case

-host - local | utc , format of time obtained from host (default: utc)
Windows systems use local, Linux uses utc

Mpumep:
system> clock
12/12/2011 13:15:23 GMT-5:00 dst on

KomaHpa identify

WNcnonb3yinTe aTy KOMaHAy Ansi BKIIOYEHUS], BBIKITIOYEHUS U NepeBoja B PEXUM MUraHWs CBETOANOLHOIO
VHAVKaTopa uaeHTuduKaumm Ha pame.

MapameTp -d MOXHO UCMONb30BaTL BMECTE C NapaMeTPOM -S ON NS BKOYEeHNs CBETOANOAHOIro
nHOMKaTopa Ha BpeMmsi B CeKyHaax, 3ajaHHoe ¢ noMolLbto napametpa -d. Mo ncrteveHne ykasaHHOro cpoka
B CEKyHax CBeTOAMOAHbIN MHANKATOP BbIKIHOYaETCS.

CuHTakcuc:

identify [options]
options:
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-s on/off/blink

-d seconds

MNpumep:

system> identify

-s off

system> identify -s on -d 30

ok
system>

KomaHpa info

VMicnonb3yinTe aTy KOMaHay Ans oTo6paKeHnst 1 HACTPONKK ceegeHnii o6 IMM.

Ecnu BbinonHWTL KomMaHay info 6e3 napameTpoB, OTOOPA3ATCH BCE CBEAEHNS O MECTOMOMOXXEHUN U
koHTakTax IMM. B cnepytoLlen Tabnuue nokasaHbl apryMeHTbl Anst 3TUX NapameTpoB.

Tabn. 62. KomaHga info

B cnepytoleli MHOroCTpoYHO Tabnuue ¢ TpeMs CTonéLamMmn NpUBoaSTCA NapamMeTpbl, onucaHne
napameTpoB 11 COOTBETCTBYIOLLME 3HAYEHMS NS 3TUX NapameTpoB.

MapameTp | Onucanue 3HaueHus
-name Nma IMM Ctpoka
-contact Nms koHTakTHOro nuua IMM Ctpoka
-location Pacnonoxenue IMM CTtpoka
-room’ NaoeHTndukarop nometueHns IMM Ctpoka
-rack’ MpeHtudunkartop crorikm IMM Ctpoka
-rup’ MonoxxeHne IMM B cTolike Ctpoka
-ruh BbicoTa oTceka cTomnkm TonbKo YTeHne
-bbay PacnonoxxeHune oTceka ans 6neng-cepBepoB TonbKo YTeHune
1. OT0 3Ha4YeHne [OCTYMHO TONLKO AN1S YTEHUSA U HEe MOXET 6bITb coHpoLLeHo, ecnu IMM HaxoguTtca B cucteme Flex
System.
CuHTakcuc:

info [options]
option:

-name Xcc_name
-contact contact_name
-location xcc_location
-room room_id

-rack rack_id

-rup rack_unit_position
-ruh rack_unit_height
-bbay blade_bay

KomaHpa spreset

VMcnonbayinTe aTy kKOMaHay Ans nepesanycka IMM.

[nsa oTnpaBkm aTOM KOMaHAbl HEO6XO0OUMO 06naaaTh NpaBamMu HaCTPONKK KOHMUIrypaumm agantepa no
MeHbLUen Mepe ypoBHsA Advanced.
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KomaHpgb! Service Advisor
B aTom pasgene npuBoanTcs angaBuTHbIN CNMCOK KOMaHA UHTepdeinca KOMaHOHON CTPOKKM Ans Service
Advisor.

B HacTosLee BpeMst pocTynHo 3 komaHabl Service Advisor:

KomaHnpga chconfig

Vicnonb3yinTe aTy KOMaHAy Anst OTO6padKeHUs1 N HACTPOMKKN NapamMeTpoB Service Advisor.

e [lpexpae 4yem HacTpanBaTb NOObLIE OpYyrie NnapamMeTpbl, Heob6xoaMmo NpuHATL Npasuna n ycnosus Service
Advisor, Bocnonb3oBasLuncb komangon chconfig -li.

¢ [lepep BKOYEHEM NogaepXKn Service Advisor HEO6XOANMO 3aMNOSIHUTL BCE MO C KOHTAKTHOW
nHopmaumen, a Takxe nosne LileHTp noaaep Xkm ycnyr (C NOMOLLbIo koMaHabl checonfig -sc).

e Ecnu Hy>XHO ncnonb3oBaTh NPOKCU-cepeep ¢ noaaep>xkonm HTTP, Bce nons, cBa3aHHbIe C 3TUM
CepBEPOM, AOJKHbI ObITb 3aMOJHEHBI.

B cnepytowen Tabnuue nokasaHbl apryMeHTbl o9 3TUX NapameTpoB.

Tabn. 63. KomaHga chconfig

B cnepytoLleil MHOroCcTpoYHON Tabnnue ¢ TPeMs CToIGLaMN MPUBOAATCS NapameTpbl, onucaHne
napamMeTPOB 1 COOTBETCTBYIOLLIME 3HAYEHVS A1 STUX NapaMeTpoB.

MNapameTp | Onucanue 3HauyeHust

-li MpocmoTtpuTe nnu npumnte Mpasuna n NPOCMOTPETb, NPUHATL
ycnosus Service Advisor

Mpumeyanue: lNpexae 4em HacTpameaTtb
Apyrve napameTpbl, HEOOXOANMO MPUHSATH
Mpasuna n ycnosus.

-sa CocTosiHne nogaep>kku Service Advisor BKJ1IO4EHO, BbIK/IO4EHO
MpumeyvaHus: Y706kl BKNOUNTL Service
Advisor, Heo6x0aUMO BbIMOSHNUTb
cnepylowue ycnoBus:

e TpebyeTcs KOA CTPaHbl.

e Bce napamMeTpbl B pasfesie KOHTaKTHbIX
AaHHbIX Service Advisor sBnsitloTcs
06s3aTeNbHbIMU.

-SC Kop, cTpaHbl, B KOTOPOI pacrnonoXeH [Byx3HauHbI Kog cTpaHbl ISO
LleHTp noppep>xkn ycnyr

MHdopmaums koHTakTHOro nuua Service Advisor:

-cn /IMa OCHOBHOIO KOHTaKTHOro nuua CTtpoka ¢ pasgenntensiMi B Buae KaBblyek (He 6onee 30
CUMBOJIOB)
-cph Howmep TenedoHa ocHoBHOro KoHTakTHOro | CTpoka c pasgenutensmu B Buge Kasblyvek (5-30
nua CUMBOJIOB)
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Tab6sn. 63. KomaHga chconfig (mpogosnx.)

MapameTp | Onucanve 3HayveHus
-ce Afpec aneKTPOHHOM NOYTbl OCHOBHOIO LencTBnTenbHbIN agpec aNeKTPOHHON NoYThl B hopmaTe
KOHTaKTHOro nuua userid@hostname (He 6onee 30 CMMBOJIOB)
MpumeyvaHne: BykBeHHO-4YNCNOBLIE
CUMBOIJIbI, «.», «=» UIN «_» MOXXHO
ncnonb3oBath B V[ nons3oBartens nnm
UMeHN xocTa. AQpec 3N1eKTPOHHON NOYTbI
OOJKEH cofep>XaTb He MeHee OBYX
OOMEHHbIX 3/IEMEHTOB, a NOCNEAHNIA
OOMEHHbI 3N1EMEHT JO/MKEH COCTOSATb U3
2-4 6yKBEHHO-YNCNOBbIX CMBOJIOB.
-Co HasBaHuve opraHusauuy unm KoMnaHum CTpokKa ¢ pasgenutensamm B Buge Kaebldek (He 6onee 30
OCHOBHOIO KOHTaKTHOro nmua CVIMBOJIOB)
-ca Afpec pacnonoxXXeHnsa KomnboTepa CTtpoka ¢ pasgenutensMmu B BUAe KaBblyek (He 6onee 30
CUMBOJIOB)
-CCi "opopa pacnonoxXxeHus KomnboTepa CTtpoka ¢ pasgenutensMu B BUAe Kasblyek (He 6onee 30
CUMBOJIOB)
-Cs PervioH pacnonoxeHus KomnbtoTepa CTtpoka ¢ pasgenutensmm B BUAe kaBblyek (He 6onee 30
CUMBOJIOB)
-Ccz Mo4TOBbIV NHAEKC PACMONOXXEHNS CTtpoka ¢ paspgenntenamu B BUAE kaBblyek (He 6onee 9

KOMMbloTEpPa

CUMBOJIOB)

MHdbopmaums gononHNTENbHOrO KOHTAKTHOro nuua Service Advisor:

-an NMs pononHUTenbHOro KoHTakTHoro nuua | Ctpoka ¢ pasgenutensmm B BUAe kaBblyvek (He 6onee 30
CVMBOJIOB)
-aph Howmep TenedoHa [ONOAHUTENBHOIO CTtpoka ¢ pasgenutensiMu B Buge Kasblvek (5-30

KOHTaKTHOro nmua

CVMBOJIOB)

-ae ALpec 3neKTPOHHOI NOoYTbI
OOMOJSTHUTENIbHOrO KOHTaKTHOro nnua
MpumeyaHune: BykBeHHO-4MCNOBbIE
CUMBOIIbI, «.», «=» U «_» MOXHO
ucnonb3osatb B V] nonesosatens nam
UMeHMn xocTa. AQpec SNeKTPOHHON MOYThI
OOMKEH coaepXartb He MeHee ABYX
OOMEHHbIX 3/IEMEHTOB, a NOCNEfHNIA
OOMEHHbIV 3N1EMEHT JOMMKEH COCTOSATb 13
2—4 ByKBEHHO-4CI0BbIX CUMBOJIOB.

[OelicTBUTENBHbIN aApec aNeKTPOHHON NoYyThl B hopmaTe
userid@hostname (He 6onee 30 cMBONOB)

-ao HasBaHune opraHusauumn nam KomnaHmm
OOMNONTHUNTENIbHOI0 KOHTAKTHOI o nnua

CTpoka ¢ pasgenutensiMi B BUAe KaBblyek (He 6onee 30
CUMBOJIOB)

-aa Agpec 4onNoNHUTENIbHOrO PacnonoXXeHns CTtpoka ¢ pasgenutensmn B BUAe kaBblyek (He 6onee 30
KoMMbtoTepa CVMBOJIOB)

-aci "opopn AOMONHNUTENIbHOIO PaCMooXeHUs CTtpoka ¢ pasgenutensiMi B Buae KaBblyek (He 6onee 30
KoMMbtoTepa CVMBOJIOB)

-as PervioH gononHutensHoro pacnonoxeHus | CTpoka c pasgenutensiMi B BUAE KaBblyek (He 6onee 30
KoMMbtoTepa CVMBOJIOB)

-az Mo4YTOBbI NHAEKC OOMONHUTENBHOIrO CTtpoka ¢ pa3genutensamn B BUAE KaBblyek (He 6onee 9

pacnono>xeHnsa KoMmnboTepa

CUMBOJIOB)
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Tabn. 63. KomaHga chconfig (mpogosxk.)

MapameTp | Onucanue

3HauveHus

MapameTpbl NpoKcu-cepBepa ¢ nogaep>xkon HTTP:

-loc MecTononoxxeHue NpoKkcu-cepsepa ¢
nopaep>xkonm HTTP

MonHoe umsa xocta nnu IP-agpec npokcu-cepeepa ¢
nopaep>xkon HTTP (He 6onee 63 cMMBOOB)

-po MopT npoKcu-cepBepa ¢ NopaepP>XKon LonycTtumbin Homep nopTa (1-65535)
HTTP

-ps CraTyc npokcu-cepsepa C NOAAEPKKON BK/O4€HO, BbIKNIO4YEHO
HTTP

-pw Maponb Npokcu-cepBepa ¢ NOAAEPXKKONA [elicTBUTENbHbBI Naposb C pa3fgenuTensaMmm B BUae
HTTP KaBblyeK (He 6onee 15 cMMBOSIOB)

-epw 3awmdpoBaHHbI Naponb NPOoKCU- [LelicTBUTENbHbIV Naposb C pa3nenuTensamy B BUae

cepBepa ¢ nogaep>xkont HTTP

KaBblyeK (He 6onee 15 cuMBOSIOB)

-u Mms nonb3oBaTens npokcu-cepsepa ¢
nogaep>xkon HTTP

[LelicTBUTENBHOE UMS NMONB30BaTENSA C pa3fenMTensMm B
BuAe KaBblvek (He 6onee 30 cumBOoB)

-test [MpoBepka npokcu-cepsepa ¢
nogaep>xko HTTP

CwuHTakcuc:

chconfig [options]

option:
-li view|accept
-sa enable|disable
-sc service_country_code
-ce contact_email
-cn contact_name
-co company_name
-cph contact_phone
-cpx contact_extension_phone
-an alternate_contact_name
-ae alternate_contact_email
-aph alternate_contact_phone
-apx alternate_contact_extension_phone
-mp machine_phone_number
-loc hostname/ip_address
-po proxy_port
-ps proxy_status
-pW proxy_pw
-ccl machine_country_code
-U proxy_user_name

Komanpa chmanual

Vicnonb3yinTe aTy kKomMaHay, 4Tobbl Bpy4HYto co3paTth 3anpoc Call Home.

Mpumevanue: Nonyyarenu coobeHnii Call Home HacTpaunBatoTcs ¢ nomollpto komarnael checonfig.

e KomaHga chmanual -test nossonsieT cosgatb TecToBoe coobuueHne Call Home.

B cnepnytoleli Tabnuue nokasaHbl apryMeHTbl AN aTUX napameTpoB.
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Ta6n. 64. KomaHga chmanual

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Lamn NpuBoasaTCS NapameTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYIOLLME 3HAYEHNS 418 3TUX NapaMeTPoB.

MapameTtp OnucaHue 3HaueHus

-test CospaeT TecToBOE COOOLLEHNE AN
nony4yatenen Call Home

CuHTakcuc:

chmanual [options]

Generates a manual Call Home or a Test Call Home
-test: Generate a test Call Home.

KomaHpga chlog
McnonbayinTe 3Ty KOMaHay 41s oTobpaxkeHus nocnegHux Nty cobuitun Call Home n oTMeHnTb 3asBKy,
CBSA3aHHYO C COobbITUEM, No NapameTpy caseNumber.

Komanpga chlog cny>xuT anst oto6pa>keHns Nty NocNeqHUX 3anucen B XXypHane aktnsHocTtu Call Home,
CO3[aHHbIX CepBEPOM UK nonb3oBaTenem. [NepBoit NnokasaHa camas nocnepHssa 3anuck Call Home.
CepBep He oTnpaBnsaeT cobbiTUA-Ay6NNKaThl, €CNN OHWN HE NOATBEPXXAEHbI B XXypHasie akTUBHOCTM Kak
ncrnpasneHHble.

B cnepytowein Tabnvue nokasaHbl apryMeHTbl 4Jis 3TUX NapaMeTpoB.

Tabn. 65. KomaHga chconfig

B cnepytoLleil MHOrocTpo4Hol Tabnnue ¢ TpeMsi cToNibLamm NpUBOASATCS NapamMeTpbl, onucaHne
napamMeTpOB 1 COOTBETCTBYIOLLIME 3HAYEHUS OIS 3TUX NapaMeTpoB.

MNapameTp | Onucanue 3HayeHus
-C OTMeHa 3asBKW1, CBA3AHHOWN
C cobbITMEM, NO NapameTpy
caseNumber
CuHTakcuc:

chlog[-options]
Displays the last five call home events that were generated either by
the system or the user (most recent call home entry first.)

-c: cancel the case associated with the event by caseNumber

KomaHpabl 6e3 areHTOB

B aTom pasgene npusoguntcs andaBnTHbIA CIIMCOK KOMaHA 6€3 areHToB.

B HacToswee BpemMA OOCTYMNHO 3 KoMaHAabl 6e3 areHToB:

KomaHpa storage

Mcnonb3yinTe 3Ty KOMaHgy 47151 OTO6paXKeHUs U HACTPOMKM (€CM NoAAep KuBaeTcs nnaTtgopmon) ceegeHnn
06 YCTpOICTBax XpaHeHns cepeepa, ynpasfieHne KOTOPbIMI OCYLLECTBASETCSA C nomoLpto IMM.

B cnepytolein Tabnvue nokasaHbl apryMeHTbl 4Jis 3TUX NapaMeTPoB.
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Tabn. 66. KomaHga storage

B CJ'IeJJ,yIOLLI,eI‘/JI MHOI’OCTpO‘-IHOI7I Tabnuue ¢ TpewmA cronéuamu npmnBoOATCA NapamMeTpbl, ornnmcaHne
napamMmeTpoB N COOTBETCTBYOLWME 3HAYEHUA ONA 3TUX NapaMeTpPoOB.

MapameTp

OnucaHue

3HaueHus

-list

MNepeuncnsieT Bce Lenesble
OOBbEKTbI XPaHeHust, ynpasJsisiemble
IMM.

controllers|pools|volumes|drives
e target — aTo:

e controllers: cnncok nogaep>xMBaemMbIx
koHTposnepos RAID!

® pools: CNMCOK MyNIOB NamMsiTh, CBA3AHHbIX C
KoHTposnnepom RAID?

¢ volumes: CnNMCoOK TOMOB XpaHunuLLa,
CBsi3aHHbIX C KOHTposnepom RAID?

e drives: CNUCOK YCTPONCTB XPaHEHUs! faHHbIX,
CBSI3aHHbIX C KOHTposnepomM RAID!

-list -target target_id

Cnincok o6bekToB target
XpaHunuwa, ynpasnsembix IMM
no target_id.

pools|volumes|drives ctri[x]|pool[x]
[oe target n target_id — aT0:

¢ pools ctri[x]: cnucok nynos NamsiTyi, CBA3aHHbIX
¢ KoHTponnepom RAID, no target_id’

¢ volumes ctri[x]|pool[x]: cnicok TomoB
XpaHunuLa, cBsasaHHbIX ¢ KoHTponnepom RAID,
no target_id"

¢ drives ctri[x]|pool[x]: cnuicok ycTpolicTs
XpaHeHusi, CBsi3aHHbIX ¢ KOHTponnepom RAID,
no target_id"

-list flashdimms

Cnncok dnaw-moaynen DIMM,
ynpasnsiembix IMM.

-list devices

OTo6paXkaeT COCTOsIHNE BCEX
anckoB 1 naw-moaynen DIMM,
ynpasnsembix IMM.

-show target_id

OTob6paxaeT cBefieHNst ons
Bbl6paHHOro o6bekTa target,
ynpasnsemoro IMM.

[oe target_id — aT0:
ctri[x]|vol[x]|disk[x]|pool[x]

[flashdimm[x]

3

-show target_id info

OTob6paxaeT noapobHble
cBefeHVs ans BbI6paHHOro
obbekTa target, ynpasnsemoro
IMM.

Ine target_id — aTo:
ctri[x]|vol[x]|disk[x]|pool[x]

[flashdimm[x]

3

-show target_id

OTobpaxaeT cBefeHusi o

Ioe target_id — aTo:

firmware? MUKponporpamme Ans ctri[x]|disk[x]|flashdimm[x]2
Bbl6paHHOro oobekTa target,
ynpasnsemoro IMM.
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Tabs1. 66. KomaHga storage (Mpogosx.)

MapameTp

OnucaHue

3HauyeHus

-showlog target_id<m:n|
all>®

OTo6paxaeT XypHarnbl COObITUI
Ons BblbpaHHOro oobekTa target,
ynpasnsemoro IMM.

ne target_id — aTo: ctri[x]*
m:n|all

[Ae m:n — KONMYECTBO XXYPHaNoB COGLITUIA OT
OLHOro 10 MakC1MasibHOro

oe all — aTo BCe XXypHanbl cObbITUI

-config ctrl -scanforgn
-target target_id3

O6Hapy»xeHne KoHburypawumm
BHewHero RAID.

'pe target_id — aTo: ctri[x]°

-config ctrl -imptforgn
-target target_id®

MMnopT KoHWrypaumm BHELHEero
RAID.

Ine target_id — aTo: ctri[x]°

-config ctrl -clrforgn
-target target_id®

OuncTka KoHpurypaumm
BHewwHero RAID.

ne target_id — aTo: ctri[x]°

-config ctrl -clrcfg -target
target_id?®

Ounctka KoHdurypaumm RAID.

'pe target_id — aTo: ctri[x]°

-config drv -mkoffline
-target target_id®

13meHeHne cocTosAHNS AncKa C «B
CeT» Ha «He B CETU».

ne target_id — aTo: disk[x]°

-config drv -mkonline
-target target_id®

VIaMeHeHne cocTosiHUA ancka ¢
«He B CETU» Ha «B CETU».

ne target_id — aTo: disk[x]°

-config drv -mkmissing
-target target_id®

O603Ha4veHne aNCcKa He B CETU B
KayecTBe MCnpaBHOro
HEeHacTPOEHHOro ancKa.

Ine target_id — aTo: disk[x]°

-config drv -prprm -target
target_id?®

MoproTtoBka NcnpasBHOro
HEHaCTPOEHHOIro AncKa K
N3BMEYEeHNIO.

Ine target_id — aTo: disk[x]°

-config drv -undoprprm
-target target_id®

OTMeHa NogroToBKu ncnpasHoro
HEeHaCTPOEHHOIro AnckKa K
N3BNIe4HeHnto.

pe target_id — aTo: disk[x]°

-config drv -mkbad
-target target_id®

I3meHeHre ncnpasHOro
HEHaCTPOEHHOro AncKa Ha
HencnpasHbI HEHACTPOEHHbIN
OVCK.

pe target_id — aTo: disk[x]°

-config drv -mkgood
-target target_id®

M3ameHeHne HencnpasHOro
HeHacTPOEHHOro AncKa Ha
MNCMpPaBHbI HEHAaCTPOEHHbIN ONCK.
nnu

MpeobpasoBaHune amcka «pocto
Habop AMCKOB» B MCMPAaBHbIN
HEHaCTPOEHHbIN ANCK.

ne target_id — aTo: disk[x]°

-config drv -addhsp
-[BbIAENEHHDbIE NYyNbI]
-target target_id®

HasHayeHwe BblgeneHHOro aucka
B Ka4yecTBe ropsiyero pesepsa oJis
OTAENBHOMO KOHTPOJINepa nnu
CYLLIECTBYIOLLMX MYNOB NaMSTU.

pe target_id — aTo: disk[x]°

-config drv -rmhsp -target
target_id?®

V3BneyeHne ropsayero pesepsa.

Ine target_id — aTo: disk[x]°

-config vol -remove
-target target_id?

13BneyeHne oTaenbHOro Toma.

ne target_id — aTo: vol[x]°
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Tabn. 66. Komarga storage (Mpo[onx.)

OnucaHue

3HaueHus

MapameTp

-config vol -set [-N] [-w]
[-r1[-] [-a] [-d] [-b] -target
target_id?

I3ameHeHne CBOCTB OTAENbHOIo
ToMma.

¢ [-N volume_name] — 3710 ums Toma

¢ [-w <0|1]|2>] — 3TO NonMTMKa 3anucy KaLa:
— Beepgute 0 gnsi NOAMTUKM CKBO3HOW 3anmcu
— Bsegute 1 ans nonuTknM obpaTHOI 3anmcu

— BepguTe 2 gnsa NOAMTUKK 3anucu ¢
pesepBHbIM 6510KOM 6aTapeu

o [-r <0|1]2>] — 37O NonNNTKKA YTEeHUs KaLla:

— Bsepgute 0 onda nonuTukm 3anpeta
yNpexxaarLero YTeHus

— Beegute 1 gna nonuTtuky ynpexkgaroLero
yTeHns

— BseauTe 2 Ans NOAUTUKN aganTUBHOMO
YNPEeXOaoLLero YTeHnst

¢ [-i <0|1>] — aTO NonuTMKa BBOAA-BbIBOAA KaLLa:

— Bgegute 0 ons NonAMTKK NPsSiMOro BBOAA-
BblBOAA

— Beepgute 1 gna nonuTtukn KaLLMpoBaHHOIro
BBOAA-BbiBOOA

¢ [-a<0|2|3>] — 370 NnonnTKKa gocTyna:
— Bsegute 0 a4nst NOANTVKK YTEHNS N 3anNNCK
— BsepuTe 2 pna NOAUTUKN «TONBKO YTEHNE»
— BseguTte 3 ans nonnTrkn «3abnoKMpoBaHO»

¢ [-d <0]1|2>] — 3TO NOAMTMKA K3LLMPOBaHUS
[INCKOB:

— BeeguTte 0, ecnu nonuTrKa He MeHsieTCs
— BseauTe 1, 4TO6bI BKNIOUNUTL MNONNTUKY®
— BseguTte 2, 4TO6bI BbIK/OUUTE NOAUTUKY
¢ [-b <0|1>] — 37O (hoHOBAsA NHULMANUIALWS:
— BsepguTte 0, 4TO6bI BKNIOYNTD UHULMANM3ALMIO

— Beegute 1, 4TOGbI BbIKNIOYNTD
MHULMann3auuio

e -target_id — aTo vol[x]°

-config vol -add<[-R] [-D
disk] [-H disk] [-1 hole]>
[-N] [-w] [-r]3,7

CospaHne oTaensHoro Toma anis
HOBOr o Myna namsT, ecimn
LeneBbiM 06 bEKTOM SIBNSIETCS
KOHTpoOInep.

nnn

CospaHune oTgenbHoro Toma ¢
CYLLECTBYIOLLMM MySIOM NaMATH,
€CInn LeneBbiM 0O bEKTOM
ABNAETCA Ny namaTu.

¢ [-R <0|1|5|1E|6]|10]|50|60|00|1ERLQO|1EORLQO>]
OT10T NnapameTp onpepenset ypoeHb RAID u
MNCMNONb3yeTCH TONBbKO C HOBbIM MyJIOM MNamATH

¢ [-D disk [id11]:disk[id12]:..disk[id21]:disk
[id22]:..] SToT NnapameTp onpeaensieT rpynny
OVCKOB (BKtoYasi OXBa4eHHblE 06HEKTDI) 1
NCMONb3YETCS TONBbKO C HOBbLIM MYJIOM NamsTy

e [-H disk [id1]:disk[id2]:..] SToT napameTp
onpepenseT rpynmy ropsiyero pesepsrpoBaHunst
1 NCMOJb3YETCH TONBKO C HOBbLIM MYJ/TIOM MaMsITH.

¢ [-1 hole] OToT napameTp onpegenseT Homep
nHAaeKca cBo60oOHOro NpPoCTpaHCTBa AJ1s
CYLLIeCTBYIOLLErO nyna namaTu
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Tabs1. 66. KomaHga storage (Mpogosx.)

NapameTp OnucaHue 3HauyeHus

¢ [-N volume_name] — 370 nms Toma

¢ [-w <0|1]|2>] — aTO NonUTVKa 3anncu KaLa:
— BBepgute 0 gns NONUTUKN CKBO3HOW 3anncu
— Bsepute 1 ans nonuTrkn obpaTHO 3anmcu

- BBepgute 2 gns nonuTukm 3anucu ¢
pesepBHbIM 6J10KOM BaTapen

¢ [-r <0|1]2>] — 3TO NonNNTHKA YTEHUS KaLLa:

— Bsepgute 0 ona nonnTUKK 3anpeTa
yNpeXaaloLLero YTeHns

- BeeguTe 1 onsi NOAUTYKM yNpeXxaatoLLero
YyTeHus

— BBseguTe 2 ansa noNUTYKK apanTUBHOIO
yNpexXaatoLLero YTeHms

-config vol -add[-i] [-a] [-d] | Co3naHne oTgensHOro Toma ans

[-f] [-S] [-P] -target target_ | HoBoro nyna namsitu, ecnu * [ <O0[1>] — o0 nonmTuka BBOAA-BLIBOAA KaWIA:

id3 LeneBbIM 06 LEKTOM SIBNISIETCS - BeeguTe 0 Ans NOAUTUKN NPSIMOro BBOAA-
KOHTpoOSInep. BblBOAA
nm

— BsepguTe 1 oA NOAUTUKN K3LLMPOBAHHOMO

BBOJa-BbiBOAA
CospaHiie oTaenLHOro Toma ¢

CYLLIECTBYIOLLMM MYSIOM NaMATH, * [-a<0]2|3>] — aT0 NonnTVKa gocTyna:
ecnn UeneBbiM OO bEKTOM
SABNSAETCA My NaMaTu.

— Bsegute 0 4N NOAWUTUKN YTEHUS 1 3anUcK
— Bsegute 2 Ans NOANTUKN «TONBKO YTEHME»
— Bsepute 3 ans nonutrkn «3abnokmMpoBaHo»

¢ [-d <0|1|]2>] — aTO NoNNTUKA KILLNPOBaHMNS
[OMNCKOB:

— Bsepgute 0, ecnn nonntnka He MeHsieTcA

— BseguTe 1, 4TO6bI BKNIOUNTE MNOAUTUKY ©

— BBsepuTte 2, 4TO6bI BLIKNOYUTE NOINTUKY
o [-f <0/1/2>] — 3TO TVN NHMLUMANUIALNN:

— Bsegute 0, 4TO6bI 0603HAYNTL OTCYTCTBUE
MHULManusaumm

— Bsegute 1 ans 6bICTPON MHUUMANN3ALMN
— BBepgute 2 gnsa nonHoOM nHUUManM3aunun

e [-S volume_size] — 31O pasmep HOBOIo TOMa B
MB

e [-P strip_size] — aT0 pasmep YepenoBaHus
TOoMa, Hanpumep 128K nnun 1M

e -target target _id:
- ctrl[x] (HoBbI Nyn namsTn)®

— pool[x] (cywecTBytoLmnii nyn namsti)®
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Tabn. 66. Komarga storage (Mpo[onx.)

NOoO O~ W

MapameTp OnucaHue 3HauveHus
-config vol -getfreecap MonyyeHne o6bema cBo604HOro
LRI[Ddiskl (Hdiskl | mpocrpacrea b anckosor * LR <0lIS{1E[6i10/50/60/001{ERLGO1EORL Q0>
target target_id3 rpynne. TOT NapameTp onpepenseT ypoBeHb n
MCMOJIb3YETCS TOMBbKO C HOBbLIM MYfOM NamMsiTu
e [-D disk [id11]:[id12]:..[id21]:[id22]:..] DTOT
napameTp onpegenseT rpynny AUCKOB (BKITro4as
OXBa4eHHble 06BEKTbI) 1 MCMOMB3YETCS TOSIbKO C
HOBbIM MYJIOM MaMSATN
e [-H disk [id1]:[id2]:..] ToT napameTp
onpegensieT rpynny rops4ero pe3epBrnpoBaHns
1 VCMOJb3YETCH TONBKO C HOBbIM MY/IOM MaMsTH.
e -target target_id:
- ctri[x]®
-help OTob6paxeHune ceBefeHnii 06
NCMOJIb30BaHNN KOMaHfbl 1
napameTpoB
MpumeyaHuns:
1. OTa KOMaHaa NofAeEPKMBAETCS TONbKO Ha cepBepax, rae IMM MoXXeT ocyLLeCTBASTL AOCTYN K KOHTPONeEpy
RAID.
2. CBefieHMs 0 MMKPOMNPOrpaMmMe 0TO6parkatoTCH TONBKO AJ15 CBA3aHHbIX KOHTPOJIEPOB, AUCKOB 1 hNaLL-Moaynei

DIMM. CBepeHuss 0 MMKpONporpaMmMe Ans CBA3aHHbIX MyJIoB M TOMOB HE OTOOPakatoTCS.

. MHbopmaums oTtobparkaeTcst Ha HECKOJIbKUX CTPOKax U3-3a HeXBaTkn MecTa.

. 9Ta KOMaHAa NOAAEPKMBAETCH TONbKO Ha cepeepax, NoaaepxmeatoLmx xxypHansl RAID.

. OTa KomaHga noaaep XmMBaeTcs TONbKO Ha cepBepax, noaaep xmsarowmnx KoHpurypaumm RAID.

. 3HayeHue Enable He nognep>xmBaeT KoHpurypauun RAID nepBoro ypoBHSs.

. 34ecb NpMBOANTCSA HEMOJHbBIV CMMCOK AOCTYMHbIX NapameTpoB. OcTanbHble NapamMeTpbl KOMaHabl storage
-config vol -add nepedncneHbl B cnepytoLeli CTpoKe.

CuHTakcuc:
storage [options]
option:

-config ctrl|drv|vol -option [-options] -target target_id

-list controllers|pools|volumes|drives

-list pools -target ctri[x]

-list volumes -target ctri[x]|pool[x]

-list drives -target ctri[x]|pool[x]

-list devices

-list flashdimms

-show target_id

-show {ctri[x]|pool[x]|disk[x]|vol[x]|flashdimm[x]} info
-show {ctri[x]|disk[x][flashdimm[x]}firmware
-showlog ctri[x]m:njall

-h help

MNpumepsbl:

system> storage

-config ctrl -clrcfg -target ctrl[0]
ok

system>

system> storage

-config ctrl -clrforgn -target ctrl[0]
ok

system>

system> storage
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-config ctrl -imptforgn -target ctrl[0]
ok

system>

system> storage

-config ctrl -scanforgn -target ctrl[0]
Detect 1 foreign configuration(s) on controller ctrl[0]
system>

system> storage

-config drv -addhsp -dedicated pool[0-1] -target disk[0-0]
ok

system>

system> storage

-config drv -addhsp -target disk[0-0]
ok

system>

system> storage

-config drv -mkbad -target disk[0-0]

ok

system>

system> storage

-config drv -mkgood -target disk[0-0]
ok

system>

system> storage

-config drv -mkmissing -target disk[0-0]
ok

system>

system> storage

-config drv -mkoffline -target disk[0-0]
ok

system>

system> storage

-config drv -mkonline -target disk[0-0]
ok

system>

system> storage

-config drv -prprm -target disk[0-0]

ok

system>

system> storage

-config drv -rmhsp -target disk[0-0]

ok

system>

system> storage

-config drv -undoprprm -target disk[0-0]
ok

system>

system> storage

-config vol -add -1 1 -target pool[0-1]
ok

system>

system> storage

-config vol -add -R 1 -D disk[0-0]:disk[0-1] -w 1 -r 2 -i 0 -a 0 -d 0 -f 0
-N LD_volume -S 100000 -P 64K -H disk[0-2] -target ctrl[0]
ok

system>

system> storage

-config vol -getfreecap -R 1 -D disk[0-0]:disk[0-1] -H disk[0-2] -target ctrl[0]
The drive group configuration is good with free capacity 500000MB
system>

system> storage
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-config vol -remove -target vol[0-1]
ok

system>

system> storage

-config vol -set -N LD_volume -w 0 -target vol[0-0]
ok

system>

system> storage

-list controllers

ctrl[0] ServerRAID M5110e(Slot No. 0)
ctri[1] ServerRAID M5110f(Slot No. 1)
system>

system> storage

-list drives

disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2

system>

system> storage

-list flashdimms
flashdimm[1] Flash DIMM 1
flashdimm([4] Flash DIMM 4
flashdimm[9] Flash DIMM 9
system>

system> storage

-list pools

pool[0-0] Storage Pool 0
pool[0-1] Storage Pool 1
system>

system> storage

-list volumes
system>storage -list volumes
vol[0-0] Volume 0
vol[0-1] Volume 1
Vol[0-2] Volume 2
system>

system> storage

-list drives -target ctrl[0]
disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2

system>

system> storage

-list drives -target pool[0-0]
disk[0-0] Drive 0
disk[0-1] Drive 1

system>

system> storage

-list pools -target ctrl[0]
pool[0-0] Storage Pool 0
system>

system> storage

-list volumes -target ctrl[0]
vol[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage

-list volumes -target pool[0-0]
vol[0-0] Volume 0
vol[0-1] Volume 1
system>
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system> storage

-show ctrl[0] firmware

Total Firmware number: 2
Name: RAID Firmwarel
Description: RAID Firmware
Manfacture: IBM

Version: 4.01(3)T

Release Date: 01/05/2013
Name: RAID Firmware2
Description: RAID Firmware
system>

system> storage

-show ctrl[0] info

Product Name: ServerRAID M5110e
Firmware Package Version: 23.7.0.1.2
Battery Backup: Installed
Manufacture: IBM

UUID: 1234567890123456
Model Type / Model: 1234AHH
Serial No.: 12345678901

FRU No.: 5005076049CC4

Part No.: LSI2004

Cache Model Status: Unknown
Cache Model Memory Size: 300MB
Cache Model Serial No.: PBKUDOXTAOPO4Y
PCI Slot Number: 0

PCI Bus Number: 2

PCI Device Number: 2

PCI Function Number: 10

PCI Device ID: 0x1000

PCI Subsystem Device ID: 0x1413
Ports: 2

Port 1: 12345678901234
Port 2: 12345678901235
Storage Pools: 2
paotpe0Pool 0

paolkplrelPool 1

Drives: 3

disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-show disk[0-0] firmware
Total Firmware number: 1
Name: Drive

Description:

Manufacture:

Version: BE24

Release Date:

system>

system> storage

-show disk[0-0] info
Product Name: ST98394893
State: Online

Slot No.: 0

Disk Type: SATA

Media Type: HHD

Health Status: Normal
Capacity: 100.000GB

Speed: 6.0Gb/s
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Current Temperature: 33C
Manufacture: ATA

Device ID: 5

Enclusure ID: 0x00FC
Machine Type:

Model:

Serial No.: 9XKIKL

FRU No.:

Part No.:

system>

system> storage

-show flashdimm[15]

Name: CPU1 DIMM 15

Health Status: Normal
Operational Status: Online
Capacity(GB): 4006B

Model Type: DDR3

Part Number: 93E40400GGM101PAT
FRU S/N: 44000000

Manuf ID: Diablo Technologies
Temperature: 0C

Warranty Writes: 100%

Write Endurance: 100%

F/W Level: A201.0.0.49152
system>

system> storage

-show pool[0-0]

RAID State: RAID 0

RAID Capacity: 67.0006B (0.000GB free)
Drives: 2

disk[0-0] Drive 0
disk[0-1] Drive 1
Volumes: 2

vol[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage

-show pool[0-1] info

RAID State: RAID 1

RAID Capacity: 231.898GB (200.000GB free)
Holes: 2

#1 Free Capacity: 100.000GB
#2 Free Capacity: 100.000GB

Drives: 2
disk[0-1] Drive 1
disk[0-2] Drive 2

Volume: 1

vol[0-1] LD_volume
system>

system> storage
-show vol[0-0]
Name: Volume 0
Stripe Size: 64KB
Status: 0ffline
Capacity: 100.000GB
system>

system> storage
-show vol[0-0] info
Name: LD_volume

206 PykosopcTeo nonbaosatensXClarity Controller 2



Status: Optimal

Stripe Size: 64KB

Bootahle: Not Bootable
Capacity: 231.898GB

Read Policy: No Read Ahead
Write Policy: Write Through
I/0 Policy: Direct I/0
Access Policy: Read MWrite
Disk Cache Policy: Unchanged
Background Initialization: Enable
system>

KomaHpa adapter

OTa KoMaHga cny>kuT Ans oTobpa>keHnst HBEHTapPHbIX cBeaeHuii 06 agantepe PCle.

Ecnn komanga adapter He nogaep>xuBaeTcs, cepBep pearnpyeT Ha OTAPaBKY Takol KOMaHAb! CleayoLmum
coobLeHnem:

Your platform does not support this command.

Mpu cHATUN, 3aMeHe 1N HacTpoiiKe NbbIX afanTepoB HEOO6XOAMMO Nepe3anyCcTnTb cepaep (MO MEHbLLEN
Mepe ofuH paa), YToObl YyBUAETbL 0BHOBEHHYIO HGOpMaLMio 06 aganTepe.

B cnepytowen Tabnuue nokasaHbl apryMeHTbl O 3TUX NapameTpoB.

Tabn. 67. Koma+Hga adapter

B cnepytoLeit MHOrocTpo4Hol Tabnuue ¢ TpeMs cToN6Luamm NpMBoaAaTCS NapameTpsbl, onucaHne
napameTpOoB 1 COOTBETCTBYIOLLME 3HAYEHMS ANA 3TUX NapameTpoB.

MapameTp OnucaHue 3HauyeHus

-list Mepeuncnenne Bcex agantepos PCle Ha
cepeepe

-show target_id OTob6pakeHne Nogpo6HON MHhopMaLmn o target_id [infolfirmware|ports|chips]
uenesom agantepe PCle lpe:

¢ info: oTo6paxkeHne cBefeHUin 06
obopyfoBaH/u aganTtepa

¢ firmware: oTo6pa)xeHne BCcex CBeAEHNIN
0 MVKpoMnporpammax aganrepa

e ports: oTo6parkeHne BCeX CBEAEHUI O
noptax Ethernet agantepa

e chips: oTo6paxkeHne BCex CBeAeHnin O
MUKpOCXeMe rpadn4eckoro npoweccopa
apanTtepa

-h OTob6pakeHne ceBepeHnin 06
NCMOJIb30BaHUN KOMaHAb! 1 NapameTpoB

CuHTakcuc:

adapter [options]

option:
-list
-show target_id [infolfirmware|ports|chips]
-h help

MNpumepsbl:
system> adapter

Masa 11. UnTepdeiic komaHaHoii ctpokn 207



list

ob-1 Flex System CN4054 10Gbps Virtual Fabric Adapter
ob-2 GPU Card 1

slot-1  Raid Controller 1

slot-2  Adapter 01:02:03

system> adapter

show ob-1 info

Product Name: Flex System CN4054 10Gbps Virtual Fabric Adapter
Card Interface: PCle x 16

Function Count: 2

Function Name: xxx Emulx xx componentl
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x

Package Type: dici
Function Name: xxx nVidia xx component2
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
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Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x
Package Type: dici

KomaHpa mvstor

VcnonbayiiTe aTy KOMaHgy Ansi nofydeHust MHdhopMaumm o 3anacax, CBsisaHHyto ¢ M.2, u ynpasneHum
BMPTYasibHbIMV TOMaMM.

B cnepytoleit Tabnuue nokasaHbl apryMeHTbl A1 3TUX NapaMeTpoB.

Tabn. 68. KomaHga mvstor

B cnepytoLein MHOrOCTPOYHO Tabnuue ¢ ABYMS CToN6LaMn NPMBOSATCA NapaMeTpbl 3TON KOMaHAbl 1
COOTBETCTBYIOLLME ONUCaHMS.

MapameTp OnucaHue

-h/? MeyaTb cnpaBoYHbIX CBEAEHWI 151 3TON KOMaHAbI

-version OTo6paxeHne nHopmaL M 0 MUKponporpamMmme KOHTpornnepa

-disks OTo6pakeHre NHopMaLmMmn 0 MyNbTUMEOUAHBIX ANCKaX

-volumes OT06pa>keHun nHopmaLmm o BUPTyasnbHbIX TOMax

-create CospaHue BupTyanbHoro Toma, napametpam VD_Name, RaidLevel n StripeSize moxHo
3aaTb 3Ha4YeHus

-delete YpaneHve BnpTyasibHOro Toma

-import MmMnopT BHelLHero BMpTyansHoro Toma. lNocne nmnopTa BUpTyabHOro Toma oH 6yaer

aBTOMaTU4YeCKM BOCCTAHOBIIEH NPU Nepes3arpy3ke CUCTEMBI.

Ucnonb3oBaHune
mvstor [-options] - raid configuration for SATA/NVMe RAID boot solution.
options:
-version - displays controller firmware version.
-disks - displays information of media disks.
-volumes - displays information of virtual disks

-create -slot <slot_no> -name <vd name> -level <0]1> -stripe <32164[128|256|512> - create virtual volume.

Marvell SATA RAID: stripe size can only be 32k or 64k
Marvell NVMe RAID: vd name is unapplicable. The name will always be VD_0.

-delete -slot <slot_no> -id <0[1> - delete the virtual volume

-import -slot <slot_no> -id <0[1» - import a foreign virtual volume
Mpumep
system> mvstor -version

Controller Slot Device Name Version
1 ThinkSystem M.2 SATA 2-Bay RAID Enablement Kit 2.3.20.1203

system> mvstor -disks
Controller Slot 1 M.2 Bay0 128GB M.2 SATA SSD LEN
Controller Slot 1 M.2 Bayl 128GB M.2 SATA SSD LEN

system> mvstor -volumes
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Controller Slot 1:

VD_ID: 0
VD_Name: VD_Test
PD_Member: 0,1
Raidlevel: 1

StripSize: 64k
VD_Capacity: 117 GB
VD_Status: Optimal
1 64k 29 GB Optimal

system> mvstor -delete -slot 1 -id 0
VD_ID 0 is deleted

system> mvstor -create -slot 1 -name M2RAID -level 1 -strip 64
New volume is created

system> mvstor -import -slot 1 -id 0
VD_ID 0 is imported

KomaHpabl nogaep>XXku

B aTom pasgene npuBoguTcsa andaBUTHBIA CIMCOK KOMaH NOOOEPXKKN.

LocTynHa nuwb ogHa KomaHaa nogaep>kku: «KomaHga dbgshimms» Ha ctpaHumue 210.

Komanpga dbgshimm

Vicnonb3yinTe 3Ty KOMaHay Ans pa3brioKMpoOBKY CETEBOIO AOCTYNa K 060/104Ke 6€30MacHO OTNaaKku.
MpumeyaHue: OTa KoMaHAa NpegHasHaveHa AJist UCNoNb30BaHWS TOSIbKO CheumanucTaMmm No NoaaepKKe.
B cnepytoleli Tabnuie nokasaHbl apryMeHTbl 415 3TUX NapameTpoB.

Tabn. 69. KomaHga dbgshimm

B cnepytoleli MHOrocTpo4YHoN Tabnuue ¢ ABYMsi CTON6LaM1 NpUBOASATCA NapaMeTpbl 3TON KOMaHb! 1
COOTBETCTBYHOLLME OMNUCaHNS.

MapameTp OnucaHue

status OTob6parkeHne COCTOAHNS

BKJOYNTD BkntoyeHue goctyna K otnagke (Mo yMoYaHuio, eCiiv napameTp He
3agaH)

OTKIIOUNTb BbikntoyeHne gocTyna K oTnagke

210 PykosopcTeo nonbaosatensXClarity Controller 2



NnaBa 12. UHTepcenc IPMI

B sToii rnase onucaH uHtepdeiic IPMI, kotopbii nogaep>xmsaetca XClarity Controller.

CeepneHus o ctaHgapTHbIX KomaHpax IPMI cm. B cneumdmkaumn nitepdeinca IPMI (Bepcust 2.0 v Bbiwe). B
3TOM JOKYMEHTe XapakTepuaytoTcsa napameTpbl OEM, ncnonbsyemsle co ctaHgapTHoeiMu IPMI-komaHgamm
IPMI n OEM, koTopble nogaepxxusarotca mukponporpammont XClarity Controller.

YnpasneHue XClarity Controller ¢ nomowbio IPMI

Bocnonb3yintech nHgopmauymein ns atoro pasgena gna ynpasneHus XClarity Controller ¢ nicnonssosaHuem
nHTepdenca ynpaeneHusa nnatgopmoin (IPMI).

XClarity Controller noctaBnseTcs ¢ naeHTUMKaTOPOM NOIb30BATENS, AN KOTOPOro N3HavaibHO
HacTpoeHo ums nonb3osarend USERID n napons PASSWORD (Honb, a He 6ykBa «O»). 3TOT nosib3oBaTesnb
UMeEeT YPOBEHb A0CTYNa «AAMUHUCTPATOP».

BaxxHo: B uensx 6e30nacHOCTN N3MEHUTE 3TO MMS NOJIb30BATENS 1 Naposib BO BPEMS NepBOHaYaIbHOM
HaCTPOWKMN.

B cucteme Flex System nonb3oBaTenb MoXeT HacTpoutb Moaynib CMM Flex System gns
LeHTPa/IM30BaHHOMO yrpaeneHns y4eTHbeIMK 3anucsamin nonb3osateneit IPMI XClarity Controller. B atom
clly4ae Bbl, BO3MOXXHO, He CMOXeTe ocyLlecTBnATb goctyn K XClarity Controller ¢ ucnonssosaxuem IPMI go
Tex nop, noka CMM He HacTpouT ngeHTndrKaTopsbl nons3osarenein IPMI.

MpumevaHue: Y4eTHble AaHHble nonb3osatens User ID, HacTpanBaemoro CMM, MoryT otanyarbcs oT
BblLLeonucaHHon kombuHaumm USERID/PASSWORD. Ecnn mogyns CMM He HacTpou HUKaKnX y4eTHbIX
3anucei nonb3osarens IPMI, ceTeBoin nopT, cBA3aHHbIN ¢ npoTokonoMm IPMI, 6yaeT 3akpbIT.

XClarity Controller Takxxe npegocTaBnsieT cnegyrome dyHKLMN yaaneHHoro ynpaeneHus cepsepom IPMI:

UHTepdeiicbl komaHgHom cTpoku IPMI
NHTepderic komaHaHom cTpoku IPMI npegoctaBnaeT Npsamoin AocTyn K hyHKLUMAM yrpasieHus
cepsepom no npotokony IPMI 2.0. IPMItool MoXXHO ncnonb3osBatb Ans OTNpasky KOMaHg rno
yNpaBfieHNIO NUTaHNEM CepBepa, MPOCMOTPY CBEAEHUI O CepBepPe 1 NAEHTUdVKaLUN cepBepa.
LononHuteneHble cBegeHnsa o6 IPMItool cm. B pasgene «/cnonb3osaHue IPMItool» Ha cTpaHuue 211.

MepeHanpaBneHne NnocnepoBaTeNbHOrO NOPTa Yepes JIOKaJIbHYHO CeTb
YT06bI yNpaBnaTb cepBepamMm U3 yganeHHoro pacnonoxeHuns, socrnonbaynteck IPMItool ans
YCTaHOBKM NOCneoBaTeNbHOro NoaKNioYeHns no nokansHomn cetu (SOL). [lononHuTenbHble CBeAEHUS
06 IPMItool cm. B pasgene «Vicnonb3osanue IPMItool» Ha cTpaHuue 211.

Ucnonb3oBaHue IPMltool

Bocnonb3yintech MHopMauuel 3 aToro pasgena ois nonyyeHnst 4octyna K nHpopmaumm o6 MHCTPYMEHTE
IPMItool.

IPMItool npegocTaBnseT pasnnyHble UHCTPYMEHTbI, KOTOPbIE MOXXHO UCMNOMNb30BaThb ANS HACTPONKM
cuctembl IPMI n ynpaeneHus eto. IPMItool MOXXHO ncnonb3oBaTb BO BHYTPUMOOCHOM U BHEMOOCHOM

pexxume anst HacTpolikn 1 ynpasneHus XClarity Controller.

JDononHutensHble cBeaeHus 1 3arpyska IPMItool gocTtynHel Ha cainTe https://github.com/ipmitool/ipmitool.
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Komangp! IPMI ¢ napametpamn OEM

Mony4yeHune/3apaHue napameTpoB KOHhUrypauum nokanbHoOu ceTu

YT106bI peann3oBaTb BO3MOXXHOCTHY, NpeaocTaensiemble XCC Ans HEKOTOPbIX CETEBbIX HACTPOEK,
HEKOTOpble NapamMeTpbl HEOOXOAMMO 3afaTb TaK, Kak MNoKasaHo HXe.

DHCP

B pononHeHue k ctaHgapTHeIM MeTofdam nony4yeHus IP-agpeca XCC noppepXXnBaeT pexkuM, B KOTOPOM
XCC nbitaetcs nonyuuntb IP-agpec ¢ cepeepa DHCP B TedeHne onpeaeneHHoro nepmnoaa u ecnm atu
NOMbITKN 3aBEPLLAIOTCA Heyfa4ven, cuctema nepexofuT Ha UCNosb3oBaHne ctaTtudeckoro IP-apgpeca.

B cnepytoLLein MHOrOCTPOYHON Tabnuue ¢ Tpems cTonbLamy NPUBOSATCA NapaMeTpbl, onMcaHne
napamMeTpoB 1 COOTBETCTBYIOLLME 3HAYEHMS ANs 3TUX NapamMeTpoB.

MapameTtp | # [AaHHble napameTpoB
NcTouHuk | 4 data 1
IP-agpeca

[7:4] — 3ape3epBUpOBaHO

[3:0] — ncroyHuk agpeca

Oh = He 3agaHo
1h = cTaTnyeckui agpec (HacTpanmBaeTCs BPY4YHY!HO)
2h = agpec, nony4eHHbin XCC npu BbinonHeHun DHCP

3h = agpec, nony4eHHbin BIOS nnu nporpamMmmHbIM
obecreyeHnemM CUCTEMBI

4h = appec, nony4eHHbI XCC npu BbINOHEHNUN APYrOoro
NPOTOKONa Ha3Ha4YeHNs1 afpPecoB.

XCC ucnonb3ayeT 3Ha4veHune 4h, 4Tobbl ykasaTtb pexxum agpeca DHCP
C NepexofoM Ha CTaTUYeCKniA B criyyae coosi.

Bbi6op uHtepdenica Ethernet
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O6opypoBaHue XCC BkntoyaeT aBoiiHble koHTponnepbl MAC Ethernet 10/100 ¢ nitepdericamn RMIL.
O6opypnosaHne XCC Takxxe BKo4aeT ABoWNHble KoHTponnepbl MAC Ethernet 1 [6ut/c ¢ nHTepdeiicamm
RGMII. OgnH n3 koHTponnepos MAC, Kak npasuno, nogkntodeH k obwwen kapte NIC cepsepa, a gpyron
NCNONb3YETCH B KAYECTBE BbIAENEHHOrO NopTa ynpasneHnsi CUCTeMON. B onpeaeneHHbIin MOMEHT
BpEeMeHU Ha cepBepe MOXKET ObITb aKTUBEH TONMbKO oauH nopT Ethernet. HeBoamoxxHO ogHOBpeEMeHHO
BKJIOUUTL 06a nopTa.

Ha HekoTOopbIX cepBepax cneunanncTbl MO NPOEKTUPOBAHUIO CUCTEM MOTYT MPUHATL peLleHne o
NOOKITIOYEHNN B MNaHapHOM KOPIyCe CMCTEMbI TOJIbKO OAMH U3 3TUX nHTepdercos Ethernet. B Taknx
cuctemax XCC nogpep>kmBaeT ToSibko MHTepdenc Ethernet, KOTopkIn NogKNtOYEH K niaHapHOMy
kopnycy. 3anpoc Ha UCnosib30BaHne HEMOOKMIOYEHHOro NopTa Bo3BpaLlaeT Ko BoinosHeHns CCh.

VpeHTndrKaTopbl NakeToB AN BCEX OOMONHUTENBHbIX CETEBbLIX KAPT HYMEPYIOTCS CNeayoLLnm
obpasom:

e pnononHutenbHas kapta 1, [ naketa = 03h (eth2),
e pononHuTenbHas kapta 2, I naketa = 04h (eth3),
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B cnepnytoLeil MHOroCcTpo4Hol Tabnnue ¢ TPpeMs CToNGLamMm NpUMBOASTCS NapamMeTpsbl, onucaHne
napamMeTpPOB 1 COOTBETCTBYHOLLME 3HAYEHNS A4JIS STUX NapaMeTpoB.

MapameTp # JAaHHble napameTpoB
Mapametp OEM COh datai
OTOT HOMep napameTpa 00h = eth0
ncnoneb3yetca XCC, 4TobbI
yKasaTtb, Kakoi 13 BO3MOXXHbIX 01h = eth1
noptoB Ethernet (nornyecknx
NMakeToB) CieQyeT NCMNOJIb30BaTb. 02h = eth2
OTOT NnapameTp B KOMaHae T a..
«[Mony4yeHne/3agaHve
napameTpoB KOHUrypaumm FFh = oTkntounTb BCe BHELLHNE CETEBbIE NOPThI)
JIOKanbHOW CeTU» He UCMONb3YeT
CpPeAcTBO Bbibopa HA6OPOB U He XCC noggep>kvBaeT BTOPOWN AOMONHNUTENbHbIN 6anT
TpebyeT cpencTBo Bbibopa OaHHbIX, KOTOPbIN YKa3bIBAET, KAKOW KaHas B NakeTe
6510KOB, Tak YTO OJ1s1 ATUX Nosien ncnonb3yeTcs
HeobxoauMo 3afaTb 3Ha4YeHNe
00h. data2
[aHHble oTKMKa Bo3BpaLaoT 3 00h =kaHan 0
6alita unn 4 6anTta, ecnu
YCTPOWCTBO HAXOONUTCH B NakeTe 01h = kaHan 1
NCSI.
. nT. o...
BanT 1 = Kop BbINONHEHUS A
Banit 2 = pegakuus Ecnwn B 3anpoce He ykasaHo 3Ha4eHue data2,
BaitT 3 = 00h ans eth0 unm noppasymesaeTtcs kaHan 0
Oth gnaethinT. g...
BaiiT 4 = (Heo6a3aTeNsLHO)
HOMep KaHana, ecnm
YCTPOWNCTBO HAaxoanTCs B
naxkete NCSI

bawnTt datal ncnonbayeTcs ons ykazaHus IOrM4eckoro naketa. 1o MoOXeT 6bITb BbigeneHHas kapTta NIC
Onsa ynpasneHnst cuctemon nnm nHtepcenc NCSI B ncnonssyemori coemecTtHo ¢ cepeepoM kapTe NIC.

BanT data2 ncnonbayetcsa Ans ykasaHus KaHana gnis normyeckoro nakeTa, eCnm nakeT npeacTasnseT
coboi yctponctso NCSI. Ecnu sHayeHune data2 B 3anpoce He yKasaHo 1 Norm4eckuii nakeT
npeacTaenset cobow yctporicteo NCSI, nogpasymeBaeTcs kaHan 0. Ecnu 3HaveHne data2 B 3anpoce
yKasaHo, HO Jlorn4eckunin nakeT He saensietcs yctporctsoM NCSI, nHdopmaums o kaHane nrHopnpyeTcs.
Mpumepsbl:

MpunoxeHne A. Ecnu kanan 2 o6uen kapTbl NIC B nnaHapHoMm kopnyce (V[ naketa = 0, eth0) cnegyet
NCnonb30BaTh B KAYECTBE MOpTa YNpaBieHns, BBOAHbIE AaHHble OyayT umeTb cnegytowmii Bug: 0xCO
0x00 0x02

MpunoxeHwne B. Ecnn cnepgyeT ncnonb3oBaTtb NEPBbLIA KaHa NepBO ME3OHUHHOW CETEBOW KapThl,
BBOAHblE JaHHbIE JOMKHbI UMeTb cnegytomi sua: 0xCO 0x02 0x0

BknroueHune/BbikntodeHue Ethernet yepes USB

MapameTp HUXKe NCNoNb3yeTCs A5 BKIIKOYEHUSA U BbIKIMIOYEHUSA BHYTPUMNONOCHOrO uHTepdeinca XCC.
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B cnepytoleli MHOroCcTpoYHON Tabnuue ¢ Tpems CTonéLuamMmn NpUBoasTCA NapameTpbl, onucaHne
napameTpoB 1 COOTBETCTBYIOLLME 3HAYEHMS OJ1S1 9TUX NapameTpoB.

MapameTp # JAaHHble napameTpoB
Mapametp OEM Cih data 1

(OTOT HOMEp napameTpa 0x00 = BbIKNO4EHO
ucnonbayetca XCC ans

BKJTIOYEHNS WU BbIKITOHYEHUS 0x01 = BKkJIIOHEHO
nHTepelica Ethernet yepes

USB.)

OTOT napameTp B KOMaHAe
«[MonyyeHne napameTpos
KOHUrypaumm nokanbHom cetun»
He 1Cnonb3yeT CPEACTBO Bbibopa
HabopOoB N He TpebyeT CPeaAcTBo
Bbl6bopa 6/I0KOB, Tak YTO OJ1st ATUX
rnonen Heo6xo4MMo 3agaTb
3Ha4veHue 00h.

[aHHble oTKIMKa Bo3BpaLatoT 3
6aliTa:

BanTt 1 = Ko BbINONHEHMS
Baiit 2 = pegakuns

Bant 3 = 00h (BbIK/OHEHO)
unm 01h (Bknto4eHO)

BanT datal ncnonbayetcsa gnsa ykasaHus normyeckoro nakera. 3To MOXeT ObITb BblgeneHHas kapta NIC
onst ynpasneHus cuctemon unm nHtepdernc NCSI B ncnonbsyemoin coBMmecTHo ¢ cepepoM kapTe NIC.

BanTt data2 ncnonb3yeTcs ons ykasaHusa KaHana ans orm4eckoro nakeTa, ecnv nakeT npeacTasnseT
co6oi yctporncteo NCSI. Ecnn 3HadeHune data2 B 3anpoce He yKasaHo 1 TOrm4eckuin nakeT
npenctasnget cobon yctponcTtaso NCSI, nogpasymesaeTtcs kaHan 0. Ecnu 3HaveHne data?2 B 3anpoce
yKa3aHo, HO JIOrnm4eckunin nakeT He siBnseTcs yctponcteoM NCSI, nHdopmaums o kaHane nrHoprpyeTcs.

Mpumepsbl:
MpunoxeHne A. Ecnu kaHan 2 o6wen kapTol NIC B nnaHapHom kopnyce ([ naketa = 0, eth0) cnegyet
NCnonb30BaThb B KA4eCTBE NopTa YrnpasneHns, BBOAHbIE AaHHble 6yayT UMeTb cnepyrowmii sug: 0xCO

0x00 0x02

MpunoxeHne B. Ecnn cnegyeT ncnonb3oBaTth NEPBbLIV KaHan NepBON ME30OHUHHOW CETEBOW KapThl,
BBOZAHbIE AaHHbIE OOKHbI UMeTb cnegytowmin sua: 0xCO 0x02 0x0

MapameTp IPMI gna nonyydenns DUID-LLT
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LlononHuTenbHOe AOCTYMHOE TOMIbKO S YTEHMS 3HAYEHNE, KOTOPOE HEOOXOAMMO NPELOCTaBNATb
yepes IPMI, — DUID. CornacHo RFC3315, Takon chopmat DUID ocHoBaH Ha agpece ypOBHSA CCbINKK
noc Bpemsi.
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MapameTp # [aHHble napameTpoB

Mapametp OEM C2h

(DTOT HOMEP NapameTpa
ncnoneb3yetca XCC gna
BKJIIOYEHNS NN BbIKSIOYEHNS
nHTepdelica Ethernet yepes
USB.)

OTOT NnapameTp B KOMaHze
«[MonyyeHne napameTpoB
KOHpUrypaummn nokanbHon ceTn»
He 1CNonb3yeT CPEACTBO Bbibopa
HabopOoB U He TPebyET CPEACTBO
Bbl6opa 6510KOB, Tak YTO AN 3TUX
nonen Heo6XxoAMMO 3a4aTb
3Ha4eHue 00h.

[aHHble oTKMKa Bo3BpaLLatoT 3
GanTa:

Baiit 1 = Kof BbINOSIHEHNSA

banTt 2 = pegakumns
napameTpa (Kak B
cneundukaumm IPMI)

Baiit 3 = gnnHa cnegyomx
6aliToB aaHHbIX (B HacTosLLee
Bpemsi 16 6anToB)

Bant 4-n DUID_LLT

MapameTpbl KOHpurypauunm Ethernet

MapameTpbl HMXKe MOXXHO MCMNOSIb30BaTh A9 HACTPOMKN KOHKPETHLIX NapameTpoB Ethernet.
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MapameTp # [AaHHble napameTpoB
Mapametp OEM C3h data 1
(DTOT HOMEpP napameTpa 0x00 = BbIK/O4YEHO
ucnonb3yetca XCC gna
BKJTIIOYEHNS UU BbIKJTKOHYEHUS 0x01 = BKkntoYeHO
HaCTPOWNKN aBTOMATNYECKOrO
cornacoBaHusi Ans uHTepdenca Mpumeyanwne. B cuctemax Flex n ThinkSystem D2
Ethernet.) Enclosure (ThinkSystem SD530 Compute Node)
HaCTPOIKYy aBTOCOrNacoBaHUsi U3MEHUTb
[aHHble OTKNMKa Bo3BpaLaoT 3 HEBO3MO>XHO, MOCKOJIbKY B 3TOM Cly4ae MOXeT
6anTa: HapYyLWMTBLCA NYyTb CeTeBOM CBA3N Yepe3 CMM u
o SMM.
BanT 1 = Kop BbINONHEHUS
Baiit 2 = pegakuusi
BawnTt 3 = 00h (BbIKNOYEHO)
unu 01h (BKNtOYEHO)
Mapametp OEM C4h data 1
(DTOT HOMEp napameTpa 0x00 = 10 M6uTt
ncnonb3yetcs XCC gns
nonyyYeHns unn sagaHus 0x01 =100 M6wuT
CKOpOCTU 06MeHa JaHHbIMU MO
nHTepdency Ethernet.)
[aHHble oTKIMKa Bo3BpaLatoT 3
GanTa:
BanTt 1 = Ko BbINONHEHMS
Bant 2 = pegakuuns
Baiit 3 = 00h (10 M6uT/c) unn
01h (100 M6uT/c)
Mapametp OEM C5h data 1

(BTOT HOMep napameTpa
ucnonelyetca XCC gna
noslyYeHns nnu 3agaHns
napameTpa Duplex nHtepdeiica
Ethernet.)

[aHHble oTKNIMKa Bo3BpaLatoT 3
GanTa:

BanT 1 = Ko, BbINOSIHEHMS
Baiit 2 = pegakuusi

Baiit 3 = 00h (nonygynnekc)
nnn 01h (NonHbIN Qynnekc)

0x00 = nonygynnekc

0x01 = nonHbIN gynnekc
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MapameTp # [aHHble napameTpoB

Mapametp OEM Cé6h data 1

(BTOT HOMEp napameTpa Pasmep MakcrmanbHON egnHnLbI nepeaaydn
ncnoneb3yetca XCC gna
NoNy4eHNs NN 3ajaHuns
MaKCcUMasnbHO eauHNLbI
nepegayn nHtepdeica Ethernet.)

[aHHble oTKMKa Bo3BpaLaoT 3
6aviTa:

BanT 1 = Kop BbINONHEHUS
Baiit 2 = pepgakuusi

Baiit 3-4 = pasmep
MakcuMasibHOW eanHNLbI

nepegayn
Mapametp OEM C7h data 1-6
(9TOT HOMEP NapameTpa Mac-agpec

ncnonb3yetcs XCC gnsa
noJsly4eHns nnu 3agaHns
agMVHUCTPUPYEMOTO JIOKallbHO
MAC-agpeca.)

[aHHble oTknnka BoaspatiatoT 3
GanTa:
Bant 1 = Kog BbINONHEHMS
Baiit 2 = pepgakuus
Barit 3-8 = MAC-apgpec

MapameTp IPMI gns nony4yeHus nokanbHOro agpeca CCblIKU

3TO AOCTYMHBIV TONBKO OIS YTEHKS NapaMeTp Ans NoJly4YeHus nokanbHoro agpeca ccoinkm IPV6.

MapameTp # JaHHble napameTpoB

Mapametp OEM C8h

OTOT NnapameTp Cny>xuT ans
NoJTyYeHNs NoKanbHOro agpeca
ccbinku XCC.

[aHHble OTKNMKa BO3BpaLLatoT
cnepyouee:

BanT 1 = Ko BbINONHEHWS

BaniT 2 = pegakuusi
napameTpa (Kak B
cneuundrkaumn IPMI)

Baiit 3 = gnnHa npedukca
appeca IPV6
Baint 4-19 — nokanbHbIN

afpec CCbINKN B ABOVYHOM
cdopmare
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MapameTp IPMI gns BkntovyeHus/BbikntoveHus IPv6

OT0 AOCTYMHbIN ANs YTeHWs/3anncK NnapameTp, NO3BONSOLLMIA BKIOYNTL/BbIKNto4nTb IPV6 B XCC.

MapameTp # [AaHHble napameTpoB
Mapametp OEM Coh data 1

OTOT NapameTp CRy>XuT ans 0x00 = BbIKO4EHO
BKJIIOYEHNS/BbIKNOYeHNst IPv6 B

XCC 0x01 = BkntoYeHO

[aHHble OTKNIMKa Bo3BpaLLatoT
cnegytouee:

BanT 1 = Kop BbINONHEHUS

Baiit 2 = pegakuusi
napameTpa (kak B
cneundukaumm IPMI)

Baiit 3 = 00h (BbIKtO4EHO)
unm 01h (Bknto4eHO)

CkBo3Has nepegad4a no Ethernet yepes USB Bo BHeLLHIOIO ceTb

MapameTp HVXe CNyXXUT ANst HACTPOWKN CKBO3HOW Nepedaqu no Ethernet yepes USB Bo BHelLHIO0
ceTb.
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MapameTp # [aHHble napameTpoB
MapameTp OEM CAh 3afgaHue napameTpoB KoHUrypaumm
JIoKaslbHOM CeTu:
OTOT napameTp B kKOMaHAge
«[NonyyeHne/3apaHre napameTpoB data 1
KOHUrypauum noKanbHOM CeTu» He
Mcnonb3yeT CPeacTBo Bbibopa HA6opoB 3apesepsupoBaHo (= 00h)
1 He TpebyeT cpencTBo Bbi6opa
6/10KOB, TaK YTO AN 3TUX Nonen data 2:3
Heobxoagumo 3agaTtb 3Ha4YeHne 00h.
Howmep nopta Ethernet yepes USB, cHauvana
[anHble oTknuka Get BosspaiuaioT LSByte
crnepyoLLee:
< data 4:5
BanT 1 = Kop BbINONHEHUS
BanTt 2 = pegakuus BHewwHuii Homep nopTa Ethernet, cHavana
Baiit 3 = 3apesepsuposaHo (00h) LSByte
Baiitbl 4:5 = Homep nopTa Ethernet YMCno NocneayoLLWX 6aiiTOB MOXET
4epes USB (cHaqana LSByte) Bapbuposatbes (1, 4 unu 16) B 3aBUCUMOCTY OT
BaiTbl 6:7 = BHELUHWI HOMEp nopTa pexunma agpecauun:
Ethernet (cHauana LSByte)
data 6
Yucno nocnegyoLLmx 6anTOB MOXET
BapbupoBaTbes (1, 4 unn 16) B 00h = OTKNO4MTL CKBO3HYIO Nepeaaqy
3aBVICMOCTM OT pexxuma agpecaumu:
. 01h = ucnonb3osatb IP-agpec CMM
e BainT 8 = npegBapuTENbHO
onpefeneHHbIe PEXNMbI: data 6:9
00h = ckBO3Has nepegaya
OTKNtOYEeHa BHewwHuii ceteson IP-appec IPv4 B gBOMYHOM
opmate
01h = ncnonb3lyetcs IP-agpec thop
CMM data 6:21
BanTbl 8:11 = BHewwHui ceTesom IP-
appec IPv4 B pBonyHom chopmate BHewwHwnii ceTeson IP-agpec IPv6 B oBOMYHOM
Baritbl 8:23 = BHelwHu ceTesol IP- (bopmare
agpec IPv6 B ggon4Hom chopmate
Kogabl BbINONHEHNS:
00h — ycnewHo
80h — napameTp He nogaep>KmBaeTcs
C1h — koOMaHfa He noaaep>XXnBaeTcs
C7h — HeponycTuMas anvMHa gaHHbIX
3anpoca
Mapametp OEM CBh Data 1:4

OTOT NapameTp CNyXWUT ANs 3afaHus
nony4eHuns IP-agpeca fiokanbHon ceTn
yepe3 USB n macku cetn XCC:

[aHHble OTKNIMKa BO3BpaLLatoT
crnepyoLLee:

BanT 1 = Ko BbINONIHEHWS

IP-appec uHTepdenca noKanbHOM CeTn Yepes
USB Ha ctopoHe XCC.

Data 5:8

Macka ceTn nHTepderica noKanbHo! ceTu
yepe3 USB Ha ctopoHe XCC
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MapameTp

JAaHHble napameTpoB

BaiiT 2 = pegakums napameTpa (kak
B cneumdurkauum IPMI)

Baiit 3:10 = cHavana IP-agpec n
3Ha4veHune macku cetn (MS-byte)

Mapametp OEM

OTOT NapameTp CNy>XUT OS5 3adaHns n
nony4eHnsi IP-agpeca nokansHoOn ceTn
Yepe3 USB onepaLnoHHON XOCT-
CUCTEMBI:

[aHHble OTKNNKa BO3BpaLLatoT
cnepyloulee:
BanTt 1 = Ko BbINONHEHMS

Baiit 2 = pegakums napameTpa (kak
B cneundmkaummn IPMI)

Byte 3:6 = cHavana IP-agpec (MS-byte)

CCh

Data 1:4

IP-appec uHTepdeiica noKkanbHoOM ceTn Yepes
USB Ha cTopoHe xocTa.

3anpoc KoJindecTtBa JIOrM4eCKux nakeTos
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I'IapameTp H>XEe NCNOJNb3YeTCA OJid 3anpoca AaHHbIX O KOJIM4YeCTBe NakeToB NCSI.

PykoBogcTtBo nonb3osatensaXClarity Controller 2




MapameTp # [aHHble napameTpoB

Mapametp OEM D3h MonyyeHne/3apaHne napameTpoB KOHDUrypaLmm
JloKasbHOM ceTu:

OTOT napameTp B kKOMaHAe
«[NonyyeHne/3apaHne
napameTpoB KoHbUrypauum
NIOKaJSIbHOWN CETU» HE NCMONb3YyeT
CpPEeACTBO Bbibopa HAGOPOB 1 He
TpebyeT CpeacTBo BbiboOpa
610KOB, TaK YTO A1 ATUX Nonen
HeobxoauMo 3afaTb 3Ha4YeHue
00h.

Onepau,vm 3anpoca Kon4ectsea
NnakeToB

Onepauus 3anpoca nHgopmMaumm
0 NakeTax BbIMNOSIHAETCA NyTeM
OTNpaBKu 3anpoca c AByMs
6alitamm gaHHbIX 0x00 BmMecTe ¢
HoMepom napameTpa D3h.

3anpoc Konn4ecTsa NakeToB:

--> 0x0C 0x02 0x00 0xD3 0x00
0x00

Otknmk XCC BkNto4aeT no 6anty
MHbopMaLmn Ans KaXKaoro 13
NPUCYTCTBYOLLUMX NaKETOB:

6UTbI 7:4 = YACNO KaHanos
NCSI B nakete

6uTbl 3:0 = Homep
JIOrMYEeCKoro nakeTa
OTKIIMK

--> 0x00 0x00 0x40 0x01 0x32

yKasblBaeT, YTO NpUCYTCTBYET 3
NOrMYeECKyX NakeTa:

y naketa 0 — 4 kaHana NCSI

nakeT 1 He ABNAETCHA KapTon
NIC NCSI, Tak 4TO OH He
nopaepxunsaet kaHanbl NCSI

y naketa 2 — 3 kaHana NCSI

MonyyeHne/3apaHne JaHHbIX IOrMYECKNX NaKeToB

I'IapameTp HXXe CNY>XXUT ONnAa YTeHUa U 3agaHng npuoputeTa, HaSHa4eHHOIro KaXKaoMy NnakeTy.

Inasa 12. Wntepdeiic IPMI 221



222

MapameTp

JAaHHble napameTpoB

Mapametp OEM

OTOT NnapameTp B KOMaHAae
«[MonyyeHne/3apaHve
napameTpoB KOHUrypauum
NOKaNIbHOWN CETU» HE NCMONbL3YyeT
CPEACTBO Bbibopa HAGOPOB 1 He
TpebyeT CPeacTBo BbibOpa
6J10KOB, TaK YTO AN ATUX Nonen
HeobxoanuMo 3aaaTh 3Ha4YeHne
00h.

OTa KoMaHga noaaep>KvsaeT 2
onepauuu:

e YTeHume npuopuTeTa nakeTa

e 3apaHue npuopuTeTa Nnaketa

Onepauys YTeHnsa npropuTeTa
naketa

Onepauus YTeHns npropuTeTa
nakeTa BbINONHAETCSA NyTeM
OTNpaBKy 3anpoca ¢ AByMs
6aiTamu gaHHbIx 0x00 BmecTe C
HoMepom napameTpa D4h.

YteHne npunoputeTa naketa:

--> 0x0C 0x02 0x01 0xD4 0x00
0x00

OTKNnK

--> 0x00 0x00 0x00 0x12 0x23

nornveckuin naket 0 =
npuoputet 0

JIOrMYECKNI NaKeT 2 =
npvoputeT 1

NIOrM4ecKunin naket 3 =
npUopuUTeT 2

Onepauus 3afaHns npuopuTeTa
naketa

Onepauus 3agaHnsa npuopuTeTa
nakeTa BbIMOJIHAETCSA NyTEM
oTnpasku 3anpoca ¢ 1 unn 6onee
napameTpoB BMECTE C HOMEPOM
napametpa D4h.

3a,an|/|e npuopuTeTa nakeTa:

--> 0x0C 0x01 0x01 0xD4 0x00
0x12 0x23

D4

MonyyeHne/3agaHrie NnapaMeTpPOB KOHMUrypaLmm
JIOKaNIbHOIN CeTu:

BuTt [7-4] = npuopwuTeT nornyeckoro naketa (1 =
CaMblil BbICOKUI, 15 = cambll HU3KWI)

But [3-0]= HoMep nornyeckoro naketa
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MapameTp

JAaHHble napameTpoB

3apatb nornyeckuii naket 0 =
npuoputet 0

3a4aTb IOrNYECKUIN NakeT 2 =
npuoputeT 1

3aaTb JIOrN4ecKnin NaketT 3 =
npuopuTer 2

OTKNNK:

TOJNbKO KOp, BbINONHEHWS, 6e3
OOMNOJTHUTENBHbIX AaHHbIX

Mony4yeHune/3apaHune cTatyca ceTeBon cMHXpoHusauyum XCC

MapameTp

HaHHble napameTpos

Mapametp OEM

STOT 6aviT CNyXnT Ans
HaCTPOWKN CUHXPOHU3aLMN
CeTeBbIX HACTPOEK BblAENEHHOro
n o6uero pexuma NIC

OTOT NnapameTp B KOMaHae
«[NonyyeHne napameTpoB
KOHUrypauum nokanbHom cetu»
He 1Cnonb3yeT CPEACTBO Bbibopa
HabopOB U He TpebyeT CPeAcTBO
Bbl6opa 6/10KOB, TaK YTO A5 3TUX
nonen Heo6xo4MMo 3aaaTtb
3Ha4veHune 00h.

[aHHble oTKMKa Bo3BpalLatoT 3
6alita:

Bbant 1 = Kof BbINONHEHMS
Baiit 2 = pegakuus

Baiit 3 = 00h (BKIIOHYEHO) UK
01h (BbIKNHOYEHO)

D5h

data 1
0x00 = cuHXpoHu3auus

0x01 = HesaBucumas paboTa

OTOT 6aiT CNY>XUT AN HACTPOWKN CUHXPOHN3ALMN CETEBBLIX HACTPOEK BbIAENEHHOIO U OOLLEro pexxmma
NIC. 3HaueHune no ymonyanuto — Oh. 3710 3HauuT, 4To XCC 6yneT aBTOMaTU4ECKN OOHOBNATL CETEBbLIE
HaCTPOMKN NPY U3MEHEHUN PEXMMA 1 UCTIOSIb30BaTb NapamMeTpbl COBMeCTHOro ncnonbsosaHns NIC (Ha

rnnare) B Ka4ecTBe OCHOBHOIo opueHTMpa. Ecnm 3apaHo 3HadeHve 1h, Kaxkgas ceteBas HacTpoiika

6yOeT UCMOoMb30BaTLCA MO OTAENBHOCTMW. 3TO 3HAYUT, YTO MOXKHO 3aAaTb PasHble CETEBbIE HACTPOKM

ONs KaxXKaoro pexxuma, Hanpumep skntodntb VLAN B BbiaeneHHOM pexxume 1 BbiktounTs VLAN B

o6uem pexume NIC.

Mony4yeHune/3apaHune ceteBoro pexuma XCC
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MapameTp

JAaHHble napameTpoB

Mapametp OEM

OTOT NapameTp CNy>XWUT Ans
noJsly4eHns/3agaHns cCeTeBoro
pexuma kapTbl NIC ans
ynpasneHus XCC.

[aHHble oTKIMKa Bo3BpaLatoT 4
GanTa:

BanT 1 = Ko BbINOSIHEHMS
Baiit 2 = pegakuns

Bant 3 = nprMeHeHHbIN/
yKa3aHHbIi CETEBOIN PEXNM

BanTt 4 = [ nakeTa
NPUMEHEHHOIO CETEBOIO
pexnma

Bant 5 = 1 kaHana
NPUMEHEHHOIO CETEBOIO
pexunmMa

D6h

3afaHune napameTpoB KOHMUrypauun NoKanbHo
cetu:

data 1
3agaBaeMblil CETEBON PEXUM

MonyyeHne napaMeTpoB KOHMUIypaLun IOKabHOMN
cetu:

data 1
Monyyaemblii cETEBON PeXIMM, 3TO Heoba3aTeNbHbIe

AaHHble, Mo YMOTHYaHMIO 3anpalLnBaeTCs TeKyLLWN
CETEBOW PEXVM

OEM-komaHpab! IPMI

XCC nopnepxusaet cnegytowie OEM-komangp! IPMI. [Inga BbINONHEHNS KaXXA0M KOMaHabl TpebyeTcs
pasHbI YPOBEHb MPUBUNENNI, KakK YKasaHO HIKE.

KomaHpgb! Netfn
Kop Ox2E MpuBunerunsa
0xCC C6poc napameTpoB PRIV_USR
XCC po 3Ha4eHuii no
YMOJYaHmio
KomaHpbi Netfn
Kop 0x3A Mpusunerus
0x00 3anpoc Bepcuu PRIV_USR
MUKpPOMpOorpaMmbl
0x0D WHdopmaums o PRIV_USR
nnate
Ox1E BapwuaHTel 3agep>xkn | PRIV_USR
BOCCTaHOBJIEHMS
nUTaHWs pambl
0x38 NMI n c6poc PRIV_USR
0x49 3anyck cbopa PRIV_USR
OaHHbIX
O0x4A Otnpaska canna PRIV_USR
0x4D CocTosHue cbopa PRIV_USR
AaHHbIX
0x50 Mony4eHune PRIV_USR
MHdopmMaLmm o
cbopke
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KomaHpgpbi Netfn
Koga 0x3A Mpusunerus

0x55 MonyyeHne/3apaHve PRIV_USR
MIMEeHU XocTa

0x6B 3anpoc ypoBHs PRIV_USR
pepakLmm
MUKPOMNpOrpaMmbl
FPGA

0x6C 3anpoc ypoBHs PRIV_USR
pepakLmm
obopygoBaHus NnaTtbl

0x6D 3anpoc ypoBHsi PRIV_USR
penaxkumm
MUKpOMNporpaMmbl
PSoC

0x98 YnpasneHne USB- PRIV_USR
NopTOM Ha NepepHen
naHenu

0xC7 BcTpoeHHbIit PRIV_ADM
nepeknoyarens NM
IPMI

C6poc XCC oo komaHapbl Mo yMOJHaHUIO

OTa KomaHaa No3BonAeT c6pocuTb NapaMeTpbl KoHdurypauumn XCC 0o 3Ha4eHuin No yMoa4YaHuio.

CeTeBast hyHKuua = 0x2E

Kopa KomaHpa 3anpoc, gaHHble OTKNIMKa OnucaHue

0xCC C6poc 3anpoc: OTa KoMaHAa No3BosisieT
napameTpoB cbpocuTb NapameTpbl
XCC po Baiit 1 — Ox5E bawnt 2 — 0x2B KoHdurypauum XCC [o 3HayeHui
3Ha4yeHui No no yMon4aHuio.

YMOHYaHWIo Baiit 3 — 0x00

Bavit 4 — Ox0A Bant 5 — 0x01
Bant 6 — OxFF

Bant 7 — 0x00 Bant 8 — 0x00
Bavit 9 — 0x00

OTKNUK:

bant 1 — kop, BbinonHeHnst bant
2 — Ox5E baiit 3 — 0x2B

Bant 4 — 0x00
Bant 5 — Ox0A Baiit 6 — 0x01

BbanTt 7 — paHHble oTKnukKa

0 = YcnewHo

HeHynesoe 3Ha4veHne = CbHoin
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KomaHabl ans nosy4veHus vHgopmauum o nnarte/MuKponporpavme

226

B aTom pasnene nepedncrieHbl KomaHabl, No3BoNnA0LWMeE 3anpanBaTtb VIHCbOpMaLI,I/I}O o nnareun

MUKpornporpamMme.
DyHKLUusA ceTu = 0x3A
Kop KomaHpa 3anpoc, gaHHble OTK/IMKA OnucaHue
0x00 3anpoc 3anpoc: OTa KoMaHza BO3BpaLLlaeT Homepa
Bepcun OCHOBHOW 1 [OMNOJSIHUTENBHOMN
MUKpoOrnpo- HeT paHHbIX No 3anpocy BEPCUiN MMKponporpammsl. Ecnv
rpammbl KOMaHza oTnpaBnseTcs ¢
OTKNUK: [ONONHUTENbHBbIM 1 6anToM
OaHHbIX 3anpoca, oTKNnk XCC
Bant 1 — Ko BbINONHEHUS Tak>Xe BO3BpaLLaeT TpeTbe none
(pepakumio) Bepcum.
bant 2 — ocHoBHas Bepcus
(OcHoBHas.[JononHuTeNbHas.
BanTt 3 — pgononHuTenbHas Pepakuusi)
Bepcus
0x0D 3anpoc 3anpoc: HegocTyneH OT1a KomaHpAa Bo3spallaet N
nHdopma- nnatbl U pegakumio nnaHapHoro
uum o nnate | OTKNMK: Kopnyca.
Bant 1 — V[ cncrtemsl
BanTt 2 — pepakuusi nnatbl
0x50 3anpoc 3anpoc: HegocTyneH OTa KoMaHAa BO3BpaLLaeT ums,
nHcopma- naty v Bpemsi c6opku. CTpoku ¢
unm o OTKNUK: UMEHEM U [aTON COOPKN UMEIOT
c6opke HyneBoe OKOHYaHue.
Bant 1 — Kop BbINOMHEHNS.
®dopmar gatel céopkm — TTT-
Baiitbl 2:10 — ums c6opkn ASCIIZ | MM-O0.
BawnTtbl 11:23 — pata c6opkun Hanpumep, ZUBT99A
ASCIIZ
“2005-03-07”
BaiiTbl 24:31 — Bpems c60pKu “23:59:59”
ASCII
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®dyHKUMs ceTn = 0x3A

Kop KomaHpa 3anpoc, aaHHble OTKNMKa OonucaHue
0x6B 3anpoc 3anpoc: OTa KoMaHAa Bo3BpaLlaet
YPOBHS YPOBEHb peaakumm
penakummn Bant 1 — Tyn yctpoictea FPGA* | mukponporpammel FPGA.
MUKPOMpPO-
rpaMmmbl Tun yctporictea FPGA Ecnn 6anT 1 nponyLyeH,
FPGA BbIGMpaeTCs noKanbHas Bepcusi
0 = nokanbHoe (aKTVBHbIIA (aKTMBHBIN YpOBEHL)
YPOBEHb)
1 = npoueccopHas kapTa 1
(aKTUBHbI YPOBEHD)
2 = npoueccopHas KapTta 2
(aKTVBHbBIN ypOBEHb)
3 = npoueccopHad kapta 3
(aKTUBHbI YPOBEHD)
4 = npoueccopHasd KapTa 4
(aKTVBHbBIN ypOBEHb)
5 = nokanbHoe ocHosHoe 13Y
6 = nokanbHoe pe3sepBHoe MNM3Y
OTKNMK:
Bant 1 — Kop, BbINONHEHWS
BaiiT 2 — ypoBeHb OCHOBHOM
pepakuuin
Bait 3 — ypoBeHb
LOMOJSHUTENBHON pegakLmm
Baiit 4 — ypoBeHb
OOMNONHUTENBHON NoApenakuum
(TecToBbIN 6aiT Ha nNnaTdopmax
XCC)
0x6C 3anpoc 3anpoc: OTa KoMaHfa Bo3BpaLlaeT
YPOBHS YPOBEHb pefakuu 060pyLoBaHNsA
pepakuum HeT oaHHbIX. nnatbl, HA KOTOPOW pasMeLLeHa
obopypoBsa- cxema FPGA.
HVS nnaTbl OTKNUK:
BanTt 1 — Kop BbINOMHEHNS
BaiiT 2 — ypoBeHb pegakuum
0x6D 3anpoc 3anpoc: OTa KoMaHAa Bo3BpaLlaet
YPOBHS YPOBEHb pefakunm Bcex
penakummn HeTt o6Hapy>eHHbIX ycTpolicTB PSoC.
MUKPOMpPO-
rpammbl OTKNMK: MpumedaHune: bin# npepcrasnset
PSoC dunsnyeckoe pacnonoxeHue. Ans

Bant 1 — Kop, BbINONHEHWS

nony4eHunsi 6onee Nogpo6HON
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KomaHgbl ans ynpaBneHnss CUCTemon

228

DyHKUusA ceTu = 0x3A

Kop

KomaHga

3anpoc, AaHHble OTKJINKAa

OnucaHue

Bant 2 — bin#

Baiit 3 — APID

Bant 4 — Pepakuns

BanTtel 5-6 — [ FRU

Baiitbl 6:N — nosTopeHue 6aliTos

2—-6 onsa KaxXkgoro n3
obHapy>eHHbIX PSoC

MHopMaLmn obpaTuTechb K
cneundrKaumm CUCTEMBI.

Cneundukauus IPMI npepocTtaBnsieT 6a30Bble MUHCTPYMEHTbI 4151 ypaBfieHns NMTaHnemM 1 c6pocom.
Lenovo pno6aBnseT elle psa QYHKUMI ynpaBneHus.
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CeTteBas pyHKLuA = 0x3A

KOA KOMaHAa 3anpoc, AaHHble OTKJIUKa OnucaHve
Ox1E BapuaHTbl 3anpoc: 3Ta HacTpolika Ncrnonb3yeTcs,
3a[ep>XXKMN €CNU CornacHo noMTrnke
BOCCTaHO- BaiiT 1 Tun 3anpoca: BOCCTaHOBJIEHVSA NUTaHNSA pambl
BNEHUS nNUTaHWe Ha pamy nogaeTtcs
nuTaHns 0x00 = Bcerga imbéo nuTaHne pambl
pambl 3anaHve BO306HOBNSAETCS (EC/M paHee
napameTpos 6b1110 BKNIOYEHO) nocne noga4n/
3a[1epXKKM BOCCTaHOBJIEHMS NTAHUS OT CETU
nepemMeHHoro Toka. [JoctynHo 2
0x01 = 3anpoc | | BapuaHTa Ha BblGOp: OTK/IOHEHO
napameTpoB (HacTpoika no ymonyaHuio, 6e3
3af1epXKKM 3aep>XKKN NpY BKIKOYEHUN
NUTaHNs) 1 NPON3BONLHO. Ecnn
Bawit 2 (ecnm 6anT 1 = | | 3apaHa Npon3BonbHas 3aepkka,
0x00) To Mexxay nopadein/
BOCCTAHOBJIEHNEM NUTaHNS OT
0x00 = CeTN NepeMeHHOro Toka u
OTKINIOHEHO aBTOMaTU4YECKNM BKITHOHEHNEM
(no cepBepa nponcxoanT
yMOn4aHuio) Npon3BoJibHas 3afep>KKa
npoaoKuTeIbHOCTLIO OT 1 Ao 15
0x01 = CEeKyHg,
NPOU3BOJIbHO
OTa KoMaHAa nogaep>XnBaeTcs
0x02 — OxFF XCC TOMbKO A/t CTOEYHbIX
3apes3epBrpo- cepBepos.
BaHO
OTKNMK:
Bant 1 — Kop, BbINONHEHNS
Bant 2 — napameTpbl 3a4epPXKKN
(Tonbko pnsi 3anpoca)
0x38 NMI n c6poc | 3anpoc: OTa KomaHga ncnonbayeTcs Ans

Baiit 1 — uncno cekyHn

0 = Tonbko NMI

Baiit 2 — T1n c6poca

0 = «Msarkuin» cépoc

1 = BbIKNIOYEHNE U BKITIOYEHNE
nnTaHnAa

OTKNuUK:

Bant 1 — Kop, BbINONHEHNS

BbIMOSTHEHNSI HEMAaCKPYyeMOoro
npepbiBaHNs cnucTemsl. Mpu
HEeo6XoaUMOCTU Nocne
HeMacKnpyemoro npepbiBaHns
cucTemMy MOXHO C6pOCUTb
(NnepesarpysunTb) Nn BbIKIOHATE 1
BKJTIOUNTb €e NuTaHune.

Ecnwn B none «4ncno cekyHg»
yKa3aHO HeHyneBoe 3Ha4eHue,
cOpPOC UNK BbIKOYEHNE U
BKJTOHMEHWE NUTAHNSI CUCTEMBI
npPon3onaeT Yepes ykasaHHoe
YNCJIO CEKYHA.

Barit 2 3anpoca siBnsieTcs
HeobsA3aTenbHbIM. Ecnn 6anT 2 He
yKasaH unvm nmeet 3HadveHne 0x00,
BbINOJHAETCS «MSArKUIA» COPOC.
Ecnu 6anT 2 nmeeT 3HadyeHne
0x01, nutaHne cncTemsl
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CeTeBas pyHKUnA = 0x3A

Koa Komanga 3anpoc, aaHHble OTKAMKa OnucaHue

BbIKNKO4YaEeTCA U BKIKOYaeTCA
CHOBa.

I'Ipoque KOMaHAbl

B aTom pasnene npnBoaAaATCA KOMaHAbl, KOTOPbl€ HEBO3MOXXHO OTHECTU HN K KAKOMY OpyromMy pasgerny.

230 PykosopcTeo nonbaosatensXClarity Controller 2



®dyHKUMs ceTn = 0x3A

Kopa KomaHpa 3anpoc, aaHHble OTKNMKA OnucaHue
0x55 Mony4yernve/ | AnuHa 3anpoca = 0: Vicnonb3yinTe aTy KOMaHay Ans
3apaHve noJlyYeHns/3afgaHns IMeHn XxocTa.
nmeHun xocta | MNycTble faHHbIe B 3anpoce
Mpwn 3apaHn NMeHN XxocTa
OTKNMK: »Xenaemoe 3HavYeHne JoMKHO
oKaH4umBaTbcs 00h.
BanT 1 Kog MakcumanbHas gnvHa umeHn
BbINOJIHEHNS xocTa — 63 cuMBOna 1 3Ha4eHne
~ null.
BawTtebl 2-65 TekyLiee nms
xocTa.
ASCIIZ,
CTpoka c
HyneBbIM
OKOHYaHMeM.
AnnHa 3anpoca 1-64:
bantbl 1-64 Mms xocTa
DHCP
ASCIlIZ
OKaH4MBaeTcs
00h
0x98 YnpaeneHvne | 3anpoc: OT1a KoMaHAa Ucnonb3yeTcs ANs
USB-nopTtom 3anpoca cocTosiHus/
Ha nepepHen | Bant 1 KoHdurypauun USB-nopTa Ha
naHenm NNLEBOI NAHENWN, HACTPOWKMN
0th: Mony4eHne pexuma/Tarim-ayta USB-nopTa Ha
TekyLero JIMUEBOI NaHeNn 1 NepektoYeHns
Bnagenbua Mexay enagensuamm USB-nopta
USB-nopta Ha || (xoctom n BMC)
nnueBon
naHenu B koHurypaumm USB-nopt Ha
NNLEBOI NaHenn MoXXeT
HKLMOHNPOBATb B OQHOM 13
OTKNMK: DyHKY, P A

Bant 1 — Kop, BbINONHEHWS

Baiit 2
00h: MpuHagnexuT
XOCTY
O01h: MpuHagnexnt
BMC
3anpoc:
Ban 1
02h: MonyyeHne
KOHurypa-
umn USB-

TPEX PEXXMMOB: BbIfJ€NEH XOCTY,
NCMONb3YEeTCH NCKOYUTENBHO
BMC nnn paboTaet B 06LLeM
pexuvme, Korga Bnagenel MoXeT
nepekioYaTbCst MeXy XOCTOM U
BMC.

Ecnu BkntoyeH o6LLMin pexnm,
USB-nopT nogknto4veH kK BMC,
KOrpa nuTaHve cepeepa
BbIKJTIOYEHO, U K CepBepy, KOrAa
nuTaHne cepsepa BKITHOHEHO.

Ecnu BkntoyeH 06LLWIn peXnmM un
nutaHve cepsepa, BMC
Bosspawaet USB-nopt cepaepy
nocne Taim-ayTa KoHurypaumm
13-3a HeaKTMBHOCTMW.
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DyHKUusA ceTu = 0x3A

Kop

KomaHga

3anpoc, AaHHble OTKJINKAa

OnucaHue

nopTa Ha
nnueBon
naHenu

OTKNMK:

BanTt 1 — kop BbINONHEHUSsI

bant 2

00h: BbigoeneHo
XOCTY

01h: BbigeneHo
BMC

02h: Pexxnm
COBMECTHOI0
1ncnonb3oBa-
HUSA

Bawnt 3:4 — Talim-ayT nocne
HEeaKTUBHOCTW, B MUHYTax

(cHa4ana MSB)

BanTt 5 — BKJIlOYEHNE KHOMKM

noeHTnnKaumm

00h:

OTKNtOYEHO

0th:

BkntoueHo

Bant 6 — ructepesnc
(qononHWTenbHO) B CekyHAax

3anpoc:

Baint 1

03h: 3agaHne koHbUrypauum
USB-nopTa Ha nuueBon naHenu

Bant 2

00h: BbigeneHo
XOCTY

01h: BbigeneHo
BMC

02h: Pexnm
COBMECTHOIO
1ncnonb3oBa-
HUA

BawT 3:4 — Talim-ayT nocne
HEeaKTUBHOCTU, B MUHYTax

Ecnu cepsep o6opynosaH
KHOMKOW naeHTudukaumm,
nosib3oBaTeny MoryT BKo4aTs/
BbIK/04aTb (DYHKLMIO CMEHbI
Bnapensua USB-nopTa Ha
JMUEBOI NaHeny ¢ MOMOLLbHO
KHOMKW naeHTugmrkaumu,
yoep>xneas ee 6onee 3 CeKyHA.

McTepesnc B cekyHaoax 3agaercs
npw aBToMaTn4eckom
nepeksItoyYeHnn nopTa npu
BbIKJIIOYEHN N BKJTHOHEHUN
nuTaHns. 3To Heobsa3aTeNbHbIN
napameTp.

Cepaepbl SD530

Ha nnatcopme SD530 aToT nopT
SABNSIETCS AOMONHUTENBHBIM U MPY
HaIM4YMM OH NoJKoYaeTcs
Hanpsimyto K XCC u Tonbko kK XCC.
Mepeknto4nTb NOPT Ha XOCT
HEBO3MO>XHO.

e Ecnu komaHpa oTnpasnsieTcs ¢
6avitom 1 =1, XCC 6ynet
BCcerga oteBeyaTb, YTO NopT
npuHagnexxut BMC.

e Ecnu komaHpa oTnpaBnsieTcs ¢
6avitom 1 =2, XCC 6ynet
BCerga oTBevarb, Y4TO MopT
BblgeneH BMC.

e Ecnu komaHpa oTnpaBnsieTcs ¢
6antom 1 = 3 unu Gantom 1 =4,
XCC 6ynet oTBe4aTb KOAOM
BbINnonHeHus D6h.

Mpoune cepsepbl

Ha nnatdopme, oTnnyHom ot
SD530, ncnosnb3oBaHne USB-
rnopTa Ha NMLEBO NaHenn
mogysiem XCC MOXXHO OTKJTHOUNTD,
nepenas B peXxmM «TOoJIbKO XOCT».

Ecnn komaHpa oTnpaensieTcs ¢
6anTom 1 = 5 nnu 6aiitom 1 = 6,
XCC 6ypeT oTBEYaTb KOAOM
BbINnonHeHnsa D6h.
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®dyHKUMs ceTn = 0x3A

Kog

KomaHpa

3anpoc, AaHHble OTKJIUKa

OnucaHue

(cHavyana MSB)

BanTt 5 — BKNOYEHNE KHOMKMK

noeHTudnKaumm
00h: OTknto4eHo
01h: BkntoueHo

Bant 6 — rucrepesnc
(mononHMTENbLHO) B ceKyHaax

OTKNUK:

Bbant 1 — kop, BbinonHeHnst banTt 2

00h: Mepeknioye-
HMe Ha XOCT
O1h: MNepekntoye-
Hyne Ha BMC

OTKNUK:

Baiit 1 — Kog BbINOSIHEHNS

BawnT 1
05h: BkntoyeHune/
BbIK/IOYEHNE
USB-nopTa Ha
nuueson
naHenu
BawnT 2
00h: BbikntounTb
01h: BkntounTtb
OTKNuUK:

Baiit 1 — Kop BbINOSIHEHNS

3anpoc:
BawnT 1
06h: Y1eHne
COCTOSIHUSI
BKNtOYEeHUs/

BbIKNOYEHNS
USB-nopTa Ha
nuueBon
naHenu
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DyHKUusA ceTu = 0x3A

Kop KomaHga 3anpoc, gaHHble OTK/IMKA OnucaHue
OTKNUK:
Bbant 1 — Kopg BbINONHEHNSI
Bawit 2
0xC7 BcTtpoenHbin | OnvHa 3anpoca = 0: OTa KoMaHga Cny>XuT ansi

nepeksntoya-
Tens NM
IPMI

|_|y0TbIe AaHHble B 3anpoce

OTKNUK:
banT 1 Kog
BbIMOJIHEHUS
Bantbl 2 Tekyliee
COCTOSIHUNE
«BkntoyeHo/
BbikntoyeHo»

AnuHa 3anpoca = 1:

Bant 1 ATpnbyTt
«BkntoyeHo/
BbiknoueHo»
BCTPOEHHOr 0
MHTepdelica
NM IPMI

00h —
BbIK/IO4YNTb

01h —
BKJTIOHUTb

OTKNUK:

bant 1 Kopg
BbIMOJTHEHUS

BKJIIOYEHNS/BbIKIOHEHNST DYHKLINN
mocTa XCC pgnst BCTPoeHHbIX IPMI-
KomaHg Intel.
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NnaBa 13. CepBepbl Edge

B atom pasnene Bbl HangeTe CCbIIKM Ha BCe PyKoBOACTBa NOJib30BaTeNiA cepBepoB Edge.

B03MOXXHOCTU 1 Nonb3oBaTeNbCKU UHTepdenc KaXkao cuctembl Bapbupytotcsi. Cm.

[OMNOJIHUTENbHbIE CBEIeHMs1 B PYKOBOACTBE NOJib30BaTeNsl KaXKAoro cepeepa:

¢ https://pubs.lenovo.com/se350-v2/system_configuration
e https://pubs.lenovo.com/se360-v2/system_configuration

¢ https://pubs.lenovo.com/se450/managing_your_server
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MpunoxexHune A. lNMony4yeHne NoMoLM N TEXHUHECKOWN
noanepXkKu

Ecnun Bam HY>XHa NMOMOLLb, O6CJ'Iy)KI/IBaHI/Ie Nnn TexHn4deckKasa nognep>kKka B CBA3NM C NpoayKTamu, Lenovo
MOXXET NpeanoXXntb CamMmble passindHble NCTOYHUKK NMOMOLLA.

AKTyanbHyo nHopMaLuio 0 cucTeMax, AONONMHUTENbHbBIX YCTPOMCTBAX, ycyrax u nogaep>xxke Lenovo
MO>KHO HanTu B IHTepHeTe no cnepyoLlemy agpecy:

http://datacentersupport.lenovo.com

Mpumeyanue: B 3TOM paspgene eCTb CCbIKM Ha Be6-canTbl IBM 1 nHopmaums o nonyveHmum
obcny>xmBaHusi. Pekomerngyembii Lenovo cepsuc-ueHTp ans ThinkSystem — komnanus IBM.

Mepepn obpawieHnem B CnyXX0y Noaaep>XKu

Mpexpe Yem 06paTuTbCs B CNY>XOY NOAAEPKKU, yOeaNTeCh, YTO Bbl NPESNPUHSANM CeayoLwme AencTBis,
YTOObI NONLITATLCA YCTPAHUTL HEMONAAKY CaMOCTOATENLHO. ECnn Bbl pelunTe, YTO BaM BCE XKE HYy>KHA
NoMoLLb, cobepuTe MHopMaLMio, KOTopas NOTPebyeTca CNeUnanncTy no TEXHNYECKOMY O6CNYy>KNBaHNIO
Ons 6onee 6bICTPOro peLLeHns BaLlen NpobemMbl.

MonbiTaniTech pewmnTb NPo6sieMy CaMOCTOATENIbHO

MHorue npo6sieMbl MOXXHO PeLlnTb 6€3 BHELUHEN MOMOLLY, BbINMOJSIHMB NPoLeaypbl N0 YCTPaHEHNIO
Hernonapok, onucaHHsle Lenovo B cnpaske B IHTepHeTe 1 B AOKYMeHTauum K npoaykTy Lenovo. B
OOKyMeHTauum K npogykTy Lenovo Takxe onvcbiBaroTCs AnarHoCTUYeCKme TeCTbl, KOTOPbIE MOXHO
BbINOMHUTE. B fOKYMeHTaummn K 60MbLUNHCTBY CUCTEM, ONEPaLMOHHBLIX CUCTEM Y NPOrpamMM copepxarcst
npouenypbl YCTpaHEHNst HENONa[oK 1 paclungpoBka coobLleHnin 06 ombKax 1 Kogos oLwnboK. Ecnn Bbl
nofo3peBaeTe, YTO Hernonagka ceasaHa ¢ nporpaMmHbIM obecrneyeHremM, NoOCMOTpUTe JOKYMeHTaLo
onepaLVoHHON CUCTEMbI UM NPOrpaMMbl.

JDokymeHTauumo no npopyktam ThinkSystem Mo>xXHO HalnTu No cneayoLlemy agpecy:
https://pubs.lenovo.com/

Mpexpae 4eM 06paTUTLCS B CIY>X6Y NOAAEP KK, MOMbITANTECH PELUUTL NPOGIIEMY CaMOCTOSTENBHO:

. ﬂpOBepre, BCe N1 Kabenu NogCcoeaMHEHbI.

° I'IpOBepre BCe BbIKJlto4HaTeENnN N y6ep,|/|Ter, YTO KOMMNbIOTEP N BCE OOMNOJIHUNTESIbHbIE yCTpOI7ICTBa
BKJ1HOYEHDbI.

¢ [lpoBepbTe HanM4Yne 06HOBIEHU MPOrPaMMHOI0 06ecnedeHsl, MMKPONporpaMmMbl 1 ApariBepoB
YCTPOWCTB OMNepaLMoHHON CMCTEMbI o1 Ballero npogykTta Lenovo. CornacHo ycnoBumsM 1 MOMOXKEHUAM
rapaHTum Lenovo Bbl, BnageneL, npoaykta Lenovo, OTBETCTBEHHbI 3a Nogaep>XaHne n 06HOBNeHNE
NporpamMmMHOro o6ecneyeHnss U MMKpPONporpamMm NpoayKTa (EC/iM 3TO HE MNOKPbIBAETCS AOMOSHUTESbHbLIM
KOHTPaKTOM Ha TexHU4eckoe obcny>xmnsaHue). CneunanmcT No TEXHNYECKOMY 06CY>XMBaHUIO MONPOCUT
Bac 06HOBUTbL NPOrpaMMHOe ob6ecrneyeHe N MUKPONporpamMMy, €Cii B OAHOM U3 OOHOBNEHWIA
nporpamMMHOro o6ecnevyeHns eCTb 3a40KYMEHTMPOBAHHOE pPELLIEHNE HEMONAaKMU.

e Ecnu Bbl ycTaHOBUIM HOBOE 060pyaoBaHVEe Nv NporpamMHoe obecnedeHne B cpeny, NpoBepbTe Ha
CcTpaHuue http://www.lenovo.com/serverproven/, 4To 060pyaoBaHMe 1 NporpaMmMHoe obecnedeHme
NoAAEeP>KMBAETCA BalLUMM NPOAYKTOM.

e [lepengunTe Ha canT http://datacentersupport.lenovo.com 1 nonLLMTE NHHOPMALMIO, KOTOPas MOXET
MOMOYb PELLNTb Npobsiemy.
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- [MpocmoTpuTe ceBepeHusa opymos Lenovo no agpecy https://forums.lenovo.com/t5/Datacenter-Systems/
ct-p/sv_eg — BO3MOXXHO, KTO-TO y)Ke CTankmsancs ¢ aHanorn4Homn npo6aemor.

MHorvne npo6nembl MOXXHO peLUnTb 6€3 BHELLUHEN MOMOLL, BbINOMHUB NPOLEeAypbl MO YCTPaHEHWIO
Henonagok, onucaHHble Lenovo B cnpaske B VIHTepHeTe 1 B AOKYMeHTauum K npoaykTty Lenovo. B
OOKYMeHTaLuun K NpoayKTy Lenovo Takxke onmncbiBaroTCsA AMarHOCTUYECKIME TECTbI, KOTOPbIE MOXHO
BbINONHUTL. B AoKyMeHTauumn K 60MbLUINHCTBY CUCTEM, OMNEePaLMOHHbIX CUCTEM 1 NPOrpamMmM cogep xarcs
npoLenypbl yCTpaHEHUS HEMONAAOK 1 pacluMdpoBKa COObLLEHNA 06 oLmnbKax u KOAOB oWn6oK. Ecnn Bbl
nogos3pesaeTe, YTO HenosagKa ceBs3aHa ¢ NPorpaMMHbIM obecneyeHem, MOCMOTPUTE AOKYMEHTauumIo
onepaumoHHON CUCTEMbI UM NPOrpamMMbl.

C60p Heo6xoaumon HopmaLumn anst o6paLleHns B CNY)X0y noaaep Xk

Ecnu Bbl nonaraeTe, 4TO HEO6XOAMMO rapaHTMNHOE O6CNYy>XBaHNE BaLlero npoaykra Lenovo,
cneunanncTbl N0 TEXHNYECKOMY 06CY>XMBaHUIO CMOIYT NOMOYb Bam 6osiee ah(heKTUBHO, ECN Bbl
nogroToBMTECHh K 06paLleHunio. [lononHuTelbHblE CBeAeHNS O rapaHTyM Ha Ball NPOOYKT Tak>Xe OCTYMHbI
no agpecy http://datacentersupport.lenovo.com/warrantylookup.

CobepuTe cneaymoLLyto MHHOPMAaLIMIO, KOTOPYIO HY>XXHO 6yaeT NpefoCTaBuTb CneumanucTty no
TEXHNYECKOMY OB6CNY>XMBaHNIO. DTN AaHHbIE MOMOrYT CNeUnanncTy No TEXHNYECKOMY 06CTY>XMBaHWUIO
ObICTPO NPEQIOXKNTL PELLEHNE Balleil Henonaaku 1 o6ecnednTb BaM YPOBEHb 0GCNY>XMBAHMSA COMNacHo
OoroBopy.

e Ecnu npumMeHnMo, HoMepa LOroBOpPoOB Ha 06CNyXMBaHNE 060py[OBaHMSA 1 NPOrPamMMHOro obecnevyeHns
¢ Howmep Tnna komnbtoTepa (naeHTnduKaTop KomnbtoTepa Lenovo, 4 undpbl)

¢ Howmep mogenn

e CepuiiHblin HOMep

¢ Tekywue yposHu UEFI n Mmukponporpammel cuctemsi

e [lpyras oTHoCSALAaCs K aeny UHopmaLns, Takas Kak CoobLLeHMS 06 OLLIMBKaXx 1 XXypHarbl

B kadecTBe anbTepHaTBbl 06paLleHIO B CNYy>K6y Noaaep Xk Lenovo MoXXHO nepeinTu no cebinke https:/
www-947.ibm.com/support/servicerequest/Home.action n 0TNpaBuUTb 3NEKTPOHHbIN 3anpoc Ha
o6cnyxmBaHme. OTnpaBKa 3NeKTPOHHOMO 3anpoca Ha 06Cy>XMBaHMe 3anyckKaeT MPOLIECC NOMCKa PeLLeHNSs
BaLLen Npo6nemMbl; Ans 3TOro NpeaocTaBneHHas nHhopmaums NnepegaeTcs cneynanicTam rno TEXHUHYECKOMY
obcnyxmeaHuo. CneumanncTbl MO TEXHUYECKOMY 06CTY>XMBaHUIO Lenovo MoryT HavaTb paboTaTtb Haf
BaLLUM peLLEHNEM, KaK TOSIbKO Bbl 3aNOSIHATE 1 OTNPaBUTE S1IEKTPOHHbIN 3anpoc Ha 06CY>XMBaHUE.

C60p AaHHbIX NO 06CNY>XUBaAHUIO

[lna TouHOro onpefeneHns OCHOBHOWN NPUYUHbBI NPOBEM C CEPBEPOM WK MO 3anpocy CneLmnanncToB
cny>x6bl noaaep>xkn Lenovo Bam, BO3MOXKHO, NoTpebyeTcst cobpaTtb AaHHble N0 06CY>XNMBaHUIO, KOTOPbIE
3aremM MOryT NCMONb30BaTbCs A1 fanbHenwero aHanmsa. [JaHHble Mo 06CNy>)XMBaHMIO BKITHOYAOT TaKyto
NHbopMaLMIO, KaK >XXypHasbl COObITUN 1 UHBEHTapb 060PYO0BaHMS.

[aHHble No 06Cy>XMBaHNIO MOXXHO COBMpPaTh C MOMOLLIbIO CIIEAYIOLLNX MHCTPYMEHTOB:
¢ Lenovo XClarity Controller

[na c6opa gaHHbIX NO 06CAY>XUBaHUIO CepBepa MOXHO UCNoNb30BaTh Be6-uHTepdeinc Lenovo XClarity
Controller nnu nHtepdeiic kKomaHgHoN CTPOoKKU. dPalin MOXXHO COXPaHUTb U OTNPaBUTb B CNYXXOY
nogaep>xkn Lenovo.

— [HononHuTesnbHble CBeOeHNs 06 NCNoNb3oBaHUN BeG-UHTepdenca ona c6opa AaHHbIX Mo
o6cny>KnBaHMo CM. NO CCbliKe https://pubs.lenovo.com/xcc2/NN1ia_c_servicesandsupport.html.

— [HononHuTenbHble cBeaeHnst 06 NCMonb3oBaHUN NHTepdeEica KOMaHOHON CTPOKN Anst céopa faHHbIX
no o6Cny>X1BaHMIO CM. NO ccblfike https://pubs.lenovo.com/xcc2/nnlia_r_ffdccommand.html.
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¢ Lenovo XClarity Administrator

Lenovo XClarity Administrator Mo>xHO HacTpouTb gnst aBTomaTmnieckoro céopa 1 oTnpaBkm
AmnarHocTnyecknx annos B cny>x6y noanep>xku Lenovo, korga onpegeneHHble 06Cy>XnBaemble
cobbiTns nponcxogaTt B Lenovo XClarity Administrator n Ha ynpaBnsieMbIX KOHEYHbIX ToYkax. MoXXHO
OTNpaBnAaTb AnarHoctudeckme dainbl B Nogaep>xka Lenovo ¢ nomousto dpyHkumm Call Home nnm B
Opyroi cepsuc-LeHTp ¢ nomoLlbio SFTP. Kpome Toro, MoXXHO Bpy4HY0 cobpaTb AnarHoCTu4eckme
chalnbl, OTKPbITb 3anMcb HENOAOKM 1 OTNPaBUTL AMarHOCTUYECKNe daiinbl B LLEHTP nogaep>kkn Lenovo.

JononHuTenebHble CBEAEHUSA O HACTPOVIKE aBTOMATNHYECKNX YBEAOMIIEHMI O Henonagkax B Lenovo
XClarity Administrator cm. no cceinke https://pubs.lenovo.com/Ixca/admin_setupcallhome.html.

¢ Lenovo XClarity Provisioning Manager

McnonbayinTe hyHKUmMIo coopa gaHHbIx no o6cnyxmsaHuio B Lenovo XClarity Provisioning Manager gns
cbopa CUCTEMHbIX AaHHbIX MO 06CnyXuBaHuio. MoXXHO cobpaTh CyLLEeCTBYOLME AaHHbIE CUCTEMHOIO
>KypHana uim BbINOSIHNTb HOBYIO ANArHOCTMKY A1 c6opa HOBbIX AaHHbIX.

¢ Lenovo XClarity Essentials

Lenovo XClarity Essentials MOXXHO 3anyCTuUTb BO BHYTPUMOSIOCHOM PEXVME U3 ONEPALNOHHON CUCTEMBI.
B pononHeHune K annapaTtHbiM gaHHbIM no o6cnyxnsaHuto Lenovo XClarity Essentials MmoxxeT cobnpatb
cBefeHMs 06 onepaunoHHON CUCTEME, TaKne Kak XypHas cobbITUiA ONepaLyioHHON CUCTEMBI.

YTO6bI NONY4YUTb OaHHbIE MO OOCNYXXMBAHNIO, MOXXHO BbINOMHUTL KOMaHAY getinfor. [lONOAHUTENBHbIE
CBeeHNs O BbIMOJIHEHUM getinfor CM. B pasferne https://pubs.lenovo.com/Ixce-onecli/onecli_r_getinfor_
command.html.

O6paLleHue B cnyXxoy noaaepxku

[nsa nonyyeHns NOMOLLM B peLLEHN TON N NHOWN NPO6EMbI MOXHO 06paTUTBLCA B CNY>KOY NOAAEPXKKM.

Mo>XHO BOCMONb30BaTLCS yCnyramu o6cny>xmBaHms o60pyaoBaHns, NpegocTaBnseMbiMy aBTOPU30BaHHbIM
cepBuC-LieHTPOM Lenovo. YTo6bl HaNTK CEPBUC-LEHTP, YNOJHOMOYEHHbIV KOMMNaHnen Lenovo BbINMOMHATb
rapaHTUinHoOe obCcny>XmBaHne, OTKPOITE BEG-CTpaHuLy no agpecy https://datacentersupport.lenovo.com/us/
en/serviceprovider 1 BOCMNOJIb3yNTeCh MONCKOM C hunbTpaumen ans pasHelix ctpaH. Homepa teneoHoB
CNy>X6bl nogaep>kkm Lenovo no permoHam cMm. Ha cTp. https://datacentersupport.lenovo.com/us/en/
supportphonelist.
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NMpunoxeHune B. 3ame4yaHus

Lenovo moxeT npenocTaBnATb NPOAYKThI, YCIIYrh U KOMMOHEHTbI, ONMCaHHbIe B 3TOM OOKYMEHTE, HE BO
BCeX CTpaHax. CeepneHust o npopykKTax un ycnyrax, goCTyrnHbIX B HacTosALlee BpeMA B BalleM permoHe,
MO>XHO MONy4nTb y MECTHOIO npencraBuTenisa Lenovo.

CchblikM Ha NPoAYyKTbl, IpOrpaMmMbl UK ycyrn Lenovo He 03Ha4aloT U He NPeAonaratT, YTO MOXXHO
NCMNob30BaTh TONBbKO YKa3aHHble MPOAYKTbI, Mporpammbl nam yenyru Lenovo. [JonyckaeTcs Mcnosib3oBatb
Nto6ble hyHKLMOHANBHO 3KBMBaNEHTHbIE NPOAYKTbI, MPOrPaMMbl UV YCAYrX, ECAN NPY 3TOM He
HapyLuatoTcsl npaBa Lenovo Ha UHTeNNeKTyanbHyo co6cTBEHHOCTb. OfHAKO NpY 3TOM OTBETCTBEHHOCTb 3a
OLEHKY 1 NPOBEPKY paboTbl ApYruxX NPOLYKTOB, MPOrpamMm Wn yCnyr BO3naraeTcsi Ha Nosib3oBaresisi.

Lenovo MoXeT pacrnonaraTtb nateHTaMu Uy paccMaTprBaeMbIMi 3asiBKaMU Ha NaTeHTbl, OTHOCALLIMMUCS K
npegMeTy AaHHOW ny6nvkauumn. MNpegocTaBneHie 3TOro JOKYMeHTa He SABNSeTCS Nped/IoXXeHneM 1 He faeT
JIMLIEH3UIO B pamKax Kakux-nm6o naTeHToB WM 3asiBOK Ha naTeHTbl. Bbl MO)eTe nocnars 3anpoc Ha
JIMLIEH3MIO B MMCbMEHHOM BUe No crepytoLlemy agpecy:

Lenovo (United States), Inc.

1009 Think Place

Morrisville, NC 27560

U.S.A.

Attention: Lenovo VP of Intellectual Property

LENOVO MPEOOCTABNAET OAHHYIO NYBNKALIO «<KAK ECTb», BE3 KAKVX-TMBO TAPAHTUN,
ABHbIX U NMOOAPA3YMEBAEMbIX, BKJTFOYAA, HO HE O PAHNHYNBAACH TAKOBbLIMU,
MNOOPA3YMEBAEMBbIE TAPAHTUN OTHOCUTEJIbHO EE KOMMEPHYECKOI'O NCIMNOJIb3OBAHUA NN
MPUrOOHOCTW ONA KAKUX-NIMBO LIENEN. 3akoHoaaTeNnbCTBO HEKOTOPLIX CTPAH He 0MyCKaeT 0TKas oT
SIBHbIX UMW NpeanonaraeMbixX rapaHTuii 4nsa psaa onepauuii; B TaKOM ciydae AaHHOE MOSIOXKEHME MOXKET K
BaM He OTHOCUTBLCS.

B npvBeneHHoI 3aecb NHopMaLn MOryT BCTPETUTLCS TEXHUYECKNE HETOYHOCTU Unn Tunorpadckme
oneyatku. B nyénunkaumio Bpemsi OT BpeMeH1 BHOCATCS U3MEHEHUS, KOTopble ByayT OTPpaXeHb! B
cneayowmx nsgaHusx. Lenovo moxeT B nto6oi MOMeHT 6e3 npenBapuTesibHOro yBeoMeHNss BHOCUTb
N3MeHeHUs B NPOAYKTbI 1 (UNK) MporpaMMbl, ONcaHHble B AaHHON NyGnmKauum.

MpopyKThbl, ONUCaHHbIE B 3TOM AOKYMEHTE, He MpefHasHavyatoTCs 4189 UMnaaHTauum Uam ncrnosib30BaHns B
Kaknx-nmbo yCTPONCTBax »Xn3HeobecrneveHnsi, 0TKa3 KOTOPbIX MOXXET NPUBECTU K TPaBMaM UM CMEpPTH.
MHdopmaums, cogeprkallasncsa B 3TOM AOKYMEHTE, He BANSET Ha crieundukaummn NnpoayKTa v rapaHTuinHble
o6sa3arenscTsa Lenovo 1 He MeHsieT nX. HUYTO B 3TOM [OKYMEHTE He CIy>KUT SSBHOW UM HESIBHOW
JIMLEH3MEeN unm rapaHTuen Bo3meLleHns yepba B CBA3M C NpaBamMm Ha MHTENNEKTyanbHYt0 COBCTBEHHOCTb
Lenovo unu TpeTbnx CTOPOH. Bce gaHHble, cofeprkalumecs B 3TOM AOKYMEHTE, NoJTyyeHbl B Crneumnuyecknx
YCNOBMSX N NPUBOAATCS TOJIBKO B Ka4eCcTBe utocTpaumun. Pe3ynbeTarbl, Nofly4eHHbIe B pyrnx pabo4mx
YCNOBUWSAX, MOFYT CYLLEECTBEHHO OTNINYATLCS.

Lenovo MOXXeT ncnonb3osaTtb 1 pacnpoCcTpaHATb NpUciaHHyo BaMin I/IH(bOpMaLI,I/IPO No6bIM CNOCOBOM,
KakKnM COYTET HY>KHbIM, 6€e3 Kaknx-nmbo 06sa3aTenbcTs nepen samMmn.

Jlio6ble cChiKM B faHHoOW HopMauun Ha Be6-caliThl, He NpuHaanexxatime Lenovo, NnpnBoasaTCcst TONbKO
Ons ynobcTea U HAKOUM 06pa3oM He O3HavaroT NoAaepXku Lenovo aTux Beb-cantos. MaTepuarns! Ha 3TUX
Beb-canTax He BXOOAT B YMCNIO MaTepuanos No gaHHOMY NpoaykTy Lenovo, 1 BClo OTBETCTBEHHOCTb 3a
NCMOJIb30BaHNE 3TUX BEO-CATOB Bbl MPUHMMAaETe Ha cebsl.
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Bce gaHHble No NponsBoANTENBHOCTU, COAEPXKALLIMECS B 3TOWN Ny6IMKaUmMK, NnosyyeHbl B yrpasiseMo
cpepe. MNoatomy peaynbTaTbl, MOMYyHEHHbIE B APYrMX padoynx YCNoBUsiX, MOryT CYLLEECTBEHHO OTIMYaTbCS.
HekoTopble namepeHuns Mornu GbiTb BbINOMHEHbI B pa3pabaTbiBaeMblX CUCTEMAaX, U HET rapaHTun, YTo B
06LLef0CTYMHbIX CUCTEMAxX pe3ynbTaTbl 3TUX n3MepeHuii 6yayT Takumm xxe. Kpome Toro, pesynbTaThl
HEKOTOPbIX N3MePEHUIA MO 6bITb MONY4YeHbl AKCTpanonsaumeli. PeanbHble pe3ynbTaTbl MOMYT OTNMYaTbCS.
Monb3oBaTeny AOMKHbI NPOBEPUTL 3TN AaHHbIE OJ1S1 CBOMX KOHKPETHBIX YCIIOBUIA.

ToBapHble 3HaKu

Lenovo, norotun Lenovo, ThinkSystem, Flex System, System x, NeXtScale System u x Architecture —
ToBapHble 3Haku Lenovo B CLLIA 1 gpyrux ctpaHax.

Intel n Intel Xeon — ToBapHble 3Hakn kopnopauun Intel Corporation B CLLIA n gpyrux ctpaHax.
Internet Explorer, Microsoft u Windows siBnstoTcs ToBapHbIMM 3HaKamm rpynnbl KoMnaHuin Microsoft.
Linux — 3apernctpmpoBaHHbIi ToBapHbIN 3Hak Linus Torvalds.

Mpoumne HasBaHWsA hrpM, NPOAYKTOB UK YCYTr MOTYT 6biTb TOBAPHbLIMY 3HaKaMu U MapkKamm
06CNy>XXNBaHUS APYIMX KOMMaHWUA.

Ba)xkHble npumeyaHus

CKopOoCTb NnpoLeccopa yKasblBaeT BHYTPEHHIO TaKTOBYIO HaCTOTY MUKPOMNPOLLIECCopa; Ha
NPOV3BOANTENILHOCTb MPUMOXEHWIA BANSIOT N Apyrue dhakTopsbl.

CKkopocTb AnckoBoga Af1s1 KoMnakT-auckos unn DVD-gUckoB — 3TO NepemMeHHasi CKOPOCTb YTEHNS.
[encTBuTENbHASA CKOPOCTb MBMEHSIETCS; KaK NPaBuio, OHa MeHbLLIE MaKCMasbHOW CKOPOCTMW.

Mpwn onucaHnmM cUCTEMbI XpaHEHUs!, AEACTBUTENBHOIO U BUPTYaNibHOMO XpaHuauLLa, o6beMa KaHanoB OfuH
KB paBeH 1024 6aiT, oguH Mb paseH 1 048 576 6aiiT, a ognH I'b paeeH 1 073 741 824 6ain.

Mpu onucaHnn eMKOCTU XXECTKOrO AUcka unm o6bemMa KOMMYHUKALNOHHbIX yCTponcTs oanH MB paseH
1 000 000 6aiT, a ognH ' pasen 1 000 000 000 6anT. O6LLMIN 06bEM NAMATW, [OCTYMNHbIN NOL30BATENAM,
3aBucUT OT paboyell cpeabl.

MakcumarnbHasi BHYTPEHHAS EMKOCTb XKECTKOro AMcKa noapasyMeBaeT 3ameHy Nto6oro cTaHaapTHOMo
YKECTKOr0 AMCKa 1 3aM0fIHEHNE BCEX OTCEKOB XXECTKUX OVCKOB CaMbiMi BMECTUTENbHBIMU AUCKaMU,
nogaep>XveBaeMbiMU B AaHHbI MOMEHT KoMnaHueli Lenovo.

[ns nocTmXKeHnss MakcumanbHOro o6bema namsT MoXXeT I'IOTpe6OBaTbCﬂ 3aMeHa CTaHOapTHbIX Mo,u,yne|7|
Ha gononHuTesN1IbHble MOAYNN NaMATWN.

Y KaXX[ol A4enkn TBEPAOTENBHOM NAMATY €CTb MPUCYLLEE €l KOHEYHOE YUCIIO LVKITOB 3anncu, KOTOPOe OHa
MO>XKET BbINOJIHUTL. [03TOMY Yy TBEPAOTENBHbLIX YCTPONCTB ECTh NapamMeTp MakCHManbHOro Konn4ecTsa
LIMKIOB 3anucu, Bblpa)xaeMblil B 06LLEM KONMYeCTBe 3anucaHHbix 6anT total bytes written (TBW).
YCTpoICTBO, KOTOPOE NPEOAONENO ATOT MOPOr, MOXKET HE OTBEYATb HA KOMaHAbl CUCTEMbI UM MOXKET
nepecTarb Nogaep>KmBaTth 3anicb. Lenovo He OTBEYaEeT 3a 3aMeHY YCTPOWCTBA, KOTOPOe NMPEBbICUIIO
MaKCUMaJibHOE rapaHTUPOBaHHOE KONMYECTBO LNKIOB NPOrpaMMmnpoBaHms v CTUPaHus, Kak onMcaHo B
ouLManbHbIX 0ny6nMKOBaHHbIX crieundurkaumax onsa yCTponucTsa.

KomnaHua Lenovo He npenocTaBSIAET HUKAKNX rapaHTvn7|, CBA3aHHbIX C NPOAYKTaMI, KOTOPbIE BbIMNMYyCKakTCA

He Lenovo. lNopaep>xka (ecnv TakoBasi eCTb) NPOAYKTOB, MPON3BEAEHHbIX APYroil KOMMaHMen, [oMKHA
OCYLLECTBNATLCSA COOTBETCTBYIOLLIEN KOMMNaHuel, a He Lenovo.
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HekoTopoe nporpamMmmHoe o6ecnedeHne MOXXET OT/IMYaTbCHA OT PO3HUYHOM BEPCUM (€CNK AOCTYMHO) U
MOXKET He cofep>KaTb PYKOBOACTB MO 3KcnyaTaumm unm scex QyHKUNIA.

3arpsisHeHMe Yactuuyamm

BHumaHue! B3BelLeHHble YacTuLbl (BKTHOHAA METANSIMHECKYIO CTPYXKKY) 1 aKTVBHbIE rasbl OTAENbHO UK B
coYeTaHusIX C ApYrMin hakTopami OKpy>KatoLLei cpefbl, TaKMU Kak BaXKHOCTb UM TemnepaTypa, MoryT
MPeacTaBnAaTb ONacHOCTb AJ1S ONMCAHHOIO B 3TOM JAOKYMEHTE YCTPOWCTEA.

K prckam, KoTopble NpeacTaBnsAoT N36bITOYHbIE YPOBHM YaCTUL, N KOHLEHTPAaLUMsSt ONacHbIX ra3os,
OTHOCSITCS1 MOBPEXAEHUS!, KOTOPbIE MOTYT BbI3BaTb HEMCMPABHOCTb UM BbIXOL YCTPOWNCTBA N3 CTPOS.
N3no>eHHble B 0AaHHOM OOKYyMeHTe CI'IeLl,I/ICpVIKaLLVII/I yCTaHaBnBaKT orpaHn4eHnsa ana 4actul n rasos 1
NO3BONAT NPEefOTBPATUTb TaKe NoBpeXAeHNA. Orpaqueva He OOJKHbI paccMaTpuBaTbCA NN
NCNONb30BaTbCA KaK ornpefensoLLme acnekTbl, Tak Kak pasnuyHble gpyrmue hakTopsbl, Takne Kak
TemMrepaTypa 1 BNaXXHOCTb BO34yXa, MOryT NOBNUSTb HA BO3AENCTBUE YacTuL, UM KOPPO3UIAHBIX 1 ra30BbIX
3arpsisHeHni. MNpun oTCyTCTBUM ONpeaeneHHbIX OrpaHMYeHnin, NPUBEeAEHHbIX B 3TOM LOKYMEHTE,
Heo6XO0AMMO peann3oBaTth NpaBuna, NoaAeP KMBatoLLME onpeaeneHHbIe YPOBHUN YacTuUL, U ra3oB,
obecneyvnsaroLLme 6e30nacHOCTb 340POBbA Yenoseka. Ecnu komnaHusa Lenovo onpeaenvna, 4to
NoBpeXAeHNe yCTPONCTBA BbI3BA/IM YPOBHU YaCTUL, UM ra30B B OKPY>KatoLLEN cpeae, Npy PEMOHTE Un
3aMeHe YCTPONCTBa UK ero KOMMOHEHTOB B TaKOW cpefe KoMMnaHusi MoXKeT noTpeboBaTb YCTpaHEeHMs
TaKnx yCcnoBui 3arpsisHeHusl. Peannsaums Takmx Mep BO3naraeTcsi Ha KNmeHTa.

Tabn. 70. OrpaHn4eHus 4nsl 4YacTuL 1 ra3oB

3arpsi3HeHue OrpaHuyeHus

YacTuupl
H ¢ B cooTtBeTcTBUM co cTaHaapToM ASHRAE 52.2' Bo3gyx B NOMELLEHNN [OMXKEH MNOCTOSIHHO

dunbTpoBaTbCs PUILTPOM C MNbledafaep>xuBatoLLen cnocobHocTso 40 % (MERV 9).

¢ Bosgyx, KOTopbI MOCTyNaeT B LEHTP 06paboTKN AaHHbIX, [OHKEH (PUIbTPOBaTLCS C
ahpekTBHOCTBLIO 99,97 % MNK BbILLE C MOMOLLBIO BbICOKOI(MHDEKTUBHBIX (DUSTLTPOB HYacTuL,
(HEPA), cooTBeTcTBYtOWMX cTaHaapTy MIL-STD-282.

e OTHOCUTENbHasA BNaKHOCTb B CPe/e 3arpA3HAIOLLIMX YacTuL, AOMKHa 6biTb Bbille 60 %2.

e B nomeLleHnn He JOMKHbI HAXOAUTBCS 3M1IEKTPOMNPOBOAHbIE 3arpA3HUTENU, Takne Kak
YacTuULbl LIMHKA.

Magel e Megb: knacc G1 cornacHo ctaHgapTty ANSI/ISA 71.04-19853

e Cepebpo: CKOpOoCTb KOppo3un MeHbLue 300 A B Teuenme 30 gHei

1T ASHRAE 52.2-2008 — meTop, NpoBepKU o6Leil BEHTUNSILMKM BO34yXa — OYUCTKa YCTPOMUCTB C
adhbeKTMBHBIM yaaneHuem no pasmepy Yactuu. Atlanta: American Society of Heating, Refrigerating and Air-
Conditioning Engineers, Inc.

2 OTHoCUTENbHAs BNaXXHOCTb PACTBOPEHNS 3arpsA3HSIOLLIMX HYaCTUL, — 3TO OTHOCUTENbHAs BNaXHOCTb, Npu
KOTOPOI Mblfib MOrNOLaeT 4OCTATOHHOE KOTMHYECTBO BOAbI, HTOObI CTaTb BIaXKHON 1 NOMacTb NOA AelicTBME
VNOHHOW NPOBOANMOCTMN.

3 ANSI/ISA-71.04-1985. YcnoBusi oKpy»katoLein cpefbl 4t U3MEPEHUS NpoLiecca U CUCTEM yrpaBieHus:
3arpssHsiiowme BelecTBa B Bo3ayxe. Instrument Society of America, Research Triangle Park, Oarth Carolina, U.
S.A

3asiBjieHue 0 COOTBETCTBMU HOPMaTUBHbIM AJOKYMEHTaM B o6nacTu
TeNIeKOMMYHUKaLumn

OTOT NPOAYKT MOXET ObITb HE CepTUMULMPOBAH B Ballieil CTpaHe Ans NOAKIIIoYEHUSA NIo6bIM 06pa3oM K
uHTepdencam obLLeoCTYMNHbIX TENEKOMMYHUKAUMOHHbBIX ceTel. [Nepen ycTaHOBNEHNEM Takoro
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coevHeHUs MO 3aKOHY MOXKET TpeboBaTbCA AOMNONHUTENbHAA cepTudmkauus. Ecnn y Bac ecTb BONpoCh!,
obpaTuTecb K MECTHOMY NPeACTaBUTENIO U TOProBLy npofykumen Lenovo.

3ameuaHusi 06 NEKTPOMArHUTHOM U3NTy4EHUN

Mpu nopkno4eHnn K 060pyAOBaHNI0 MOHUTOPA HEOOXOAMMO NCMONL30BaTh CneLnanbHbli Kabenb
MOHWTOpPA W YCTPOWNCTBA NOAABEHNS MOMEX, BXOASALLNE B KOMIMJIEKT MOHUTOPA.

LononHuteneHble 3amevaHns 06 ANIEKTpOMarHnMTHOM N3ny4eHnm MOXXHO HalTK No cnepyrouliemMy agpecy:

https://pubs.lenovo.com/
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3asiBneHue o aupektuse RoHS Bropo ctaHgapToB, MeTPONorum u
KOHTpons TansaHs (Kutamn)

PRAME R ECERSE
Restricted substances and its chemical symbols
B8 7T Unit B ESLYES ZIR_AE
iflead |KMercury| #Cadmium | Hexavalent |Polybrominated| Polybrominated
(Pb) (Hg) (Cd) chromium biphenyls diphenyl ethers
(Ct%) (PBB) (PBDE)
o O @) @) ) @) @)
S ER Z R O O O 0 o} O
M A S - O O 0 @) O
TEREERE - O @) ) ®) O
REHEEH - @) @) @) @) @)
NFER - @) @) @) e) @)
IR - @) @) @) o) @)
gy - @) @) ) o) @)
SR - @) @) ) @) @)
BEREs - @) @) ) @) @)
BE - @) @) ) @) @)
EEASH - @) @) ) @) @)
BiR - O O 0 @) O
RERE - @) @) ) @) @)
EMEASH - @) @) ) @) @)
BmechiW BB+ - @) @) @) @) ®)
F|EmechWERF - @) @) @) o) @)
Eates - @) @) @) o) @)

BHEL "BHOIwt%” K TE#HH0.01wt%” RIERANEZANLESEBHBESLSEREE -

Note1 : “exceeding 0.1wt%” and “exceeding 0.01 wt%” indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence condition.

BE2.0" GIEZERANEZESEZERBEAN LS EE%EE -

Note2 : “O ”indicates that the percentage content of the restricted substance does not exceed the
percentage of reference value of presence.

BE3. " - BRIERERAVESRAHRIESR -

Note3 : The “-“indicates that the restricted substance corresponds to the exemption.

KoHTakTHasa nHcopmauusa otaena umnopTa u 3KcnopTa Ha TanBaHe

(Kutan)

Hwxe nprBegeHa KOHTaKTHas MHopmMaLms oTaena nvnopTa 1 akcnopTa Ha TansaHe (Knutan).

Mpunoxerune B. 3amevanus
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ZHRG/EOBRE. EBRBIRIXERRNBRAT
EORFHI: 8iEhEEE =51 66 Ik 8 18
# B EE: 0800-000-702
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NHpekc
A

abCcosIIOTHOE yrpaesieHne Mbiwbio 81
agpecauus cepsepa
DNS 144
Appecauus IPv4
DNS 144
Appecauus IPv6
DNS 144
aKTUBHbIE CUCTEMHbIE COObITUS
ob63op 61
andaBuTHbIN CNNCOK KomaHg, 119
aTpubyT rpynnoBoro noncka
LDAP 154
ATpnbyT noncka UID
Cepsep LDAP 154
aTpubyT paspeLLeHnin Ha BXog,
LDAP 154
ayTeHTuduKaums nonbiTok Bxoga 17

B

Bbasbl MIB: BBegeHne 8

6e30MacHOCTb
LocTtyn k gucky 176
n3MeHeHne pexrnmMa 6e3onacHoctn 45
0630p NaHenm MoHUTopuHra 6esonacHoctn 40
0630p pexnma 6e3onacHocTn 40
0630p yHKUMM 3aLWTbI CUCTEMbl 54
o63op ssl 45
obpaboTka cepTudukaros ssl 45
CepBep HTTPS 171172
CepBep SSH 47,170
YnpaeneHue ceptudmkatamm SSL - 46
CIM yepe3 HTTPS  171-172
LDAP 171-172

6€30MacHOCTb Ha OCHOBE POJIEN, NOBbILLEHHASA
LDAP 183

BaXKHble 3amevaHus 242
Be6-UHTEpdeNnc
BXo[ B BeG-uHTEepdelnic 12
Be6-VHTepdelic, OTKPbITUE 1 Ucnonb3oBaHne 9
BeO-CTpaHuLa Noaaep KKK, NnepcoHaneHaa 237
Bknapka «JocTyn K Aucky»
napameTp 6e3onacHoctn  48-50
Bknapka «YnpaeneHve cepBepom»
napamMeTp yrnpaBfieHUst ANEKTPONUTaHneM 73
BOCCTaHOBUTb KOHUrypaumio
IMM 161
BOCCTaHOBNEHNE KOHUrypaumm
IMM 161
Bpemsi
set 192
Bxog B XClarity Controller 12
BbIXOf, 3 CeaHca yaaneHHom koHconm 93

r

rno6anbHbIN BXOL,
napameTpbl 23
rpynna cocenHvx y3nos
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rpynna cocegHux ysnos 111
HacTporika 112
nogrotoBka 112
dyHKuma 111
rpynna ycTponcTB
CTpaHuua goctyna kK anucky 49
pynna yctpoiicts SKLM
KOHurypauma 49
rpynnosou punsTp
LDAP 154

n

[aHHble No obcnyxmeaHuto 238
HaHHble akpaHa c6os OC
dukcauma 70
narta
set 192
nata u Bpewms, XClarity Controller
setting 95
aucneTyep y3nos
PYHKUMM 1 KOMaHapl 76
DOucnetyep XClarity Provisioning Manager
Setup Utility 10
[OMeH noucka
Cepsep LDAP 154
HocTyn K gnucky
6esonacHocTb 176
ynpaeneHve ceptudurkatom 176
OocTyn ¢ nomoLbto IPMI Yyepes knaBmaTypHyro KOHCOJb
HacTpolika 47

X

XypHan ayguta 67

XKypHan AaHHbIX N0 06CNy>XXMBaHWIO
3arpy3ka 93
coéop 93

JKypHan cobbitnin - 66

3

3arpsidHeHne razamm 243
3arpsasHeHne Yactugamm - 243
3arpsisHeHue, YacTnubl uras 243
3amevaHns 241

3amMevaHus 1 NosioxxeHnss 8

SEHI/ICb/BOCHpOI/ISBe,U,eHI/Ie BUAEON300PaXKEHNA HA SKpaHe

ynpasneHue cepsepom 82
3anpoc Ha nognunck cepTudukaTa
BMC 50
3axBar cuHero akpaHa 80
3axBaT 9KpaHa onepawlnoHHon cnuctembl 80
3almTa CUCTEMBI
Bawyta cuctembl 54
3almTta cuctemsl
napameTtpbl 54
3asBneHune o gupektnee RoHS Blopo cTaHaapTos,
MeTposiorun 1 KoHTpons TareaHs (Kutan) 245
3asBMEHNE O COOTBETCTBN HOPMATUBHBLIM JOKYMEHTaM B
ob6nacTv TeNleKoMMyHuKauuin 243
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n

nMsi joMeHa, 3agaHHoe cepsepom DHCP
DDNS 144
MMS JOMEHA, NONb30BaTeNbCKOE
DDNS 144
nMms xocTa
Cepsep LDAP 154
Cepeep SMTP 164
set 150
NHCTPYMEHTbI
IPMitool 211
MHTepdEeNnc KoOMaHOHOW CTPOKMN
BO3MOX>XHOCTU U OorpaHnyeHns 118
Bxog 117
onucaxHne 117
nonsyyeHune goctyna 117
CUHTaKkcuc komaHg 118
WnTepdeiic IPMI
onucaxHne 211
ncnonb3oBaHne
hyHKUMM yaaneHHo KoHconn 78
YyHKUWSA yaaneHHom koHconm 78
Mcnofib3oBaHNe MOCTOB ipmi
¢ nomotubto XClarity Controller 76
yrnpasneHne anekTponutaHnem 76
ncrnonb3oBaHve cuctemsl 64
npocmoTp 64
ncTopust o6cnyxxvneaHus 67
WNCTOYHUK JOMEHHbIX UMEH
DDNS 144

K

Knaccugurkaumm ceptucdmkaTos
MognncanHbin LIC 50
camo3sasepsiowmin - 50

KINEHT
ynpasneHue ceptucpmkatom 50

KIIOY aKTmBaumm
yganuts 110, 153
ynpasnexdvne 153
yctaHoeka 109, 153
akcnopt 110

KNtoun wndposaHns
LeHTpann3oBaHHoe ynpasfieHne 48

Kntoun SSH
noneb3osatens 183

KomaHga accseccfg 136

Komanpa adapter 207

KomaHga alertcfg 138

KomaHpga alertentries 188

KomaHpaasu 139

Komanpga backup 142

Komanpa batch 191

KomaHpa chconfig 194

KomaHnga chlog 197

KomaHga chmanual 196

KomaHpa clearcfg 191

KomaHpga clearlog 122

KomaHpga clock 192

KomaHpa console 136

KomaHga dbgshimm 210

Komanpga dhcpinfo 143

KomaHpgadns 144

KomaHga encaps 146

KomaHpga ethtousb 146

KomaHpa exit 121

KomaHpga fans 123

KomaHpa ffdc 123

KomaHpga firewall 147

KomaHpga fuelg 134

KomaHpga gprofile 149
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Komanpa hashpw 149
Komanga help 122
KomaHpa history 122
Komanpga hreport 125
KomaHpa identify 192
KomaHga ifconfig 150
Komanpgainfo 193
KomaHnga keycfg 153
KomaHnpgaldap 154
KomaHpaled 126
Komanga mhlog 125
Komanga mvstor 209
Komangantp 156
KomaHpga portcfg 157
Komanpga portcontrol 158
KomaHga ports 159
Komanga power 131
Komanpa pxeboot 135
KomaHga rdmount 160
KomaHnpgareadlog 128
KomaHpareset 134
Komanpa restore 161
KomaHpa restoredefaults 162
KomaHpgaroles 162
KomaHga seccfg 164
KomaHga serial redirect 136
KomaHpa set 164
Komanga smtp 164
Komanpga snmp 165
Komanpga snmpalerts 167
KomaHpa spreset 193
KomaHnpa srcfg 169
KomaHga sshefg 170
KomaHpga ssl 171
KomaHpa sslcfg 172
KomaHnpa storage 197
YCTPONCTBA XpaHEHUS faHHbIX
KomaHpa storekeycfg 176
Komanpa syncrep 177
KomaHpga syshealth 129
KomaHnpga temps 130
KomaHpa thermal 178
KomaHpga timeouts 179
Komanpga TLS 180
Komanpa trespass 181
Komanpa uefipw 182
KomaHpga usbeth 182
KomaHga usbfp 183
KomaHpga users 183
KomaHga volts 130
Komangavpd 131
KOMaHfbl

apantep 207
BeHTUNsATOpPLI 123
noeHtTndurkaumm 192
KoHconb 136
nutalua 131
noptol 159
pe3epBHas konna 142
cnpaska 122
XpaHunuwe 197
accseccfg 136
alertcfg 138
alertentries 188
asu 139

batch 191
chconfig 194
chlog 197
chmanual 196
clearcfg 191
clearlog 122

clock 192
dbgshimm 210
dhcpinfo 143

dns 144
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encaps 146

ethtousb 146

exit 121

ffdc 123

firewall 147

fuelg 134

gprofile 149

hashpw 149

history 122

hreport 125

ifconfig 150

info 193

keycfg 153

Idap 154

led 126

mhlog 125

mvstor 209

ntp 156

portcfg 157

portcontrol 158
pxeboot 135

rdmount 160

readlog 128

reset 134

restore 161
restoredefaults 162
roles 162

seccfg 164

set 164

smtp 164

snmp 165

snmpalerts 167
spreset 193

srcfg 169

sshcfg 170

ssl 171

sslefg 172

storekeycfg 176
syncrep 177

syshealth 129

temps 130

thermal 178

timeouts 179

TLS 180

trespass 181

uefipw 182

usbeth 182

usbfp 183

users 183

volts 130

vpd 131

Komanpgpl 6e3 areHtoB 197
KOMaHgbl KoHpurypauum 136
KOMaHfbl MOHUTOpa 122
Komangpl nogaepxkn 210
KOoMaHAbl cny>xebHon nporpamMmbl 121
KomaHnge! ynpasnexus IMM 188
KomaHrgbl ipmi

notpebneHve nutaHua 76
KOMaHgbl service advisor 194
KOMaHgbl, andasuTHbIi cnmcok 119
KoMaHgpbl, TUMbI

Bes areHtoB 197
KOHurypauma 136
MoHuTop 122

nuTaHne n nepesanyck cepsepa 131
Moppepxka 210
cnyxebHas nporpamma 121
Ynpasnernve IMM 188
serial redirect 136
service advisor 194
KoHnTakT SNMPv1

set 165

KoHTakT SNMPVv3

set 165
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KoHTakTHas nHdopmaums oTaena nvnopTa 1 akcnopTa Ha
TainBaHe (Kutain) 245
KOHTpOJINEp ynpasfieHns MaTepuHckon nnaton (BMC) 1
KOHUrypaumsi o yMosnyaHuio
IMM 162
KOH(urypaums cepsepa
cBolicTBa cepBepa 93
KoHdurypauus cepsepa
Hactpoiika RAID 99
CsepgeHus o maccuse RAID 99
cBefeHns o6 agantepe 71
koHdurypaums XClarity Controller
HacTpanBaemble NapameTpbl
XClarity Controller 17
KoHdurypauus XClarity Controller
HacTpovika dpyHkumn Call Home 55

n

JNosywkn SNMPv1
HacTpolika 165

MakcuMasbHasa eguH1La nepegayn

set 150
MeTog ayTeHTudukaummn nonb3osarenein 17
set 136

MEeTO[ NPUBSA3KN
CepBep LDAP 154
MUKpOnporpamma
npocmoTp cepsepa 131
MUKpOnporpamMma cepsepa
obHosneHne 103-104
Mukponporpamma cepsepa ThinkSystem
onucaHve 1
MUKpOMnporpamma, cepsep
obHoBneHne 103-104
MWUHUMYM, YPOBHU
TLS 180
MOLY/b paclUMpeHHOro ynpasneHns 1
MOHWUTOPWHI NUTaHNA
C nomoLupbto kKomaHg IPMI - 76
MOHUTOPWHI COCTOSIHNSA cepBepa 61

H

Ha3Ha4yeHUsi MopToB
HacTpolika 36
napameTtpbl 36
HacTpolika
I'pynna yctponcts SKLM 49
LocTtyn ¢ nomoLbio IPMI yepes knaBnatypHyto KOHConb 47
3awyta cuctembl 54
JloBywikn SNMPv1 165
Has3HayeHus noptoB 36
orpaHuYeHre Konm4yecTBa OfHOBPEMEHHbIX BXOA0B B
cUCTEMY OJ151 KaXKO0W YYETHOIN 3anuncu noib3osarens 53
napameTpbl 6e3onacHocTn 39
napameTpbl rnobansHoro Bxoga 23
MapameTpbl HTepdeica Ethernet uepes USB 34
MapameTpbl onoseleHniit SNMPv3 35
MapameTtpbl DDNS 34
MapameTtpbl DNS 33
MapameTtpebl Ethernet 31, 212
MNapameTpbl LDAP 25
nepeHanpasneHve nocnegosarensHoro noptas SSH 117
MepeHoc xypHana SEL IPMI 48
noptol 159
nocnegosaTenbHbIn nopt 157
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npefoTBpaLLeHne nepexona K npenblayLLmMM BepCcusim
CUCTEMHbIX MUKponporpamm 48

Cepsep LDAP 154

CepBep SSH 47

CepBepbl penosuTopures kntoyen SKLM - 49

CeTeBOW NopT CcnyX6bl 158

ceTeBble NpoToKoNbl 31

CNUCOK BNTOKNPOBKN U BPEMEHHOE OrpaHunyeHne 37

YPOBHU 6€30MacHOCTY YYETHbIX 3anuncen
nonb3osartenen 136

Y4eTHble 3anucu nosb3osatenein SNMPv3 183

DDNS 144

DNS 144

Ethernet 150

Ethernet yuepe3s USB 146

IPMI 36

IPv4 150

IPv6 150

LDAP 154

security password manager 53

SMTP 164

SNMPv1 165

USB 146
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