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ThinkSystem SR630
System Events * 16 A1

Serial Number DSYMOSX
Machine Type 7X01
BMC IP 10.104. 185. 86

UEFI Version 1.40 IVERZBA (
BMC Version 1. 90 CDI323H (05/

’FltSusten Setup‘

ThinkSystem

UEFI:RUN SETUP

TPH_TCM_POLICY is not locked
Undefined TPH_TCH_POLICY found

16 GB memory detected
Independent mode, usable capacity 16 GB

2 processor (s) detected. 32 cores enabled
Intel (R) Xeon(R) Gold 6142 CPU @ 2.606Hz

[F12:0ne Time Boot Device

i

B 2. IR <F1> System Setup /)5, #% F1, WIRF B SCE TIPS 600 B B %500, D620
i O\ B B % 4 BB 1 W] X Clarity Provisioning Manager,

# % 3. M XClarity Provisioning Manager 3 ¥.H1i%$; UEFI Setup.
$U 4. LT —NhE# L, & BMC Settings; )5, H i Network Settings,
#$%% 5. DHCP Control FZEHH =1 XClarity Controller [ 4% 1% 5 :

e Static IP

e DHCP Enabled

e DHCP with Fallback
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Clarity
4
L i : : & @ [}
Provuswnmg Manager ThinkSystem SR650 -[7X05RCZ000] 0
{ Exit UEFI Setup -

Attention: Must click the "Save Network Settings” at the bottom of this page to save any change on
this page and its subpage.

System Information

Network Interface Port Dedicated v
System Settings
Fail-Over Rule None v e
Date and Time
Burned-in MAC Address 7C-D3-0A-CE-30-3D
Start Options Hostname [XCC-7X05-6543210789 ] ©
Discard
Boot Manager DHCP Control DHCP with Fallback v
BMC Settings g
Default
System Event Logs
User Security
1Pvé AEnabIe v
Local Link Address FEB0:0000:0000:0000:7ED3:0AFF:FECE:303D/64
VLAN Support Disable v

> Advanced Setting for BMC Ethernet

Save Network Settings

B 6. EBH AP —AMLEZIER,

HIR 7. WRGEEE A P sk, WL M E 1P Hisk, FIAEEMBRIAN K,

S8 8. EWW LA Lenovo XClarlty Controller Manager RiEFEL M4 ERE (R RF4HE
HAELHM L) 8IE3 XClarity Controller W 45 iE#;
W

o LHFRGE B S ARG RS 4 LT REAT . W REMBEFRA T AR %,
shared % B K J& Mt — 7] /] i) XClarity Controller & . 7 Network Configuration
Jp# %% L1 Network Interface Port B, %# Dedicated (WIRIEM) K Shared.

o &K XClarity Controller 7EZENR 5525 LI M DUOKIE: HALE, HSRRSSEHE
58 B B SO

ﬂ}% 9. $‘T——E Save,
#$8% 10. iB i XClarity Provisioning Manager,

#:
o BHERRA 1 BB DB S AR, ) M55 4% 1 A R R IE W 21T,

o WA PLEIE X Clarity Controller Web HHi S fir 217 A 1H (CLI) >RAELE XClarity Controller
W &% i%E$: . £ XClarity Controller Web F 1 H, Wi B i ST HEARZM ) BMC BEE, 4
Jo 5 P45 SR L B W 45 15 4%, 7E XClarity Controller CLI W1, i fii il — 2y 4 SR L& W 4%
#, BB TRRMELE,

8% 2 %, T MM XClarity Controller Web #1611



& F & XClarity Controller
Fe A 1@ 145 Bl I X Clarity Controller Web # i i/i 7] X Clarity Controller.

M ¥: XClarity Controller #4715 & M1 F* % 9 USERID, #4524 PASSWORD (BETFEE, MAL
FRO) o BB P B E B BT . 35 A5 0 LA TG B 5 IR b P 4 o DL K B
sk, WG, AREYS PASSWORD FF R % B N B %,

7ii: £ Flex System H', XClarity Controller M F* 1K/ W] lH Flex System Chassis Management
Module (CMM) & #, 3 H W BEM AR T L ik USERID/PASSWORD 45,

2@ XClarity Controller Web # 1 Jj [7] X Clarity Controller, i 58 T 525 ¥R:

S 1.

S 2.

SR 3.

S 4.

1197 Web W Vid%, fEdilibsk URL B, #i ANZ&EHE I XClarity Controller HJ IP
s EANL

MIEF PHPIE PR HIES .
TEERTERE L,
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Clarity Controller2 < I ThinkSystem SR630 V3 MB,EGS,DDR5,NY, _system Name ¥ sevicelog Atestt ©709PM =

A Home )
Health Summary ~ Aclive System Evenis (2) System Information and Settings o

B Evens ThinkSystem SR630 V3 MB.EGS,DDR5N... Power On (Booting OS or in undetected OS)
iZ Inventory CPU Memon Local Storage 1234567890

22 installed 9132 installed 2/10installed
M utiiization o Shared mode: owned by HOST

]—v_‘?J E @ Lenovo XClarity Controlier 2 Platinum Upgrad 2
[Z Remote Console Pl Power Supply Fan 10240218.252
5 installed 212 installed 16 /16 installed

XCC-TD72-1234567890

*
2 Fimware Update 5.29 (Build ID: DVI399T)

ame
C Version
o 2
UEFI Version 3.10 (Build ID: ESE1214)
arg Otners

B storage

LR R SRS AR 2 S

System B . Security LXPM Version 4.00 (Build ID: EAL105L)
- 5 Crypto:Standard Location ¢ Room 1, Rack b, Lowest unit 1
&5 Server Configuration
BMC Configuration
Quick Actions o Power Utilization System Utilization CcC e
332 Neighbor Group - - .
295W 254W / 1320W
) Pover Action ID Location LED: o ¥ senvice Log
nput Output
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CPU Memory Others
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CPU  Memory "o System
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£ Settings

O Recorded Videos

@ Latest Failure Screen CPU1 cPU2

FETEEAR B RNRA TSy . B4 R AN B SHURAR, &40 ST DL T B i 8.
o ME¥FMRSFAHRE

W

e PBLE XClarity Controller 3 BMC

o ST M

5B AR A R S U T AR U 4R B Y B TEAG S B . BB M S (R S B A IR 55 A RS S AT
He s R BE R A

Web 5 L # XClarity Controller Th&E iR
TR A G2 S E AR Y X Clarity Controller HfiE,

H: £ Web R R S, &7 DLF g A5 B s A FBRALA B

# 1. XClarity Controller 3¢
PR Z5 R A AP LEE XClarity Controller Web FTHI ST I 4 i 38

EBR E P ik
BATROUR R AG 3 R R | B R 58 rp BEREAR LR 0 2 R A
AoEESRE R IR G5 BRI,

W HE B 1 POt s ol M 55 4% e YR AN AL B LED MO PRE GRS, DK
e T B 55 BodE i 4L

HLJER 3R R SR R AR | SR 06 4 AT IR R, R G 3RS IR 55 45 462 #Y
i3 T SRR

. TEHAE R AR PRI RS 28, T A T ENER
EREH B HHR MR 55 2845 . X Clarity Controller 12 5 I i A
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# 1. XClarity Controller 28¢ ()

&k

%

i ik

BB Bon— AR sh AL b . AT
H A4 5 DT PRy A

o Wt

o RE

o SRl AL

o BIE - KRR

£ i

FEH S

PR A AR A B R G T SR AE R,

H% H &

REEH P ##/E (W% 53] Lenovo XClarity Controller,
QUEEHTH PR SOR P%E) PRIl s, B H
HBTE IT R Al oA EmE:,

2L IE AL

27 A T A S A R A B 5 4 I o D

Bz o

B SR R E MO . B YT R T
77, FHFEEGER T RrA FERKOT R BCE . SR A
SRR, DA IR

i

BRFRE PRI A R IEREMEAGE R Bk
AR AR B

W: AXRMRTREFEREMELFHNEL, BSH
SMM2 Web 5T,

i I

VLT Bt i B 20 7 A 55 2 B L 4 1 A 34 S5 AL
R, HEMAHR, BEEN. RATRANHRM
P T BEAR BB o

17 1k

HAIE B

BRI A B A AR T

RAID &% &

AHE KB UL HT RAID BB, 45 5 oL 8 Aoy B A
it ¥ 25 B A5 B
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PAE ViR H A M shEE. w6 R BRI R sh A3 4R
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2 SFTP #) BMC #47iW) B ISO 2 IMG X, ©
LRGSR B R 5 IS5 48 E M USB #E &L IX3h 2% .

V] 1 B

o RIRFEMRI,
e B ¥i XClarity Controller [ {4 F1 1k 55 %% & £,
o 6B X Clarity Controller [ ff,
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# 1. XClarity Controller 28¢ (£)

wmik bk £ i
W AXMBRTRABFERSWEZHUNGEE, ESH
SMM2 Web #1i,
o ¥R SMBEY, RSRIAMELE.
5522 R o FHRSTER T 38 I LA U IR 55 48 ke IR MR
o GIEIEEBRANEE. BWDEREHRRAHEEUER
JH ;1% 5% %] XClarity Controller ¥} [E],
o BN R,
S o T T RSB SR
T BeWH AU D3 HLAI K | o EHHLAR PSU il PSoC BEH iy il 44
AT RLEAT . o SLRHURT R
o SIRAHLA 4P D7 sk,
e ¥ XClarity Controller ML E B & ) BINME, &4
whSRE 24 L 5 A S L LT
VPl ik B % XClarity Controller Z & i 5 % 41
W &% il # XClarity Controller IRk, RS E,
B Ak it B XClarity Controller &M@ M, REMZHE,
BMC Fii & U ;ﬂ;g XClarity Controller B ST M B S 4 R B SR
Fi 1 LDAP o #HFE YT ¥ 7F] XClarity Controller ] F1 K f,
o LDAP EW RELCEN T —1 821 LDAP k554 H
FUNIE, IRl E B e 825 ] LDAP &2
BHEHEA,
Call Home fi¥ Call Home TR ERRRZZNELS, KR

%4 Lenovo MIIRBURSS .

% 2 . TP A XClarity Controller Web 51 15
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% 3E EE XClarity Controller
WS RARFEPRE B T M XClarity Controller Bt E 7 H 115,

it ® XClarity Controller I, B[ H] DL % 41 Wi :
o HIEHWE

o VFWIE

e

o ZAE

e JIF/LDAP

B & A 7 ik 7 /LDAP
5 A R G £ LT AR T LT

i BMC BLE T 1 LDAP DLEIEE ., Btin&E H ik IRl E LDAP KHE.,

ASH ] P iE T R 78 X Clarity Controller HL E Y ] 7+ K F DA B 24 i % %% X Clarity Controller
ORISRl RN

LDAP &5 H T Vi MR #7£7E LDAP R 55 4% LR H P ik P 9 LDAP BLE.

A FIAER &

WS RAR B E B T XClarity Controller X % 57 22 1 #E 17 I UE W] 4 FH 4
B oly 0 P8 S AR B Aot F P B B SR AT A E . T RAIE SR DA R — AP IR T ¥ :

o fUAHL: i RTE XClarity Controller 1AL E I AHE ] K P i IANTEF P70 40 SR BEA DL Y
H P ID T RS, 4R 4 35 7] .

e {{ LDAP: XClarity Controller 21X ffi /] LDAP iR 5525 LR MSEIEINIER /1o BLIAGE T 3 A
# & XClarity Controller " /A< H] F K,

o AN PILK, K LDAP: WA MTARMINGE, WRAMINIERM, W27 LDAP
U\iiEO

e LDAP {5, ARl P Hik: Be22iRidEfT LDAP iNiE. W LDAP IAIEZL, szt fT 4
HIAGIE

H:

o A HUAE BRAY K W] 7 IPMI A1 SNMP # 0 3EH, X880 R X F LDAP AL,

o BARVBFFEIXE NN LDAP K, IPMI fil SNMP F f w] fi F 2 345 B A ik 7 380 47 8 5%,

EHAR
HAR I 15 B A

© Copyright Lenovo 2017, 2024 17



NEABS
Rl aIEG R, K5 RGO aE B E SR,

HEUTFB: MOAAKRMBRER. ARUREHENER, HSHUTEHD,
Frel g iy B qe “H /> #a MM A TR R,

H: AAVEmERMER R/ ft “LDAP” W MG AFR, AT DEEOR R B R SRR .

PR 4% 5
H A XA S AR R R AL 6

M E - M4 M BMC K4
HAaDAE “BMC &4 fil “W” mm LEREs1.

DAL Jak g

R PR, B Scsm B P, PROE S R B ik .
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AL A I i i 2 s 17

JH P AT DA i 7] 322 72 28 1 65 A0 Rl 40000 o 2 e
2% P IR 55 a5 VRO BR A/ SR O 3

JA P AT AR SR8 AR 55 A SAAT 4T T B 0 0 BT e 3 A
BlE - JEAR

AP 0T DAL i 55 4 I A0 2 0 BT b A8 S B S R

i bR 3 fF H B R RE
R P DR bR fE B S, BB AERFHH G HR, 7EIBRE R A 65 b H &,

BE - W (BPFSEHT, B Fsh BMC, BERE)
JH P 7ETE B X Clarity Controller W &AM H|, #Ah, H X XClarity Controller A
FETI AR, FEY RGBT Rghae: EAFER. PXE M451S, KH XClarity
Controller ) BRIAME, I HLE XAB R IKE X Clarity Controller %8 DA I ¥ i 5 3l /5
# XClarity Controller,

WL ® - UEFI %41k
F P af PL& L UEFI Z 4% HE .
MENAE
PAFONTRE XA fa, Joi gt AT g s sl B -
B B
BB MOARZAEMRRS], BT A AR
Hix
RiEAAr UERMSHEGE, EARPITENRGRSHEE, ke, Bk, FHhk, &
Ja . B E A

# A B
HAT A B 60 - S0 DT RUR
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e MHE - M4H BMC &4

o JEFRNR S5 AR IR E B S B

o MLHE - KA

o WHERFMHEMRED

o MLE - Wik (BMFEH. EHE3 BMC. KJFREE)

BIEF AR
HAR o £ B R — A AR

k=D
Aoy Bl DRI P K

HEUTFB: Hpf, 0, SAEs, SN TRRRPREME, AXRMENESENRFES,
BT

y=y=:)
AT DRI P s AR A . RETRBDL T IR XA
HoLn
BB G A A AR TR, W ASAAT B A AR
Rk

A AT UERMRS &GS, HEARMTRWRSORSHERME, flmke, gk, &k, &
JE L B

Ak B
HAT B A B A P S04 DL BURR -

o RLE - PI4tHI BMC L2

o JEFRNR ST A IR E TS )

o MLE - B

o WEREMHBEMEN

o WLE - Wgk (WFEH . HHE3) BMC, EFACE)

SNMPv3 & B

P SNMPv3 Ui IR, i53% T SNMPv3 88550 B SERE, T 30 LR ™ U % 05
AT UL
Vi ) R
L R RWUARAE ., X Clarity Controller /3 SNMPv3 B E #/E, SNMP3 HBEPAT 2 i) #
,f/lgo

Bi Bk 3tb ik
_ER PR BEE bR, XA AR IP Hihb sk 414, @i FEE, SNMP QL2 )45 B 8
WA REM (P, 40P 38E E B R E )

NI B
{32 # HMAC SHA 1E R INEPRIX, SNMPv3 24 BRI B 3% 58 2: 3 470,

% 3 #. il E XClarity Controller 19



[5¥:973
w] DL B kAR SNMP % 7 s FARBE 2 [R] M B A% . 2 FFA 88 CBC-DES Al AES,

E: HfE SNMPv3 P A8 EE P B NER, 3% 2177 W XClarity Controller, T i
LRGN L ST A

o WRVEHBEEN ‘111111117 (B84 1 0)\M8F) , IF HAEM N ZE R N R 1 oM
i T A4, P SRR DL 1A] X Clarity Controller, H801, WURHINMZEN “11111111117
(BETA 1T , BT UiRRR, Kt EE 255 By RGN,

o WMALKEIREN “bertbert” , I HENZHEHNEINEH AT “bertbertbert” , I
Vi) XClarity Controller, X Pi1™%5 5% #5400 HA M 6] B % 91

AXEZHAMEER, S0 RFC 3414 Internet fifi LAY (https:/tools.ietf.org/html/rfc3414) Y
%72 W,

SSH #4R

X Clarity Controller X +F SSH A4HINIE (RSA #HEA) . EmAH A /¥ #n SSH %4,
W SSH ® Y1 i M EERAE, A T 5 P43 5 At % £

X FF 9% 91 3
MR 55 25 1 B2 5 A\ 3| XClarity Controller #) SSH % £ 3.

A AR 5 B v i\ 4 D
TESCA T Be b R W el N SSH. 91 8
E:

o #B4r Lenovo L HFEMRSS 4 #AE R G Lz 47 N W] G2 B —A i i P K P A 18] X Clarity

Controller, ZIMI KA AT W, HAGH 12 DA P K/ BALE . 20K 6 BEHLH P &

(Blan, “201luN4SB” ) MEMHEITEIE, ZK/UH FAENER Ethernet over USB # 1 L

] X Clarity Controller, 3 HAXPR il Redfish 1 SFTP £ 11, B8 5 2% i i i DA &% T2
Hod i ax S 58 HE AT B AT ] 3R A 2K 0 AR S H 5

e X}F SNMPv3 5% ID, XClarity Controller i l] T-N#EHlFFF LR EL ID, XA T AR 7
2 B 7 MR IN X Clarity Controller L& #HHeili . &S BT 2 H:

FAHLH “XCC 7X06 S4AHJ300” H o #y ASCII #53X: 88 67 67 45 55 88 48 54 45 83 52
65 72 74 51 48 48

SRIG A ASCIT M AR BT 258 GERBE P ZSH) : 58 43 43 2d 37 58 30 36 2d
53 34 41 48 4a 33 30 30

i BR A i
HAR A £ L — A A P P
S R AT 0 S R AT L R AR . SR R, AT DL B

TRy B P Bk e (BRI i eEsk) , BRARFERGHM T RME—— N a Rk E
BUBURR AW o B P WK B AN 2= A 3 &k IEFEEAT 21

£ A 85 2 A8 1T IAIE
e A 0 £ L T A0 G 550 6 AT DA
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https://tools.ietf.org/html/rfc3414

bR 7 X Ff % 55 F1 LDAP/AD H /K, XClarity Controller i 32 ## £ FH 28 = J5 85 % w5 i 47
INIE, FERZ S 06 5 8051 (SHA256) #3\, Jf% XClarity Controller Web, OneCLI fiI CLI
B FE, ARIEER, XCC SNMP, IPMI fil CIM HHE MIAER A L RSB = s EE, RfF
OneCLI T HH XCC CLI H W B & 8 % ik /r, sRBTRUI B 5, s i 7 #
BN EE, OneCLI LAF XClarity Controller CLI Tt 7l j#ijd X Clarity Controller £
R G E A,

Wil XClarity Controller Web 15 ¥ (51 % #%

B BMC BB THE 2, A5 TIE3E Security Password Manager #4353 M s 25 1 56
ShEERE. WRE A, KRR =0T MO E AT B AR, T DU B A M X Clarity
Controller £ % 5 = J7 B % 4,

T: RINHBOT, ARSI R R S =07 % 6k,

SO P i AL B =05, 5 BMC BB TR FLDAP TG R, B E
P HEIB S T I,

Vi o8

o WMREHEE=HEN, WHA ARG EY, 0 A A %E S BN B KR

o MRFB=JFEMCEH, A/oBFEHEEERESEHEE,

it OneCLI Yyt it ¥ i 5 %

Ja Mg

$ sudo OneCli config set IMM.ThirdPartyPassword Enabled

BIEHAN %R (UG Salt) o PAF@WAEAU M password123 #14% 5% X Clarity Controller,
$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk ‘{print $NF}""

$ echo $pwhash 5e884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8

$ sudo OneCli config set IMM.Loginid.2 admin

$ sudo OneCli config set IMM.SHA256Password.2 $pwhash

$ sudo OneCli config set IMM.SHA256PasswordSalt.2 "*"

BRI BS % (F Salt) WP, LT a2 BRI password123 #i4% 5% X Clarity

Controller, Salt=abc,

$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}'"

$ echo $pwhash 292bcbc41bb078cf5bd258dbh60b63adb337c8c954409442cfad7148hcod28fee
$ sudo OneCli config set IMM.Loginid.3 Admin

$ sudo OneCli config set IMM.SHA256Password.3 $pwhash

$ sudo OneCli config set IMM.SHA256PasswordSalt.3 'abc’

B R BN EHA salt,

$ sudo OneCli config set IMM.ThirdPartyPasswordReadable Enabled

$ sudo OneCli config show IMM.SHA256Password.3

$ sudo OneCli config show IMM.SHA256PasswordSalt.3

T R B2 B S A salt,
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$ sudo OneCli config set IMM.SHA256Password.3 ""
$ sudo OneCli config set IMM.SHA256PasswordSalt.3 ""

o ABA WK B E B E
$ sudo OneCli config set IMM.Loginid.2 admin
$ sudo OneCli config set IMM.Password.2 PasswOrd123ahc
$ sudo OneCli config set IMM.SHA256Password.2 $pwhash
$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""

W BAEN—SEE, BILAER, FIGRES R R, EAREIF, HA 7Em bR %
W25, A8 XE IR AR %S Passw0rd123abc,

Wid CLI Yk it & o) % W

e JAHhEE
> hashpw -sw enabled

o BIEEBBIEE (G Salt) . PAFMAHR W password123 % 1%% 5% X Clarity Controller,
$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print $NF}'"
5884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8

>users -2 -n admin -shp 5e884898da28047151d0e56f8dc6292773603d0dbaabbhddé62allef721d154
2d8 -a super

o GIERMBINEW (F Salt) WA, LT AR password123 ##5% 3% X Clarity

Controller, Salt=abc.,
$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}'"
$ echo $pwhash 292bchc41bb078cf5bd258db60b63adb337¢c8c954409442cfad7148bcéd28fee

> users -3 -n Admin -shp 292bcbc41bb078cf5hd258db60bb63adh337c8c954409442cfad7148bc6428
fee -ssalt 'abc' -a super

o MREIIEHA salt,
> hashpw -re enabled
> users -3 -ghp -gsalt

o JMBREPE S salt,

> users -3 -shp -ssalt
o NILA M I E B,

> users -2 -n admin -p Passw0rd123abc -shp 5e884898da28047151d0e56f8dc6292773603d0déaa-
bbddé62allef721d1542d8 -a super

H: BOEBE—Z%E, B, Righ s R, ARG, R 7EM RS S%
W25, A e KA R 46 bn % 59 Passw0rd123abc.

WEBIIEBZE, FOAERILH T%5% XClarity Controller, % 5tif, &7 Zfl ] 4 CAE
i, FEFHBREF, SiXAREEN “password123”

$ pwhash = ‘echo —n password123 | openssl dgst —sha256 | awk '{print $NF}"

5e884898da28047151d0e56f8dc6292773603d0d6aabbddé2allef721d1542d8
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>users -2 -nadmin -shp 5e884898da28047151d0e56f8dc6292773603d0déaabbddé62allef721d1542d8
-a super

BEESRERXIRE
2 e 3 BT DA S SR

Web Z R & Bt
PR 00 A5 B Web 23 PR 235 8 IN 1R T,

£ Web 2 WS THBNFZEH, &7 DI E XClarity Controller Wi FF 25/ Web 21 3% # Z 1i %
FRRYIHE B (DA sl ihr) o meKSFRIENY 1440 2080, WRBEN 0, W Web 2I6KA
%IJ%O

XClarity Controller [El 5% [N X F: N1 Web 216, NBMSIE DM A, #iXEELSR
IS Web 236, 1 AZEERE 2SN 26 B H 3) KM,

E: WA XClarity Controller Web T 7E 3 B85 1 46 £ R KT FPIRS B H BRI BT, B L ) Web
U2 BT AR R A 315K,

KR ERERE
UL TG B T R IF BUE R S5 8% B K P K A IR

: 7£ Flex System "', WK\ X2 KWK E M Flex System Chassis Management Module
(CMM) REE, AEHEE XCCHETBH. HH CMM FE ik < aRm i, JHER T 0

e CMM 5 XCC A, BHEMHAANE LMY (KE) 8. WRAE CMM PR ES A0 ki
BANEE 5 K, XCCRHLHEHBIMEHMMBERN 5 K, MR, WRFEENAR 5 K, WH
b B 9 4 31K 5 AT RO TR e O\ AR L

o XTFIRBFIMKE (KB %E, CMM FRENTEEN 0-100 X, HE, XCC F&EXH
JWHEHN 0-10 K, Hit, WRHPE CMM FEFEMERE 10 1k, XCC RS RKEFRK
WRECK BN 10 K,

o XTI E MM (AIE) %8, cMM Tk B MTEEDY 0-1440 /A, HRE, XCC
g CITERE N 0-240 /b, BEIE, WRH A E MM R R EES 240 /M, XCC T4
S F5 S 4% e TR SO TR) TR) B 136 B 240 /B,

UTREBM L2 ETE.

UK S I o S Y
BB B BRINE RS RH e, 3% M SR A RS 5 % P AR OB s I B O R . i B
R BRI AL N 32 o 3% SR AE

IR TURE SR IN R v, B A 0 b A DA T AL -

o NBEUTEH RAARVFEHAR) + A-Z. az. 0-9. ~1@H#$%" &*()-+={}[] |:'"<>2/._
o UHHEHELL AP

o UHBEEL—IHE

o LBV OEUTEEHMBASG:
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- 2L —ANREPHE,
- BH NN,

- BV ANEERTEAT

A RVFEE AR (R 2 B2 B 4T )

FHARA SN LESMHENFE (B “aaa” ) .

AT E LSRR AR, AR AR RS REE S P AP RRT .
WAV EE 8 MR, BEEE 32 NN

WERARIE P ZIETAE, BEEHKERENFRETREN 0-32 MFRF, WREBEH K
BEE 0, K R A RN 25

wEHABH (X)
L 5 B 2 w0 J B VAU B 2 I A B B I S A

wHBB LAY (KB

b B 5 i P P L B ) i R B
ok LR

B B S I N KE

00 0% R 5T 08 1 0 s R 8
Vb7 Be g S A2 1 2 20 A [e] WY 2 15 I 4 R 5 5f6 Wi BR 5

T T 5 % WSO TR TR (A I B)
Ib 5 B A 5 FH P 78 T e V9 0 i B Tl 200 55 o A B T KR

IR R WOR B (KB
I 7 BB K P 0 — B I 1) 2 T A 9 Y 2 T s 2 K UK B

BB KB FRBRBZ R BEl (50E)
MW7 Be 8 5 B e KB R IMIREUE, XClarity Controller T & 5045 28 F iz 2 % 5% 22 1 1 )
AR (PA4rohit) o

B E LDAP

P B 32 b i 5 B B B I X Clarity Controller %) LDAP %8,

LDAP X ¢ §5:

X +# LDAP ¥ JiRA& 3 (RFC-2251)

X ##hniE LDAP % Pl API (RFC 1823)

X Fitn it LDAP # R R 5 (RFC 2254)
XFEMN T HEHEL 2R E R (v3) §& (RFC-2830)

LDAP i Z DL F LDAP i 5545 :

® Microsoft Active Directory (Windows 2003, Windows 2008, Windows 2012, Windows
2016. Windows 2019)

* Microsoft Active Directory N H]f2J7# (Windows 2003 Server)
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* Microsoft % H %55 (Windows 2008, Windows 2012)
* Novell eDirectory Server i A 8.7, 8.8 fil 9.4
e OpenLDAP Server 2.1, 2.2, 2.3 f1 2.4

¥ LDAP &% K W & F 8 f& X XClarity Controller [ LDAP % &,
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o FHILKY IP Hahik%) %

— BN Z = AR A A] X Clarity Controller ) IPv4 #ilik (B76FE) fifZ =14 IPv6
itk (FEE) , PLES 2. WS MU T IPva Rl
— A IPv4 HihkRf]: 192.168.1.1
- LML 1Pv4 HilkRfB]: 192.168.1.0/24
— IPv4 B RH): 192.168.1.1-192.168.1.5
o Bk MAC HBhEH) %
— W NBZ =4 A Vi XClarity Controller i) MAC #utik, PLiES k. Hln:
11:22:33:44:55:66 ,
o BMIPIM (—&kPE)
— BRE A R R N RN RS, %A A 72 1F 15 18] X Clarity Controller, X T-485E
Y I 1] 1] o -
— JF4G H A0 I R]26 20 M T 24 i XCC A,
— G5 H A0 I ] 250 M T i BB A
o BMTIM (HH)
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- BWEE AR H R, %A N R B XClarity Controller, X T84 48
SE B I 18] 1) R -
— G5 OR H 10 I ) 6 2508 T T i H A0 I T

S BB A% R B9 BE UL B R

AR X e 55, W PLIE HFhBLIE%  u MEEE I TP Hulik (IPv4 Al IPv6) 3% 8552 A4 F R [ 1
lf&li)ﬂ):'zii'ﬁ %% 5% 3| XClarity Controller,

H 3 BH 12 8B4 3 2R B>k B € TP Hudik A8 e R BOS 2 BT, IF 78 T g SCHY I ] Py BEL 1k
MiZHudk i 7] X Clarity Controller.
o N IP Wi K% RO B
— VU RREFE R E TP bW BUE 207, /T DANGZ TP St hk i 5 3R 00 25 1) 2B % 5f
2R WO IR B
- WRBEY 0, W IP HuhkRe K A 2 i T8 S 2R M B BE
- MiZ IP HHbEEh &Sk )E, € TP MLk R OSSR EERNZE,
o BLIL IP M8
- RPN BUERN IP bk BB F 2B AE S RN R (DL gsn)
- WEREEN 0, WAEMHR XM AT, REKLHLMEILNBUER 1P Mkt 1735 7],
o MIEFIHE
- BLIEFIERER T A SUERN IP Hisik, WA “BHIEZIR” @8 — A5 A 1P Mk,

BERER USB im0 LHITEE

AR F G P 15 BB E XClarity Controller HiHi AR USB i H 245 B,

LR 554 £, TUJHLETIR AR USB % H PAZESE S Ik 5545 8¢ X Clarity Controller. ##%%]| X Clarity
Controller EZJ{ Ti217 Lenovo XClarity % 3) N I fE /7 3 K&, FEB &R 0T

HARZ &R USB &diln, ¥ LIETEEAT RS 3) Sl #2 )% fl X Clarity Controller Z [H)¥f & 7.
Ethernet over USB &%,

¥ BMC AL T 1 PI4% L2 F B4 X Clarity Controller MR THIAR USB i H B & B E .
A DY 2T Y 33 R DL R

EHh LB
Hi T AR USB 3 H 4R & DUE B RS54 o

BMC % JH B
Wi T AR USB i H 46 0% #2] X Clarity Controller,

xR d BMC i f
HI TR USB % H R %5481 X Clarity Controller 385, {Hi%35; HYJ#i%] X Clarity Controller,

FEER: HENIA
BITEIAR USB 3 F I 5525 Al X Clarity Controller 355, fH % Y] #3] £ 4L,

£ X% Mobile 7 FIFR P R AU B, 55 BT 3
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i

o WSRHTTEAR USB iy AL E y LB, IR @ IN % % #%] XClarity Controller, [fij i@
LN ERZEBI RS A . WS, BIEAR USB i H W 7E k5545 F1 X Clarity Controller Z [H K [H J]
i, EIREHEAT, @ERERERGRZE O T E /T USB 8zl 3 e
b, 1w DR AE AL XClarity Controller Z a4,

o MLE IR H USB i H Y A ER SR 5545, XClarity Controller 7] SZ#:#¥4 B TH AR USB i
FYJ#t[E X Clarity Controller HJiF K, HUTIHEIERN, BITHAR USB i R F7EEE] X Clarity
Controller, H %3] XClarity Controller #] USB JGif 3/ I [H] 15 2| Jo 1% 3 8 I 48 & 1 N [ .

REEZSIRE
AR I F R 4 K

H: BOIANRIEAX TLS IRACRE N TLS 1.2, (HANRM 4 s B R P 2, WAiE XClarity
Controller i I H A TLS kA, ETMHEZFEL, HSHE 161 T “ds w47,

i BMC BEE T &L i M AELE X Clarity Controller &4 M@ M, IRSFILE.
Z 2 M RR

A E R T A R A PR R,

LA PEBCGRIR IR B R 58 B AR 2 2 DA RDIR AR B

* BMC K&FHFahb mLaEmBsEMEN, AR, PFR BWEIHBIR, RSH1 N
BIREAEA B PR R 2 Bk EAT T 45

e BMC ZABAL R Z 2B 680 B ERE,

o BMC JIR 55 s 25 e f © 8 B A 6 24 1T E 2R E R A L2 k55 m H
e BMC LB 2% XCC AT EZERNIES,

o BMC HIJ Ry 2 $2 BEA7 S Mo £ WK/ i 4 5 45 BT 22 4 i — B R 0

#E: R XCC HMRBIX L 2 IR TEAE T XK, DORBU & B %S Kin. F PR
T VR S B T e B 5 E DU DA AR A SR L

ZEEN
AR BB T H KL MR,

XCC Standard ¥ " 3ESZHE P R LT AR B2 —RELE H R 55 4% r e X e A it
Ko XWX TERA V3 RS H AT H,

Lenovo XClarity Controller 2 Platinum FF& 7 vl IEFR LS8 =g 2B k™A, XFh
BB GG T W R R 2T K,

W: BRIABOLT, XCC il ECDSA HEAIUEY, I HAN UM HEET ECDSA M5, 20 5L
T RSA WIEH, E4: 8 CSR M NN CA #1784, REROEH/MIERES A XCC,

Ao M 7 A K A
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o VAR R BN Z 2,

e BMC 7t FIPS 140-3 B if# R Fizf7,

o FWEM M FLIES,

o AR VFE A S R M A% 2 0 i RS

o 7% Lenovo XClarity Controller 2 Platinum F+ & ¥F 7 it A4 #8 )3 H
o AP CNSA % H P,

b & 2 BX

o IR R BIAMN R 2B,

o BMC ffi Fl W B A7 i B2 3945 & FIPS 140-3,

e BMC 7t FIPS 140-3 B if# X Fizf7,

o WEUWEFIIET,

o MRINZE FI T B0 85 H A 3 R o v £ 50 35 0 IR 5 o

o %% Lenovo XClarity Controller 2 Platinum F-Z¢ ¥F W IER}, W DA Al CNSA &,

e A B

o RAMRILTEM S AE P T AL A A b v 2 4 A 2R SR A i % RO A ARE R
TR B

JB R, BMC A7E FIPS 140-3 R #ik Figf7,

A F B BT RS .

XREMEBEMS, USSR RMIRAM.

XM TLS £
TLS % i% & H TR & BMC R 55 i 2+ 0 TLS &,

TLS %M EH: BRI TLS A
TLS_AES 256 _GCM_SHA384 o fr TLS 1.3
o FRifE’
o A"
TLS_CHACHA20 POLY1305 SHA256 o A TLS 1.3
TLS_AES 128 GCM_SHA256 o Fii TLS 1.3
o A
TLS_AES 128 CCM_8 SHA256 o Fii TLS 1.3
o A
TLS_AES 128 CCM_SHA256 o Fiil TLS 1.3
o A

TLS ECDHE RSA_WITH_AES 256 GCM- o kA TLS 1.2
SHA384 -
- o FnifE

o SRR
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TLS £ 4 REBR TLS M A
TLS_DHE RSA WITH_AES 256 GCM_SH- | e £/ /™% TLS 1.2
A384 .

o IH
TLS_ECDHE_ECDSA_WITH_AES 256 GC- |e f\//™# TLS 1.2
M SHA384 e

- o ftnif

o IH
TLS_ECDHE_RSA_WITH_AES_128 GCM- o KRl TLS 1.2
_SHA256 o K
TLS_ECDHE_RSA_WITH_CHACHA20 PO- |« 3% TLS 1.2
LY1305
TLS_DHE _RSA_WITH_AES 128 GCM _SH- |e #ri TLS 1.2
A256 o WX
TLS_ECDHE_ECDSA_WITH_AES 128 GC- |« #7i TLS 1.2
M_SHA256 . R
TLS ECDHE ECDSA_WITH_CHACHA20 P- |« 3% TLS 1.2
OLY1305
TLS_ECDHE_RSA_WITH_AES 256 CBC_S- |e 3% TLS 1.2
HA384
TLS_ECDHE RSA_WITH_AES 128 CBC_S- |e 3% TLS 1.2
HA256
TLS_DHE_RSA_WITH_AES 256 CBC_SH- o R TLS 1.2
A256
TLS DHE_RSA WITH_AES 128 CBC_SH- o WA TLS 1.2
A256
TLS_ECDHE_ECDSA_WITH_AES 256 CBC- |e 3% TLS 1.2
_SHA384
TLS_ECDHE_ECDSA WITH_AES 128 CBC- |« 3% TLS 1.2
_SHA256

H: BRIHWHFRES (x) HEEKRKXAFERSA Lenovo XClarity Controller 2 Platinum F} £
VFRLIEA BB

PR A BT IR 95 51 R

rtie/ 5 M | BIANRE | R T2 | EARBRATRZE | ERFBATRX
- JERIEA | & ¥ ¥

IPMI-over- 7% wY=hi| B B R

KCS

IPMI-over- Bt W3] F B B

LAN

SNMPv1 KBk | & AREE | A & &
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hae /IR 5 M | BIARAE | BT | AR T2 | EREBEXTZX
% FRWH | # ¥ ¥
SNMPv3 Hibk | & A HEE 5 2 2
mEEH, AN
FE FIPS % itk
H 4
SNMPv3 {fG8E | & AROCE ® P =
mREH, SEM
3k FIPS m# i} &
H 4
L7 e R | 2 RELE B2 B2 R
It ¥ A 3 mRHE
CRAM-MD5 A CRAM-MD5,
HE B F S AR FIPS
9% R R,
Syslog % it i N AR 1 =2 =2
TLS 1.2 2 ol |2 y 2
TLS 1.3 & [&Y=0;] 2 2 P
Web over s aY =0l B 2 P
HTTPS
Redfish over | & [SY=0::l e = v
HTTPS
SSDP %5 B H B P 7
SSH-CLI 2 ZY=1:| b5 & 2=
SFTP B B |2 2 7
LDAP % AT & 2 2
‘%4 LDAP & ARECE 2 2 2=
REFEPIEH | 2 R E B2 B2 2
Ry A 2 =il 2 2 B2
AR - 2 R E H 2 2
CIFS
AR - 5 REE EN 2 2
NFS
AR - 2 RELE 2 2 2
HTTPFS
RDOC - A | 2 AL E P P 2
RDOC - CIFS | g RALE “ 2= 2=
RDOC - ¥ AROCE ® P 2=

HTTP
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Shee /M 55 M | BIARE | AR T2 | AWERATZX | EREBRATZX
% FEREA | # ¥ E53

RDOC - ps REE | £ p i R
HTTPS

RDOC - FTP | % R ELE = P pis
RDOC - SFTP | } RELE =2 2= y
FFDC L 1% 2 YN =2 2= 2=
(SFTP)

FFDC L 1% “® caH “ = 2=
(TFTP)

MWAFREE B | & R E e 2= R
- CIFS

MEREEER | & RELE e 2 2
- NFS

MWAFREES B | & L E w p P
- HTTP

WA EE B | 2 R ML E pis pis P
- HTTPS

Call Home & [ s 2= =2
BT =2 ARl w y3 P
pANE AER | B2H R P =

ZEERN YR

Fi A 3278 1 £ B YD ¥R 56 T R e B

P B BRIA M 2R

WHEOLT, XCC KMBEM AR G iR REORNBEN, SEREA, HARXERHER
B, ERXMELT, XCCHENRFEE MFE) MinfEL 2,

T BT IF TR IR PR MBI, I “IRIE” ShAERTIE XCC RWEI S R A E
R5H.

LA RS AT N, XCCWARIER S ERMTH .,

SSL #iik

AL EBER SSL &2 Wil

SSL & — PR Bt fF KEAA MY & 2 Wi SSL B % - 3/ i 55 4% B A F2 B RE 5 DA — R Bl 1k B30T, BTk
A BN E W 5 AT . BT DAL E X Clarity Controller A [F] R ) #:48 ll SSL % %,

B2 4 Web RS 88 (HTTPS) . %4 LDAP %# (LDAPS) . CIM over HTTPS #i SSH ik
5o, A PIE L SSL EoRAIES,
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SSL iE B4
AR A SO A SSL % A Uy DO T I 45 AT B 19 5

DK SSL S AZZIEBRMEZFIERSMRNAE L WIERRAGMEHN, BAMHA S LI
R SSL My My i, HRE TSN R DB/ Z 2R, KA X0 FEEE, X
SSL %& P Al SSL Ik 55 48 Z A1 IR A M %ERE, SSL & P TGk Bk SSL IR S5 4s iy S 4. il
SB=Jif it H 3L XClarity Controller Web It 554%, H2#H L X Clarity Controller Web fiik
2SR Web W W8 Z BRI, 0 R AEX Y8 X Clarity Controller Z [H] B K& #:
¥ EHZZ RS ABIN R AIEBES, LT ZNERNIAESEFERRELEN (RiXE
WEEREZBGE) .

FORECE e ek, B RAIERS AN (CA) SHMIEYE., BERWMES AU, HFEER
EWIEBZEAIER (CSR) . EFTRIEBZEAIER (CSR) HHIZIEBZHZIER (CSR) RikF
CA DFMBZLIUES, WBIEZIEBE, BFESAZHKIEB LIS A XClarity Controller,

CA W RE &% IE X Clarity Controller &4y, — /M IEH & CA fil XClarity Controller FI% T
X2, MPFEMEL CARBTIES, HF CA MIEH T AT Web WIMAH, AR L0 YE28 7T AL
WEZUESS, JF B H iR 3 X Clarity Controller Web IR 5545 .

X Clarity Controller E 3K HTTPS i 55%%. CIM over HTTPS &4 LDAP % ) i 5k il &
fEf], BEAh, %4 LDAP % b BERGAN—AEESAFIE . &4 LDAP &/ b ff J W {5 i
PRI G LDAP k554, AfEIEF &S LDAP RE#MIESH CA iR HIIE+, R
LDAP 554 BB ALY, A EIEH 7 A& LDAP k55 as A & Bk, @ RAE AT &
B T 24 LDAP i 55as, 245 N fF i,

SSL iEHEH

A BB B SSL %4 U DOIE 5 47 3 5 45 B IS W 35 £8 1A 30 20 SR AR
Hidi BMC BE TR K2R E SSL a4 B,

P XClarity Controller IE-1i i, ¥ &R LT #HA4E:

TREAMES
fili Pt BERE T B BT LR A IE B EIA, IEF W L) PEM 5 DER #3U T3, 7/ H] OpenSSL
(www.openssl.org) %= TAEFIEHNA. i OpenSSL #H Ik N4 M iy 447K

AT

openssl x309 -in cert.der -inform DER -text

TRIEBZEHAER (CSR)
I THRIEBZE R IERMEIA, CSR AIPL PEM 3 DER #3UTF #,

e % 44 U
R ESAIET . BAESEH)G, A< B E )8 A SSL.

E: PATARREB LI BN, “4B HTTPS WHZHIER” & RITH, BB ERHES &
TAALE P BRI B, MINE RS )E, 3 B i AR L 58 BT 55

ERIEBE AR (CSR)
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HERGERBEATER (CSR) #AESERE, T FE CSR XK RS BHE BRI RN (CA)
HITEA

H: PATARRIEBZA R (CSR) #AER,  “AK HTTPS MIEHE4HR” & KT,
BRBEIHELTMAEF BRI, BBH Elb 7B, MNERERE, HHR AU
SERAE 55

SAZ AU
EHERES ANEZIES, HRBBAHIES, SHREBIEHELFER (CSR) HRK LKL
EFAAMM (CA)

BEZ % Shell fR55 =%
B LM £ BT RIRE H SSH % & X,

i BMC BEE T B P4 DAL E ‘K 2 Shell IRS52%

EMEH SSH hil, TELER —1TEH B SSH %45,

:
o FH bk A 7 AT AT O 5 A L

* XClarity Controller ¥ €& — A #4h SSH MS5HEH . WIRZEA BT SSH IRSSHEH, 1E
B BMC BCE T AP, AR5 5o A R 9l .

o SBHRENE, WS EHE ) XClarity Controller VA 3 M A K,
EEEAZEFEFEX (KCS) /Y IPMI 18]

AR E B B G EiE IPMI over Keyboard Controller Style (KCS) *f XClarity
Controller #4715 [,

XClarity Controller $2£t IPMI £, ZE O H KCS @i, TRINIE,

i BMC R T MR YRS 825 A IPMI over KCS i W,

W FUGREE, $HEWES XClarity Controller DAl 5 B4 3K,

R WMEARLERSH LBGEMEE IPMI PrOR 15 W XClarity Controller M) T H 5% 2
B, sELEZE A IPMI KCS ViDL R &4, XClarity Essentials ff il IPMI over KCS £ H

Vil X Clarity Controller, 1RZEH] IPMI over KCS #H, 7E/R554% LiZ1T X Clarity Essentials
WIS B R % 0. RIGFEME AR ZED.

IPMI SEL HEB=
AR B A5 B ECE IPMI SEL H &,

XClarity Controller 24t IPMI SEL H &% 55 .
By BRI R 848 IPMI SEL H &% &,

W BE R A0S IPMI SEL H 7%, 4 IPMI SEL H & BN, SR NE SEL id3k, M
K IHAY SEL id 5%,
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W N WRE®EEREZ BMC,

BEL 1F 2% 45 B 4 B 4R
A 2 e 3 L DLk R 45 T O O B o D 200

Ul BB VT e R A A VF AR 4 [T 3B ) B AR Y I 00
Hoily BMC AL BT #Y P 4 7T BH 1k 5 55 18 4 e 2 o

)8 F A %20 Be, ¥ di BMC B T A PI&E, B A0 A2 AT 38 0ks S B A 2%, T W J0HT R 30
XClarity Controller,

BEEZ=ZHAEE (SKM)
AR G £ R R P L

Wb 3l R B FH 46 b S 91 4 B 55 4 32 6 R TR DA B A 9 5 1, AT U5 M 77 6% 7€ ThinkSystem
MR 55 4% SED MBI, %Y B S5& A %F SKLM - IBM SED #4145 Bk 55 4% fl KMIP -
Thales/Gemalto SED ##] 5 # /It 554% (KeySecure fil CipherTrust) .

X Clarity Controller 7 ZiF JH W 4 W% 4145 BLIR 5 23 i R %4, Rk X Clarity Controller 27 fE
% 15 W) 2 915 PR 55 4% . X Clarity Controller 7E% 514 Bk 55 4% 5 K H1 3% K ThinkSystem 55
i Z A ftiE {5 @&, XClarity Controller [E 22 5 HA CHLE WM& H145 LR S5 48 8, HAE
Ry s o 3 B AR IR 22

W5 2 VLR %, XClarity Controller B[l 5% 4 % 8 Ik 55 #% @ il 45
* XClarity Controller L E T — A2 Z A% 9145 BUIR 55 4% LA AP ML,

* XClarity Controller %3 7 Hl T 5% HE BAR S48 HATE A B UER (& 5 b ik F ik 5
i) .

e NRBEE T B BAME XS BRSS A (%9159 BIR 55 4 A il B % 91 8 B
M554%) o WREHEHEHMSTEEARMMKH XClarity Controller WZESZIK, W H M2 HE
HUIR 55 4 RO ER 2, BB R ESERN Ik,

W AE XClarity Controller 5% 1 4 FLIR 558 Z M@ e fi 2 % 2t (TLS) #E#, XClarity
Controller A IE % 914 BEL /I 55 2% i J5 ¥ & of bo 265 41 45 PR 55 4% 412 22 A4 i 55 4% ik 5 5 DA il S A\ 2
X Clarity Controller FJ{5 L7764 X M8 41 B BLIR S5 28 0E 5. S5 4A 45 B 55 8 K I IiE 5 He k47
fE M4 XClarity Controller, 1% 1% X Clarity Controller i W% B Bk 5548, SCILULINIE
i J5 % 2 XS B X Clarity Controller #2328 B9% 7 3 ik 5 55 4 91 48 B 55 2 L A2 0% O W] 5 R 5410 3%

FEORKEED| T EPEEMS S, FRREANN TR, FESNEFETHERSSIES, NG
LARER Pk, BOAEOLT, A HTTPS iEH, WREEHRE, "TARIIES.

W: EiER: KMIP i 578 (KeySecure fil CipherTrust) , SJERMIEHEE4iER (CSR) , A
HAHZ BB KMIP IR 8@ XA AIE; 2R)5, N CSR SATHIEBWENMA (CA)
B4 H% KMIP it 55 2% (545 iE 45,

RERAEERSH
AR P B AF S H A BIR 55 4 1 LA B TP ik DA R SR BR Y i 1S B
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FPIE BN SS SRE A S T R

FEH A K 1P Hbik
TP AFATHRS SN ENS (WRBHFEE T DNS) Bk IP Hilik, &% wEn
P9 A Bl 55 2%

g
B PN A BRS80S, Ak tb B s, WIAE FHEIAE 5696, 130
S SEHN 1 £ 65535,

BEERE4A
A P 5 BELE SKLM MR 5528 i i gt & 4l

£ SKLM 5525, AP fd M/ M MESH LA mEEE (SED) %4, ELHE
SKLM k5525 L8 A 24 Wi & 4l

“EEd” Mo U T TR

Bl
WA, AP ikdEmE A4S i SED %41, B4 SKLM k5545 Falg 4
B, HFBMERINEN IBM_SYSTEM_X_SED,

2 ViEpEE

A A B3 v IR 55 4% 0k 15 A B,

% From AR 55 25 3E 15 T IAIE SKLM IR %588 5 4L T ThinkSystem /IR 5588 H1# X Clarity Controller

Z TRV TEAR o AT oI B % P i R IR 55 5 iE A PR

BEFRWmIEPER

A A G2 Pl A A B

Pk A4 R

e XClarity Controller H 4HLiE+f,

e M XClarity Controller IEBZ& % iERK (CSR) EWIFHFE=T CA (FEHMEE) BEMIEH,

5 SKLM R #5 7@ A FEE P, &/t & CA fil XClarity Controller M%7
4.

H:

o [EMEHEIERRFEARLE,

o WIRRGIEE FmIET LS SKLM k5588 #4715, WK XClarity Controller HTTPS
Mt 55 4% W45

e CA MIhEERZ L IE XClarity Controller HJ &1},

FAIE % Pt s, EadmeEs (B, SR TR
o HRFEHAMAZLIEPD
o HRBFHEHAIEPBELERK (CSR)
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A J0B8E DIA A B A E SRR SR B I M A BRI, 7 AR EIASAIE
WHH, MASEFELHFBRURMEMEN TEMRENTERZER (ESHTER) PHER. B
i B 2 DA A RS B I AGE A, AR A B AR R 1. Rk L3RR N BR

T B A A R T BUR A AIE

7 3. LRI EHFEZEIUES

A B BB e, LT LR T A B 1 A A B A R AR B R IE P B, BR AT
WjﬁUO

FB ik

[ 5K/ [X 1 MEBIF G, EEE BMC SR B E KX,

LR i\ BMC SEAAFT7E M M 54

38, Tl B IX 1 i\ BMC. SEAR BT 7E # 0 s L IX

HPHA 4 B! WMNVIH BMC AR S H LR,

BMC EHL%1 i NAE Web HilE#~H 7889 BMC £HL4,

T YN NSt BMC KR AME4,

R, M2 3 N TT BMC BYIECR A By H 7 sk

HY L HWNAF WA BMC WAL,

2 1% N5t BMC WA RIEER, WEREZTEE 60 NFFF,
FAES WA T BMC MARMZAT., WFPBREZEE 60 F45F,
EERS: HNLTT BMC WA RIS E P RAE ., WPBREZTEE 20 MFH,
DN KR & 4F i\ BMC WA 3P ARRER . FBREZAE 60 5,
1. XRMLHEFE,

B R P e, OB IR T RIEB AR, KOk B T &I %2 X Clarity Controller |,

A RBE PIAIE BB A R (CSR) BAETUA BB % IRl CSR, 18 “ BT EFIRNIEBE 4
R WO, WASGRFSIE T B RAEME N TEMBENTTIEFE GBS TER) PHE
B BB RE DA AE BUBT I % 91 CSR.

A CSR ¥ R B FEH 1, i ssh 58 s ¥ B n AN E ., 4B CSR )G, #£%% CSR K%
CA TR FZEH., RBTFTRIEHZEH/WER (CSR) #BAIEW, R HEHE LK CSR REFESIEH
5528, ARG, ¥ CSR RABER CA HITEHL,

7 4. LRFTEH T BEEBER

Wb BB A%, o i BOM T AR SR AR 5 A R AR I R AT R B, Beda — AT
Mg,

TR ik
] 5/ 4 [X 1 MFIET H, EFE BMC SR E R HIX,
NWEE-A i\ BMC AR 72 B M B4 o
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x4 LEEFTEHAUBEEHEFER (%)

TR iR

B B ML X1 i\ BMC SCARPTAE B 3T sl b X

HL NN £ 11 WA BMC A ERAS LK,

BMC EAHL41 Hi NFE Web HutikF2 g 878 0 BMC M4,

YN N5 BMC MBCR NIRES .,

B, WIS 44 b ik i N TT BMC PR A L1 WA Mok

AL R HWNAF NPA BMC B4,

ok K HINTLT BMC WA R R, WeBRZ WA
& 60 NI

A HMINTLT BMC A RMEA T, WFEBRZ WA
& 60 ML

HEH HINTLTt BMC WA R 2 B2 %5, bRt
RZ A AE 20 ~FFF,

DN R &% i\ BMC WA WL RRERF. WrBmEe
5 60 TFL,

B ) i\ CSR M%h, WFPBHRZWEE 30 NF2H.

E| 37 AR WAL R, Walld BMC IS L &K,
HFBRZWMEE 60 T F4F,

1. KRS TE,

CA I P AIEBA B T B (41 OpenSSL B Certutil 417 TH) , PUEFHAZLE CSR, #
JH R P e 45 20 B TR 2528 04 A & P i E 15 LA AR ) A B8 AR GIEAS . 3B UK AR E 1 S\
SKLM it 55#%, DAE SKLM k558542 M P LB 7 RSB WA RS54

£ CA ZFIEH)E, LK ESAE BMC B, EHESABZRIEBRET, EHEZEF K 5 5L
AW, RERE#E, ik CA BFIIEBNK R EE O, IR SRR, WER
“EEUER” WH, R EEEREAR, WER C EEESHE” EwH,

W

o TRREEAM, HMEM cA UBF I REBWIES,

e 5 A\#| XClarity Controller H /i -5 2675 % B F DL i 42 B i) CSR.

¥ CA BEWIERE S AT BMC H)a, EFFRIEBHRED, EEILEETN, %M XClarity
Controller F# CA ZEMIEBUFMAERBNRE L,

BR %5 BRIE B EE
A% FE A 41 Ik 55 4 k45 4 B

e SKLM R 5 a3 A IR S5 28 1k 15, IF B4 0% IR 55 83 0E 5 5 A\ 2| XClarity Controller H', 24X
Ja A Re i Z e Vi shEE. ZHRIAIE SKLM RS 25 Wk -B S A% BMC, 5M “BE& i
T RS MIEFRE” o b s AR, B HL sl XClarity Controller AP ain)
B B R AR

46 XClarity Controller 2 Jil J*$8/



B 2h R i 55 4% ik -5 7% # 2] X Clarity Controller J&, “HRSFAHIEFHRAE” XBUK R AT WA

A server certificate is installed,

U SRS B AT A RS, 3 B ok S A N B L

Security Password Manager
AR LB A5 B4R R RV A = 0
JA P Al M sh e 4R € 2 B R =0 .

o WEITEM: AU, BMC BUR LA P 3R B R B AT IAGIE

o AWKRBZJ7EM: M/ &R AR M BMC /% 5% =07 i),
FRERAE

A P B A BT R H RS

FIHBEsh e, TRARERGR KA LAN fl KCS HBiE R IPMI set 4 (HEIEEIE) BIHESKH
BEEFZAEP,

M XCC Web L BMC B FHLEM, DEH/ZER RHEZEE,

H: WIR IPMI set 4K H LAN @i, WH/A &R IP bk a8 HSHEEY. SHRIA
WAHEBRZEEER (WL B IPMI W4,

[REFMAFKFHOARER
H AR o 55 SR 94 T P K B 3 R 220

BE g RV P 3R A P KR R VR IE R 2R R

e Web JFRZWEE: WLLEN 18 10 120,
o WAITIREWEE: WUKERN 1K 2 1M21F,
e Redfish I REWEE: WTUEERN 1 8 16 1204,

E: MREEBOBS RENEE, MRk a2

VR

A FBAR BT A K F G 2 e R #EE

Z G oy A AR BE AL IR N T (5 2%, IR TS HRRIRIEE A HIUEMim 2. 4

?ﬁfﬁﬂgéﬂj‘ R DA P 4R S, 3B T DA BBk AR 55 4 U5 3 N BRAE R SRR R P
!

BB ZTh BEREAE AT, P AT DLRE I G i, PR R AT E — o, o W] DL R
PRIGAYBECF LLF 748, I 3% B A D 2 i 22 Wk BER R A 7 4 452
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H: WERWAEMRSSMHITH (POST) sALZE)F N HAT. Hlin, 7EHRMEREDIEELT L
T, WRBHGIR IR ZFEF BN, REHFDEA LK FF, BARIUEN #
Mo QR AT 5 B2 T KRR s IR E], R GBI Sh e BRI R4 AE

H: FEH AT BRREE MR R ERE SRR, WRWEEUTRME, XCC WJHEAXE A UEFI M
ILRER GRS
o BIETFHRBHARGEN I :
- #%&# CPU B{ DIMM &8 #
- BH “HIL#BERSE R &
o R 5 A P BEAS DG TS A B 1 TG B TR K

XCC K7t POST Jath S ECEAVCH, BRI S RIER R TR IR A2 REAFTE,

BERZRSHT
TR RHE BRGNP

BIAREOLT, RGBT e TARRE. WL P 20K, 1ER SRR A,
XCC Yy “HEENIIN” BRI R G I R UR DT il ez S ik E .

B ZZG I, SZRAPFOINRE., A R TERI, BT R &R S R Z AR
T S B R TR BRI, TR e BB S -

o KMIFRGHIRKT, RGP 2 BT IR MR AR 5
o IITRGARIRES, RGP 2K AFR B8RS T PRI AT R

AR RS R B S WA R E R 22, XCC 288 HHE: ARAER, FyBAR E AT
Blo 22 TEANAR B2 51 5 T £ bR SRR Bl 4 A R S/ B0/ 394 B T 2L P % JE A 8 s TR 3 i

RP A D@ Yo AR AR mAREL E R R B RAE, FFREEREAN G ERNER
EYQIUE Y (N

TE/M TLS A&
WS A B S B T RZ KRR TLS M.

FXHEPLT TLS MA:

e TLS 1.2 MW ERA
e TLS 1.3

BLE Call Home
AR T A S Bl E Call Home,

AR — RS R A, ZIRS RN Call Home ZhHERALMT 28 %A WIS BIEEH R
% %] Lenovo XFFH L,
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Lenovo N TR\ X2, BHJE, Call Home 2 H3I5 Lenovo Bk R IF LIRS, HAERZ
A i A S M I R R MZ R RS B IR S B . 4 P B IR S5 BIE F ) £ 3] Lenovo X H%
B, BdE S TLS 1.2 3FE S RAEE HTTPS H31 K% %] Lenovo X fH O, HIE P 4%}
A EYE. RAERMRS AR A 681 M Lenovo 3 FF H 0 o 1 IR 55 B4k

BRH A Call Home TWHE

HUHEA Call Home UM B8 55 1, ik “S00 30> 4K,

HR: BYUHEZ Lenovo A WA BERK BIE L 52| Lenovo X FH Lo RTFLEEH KHENZ
T TH I BT — IR B #RAE

T T DATE GO R AR E] “AF KK A Lenovo KSR W, WIDLREMHITEE.

fii B Call Home
AR BEFE:
o EZR/MIX

o KAEAMESA

o HLIE

o HLFHEMF

o B gAY

o AH AW

o il

o W

o HIBWX/EFET

ER: BHOHGHA GBI R To kB 3 S0 5 H i Lenovo R4 4 .

FERE

FAERAM P AU T AMREZ —:

o FRMLBHL: R STAE B IE AR R K i SR R

o ReBrp: RI5MEB CHINAIE, =T IEALELL B ],
o KM MSHEEBRBINEIE.

o BXRH: ZMEOLHIHKHA,

o CHUH: ZIME I IGH.

M i® Call Home

el plEid o R Call Home” SRR Call Home ZhAE, W R B8 — & E, IR
BERB RS, BREWATHMEFHSPERMALER,

o AR - M. SRR CAEPT WE, ATRARL CHRAET B CEE T EAR LI
%R,
o Bidl - TERE: Rl CHRAET FUTR CHERET BRI, RGO PR O AR R i R B R R
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T BT IS A AN B IE SCA BE R Bh RIE . DR BB 1 IR 55 A R IE A B, T A2 DRAF A
BAES. WRFRAESG CHER”, MBaRH “ER” #10, #aBETARHE.

HER: ERIHNIT Call Home, EHifR DNS R EA K, FHTEEE Call Home %KY
Internet ik, 1R XClarity Controller i#id HTTP fNH )i [7] Internet, iF 5 HR¥K5 QB ik 55 2% L
BN A FH B A DA GIE R e a3t O AR R AEE,

HTTP R

HTTP fRELFUWA PN MAA, 257 HTTP %/ 5 HTTP RS 8%, PASCBlL 4k, W

AR EE A e, HTTP B HTTP % /7 5 15 K M Web I %25 3% H 2 Internet, [F B FE

Internet EHE 5 % 25 17,

o fRPLIRSBHHL: FEMHFE KRB HTTP R, BEL HiE2 63 M8, RiFHF/
/2 IP Mk EALH ., EHLANEBEARTE., EFF () MTRL () 2/,

o Mil: TWEMAHNFBRIEE HTTP RELM S 0, LR BAN AR T NTEE N 1-65535 T,

o WAMRBE: T)E A UbThAE, WS IR A RBELAL B AR LS T LA Y #T A HTTP fRBLZh AR
AR,

o WP 4 WMREPTHEINEET, WFEEHEER 4, ERARBEIE, kPBERTFMRK
KERN 30 M2/, SR,

o WY MFBREWEA, WRERT “FEIYE” EH, WSEREFE., WEBEARTFRRER
KERN 15 N2/, SHRIER.

M/ MikE BMC L E
A% 55 I A R0 A AT Bk 1% 2k BMC TR .

1E BMC B T 3% £ 28 B 5 W &2 DL IVAT DA 4
o T PR ) 4 O B 4 2

o OB AE B ) 45 L

o WH B BUKIIRE

o KA BRI SR E AR E N W) BONRE

o T[] BRI 2% 0 4R i B i S

%1 BMC LB

A% S 1 B T £ 4 BMC B,

¢ BMC BB TRBAM SWA, 5280 BMC BB,
MR Z WO B, B Lk R h BB A A

L& S BMC BB, EE0 T B 625 R A

1. 8% BMC #4r XIF R E

2. % PN B SO IR R AU SRR

3. BEIFMMEMITIR SO, FEME RS, ARV HAT M RS BB A,
4. GRsERE, KBRS T #OF R S0
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H: YA EEB M XClarity Controller H F1 /2 55 3 BUATHL B 247 I, W2 55BN K /%65
(USERID/PASSWORD) ., )5 MiZ#&1nM BREINIK P /2 SBREE A —KEE, BRI ER
& XClarity Controller 1K) /B I M55, F W] Z W& HbiH B .

%8 BMC BLE
AR EFFMAE BN AWK E BMC BLE

£ BMC BCE TEFA/MS5WE. MWEE X E BMC #B4AL F &4 BMC BB T,

20K BMC WRE 2| AR IR A2 A BC B, 35 300 T Fzs 1 20 BR 4R AR -
L WIS DL £ 0 SO, Y BLIR R I g N

2. Bl EFRNAFUESERAGEE, KL%,

3. BiENA)E, HdITRIRAL.

K BMC EEN T AMINE
AL 1S B A TS BMC N AR

£ BMC B E T80 5%, ¥ BMC EE R BRIMETR 60 T M E X E BMC T,

Z0f BMC HEON HTBOME, 3 IR B Y 2 R AR
1. BH I BMC EE i) BRI

b

o HAHAFEMH P BERIN N R A REHAT 1,

o DIAWIEEK BN, HEBECSHE, YHHRE S XClarity Controller Web # 1,

o ML BMC HE NI RIMEE, SFH—DBINE D, &Rk o S R AE
DR LT E:
- BREAA ) BE
- BREMSIRE

o Mk “HE” f5, BREIEFMREMWIZEZA, B Jon & E SUg £k,

o KA BMC FLE MWREGH LDAP, ThRSFAN—MTELREIES,

o WRMEAE BMC ARG THE, BEEILELR TCP/IP E#, BREEFNE BMC W4
O A e E EH,

o IS H)E, XClarity Controller ¥ B # 5 3),

¥ BMC HENH) RINMEASE W UEFI &8,

E# /B3I XClarity Controller
AR E B4 B A 0T T 5 35 X Clarity Controller,

A X BB )5 3) XClarity Controller W HEAIME B, HS MU 64 T “HFHHAE”
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FA4E HERF|[RES
3852 A T B T AR T 45 7 3 W 7 U e B 25 98 15 .

¥ 3 XClarity Controller 5, ¥ SR —NRFGCRETH, ML TR W &EF R SGHBARES, F4-
MAZHE, RERE, 49Dl g S wor .

BREETRARBRBEIRESH
AR G 5 L T AR O AT IR S B R A

Vili] X Clarity Controller LTI, BRIAMEI T BB REHE, HhRHBELRER, BR
T2 R REAF AL P A B0 Je 4% B I AT IROUIRAS . 2 I YRR AF 411 2 16 DA R 8- 3t :

o 4#Z (CPU)

s W

o AMTEMH

o PCI J&ERLA

o HLJEBILR

o MU

o EAR

o HAth

E: ER&ZHERTRNERS L, RWAAMTRER “AH” REE R,

© Copyright Lenovo 2017, 2024 53



Health Summary Active System Events (2) (7]

CPU Memaory Local Storage

1/4installed 4 /24 installed 2 18 installed

- —0 »

PCI Power Supply Fan
5installed 1/2installed 6 /6 active
= 2
] —
System Board Others

WRIEL AT — DM A R IEH 21T, Rt R3S & Mir. LR ESRI,
Wﬁ@iﬁ%@ﬁ%%%%ﬁﬁo%ﬂﬁ@ﬁ%%ﬁ%%ﬁ%%ﬁ%tﬁ,%%ﬁﬁ%ﬁ%ﬁ%
35 3 M =4 F

Q Power Power Supply 1 has a Configuration Mismatch.
FQXSPPWOOD7L FRU: June 5,2017 5:51:13 AM
%
° Power Mon-redundantinsufficient Resources for Power Resource has asserted.
Power Supply
. FOXSPPWO110M FRU: June 5, 2017 5:51:08 AN
1/2installed

HEFRHMFRE, HRIHRDREIFES R, Bk En N0, HhBRR%E P SHEs)
FF, RLAERRASHEHBERERAN M B,

AR A A SR kAR L, WIERRBEIERWETT, I HRAHEEE,
WAL T 07 B SCA B B B L3 M LR R, B iSO (BE3Z) Ke 5 1) 23 R 5T
H: 78 D3 HLAHRA T R0P, DUER 1T A L3R4 i BB e 1%

BERGER
A% 5 9 £ I P R 55 7 L M 2

AN A 2R GE AR B B B AR SR B LR 55 9545 BN 2, L B DT A&
o HLAFZFR. HIEMBAER GRS
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o HLAFLB/AS

o 735

o REHLW

e IETH USB Fif X
e BMC FH[IE

e BMC IP Hiiik

e BMC E£Hl#

o WHHHME T A

H: M HXAE D3 ML RA R R ER
e UEFI JRA
e BMC A
e LXPM JiRA
o frE

i 55 4% T AR R R B S AR T — P R SR A

T (BEWH) #d T K3 a&0MRERE.

R

ik

F ORI A PREAR T

Jiie 55 4% IR TR

RS ITIBI1IELE S 3 UEFI

MR %5 4 IR T AT T, {0 UEFI RiE17,

% % 1EAE UEFI Hiafs

552 IR C 4T, H UEFI IEfET,

% % O4E UEFI 1k

M 5545 IR C4TJT; UEFT AW 2] )85 ©F k2
13:0

IEAE G| S B R AL R R EAR LA

5525 T HE T A F R B Z —1 & T IR A
o BIERZENRBFCEY, HBERZERELT
e BMC Ethernet over USB # OB 28 H,

o HWAER G ARIME L Ethernet over USB 1
H AR S FR T o

BIERZ TSNS

i 55 2% R AF R R IEAEIBLT .

#H 2 RAM CURE i 55 4 B T R AL SR IR 25
FRIEARBLT AR fli 55 2% IR T AT T 3 HIEAE BT A2 W TR,
RO TRERS 55 % CATT LR, HAR LTSS E UEFI F1

Setup ¥ H LXPM X,

ZZIEALEDL LXPM 4P R iEfT

g5 43 BATOTHIE, HRSC519E LXPM i
KX, EZHEXTH A LER W LXPM 3 H#,

WREESRRGE AR, HHRGHERR, MAZEHNREAK, RaRhsaEiERid,

o4 m. BERSSRSE 55



R E YR USB i, R L ERAR, R M TR A HIEFIER USB i iU,
WA, ok Rk,

W SRk 55 25 WP T IEAS 2 X Clarity Controller Enterprise VR iE, %8 w] DLW SE 7 71 3k F+ 2 DL S
s fe. BEARRBOI RV e AT 3%, 3 i ) _BA KRR

BMC License E

ZEIRm . W BR e S VRRTIE, 3 B o 1 A A Sk B

= Lenovo XClarity Controller Enterprise
! 1t -
BMC License Upgrade =

SR BMC IP Hihk, BMC FA414% . UEFI JRAS, BMC MARFIALE T CE, ERGmA
%ﬁ‘%o

o XNF IP Mtk An EH L, RGEKSHE ML T B DKM E RS

e XF UEFI fil BMC AR, £ 506K S 20 B30 .

o XNFALET, RS SRR ST 8L E T v IR 5y 9% E PEER 4 .

BMC IP Address 10.243.1.28 ->
BMC Hostname XCC-7X03-1234567890 -
BMC Version V1.00 (Build ID: CDI303V) -3
UEFI Version V1.00 (Build ID: TEE103J) -
LXPM Version V2.00 (Build ID: PDL105C) -
Location 1, Room 222, Rack B52, Lowest unit 0 -

BERGANAE
T3 it 22 0 A vk ORI, T BB MR 25 AR T R A B

FHAMARERILHL . WEM VO 7RG A ARG N R G RME, R
2HRA ME (TR BLE%) i, WTAERIERESEEIEPES, KPhafDTHRE:
o ¥
— 2R SEIN BRI R A o S AR R
— B R b B AR N AE 5k s R I Wi
— C“PrIdSE” IR L T Rnid 2 24 AN SRR R,
o LA R
- BORHRIhFEOEE, DREZ IR 24 RETT R FERE.
— K BUbR e b B 5 A B R R 3L BT TR

- HHTCHFEDF R A A4 “CPU” . AT R A e . C“HM” /AR
SBTHFERE “CPU” A1 CNAEE” ThRE. CHA SR AR BRI R L R SRR

- CHR” IR R BE A SR R TR HL S A R A A 2 R SR EORR A
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o REMME
- BARRG, WBEG. WM VO F & S04 51 R,
— {5 D) e R R Ay R T BT Y R R A

- CPU FARAZFAHERERYAMHHME CPU HEE 4, B CPU F N E MR 5
BN (XVRSHBEERZEREN cPU AHEXBEARR)

- WETRFHA M RFR GRS NFEEEG S ERE T, GEEA B W Hi i
RABNE)

- VO FHRGEHMHRLRYHMEHME PCle B T A 4 L,
— DN TE N B RD CAE B AR B8 S R KW N SE R 4 L
o MEME (RPM)
— DX R 43 S R T8 B KR R 4 b
— PR DLE I B oA T o SR ) DR 3 AR TSR

- DBBCE o VEAR IR A B B 4R i R S5 A RO BRI R . BT DATE AT 52 s AR B 8 XL
HIEWHE, WRXECE2EET, WAXAZA

BEEEHAR
6P 3 e th TR A B 0 T

ik i eibv ¥ SNV RTAN ¥ O SR H & H 0 4248 il X Clarity Controller H
ST T 15 A N W T W%f%ﬁ%%ﬁﬁﬁiﬁﬁ?ﬁf%ﬁ,%%$#kéﬁﬁAi&%
oo KR DA AR H O o B 5 R AT O

DL A6 B AE 30 pF H 6 0T s A) DL BT B R4

o SEWIF: EBUBMETPLIEFA AL DB RNEBRE, SAFEMELAMHE KRB, "
7R 55 DL B 1 S o 1 W
W FEFESHNE BMC ERH, Hibikp Sy E4ETHERs, wRBARETWFS
RIEWIE,

o WERH®E: EFILEAETUMBREMLHE,

o I EBFULIBAET LR HAE LRBIEE R WA S ESH,

o XM EFERSMEMHRA, BARBCRFELT LA

Q _

7 F A B R
!

7 A e 4 2
[

BRHEBEHHSERH

By B B T R P B AT T S R 7R B B R SR, 3 42 B ol Wl s T A S PR AR SR 7R A 2 T
DI, Pl bm Ji Bl B S 65 AE 418 7 2 SR s B = 1 2R A8

o WRRBIGHIESRAE: M THS A PESE B R ERA BB R S HE%H KA,
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o IO TG A e 3 L R AR ST DA 8 A T TP R SR A IR B DR A R S

o MR EHRIFEXMNHEMASOCH Y, WHRLHARERE, REEERE AR RENT,
WHER, WMAXSRADE,

ﬁi $1¢Htmlﬂ>%ﬂgﬂ%j(ﬁ§jj 1024, ${¢HJU\B{%H—J‘9 %Eﬁﬁiux%ﬁﬁﬁﬁb%mﬂilﬁﬂgﬁﬁf\%

o

EEFZAE
;’Eﬁ HERMEH P3P il 5, W% %3] XClarity Controller, BIEHT H P f B S H P %15

A A% H S B R AE FAGE, E ORI R SR HRAE

$#Hmﬁﬁﬁﬁmi%%U%%Fﬁ*%ﬁﬁ LEHEEWAE “HRHE” JOE _EAT Y 275 0 i
EHRAEAIIR, ESHE 57T W “EFEFHEB
iE:

o TEMFABAERLE LIELT Lenovo THIG, HHHBWHRASEANRKAHA 4 (FlwH
F*” 20luN4SB “) $UATHIBRMER LS, W4 TRERSSBERZ LETN T2 68—
it i) F P K P DA W) X Clarity Controller, %1 8 FI BENL A -+ 42 fn i syt 47 1k, IR T
TENE Ethernet over USB # 1 L iji[] XClarity Controller, % K /£ A Fl F ¥jj Al XClarity
Controller Redfish fil SFTP #11, B A B 3% i I i P+ DA B TR 38 e ax 26 58 3k $hAT i 4 o 45
YE¥ I FAE B H B,

o HEHBICFKMRARLEN 1024, FZHBOHN, HHSKEHADEERIHHHBRHE,

BEREEPMLLER
e i o et 4 R R L s SR A K
G 2447 S ST 0 1A 20 D, A KT G S B 38

ﬁ;?gﬁiﬁ%%%ﬁﬁiﬁzmo%ﬁﬁiﬁ%ﬁuawﬁ,%mﬁu%ﬁﬁﬁm% B IH#Y

REERERA
HAR S o £ VRN 5 06 B TR Syslog WA Bk SNMP W BFZ KOs o

PATF P9 20 1 B i W 0 32 0 v R ST B A

] 7 WL T B /Syslog #MOTT 8 4r AT DL T BRAE I,

o AEE: JEFEUL A DL AR AR B T BB RO A Syslog T . B ELE 12 4 H IR
#:Fn Syslog W7 .

— UL B PR AR A 5 DL B R R R R R WO

— i NER WO ARk 44 A R A ik
- EFE SR EEEN, MAEEEH, ZKP R RRFRERE, EARRKER TR,
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EPEAMBOT BRI, QRS “RE” | “ERY &R KRB FAMT
PESR L, W] PRI R 1% 2R b A e 4L R

T 3 R A R I R N A A T R R
A R 51 R EAR S B E AN B O

AT DAAE 0 A0 T B WA A A A ) P IR AR 55 A, BT B o BB A3 TR Y SMITP IR 55
SRERATIE., AREEEAGEE, BT SMTP ]R3 4.

% Syslog &M J5: EBFHBAET LA & Syslog #WU T .

— Hi\ Syslog 55251 IP Huhkak M4,

- PR SES R, AR EA A, ZKP R AR BOIRAS, HA RIS BT B,
- WA R G E B R A W5

- EHFERIEE Syslog MM MFLERR, WRRL “KR” | “HER” R “RE” KA
PRAEFF B T HLIE e, AT B IO S R 1% 2R v R E LA s

o SMTP JR55%%: EFUE/ET AR E SMTP B HE 2 IR 55 25 P O B . A a] Bl B — A HL - 1S
PERRSS 25 . I B A TC B ) PR WIS A 82 WA e 3K 2 e N 4K O ) TR — R R BC R . SR B A R
RS54 X F5, BMC 2 B N L eERVI B e &8, DM STARTTLS w4 5%i—i@id
o 1 587 HEAT WE 4% 4

i N FL W IR 55 4% 19 AL 1P b ik A X 4% 3 115
n SR R R S5 A W BN, TR B BANE R RAE, IR\ P SR, R
P IR 55 2 ZE RN IE SR, W DAL Ui -Mi B2 J5 ¥ (CRAM-MD5) s S5k (k)

QSRR 1) AR R WUSIE, L 4T RE 2 BHLIR R B R R BOAE UL, XClarity
Controller ¥ ffi il alertmgr@domain, " domain &7 XClarity Controller Web T I
(") DDNS ¥ 4r g Ml % . AT B C RN G BB BBOAR A NG B

K] AR 5 - B e 55 A% W RE, DA DR IE TR C & B TR % B . X Clarity Controller
KRR —%HE, WARERESEI,

o TIAMGEIR: % B UL HRAR DL G IR A R I R A G B

HIAFR ] $5 € XClarity Controller 75 F W22 1l 2 W 475 UL F F BT 22 1l R 1% B i Y I8
2% H Z AW RER 45 € XClarity Controller [1] B§ ™2 Uy & 15 8 i Z 0] % F¢ O N [ .

22 Z A Y HE R $§ %€ X Clarity Controller 7E— K221 2R W5 3] 31 22 R % B ik Z 18] % ¢
F i 1]

o B R4 AR 5 DA TG B S B U PO R SR R B

" UAE TCP b1 UDP BhZ [AIEATIE#E, IR, HREREM THA Syslog M5,

o WRTEIEHETHEIFEL Syslog #W T, BATKAEARIR T HIIH,

LG F IR F Bk Syslog BT M E, 3 B i SR AR AR BT O TG B R O F R
R

S B B ¥ MR AF B Syslog MWy, 3 B i B3R AW BT AR
L) LT HEPF B Syslog # WD A X MR E 4k, 5 E AW R

SNMPv3 H ;7 #84r H wl $047 DL F 45 .
o g EFULERAMEH LEIE SNMPv3 [f BT .

EPES SNMPv3 [P P oK o %R P kP 00 + A ARHA Pk ez —

o4 W BEMRESRES 59



- I_EWEW SNMPv3 [ SNMPv3 45 BiES 1) BAL4 8 1P ik,
— XClarity Controller ffi Jil HMAC-SHA #(5 5. n) SNMPv3 4 B #E4TINIE, X ME—%
FRRE
— FBRAAEE RS 5 BRAL B IS & 3 B DA XS SNMP £ 347 % .
- SNMPv3 £ EEH T SNMPv3 [EBHEZERCT . 18 SNMPv3 [ BFE: SO I BI AT
HATHLE, S SNMPv3 64 TR SNMPv3 3% B - E REATICE .
- EFERHEZEH SNMPV3 FaBE, WRZEH, SERKRRFIERS, HA2KE SNMPv3
K Bk o
- BHAERS A B Web TUH LI BRI E BMC BcRE AMMEE R, 5SM% 82 11 “i#%
BMNEAMBKANY , THREZHEER,
— JEFMK N SNMPv3 LA R FABF SRR, mRag B . “HERC H A
57 RPIARZFF NN T RISE R, W]k B B O 2 5% 2R B b g e AL s
W W DUE SR SNMP & P im AR EL 2 [ i e e 46, BRARA BRI FRY 5 B8 CBC-DES
1 AES.,
o WIRTAIE SNMPv3 [EBFHERTT, BATEERES FIIH,
— 4 SNMPv3 WO 3RE, 15T ERAEFR ST 5 B E IO 550 A B R
— B bR SNMPv3 WD, iE 5 B E AR

HRLEXBREREHERFRE
B 8 o 0055 S KO B R AE R S MBS

BIERGEFRFRAEENN, & EIMRRERGRRE. WRRKESBERERSEE LETHE
fF, K R BAERRBVRFE, HMIRRERMNE. XClarity Controller R REFEE — 1 EBF
BAE R BB VR KA, BB B LA bR . e UR HRME R B TR P RE A e
WAIRBAE R AR pr . HRERIERSBETERFNN, ESM% 83 I “HRERFSFHEN” TR
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XREREEEH GRS MBI E, RET, ARSI EEER Birsm, BRI,
VR

JE R GRHOE , R T AL P B8 4T Y S5 B BRI I I 5 %
JE U5 B e

%ﬁ@@ﬁﬂ%%%ﬁ%ﬁﬂﬁﬁo%Eﬁﬁﬁﬁﬁﬁ%,M@E%%D*%%ﬁ%%ﬁﬁ@
X3,

i B
TR H G5 DB AEEE, A WA A E:
o Fifa: 7. 9. 12, 15 Al 23 fif
o KJE: 16, 32. 64 Fi 128 KEH

W: WHHOT, WSR-S @RS 4% B B S0 R Ay B2 e I 9 i >R 6 vl R B BT i

NRERF L

WES A LB P B T R AT BT A B R,

HZFHLE DR 1ISO il IMG SCHEAE Dy R LR 8 35 3%,

o JHEEH S, W AEFREEH] G 210K i U 8 B AR 55 A8
o HIEMNEMREHE Web TUIH #AE, KREZEBEBESN &2,
e M T H

JH P %5 5 s P s ol o A0 o P 280 7 U R A B Ak P R LA S T R
T AR 3 R G55 oz A IR 55 25 K5 SCHE A D e LA ke 3k, I w45 U5 1] sl il RDOC 2 figke 3t
-#% %] XClarity Controller 1%, X EAHLHI BN T,

o ZKHuAN 5 ] T Ui W] XClarity Controller )& 4t LY ISO 2t IMG U, Belii A fgidid iz 4
BEHEXEMEN, mMEEEREMNERESR S Web WHMH, HACYHH XClarity Controller
Enterprise DRI A W [, BUEREBAMA BT, H1ERBAM A B 5 b R EBE . B2 T EN
K DU SO BB e 55 4%

T

- /] Google Chrome I SEaS I, 554 — A4 N AR B ICHE/SCAE R A BOE AT I, @S E T
ELRAE O 3R

- WRIEFES XClarity Controller #4722 Rl & 216, WA KB -G
UL RE
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o ZMARLG EWSCHFRAIE R BRI TR, 52 v W K A SO DN R B 3  3K, X Clarity
Controller 32 7D\ F 30 I Z PR

— CIFS - i)l Internet X R %
- HNAEZEM RS LA Z SR URL,
— SRRSO Y R LA TR A 43 IR 55 4%, T 20 3 % A,
— #i\ XClarity Controller H TV A2 & &8 Iy X # FEIE

#E: XClarity Controller A XF5H] 1 4. %95 URL EP"@/‘W% Bk CIFS IR554%
M FARIEA B & S P A AER, H URL PASZH.

- FEIEWONEIE, HE CIFS Wil E X,
— WMEEE MRS AR TN E PR AR IR S AERE, TN IZ RSS2 T8 B84 .
— NFS - M43tk &%:

- HINLEEEARSK LEAIZ MR URL,
— R LR SRR R BRI IR B A IR S5 A8, WAk 0% A

- WEIEWANIE, HM NFS VhilE X, X+ NFSv3 f1 NFSv4, #ilan, M NFSv3,
TIREIET “nfsvers = 37 , W NFS k5545 ] AUTH_SYS &4 J5 R INIE NFS #
g, MFHEET “sec=sys”
— HTTPFS - 3T HTTP Fuse WX R %:

- WNTEIZFE R & B AL M H URL,
— WCREIE SR SO R LA SRR R A S5 A%, A0 3% % SRR AE

H: F#E Microsoft IIS AWML 2 IE BRI GER A 8%, WREAZEH, BSHE
80 1 “AriREREIRMIE
ngﬁgﬁﬁﬁﬁm@iﬁfﬁwﬁwﬁﬁ%ﬁo I B A BT, 3 A B e R A A
B 3w B AR o

e % Wi XClarity Controller W7 LA WA, I XClarity Controller RDOC FjfigKs
HAEN BB B, A SO B R/ REE IS 50 MB, X 26 30 76 Bl N B 0 4 — EL IR B A
X Clarity Controller WNfZ 1, BIffimfdfil & 2G4 K. RDOC HRefE b SN X R
IR B
— CIFS - #i[l] Internet XPFE&RS: AREHAGELE, 55 LR

Z I E

A P Hidky 192.168.0.100 1 CIFS fIk 55 #% backup 2016 H EH LA ac-
count_backup.iso #J ISO Kﬁ:’ﬂfﬁHﬁxgﬁim}-\%)ﬁw&@ﬁlﬁﬁfﬁﬁ, TG T B s i
B. AmpBlH, AT 192.168.0.100 1k 5545 % “accounting” W FRSFH/EGHH—1,
WAL, WRER CIFS IRFHAE T RN, HRRFERE S AR 6] b 3 8 % i 7 B
8 CIFS REET N “AXGRNEGFEEE” , fRUIN B M CIFS RS54 XMHF#KREF
B/NEZRNKRE, REEGZETE, BMC £ A EZFBREBANNGE, FFHER
MG KRN, ZERSHEL®ES CIFS RS54 . 1ES M CIFS MRS 48 501 S0, ki
FEHSHY CIFS IR 55 4 3 Fe MR LL 3 33,
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Mount Media File from Network: 0 mounted + 0

B}

CIFS V] Input URL: 11192.168.0.100/backup_2016/account_backup.iso Read-only

User Name: mycifsname Password:  eesssssses

Mount Options: nocase Domain: accounting

Mount all remote media

BMC £7Ei8 2 URL B2t8 S, MR AB URL R, “RER” MK KT, URL F#
BT & a3 AR E R URL AR,

URL address in the form of /ipaddress/path/ioffile or /domain-
name/pathitofile. The domain-name can be alphanumeric

characters, "', < or"_". It must contain at least two domain items.

NFS - % XEZ%: AcHdfE R, 55 B3R,

i

ZH TP Hihkoy 10.243.28.77 1) NFS i 554% “personnel” HH &N US_team.iso ) ISO
SCHAE N R S5 4 R R U AT 23, THEHEW TEIATER. NFS “UiH=2049" 3
BRI E W 5% 2049 B TEHBURE. REEHFZBRTE, RBERIGERN, HP7E
GFB NG BR L83 NFS IRS548. 1523 NFS M55 45 S50 SCRY, SR E &1 NFS
JIR 55 25 3¢ F5 WP L 3% 331

Mount Media File from Network: 0 mounted + O

NFS v| Input URL. 10.243.28 77:/personnel/lUS_team.iso Read-only m

Mount Options:  port=2049

Mount all remote media

BMC 21382 URL B#24t38 S, WARFr# A\ URL o8, “3E” M KE, URL ¥
BT S MHaaxXARzR URL BHEI#KR,

URL address in the form of ipaddress:/path/toffile or domain-
name:/pathitoffile. The domain-name can be alphanumeric

characters, "', - or"_". It must contain at least two domain items.

HTTPS - %48 SCAAL S bp i :

- EyNFEIERRE R S B €L iZ SR URL,

— WREILZ SRR R R B R BE S IR 5 8%, WAk %A IRAE,
- Hi\ XClarity Controller | T ¥jj[izf2 R 5 b iy Xy FEIE,

W
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— 33 Microsoft IIS A M Z 2t I gk A 5%, WARKRA N, ESHE 80
T R B R R

— XClarity Controller A FfH 14, %k URL PR &2, HHR CIFS IR554519%
FARIAL S HEHH P A ER, H URL PAEZEH, wbl:
S50 FH B 4% 3 11 8080 ¥5 3K &4 “mycompany.com” ] HTTPS t554% “newdrivers”
H %% £ F7 N EthernetDrivers.ISO B ISO SCHAE N Mk 5548 b0 H st g 0L A8 B A7 2K,
WG T E R BL,

Remote Disc On Card (RDOC): 0 uploaded (50 MB available) (2]

User Name: test Password:

BMC 21E$8 & URL BHRBE8 S . WRATH NG URL o3k, “3#” MK KT, URL
FBT 2 HAAXARE/R URL B HI# R,

URL address in the form of hitps /fipaddress[:port)/path/toffile or HTTPS: idomain-
name[ port)/pathftofile. The domain-name can be alphanumeric characters, *", - or

It must contain at least two domain items. The port number iz optional

— SFTP - SSH SCH: %4 B
- MINTERFE R G FEN %R URL,
— WUREEZ SR N R B TR B 45 IR S5 4%, W 203 1% R AE
- Hi\ XClarity Controller T ¥jj i f2 R &4t I oy X By FEIE,

W

— XClarity Controller AN X7 /' %, %55k URL & 24, iR CIFS k5545 %
SEARIEA & S P B %, H URL HAE 2,

— XClarity Controller %] HTTPS Jk 5548 W ¥t — AN 1, WoRi% HTTPS 5548 o
M B Z2IE M5 B . XClarity Controller JG ¥ % iiE % 42 i 45 i FL SE

— A - WA Internet XHFR%%:
- AEFRGP W R ZR R ISO B IMG 3,
— WEREE SR N R R B iR B 45 IR 55 4%, W 203 1% R AE
BB RDOC UK SR B R R, ZEMIBR B B 5T, 36 B i Bk 847 Jioh )
14 B 3% AR 1 A
LA I <

T EfE ] XClarity Controller (.iso /.img) ZHiFHHWARIH 7 H] OneCLI & # rdmount
MRS ER 4y . BARTTF, rdmount ¥4TH XClarity Controller Wi, FF¥ i sim g 3 K3
ZEM.

rdmount &M DA T if .

rdmount -s ip_address -d <iso or device path> -l <userid> -p <password> -w port (443)
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WA iso MR H:

$sudo./rdmount -510.243.11.212 -d /home/user/temp/SLE-15-Installer-DVD-x86_64-RC2-DVD1.iso -l userid -p password -w 443

EH Java BEF RN E#E
AT BT E Java %7 o 2% A HL A IR,

BRI DABE ] Java % 7 o 1) AR 55 4% 43 BE— >3 H 5L B CD 5 DVD JBIK. KA KB) 455 USB N
BRNAE, AL DB A B A g e B 25 B TR RN R £ T 0 DL B 3
fe: FFE3N (515) Mssas. BHRRE, FEMSsas LBRBBE, PLRAEIRSS & b2 ol B 4
ERGE, WAV e, ARG E R AE IR 55 4% £ 2780 USB H3h 4%,
H: ZEREH G Java XU TE— Java 3158, I B R HTMLS % P i RIE4T A BEFT T
1. Oracle Java Runtime Environment 1.8/Java SE 8 3 & iR A<,
2. Open]DK 8, ¥ #f HotSpot JVM i & ] AdoptOpen]DK.,
WM AdoptOpen]JDK, M 44%i7E OSX ., Windows Ml Linux Ff#i ll https://openwebstart.c
om/,
BIZBRE S
SN SE B RS SR B BT A R SO, 3B S8 DL T 2 B

1. AEMEBA IR Java 05 s B F AP A4 B0 O 350K 1 0 b B MR 5T, Bl AR R < OO
KA FH

2. B ohy L O SO SR BE SR TR Y ) U 4 L DA 3k 4 S DR SR K
3. Foly 573 W A% SO P B S B Dol B 4 4L DA adk £ S P A AR ST
4. i Al Mg R,

@ Create Image from Folder =

Create a New Image File From a Source Folder

Source Folder:  Diworksitest_folders Browse.
Hew Image File:  D:worksitest folders.img Browse
Create Image Cancel

B 1. VEREXH
ERERHNRE
TR BRAHIMALR . SO kA CD/DVD/USB HE) 8%, 18 58 A T 2B 3R

£ T Y


https://openwebstart.com/
https://openwebstart.com/

1ERE BUAT I Java % 5 3 0 11 H B B340 IR IR B0 oy i B BRI B2 R I, Bl A K R 1k
BEREMBER” #H,

Client View

Mapped | Read Only Drive Close

Add Image...

Remove Image

Mount Selected

Map Folder

Scan Drives

H2 ‘UHERERZHRE EO

BEPATU T SRR A MBAR . X F1 CD/DVD/USB 3] 8% :
o WBAWAS:

. BT R i AR R A R A BRI L

. KO W,

KA S RIE S DR e (ARG
- B oy 2 R T 3 4 LB R B 3 A B AR

m 0N -
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o 4 : - o i

This PC [-To N

File Tools Virtual Media Help
“ Computer View e
1|/ » ThisPC » v & [ Search ThisPC o
Virtual Media Desktqp 7Y
Transfer Rate: 0 Kbisec { Favorites !
Bl Desktop
[ Targetonve Mapped To | Readonly | Duration |  Read)write Bytes | s " o
|comvo [en_windows_server_201_|ves [o00018  |21504070 iy oW ars E: EEE L
=1 Recent places ”
USB Reset
/8 This PC )% Downloads
Select Devices to Mount =
€M Network ) M
Client View
Mapped | Readomy‘ Drive Close
&} CDIDVD - en_windows_server_2012_;
e Pictures
Mount Selected ‘ Videos
Map Folder ;
4 Devices and drives (2)
Scan Drives
s Local Disk (C:)
ey |
W 709 GB free of 99.4 GB
_ CD Drive (D:)
Bl 1R3.55_X64FRE_EN-US DV9
0 bytes free of 4.23 GB w5
8items =~

B3 RaErumE

o PR IO :
1. Bty W S SO SR 4 L 0 45 T B A AR S A R
2. B oy 3 R T 3% 42 L B MY B e AR A s SO K

B® Windows Server 2012R2
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Client View

Mapped | Read Only | Drive

e o= COVDVD - 3333350

Map Folder Cils ers\chensunmDes 0piaass

Close

Add image...

Mount Selecied

Clear Map Folder

Scan Dnves

120 Virtual Media Java Chart 1010409561

- 8 x ey e This PC
Fie Tools Virial Meda Help “
Computer View
M r ThiPC »
Virseal Madia
Transier Rate: 0 Morsec 45 Favornites l Wideo
| B Deskiop
Targt Dvive Mapgad To Rasd Oaly Duranos Real | Writs Byles F
Ferbable Disk T raikaitn o _talders TaE L ATZIGHI0 | & Downloads 4 Devices and drives (2)
l% & Recent places - Locsl Dk {C:}
USH Aeset -
b 18 This PC .
TEST_Fu1 (E)
+ G Network w —
Biterma

H4. RELMXHF

e 33 CD/DVD B USB Hizh#:

R R R DR I 6 O\ ) CD/DVD 8% USB 8
. A B,

CeERBES DR HiZh e (WRTE) .
P ol 2 T 00 2 L WP T 2 3 A M AR

O N -
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+ 5 s 5 ¢ 1 B = . —
@ vire e 2 2 b | L = | Drive Tools This PC I_Ii-
File Tools Virtual Media Help “ 0
Computer View Manage
i v & Search This PC

N 1 [/ y Thispc ¢ | 2]
uuuuuuuuu v
Transfer Rate: 0 Kbisec { Favorites
Bl Desktop ) h M
‘ Target Drive ‘ Mapped To Read Only Duration | Read / Write Bytes | D load: ¥
|Removabie Disk E [Yes [o0:0058 __|7.436M /4096 ks
2. Recent places
USB Reset : Pictures
1™ This PC
(@ select Devices to Mount X _ f  Videos
€M Network
Client View
4 Vi I )
Mapped | Read Only|  Drive e Devices and drives (2)
7] "

S 705 GB free of 99.4 GB

i wi  USB(E)
Mount Selected
e =
can Drives cted

[¢] (=) Removable Disk - E: am Local Disk (C:)
Add Image... L[ = —

B 5. %& CD/DVD 2 USB 558

CEFERBNBAS B A S SRR A IR A B, I DA S DU BRI R AL

O e 7 B A & Ao VAR R B LSRR Y i A Y SR AE

SURTFBAA S AN SIEAE, ZEEAE AV BOE B AR ST 2 £ M U SR BB
B B S A I AL LRk s AR

HLh R PRIR AL P I PR BRI W,

P A o WA 2 LA A b SO R G v D) N I B 35 £ A1) 3 P R B G A ISO G LAk
P O o e A 2 L B S I B 35 25 5 36 rh B AR

R vy 2 30T 36 2 L DA e R RSB A L W S BB v ) 3 Y SR AR WU B BT R B

T SO IAARE N R SUF RAR #K
R oy 4 400 88 28 2 L BT A M e A R

BEEHRNRE
SR ENM S8, B TR

1. AEMRAN R Java % 5 3 B 1A A MBS B 350K T B0 ol 340 3 4 VB 8 it
2. EPFHBAMIETS, KRR “EEEE” WINE O, GURERZ, RS S LA EHUR

55 % B R 3K
H: AR E M
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Virtual Media Java Client 10.104.195.61 - O x
File Tools | Virtual Ilmlin| Help

Create Image ...
Unmount All
Virtual Me{ 4/ Map CD/DVD ...
v~ Map Removable Disk ... 0 Kbisec
Target Drive Mapped To Read Only Duration Read | Write Bytes

CDIDVD
Remaovable Disk

5B Reset

6. gz

TR B IR A&
A 8L 055 R A R R

i ] Microsoft IIS A B Z A IE 1IN, B P ek R iR, WRRAEZEI, HRiELE
MEF 0 H openssl B A AL 2 UEAS . JOH T ER B A B pfx SO #E] Microsoft IIS
IRk 55 4% o

LR R B/ WATAE Linux #R1E RGPl openssl A BN & 2k 15 W= 4l

$ openssl
OpenSSL>

$ openssl genrsa 1024 > server.key
Generating RSA private key, 1024 bit long modulus

e is 65537 (0x10001)

$ opensslreq -new -key server.key > server.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enteris what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:B]

Locality Name (eg, city) []:HD

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Lenovo
Organizational Unit Name (eg, section) []:Lenovo

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

Please enter the following 'extra' attributes
to be sent with your certificate request
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A challenge password []:
An optional company name []:LNV

$1ls
server.csr serverkey

$ opensslreq -x509 -days 3650 -key server.key -in server.csr > server.crt
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enteris what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:B]

Locality Name (eg, city) []:B]

Organization Name (eg, company) [Internet Widgits Pty Ltd]:LNV
Organizational Unit Name (eg, section) []:LNV

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

$ls
servercrt server.csr serverkey

$ openssl pkes12 -export -out server.pfx -inkey server.key -in server.crt
Enter Export Password:
Verifying - Enter Export Password:

$ls
server.crt server.csr serverkey server.pfx

BRHEZEEHESTE

A B G0 A S5 A E AR R W B 28,

R MW & 21, ERAEREH S REPA RS IEE D,

TEHERSHEEE

PR 8P 5 B MR IR 55 4R W IR 55 15 B . IE WS OL T BE AR AUAE IR 55 A\ B33 SR 68 1 B Ak e ik 55
i W] 8 I HEAT

1t XClarity Controller W, M $fEil 5 AR HE, AEEFIRFBIEAE,

BRINHOLT, REHERBEUTERE: REFELE. RAHER. REMAER, SMBIOS #£., £
WE ., FHHE, FOD %9, SLP %4¥]. UEFI lL &M XClarity Controller 2 it &,

FP T DK bR B e “REAAE B I IR R 0, RS M S SRR B

HEARFERELFGSHE, AN EWEESHUTRER:
e M%KfER (P, FHZ)

o FIEHE (24 PNIEIR)

e HFEAE (BWEMPA)

o L — IR R AR B
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ol S DAT BRI 55 B H

WEMS I X FERENSRE TR ER DA BB 2% KRR &R INT#
X, MRSSECTE RSN EENE LT A4 <machine type and model> <serial

number>_xcc_mini-log_<date>-<time>.zip
Blan: 7X2106Z01A 2345678 xcc_mini-log 170511-175656.zip.

BT zip MRS, BAESHRE Rk B tzz AT RIRSBIE, tzz T E—LLWHH A REHE
#wh, WEARTESH zip MR ER, Tzz 03 —FESHFED, HETUER “lzop”
Z R R P i I 4

WYL e k... T2 DR BE  th HSS H
A5 75 /8 1%
AR I £ S A S I 8

RENEMEKRA
AR 0055 R A S DA B A M B P S A BRI R

7 IR 55 45 W . T 38 4% R 5% 4% ) Pk DA G B o B REK 3 A5 S

BEA
FoVF 1 R F G0 % A 1] 8 AR I DL R 2 B R BN B A 4 44 A HL 3 5

H: FBEYS SNMPv3 BLE R “BRN” PR, H4%05H SNMPv3,

LA £
13 5 5 i 7 B ALSR DA 265 5 45 B ML AR B L IR 55 4%

H: UFBNTIE, HIE Flex TR PATEE,

W5

T8 3 45 F P AE W B TR) DA A8 38 % 5 b R B L IR 55 8%
gt

T $5 3P AE WAL e DA 48 08 2% 5 b R B L IR 55 2%
K U

I 5 5 FEAEALSE o 4 o B DAAE £ B B B E IR 55 4%
#E: FFBONIE, HAE Flex AP AEE,

3 it
FoVF S35 2 Mk 55 45 i A oL B AY 50 B B 5 k.

H: WAMHXGERE, XU%EEKAE SNMPv3 #4 HILE 72 B X Clarity Controller 3 7 Ht DA
B —47 8w
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X E RSS2 E A
He AR B 1513 25 9 R

3 46 Ik FH T R O L R e 55 A O B4R
A5 W 55 5 VL L T 32 £ 00 9% 46 J DA TG L R 55 2 B . BB BRI 55 2R R PR R A T

REREREVRY
BERGHEVREFHTRERERAUMRIIRER, ZEM G, ©%5U5 A Ethernet over
USB #H., AXFENFEEL, WESHE 31 W “IE Ethernet over USB” , XClarity Controller
B R GE A <1 L) I I 5 v G ) N [P )RR B R 4R A R . WRBAE R G T — i
B AR MR, W XClarity Controller N #R1E R 4 K A Hik, XClarity Controller K i #K Ik 55
WA NA, ARIE R A 3 IS A L2 IR M. X Clarity Controller R AETLHT A 3 it
S —Wo WREHE NG HRAERGVIREER, W LIRSS 4 R 5 BRI A RSB HT A 3h
Messas, DABEHERBIF Rk mE, ZEERHRERARTRER, HRMRSHEE, K5
HATIT. ERHABERGE TR, MR RGE P BHA T B3 ik £ — A WA A,
WiEHh M. BEMBERER VR, EAERERAR VRPN Th i LEEk,

EABRFREIRT

BN FE TR M POST S8 B BAE R SO IT dhia 47 Z 1R W I TR [ B . 08 I b T 6B,
WA M Ethernet over USB #H, AXHAMFE R, ESME 31 W “HLE Ethernet over
USB” , POST 568G, XClarity Controller JF 51t I, ARG RKABIMERS., WRIMIER
GEAEFNFL 7 B AR e e £ P 1S A I A) N R i 87, 0] X Clarity Controller AN ##4E & 4851
SRAHE, XClarity Controller ¥ F 51 5 3h Ik 55 4% L Z M E #ifE . X Clarity Controller
HEEEPE IR & — K. WREFE G RERGES SOIREE, WK LIRSS 8% R HHE R
A AGREEHE )RS5 a5, DUE & RS I e (8, 5 P 5 TR 4T IT IR 55 4 2ok IR 55 45
DEI S ERERENEEERANRFETRY, BEHEARFETRY, BNEANRFES
R FhiF RPN HHERE, ReRdMH, ZERRNRFESER, BEREAREF
ZE e AT VR Bl w2

Jed 2R A oL 051 4 R
i G HLIREER ” B A 8 % X Clarity Controller - 2 45 75 5 il ¢ P41 HL I 2 7 5 25 4 32

ER GRS B gL, BB E KM R PEE R B, M FhidI Rk F— NN REIERE, A5
B MM, EHH XClarity Controller F ] ¢ HLUE, 15 M THIFIFRIEFHIEEL,

FERAHER
BRI AE ] P & 5% 3] XClarity Controller B B8 FITH B, ESRAEEHHE B,

A5 I 55 % 0 L S % MR 95 A S o B P A N AR A R AR SR L B AR A B P BRI R . SEIR
Ja, Bl PLA.

2 P&k, 7E XClarity Controller % 5% T T AT B DX 380 H K 278 12 1 8 UK

% E XClarity Controller #9 B Hj 18 6]

AR B B T ## XClarity Controller ) H A [ &, FIARIEHRAEH JE B ELE X Clarit
Controller 1] H# I} H], XClarity Controller ) H A1 i 8] I T-%5 S H & i & 1 i A7 354
B R 3% A 4 =5 I 1) 3
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f£ XClarity Controller £ T, i b A I #h E#x v & F 8038 L XClarity Controller ] H
WA H, XClarity Controller %A H H CHYSLI NS, PIALE XClarity Controller 5 B4 i [A]
i DR 55 a5 SR 55 A L A S B B G812 47 ek 0 A L D 28
5 NTP B
B, T BB X Clarity Controller B85 NTP IR55 4% #E47 [ 2 :
o JEHH NTP M52 NTP 554 ik,
o M “+” ErAfgE A NTP IR 55 4%
o {REA ¥ XClarity Controller 5 NTP It 55 2% #E47 [ 2 W9 K,
o M NTP 5525 3K15 A I Al 4% OO0 pham ik e (OTC) 483K
— WRAE XClarity Controller i %y < i XI5 iy I [EI A0 H B, 38 M F B3 5 ik £ p 78 X
S B DX AR S
- WERFEALERHAE AN, HAEHMNELAN (DST) A3hHBE R,
o SERMEEYE, HdMM,

SEXNCES

JIR 55 45 S I B P 458 = v O B8 0 I 1) ) 6B D P 1 R ISR 5K, P R AR R B O AR A D A st I [ A

Ko WA HAERGH EN NP AEGE ) UTC M5, T A4 A 2R 48 WK I () A7 6% D A St I R) . IR 5%

A5 2 I B JC e IR SR L % . B IE¥% X Clarity Controller Bt B i 5 32 4L ST 4 7] 2

i, F P A& $E X Clarity Controller W1 Al i F M 52 s Ik 3R B B[R] F00 H A

o ZKHh (HlW: Windows) : MBI T, XClarity Controller TA 4 M SZ I i 4 3R B BRI A H
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XCC 5INTHAEFMIEE (RSE) BEHMSHSEMhRE. Hahisw il B4 API B Redfish
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FEIRE R E A, MizfE HTTP/HTTPS R4 %8 T #2371 BUX B8 [E 44 5l 1 Web 3 %8 25K
XU BB BMC NEfERE, B M CIFS B¢ NFS L2 H 3 X Se fE 4,
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T WS, JSON TR SCHF I XCC 1R B SRR IR SCrF i d & W B PR R IA5 B, A
R8CB 38  3E f) SC A U 8 1 AR
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EHWAL TR ESEAEL, W XCC (—MBEFSRE) SELNETRE 2 GB WEHMT
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=3 0H, M XCC 2o EH MBI E SD RMP LM E S BF 5 A2 0% 5 55 % T DL
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o WIRMEHHIEA LS UEFT B AFRSS O R 200, T4 i %3 1 UEFI AR A A5 & BUR T % 2%
A, W XCC 2%k H RS PLAT UEFT 4 3%,

o WIRFEHMIEAE XCC B SR KFZIN, I B S LRI XCCMART H KT %%
A, W Xco e H &I a2 L EmH R 5.

i Jl WebGUI W 3

WIS AR S, T DARLE XCC DAE NS IR 55 25 [l 5 i #2 CIFS/NFS Bl EF 2, [
PEEER NS E (B ER SCERTEBIE ) , 203% BB g8 o i JSON Akl & i —
BRSO, XCC 2T IX I E s JSON SO, M BRIk t =52 #5064 € R Sifdi - 347 OOB B
FEER, R5EhHEED,

1R HOR A
o Ghibiic @ FHFIORID TR,

o s X HRid @ ¢ FEEFHEI,

o BB FEMIEETHESR D,

o WU [ PEFFSBH .

o Mfprh: BEMFAYEASRHIE.,

4 P R ol O T IN, HE 2 Be  ERSE R, BRI A P T 2

ZENTEE PESEHT, 15 28 DL T R

NG A RS, SR ER B ERAE,

B o MBI A R R,

PEERENEREHRE, W ER, f 5 fRE,

Bk RN, KN E NG, BUYI A,

B o 7 O 3k DA W T 5 T R A A P R R

WHR B B % EEH )5 3 XClarity Controller Z“ﬁ R, BaBrR—FEEHE. AXWMTHE
#iJA3) XClarity Controller FJTELIME B, WS BISE 64 11 “HIUEIHRE .

H: WRRALET MicroSD K, LW DAEF BUH IS A B0 Py s idsk, FHF@RBERHMAEnR
SUEATRE AR ENR . XA RPN T WA BT, SRR I s st B 4 O 4 BT B AE MicroSD A

¥ il Redfish W%

Redfish % H i il JSON #&XMA R E, DMET AMBEMBMER A, XCC Redfish #2Bt— M rifk
API (SimpleUpdate) fI—AZ ¥4 HTTP #XEH, B4 M T#id HTTP/HTTPS/SFTP/TFTP
M URI K B EH MM, J5H H T HEX EH WIS UpdateService, %87 DA A fiy & 2 H A4
Redfish % /7 uig T B SR PUAT [ 04 58 357 Fn 25 9 38 BIRAS

e 3 98 SO HER B XCC I A SO e i A0 3631 4 55 1 7 ol i 4>

curl -s -k -u USERID:PASSWORD-F ‘UpdateParameters={"Targets":[]};type=application/json' -F
'UpdateFile=@./NY7D72-1B-320.zip;type=application/octet-stream' https://10.240.218.157:443/mfwupdate
{

"ld": "f2fdée9d-c0ab-4b11-b9f6-6%9al7al,

"Name": "Task f2fdée9d-c0ab-4h11-b9f6-69al7al e579c",

"@odata.type": "#Task.vl_5_1. Task",

"@odata.id': "[redfish/v 1 fTaskServicefTasks/f2fdée9d-c0abs-4b11-h9fb6-69a 17al e579¢c",

SR

807 H.EFMREAEME 93



"Messages": [l

"Description”: "This resource represents a task for a Redfish implementation."
“StartTime": "2022-03-21 TOT 16:41 +00:00",

"TaskMonitor": "/redfish/v1fTaskSen."ice/c069edd4a-e754-4970-ab%9a-922e8a3e076b",
"@odata.context": "'redfish/vl/$metadatatTask.Task",

"@odata.etag":

"PercentComplete”: 0,

"HidePayload": true,

"TaskState": "New"

}
BEAE S5 APT AEA% S At W A5 56 ik 52 i DA IE] 2 B3 A Vol TD A4 H Wi 87 #7491 iy 4 -

https://10.240.218.157/
redfish/vl/TaskService/Tasks/f2fdée9d c0aé 4b11 b9fé 69al7ale579¢c
{
"@odata.etag”:,
"Name-: "Task f2fdée9d-c0a6-4b11-h9f6-69al7ale579¢c",
Task",
"IredfishNI/TaskSemcenasksff2fdée9d-c0ab-4bI I-b9f6-69al Tale579c",
"Messages": [
{
"Resolution”: "Follow the referenced job and monitor the job for further updates.”,
"@odata.type”:
'MessageSeverity": "0K",
"MessageArgs": [
“IredfishtvI/JobService/J0bs/J0bRO0000I-1IPdate"
1,
"Messageld": "Update. 1 .0.0perationTransitionedToJob",
"Message": "The update operation has transitioned to the job at URI 'Iredfsh/vl
IJobService/Jobs/JobR0O00001-Update"."
}
1,
"Description”: "This resource represents a task for a Redfish implementation.",
"HidePayload": true,
"StartTime":
"TaskMonitor: "'redfishlvl/TaskseNice/c069edd4a-e754-4970-ab9a-922e8a3e076b",
"TaskStatus": "0K",
"@odata.context-: "'redfish/vl/$metadata#Task.Task",
"ld": "f2fdée9d-c0ab-4b11-h9fb6-b6galfa l e579c",
"Percentcomplete”: 100,
"EndTime": 2022-03-21
"TaskState": "Completed"
}

WA WAL ID, XCC 2% 5] 55 986 By [ 1 6 A AR e B 3R, 3 B

https://10.240.218.157/redfish/v1/JobService/Jobs/JobR000001-Update

{

“@odata.etag": "\"1647847200776\"", "PercentComplete”: 100, "@odata.type": "#Job.v1_0_7.Job",
"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update"”, "Messages": [

{

"Resolution”: "None.",

“@odata.type": "#Message.vl_1_2.Message", "MessageSeverity": "0K",
"MessageArgs": [ "NY7D72-1B-320.zip",

"HardDiskDrive"

l,

"Messageld": "Update.1.0.UpdateSuccessful ",

"Message": " Device 'HardDiskDrive' successfully updated with image 'NY7D72-1B-320.zip"."
8

{
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"Resolution”: "None.",

"@odata.type": "#Message.vl_1 2.Message", "MessageSeverity": "0K",
"MessageArgs": [ "NY7D72-1B-320.zip",
"Iredfish/v1/UpdateService/FirmwareInventory/UEFI"

1,
"Messageld": "Update.1.0.UpdateSuccessful”,

"Message": "Device '/redfish/v1/UpdateService/FirmwareInventory/UEFI' successfully
updated with image 'NY7D72-1B-320.zip". "

},

{

"Resolution”: "None.",

"@odata.type": "#Message.vl_1 2.Message", "MessageSeverity": "Critical",
"MessageArgs": [ "NY7D72-1B-320.zip",
"Iredfish/v1/UpdateService/FirmwareInventory/BMC-Primary"

1,
"Messageld": "Update.1.0.ApplyFailed",

"Message": "Installation of image 'NY7D72-1B-320.zip' to '/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary' failed."

}

"Description”: "This resource is used to represent a job for a Redfish implementation.",
“StartTime": "2022-03-21707:16:58+00:00",

“Id": "JobR000001-Update",

"EndTime": "2022-03-21T07:20:00+00:00",

"@odata.context": "/redfish/vl/$metadata#Job.Jobh", "Steps": {

"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update/Steps"

3
“Name": "JobR000001-Update", "StepOrder": |

“lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", "lnvgy_fw_uefi_esel03a-1.00_anyos_comp.uxz",
“lnvgy_fw_xcc_esx301p-0.01_anyos_comp.uxz"

]

"JobState": "Completed"

WAL B BRIT, XCC 23K B HA [ 1 55T Y B 45 8-

https://10.240.218.157/redfish/v1/JobService/Jobs/JobR000001-
Update/Steps/lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt

{

"@odata.etag": "\"1647847202778\"", "PercentComplete”: 1, "@odata.type”: "#Job.vl_0_7.Job",

"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update/Steps/lnvgy_fw_drives_all.samsung.pm1735.cq-
cq37_anyos_comp.lvt",

"Messages": [],

"Description”: "This resource is used to represent a job for a Redfish implementation.”, "StartTime":
"2022-03-21T07:16:58+00:00",

"@odata.context": "/redfish/vl/$metadata#Job.Job",

“Id": "lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", “"Name":
“lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", "EndTime": "2022-03-21T07:20:02+00:00",

"JobState": "Completed"

MIZREAF B PE AT T 8RIF B, W R R

system> syncrep

syncrep [options] Launch firmware sync from remote repository options:

-t protocol to connect repository. The local type will reboot host immediately.
(eg: syncrep -t samba -Lurl -u user -p password; syncrep -t local -1l /bulk/bundle.tgz;
syncrep -t http -l http://IP/bundle.tgz)

-L location of remote repository (URL format)

-u User

-p Password

-0 option (extra option string for samba and nfs mounts)

-d domain (domain for samba mount)

-q query current update status

-¢ cancel the sync process
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-r <> firmware rollback
-gl get repository list
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FOFE SELEHE
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BHRUR T KE B A AR S B H 2 (BMC) , WREURSHIE ., & HA R ThEE,

HH, XCC REEB e Mg, HE, Bl ErnEPXEHELMN Lenovo XClarity Administrator

(LXCA) , "IAJG 2 6 M5 A dtAT BB, Feilxs Trp /b H P, an RIS B &
LXCA, WABZE—~FEENT R, XEEWMRBH . N TRFXMEI, XCC #H T748)EH)
fit, M T1E Lenovo ThinkSystem RS54 P BRI B4, DIEASEN XoC LEHZ &M
o DEINREFRBL T — b 235 1 75 SRR 3l % A B BN 1 2 65 IR 55 5 O DR 350 2

XA
B RAD R AP LR IS BB R H HLAE B .

XCC 2BJa a4t DL T ohk:

o RIVALT [l — A b B4 B b 1 48 8 T A

o MRFRANE T AWM RGBT IRE,
o FEVIGT RPELE SR E A,

o KRG E WHERSIEHNNZAH A,
o WF AR JE L PN B 2 A B B TR IN R T 4 BE T
o &SR XCC ZHFi% 200 171 5,

X F XCC L)AL ThinkSystem JiR 57 4%

JIk 55 4% BLas R
ThinkSystem SR630 V3 7D72, 7D73
ThinkSystem SR650 V3 7D75. 7D76
Lenovo ThinkSystem ST650 V3 7D7A. 7D7B. 7D7C
Lenovo ThinkSystem SD650 V3 7D7M
Lenovo ThinkSystem SD650-1 V3 7D7L

Lenovo ThinkSystem SR635 V3 7D9G. 7D9H
Lenovo ThinkSystem SR645 V3 7D9C. 7D9D
Lenovo ThinkSystem SR655 V3 7D9E. 7D9F
Lenovo ThinkSystem SR665 V3 7D9A. 7D9B
ThinkSystem SD665 V3 7D9P
ThinkSystem SR675 V3 7D9Q. 7D9R

H: J58 A Lenovo ThinkSystem MR %K & XCC 4B /E 4136,
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PETREIN
H AR I £ R B4 R T A

T4 XCC KB # BRSSPI (SSDP) S48 BR BLIF — A 5 B v 5 48 ) ik 5545 o
PAT 25 IR 55 4% REBE X CC Sl K B FT 75 1l 2 1Y S ok 2% 1«

1. XCC Ha M TP RSZIPI (SSDP) ¥ 1900 (BMC AL —> M4 — SSDP)
2. “SBEASH” WENEH BIAETFEHRES) .

CRB TUE AT B S DRI R RGE B, KRN HEEMEITRI. BRI S5 R MAT
Ja 1 RARWCE] B )n — %« SSDP M B BN TAI &L, %51 2 e BB HT, fHAT)E T MBS “SSDP” / “4F
Je LA B B AR I BRAR

PBEHRE
AR 0 £ B 4 A 4L

1E XCC Web T 35 44 FR B o] 8 5r — A4 4R JE 4,
AL BB, HAEA W B b AELE,
R I VA

o Wij XCC B HSMAHF,
o Wi XCC 2B N H XCC AR H M55 T7 A,

o WA BP T HAL XCC LA BB, I HBA RS XCC BE R
Web ﬁﬁ%%ﬁﬁo

o HMYIS T R DLE A 5 28 48 5 IR 55 4% B9 XCC A BE R SEIE, 1 —AHE BB E RSN
izéﬂo

o ABIENT RURTHBIE R P AEIEIE, MR RS R R, RIE R B M Z 4.,

BEHERE
AR 0 £ L 40 4

AR J 0 R — PR C B K 4 A LR BT e, PR B 4 v B R L R AT 0 S DA
VERERL L TR 24 BT XCC R 58 ML EL A 6 22 B AT R LES SRR A B e B B o T e g 1 A . 45 -

1. 55 AFME: 5ISEa, AIRR . k358,

2. BMC BLE: M4 (IP sk MtHoc B RRAN) . K2k, HA/LDAP (BFH K fEs) |
Call Home,
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DA% S50 D61 08 48 2 R T A Internet SUIFRSE (CIFS) sMIZSCERSE (NFS) Hhilim
SCEE AR, O P AR R R S RORE R T . RBEIE AR i e vp BAT O P R I P AR, T
YR B 5237 2 T 2 L2 82

Xt & AL AT T R SR INE, AT AR ORASR AN B B b iR

oo B OAFAER 101
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% 10 E Lenovo XClarity Controller Redfish REST API

Lenovo XClarity Controller #ft—4l5 Redfish #% Hi# 5 5 H i) REST API, 7 /T M Lenovo
X Clarity Controller HEZLPAAPz 47 #Y B HI #2715 7] Lenovo XClarity Controller U4 il it 55 .

XA HKE Lenovo XClarity Controller B 848 B E ALK, TR LM TES Lenovo
X Clarity Controller M5 # i 0 & 55 137, 3415 W — R 4ol 38R R 5 Ligf7, 3% API
3 F47 L #5# Redfish REST API, #iid HTTPS Wil i,

{( XClarity Controller Redfish REST API H ;& ® ) L F DL T KW 3 :
https://pubs.lenovo.com/xcc2-restapi/xcc_restapi_book.pdf,

Lenovo AL IF ¥R Redfish A, JF& %5 Lenovo Redfish REST API &1 #9 % #: Ik v] DA F 4
S, XN B A AT AE IR F

¢ Python: https://github.com/lenovo/python-redfish-lenovo
® PowerShell: https://github.com/lenovo/powershell-redfish-lenovo

55 Redfish API HI5<H) DMTF MIEALT: https://redfish.dmtf.org/. MM 72t Redfish REST
APT A — BB Fin 3 fth 2% Bl
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FMM1E BSITHRE

ﬁ?ﬂ:iﬁ;@ﬁ 45 B4\ S BRI IR 2 X Clarity Controller HIfir 4, 1fi Jo#%{#i il XClarity Controller
Web )

f# /] XClarity Controller iy 247 M (CLI) 7 ¥i[i] XClarity Controller T A 246 Web F
i, ERMT Web Fi 424t iy —#k 2B B e

R PLEIS SSH 21 i lal CLI, #7051 id X Clarity Controller TAIE, ZRJ5A4 AEK HH CLI fiy

%,
RIS ITRE

¥ AR 8 45 B i B CLI,

% iji[] CLI, %M XClarity Controller i IP )53 SSH 2% (A XELEH, ESME 105
W “WLHE serial-to-SSH HER” ) ,

ERIGTITLE

AR LB A E R ERB G LITRE,

FR SR B AAT, THEH T PR

S 1. B 5 XClarity Controller HJIE#,

S 2. R AR, WA ID,
B 3. EHEWERAFL, N T HFE XClarity Controller 5,

BOBFBIWL1T. WK ERWSITRRN system>, MAfT2IE4KEE, HEKAEML
17 EHON exit, BOERFHFHETH K,

B E serial-to-SSH EE [
A E B MR X Clarity Controller A B 47 255 IR 5528 A A5 B.o

Hlid serial-to-SSH &[], AL H B 7 DK XClarity Controller FI1E #4740 IR 5545, B H
THAOBEEMN, FPLEN SSH EZ VMRS 5 H,

¥: CLI console 1 4 H @ COM % g 3h B 1 & M 23 .
B2

$ ssh USERID@10.240.1.12
Password:

system>

Pk B SSH 2 B B #8 #% 2] cOM2.
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ESC (

i NGB AR 5 LR F B CLI, 7Ebafld, 3% Esc #, REWMANLERTES. K B2~ CLI #5
7, PAiB/Ri& M % IMM CLI,

system>

AANE D
Ap %'IE'/

B A A BN LY M7 CLI ¥ A\ v 2.

3:':

S Ay A B, 3 B DA T v
WA 2 # B A LT

command [arguments] [-options]

WA EX S KIE,

WA B EWNIE,

P S 2R b 0 R IRAE v 2 I T o 3R IR A S RUR T

%;%ﬁﬁﬂ@ﬁﬁﬁ#ﬁ%%’ﬁﬁ?ﬁ (<) o WRIUATDARA LS (AT RE) , WAl PR KIET (%
I o

WREANEFRAGA S, WL LHSE BT, -

ifconfig eth0 -1192.168.70.34 -¢ 192.168.70.29 -s 255.255.255.0
H, ifconfig 4, eth0 ¥, -i. -g fl -s BIET, EWRBIF, EEANEFTHBAEES
.

TSRS RBOET R IER, FTHSABTHWAR®SL.

Th &€ 1 BR %I
AR E A4 LI # 3 R R

CLI HA PAF sl aE A iR i :

AVFHEE SSH #4724 H R CLI &1,
AT R4 (FREIN 1024 25, BFESK)
KA EH ELL TR ME— 10 2 58 o 58 2 £ FF 38 % SR 48 o A5 I i N\ O 2457

1) b 77 1) B ) T 5 1) B RS TR0 BRI A 4. history W54 BRI N\ A BB, W
AR ST HEA iy 2 By Pty L, DL Rl B
system > history

0 ifconfig eth0

1 readlog

2 readlog

3 readlog

4 history

system > !0

-state enabled

-c dthens

-1192.168.70.125

-9 0.0.0.0

-5 255.255.255.0

-n XClarity ControllerA00096B9E003A

-rauto
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-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00
system >

£ CLI H, HithZoh XER$N 2 KB, AEATHM, B4 H AR 2048 725, I
FREAEHF B O EE R (7S O EE RS ZWERE) .

18 B SCACTE B TR R iy & PUTIRZS, WL TRl b s
system> power on

ok

system> power state

Power: On

State: System power off/State unknown

system>

WA EX S KNG,

IR ESHZHEVPNAE "2k, B, ifconfig ethd -i192.168.70.133 & A IEH 1 15
Yo IEWHRIE SR ifconfig eth0 -1 192.168.70.133,

i A HEA -h, -help F1 2 &I, EAITREEEIB . LT A 2635 32460 [F 45 5
system> power -h

system> power -help
system> power ?

DT RN EEa S RN RS E P TRRA T, EEE KN E I LML 15)
*®, EMA help 8¢ 7 &I, WPLTFRBIHFR:

system> help

system> ?

1t Flex System ', —S6i% & il CMM &8, 1fi JLIELE X Clarity Controller H1Z¥L,

B R F S By a2 Bl R

AREEE S IEFBIF S B CLI av 255, FAar SR T REE, 81 et ERas
Kzt RILe, HEMAENEL.

PL'F 2P H XClarity Controller CLI iy 2 W58 85| %  (FFREMFHES) -

% 123 11 “accseccfg T 4"
% 185 U “adapter fif 2"
% 124 U “alertcfg 4"
% 168 TU “‘alertentries 4"
%125 T “asu 47

% 128 U “backup 4"
% 171 T “batch fir %~

% 173 W “chconfig 4"
% 176 W “chlog 4"

% 175 W “chmanual 4"
% 171 T “clearcfg fiv4”
% 110 I “clearlog 4"
% 172 T “clock 4"

%11 . mAfTRE 107



% 123

“console 74"

% 145
% 146 “restoredefaults 4"
% 146 T “roles 4"

5% 147 T “seccfg 4"

5147 T “set A"

(13 2
restore TJLI? /7\

i
e %% 189 7 “dbgshimm ¥4 ”
e % 129 W “dhcpinfo 4"
o %130 11 “dns W47
e %8 131 W “encaps 4"
e %8 132 71 “ethtousb 4"
o 5109 T “exit 4"
e 111 1 “fans W4
o 5111 T “fidc A"
o %5133 T “firewall i1 4”
o 121 W “fuelg 4~
o %5 134 Tl “gprofile T 4"
e % 134 1 “hashpw W4
e %109 5T “help rd”
e %5 110 11 “history iy %"
e F 112 W “hreport fiy A
o 172 W “identify fir4”
e %135 W “ifconfig 4"
e %173 W “info 4"~
e %5 138 71 “keycfg 4"
o %139 T “ldap 4"
o 114 T “led 4"
e % 113 T “mhlog 4"
e %5 187 N “mvstor 4"
e % 140 U “ntp W47
e % 141 B “portcfg T4
e % 142 W “portcontrol fiy4”
o %% 143 T “ports 4"
o % 119 1 “power fi4”
e %8 122 W “pxeboot WA
e % 144 W “rdmount 4"
e %8 115 71 “readlog fir %"
e 121 W “reset A"

W

I
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% 148 T “smtp 4"

% 149 T “snmp 4"

% 150 T “snmpalerts 74"
% 173 71 “spreset 4"

% 152 T “srcfg 4"

% 153 W “sshcfg T4

% 153 U “ssl v

% 154 U “sslcfg 4"

% 176 T “storage T %"

% 158
% 159
% 116
5117
% 160
% 161
5% 161
% 162
5% 163

“storekeycfg iy 4"

“syncrep fir 4"
“syshealth fi7 4"
“temps fir 4"
“thermal iy 2"
“timeouts 4"
“ts iy 2”
“trespass 2
“uefipw 4"
% 163 “usbeth fir 4"
% 164 “usbfp fir4”

% 164 T “users W4&”

% 117 T “volts v 4 ”
%118 | “vpd W47

b= = = D= D= = = D= = = =

XHAERFRTS

AR 8 R BRI R R A S R P CLI an 2 B 3,
YA 3 KL WA:

exit in S

i v 4 w4 CLI 26,

i exit W4 AIHEHH L5 R CLI &,

help 8%

AT N SR (BT P

o

i fi] help W2 AT R MAMIE, DREAGSHFENE, BHa SRR FLmA
?
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AL AL
n =<

history
Pt A PRAE DR R iy A B3

i history fiv & RIRHH K5I MPT RIC T, WAL BM NS, RiF, WHEHRIIE
FPrtETF X (RITHEAEA 1), DLEHTR HBe DT il sed & b i fiv 4

N E

system> history

0 ifconfig eth0

1 readlog

2 readlog

3 readlog

4 history

system> ifconfig eth0
-state enabled

-c dthens
-1192.168.70.125
HISTORY-g 0.0.0.0

-5 255.255.255.0

-n XCCA00096B9E0D3A
-rauto

-d auto

-m 1500

-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00
system>

BRBS
A F2 B P B MR 4% CLLI fiv & 151 3%
YHTA 11 FEEH 4

clearlog %
Uefir A BT B IMM 4 H &

fiH clearlog ¥4 FIH Bk IMM B S {F H &, BB BREF H S B R A BE i B a4
H: Mo S DU SR AR B
TRERIER NS

# 7. clearlog <

AR AT PIS B, P 3% 2R 3% S A 4L AR

1% mit i g

-t <all | platform | audit> FOERA, R ERA R RA, WARRNEE B, K &
B R 2RA,

AR RA R

o all: FifFMRA, WIHEFEFMHEMERFE,
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 platform: “FHFMHRA,
 audit: HRZFMRA,

ZN/E

system> clearlog

All event log cleared successfully
system> clearlog -t all

All event log cleared successfully
system> clearlog -t platform

Platform event log cleared successfully
system> clearlog -t audit

Audit event log cleared successfully

fans %
Bty 4 H F 87 IR 55 25 X il 3 B,
i fans 4 0] B8 MRS 25 X a8 B 3 B,

ZN B
system> fans
fanl 75%
fan2 80%
fan3 90%
system>

fidc %

I iy 4 FH T A BT O R 55 B a SO

B FH B R R R S AR (fFde) iy 4 2 IR 55 B0 IF K5 A% 18 B L LM

UTFIERMES fide fir 4Bl A B 8 fir & 4Lk
* generate, BIEHT IR 35 EE XA

o status, K2R S5 BURE CAFRPIRAS

* copy, S HIBLA MRS EE

o delete, MHERILA kS5 E R

TR ERET S

# 8 fldc w2

TEREADZITZFIRM, BRI, 5 5 8 Ak 5 BRAE 5 B

3% v ik fid
-t R 1 CLBEs#ehE) 4 ORSEIR) . WBISFAEESHA WA H
BRSO S5 B AU &4 H B Asch:, BIMEN 1.
£ RS A B sfp HAn | X T sfep, 3B SE B R AR ol fE H % %Wk EERRE / (~/ 2%
H . fempl) o BIMERE 7 504 B 4 F
-ip ! tftp/sftp R 55 #% WY sk
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# 8. fldc m< (%)

& 15 ik i

-pn ’ thtp/sfip IRZ5 40 5 | BOAER 69/22,
-u '’ sftp IRS5 a2 0 P 44

pw ' sfep IR552% M0 %15

1. generate Fll copy fiv & 1 fif In %

s
ffdc [options]
option:

-tlor4

-f

-ip ip_address

-pn port_number

-U username

-pw password

ZNIE

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -t 1 -ip 192.168.70.230 -u User2 -pw PasswOrd -f /tmp/
Waiting for ffdc.....

Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123_xcc_120317-153327.tgz

system> ffdc generate

Generating ffdec...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -ip 192.168.70.230
Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed
8737AC1_DSY0123_xcc_120926-105320.tgz
system>

hreport &3 %
i e iy & 7T 2os iR A B A7 R GL IR o

T#EENRN hreport 4.

# 9. hreport S
TRE—NZIWHNERE, HIAF hreport 74 I 14 4 B,
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# 9. hreport S (%)

% Wi i

L307 B FE AT RO R4
copy ¥ LA AR UL A
o B3 i B B A 32 AR UL AR

TRER generate il copy LIS

# 10. generate F] copy S
TRE—ANZITPHNIEK, H generate M copy iy 21T DA B 3% T7 iR 4 Bk,

-£ MR sftp Hin Hsr (RRIMER ARG AR AT ( 8T sftp, f#
HSE BB AR BRAE B A HR)E M 1 (~/ B iempl) )

-ip thtp/sftp Mk 55 4 19 b ik

-pn thep/sftp M55 M5 15 (BRIAE R 69/22)

-u sttp MR 55 4% B9 P 44

b sftp Mt 55 2% W% 1%

mhlog %
5 I My 4 T R AP T SRR E A H A
T BRI S

# 11. mhlog &<
TRE-ANZATPIPI B, F % 5 sk 55 4if 1A 4 e

3% W ik

-c <count> B8 “count” % H (1-250)

-i <index> BRMET (1-250) LIFhEI%&HE

£ e H & SO S 44

-ip thtp/sfep M55 4% W b hk

-pn thep/sftp IR 55 a5 Wum 5 (CBROIAMEZ 69/22)
-u sftp 55245 W P 44

-pw sftp AR 55 4% B % 15

gt

BIRNAEREWTRR:

11 E. AT RE
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05/08/2020,04:23:18
05/08/2020,04:23:22
05/08/2020,04:23:22
05/08/2020,04:23:22
05/08/2020,06:40:37
05/08/2020,06:41:26
05/08/2020,06:43:28

Type Message Time
Hardware SAS Backplanel(SN: XXXX9CE009L) is added.
Hardware CPU 1(SKU NO: 50844440) is added.
Hardware CPU 2(SKU NO: 50844440) is added.
Hardware M2 Card(SN: R1SH9AJ0037) is added.
Firmware Primary XCC firmware is updated to TGBT99T by XCC Web.
Firmware Primary XCC firmware is activated to TGBT99T.
Hardware PSU1(SN: D1DG94C0075) is added.

A A
led a0 <

5 FH b iy 4 T R A1 E LED R,

led ¥4 7 B8 Fi% B RS54 LED BPIRE,
o BATARHALNTIEIA M led 4% B8 01 H AR LED FIRZ,
e led -d WA ET LAY led -identify on T2 IET 45 G M.

TRERIE NS

7 12 led

s

TERE-AZITZFIEM, BEERI, R Ak B AE 1 AE B

% 5 ik fi

-1 RBARGE KRG T AM LED RE

-chklog KK HE LED PS

-identify | B HIAESRIN LED MPIRZS off. on fil blink
-d 146 & I ) B 4T F AR i LED W B (FD)
W

led [options]
option:
-l
-chklog off
-identify st
-d time

N E
system> led

ate

Fault off

Identify On Blue

Chklog off

Power off

system> led -1

Label Location State Color
Battery Planar off

BMC Heartheat Planar Blink Green
BRD Lightpath Card off

Channel A Planar off

Channel B Planar off

Channel C Planar 0ff
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Channel D
Channel E
Chklog
CNFG
CPU
CPU 1
CPU 2
DASD
DIMM
DIMM 1
DIMM 10
DIMM 11
DIMM 12
DIMM 13
DIMM 14
DIMM 15
DIMM 16
DIMM 2
DIMM 3
DIMM 4
DIMM 5
DIMM 6
DIMM 7
DIMM 8
DIMM 9
FAN

FAN 1
FAN 2
FAN 3
Fault
Identify
LINK

LOG

NMI

OVER SPEC
PCI1
PCI 2
PCI 3
PCI 4
Planar
Power
PS

RAID
Riser 1
Riser 2
SAS ERR
SAS MISSING
SP

TEMP
VRM
system>

Planar
Planar
Front Panel
Lightpath Card
Lightpath Card
Planar
Planar
Lightpath Card
Lightpath Card
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Planar
Lightpath Card
Planar
Planar
Planar
Front Panel (+)

Front Panel (+)

Lightpath Card
Lightpath Card
Lightpath Card

Lightpath Card

FRU

FRU

FRU

FRU

Planar

Front Panel (+)
Lightpath Card
Lightpath Card

Planar

Planar

FRU

Planar

Lightpath Card
Lightpath Card
Lightpath Card

off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
0ff
On Blue
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
off
0ff
off
off

readlog i<

a4 ERs IMM 4 H &,

i H readlog fr &I 28 IMM HFMEHERH, KA BAIAFMHEHE, & HIEMEH 250

I 7 27 o

% 11
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readlog Al &R HF H B P AT A% E, B RkKPUTZM LB MNEH K BITHER, DaER
LN ETAZ R T T

readlog -a W RN F A HERWARHE, NEHFZBITHER,
readlog -f W HE I BRFHAEPMET 5 M5RE, MNEHFEFHER,

readlog -date date W 78 Pk mm/dd/yy #RIFE T E H B R HBRHE ., 7D
(1) ZrkaryE %,

readlog -sev severity P R fREEHMELR G (E. WHRIT) MEHFHERH. BWRLRDERL
(1) 43 BBy = EREG )3,

readlog -i ip_address A% B H TRFZZEF H &R TFTP 2 SFTP /IR 55 25 # IPv4 55 IPv6 IP Hi
e, A0 -1 AR E ] TR EALE .

readlog -1 filename IR E F/F H B XM # . i M -1 a2k W TR e hr e .
readlog -pn port_number ] B/~ 8% E TFTP 3% SFTP k5548 Mo H 5 CRIMERN 69/22) .
readlog -u username 3% SFTP 554+ M H 7 %

readlog -pw password FJ$8&E SFTP JIk 5548 Y %14,

Wik
readlog [options]
option:
-a
-f
-date date
-Sev severity
-iip_address
-l filename
-pn port_number
-U username
-pw password

ZNE

system> readlog -f

112017-06-17T09:31:59.217 Remote Login Successful. Login ID: USERID

from SSH at IP address 10.134.78.180

212017-06-17T07:23:04.685 Remote Login Successful. Login ID: USERID

from webguis at IP address 10.134.78.180.

312017-06-16T11:00:35.581 Login ID: USERID from webhguis at IP address 10.134.78.180 has logged off.
4712017-06-16T11:00:15.174 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
5 12017-06-16T10:40:14.352 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
system> readlog

6 E SERVPROC 12/18/03 10:09:31 Fan 2 Fault. Multiple fan failures

7 ESERVPROC 12/18/03 10:09:31 Fan 1 Fault. Single fan failure

8 1 SERVPROC 12/18/03 10:09:25 Ethernet[0] Link Established at 100Mb, Full Duplex.

9 I SERVPROC 12/18/03 10:09:24 Ethernet[0] configured to do Auto Speed/Auto Duplex.

10 I SERVPROC 12/18/03 10:09:24 Ethernet[0] MAC Address currently

being used: 0x00-09-6B-CA-0C-80

system>

syshealth #%
I iy 4> $2 A3t 12 A7 IR UL B 3 3 B 2L

i/l syshealth iy 2 " B8 IR 55 8% B AR OUBE B FAF MR, BrNARR: RS, R4
W&, AR (BHFEXE, BIEESR, #%, Q8. W) . EHRE IR IMM R,
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W

syshealth [argument]

argument:
summary -display the system health summary
activeevents -display active events

cooling - display cooling devices health status
power - display power modules health status
storage - display local storage health status
processors - display processors health status
memory - display memory health status

il :

system> syshealth summary
Power 0On

State 0S booted

Restarts 29

system> syshealth activeevents
No Active Event Available!

temps &%
A 4 2N B A IR R IR R B B

fiH temps fir & W B8 BT A IR EANR B HE. B —4LRES Web F1HE HHI

Example
system> temps

Temperatures are displayed in degrees Fahrenheit/Celsius

CcpPul N/A N/A  80/27
CPU2 N/A N/A 80/27
DASD1 66/19 73/23 82/28
Amb 59/15 70/21 83/28
system>

:
1. i th A DLF 5 A

WR: & EE (IE B )

w: B el R B E B
T: #J¥E (CHAEifE)
SS: BRAL (e 5 BB L FR)

HS: BERHL ORI B LR )

2. P i B A0 DL AR G BE /8% R BE N B

3. NJA E2RAEH,

volts ip &
15 R Iy 4 S TR 5 8 L £

11 E. AT RE
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fEH volts iy & Al B R frf LR AL BE, B/nr—4lHES Web R H M.

Example:
system> volts

Sv 5.02 4.00 4.15 4.50 4.60 5.25 5.50 5.75 6.00
33w .35 280 2.95 305 3.4 358 I b3 3.0 I8
12w 12.2% 11:30 311.30 1150 11.85 12:15 12.25 12:40 312.85
-5V -5.10 -5.85 -5.65 -5.40 -5.20 -4.85 -4.65 -4.40 -4.20
-3.3v -3.35 -4.10 -3.95 -3.65 -3.50 -3.10 -2.95 -2.80 -2.70

VRM1 3.45
VRM2 5.45
system>

T R DL B AR
HSL: WCHL TR ORI PRE BE THR)
SSL: #HORHL TR (A BRE THR)
WL: #& TR (R ABEETR)
WRL: %&8E TR (5w R ENEH)
V: HBE (Y4H7E)
WRH: %5®HE LR (ERBENEE)
WH: %& B (el A EE LR
SSH: #Hl ERR (A BE LFR)
HSH: #XHL BB (ARIRE BE ERR)

vpd @S

BE A4 57 5 IR 55 28 T AE A AR R SR BRI L B A S 5 500l (B~ )

i vpd AT RRFRL (sys) . IMM (bmce) . t554F BIOS (uefi) . Lenovo XClarity
Provisioning Manager (Ixpm) . WRE#EMF (fw) | IRFHBAMF (comp) Fl PCle &% (pcie)
AR A . RoRHIfE B S Web H T HHIF

Wi

vpd sys - displays Vital Product Data for the system

vpd bmc - displays Vital Product Data for the management controller
vpd uefi - displays Vital Product Data for system BIOS

vpd Lxpm - displays Vital Product Data for system LXPM

vpd fw - displays Vital Product Data for the system firmware

vpd comp - displays Vital Product Data for the system components
vpd pmem - displays Vital Product Data for Intel Optane PMem

vpd pcie - displays Vital Product Data for PCIe devices

ZN
system> vpd bmc

Type Status  Version Build ReleaseDate

BMC (Primary) Active  0.00 DVI399T 2017/06/06
BMC (Backup) Inactive 1.00 TEI305] 2017/04/13
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system>

BREBRRMNEFEZHEH TS

AR 32 8 R BRI S Bt R IR A TR 3 CLI w4 3K,
YA 4 KRS BIEMERE WL

power 5%

M iy 4> il 328 0 A 2 o] e 55 2% LR

il power 3 & RIRHI MR 5585 . ZR ) power v 4, B HBUHA TR M55 4 i YRS AE BT
Jei 3 Ui Tl BCRR 2 531

THREETH power WAL HHAN a2,

# 13 power &%
TFTRE—NZITZDIRME, BE power WA, AR DL K5 & RBANE B

fir 2 il & i
FTIT A5 b Ay 4 T T )i ik 55 4 LU on il off
KAl 5 Btk iy 4 T S Al 55 45 LU on fil off

H: s BB RHBMER G, KI5 KA.
power cycle | fifi F b iy 4 W < P AR FHATOT i 55 4% IR
H: s BB RARMER G, RIe KA.

power enterS3 | i jj bty & PR RMER AR T 83 (IEIR) #A,
W VR SHRERGIT AR GRAE H sy &, IFERT
MR 55 4 LS HE S3 B,

power rp A5 F MG 3% 25 AT 8 AL IR R SR, alwayson | alwaysoff| restore
power I Bb iy A R R AE RGN 83 (REHR) 5K Hh e
S3resume Mg

o SV MR R GIE R I A R e A, AR
AR5 ds L# R S3 A,

power state 5 FH B fiiy 4 T 275 i 55 4% L JRCIR 2R DA B IR 55 4% Y on #il off
AP

TR A power on, power off fll power cycle T4 I,

7 14. power S

TEREADZITZFIRM, BEEB, 550 Ak R R A5 B
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7 14. power < (%)

3% mit

i i&

-S

LR T AT SR PR R S8, AR R ST 4%
7:: X power off fl power cycle v 2 ffi ] -every
T TN I 4 -s IR

-every

MIET 5 power on, power off fll power cycle
i 4 TE BB FH T 4 o i 55 4% LR ST DA EAT
TF. KPR 55 A B IR B O P FHAT JT IR 55 45 HE TR AY
HE, BHEASER (8 HSER) .

W BTSRRI 3% SR R O B
MILAT .

Sun |Mon |Tue|Wed| Thu |

Fri|Sat|Day| clear

-t

3% 5 AT 4 A2 FT 0T R 55 A IR, QPRI R AR &R
G, RPN Ss A HLUR DA B ST B il 55 4% 4 B 1)
(RL: N8 o

R TF#A: hh:mm

55 FH 328 50 T 4 A2 AT 0T IR 55 4 IR H Y. X
power on fit & BIHP FEIE I

H: AEANE A2 FENEH -d fil -every i&
Iﬁo

AT mm/ddlyyyy

-clear

55 e 306 350 P 5 B HE R AT R RIE A, ax 2
power on T & I FEIE I,

Wk

power on

power of f [-s]
power state

power cycle [-s]

DR B power fir 4 7 .
TG H 1:30 SCUBE R GRCPHIR S 5, WHADL F s

system> power off
-every Sun -t 01:30

LAERR 1:30 XPARMERGIH BTGNS, HMALT WL

system> power cycle
-every Day -t 01:30

AR — 1:30 T RS A IR, HMAL T W4
system> power on
-every Mon -t 13:00

BAE 2013 4F 12 A 31 H T4 11:30 TP IRSS 45 IR, iE#iADL T a4

system> power on
-d 12/31/2013 -t 23:30

L B R S BT OT IR R, AL T4
system> power cycle
-every clear
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reset 8%

I Ay A 1 3 fe] TR B IR 55 2% HL R,

i reset A REHBIRS S, EEHNGS, B PH BIEMEH S 3 U AR,
TRERIETNSE,

# 15 reset
TREANZITZF) K, BEET, ETBET KMENE S,

% mi ik i

-s HERS A, RARERS.

-d ¥ B W PT IR R 4 € AP B 0-120
-nmi RS2 AT R T (NMI)

Wk

reset [option]

option:

4
fuelg %
iy 4 ST AT 5 T 5508 HhL R 5 L

BEH fuelg fiv 4 7R A 5% IR 55 45 F0L IRCBE FH A7 00 A0 5 8 DA B B0 B TR 55 A LA B, IPb iy AR T 8 187 )
REHBFICRII R M, TRERETH S

# 16, fuelg <
TEREADZITZFIRM, BEED, R Ak w5 B

1% Wi Wid fi

-pme 1E R 55 4% L a F SA i e A BE A o R ERR, on il off
-pcap- BB MRS 4 oh R ERRAE, input fl output
mode

-pcap XF H AR B A7 WA ETIET A fuelg AN ERE— | LBUE
ATEZ) R b PR B B

-history | @ R ThRE skt AB DT 5 0 % pc 1 perf
-period SRR (1. 6. 12, 24 /M) DA /IN IS g B AT 4 A
-pm B 0 2 22 90 A% L VR B SR R K o bt - AL

o rt- JUAEWE (BRIN)
e ort - N_1 TR A

-zm AR AR, R ENICR | on M off
SRR, A REEE IR,
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&£ 16, fuelg S (%)

3% Wi iR fi

-perf BAAMEGHEMEER, GRS, MBI VO, | A4

-pc 2R 24 i Bh 6 * output - R Y H B hFE. NT
AR A KR S48, BREHER
5. CPU., WA A4 /3
#&; AT ITE TR RSE, BRX
BE R

* input - BN Y ETHIADFE, BIER

S FE

W

fuelg [options]

option:

-pme on|off

-pcapmode input|output

-pcap

-history

-period

-pm bt|r|rt

-zm on | off

-perf

-pc input|output

ZNIE
system> fuelg
-pme: on
system>

pxeboot # %

b 4 T 5 7R I % B BUR 3 AT

Ae FoAE AT 5 55 A 1% L T 1847

# 17, pxeboot &

B,
pxeboot K38 51 24§ s 3h P

TR E. TRERIERNSE.

TR DRI ZFIRM, BEES, R R A A B

% Bl i i
-en HETRRSGEH B3 | enabled. disabled
B TR B AT IR BE A 1

Bk

pxeboot [options]

option:

-en state

ZNJE

system> pxeboot
-en disabled
system>
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EOEEEHDS
A B TR L 4

RE—ZPORERERMS: % 123 W “console 2" ,

console %

Bb 4 TR 3h B D EE mEH 6 21
f#i il console fir 4 FI Xt IMM $85& iy & 15 3h 8 1 & & il & 298,

Wk
console 1

BREGRS

AR AR B S BE L B CLI 4 AR,
WHIA 41 KME ML

accseccfg 1%
Ay & BRI ELE K P 2R E,

AETCARAT IR TS UL FIE4T aceseccfg AR BRI A K Z2E R, TRERET NS,

# 18. accseccfy @S

e —

TRE—ANZITZF)FAM, SR, IR FETOCHAE B E S,
1% B ik i
-am BE M PN &, local, ldap. localldap I ldaplocal
-Ip BB KBS KRR B Z G MBUE | /T 0 F1 2880 Z[E], 0 = BUEMASFIM
o () .
-pe EBHNEB (KRB0 . T 0 1365 Z[El, 0 = KAFH
-pew 8 el 30) 300 4 4 I i) B T 0 F1 30 ZIH], 0= KkAEE
T A 3 4 i () B 6 0 T
25 1y 3] 1 I 1) B
-pc B0 B 2R R RS, on Al off
-pl KB, WARBH T HEBE RN, WEBKEST 8
32 2, BN, BEHKEMNT 0 32 ZH,
-ci 5 66 25 e SO T TR B (/DN T 0 f1 240 2], 0 = SLEIE K
ﬁ) o
-1f B 7 R M e R IR B T 010 ZH, 0= KAPE
-chgnew RS E B SOE P R . on fll off
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# 18. accseccfg S (£)

1% v #id fii
4 T4 P S F 0 A1 10 21, 0= SLHES
-wt Web fil Secure Shell JEiHEZI 235 | /T 0 1 1440 Z[H]
A (a8 .

Syntax:
accseccfg [options]
option:

-legacy

-high

-custom

—am authentication methoc
-1lp lockout period
-pe time period

-pr state

-pc state

-pd number characters
-pl number characters
-ci minimum interval
-1f number failures
-chgnew state

-rc reuse cycle

-wt timeout

ZNE
system> accseccfg
-legacy
-am local
-lp 2

-pe 0

-pr off
-pd 1

-pl 4

-ci 0

-Lf 0
-chgnew of f
-rc 0

-wt user
system>

alertcfg @<
i b A BRI E IMM 2 RERERS .

AE TCARNT LT 15 0L T84T alertefg A BRI A £ RERERS . TRERETMSR,

#F 19. alertcfy <
TRE-AZIT=ZDIEM, SEET, IR MIETOCHAEMAE B

124 XClarity Controller 2 /i /' #5Hi



£ 19. alertcfg w2 (%)

% o iz i

-dr BE IMM EHREER AR [0 2 4.0 480, % 0.5 438k
IR 2 18] & R 1]

-da BE IMM ARSI T80 | 0 2] 4.0 48, % 0.5 435k 3
R 2 T A I TRD

-rl WEAERIZ AR MERT, (02 8
IMM i Ah 22 1 R 326 48 3 i TR B

B

alertcfg [options]

options:

-rl retry_limit
-dr retry_delay
-da agent_delay

ZNE
system>alertcfg
-dr 1.0

-da 2.5

-rl 5

system>

asu Mm%
A4 H T E UEFI X HE.

Advanced Settings Utility it 4 (ASU) HTHLE UEFI 8. WHAEHEENRS, £/ UEFI
W B R R

THRAETH asu WAGGHEHAN B2,

# 20 asu S

TEEANSIT=ZFINER, WY asu WASGHAN 0w &4, HpRAtxsaSh
3R A AN SR R

i % ik fi
delete 5 FH e iy 2 M B 35 B Y SEB sk . IZIRE B AR | BESH
SV BRI SEH], Hlan iSCSLAttemptName.1,

B fEH a2 BRI RSB E N BE R BHE
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#20 asuwms (%)

LSS #iid fii

set B b 2 R E R E . ¥ UEFI SCE 308 B
LTINS
:

o REAHSMREMEXT,
o WURBLEYOVHBE, WEWLSERL.
o WREEEEM, WL GS5IEZHE.

e AIFRARMEUEFS (=) #iT70K. #HlWw,
set B*.Bootorder "CD/DVD Rom=Hard Disk
0=PXE Network",

showgroups | fli fljtbfiv & B HMREA, ka4 Eromd | kE
WA PR, LR T RE BT 2 3 B B A I

show 5 By & B — AR B AR E G AT BHE
showvalues B e Ay & s — AN B AR TR ATEUR R BHE
E:

o ML AR BN % S VR BCE B IR B
o LA RN SO VFSEE B FH A S5 /A B R SE I E
o WABOME, WK EIRBIME.

o MEARIES (<l >) FHEKIMI,

o SUAAE SR S ANA R R K BE DA R E I A

:

o TEMAEEY, BE NEEFIERMIRENAR, M OVIRSIZSENE.
o B WUURZANLA, BMEM set fir & N ERSL,

o BE WRESERM, fl, BS () ZHS ().

o BHE WLIEA., REAFK all,

UTFHIE P2 asu W4 BEARH:

o BHIRHH asu WAL, EHIAN asu --help,

o HERTAMAMEMER, BN asu -v --help,

o ERINANWAWEMHAE, HH N asu -v set --help,

o TH M, iBHiA asu set setting value,

o FRRNYHIMME, EHIN asu show setting,

o HPLKAABIAE BNk E, HHA asu show -l -b all

o FWRRNFEAMNLBEFEMTAM, HEH\ asu showvalues setting. show values 74 /R :

system> asu showvalues S*.POST*
SystemRecovery.POSTWatchdogTimer==<Disable>=Enable
SystemRecovery.P0STWatchdogTimerValue=numeric min=5 max=20 step=1 default=5
system>

TERERIET NS
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7 21. asu &I
TRE-ANZITZFRME, SSEM, EFHBRAETCBANE S,

% g i

-b DL sk #AE B o

~-help’ BRAA FENIER, -help i%
BE T 20, Bl asu --help
show,

--help’ BRI A B, --help ETR
BTWA)E, #lW asu show
--help.,

-1 KM E A0 (BHEEE
%) o

-m WA E A (M E
FRiR)

-v2 A .

. --help W] SALAT iy & 45 G065 .
2 X asu G4 ZEMER -v &,

Wik
asu [options] command [cmdopts]
options:

-\ verbose output

--help display main help
cmdopts:

--help help for the command

H: AREZMLEN, HSHEANML,

1] asu F 5L E LA UEFI %8 D RGI@MmBfT b s (a4, i tropen Fl trset fiy
LU —AFS, HPaES A ENHMRE, B tropen it &4TIT RA 4 En R B %55,
i trset AKX BERMB LS., M trcommit WARL OB ES, FHPUTREN, 7
A trrm i 2 ERE

#E: KK UEFI 58 B RAER ™ A —A 255, Han R B R RPN = A8
THREZWY asu WALGGHMAKFSFWL,

7 22 asu BEEmS
TRE-ANZITZFINEK, HESHLS. SRS 4 <5 AY (E 4%,

iy 2 ik i
tropen id shfr & BUE A H Sk, K a S EEmN id A 1 2 3 M F BT FR MR
AT BE, WFERFH
trset id [IATECS Ca & 2 & A RO R IEIE id;aﬁlif 3 DNFREEF T I
‘i?l:{ Y o
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7 22 asu BFm<S (%)

fir & iz i
trlist id WA E B RNESAENNE. £ CLI shell 14 | id 7 1 & 3 M Z2F R

HEE SO, X — AT REAR A A

WP,

trcommit id | MeAy SR FPAT IS XA NE . BIER B

id A 1 2 3 M FREFFR MR

PTG R AT 55 1% WERF
trrm id Bhfir & 7R 32 22 55 M IR M bR e id A 1 2 3 M FREFFR MR

WERF

L %A UEFI #% B HR )

asu tropen TR1

asu trset TR1 UEFI.BootModes.SystemBootMode "UEFI and Legacy"

asu trset TR1 BootOrder.BootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 BootOrder.WolBootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 UEFI.DevicesandIOPorts.Com1BaudRate 115200

asu trset TR1 UEFI.DevicesandIOPorts.Com1DataBits 8

asu trset TR1 UEFI.DevicesandIOPorts.Com1FlowControl Disable

asu trset TR1 UEFI.DevicesandIOPorts.Com1Parity None

asu trset TR1 UEFI.DevicesandIOPorts.Com1StopBits 1

asu trset TR1 UEFI.DevicesandIOPorts.COMPort1 Enable

asu trcommit TR1

backup &%
fili I Bt Ay & P 2R BB B Y BT R L 2 W E WS L.
TRERIEINSE

# 23. backup @<

TREASIT=FIEM, BEE, %5 A 5O E 5 B

3% B ik fi

-f & A 44 AR £

-PP JH T T 28y SC P PN 285 e B 2 e i 4 A RE BG5S 4 By 4
-ip TFTP/SFTP JIR554% 19 1P Hudik AR 1P Hudik

-pn TFTP/SFTP JIk 5545 Wi H 5 Ao H5 (BOAER 69/22)
-u SFTP I 55 4% B H P 44 R GiaE

-pw SFTP Jit 55 #% B % % A BE

-fd B4y CLI v 4 i) XML 13 iy S 44 AR 4

W
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backup [options]
option:
-f filename
-pp password
-ip ip address
-pn port number
-u username
-pw password
-fd filename

ZNJE

system> backup f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>

dhcpinfo a8 <
i iy & & F DHCP MR554% U eth0 4 HLHY IP ML E.

f# [ dhcpinfo #74 F[#7E DHCP JR5525 M eth0 4 FCA IP FLE (4R iZ$E: 0l DHCP IR554% H
HALE) . A A ifconfig fir4 K JH M 225 DHCP.,

P
dhcpinfo eth0

Example:

system> dhcpinfo etho
-server : 10.240.0.10
-n : XCC-7X19-123456789A
-i : 10.243.4.66
-i6 HE
-g : 10.243.0.1
-s : 255.255.240.0
-d : labs.lenovo.com
-dé s
-dnsl : 10.240.0.10
-dns2 : 10.240.0.11
-dns3 : 0.0.0.0
-dnsé6l
-dns62
-dns63

TR T B R i

# 24. dhcpinfo S
TREANZTWIIEK, DL R F) 68 R E

3% 55 ]

-server SyBLELE W) DHCP it 55 2%
-n 4 e EALH

-i S HELHY TPv4 Hbik
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7 24. dhcpinfo < (£)

3% 5 iR

-8 3 T 4 9 5K i ik

-s 43 TS 1) - D 44 1)

-d 43 Tt 1Y 38K 44

-dnsl + IPv4 DNS R 55 #% 1P Hidk

-dns?2 #iBh IPv4 DNS IP Hihk

-dns3 %8 = IPv4 DNS IR 55 4% IP Huhik

-i6 IPv6 Hidik

-d6 IPv6 18 %

-dns61 F IPv6 DNS k55 #% IP Hilk

-dns62 HiBh IPv6 DNS IP Hihk

-dns63 %8 = IPv6 DNS IR 55 4% IP Huhik
dns %

i bt A I & F I E IMM ) DNS L E

{E: 7E Flex System W', Jo¥i7E IMM L& DNS i%#. DNS X #EH CMM & B,

AE TCALTIE I 1% UL T84T dns 2K 7R DNS LB B, TRERERHSR.

# 25 dns w2
TRE—ANZITZFIERME, BEET, EHMBMIET CKMENE LS.

% i ik i

-state DNS RZ& on il off

-ddns DDNS JR7& enabled., disabled

-il ¥ IPv4 DNS k55 4% 1P Hudik K Ry ik 1P shakbAR W 1P Mk,
-i2 HiBh TPv4 DNS IP ik KR 4 ] TP HhkAg Y TP bdk,
-i3 %5 = IPv4 DNS JR %545 1P Hiudik K S+ ] TP MUk A% SR TP Mk,
-i61 F IPv6 DNS it 5548 IP Mk FH IPv6 # iy IP Mk,

-162 &iBh IPv6 DNS IP Hiht FH IPv6 #Hy IP Mk,

-i63 S5 = IPv6 DNS k5545 1P ik kM 1Pv6 A& H IP bk,

-p IPv4/IPv6 k%2 ipv4 2 ipv6

W

dns [options]

option:

-state state
-ddns state
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-il first_ipv4_ip_address

-i2 second_ipv4_ip_address
-i3 third_ipv4_ip_address
-i61 first_ipv6_ip_address
-162 second_ipv6_ip_address
-163 third_ipv6_ip_address
-p priority

H: ATFAPIERT2EH DNS B IMM BLHE

il :
system> dns
-state : disabled

-il : 0.0.0.0
-i2 : 0.0.0.0
-i3 : 0.0.0.0
-i61

-162

-163

-ddns : enabled
-dnsrc : DHCP
-ddn

-ddncur : labs.lenovo.com
-p 1 ipveé

-dscvry : enabled

system>

A DL B R ] R IE

# 26. dns S H MY

TREASITMBIEM, il DAL oR ] b R IE

%W ik

-state DNS 7S (on K off)

-il F IPv4 DNS R 5545 IP Hihk

-i2 B IPv4 DNS IP Hihk

-i3 %= IPv4 DNS IR 55 %% IP Hidk
-i61 F IPv6 DNS ik 55 #% IP Hihk

-162 #iBh 1Pv6 DNS IP Hbiik

-i63 5= IPv6 DNS 5548 IP Huhk
-ddns DDNS JR7Z (enabled B& disabled)
-dnsrc 1%k DDNS 34 (dhcp 3% manual)
-ddn F3h 5 £ #) DDN

-ddncur i DDN (Hi%)

-p HiE DNS IjR554% (ipvd 3% ipveé)

encaps W%

i A 4 Al ik BMC JB i} Encapsulation 3,

% 11
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TREREGTHN S

# 27. encaps w3

TRE A RAT SR A, 3% A 3 55 3 A

1% wil i g
lite off ik BMC iB i Encapsulation #3347 X ir e H P 2=
i ] L PR

ethtousb &%
ffi H ethtousb ¥4 7 & /8 H L & Ethernet - Ethernet over USB ¥ 1 Bt 4t

A A S A8 6 AR DL K P i 15 L5t 2 A [6] i) Ethernet-over-USB i 5,
- TCAR MR TR BTG L T 1217 ethtousb 72 .7~ Ethernet-over-USB 1 B.. TR ERIETSE,

# 28 ethtousb w2
TRE—ANZITZFERME, BEET, ETWBMIET CKMENE S,

% i ik i

-en Ethernet-over-USB IR 7 | enabled. disabled

-mx BCE RG] x Wy s PRCES () 2RiE O, #3008 portl:port2
o

o N HEIF5 x FEMAAIETHIEN 1 2] 10 ZH MK,
o it FIA B portl JEAMER AR5 5
e g A} port2 /& Ethernet-over-USB i H 5,

-rm i B A 2 % 51 Ao LTt | 1 2] 10
i8IS AR TCAEAT I A 1E UL T B ethtousb ¥4 W g 75 i 1k
SER5.

Wk

ethtoush [options]

option:

-en state

-mxport_pair

-rm map_index

ZNE

system> ethtousb -en enabled -ml 100:200 -m2 101:201
system> ethtousb

-en enabled

-m1100:200

-m2101:201

system> ethtousb -rm 1

system>

132 XClarity Controller 2 /i /' #5Hi



firewall ip %

55 FHY B i 2> 0 9 ok it T D R AR R 1 E 86 b ki A 7 1), 9 T DA R ) 7 ) N DY R, Am SRR
TEAETIEI, K Ros SR E .

TRERIETRNSE,

# 29. firewall <

TERE-ANBAZIE, S RBUAERGHE,

3% Wi g i
-bips FHLIE 1-3 4 IP #uhk (DLES 23R . H Ay 1P Ak
CIDR EZiu ) ¥E: IPv4 fil IPv6 Hudik 7 DL il CIDR

¥ SR B 1k — R 3 ik,

-bmacs FHIE 1-3 4~ MAC Huhk (DLES2BR) | AR MAC ik
H: MAC bk 5% 3% 0GE T 45 2 ay it
iJJ:O

-bbd REL1E FF 46 H ¥ N <YYYY-MM-DD> 1 H #i

-bed R 1 25 3 H 3] #AH <YYYY-MM-DD> f# H ]

-bbt BH. 1 FF 46 B} 1) ¥R <HH:MM> 15

-bet BH. 1F 45 R B} 1) AN <HH:MM> 1IN [E]

-bti FELIE 1-3 AITEEBE (PLES 2 F) ¥R N <HH:MM-HH:MM> 1] It [H]
Ju

BN, firewall - bti
01:00-02:00,05:05-10:30 %% < &k
2>4E 01:00-02:00 A1 05:05-10:30 (1]

BHL 1k 5 [7]
-clr V5 R 25 o 2T ) Bl Ak 5% 0 ) ip. mac., datetime, interval, all
&S T 1P Huhk B 1k
-iplp IP sk BUE R (Ao 5hoh Hdr) o T 0 fil 2880 ZHIAYEUE, 0 = K
¥
-iplf IP Mk B BUE Z B B KB SRR | 4T 0 1 32 ZTHIEUE, 0 = KA
®. B
E: WRILEARN 0, WML ELHKRT
% Tl <accseccfg -1f> WHEIT <
B R S R Ik B>
-ipbl BoR /LB B BE R TP ks, del. clrall, show
o -del: MPFHIEZIFEH M ER TPv4 5K
IPv6 Hikik

o _clrall: HBRPIAFLIE IP
e _show: E/RFFEIE IP

N E

- “firewall”: Show all options’ value and IP addresses blocking list.

- “firewall -bips 192.168.1.1,192.168.1.0/24,192.168.1.1-192.168.1.5”: Block the access from multi IPs

- “firewall -bti01:00-02:00,05:05-10:30,14:15-20:00": Block all access during 01:00-02:00,05:05-10:30,14:15-20:00 every day.
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- “firewall —clr all”: Clear all rules of “Block List and Time Restriction”.

- “firewall -iplp 60”:Set IP address lockout period to 60 minutes.

- “firewall -iplf 5”:Set maximum number of login failures to 5 timesi.

- “firewall -ipbl -del 192.168.100.1”:Delete 192.168.100.1 from IP address blocking list.
- “firewall —ipbl -del 3fcc:1234::2”:Delete 3fcc:1234::2 from IP address blocking list.

- “firewall —ipbl -clrall”: Delete all blocking IP addresses.

- “firewall —ipbl -show”: Show all blocking IP addresses.

gprofile @8 %
il Ay & BT 2R AL B IMM 1 42 S0

TRERIER NS

# 30. gprofile 7%
TRE-ANZITZFIEAM, BRI, 0B FETOCHAL W E B

1% 5 Wig fi

-[1-16] B S 2 1-16

-clear B2 enabled. disabled

-n AW R group_name FFH, HKH 63 1FEF,

group_name o S HE—

-r a4 B AR 6 A B

-d M (SRR BE AR, MR

IVBE A DN)

-h 27 iy A i ke i

i

gprofile [1 - 16 group_profile_slot_number]| [options]

options:

-clear state

-N group_name

-r role_name

-d group_domain

-h help

hashpw # %

Kok 25 -sw ik B—& 68 7T Js F/Z8 FSE =7 i Th e, B85 -re JEI— A AT )5 H/ZEH
AR =7 iR ThRE.

TREREHRSE

# 31. hashpw &<
TRE-ANZIT=ZFIEAM, BRI, I AETOCHEAL 1 E B,
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# 31. hashpw @< (%)

% Wi i i i
-SwW B= B IF LR enabled. disabled
-re B=FEBHEIRBURES enabled. disabled

W WARBA TIPSR, WA RLSCE B,

ZE

system> hashpw -sw enabled -re enabled

system> users -5-nguest5-shpef92h778hafe771e89245h89echc08addadel66c066599118811383d4473e94f - rAdministrator
system> users -5 ghp

ef92b778hafe771e89245h89echc08ad4adel66c066599118811383d4473e94f

system> users

Account  Login ID  Advanced Attribute Role Password Expires
1 USERID Native Administrator  Password doesn't expire
5 guest5 Third-party Password Administrator 90 day(s)

ifconfig ap <
5 ) ot 2 T C B AR IR T

#\ ifconfig eth0 W 278 HHTDAKMIE OELE . S S DURER DBCE, &5 AEH, HFRE,
LHYGE DR, B F D FAT & o 4% B9 282 4 0 B A FR .

#: 7E Flex System ', VLAN % & H Flex System CMM &8, i LA IMM LB,
TRERETRHSE,

# 32 ifconfig S
TRE-AZAITZDIERM, SEE, IR TOCHAL M AE B

1% mit ik i
-b Bt MAC #ihik (R HA TR
)
-state BEORS disabled. enabled
-c [N iR7S dhcp. static 1 dthens (dthens 5 Web #

H _E/# try dhep server, if it fails use static
config A )

- A 1P Mk Aok 2 bk

-8 W] > b ik AR bk,

-s ERLE AT A B X bk

-n FH% REZAE 63 M FEMMER B, ZFM B
BREETEE, P, R, TRIKMEZR,

r o R 10. 100 FI auto

-d W T )7 full, half Fil auto
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# 32 ifconfig @2 (%)

3% B ik fi
-m MTU 60 1 1500 i) FI%E T
1 LAA MAC HHtAE X, ARFL I CE—4F
T RABE)
-dn WA A Rk X4
-auto AR E, BREBIER | true Al false
0BT P 4 5% L R A7 T L
-ghn M DHCP KB EM. 4 disabled, enabled
-nic Pl NIC B shared. dedicated il shared:nixX?
-failover? WL % B8 AR X none, shared fil shared:nicX
-nssync3 X £5% 1% 5 [ 35 enabled. disabled
-address_table H 34 Y IPv6 Mk KILRTSE | BbfEoy R HA TR E .
KEmE

E: X4 E A IPve FITCRZS A )
[V D I 2 i U

-ipv6 IPv6 R7& disabled Fl enabled

-lla e 8 At b e A M AL IMM B2 . MEON HE R
E: Y4B IPve I, AR | TRLE,
BERE A Ak,

-ipvéstatic A IPv6 A disabled I enabled

-i6 A IP #bhk IKMIEE 0 MFZ 1P Hulik (1Pve #) o

-p6 b 1k T SR B 1 3 128 Z AIMEAE,

-g6 ZP% NN AR IE 0 B ok sl BRI B i iy TP Mtk

(IPv6 &) .

-dhcp6 DHCPv6 R 7 enabled. disabled

-sa6 IPv6 ToR A A 2 B IR A enabled. disabled

-vlan B R 25 ] VLAN #3id enabled. disabled

-vlanid IMM % 2 808 A 5 R b 3 1 %] 4094 Z R H%UE.

T

1. -nic ¥ B8 nic BIRZE. [active] $57 Y4 BT IEAEME A nic XCC

Bl :

-nic: shared:nic3
nicl: dedicate

nic2: ext card slot #3
nic3: ext card slot 5 [active]

187~ nic3 £ 5 B FIERR, nic2 M THiM 3 L, nicl & XCC MM, XCC ELEMH

nic3,

N

AAERHETHREREM KRS S L shared:nicX . IMM " it R EM &,

3. QR IMM BLEON B L A B S 1, IR X -failover JETUK 78 IMM 72 % Hl 3 F1 T T 3E £ 1
5 00T D) #2036 5 59 23 11
4. WMRBEHTHREEBEERX, IBZ -nssync BB 177 IMM 3t 36 52 B0 g3 11068 F A8 % A4 2L 4% 3 11
R R R 5 B
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ERG
ifconfig eth0 [options]
options:

-state interface_state

-¢ config_method

-i static_ipv4_ip_address
-g ipv4_gateway_address
-S subnet_mask

-n hostname

-r data_rate

-d duplex_mode

-M max_transmission_unit
-l locally_administered MAC
-b burned_in_MAC_address
-dn domain_name

-auto state

-nic state

-failover mode

-Nssync state
-address_table
-llaipvé_link_local_addr
-dhcpé state

-ipvé state

-ipvéstatic state

-Sab state

-i6 static_ipv6_ip_address
-g6 ipv6_gateway_address
-p6 length

-vlan state

-vlanid VLAN ID

ZN K
system> ifconfig eth0

-state : enabled

-c : dthens

-ghn  : disabled

-i :192.168.70.125

-g : 0.0.0.0

-S : 255.255.255.0

-n : IMMO0096B9EOD3A
-auto : true

-r ¢ auto

-d ¢ auto

-vlan : disabled
-vlanid : 1

-m ¢ 1500

-b : 00:09:6B:9E:00:3A
-l : 00:00:00:00:00:00
-dn

-ipvé : enabled
-ipvéstatic : disabhled

-i6

-p6 ;b4

-gé

-dhcpé : enabled
-sab : enabled

-lla  : fe80::6eae:8hff:fe23:91ae
-nic : shared:nic3

nicl: dedicate

nic2: ext card slot #3
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nic3: ext card slot #5 [active]
-address_table

system> ifconfig eth0 -c static -1 192.168.70.133
These configuration changes will become active after the next reset of the IMM.

keycfg a8 %

A Ay 2 W] SN L o s R 0
VNG B A B N AT IE IMML Zh 68 1 1 I A RR .
b

o BATAWEMERINN keycfg fF W, Ko ERCRMBEFEEIINE, RrRrEdE By
MHMEEHARRG S, BEEF R, FHNEE. BRERRE, HHREMEH L,

o IS A S R O A
o ERTREFHEHBEEIIRBIMER BEH . HIEBMEREFIN, XMW ERLS & RBAE— N

TRERIET NS

# 33. keycfg @S

TERE-AZITZFIEM, BEEB, 5 #5145 B
fi

% v ik
-add AN SRR -ip. -pn. -u. -pw Fl -f iy 4 3% 0 M {E
-ip BAERMAEEZHE | TFTP RS2 0A % 1P Huik
TFTP JIlR 5545 0 1P ik
-pn HAERMAENEZHE | TFTP/SFTP RGS4HMAR0R TS (BRiAE 69/22)
TFTP/SFTP it 55 2% B it
ER=
-u HBASERMAEGEHRSH | SFTP RS BMARIH P 4
SFTP k5525 W H F 44
-pw B ERMBEIEZEHN | SFTP RS 2% 08 BB
SFTP ft 55 25 0 % 5
-f TR PSS | SRS B S A B
%
-del ¥R 515 M BRI % keycfg FI R P A BB BEEHA RGNS
-deltype | 35540 KA M BR LTS &4 | B BB R AE
B
keycfg [options]
option:
-add

-ip tftp/sftp server ip address

-pn pn port number of tftp/sftp server (default 69/22)
-U username for sftp server

-pw password for sftp server
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-f filename

-del n ( where n is a valid ID number from listing)

-deltype x ( where x is a Type value)

ZN 1K

system> keycfg

ID Type Valid Uses Status Description
1 4 10/10/2010 5 "valid" "IMMremote presence"
2 3 10/20/2010 2 "valid" "IMM feature

3 32796 NO CONSTRAINTS NO CONSTRAINTS "valid" "IBM Security Key Lifecycle Manager for SEDs FoD"

system>

H: ARIRT 3 AHEIE B R S R] R ) 2 7R O LB LAT

ldap 8%

i F by 4 7T 28 AL E LDAP il AL & S5,
TREREHRNSE,

# 34. ldap @S
TRE—ANZITZP)EAM, SR, IR RETOCHAE W E L.

1% i ik fii

-a H FINIE T 3 local only, LDAP only, local first then LDAP #ll LDAP first
then local

-aom FOAERLR, enabled, disabled

-b P Ti anonymous. bind with ClientDN and password fil bind with
Login Credential

-C % P s T 43 k4 R FtX) client_dn MFRFH, BEZEE 127 HFH

-d R £ %t search_domain W, HEZHE 63 MFEHF

-f S i 1% 2% A X} group_filter BIFAF R, BEZEAE 127 NFH

-fn 2y i $tX} Active Directory 588, BZ A E 127 N ERF PR 8,

-8 HiGR)E M A4t group_search_attr W EFFH, BEZAE 63 NF4F

-1 SRR BEXT string MIFAF R, REZBE 63 MFLF

P & P Xt client_pw LT, BRZEE 15 NP

-pc TN P S 2 1 B3t confirm_pw MTFAFH, BEZEE 15 NP
fir 4 H#¥:H: 1dap -p client_pw -pc confirm_pw
YRR P, RS SR, ZETCK confirm_pw
SR client_pw SEGRTHE., WRZXHASEAILE, &
fir &K 2RI

-ep Tn % AR (DR YR AE )

- WEH 3P4 (DN) | $% root_dn W27, BEZEE 127 74

-slip MRS 2% 1 EHLAAP Hitik | 41 %) host name/ip_addr WIFIF 8, HEZEE 127 NFH

-s2ip MR554% 2 EHLAAP Hubk | 514 host name/ip_addr 5, BEEA 127 MF2HF
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& 34. ldap < (%)

% i ik i

-s3ip MR554% 3 BHLAMAP Ml | 51 %) host name/ip_addr MIFfF I, BEZBA 127 MFHF

-s4ip MR55 %% 4 EHLAAP Hitik | 41 %) host name/ip_addr HI P58, BEHE 127 NEF

-slpn RS54 1 m 05 5t} port_number HIECFH HS, REZEE 5 A%

-s2pn Mg 4% 2 wH5 5% port_number MIEFH A5, REZME 5 A5

-s3pn 5545 3 w5 5% port_number WIEFIH A5, HEEE 5 A5

-s4pn R %548 4 05 5% port_number MEFIH A5, REEE 5 A3

-t JIk 55 4% B b5 £ 5% JBH rbs TG, FBRIFETESETAANEZ2E (RBS)
HHHPICH Active Directory R55%% LI — N A M A
KR H AR 25

-u UID # & & X} search_attrib MIZFFH, BEZHA 63 MM

-v it DNS FKHU LDAP ik | off 5% on

% 2% Ho ik
-h &2 7 1y 4 A 5
W

ldap [options]
options:

-a loc|1dap|locld|1dloc
-aom enable/disabled
-b anon| client|login

-C client_dn

-d search_domain

-f group_filter

-fn forest_name

-g group_search_attr

-| string
-p client_pw

-pc confirm_pw
-ep encrypted_pw

-r root_dn

-rbs enable | disabled
-s1lip host name/ip_addr
-52ip host name/ip_addr
-s3ip host name/ip_addr
-s4ip host namel/ip_addr
-slpn port_number

-s2pn port_number
-s3pn port_number
-s4pn port_number

-t name

-U search_attrib

-v off| on

-h

ntp S

5 FH 1 iy & BT 2 7R I O B P 4 NI B X (NTP) &
TRERETH S
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# 35 ntp S

TEREADZITZFIRM, BEEI, 55 Ak 5 SR R 5 B

3% Wi iR i
-en Jo B 3% 2% R 9 2% st 1) B 3 enabled. disabled
-1 WIS RO OMR S a8 W 4 kel | S T I 0 R 25 0 NTP IRSS 25  %F5. NTP

IP ik, 3 9 4% s 1R) B SO
FHMRL 5,

SRS SEREE -1 B -i4,

-f IMM i} 8 5 ¥ 2% i TR BOTIR- 3 3| 1440 43 5h
S R (DA sh o i
L)
-synch BRI SRR PR IOIRSS | 8 5 S50 & 6 1E.
B,
1. -i 5 i1 #F,
Bk

ntp [options]

options:

-en state

-i hostnamel/ip_addr
-f frequency

-synch

il :

system> ntp

-en: disabled

-f: 3 minutes

-i: not set
me

portcfg
5 P ey 4 T 4F X R DR E R Sh AEFL . IMML

WK IMM BLE N5 IR 5545 WER s DI SCEAHDC D, SO SOR DECE, RS, HiaHiE, =
SO R, e 23 D B I A R 4 A4k G AR

E: Mo HE O R aEH IMM AT IPMI 3hfE. A # 0 H CLI, A X$#1E Remote
Supervisor Adapter IT CLI ' HH LI serred I cliauth 1,

FE TCAL T 3E I 1% UL T 84T portefg v K s 8 HELE ., PREARETMSIL,
H: B (8) AWM PRER, FHEEU,

# 36. portcfy S

TERE-AZITZFIRM, BEEI, R AE SR AE A B

A

1% 5 Hiid i
-b U R 9600, 19200, 38400, 57600, 115200
P 74 A% 56 none. odd fil even
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# 36. portcfg S (£)
i ik

-S & 1k A
-climode CLI /i =&,

N L

o S
N

= none: ZH CLI
= cliems: g CLI, il 5 EMS 3% W3 v 51
= cliuser: JAH CLI, f FH /& X W¥st w5

2
L
H
0
1
2

i
portcfg [options]
options:
-b baud_rate
-p parity
- S stopbits
-climode mode

7~ il :

system> portcfg

-h: 57600

-climode: 2 (CLI with user defined keystroke sequence)
-p: even

-s: 1

system> portcfg -b 38400

ok

system>

portcontrol &%
5 1 i 4 I 8 5% P I 4% I 55 i 1

MHG, Ay A RS IPMI P H . i\ portcontrol P& 7R IPMI i FNRAS, B)E sk
ZEH IPMI W45 H, I\ -ipmi TG on 3 off i,

# 37. portcontrol @<

TEREDSITZFIRM, BEEI, R R AES AR5 B

3% Wi g i:4
-all BB AE AR | on M off
-ipmi B EZE @i LAN # | on fl off

THY IPMI i 9]

-ipmi-kes Ja A MRS 2532847 | on F1 off
7 IPMI 5 7]

-rest B 25 REST &L on fll off
-snmp BBzt SNMP K3 | on fl off
-ssdp Ja A ei2EF SSDP KB on fil off
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# 37. portcontrol < (%)

1% mit ik

-cli Ja HEEEH cL1 &8

on fil off

-web Jo 825l WEB R

on fil off

Wk
portcontrol [options]
options:

-ipmi on/off

N E

system> portcontrol
ipmi: on

ipmi-kcs : on

rest : on

snmp : of f

ssdp : on

cli:on

web : on

ports &8 %

3 A Ay AW BoR FTECE IMM 356 1,

BAT AWML ports A 2K B8 A IMM 3 H {5 8. TREREHMSEL,

# 38 ports S

TRE-ASIZDIEM, BEEH, TR AL T BN B

% v ik i

-open BRI WG H

-reset oo 1 BN BN E

-httpp HTTP i 15 Wik 5 80
-httpsp HTTPS ¥%i H5 A 5 443
-sshp SSH legacy CLI i H 5 il 05 22
-snmpap [ SNMP #5515 A H5: 161
-snmptp | SNMP [ Bk H 5 BN 5 162
-rpp 2 2 P 5 Bikui 05 3900
-cimhp CIM over HTTP i 5 BRikui 15 5988
-cimhsp [ CIM over HTTPS i 15 BRikui 5. 5989

Wk
ports [options]
option:

-open

-reset

% 11
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-httpp port_number
-httpsp port_number
-sshp port_number
-snmpap port_number
-snmptp port_number
-rpp port_number
-cimhp port_number
-cimhsp port_number

ZNE
system> ports
-httpp 80
-httpsp 443
-rpp 3900
-snmpap 161
-snmptp 162
-sshp 22
-cimhp 5988
-cimhsp 5989
system>

rdmount a8 %
155 1 1 1y 4 RT3 3K o R 1 28 44 ) % e =

TR RIET NS

# 39. rdmount w3
TRE—ANZAITPHN R, I I 3% 50 4 8 4 8%

#:

e % W[ XClarity Controller W7 LA WA, I ] XClarity Controller RDOC g Kt
HAE R BRI TR, WA ER/DAREE 50 MB, BRIEMEH —rw S5, &0 _EAZAmt
B Rk,

o fiiJl HTTP. SFTP X FTP PpDCREBMSR R, B BHR B SR/ AR EE 50 MB, Wl

FAEH NFS 3% SAMBA B, WA R K,

i3] il g

T rdoc A (WIRMEH, W00 56— A i%50)

-r -map: 3<% RDOC Wt}

-r -unmap<3CfF%4>: HEFKEKMN RDOC g

-r -maplist: {£/~#Jd XClarity Controller Web W % 7% il
CLI R 1% RDOC Wf&

-map -t <samba |nfs|http | sftp | fip> R F KA
-ro A%

rw %5

-u i/

-p password
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7 39. rdmount i< (£)

1% wit g

A1 XL E (URL #%3)
-0 W (samba Ml nfs ZEFR MBI IET LT H)
-d 1 (samba ZEEIIR)

-maplist 27 WS i e A%
-unmap <id|fname> Xof B 4 Wt i id, Xt rdoc WUIAE I S 4
-mount 3 R W Y R
-unmount 1R 8 2 R M £

restore i
A NS P IRE RGN E

TR B AR EB S

7 40. restore w2

TEREADSITZFIRAM, BEEI, 5 5 8 A 5 B P 5 B

1% W ik fi
-f 2l & LEA ECE S eiES
-pPP EE;EE%”‘%%)’C#W%W%%%@ A RE LG54 R4
B <
-ip TFTP/SFTP Jlk 55 #5 ) 1P skt AR 1P Mk
-pn TFTP/SFTP JIk 5545 Wi H 5 AR H5 GRIMEY 69/22)
-u SFTP JikR 5545 0 P 44 BB 4
-pw SFTP Jlit 55 4% 0 7% 15 A B
P
restore [options]
option:

-f filename

-pp password

-ip ip_address
-pn port_number
-U username

-pw password

ZNJE

system> restore f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>
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restoredefaults 5%

A e A 4 WK T IMML 3B AN BN

¢ restoredefaults iy 2 ¥ H £,
o TEMREPATZHT, K EREHINIZWS,

Bk

restoredefaults

Zn Uk

system> restoredefaults

This action will cause all IMM settings to be set to factory defaults.

If this is the local system, you will lose your TCP/IP connection as a result.
You will need to reconfigure the IMM network interface to restore connectivity.
After the IMM configuration is cleared, the IMM will be restarted.

Proceed? (y/n)

Y
Restoring defaults

roles a8 %
5 FH Bk i 4 W] 38 7 B B A
TRERNERNSE,

7 41. roles w5
TRE—ANZITZFIHRME, BEET, IR ET BN E B,

3% W ik i

-n TEALE WA A RN 32 A2 4%

-P 7% B AR il : am|rca|rcvma|pr|cel|bc|nsc|a-
clus

o am: /KA EL; ]

* rca: FE¥SH| & Vi

® rcvma: ﬁ*%j"f%ﬂﬁ*ﬂ@*%mﬁ (@w\
i) i

o pr: ZAENR S5 AR IR/ HH R 3 Ui ]

o cel: HWEFMHFHEWRES

* bc: WEEAME (FEA)

* nsc: BEIAHAE (MEML L)

* ac: WRELAMLE (FHH)

e us: UEFI Z4&1k

T RN MR AL G0 DL b2 A R A i

d W B A7
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5
roles [-options] - display/configure roles
- role_account -role number[3-31]

options:
-n - role name (limited to 32 characters)
-p - privilege (custom:am|rcalrcvmalpricellbcinsclaclus)

am - Useraccount management access

rca - Remote console access

rcvma - Remote console and remote disk (virtual media) access

pr - Remote server power/restart access

cel - Ability to clear event logs

bc - Adapter Configuration (basic)

nsc - Adapter Configuration (network and security)

ac - Adapter Configuration (advanced)

us - UEFI Security

Note: the above custom permission flags can be used in any combination
-d - delete a row

=

system> roles -3 -n testl -p custom:amlrcalrcvma
ok

system> roles

Account Role Privilege Assigned To
0 Administrator all USERID
1 ReadOnly none
2 Operator custom:prlcellbclnsc
3 testl custom:aml|rcalrcvma
A AN
seccfg i<

5 FH I iy 4 T AT [ [T 3R
s R E S

# 42 seccfg S

TREAZATPIIR AR, % 550 3% 554 A 4L A
% i ik i
-fwrb FoVF P [ 3R 3 DA AT A4 R A yes. no

-aubp B2 “AzhbEH Xcc #HA R E enabled, disabled
XCC” Yy fig

set 8
i F I Ay 4 0] BB 2R 4> IMML 1% B,

o AU set a3 RB L HL IMM RE,
o JMrp—lbirE (i, HHAE) B CLI A,

% 11
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TREREGTHN S

7 43 set w2

TRE-TRAEFIRS, 8@ MBR RN L,

& B

ik

fi

fi

BE IR R e E

X 9 A2 A2 iR L RS A

B

set [options]

option:
value

smtp TS

3 F bbfiv A 0l B8 AL E SMTP # 0 i%E .

LE TAEPTE T B O T 24T smtp 2K BRI SMTP #H{ER. TREREHMSEL,

# 44. smip HS
TRE—NZITZFFAM, BEEI, IR Rk TOCHAE W E B

% 5 g fi

-auth SMTP i\iiF % # enabled. disabled

-authepw | SMTP I\ €% 1% 1 A ROE A

-authmd [ SMTP I\ iE J5 CRAM-MD5 5 LOGIN

-authn SMTP kit 7 4 FrEE (R 256 1~F4F)

-authpw [ SMTP I\ F %5 FAFE (FRE 256 DF#4F)

-pn SMTP i H5 AR H 5

-s SMTP k5525 1P Hudik sk 3414 g?ﬁﬂ@ IP ks EHLE (FRHDY 63 1%
HE:

smtp [options]

option:

-auth enabled | disabled
-authepw password
-authmd CRAM-MD5 | LOGIN

-authn username

-authpw password
-5 ip_address_or_hostname
-pn port_number

ZNUE

system> smtp

-s test.com
-pn 25
system>
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snmp %
f I by 4 7 RS FIECE SNMP £ 15 B,

BATAHARFER Y snmp WA ¥ B8 SNMP #HEE. TRERETRHSE.

# 45 snmp B
TRE-ANZITZFIEAM, BEIERI, I FETOCHAE M B

% ik fi
-a3 SNMPv3 R on Al off
H: EE M SNMPv3 RBE, 22500 2 DA T &
o /] -cn MAIETIIEE IMM BKR A,
o M 1 WAREIIEE IMM MLE,
-t1 SNMPv1 P& BF on il off
-t2 SNMPv2 [ B on Fl off
-t SNMPv3 BB on Fil off
-1 IMM i & iﬁ%(mﬂﬁ47¢$ﬁ)o
o WEHESHKIMBZRLFMIITIER, BERPA RV HIE
o |l S 23 4% 2R AR 24
o EUEARELMSERF R ESEHEMERSE (I “” ) K
BB IMM AL E,
-cn IMM X & A% FRH (BRBN 47 H2FF)

%‘E.
BAESHNBEZELFHSIS5ER, BZEREP AR HIE
ﬁw%*%i%% S

o BRI EMMSEEHIESFEREENSE (I “7 ) Kk
B IMM BER A4,

SNMP Hi1k & F5

TR (FREN 15 ~725F)

Vi %

o UETKMATRULFHGISEIEER, AZEPARRYHIUE
ol A S A% B R S H

o BUEAREMMSEEHRESAFEENSE (I “” ) kK
#HBx SNMP BA %K,

-ct

SNMPv2 [ BFE 4 4 Fi

FRE (BN 15 2R S

i oF

o UESKMATRLFMGISEIEER, AZREPARARYTHIUE
ol B S A% B R S H

o HEATEMMSEEHERESZHFBMENSE (") Kk
W IMM R A S
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7 45 snmp m<S (&)

% g i
-ci SNMP Rk 1P #hhib/ =ML | HR%k 1P Mk EHE (FREIH 63 ME4F) &
% b
o IPHiMEERFHLAL REAE R, THL, W5, FEHAEHE. &
SRR N 2 BT S84 K
o A AIREMMSEORE B SNMP F& 1P Hilksk EHL 4,
-cti SNMPv2 [GBERIA IP 1 | A2 1P Mtk sk EHLE (FREIN 63 M) .
i WELY | 7
o IP HiMEEKFHLA RBAE R, THL, W5, FRAEHE. &
SR AT R N S BT 224 K
o BN AIREMLMSEORTE R SNMP FlK 1P #bhksk 44,
-eid SNMP 5|% ID ZRE (RSN 18 27 NF2RF)
Wk
snmp [options]
option:
-a3 state
-t state
-l location

-CN contact_name

-t1 state

-C community name

-¢i community IP address/hostname
-t2 state

-ct community name

-cti community IP address/hostname
-eid engine id

N K

system> snmp

-t enabled

-a3 enabled

-l ZhangjiangMansion
-cn Kelvin

-t1 enabled

-¢c communityl

-ci hostl

-t2 enabled

-ct community?2

-cti host2

-eid XCC-7Z70-DSYMO9X
system>

snmpalerts 8%

5 A Bt iy 4 W) 4 BRI SNMP R 3K 3 4R
BATAHAEMTIES K snmpalerts ¥ B8 A SNMP EiRixE. TREREHHSR.

# 46. snmpalerts @<

TREASIT=FIEM, BEE, %5 Ak 5O E 5 8.
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7 46. snmpalerts S (£)

3% mi

ik

fi

-status

SNMP g iR 7

on il off

-crt

BEE KRR E MR ST

all, none., custom:te|vo|po|di|falcp|mel|in|re|ot
EHR SR ES SRS REAESRIEE, KR

snmpalerts -crt custom:te | vo, ﬁ:':P custom fHH:
o te: I M FHE L B E
o vo: HIid i H A
® po: %%Eﬁ{)géﬁ(lﬁ

o di: MR

o fa: JAJ3 KR

® cp: ﬁ%@ﬁﬁpﬁ

* me: PAFHRE

o in: WHFARIRE

® re: Eﬁﬂ,ﬁﬁi%ﬂﬂ%

o ot: i LMK HM:

-crten

RIE R BB ER

enabled. disabled

-wrn

BEE R s AR

all, none., custom:rp|te|vo|po|fa|cp|me]|ot
E ) R SRR R R E, AR

snmpalerts -wrn custom:rp | te, Hr custom fHH:
® rp: Eﬁ;ﬂgﬁ%%%

o te: AR EME

o vo: L HERMHE

o po: HIIEEIEREE

o fa: JEEBXHFM

® cp: AL BE2S A0 T W SR A

* me: WHFHH

o ot: P AL

-wrnen

RIE B R

enabled. disabled

-sys

BEE R IE R WS

all, none., custom:lo|tio|ot|po|bf|til|pf|el|ne
E ) R A SRR R E S R E, AR

snmpalerts -sys custom:lo|tio, Hd custom AN
o lo: JZhAZAEE R

o tio: HIERZEN

o ot: i HALSFHMARGZFM

* po: FRHGITIF/IKH B

o bf: HMERATISRIK

o til: BAERGRNFR T 7 -

o pf: FIHEE (PFA)

o el: HMFEHB 75% Tl
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# 46. snmpalerts S (&)

3% ni iR i

e ne: PI4HEIK
-sysen RIEH =R enabled. disabled
i
snmpalerts [options]
options:

-status status
-crt event_type
-crten state

-Wrn event_type
-Wrnen state
-Sys event_type
-sysen state

srcfg <
3 F by & PT4RR EI H H HE N CLI M 3%48 7 51,

LW OB I E, HeAEs, HaiE, BRSO DEEmnE, S4mE~r AiEn
i WA 28 4 4 PR S B ACRR

#E: IMM BEAREA S OB @S TR, B, AX+F7E Remote Supervisor Adapter IT CLI
O BLAY -passthru Al entercliseq 1%,

TETART IR TN TE DL FIELT srcfg MARKBE A YW B D EEMLEBTFI, TERERT srcfg
-entercliseq WA IE TS %L,

F 47 srcfg S
TFTRE—ANRITZF)RM, SAEB, ETHRIETENFE L,

% W 1P fi

-entercliseq HEN CLI #4875 | H P& W T3\ CLI B3 e 31,

W WRAIBFAARD —ANFHFRE 156 NP HARIER
T () FERFEIP RS X, BEREWSE] Cul FHIH
FEEP Cal (BN, AL ER Esc i, W AM BREER) .
A BB A BB IRFR N Cerl B X —38 43, 121 ASCIL-
BEME, DT Cul BRI E, B BIAER
“ALC, BP Esc JEHR (o

B

srcfg [options]

options:

-entercliseq entercli_keyseq

ZNE
system> srcfg
-entercliseq “[Q
system>
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DAL
on =<

sshcfg
B 4" 28I E SSH 28,
FE TCAE T I5 (1% L F I8 4T sshefg ¥ LR BT H SSH 38, FRERETHS R,

# 48 sshcfg B
TRE—ANZITZFFA, BRI, 504 B Ak TOCHAL A B,

X 15 i ik i

-cstatus SSH CLI HIRZ enabled., disabled
-hk gen A % SSH IR 55 25 FA4H
-hk rsa BERR%EE RSA A4

Wk
sshcfg [options]
option:
-cstatus state
-hk gen
-hk rsa

Z R

system> sshcfg

-cstatus enabled

CLI SSH port 22

ssh-rsa 2048 bit fingerprint: b4:a3:5d:df:0f:87:0a:95:f4:d4:7d:c1:8¢:27:51:61
1 SSH public keys installed

system>

ssl 8%
i Bb iy 4w B8 AL E SSL S8,

A M SSL & Fin, AL ER P umik s, ETARMIET M E I T IE4T ssl A% 2R SSL &
B, TRIERETHSH,

# 49 ssl &2
TRE—ANZAITZF M, BEEB, I FET AL NE B,

iR} ik i

-ce Ja FEZE H SSL & /' o on il off
-se Ja B 25 SSL R 55 4% on Al off
-cime 1E SSL Mt 55 4% L5 H 25 Hl CIM over | on fil off

HTTPS

Wk
portcfg [options]

options:

-ce state
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-Se state
-cime state

S8 AT SR HILE ssl w2 RESCRS B4, IF BN CLI #ith:

Server secure transport enable
RSB AR N R, AREZRE.
Server Web/CMD key status
PR R R, AREEEBCE ., W Ay 47 it B
Private Key and Cert/CSR not available
Private Key and CA-signed cert installed
Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed
Private Key stored, CSR available for download

SSL server CSR key status
BORAS on o HBE, AREEEBE ., WTRERY & 17 H th 00 T Bros:
Private Key and Cert/CSR not available
Private Key and CA-signed cert installed
Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed
Private Key stored, CSR available for download
SSL client LDAP key status
RS E RN R, DHEEEBCE ., WM Ay 2478 A
Private Key and Cert/CSR not available
Private Key and CA-signed cert installed
Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed
Private Key stored, CSR available for download
SSL client CSR key status
PR R N R, DHEEEBCE ., WM Ay 478 AW T R
Private Key and Cert/CSR not available
Private Key and CA-signed cert installed
Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed
Private Key stored, CSR available for download

sslcfg %
i b4 F BRI ALE IMM [ SSL, FFEHIES,

e TCAEATIE S DL T 84T sslefg 2K BRI SSL FLEfE Ko sslefg 4 M T4 BUBT N8 %
PAMABZHIEBALBESLTER (CSR) » FPERERETHSEL
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# 50. sslcfg B2
TRE-AZITZDIEM, BEET, R IETOCHAL M AE B

1% mi ik i
-server SSL IR R A& enabled. disabled
T HLRTHBAE R, A 6eH M SSL k554,
-client SSL & Ptk A& enabled. disabled
HE: BT AR 4 8% Pt iy, A 6es M SSL &
P o
-cim CIM over HTTPS iR7% | enabled, disabled
T LR THBRS &R F P it B, 4685 H cIM
over HTTPS,
-cert HRBZ 4R server, client, sysdir, storekey
T
o EMABLZLIEBMN, -c. -sp. -cl. -on Ml -hn fir & LT AE
AT B
o HERBAZZIETMN, -cp. -ea. -ou, -s. -gn., -in fil -dq 74>
19 T R VT I
-csr A 5% CSR server, client, sysdir, storekey
7
o 4B CSR I}, -c. -sp. -cl. -on Fl -hn iy & EEI M fE 2 25 75
Eﬁo
o 4Bk CSR B}, -cp. -ea. -ou. -s. -gn. -in, -dq. -cpwd FlI
-un iy A 1% 50 B 4 R T I Y
-i TFTP/SFTP R 55459 IP | A2 IP Mohik
M hk E: BAEUEF EH T #IEH/CSR I, %% TFTP 3 SFTP
Ik 55 45 1) 1P Hudik,
-pn TFTP/SFTP k5545 M | Acm 15 (BRIMEN 69/22)
Hs
-u SFTP JIk 554+ il - 44 R P4
-pw SFTP Ik 55 45 i 25 55 GRS
-1 WS 3O 44 A RO
HE: TS ELALIEA/CSR I, SCFZ R AHFI . WRT EN
RIGE N4, RSP I Bon BIA B R
-dnld T EGE A BT SR R, WABUN -cert B -csr iy AT E (H
(R TP FEBGEBRR) , EFAHRSE; HE, HWam
N - IR -1 (k) iy 4 3T E 2 fE .
-upld S ONHE SO Pk AN SEG HR, WBFN -cert, -i Ml -1 Ay 2k T
EfH
-tcx SSL & /4w Al 5 IEH x | import, download 3 remove
TE: FIEHS x EwmEsUb e 1 8] 3 ZAMEK.
-C B 5 /3 IX E R/ XA (2 A~ R)
H: ABEZZIEE CSR M43,
-Sp HIA® X BEREW 315 RS (% 60 NF4T)

W: ERBEZLUEHE CSR N %I,
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7 50. sslcfg w< (%)

3% W5 iR i

-cl T/ X B S5 ARMEFE (RZ 50 ~F5/)
W: AR BZELIEE CSR B,

-on H AN 2 5 S5 ARMEFE (HE 60 TF4F)
W: AR ASLIEHEE CSR I %I,

-hn IMM THL %4 TR (KE 60 MFFF)
W: AR BEHIEE CSR b,

-cp TEYN S5 ARMEFE (RZ 60 M~F4F)
WH: ARBEZLIEFHE CSR A&,

-ea Bt N\ HL - B i 1k BRI bl (5% 60 DF4F)
WH: ARBEZLIEFHE CSR A&,

-ou HA N HAL SIS RMEAFER (RE 60 NF4F)
W: AR BZEHIEHBE CSR A&,

-S K S5 ARMEFE (RE 60 ~F5/F)
W: AR BEHIEE K CSR M AIEHE,

-gn P A S5 RMEFE (HE 60 MF4F)
WH: ARBEZLIEFH B CSR A&,

-in RS ISR (R 20 )
W: AR BZHZIEE K CSR KA &,

-dq 44 B R 1A S5 ARMEFE (RZ 60 M~F4F)
WH: ARBEZLIEFHE CSR A&,

-cpwd & W) 25 ) PR (WD 6 M/, BZ 30 R
W R CSR A EH,

-un |37V AU S S5 ARMEFE (HZ 60 ~F5F)
: 4B CSR NHEIE,

B

sslcfg [options]

option:

-Server state

-client state

-cim state

-cert certificate_type
-csr certificate_type
-iip_address

-pn port_number

-U username

-pw password

-| filename

-dnld

-upld

-tc xaction

-C country_code

-Sp state_or_province
-cl city_or_locality
-0N organization_name
-hn bmc_hostname
-Cp contact_person
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-ea email_address

-0U organizational unit

-S surname

-gn given_name

-in initials

-dq dn_qualifier

-cpwd challenge _password
-un unstructured_name

N E

system> sslcfg

-server enabled

-client disabled

-sysdir enabled

SSL Server Certificate status:

A self -signed certificate is installed
SSL Client Certificate status:

A self-signed certificate is installed
SSL CIM Certificate status:

A self-signed certificate is installed
SSL Client Trusted Certificate status:
Trusted Certificate 1: Not available
Trusted Certificate 2: Not available
Trusted Certificate 3: Not available
Trusted Certificate 4: Not available

% F s HE A5 7 41«

A A % 10 CSR, B T4
system> sslcfg
-csr storekey -c US -sp NC -cl rtp -on Lenovo -hn XCC-5cf3fcéelc9d

-cp Contact -ea -ou
ok

VL E7n B B F 22 T FR ) 2R N 24T,

ZOREB N IMM T EE B — B IRS5A L, iR T4
system> sslcfg

-csr storekey -dnld -1192.168.70.230 -1 storekey.csr

ok

L EEZIEBAURHA (CA) RBEMIES, ERATm4:
system> sslcfg
-cert storekey -upld -i 192.168.70.230 -l tkim.der

BHERAZSHIES, HMAU T4

system> sslcfg

-cert storekey -c US -sp NC -cl rtp -on Lenovo -hn XCC-5¢f3fcéelc9d
-cp Contact -ea "" -ou "

ok

VL b7 il o 1 23 ) R ) 2 7R O 247

SKLM ik 55 %% ik 15 7~ 4l :

LGN SKLM RSFAHIE, EH AU a4

% 11
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system> storekeycfg
-add -ip 192.168.70.200 -f tklm-server.der

ok

storekeycfg @<
i A A R LB SKLM Ik 55 2% 19 ML 4 56 1P Hb ik DA K R 4% 3 1

R A ELE Y4 SKLM 5545 H#R. storekeycfg fiv4 3 F T &3 MM Ex MM FF i SKLM Jlit

55 f HEATINIE RO IE S
TRERIE NS

# 51. storekeycly &<
TRE-AZITZDIERM, SEET, R IETOCHAE WA B

% o ik fi
-add TS IO 5 A fEN -ip. -pn. -u, -pw M -f iy &%
-ip TFTP/SFTP 55258+ | TFTP/SFTP MRS58 A L AL 4 8 1P ik
4 Bk 1P bk
-pn TFTP B SFTP R55 258 | TFTP/SFTP R55 25 A B0m 15 (BRINMEN 69/22)
e
-u SFTP k5525 P 4 SFTP RS54 WA B H 4
-pw SFTP flt 55 25 0 % 55 SFTP JIR 5525 WA 208 15
-f B W S 4 O R D AR S A
-del LA AR5 S MR | keycfg FIFEH A BB EHRT S
P
-dgrp IR WG H LR
sxip B SKLM 55250 E | SKLM RS2 A R EN AL 1P ik, B 1. 2. 3 = 4,
W4 Bk 1P ik
sxpn W SKLM R5548 Mo | SKLM RS 25 A Rom 05, B 1. 2. 3 5K 4,
mR=2
-testx WREEAS SKLM | BUE 1. 2. 3 5 4
R 55 25 1Y 3%
-h 587 v 4 F 32 0 3 TR
IR
storekeycfg [options]
options:
-add state
-ip ip_address

-pn port_number

-U username
-pw password
-f filename
-del key_index

-dgrp device_group_name
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-sxip ip_address
-SXpn port_number
-testx numeric value of SKLM server

-h

il :

ES N\ SKLM k525 0E45, A T w4
system> storekeycfg

add -ip 192.168.70.200 -f tklm-server.der
system> ok

EHLE SKLM RSS2 bk fis 05, WA T W4

system> storekeycfg
-s1ip 192.168.70.249
system> ok

TRERGHA, HWALT W2
system> storekeycfg

-dgrp IBM_SYSTEM_X_SED

system> ok

syncrep <
55 ) A 4 T MO A2 A6 R )3 3l B 1) 2

TRERNETRHSE,

# 52 syncrep @S

TERE-ADZITZFIFRM, BEEI, 5 Ak 5 R AE A5 B

1% i i ik i

-t R T 2 43 7 1 3 samba. nfs

-1 TR A P Y B M URL #3X
u il

P L

-0 Y 55 samba I nfs 38N HIME T F4F H
-d b3 samba 3% £k 1Y IR
-q 2 2 SRR

c A 7 25 3o

E7

syncrep [options] Launch firmware sync from remote repository

options:

-t <sambalnfs> protocol to connect repository
-l location of remote repository (URL format)
-u User

-p Password

11 E. AT RE

159



-0 option (extra option string for samba and nfs mounts)

-d domain (domain for samba mount)
-q query current update status
-¢c cancel the sync process

=

(1) start sync with repository

system> syncrep -t samba -l url -u user -p password
(2) query current update status

system> syncrep -q

(3)cancel the sync process

system> syncrep -c

thermal &<

56 FY 0 iy 4 ) 27 I L AL R 8 A BB SR I

A& TCAEAT 3%

7 53. thermal <

515 0L F I8 4T thermal 4% BBl P AOR g, TRERIE

W ZH

TERRE-AZITEZDIRM, QRIS Ak TSR E B

% it ik fii
-mode BRENREHNE IR, | normal, performance. minimal, efficiency, custom
SR E B RE (R
k)
-table <vendorID_deviceIlD> 8 N HoNHEH 7 E
<ven- i T A R R L
dorID_de- | M4 N B A% ID,
:::-ID><ta- <table_number> EZE |1 = K: BERHE R X 8 B
ceID><ta- | 41 s .
ble 2 =t S A
er
3 = W KRB o XU
0= AP v DA JRE
Wik
thermal [options]
option:

-mode thermal_mode
-table vendorID_devicetable_number

N B

system> thermal

-mode normal

-table 80860126 1 10DEODFA 3
system>
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timeouts %

(SN o BTN A L & A <
o FERIRNBK, WEHI timeouts,

o HHYCBRHME, HHM LS, H)5HRME,

o W UUHINAA, MM %D BA GRS ERR,

TERERTEMNMENSE, XBES Web F 1 _E ik 5545 8 i 40 BEAR T Bk 5 — 2L,

# 54. timeouts <

TERE-AZATHFIFEM, BRI, 55 R A0k B B A P 5 B

3% Wi A I LA i

-f K IR HE IR 434h disabled. 0.5. 1. 2, 3. 4. 5. 7.5, 10,
15, 20, 30, 60, 120

-1 O\ FR T 8 It 435h disabled, 0.5, 1, 1.5, 2, 2.5, 3, 3.5,
4, 4.5, 5. 7.5, 10, 15, 20. 30. 60. 120

-0 PVE R G 435 disabled., 2.5, 3, 3.5, 4

-s AR R IRAE R Se il |/ disabled, enabled

B

w

timeouts [options]

options:

-f power_off_delay_watchdog_option

-0 OS_watchdog_option

-l loader_watchdog_option

-s OS failure screen capture with HW error

N E

system> timeouts
-0 disabled

-1 3.5

-f disabled

-s disabled
system> timeouts -0 2.5
ok

system> timeouts
-02.5

-1 3.5

-f disabled

-s disahled

tls S
i iy A% B & K TLS &3,
TRERETHSE,

#* 55 ts w2

TEREAZITZFIFRM, BEED, R Ak 5 R S B
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7 55. tls ¥ (&)

% i Wik i

-min WP AR TLS 25 1.1, 1.27, 1.3
-h | v 0 3 35

s

1. BmEHREE RN “NIST-800-131A A MR N, S5% TLS MACKE N 1.2,

Mk

tls [-options] - configures the minimum TLS level
-min <1.1 1.2 11.3> - Selects the minimum TLS level
-h - Lists usage and options

7~ il :

LT # s WA, BREBUTwA:
system> tls

-h

system>

SORBUCY AT t1s JRA, R T 4
system> tls

-min 1.2

system>

SO/ S W s RARE YO 1.2, AT w4

system> tls

-min 1.2

ok

system>

trespass <

£ Jbe iy 2 W) T B R R R AR R R NS B

trespass WA A TR EMEREERABE. EERANHELEE ZRAHET Web 3t CLI R H %
SRR .

TRERETN S

£ 56. uefipw B

TR AT B, FH 3% SR 3% 5 A 4L AR

% 0t e

-s A B R N B
-h 51 H 32 g i
iR
usage:
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trespass display the trespass message
-s <trespass message> configure trespass message
-h - Lists usage and options

ZN K
#H: FERAHEEAL S M

system> trespass -s testingmessage
ok

system> trespass

testingmessage

The trespass message contains spaces:
system> trespass -s "testing message"
ok

system> trespass

testing message

uefipw &%

3 b fiv 4 AT ECE UEFI B3 R&H, %2 RE0,

uefipw WA A5 “.p” B — &M H KA E UEFI F 8 B %IS G F XCC) , HFAME “ep”
I — ke ok CLI A WAL E UEFI B8 BN (T LXCA) . HEEREN,

TR BRSNS

# 57, uefipw @S

TREASATWS A AR, 3% A0 3% 55 0 3 AL

3% 55 ik

-cp YHTER (RH 20 1~F4F)
P BT (R 20 4F7)
-cep i B 24 T A

-ep T A 2
57
usage:

uefipw [-options] - Configure the UEFI admin password
options:

-cp - current password (limited to 20 characters)

-p - new password (limited to 20 characters)

-cep - current password encrypted

-ep - new password encrypted

usbeth &7 %
3 H 6 Ay 4 0] g 825 4 N LAN over USB #% .,

R

% 11
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usheth [options]
options:
-en <enahled|disabled>

ZNE

system>usbeth

-en : disabled
system>usheth -en enabled
ok

system>usheth

-en : disabled

usbfp @<
fii FH ey A R ) BMC 3 F BT TRTAR USB 3 H Y JF X

TRERETNS

# 58. usbfp w<
TRE—ANZATWHN B R, IR I 3% 50 4 58 4 B

-mode <bmc | server | shared> B FIBEA R E Y BMC, R gidt =

-it <minutes> VA 43 B o B AL i 25 PR I (6 250

-btn <on | off> SV AR IRIR AL DI e (L)
-own <bmc | server > el I BB BMC gl S5 ds (LR

users s
5 by 4 BT 15 ) B P bk P B AR 2 ) o

users iy 238 7] T OIS H Pk P AUE SR A MK . A TCARTIE T B 0L F B 4T users 4 &
ANHPMPIRMBFELEARH A EE, TRERNETNSE

# 59 users w2

TERE-AZITZFIEM, BEED, R Ak B AE 1 AE B
fii

3% Wi ik

-user_in- iilad  Sak Tikss 1812 (%) sall BR"AHI,

dex

-n EDal YRk REERE., P8, WEAMTFTHNERNE—2/E, &P 44
7, W% 16 TF4F,

P il Yak3 T} Z2HOEE—ANEREFM AN EEZREHFNER R, &P 64

T, B 20 NFR . ZTFHON Null BREG QU — DA #
FHRWK P, PP b ZBUAE T U e I B B R

r 6 AR W 146 T “roles 4> HAFH]
-ep g (TR0 | A0S
5)
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7 59. users mS (%)
% wi iR i
-clear BERE € H Pk TR E BRI Pk R 55, FEEIEDL A
WARFA IR, ERTDM | users -clear -user_index
B B TRk sl Al
R S (RP A | © %
), BRAEEREYETE T
Wy ——AF H Pk s
BEBLRR bR/ B P
P AR 2 B 3h £k IE AR
BT 208,
-curr BN Y F B SR A
-sauth SNMPv3 A E PriX HMAC-SHA. none
-Spriv SNMPv3 [FA b IX CBC-DES. AES 2 none
-Spw SNMPv3 B3 FA% AR
-sepw SNMPv3 [BRAER (B | AR
)
-sacc SNMPv3 j [i] Kl get B set
-strap SNMPv3 Bk £ £ AR ENZ
-pk EH M SSH A4 Mtk R3S,
w:
o R EINHIZA SIS SSH B4, HHERINEHZRS
%0
o ffiff] SSH A4HET, BHMAEH"ZE5] (-userindex &)
JEfEM -pk &I, #3XN: users -2 -pko
o %P HIRA OpenSSH #% 3,
o XN T Flex i, M 4R TAH IPMI fil SNMP 1K
1o Flex RBEA T F -pk ET,
-e YL OpenSSH MR RaA% | AT AWSE, I HARS A KM users -pk ETHRILH,
4~ SSH %4 W: BH sSH AHEmN, SHHAEMHPZES| (-userindex i%
(SSH 2A#13%&wi ) W) JEfEM -pk ET, ¥R N: users -2 -pk -eo
-remove MR P HERE SSH AR | 200K EM BN AHRTI SIEEN — M E -key_index 5 -all

A
(SSH A#iEmi)

(ErRBAP AR EES) .
.
o i/l SSH AHEN, SHHAEM KT (-userindex HEIH )
JafEH -pk 3, ¥ M: users -2 -pk -remove -1,
o XTF Flex W, M4 MRMTAH IPMI fil SNMP #K
1o Flex RHBEAXFE -remove ET,
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7 59. users S (%)

3% mi

ik

fi

-add

R H P 3 SSH A4
(SSH A#liEwi)

D515 WS, RH OpenSSH #X
¥

o -add WAL S A HAM users -pk MAETIH,

e i/l SSH AHHEIMK, H%FE M &5 (-userindex
W) E A -pk E W, XA users -2
-pk -add “AAAAB3NzC1yc2EAAAABIWAAA QEAvfn-
TUzRF7pdBuaBy4d0/alFasa/Gtc+o/wlZnuC4abd HMA1Um-
nMyLOCiIaNOy400ICEKCqjKEhrYymtAoVtfKApv Y39Gp-
NSGRC/qcLGWLMAcmirKL5kxHNOqIcwbTINPceokH
j46XTE+mqlfWnAhhjDpcVFjagM3Ek2y 7w/ tBGruGgNTDP
HIU1tzcJy68mEANIrzjUoR98Q3/B9cID77ydGKe8rPdI2
hIEpXR5dNUiupA1Yd8PSSMgdukASKEd3eRRZTBL3SAtMu
cUsTkYjlXcqex10Qz4+N50R6MbNcwlsx+mTEAvvcpJhug
aTOUNPGhLIML6kT7jeliQ8Xd2p Xb0ZQ=="

o XF Flex T s, HP AR T A IPMI fil SNMP ik
)ﬂo Flex géﬁ%i*ﬁ 'add ii:[ﬁ\io

-upld

k& SSH A4
(SSH A%1%mi)

THE - f1 -l ETORIEEFHAME

o

o -upld SRR S A HAb users -pk WAETILA (- f1 -1
BRAM) o

o ER-NMHHBHNHEY, UHIEE -key index, WIHE
S AT E SRR RN — %Y, ke EHEq,

o fHiH SSH AHEWK, S5 H /" 5 (-userindex
W) e -pk &, ¥ N: users -2 -pk -upld -i
tftp://9.72.216.40/ -\ file.key,

o XF Flex T s, HP AR F A IPMI fil SNMP ik
F'o Flex RHEAZLFF -upld &I,

-dnld

TEIEMN SSH A4
(SSH A ixwi)

T -key index RIBEZE N EHMHH, HHFE -i M1 -1 &I

KIgETE T —I1B4T TFTP IR 2505 LA T A E

H:

o -dnld ETHAS S A H AL users -pk WAEHILAH (-1, -1
il -key_index BRAP) o

o fliH] SSH AHIETN, LHAEM &5 (-userindex %
W) M -pk EW, #X: users -2 -pk -dnld -1 -i
tftp://9.72.216.40/ -1 file key,

-1

HF EAL 8 T 8% 4
) TFTP/SFTP Rk 55451y
IP Mk,

(SSH A#ixwi)

A3 1P Hbhk
¥: users -pk -upld F1 users -pk -dnld AR FHE -i EIH,

TFTP/SFTP HR 55 %% B4 it
mE=
(SSH A#liEwi)

Ao H5 (BRIMEN 69/22)
¥E: users -pk -upld F1 users -pk -dnld fiv4- 3% 50 A4 AT 3% S %L,

M

-u

SFTP k5543 1 44
(SSH A#ixwi)

LR QiiNaEA
¥E: users -pk -upld A1 users -pk -dnld iy4 355 B " 3k S5,
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7 59. users mS (%)

1% i g i
-pw SFTP JIk 55 4% W 25 5 A B

(SSH A& mi) ¥E: users -pk -upld F1 users -pk -dnld iy 4 3% 50 A Rl 3% S %L,
-1 it TFTP 2k SFTP L% | Rk 4%

BTN ERBH MM % | H:: users -pk -upld #1 users -pk -dnld 43 WHE -1 &,
(SSH A#1i&wi)

-af ¥k A EHERE PLGES 4y B Ry EHLA R 1P HuhkpgFI 3, FREIN 511 724,
(SSH A%1&Ewi) ARFAHEE: 2B, B, 25, W5, N5, 4
R, EHG, ES5MESS,
-cm HR VLIS R 8, &2 255 T4
(SSH A#1i&wi) H: B SSH AHEmint, SHAAEMFE5 (-userindex 1%
W) JEfE A -pk &M, #FRM: users -2 -pk -cm "This is my
comment.",
Wk
users [-options] - display/configure user accounts
options:
-[1-12] - user account number
-l - display password expiration days
-n - username (limited to 16 characters)
-p - password (limited to 32 characters)

-shp - set hashpassword (total 64 characters)

-ssalt - set salt (limited to 64 characters)

-ghp - get hashpassword

-gsalt - get salt

-ep - encrypted password (used with backup/restore )
-r - role name as listed in roles command

-clear - clearuseraccount

-curr - display current users

-sauth (none|HMAC-SHA) - snmpv3 authentication protocol
-spriv. (none|CBC-DES|AES) - snmpv3 privacy protocol

-spw  password - snmpv3 privacy password

-sepw encryptedpassword - snmpv3 privacy password (encrypted)
-sacc (Get) - snmpv3 Access type

-strap hostname - snmpv3 trap hostname

-pk - SSH public keys options:
-e - Displays the entire key in OpenSSH format
-remove - Removes the specified key for the specified user
-add - Adds a public key for the specified user
-upld - Used to upload a public key in OpenSSH/RFC4716 format
-dnld - Used to download the specified public key to a TFTP/SFTP server
-i - IP address of the TFTP/SFTP
-pn - port number of tftp/sftp server (default 69/22)

-u - username for sftp server

-pw - password for sftp server

-1 - Filename of the key file when uploading or downloading via TFTP/SFTP
-af - accept connections from host, in the format: from="<list>", where

<list> is a comma-separated list of hostnames and IP addresses
(limited to 511 characters)
-cm - comment (limited to 255 characters, must he quote-delimited)

7~ :
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system> users

Account  Login ID
1 USERID Native Administrator

system> users -2 -n sptest -p PasswOrd12 -r Administrator

The user is required to change the password when the user logs in to the management server for the first time

ok

system> users

Advanced Attribute

Role

Password Expires

89 day(s)

Account LoginID  Advanced Attribute Role Password Expires
1 USERID Native Administrator 90 day(s)
2 sptest Native Administrator Password expired

system> hashpw -sw enabled -re enabled

system> users -5-nguest5-shp 292bchc41bb078cf5hd258db60bb63adh337c8c954409442¢cfad7148hcb428fee —ssalt abc -r Administrator
system> users -5 ghp

292bchc41bb078cf5hd258dbb60bh63adb337¢c8¢c954409442cfad7148bcb428fee

system> users -5 gsalt

abc

IMM 32 &l a5 <
2% E 5 B B R SR A TIMIML 8358 GILI i & I B 3.

BHA 7 % IMM Fihl iy 4

alertentries &5 %
5 oAy 4 v A B R B T .

o AW HLMIETNA alertentries ¥ TR A ZHR%xHIXE.

¢ alertentries -number -test HJ [1] 43 %€ W2 W5 & 515 4 o ik & 4k

¢ alertentries -number (HH number N 0 #] 12) AT BRIGEHER FT R5| SHERAH X E K
RV R Z RO SR E,

TRERET NS

7 60. alertentries <

TEREAZITEZFIRM, BEEI, R Ak TS E R E B

1% Wi g i
-number | FEIR #Hm, BREM |1 B 12
R RO R 515
-status LR IRZS on il off
-type L EiEl] email I syslog
-log EERE TP EEESE [ on Al off
e
-n LIREWTT B FIFH
-e SR WO R sl | R E T S 1 ki
-ip Syslog IP Ml £ | AR IP Hbk s EHL A4
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7 60. alertentries < (%)

1% 5t ik i

-pn Syslog it H -5 A R 15

-del W B 8 A RO &R 515

-test i) 35 52 WO R 515 R

B A 4R

-crt B RIEZEERNZAZEM | all. none, custom:te|vo|po|di|falcp|melin|re|ot
S8 ) 2 S R IR E RIS B DA SRR A R L kR E, #E R
H: alertentries -crt custom:te|vo, ¥ custom i1 ¥#5:
o te: I I FHIE B AH
o vo: XA ERE
® po: %%%ﬁ&@
o di: BEEMFE
o fa: 3R
o cp: BALTEI
®* me: Wﬁﬁl‘ﬁ
o in: BEPFAIRA
o re: HLIRITRMEE
o ot: FiAIMERZHEME

-crten RiZELAH =R enabled. disabled

-wrn BERIBERNZ S S | all, none, customirp|te|vo|po|fa|cp|me|ot
S ) A R IR E RIS B DA SRR A R kAR, #E K
JJ: alertentries -wrn custom:rp | te, H custom fHAAHE:
e rp: HIFEIIRE N
o te: EHIREBME
o vo: MBI LR B E
* po: B EHIREE
o fa: AR TINEFF
* cp: WUALHLERAL T REZUIRES
* me: WHFHH
o ot: FiAIAE &

-wrnen R IR B e B A A enabled. disabled

%11 . mAITRE 169



7 60. alertentries @< (%)

% ik fii
-sys WERIEERPEREM | all. none, custom:lo|tio|ot|po|bf]til|pf|el|ne
RE ) B e 15 O B DA SRR A BRI kAR, #E X
H: alertentries -sys custom:lo|tio, HH' custom fH {1 $5:
o lo: ALI)HIEAEE
o tio: HRAERGEH
o ot: A HAMSERGHMN
e po: RGEFTIF/IKHA IR
* bf: BAERLETISRIK
o til: #AERGRNILTE TP
o pf: T EE (PFA)
o el: FAEHE 75% T
* ne: WIZHEN
-sysen RIE W =R enabled. disabled

Bk

alertentries [options]

options:

-number recipient_number
-status status
-type alert_type
-log include_log_state
-N recipient_name

-e email_address
-ip ip_addr_or_hostname
-pn port_number

-del
-test

-crt event_type

-crten state

-Wrn event_type

-Wrnen state

-Sys event_type
-sysen state

ZN K

system> alertentries

1.

00O ~N o~ Ul B WwWN

test

.<not used>
.<not used>
.<not used>
.<not used>
.<not used>

. <not used>
. <not used>
9.
10. <not used>
11. <not used>
12. <not used>

<not used>

system> alertentries -1
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-status of f

-log of f

-n test

-e test@mytest.com
-crt all

-wrn all

-sys none

system>

batch #5 %

A PAT P A —4EEZ A4 CLI w4,

o HLALFE LA IERITL “#” k.

o MIZATHEALBE SO, 2 WA A 4K E R R [e] A — i IR e,
o A TR R] IR B AG iy 4 358 T AA L A BE SO iy A R RE AR R A,
TRERNETHSE,

7 61. batch @<
TRE—ANZITZPERME, BEET, EFHWHBMET CKMENE S

3% i ik fi

-f b 4b 2 S 44 A B4

-ip TFTP/SFTP Jlk 55 #5 ) 1P bk AR 1P Hihk

-pn TFTP/SFTP JIk 5525 Wy -5 A ¥ 5 (BRINMERN 69/22)
-u SFTP /IR 55 #5 0 F* 44 AR %

-pw SFTP Jit 55 2% B % % A B

P

batch [options]

option:

-f filename

-ip ip_address
-pn port_number
-U username

-pw password

ZN /B

system> batch -f sslcfg.cli -ip 192.168.70.200
1: sslefg client dnld ip 192.168.70.20

Command total/errors/warnings: 8 /1 /0
system>

clearcfg 8%
o F Ay 4 DK IMML B B 3 DY ) BRI,

B2V PBA YOG R A BB RA fE A by 4, 5 Fr IMM WELE S, IMM R EHE3,

11 E. AT RE
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clock 8%

i Ay 4 2n 2400 H AR, A DL E UTC M EME AN E
BMC MEHUIR S 2588 NTP R 55 25 PRBUIHHE]

M ENIRB R I E A R AR M N [ 5k UTC WA, WiiRAMH NTP HEMNMEH uTc #&3%, W3
WLIRTR M % BN UTC., UTC IR REFPIRA +0200. +2:00, +2 5% 2 % \FNEWMBER, XA
-0500. -5:00 3% -5 AR R ARBE, UTC WEREMEASBHT NTP s EHEEA L UTC M
‘{RO

Wk UTC W RN +2, -7, -6, -5, -4 fl -3, MAFEFHRE LI RE,

o RN +2, MWARALMIETMT: off, ee (FRIK) . thky (LHHK) | bei (JNEF) . amm
(Z2) M jem (HREEHIE) .

o WHN -7, MAEASKHEZBEWT: off, mtn (EE) Al maz (k)
o MBHN 6, MAEALSKIZBEWT: off, mex (FBPWHF) M cna (JLEHH) .
o WMBNK -5, WMLEAMIZEWMT: off, cub (HEL) Ml ena (FLFEFRFH) .

o WK -4, WMLEANIZEMT: off, asu CEMA) . cui JFELE) | san (ZHIEE) 1
cat (MER-KWEH) .

o WRN -3, MAEAWZBUWT: off. gtb (RAFELM) M bre (ELH-KI)
Wk

clock [options]

options:

-u UTC offset

-dst on/off/special case

-host - local | utc, format of time obtained from host (default: utc)
Windows systems use local, Linux uses utc

ZNE

system> clock
12/12/2011 13:15:23 GMT-5:00 dst on

identify &%
il JH 0t Ay & T EEALAR IR ) LED mseskfE ok, slifli N4,

-d ET A -s on W A, i LED I -d EWHEE MR N R, 283 EPE)E, LED
:I%‘J;%\j—(o

W

identify [options]
options:

-s on/off/blink

-d seconds

N B

system> identify

-s of f

system> identify -s on -d 30
ok
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system>
info 8 <
fifi H] ey 2 ] BoR AL E A Ok IMM 45 B,

BATAHFALATIET A info W22 ERA IMM MLEMKRFELE, FPREREHHSE,

7 62 info w3

TERE-AZTEZFIRM, BEEI, 5 Ak 5 AE A5 B

3% Wi g fi
-name IMM % F5 FAF R
-contact [ IMM It & A 1t % FAF
-location | IMM fL& FAF
-room’ IMM J3 Rl b5 iR FRF
-rack’ IMM ALZEAR IR FAF
-rup’ IMM FEALZE 1 L B T
-ruh LB B 50 i B Rk
-bbay I LA Rk

1. W3R IMM LT Flex System ¥, AN AL HTGEEE,

W

info [options]

option:
-name xcc_name
-contact contact_name
-location xcc_location
-room room_id
-rack rack_id
-rup rack_unit_position
-ruh rack_unit_height
-bbay blade_bay

spreset 8%
i F B iy A 7 BT R 3 IMM,

B30 B BLAT o G T 4 T B R A BB h b Ay 4

Service Advisor %
AR B 2B P $é 4t Service Advisor CLI iy 2 %1 3%,

MHTA 3 % Service Advisor 74 :

chconfig 8%
i by 4 B8 ML B Service Advisor X H .

11 E. AT RE
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o PLEARM ISR, HFMH cheonfig -1i T2 IET % Service Advisor Rk FI sk F,

o BESHEPAF BT RIBS KRN OTE (M cheonfig -sc A4S , MIFH
" PL)Ja F Xt Service Advisor F 3 7,

o WIRFE HTTP RHE, N5 E A HTTP REFE,
TERERNETRMSE.

# 63. cheonfig S
TRE-AZIT=ZDIEM, BEET, IR MIETOCHAE MAE B

i ik i

-li BE B % Service Advisor kKAl view, accept
%M
W BIREZIXERMEN, REA
REHC B AT T It %1,

-sa Service Advisor M X3 FRAE enabled. disabled
WH: EEH Service Advisor, 457
JE LT S

o %M I 2 .
o “Service Advisor Bk R 5 H” H M

Pt A 326 50 0 e o6 75 1
-sc e 55 3 45 v 0 4 1 R/ 0 IX AR LREZ RN o N =E ¥ i iw !
Service Advisor Bk & {5 B1E T :
-cn Bt 37 F PYN:) ¥ 154 R E (RE 30 1MF5/F)
-cph KR AW IE S 15 ARl FREH (5 2 30 MFERF)
-ce FZEHR R N B B ¥ useridehostname WA ROEFHEA N (5
W WUMERFERREER <7 0“7 | 230 M)

g “_” MR ID s ENA., IR
P bk b J5 50 8 5 A, I B
Ja— AL 2-4 TR

-co Bt 3V F YNGE A VA Py 15 R E (B 30 1F4F)
-ca B o 7 Y b ik 150 RTRE (RS 30 154F)
-cci GIR ZUA- SRR 5158 RNTAE (RS 30 1914F)
-cs HLES L B B 7e i B /B F T AR X 5158 RNTAE (RS 30 151F)
-cz WL AL 11 o 180 S B SIS ARNTRE (&S 9 DMFR)

#% F Service Advisor Bt & 15 & Wi :
-an N YN A S5 RMEFE (&E 30 1F5F)
-aph HHBR A HIESH S5 RMEFE (5 8 30 M4
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# 63. cheonfig S (%)

% i ik i
-ae 25 P32 N 1 H, - S 1 M ik ¥ 3N userid@hostname M RH THEA: Mtk (5
H: PR ERRESR <7 . <27 | 2 30 MFRF)
5“7 N ID BRENL ., HTE
P ik 6 75 20 8 AR, I Hofx
JG— AR S 2-4 DNF R
-ao -l EYN L e WA B 15 REFRF R (% 30 1F45F)
-aa 2 FAALES AL B A bk 15 REFRF R (RZ 30 1F4F)
-aci 25 FUALAS A B r A2 1 3 i 154 Rl FASE (BE 30 174F)
-as FAPSEALE T AEMA/ BT/ ARKX | 315 0RREFE (RE 30 MFF)
-az 25 FAALER AL B 1 il 18 2 1 IS4 RN TASE (gL 9 MFH)
HTTP QB3 B
-loc HTTP BB g%yﬁ@%ﬁ%iﬂ%ﬁmﬂﬂﬂ%%sm@
-po HTTP 85 1 Ao H5 (1 2] 65535)
-ps HTTP RBELRZE enabled. disabled
-pw HTTP fRBL% S 154 WA REN (B 15 TF8)
-epw HTTP BN % 154 WA RER (&L 15 TF4H)
-u HTTP A F 4 FI5aRHARA T4 (R&% 30 FH)
-test Wik HTTP B
HH:

chconfig [options]

option:

-li view|accept

-sa enable | disable

-SC service_country_code
-Cce contact_email

-cN contact_name

-C0 company_name

-cph contact_phone

-CpX contact_extension_phone

-an alternate
-ae alternate

_contact_name
_contact_email

-aph alternate_contact_phone
-apx alternate_contact_extension_phone
-mp machine_phone_number

-loc hostname/ip_address
-Po0 proxy_port

-PS proxy_status

-pwW proxy_pw

-ccl machine_country_code
-U proxy_user_name

chmanual &<

5 b iy 2

W 4 % F3) Call Home i K,
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E: M chconfig AL E Call Home 1H 8 W5,
¢ chmanual -test 72 ¥ 42 B Call Home i B .

TRERIET NS

# 64. chmanual &<
TRE—ANZAITZF)EM, BEET, R BET RKMENE S,

3% Wi g fi
-test A Call Home W7 4 BT S
WH:

chmanual [options]
Generates a manual Call Home or a Test Call Home
-test: Generate a test Call Home.

chlog %
5 JH b iy 4 T 7R 50 FA Call Home 3 P38 52 0 451 5 B 5 15 S PR S 6 1 1

chlog 4 .78 ik 5545 sl P+ A2 i Call Home W3) H BRI LA H . &G EREIER Call
Home % H, MFHHAREET FM (WRXLEFEEZ HEPREANCEIE)

T8 RET S,

# 65. checonfig S
TRE—ANZITZFFA, BEEI, 5 E Rk TOCHAE W E &,

me | fi

¢ L 54 I 5 A
HIX I %

ik

chlog[-options]
Displays the last five call home events that were generated either by
the system or the user (most recent call home entry first.)

-c: cancel the case associated with the event by caseNumber

TREWMS
R 4 R P 4R B T AR B 4 1 5122
WA 3 HTRE RS

storage %
R AT BRMEE (WRFELHF) AX% IMM RS HEFHRSENE R,
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E VSRS

# 66. storage w3

TEREAZITZFIFRM, BRI, 5 R Ak BB AL B 5 B

1% mit

ik

fi

-list

5t 5% IMM & B 1765 B b5 o

controllers | pools | volumes | drives
Hr, target E

controllers: 1|t 32 F¢ i) RAID # il #% 1
pools: F 5 RAID ¥ il 2§ ¢ HX 1 776 b,
volumes: %5 RAID %5 < B 1F
fiti 1

drives: J1ih5 RAID ¥l 8% < Bk M 77 %
fig 1

-list -target target_id

W target_id 5| H 52 IMM &
S H b

pools|volumes|drives ctrl[x] | pool[x]
Hr, target fil target_id H:

pools ctrl[x]: 4 target_id 5|5 RAID
25 ) 5% 5 TR ) A .

volumes ctrl[x] | pool[x]: M target id
F 45 RAID il 83 < Bk ) £ 6% 51

drives ctrl[x] |pool[x]: ¥ target_id 3
5 RAID 4 il 45 5 HK A 42 6 K 5l s

-list flashdimms

5% IMM % BLAY Flash
DIMM,

-list devices

8% IMM 45 B BT A G 5
F Flash DIMM FJIR 7,

-show target_id

278 % IMM 45 B i i H b
M 1E B

Hrf, target_id N:
ctrl[x] | vol[x] | disk[x] | pool[x]

[ flashdimm|[x]

3

-show target_id info

8% IMM 45 B BT i B br
B R4S B .

Hr, target id N:
ctrl[x] | vol[x] | disk[x] | pool[x]

[flashdimm|[x]

3

-show target_id
firmware?

7R3 IMM 45 B4 Fr i H b
A 1 A A7 8 o

Hr, target_id H:
ctrl[x] | disk[x] | flashdimm[x]?

-showlog
target_id<mu:n | all>3

B85 IMM 45 B4 BTk A
M H &,

H, target id H: ctrl[x]*

m:n | all

Hrp, mm B F M H BB R
Hr, all WA HEMEHG

%11 . mAfRE 177



# 66. storage S (£&)

1% mit ik fii
-config ctrl -scanforgn | &l #M#8 RAID FiiE . Hrp, target id N: ctrl[x]5
-target target_id3
-config ctrl -imptforgn | S A\ #Mif RAID fi % . Hfr, target_id H: ctrl[x]°
-target target_id®
-config ctrl -clrforgn & BRAME RAID L& . Her, target_id H: ctrl[x]°
-target target_id3
-config ctrl -clrcfg 15 B RAID AL E., Ho, target_id N Ctrl[x]5
-target target_id3
-config drv -mkoffline | &R MNBHLEBCA BN, | Hb, target id H: disk[x]®
-target target_id3
-config drv -mkonline | ¥ RAMBHLE SO BN, | P, target_id H: disk[x]®
-target target_id3
-config drv B WEALEE AR N AR B E W seer | Ho, target_id N: disk[x]°
-mkmissing -target T,
target_id3
-config drv -prprm WA RN E MBS DA | Hp, target id H: disk[x]°
-target target_id3 B o
-config drv BUEHE R R E NS | K, target_id N: disk[x]®
-undoprprm -target B 100 3% oy A5 2
target_id3
-config drv -mkbad BAREENSHFEEELRNAR | HP, target id H: disk[x]°
-target target_id3 WAL R T T
-config drv -mkgood | R RELE MM EBONR | K, target id N: disk[x]°
-target target_id3 T P 5 B 1 A

£

KAy RiE (JBOD) %

EARES YOF NUWCRIUFTY T30 E
-config drv -addhsp Bk i A N g 34y | Horb, target id : disk[x]®
-[dedicated pools] — A S B R
-target target_id3
-config drv -rmhsp W B 3% R & H, target_id H: disk[x]®
-target target_id3
-config vol -remove MEE—1 %, Hrr, target_id H: vol[x]°

-target target_id®
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# 66. storage S (4£)

3% vl

ik

fi

-config vol -set [-N]
[-w] [-r ] [-] [-a] [-d]

[-b] -target target_id®

B4 H bk,

[-N volume _name] N %% i) % ¢
[-w <0|1]2>] N RIEZLES NRE:
- R 0 KWEE R

- RA 1 FoRE R

- RAM 2 FopFMEbEIT (BBU) BA
R W

[-r <O|1]2>] /i 4% 47 B BUSR g
— KA 0 TR TR MG

- RA 1 RN TR M

— KRR 2 FIR BIE N TR

[ <0|1>] N HEER VO KM
- KW 0 RRHEE VO KMk

- KB 1 LR VO KM

[-a <012|3>] Vi ] 5% W :

- KA 0 RNBE KM

- KA 2 FoR HBIR M

- KA 3 FRTBHIE R

[-d <O 1|2>] 2 e a0 4% 47 SR W«
- WRAREBORME, WHER 0
- KA1 FRE R

- RA 2 FIREE KM

[-b <0|1>] N5 & H1k:

- R o FaE AR

- RR 1 FREMAR
-target_id H vol[x]°

-config vol -add<[-R]
[-D disk] [-H disk] [-1
hole]> [-N] [-w] [r]%

Y HAR P HI S, H
g — 18,

57

4 Hbs N ikt , B f7
e — 1%,

[[R <0[1|5|1E|6]10|50]60]|00| 1ERLQ-
0| 1IEORLQO>] UM% i & X RAID % j1,

DR T Hi f268 th

[-D disk [id11]:disk[id12]:..disk[id21]:d-
isk[1d22]:.. ] IR T & R (R 5

B, DUHTHiF6

[-H disk [id1]:disk[id2]:..] IE T & X A%
e, UM T Bk

[-1 hole] ML E XA A4 ith i1 W] FH L
HEMRTS

[-N volume _name] N %% i) £ ¢
[-w <0|1]2>] N RIHEEFET NKRME:
- R 0 KAREE R

- R 1 RN E KM
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# 66. storage S (£&)

3% vl

ik

i

- A 2 FALZLHHEMBEIT (BBU) EA
R W

[-r <O|1|2>] Ve 8 4% 47 3L UK W «
- KA 0 RARATLK M

— RA 1 RN TR M

— KA 2 RN A IE R TR Wy

-config vol -add[-i]
[-a] [-d] [-f] [-S] [-P]

-target target_id3

EREL2vSkcy k3 SRR
g — 18,
£

4 HbR AL, HBLA
it el — 4%,

[ <0|1>] A HEELLF VO KMk:

- XA 0 LAHEKE VO KM

- KB 1 FLREH VO KM

[-a <0]2]3>] Jy ¥ [a] SR W :

- KA 0 RARVE KM

- KA 2 FoR HBIR W

- KW 3 LR CHIER

[-d <O|1|2>] B3 ey 13 £ A7 SR W
- WK RFEAL, MIYRA 0
- KR 1 RS R g6

- KA 2 LR R

[-f <0/1/2>] HIIRAL Ay SR

- KB 0 EARAWIEL

- RE 1 R R

- KA 2 KR LHEAIGHL

[%S) volume_size] N#HE MR/ (ML MB
T

[-P strip_size] &M KA, Hlam,
128K # 1M

-target target_id H:

- ctrl[x] CHifEfifit) S

- pool[x] (LA FMEH) 5

-config vol
-getfreecap[-R] [-D
disk] [-H disk] -target
target_id®

AREAGE 5 4 a4

[[R <0|1|5|1E|6]10|50]|60]00| 1IERLQ-
0| 1IEORLQO>] Ii% 5 & X RAID 41,
BOR T 3 47 4% it

[-D disk [id11]:[id12]:..[id21]:[id22]:..] }t
WUE XA (BEER) , UHTH
7 il

[-H disk [id1]:[id2]:..] Jb3E T & A 1
H, DUHTHAE

-target target_id N:

- ctrl[x]®
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# 66. storage S (4£)

1% mit ik

-help R A 4 ) AL I

HERAR, FRERNZIT L,

HRAEFESZH RAID HER RS 28 X R4,
RAE L RAID BB MRS 48 L X F @4,
Enable A 32 +F RAID %% 1 Bl &,

No Uk wn = F

HATHE IMM 7T i 0] RAID 51 25 0 IRk 55 4% L2 fe bk 2.
BURR KBRS H 45 . BRI Flash DIMM RYIEPEAE 8. T A 527 SC IR Bt A 4 14 181 45 6 o

AL Z H— 8 4 P IR T 5%, L ATH A H storage -config vol -add fir 4 B H R I,

Wik
storage [options]
option:
-config ctrl|drv|vol -option [-options] -target target_id
-list controllers|pools|volumes|drives
-list pools -target ctrl[x]
-list volumes -target ctrl[x] |pool[x]
-list drives -target ctrl[x] | pool[x]
-list devices
-list flashdimms
-show target_id
-show {ctrl[x] | pool[x] | disk[x] | vol[x] | flashdimm[x] } info
-show {ctrl[x] | disk[x] | flashdimm[x]}firmware
-showlog ctrl[x]m:n|all
-h help

il :

system> storage

-config ctrl -clrcfg -target ctrl[0]

ok

system>

system> storage

-config ctrl -clrforgn -target ctrl[0]
ok

system>

system> storage

-config ctrl -imptforgn -target ctrl[0]
ok

system>

system> storage

-config ctrl -scanforgn -target ctrl[0]
Detect 1 foreign configuration(s) on controller ctrl[0]
system>

system> storage

-config drv -addhsp -dedicated pool[0-1] -target disk[0-0]
ok

system>

system> storage

-config drv -addhsp -target disk[0-0]
ok

system>

system> storage

-config drv -mkbad -target disk[0-0]
ok
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system>

system> storage

-config drv -mkgood -target disk[0-0]
ok

system>

system> storage

-config drv -mkmissing -target disk[0-0]
ok

system>

system> storage

-config drv -mkoffline -target disk[0-0]
ok

system>

system> storage

-config drv -mkonline -target disk[0-0]
ok

system>

system> storage

-config drv -prprm -target disk[0-0]

ok

system>

system> storage

-config drv -rmhsp -target disk[0-0]

ok

system>

system> storage

-config drv -undoprprm -target disk[0-0]
ok

system>

system> storage

-config vol -add -1 1 -target pool[0-1]
ok

system>

system> storage

-config vol -add -R 1 -D disk[0-0]:disk[0-1] -w1 -r2-i0-a0-d0-f0
-NLD_volume -S 100000 -P 64K -H disk[0-2] -target ctrl[0]
ok

system>

system> storage

-config vol -getfreecap -R 1 -D disk[0-0]:disk[0-1] -H disk[0-2] -target ctrl[0]
The drive group configuration is good with free capacity 500000MB
system>

system> storage

-config vol -remove -target vol[0-1]

ok

system>

system> storage

-config vol -set -NLD_volume -w 0 -target vol[0-0]
ok

system>

system> storage

-list controllers

ctrl[0] ServerRAID M5110e(Slot No. 0)
ctrl[1] ServerRAID M5110f(Slot No. 1)
system>

system> storage

-list drives

disk[0-0] Drive 0

disk[0-1] Drive 1

disk[0-2] Drive 2

system>
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system> storage

-list flashdimms
flashdimm[1] Flash DIMM 1
flashdimm[4] Flash DIMM 4
flashdimm[9] Flash DIMM 9
system>

system> storage

-list pools

pool[0-0] Storage Pool 0
pool[0-1] Storage Pool 1
system>

system> storage

-list volumes
system>storage -list volumes
vol[0-0] Volume 0
vol[0-1] Volume 1
Vol[0-2] Volume 2
system>

system> storage

-list drives -target ctrl[0]
disk[0-0] Drive 0
disk[0-1] Drive 1l
disk[0-2] Drive 2
system>

system> storage

-list drives -target pool[0-0]
disk[0-0] Drive 0
disk[0-1] Drivel
system>

system> storage

-list pools -target ctrl[0]
pool[0-0] Storage Pool 0
system>

system> storage

-list volumes -target ctrl[0]
vol[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage

-list volumes -target pool[0-0]
vol[0-0] Volume 0
vol[0-1] Volume 1
system>

system> storage

-show ctrl[0] firmware
Total Firmware number: 2
Name: RAID Firmwarel
Description: RAID Firmware
Manfacture: IBM

Version: 4.01(3)T

Release Date: 01/05/2013
Name: RAID Firmware2
Description: RAID Firmware
system>

system> storage

-show ctrl[0] info

Product Name: ServerRAID M5110e
Firmware Package Version: 23.7.0.1.2
Battery Backup: Installed
Manufacture: IBM

UUID: 1234567890123456
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Model Type / Model: 1234AHH
Serial No.: 12345678901
FRU No.: 5005076049CC4
Part No.: LSI2004

Cache Model Status: Unknown
Cache Model Memory Size: 300MB
Cache Model Serial No.: PBKUDOXTAOP04Y
PCI Slot Number: 0

PCI Bus Number: 2

PCI Device Number: 2

PCI Function Number: 10
PCI Device ID: 0x1000

PCI Subsystem Device ID: 0x1413
Ports: 2

Port 1: 12345678901234
Port 2: 12345678901235
Storage Pools: 2
pool[0-0] Storage Pool 0
pool[0-1] Storage Pool 1
Drives: 3

disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-show disk[0-0] firmware
Total Firmware number: 1
Name: Drive

Description:

Manufacture:

Version: BE24

Release Date:

system>

system> storage

-show disk[0-0] info
Product Name: ST98394893
State: Online

Slot No.: 0

Disk Type: SATA

Media Type: HHD

Health Status: Normal
Capacity: 100.0006B
Speed: 6.0Gb/s

Current Temperature: 33C
Manufacture: ATA

Device ID: 5

Enclusure ID: 0x00FC
Machine Type:

Model:

Serial No.: 9XKIKL

FRU No.:

Part No.:

system>

system> storage

-show flashdimm[15]
Name: CPU1 DIMM 15

Health Status: Normal
Operational Status: Online
Capacity(GB): 4006B
Model Type: DDR3

Part Number: 93E40400GGM101PAT
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FRU S/N: 44000000

Manuf ID: Diablo Technologies
Temperature: 0C

Warranty Writes: 100%

Write Endurance: 100%
F/WLlevel: A201.0.0.49152
system>

system> storage

-show pool[0-0]

RAID State: RAID 0

RAID Capacity: 67.000GB (0.0006GB free)
Drives: 2

disk[0-0] Drive 0
disk[0-1] Drive1
Volumes: 2

vol[0-0] Volume 0

vol[0-1] Volume 1

system>

system> storage

-show pool[0-1] info

RAID State: RAID 1

RAID Capacity: 231.898GB (200.000GB free)
Holes: 2

#1 Free Capacity: 100.000GB
#2 Free Capacity: 100.000GB

Drives: 2
disk[0-1] Drive 1l
disk[0-2] Drive 2

Volume: 1

vol[0-1] LD_volume
system>

system> storage

-show vol[0-0]

Name: Volume 0

Stripe Size: 64KB

Status: 0ffline

Capacity: 100.000GB
system>

system> storage

-show vol[0-0] info

Name: LD_volume

Status: Optimal

Stripe Size: 64KB
Bootahle: Not Bootahble
Capacity: 231.898GB

Read Policy: No Read Ahead
Write Policy: Write Through
1/0 Policy: Direct I/0
Access Policy: Read Write
Disk Cache Policy: Unchanged
Background Initialization: Enable
system>

adapter 8%
A4 T 278 PCle WA 245 B

WRAZHF adapter v, W55 8% 16K th 2% a4 I DAF 15 8 JEAT i 17 <
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Your platform does not support this command.
WREH T, BEHKEEEMEES, WAREHEHNRSE (B0 —RK) FEEEEH G NER
ﬁ%l@\o

TRERET S

# 67, adapter S
TRE-ANZIT=ZFIRA, BRI, I Rk TOCHEAL 1 E B,

% Wi A i
-list H IR 5525 T PCle & BL 4%
-show target_id B8 HEr PCle i@ELES BU RS B target_id [info |firm-

ware | ports | chips]

e info: WI/NGEALESAYRELESE S
o firmware: 7518 Bl 4% W AT A AR

(=98
® ports: 373 G L 25 1 i A DA K A i
D%A%\
e chips: ZARGEEAFMTA GPU &
RS
-h 7 iy A A
HE:
adapter [options]
option:
-list
-show target_id [info | firmware | ports | chips]
-h help
7N B
system> adapter
list

ob-1 Flex System CN4054 10Ghps Virtual Fabric Adapter
ob-2 GPUCard1

slot-1 Raid Controller 1

slot-2 Adapter 01:02:03

system> adapter

show oh-1 info

Product Name: Flex System CN4054 10Ghps Virtual Fabric Adapter
Card Interface: PCIe x 16

Function Count: 2

Function Name: xxx Emulx xx componentl
Segment Number: 2348

Bus Number: 23949

Device Number: 1334

Function Number: 21

Vendor Id: 12

Device Id: 33

Revision Id: 1
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Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x

Package Type: dici
Function Name: xxx nVidia xx component2
Segment Number: 23438
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x
Package Type: dici

mvstor #3 %
iy 4 IR S5 M2 W G B S E B LS,

TERERIETHSE,

# 68. mvstor <

TREAZITWBIRIEM, % TN % B 41K

>F
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7 68. mvstor w< (%)

% Bl ik

-h/? FT B0 I iy 4> 1 35 B £ R

-version T g iR R 5S

-disks BRA GRS AE B

-volumes BRENERELE

-create BE— N EPE, WLAIEE VD Name, RaidLevel fl StripeSize
-delete ez BB

-import SA—MINRRBE, SANZENEGE, RERFEIKE AN ERLZRELE,
A%

mvstor [-options] - raid configuration for SATA/NVMe RAID hoot solution.
options:

-version - displays controller firmware version.

-disks - displays information of media disks.

-volumes - displays information of virtual disks

-create -slot <slot_no> -name <vd name> -level <0]1> -stripe <32[64|128]256]512> - create virtual volume.
Marvell SATA RAID: stripe size can only be 32k or 64k
Marvell NVMe RAID: vd name is unapplicable. The name will always be VD_0.

-delete -slot <slot_no> -id <0[1> - delete the virtual volume
-import -slot <slot_no»> -id <0[1> - import a foreign virtual volume
Bl
system> mvstor -version
Controller Slot ~ Device Name Version
1 ThinkSystem M.2 SATA 2-Bay RAID Enablement Kit 2.3.20.1203

system> mvstor -disks
Controller Slot 1 M.2 Bay0 128GB M.2 SATA SSD  LEN
Controller Slot 1 M.2 Bayl 128GB M.2 SATA SSD  LEN

system> mvstor -volumes
Controller Slot 1:
VD_ID: 0
VD_Name:  VD_Test
PD_Member: 0,1
RaidlLevel: 1
StripSize: 64k
VD_Capacity: 117 GB
VD_Status: Optimal
1 64k 29 GB Optimal

system> mvstor -delete -slot 1 -id 0
VD_ID 0 is deleted

system> mvstor -create -slot 1 -name M2RAID -level 1 -strip 64
New volume is created

system> mvstor -import -slot 1 -id 0
VD_ID 0 is imported
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XEFEWNS

2R 2 B BRI B S R A B B

A — %4 58 189 1 “dbgshimm W4 ,

dbgshimm @<

55 FH 1 iy 4> T 80 50 D) 4 3 TR AL PR DA % 2 3 sheell,

W AR AR,
TRERETN S

# 69. dbgshimm @<

TR AT B, FH 3% U 3% 5 A 4L AR

1% mit i &
Je SR Ui 1] R 8 R A ] 328 50 Fk F9 8RN D)
25 H £5 F IR U )

11 E. AT RE
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£ 12 E IPMI #0O
AREEAH XClarity Controller X i) IPMI £ H
HRbrE IPMI @4 B4 R, 50 (CHRTFEEMED IPMI) MYE) X (2.0 iE S

JRA) o ARCEGFEBE S X Clarity Controller [ 4 XX F7tn i IPMI 71 OEM IPMI fiy & — & fii
1 OEM ZE B i,

F A IPMI &2 XClarity Controller
AR B EfE B A REF S B (IPMI) 4 2 XClarity Controller,

X Clarity Controller FJ¥] 43 il F* ID $'E N il F* %4 USERID, ##3) PASSWORD (38 F=%
MARER O) o W/ BA R U RHR,

HORL: AR 0 T A 1) B SO0 P P A A R DL 5 R A

f£ Flex System H1, M AJHLE Flex System CMM % #1458 X Clarity Controller IPMI ] /' K
Fo WEULT, CMM 565 IPMI I/ ID o & i &8 vl 8 JC 8 1 IPMI 15 W] X Clarity Controller,

WH: CMM BEEMHA P ID ik fE5 i USERID/PASSWORD A A& A, WHR cMM KL E
IPMI H ;' ID, W5 IPMI Bl 5 Bk ) W 4% s 1185 55 1A o

X Clarity Controller &2t LT IPMI i f2 iRk 5545 B BLAE ) -

IPMI w247 ¢ i
IPMI fiy 447 A 8 vl TPMIT 2.0 VX B3 15 I IR S5 4% A B ph g, 48w DLAE ] IPMItool
KA D EsHl RS54 IR, EFMSHMEBMIRBIMSEE . A X IPMItool MELE L, iE
Z05 191 W “ffi ll TIPMItool” .

Serial over LAN
2R A E A PR 5588, 154 ] IPMItool & V. Serial over LAN (SOL) #%#:, £ 2% IPMltool
HIEZER, ESME 191 11 “ffi ] IPMItool” .

£ A IPMItool
*QZIKE‘E%EPEQ%AE‘)IJ?]E]%:J: IPMItool E{J,fﬂﬁ:i%\o

IPMItool #2464 Fi vl FAABIMALE IPMI RER TR, W RLEE A YA IPMItool R4 BEAN
Bi & XClarity Controller,

A % IPMItool H 3 215 B8 2 T 2 IPMItool, 15%% % https://github.com/ipmitool/ipmitool,

IPMI i85 < 1 OEM &3¢

IREN/EE LAN i ES K
HR W XCC BB i B AR AT AL, B4 S BOIR M E D F & X,
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https://github.com/ipmitool/ipmitool

DHCP
B 7 IREL TP Huhk iy F 5 $:8h, XCC B#4AE T —FB: AEZER T, XCC L EN N
BN 223\ DHCP JIRS5 45 IKHL IP Hbotik, WIR AR, WK% 5 206 H i 2 1P Hudik,

TERE-AZITZTNEM, BRI, 58T B0 U A 7 S

S # S BB
IP ki | 4 data 1
[7:4] - R
[3:0] — Hb ik Y5
%=*%%

= Ha e (FEME)
2h = XCC i&47 DHCP K% i bt
3h = BIOS Bt & S8k F 45 1l M bk

4h = XCC & f7H fth s 21k 43 FE B 3R A5 1 Hb -

XCC 1 4h $i5 788 FEHE 75 2] H S Hu bk i) DHCP bk A
ito

PAOK A2 111 3 %

XCC M EHA RMIT £ 0N 10/100 PLIKW MAC, XCC A E &+ A RGMIT #H
W 1Gbps PAKM MAC, Hi—4 MAC BHEEBILZMEL NIC, 5 —4 MAC H1E
THARSEHN O, ELHENTE, WSS ERA—A DK b5 Dﬁi?{ﬁzﬁﬂk o ‘rﬁ’n\%E%%
] B Ja o

ERERSSE B, RERITETUIRRIGER RGP Eix DKM E AP —A 85 —1,
EXERGEY, XCC N EFFEFHE EZEZEMPLIRMEE N, AR & i KK & B CCh
56 AR

B IR 4 IDS 45 T

o TER #1, BARIH = 03h (eth2) ,

o HEFR #2, BN = 04h (eth3) ,

TRE-ASIT=FIIEM, BRI, L0501 38 0% 5 B i 7 B

E 20 # BB
OEM 31 COh datal
XCC f#i F bS58 3R N A 00h = eth0
FAWBAN BT A DK M s 1T (3%
Ha) 01h = ethl
“IREU/E LAN BB SH 02h = eth?2
v 4 v B S O R 4

DAL ...
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S # SR
R AT E YOk P, BIX
Yo B X BN 00h, FFh = 28 B & AR W 459 1
WS KRR I 3 A, XCC & % F— A e RS, Ddge i
WL 7E NCST &, 3K A 2, E R A
44T ()
FH 1 = R data2
FH 2 =BT 00h = JHE 0
F47 3 = 00h (T eth0) .
5% 01h (X} F ethl) , V) 01h = JHi& 1
e FHE ST
S 4= (i) W PR
(R8s &t NCSI &) R R data2, WE R WIEE 0

datal W TIHREEZHE, EWRELHRGEEH NIC 25 k554 3L NIC ##) NCSI
&,

AR E NCSI %, W data2 FHH THREEZBHAMEE, WRIFHFRPRIEE data2 3 HE
WA NCSI Bt&, WEBENEE 0, WHRIFERPRIEE data2, HEEL AR NCSI &4,
] 78 W 38 38 A B

ZN K

B AL SRREE0K S ARG IEEE NIC MEE 2 (BRI = 0, eth0) FIA/ERS N T, %0 \%L
#H: 0xCO 0x00 0x02

B B: WIREMME AW REROE A EE, WHAN: 0xCO 0x02 0x0
ki /25 Ethernet over USB

UTZEM TR Xce HNEH,

TRE-ANZITZDIRM, SEEM, BB AETECHAANRE L.

SR # SR
OEM &% Clh data 1

(Xce RS ESkEH 0x00 = T2 H]
522 H Ethernet over USB #%
H, ) 0x01 = &g H

“IREL LAN BLE S Wi
w1 e S BOAS (8 ) AH R B 4 Bk
AREYORELR, Hibxs
BN 3EE N 00h,

Wi o7 B K A 1T 3 A1
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B8

SBBW

FH 1 = 58)RAR
FAT 2 = BT

Z¥H 3=00n (B2EH) =
01h (VB H)

datal T HTFIREZHEL, EWREELTHRSGEM NIC 25 RS54 L2/ NIC H#) NCSI

&,

R NCSI %%, N data2 Z VT H FIREZHCNEE, WHERIERPRIEE data2 I HE
A NCSI %%, MMBERNEE 0. MEIBBRPARFE data2, HEHELARE NCSI #%5&,

] 78 W @ B A

7~ il :

BF 3 AL R EOR P BB 3EEE NIC EE 2 (B8R = 0, etho) HMEE BN, WAL

#EH: 0xCO 0x00 0x02

Fifsk B: WREFHEHE—-IWLERLERNE—AEE, WHEHAN: 0xC0 0x02 0x0
I T-3K8 DUID-LLT i IPMI 3% %5
FEEY IPMI A58 —1 Hi{d & DUID., ##E RFC3315, i\ DUID 3 F#H 2

b 1k B 1)
S8 # S BB
OEM £ C2h
(XceC fEHESESREH

B;2% H Ethernet over USB #%
He )

“JKEL LAN BLE S5 w4
o I S RO ) A0 R A Bk
AREYOEEL, Hibxs
BN BEE N 00h,

M 5 B e AR 8] 3 A~ .
FAT 1 = A
FH 2 = SEEIT (W
IPMI #L7E)

P 3 = REBIET I RK
B CHETN 16 AFT)

%7 4-n DUID_LLT

VONCLEE 2
LS80 T B 4 R AR K iCE
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E2i0 # S BO8
OEM £33 C3h data 1
(Xce RS %S ks H 0x00 = G2
B2k F DA % R A 3h B i
TE. ) 0x01 = B2 H
TP A I B aes S H:: 7 Flex Ml ThinkSystem D2 Enclosure
o 1 o (ThinkSystem SD530 Compute Node) % 4t
T 1 = SER AR b, HEHEIRERTES, BT A
P2 = BT Wt CMM 1 SMM Y W 4% T8 15 18 1%,
Z3 3 =00n (O2H) =
0lh (BEH)
OEM %1 C4h data 1
(XCC i LS55 kIR 0x00 = 10 Mb
B35 B LR W H s
X, ) 0x01 = 100 Mb
Wi 52 B P AR 8] 3 A2
21 = ARG
FAT 2 = BT
%% 3 = 00h (10Mb) B
01h (100Mb)
OEM %% C5h data 1
(XCC i At 55 RkIKH 0x00 = } W T
s B DR B O T %
B ) 0x01 = &N T
Wi 2 B B A 3R I8l 3 A2
A1 = WA
T 2 = &IT
2353 =00n CENT) 5
01h (£XT.)
OEM 3 C6h data 1
(XCC fEH S ES RIRI L MTU - R/h
REKWNEDN MTU, )
M 5 B B AR 6] 3 A~
P 1 = AR
P2 = BT
=3 3-4 = MTU By R/D
OEM &3 C7h datal-6
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20 #

SBBW

(XCC i /b S %05 kIR
B B AR H AT HL A MAC H
sk, )

Wi 7 R K 3 BT 3 47
P 1= AN

T2 = BT
“35 3 — 8 = Mac Hiik:

MAC. Hi ik

TPMI 3% 55 FH T 3K 4% 6% A 3 3 ik
WA RESE, HTKRE IPV6 FElk A s bk,

21 #

SBBW

OEM 2% C8h

WS EH TR XCC W5tk
N 2

M 52 500 5 38 8] DL 2
FA 1 = BRI
I 2 = SREIT (W
IPMI #L3E)
=17 3 = IPV6 HiHLHT B K
B
FAT 4-19 BE B A b 3 hE

(Z k45 R0)

HF 5 M2/ 1Pve ) IPMI 3% Wi

WA TAE XCC FiE /25 1IPVe WIS 55,

S 1= SERIR
T 2 = ST (W

IPMI #L7E)
Z3 3 =00n (B2H) 5%
01h (B H)

¥ # SBB
OEM %% C9h data 1
ST XCC F s izt 0x00 = T4 H]
H 1Pv6

0x01 = B H
Mg 2 0B 3R 8] DL N2
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Ethernet-over-USB H. il b P &%

VI TS5 H T4 Ethernet-over-USB [ & i AMEB DL A W B

WS TFXEMKER XCC 1 lan
over usb IP HiulkA Y 4% #5 g :

Wi 37 245 K5 38 [8] DL A2
FH 1 = B

E2i0 # SEBBW
OEM &% CAh & E LAN BB S5
“HEBUEE LAN BB SE” w4 data 1
WA SRR ik A A T
BHUE RS, HILX BN i%E & ¥ (= 00h)
4 00h.,
data 2:3
SR 7 FCHE K R 5] DL R N2
St o o 8 Ethernet over USB ¥ 15, E{KAFE
= 2 = BT
¥4 3= CIRE® (00h) B 4:5
77 4: 5 = Ethernet-over-USB - e .
PR (AR 7 ) ANER DA W 115, B (A 802 1 AE Tl
FAT 6:7 = AMEE LK W 5 T SR RO B - kB A A )
(B AR BT AT ) (1. 4. 16 F¥F7) :
B PR3 BOR 4 - k4 X0m f B 6
FEARR (1. 4, 16 F717) :
o T 8 = BUE XM 00 = FAEE
00h = O\t H EHE 01h = f# f§ CMM IP ik
0lh = CMM IP Hidik
By g 6:9
£ 8:11 = i HIERN 1Pv4
MR TP Ho A v “RIE A TPy SN % TP bt
FI7 8:23 = i HIERK 1Pv6 ‘
AN X % TP b ik R 6:21
e 2 3G v % é
e R HHITE R IPv6 PR RI 4% 1P Hiht
00h — &)
80h - A X FFIZESH
Clh - A Fp %4
C7h — & REE K E TR
OEM &% CBh data 1:4

XCC M lan over usb %11 IP Hutik,
HAE 5:8

XCC M lan over usb % 1 Ay M L&
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2 # BB
FA 2 = ZREIT (I IPMI L
&)
ZA7 3:10 = IP itk A1 B9 48 i 14
(B A T AERT)
OEM &3 CCh data 1:4

WS T % B AR ENRAE R
£i B lan over usb IP Hidik:
M 57 254 K 3R [T DL N4

FAT 1 = SERRY

FAT 2 = ZEEIT (I IPMI #
&)

FA5 3:6 = IP Hilk (BREAERET
AEHT)

EHM lan over usb ZE T IP Hudik,

2 )18 P 3 R
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PTFSHHTEH NCSI B %,

21 # S BB
OEM &% D3h KRB/ E LAN LB S5
“HEU%E LAN BLE S5

v 4 v B S O R 4k £
MERATFEYUEES, FIX
Bz BN IR E N 00h,

259 A B R

Hid kA D3h S
A~ 0x00 L 719 13 R SRk $R
TEEE BERE,
25 AL

--> 0x0C 0x02 0x00 0xD3
0x00 0x00

MNFEANEER, XCC M
MALE—AE B

£ 7:4 = A b NCSI EiE i
BE
£ 3:0 = BEAHS

M) o7
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B8 # S ROBR

--> 0x00 0x00 0x40 0x01 0x32

IBARTEAE 3 A
f1 0 Hf 4 4 NCSI i

f3 1 A& NCSINIC, FHit
A& NCSI FEiE

11 2 BF 3 /> NCSI #i&

AR B LR A B
T SBMT AR ES B S kd.

E20 # S B08H
OEM &% D4 B/ E LAN BB S5

IR E LAN BLESE L [7-4] = BHAHMELEE (1 =55, 15 =
fir 4 I L S BOR T A £ BAR)

MEATEIGEES, FibiX
B2 B B % E Y 00h, fiL [3-0] = BiEAH 5
A X FE 2 A HAE:

o BRHLEESE

o WE MY
UL S R AR

WK HHH Dah 505 fw
A 0x00 HHE =747 3% SRR P
AT BB AL S R AR AE
R AL PR S 2 -

--> 0x0C 0x02 0x01 0xD4
0x00 0x00

g JB7

--> 0x00 0x00 0x00 0x12 0x23
B 0 = LEH o
Wi 2 = fEE% 1
WA 3 = (L% 2

B G Ak

HEEBHAE D4ah SEE M

— A SRR T
e RN E (N
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B8 # S BB

R LK:

--> 0x0C 0x01 0x01 0xD4
0x00 0x12 0x23
WEYHEE 0=fE5k% o0
REYHEE 2 = k%1
WEVHEE 3 =Lk% 2
i J5 2

BUoE A, B A Al 2

WP E XCC P& W) 3R A

e # SR B
OEM 5% D5h data 1
PN R TR DR & A3 0x00 = [

T pic A ZEF WL E
0x01 = Fhr
“IHL LAN BLESH” Wb
o S RO ) A R A Bk
AREYIRELS, Fxs
BERE N 00h,

Wi )37 B K 3R 18] 3 A~y
P 1 = SERARHY
P 2 = BT

F¥W 3=00n (BEH) =&
01h (TVZEH)

VAT TEEDATHMIEE nic BRZ AR L MLLE, LEHERIMEIN oh, XEWRE
XCC ¥ B EHREAE R Z B MLEBE, HMEHIEE nic (REKR) EREESH, WRKE
N 1h, AWML EEALEIAE S R, BV e DR Z TR C B A W W 45 3% 8, Bl an /e %
B i E VLAN Jg H DA K AEFEZE NIC U i B VLAN 281,

KW BEE XCC MR
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Wi 37 5 K 3R 1T 4 A7
P 1 = A
FA 2 = &iT
FI7 3 = O HARENK
i Ee
FAT 4 = PR R
4 £ A IR
FAT 5 = B AR 45 AR
F 308 388 A 3R

E2i0 # S BO8
OEM &% Dé6h i%E LAN BB S
WS TIRIEE XCC & data 1
B NIC A MK,
T E I W R

data 1

FRE LAN HL B S35

SR R B0, O e R, BN
5 36 24 iy A X 45 45K

OEM IPMI 5%

XCC ZF¢PLF IPMI OEM W4, BAWAREAFMARES, W TR,

2] Netfn 0x2E fir4 BB

0xCC ¥ Xcc ®E % | PRIV_USR
NEHE

% Netfn 0x3A 4 BB

0x00 i) [ 4 iR AR PRIV_USR

0x0D A5 B PRIV_USR

0x1E HLAG B JE R 1R | PRIV_USR
I

0x38 NMI I E PRIV_USR

0x49 R BIE W PRIV_USR

0x4A 1 S PRIV_USR

0x4D KO g R A PRIV_USR

0x50 FKH Build 3 5 PRIV_USR

0x55 B E EHA PRIV_USR

0x6B # i) FPGA [& 1% | PRIV_USR
T

0x6C EWRE 2T H | PRIV_USR
Vil

0x6D ## PSoC [z | PRIV_USR
T

% 12 ¥ IPMI £ 1
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K Netfn 0x3A W14 | BB

0x93 HiTHi AR USB % [1#% | PRIV_USR
1l

0xC7 4Hl NM IPMI % | PRIV_ADM

Al

¥ Xce EEAMRINZE WL
WA XCC Bk E EE N BRIAE,

P& e = 0x2E

iR

ir %

R, W R

ik

0xCC

¥ XCC &
BRHBINE
B

WK :

FH7 1 - 0x5E F77 2 — 0x2B
97 3 - 0x00

FHT 4 - 0x0A F17 5 — 0x01
F% 6 — OxFF

F 7 - 0x00 F77 8 — 0x00
FI 9 - 0x00

"If‘lEZ:

ZA 1 - EEARE 2T 2 -
0x5E F77 3 — 0x2B

F77 4 - 0x00
FA7 5 — 0x0A F7 6 — 0x01

FAT 7 — W R
0 = 3
Ik 0 = R

A% XCe BEKEER
HEBRINE,

/WL A4 B A 4

AT F TR T A AR AR R R A4
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ML = 0x3A

R ir &> WKL W iR
0x00 EWE R | WK Ay A 3R [T [ 4 i o AR R
VN MRAE . SR AR 1
TC i K i B i g RBIER w4, W XCc
Wi 7 38 23 3 [B] jig A 4 58 = A~
W ) : B (BITS) .
T 1 - SERARES (FZE IREAEIT)
£ 2 - FERA
PN 3 — IREJRA
0x0D EHEHRELS | WR: AEH DA 43R AR AR IR A AR A T
_%‘O
Wi .
FA 1 - RGN
FA 2 - MEBIT S
0x50 #E# Build | WR: AEH iy A% B Build % #%, Build
f5 8 H #I#1 Build i} /A, Build %
W . : PRI Build H =87 B R4
JJ:O
FA 1 - SR,
Build H #i#% XA
%97 2:10 — ASCIIZ Build % %% | YYYY-MM-DD,
%95 11:23 - ASCIIZ Build H | i, “ZUBT99A”
< “2005-03-07”
%% 24:31 — ASCII Build KAl “23:59:59”
0x6B 75 i) FPGA | iXK: Ay 4R [l FPGA [ fF fi& 4T
P2 3T 2% L

vill

P 1 - FPGA %75 3 *
FPGA % # % #

0 = AH (FHE3hHH)
1=CPU K1 (HE3h%H)
2 = CPU k2 (&3h#H)
3=CPU Kk 3 GHEIHH)
4=CPU K 4 GEIIHA)
5 = AH 32 ROM

6 = AKHIKE ROM

WARAMEFTT 1, WK EFEAR
o GEsh%)
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WAL iE = 0x3A

R

ir %

WR, W R

ik

Wi . -

A1 - S AN
T2 - BEBITRE

P 3 - WEAB T %
TN 4 - WEFBIT P
(XCC F & BRIt s1T)

0x6C

25 AR A
BT % 51

i K:

P &

Wi

FAT 1 - SERAR
T 2 - BT S

iy 438 [] FPGA it 78 A 1
HIAE 3T 28

0x6D

#E# PSoC
&1 4537 2%
il

Wk:

7

W .

FH 1 - e
F1 2 - bin#

71 3 - APID
T4 - BiTE
%1 5-6 — FRU #xiH

ZH 6: N - MG
PSoC EHFT 2-6

Uiy 438 151 B A Al 2 9 PSoC
B Y IT 900

H: bin# REWHEALE, AX
HYIE S, BERRZEHE,

Roiveil a4

IPMI AU R AL AC L P B B 5] . Lenovo 39 7 M Ath 5 1 2 €
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PI%TtE = 0x3A
R s R WS B ik
0x1E HLAS L IEIR | IR LR B AR AT SR R
5 4E 3R VB T % 7 HL, VLI L/ HL VR T I 4
FH 1 R e AT I v PSR AT o 4T I o O
(R Z W IF 7B , W
0x00 = &% || BHHKE., F210&EH: ©
7 5 Y 35 BH (BIARE, FTTHHEEN
TR ) MBEHL. BEALER i
0x01 = & B PR AL AE A2 I H Y R/ R YR R
GE 3R P T 50 % PR 25 5% B B JEAILING R A
p— R 1 3| 15 #Z [A A FEHLZER
1= 0x00) 1} X {UAHLARIN S 25 1 X %
ﬁé\o
0x00 = C.2%
(BN
0x01 = FEHL
0x02 - OxFF
oA B
Wi .-
21 - SERARE
= 9 - EIRET (PUEH T
25 3% 5K )
0x38 NMI fiE | Ek: A4 F HAT R % NMIL
# (%) W PAYE NMI 25
=9 1 - % BRG (BHFIS) SOXHm
0 = 136 NMI 177 WL U
. " MR “BE FEAN 0, W
A 2 - WA Z AL RO S BB
0=HEE % PR AT IT HL R,
1= RABTEE RIS 2 WA, R
W REFT 2, REFY 2 WIE
7 0x00, NPBEHATHREE, W
sy e Bz 2 % 0x01, WK P
S 1 - SERARE R
A 1y &

AT W T H A ARG H a4
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WAL iE = 0x3A

R ir &> 0 S IR € ik
0x55 RBURET | WRKE = o: i FH b iy 2 3K B B B4 .
|4
73 1 SR B i BB BB, B AE 60
DL ooh &1k, EHLHREIN 63
Wi . - 2R (B null Z£H) .
=i | 56 AR S
717 2-65 LT RN,
ASCIIZ, V)
Null £ 118y
PR,
WHRKE 1-64:
Z97 1-64 DHCP F#l
2
ASCIZ D)
00h &1k
0x93 BiTHEIAR USB | #§K: M4 H T A& # AT AR USB i
i s ) AR A/ECE , BB A AR
FI 1 USB iy H #5578 I DA & AE
EHLA BMC Z A Y] #: USB i
01h: $ R T AR Hif#
USB 3% H 1)
YR E A ERES, #iER USB A
3 st — EHLEZH. BMC it
W o Bk RV B A B AR EALA BMC
: Z R Yl iy Je 2R,
T - SR WS T SRR, % A
24 g M55 2% LRI, USB i H ¥ %
ﬁ %) BMC; 4797 MR 55 28 WL 8
o L1 v b
Yo FA—— % USB 3 K 3% £ 21 iR 55
01h: i BMC i f
e BRI R S5 25
. BE, WMREA THEE P
R PR, BMC 2% USB ¥ H
i éé o
— 3B [ 44 AR 5% 2%
— WR IR S 25 HA AR R34,
02h: IRBUBTTE AR || p powy DB KR R L 3
USB it | | b DA 13k j3 /28 A i 44
fic & DAY T AR USB %% 1 A
e
i) B, :
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ML = 0x3A

R w4 WKL W RIEH ik
FH 1 - R A% A FHT FF FB R 30 H) A 3 1)
s N, 238 DR AL
FI 2 MR . MO S R
00h: FEHLEH SD530 JIk 55 7%
01h: BMC %/ £ SD530 P& b, %m0 &
02h: S AR H, JFHWMRAEE, WHE

P 3:4 - R, Urehh
AL (R A B T AE )

T 5 - A bR

00h: B2k H

01h: [SY=0i]

o6 -dE (k) , DR
N Hpr

WHK:

71

03h: % EHiHAR USB ¥ iy
fic &

P72

00h: FHEH
Olh: BMC % H
02h: FeE R

PN 3:4 - BHEH, Uashh
AL (B A A TTAERT)

T 5 - A AR EE AL

00h: 4%

01h: B

AT 6 - WiE (TiE) , DR
AL

W . :

®iERE XCC, I HLUER
3 XCC., To#Hum I Y#Hes] £
*}‘LO

o BEHMMAFFET 1=1
B, XCC U2 W B % 5 K
i BMC i f .

o MEHMMAPFT 1=2
I, XCC U2 W B %5 K
i BMC €M,

o BEHMMATFET 1=3
1 =4 K, XCC Wi
5E ARG D6h,

4k SD530 filt 55 2%

1£4E sD530 “F & L, FIDLEN
Pz “EHLL R B0kt
M XCC AR AR USB % H i
ﬁ}iﬁc

YR MMM APEY 1=5 %K
FI1=6 K, XCC M5
BARHS D6h.,
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WAL iE = 0x3A

R ir &> 0 S IR € ik
FAT 1 - AR P 2
00h: Ik EIEYIN
01h: P13 BMC
Wi . :
LA 1 - SEEAREY
FI1
05h: Je F /&% i
TH# USB i
N}
I 2
00h: %
0lh: =%
W . :
A1 - SRR
WHkK:
P 1
06h: T2 BRI T AR
USB i Ay
Je B /88 R R
Wi . :
P71 - AR
A7 2
0xC7 AHL NM | WERKE = 0: A4 H T R AN Intel IPMI
IPMI A2 #i fir 4 a /28 Xco Wb
Hl 221 SR B fig,
] B, :
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ML = 0x3A

iz ir &> WKL W iR

Fi1 56 BARES

P 2 R 5 12
AR

WRKE =1:

=2V | AH NM
IPMI #1
Ja HZE R g
1t
00h — 2t
01h - B H

Wi . :

=2V | 56 AR

% 12 ¥ IPMI £ 1
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% 13 E Edge % &2
R I BEAE A Edge 25 25 T 2 45 7 (0 BE B
SEA TR G LRSI RE AU P 32 T M I, B8 DA A I 25 5 P ST DL T MR 2

® https://pubs.lenovo.com/se350-v2/system_configuration
® https://pubs.lenovo.com/se360-v2/system_configuration

® https://pubs.lenovo.com/se450/managing your_server
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fise A FRENFEE BY M B BY

WMAREBTFEREY . RSIEADY, 5F REAFEKBA X Lenovo M ELZFE L, MAKSK
Bl Lenovo #2448t 7 M 2 M RV BY K

JTHEM ER A T AL E R BEA K Lenovo RS, Wik#r. RS ZFEHEHFE L
http://datacentersupport.lenovo.com

E: AT RER IBM B 5 AT 3RO 55 1945 B.. IBM & Lenovo *f T* ThinkSystem
Y L e 55 SR B R

e 2 Al

EBHZ AT, "HATHE T2 AT mE, W R E A O SE R =808 FoR#, 5k
B CSR B AR MR 35 N By B 5 A8 £ 8 DAASE B PR AR e £ A ) 3

=R BITHERAZR

B AT Lenovo TEKALAEBI B Lenovo 7 fi SUR R 8L B B2 W ad A2, AT DAAE 8 A 10 4% 1)
WG 0L T T2 08, Lenovo 7 i SCH BT 4 T Z M A AT Z K, REBEL, BIER
GUAIFE P ) SORY 34 4 2 WO RRE 38 20 BR DL B 5 3R T B A B R AR Y S B . A SRR BRI, 1
S BAR F GEBRE P SR

Al AE DA AL B #R B ThinkSystem 7= & 7= 5 3CHS :

https://pubs.lenovo.com/

AT DU R DL 2R B AT A ok )

o WHINFTH &RSIHBEE,

o TIAR G AR B R EIT R BIT A

o WMARGALT R MNP, BFMEAERA RSN PEH T K Lenovo /* i, Lenovo
PRAG 253K A 2% AF 75 B Lenovo 7™ fh W BT & S SR 47 A S8 377 Bh BB A AR PE RO LA (BRlE S5 A
e S ) o WURBAETH R L T MR RIS R, WER S5 N B R TH 5
BAFRIRE A

o WMREAEA CHIFERZE TH M LEKM, HEF hetp://www.lenovo.com/serverproven/ Pl
il DR 85 B0 ™ i SRR IZBE AR R KA

¢ iJj[f] http://datacentersupport.lenovo.com I p AR A AR B AR R AR B

— #% Lenovo €35 (https:/forums.lenovo.com/t5/Datacenter-Systems/ct-p/sv_eg) LT
e e A LAt N 388 2 3 AL ] 7L

B AT Lenovo TEERALABI 2K Lenovo 7§l SCR 2 8L s BRi2 W ad A2, 8T DAAE 8 A S50 4% Bl
WBOL PR FZ 78, Lenovo 7 fh UM H T ZM A HATMEHNIK, KEBERL, BIER
SRR 5 BRSO 34 4 3 WO 12 W 25 BR DA O B R R A0 B R AR B B B . QR SR IE A 1D, 3
S BAF F GEBRE P I SR
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WEHEXBINARAENES

RN N LR Lenovo 7™ i 75 ZARMB IR S5, B X IGAEBCRZ AT fUAF e o, XAFBARM ST A BUR e
% B R A O SRR BE R B . IR FT DA hitp://datacentersupport.lenovo.com/warrantylookup 1
fiE T B RE R TR B

WAL TG B ARG A ARMS AR X255 BA B FHARMRS A G e 3248 @ g ey 2,
P46 =2 52 B Ie) 20 8 W R 55 7K e

o RS XA FGS CnRE-)

o HLEFHKALS (Lenovo PIALEALES#RIN)

o« M5

o FH5

o Y[ RS UEFI M 4 2% Bl

o JLMbAHRAE R, WERMEMHE

bR 7 B H Lenovo XX F#HlH, & W DA M| https://www-947.ibm.com/support/servicerequest/
Home.action & M F R 551K, WIFRAZ T RFIER, BARMSS A FORREGS IR W8 H <
5B, MR ) S AR . 7EBSE ORI “mFIRF1ER” )5, Lenovo HIARMST A
R 37 B O 28 oK ) U R T K

I = Bk 55 FfE
Sy T Y 359 R 55 25 1 AR A J5 I S Lemovio 3¢ FEHLI 15K, 485 T A 7 B4 T D Tt —
35 43 0T I 55 e 95 0 £ 95 2 0 1 S B A O L

AT DL TR WO R 55
¢ Lenovo XClarity Controller

" [l Lenovo XClarity Controller Web F T 5 CLI Rk Wt 5 Ik 55 2% W Ik 55 B4 . W DR A2 S0 A
¥ H R %ZF| Lenovo ZFAHLA,

- AR Web RHWAERFBIRAELZE L, 152 M https:/pubs.lenovo.com/xcc2/NN1

ia_c_servicesandsupport.html,

- ARMEMH CLI WERSEIEMEZE L, 1S5 hitps:/pubs.lenovo.com/xcc2/nnlia_r_ffd

ccommand.html,

¢ Lenovo XClarity Administrator

7% & Lenovo XClarity Administrator, i} £ Lenovo XClarity Administrator F15Z % Jij
SR A BRI 2 o P I B B WOER 12 SO IR KGR B Lenovo SCHRFHLIN, IR R 12 I SCHE
i il Call Home KiX%| Lenovo XZFH Al SFTP KX | H AR ST Ry . vl 3 sk
LWCHE, JFLmEE R, RIEHK 2 W SR IEE] Lenovoe SLHRFHL

AIFE DL R P HE3R B 5% Lenovo XClarity Administrator PN i E H 3 ] & @ 51 1 5 2 5 B

https://pubs.lenovo.com/Ixca/admin_setupcallhome.html,

¢ Lenovo XClarity Provisioning Manager

f# /] Lenovo XClarity Provisioning Manager M “UWE RS EIE" shib rl Wik R SRS 5.
A R H BBIE, WAEiT S W e LR R R

® Lenovo XClarity Essentials
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Al R AE R AR WIZAT Lenovo XClarity Essentials, B 7RS¥, Lenovo
XClarity Essentials & ] WA R BAE R GMME B, WMHRAIERSGEFMHE,
Eé’f:ﬂlﬂﬁ%ﬁﬁ%, ﬁf@.fﬁ‘ getinfor fﬁé\o ﬁ%ﬁ'ﬁf getinfor E@nggﬁn ‘jﬁgé%l\ﬁ]

https://pubs.lenovo.com/lxce-onecli/onecli_r_getinfor command.html,

ERAXFIHM

AT I 2R SCRE DRI 8RS B o

il d Lenovo AU 55 1R 4 B IRIUBE A} R 55, B K Lenovo AR AL IRE IR 55 1Y
MRS iRBER, WE i https://datacentersupport.lenovo.com/us/en/serviceprovider, RIG
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R E &% BSMI RoHS F B

Restricted substances and its chemical symbols

RAMERECBRR

§hLead
(Pb)

ZKMercury
(Hg)

& Cadmium
(Cd)

NES

Hexavalent
chromium

(Ct%)

E2 N ES
Polybrominated
biphenyls
(PBB)

ZR KB
Polybrominated
diphenyl ethers

(PBDE)

28

O

O

O

O

ShER AR

O

WA S G

EREHR

RAEEH

AR

R R 1E IR

3

Eeka) i

ERs

BE

BEREASH

ERAE

EMEASH

EmechEBEE£

FEmechW B+

(O} Ho) KON HCN RON KON KON KON HON RON KO KON KON RON RO NO) Ne)

(O} Ho) KON HON RON KON HON Kol HON RON KON HON Kol RON KON NON NO

(O HON KON HON KON RON NON KON N HON RON HON KON KON NON RO

Baa

©)

O

O

(ON HON IO} NN HON KON NON KON HON HON NON HON O KON KON NON RO

(ON HON IO} KON KON KON NON ON KON KON NON RoN IO KON KON RON NE!

BE2.

BE3.

- BIERERBMERFRIER -

Note3 : The “-“ indicates that the restricted substance corresponds to the exemption.

O BRIEEZERAMEZESESERBHAN LS EEEE -

Note2 : “ O ”indicates that the percentage content of the restricted substance does not exceed the
percentage of reference value of presence.

BEL "BHo1wt%” K C#BH0.01wt% BRIERANBEZESSEBHENLSEREE -

Note1 : “exceeding 0.1wt%"” and “exceeding 0.01 wt%” indicate that the percentage content
of the restricted substance exceeds the reference percentage value of presence condition.

hEAER

AP EGEE DML OKRE L.

AMEABRRER
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#35

a

accseccfg fF 4 123

Active Directory ] J*
LDAP 164

adapter 4 185

alertcfg ir 4 124

alertentries 74 168

asu ff 4 125

b

backup 74 128
batch ff4 171

BIOS (basic input/output system)

BMC
EBELIFER 44
BMC ¥Ei#lds 1
BMC & #
BMC L&
#4 BMC FLE 50

#WM5WE BMC iLE 50

WE BMC BLE 51
EENHTBRIME 51

C

CA %%
M 44
Call Home
BLE 48
chconfig iF 4 174
chlog f4 176
chmanual ©4 176
CIM over HTTP ¥ H
set 143
CIM over HTTPS
ZAM,  153-154
MERAH 153-154
CIM over HTTPS ¥i H
set 143
clearcfg 4 171
clearlog ff4 110
CLI # )77
set 141
clock ¥4 172
console ff4 123

d

D3 Hl#, XClarity Controller
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TE 84
dbgshimm fir4 189
dcmi

WEEFIAT A 66

BIEEHE 66
DDNS

DHCP fiR55 #545 € W18 4

WA 130

EHE 130

HH 130

BLE 130
delete

Hr o 164
dhcpinfo 74 129
DNS

IPv4 F-4k 130

IPv6 -4k 130

LDAP k554 139

552854k 130

BLE 130
dns W4 130

(S

encaps T4 132
Ethernet over USB
i ¥R 132
BLE 132
ethtousb 74 132
exit it % 109

f

fans 4 111
Features on Demand
MiBxzhte 138
ZEIE 138
HHE 138
ffdc W4 111
firewall ¥4 133
Flex System 1
Flex IR5#% 1
FoD
MiBkzhte 138
ZEYE 138
HH 138
fuelg 74 121

g
gprofile T4 134

130
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h

hashpw 74 134
help 74 109
history fir 4 110
hreport fif4 112
HTTP i J
set 143
HTTPS it 554%
Zet, 153-154
WEBEH  153-154
HTTPS i 1
set 143

1
identify T4 172
ifconfig 4 135

IMM
spreset 173
WEME 145
BLERE 145
HE 173
HEME 146
BINELE 146

IMM #4168
info ¥4 173
IP Huhk
IPv4 9
IPv6 9
LDAP Jk5 4 139
SMTP k%548 148
fE 9
IP Mk, BRINHS 9
IPMI
wRRSHEHE 191
BE 33
IPMI over KCS i[A]
BlE 42
IPMI SEL H & &
IPMI SEL HEEE 42
E 42
ipmi iy 4
h# 65
IPMI #H
ik 191
ipmi 15 ¥2
HIFEEHE 65
#@it XClarity Controller 65
IPMItool 191

IPv4

BlE 135
IPv4 -4k

DNS 130
IPv6 9

fl®E 135
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IPv6 -1k
DNS 130

k

keycfg fr 4 138

1

LDAP
Active Directory Hl /" 164
ETFAAMEBBELEE 164
ETMANZEE, HMEH 164
Zak,  153-154
R BERAFE 139
BRAREE 139
HERRBEHE 139
Himk s 139
WRERH  153-154
fi® 17, 139

ldap W4 139

LDAP J} %5 2%

DNS 139

IP #hk 139
UID #EEH 139
EH4 139
ZPum e P4 139
i 139
R 139

WA #4139
5 139
HEHE 139
BLE 139
WHCEM 139

LDAP JIk 5525 3t K
set 139

led T4 114

Linux X BAR#EH (BN Linux )

m

MAC Hiik

HH 135
mhlog 74 113
MIB /A 8
MTU

set 135
mvstor fi 4 187

n

node manager
Hefar4 65
ntp T4 140

70



o

OEM IPMI fir4 201
OneCLI 1

P
portcfg fir 4 141
portcontrol fif4 142
ports
HERELTITH 143
BEEN TS 143
Fo# 143
ports v 4 143
power fir4 119
pxeboot T4 122

r

RAID #% &

R/ E 87
RAID #4015 B

M55 meE 87
rdmount 74 144
readlog 14 115
reset T2 121
restore 4 145
restoredefaults 4 146
roles 74 146

S

seccfg ff 4 147
Security Password Manager
Security Password Manager
BE 47
Serial over LAN 191
serial-to-SSH H &M 105
Service Advisor 4 173
set
CIM over HTTP it I 143
CIM over HTTPS #i [ 143
CLI &)%) 141
HTTP 3 H 143
HTTPS i 143
LDAP R&5 8% H 139
MTU 135
SNMP fCHEH 143
SNMP Fé ko I 143
SNMPv1 BXHZ A 149
SNMPv3 BXHR A 149
SSH CLI % H 143
Web ZHEB 123

EHL% 135
B 172
B 172
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BAREHBIL 135
MAPNIET ¥ 123
Bt 135
wREH AW 143
set T4 147
SKLM
EHEHMSE 44
SKLM #% % 4
BE 44
SKLM iif 45
BEH 44
SKLM iif 45 4% B
“TEMYVIE R 44
SKM
M4 43
SMTP
Rs54s 1P ik 148
R ENHL 148
WS Eas 148
BlE 148
smtp 4 148
SNMP 1R H# i H
set 143
snmp T4 149
SNMP [EBFEBCT 58
SNMP [ Bif i H
set 143
snmpalerts 74 150
SNMPv1
MLE 149
SNMPv1 Hl{k
BEH 149
SNMPv1 B & A
set 149
SNMPv1 [ B
HLE 149
SNMPv3 H 5 ik
BB 164
SNMPv3 B & A
set 149
SNMPv3 & &
M 164
spreset ff 4 173
srcfg fiF 4 152

SSH CLI % 1
set 143
SSH %4

AP 164
SSH Ik 5548
Zetk, 153
WERERE 153
sshefg T4 153
SSL

W 41
EREHE 4
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ssl ir4 153
sslefg W4 154
Standard ZFZhHE 2
storage 14 177
it 177
storekeycfg T4 158
syncrep i % 159
syshealth 74 116

t

temps 4 117
thermal 74 160

ThinkSystem & 55 2% [ £
H#Hix 1

timeouts 14 161

TLS

BAREA 161
TLS 74 161
trespass T4 162

u

uefipw T4 163
UID # & @k

LDAP Jk%# 139
USB

BLE 132
usbeth 14 163
usbfp T4 164
users

EHEEYH 164
users 4 164

v

volts fif4 118
vpd 74 118

HOEER 105

mEE 2

gk 1

ohee 1

Mk 9

i B Wi 29

FLE LT 17

XClarity Controller HifiE 2
Standard %) 2

Web %1 E 13

XClarity Controller ZfE Platinum £ 3| Zh#E

Platinum %] 5
XClarity Controller B
XClarity Controller &
D3 flf 84
HI A E 84
PlEH A 19
wlEHMmE 18
T B F Pk 20
LEMERE 36
fi# LDAP 17
FCER K 17
XClarity Controller Mt E
Fi# Call Home 48
XClarity Provisioning Manager
Setup Utility 9

— R
wE 62

f1[E & ¥ BSMI RoHS A H] 220
mEAEEOME ORAGLE 221
El

BE 141

HPOHEEmML 123

w
Web &R 6 ?
Web Hi EHA
BF Web R 12 LDAP /i 554 139
Web A1, fTfMEH 9 set 135
Web ZHIE@EM 23 SMTP flk 554 148
Web 7S [H & i}
set 123 J
< FHHE 57
FHEH
XClarity Controller H& 57-58
ipmi 1% 65
Web Hiii 9 A
XClarity Controller Platinum 3] 2
XClarity Controller Standard %3] 2 NEEEFE 71
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M IRBFRE RS 80
DL M
BLE 135
i1
FEHERHEHS 57
HZHEBEPHEYSE 58
wREHEhEE 67

N

EIEESES
WE 23
EREFRE
KPR B E 23

J]

IS
B 40
Bl
Mk 164
BRI 213
i B3 =4 g
Features on Demand 138
FoD 138
i Bk 4L
enable, disable 134

|

ke

ipmi ff4 65
T Henfiy &

dcmi 66

node manager 65
T %

FrpEE 43

L

HT
HiE®s 98, 138

H

Ay RERR, &
LDAP /it 5548 139
PG RR, R
LDAP li554% 139
fir &
accseccfg 123
alertcfg 124
alertentries 168
asu 125
batch 171
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chconfig 174
chlog 176
chmanual 176
clearcfg 171
clearlog 110
clock 172
console 123
dbgshimm 189
dhcpinfo 129

dns 130
encaps 132
ethtousb 132
exit 109

fide 111
fuelg 121
gprofile 134
hashpw 134
history 110

hreport 112
identify 172
ifconfig 135
info 173

keycfg 138

ldap 139

led 114

mhlog 113
mvstor 187

ntp 140

portcfg 141
portcontrol 142
ports 143
pxeboot 122
rdmount 144
readlog 115
restore 145
restoredefaults 146
seccfg 147

set 147

smtp 148

snmp 149
snmpalerts 150
spreset 173
srcfg 152
sshefg 153

ssl 153

sslefg 154
storekeycfg 158
syncrep 159
syshealth 116
temps 117
thermal 160
timeouts 161
TLS 161
trespass 162
uefipw 163
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usbeth 163
usbfp 164
users 164
volts 118
vpd 118

&4y 128
1w 177
Y 109
B 119
fifh 146
ERLAy 185
wEE 121

Bi kK% 133
K 111
w4, EPBNFHEFIMNEIE 107
i, KA

IMM ¥l 168
Service Advisor 173
utility 109
HHOEEN 123
¥ 189
TR 176
EBRE 110
RS2 BIEMER G 119
BE 123
A f7 R (CLI)
REFIR S 106
A iE 106
k105
23 105
Pl 105
Hitn 217

]

I

EERSHE 118
B, MRS

HH  91-92

+

4, DHCP R4 45E
DDNS 130
W4, &l
DDNS 130
B4
DDNS 130
T 3 TR A R e
LDAP 164
RFAONZEME, Hmi
LDAP 164
BT A
rbs 134
£E 134
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BER 134

+:

Bl 217

4
SEHLH 7

?

T4k

BB kT 87
e 88
el

storage 4 177

>

Ze,

CIM over HTTPS 153-154
HTTPS k5#% 153-154
LDAP 153-154

SSH k5548 42, 153
SSL #it 40

SSL ik 540 41

SSL IER4EH 41
T2 40
REWPEERREE 36
REBEAME 36

BRI 158
AEFF L 47
AR IR

WAV R R 43-44
7R

WiE%s 97, 138
LA RE

Features on Demand 138
FoD 138
THEFW®4A 109
HHHE 58
& J1 v

EREE 4
% Fui v 43 BR A4 R
LDAP JR%# 139
% ;oo kS A B
CAZE 44

HAR 44
i

LDAP JR%# 139
M 164
TS RS A
“TERVIN W 44
MlE 44



~f
MNEIEFHWERE 7
SH

HMAE A 98

)Il

Bt SR AR R ik
MR EH 70

T

TH
IPMItool 191

1]
#»Hy 213

JQ\

PRSI
IMM 145

+

YV RAEH &

VEFEZHE 47
W BB HER B A 5% 107
BRI

LDAP k54 139
BIERGESE 69
B4 R Gl B B

ik 60
BERZER 6

b3

X R4 189
R TLS A

X TLS A& 48
XFEMWT, BHEX 213

X

W RS EIE 214
WHEMRSBI/AE 81
BAIES 21

}_‘I_“

3B AAS H e P
e 19
bR
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g 18

7

TRBEFL 176

H

H#

set 172

H A FtE, XClarity Controller
BE 84
I i

set 172

H

Rfk, %5l
TLS 161

YNGR L
set 135

H

M55 5 %+
W 215
HHZHE 213
w215

IR 55 2%
WEHEHE 46
BLEIES 61

iR 55 2% B 4
HH  91-92

R 55 2% 54k
DNS 130

R 55 2% a8 ik
RS5ABELE 82
WEMBMEKAN 82

MR %5 #IRES
i 53

IR 55 % v 5 B 37 ) 3
fir 4 119

M55 2% HAn % %
LDAP 139

iR 55 2% 45 Bl
—®E 62
BrFeFAG/E 70
BERGMERHRE 60
R&HmELE 91-92
o548y, KE 83
RERSHRK 61
ARG5S 61

R 55 28 iE F5
BEH 46

JIR 55 2% 78 I}
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wEE 83
iRk 55 4% i &
RAID ## 87
RAID H4EHE 87
k& EHE 82
EHHFEE 61
MR8 HE 214
MR 55 %88 B &
T# 81
Wk 81
“MRSSE B ET R
HEHAY BT 62

A

EEMEE B 87
EEEMFEB
W54 118
EE Y
users 164
EETFRHE 143
MR 53 44 55
LDAP JR%# 139
ik 53
ssl 40
REMMNER 36
T 36
RGP 47

Y, PRMSAE 218
HEEBEGMEY 8
HEFEG, =E 218
W REFAE

& 53
WEBRER 6
W%

HTF 98, 138

ZE 97,138

S 98

HHE 138

if|

P

delete 164
SNMPv3 %% 164
SSH %141 164
1 164

HH 164

ilad I
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g 164
Mgz 20
F P P 2 42 5
BE 123
RArilElr g 17
set 123

H

BEREAE 219
BB A Syslog A 58
HL, Y5

M IPMI i & I5¥E 65
i H IPMI &8 65
CiRY KEgL

dcmi 66

ipmi 65
P Y5 A5 B

R ERKE 63
“MRSSEE EHE 62
BIETLAR 63
IR 64

HEERE 64
HiE5E 215
7%

¥ 3% XClarity Controller
BFZNE 17

B TR
LDAP 139
Im

M4 110
BEREHIRES 53
15 45 oL YR

i IPMI 74 65

H

HAs 485, W55a
LDAP 139
R B 70

f

WEAF R S5 M ZRF LI S8 215

WAEATR 53

1 28 Vi )

e, 158
WERERE 158

B R RA S
REET  43-44
B S R ]
SKLM iE BEH 44



FHEBEMSHE 4
wEH 44
BE 44

L DN

YA

i 4L

wE 33

BLE 33

i 15

LDAP k%4 139
set 143

SMTP k5528 148
Wi ¥k

Ethernet over USB 132

Fr

(=gii
DDNS 130
Features on Demand 138
FoD 138
MAC Hiik 135
SKLM it 44
SNMPv1 H#& 149
M52 46
W EE 138
M 164

(Eg kR
ffifl IPMI 54 65

S

RGfER 54
EHE 54
REMAEE 56
#HE 56

REWi
RN 48
wE 48

2

414 & g

LDAP 139
4§ 3% 2% 1

LDAP 139
g Ui ik

LDAP k54 139
45 bn s 70
il 58

X
99 45 1 S
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DDNS 31
DNS 31

Ethernet over USB 31
IPMI 33

IPMI over KCS ¥ili] 42
SNMP #iRki%kE 32
PAMIEE 29, 192

ui H AL 33
FHLIEZ) R AN R R 34
PLIERGE S 43
WA 45 1k 55 3

ME 142
WA 4% 15

IPMI 154 33
Mg 9

IP Hbhk, BINFS 9
A TP Mk, BIN 9
WIS IP ik 9

H

HRAL HH i
BAEERGEL 1
IHEHFELE 1
MRABES 1

A

B 4> it

i 44

B 3h th

set 135
HEXXFERT 213

-

REH B 213
WK 69

[i]

TR
Web MI%E 6
BIERZ 6

i
MR EE B
Linux X BAR#EH (BRIA Linux i)
BB 69
HIEMEN SIS 68
X AR EH 70
g3t RAR R 70
BB AR 69
BirXFF 69

70
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»

i

PAEE L 97
ppE-gil

“TERVFN W 44
wE

DDNS 31

DNS 31

Ethernet over USB 31
LDAP 24

SNMP Zif 32

SSH k5588 42
XClarity Controller #J H #ifiint 5] 84
PIKM 29, 192
£R%FE 23

MR R AR E 23
Ze., 36

Ui HAr L 33

RGP 48

BH 11 71) & B AT PR ) 34
H 29, 48, 192
BEMBMBKAAN 82
WHE RSB 83
REWOS 143
HE 4 2%

CAZE 1

HAH 44
HEHZE 405K

BMC 44
E 45 B

CIM over HTTPS 153-154
HTTPS Mlt554% 153-154
LDAP 153-154

SSH k%548 153
v 44

R4 46

fER A 158

LR
WAFMS R IR B 215

N

_
R A
Linux Xt RS (BRIA Linux k) 70
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