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- this page and its subpage. Back
System Information
Network Interface Port Dedicated -
System Settings
Fail-Over Rule VNont = —
Date and Time
Burned-in MAC Address 7C-D3-0A-CE-30-3D
Start Options Hostname ["xcc-7x05-6543210789 ] @
‘ Discard
Boot Manager DHCP Control DHCP with Fallback -
BMC Settings [ ﬂ
Default
System Event Logs
User Security
1Pvé .Enable -
Local Link Address FEB0:0000:0000:0000:7ED3:0AFF:-FECE:303D/64
VLAN Support (Disable =

> Advanced Setting for BMC Ethernet

Save Network Settings

A BR 6. R HCH: 1 A I T AR R TH o
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Bk 8. A AHE A Lenovo XClarity Controller Manager A€ 28 HUEE F 48 #6  47 (4n S &9 fr) Ik 25 B A7 2L )
k) > BRI A XClarity Controller % B 47 o
BEE -

o HPRGEMMMKIBIE MMM ES E ] se A A - WRER R A H A AR . AR E
JEME— AT I XClarity Controller 54 ° 7£ Network Configuration i+ > # 1t Network
Interface Port 1#{ii () Dedicated (%1% fl195%) 5 Shared -

o FHEFFREANMRER E XClarity Controller UT i FI Y £ KA BE B2 BH 07 B > 752 B a] Mk #5 B B A9 SO -
Bk 9. T RE -
8% 10. #& XClarity Provisioning Manager %5 # °

B &E :

o GO ESRARE R A 1 o3 SN R A R A B AR S > SRR A A A4 A B A BE T A o

o fithnl LA XClarity Controller Web 47T BUHE 247/ I (CLI) » 2K AC & XClarity Controller A8 ¥ AR o 75
XClarity Controller Web 41T H > H B — T A2 BB i Al - 1) BMC BB - SRR 2 U A@Bg » B o] fic & 4
PEIEAR o 7E XClarity Controller CLI 7 » ffi FHEUE 484 (R ZHRMWBLCENZ) Bl E AR -

& A XClarity Controller
il A F B E R A 38 X Clarity Controller Web 41 i £ B XClarity Controller °
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B EEIF : XClarity Controller ¥J 4 5% 22 [ 8 F & 2 8 M %553 7l £ USERID F1 PASSWORD (i i & iy /2 B¢
0> NEFHE O) o WWTHRM A e BA BB S B o 5570045 i B 10 [ 48 0 S0 0 F 38 2 RS > DU
TN A o HEATRE AR > MEVE P UOK PASSWORD RXOE £ B AR o

Bff&E : 7F Flex System H' > XClarity Controller fif 1 # W& F B Flex System Chassis Management Module (CMM)
I T H AT REER b4k [ USERID/PASSWORD | 414 A

9% X Clarity Controller Web 41 [HI A2 HU XClarity Controller » & 58 B T 7126 B

B 1. BHRL Web BI5E2F o 40 URL A7 > #ir A ZHAR A XClarity Controller TP {741k 5% F #4475 o
AR 0. fEFES TR EARBUTTREMEES -

NEBR [EA] HE -

Supported Browsers Englsh v

Clarity Controller2

ThinkSystem SR630 V3 MB,EGS,DDR5,NY,1U

System Events x 2
Machine Type 7D72

Serial Number 1234567890

Power State On
BMC IP 10.240.218.252

Location ¢, Room 1, Rack b, Lowest

ThinkSystem

©2023 Lenovo. Al rights reserved.

8% 3. 7E XClarity Controller & A% H1 - i A & 2 58 S B o an R EOR 5 — IR XClarity
Controller » %A DA ] 3 4545 H1L8 B ) 38 24 R S8 o TR BBl dh gre ke F R A gt - 4
RAEMEREMSHAE 1D W7 mE » B AR KT Re T 20 A i o
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A Home )

Health Summary  Active System Events (2) System Information and Settings [}

B Events ” v ” ThinkSystem SR630 V3 ME,EGS,DDRS,N... Fovier On (Booting OS of in undetected OS)
o =2 B

Machine Type/Model 7072

i= Inventory CcPU Memon, Local Storage Serial No. 1234567890
2/2installed 9132 installed 2110 installed ‘System Name e
M utiization o Front USB Ownership Shared mode: owned by HOST I
]—v_‘?J E @ BMC License Lenovo XClariy Controller 2 Plafinum Upgrade 2 >
[4 Remote Console eor Fover Sunsly o B P Address 10200218252 >
5 installed 2/2installed 16/ 16 installed BMC Hostname XCC-TD72-1234567890 >
£ Fimware Update
= Pt BMC Version 5.29 (Buid ID: DVI39eT) >
o 2
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B storage
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XClarity Controller 1% [SSH ABH48E A | (RSA S8R ) o W R BH Y SSH 4 8 2 A i i & iR
o GBI SSH & 8855 5 1 ) B AE o SRR 5 Wy R S 0
ENSBE
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XClarity Controller » H A% ] A Redfish A1 SFTP 4 o M REIRF AL FRSBR » DA I TR 8 4
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DU ST PR FREVR SRS IRIIR P o SAT MR S R 2R R T BB B AR I Th B > XClarity Controller
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o A0SR )RR A TR > RIGE T R AR U A R B AL o

i%iB OneCLI ThEER EM B Z T
o R ZhiEE
$ sudo OneCli config set IMM.ThirdPartyPassword Enabled
o IV AEFEEMNE (H Salt) o AN EURE %S password123 & A XClarity Controller ) #ifi o
$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print $NF}""
$ echo $pwhash 5e884898da28047151d0e56f8dc6292773603d0dbéaabbddé2allef721d1542d8
$ sudo OneCli config set IMM.Loginid.2 admin
$ sudo OneCli config set IMM.SHA256Password.2 $pwhash
$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""

o WV IRAMBEBEMMMEMNE (% Salt) o LU NEURE % password123 & A XClarity Controller Y
i - Salt=abc °

$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}""
$ echo $pwhash 292bchcd41bh078cf5hd258dh60b63adh337c8c954409442cfad7148bco428fee
$ sudo OneCli config set IMM.Loginid.3 Admin
$ sudo OneCli config set IMM.SHA256Password.3 $pwhash
$ sudo OneCli config set IMM.SHA256PasswordSalt.3 'abc’
o SEHIUME S AS A salt o
$ sudo OneCli config set IMM.ThirdPartyPasswordReadable Enabled
$ sudo OneCli config show IMM.SHA256Password.3
$ sudo OneCli config show IMM.SHA256PasswordSalt.3
o M B A 5 2 RS A salt e
$ sudo OneCli config set IMM.SHA256Password.3 ""
$ sudo OneCli config set IMM.SHA256PasswordSalt.3 ""
o MBLAMRF BE MEE T o
$ sudo OneCli config set IMM.Loginid.2 admin
$ sudo OneCli config set IMM.Password.2 PasswOrd123ahbc
$ sudo OneCli config set IMM.SHA256Password.2 $pwhash
$ sudo OneCli config set IMM.SHA256PasswordSalt.2 ""
BHRE @ VR RIS — LA » L B o U B RS R AT A o AEHCHEO T B M BRAR VA S
FUIJ 0 32 POk ol ) DI 4 2 YE %5 1 PasswOrd123abc -
EBCLIDREREREEN
o FURTIE
> hashpw -sw enabled
o FMEEEAS (M Salt) o LT EUR(E %S password123 & A XClarity Controller &)
$ pwhash = “echo -n password123 | openssl dgst -sha256 | awk '{print §NF}""
50884898da28047151d0e56f8dc6292773603d0dbaabbdd62allef721d1542d8

> users -2 -n admin -shp 5e884898da28047151d0e56f8dc6292773603d0dbaabhddb2allef721d1542d8 -a
super
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o WV IRAMBEEMMMEAE (&% Salt) o LUF#/R{E % password123 & A XClarity Controller Y #
B o Salt=abc °

$ pwhash = “echo -n password123abc | openssl dgst -sha256 | awk '{print $NF}'"
$ echo $pwhash 292bchc41bbh078cf5hd258dbh60b63adbh337¢8c954409442cfad7148hcb428fee

> users -3 -n Admin -shp 292bchc41bb078cf5bd258dh60h63ad4h337c8c954409442cfad7148hco428fee
-ssalt 'abc' -a super

o HEIUME R B A salt o
> hashpw -re enabled
> users -3 -ghp -gsalt

o ] B OME VR S A salt

> users -3 -shp -ssalt
o MBLAMRF BEMEEN -

> users -2 -n admin -p Passw0rd123abc -shp 5e884898da28047151d0e56f8dc6292773603d0déaabhddé

2a11ef721d1542d8 -a super

BysE : AEIESEAE — Bk o MFar BIAERL o AR UE SRS A A 2 o FERLEI o BRIE M BRARIE SRS > &
1) 4 3 T VR ) D4 1 vE 5 1 PasswOrd123abc o

BT MR B ANAR > FERCAR N B H B WS B A XClarity Controller o B AR > F % 75 Al I 45 S0 %8 -
TELL T EH T > ASCF R [ password123] e

$ pwhash = ‘echo —n password123 | openssl dgst —sha256 | awk '{print $NF}"
5e884898da28047151d0e56f8dc6292773603d0dbaabbddé2allef721d1542d8

> users -2 -n admin -shp 5e884898da28047151d0e56f8dc6292773603d0déaabbdd62allef721d1542d8 -a super
HMEEEEARE

oA R o 0 R > T R A BT A T A B A R RS SR EOE -

Web [ & B B 4 5 m By

i AR B R ) B IR BOE Web [ S B AR 2661 IR 182 T o

1E Web B EPEERERBBF WAL > BT LUEE Web FEBAFEMERIN FAEIRBEZ A (LIn@EARA) 2
% > XClarity Controller  BLH i B 2 o i RS fFRFIHIZ 1,440 4088 o WIREE S 0> Al Web FEE
VRS AEI -

XClarity Controller ¥ #8 it 2 ] KRS F] 2 Web FEBUEE o 5 RN PR BE M AL A & A > @il
15 58 RSt Web PEBEAESE > T AS B4R 4] 13 IR 1 8D B0 P A6 P B 3 o

B RE « Wi EAE & BB EH B XClarity Controller £ B L1981 B8 25 08 B8 75 B RIGIR BB > 519 Web FEBIEZE
A [ A TR & T B B B PR o

RFZERAIRE
57 D A A i A B % PO R 5 %2 A S

BRE : 7E Flex System "' » #RF %42 JH A& E B Flex System Chassis Management Module (CMM) & 3 » H itk
M XCC B - (1] CMM L B P 2 A R G ER T SIS
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A8 3l SKLM. fr] iR #5% 9 16 78 MEA BMC > ms € [ SERSEAFIR ] B Ay [fa) iR a5 ik fg | B — TEAR
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B EAF I XClarity Controller B H IR » FR & HURNERERME o I & DL E TP RN 52 BN O 4 461 T 8 T 1R 3
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o JEILZE (CPU)

o GLIEHS

o A% i fit £

* PCI Fi#: +

o EIURALMES

o JEH

o M

o HAth
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CPU Memory Local Storage
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|I a
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€ Power Power Supply 1 has a Configuration Mismatch.
% FOXSPPWODOTL FRU: June 5, 2017 5:51:13 AM
0 Power Mon-redundantinsufficient Resources for Power Resource has asserted.

Power Suppl
) FOXSPPWO110M FRU: June 5, 2017 5:51:08 AM
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o fEERFAREA FIE Ethernet over USB 41 T A Bk B
B e
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BMC License
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BMC License Upgrade

Lenovo XClarity Controller Enterprise
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BMC IP Address 10.243.1.28 ->
BMC Hostname XCC-7X03-1234567890 -
BMC Version V1.00 (Build ID: CDI303V) -
UEFI Version V1.00 (Build ID: TEE103J) ->
LXPM Version V2.00 (Build ID: PDL105C) ->
Location 1, Room 222, Rack B52, Lowest unit 0 -3
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Virtual Media Java Client 10.104,195.61 — O =

File Tools ‘."irtunllnl&din| Help

Create Image ...

Unmount All

Virtual Me{ 4" Map CD/DVD ...
v Map Removable Disk ... 0 Kbisec

Target Drive Mapped To Read Only Duration Read / Write Bytes

CDIDVD
Remuovable Disk

U5B Reset

E416. 3558
R R MIARAEE
o 20 A - S R AL M AR

] Microsoft 11 JT 2 A2 1 22 A= IS b Iy > (A AT AR B 70 2R R e S0 [ 2 ) it o S R B AR IS RS DL > o T
openssl T A 1 T IR AR B4 G 22 2 IRl - BRI S - B A1 pfx B R & A Microsoft 1S falllk #5 1 -

PLTF #8414 7R FEWMATE A Linux MEZER A1) openssl 7 481 1Y % 2 IR o

$ openssl

%5 w.REMKRE T3



OpenSSL>

$ openssl genrsa 1024 > server.key
Generating RSA private key, 1024 bit long modulus

e is 65537 (0x10001)

$ opensslreq -new -key server.key > server.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enteris what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.’, the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:B]

Locality Name (eg, city) []:HD

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Lenovo
Organizational Unit Name (eg, section) []:Lenovo

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:LNV

$ls
server.csr server.key

$ opensslreq -x509 -days 3650 -key server.key -in server.csr > server.crt
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enteris what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:B]

Locality Name (eg, city) []:B]

Organization Name (eg, company) [Internet Widgits Pty Ltd]:LNV
Organizational Unit Name (eg, section) []:LNV

Common Name (e.g. server FQDN or YOUR name) []:10.245.18.66

Email Address []:test@test.com

$ls
server.crt server.csr server.key

$ openssl pkes12 -export -out server.pfx -inkey serverkey -in server.crt
Enter Export Password:
Verifying - Enter Export Password:

$Lls
server.crt server.csr server.key server.pfx

BREREZEERRER

7 R W G e 65 R v R 6 B B AR SE -

QISR A RO v T 1 B B 36 > R P 7 i o 45 6 R R I I B L o
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o BUH : GBI TR T TGH -

o i WM THE(EE R E

i 15— F LTSRN - e B RO 22 S R BT SE S - O 7 O AR o

a0 R B AR SRR > SRR S BR
1. A e (ol A TR R RAR - 4 — T S DA 30 v ol A R o
f— T EH > AP HL R -
- THREHAENUEE T RE o LT > db 5 FRRE -
WNRAE— T ER - AE H AT B R TR > BUA TS i AL -
it — T PP BRI DA o T B it A SR P AR o
W T 75 B XClarity Controller B2 8T RUE) » A & /B840 > % & BURZEHE o 07543 B o] 25557 R )
XClarity Controller FFEAIE R » 552 B 60 B THEIFREEL -

BERE : AR R ALK T MicroSD > BT LI B SR & (F AL 1 SRR - 0BG B AL G R 51 A
AT EIRE [O11R o DO TR G ok A7 R SR > BR T B S T B AR AL S E MicroSD 1A ©

{# A Redfish E#f

S A

Redfish /1 HI {5 i JSON A& 2 A 20 & H > (8 A B s A g F 4 215 © XCC Redfish #2 fEFEHE API
(SimpleUpdate) LA # HTTP/HTTPS/SFTP/TFTP 4 URT #EEUE B G5 > DAL AR R E R EM4HE
1% % UpdateService B Multipart HTTP Push Update o %5 0] DA H 5 4 5 B — Redfish F 7 ¥ T 2 A BT

B T R A A S IR B o

A AL RS SR AR B XCC Il 7 A R S8 A R i A S 10 S 1l 45 2>

curl -s -k -u USERID:PASSWORD-F 'UpdateParameters={"Targets":[]};type=application/json' -F
'UpdateFile=@./NY7TD72-1B-320.zip;type=application/octet-stream' https://10.240.218.157:443/mfwupdate
{

“ld": "f2fdée9d-c0ab-4b11-h9f6-69al7al,

"Name": "Task f2fdée9d-c0ab-4h11-b9f6-69al7al e579c",

"@odata.type": "#Task.vl_5_ 1. Task",

"@odata.id': "[redfish/v 1 fTaskServicefTasks/f2fdée9d-c0aé-4b11-b9f6-69a 17al e579c",
"Messages": [l

"Description”: "This resource represents a task for a Redfish implementation."

“StartTime": "2022-03-21 TOT 16:41 +00:00",

"TaskMonitor": "/redfish/v1fTaskSen.'ice/c069ed4a-e754-4970-ab%9a-922e8a3e076b",
"@odata.context": "'redfish/vi/$metadata#Task.Task",

"@odata.etag”:

"PercentComplete”: 0,

"HidePayload": true,

"TaskState": "New"
}

A 58 S R SR Bt 2 4% - [ A D DUEEAT B SR A9 /F 36 APL RO SE Bl %
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https://10.240.218.157/
redfish/vl/TaskService/Tasks/f2fdée9d c0aé 4b11 b9fé 69al7ale579¢c
{
"@odata.etag":,
"Name-: "Task f2fd6e9d-c0aé-4b11-b9f6-69alrale579¢c”,
Task",
"IredfishNI/TaskSemcenasksff2fdée9d-c0a6-4bI I-h9f6-69al Tale579¢c”,
"Messages": [
{
"Resolution”: "Follow the referenced job and monitor the job for further updates.”,
"@odata.type":
‘MessageSeverity": "0K",
"MessageArgs": [
“IredfishtvI/JobService/J0bs/J0bR0O0000I-1IPdate"
1,
"Messageld": "Update. 1 .0.0perationTransitionedToJobh",
"Message": "The update operation has transitioned to the job at URI 'Iredfsh/vl
IJobService/Jobs/JobR000001-Update'."
}
1,
"Description”: "This resource represents a task for a Redfish implementation.",
"HidePayload": true,
"StartTime":
"TaskMonitor: "'redfishivl/TaskseNice/c069edda-e754-4970-ab9a-922e8a3e076h",
"TaskStatus": "0K",
"@odata.context-: "'redfish/vl/$metadata#tTask.Task",
"ld": "f2fdée9d-c0ab-4b11-h9fb6-b6galrfal e579c",
"Percentcomplete”: 100,
"EndTime": 2022-03-21
"TaskState": "Completed"
}

AW TAF ID - XCC & 7E B E M ALG T | BT A 818 E (R Job Steps > W1F R -

https://10.240.218.157/redfish/v1/JobService/Jobhs/JobR000001-Update

{
"@odata.etag": "\"1647847200776\"", "PercentComplete”: 100, "@odata.type": "#Job.v1_0_7.Job",
"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update"”, "Messages": [

“Resolution”: "None.",

"@odata.type": "#Message.vl_1 2.Message", "MessageSeverity": "0K",
"MessageArgs": [ "NY7D72-1B-320.zip",

"HardDiskDrive"

1,
"Messageld": "Update.1.0.UpdateSuccessful ",

"Message": " Device 'HardDiskDrive' successfully updated with image 'NY7D72-1B-320.zip"."

}’

{

"Resolution”: "None.",

"@odata.type": "#Message.vl_1_2.Message", "MessageSeverity": "0K",
"MessageArgs": [ "NY7D72-1B-320.zip",
"[redfish/v1/UpdateService/FirmwareInventory/UEFI"

1,

"Messageld": "Update.1.0.UpdateSuccessful”,

"Message": "Device '/redfish/v1/UpdateService/FirmwareInventory/UEFI' successfully
updated with image 'NY7D72-1B-320.zip". "

}’

{

"Resolution”: "None.",

"@odata.type": "#Message.vl_1 2.Message", "MessageSeverity": "Critical",
"MessageArgs": [ "NY7D72-1B-320.zip",
“[redfish/v1/UpdateService/FirmwareInventory/BMC-Primary"

],
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"Messageld": "Update.1.0.ApplyFailed”,

"Message": "Installation of image 'NY7D72-1B-320.zip' to '/redfish/v1/UpdateService/FirmwareInventory/BMC-Primary' failed."
}
]

Description": "This resource is used to represent a job for a Redfish implementation.",
"StartTime": "2022-03-21T707:16:58+00:00",

"Id": "JobR000001-Update"”,

"EndTime": "2022-03-21707:20:00+00:00",

"@odata.context": "/redfish/vl/$metadata#Job.Jobh", "Steps": {

"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update/Steps"

I8
“Name": "JobR000001-Update", "StepOrder": |

"lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", "lnvgy_fw_uefi_esel03a-1.00_anyos_comp.uxz",
“lnvgy_fw_xcc_esx301p-0.01_anyos_comp.uxz"

]

"’JobState ": "Completed"

WA Job Step I XCC & fé HAt B w3 [ 45 13 11 1 1 53 -

https://10.240.218.157/redfish/v1/JobService/Jobs/JobR000001-

Update/Steps/lnvgy fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt

{

"@odata.etag": "\"1647847202778\"", "PercentComplete”: 1, "@odata.type”: "#Job.vl_0_7.Job",

"@odata.id": "/redfish/v1/JobService/Jobs/JobR000001-Update/Steps/lnvgy_fw_drives_all.samsung.pm1735.cq-
cq37_anyos_comp.lvt",

"Messages": [],

"Description”: "This resource is used to represent a job for a Redfish implementation.”, "StartTime":
"2022-03-21T07:16:58+00:00",

"@odata.context": "/redfish/vl/$metadata#Job.Job",

"Id": "lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", "Name":
"lnvgy_fw_drives_all.samsung.pm1735.cq-cq37_anyos_comp.lvt", "EndTime": "2022-03-21T07:20:02+00:00",

"JobState": "Completed"”

e 7 v b A7 B UAT T ST SR > 40T BT

system> syncrep

syncrep [options] Launch firmware sync from remote repository options:

-t protocol to connect repository. The local type will reboot host immediately.
(eg: syncrep -t samba -l url -u user -p password; syncrep -t local -l /bulk/bundle.tgz;
syncrep -t http -l http://IP/bundle.tgz)

-l location of remote repository (URL format)

-u User

-p Password

-0 option (extra option string for samba and nfs mounts)

-d domain (domain for samba mount)

-q query current update status

-c cancel the sync process

-r <> firmware rollback

-gl get repository list
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£8E REEHE
Lenovo XClarity Controller 52 45 $H AT 38 5 22 46 T2 8 s 3 1 £ iR 4 AN R AL 7 S ) g o

A Z TR A B XClarity Controller % #8 Z REFN45 P T A G ARl IR A% o 5 B0 ] IR 45 22 26 19 01 i ) BE AR AR 46
EE PR R T S o

A AT DB RN 22 e BB 488 > DAJF A XClarity Coontroller HIHE o
TSR] RO B 8 o SRR AR TR B B AR B A -

f#i F§ XClarity Controller Web 41 i 8 XClarity Controller CLI 3¢ 58 % 4 Bt s 42 88 > &M EEM e
WA AR IC S B o A R 2 8 2 T

o R <5 88 O JHAE S R B A XClarity Controller B R &% L »

o BHEMERMSH > MIER B EUE T BT SO -

N5 {8 XClarity Controller Web 4 If 8 BEEUE) & S8 A AHBH & ol > W52 BISE 89 B T &M . ~ %6

90 B THEREE) ey B8 90 O TREMACE) ML o ANFEE A XClarity Controller CLI & FRUE) 4 58
PIAHB AR > 552 B8 125 B Tkeyefg 41 ©

WERZEFEM 1D U 2 XClarity Controller #XHE » #HH%— T N FIE 4 © hups://fod lenovo.com/lkms/angular/a
pp/pages/index.htm#/welcome

T % Lenovo Press 4832t Lenovo {il IR %45 1 425 JH At L Ath AH BE 03T -

https://lenovopress.com/redp4895-using-lenovo-features-on-demand

ER ¢ BEREEAEYE XClarity Controller BLHE TFAR 5 AR SE RN RE AL ZHSETH8R 2 HEERR AR > SRR A RERK
A EE -

ZEBMEBER
1 0 o - T T 1 R 0 M0 f RS

BB B FESE T SR

HBE 1 fi— T BMC BE TR -
B2 T HHARIRAE -
B3 (ERUBIRAECLE R kTR RIRAE RS BRI P IB IO I O RO B A o 04—
TRARABIERE R > SUE - FBURRMY (b % o SR UMY S0 - Wi (BT AOE ) Bl
Pk MR o Sk FEUHRME IR R -
(R | AL RN O R SR 5 5 o
B &E -
o SR S8R M - Sk LB AR AL
B4 - NREELBHP [ #E e
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B IR B & 58
o P A L O R 5 2 20

R PR B8 WSS TSI R

BB 1 &—T BMC BBE T 0iRH#E -
A Bk 2. BB RS BRI RE) B8 > AR — T RER -

AR 3. A [ MIBR R B &8 | %P > % — N EEE LAFERD M BR BB & 8 > sk — T RUHLUR B S ol -
BRI BB B8l R AR P RS R > RPN BIAE [RMEAE B i e

[ R B £ iR
A S L A B 2 B 2 A 1

A TN R B 8 o WSS R BIARBR

BB 1. &—F BMC BBE T 0iRH#E -
A Bk 2. A€ TR R T PSR R BE A BB e > RRHE W -
A Bk 3. EEHEIARENE b > % TEH IR E L M E) &8 s80% — N EUELABGH S8 E 20K -

AR 4. EPE AR RO HE B
TR ] Al 45 MEE HH T 798 B F) A < 8 o
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BOE FHHAEE

Lenovo XClarity Controller 75 # B 41 ¥ J& Lenovo ThinkSystem ] iz #5 H1 (%) i 5 25 SR AEAH > mIAE B —
XCC b4 8 2 (e ik 45 o

Lenovo XClarity Controller (XCC) J& % & MR FFIEHLEF > B Lenovo ThinkSystem ] Al #5 78 F 1 81 45 He b &
PREER & (BMC) S 4R {4t ] e 45 e B ~ 42 PLAN BRI DI BE -

XCC M H HagE e — ke o A > HEPXE I Lenovo XClarity Administrator (LXCA) A Bt 2 18
fr) R 25 ) PR ST o AERORAE B AR LXCA - Rl 2 ¥R SMB 1% - 0% — i & {6 5 B ro e
JFRUERAE - BRBEEREN > XCC FABEAHDIHE M BEFT AT #E Lenovo ThinkSystem fi] IR % H £ 37 i $i 45 2
HEAL - AR — XCC LA PR BRI IR A% o AT LA 381 3t A AR i 48] B Dot 52 A0 R s 2 0 £ Al 45 ) DR R 225 o

X EMINAEE
S35 AL SR 51 T B 0 — BT

XCC B4R 2 11 T 51 2h 8k

o R BRI A I AR vty A s e B 114 5 A B o
o LAY AR EN B R ST RE AN TR URR RE o

o it EEED B T AR A o

o ARG TR KB G MBHWZ MK E -

o YO ARHE AR Y 2 A R B L R AT B HE SR o
o LI XCC fZ 1 200 {1 i B o

X iR XCC FME4ATNHEM ThinkSystem 17 BR 2§

AR 2% i)
ThinkSystem SR630 V3 7D72 ~ 7D73
ThinkSystem SR650 V3 7D75 ~ 7D76
Lenovo ThinkSystem ST650 V3 7D7A ~ 7D7B ~ 7D7C
Lenovo ThinkSystem SD650 V3 7DTM

Lenovo ThinkSystem SD650—1 V3 7D7L

Lenovo ThinkSystem SR635 V3 7D9G ~ 7D9H
Lenovo ThinkSystem SR645 V3 7D9C ~ 7D9D
Lenovo ThinkSystem SR655 V3 7DOE ~ 7D9F
Lenovo ThinkSystem SR665 V3 7D9A ~ 7D9B
ThinkSystem SD665 V3 7D9P
ThinkSystem SR675 V3 7D9Q ~ 7DI9R

MisE : XCC FHHREAL DI 68K 61 3 7E Lenovo ThinkSystem fr] IR #% A9 % S8 i AS H o

7 AN R R R
o 2 o 10 T B 9
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B XCC H A HS e 1 2 s SR 2@ i I 22 (SSDP) 22 M 81226 VS 5 AR ) A i A48 (88 % £ 2% 05 A JIR 5%
B L JE XCC B R R 2 il JI 4 A9 b ZEAG AT

1. 5§ 5 IR oBs B & sl I 2 (SSDP) 32 1900 £ XCC HEH (BMC B2E —> 483§ —> SSDP)
0. SMEEAEMEE AT (FERRAEH)
(R Eim ] B B R R B RGN - RIREIRAEGERAE o b RBAEMRTS 4% 55 A o b4

W e % — 18 SSDP U A IR [ BRT © B JE 05 0 nﬁ%ﬁi%ﬁ%‘? » BJE SSDP/ 5 A REALAE PLBOE B CAFE A - A I
AR W

7 B RRE
o A 5 R o UG R 5 R <
15 XCC 48 BT 5 A0L 42 0 B T 200 105 B e

i B S ST ) AR AL 40 R ME — 19 ELS A A TR 74 S 4 B [ B o o
HLBGHT Y R AL 2 1%

o HEIMW XCC B e 8 8hHiga Hdg o
o HATI XCC B Hl € A Hr XCC F5 ML A 1 3 i 25 o

o N [F A ity 48 B Lo B v B4 B AT LA, XCC BT 9 # B S RSB > NI B O ] AR 4 9 XCC I 8
WRMEH -

o BEALRY F 618G T LB 5 E O MR IR 5 19 XCC B B S 5 W8 AR 8 i — 1 5l 28 55 0 An IR 28 I AR -
o 5 B B R T B o T A RERE 2 AR > e e 3 E MR R EER o SRR A BURE AL A R A

AR 2
o R 2 o 0 AT M 5 AL

77 SR RE AL I L B AR 2 (A AL B ZhiE - HP S EREENREFEEMIE -
BREE A H AT XCC A ST L E 2 R AR 32 i 8 - RIICE @15

I AR ACE - BAMISEIH ~ SIS - ARG A A

2. BMC AL# : #8% (BT IP LhbFAHBAR E) ~ %2t - [ /LDAP (B35 &R F f2a)
Call Home °

REFEEHRHE S AL ﬂizﬁ][ﬁ%‘%ﬁ]ﬂﬁffﬁ CIFS) B A B AR S R A (NFS) 2l afl i o b 4 5 21 2
ot 7 I - 7 388 AR B [ R 2 e L S50 H ol A JoE v A FﬁE’J&JJﬁmHJM%fr’“ HUAT DA — Ut @
EHEMNEL Mg -

"7 T T ALL Y B SR AE AR AT P IRE W DACE [ARREANREANEORE ) R b B O -
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% 10 E Lenovo XClarity Controller Redfish REST API

Lenovo XClarity Controller $#2f# T — #1581 Redfish #17¥ H 585 I #Y REST APIL > "] IR ¥ Lenovo XClarity
Controller 2N EAT B E A A2 XA Lenovo XClarity Controller & BHFI R % o

AN 2B Lenovo XClarity Controller fal IR #5 7EAH [R] R 4% E AT AV HEE > 22 2 70 A0 [F] 4 1 2 i i R 48 B AT 0
B > ER AT LA A MY Lenovo XClarity Controller D REHE & 3| H A g # o 7548 API & DA FARYE Redfish
REST API /25 > &% HTTPS 4 all I & /73 -

{XClarity Controller Redfish REST API fifi I Ffit ) A T~ 5 4441k -
https://pubs.lenovo.com/xcc2-restapi/xcc_restapi_book.pdf °

Lenovo 4L T BIBUR 1A Redfish Script & » 7£ B #EHHE BL Lenovo Redfish REST API #E47 %8 s\ e il FH/E 2
% o 1@ Script #BI AL T FI AL -

® Python * https://github.com/lenovo/python-redfish-lenovo

® PowerShell ¢ https://github.com/lenovo/powershell-redfish-lenovo

Bl Redfish API 1B DMTF A& (75~ N 148 HE ¢ hips:/ /redfish.dmtforg/ © #Z ML T Redfish REST API
) — MR A B HEAt 2275 R o
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ENME BSTOE

i R A 3 A A - AT ACE L e B P X Clarity Controller FIF§4 » R 75 Z# ] XClarity Controller Web
VI

{# Fl XClarity Controller #4174 i (CLI) A £ B XClarity Controller > 7% Efd Fl Web /M ifi © BH Web
I ER AL B AR T4 -

TAT LA R SSH M BEAE 2EA7HL CLI » B35 855 H X Clarity Controller #EATHE R > SAE A fE%E AT CLI $54 o

FRESTIE
0 A A Ao 0 A7 L CLI ©

WRELFH CLI > #5744 SSH P BeAF £ BB & XClarity Controller IP {2 it (ANTFHHIBI G > F52M% 95 &
THLE scrial-to-SSH EET#E [E] 4 )

BABTTERAER
o A o 0 ST A

or

AT IEBLAR S
HEEAE AT > WM IR

Bk 1. @7 B XClarity Controller [ R o
AR o e [EAM] SR EWmAMHNE ID -
BB 3. fEEMGIE R E o B A G A XClarity Controller T fifi Fil 1) %15 -

BEBEAIEAT < 4TINS systems> o 1847 BUF @ MEAUETT - HRIEAER ST
A exit Shik o OB A &5 RFE B o

Bl & serial-to-SSH E 37 & 4]
AT AR A XClarity Controller 1 £ 7 51 % vt a] A %% 1 AR B &AL -

serial-to-SSH H 45 [n] 1] 3 R 418 HL & 4 ] XClarity Controller M5 5 51 & vt fal lie 2% o 76 R 7 51 85 4
] IRF > FRAT DAAE SSH 7 4% A7 BUfr] IR #5% )7 51 45 o

ffisE : CLI console 1 #54 i iE# COM 35 Bl 5 51 o 97 45 i) P BE AR 2 -
P ERIER &I

$ ssh USERID@10.240.1.12
Password:

system>
KH SSH FEBHEEM A ERHAZM &EEE COM2 °
ESC (

FEAGERIZENE R > LR [E] CLI o ZESLEEGI P > 3% Esc 88 > SREFEALTEIR o CLI IR & #mx » SR
R [\l IMM CLI °
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system>

R

MBI R HER) > AT RRAF AT 7E CLI AR 2 -

TEGE 162 2 il > w5 SC R s R BIHER
o BEESBA T I

command [arguments] [-options]
o FRAFRILIW I K/NE o
o RO BMER/NE o
o JIA G| BUERALH BARTEAE 212 T o BETH BARAE S MR | o
o Tg—fEEEIHRFTME — A E T () o BIHV DU AEE (BH—F8) SREH (ZMFH)

o AUERIAA T B QITIBOR LN > Hln
ifconfig eth0 -i192.168.70.34 -g 192.168.70.29 -s 255.255.255.0
Hrifconfig 2464 » eth0 JZFIHL > -~ -g Al s REIH o FEMFHIh > 5 =B IEEA A 5% -

o JTARINE R T B TR B Y o T 15 IO 2 AR S 1 — R -

Th 8 A PR 1
AR ERELE LI RN BR i 0B T <

CLI BA T3 ae M R

o AUFFEM SSH T Z MEAT CLI FEBAESE -

o WATEF L (1024 8T ICRE - GIFZEH)

o AT R B AR S WA AT T o ME— B4R T D AER IR BE o ATV BRI BT o

o W] LA RS SR N RS S A B B i 18 /\MH 45 4 - history 154 BUR &/ MAIE S MTEH » SRE BT LK
AT HE 2 RITERS > WA T # ) -
system > history
0 ifconfig eth0
1 readlog
2 readlog
3 readlog
4 history
system > !0
-state enabled
-c dthens
-1192.168.70.125
-9 0.0.0.0
-5 255.255.255.0
-n XClarity ControllerAO0096B9E0D3A
-r auto
-d auto
-m 1500
-b 00:09:6B:9E:00:3A
-1 00:00:00:00:00:00
system >

o fE CLI " > fi b Bl [ PR 2 2 KB o (A Sflr o 8745 < 1 N AERE 2048 {17 JT o IEBR A ]
TR S EE R B e A (7 7 1) 5 4 o S0 (] 5 1 S )

o i SCFRE R R HE S HATIRAE > DL )
system> power on
ok
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system> power state

Power: On

State: System power of f/State unknown
system>

o RARIER D R/ANE -

o RIE S HT|# M EE DB M2 K o Bl > ifconfig eth0 -1192.168.70.133 5L A IERE o IEfESE
% ifconfig eth0 -i192.168.70.133 -

o FTAIEA A RMEEE MBI -h, -help A1 ? BEIH o 51 Ay A &1 4R 42 (AR F) 45 51 -
system> power -h

system> power -help
system> power ?

o HTARIFEE T I e S REAB AR BN RSB E o REAFENEE LRSS E » Gl
A help =k 72 #EIH > 40N B E TR
system> help
system> ?

* TE Flex System ' > #433%& H CMM &2 » HIEEAE XClarity Controller HHEEK ©

RERBIEFHFHNETREE

ﬁi%@a?ﬁ%ﬂllﬁrﬁkf?ﬁﬁ CLI 18205 B o MIHE S MR 0t T4y - B TEEEHE S K H)
s 1% A AP R B AR

ffi & XClarity Controller CLI 54> it 58 ¥ 5 B FIEFHEF) R
e %5 112 H Taccseccfg $§4 1
170 H Tadapter $§% 4
113 H Talertefg 54 4
154 H Talertentries 84
114 B Tasu $§% 2

116 H Tbackup 84 4
156 H batch 54 J

159 H "cheonfig ¥4 4
161 E Tchlog 154 1

161 B T chmanual 84 4
157 H Tclearcfg 84 4
100 H "clearlog 64 4
157 H Tclock 84 4

111 B Tconsole 54 4
173 H "dbgshimm #§% J
117 H "dhcpinfo $84 4
118 ® Mdns 5§44

120 B I_f:ncaps B4
120 E Tethtoush 54 J
99 B Mexit 84 4

100 ® fans $§4 4

101 © Tfide #6542

120 H T firewall 54 4

HFHEHFEFIEFIEI TIPSR



110 & fuelg 84 4
121 H  Tgprofile 54 1
122 H Thashpw 84 1
99 H Thelp ¥84 1

99 H Thistory 8% J
102 H Threport 84 4
158 H  Tidentify 54 4
123 H Tifconfig 54 4
158 H Tinfo 84 4

125 H Tkeycfg 54 1
126 H Tldap #8444

103 B Tled #5412

102 B "mhlog 54 4
172 H Tmvstor 54 J
128 H Tntp 844

128 H Tportefg ¥4 1
129 H Tportcontrol 54> 4
130 H ports ¥§4 1
108 E power 8% 1
111 B Tpxeboot ¥4 1
131 H "rdmount 54 4
105 H  readlog 8% 4
109 E Mreset 84 1
132 H  Mrestore 84 1
133 B restoredefaults $§ 4> J
133 H  Troles 84 4
134 H Tseccfg 64 2
135 H Tset 842

135 H Tsmp 54 4
136 H rsnmp 841
137 B Tsnmpalerts 54 4
159 H Tspreset 54 1
139 H Tsrefg 642
139 Bl Tsshefg $§4 4
140 H Tssl 624

141 H Tsslefg 684 2
162 H Tstorage 5% 4
144 H Tstorekeycfg 54 4
145 H  Tsyncrep 5% 4
106 H Tsyshealth $§4 4
106 E  "temps 6% 4

pil R R
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. 146
147
148
149
149
150
150

1 1 1 1 1, 1

Vs

HEHBEHEEERE

T thermal 84 4
T timeouts T84 J
Mds 5§44

M trespass 754 1
Muefipw 54> 4
Tusheth 4 4
Cushfp 84 4
151 B Tusers ¥§4 4
107 B Tvolts 64

107 B Tvpd #5644

PrABRNET

7 3 PR A S R E T PR A AR L CLL $54
Bl 3 A REXES

exit 86

i | b4 48 QLI FEBE 2 -
ffi f exit #5471 & B4R CLI PYBAEZE -

help I+

Bt TR BE AT IS
1) help 45 T 6 9745 45 TS LA 0 AT 962 1

history 1§ %

BEAE 4 AT $ e Rl O 3% g 4

/1 history 154 0 BUR C 8% B R AR\l 15 & R 5| B
A1) ARER LR

i) -

system> history

0 ifconfig eth0

1 readlog

2 readlog

3 readlog

4 history

system> ifconfig eth0
-state enabled

-c dthens
-1192.168.70.125
HISTORY-g 0.0.0.0

-5 255.255.255.0

-n XCCAO0096B9E003A
-rauto

-d auto

-m 1500

-h 00:09:6B:9E:00:3A

HHT RS o

[=1=]

E‘o

S B

MER==S

G AT LITE i SRR T OT A 7 o

o SRAZ BRI IE Lo R G AR REAE (AT T4



-1 00:00:00:00:00:00
system>

ERES

A T RE AR F B E PR 1) B A CLL 48 21

HAETA 11 HEgEsES

clearlog ¥+

HEHE 4 R B BR IMM S H & -

fiiFl clearlog 154 A iR IMM 144 H
B RE @ MR S EEESCRR AN o

N RBUR K IERIAR T 8 -

F# 7. clearlog 757
TR {1 R 51 B 1 R A SR A

Loy o

b o LR A A TE RS ARSI RER > A REME LI 4 -

> oAb (5 R TH SO TH L]

B]E

&5t BA

-t <all | platform | audit>

SRR BT RO TR o MR AR - HUREOPT A T 0
K -

HAOFRH R B

o all @ T FARE . WS-8 FHAFMFEZLF

* platform : V- & H/FHHA -
o audit © TR FBA o

i

system»> clearlog

All event log cleared successfully
system> clearlog -t all

All event log cleared successfully
system» clearlog -t platform
Platform event log cleared successfully
system» clearlog -t audit

Audit event log cleared successfully

fans IS
B8 4 A A B s A IR 5 R B 3R o

i 1} fans $5 4 AT B 4 18 ) AR 45 8UR A9 2 1L o

i -
system> fans
fanl 75%

fan2 80%

fan3 90%
system>
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fidc 85
W38 4] AR A A B RS BB R -
S — G R (ffde) 5 2 T AR &R > W% E [ 2P0 -

THE A S ffde 45 I TE S
* generate > ] &  HTI IRES ER A

o status - ] kg A IR A5 G RHE 191K 28

* copy - W] # R BA B9 IRES E R

o delete > nJ il 5 BLA 14 IR B &k

TRBURSBEIAN G

Z## 8 ffdc 15
TSR 2 R 5 B AR AR s o S A BRI - R TE R A RN SR T A AH B -

HIF 5 BA &

-t KB GRS 1 GEFZEE) M4 RBER) - BAMHESEEIATHWHE
R - IREER N B HFEEEREN T4 - HEEE 1 -

£ A A sfp HAEH 8% o | SH¥ sfp o FEM A EEEAR - SUEAHEATMEm M E / (~/ 5
/tmp/) o FRRERRKELEN L -

-ip ! thip/sttp fa) Mk #5 (49 437 41k

-pn ! thip/sttp 17 i 7% HY 12 9% TR B 69/22 o

-u! sftp Al R #5 19 {5 2 24 7

pw ! sttp ik 5 1 25 105

1. generate il copy #54y HAth5|

A 7
ffdc [options]
option:
-t1ord
-f
-ip ip_address
-pn port_number
-u username
-pw password

i g

system> ffdc generate

Generating ffdc...

system> ffdc status

Type 1 ffdc: in progress

system> ffdc copy -t 1 -ip 192.168.70.230 -u User2 -pw PasswOrd -f /tmp/
Waiting for ffdc.....

Copying ffdc...

ok

system> ffdc status

Type 1 ffdc: completed

8737AC1_DSY0123 _xcc_120317-153327.tgz



systemy ffdc generate
Generating ffdc...
system> ffdc status
Type 1 ffdc: in progress
system> ffdc status
Type 1 ffdc: in progress

system> ffdc copy -ip 192.168.70.230

Copying ffdc...

ok

system> ffdc status
Type 1 ffdc: completed

8737AC1_DSY0123_xcc_120926-105320.tgz

system>

hreport g+

{6 LA 4 T BEUR iR PR RE R

T RHEUR hreport 54 ©

F% 9 hreport 15

AR 2 e 5 B AL B R S R B9 hreport 45 4 @

g & B3

generate F2 LT Y PERE RS
status TR g

copy B Y R
delete ] B BE A Y 1 B

T RHUR generate Fl copy BEIARY 5] 8 -

F#& 10. generate F] copy ¥+
T 2Rt 2 ke A1) B R AR A S 2R A% > H AL generate 1 copy $5 4 BETE A THF W] o

=15 B
- A A sip HAEH 8 > HRERRAELENST (B1E stp » S50 T > 5
REBBRZRERMLE / (~/ X /tmp/) )
-ip thip/sfip {7 MR 7% B A7 41k
-pn tfip/stip A IR 245 W3R 5% (FRR(E 69/22)
-u sfip i)l 45 1) i & 4 7
pw sfip 7l I %5 ) 25 75
mhlog E+

il P e i 2 AT BEUR e AR 15 B) H REIHE o

T RBURS BRI G -

F# 11. mhlog 5%

AR 2 8 e 51 B {1 AL Y A > L B SR T S T
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K 11. mhlog #7 (#E )

B2 & BA

-¢ <count> BUr (w80 HE (1-250)

-i <index> BURMER S| (1-250) BRIV IE H

£ i H S5 R =B RE2

-ip fip/sfip 170 R 58 9 Bz ik

-pn thip/sftp fal IR A% VIR 55 (FEE 69/22)

-u sfip Al /IR 25 19 {51 F 35 44 73

-pw sfip 7] JR #5% F) %5 1§

&5 45

BUR & T R -

Type Message Time

Hardware SAS Backplanel(SN: XXXX9CE0O9L) is added. 05/08/2020,04:23:18
Hardware CPU 1(SKU NO: 50844440) is added. 05/08/2020,04:23:22
Hardware CPU 2(SKU NO: 50844440) is added. 05/08/2020,04:23:22
Hardware M2 Card(SN: RISH9AJ0037) is added. 05/08/2020,04:23:22
Firmware Primary XCC firmware is updated to TGBT99T by XCC Webh. 05/08/2020,06:40:37
Firmware Primary XCC firmware is activated to TGBT99T . 05/08/2020,06:41:26

Hardware PSU1(SN: D1DG94C0075) is added.

led 5

il M 45 2 TR FI € LED AR o

05/08/2020,06:43:28

I led $5 4 ] BRI 5% € fal ik #5 19 LED JRAE -
o TEWABMIANEN FEUIT led $54 > [ FUREI I H MR LED MR EE -
e led -d 154 3 IEL/E L led —identify on $i5 4 B IE S Bc (1 -

NRBUR A BIAN 5]

B 12 led 157
R 2 R R ) B AR AR AL R AR > L A AR IE - 2R T R SR SE AR BRI (L

3] 5t BA &

- AR BT A RS R T ootE LED ik g

-chklog BAPAK A H 3% LED off

-identify SRR LED 91k & off > on ~ blink
-d BH Bl ir 48 72 5 BERY a5 LED FEEE (F))
3

s
led [options]
option:

-l

-chklog of f




-identify state

-d time
i) -
system> led
Fault off
Identify On Blue
Chklog off
Power off
system> led -1
Label Location State
Battery Planar off
BMC Heartheat Planar Blink
BRD Lightpath Card off
Channel A Planar 0ff
Channel B Planar off
Channel C Planar off
Channel D Planar 0ff
Channel E Planar off
Chklog Front Panel off
CNFG Lightpath Card off
CPU Lightpath Card off
CPU1 Planar 0ff
CPU 2 Planar 0ff
DASD Lightpath Card off
DIMM Lightpath Card off
DIMM 1 Planar 0ff
DIMM 10 Planar off
DIMM 11 Planar off
DIMM 12 Planar 0ff
DIMM 13 Planar 0ff
DIMM 14 Planar 0ff
DIMM 15 Planar 0ff
DIMM 16 Planar off
DIMM 2 Planar off
DIMM 3 Planar 0ff
DIMM 4 Planar 0ff
DIMM 5 Planar 0ff
DIMM 6 Planar 0ff
DIMM 7 Planar off
DIMM 8 Planar 0ff
DIMM 9 Planar 0ff
FAN Lightpath Card off
FAN 1 Planar 0ff
FAN 2 Planar 0ff
FAN 3 Planar off
Fault Front Panel (+) off
Identify Front Panel (+) On
LINK Lightpath Card off
L0G Lightpath Card off
NMI Lightpath Card off
OVER SPEC Lightpath Card off
PCI1 FRU 0ff
PCI 2 FRU 0ff
PCI 3 FRU 0ff
PCI 4 FRU 0ff
Planar Planar 0ff
Power Front Panel (+) off
PS Lightpath Card off
RAID Lightpath Card off
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Riser 1 Planar 0ff

Riser 2 Planar off
SAS ERR FRU off
SAS MISSING Planar off
SP Lightpath Card off
TEMP Lightpath Card off
VRM Lightpath Card off
system>

readlog &+
R4 v /R IMM A H G -

i readlog 54 Al UK IMM S1F H ST H o B BUR LW S 1F H Gt o 48 2808 B % i b 21 iR 25 19

NEP R

readlog & 76 H 55 — R PUAT R BEUR SE4F H s P RO RT BB (Fe R i B B AG) > 482 44 U Iy FJ

GHR T HMER -

readlog -a R FHHETMIEEE (REGHEE M) o

readlog —f & H il wt ##% > WHURFMH P RHET 5 WIEHE (RREHEHBMK) -

readlog -date date & H /R riEE H ¥ (LA mm/dd/yy 48 E) WEFHEEE - ErllRE
HAR () mFEeH S -

readlog -sev severity & &R s E B EMHER (E~W- 1) WEFAGEE - EfEEER
(1) [ b5 7 e i P 55 0 L o

readlog -i ip_address & &5 E A7 214 H 55 A9 TFTP 8 SFTP il IR #5619 1Pv4 BF IPv6 IP fiidik o — B

i —i F0 -1 F8 A BEIE AR E L E o

readlog -I filename & il & F {4 H SRR AE R o —OFEH —i A1 -1 F5 2 BEIE T 45 2 & -
readlog —pn port_number & #/R 83 E TFTP 3 SFTP fil iR #8 (R 5% (FHRLE 69/22) -
readlog —u username & 55 SFTP fa] il &5 i i J1] & 44 7 o

readlog —-pw password & 1§ SFTP fa] Ik #5 (1) # 6 -

EERe
readlog [options]
option:
-a
-f
-date date
-sev severity
-i ip_address
-1 filename
-pn port_number
-u username
-pw password

i

system> readlog -f

112017-06-17T09:31:59.217 Remote Login Successful. Login ID: USERID

from SSH at IP address 10.134.78.180

212017-06-17T07:23:04.685 Remote Login Successful. Login ID: USERID

from webguis at IP address 10.134.78.180.

312017-06-16T11:00:35.581 Login ID: USERID from webguis at IP address 10.134.78.180 has logged off.
412017-06-16T11:00:15.174 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
5 12017-06-16T10:40:14.352 Login ID: USERID from webguis at IP address 10.104.209.144 has logged off.
system> readlog

6 E SERVPROC 12/18/03 10:09:31 Fan 2 Fault. Multiple fan failures
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7 ESERVPROC 12/18/03 10:09:31 Fan 1 Fault. Single fan failure

8 I SERVPROC 12/18/03 10:09:25 Ethernet[0] Link Established at 100Mb, Full Duplex.

9 I SERVPROC 12/18/03 10:09:24 Ethernet[0] configured to do Auto Speed/Auto Duplex.
10 I SERVPROC 12/18/03 10:09:24 Ethernet[0] MAC Address currently

being used: 0x00-09-6B-CA-0C-80

system>

syshealth &%
I Fe A PR A Re sl /E AR -

1 syshealth &< m] BRIk 85V RESAE I SR IO 28« SEPUIRAR - RATINAE - AERIIRAE (B4R -
RIS - FAEH RIS - ROIERE) - EURRCEN RO IMM SRS IR B AL BUR -

RHIE

syshealth [argument]

argument:

summary -display the system health summary

activeevents -display active events

cooling - display cooling devices health status
power - display power modules health status
storage - display local storage health status
processors - display processors health status
memory - display memory health status

o

system> syshealth summary
Power 0On

State 0Sbooted

Restarts 29

system> syshealth activeevents
No Active Event Available!

temps I

LA 4 AT B B A T RE A I L B 5 (R R o
) temps 454> A 8RR B A7 1 58 AL BE I8 5 (B o 78 AL B B Web 40 T P BEUR RO AR ]

Example
system> temps
Temperatures are displayed in degrees Fahrenheit/Celsius

CcpPuUl N/A N/A 80/27 N/A N/A
CPU2 N/A N/A 80/27 N/A N/A
DASD1 66/19 73/23 82/28 88/31 92/33
Amb 59/15 70/21 83/28 90/32 95/35
system>

B 3% -

1 s BT 5 E AR
WR = B (IE [0 [ 58 i (E)
W B R MR R A E B R
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T : W (BATHE)

SS t IEWBM (EEHEERE FR)

HS : BN O a] [0 18 i A E B RR)
9. Jir A i BB ¥ DA HE [ R /4 QR 2 B A o
3. N/A Fom [AR#EA] -

volts 85
i A It 4 208 B s ) IR 2% 2B JAR AT

1 volts 44 R BRI A o JBE AN TR BRI A (H - A8 AL TE R B Web A1 0 SR AT -

Example:
system> volts

Sv 5.02 4.00 4.15 4.50 4.60 5.25 5.50 5.75 6.00
3:3w 3.33 2:80 295 3:05 3.10 3:50 3B 3.0 3.8
12w 12.75 1130 11.30:11:50 11.85 12:15 12.75 12:40 312.85
-5v -5.10 -5.85 -5.65 -5.40 -5.20 -4.85 -4.65 -4.40 -4.20
-3.3v -3.35 -4.10 -3.95 -3.65 -3.50 -3.10 -2.95 -2.80 -2.70

VRM1 3.45
VRM2 5.45
system>

BERE « bt B T E A
HSL : BB ()  ORn] BRI E TR
SSL : IE W B (&) (B EEGAE T R)
WL = 5 () (JFEHEERAE TR
WRL : Z5mat () (& m AR E )
vV ERE (BATHE)
WRH : EHEGE (7))  (OF @R )
WH = 8% (&) (ERERAE LR
SSH : IEWBAM (/)  (RREEEA(E LR
HSH : A& (&)  CORAT R AE R

vpd S
WG FE 4 AT B 7 B ] JIR 5 4 A A B A i M 2 R (B E SR

1 vpd 482 W BUR &AL (sys) * IMM (bmc) ~ il ]k #§ BIOS (uefi) » Lenovo XClarity Provisioning Manager
(Ixpm) ~ Al IR #F#THE () ~ FAIIR#ER TCAF (comp) A1 PCle 4E'E (pcie) A HE 25 B R o L& RNEL Web 41 1H]
o BRI ARIA] o

R

vpd sys - displays Vital Product Data for the system

vpd bmc - displays Vital Product Data for the management controller
vpd uefi - displays Vital Product Data for system BIOS

vpd lxpm - displays Vital Product Data for system LXPM

vpd fw - displays Vital Product Data for the system firmware

vpd comp - displays Vital Product Data for the system components

B E AT AE
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vpd pmem - displays Vital Product Data for Intel Optane PMem
vpd pcie - displays Vital Product Data for PCIe devices

i) -
system> vpd bmc

Type Status  Version Build ReleaseDate

BMC (Primary) Active  0.00 DVI399T 2017/06/06
BMC (Backup) Inactive 1.00 TEI305]3 2017/04/13

system>

ARBERMEHRBBEHES
¢ R U 40 NP U P 0 S0 R0 9 BT FCBY LI 4 437 56

HHTA 4 1847 fik 25 76 U6 A0 =07 BB 48 & -
power %
I i 4> 55 B A 428 o 4] R 5 EE TR o

i ] power 454 il ] il & IR o ¥ power 154 - MW HAA [EmfAReGER ] / [E
HRCE) ] A7 HUREE X

RS LLE power 5 4B 0SS T4 -

Z18 13 power ¥+
TR 2R 5 B = AR B AR L) AR > PR power 154 - TR AR A48 S B AHBA(E -

- a5t B3 L=

power on {5 L4 4> AT PR RCAR] R 45 R on ~ off

power off (o A 45 4 T ] DA A e 4 FE 9 on * off
B¥RE @ —s 738 TE M A A R P A A 45 76 U5 2 T BR PR AR 26 R A

power cycle %Hﬂﬁh%‘é%ﬂf‘ﬁ%ﬁﬁﬁﬁﬁlﬁ%&%% o SRAZ 14 B RCAR] AR 45 7B

B¥EE = —s 238 TE M)A 6 BRl PR Al 2 5L 2 T BRI PRI S R A

power enterS3 RS EIEERFAER S35 (KIR) ML o
B R @ MbF 1R AE VR 25 R S B RRIRR () o S IR 7 BIF A Rl IR
YR s M o

power rp i Y LM 288 T W] 45 S A R R I alwayson | alwaysofT| restore

power S3resume | i LR S AT WAEE S3 ((RAR) M P RMESERAT o
BERE @ LS 4 AR 1R 36 2R S B RSB © SIf IR 7 B A5 frl i
e B354k S3 R -

power state o A 4> FT B ) B i S VIR B B AR e 2% R BRATHARRE o | on ~ off

T #f17 power on - power off [ power cycle 154 %2 1H -

Z# 14. power #5F
TR 2 5 B = A B A AR 3RS RS AR IE - S TE R R TH R AR B -
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F 1% 14. power 157 ( #AE )

B]E &5t B |

- i P Akt 288 T W 7 B PR AW IR 2% VR 2 AT SE A PRE R R 4 -
FfizE : 7% power off & power cycle 154 Al
-every BRI > SFE S —-s #IH -

-every ¥} power on - power off [ power cycle #5411 | B&E : Mt38 IE A9 (B b 7 2= i PR ol & 76 HoAb AT

BEIETE > AlE AR R o B R ERARBER | 28 -
PR ~ 5 VR BE PR o B A% T PR Y B HE - IRe ] S R
(HFHZEHE) - Sun|Mon | Tue |Wed| Thu|

Fri| Sat|Day | clear

-t o ) L3R AT 5 fr Al A SR DR B R ~ BRI PR SE R BB | B 5U4% X 2 hhimm
PH B8 BT R 38 ] A A3 1 R ] (/)R A 2 88
-d (o1 P G 298 T W] 4 0 B BT AR 2 FE R L« bt/ power | 6 T 5045 5K - mm/dd/yyyy

on Hi5 4 Ky HAth 3% IH -
BYE : -d B -every BEVHMEILTE[R] — 45 S P -

-clear o7 JH 1388 T ] 3 B 2 PR A9 B IR B RO H 8 - 06 /% power
on 54 [ HAhEIH -

2F ¥
Gz

power on
power of f [-s]
power state
power cycle [-s]

T A& 5 power F5 4 i o

LA AR A 1:30 BPAMESE R St &Ik & i wHA IR 4S
system> power off
-every Sun -t 01:30

L EAET R 1:30 B PHAESE R &0 F 8 RO IR 4% > wEA FHI484 -
system> power cycle
-every Day -t 01:30

B R W — 1:30 BARUR IR &8 FEUR > FERA TSRS ¢
system> power on
-every Mon -t 13:00

EEAE 2013 4F 12 A 31 HIEG L 11:30 BRI AR %8 B IE > wEd A T 51354 -
system> power on
-d 12/31/2013 -t 23:30

o B PR A B AR A BA R > R R A4S

system> power cycle
-every clear

reset IEH
Jligk iR R IR G = i

] reset 454 Al HHT RN fAl lie 4 o 7 BEOE I BLAR % > BanZH B A T IR B 87 RO A7 U -
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FRBURSBIAN G -

7% 15, reset 157
TS 2 Rk B B = AR AR s P S A R TE - SR IH R A B TH A A (A o

23] i8R &
- AR 2R WECBPIEER AR -
-d HER B AR E R DB - 0 - 120
-nmi T (M 25 b 7 A R T M B 2 B (NMI)

RHI%

reset [option]

option:

-s

-d

-nmi

fuelg IE S

LA 4 8 B fr) R 45 78 R 64 A B R

) fuelg 5 4 n B Al A 45 76 Y5LGE 175 T2 O AH B il > LA R A AR o o U B o LR 472 T DAL
BRI o N RBUR IR T8

F# 16. fuelg 77
N R R 2R R 5 B A AR A A R > H o RS A SR T 73R T 0 R A8 TH A AR BAAE

3] a8 &
-pme TEAR R 5 P ROR = fs ) FE VRS SRR B BRERE o on * off
-pcapmode | 3 il R &5 A9 2 2R EBRAR S o input ~ output
-pcap 1 HIE BT fuelg 184 > M AAEATEIER > @8R | LAFEHE
AL T Ze b BR (o6 B A 1 B -
-history FURFETE B BN AR R pc * perf
-period HURBEREEAE (16 12~ 24 /M) DA/INIR 2 B0 1) S0
-pm % A 1 R R R e i R AR - o bt - EA H Al A
o rt - M E A ETREES ()
e ort- N _1 4% B I 4 il
-zm RSUR BA57 A i A X o SRS S e A i 1B LA &R | on > off
FEHIRE > A BB E MR E o
-perf FUR HEIMFTEM AR > GIERLA - MUEMEF 1/0 - HAa
-pc HURHEAIFEEREE e output - H/R HAT DC FEE & » B
AME L AFARS > EHEERS -
CPU ~ i fEi M AL TR FE R & 5 3
i ITE JJ MR > B R &8 R4
e input - BN HAMMAFEEF - GIEHR
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7 7
fuelg [options]
option:
-pme on|off
-pcapmode inputjoutput
-pcap
-history
-period
-pm bt|r|rt
-zm on|off
-perf
-pc input|output

i) -
system> fuelg
-pme: on
system>

pxeboot &
s 4 T BUR A e [BARET AT EREE | AR -

TERABIEM UL T AT pxeboot W] f# [ H47 [ ATRATERSE | &€ « FREURSEIHMN T8 -

18 17. pxeboot #5 7

RS2 (A ) S = A B AR A AR 5 R B A TR T~ 73R Tl R 23 T ) A B (L

B EL fe
en HE TR ST ATAEIRY | enabled ~ disabled

[P RT AT ERBE ) AR -

i
pxeboot [options]
option:

-en state

i -

system> pxeboot
-en disabled
system>

FHEHERES
7R R U B R 4

HE RPN EHEMIES 5 111 B console 844

console IS
W FE A B AR e 5 BT ] R A PR B AR

i 1 console $554 n] Bty IMM Y45 %E 51 35 19 J5° 51 520 48 o) 6 748 5 B B /R 2 o

2F ¥
e

console 1

11 =,

R F ]
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REES
AR A RE PR P L E CLI $5 275 -

FIRTA 41 fi B E R4

accseccfg BT
i F e dE A v BURFIRL B IR P 2 2 M s0E -

TERABIAM UL T AT acesecefg 454 » WHURITAIRE L2 M o FREURK BT -

&% 18. accsecclg #+

AR 2 (A 5 S = R B A A A% > e B A BRI - R TE A A R TE A B (L

BYRE o 4% A7 8O o U ) A ZE/ N
A BOWIR -

30 55 B3 &

-am e o 08 Gy o local * Idap * localldap * ldaplocal

-Ip DS ARMEE FREMSEMM | /it o f 2880 2 - 0 = $E R E BN
(5r%)

-pe EHARUAR (X) Ak 0 F 0365 Z[H 5 0 = KAEIH

-pew A AU A A T IR0 F 30 ZH > 0 = KAREE

-pc AR 20 G 2 AR P L on * off
-l WHSRE o USRS AR R A EORA o RIS R A At 8 F
32 ZMH o RIS 0 B 32 ZH o
-ci T s R (/NFE) A0 F 240 Z[H - 0 = LRSS
-If BNRHOR S ERR - A0 F 10 Z[H > 0 = KARBE
-chgnew %%ﬁﬂk%}\zfﬁﬁéﬁi‘ﬁmwﬁ%%‘ on ~ off
-rc 20 S LA R A0 10 2> 0= L RVE A
-wt Web #l Secure Shell [Hl EFFBAEZEE | Ak 0 F1 1440 Z [H
(4 8#)
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Syntax:
accseccfg [options]
option:
-legacy
-high
-custom
—am authentication methoc
-1lp lockout period
-pe time period
-pr state
-pc state
-pd number characters
-pl number characters
-ci minimum interval
-1f number failures
-chgnew state
-rc reuse cycle
-wt timeout

g
system» accseccfg
-legacy
-am local
-lp 2

-pe 0
-proff
-pd 1

-pl 4

-¢i0

-Lf 0
-chgnew of f
-rc 0

-wt user
system>

alertcfg 8§
i P G4 4 P SRR R B IMML 1B 33823 i

nn@
@

2 -

TER A BEIAR G UL T 4T alertefg 454 » ] BUR i A7 16 dull e v 6 7

K& 19. alertcfg #F
T R 2 IR 4 B =R A A R A

S FREURSIEH T -

Fovp G045 A% 8 TH 738 TH B 20 A3 TH I AH BRI (L -

T I $2 WS 22 BT B S R RE[H] -

BIE EL &

-dr BEAE IMM BB EOR Z AT ER | 0 & 4.0 M8 (UL 0.5 S8 A )
ZF“?E’J%T#HTF”?

-da BELE IMM B REREEFEREFN |0 F 4.0 48 (DL 05 A8 E)

ﬁﬂ%f‘ﬁﬁuéﬁ Al AR e

-1l BOE IMM B sl 6 ZOR B B S IR B

0% 8

2F Y
An

alertcfg [options]




options:

-rl retry_limit
-dr retry_delay
-da agent_delay

il -
systemalertcfg
-dr 1.0

-da 2.5

-rl 5

system>

asu S
484 1] 2 Bt & UEFI 5¢5E o

Advanced Settings Utility 64> (ASU) A] JAZRBC B UEFI s & o 34 R S0 80 1 WS - A fEf# T /7 UEFI
R ST AR A o

TRUE LI asu f5 SR RS T4E -

F#M# 20 asu EF

TR AR5 B =R A AL A A% - K e B asu 48 S RSB AR S T4 o A RHE S
{1 38 P WU B B ) (B

S B 1=

delete ) G A 4 W BR i 1 B Bl slRt Bk o e 6B T IR | setting_instance
FIER > B4 > iSCSI AttemptName. 1 ©

help 5 Y A 4 T B — {1 22 IR R ) i D AR o setting

set %@ﬁt*ﬁéﬂ%ﬁ%%&ﬁiﬁ@ﬁ o 1% UEFI sk E s Ay A{H - | setting value

o WBOE R A R E / (EHACE o
o QIR ARE R BH B —BOE o JIUAT L B T
o GUR(EEEZER - MEM SIS

o PR R s BAELASE SR (=) 43BR o BI4N > set B*Bootorder
"CD/DVD Rom=Hard Disk 0=PXE Network" °

showgroups 5 FA L 48 4 PSR AT F I BEA o I8 SR E FIBEAL | setting
M2 - BT R EIRKT LM BN -

show i FH L35 & W BUR — M M BT E - setting

showvalues {8 e 4 T BN — {8 3R 21 B 1 BT A R] REAE o setting
B &E :

o BUHE A B BIURROE B A FEE A B

o GHURBOE AR E GIBE TR LR

o MEBURTHRME (WRA)

o HRMMEELIZEAMAEIN (< F1 >) fH{E -

o SUFEBURREE TR ERR > LR IESFRRA -

fff 5% :
o TEFEAFHIEY - setting & EAGHI S R 2 24 F > value BB EMHE -
e Setting AL RZ 4 - (HH T set 154 FiBRSb ©
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K% 20. asu 157 (HAE )

5% 388 &

o Setting i LLEL A I IE - GRS (+) S ©) -
o Setting FTLLEEEAL - 3 AL all -

THE R EUR asu TEA MR EA)

o HBEHBURNITA asu 82 HETH > G A asu -help °

o HEBURITAIELSMTEMHIN > FEHA asu -v -help °

o AEHBUR—ATE L MFEAEI - A asu -v set —help °
o WHEIEH (Y » G5 A asu set setting value -

o HEBURBIITME > 55 A asu show setting °

o HEDRMIMEXBURBE > FHHWA asu show -L -b all

o HEHUNKEMTA AL > 55 #i A asu showvalues setting - show values f5§4-#iff :

system> asu showvalues S*.POST*
SystemRecovery.POSTWatchdogTimer==<Disable>=Enable
SystemRecovery.POSTWatchdogTimerValue=numeric min=5 max=20 step=1 default=5
system>

NRBUR A RIAN 5] H -

F##E 21 asuiEE
T KSR i 2R A B = AR AR AL SR > e R AR I~ 3R TE RN AR R TR A AR B AE -

B & BA &

-b DAL A% X BER -

~help! BURTE 4 AR IE o help HIH
B4 Z 1 > il > asu —help
show °

~-help! FURFE M o —help BEIHF A 5
&2 1% > it > asu show —help -

-l e 2 (AR
FE) e

-m REWARELME (58 E
ID) -

v FEANER L o

1. --help #JHA] BLATAT 45 S5 B A -
2. -v BIAMR AL asu EIELS M -

R
asu [options] command [cmdopts]
options:

-v verbose output

--help display main help
cmdopts:

--help help for the command

BYRE : N E 2R S BIH > SR A1E S



i asu & H 84 Wi E £ M UEFI #% € » DL ST AT R 0384 - i ] tropen #l trset 54 1] &
AL ST EE R Z R ERL SR o [ tropen 154 W BIRLE A4 E ID 5SS - i ] trset 154 n] i
ROE T B4 o (1 trcommit 154 FEEC MY o SEMAS S > ATLAME A trrm $5 205 H M B -
Bz} : UEFI st i@ REE @ ID A = BRI S -

TREEHE asu FESBEE ML SIS -

FH 22 asu XZHES

T 22 R 2 R B B = R AL R k% > Hh 0 transactions 754~ FEA BRI AR B -

e G B
tropen id WAE A AT ST S A% > Hh e S8 EsoE s | Id Bk TS > 4 1 -3 My
JE ° IE o
trset id HAE A A — M s M e s E RS B - Id 2 REAIT R A1 - 3 ST
j‘l: o
trlist id WAE A G BN SRR RE (R SR RAE CLI Shell | Id Zsk Bl 78 > A& 1 - 3 RZEY
RESIR S BEERAM - JC o
trcommit id WS ATHEEW T LA - A EHERUITNE | 1d B3 FE > A4 1 -3 MEHRT
ST ] 85 5k IT e
trrm id ILE S EGTEREE R B IEE > BB S o Id Rl 7 > ) 1 -3 (E S
j‘D o

AL Z A8 UEFI #% & 1 s

asu tropen TR1

asu trset TR1 UEFI.BootModes.SystemBootMode "UEFI and Legacy"

asu trset TR1 BootOrder.BootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 BootOrder.WolBootOrder "CD/DVD Rom=Hard Disk 0=PXE Network"
asu trset TR1 UEFI.DevicesandIOPorts.Com1BaudRate 115200

asu trset TR1 UEFI.DevicesandIOPorts.Com1DataBits 8

asu trset TR1 UEFI.DevicesandIOPorts.Com1FlowControl Disable

asu trset TR1 UEFI.DevicesandIOPorts.Com1Parity None

asu trset TR1 UEFI.DevicesandIOPorts.Com1StopBits 1

asu trset TR1 UEFI.DevicesandIOPorts.COMPort1 Enable

asu trcommit TR1

backup £+
{1 s 2 w] S0 A0 BUAT R AR A i I A o
N REURBIEIAM G B -

F % 23 backup 5
TR B 2 R A B = AR AR SRA o L G0 A SR T~ A3 T 0 R A2 TE ) AR BRAEL o

®g &t B8 &

- i 4R 2 BRI %

PP YT o 2 A8 473 R A 0 2 G 114 %5 10 8 A 7 4 A R RS ET 95E B E AT R A
-Ip TFTP/SFTP falllR &% 89 1P iz dik AR TP 7k

-pn TFTP/SFTP il [l i 14 12 5% HRRYE (FRE 69/22)
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F#% 23, backup 157 ( #AE )

] Bt &

-u SFTP 1a] B #% 1 {5 F 32 &% 1 R 2 A
-pw SFTP 1a] IR % #Y 2 fi5 A

-fd 4y CLL #5469 XML 3 AR 4 BRI 4
FE

backup [options]
option:

-f filename
-pp password
-ip ip address
-pn port number
-u username
-pw password
-fd filename

i

system> backup f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>

dhcpinfo ¥
ifi Fi 48 4 v 44 DHCP Al iR 5 45 eth0 $5IRAY 1P il & o

f#i Fl dhepinfo 154 AT 4 DHCP Al #% £ cth0 (WR ML/ /2 DHCP A ik &% B B AL E) F5IRAY IP L

& o Al LUE A ifconfig 454 2 BT S5 ] DHCP o

5 3
AR

dhcpinfo eth0

Example:

system> dhcpinfo ethoO
-server : 10.240.0.10
-n : XCC-7X19-123456789A
-i : 10.243.4.66
-i6 HE
-g : 10.243.0.1
-s : 255.255.240.0
-d : labs.lenovo.com
-deé
-dnsl : 10.240.0.10
-dns?2 : 10.240.0.11
-dns3 : 0.0.0.0
-dnsel : ::
-dns62
-dns63

I 2 W L SR A Y



F % 24. dhcpinfo #5 7
T 2 2 I A 1) L 1R R AL A > BH i Al 8 BT 5 A B I o

I & BA

-server FEIR WL E 1 DHCP fd] it 2%

-n FRUR A T4 78

4 BRI TPv4 ihk

€ iR/ PAL TR R A

-5 T8 IR 1 T 48 itk e HE

-d 5 Uk 1) 48 45044 7

-dnsl F% 1Pv4 DNS fal ik &% IP izt

-dns2 KZ 1Pv4 DNS IP ik

-dns3 55 =#% IPv4 DNS falflR#% IP {41k

-i6 IPv6 fiidik

-d6 IPv6 #4804 18

-dns61 F- % TPv6 DNS il iR #F 1P fi7 dik

-dns62 RZ TPv6 DNS TP fir dik

-dns63 % =%k 1Pv6 DNS falflR#% 1P {41k
dns EE®

i F UL 38 A AR A BEE IMM /9 DNS Bt & o

BiFaE : 7E Flex System 1 > #EEE R IMM LAY DNS

%€ o DNS 2 H CMM EH -

TERATEIAMTE UL R $UAT dns 454 > ATHURITA DNS B E &l o FREURSEIER 78 -

F## 25 dns IEF

I h 2 A S B = AR EAR AL R > H P AR AR

98 JEL 1 2o 738 TP AE A M

3] 5t BA &
-state DNS ik fig on ~ off

-ddns DDNS ik & enabled ~ disabled

-il F % IPv4 DNS il iR & 1P {73k oL 1P A HEAE R0 IP (il
-i2 YCE 1Py DNS IP fiziit A1 B TP (bl A 2 TP Bk o
-3 55 =% 1Pv4 DNS falllZ &% 1P {3k My 23 0 TP 7 HERS A TP fzdik
-i61 FZ 1Pv6 DNS fal IR # 1P {74k IPv6 A& =LA 1P bl o

-i62 YCE IPv6 DNS TP {7 ik IPv6 #5201y TP Az hE o

-i63 55 = #% IPv6 DNS fal IR #§ 1P {7 ik IPv6 11 1P f2dk -

-p IPv4/TPv6 1B SEIIE )T ipv4 ~ ipv6

RHIA
dns [options]
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option:
-state state
-ddns state
-i1 first_ipv4_ip_address
-i2 second_ipv4_ip_address
-i3 third_ipv4_ip_address
-i61 first_ipv6_ip_address
-i62 second_ipv6_ip_address
-i63 third_ipv6_ip_address
-p priority

BFEE : FHIHE GBI E S E A DNS B IMM B o
#if -

system> dns
-state : disabled

-i1  : 0.0.0.0
-i2 : 0.0.0.0
-i3 : 0.0.0.0
-i61

-162

-i63

-ddns : enabled
-dnsrc : DHCP
-ddn

-ddncur : labs.lenovo.com
-p : ipvé

-dscvry : enabled

system>

T 3R B D A e T O A BRI

1% 26. dns 1§ HI B A
T Ry 22 A 51 B A A AL B R R A AL A ) o A2 T o

i21g w5t B8R

~state DNS jIk#& (on X off)

-il F: %% IPv4 DNS fa] ik &% 1P {7l

-2 RE TPv4 DNS TP fiihik

-i3 55 =#% IPv4 DNS falflRa% IP fizdik
-i61 F %2 IPv6 DNS fal ik &5 TP fzdi:

-i62 X E 1Pv6 DNS IP fizhik:

-i63 55 =#% IPv6 DNS fal R a5 IP fizdik
-ddns DDNS ik (enabled 5% disabled)
-dnsrc DDNS 18 AR #4384 f& (dhcp X manual)
-ddn FHF5E M DDN

-ddncur 34T DDN (MEGH)

P B DNS falfiz#: (ipva 2K ipve)




encaps &+
i FH UL FE 2 W 5 BMC %5 W encapsulation #X o

NRBUR S BEIAN G

K& 27, encaps ¥+
N FRIE Y —fIEURE 5] BEL 1R L AR ) A > L BRI R TE I o

B]E

&t B8

lite off

3 BMC %53 encapsulation #E3 » 3 BHRCE T 45 i F 2 B J3 3847 B

ethtousb 1§
i ethtousb 54 W[ H/RAIEL E £ K4 B £ Ethernet-over-USB 3 ¥t o

LU A AT SRS AR £ K A8 B R 5E ¥ L % Ethernet-over-USB A [A] 5% o

TER A BRI E UL T $17 ethtousb 54 - AH/R Ethernet-over-USB &l o N REUR % B IHRY 5] 8 -

F# 28 ethtousb 1+
T R JE B 2R A B = A R AL R R > L R AR I - A3 TR A RN 28 TE Y AR BE (R o

3] B3 &
-en Ethernet-over-USB Jk fE enabled ~ disabled
-mX BE BRG] x 935 E DVESE () BRI ELE » #5% port1:port2
Hoft :
o MEFRABEIE S MERGIRIE ) FHEH | £ 10 MY -
o IBHIHEM port1 MR L KA B IR GE -
o IR port2 J2& Ethernet-over-USB 3 5% o
-rm FEBR T 2 2R 51 1 35 3 1 % 10
ERAEEN BN T ethtousb 54 > FHFURIBEILERT| -
iERr
ethtoush [options]
option:
-en state
-mxport_pair

-rm map_index

il

system> ethtousb -en enabled -m1 100:200 -m2 101:201
system> ethtousb

-en enabled
-m1100:200
-m2101:201

system> ethtousb -rm 1

system>

firewall ¥4

o P AH 4 4 TG 5 i LA BIR 1 A€ 6 8057 31k ) 47 B > S T LA 288 45 R ol A R (] SR ] o dn SRR Fe R IH
RI5H 85 H ATAY RE -
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NRBURSBEIAM B

& 29, firewall 155

N R 28 R 5 B A AL Y A b L SR T SO TH S

®Ig B &
-bips B 1-3 M8 1P 4k (DUEE DB - CIDR | AR 1P {7t
ol A ) BtsE : 1Pv4 F1 IPv6 ik AT LAE ]l CIDR #%
A EHH— R Bk -
-bmacs 85 1-3 8 MAC 24k (DAE B FR) BB MAC ik
B EE 1 MAC {7 hb 28 8 13388 R 4 28 o ik -
-bbd HEHBA b B A Hiuk A <YYYY-MM-DD>
-bed LR E W H Bk R A <YYYY-MM-DD>
-bbt B 5H BA Uf R (] e 2 A <HH:MM>
-bet B B4 45 AR IR ] B A R A <HH:MM>
-bti Fe4 1-3 BRI (LUESESRR) e [ A B A% X A <HH:MM-HH:MM>
B > firewall - bti
01:00—02:00,05:05—10:30 & #8445 K
01:00-02:00 A1 05:05-10:30 A [ )47 B
~clr V5 B 4G 2 JE R 1 B OB R R ip * mac  datetime * interval * all

DA ISR TE R 1P 37 1k 3585

-iplp

IP f ik 8 E /) (DA s Big) -

A 0 A1 2880 Z A EL(E > 0 = K AF|

-iplf IP (EhE B SHAE 2 AT B AR BCEE BRR o | A 0 A0 32 Z IR BL(E > 0 = K ABHE
BsE : WRBLEAR S 0> AIEE KA K
4 <accseccfg —If> BEEM <BH A%k
W H ER>
-ipbl BN /BB ESHE M IP M hETE R o del ~ clrall > show
o —del : I BR & SE BH (1) TPv4 3K TPv6
v 3k
o —clrall : &Rk AT H8H 1P
e —show : Hi/R T A 184 1P
#if -

- “firewall”: Show all options’ value and IP addresses blocking list.
- “firewall -bips 192.168.1.1,192.168.1.0/24,192.168.1.1-192.168.1.5”: Block the access from multi IPs

- “firewall -bti01:00-02:00,05:05-10:30,14:15-20:00": Block all access during 01:00-02:00,05:05-10:30,14:15-20:00 every day.

- “firewall —clr all”: Clear all rules of “Block List and Time Restriction”.
- “firewall -iplp 60”:Set IP address lockout period to 60 minutes.

- “firewall -iplf 5”:Set maximum number of login failures to 5 timesi.

- “firewall -ipbl -del 192.168.100.1”:Delete 192.168.100.1 from IP address blocking list.
- “firewall —ipbl -del 3fcc:1234::2”:Delete 3fcc:1234::2 from IP address blocking list.

- “firewall —ipbl —clrall”: Delete all blocking IP addresses.

- “firewall —iphl -show”:

gprofile ¥+

Show all blocking IP addresses.

i e FE 4 W] B8R L B IMM ) Group Profile °



FRBURSBIAN G -

F# 30. gprofile 757
TR B 2R A B = AR AR AR > L G A R T~ A28 TR I R A2 TE ) AR BRAE o

#ig #tBA &

-[1—16] Group Profile i fli 5EH5 1—16

-clear iyt enabled * disabled
o B2 group_name /i % 63 fil ¥ JCH T & - group_name

WIESEME— Y o

nd o35 4 vh T8 Y €0, 2

-d TEAL AL (2R R s B AR A

HI B &8 AR DN)

-h HURHE 4 F g

RHI%

gprofile [1 — 16 group_profile_slot_number] [options]

options:

-clear state

-n group_name
-r role_name

-d group_domain
-h help

hashpw &%

g%ﬁ%%ﬁ? 8 JELH C 0 T AT BT /45 1% 0 PR ARG ZH B - B —re BB JEAE WA AT RSO /45 Ao RERE
i) W R AR e

NRBURSBEIAN 5B

F# 31. hashpw 75+
R 2 AR S B AR B A AR R SRS R S AR I - SR IE R R TH R AR B -

#]1E &5t B &
-sW Y 7 Rk TG 25 0 B B Ik BB enabled ~ disabled
Te b o o e T U BUIR enabled ~ disabled

BYRE @ QR CROT BB o RIAT DUBEE W o

i) -

system> hashpw -sw enahled -re enabled

system> users -5-nguest5-shp ef92b778bafe771e89245h89echc08a44adelb6c066599118811383d4473e94f - r Administrator
system> users -5 ghp

ef92b778bhafe771e89245h89echc08ad4adelb6c066599118811383d4473e94f

system> users

Account  LoginID  Advanced Attribute Role Password Expires
1 USERID Native Administrator  Password doesn't expire
5 guest5 Third-party Password Administrator 90 day(s)
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ifconfig 1§+
i F I HE A P BC B 2R S B A T o

A ifconfig eth0 ATHRBIAT O RAIBEA TIAC B o #7 B30 CORMBR A L B - i KU A SR TE AN (L » 4 22
SENHE > GUHEDEA [RESEHERMZ 2R E | R -

BffRE : 7£ Flex System " > VLAN % i Flex System CMM &3 » H#ELTE IMM &R -

T RBUR S BEIAN 5 -

K& 32, ifconfig 7

AR h 2 R S B = AL R o R A A8 T~ 2R T N8R T A A BRI M o

3] &t B3 1=
-b Bedk MAC itk (MER H R AT ECE)
-state A\ T 4k B8 disabled ~ enabled
- fic & )5 ik dhep ~ static ~ dthens (dthens ¥ Web 4 L1
E & dhep AMREE - MRKMBEHFREE R
i B AE TP {7 dik A B XL HE -
< I 4037 41k A ks A ik o
-5 T ARk X A HE o
n EX ¥ % 63 7 ICH T o FEHRAITLERETE - BT
) TR AR SO R .
N R 10~ 100 * auto
d TR full * half > auto
-m MTU Ay 60 B 1500 Z A #F
1 LAA MAC fhEg R o RAEFFZ ERBE AL (G — LT
M H BB -
-dn A 540 1 A ks A 4 -
-auto DUE S AT L B R R A0 B T4 | true > false
R (1 B B B R e
-ghn 7%t DHCP HUS £ H41% disabled ~ enabled
-nic ZEHREE NIC R shared * dedicated * shared:nixX?
-failover? e TR none * shared * shared:nicX
-nssync? 4 e 2o 1] 25 AL enabled * disabled
-address_table HB) AR IPve ik X HFEHRE | ARG EH A E -
ﬁ?iﬁ D ELERUT TPve FIAEAR B8 B B)
Bl B > HBIEA ] R o
-ipv6 IPv6 iR fi& disabled ~ enabled
-lla 8 25 7 i (37 ik AL A LI B IMM HRE o B (R MERE B AT
BiEE : (A RUT IPve BEA &L BipE | BlE o
gL o
-ipvbstatic 88 TPv6 YR AE disabled * enabled




F#& 32. ifconfig 1+ ( #HE )

3] &t B8 &

-i6 FRAE 1P ik 1Pv6 #& 2 LR AP AEE 0 §RAE TP fidk -

-p6 bk R I 1 B 108 2 R E(E -

-gb FeR] 4 P % WZE TP (ks TPve 4 2 & KBS EE 0 YT
R o

-dhcp6 DHCPv6 7R & enabled ~ disabled

-sab IPv6 fIEiR S8 ) i R g enabled  disabled

-vlan R S5 ] VLAN 250 enabled  disabled

-vlanid JH IMM. 4 748 e 60, i ol 98 3% A1 B 4094 2 [EAY BUE o

FifaE :

1. -nic WHFHR nic MARRE © [active] 15 i B 8T IEAE M AR nic XCC

i am -
-nic: shared:nic3
nicl: dedicate

nic2: ext card slot #3

nic3: ext card slot 5 [active]
$8 i nic3 RN AR~ AORIEY 5 5 nic2 RTEE 3 > nicl & XCC FAE > I H XCC ELEMHE A nics °
2. TEZHEBEN Mezzanine B FAVfAIIRES L > 07 LI#E ] shared:nicX B o IMM A] A{# F it Mezzanine 88§ F -
3. E IMM B B A S A B AR I > 25 P B B IR Al -failover ZETH G IMM 25 ) D) 42

Jh 3L A BRI

4. IR C U KRBT J -nssyne ZETH G IMM 25 (0] i 1] B 271 487 PHLARE i - 3 7T 48 B 8 BT D A9 AR TR

A B HE

ifconfig ethD [options]
options:

-state interface_state
-¢ config_method

-i static_ipv4_ip_address
-g ipv4_gateway_address

-s subnet_mask
-n hostname
-r data_rate
-d duplex_mode

-m max_transmission_unit
-l locally_administered_MAC
-b burned_in_MAC _address

-dn domain_name
-auto state

-nic state
-failover mode
-nssync state
-address_table
-llaipvé_link _local addr
-dhcpé state
-ipvé state
-ipvéstatic state
-sab state

-i6 static_ipv6_ip_address
-g6 ipv6_gateway_address

-pé length
-vlan state
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-vlanid VLAN ID

#ip

system> ifconfig ethO
-state : enabled

-c : dthens

-ghn  : disabled

-i :192.168.70.125

-g ¢ 0.0.0.0

-S ¢ 255.255.255.0

-n : IMMO0096B9YE0O3A
-auto : true

-r ¢ auto

-d ¢ auto

-vlan : disabled
-vlanid : 1

-m : 1500

-b : 00:09:6B:9E:00:3A
-l : 00:00:00:00:00:00
-dn

-ipvé : enabled
-ipvéstatic : disabled

-i6

-pé 1 64

—g() I
-dhcpé : enabled
-sab : enabled

-lla : fe80::6eae:8hff:fe23:91ae
-nic : shared:nic3

nicl: dedicate

nic2: ext card slot #3

nic3: ext card slot #5 [active]
-address_table

system> ifconfig eth0 -c static -1192.168.70.133
These configuration changes will become active after the next reset of the IMM.

keycfg ¥+
{5 FH A 2 W B R ~ BT S B R 4 6 o

RS 4 B T 28 o B IMIML D BE A A7 B -

B &E -

o FEWRALATRIENEN N AT keycfg 541 » G HURC L EME &BMTEE - BURM &SN aise —H
ME SRS RIS - FE SRR - S8WAaRH Y - BSRNMEHEE - S8R > IR -

o IR S8 (K T 1 R 4 8 o

o B E G 8 S ol B SR TR AR M PR 1Y 8 o HRETRN M BR IR o (EMIBRAG e BRI —H S8 o

T RBUR S BERIAN G -

F#& 33 keyclg 157
T R Hh 2 IR e 4 B = A A A o R A A SR T 28R Tl 0 R 3 TH A AH B EL o



K& 33. keyclg 7 ( #AE )

®1g 5% BA <]
-add 1 R < 6 dp > -pn v o-u o -pw K -f FEAEEIHIN(E
-ip EABHMAE 480 TFIP | TFTP AR &80 A 2L 1P (it
] iR 2§ 1P {41k
-pn HEZERERELHEN TFTP/SFTP il IR #5 1A RESE (AR (E 69/22)
TEFTP/SFTP fal iR #5357 5%
-u EAA S B 4 88100 SFTP | SFTP al IR &% 09 A %4l i # 4 18
1) IR #5454
-pw EA B #4880 SFTP | SFTP ] IR #5 19 A % % 1
1] A 7% % 15
£ T3 1 RO & BRI A 4 R & S A% 1) 3ORE 4
~del Y52 2 51 4 5% T B R 4 58 keycfg 75 B A BB & 88 R 5 R Y
-deltype 42 4 B S R ) B3k R 4 9 B & s AE

ik

keycfg [options]

option:

-add

-ip tftp/sftp server ip address
-pn pn port number of tftp/sftp server (default 69/22)
-u username for sftp server
-pw password for sftp server
-f filename
-del n(where nis avalid ID number from listing)
-deltype x ( where x is a Type value)

i) -

system> keycfg

ID Type Valid Uses Status Description

1 4 10/10/2010 5 "valid" "IMMremote presence"
2 3 10/20/2010 2 "valid" "IMM feature

3 32796 NO CONSTRAINTS NO CONSTRAINTS "valid" "IBM Security Key Lifecycle Manager for SEDs FoD"
system>

BEE : iy e R RR G - ID 9565 3 A4 55 BB 7 & B R 78 HAh AT -
ldap &+

15 G 46 4 ] B 7R A B LDAP @l Ell B 28 o

N REURS BN G B -

FK 34 ldap 57
T RS i 2 AR A B = A R AL SR > L R FE AR I - 43 TE N A R 288 TE Y AR BE(E o

BI1H A |

-a i & 82 9N 7 1= local only * LDAP only ~ local first then LDAP ~ LDAP first then local

-aom B g Al A =X enabled * disabled

-b R oy i anonymous * bind with ClientDN and password * bind with Login Credential
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K& 34. ldap £+ ( #BE )

1A 55t B3 L=
-c FHF i ik 731 2 il &% 127 5 76H client_dn 7
-d 19 2 48 4l % 63 il ¥ ICH) search_domain &
-f THE AL 3 0 2 % 127 50K group_filter 7 &
-n 1t & 24 1 B Active Directory B84 o fx % 127 A5 T F & -
g A = 8 1 %% 63 1077 Tl group_search_attr 7 &
-1 B HE R % T % 63 7oK string & &
-p FA 5 ity % 1 ®Z 15 FICH client_pw FH
-pc w2 P o % ®Z 15 HF L confirm_pw & H
§4 % : 1dap -p client_pw -pc confirm_pw
53 1Y) 5 o 2 IS IR 7 2 ML IH o 2 @ HLER confirm_pw 5| # B
client_pw 518 o GnFE L5 HORAAT - BHE 2 0 & ik -
-ep Tl 2% 1 ity /R (R A )
T HRIE H i 44 7% (DN) &% 127 5 tH root_dn F &
-slip fAIflkER 1 B FEHATE/TP ik | &2 127 50K host name/ip_addr 5= 5 1P {4k
-s2ip Al #§ 2 B AL R /1P (it | 5 £ 127 I H) host name/ip_addr = & i 1P {7 it
-s3ip fafilss 3 B F WA FE/IP (e | &2 127 5K host name/ip_addr 5% 1P {3 i
-s4ip faIlik#s 4 B FHATE/TP (i | % 127 50K host name/ip_addr 5 5% 1P A7k
-slpn fal k&% 1 RyIR SR B®Z 5 (8 port_number %755
-s2pn fal IR %% 2 By IR5E W% 5 (i #9 port_number %7 15 5E
-s3pn falR# 3 (3R 55 %% 5 A EY port_number ¥y iR 3E
-s4pn fal &% 4 RYIRE ®Z 5 (8 port_number #7355
-t Rl 75 H B 4% B R rhs BEIEIRF » BCRHOLHEHE E nl R [ A @92 (RBS) ik A ZUE B
gt | THEL Active Directory fl il 5% i — 18 LA _E £ (AR BR B B9 H AR 424 4 o
-u UID 18 =% & ¥ %% 63 LK search_attrib 7
v 73 DNS B LDAP falfflc | off > on
Ik
-h BURTE A F L g I
R
ldap [options]
options:

-a loc|ldapllocld|ldloc
-aom enable/disabled
-b anonjclient|login

-c client_dn

-d search_domain

-f group_filter

-fn forest_name

-g group_search_attr

-1 string
-p client_pw

-pc confirm_pw



-ep encrypted_pw
-rroot_dn

-rbs enable|disabled
-s1ip host name/ip_addr
-s2ip host name/ip_addr
-s3ip host name/ip_addr
-s4ip host name/ip_addr
-slpn port_number
-s2pn port_number
-s3pn port_number
-s4pn port_number

-t name

-u search_attrib

-v offlon

-h

ntp I8 F
(PS4 TR MRS [ 4985 IR 5 (NTP))
TREURSEIEN G 8 -

Z18 35, nip #+
TR B 2 R A B = AR AR SR > G A SR T A3 T 0 R A2 TE ) AR BRAEL o

= S &
en BOR S [ 40 D@l | enabled  disabled
£ o
! FA B I R b ) MRS 4 | R IR BESRIE) A (L) NTP (RS 448 - NTP 1ol i 5 19 2%

FEEL IP iz hb o &2 [ABEIE IR | 51 DEaE 8 5 i1 = -4 o
s | fal e B0 R 51 4R 5%

-f IMM Ry g B4 % ey [ s o e fal R | 3 - 1440 43 8%
R ALRY SR (B B )
-synch SR EL [ 49 R EE e ] AR | RAG Tl {E Sk S s Bl o

T L RPR AL

1. - B i1 AHIF o

R

ntp [options]
options:

-en state

-i hostname/ip_addr
-f frequency

-synch

i
system> ntp
-en: disabled
-f: 3 minutes
-i: not set

portcfg 1§+
8 LG 45 4> o] S35 P 41 B BT A ) DO REIC E IMM -
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IMM 678 e B 77 S fs) iR 4% P 950 F7 B R e ARAT o o B S PP R I > KO AR TR - 5 B Ty

GIREE > BHBE D HA [EESEREGN L 2R E | RER -
B RE : fal il 45 S0 807 51 H A fit MM A TPMIT T RE » JF 3R 248 CLI ° AN 3 4% Remote Supervisor

Adapter II CLI #2811 serred 1 cliauth 75 -

TERABIER UL T BU4T portefg 454 M HURFFIIRILE o N RBURFIEIHM 58 -

BYRE @ BORMYCH (8) e A RERE P > HLER AR o

K& 36. portcfg 15+

AR 2 A B = B AL S SRR o R A A8 T~ 23R TE A AN 3R TE O A B L o

#=1E 25 B8 &
-b LT R R 9600, 19200, 38400, 57600, 115200
-p [&] o2 none * odd * even
S (ER RV 1,2
-climode CLI # 0, 1,2
Hep

* 0 = none : &M CLI
* 1 = cliems : {fi i EMS HZ %8B )7 AR CLI
® 2 = cliuser : A I F & 2 ML BEIE)Y AR BUR CLI

=Y
AH

portcfg [options]
options:
-b baud_rate
-p parity
-s stopbits
-climode mode

i

system> portcfg

-b: 57600

-climode: 2 (CLI with user defined keystroke sequence)
-p: even

-s: 1

system> portcfg -b 38400

ok

system>

portcontrol ¥§ &
{5t 4> nT B RS i B PH AR i iR 5 3 -

A LA 18 S0 3 TPMI 3 el 1 72 Y SR AEAT £ - B A portcontrol T BN IPMI SR AE o 25 22 RUT 5L

5 IPMI A B35 > GEEA —ipmi B8JH > K3 on 5 off (K -

F#% 37. portcontrol 155

R 2 S B = A AR AL A > H e B A8

38 T i 200 23R TEL A A BRI AL

11 =,

R F ]
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F#& 37. portcontrol ¥+ ( ##E )

HIE Bl &
-all MOASE T A A EAEZ | on > off
0
-ipmi FOR Bk A5 A5 LAN 9 ipmi | on > off
el
-ipmi-kes P S PR MR i | on - off
ipmi 73X
-rest R ] REST R on ~ off
-snmp BUR B 45 FH SNMP & on * off
-ssdp BUR B4 ) SSDP B3R on * off
-cli RORA S CLL R on * off
-web B 845 WEB B3R on * off
portcontrol [options]
options:

-ipmi on/off

i -

system> portcontrol
ipmi: on

ipmi-kcs : on

rest : on

snmp : of f

ssdp : on

cli:on

web : on

ports 3§
8 G35 2 0] BUR FIIC S IMML 38 o
HERAREANEN THAT ports #84 > ATEU/RITA IMM B E o T REUVRSBIEMW G| B -

F# 18 38 ports 17
T FRIE B 2 R B B = AR AR AR > L G A R T - A28 TR I R 2 TE ) AR BAAE o

#1g i8R &

-open B BA R 32

-reset IR 5 A T R (E

-httpp HTTP #5§ TR SR - 80
-httpsp HTTPS #:4 THREIBGE © 443
-sshp SSH #x{ CLI 5§ FERLIRGE - 22
-snmpap SNMP £ HFE b 5 FEREIRGE © 161
-snmptp SNMP # i 52 5% TARR Y - 162
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F#% 38. ports ¥ ( #AEF )

E1g &5 BA =]

-rpp o i B N MR Y TERISE © 3900
-cimhp CIM over HTTP 35§ TR 9% © 5988
-cimhsp CIM over HT'TPS 355 THRLER Y © 5989
=F1 Y

[3[=]
ports [options]
option:

-open

-reset

-httpp port_number
-httpsp port_number
-sshp port_number
-snmpap port_number
-snmptp port_number
-rpp port_number
-cimhp port_number
-cimhsp port_number

i)
system> ports
-httpp 80
-httpsp 443
-rpp 3900
-snmpap 161
-snmptp 162
-sshp 22
-cimhp 5988
-cimhsp 5989
system>

rdmount %
{5 i LG 4 T 2R o 2o v R L O (5 R B A s 3L

T RBUR A BEIAN 5]

Z % 39. rdmount ¥ 7

N I R 2 R 5 B {1 AR B e > L s T SO TE Y o

Fff 5E :

o % Z A LLFE XClarity Controller 7RfE S o FE A MARE S > 36 XClarity Controller RDOC: Hj B & H ik £
JE PRI o WA K NEFE ARG HE 50 MB o BRIEME T —rw BEIE - 7RI A WS AR R 0 R o

o (il HTTP ~ SFTP 5% FTP %8 i\ 17 & 2 & ml 3 e {2 45 05 > BT M348 1 KNS 515898 50 MB - 40
HEA# F NFS 58] SAMBA @il » QA KRG -



F# 39. rdmount 757 ( #4E )

B]iE &5t EA

T rdoc 13 (HZRAEH > Rl pb R 55— fR 388 IH)
-r -map @ F#H RDOC WLGHE

r -unmap<f# 4>+ H#EKCHERK K RDOC WG

-r -maplist : BN XClarity Controller Web #5845 M CLI /T 4
#H RDOC ML A

-map -t <samba |nfs | http | sftp | fip> R A BRI
-ro MEH

ke B
-TW &Y

-u i

A REEME (URL #530)
-0 I (samba F nfs A FEINRIEF H)
-d #H3 (samba 2 #1498

-maplist SR S WY S

-unmap <id|fname> EHE B RS id > B rdoc {F FIHE 4
-mount B Y B RE

~unmount DS 26 oY AR

restore IS
i FH 38 2 W R I A 1= R R SRR E o
NRERNABIENG| S -

F# 40. restore 5%
SR 2R R B B A AR s P R A BRI - SR IR A A R A A M -

®1g 5% AR L=
-f W 13K 24 T IR %
-pp TR T B 3 R TR0 S 28 S 1 2 RS AR RG] 98 A a T i
AT i AL
-ip TFTP/SFTP fal i #$#9 1P 17 4k R 1P A7k
-pn TFTP/SFTP fa Ik #% (1) 3255 BRREEE (FERRAE 69/22)
-u SFTP fal il #5% 0 i F & 4 7% H Al & 47
-pw SFTP fal ik #% 19 2% 7§ VR QiR
FEL
restore [options]
option:
-f filename
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-pp password
-ip ip_address
-pn port_number
-u username

-pw password

H g -

system> restore f xcc-back.cli pp xxxxxx ip 192.168.70.200
ok

system>

restoredefaults &%
{F A2 A I IMM R EER A R RTERRE -
o BA R restoredefaults #5413 IE o

o TEMEPEUBLIR S ZHT - RETE TORMMER LGS

RE
restoredefaults

ol

system> restoredefaults

This action will cause all IMM settings to be set to factory defaults.

If thisis the local system, you will lose your TCP/IP connection as a result.
You will need to reconfigure the IMM network interface to restore connectivity.

After the IMM configuration is cleared, the IMM will be restarted.
Proceed? (y/n)

Y
Restoring defaults

roles IEH

i ) b 48 4 R8s B A G o
RN BRI 5B -

F#& 41, roles 15

R 2 R ) B = A AR ALY A b LA AR I

38 T i 200 F 23R TEL (Y A BRI AL

EIF %88 L=
-n T E Y A FR i 7E 32 =~ JT A
P R E RERR custom:am | rca | rcvma | pr|cel | be|nsclac|us

o am : ffi fi HIR B HEAFH
e rca: EiFEHE AT

) A

pr : #a A R #% 5B IR / BT RCE) 47 B
cel : [ERREMHEERYAE

bc : Ml E (HA)

nsc : MEAE (ABMLaE)

e rcvma : UG A G R R

%11 = ESTNE



K& 41. roles 157 ( #AE )

B]E &5t B &

e ac : MLIEASHCE &)
e us : UEFI Z& 1

BYRE @ LT A AT HE FRTE A AT AT B AL R

d i) % 51
=

roles [-options] - display/configure roles
- role_account -role number[3-31]

options:
-n - role name (limited to 32 characters)
-p - privilege (custom:aml|rcalrcvmalpricellbcInsclaclus)

am - Useraccount management access

rca - Remote console access

rcvma - Remote console and remote disk (virtual media) access

pr - Remote server power/restart access

cel - Ability to clear event logs

bc - Adapter Configuration (basic)

nsc - Adapter Configuration (network and security)

ac - Adapter Configuration (advanced)

us - UEFI Security

Note: the above custom permission flags can be used in any combination

-d - delete a row
451
system> roles -3 -n testl -p custom:am|rcalrcvma

ok

system> roles

Account Role Privilege Assigned To
0 Administrator all USERID
1 ReadOnly none
2 Operator custom:pricellbcInsc
3 testl custom:amlrcalrcvma

seccfg #8 %
s AR 2 T BT B8R Rl 1S -
TREUNSEIEN G 8 -

K& 42 secclg 15+
T ZRI2 2 R ) B T 18 AR AR ) AR > v R I RO TE N -

#1E 5t B 8
-fwrb o T ) B 0 1 2 45 yes * no
-aubp ROR I 18 B 4 1 2 3= T 8RN B BE enabled ~ disabled
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set IS
i FH U384 AT 53 W 384> IMM. 5% o

o B LIMEM MR set 5 A E MY IMM SUE -
o HrpifiraE (NIREEEH) h CLI ] -

T REUR SR IEN 5 B -
FH 43 set HH

R Hh (R ) B A R ALY A o e L A 4 0 Y B B ) R o

B]IE 5t B

&

& T T A E AR BOSUE 1Y (H

v 6 72 B A% B AR 1Y 78 (L

R
set [options]
option:

value

smtp ¥

il I e i 4 AT BER FBC B SMTP A 1 B9 8E

FK 44. smip S

TERATEIRME DL T BUAT smitp 154 FTEUR BT A SMTP A T &Rl o R REURH BT -

AR 2 I ) B AR A A A > R B A IR - R IE AN N IR AR B (-

#1 &t B3 =l

-auth SMTP 3R 12 enabled ~ disabled

-authepw SMTP § Rl Jin %% i) %% 1% A R B R

-authmd SMTP # Al 75 ¥ CRAM-MD5 ~ LOGIN

-authn SMTP $ 5l {5 1] 2 4 1 T (FRBITE 256 MHFT )

-authpw SMTP & 5l % 1% FH O (BREIE 256 M5 TA)

-pn SMTP 35 5% R GhR T

=S SMTP frl ik % TP o1k 5% 3 # 44 Fi AR 1P ArhE s EAE AR (63 T TTRR )
Y

15]

smtp [options]

option:
-auth enabled|disabled
-authepw password
-authmd CRAM-MD5|LOGIN
-authn username
-authpw password
-s ip_address_or_hostname
-pn port_number

Ho il

system> smtp



-s test.com

-pn 25
system>

=
snmp T

{5 FH G 38 4 ] B R AC B SNMP A 1 & Al o

TERABIER I T AT snmp $52 7T EUR BT A SNMP A1 &Gl o &R BUR &3 I 5| 2 -

F# 45 snmp S

AR 2 (A 5 S = AL A AR > e B A ISR I - 23R TE A A AR TE B A B (L

B &5t B

=l

-a3 SNMPv3 ftHFE

on * off

BiEE : A ERUT SNMPy3 fCEEARR S > M HAF AT SR
o i -cn F84BEIESE E IMM B4 A -
o (] -1 $54BIEFEE IMM & -

p

=
iy

-tl SNMPv!1 #

on ~ off

p

R
i

-2 SNMPv2 #

iy

b

RE

-t SNMPv3 &

-1 IMM 1 &

o ARG MO ESRTES SR o 5180 N SO EE A 2 A R
ZE R

o BMMNTE EALT I BB A = F B E AT (B ) s RIER
IMM i & -

-cn IMM Tt 4% N\ 4 Fi

FE(FRZE 47 BFITA)

B aE -

o EATEMMIGI B EREAET P o 51BN £ AT 2 AR R I
22 o

o IBEAIEEMM G HE = FEREELS B (Bl ) s KB
IMM 6 N £ % o

-C SNMP 745 78

FE O (FRHIALE 15 B IER)

B &E :

o TGRS BUNEIETES B o BIEP OR £ AT 22 4% R i
2R o

o IR ARG B AT S B 2 AR E A e (Bl ) s AR BR
SNMP #L#E4 A% o

-ct SNMPv2 7% e 1 1 44 Fif

T (FREAE 15 MFI0R)

B 5% :

o ARSI HEULNEEESI BT o 51PN 5 FFRTE 7 AR R
ZEH o

o IBEATE ELAM G HE = F R ELES B (Bl ) s KB
IMM 6 N\ £ % -
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FH 45 snmp 1B (#AE )

E1g & B L]
-c SNMP #-BE 1P frdik/ EHEA | AR 1P Aok sk AR (BRHI7E 63 18 FITi)
G P 5T :
o IP {yHEoR FHEMFE BB AL By~ JEAR ~ WO - FEABE - A
TR 22 % BB A A B o
o IBEATE BT B AIERR SNMP ALEE 1P {74k s EH 4 -
-cti SNMPv2 s% Bt #E 1P fzdk/ | ARkny 1P ik s E ML RE  (BRHITE 63 AFITA)
B T4 P 5E :
o IP {HEER FHEMFE L BB AL By ~ R4 W - FEREE - A
TN 22 i TR A A B e
o IBEATEEALATSI B > AERR SNMP ALEE 1P {74k s B4R -
-eid SNMP 5|% ID T O(FREAE 1 E 27 ¥ I0)
Bk
snmp [options]
option:
-a3 state
-t state
-1 location
-cn contact_name
-t1 state

-c community name

-ci community IP address/hostname
-t2 state

-ct community name

-cti community IP address/hostname
-eid engine id

il -

system> snmp

-t enabled

-a3 enabled

-l ZhangjiangMansion
-cn Kelvin

-t1 enabled

-c communityl

-¢i host1l

-t2 enabled

-ct community2

-cti host2

-eid XCC-7Z70-DSYMO9X
system>

snmpalerts &+

il UL A 4 T A B SNMP 324 19 R -

TERABIER UL N #1T snmpalerts A #UR T A SNMP BE/RRE o T REUR &IN5 -

18 46. snmpalerts # 5

AR 2 A B = B AL A R o R B A8 T~ 23R T AN 3R TE O A B L o




K% 46. snmpalerts 157 ( #EAE )

#1 at BA 1=

-status SNMP 7k f& on * off

-crt S AL SR E REM | all > none ~ custom:te|vo|poldi|falcp|me|in|re|ot
i fi#% X snmpalerts —crt custom:te|vo (13 £ 47 [ @ (0 (B 5 B 15 F
HaT B R80E - K ATES -
o te : UM B EE IR EER ALE
* vo : UL R R ER AUE
® po - e PR VR
o di @ ff AR
o fa : JEJH HK R
o cp ¢ U PR AR L
* me © HCE R
o in : BERERAHEA
o re @ IR
o ot : FAUSFA ERFM

-crten (813 B R H AR R enabled ~ disabled

-wrn R B UL SR A H 4 | all » none ~ custom:rp|te|vo|po|falcp|me|ot
fii F1 ¥ =X, snmpalerts —wrn custom:rp|te %2 £ 4 % & A (H 15 B 15 2
HA B EERSUE - HPARTES -
o p - WIRMRE Y
o te : O M ORI B AE
o vo : BRI TR R ER AL E
* po © Tl B4 o PRI R
o fa @ JFEREFHA
o cp ¢ TR AR R A KAER 8
e me : roiEME &
o ot © HABET A L F At

-wrnen B 3% e A o [ enabled ~ disabled

-sys S EUEER X FE M | all > none  custom:lo|tio| ot|po | bf] til| pf|el | ne
fifi Jf #5 2\, snmpalerts —sys custom:lo|tio /I B 47 [ R A9 (H 5 B i 2
Al B R SUE > Kb ARTER ¢
* lo © % E AL
e tio : fEER BB
o ot : HABT A 2% M R G
* po : FRAEIE R/ B
o bf : fEZER SR E) KL
o il - MFESER G G A A R
o pf : THHIMIKE (PFA)
o ol HIFHEE 75% TE
* ne : RS

sysen fe 5% w0 25 R R enabled * disabled

RHIA
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snmpalerts [options]
options:

-status status
-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state

srcfg BT

o LA 2 AT R 7R 18 7 91 R U A CLL IR SR -

A B PSR R > W IR AT AN o AR P AR MR E - B HE YRR [
He g A B AR AN e R C ] BERR o

BFEE = IMM G R 5 3 5 SRR AL SRS DI fg o I > ASSHE Remote Supervisor Adapter IT CLI 12
i) -passthru F entercliseq #EJH o

TERATEIAR UL N $UAT srefg 154 » AIBURBUAT P9I BT G 8 ET o N REUR srefg -entercliseq 4

BT T o

K& 47, srcfg #EF

R (A ) B = A R ALY A o R LA 8 T~ 3 T A0 A 988 TE A (B I, o

#;Ig BL:z &

-entercliseq B CLI #8857 RN A CLI M & B kst e T -
BisE - WEFSHEEAEL—MFT > &L 15 MFIC - E£LIEFF -
BT (N BAERER - ©RSAREE Col NEFHZE Cul

(fldm > A BoR B > AM RRIAT) o HMBMIE ~ B EL

Cul BB —3B5 « W07 Col JEF R SEEIEE > 52 ASCI % i é
W R o WM ITERES M0 B Esc B (-

2

1=
srcfg [options]
options:

-entercliseq entercli_keyseq

i
system> srcfg
-entercliseq “[Q
system>

sshcfg ¥+

ifi I bb 48 4 TSR AL B SSH 28 -

TERATIEIRM G DL T AT sshefg 184 AT BRI A SSH 28 o '~ REUR A IETHI 518 -

F & 48. sshcfg 15+

I 22 (A 5 B = A AL B R A o v G A A R T 93 TR 20 238 TR A R A



K% 48. sshefg 7 ( #AE )

#1 at BA 1=
-cstatus SSH CLI Ak sk enabled ~ disabled
-hk gen FEAE SSH fal i #5 FA 7 42 8
-hk rsa BRI R #F RSA A B4R
R
sshcfg [options]
option:
-cstatus state
-hk gen
-hk rsa
H )

system> sshcfg

-cstatus enabled

CLI SSH port 22

ssh-rsa 2048 hit fingerprint: b4:a3:5d:df:0f:87:0a:95:f4:d4:7d:c1:8¢c:27:51:61
1 SSH public keys installed

system>

ssl EES
{5 FH G4 4 W] BE 7S AN B SSL 2 8 -

WIHEH N F i > A BB SSL S o 7R A EIHM UL N AT ssl 354 1 HUR SSL 2% - T
REURFBRIAN G5 -

7t 49. ssl #EF
TS 2 R B B AR AR ) s P A R TE - SR IH R A B TH A A B o

=1 B3 &

-ce ROR 845 SSL P i on * off
-se RO B4 SSL fa] ik #5% on * off
-cime fE SSL Al IR #% £ RCA 245 CIM over on * off

HTTPS

i
portcfg [options]

options:

-ce state

-se state

-cime state

28 TG EBUE ssl 152 HEERGHURF® S - I HER CLI EfTi

BARRSEEZER
LA 8 B 2 O il 5L H AR BUE -

AR 3 Web/CMD % 88 4k 8
e A S L EL AU B 3 R o T B9 AT B e (T
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Private Key and Cert/CSR not available

Private Key and CA-signed cert installed

Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed

Private Key stored, CSR available for download

SSL AR 2% CSR £ @Ak A%
IR 8 7 2 M ] LA B RO © FIRE AR AT (E I T
Private Key and Cert/CSR not available
Private Key and CA-signed cert installed
Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed
Private Key stored, CSR available for download

SSL A F ik LDAP £ 8 ik &8
L TR 8 B o MfE i L ik B EROE o FTRERNAR AT E AR
Private Key and Cert/CSR not available
Private Key and CA-signed cert installed
Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed
Private Key stored, CSR available for download

SSL i F ik CSR £ @Ak &%
LR f8 B 7S MfE ] Lk RS0 - T RERN AR STl A R
Private Key and Cert/CSR not available
Private Key and CA-signed cert installed
Private Key and Auto-gen self-signed cert installed
Private Key and Self-signed cert installed
Private Key stored, CSR available for download

sslcfg ¥4
5 45 4 ] SR FOBC B IMM. %8 19 SSL M B PG o

TERATEIARIE DL T AT sslefg 64 > AIBURITA SSL FL'E il o sslefg 54 A 2 A i 4 i % < 58 I

FIRH BB HEFEER (CSR) « FREVR & EEIAMN G -

F 1% 50. sslefg #+
TR 2 R B B = AR AR Y R s T A S g T - R TE R 2R TH R AR B (E -

B]IE A BA 8
-server SSIL, fa] Ik #& 4k gE enabled ~ disabled

B RE © HEAE A RBORR AR R > A RERUT SSL Al i
-client SSL FH F vk A& enabled ~ disabled

BERE + A7 A A0 M) A 45 BT 5 o 18 A 46 IRF - A BERIUT) SSL O Fdii o

-cim CIM over HTTPS jik fiE enabled * disabled

HTTPS -

B¥RE o {7 A Rf] A BT 5 i B R LA Y o A BERUT CIM over




F# 50. sslcfg 7557 (#AE )

3] & B3 =1
-cert B AR server ~ client ~ sysdir * storekey
B aE
o EAEHAEEEN > TE ¢ -sp —¢cl -on & -hn {4 BENHE -
o EAHEIEHEN > cp>-ea~ —ou -s -gn - -in X -dq E4 %
HPEZAERY -
-csr E4 CSR server ~ client * sysdir * storekey
B EE -
o FE/: QSR W > FHE —¢c > -sp~ —c¢l » —on K —-hn #5428 TEAE o
o 4 CSR f>-cp--ea: -ou--s--gn- -in- -dq - -cpwd &
-un A BIENMEZEAN -
- TFTP/SFTP fIREFH 1P 7 | B 1P ik
il PiEE : AE EEIREE > BT HUREEL CSR IR > LAZHIRE TFTP 8 SFTP
fal ik #8 89 1P frhk -
-pn TFTP/SFTP falREFHVIRTE | AROYIRSE (KM 69/22)
-u SFTP fa] [k %5 () fifi i 3 24 AR E R E 2
-pw SFTP 1] il 25 1) %5 15 R T
-1 BB A HRRIKE 2
PEE ¢ FEk B EREEEL CSR T EAE A o MR & T s & T g
& > QIMEH RBUR B E N ER AT -
-dnld T IR R WG TR BR AT 0[5 8 5 (AL ZHFE E —cert 3¢ —csr 52 B IHM(H
(HZETFHNIRFEEAWE) - EBRECRF A58 (B0 s
E - FEABIEM -1 CGER) FEASBEMNME -
-upld T A 18 R A 22 IR TE R B AT 51 8 5 (H A ZHH8E —cert ~ —i & —| F842BIHMW(E -
-teX SSI, I P s 3% Z 1B 3% x import > download * remove
BisE : fEfe St IE Y > REIEREHW ) f8E 1 £ 3 B -
-C Bl 2% / b [ B (2 (AFL)
B @ A A EIRF L CSR R E -
-sp MsE B/ FlEE R MTFH (&E 60 T L)
PiaE : B4 AR D CSR FFHE -
-l ARE /T [ SR E AT H (RZ 50 ¥ I0)
BRE @ FEE HARIEFB K CSR RFFRE -
-on ZH %k 44 FlEE RN TFE (&E 60 5 L)
PiaE : A4 HAIBRED CSR FFHRE -
-hn IMM #2758 FH (\&Z 60 T 0)
PiaE : A4 AL CSR FFHRE -
-cp ITEEYN S8R E AT H (KZ 60 ¥ IT)
BiaE @ ZEE AR CSR RREEH o
-ea i N T B AL hE B EFEAMAE (52 60 lFI0)
Pk : EE AR CSR FFEEH] -
-ou AR A% AL FI9RE RN TH (&RE 60 T L)
PiaE @ A4 AR DL CSR R -
- [3N SR ERAMTHE (KZ 60 ¥ IT)
B aE @ A AR CSR RPEEH] -
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F# 50. sslcfg #57 ( #AE )

E1g & BA L]

-gn #HF SIBERAMNTE (&Z 60 MFIT)
MigE : A AAERE SR CSR R -

-in W2 FIMERAMNTFE (&L 20 MFIC)
MigE : A4 HEZREE CSR R -

-dq 48 38 4% R R S T FIERAMFE (L 60 AFIT)
Mgk : A AZBER CSR R -

-cpwd ey FH (D 6 MF0 > &£ 30 HFT)
Btk : =4 CSR MR -

-un REERL 2R FIMERAMNTFE (&L 60 AFIT)
sk @ 4 CSR WP -

FE

sslcfg [options]

option:

-server state

-client state

-cim state

-cert certificate_type
-csr certificate_type

-i ip_address

-pn port_number

-u username

-pw password

-l filename

-dnld

-upld

-tc xaction

-¢ country_code

-sp state_or_province
-cl city_or_locality

-on organization_name
-hn bmc_hostname

-cp contact_person

-ea email_address

-ou organizational_unit
-s surname

-gn given_name

-in initials

-dq dn_qualifier

-cpwd challenge_password
-un unstructured_name

il -

system> sslcfg

-server enabled

-client disabled

-sysdir enabled

SSL Server Certificate status:

A self-signed certificate is installed
SSL Client Certificate status:

A self-signed certificate is installed
SSL CIM Certificate status:

A self-signed certificate is installed
SSL Client Trusted Certificate status:




Trusted Certificate 1: Not available
Trusted Certificate 2: Not available
Trusted Certificate 3: Not available
Trusted Certificate 4: Not available

I i 385 6 o 401 -

o LEEAFAALIY CSR > FHMA THIES -
system> sslcfg
-csr storekey -¢ US -sp NC -cl rtp -on Lenovo -hn XCC-5¢cf3fcéeelc9d

-cp Contact -ea -ou
ok

PR 22 [T PR ) B3 o6 91 BEUR A AT o e

o MNAREAE IMM AR T 2 H MM RE - s A TI4E4
system> sslcfg
-csrstorekey -dnld -1192.168.70.230 -l storekey.csr
ok

o HE FHIBRFEE I P L (CA) EINIRE > WA TIES
system> sslcfg
-cert storekey -upld -i 192.168.70.230 -l tklm.der

o HEEABZKIRE > WA TIES -
system> sslcfg
-cert storekey -c US -sp NC -cl rtp -on Lenovo -hn XCC-5¢cf3fcéelc9d

-cp Contact -ea -ou
ok

H 7 22 [ R ) > b ot o 451 B AR AT R o
SKLM frl /IR i 85 78 &5 7] -
o FEEA SKIM fal IR #5187 > HA N 5454 -
system> storekeycfg
-add -ip 192.168.70.200 -f tklm-server.der
ok
storekeycfg &
i e 4E 4 AT B S SKLM Al ik #5% 19 4% 42 R sl TP o7 ik F0 48 i 18 o

Gl Z T IR E DU R SKLM il it #s H AR - storekeycfg 4 < i] LL AL 4 MBS B} IMM R 8 7] SKLM
i) i 4 ) S o

NRBUR S BEIAN 5 B -

&% 51. storekeycfy #+
N R R 5] B =R AR AR R > e B A A BRI 7R LA 0 R 238 I A AR BRI

1 i BA &

-add TG RCE) 2 5 B2 -ip > -pn >~ -u >~ -pw Fl - $§4 BEIH

-ip TFTP/SFTP fal 45 0 EHEA | TETP/SFTP 1Al I8 10 A 3L £ 4 F sk 1P {741k
FEEL 1P 17 4k

-pn TFTP X SFTP iR #5 3R 55 | TFTP/SFTP R &5 1A B8R 5E (RS 69/22)
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F#% 51. storekeycfg 157 ( ##4E )

E1E BL] L=
-u SFTP fAlR#RH & B | SFTP fal IR #% 09 A %58 & 4 78
-pw SFTP i)l #% 1Y %5 1 SFTP 1] Ik #5 14 A5 R4 %5 1l
-f RUCEh & 88 0 R 44 RUCED 2 8 A% 42 1M 5 3R 4
~del i B3 S AR RS 95 M | keyefe 7 B B RUE) £ 88 R 51 9545
W RCEh 4 8
-dgrp i AE A SRS i
-sXip Hri SKIM il Ik #7 19 F 14 | SKIM fal IR %7 A EHZ e 1P {udk - BE 12384
FEEL TP v ik
-sxpn Hrit SKILM fr] IR 25 1) 35 5% SKLM fil IR#E A 3035595 « B 1> 235 4 -
~testx Pk SKIM fal iR EC B | #(EH 12 3 5K 4
A
-h HURTe 4 AL F B IH
R
storekeycfg [options]
options:
-add state

-ip ip_address

-pn port_number

-u username

-pw password

-f filename

-del key_index

-dgrp device_group_name
-sxip ip_address

-sxpn port_number

-testx numeric value of SKLM server
-h

# il

e MEA SKILM fl ik #4515 576 > s A N o4 4 -
system> storekeycfg

add -ip 192.168.70.200 -f tklm-server.der
system> ok

BN E SKLM fa] iR #5 067 I AR 58 > 5F A T 1484 -
system> storekeycfg

-s1ip 192.168.70.249

system> ok

HEBRERERAAN - WmATIES
system> storekeycfg

-dgrp IBM_SYSTEM_X_SED

system> ok

syncrep %
8T FFY 0G4 4> W] AR 2 i £ A7 R RS B ) B D 25 o



FRBURSBIAN G -

K% 52. syncrep 157

TR 2 R S B =R AR AL S R AR > b dE AR

38 T £ 2t 11738 TE 4 AR BR (R

#1g #t BA &

-t T (b A7 TR 4 2 R B 2 samba ~ nfs

- 32 it {4 JBEL 119 O 2 il URL #%

-u il &

P G

-0 I samba I nfs %€ 195 P2 IH <7 £
-d 28 4, samba % 11 48

-q A1 5 H S RIR B8

-c B[R] 22
B3

syncrep [options] Launch firmware sync from remote repository
options:

-t <sambalnfs> protocol to connect repository

-l location of remote repository (URL format)

-u User

-p Password

-0 option (extra option string for samba and nfs mounts)

-d domain (domain for samba mount)

-q query current update status

-¢ cancel the sync process

g4

(1) start sync with repository

system> syncrep -t samba -l url -u user -p password
(2) query current update status

system> syncrep -q

(3)cancel the sync process

system> syncrep -c

thermal €%
i F 38 4 AT 2E s D B A% 2R 4500 i =GR A -

TERATEIAME O T BUAT thermal 54 A SR HUEVE SRR o R REUR A8 TH I 51 8 -

% 53 thermal 157

R 2 AR 5 B = ARG Fe Ak o R LA A R
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F# 53. thermal 7557 ( #4E )

B]E & B8 |
-mode R g =R Bl ) it B 3 | normal ~ performance * minimal ~ efficiency * custom
ARG RBAE (MR
-table <vendorID_deviceID> 8T | 8 #E F 0
<vendorID_dvEeER fitedi oty Bt 15 i
A E
<table number> f8EZMEH | 1 = 1K : EUR B SR
HDE= AW &
2 = Ff AR R U
3= W JER K 4R
0 = IEH U R MR
2
=]
thermal [options]
option:

-mode thermal_mode
-table vendorID_devicetable_number

il -

system> thermal

-mode normal

-table 80860126 1 10DEODFA 3
system>

timeouts ¥4
i I 4 A B s B SRR o

o FEHNEIN - FEUIA timeouts °
o LEBTMNFE > AR A B IEE o
o HEBHEIMNE > MWEE VAL [HEREE | HER -

N RBURER AR 58 -

7 #% 54. timeouts 157

ELEEAT & Web A1 17 _E ] R 45 46 ey 1 73 B2 A 437 38 A

3RS B 22 R 5 B D A R AL ) SR A > LR A R T~ SR TE R A R SR TE W AH B (E -

=g prulsd B &

- B PR o YR AE 3 o disabled > 0.5 1>2>3>4>5>75>10" 15
20~ 30 ~ 60 * 120

1 PN 455 disabled > 0.5 1> 1.52>25>3>35>4>45"
575101520~ 30~ 60~ 120

-0 VE2£ R Gim s 4y i disabled >~ 2.5 3~ 35" 4

- AR A OS S mREE | / disabled * enabled

B

G15]

timeouts [options]




options:

-f power_off_delay_watchdog_option

-0 OS_watchdog_option

-l loader_watchdog_option

-s OS failure screen capture with HW error

il -

system> timeouts
-0 disabled

-1 3.5

-f disabled

-s disabled
system> timeouts -0 2.5
ok

system> timeouts
-02.5

-1 3.5

-f disabled

-s disabled

tls 155

i F L 36 4 W] a2 i & TLS JE#k -
TRESSBEER S B o

7 55 Us IEF
S B R R B B A R AL R SR > L R A R T~ 238 T Al R 2R TE A BRI -

=g iR &

-min BIURE TLS B 1.1, 1.21, 1.3
-h B H R 3% N 28E T

P&E -

1. EmER R EE A NIST-800-131A MAF MR » TLS MRARMEES 1.2

i

tls [-options] - configures the minimum TLS level
-min <1.1 1.2 11.3> - Selects the minimum TLS level
-h - Lists usage and options

i

LG ds RS > FHEL TS
system> tls

-h

system>

TR BT s A - WEEEH R AR S
system> tls

-min 1.2

system>

AEAGBAT ds AR S 1.2 > sl FIHE S

system> tls
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-min 1.2
ok
system>

trespass ¢
5 F G 36 4 0T B A BUR AR E AR o

trespass 154 ] AR L B A BUR R FillE o R FHEMEM Web 30 CLI A1 BRI A S AW & -

TRBUR S BEIAN G -

F 18 56. uefipw #EF
T SR 2R B B {1 A A A R T RO TH R o

HI1E &t BB

N it B 4% 3 SR
-h B F 2 0 B TH
=AY

AR
usage:

trespass display the trespass message
-s <trespass message> configure trespass message
-h - Lists usage and options

ol
BieE @ R EMEACLGIEMTER

system> trespass -s testingmessage
ok

system> trespass

testingmessage

The trespass message contains spaces:
system> trespass -s "testing message"
ok

system> trespass

testing message

uefipw IS

15 I 48 4 7] BB UEFT & B2 %08 o S 2 MR A o

uefipw TE/%TLAE@ [-p ) BEIEFEELAE FARECE XCC 19 UEFL 4 B A% - i m] LA E

TEE I A B CLI A BCE UEFI & ¥ 5 o Sl EmMEEn o
RN S IRIER S| B -

Z18 57, uefipw #EF
T 2R 2R 5 B R A A PR TH SO IE R o

LXCA I T-ep] #E



& 57, uefipw 7 ( #E )

e 3] & B3

-cp BRI (PRI 20 MFITA)
P B (BRHITE 20 M85 7TA)
-cep T B i

-ep o 2% 2 1
usage:

uefipw [-options] - Configure the UEFI admin password
options:

-cp - current password (limited to 20 characters)

-p - new password (limited to 20 characters)

-cep - current password encrypted

-ep - new password encrypted

usbeth 1%
{5 F 1 F5 4 0 RCOH B 45 B AE A LAN over USB 41 1H o

BEIE

usheth [options]
options:

-en <enabled|disabled>

i -

system>usbeth

-en : disabled
system>usheth -en enabled
ok

system>usheth

-en : disabled

usbfp ¥+
{4 FFL L 4 W R ) BMC 6 R AT B USB H6 89 7 28
TREUR SN T8 -

K& 58. usbip ¥+
TR 1 2R 5] B {1 AR AR R Ak > HLrp ol BRI N B TE ] o

IR Ex

-mode <bme | server | shared> A B B BMC ~ (il IR 28 53t

-it <minutes> DA B 1 T B (3R

-btn <on | off> SR ID B AT % (SE )
-own <bme | server > YA B HE B bme SUIREE (EFIRER)

150 XClarity Controller 2 i F Fffit



users IS

{5 e 4 T A BRUT A (o IR 5 B R R A

users i AL A ZHIRFEAERBARS o ERAZEHPTEI F AT users 152 7 B
G B S A E A o T RBURSBIEIHA G

7e#% 59, users 15+
3RS B R B B A R AL R SR A > LR A R T~ SR TE R A R SR TE AR B (E -

B Bl &
-user_index | {fi F{ FR S R 5| 4R 55 1 (&) 212 (%) > all (HRIEHEHE)
-n R ERF 2% ERSHT - F& - AEREENE—F8 o« b 4 5T &2
16 57T °
-p 15 B 0R B T WEED—MEXF M —MFEELFZHHNFE - b 6 FIL > ik
%2 20 FIC - Null B WA BBARS » il EFLESE —EAM
[ O ZE B A o
T R % 133 B Troles 841 18215
-cp s (ARG /2R | ARSI
~clear THBRFE E B IR WAJEREAE T B A% 2N FE E BT BRI E R P RS T
R EAERIZRE - T LLES | users -clear -user_index
bk B C R P el H At 2
FIBR (BRI A B Al E 8
A) s BRIEE R R E— A
H IMEAERFEH] HER
BIMEF o M B (i FH R 5 IR
BT HEAT P I B BEAE 2608 R
THEKL -
-curr NE R RN kR
-sauth SNMPv3 2 7l 48 i\ & HMAC-SHA ~ none
-spriv SNMPv3 15 2 48 i\ 1 & CBC-DES ~ AES * none
-Spw SNMPv3 i % %5 R T
-sepw SNMPv3 % %05 (T m R
%)
-sacc SNMPv3 17 B 7Y get ~ set
-strap SNMPv3 #% I T 1% 4 fig B EHZ TR
-pk BURE BT SSH A4 | A &R &3 Mm% -
By &E :
o HURTRIRAAME FAE NS —18 SSH 488 > DI LB S8R5 mIE -
o {fiffl SSH /A~ B &8s IHIY > M/EAE(E & RS (-userindex %
H) ZH&MA -pk BIE > #3X5 : users -2 -pk o
o i &8 A OpenSSH #% = o
o B Tlex Hi B > {f FI & 484 M AR A0 TPMI A1 SNMP IR o
Flex RN LIE -pk #EIH -
-e Ph OpenSSH A% X BURBAE | PLBTE R P AATMT5 % > HAE M USRI > REHE A HAb users
SSH 448 -pk #JH -
(SSH 2 F&iREEIE) B : fdi ) SSH A B4 IE s - MEAEMHE RS (-userindex %
H) Z%MA -pk 2IH > #X% : users -2 -pk -e °




F# 59. users EF (#AEF )

B]IE

&t EA

=

-remove

TEfE  Z 6 SSH 2\ Bl 446
(SSH A& igiEnE)

DR R A B &8RO M AE B ER -key_index = -all
(HRIEIRGHE A E WA &8 -
MaE
o (i SSH /A B4 @B THIF > W/HA & K5 (-userindex #
H) 2B -pk #IE > #3024 : users -2 -pk -remove -1 °

o BN Flex HiEy > {3 & 5 S (BRI A% IPMI Al SNMP HR S -
Flex R A ZIR -remove BEIH o

-add

S & B SSH /A Bl 48
(SSH AB&igiEnE)

OpenSSH #2151 9% € A & 48
MaE

o fiF -add BIH > RNEHEA HAM users -pk #5433 IH -

o fHH] SSH 2 BH &8y THIE » L0 ZH AL & KT
(-userindex #EIH) Z A -pk #IH - 4%
Fy tusers -2 -pk -add "AAAAB3NzC1lyc2EAAAABIWAAA
QEAvfnTUZRFTpdBuaBy4d0/alFasa/Gtc+o/wlZnuC4aD
HMA1UmnMyLOCiIaNOy400ICEKCqjKEhrYymtAoVtfKApv
Y39GpnSGRC/qcLGWLM4cmirKL5kxHNOgIcwb TINPceoKH
j46XTE+mqlfWnAhhjDpcVFjagM3Ek2y 7w/ tBGruGgN7DP
HIU1tzcJy68mEANIrzjUoR98Q3/B9¢IDT7ydGKe8rPdI2
hIEpXR5dNUiupA1Yd8PSSMgdukASKEd3eRRZTBL3SAtMu
cUsTkYjlXcqex10Qz4+N50R6MbNcwlsx+mTEAvvcpJhug

aT0UNPGhLIML6kTjediQ8Xd2p Xb0zQ=="

o BN Flex HiEy > {3 & 5 S (BRI A% IPMI Al SNMP HR S -
Flex AHAZIE -add #IH -

-upld

{8 SSH A B4
(SSH 2 R£M@EE)

FHE M -l RIS ESHAE -

By EE -

o {ff -upld Z8IH > REFEHA HAL users -pk F584 3 IH (-1 1 -L BR
Bh) o

o L AMPUCEMAH > MU EEE -key_index o A EAEHAT
SEERERMM SR BB SmRT -

o ffiff] SSH APH4& B IENF » MWLM E K| (-userindex
BIH) 2B -pk #IE > ¥ 5 : users -2 -pk -upld -i
tftp://9.72.216.40/ -1 file.key °

o BN Flex B Ey > fF & 5 S (EBR A R 4% TPMI Al SNMP RS -
Flex RH AR -upld #IH -

-dnld

T#EIEER SSH A P45
(SSH 2L MREE)

FE -key_index IIEEE N &M > LTFE -1 fil -l BIELIEE

HAFAT TFTP MR B B0 N8 -

B aE

o {HA -dnld 2818 » NEHEHTA AL users -pk F8IH (-~ -1
A -key_index [&4k) o

o {fiff] SSH A P& MBI » LALLM HAFE KT (-userindex
BIH) AR -pk BIA > A&7 ¢ users -2 -pk -dnld -1 -i
tftp://9.72.216.40/ - file.key °

-1

PR A BT o4 s A
TFTP/SFTP fal g% 1P {7t
(SSH 2\ p&REeg)

R TP A hik
fisE : users -pk -upld 1 users -pk -dnld F§ 4 1BIATR & - #IH -

TFTP/SFTP fa] Hit #% 1Y 35 5%
(SSH 2 p&igieg)

AR SR (FR(H 69/22)
BfiEE : users -pk -upld 1 users -pk -dnld 154 BETEAY%E ] 28 -
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F# 59, users 157 (#AE )

3] BL &
-u SFTP fal iR #8008 1 & 248 | A 0o % 4 H
(SSH RF&fiRE) B&E : users -pk -upld il users -pk -dnld &4 BETE )3 F 28 -
-pw SFTP 1l HR #§ 1) 2 1 A R
(SSH £ iREE) Bi&E : users -pk -upld 1 users -pk -dnld 3§48 IE 58 FH 2 8 -
-l M TFTP 5 SFTP Bl | A4
T A S R 2 B3 : users -pk -upld 1 users -pk -dnld $52 IR TEFEE -| 1%IH o
(SSH D &RIEE)
-af P A= Yihu DIGE B R R A E A RN TP (ks B (RRWIZE 511 AFTm) » B
(SSH AE&tREIE) MIFIoAEE « e - JEE - B MEE - et b ETeE - B
BERH A LA SR o
-cm # i SRR TFE (KL 255 HFI0) o
(SSH A B&tpiEE) BiRE : (10 SSH A B& s IEIE » MEAEMHE KT (-userindex
BIH) AR -pk BBIH > #8302 : users -2 -pk -cm "This is my
comment."
Wh

users [-options] - display/configure user accounts

options:

-[1-12] - user account number

-1
-n

- display password expiration days

- username (limited to 16 characters)
-p - password (limited to 32 characters)

-shp - set hashpassword (total 64 characters)

-ssalt - set salt (limited to 64 characters)

-ghp - get hashpassword
-gsalt - get salt

-ep - encrypted password (used with backup/restore)

-r - role name as listed in roles command

-clear - clearuser account
-curr - display current users

-sauth (none|HMAC-SHA)

-spriv. (none|CBC-DES|AES)
-spw  password

-sepw encryptedpassword
-sacc (Get)
-strap hostname

-pk - SSH public keys options:

- snmpv3 authentication protocol
- snmpv3 privacy protocol
- snmpv3 privacy password
- snmpv3 privacy password (encrypted)
- snmpv3 Access type
- snmpv3 trap hostname

-e - Displays the entire key in OpenSSH format

-remove - Removes the specified key for the specified user

-add - Adds a public key for the specified user

-upld - Used to upload a public key in OpenSSH/RFC4716 format

-dnld - Used to download the specified public key to a TFTP/SFTP server

-i - IP address of the TFTP/SFTP

-pn - port number of tftp/sftp server (default 69/22)

-u - username for sftp server

-pw - password for sftp server

-1 - Filename of the key file when uploading or downloading via TFTP/SFTP
-af - accept connections from host, in the format: from="<list>", where

<list> is a comma-separated list of hostnames and IP addresses

(limited to 511 characters)

-cm - comment (limited to 255 characters, must be quote-delimited)




)
system> users
Account LoginID  Advanced Attribute Role Password Expires

1 USERID Native Administrator 89 day(s)
system> users -2 -n sptest -p PasswOrd12 -r Administrator
The user is required to change the password when the user logs in to the management server for the first time
ok
system> users

Account Login ID  Advanced Attribute Role Password Expires
1 USERID Native Administrator 90 day(s)
2 sptest Native Administrator Password expired

system> hashpw -sw enahled -re enabled

system> users -5-nguest5-shp 292bchc41bb078cf5bd258db60bb63adh337c8c954409442cfad7148bcb428fee —ssalt abc -r Administrator
system> users -5 ghp

292bchc41bb078cf5hd258db60b63a4h337¢c8c954409442¢cfad7148hc6428fee

system> users -5 gsalt

abc

IMM 324385
A R AR e BRI BE ) IMM. #E ) CLL 18475 5 o

Huig 7 f IMM #7584 -
alertentries
i FH B384 n] & R ER I -

e alertentries 7E R A BIERIEW T > v BRI A ZRIEHRE o

* alertentries —-number -test 7] /43 & 093 UCE R 5| 4m 5% 2R Bl &R -

o alertentries -number (H A M54 0 - 12) A A $8 2 W EE R RS E/RERTEH R E > s &
B2 WS VR FE -

TR BN &R IER 5B -

Ze#% 60. alertentries 157
TS 2 R R S B AR AR s P TS A R TE - SR IE R A B TH A A B o

=g & BA &
-number BHUR - OB - BuEiER |1 £ 12
B R R CE R 5| B9t
-status LN RN on ~ off
-type e AT TR email * syslog
-log A H S EREEERET | on > off
A
-n EOREICE 2R T
-e IR ECE BT AR AL B AR E T B AL
-ip Syslog IP {3 hil- 8%, 3= #& 42 # R 1P A ht 5 E 4 F
-pn Syslog 5% EERy ikt
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eI 60.

alertentries 5% ( 4 )

B]E & B8 8

-del T B 48 A B Bl R 51 5%

~test T E B CE R T R E

RN

-crt PE S AR E RZEM | all > none ~ custom:te|vo|poldi|falcp|me|in|re]|ot
{ifi i #% 3 alertentries —crt custom:te|vo ()3 B 47 % b ) {H 7 B35 52
AT R BOE - K AR E A
o te O H B IR IR S (E
e vo : O &% R R R ALE
* po © [ E IR
o di @ BEREE
o fa i A HCE
o cp © TR PR A B
* me : fo R AL
o in : BERERARE
o re : FE IR IR R
* ot : HALBT A E KR FE

-crten B3 Tk S5 R R enabled ~ disabled

o WEGIEIRIEERE | e alertontrios -wih customerpite 4 A8 I it (75 .72
Al ERSUE > Hh ARTE A
o WIRMEE S
o e ORI AE
o vo ¢ LU i R
® po: T 24 B VR B
o far JFHE KA
o cp ¢ DU BHAR R I K ALK B
o me © AotEHE
* ot HAbBT A A E AR

-wrnen B 55 e A H fr i S enabled * disabled

w WEGIETRITEATI | ke alertontrios -sys customrloltio 11 £ K ) (7 4172
Aal WX ERBE - Kb ARTE A
* lo : B E AR
e tio : EERAEIF
ot 1 HABPT A 275 M R LA
* po : R E IR B R/ B PA
o bf : 3R HURE KL
o il ¢ AESERBEOA & B AL A
o pf @ EHIRHE (PFA)
ool t HAEHGE 75% L
* ne : AYEKAETE

-sysen B 5% ¥ 50 2 R enabled  disabled




RHI
alertentries [options]
options:
-number recipient_number
-status status
-type alert_type
-log include_log_state
-n recipient_name
-e email_address
-ip ip_addr_or_hostname
-pn port_number
-del
-test
-crt event_type
-crten state
-wrn event_type
-wrnen state
-sys event_type
-sysen state

i
system> alertentries
1. test

.<not used>
.<not used>
.<not used>
.<not used>
.<not used>
. <not used>
.<not used>
9. <not used>
10. <not used>
11. <not used>
12. <not used>

o ~N o~ Ul B WhN

system> alertentries -1
-status off

-log of f

-n test

-e test@mytest.com
-crt all

-wrn all

-sys none

system>

batch I§+&

RS T AT S ERE I — S Z M CLI 54 -

o LUK R FEAT L # BREH o
o BATHEUAR I > B Bl I U IE] B A 1 (] SO 4 4 o

o fUE ML PR SIBIEPNM KA SR ELES -

NERBUR A BEIAN 5] #

7% 61. batch 157

AR 2 R 5 B = AR A R AR P RS AR
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F# 61. batch 157 ( #4E )

#I1e #t BA &
-f HEVUHE 2 78 AR %
-ip TFTP/SFTP fal it & #9 1P 2k AR 1P Sk
-pn TFTP/SFTP fal IR 25 1 35 5% ARIEGE (FRE(E 69/22)
-u SFTP fr] IR #5% i {8 FH % 44 7 AR E 2
pw SFTP fi] Ik 4% 4 % 1§ A R B
=H.
;:tch [options]
option:
-f filename

-ip ip_address
-pn port_number
-u username
-pw password

i) -

system> batch -f sslcfg.cli —ip 192.168.70.200
1: sslcfg client dnld ip 192.168.70.20

Command total/errors/warnings: 8 / 1/ 0

system>

clearcfg %
i FE 2 P16 IMML Bt B BE 2 R R e R -

BHZE D BA EMICHEASACE | ERA BB HIiE < o W E IMM BECE 242 > 15 & B IMM -

clock 85
5 48 4 a] BE R H AR H WA R o 80 AR E UTC WA A H G 4 i [ 5% 2

BMC ¢ EAAA IR #5850 NTP 1] IR 5 B 5 R[] -

AR AR BUAS 1) B[] 1T B2 MO R AT B UTC W » @R NTP H EHM A uTc /%20 » B E R &
B UTC » &4 1EWE > Bl UTC fREH T LUE +0200 ~ +2:00 ~ +2 8% 2 5 A A AW > R HME T LU
0500 ~ -5:00 % -5 > UTC w1 H G 4 RE 2B NTP 4 > sl F 05 UTC REE A -

# UTC WA +2~ -7~ -6~ -5~ -4 Fl -3 > RITHE & Frik HOGET KRR o
o Ak 42 HIHGE AR ZEIHUT « off (BHPA) -~ ce (BRUNIEFE) -~ tky (LHIH) -~ bei (HEFRF)
amm (%2) ~jem (HPREHUZ)
o Hh -7 RIHGHI AR S E T « off (BAPH)
o #hh -6 HIHGHI AR E W « off (BAPH)
o &y -5 RIHSGHEIZIREMIEE T - off (BAPA)
off ( )

o E My -4 IHCEI AR HEE M T f#H PH
cat (MNER - KRPGHE)

o ¥k -3 AIASLEI AR BUE M © off (BAPA)

*mtm (W) -~ maz (BIERR)
*mex (ZBVHRF) ~ cna (FALZEM)
cub (HEY) ~ena (RILEW)

casu (HEAAAR) > cul (JEEREL) -~ san (BEHLIFHT)

s gth (BFFFIEAA) > bre (ELPH - BRER)

GiRr
clock [options]

811 AT A m 1587



options:

-u UTC offset

-dst on/off/special case

-host - local | utc, format of time obtained from host (default: utc)
Windows systems use local, Linux uses utc

#o ol

system> clock
12/12/2011 13:15:23 GMT-5:00 dst on

identify ¥
7 FH A 48 4 ] 5o e BUE EORAE Rk A LED - sif Py 44 o

—-d BEIA A Bl —-s on EIEE LM LABIRL LED > A R AEKERS —d BEIET S @ DB - P BLAE A% -
LED €183 -

i

identify [options]
options:

-s on/off/blink

-d seconds

i) -

systemy identify

-s of f

system> identify -s on -d 30
ok

system>

info 185
{5 FH 35 4 0] BE R A G B IMM B9 AR B &R -
ERABEIERIEW FEAT info 184 > AIEE/RTAE IMM 1 BEMEH A EN o FPEFRSIEBENT| -

F#K 62 info 155

N2 Hh 2R R B B A AR A A R A > L R A A SR TH 23R T A 0 R 38 IE A AR BRAE

3] #iEA =l

-name IMM % F& T
-contact IMM Ji 4% A B 44 A TR
-location IMM i/ & FH
-room! IMM €% ID T
-rack! IMM H#%8 1D Eik
-rup! HEZE T IMM. HY 07 E T
-ruh R B i
-bbay T1 S AR IR A A o i

1. 2R IMM {2 Flex System > B 2 PfEs > HAERERR -
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info [options]

option:
-name Xcc_name
-contact contact_name
-location xcc_location
-room room_id
-rack rack_id
-rup rack_unit_position
-ruh rack_unit_height
-bbay blade_bay

spreset 5
7 FH LG 4 4 R E T RCE) IMM. ©

A E L EA DERRERICE | R4 LIRS -

Service Advisor IS
A FREHR AL F B EF BEF ) Service Advisor CLI #8475 5. o

HHEIA 3 18 Service Advisor 184 :
chconfig &%
i I 636 4 T R A B B Service Advisor #% 7€ ©

o WEI cheonfig —li 54 #8 H#: %% Service Advisor K > A RBHEL & H A2 8 -

o R A VR o L RIS AR OB (R cheonfig e AT - A BERCT
Service Advisor B SZ4Z /s o

o IRTE HTTP A > QAR ENA HITP AL -
T REUR S IRIEN S B -

F % 63. cheonfig 157
TR 2 R 5 B = AR AR R R > A dE SR T - 2R TER 2R TH R AR B -

B B9 @

-li AR AE % Service Advisor 163K view * accept
B RE ¢ A E AT M AL S B H - MJHSE
e Z RN o

-sa Service Advisor 37 % HH 0ok fiE enabled ~ disabled

BEEE @ A ERUT Service Advisor > WEA &

THVHER -

o B /bR ACHE 2y 3 o

* Service Advisor &% &R Y BTG 8810
HB T M E o

=S¢ [ R St | B Wil T 1SO B 1%

Service Advisor ¥t 4% & AU IH

-cn F B AR A 14 Sl ERNFER (K% 30 HFT)
-cph 3 F YN A FI58E R FH (5 - 30 FI0)




F# 63. cheonfig 15+ ( ##4E )

®1g &5 BA LI
-ce ot N A S o Y L A 3 T B E A% 204 userid@hostname (FZ 30

BigE - mTAEAIEETE T () ~ (-] & | AFo0)

[ JERBERE ID sl EHAMH - &8

ALk R Z DS M A IE E o R

—AABIABE S o—4 AFRFIC -
-co B3 F YN IR R A Al g BIEEARAMFE (KL 30 HFIT)
-ca W A% 7 BT L htk FIERMNTFE (IkE 30 D)
-cci WAL BT B I T BIEERMFE (ZE 30 H=FT)
-Cs WS 7 BT EE M /& FIEERAMFE (K2 30 D)
-Cz s 7 B T e T A0 [ 5% SIERNTFE (E 9 MFIT)
B Service Advisor B 4% Bl TE -
-an BRI 2 BIMEERAMFE (&L 30 HF0)
-aph BB AN B RERTS BIRERAMFE (5 - 30 HFIT)
-ac B A 4% A\ TR 4 R TE T H A7 1A% X A userid@hostname (H % 30

Mg : ATRAM B ) ~ (-] 3¢ | =o0)

[ | EBMiAE ID siEHZTH - BT E

ik E DA WA AR IEE > R

— R AE R IE B 5y 20— RFEREFoT -
-ao0 = YN OE R NG Y BIMEERAMFE (&L 30 H=FT)
-aa BB AL BT ik BIEERAMFE (KL 30 HFIT)
-aci B AR L B BT IR Yk Sl ERMNFE R (F&E 30 ¥ I0)

-as

BRSO B TR M /A

FISEERH TR (B 30 AT 0)

-az

AR (07 B B g 020K [ 9%

FISEER T E (RZ 9 HFT)

HTTP R E

BEIH

-loc HTTP R & HTTP UM 52 TRA M 1P ik (2 63 ¥ 7T)
-po HTTP e ARAIESE (1 - 65535)

-ps HTTP £t 5k i enabled * disabled

pw HTTP CH %5 i g5 R SERS (E 15 T I0)

-epw HTTP QHE 045 % 1 T8 R SER (Z 15 FI0)

-u HTTP AHLE F # 4 f FI9EE RMAMERE S (RZ 30 M5 T)

~test Wit HTTP 10HE

i RF

chconfig [options]

option:

-li view|accept
-sa enable|disable

-sc service_

-ce contact_
-cn contact_

country_code
email
name

-co company_name
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-cph contact_phone

-cpx contact_extension_phone
-an alternate_contact_name
-ae alternate_contact_email
-aph alternate_contact_phone
-apx alternate_contact_extension_phone
-mp machine_phone_number
-loc hostname/ip_address

-po proxy_port

-ps proxy_status

-pw proxy_pw

-ccl machine_country_code

-u proxy_user_name

chmanual ¥%
{F g4 nl E 4 F 8 Call Home 3R o

Bf§5F : Call Home #flE 3244 # i H chconfig 84L& -
e chmanual -test 4 & &4 Call Home G E -

RN A BRTAN 5]

7&#% 64. chmanual 155

R 2R S B = A AR AL A > P B A SR

38 T Fi 200 H 73R TE AN A BRI AL

EIH B &
-test AR Call Home $21IE
GiRr

chmanual [options]
Generates a manual Call Home or a Test Call Home
-test: Generate a test Call Home.

chlog %

i F 8L 38 4 0] B s £ 8 H AR Call Home 3430 4K HR caseNumber BUH B 5514 BA W 09 =44 -

chlog $& 4 & %i/m H fr] il &5 2 A 3 7 £ 1Y Call Home 15 )
Home JHH o WREEHHFATETEE) Haf b R MR AT HIE

NRBUR S BEIAM 5 B

K% 65. cheonfig #5 7
RSt 2 AR R ) B =R B AR B /A > FLrp s AR IE

HEs P i e T IH H o G BRI Call
> SR AR A AN R TS S A o

3 T R 20 P8 TE A A BRI o

3] & B &
-C K HE caseNumber HUiH B3
14 BB
)

chlog[-options]
Displays the last five call home events that were generated eith
the system or the user (most recent call home entry first.)

erby




-c: cancel the case associated with the event by caseNumber

BEREREXES

A R B R R NE R I AR S T R

HArA 3 (A M Q44

storage ¥+

I BEHE 2T BUR MR & (W2RF- 6 304%) i IMML B B 2 ] IR 45 faff 4726 50 10 R Bl

T RBURS BN G -

K7 66. storage 17

AR 2 ) B = R AL R SR o o G AE A R T~ 2R TEAN A AN R TE AR BRI (1

B2E 5 AR &
-list FIHHE IMM BN HEEE HEE o | controllers|pools|volumesidrives

HF target 7 :
e controllers : 5 IF ST 1 RAID £ il #5!
e pools : 51 Bl RATD ¥ il #5 A0 BRHH 14 ff 77 (5L

e volumes : %Il i Bl RAID 2 il %5 AH BE Bk 1) 56 75
T [ !
e drives : 54 Bl RATD 2 il #5 A0 B 5 () 13t 77 T Al

-list -target target_id

% target_id - 5/ H i IMM &
M EEE-

pools|volumesidrives ctri[x]|pool[x]

HF target 71 target_id & :

* pools ctri[x] : #4# target id > 51| Hi 8L RAID %
Tl 75 R R B 1) fol A [

* volumes ctri[x]|pool[x] : #R¥#E target id > 51|
B RATD $ fil 25 A B W5t 1) fot 77 1 1 )

* drives ctri[x]|pool[x] : ## target id > 51 B
RATD $ ] 1 AH B B 119 {47 T8 !

-list flashdimms

HIH H IMM & A H B RO AR
DIMM -

-list devices

FHs  IMM & B BT G R R AN
PARCIE S DIMM AOIRAE o

-show target_id

Fn i IMM &P > 58 H AR
B o

H target_id 7 :
ctri[x]|vol[x]ldisk[x]|pool[x]

|flashdimm[x]

3

-show target_id info

BN IMM B 2 R H AR EE
A -

Hrb target_id % ¢
ctri[x]|vol[x]ldisk[x]|pool[x]

|flashdimm[x]

3
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F#% 66. storage 157 ( #AE )

e 3] 3 B3 &

-show target_id HURH IMM B2 8E BEMY | K9 target_id 73 -
firmware? B o ctri[x]|disk[x]|flashdimm[x]?
-showlog BURH MM E 82 88 HIER S | Hb target_id 7 : ctri[x]*

target_id<m:njall>?

PEHES o

m:n|all
He min 2 —3F 4 HEEE LR
Hall 2 r A F4H 5

-config ctrl -scanforgn -target
target_id®

{EHI SN RAID BLE o

Hrh target_id % : ctri[x]

-config ctrl -imptforgn
-target target_id?

[ A SN RAID B & -

Hr target_id % : ctri[x]°

-config ctrl -clrforgn -target | RN RAID BLE o Hr target_id 4 : ctri[x]
target_id®
-config ctrl -clrcfg -target 7K RAID BLHE o H+ target_id 4 : ctrI[x]

target_id®

-config drv -mkofiline -target

target_id®

A BE RS IR RE R84 1 588 B /0y AR

H target_id % : disk[x]°

-config drv -mkonline -target

target_id?

AN BSE AR B R BfE A 3 O S R

Hrb target_id 7 : disk[x]®

-config drv -mkmissing
-target target_id?

o Bl 0 TR RS 5 R i ) R A7
g A o

Hrp target_id 7 : disk[x]°

-config drv -prprm -target
target_id®

WA R TC 1Y R4 RERR LU T 7%

H target_id % : disk[x]°

-config drv -undoprprm
-target target_id?

S Y A R T T ) R RSB A DA o
I BREIMES o

Hrh target_id % : disk[x]>

-config drv -mkbad -target
target_id®

I T ) R RO A 5 B A RS A
B R

H target_id % : disk[x]°

-config drv -mkgood -target
target_id®

AL B AN IR A B 5 SR T
B R A o
119

SRR BB JBOD) AE R dH {5l R
fic B ) R LT A o

H target_id % : disk[x]>

-config drv -addhsp
-[dedicated pools]
-target target_id?

71988 T BRE TR IR Ay — {18 42 i 4 B
AR > 50 BT o

Hrb target_id 7 : disk[x]®

-config drv -rmhsp -target
target_id®

Hrh target_id % : disk[x]

-config vol -remove -target

target_id®

o bk — Wl i [, -

Hh target_id % : vol[x]




F# 66. storage 17 (#HE )

B]iE

& B

=l

-config vol -set [-N] [-w] [-r

1 [H] [a] [-d] [-b] -target
target_id®

BT — I 0 0 2 o

[-N volume_name] J&: f % 1 4 7%
[-w <01]2>] & DB AJRA

— A0 & THEEAL FA
— 3R TETI) A

— B8 2 & [LUEMAEAMS BBU) SA L FEHI
[-r <0[1]2>] % PREGE R A

— A 0 A [fmTESEREIC] RA
—RR 1 B [ HESeEE R
—RHA 2 B [RGB METE SR R
[4 <01>] A PE 170 JEH

— A0 & [H#ZE /O] JRA
—BE A5 [REC1/0] JRAI
[-a <012|3>] /7B H]

— A0 & W% A

— A 2 f [oEw ) A

— KM 3 & T8 JRAI

[-d <O11]2>] 2 BRI A

— WR IR E > Rl A% 0
— JEAL 1 Al RUR R A

— A 2 AT JE

[-b <O11>] 7 SRR s T -

— JEA O MR A AL AR L E

— B 1 AE R G R E
—target_id % vol[x]°

-config vol -add<[-R] [-D
disk] [-H disk] [-1 hole]>
[-N] [-w] [-x]]

W E A PER AR o By BT A kA7 [
ety (AT

19

W H A R AE R - UBUA B A7
[ A 3 57— Al [

[-R
<0/1|5/1E|6]10|50/60]00|1ERLQO|1EORLQO>]
W IE A £ 26 RAID JBIR > 36 HA%E T

A T ) et A7 1

[D disk
[id11]:disk[id12]:..disk[id21]:disk[id22]:..]
MR TE ] SR AR AL AL (ESESEE) > W H
AR A BT B ot A7 [

[-H disk [id1]:disk[id2]:..] 1t 8 JE 7] i 55 2 24
FREAE > S ELAE 7 B ) ok A o

(-1 hole] JLHEIF ] 2 B 7 19 (7 I 5 36 o P AL 2%
41 1% 3| 4

[-N volume_name)] J& i % 1) 44 7%

[-w <O1]2>] & PLBUs AR A

—HA 0 & [HEFAL A

— A 5 [R50 ) A

— B 2 f [LARE IR AL BBU) FA L J5H
[-r <OI112>] f PRICGEHUFE R -

— R 0 fp [MTESea I ] R A
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F#% 66. storage 157 ( #AE )

B]iE

55t EA

=]

— RO (TSGR T
— B 2 b [T SERUR ] R

-config vol -add[-i] [-a]

[-d] [f] [-S] [-P] -target
target_id?

W E AR e AR IR o BB A kA7 [
AL B R I
5

W H R A [ > LABUA I A7
1 A8 A 57— 8 [ o

[4 <0[1>] ZPRE 170 JRAI
—Hm® o0& [HE /0] RAl
—HA1 & TR ol JEHI

[-a <0[2|3>] /A st

— A0 & %] KA
—JEA 2 f e ] A

— KR 3 & T8 A

[-d <01112>] 2 ERE R HUE A

— R E R RS - JI BT 0
— JEB 1 AT ROR SR A

— JgA 2 AT R

[-f <0/1/2>] F L6 a2 R -
— JA 0 AL iR R E

— JHE 1 S in R e

— JA 2 L Se LR R E
E-‘S)volume_size] TG A KN (DL MB A8
A

[-P strip_size] A k@A K/ > it 128K 5 1M
-target target_id % :

—ctri[x] CHifaifrla) >
—pool[x] (HAER) 5

-config vol -getfreecap[-R]
[-D disk] [-H disk] -target
target_id®

AR RE AR AL B ol A& -

[-R
<0|1|5|1E|6/10|50/60|00|1ERLQO|1EORLQO>]
I BT A] F 2 RAID Jg Kk - iff H{£

A I ) ot A 1

[-D disk [id11]:[id12]:..[id21]:[id22]:..] it 38 18
FEFEREREREAL (BARESEE) - I EAE R
4 fif 77 i

[-H disk [id1]:[id2]:..] b 338 T8 7] 5 28 5% S s A B
A1 > 7 L A R Y fe A [

-target target_id % :

— ctri[x]°

-help

HURAE A L% TH

MiaE

1. HATE IMM " f7£H RAID ¥EHI#F AR & > A 2|4 -

2. FUer SFEPA BRI A 2 WERRAN DR PY SR B DIMM SR B8 o S S 30 A B R 14 £k 7 I 0 % o DR

& o

N OO

B A 22 I RR ) > R DA BT BUR ©

HAETEZ® RAID HE ke b > 7 Z4R g4 -
HATEXIE RAID BLE A lkes £ > o] LB UMAE S -
Enable {6~ & RAID BiK 1 Bl& -

PLR 3 AT SR E 1 3820 7 B8 - storage —config vol —add $54 i HAREIEFR IR o




RHI
storage [options]
option:
-config ctrlidrv|vol -option [-options] -target target_id
-list controllers|pools|volumes|drives
-list pools -target ctri[x]
-list volumes -target ctri[x]|pool[x]
-list drives -target ctri[x]|pool[x]
-list devices
-list flashdimms
-show target_id
-show {ctri[x]Ipool[x]ldisk[x]Ivol[x]|flashdimm[x]} info
-show {ctri[x]ldisk[x]|flashdimm[x]}firmware
-showlog ctri[x]Jm:njall
-h help

i) -

systemy storage

-config ctrl -clrcfg -target ctrl[0]

ok

system>

systemy storage

-config ctrl -clrforgn -target ctrl[0]

ok

system>

system> storage

-config ctrl -imptforgn -target ctrl[0]
ok

system>

systemy storage

-config ctrl -scanforgn -target ctrl[0]
Detect 1 foreign configuration(s) on controller ctrl[0]
system>

systemy storage

-config drv -addhsp -dedicated pool[0-1] -target disk[0-0]
ok

system>

system> storage

-config drv -addhsp -target disk[0-0]
ok

system>

systemy storage

-config drv -mkbad -target disk[0-0]
ok

system>

systemy storage

-config drv -mkgood -target disk[0-0]
ok

system>

system> storage

-config drv -mkmissing -target disk[0-0]
ok

system>

systemy storage

-config drv -mkoffline -target disk[0-0]
ok

system>

system> storage

-config drv -mkonline -target disk[0-0]
ok

system>
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system> storage

-config drv -prprm -target disk[0-0]
ok

system>

system> storage

-config drv -rmhsp -target disk[0-0]
ok

system>

system> storage

-config drv -undoprprm -target disk[0-0]
ok

system>

system> storage

-config vol -add -1 1 -target pool[0-1]
ok

system>

system> storage

-config vol -add -R 1 -D disk[0-0]:disk[0-1] -w1 -r2-i0-a0-d0-f0
-NLD_volume -S 100000 -P 64K -H disk[0-2] -target ctrl[0]
ok

system>

system> storage

-config vol -getfreecap -R 1 -D disk[0-0]:disk[0-1] -H disk[0-2] -target ctrl[0]
The drive group configuration is good with free capacity 500000MB
system>

system> storage

-config vol -remove -target vol[0-1]
ok

system>

system> storage

-config vol -set -NLD_volume -w 0 -target vol[0-0]
ok

system>

system> storage

-list controllers

ctrl[0] ServerRAID M5110e(Slot No. 0)
ctrl[1] ServerRAID M5110f(Slot No. 1)
system>

system> storage

-list drives

disk[0-0] Drive 0

disk[0-1] Drive 1

disk[0-2] Drive 2

system>

system> storage

-list flashdimms

flashdimm[1] Flash DIMM 1
flashdimm[4] Flash DIMM 4
flashdimm[9] Flash DIMM 9

system>

system> storage

-list pools

pool[0-0] Storage Pool 0

pool[0-1] Storage Pool 1

system>

system> storage

-list volumes

system>storage -list volumes
vol[0-0] Volume 0

vol[0-1] Volume 1

Vol[0-2] Volume 2



system>

system> storage

-list drives -target ctrl[0]
disk[0-0] Drive 0

disk[0-1] Drive 1

disk[0-2] Drive 2

system>

system> storage

-list drives -target pool[0-0]
disk[0-0] Drive 0

disk[0-1] Drive 1

system>

systemy storage

-list pools -target ctrl[0]
pool[0-0] Storage Pool 0
system>

systemy storage

-list volumes -target ctrl[0]
vol[0-0] Volume 0

vol[0-1] Volume 1

system>

system» storage

-list volumes -target pool[0-0]
vol[0-0] Volume 0

vol[0-1] Volume 1

system>

system> storage

-show ctrl[0] firmware

Total Firmware number: 2
Name: RAID Firmwarel
Description: RAID Firmware
Manfacture: IBM

Version: 4.01(3)T

Release Date: 01/05/2013
Name: RAID Firmware?2
Description: RAID Firmware
system>

system> storage

-show ctrl[0] info

Product Name: ServerRAID M5110e
Firmware Package Version: 23.7.0.1.2
Battery Backup: Installed
Manufacture: IBM

UUID: 1234567890123456
Model Type / Model: 1234AHH
Serial No.: 12345678901

FRU No.: 5005076049CC4

Part No.: LSI2004

Cache Model Status: Unknown
Cache Model Memory Size: 300MB
Cache Model Serial No.: PBKUDOXTAOP04Y
PCI Slot Number: 0

PCI Bus Number: 2

PCI Device Number: 2

PCI Function Number: 10

PCI Device ID: 0x1000

PCI Subsystem Device ID: 0x1413
Ports: 2

Port 1: 12345678901234

Port 2: 12345678901235
Storage Pools: 2
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pool[0-0] Storage Pool 0
pool[0-1] Storage Pool 1
Drives: 3

disk[0-0] Drive 0
disk[0-1] Drive 1
disk[0-2] Drive 2
system>

system> storage

-show disk[0-0] firmware
Total Firmware number: 1
Name: Drive

Description:
Manufacture:

Version: BE24

Release Date:

system>

system> storage

-show disk[0-0] info
Product Name: ST98394893
State: Online

Slot No.: 0

Disk Type: SATA

Media Type: HHD

Health Status: Normal
Capacity: 100.0006B
Speed: 6.0Gb/s

Current Temperature: 33C
Manufacture: ATA

Device ID: 5

Enclusure ID: 0x00FC
Machine Type:

Model:

Serial No.: 9XKIKL

FRU No.:

Part No.:

system>

system> storage

-show flashdimm[15]
Name: CPU1 DIMM 15
Health Status: Normal
Operational Status: Online
Capacity(GB): 400GB
Model Type: DDR3

Part Number: 93E40400GGM101PAT
FRU S/N: 44000000
Manuf ID: Diablo Technologies
Temperature: 0C
Warranty Writes: 100%
Write Endurance: 100%
F/WLlevel: A201.0.0.49152
system>

system> storage

-show pool[0-0]

RAID State: RAID 0

RAID Capacity: 67.0006B (0.000GB free)
Drives: 2

disk[0-0] Drive 0
disk[0-1] Drive 1l
Volumes: 2

vol[0-0] Volume 0
vol[0-1] Volume 1



system>

system> storage

-show pool[0-1] info

RAID State: RAID 1

RAID Capacity: 231.898GB (200.000GB free)
Holes: 2

#1 Free Capacity: 100.000GB

#2 Free Capacity: 100.000GB

Drives: 2
disk[0-1] Drive 1
disk[0-2] Drive 2

Volume: 1

vol[0-1] LD_volume
system>

systemy storage

-show vol[0-0]

Name: Volume 0

Stripe Size: 64KB

Status: 0ffline

Capacity: 100.000GB
system>

systemy storage

-show vol[0-0] info

Name: LD_volume

Status: Optimal

Stripe Size: 64KB
Bootable: Not Bootahle
Capacity: 231.898GB

Read Policy: No Read Ahead
Write Policy: Write Through
I/0 Policy: Direct I/0
Access Policy: Read Write
Disk Cache Policy: Unchanged
Background Initialization: Enable
system>

adapter I8

s A W] A B R PCle B i% K EAE LR -
WR A% adapter 52 > #8 H L5 A > fal IR 25 & LA 5 HUE. [0 HE

Your platform does not support this command.

W ER R SEHREL EAE AT IR R - R H B RO R R A (2D —00)

NRBUR A BEIAN 5 #

F# 1 67 adapter #+

A 2 A S B = AR E AL s > P AR AR IE - R
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F#% 67, adapter #57 ( ##E )

B &t BA &
list )t AR R 2% HP R BT PCle B R
-show target_id R HEE PCle BUEFHYFEANE N target_id [infol|firmware|ports|chips]
Hop
e info : HUREH: R 15 8 &
o firmware : BRELH: K 0 A B8 &
* ports : BURALIE RHIHTA O RA B B
o chips : B/REERMWITA GPU & &l
-h HUR T84 R IE
Sy
AR
adapter [options]
option:
-list
-show target_id [infol|firmware|ports|chips]
-h help
i
system> adapter
list

ob-1 Flex System CN4054 10Gbps Virtual Fabric Adapter
ob-2 GPUCard1

slot-1 Raid Controller 1

slot-2 Adapter 01:02:03

system> adapter

show ob-1 info

Product Name: Flex System CN4054 10Gbps Virtual Fabric Adapter
Card Interface: PCIe x 16

Function Count: 2

Function Name: xxx Emulx xx componentl
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221



Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x

Package Type: dici
Function Name: xxx nVidia xx component2
Segment Number: 2348
Bus Number: 23949
Device Number: 1334
Function Number: 21
Vendor Id: 12

Device Id: 33

Revision Id: 1

Class Code: 2

Sub Vendor: 334

Sub Device: 223

Slot Description: a slot
Slot Type: 23

Slot Data Bus Width: 0
Hot Plug: 12

PCI Type: 11

Blade Slot Port: xxx
UUID: 39302938485
Manufacturer: IBM
Serial Number: 998AAGG
Part Number: ADB233
Model: 345

Function Sku: 221

Fod Uid: 2355

Required Daughter: 0
Max Data Width: 0
Connector Layout: pci x
Package Type: dici

mvstor IS
15 F U638 4 ] BUAS B ML A B RO S AE TR B B R [ o

NRBUR A BEIAN G H

F# 68 mvstor I5F
T 2R 2t 22 {0 e 5] B v A B AR R SR AR o D SR TE SR TE B o

Eig 5 BA

-h/? B I A8 4 1 50 B R

-version S P ) 5 s AR

~disks BN I 18 T A R

-volumes SR i B [

-create HALJE BRI > P LAFEE VD _Name * RaidLevel 1 StripeSize

-delete ] 5 i 45 s [

-import WA S B0 i W . o R A JE SBR[ A% > AR LT HT B AN B B I R S o
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A&
mvstor [-options] - raid configuration for SATA/NVMe RAID hoot solution.

options:
-version - displays controller firmware version.
-disks - displays information of media disks.
-volumes - displays information of virtual disks

-create -slot <slot_no> -name <vd name> -level <0[1> -stripe <32|64]112812561512> - create virtual volume.
Marvell SATA RAID: stripe size can only be 32k or 64k
Marvell NVMe RAID: vd name is unapplicable. The name will always be VD_0.

-delete -slot <slot_no» -id <0[1> - delete the virtual volume
-import -slot <slot_no» -id <0[1> - import a foreign virtual volume
5 451
system> mvstor -version
Controller Slot  Device Name Version
1 ThinkSystem M.2 SATA 2-Bay RAID Enablement Kit 2.3.20.1203

system> mvstor -disks
Controller Slot 1 M.2 Bay0 128GB M.2 SATA SSD  LEN
Controller Slot 1 M.2 Bayl 128GB M.2 SATA SSD  LEN

system> mvstor -volumes
Controller Slot 1:
VD_ID: 0
VD_Name:  VD_Test
PD_Member: 0,1
RaidlLevel: 1
StripSize: 64k
VD_Capacity: 117 GB
VD _Status: Optimal
1 64k 29 GB Optimal

system> mvstor -delete -slot 1 -id 0
VD_ID 0 is deleted

system> mvstor -create -slot 1 -name M2RAID -level 1 -strip 64
New volume is created

system> mvstor -import -slot 1 -id 0
VD_ID 0 is imported

TEES

A FEIR A F A PR ) SRR AT o
HA—M%4EHES %6 173 H Tdbgshimm 41
dbgshimm &%

15 FH G 38 4 ] iR B BH E 2 2 R 85 Shell 1948 BEAEHR ©
BEE @ SLHE S EME IR A B -

N RBUR S IBIER G B -



F# 69. dbgshimm 35

R 2 AR 5 B A R A A R > L A R TE R T

I & B3

status HUR R g

enable JHCFEY B A7 B (5 TP 788 LY 1) TR D)
disable 15 1 B A7 HL

174 XClarity Controller 2 i F Fffit




E12F IPMI ST E

AR FEHIW XClarity Controller FIF % & #) IPMI A i o

INFFAEAE TPMI 152 M REAE R > S5 2B ZEROF & BB I (IPMI) A& SO (2.0 BB mMA) o AR
$AEEL X Clarity Controller ¥ #8 B 32 3% A9 HZ#E TPMI A1 OEM IPMI 15 2445 F 6 1 19 OEM 28930 -

£/ IPMI & XClarity Controller
EAAT AR EN > A ER [HERY-28 8 m (IPMI) ] & XClarity Controller ©

XClarity Controller F& 55 I 1D » 5] & E W48 FH & 44 Wl A0 25 6% 53 7l £ USERID # PASSWORD  ( fir & 1Y
RET 0 RRFE O) o Ml H B B A F I -

EETIE ¢ G e E I ] 5 S B A A R A A - DU R 2 Ak o

TE Flex System H' > {fi & P ABL & Flex System CMM LA4E 18 3 X Clarity Controller IPMI {# I EIRF - 7E
LU R > A2 CMM BLE T IPMI £ # 1D > &AM IPMI /£ 8L XClarity Controller

fitsE : CMM BB 1D sBE A fEEHL F4lt USERID/PASSWORD -4 ANfE o {05 MM RELE IPMI
i3 1D - HIEL TPMI 48 51 1 2 A0 B 0% 48 i e s e B P -

XClarity Controller 424t A TPMT % vy frl JIi 5 %5 B L RE -

IPMI 8 £ 1T/ A
IPMI $84 17/ W4 IPMI 2.0 el 2 - $EALEHA R %545 BE T E 10 B A7 B o fm] LU F IPMItool %%
HHES > DLPERIfA AR 25 B TR~ AR R o8 A AR s A A IR 8 o NS IPMItool HIAH B &R - 552 BE
175 B "f# fH IPMlItool °

Serial over LAN

A B 1 v B PR IR AS > R0 IPMItool 2K 57 Serial over LAN (SOL) 3 o 417 TPMItool HIAH
B > @2 175 § T IPMIwoly -

£ A IPMItool
{8 FH A 32 8 Hp ) & R A7 B TPMTtool A AH B & GR -

IPMItool $fit & T B > 4 A] DL 2K % B K il B IPMI & 4% o 8 A] LIS A IPMItool S8 A B 58 40 3 45 3
I E XClarity Controller ©

T IPMItool HIAHRBEE RN » 52~ IPMItool » #5#E 5 https://github.com/ipmitool/ipmitool °

IPMI 55 B2 OEM 2 ¥

ME/HRELANGRESH

BT R XCC st te i i sk € Tt ohae > o2 8ERWEEZ W N IR o
DHCP

bR 7R O B TP Ak > XCC BRI — A > e — BERp B A B R AE DHCP il iR #5 BUAS
IP ik » 25 A BT BP f ff FH AR R 1P ik R 4%F -
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AR 2 (A 5 S = B A A AR > b L A IR IE SR TE A AR TH AR BR (L

28 # Z2HERN
IP ks |4 TR
W

[7:4] — A8

[8:0] — o hk2 U
Oh = KHI8E
1h = BFREANE (FHEE)
2h = 1 XCC 11T DHCP B8 i {7 ik
3h = H BIOS B & Stk 88 H 5 /Y {41k
4h = 1 XCC FUATHAb AL IE 8 IR A8 51U 2 B 19 Aok

XCC il 4h WI{E /R DHCP & 87 bk 8 F A ka2 o

CREBAN HEIRE

XCC W AL8 HA RMID A1 A 107100 & KA MAC - XCC #8305 B RGMII 4\ 1h i) &
1Gbps & KAHHE MAC o Hrf— 1l MAC % % @ #3 E AfF kS N1C > 55— 10 MAC JI AES A R HE
B o AT — BERF A > IR #S B A — 8 & K48 I 35 R A VE IR RE o Wi MR 3R R e [a] RERRH -

A ER AR A o AR AT A P S 45 AR A0 T M b 7 4 R A A TP e rh — S — R o
BRAN > XCC B SR A T AR b3 CORABE AN T o BRI R R YR A ] CCh 52 B -

BT A A R R EF IDS AmSEI T
o EFR #1 > £ ID = 03h (eth?) >
o BERLR #2 > £ ID = 04h (eth3) »

AR 2 (A 5 S = B AR A AR > b B A R IE R TE A MR IH AR B

28 # ZHEN
OEM Z2#{ COh datal

XCC i F 2 3005 185 2 s 8 18 A 00h = cth0
A T AT R 2K A R IR (R IEE

") o 0lh = ethl
1 [BUS /8 LAN it B 28 02h = eth?
4 WS ORME A e B o
8o N [ B S o DL IR BCIFAEE -

B ERE S 00h © ]
FFh = 15 BT A 210 48 B 38

(o] R A 1] 3 R f2 e A o

S L A NCST PR > B ] 4 XCC B —WERERATH - e s A
T4l - 4 1R 1 VR A 48

fEICE 1 = SEALHG data2

Nt 2 = BET L

{74 3 = cthO %5 00h * ethl 00h = 0

Nl 4 = CGRA]) #HEER

NCSI B4 > B £y 1 SEnS e UL A A -
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28 # gyaEn

R FER FRIEE data? > BMBE A3 iE

datal DL ATE E BB EM - Bl fEEHH RAE M NIC =k B R #5835 19 NIC # /) NCSI /1 o

data2 PETCALT A BB B8 E Bl (BN NCSI#E) o R B R P RIEE data2 HIBHEM R
NCSI % > BB EBEE 0 o RBSRPIEE T data? [HEBEEMAE NCSI EE > Bl €& 20 EE gl o

#w il

gk A ISR m A b3 NIC RO%E 2 (B ID = 0> eth0) JAMEE R - A A Gk A
0xC0 0x00 0x02

fffek B 0SB FH %8 — 3R Mezzanine #0% R RS — M8 > Al AL @ 0xCO 0x02 0x0
% F /{8 A Ethernet over USB

PATR 2 SR i ROR 8048 A XCC SEIRA T o

T 2R JE H 2 AR A B = AR R AL R A > S B AR T - 23 TE R A RN R TH A AR BRI AR o
28 # ZHER
OEM Z#{ Clh EHk 1
(XCC 1 F 2 B 5 DA R A 51 0x00 = E & H
{8 Ethernet over USB 4~ 1f)
0x01 = R

# [T LAN BEES 8] 184
o B EURE A %%Eﬂ%&dﬁ
A E BRI - T A E A
{7 EZZ B 00h o
[ R (e ] 3 R a2 T A -
fiJeH 1 = SERLG
it 2 = BT

fiTC4L 3 = 00h (B EM) =
0lh (ERUA)

%

datal 1T NS EBEEN - B RE R HH R A NIC s B IR 25 3E A9 NIC F A9 NCSI A ©

data2 PEICALH A BB BT €l (FEME NCSI#E) o iR ER P RIEE data2 HIBHENE
NCSI 25 > BB EAEE 0 o RBESRPIEE T data? HEEEM A NCSI EE > Bl €& 208858 gl o

o

gk A - W SRAE A m AR B LR NIC B33 2 (B4R ID = 00 eth0) FEE MR > Rl AR A ¢
0xC0 0x00 0x02

Fffe% B @ SR A 26 — 3R Mezzanine #98% FA95E — (@@ - HIE A% © 0xCO 0x02 0x0

FAFE{S DUID-LLT &9 IPMI 3E1H
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—E T EEE IPMI A B MEEE R DUID » R RFC3315 » & ME# A DUID I dss a

() [T S

2H

gyaEn

OEM 2 #(

{5 [ Ethernet over USB 4 1)

{37 E%X B 00h o

(e ] O ORI 4 ] 3 iR 32 Tl
fooHl 1 = SERUER

HiAk)

RIE (HHA 16 AT

(XCC i F 2 B 1S LLRCA 51

1 [HUS LAN e B 280 54
W 2R WO i R R LA B
AEE RIS > T &M

fiocd 2 = Z2EUERT (W IPMI
{7 TC4L 3 = PR E R TTALIY

fiot# 4 £ n = DUID_LLT

C2h

CABREESH

AR 22 80n] A L B E 1) &R A B ROE ©

28

#

OEM 2%

E) e

(o] R ] 3 e e
el 1 = 2R
fiooHl 2 = BuT

0lh (B )

(XCC i A 2 805 A LB Bk
15 2 K48 3 A T ) B B Rk

74 3 = 00h (&) B

C3h

0x00 = C1%
0x01 = B R

Fff5E © 7€ Flex Ml ThinkSystem D2 Enclosure
(ThinkSystem SD530 Compute Node) &#t L > H#E
AR AR > [N A7 T REE O AR CMM
SMM 1) 48 s 48 Al B AR o

OEM 2 #(

)

(5] JE R i 1] 3 iR ST A
o8 1 = SEALS
ot o = 5T

(100Mb)

(XCC fil i it 2 BOSE RS LU LS
BB & KA A T A R

NiJCAL 3 = 00h (10Mb) B 01h

C4h

0x00 = 10Mbit

100Mbit

o
7
o
—_
Il
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L # P
OEM 2 C5h P

(XCC {4 it 2 SRS DA % 0x00 = - T
BT O M B A TH 1 TR )
0x01 = &% T
[ JE R ] 3 R e A -

fETCHL 1 = SERUAE
frocdl 2 = %
{7640 3 = 00h (E#ET) =5

0lh (&%T)
OEM 2% Céh TR
(XCC o it 2 SRS LABUAS X MTU H K/
BT O R A I A T ) e K e B
fii (MTU))

[n] 1 R[] 3 i o4
PTG 1 = SE LS
Mo 2 = EHT
Mot/ 3 E 4 = MTU Kb
OEM Z#{ C7h EH 156

(XCC {8 F 2 SRS LA 5L MAC {3 ik
BB AR T MAC )
[e] B Lt 1] 3 RS e
fiocHl 1 = SERLAS
fiotél 2 = BRT
fioC#l 3 & 8 = MAC ikt

AR IS B A AR ALY IPMI RIR
BE 7 MERT 2 8 MR IR IPVE P45 A A7 1k o

2% # BHEN
OEM 2% C8h

WA RS XCC 1 aigh 4

bR VA

(6] RE A 18 [ LR R 2

ool 1 = S8 nAS

7ol 2 = Z2HUEET (A IPMI
JEAE)

frICH 3 = IPV6 it FERE

PETCHL 4 2 19 = Bligh A SR A7
HE (A AL

BAREA/ER IPve &9 IPMI E15
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WA A 8> FNE XCC R /18 IPV6 -

WA RE XCC FROUH /15 1
IPv6
Ieu] R S M4 D A 2
M 1 = 52
fiedH 2 = Z2EUERT (41 IPMI

KA
fiC4L 3 = 00h (EEM) =
0l1h (ERUA)

28 # ZHER
OEM 2 #{ C9h EE 1

0x00 = E 15 H
0x01 = ERBUH

Ethernet over USB % i /b 2B 48 3%

PATF 28 M Ethernet over USB it & & 4N 2 K49 598 o

7G4 1 = 58 RS
frseil 2 = Bl
fic#l 3 = REE (00h)

{7 764 4:5 = Ethernet over USB 5§
(LSByte fEHI)

PiIGHL 6:7 = JMNES £ K 4 I 3 55
(LSByte TEH])
BEM AN EE R e B > ]
fete 1~ 4 8¢ 16 T4 -
o iJo#l 8 = L EFRAML ¢
00h = FBHEFH
0lh = il T CMM ) IP ik
PETCA 8:11 = IPv4 HMEFAARE TP f7dik
(N
{7 TCHL 8:23 = IPv6 AMNEBAE RS 1P 1z dik
(M)
SE R
00h — B
80h — 2 AT IR

Clh — 84 R%Z X%

28 # Z2HERN

OEM 2 ¥ CAh E LAN BB 28]
T S /% & LAN i B2 #54 EE 1

o IS BUR A BE IR AT R

[ BRI LER » BT DAL A M 07 SR £ 00h o 8 (= 00h)

Get [8] B ERHIE (5 8] DL R - Ek 2:3

Ethernet over USB $#24% > LSByte 7£H[
HR 45
SN R M B 5 5% > LSByte 7EHI

BN TN H R E R > TR 1
4 8¢ 16 Mz e -

00h = {5175 %

0lh = ffi | CMM 19 IP {izht

FOR 69

IPv4 SMERAEEE TP fudih (HEQIA% )
FOR 6:21

IPv6 SPERHEES TP frdik (A% )
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28 # gyan

C7h — ZRERHE B EERL

OEM £ # CBh EHR 1:4
M2 SR A R E MBS XCC B LAN XCC 1 LAN over USB /i B9 IP fiz ik o

over USB 1P i fik J2 48 j% 4 55 -
EHE 58
[ R R R [ DR R

Ml 1 = 5B

ool 2 = SBEUEFT (41 IPMI #

#)

XCC Ml LAN over USB 4 I ) 48 5 18 &

el 3:10 = IP ik Ko 48 B% 4 2 (E
(MS-byte TEHT)

OEM £:#{ CCh ER 1:4
2B AR E MBS ERIEZRRW FHEM LAN over USB 4 1H Y IP fi7d o

LAN over USB IP {71 :

5] R R DL R R
T 1 = SR
i 2 = BHEUEFT (40 IPMI A
#)

f7e4l 3:6 = IP fzht (MS-byte ZERT)

EHEREGER
AN 2R RN EF NCSI ELFFEAF -

28 # Z2HEN
OEM £ #{ D3h A5 /5 E LAN o B 28

1 [BUS /8 LAN it & 28
AT WS ORE A 3 E B
PEUR T E m LSRR T E
BT ERE E 00h ©

B R 2

BB AT A D3h 2 BRI
18l 0x00 &R TCAHIIZR > BT
AR E AR

BB FRAT

--> 0x0C 0x02 0x00 0xD3 0x00
0x00

HRBRAENEN > XCC [
- AAE — Az T AL R

fIJC 7:4 = B NCSI #iH
¥ E
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28

it 3:0 = HEEEE (F5RH
mpi
--> 0x00 0x00 0x40 0x01 0x32

FRAFAE 3 R E

B 0 FH 4 NCSI #E

EF 1 A& NCSI NIC > frbd
AR’ NCSI #E i

EfF 2 5 3 8l NCSI #iH

NE/REEEEHEN

AT 28 BOT A BB B 98 IR A 5 (R 1 P B SR T

TE B8 /#% 2 LAN fic B 28
B4R > SOl T R e BB
WEAT E R > T
2 WA ERE B 00 o

AAEL I 0 FEEZE

o WHEEMELIEF

o WEEMELIET
HECE R RIE S
R EE A Dah 28U A
i 0x00 ERMZ TCALRI TSR > AT
B E AR -

HECE R

--> 0x0C 0x02 0x01 0xD4 0x00
0x00

(o]

> 0x00 0x00 0x00 0x12 0x23
BEELE 0 = BT 0
BEEE 2 = BENUF 1
BEELE 3 = BEIEF 2

REEMERIETFEE
B LA Dah YOS —

1 28 21 2 B 2K - AT RO
BB -

28 # 2HEHN
OEM 28 D4 AT/ &% € LAN B 280

fIJC [7-4] = BEEFNELIEF (1= &5 15

o
A%

LG [3-0] = BEMHE (555
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28 # gyaEn

W E RIS

--> 0x0C 0x01 0x01 0xD4 0x00

0x12 0x23
AEIET 0 = BB 0
BT A 2 = EEIEF 1
BB BEE 3 = BRNET 2

[a] g -

28 # SHER
OEM 2 #{ D5h HH 1
W6 TG A PR S i 7E S A 4L A 0x00 = [l #

NIC #8724 48 3 5
0x01 = 3L
e [HAS LAN B ES 8] 154
W B BURE R %%ﬁ%i
AR I S E I D W R ]
{7 ERE A 00h ©

(6] JE R[] 3 R T AL
frocdl 1 = SERLHS
il 2 = BT

7G4 3 = 00h (EERUH) =
0lh (EfEH)

Bz e AH A A ic A R AL A NIC B M A B s - BRI TEEE A Oh » /8 XCC #4kE
FA A H B ARG R e W AR NIC (MEED) A S o R E h o FIEA
% B E N3 By T > AR ST B AT C B AS TR] A0 48 3% B > B R AR RO VAN 1 3L NIC A%
A& E VLAN 5/ -

8/ E XCC RARIKEN

28 # Z2HER
OEM £ #{ D6h o LAN BB 28
L2 8RR EUE /3% E XCC B BE 1

NIC )4 Bt -
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E1F 1D

WE ID

oAl 4 = B A A UH

fioedl 5 = & A U

HIT P A B A5 5K

TR AL o B S8

TR BN A H

OEM IPMI {46

XCC ZHET ¥ IPMI OEM 154

o AR T E A FE AR EHE - A PR o

Ri5 Netfn Ox2E #§% HAE

OxCC 1§ XCC Wit h R | PRIV_USR
&

K5 Netfn Ox3A 1% =g F
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